
N 
<:!\ C). 

'- ff!'.c£lq~t Carl
" .r-

U.S. Department of Justice 
National Institute of Justice 

110273-
110278 

This dor.<lment has been reproduced exactly as received from the 
person or organization originating it. Points of view or opinions stated 
in this document are those of the authors and do not necessarily 
represent the official position or policies of the National Institute of 
Justice. 

Permission to reproduce this copyrighted material has been 
granted by 

FBI Law Enforcement Bu11etin 

to the National Crimin.1 Justice Reference Service (NCJRS). 

FUrther reproduction outside of the NCJRS system requires permis
sion of the copyright owner. 

If you have issues viewing or accessing this file contact us at NCJRS.gov.



/10273 

I/O 27'1 

I/O 275 

Ito .217 

l%L~J' 

March 1988, Volume 57, Number 3 

t::.- ......... 

1) Recruiting Police From College 
{.-By Ordway P. Burden 

7 ; Executing Search Warrants in an Office Automation 
; Environment 
I .. By Charles Luisi, Wallace R. Zeins, and Alan E. Brill 

12 i Law Enforcement and Financial institutions: A Need to 
(Irain and Communicate 

By Roger Zeihen, Michael Zeihen, and Thomas E. Burg 

15 Book Review 

16 rOperation Defcon: A Multiagency Approach to Defense 
L Fraud Irwestigations 
'By Kathleen L. McChesney 

201 Power Theft: The Silent Crime 
\ ..By Karl A. Seger and David ,J. Icove 

-----26', The Electronic Communications Privacy Act: Addressing 
1 Today's Technology (Part II) 
'sy Robert A. Fiatal 

3'1 Wanted by the FBI 

n§ = 

Law Enforcement Bulletin 
United States Department of Justice 
Federal Bureau of Investigation 
Washington, DC 20535 

William S. Sessions, Director 

The Attorney General has determined that the 
publication of this periodical is necessary in the 
transaction of the public business required by law 
of the Department of Justice. Use of funds for 
printing this periodical has been approved by the 
Director of the Office of Management and Budget 
through June 6, 1988. 

ISSN 0014-5688 

Published by the Office of Congressional 
and Public Affairs, 
Milt Ahlerich, Assistant Director 

Editor-Thomas J. Deakin 
Assistant Editor-Kathryn E. Sulewski 
Art Director-John E. Ott 
Production ManagerlReprints-Mark A. 
Zettler 

The Cover: 

A police cadet gains field experience 
assisting a lost child (see article p. 1). 

The FBI Law Enforcement Bulletin 
(ISSN-0014-5688) is published monthly by the 
Federal Bureau of Investigation, 10th and Penn
sylvania Ave., N.W., Washington, DC 20535. Sec
ond-Class postage paid at Washington, DC. 
Postmaster: Send address changes to Federal Bu
reau of Investigation, FBI Law Enforcement Bul
letin, Washington, DC 20535. 

USPS 383-310 



Mg e • 44A4¥"H • 
W[M~@ ©©D~@l[J' ©U'U[JiJi)@ 

lID 2. 1jq 

tl n 
A Multiagency Approach to 

Defense Fraud investigations 

u •• Operation Defeon ... represents one of the first 
approaches directed primarily at kickbacks in the aerospace/ 

defense industry." 

Over $55 billion of the Federal de
fense budget is spent annually in the 
greater Los Angeles area, which is 
home to 1 ,900 Government contractors 
and subcontractors.' According to the 
Federal Procurement Data Center, the 
State of California receives approxi
mately 20 percent of Pentagon expend
itures.2 In fiscal year 1986, 10 Los 
Angeles-based companies3 each re
ceived more than 200 prime defense 
contracts.4 Thus, the opportunities for 
massive fraud, waste, and abuse exist 
within Southern California, as well as in 
many other areas of the country. 

During 1984 and 1985, instances 
of defense procurement fraud became 
increasingly known to the FBI. Infor
mation was received from a number of 
aerospace and defense employees 
who were dissatisfied with a procure
ment system wherein buyers from 

By 
KATHLEEN L. McCHESNEY, Ph.D. 

Special Agent 
Federal Bureau of Investigation 

Los Angeles, CA 

prime and first-tier defense contractors 
frequently solicited kickbacks from ven
dors and suppliers in return for favor
able consideration in issuing 
subcontracts and purchase orders. In 
October 1985, the FBI, the Department 
of Defense, Office of the Inspector 
General-Defense Criminal Investigative 
Service (DCIS), and the Internal Rev
enue Service (IRS) joined forces in Los 
Angeles to conduct an investigation, 
called "Operation Defcon," into kick
back schemes related to defense con
tracts and subcontracts. 

While the concept of a task force 
approach to address a particular Gov
ernment fraud problem is not unique, 
the Los Angeles effort represents one 
of the first approaches directed primar
ily at kickbacks in the aerospace/de
fense industry. With the cooperation of 
defense contractors and executives, 

and the information provided by many 
long-term participants in kickback ar-

. rangements, the task force was able to 
complete the first phase of its investi
gation by July 1986. Defendants have 
pled guilty to a variety of Federal offen
ses, including violations of the Anti
Kickback Act,S Mail Fraud,s and Tax Ev
asion.7 The subjects had received kick
backs on such projects as the U.S. Air 
Force F-16 fighter aircraft and the U.S. 
Navy F-18 fighter attack aircraft, the Air 
Force B-52 bomber, the Navy CH-53 
helicopter, the Airborne Optical Adjunct 
Program for Army research relating to 
the U.S. Strategic Defense Initiative, 
the Army Black Hawk helicopter, and 
the NASA space shuttle solid fuel 
rocket booster. Most of the individuals 
charged had no criminal record and had 
been successful members of the aero
space community for many years. 
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Special Agent McChesney 

Kickback Schemes 

A typical kickback scheme begins 
after a military agency awards a con
tract to a prime contractor. The prime 
contractor may subcontract certain por
tions of the contract to "first-tier" con
tractors who perform a particular 
portion of the work needed to complete 
the contract. Both the first-tier and 
prime contractors generally require ser
vices, supplies, or other products to 
complete the contract. These items and 
services are generally obtained from lo
cal vendors or machine/fabrication 
shops. 

In each level of contracting, the 
Government requires that qualified, in
terested parties be allowed to bid for 
work to be performed on Government 
contracts. An initial Government con
tract may be valued at several million 
dollars, and the value of the corre
sponding subcontracts or purchase or
ders may range from a few dollars to 
hundreds of thousands of dollars. 

In order to obtain lucrative subcon
tracts or orders for goods or services 
that relate to the prime Government 
contract, vendors and suppliers will 
often aggressively "market" their busi
ness with buyers from the prime or first
tier subcontractors. Some vendors and 
suppliers may also use the services of 
"manufacturer's representatives." 

Manufacturer's representatives 
represent several vendors or suppliers 
dealing in similar products and are oc
casionally middlemen in kickback 
schemes. The investigation uncovered 
such aggressive "marketing" tech
niques by vendors and suppliers as the 
prOVision of free meals, trips, automo
biles, tickets, or personal loans. Simi
larly, buyers for prime or first-tier 
contractors may solicit gratuities or 
cash in return for subcontracts and pur
chase orders. 

Buyers may operate the schemes 
on their own or work with other com
pany employees (Le., quality control, 
engineeiing, production, management). 
By working with production or engi
neering personnel, buyers are able to 
write requests for bids which are so 
specific that only one vendor is likely to 
be able to obtain the contract. 

Vendors or suppliers attempting to 
obtain defense contract business are 
often willing to pay up to 1 a percent of 
the face value of a purchase order or 
subcontract to a buyer if the work is 
awarded to them. Despite Federal leg
islation prohibiting kickbacks related to 
Government contracts and company 
ethics programs, the expectation of a 
1 a-percent personal profit in the award
ing of a subcontract or purchase order 
is a strong motivating factor for partici
pating in a kickback arrangement. Be
cause the kickbacks are generally in 
cash, few are reported as "income" to 
the Internal Revenue Service. 

In most kickback schemes, a por
tion of the kickback is paid "up front" 
as the contract or purchase order is 
awarded. The remainder is paid when 
the contract performance has been 
completed. These schemes have the 
effect of falsely increasing the costs to 
the Government for goods and ser
vices. Some of the methods used in 
kickback arrangements include "bid rig
ging," "courtesy bidding," "sole source 
contracts," and "bid-bumping/overage." 

Bid Rigging-·ln a bid rigging 
scheme, buyers or other procurement 
officials make discrete arrangements 
with a particular bidder from whom they 
accept some type of personal payment 
or gratuity. The selected company is 
provided proprietary information, in
cluding critical pricing data, which en-
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"A cooperative relationship between the Government and 
defense contractors is paramount to kickback prevention. " 

abies the company to submit a bid that 
is either the lowest or contains enough 
specific information to mal<e the com
pany appear best suited for the con
tract. Bid rigging destroys competition 
and eliminates the opportunity for legit
imate businesses to compete equally 
for Government contract work. 

Courtesy Bids-A buyer or pro
curement official may conduct business 
regularly with several vendors or sup
pliers who participate in this scheme by 
submitting bids on all potential con
tracts. In each instance, the amount of 
the lowest acceptable bid is provided by 
the buyer to one selected vendor or 
supplier on a rotating basis. The se
lected vendor is awarded the subcon
tract or purchase order, while the other 
participating vendors provide higher, 
unacceptable bids as directed by the 
buyer. The vendor who receives the bid 
or purchase order is responsible for 
paying the kickback to the buyer. Ven
dors "take turns" at being the desig
nated awardee. This scheme differs 
from bid rigging in that courtesy bidding 
requires the participation of several 
vendors or suppliers, whereas bid rig
ging occurs between the buyer and the 
contract awardee only. 

Sole-source Contracts-While 
only a few "sole-source" contracts are 
involvea In fraudulent schemes, this ar
ra.ngement is an easy way to award 
contracts and purchase orders to a fa
vored vendor. In this scheme, a vendor 
or supplier is designated by the buyer 
as a "sale source" for a particular part, 
product, or service. A sole-source des
ignation infers that one particular ven
dor or supplier is the only acceptable, 
approved source of the product or ser-

vice. Sole-source items are generally 
unique and rare and are likely to be 
very expensive. The sole-source nature 
of the items or service is often inaccur
ate or exaggerated. As in other 
schemes, the designated vendor or 
supplier pays a specified percentage of 
each contract awarded to the buyer. 

Bid-bumping/Overage-Prior to 
issuing subcontracts or purchase or
ders, buyers are aware of the maximum 
amount a company is willing to spend 
on the subcontract. In this scheme, the 
buyer advises a vendor or supplier how 
much his proposed bid can be raised 
("bumped up") and his company still 
win the subcontract. A portion of 
amount of the "bump" (usually 50 per
cent) is kicked back to the buyer. The 
"bump" or "overage" portion is in ad
dition to the original kickback paid by 
the vendor to the buyer for the receipt 
of the subcontract or purchase order. 

New Legislation 

The Anti-Kickback Act of 1986 
stagnated in Congress in mid-1986. 
However, following the massive public
ity generated by the indictments of Op
eration Oetcon defendants, congres
sional interest in the bill was renewed, 
helping to ensure the bill's passage in 
October 1986. The passage of the act 
amended and strengthened the original 
Anti-Kickback Act of 1946 to include so
licitation for kickbacks and attempts to 
provide or offer kickbacks as criminal 
acts. The act increased the criminal 
penalty to a maximum of 10 years' im
prisonment and a $10,000 fine per vi
olation. A unique part of the act requires 
that prime contractors have procedures 
in place to prevent and detect violations 
of the act. Prime contractors or subcon-

tractors must report possible violations 
in writing to the inspector general of the 
contracting agency. 

The False Claims Amendments 
Act of 1986 provides that any individuC'l1 
who knows of false claims made by a 
contractor to the Government may file 
a Federal lawsuit against a contractor 
on behalf of the Government and him
self." The complaining party is entitled 
to receive from 15-30 percent of any 
recovery obtained in the case. The 
strength of the act is the provision for 
triple damages and its 10-year statute 
of limitations. The act, often referred to 
as "Whistle-blower" legislation, also 
contains strong protection against the 
harrassment or firing of complaining 
witnesses. 

Kickback Prevention 

Notwithstanding the mandate set 
forth in the amendments to the Anti
KickbaCK Act, it is extremely important 
for defense contractors, or any other 
contractor involved in business with the 
Government, to establish policies with 
respect to gratuities and kickbacks. 
These policies, of course, should be in 
conformance with Federal and State 
law. They must be communicated to 
each employee and followup conducted 
to ensure that the employee un
derstands the policy. Finally, internal 
controls have to be established to en
sure adherence to the policies. 

A cooperative relationship be
tween the Government and defense 
contractors is paramount to kickback 
prevention. The experience of Opera
tion Oefcon clearly showed the contrac
tors' dedication to dealing with the 
kickback problem. Communication be-
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tween the investigators and company 
security personnel enabled the investi
gation to proceed without dl3lay. 

Contractors benefit from the co
operative relations,hip with Government 
investigative agencies, especially when 
unscrupulous buyers or other employ
ees are identif!ed. These buyers reap 
extra personal profits and deprive ven
dors and suppliers from participating in 
fair business practices. Vendors and 
suppliers b'imefit from Government in
vestigations by the deterrent effect of a 
Governm€lIlt prosecution. The deterrent 
effect of a case like Operation Defcon 
is difficult to quantify; however, industry 
sources indicate that most buyers and 
vendors are aware ofthe Government's 
investigation and commitment to elimi
nating this problem. 

Conducting business with the U.S. 
Government is unlike business con
ducted between private sector corpo
rations. It has long been a common 
practice for many private businesses to 
show signs of appreciation to their cus
tomers with gifts or other remem
brances. This practice, or the 
appearance of this practice, is not ac
ceptable among those companies who 
conduct business using taxpayer dol
lars. Government contractors should 
take every precaution to avoid even the 
perception that they are involved in 
unethical business procedures. 

Summary 
The major advantage of any task 

force approach is the complementary 
effect of investigative resources. By 
combining the unique abilities and ex
pertise of Special Agents from the FBI, 
DCIS, and IRS, the Operation Defcon 

task force is uniquely able to investigate 
kickback schemes. The inclusion of the 
IRS in this investigation has allowed the 
Government to include tax avo;dance 
or tax evasion charges, in addition to 
kickback counts. In those rare in
stances where individuals did claim 
money generated from kickbacks as 
"income," the source of the income was 
disguised. In addition, continued as
sistance from the U.S. attorney's office 
is particularly important. From the out
set of this investigation, prosecutors 
were intrinsically involved with legal is
sues and task force goals. 

The task force is located in a cen
tralized office, allowing for the essential 
daily contact between the investigators 
from the participating agencies. Ex
traordinary investigative expenses are 
shared among the FBI, IRS, and DCIS. 
As the investigation progressed, addi
tional assistance to the task force was 
provided by the Defense Contract Audit 
Agency (DCAA) and the National Aer
onautics and Space Administration 
(NASA). 

In kickback cases, as in all Gov
ernment fraud cases, it is critical that 
the FBI work closely with the affected 
(victim) Government agency. These 
agencies have access to necessary in
formation and documentation which 
might otherwise be unknown or un
available to the FBI. 

Investigations of defense procure
ment kickback schemes in the Los An
geles and Southern California area are 
continuing. A special hot-line has been 
instituted to accept information from the 
public regarding defense procurement 
fraud. In addition, the FBI works closely 
with the Air Force Office of Special In
vestigation (AFOSI), U.S. Army Crimi-

nal Investigative Division (USACID), 
and the U.S. Naval Investigative Ser
vice (USNIS) to investigate other types 
of defense fraud. These investigations 
involve contract mischarging, false 
certification of testing, defective pricing, 
and product substitution. 

Operation Defcon investigators re
main committed to identifying, investi
gating, and prosecuting subjects 
involved in defense fraud. During 1987, 
the expertise developed in investigating 
kickback cases was used to conduct 
briefings and training sessions for over 
200 investigators from various defense 
investigative agencies throughout the 
country. Information regarding defense 
procurement fraud investigations may 
be obtained from Operation Defcon 
task force members through the FBI, 
Los Angeles. lF~~ 

Footnotes 

'''Top 25 Defense Contractors in Los Angeles 
County," Los Angeles Business Journal, August 3. 1987. 
p. 24; the dollar amount given includes military salaries 
and facility expenses. 

2lbld. 
3The companies are Hughes Aircraft, McDonnell 

Douglas, General Dynamics, TRW, Lockheed, Northrop, 
Litton Industries, Garrett Corp., Todd Pacific Shipyards, 
and Com!'uter Sciences Corp. 

4Prlme contracts are defined as $25,000 or larger. 
541 U.S.C. 51-54. 
618 U.S.C. 1341. 
742 U.S.C. 
631 U.S.C. 3729-3731. 
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