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Pol RESOLUTION -

111 (1.985) 

ANNUAL AUDIT REPORT 1984-85' 

WHEREAS, the Illinois Criminal Justice Information Authority is 
responsible for conducting annual and periodic audits of the 
procedures, policies, and practices e,f the state central repositories 
for criminal history record informaUon; and 

WI-EREAS, the Computerized Criminal History (CCH) System main­
tained by the Illinois Department of Law Enforcement has been ex­
amined by the Authority for compliance with federal and state laws 
with respect to security, accuracy, and completeness; and 

WI-EREAS, the Department of Law Enforcement has reviewed the 
Audit Report and has prepared a formal response for incorporation 
in the Report: 

Therefore, be it RESOLVED that the 1984-1985 Annual Audit 
Report, as amended, is hereby adopted by the Authority and shall be 
released by the Chairman in accordance with the Authority's rules 
and regulations. 

ADOPTED by the Authority this 15th day of March, 1985, by unani­
mous, voice vote. 

(Introduced by Judge Richard E. Eagleton. Seconded by Vice 
Chairman James A. Sprowl. Motion passed by unammous, voice 
vote, with Director of Law Enforcement, James B. Zagel abstaining.) 



ILLINOIS 
CRIMINAL JUSTICE 
INFORMATION AUTHORITY 

120 South Riverside Plaza Chicago, IIUnois 60606 

CERTIFICATION . 

• 
(312)793-8550 

• 
The Illinois Criminal Justice Information Authority hereby certifies that 

the criminal history recordkeeping procedures and practices of the Illinois 
Department of Law Enforcement (now the Illinois Department of State 
Police) have been tested to ensure compliance with Federal and State privacy 
and security laws and regulations. During the course of examination, con­
sideration has been given to accuracy and completeness, and delinquent dis­
position monitoring procedures. The Authority's examination was conducted 
on a test basis and, as such, cannot assure discovery of all types of 
irregular it ies. 

Attached hereto is the full report of the Authority, including its find­
ings and recommendations for 1984-1985. 

William Gould 
Chairman 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

I 
,I 

Preface and Acknowledgements 

This audit report, issued by the Illinois Criminal Justice Information Authority, has been reviewed by the 
Illinois Department of Law Enforcement (DLE) according to procedures established by the Authority's 
Operations and Audits Committee. 

All findings and recommendations contained in the report have been discussed by representatives of the 
DLE and Authority staff. The DLE has had an opportunity to respond to the report both in the public 
forum afforded by the Authority's Operations and Audits COf/lmittee and in the attached formal written 
response. Therefore, the findings and recommendat.ions presented in this report represent the product of 
dialogue with the DLE and are not the viewpoint of the Illinois Criminal Justice Information Authority 
alone. 

The audit benefited from the cooperation of 10 police departments that participate in the Authority's 
Police Information Management System (PIMS) and of their PIMS managers. The particiapting agencies 
were the Arlington Heights, Buffalo Grove, Des Plaines, Evanston, Glencoe, Harvey, Joliet, Mt. Prospect, 
Park Ridge, and Schaumburg police departments. 

The staff of the Illinois Department of Corrections' Information Services Unit also played an instrumen­
tal role in the audit. Likewise, the staffs of the DLE's Bureau of Data Processing and Bureau of Identifica­
tion contributed to the audit. 
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I. Executive Summary 

Background 

This report summarizes the findings of the fourth audit of the State central repository for criminal his­
tory record information, maintained by the Illinois Department of Law Enforcement (DLE).l The Il­
linois Criminal Justice Information Authority conducts these audits undel the State requirement that the 
Authority Ifact as the sole, official criminal justice body in Illinois to conduct annual and periodic audits of 
the procedures, policies, and practices of the Illinois central repositories for criminal history record 
information."2 The purposes of these annual audits are to ensure that the State repository complies with 
Federal and State laws regarding the privacy and security of criminal history record information, and to 
ensure that procedures are established to identify and correct errors promptly. 

Illinois' current criminal history system is under an intensive analysis and evaluation by the OLE. This 
audit was designed and implemented with the intent of benefiting these efforts aimed at a redesigned 
criminal history record information system.3 The findings in this report are considered both in light of 
the current operation as well as the future system. Likewise, the recommendations in this report speak to 
the current system, and lend guidance for its restructuring. 

The fact that the repository maintained by the OLE's Bureau of Identification (BOI) receives such 
scrutiny each year attests to the importance of the criminal history record information it contains. The 
Computerized Criminal History (CCH) system is a Ifsystematic, computerized collection of information 
submitted by law enforcement agencies, prosecutors, courts, and correctional facilities, from time of arrest 
to final exit from the criminal justice system.1f4 Specifically, the current CCH system was designed to: 

(1) Store information from all criminal justice agencies throughout the State; 

(2) Generate cumulative transcripts of that criminal history record information (CHRI); and 

(3) Disseminate CHRI to all criminal justice (and authorized non -criminal justice) agencies upon request. 

The CCH transcript (or rap sheet) is meant to be a cumulative record of an individual's activities within 
the criminal justice system. By law, however, only felony charges and serious misdemeanors are required to 
be reported.5 The rap sheet also contains identification information, such as race, date of birth, physical 
descriptors, and fingerprint classification, Criminal history record information is available to any criminal 
justice agency anywhere in the State for use in day-to-day decisions in processing persons through the sys­
tem. Examples of how such information is used include the following: 

Ion March 29, 1985, Illinois Governor lames R. Thompson issued Executive Order No.3 (1985), changing the name of the DLE 

to the Department of Slate Police. This change took effectluly I, 1985. Because this audit was completed before the name change became 

official, "Department of Law Enforcement" and "DLE" are used throughoultbls report. 

2Ulinols Revised Statutes, Ch. 38 par. 210-7(1). 

318 Code of Federal Regulations (CFR) 20.3(b) defines criminal history record Information as "Information collected by 

criminal Justice agencies on individuals consisting of Identifiable deBcrlptions and notations of arrests, detentions, Indictments, Information, 

or other formal criminal charges, and any disposition arising therefrom, sentencing, correctional supervision, and release. The term does not 

Include identification information such as fingerprint records to the extent that 8uch Information does not indlcata involvement of the 

indivIdual in the criminal justice syst~m." In this report, the DLE's Computerized Criminal m,tory (CCH) system refers to that computer 

system which produces transcripts reflecting criminal hlslor)' record Inforniation for offenders in Illinois. 

4Law Enforcement Assistance Administration, Comprehensive DOlO Systtms Program Guideline Manual, 1971. 

51111nois Revised Statutes, Ch. 38-106-5, 106-2.1el seq. 
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• State's attorneys rely on rap sheets to decide how to approach a case and what charges to file in light 
of a defendant's criminal history. For example, theft of a firearm6 could be filed as a Class 3 felony 
instead of as a Class 4 felony if it is a second or subse.quent offense. 

• Judges rely on rap sheets to set bond for defendants and to decide which defendants not to release 
prior to final disposition of a case. Judges also use rap sheet information to sentence convicted 
offenders. 

• Probation and other community corrections agencies rely on rap sheet information to formulate 
treatment prog:ams and to classify offenders for more or less supervision. 

• Corrections officials need to classify persons remanded to their custody for appropriate and secure 
housing, work assignments, and so forth. Knowledge of prior criminal history is essential in making 
these decisions. 

The timeliness, accuracy, and completeness of CCH information are of utmost importance if these and 
other decisions are to be supported. 

Formats of CCH Transcripts 

A criminal history record is initiated by an arrest fingerprint card, submitted by the arresting agency. 
All subsequent activity on that case (prosecution, court disposition, incarceration, etc.) is reported by each 
agency responsible for the action, and is posted in sequence on the rap sheet. Time limits have been set by 
law within which each agency is to report its dispositions,' and further, within which the DLE is to enter 
the reported information on the CCH system. 

Presently, CCH information is available in several formats, which vary in detail and speed of 
accessibility. 

For records that have been entered completely onto the CCH database, a summary response is available 
via the Law Enforcement Agencies Data System (LEADS) network of computer terminals. This response 
contains identifying information, as well as a summarized count of arrests and convictions by charge. It is 
the most timely format of CCH information about an individual, although it is not very detailed. Lawen­
forcement personnel rely on these summary responses when making immediate decisions in the field. In 
addition, a hardcopy transcript (or rap sheet) of all record information entered on the CCH database also 
can be requested from the BOI. This information will be transmitted electronically (via Telefax) or mailed. 
The DLE refers to all records that are recorded completely on the CCH database as "CCH-complete" 
records. 

Not all criminal history records maintained at the BOI are completely automated, however. Ap­
proximately 58 percent of the 1.54 million records on the system are termed by the DLE as 
"CCH-incomplete." These records are defined as computerized records which do not contain all informa­
tion from an individual's manual file. They include: 

• Records which have not experienced arrest activity since 1976; 

• Records for which the. quality of fingerprints submitted precludes positive classification; 

.. Records for which some problem exists that does not allow additional information to be posted (be­
cause of system constraints or problems with the source documents); and, 

• Records which have experienced some activity since 1976, but for a number of reasons have not been 
entered on the CCH system. 

6I11inols Revised Statutes, Ch. 38 -16-1(e),(1). 

'Ullnois Revised Statutes, Ch. 38 -2 06 -2.1 CI Stq. 
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Inquiries made via the LEADS network for CCH-incomplete records will result in a message stating that 
no automated record exists, but that criminal history record information is available in a manual record 
file. Thus, a law enforcement officer must make an additional request for a manual file to obtain the 
desired information. BOI staff retrieve the source records and manually type and transmit a response. Un­
der special circumstances, the record will be entered immediately on the CCH system for faster dissemina­
tion. Manual rap sheets also can be transmitted to an inquiring agency via Telefax. This results in less 
timely access to the information, and repeated requests for the same information increases the BOI staff's 
workload. Perhaps the most serious drawback of manually produced rap sheets involves serious and/or 
repeat offenders. Criminal justice decision makers, in dealing with such offenders, should be able to take 
advantage of the timely access of CCH-complete records rather than being forced to rely on incomplete 
records which involve inherent delays. 

The automated rap sheets contain detailed information on arrest and dispositional events available from 
BOI sources. Manual records, on the other hand, although more detailed than the summary responses ob­
tained via LEADS, are not as detailed as automated transcripts.8 

Results of Previous CCH Audits 

While the DLE has acted upon some past audit findings and recommendations,9 previous audits of the 
CHRI system (Authority, 1983; Office of the Auditor General, 1982; Illinois Criminal Justice Information 
Council, 1980, 1979) have documented serious recurrent problems that compromise the timeliness and 
usefulness of that information: 

• Missing disQosition§. A significant number of arrests exist on rap sheets with no subsequent disposi­
tions. Although some of these dispositions are missing because the corresponding cases have not been 
disposed of in court, the majority actually have been resolved. 

Missing and delinquent dispositions make it more difficult for criminal justice officials to make deci­
sions that should be based on knowledge of prior convictions. This is especially true for prosecutorial, 
bail, and sentencing decisions . 

• CCH~em_desilp.Ldeficiencies. Original CCH database programming anticipated neither changes in 
methods of processing criminal justice data, nor all the alternative ways that criminal justice events 
could be initiated and disposed of. The result is an inflexible, narrowly focused approach to process­
ing transactions. For example, all criminal history transactions must be initiated by an arrest fin~ 
gerprint card. A case initiated by grand jury indictment may not produce a fingerprint card, and so 
will not be reflected on the defendant's rap sheet. A court disposition ultimately may be received by 
the BOI for posting, but since there is no arrest posted in connection with the court action, the dis­
position cannot be posted.1 0 An audit conducted by the Office of the Illinois Auditor General 
(1982) noted that the CCH system does not accommodate all of the ways in which the courts dispose 
of cases, nor is it able to r~flect more than one disposition per charge. 

The inability to store more than one disposition per charge means that common occurrences, such as 
probation revocations and subsequent new prison sentences, cannot be reflected on the rap sheet. In­
stead, some combination of both sentences is entered, without any indication on the rap sheet that 
the sentence and term have been altered. Thus, it is likely that decisions are made based on er­
roneous assumptions about CCH data (for example, that the person already was serving some sort of 
imprisonment and/or probation, instead of being seen as a probation violator). 

828 CFR section 20 et seq. 

9The microfilming of record flies as a backup protection Is one example of such action. 

lOWhile statutes [38 IRS 206-2.l(d») provide a mechanism for fingerprinting after sentencing in such cases, the records still 

would be received out of chronological sequence and, under current CCH system constraints, would cause the same problems. 
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• CCH -incoIllt!let~records. At least half of the CCH database consists of lIint;ompletell records (that is, 
those records for which only identification information and possibly some arrest, court, or custodial 
dispositional information was entered on the system). As previously discussed, CCH-incomplete 
records are more time-consuming to produce and less readily available than are CCH-complete 
records. 

Also, a previous Authority audit (1983) found that serious and/or repeat offenders are more likely to 
have CCH -incomplete records than are less serious offenders. These records generally are subject to 
more reporting and posting problems. However, these serious CCH -incomplete cases are the very 
ones that should be most complete, accurate, and immediately accessible. 

• AC£...ura..QY~n4so11lQletenesLqi CCH_data. Previous audits have examined the accuracy and com­
pleteness of rap sheet entries as compared with the source documents (arrest card, disposition reports, 
etc.) used during data entry. In general, it has been documented that, although the percentage of in­
accuracies hall not been large, because of the extremely large volume of CCH records, even a small 
percentage translates into thousands of rap sheets with some inaccuracy or omission. It also has been 
documented that manual transcripts contain somewhat more inaccuracies and omissions. These rap 
sheets are not subject to the same data entry checks and constraints as are automated rap sheets. 

These are examples of some of the most serious problems of the CCH database, as revealed by previous 
audits. These examples illustrate some of the major concerns regarding the usefulness of CCH data. They 
also show why the audit function, the mechanism for revealing these problems, is so important. 

Another concern in the present audit derives from the increasing sophistication in criminal justice agen­
cies' information systems. As agencies throughout Illinois continue development in this area, it becomes in­
creasingly necessary to examine how the different information systems and databases compare and com­
municate with one another. This concern gives this audit of the accuracy and completeness of CCH records 
a different perspective than that of previous audits. Rather than point to errors or inconsistencies on a 
item-by-item basis, the audit team felt it vital to examine systematic or procedural differences among in­
formation systems. In other words, the audit focused on identifying the types and extent of systematic 
discrepancies, as opposed to producing an item-by-item accounting of specific inaccuracies. 

Findings of the 1984 Annual Audit 

The methodologies employed in this audit rely on computer-assisted information systems and technology 
to a greater extent than did previous audits. Therefore, it was possible to investigate many diverse aspects 
of the CCH system database. These include: 

• The impact of CCH-incomplete (partially automated) records. 

• Correspondence of CCH-complete records with records of other information systems. This corre­
spondence was measured by comparing records for the same individuals on two databases indepen­
dent of the CCH system. In addition to identifying discrepancies among the records, this audit also 
revealed differences in the maintenance and operation of the independent information systems. 

• Security of the CCH database from unauthorized access or intentional misuse. The DLE's mandate to 
act as the repository for the State's criminal history record information dictates that this informa­
tion be kept secure from these threats. 

The following presents the findings of the 1984 audit and discusses the implications of these findings on 
the ability of Illinois' criminal J'lstice system to administer justice and ensure public safety. 
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Inadequate documentation 

One of the most important findings underlying each audit component was the pervasive lack of 
documentation of the OLE's policies and procedures. The OLE operates without benefit of formalized 
documentation of EOI operations or security procedures. What little documentation exists is in the form of 
internal memoranda, but even these are not compiled in any centralized location. 

The significance of this finding is serious and far-reaching. The BOI processes hundreds of thousands of 
transactions regarding the creation and dissemination of CHRI each year, 24 hours a day. Without easily 
accessible manuals, there is no assurance that these trans:;ctions are being handled properly or in a consis­
ten t manner. 

Because of the cumbersome programming constraints of the current CCH system, situations commonly 
arise that require clarification and interpretation of procedures (for example, the case of multiple disposi­
tions received for a single charge, information received that does not conform to OLE entry codes, etc.). 
There is no guarantee that the ad hoc procedures developed by shift supervisors are communicated to ali 
staff that need to know them, or that the procedures are being followed. There is some evidence that this 
lack of documentation affects the quality of staff training and, ultimately, the quality of the CCH data, al­
though the exact magnitude of such effects cannot be determined. 

Outside users of CCH information are not notified that rap sheet data have been modified to satisfy 
programming constraints. It is possible that critical decisions are being made based on erroneous assump­
tions and interpretations of that information. This situation compromises the essential purpose of the CCH 
system --to provide accurate and timely criminal history record information. 

Impact of CCH -Incomplete Records 

CCH-incomplete records continue to represent more than 50 percent of the entire CCH database. The 
proportion of these records, compared with CCH -complete records, has increased slightlyll during the 
past 30 months. It also was found that the production of manual transcripts continues to represent a small, 
but consistent percentage of the total responses to requests for CHRI. 

Research in the area of recidivism has indicated that a relatively small number of offenders are respon­
sible for the majority of criminal activity.12 These repeat offenders, while few in number, account for 
the bulk of arrests, dispositions, and incarcerations taking place in the criminal justic" system. It is impera­
tive that the most complete, accurate criminal history record information about the~ ~ offenders be avail­
able to the system's decision makers. Enabling law enfol'cement officials, prosecutors, and judges to iden­
tify chronic criminal offenders through the analysis of complete criminal histories will aid in processing 
these individuals. 

For the DLE, these principles translate into a critical need for complete and accurate records on repeat 
and/or serious offenders. Furthermore, it is imperative that the OLE make these records accessible on-line 
so that the records can be disseminated in a more timely fashion. In simple terms, this means assuring that 
the .records of repeat and/or serious offenders are CCH-complete recox:ds. 

llSome of this Increase In CCH -Incomplete records is due to the DLE's response to a recommendation made by the Auditor 

General's audit (1982) cited earlier. The DLE began to enter Oil the computer syslem Identification lIegmellts of persons whose records were 

previously only identifiable through a manual record file. This practice, In effect, created a large number of CCH-Incomplete records on the 

database, although the exact volume remains undetermined. The DLE's purpose In creating such records was to provide "definitive negatives" 

for users inquiring about the ::xistence of criminal records. Prior to the entry of these records, the database did 1I0t include identification 

Information for ail individuals with criminal records in Illinois. A small proportion of these Identification records for offenders born before 

1920 remain to be entered on the system. 

12See, for example, Report to The Notion on Crime and lustice: The Data (Bureau of Il1stice Statistics, 19 83); or 

Returning to PrlsoTl (Bureau of Iusllce Statistics Special Report, November 1984). 
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Past audits have identified Illinois Department of Corrections (IDOC) inmates and repeat offenders as 
having a greater possibility than less serious, non-repeat offenders to have incomplete records under the 
current CCH system. Because of the importance of this issue, this year's audit again examines the problem. 

This situation has potentially serious implications which could affect criminal justice decisions, as well as 
public safety. Law enforcement officials, prosecutors, and judges need the most timely and complete in­
formation available on serious offenders. As many as one-third of all released inmates will be back in 
prison within three years. As the previous audit (Authority, 1983) stated, the continued incomplete status 
of such records proliferates time-consuming production of manual rap sheets and creates the possibility 
that the information disseminated contains inaccuracies and omissions caused by the lack of computerized 
edi t checks. 

Correspondence of CCH-Complete Records with Records on Other Information Systems 

The CCH -complete transcripts generally correspond to entries for the same person in other information 
systems. In this part of the audit, data elements from the Police Information Management System (PIMS) 
and the Correctional Institution Management Information System (CIMIS) at the IDOC were compared 
with corresponding data elements on the CCH database. Discrepancies serious enough to preclude a "hit" 
(that is, to conclude erroneously that a record does not exist on the CCH database) were detected in a small 
percentage of cases. The largest percentage of discrepancies observed was in physical description informa­
tion, such as height and weight. This information supports the identification of persons by users of the in­
formation. The DLE has no procedure to update these descriptors after they are first entered on the sys­
tem, and they become increasingly less useful over time, given natural changes in physical appearance due 
to aging, illness, accidents, and so forth. 

Missing court dispositions continue to be a problem for the CCH system. Fifty percent of the audited 
PIMS agency arrest records did not have dispositions recorded on the CCH transcripts, although a majority 
of these did have disposition information in the PIMS database. Without disposition information, informed 
decisions based on prior conviction information are very difficult. 

A number of arrests in the PIMS database were not reflected on the CCH responses, and a number of 
PIMS arrestees had no CCH record. Many of these non-reported arrests were for municipal ordinance 
violations or other petty criminal offenses which are not required by law to be reported to the DLE. 
However, some were for offenses that might be reportable. This does not mean that these arrests were, in 
fact, reported to the DLE (that is, that the DLE received arrest fingerprint cards in these cases). However, 
the findings demonstrate that the DLE needs to audit local agencies' compliance with State and Federal 
regulations regarding the handling and reporting of criminal history information. Federal regulations since 
1978 require that the DLE conduct compliance audits, but the department has conducted no such audits to 
date.13 

Findings of the Security Audit 

Physical security at the DLE's Bureau of Data Processing (BDP) in Springfield is compromised by the fact 
that the DLE is only a tenant in the building, and thus has no control over the hiring or screening of 
janitorial staff. These employees are allowed free and easy access to all areas of the building, including the 
computer room. As a result, they should be subject to the same security clearance procedures as any other 
employees who have access to that sensitive area. 

In addition, the BDP's building is open to the public, and is burdened by a constant flow of pedestrian 
traffic and activities. The Command Center, which is responsible for providing building security, is report­
ed to be understaffed. 

1328 Code of Federal Regulations, 20.21(a). 
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The security of the CCH database at the BOP in Springfield also is compromised by several factors, 
including: the fact that access to the computer system is not limited by user passwords; terminals capable of 
deleting records frequently are left unattended; computer programs and related documents are not stored 
in secured locations, but are left on open shelves; and logs that record information on all database transac­
tions reportedly are not examined routinely for evidence of unauthorized access. 

The physical security at the BOI facility in Joliet surpasses that of the Springfield installation, primarily 
because the building is not open to the volume of non-criminal justice personnel traffic that the latter 
facility is. Some deficiencies were observed, however. An entrance alarm monitoring system monitors 
several entrances, but does not allow easy identification of an activated alarm. Although there is an 
electronic locking device on the front doors, the receptionist has· no way to communicate with visitors seek­
ing entry, except to look at them through the glass partition. In addition, the rear entrance is unattended, 
and at the time of the audit inspection was propped open to allow workmen easy access. The rear door it­
self is not physically secure, being constructed almost entirely of glass. 

While, to the best knowledge of the OLE staff, no serious breach of security has occurred to date, the 
OLE's current physical and computer security measures may not protect the CCH database and supporting 
source documents adequately from unauthorized access and intentional misuse of the criminal history 
record information. 
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II. Findings and Recommendations 

Finding Number 1 

The Bureau of Identification (BOI) has no up-to-date manual of policies and procedures for uniform 
data entry or for the standardized training of staff in the use of Computerized Criminal History (CCH) in­
formation. In addition, there are few or no documented security procedures concerning the handling of 
criminal history information or the physical security of the installations. The little documentation that ex­
ists is in the form of internal memoranda between shift supervisors and various staff regarding how 
specific problems are to be handled. Yet, even these are not compiled in any centralized location by 
management to serve as a reference source for staff or other users of criminal history record information 
(CHRI). 

This is one of the most significant findings of this audit. The );:otential ramifications of the lack of up­
to-date documentation are serious and far-reaching. In some instances, the ad hoc procedures memoranda 
are actually having the effect of creating misleading data. Users of the CCH information, such as police 
and judges, are not notified that the original data have been modified procedurally. As a result, it is entire­
ly possible that critical decisions are being made in the rest of the criminal justice system based on er­
roneous assumptions. Furthermore, there is no assurance that any of these memoranda are being followed 
in any uniform way. 

An example is the procedure used to process probation violations, where the subject is resentenced to 
prison. The current programming of the CCH system allows only one disposition to be recorded for each 
charge. To get around the structural problems of posting this new information on CCH, a practice was 
adopted to modify the probation sentence to read "Probation and Imprisonment," with the modified sen­
tence date as the original sentence date, and a new sentence length that reflects the time actually spent on 
probation plus the new imprisonment term. Thus, the original probation sentence term may be lost when a 
new imprisonment sentence is imposed. The CCH transcript in such a probation violation case will actually 
read "Imprisonment/Probation," possibly misinforming a judge that the person already has spent time in 
prison, when in reality, an original probation sentence has just been revoked and a new imprisonment sen­
tence imposed. 

Since this audit had to be conducted without benefit of any formal knowledge of BOI policies and 
procedures, it was impossible to assess the use of these procedures or their effect on the completeness and 
accuracy of the CCH database. 

Recommendation 

The Authority recommends that the BOI develop an up-to-date policies and procedures manual for all 
operations relating to CHRI, and that the bureau institute an administrative mechanism to assure that the 
policies and procedures are followed. A manual also should address the security at the Joliet and 
Springfield facilities. Manuals should be available to serve as: 

(1) A training aid for appropriate Department of Law Enforcement (DLE) personnel, and 

(2) An aid to all users of cnminal history record information in understanding and interpreting 
criminal history transcripts and their prnduction. . 
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In addition, the Authority recommends that !til future CCH dll.ta diRseminationB that the BOI ha~ rev i6ed 
proceduraJly be marked clea.rly with f.\, wf.\,rning tha.t the materials do. not reflect o.risind fiOUre!;} documents, 
but have been altered to satisfy the CCH information syatem's programmatic constraintli. This eha-nse need 
not be retrQactivej it CQuld be a proactive chftn,!,{e after a. apecifjed IItarting date and I\fter notice iii aent to 
CCH \l~ers explaining the warning. 

Finding Number 2 

The previQus audit (Authority, 1983) recommended the B01 strive to. increlllie the ru:~~!li91l of 
"CCH "'complete" recordll, with particular emphaais on conver,ting the records of' more l!e.riQU6 (repellt) 
offendera. 

At that time, however, the OLE was in the procelis of addins to the CCH dat!!.base recordf,! for 1111 per§onll 
born after 1920, if their reoord~ had not yet been computerJ~ed. This was undert~ken inre~pgnse to a 
recommendation ma,de by the Office gf the Illinois Auditor Oener~l (1982) to facilitp.te the Ilearoh for Il 
record when an inquiry h mllde. Until at Ie aRt all identifiQatign ~g/.lmenh were estab1iHhed on the d~tab!l.se, 
fl manual name file also hac;l to be searched if an inquiry on the computerl~ed Uftme tHe resulted in a "no 
record" response. By add/na iJ,1I of the6C Qase~' identification seiment!! to the database, it is now pOl'Isible, 
using the computerized name~check rOlJtine alone, to determine definitely whether or not a p!mon born 
after 1 no has a CCH recQrc;l. 

Thill reoord entry project was ongoing both before I1m\ after the previouH audit. The addition of that 
large a number of identification sesments to the database hl1d liome impact on the proportion of 
"CCHMincomplete" records in the databa,lle, as reflected in the CCH databa.~e ~ta.ti~tics pbtained in both th~ 
previous a.udit a.nd this year's audit. 

In October 1981, apprpximately 57 percent of the data.balle records were mark~d aa CCH.,..,incQmplete. 
Since that time, the databa.Re.hl1li Sfown by more than 30 percent (from I.l8 million to 1.54 million 
record!!). However, the proportion of records f1a~~ed as CCff""iucQmplete has chiHl~ed very little. In fact, 
the proportion haa increased slightly, partially beCaUfl!3 the recQrd entrlf project causc;d the conver~ion of 
records to CCH"'complete ~tatus to be f\. lower priority. 

The previoull audit (Authority, 1983) inve~ti~ated the status of !;\. sample of inmate~ admitted to the U .. 
HnojsDepartmcnt of Correction$ (lPOC) durin8 the last 20 yeara. it found that 49 percent of these in .... 
mates had eCH"incomplete records. Another sample of lOOe inmlltes admitted between 1une 1982 Ilnd 
lun~ 1983 was choRen for investiga,tion in thh! year's audit. This sample wali not intended to be comparable 
with the previous inmate sample, but rather to reflect the s!!.me time period u~ed in selecting the sample of 
Police Information Manaaement System (PIMS) arrellt~. It Willi fpund thf.\.t 3 t percent of the inmate sample 
had CCH"'incomplete record~. By comparison, only 2. percent of the sample of PlMS arrestees, f.\.t least 25 
percent of which were fir~t offenders, had CCH..,incomplete rec.ords. 

Furthermore, a follow ... up of inmate records found to be CCH'""incomplete by the previous !l.udit reveRted 
that only 16 percent of tholle record!! had been converted to CCH-complete statull, even though 53 peroent 
pf that sample were no longer in the cUlltody of the JPOC. 

The audit concludes: 

1) Little progress has been made in cpnverting CCH-incomplete r~cords to CCR"complete status since 
the previous audit, and 

2) There is no indic;,ation that any conflistent policy has been inlltituted to compl~' with the AuthQrity's 
19 82.~ 1983 audit recommendation to convert records of Ilerioua/repeat offendera from incomplete to 
complete status. 

IM"'"'.,....-. _ ... -. _"_, .. L.u" ..... __ ..... 
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Recommendation 

Since some of the database records are CCH-incomplete because of programmatic constraints on posting 
certain criminal record information, the Authority recommends that the BOI eliminate the constraints cur­
rently placed on CCH data entry. The programs currently prohibit posting of subsequent activities for an 
arrest event (such as custodial information) until all preceding events have been reported (such as the state's 
attorney's decision to file). Removal of these constraints should result in a valuable increase in the number 
of CCH-complete records on the database, particularly for those cases that have arrest segments already 
posted on the system. 

The Authority recommends further that the BOI institute a policy to ensure that the records of all 
serious/repeat offenders are converted to CCH-complete status no-iateLthan when notice of mandatory 
supervised release or discharge is received from the IDOC. 

Finding Number 3 

Internal audits conducted by the BOI do not encompass all aspects of CHRI records and procedures, and 
are not conducted according to any discernible, systematic schedule of audit periods. 

The findings of these internal audits reveal con!listent, and in some cases, unacce.Q!ab!Y. high percentages 
of errors. In particular, the audit of the microfilming process for source (paper) documents revealed that 
improper filming or preparation procedures occurred in 28 percent of the microfilm images inspected. For 
the purpose of this audit, errors have been categorized into three types: 1) improper filming that led to use­
less images (27 percent of the errors detected, translating into 1.27 percent of the total images audited); 2) 
failure to follow preparation procedures established to comply with current statutory reporting require­
ments, failure to correct mistakes made during original document processing, and failure to correct filing 
errors that have occurred during the last 50 years (62 percent of the errors detected); and 3) miscellaneous 
errors, such as filming the back of a document already filmed (11 percent of the errors detected). The last 
two error categories would not result in the loss of any information if the source documents were shredded 
before these errors were corrected. 

Only a few of the audit memos indicated that the errors uncovered by the internal audits had been cor­
rected. There also was no evidence in these documents that the results of the internal audits were used to 
search for and correct revealed database errors. While the DLE has stated that the errors detected in the 
audits were corrected, the level of errors reported in the internal audit memos indicate the need to estab­
lish additional controls for data handling and data entry procedures. 

Recommendation 

The Authority recommends that the BOI expand its internal audit program to include the procedures and 
types of CHRI records not addressed to date. In addition, the Authority recommends that the internal 
audits focus more on quality control. 

There is no formal inspection program where all transactions are inspected for errors as they are com­
pleted. Yet, the level of errors detected in the internal audits indicates that, where appropriate, data 
quality controls in the form of strict data entry error detection devices or techniques should be instituted. 
In addition, error correction should not be limited to the sample just audited, but should be conducted for 
the entire database, where appropriate. 

The Authority also recommends that internal auditing be scheduled as close in time as possible to the 
transaction in question. At a minimum, such a policy should be instituted immediat~ for the micro­
filmimg process, where source documents potentially could be destroyed before acceptable microfilm im­
ages are produced. 

----------_.«-
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Finding Number 4 

The source of a substantial number of discrepancies between information in police and corrections 
records and CCH records was the race or ethnic origin element. Forty percent of the total discrepancies ob­
served in primary identification elements (State identification number, name, race, sex, and date of birth) 
involved offender race/ethnic origin information. Most of these discrepancies occurred because the DLE 
uses the National Criminal Information Center (NCIC) race codes, which do not include separate codes for 
persons of Hispanic origin. Such cases are entered as "Whitell in the CCH system. 

Recommendation 

The Authority recommends that the DLE revise its policy on this issue to collect and preserve on the 
CCH database as much race and ethnic identification information as possible. The codes should be ex­
panded to capture as much race/ethnic origin identification information as possible. If this were done, the 
data would reflect more accurately the racial composition of offenders. This change need not be retroac­
tive; it could be a proactive change for all new CCH records after a specified date. 

Finding Number 5 

Discrepancies among the Police Information Management System (PIMS), the IDOC Correctional Institu­
tion Management Information System (CIMIS), and the CCH database in secondary identification elements 
(hair color, eye color, height, and weight) account for 87 percent of all discrepancies in the identification 
segment elem(mts (primary and secondary identification elements combined). These secondary elements are 
not included in the search parameters used to locate a record on the CCH system. However, such dis­
crepancies make physical identification of the person problematic. For example, nearly 10 percent of all 
height and weight discrepancies were great enough to compromise physical identification of an individual. 
Differences in height of four inches or more and differences in weight of 30 pounds or more were detected 
in approximately 7 percent of all the PIMS records audited. 

Hair and eye color discrepancies arise primarily from variance in the code tables used by the three dif­
ferent databases. Discrepancies in height and weight arise from the lack of updating mechanisms in CCH, 
among other reasons. These physical descriptors usually are self -reported by offende""l instead of actually 
measured by police, which could lead to inconsistencies as well. 

The identification segment on the CCH rap sheet usually originates when the first arrest card is entered 
onto the database. Physical descriptors generally are not revised after the posting of the first arrest infor­
mation. Therefore, discrepancies incrp.ase with time. The BOI has no formal procedure for handling up­
dates to physical descriptor elements. 

Recommendation 

The Authority recommends that the BOI institute a formal procedure for updating physical descriptor 
elements. Furthermore, the BOI should issue written guidelines and standard procedures for verifying 
questionable physical descriptor information submitter; by an agency. 

Finding Number 6 

The lack of dispositional information in the CCH database seriously compromises the usefulness of CCH 
information. As every previous audit of the CCH database has documented (Illinois Criminal Justice In­
formation Council [ICnCl, 1980,1981; Office of Illinois Auditor General, 1982; Authority, 1983), missing 
dispositional information is a serious problem for the Cf~H system. Of the 1,074 police arrests examined in 
the current audit, 50 percent had no disposition posted on CCH, though a majority of these cases had dis­
positions in the PIMS database. 

Several factors account for these problems: 
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(1) Some reporting agencies (police departments, state's attorneys, and clerks of the court) are not in 
compliance with the Uniform Disposition Reporting Law (Illinois Revised Statutes, Ch. 38-206-2.1 
et seq.). 

(2) Structural constraints in the CCH system prohibit the entry of information out of chronological se­
quence (for example, entering a custodial card from the IDOC prior to a court disposition is not al­
lowed). Thus, while the IDOC may submit custodial information on a person, the information will 
not be added to the person's computerized criminal record without a preceding arrest record. 

Recommendation 

The Authority reiterates certain recommendations made in previous audits (ICJIC 1980, 1981; Office of 
the Auditor General, 1982; Authority, 1983). 

The BOI should issue regular, periodic reports to agencies not complying with the Uniform Disposition 
Reporting Law. The BOI should forward these reports to the Authority and to other agencies that are in a 
position to monitor compliance with the law. In connection with this recommendation, the DLE should in­
stitute a program of regular, periodic audits of the policies and procedures followed by appropriate samples 
of local agencies, with specific regard to processing criminal history record information. 

The Authority also recommends that the CCH system be redesigned to allow the entry of all valid 
criminal justice event information, regardless of the chronological order in which the BOI receives it. This 
entry would have the additional benfJfit of being a "flag" for delinquent transactions. The receipt of a 
court or custodial transaction would indicate that all previous dispositions on the case (for example, a state's 
attorney's decision to file charges) have occurred and should already have been reported, or should be 
reported within the time frames required by law. 

Finding Number 7 

The physical security of the OLE's Bureau of Oata Processing (BOP) facility in Springfield is com­
promised by the following problems: 

(1) Because the OLE is a tenant in the facility, DLE staff have no control over the screening of con­
tractual employees, such as janitors, who have access to sensitive areas of the building. 

(2) The Command Center, which is responsible for responding to breaches of security and other emer­
gency situations, reportedly is frequently understaffed. Civilian workers are called upon to assist 
sworn personnel in certain circumstances. 

(3) The building is open to free and easy public access. Concerts, volleyball leagues, and many other 
public activities are held in the facility. There is a constant flow of pedestrian traffic. 

Recommendation 

The Authority recommends that the DLE take steps to increase the overall security of the BOP facility 
in Springfield. The OLE should be allowed to screen all persons working in the facility who are given ac­
cess to sensitive areas. The DLE also should provide sufficient physical security for the facility. 

Finding Number 8 

The following problems compromise the physical security of the DLE's BOI facility in Joliet: 

(1) While visitors at the front entrance to the 1acility are in full view of the receptionist on duty, it is 
impossible for the receptionist to communicate with persons awaiting access to the facility without 
first allowing them such access. 
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(2) The facility's rear entrance is unguarded, and at the time of the audit team's on-site visit it was 
propped open to allow workmen easy access to the interior of the rear of the building. In addition, 
the door is not physically secure, be.ing constructed nearly entirely of glass. The door is equipped 
with an alarm, to which the receptionist is supposed to respond. 

(3) The receptionist is supposed to respond to all activated entrance alarms. However, the current alarm 
system configuration makes it very difficult to identify the specific entrance opened. 

Recommendation 

The Authority recommends that the front entrance to the Joliet facility be equipped with a communica­
tion system that allows the receptionist on duty to query persons waiting to gain access to the building. 
The facility's rear e.ntrance should be constructed to secure it effectively from unauthorized or undetected 
access. The alarm system in operation should be reconfigured to allow quick identification of the specific 
opened entrance. 

Finding Number 9 

The security of CHRI data at the BDP facility in Springfield is compromised by the following: 

(1) Computer terminals with the capability of modifying or deleting CCH data are left unattended 
frequently. 

(2) CHRI system programs and program -related documents are left in binders on bookshelves. 

(3) User passwords are not used to limit access to the system. Furthermore, different levels of access 
are not employed as security precautions. 

(4) Logs of all system transactions are not examined for evidence of unauthorized access. 

Recommendation 

Computer terminals that permit access to CCH data should be equipped with a locking device to secure 
the terminals when they are left unattended. Computer programs and program -related documents should 
be kept in a secure place where they are not subject to unauthorized or public inspection. The computer 
system should be equipped with user passwords, with accompanying restrictions on levels of access allowed 
each user. The logs maintained of system transactions should be examined for evidence of unauthorized 
access or attempted unauthorized access. 

Finding Number 10 

The security of CHRI data at the BOI facility in Joliet is threatened by the following: 

The receptionist's duties frequently include handling sensitive information, such as filling envelopes 
with CHRI, in full view of visitors or other unauthorized persons. If the receptionist is called away 
from the reception area, this CHRI is left unprotected from possible theft or loss. 

Recommendation 

The Authority recommends that CHRI data not be allowed in unsecured areas of the BOI facility. Until 
the security of the reception area can be improved, the current practice of having receptionists handle this 
information should be discontinued. 

Illinois Criminal Justice Information Authority 
Page 14 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 

i I 

I 
I 
I 
I 
I 

I 
I 
I 
I 

III. Introduction 

Background 

Criminal history records are the most widely used documents in the criminal justice process. Agencyof­
ficials rely on criminal history record information to administer justice and ensure public safety at 
numerous points in the adjudication process. For example: 

• State's attorneys rely on rap sheets to decide how to approach a case and what charges to file in light 
of a defendent's criminal history. For example, theft of a firearm14 could be filed as a Class 3 
felony instead of a Class 4 felony if it were a second or subsequent offense. 

• Judges rely on rap sheets to set bond for defendants and to decide which defendants not to release 
prior to final disposition of a case. They also use rap sheet information to sentence convicted 
offenders. 

• Probation and other community corrections agencies rely on rap sheet information to formulate 
treatment programs and to classify offenders for more or less supervision. 

• Correctional personnel rely on this information to help classify inmates for more or less secure in­
stitutional settings and for treatment decisions. 

Research in the area of recidivism indicates that a relatively small number of offenders are responsible 
for the majority of criminal justice activity. 15 These repeat offenders account for the bulk of arrests, 
dispositions, and incarcerations taking place in the criminal justice system, Therefore, it is imperative that 
the most complete, accurate criminal history record information possible be available to the system's deci­
sion makers. Enabling law enforcement officials, prosecutors, and judges to identify these chronic criminal 
offenders through the analysis of complete criminal histories will aid in the just processing of these 
indi vid uals. 

For the Illinois Department of Law Enforcement (DLE), these principles translate into a critical need to 
have the records of repeat and/or serious offenders be complete and accurate. Furthermore, it is impera­
tive that the DLE make these records accessible "on-linell so that the records can be disseminated in the 
most timely fashion. In simple terms, this means assuring that the records of repeat and/or serious offend­
ers are "CCH-completell records. Past audits have shown that Illinois Department of Corrections (IDOC) 
inmates and repeat offenders have a greater probability, under the current CCH system, to have incomplete 
records. Because of the importance of this issue, this year's audit again examines the problem. 

Because criminal history record information (CHRI) is used extensively to make informed criminal justice 
decisions, t.hese records are the cornerstone upon which the quality and integrity of Illinois' criminal justice 
system rests. The DLE maintains a CHRI repository in Illinois. The Illinois Criminal Justice Information 
Authority has been mandated by statute16 to act as the sole, official criminal justice body in Illinois to 
conduct annual and periodic audits of the procedures, policies, and practices of the State central 
repositories for criminal history record information. By virtue of its mandate to coordinate the use of in-

14I1l1nols Revised Statutes Ch. 38 -16 -l(e),(l). 

ISSee Report to The Nation on Crime and Justice: The Data. Washington, D.C.: Burea.u of 1ustlce Sta.tlstics, 1983; or, 

Relllrning to Prison. Washington, D.C.: Bureau of 1ustlce Statistics, Special Report, November 1984. 

16I1l1nois Revised Statutes, Ch. 38-1.10-7(i). 
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formation in the criminal justice system,17 the Authority approaches the issues surrounding the quality 
and integrity of CHRI from a broad, "systen\ic" perspective. Therefore, the purpose of the audit is more 
than the traditional discovery and correction of factual errors. Because of the importance of rap sheet in­
formation to the administration of justice at every level of adjudication, the audit also informs decision 
makers about the quality of the information that is the foundation for their decisions. Not only the DLE, 
but ~lli criminal justice decision-making body in the State has a vital interest in maintaining and im­
proving the quality of Illinois criminal history record information. 

Five audits of the CHRI repository have been conducted since 1979.18 The first two of these were 
done by the Illinois Criminal Justice Information Council (ICnC), a predecessor of the Authority. The Il­
linois Auditor General's Office completed an extensive audit in 1982. The present audit is the second con­
ducted by the Authority since its creation in 1983. The findings and recommendations from previous 
audits served as a guide for this audit. 

Overview of 1984 Audit 

The DLE is analyzing and evaluating the current criminal history system, with the hope of producing a 
new and improved system. This year's audit was desigm~d and implemented to benefit these redesign ef­
forts. The findings in this report are considered in light of both the current operation and the future sys­
tem. Likewise, the recommendations in this report address the current system, and lend guidance for its 
restructuring. 

This year's audit of the CHRI system focused on three issues with systemic implications on the quality 
and integrity of criminal history record information: 

(1) The impact of IICCH-incomplete" (partially automated) records. 

(2) Correspondence of CCH-complete records with records on other information systems. This corre­
spondence was measured by comparing records for the same individuals using two independent 
databases and the CCH system. In addition to identifying discrepancies among the records, this 
audit also revealed differences in the maintenance and operation of the independent information 
systems. 

(3) Security of the CCH database from unauthorized access or intentional misuse. The l.iLE's mandate 
to act as the repository for the entire State's criminal history record information dictates that this 
information be kept secure from these threats. 

cell -Incomplete Records 

A CCH record is a Computerized Criminal History record transcript (commonl~' referred to as a "rap 
sheet") produced by the the DLE's criminal history record information system. CCH-complete records are 
those which are available to users almost instantaneously through telecommunications equipment such as 
teletype or facsimile transmission hardware (for example, Telefax). These records are considered complete 
as far \~,s containing all known information about an individual's arrests, convictions, and incarcerations. 

The status CCH-incomplete is assigned to criminal history records which are not completely com­
puterized with regard to all the information contained in the manual record. If a record is marked lIin­
complete," it cannot be disseminated to users on-line, which is the most timely manner to disseminate the 
information. A person inquiring about such a record is referred to a manual file or jacket number which 
contains the original source documents from which a computerized or manually typec1 response is produced. 

1 'Illinois Revised Statutes. Ch. 38 -21 0-7(a).(b). 
18Whlle the DLE In the past has acted affirmatively upon sOllie audit findings and recommendations, previous audits of the 
CHRI &yslem have documented serious recul'rent problems that compromise the tlmelinesG and usefulness of that Information. The 
Execurive Summar), portion of this report d~'lineates these recurring Issues. 
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Clerks at the OLE are called on to update an existing manual transcript or type a new transcript from 
these documents, which then is disseminated to the requesting agency or individual. 

The Authority's 1983 audit of the CHRI database examined the status of the entire database with 
respect to the proportion of CCH-complete vs. CCH-incomplete records in the system at certain times. 
That audit found that more than 56 percent of the 1.18 million records in the system then were marked as 
incomplete. The audit further revealed that 49 percent of a sample of inmates in the custody of the Il­
linois Department of Corrections, chosen to represent all inmates in custody at the time, had records flag­
ged as CCH -incomplete. 

Expanding upon those findings, this year's audit attempts to portray a more elaborate picture of the ex­
tent and nature of incomplete criminal history records. Three criteria were used in this examination: 

(1) An analysis of the volume of manual (that is, CCH-incomplete) transcripts the DLE disseminated to 
users during a 30-month period (January 1982 through June 1984); 

(2) An analysis of a follow-up to the last audit's findings regarding the CCH status of a sample of 
IDOC inmates; and, 

(3) An analysis of the record responses to the audit team's requests for CCH rap sheets examined in this 
year's audit. 

These analyses provide a multifaceted approach to the CCH-complete vs. CCH-incomplete issue. 

The Correspondence of CCH -Complete Records with Records on Other I"formation Systems 

As criminal justice agencies throughout Illinois continue to develop increasingly sophisticated informa­
tion technologies and systems for their own use, it has become necessary to examine how these different 
systems can or do communicate with one another. Rather than simply pointing to errors or inconsistencies 
on an item-by-item basis, such an examination should evaluate systematic or procedural differences among 
criminal justice information systems, differences that affect coordinated information flow among them. In 
other words, rather than detecting and recording sources of errors in ~ specific record, it is more critical to 
look at discrepancies among systems as symptomatic of a more basic problem. For example, what can be 
gained by having information systems maintain individuals' records, if the various systems use distinctly 
different procedures or codes to identify persons, thus making the information incompatible? Given its 
statutory mandate, the Authority has the responsibility to conduct such an assessment. The Authority's 
annual audit, moreover, provides the necessary methodological vehicle. 

The Police Information Management System (PIMS) and the Correctional Institution Management In­
formation System (CIMIS) maintained by the IDOC were employed in this year's expansion of the "trian­
gulation" methodology first used in the 1983 audit. These information systems generated samples of in­
dividuals and database records. Based on personal identification information in the records, requests were 
forwarded to the DLE for those individuals' CCH transcripts. The identification and transaction (arrest 
data in the PIMS sample, custodial admission data in the CIMIS sample) portions of the records were com­
pared with the computerized transcripts received from the OLE. In addition to identifying discrepancies 
among the records, this audit also revealed procedural differences in the maintenance and operation of 
these independent information systems. 

Finally, the DLE was asked to supply the audit team with the department's own internal audit reports. 
These documents were reviewed as an additional criterion to assess the quality of criminal history record 
information. 
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Maintenance and Security of the CCH Database 

To assess the security and maintenance of CCH data, on-site observations and interviews were conducted 
at the OLE's Bureau of Identification facility in Joliet and the Bureau of Data Processing facility in 
Springfield. The focus of these visits was to evaluate the DLE's compliance with Federal regulations19 
regarding the security of criminal justice information systems. Nine requirements were drawn from these 
regulations and used to formulate interview questions and criteria to be observed at the installations. 

1928 CFR 20.21 (f) et seq. 
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OLE Operational Policies and 
Procedures 

During this year's audit, it became clear that a pervasive problem underlies many audit issues and affects 
the usefulness of CCH information - -the lack of adequate doct:mentation of the Bureau of Identification's 
(BOI) operational policies and procedures. A thorough understanding of the information system under in­
vestigation is essential for the proper interpretation of audit results (SEARCH, 1983: 3). Yet, repeated 
written and oral requests for any policies and procedures manuals used by BOI staff were met with no 
response. Eventually, it was discovered that no current manual pel' se exists. Instead, operational policies 
and procedures appear to be set by shift supervisors, who communicate their decisions via internal 
memoranda to various other staff. It is unclear whether upper-level management reviews these decisions, 
but it was obvious that procedural revisions are not being compiled in any centralized location. 

'fhe potential ramifications of this situation are serious and far-reaching. Previous audits (Authority, 
1983; Office of the Auditor General, 1982) have documented that the CCH system has many cumbersome 
structural constraints to posting information on records in the database. However, the practice of allowing 
staff to devise procedures to get around these constraints for the purposes of data entry, in the absence of 
any notification to potential users of that information, has the ultimate effect of leading to errors in inter­
pretation and decision making. For research purposes, the results may be even more devastating. 

An example of the policy impact of such procedures came to light at an appeal hearing conducted by the 
Authority's Administrative Appeals Committee on January 25, 1985. The problem dealt with the way the 
Department of Law Enforcement (OLE) processes probation violations. Current CCH system programming 
allows only one disposition to be recorded for each charge. In the case of probation violations, the original 
probation sentence may be lost on the CCH system if a new imprisonment sentence is imposed. To circum­
vent the structural constraints of posting this new information on CCH, the OLE adopted a practice to 
modify the probation sentence to read "Probation and Imprisonment," with the date of the modified sen­
tence as the original sentence date, and a new sentence length that reflects the time actually spent on 
probation plus the new imprisonment term. The following example depicts this practice: 

Facts 

1. Defendant receives a 3-year 
sentence of probation for 
a battery conviction. 

2. He serves 5 months of this 
term of prob<:\.tion. 

3. He violates his probation. 
4. He is sentenced on the 

probation violation to 
I-year imprisonment. 

CCH Record Changes 

Original Disposition 

Convicted of Battery 
Sentenced to Probation 
Total 3Y 

After Resentencing. 
the same disposition reads: 

Convicted of Battery 
Sentenced to 
Imprisonment 
Probation 
Total 1Y 5M 
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The only documentation for this procedure is an internal memo initiated by a shift supervisor. There is 
no message on the automated CCH transcript itself to advise the user of the data that the event is a proba­
tion violation and not an imprisonment term followed by a probation sentence. Additionally, there is no 
assurance that such procedures are followed consistently and uniformly, or that conflicting policies might 
be used in response to another problem. 

This lack of documentation of policies and procedures has certain ramifications for the audit as well. Al­
though the audit team was able to obtain manuals for the other information systems included in this audit, 
the results of the audit may be subject to alternative interpretations based on some DLE policy or proce­
dure that was unknown at the time. The lack of documentation also hampered the attempt to evaluate 
fully the production and use of "CCH-incomplete" (or manual) rap sheets. 
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V. CCH"-Complete VSo CCH-Incomplete 
Records 

A number of previous audit findings have revealed that the .production and dissemination of manually 
typed transcripts (as opposed to computer-generated transcripts) represent a problematic process. The 
Auditor General's report, for example, revealed that the cost to the Department of Law Enforcement 
(DLE) for the production of a manual record is substantially higher than that for a computer-generated 
transcript. Furthermore, the Authority's audit last year revealed a higher error rate in manual rap sheets 
than in the computerized CCH transcripts sampled. 

To examine the issue further, this year's audit attempted to assess the policies and procedures surrounding 
the "CCH -incomplete" (manual) records. 

CCH Database Statistics 

The DLE's Bureau of Identification (BOI) was asked to provide the audit team with certain statistics 
describing the CCH database. Specifically, the audit staff asked for the total number of records in the 
database, the number of "CCH-complete" records, and the number of CCH-incomplete records. These 
numbers were reported for the database as of December 1, 1984, and were compared with the figures ob­
tained from the database on October 6, 1982. 

According to the DLE, it is appropriate to consider the CCH -incomplete records (which represent about 
57 percent of the total database) in three distinct categories: 

(1) The 580,353 (65 percent) of the CCH-incomplete records that have only identification segment in­
formation posted on the system, because the individuals have had no contact with the criminal jus­
tice system since 1 976. 

(2) The 74,280 (8 percent) of the CCH-incomplete records that, because of the poor quality of fin­
gerprints submitted, were "unclassifiable," and could not be searched against the master fingerprint 
file to determine positively if the subject had an existing criminal record. 

(3) The 235,333 (26 percent) of the CCH -incomplete records that fall within two distinct subcategories: 

a) Records where some problem exists that does not allow additional information to be posted (be­
cause of system constraints or problems with the source documents). 

b) Records which have experienced some activity since 1976, but have not been entered on CCH. 

It is the'DLE's policy not to reinstate these records to a CCH -complete status until a request is made 
again for the record. Thn;,-the receipt of a missing or delinquent piece of criminal history record informa­
tion will not reinstate the record to a CCH -complete status automatically. 
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Table 1 shows how the composition of the CCH database has changed since 1982 with regard to complete 
and incomplete CCH records: 

Table 1. CCH-Complete vs. CCO-Incomplete Records: 
Percentage Change Between 1982 - 1984 

Number of Records 
CCH Database 10/1/82 12/1/84 

Total Records 1,184,984* 1,545,502 

Percent 
Change 

+ 30.4% 

-----------------------------------------------------------

Percent CCH-Complete 

(Number of Records) 

43.5% 

(515,459) 

Percent CCH-Incomplete 56.1% 

(Number of Records) (665,037) 

* Lell than 1 percent of those records fall Into the "deceased" or"FAX" categories. 

42.4% 

(655,536) 

57.6% 

(889,966) 

1.1% 

(+ 27.2%) 

+ 1.5% 

(+ 33.8%) 

While the volume of records in the database has increased during the 27-month period by about 30 per­
cent, the portion of those records flagged as CCH -incomplete has increased almost 1 percent. The last 
audit reported that 44 percent of the records in the database as of October 1, 1982 were complete records. 
As of December 1, 1984, 42 percent of the records in the database were considered CCH-complete. These 
figures imply that little if any progress has been made in converting CCH-incomplete records to 
CCH -complete status, especially in light of the fact that the proportion of CCH -incomplete to 
CCH -complete records has not changed appreciably since the previous audit. 

One reason for this lack of progress may be because the OLE's priority since the previous audit has been 
to establish, at least nominally, records for persons born after 1920 on the CCH database. This priority is 
in accordance with a recommendation made by the Office of the Auditor General (1982). Establishing 
these records makes it possible to determine definitively whether a person has a record by using the com­
puterized name-search capabilities on the CCH system, without having to search through the manual name 
file. A concerted effort was made to add the identification segments of any such persons not entered onto 
the CCH database. 

This record entry project has had some effect on the proportion of CCH -incomplete records in the 
database, since this project was ongoing during the previous audit and continued afterward. Thus, the 
volume of these cases affects the proportion of CCH-incomplete records examined during the 27 months. 
While admittedly large, the number cannot be determined exactly. However, it is certain that the OLE's 
priorities during that period focused on establishing records on the database, and not necessarily on con­
verting as many records as possible to CCH-complete status. 
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Volume of Manual Transcripts Disseminated by the DLE 

Active offenders whose CCH records are incomplete have a potential impact on the efficient and timely 
functioning of the entire criminal justice system. Since an inquiry on an individual with a 
CCH-incomplete record produces only a reference to a manual file at the Joliet facility (and not a copy of 
the actual rap sheet), there is always a time lag in obtaining criminal history record information (CHRI). 
The manual file must be pulled, and an existing manual transcript update or a new manual transcript must 
be prepared for transmission through the mail or via Telefax. This process could hamper law enforcement 
efforts in the field, particularly in light of the findings of the previous audit (Authority, 1983) that serious 
and/or repeat offenders are more likely to have incomplete records than are recent first offenders. 

In addition, the lack of automated rap sheets for a significant proportion of convicted felons leads to 
duplicated efforts. At a minimum, the CHRI for a defendant charged and convicted of a felony could be 
requested three times during the course of case disposition: by the state's attorney's office prior to a bond 
hearing; by a probation officer for the presentence investigation report; and by the Illinois Department of 
Corrections (IDOC) upon incarceration. Under the present system, each request could require the updating 
of an existing manual transcript or the typing of a new manual transcript from the source documents. 

Automated, on-line CCH rap sheets, on the other hand, can be prepared almost instantaneously and dis­
seminated to users through direct mailing, through teletype [the Law Enforcement Agencies Data System 
(LEADS) network], or through Telefax, which reproduces the criminal history transcript at user locations 
over telephone lines. 

To investigate the production and dissemination of manual rap sheets further, BOI monthly activity 
reports were examined for the period from January 1982 through June 1984. These reports list the num­
ber of responses generated by the Data Transmission Unit each month, by type: automated transcripts 
generated, manual transcripts, and IIno recordll responses. 

Figure lA shows these monthly totals for this 3D-month period for all types of transmissions; Figure IB 
shows the monthly totals for manual transcripts. 

As the!le figures indicate, automated transcripts comprise the majority of responses. However, manual 
transcripts continue to represent a smaller, but consistent portion of disseminations requested each month. 
The pattern over time suggests that at least 500 records are disseminated manually each month. The Of­
fice of the Auditor General (1982) estimated that the average direct labor time for typing manual 
transcripts was greater than that for any other selected processing task except fingerprint classification 
(12.73 minutes per transcript). It could be argued that conversion of records for active offenders from a 
CCH -incomplete to a CCH -complete status (particularly those with voluminous records) at the time of 
request eventually would eliminate the need for preparation of most manual transcripts. 

Current CCH Status of Inmate Records Audited in 1982-83 

In the previous audit (Authority, 1983), a sample of 525 inmates was drawn from all those in IDOC cus­
tody as of March 1983. This sample was to represent all inmates incarcerated at that time, such that the 
date of admittance to the IDOC spanned from 1961 to 1983. An inquiry about each inmate was made 
through the LEADS. The results of the CCH inquiries indicated that of the 525 inmates some 49 percent 
(272) had CCH -incomplete records. As a follow-up to those findings this year's audit included another 
LEADS inquiry on the same group of inmates identified as having CCH-incomplete records. Additionally, 
the data were examined to see what proportion of these inmates were no longer in IDOC custody. Table 2 
describes the results of this analysis. 
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Table 2. CCH vs. IDOC status of a Sample of IDOC Inmates 

Current 
IDOC Status 

Incarcerated 

Not Incarcerated 

TOTAL 

Current CCH Status 
Incomplete Complete 

107 
(39.3%) 

122 
(4lt.9%) 

229 
(8lt.2%) 

20 
(7.4%) 

23 
(8.5%) 

43 
(15.8%) 

Total 

127 
(46.7%) 

145 
(53.3%) 

272 
(100%) 

Of the 272 inmates who had incomplete CCH records in the last audit, 229 (more than 84 percent) were 
found in this examination to still have CCH-incomplete records. Of this number, 107 (47 percent) of the 
inmates were still in IDOC custody as of November 1984. The other 122 inmates (53 percent) are no long­
er in the custody of the IDOC. 

These findings indicate that the OLE still has not acted on the Authority's recommendation to institute a 
policy of converting the records of these serious offenders to CCH-complete status at the next opportunity. 
A custodial status change (for example, discharged, on parole, etc.) should have been received from the 
IDOC to be posted on the records of these offenders. Of all the offenders on the CCH database, these con­
victed felons who are now back in the community should be those most likely to have completely auto­
mated CCH records, not among those least likely to have readily accessible CHRI. It has been well 
documented20 that as many as one-third of the prisoners released from state institutions are imprisoned 
again within three years. The fact that these "active" offenders do not have CCH-complete rap sheets 
again points to an unnecessary burc1en on the BOI to produce manual transcripts continually. The situation 
also has an impact on timely decision making based on this CHRI by the rest of the criminal justice system. 

Requests for CCH Records for 1984 CCH Audit 

As part of this year's audit of CCH records, two requests for CCH rap sheets were made to the OLE. The 
first of these requests was for a sample of individuals arrested between June 1982 and June 1983 by agen­
cies using the Police Information Management System (PIMS). The second request was for a sample of in­
mates, in IDOC custody as of November 1984, who had been admitted during the same time period, June 
1982 through June 1983. Section VI of this report presents more specific information concerning these 
samples. The present discussion is limited to OLE responses to these requests for criminal histories. Table 3 
summarizes these responses. 

During this audit, 1,800 records wet'e requested from the OLE's CCH database. The BOI, in both cases, 
was provided with several pieces of individual identifying information, specifically: full name, race, sex, 
date of birth, State identification number (when available), Chicago Police Department record number 
(when available), and IDOC number (when available). 

20see, for example, the multlstate study reported In the November 1984 Bureau of Justice Statistics Special Report Returnlnll 

to Prison. 
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Of the total number of offenders' records requested, 1,608 (89 percent) were identified successfully on 
CCH.21 Of those individuals who had records on CCH, 1,422 (88 percent) had CCH-complete records, 
while the remaining 186 (12 percent) had CCH-incomplete records. It is important to note that the 
requests for the IDOC inmate sample resulted in a substantiallY higher proportion of CCH-incomplete 
responses than the requests derived from the sample of PIMS agency arrestees (31 percent VS. 2 percent of 
the original records requested). In fact, the IDOC sample of inmates accounted for more than 84 percent 
of the total number of CCH-incomplete responses (157 of 186).22 

Sample 

PIMS 

IDOC 

TOTAL 

Table 3. Responses to Audit Requests for CCH Records 

Number 
CCH­

Complete 

1,074 
(83.1%) 

348 
(68.5%) 

1,422 
(79.0%) 

Number 
CCH­

Incomplete 

29 
(2.2%) 

157 
(30.9%) 

186 
(10.3%) 

Number 
No 

Record* 

184 
(14.2%) 

3 
(0.6%) 

187 
(10.4%) 

Number of 
Duplicate 

Records 

5 
(0.4%) 

o 
(0) 

5 
(0.3%) 

Total 
Records 

Requested 

1,292 

508 

1,800 

.The~e retords tould not be identified on ccn using the information provided by the PIMS or CIMIS databases. 

Summary 

This audit addressed the issue of CCH-incomplete records and their impact on the activity of the BOI, as 
well as potential impact on the need for timely criminal history information by users of this CHRI. It was 
found, through examinations of BOI monthly activity reports, that the dissemination of manual rap &heets 
continues to be a consistent, if small, portion of all responses made each month. 

More significantly, the audit found a systematic bias in the types of records that remain 
CCH-incomplete. Serious offenders, particularly those recently released from the IDOC, are more likely to 
have manual records than are less serious offenders. Yet, these are the very persons who are also most like­
ly to have future dealings with the criminal justice system via arrest for a new crime or a technical viola­
tion of parole conditions. 

21The reasons no recorda were found for some Individuals are numerous. For the requests arising from PIMS arrest Information, 

one reason for the non -existent .record c\luld have been that the arrest offense was "non -reportable" by statute. In other cases, the requested 

information may have been Incorrect to s\lch a degree as to preclude a "hit" on the record. 

22tt should be pointed out that the two samples of IDOe Inmates examined (from 1983 and 1984) are not direrUy comparable, 

since they were chosen to represent different criteria. However, it Wall possible to conduct further analyses on the sample drawn in 1983 to 

obtain a comparable subsample. That is, It wu possible to ascertain the statlls of eCH records for the group who had been admitted to IDOe 

during 1982. It was found that 181 inmates were Incarcerated during that time period in the 1983 sample. Of these, 34 percent had 

eeH -Incomplete records. 
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VI.The Correspondence of CCH­
Complete Records with Records 
on Other Information Systems 

The previous audit (Authority, 1983) examined the "internal validity" of CCH records--the accuracy and 
completeness of CCH records compared with the documents submitted by criminal justice agencies for post­
ing. The Department of Law Enforcement (DLE) is responsible for conducting systematic audits for ac­
curacy and completeness, and is required by law to audit, correct, and update the criminal history record 
information it maintains.2.3 No previous audit, however, has examined the "external validity" of CCH 
records--the extent to which CCH rap sheets fulfill the purpose for which they were designed, namely, 
providing criminal justice agencies with accurate cumulative criminal history information useful for ad-
jUdication decisions. --

One of the most effective ways to assess external validity properly is to use several independent measures, 
since any single measure is subject to bias. Therefore, this audit again used the "triangulation," or 
multiple-measure, methodology first introduced in the 1983 audit. This methodology compares the 
quality of "CCH-complete" record information with that of other systems containing the same data. 

By virtue of the Authority's mandate to coordinate the use of information in the criminal justice system, 
the audit focused on the correspondence of CCH information with that recorded for the same individual in 
other independent information systems. The extent to which the data correspond across systems reflects 
the quality of that information. At the same time, examination of ~tt~ of discrepancies points to sys­
tematic or procedural differences that affect the coordinated flow of information. The assessment of the 
quality of this system-wide flow of information, and the resultant degree of usefulness of this information 
system to decisions, is the overall goal. This is a more basic problem than errors or inconsistencies in in­
dividual records. This analysis of the impact of policy and procedure on the data should be particularly 
useful in the process of redesigning the CCH database, which the DLE is undertaking currently, 

The methodology applied in this audit calls for a different approach to the assessment of "error." In a 
more traditional comparison of source documents with computer output, a definitive decision about the 
cause of a discrepancy can be made. The comparison done in this audit, on the other hand, did not intend 
to assess the cause of discrepancies on a case-by-case basis, but to document the effect of data entry 
polir.ies and procedures on a large scale. Therefore, the findings presented in this section document the ex­
tent of discrepancies observed. It should not be concluded that these discrepancies are "errors" committed 
by the DLE; any individual discrepancy could have been caused by data entry errors in any or all informa­
tion systems compared. Rather, the audit focused on identifying ~tterns of discrepancies among many 
cases, patterns which might point to underlying policies and procedures that caused the discrepancies. 

The emphasis was placed on computerized information systems to allow for the auditing of a larger 
number of records than in the past (a total of 1,422 CCH-complete records were audited) and to introduce 
audit reliability checb (for example, reauditing of records, etc.) not feasible in the field. Large sample sizes 
were necessary to identify reliable patterns of discrepancies. The multiple, independent information sys­
tems used in this audit were the Police Information Management System (PIMS), a system shared by 17 law 
enforcement agencies in northern I1Iinois at the time of the audit, and the Correctional Institution 
Management Information System (CIMIS), maintained by the Illinois Department of Corrections (IDOC). 
Samples of individuals from both systems were audited. Data elements checked included personal iden­
tification information, as well as arrest and custodial admission transaction information. Additionally, 
because some individuals arrested by PIMS agencies eventually were incarcerated by the IDOC, their 

2.320 Illinois Administrative Code, Ch. IIJ, slSOO. 

Illinois Criminal Justice Information Authority 
Page 29 



identification information could be compared across the three information systems. The results of the 
PIMS-CCH sample audit, the Illinois CIMIS-CCH sample audit, and the PIMS-Illinois CIMIS-CCH audit 
are reported separately below. 

PIMS -CCH Audit 

A sample database of arrests made by the 10 original PIMS departments24 between June 1982 and June 
1983 was constructed. This original database contained information relating to 10,136 arrests. For the 
purposes of this record audit, the charges involved in these arrests had to be "reportable" to the DLE as 
specified in Illinois Revised Statutes (Ch. 38-206-5 et seq.), to ensure that the PIMS agencies forwarded 
the arrestees' fingerprint cards to the DLE. An initial examination of the PIMS arrest database revealed 
that many of the arrests were for petty offenses or municipal code violations which are not strictly report­
able to the DLE. Thus, the original database was purged25 of these kinds of offenses, leaving a "popula­
tion" of 9,549 arrest events. 

The sampling strategy used to select the records to be audited "stratifiedll the sample by PIMS agency, 
rather than by type of arrest.26 In this way, it would be assured that a statistically significant number 
of arrest incidents would be audited for each PIMS department, and meaningful feedback on the quality of 
each agency's database could be provided at the conclusion of the audit. 

This sampling procedure yielded an initial sample of 1,362 arrest events for 1,287 different individuals. 
A request for these individuals' CCH rap sheets was forwarded to the DLE's Bureau of Identification, and a 
total of 1,074 CCH-complete records were received for examination. As mentioned earlier in this report, 
the remainder of the records requested either could not be found on the CCH database or were 
"CCH-incomplete" records. The reasons some individuals were found to have no records are numerous. For 
the requests arising from PIMS arrest information, one reason for the non-existent records could have been 
that the arrest offense was "non-reportable" by statute. In other cases, the request information supplied to 
the OLE may have been incorrect to such a degree as to preclude a "hit" on the record. 

Two separate audits of data correspondence were conducted on these records: (1) an audit of identifica­
tion segment data elements, and (2) an audit of data elements dealing with the PIMS agency arrest 
transaction. 

Identification Segment Audit 

Because the purpose of the methodology employed in this phase of the audit was to identify ~stemic 
problems in the comparability of data across independent information systems, certain elements that were 
known to be subject to incompatible coding procedures were still included in the audit, even though com­
parisons would produce "automatic" discrepancies (as in the case of race or hair color codes). The audit 
team felt this was an excellent opportunity to demonstrate the impact of these systemic differences on a 
large-scale basis. 

Ten data elements were audited in this examination of PIMS and CCH identification information: 

• State Identification (SID) Number 
• Last Name 
• First Name 
• Date of Birth 

24Thcse police departments were Arlington Heights, Duffalo Grove, Des Plaines, Evanston, Glencoe, Harvey, loliet, Mt. Prospect, 

Park Ridge, and Schaumburg. 

25Decause of PIMS use of Uniform Crime Report (UCR) offense codes, It was Impossible to eliminate all "non-reportable" 

offenses, since some municipal ordinances and petty offenses also fall withIn these codes. 

26The formula used In this sampling strategy was: n • p(l-P)I ,,«P(l-P»/N)i + «SE) It). Refer 10 Herbert Arkin's 

Handbook 01 Samplitlg Strategy for Auditing and Accounting for a detailed discussion of this formu~a. It ensures l 5 percent nmpllnl 

error and a 90 percent confidence Interval. 
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• Sex 
• Race 
• Hair Color 
• Eye Color 
• Height 
• Weight 

Of the 1,074 records audited, 35 percent (376) were found to contain no discrepancies, while 65 percent 
contained at least one discrepancy. Twenty-seven percent (293) of the records contained one discrepancy, 
and almost 25 percent (267) contained two discrepancies. The remaining 138 records (12.8 percent) had 
discrepancies in at least three of the 10 data elements audited. Two records contained five discrepancies in 
the identification segment audited. Table 4 shows the total discrepancies detected in thl:'; audit: 

Table 4. PIMS-CCH ID Segment AudH: Discrepancies Per Record 

Number of Discrepancies 

o 

1 

2 

3 

4 

5 

Total Number of Records 

Number of 
Records 

376 

293 

267 

110 

26 

2 

1,074 

Percent 

35.0% 

27.3 

24.9 

10.2 

2.4 

0.2 

100.0% 

Table 5 reports the total number of discrepancies detected in the audit of the PIMS-CCH identification 
segment elements. Of the possible 10,740 discrepancies (1,074 DLE records audited, times 10 elements per 
record), 1,262 (12 percent) discrepancies and nine (0.08 percent) ommissions were detected. 

Table 5. Type of Discrepancies in PIMs-ceH ID Segment Audit 

Type of 
Discrepancy 

No CCH Entry 

No Match 
PIMS-CCH Entry 

TOTAL 

Number 

9 

1,262 

1,271 

Percent of 
Detected 

Discrepancies 
(n=1,271) 

0.7% 

99.3 

100.0% 
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Percent of 
Possible 

Discrepancies 
(n=10,740) 

0.08% 

11.75 

11. 83% 



Table 6 reports the discrepancies detected in this audit, according to the data element audited: 

Data Element 

Table 6. Summary of Findings of PIMS-CCH ID Segment Audit 

Number of 
Discrepancies 

Number of 
Omissions Total 

-----------------------------------------------------------------
Primary Search Items:* 

SID Number 

Last Name 

First Name 

Date of Birth 

Sex 

Race 

29 

11 

27 

37 

2 

56 

3% 

1 

3 

4 

0.2 

5 

,0 

o 

o 

o 

o 

1 

0% 

o 

o 

o 

o 

0.1 

29 

11 

27 

37 

2 

57 

3% 

1 

3 

4 

0.2 

5 
--------------------------------------------------------------- .. -

** Secondary Search Item~: 

Hair Color 

Eye Color 

Height 

Weight 

TOTAL 

166 

80 

331 

523 

1,262 

16% 

8 

31 

49 

o 

2 

2 

9 

0.4% 

o 

0.2 

0.2 

Total Number of Records Examined: 1,074 

170 

80 

333 

525 

1,271 

16% 

8 

31 

49 

(NOTE: COLUMN PERCENTAGES BASED ON NUMBER OF RECORDS EXAMINED.) 

'" Those data eloments ara considared "primary" search itenn in the database. Inaccnracies in tbese item, can preclude an inquir­
ing agency from finding the correct record. 

** These data elementN are considerod "secondary" search itehts in the database. Inaccuracies in th'(J8e Items would not preclude 
"hits." 

The first six data elements reported in Table 6 are considered "primary" search items for CCH purposes. In 
other words, discrepancies in these elements are considered more serious because potentially they could 
preclude a "hit" during a search for an individual's CCH record. A total of 162 (13 percent) of the dis­
crepancies detected in this audit were for data elements considered primary search items. More than one­
third of these discrepancies (56) were found in the audit of the ,'ace data element. The majority of these 
discrepancies were attributed to differences in the coding schemes used by PIMS and CCH for the race 
element. For example, the DLE adheres to National Crime Info:rmation Center (NCIC) race codes, which 
do not provide unique codes for Hispanics. PIMS is constructed to accommodate reporting directly to the 
Illinois Uniform Crime Reporting (I-UCR) program, which distin.guishes among several Hispanic categories 
(see Appendix A). Hispanic cases generally are coded as JlWhite" in the CCH database, while they may be 
entered as one of four Hispanic codes in PIMS (see Appendix A). 
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This year's audit also recorded the identification of aliases in the last name, first name, and date of birth 
data elements. Two percent of the elements audited were found to be alias entries in the CCH records. 
These were not considered discrepancies, since such aliases are included in the search algorithms used to 
identify records, and therefore would not preclude a "hit." Thus, Table 6 portrays actual observed dis­
crepancies for the name and date of birth elements. 

Of all the identification elements audited, discrepancies in one element, SID Number, could be positively 
attributed to faulty data entry and update policies by the PIMS agencies (since the DLE generates these 
identification numbers and rap sheets for the correct persons were received). Inquiries into the SID num­
bers in question on the Law Enforcement Agencies Data System (LEADS) revealed that a "hit" on the 
database was not achieved using only the PIMS version. Many. of these numbers appeared to be a special 
series (beginning with "8") reserved for cases where the fingerprints were unable to be classified. If a clas­
sification is achieved later, that special number is discontinued, and another SID number assigned. Ap­
parently, the PIMS agencies do not always update their files when the DLE notifies them of this 
conversion. 

The majority of discrepancies detected in the identification segment were in "secondary" search items. 
These four data elements (hair color, eye color, height, and weight) accounted for roughly 87 percent (1,100) 
of the discrepancies detected. Height and weight data elements accounted for almost 68 percent (854) of 
all discrepancies detected. 

A total of 582 records contained either discrepant height or weight information. Some 273 (47 percent) 
of these records contained discrepancies in both height and weight information. 

Table 7 summarizes the discrepancies encountered for height information: 

Table 7. PIMS-CCH ID Segment Audit: Summary of Discrepancies in Height 

Discrepancy 
(inches) 

1 

2 

3 

4 

5 

6 

+ 12 

Number of 
Records 

190 

81 

33 

13 

10 

2 

3 

Percent of 
Discrepant Records 

57.2% 

24.4 

9.9 

3.9 

3.0 

0.7 

0.9 

Cumulative 
Percent 

57.2% 

81.6 

91. 5 

95.4 

98.4 

99.1 

100.0 

Total Records = 1,074 Total Found Discrepant = 332 (31%) 

The majority of discrepant PIMS and CCH entries for height were within 2 inches of each other (82 per­
cent, or 271). Less than 10 percent (28) of the 332 discrepant records contained heights that were off by 
more than 3 inches. Five records O. S percent) contained discrepancies of 6 inches or more. 
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The discrepancies encountered for weight information are summarized in Table 8: 

Table 8. PIMS-CCH ID Segment Audit: Summary of Discrepancies in Weight 

Discrepancy 
(lbs) 

Number of 
Records 

Percent of 
Discrepant Records 

Cumulative 
Percent 

--------------------------------------------------------------
1 - 5 153 29.3% 29.3% 

6 - 10 127 24.3 53.6 

11 - 15 71 13.6 67.2 

16 - 20 57 10.9 78.1 

21 - 30 65 12.4 90.5 

31 - 40 30 5.7 96.2 

41 - 50 13 2.5 98.7 

+ 51 7 1.3 100.0 

Total Records = 1,074 Total Found Discrepant = 523 (49%) 

Of the 523 reC!Q.I'ds detected with discrepant weight data, just more than half (54 percent) contained 
weights within 10 pounds of one another. More than two-thirds of the discrepancies (351) between PIMS 
and CCH weight data were within 15 pounds. Nearly 10 percent of the discrepancies (50) were inaccurate 
by more than 30 pounds. Seven of these discrepant weights showed differences of 51 pounds or more. 

Discrepancies found in hair color and eye color, while somewhat less numerous than other secondary 
search item elements audited, accounted for more than 19 percent (246) of the discrepancies detected in 
the identification segment audit. Most of the differences observed in the audit of these elements may be at­
tributed to differences in coding schemes between the database systems. 

Summary 

The comparison of identification elements in CCH and PIMS revealed that 88 percent (9,478) were in 
agreement. Furthermore, only nine of the 10,740 elements audited were omitted in CCH. 

Of the 1,262 discrepancies observed, 162 were in "primary" search items, or elements used to search for 
records in the CCH database. Of these, 29 (18 percent of primary search element discrepancies) were 
caused by incorrect SID numbers in the PIMS database. If these numbers alone were used to inquire on the 
CCH database, a "no record" response would be obtained, even though these individuals have records in 
CCH. Another 56 (35 percent of primary search element discrepancies) were because of differences in race 
codes used by CCH and PIMS, particularly for persons of Hispanic origin. 

It should be pointed out, however, that 184 cases (14 percent of the total records requested) had no CCH 
record at all. A majolity of these persons were arrested for potentially IInon-report.~ble" offenses; if they 
had not previously been arrested for a "reportable" offense, they would not be expected to have a record in 
CCH. Another possible explanation is that some of these "no record" cases had errors in primary search 
items, as recorded in PIMS, serious enough to have precluded a "hitll on CCH. The extent to which this 
might have occurred cannot be ascertained without checking the original source documents used in making 
the PIMS entries. 
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A majority of the 1,262 discrepancies observed were in "secondary" search items, or physical descriptors. 
These made up 87 percent (1,100) of the discrepancies observed. Appendix A lists the codes used by the 
respective databases for these elements, and reveals the automatic differences that might occur. The dis­
crepancies observed, however, go beyond these differences in actual codes for race or hair color. 

For example, the identification segment in CCH usually is created from the first arrest card received at 
the time of initial entry (and perhaps conversion) to the computer database. Furthermore, there is no ex­
plicit procedure or policy for updating any of this information. The previous audit (Authority, 1983) 
documented that this practice makes it difficult to tell the arrest card from which information is entered, 
especially for cases that were converted to CCH-complete at some time later than the first offense. Thus, 
if the arrest card used to produce the PIMS entry was not the first one the DLE received for that in­
dividual, the discrepancies can be attributed to different source documents and incompatible codes. Yet, 
the PIMS submission is no less valid for the individual than the first arresting agency's submission, and 
should be reflected on the rap sheet, though perhaps in a different format. 

Arrest Segment Audit 

Five data elements were audited m this examination of the PIMS and CCH arrest transaction 
mformation: 

• Agency Control Number/Document Control Number (ACN/DCN) 
• Date of Arrest 
• Offense Description 
• Disposition Description 
o Date of Disposition 

The DCN refers to the unique identifying number assigned each arrest card used in the State. The DLE 
uses the DCN to link subsequent events to be posted to the CCH system. In the PIMS system, however, this 
number is optional, and was not recorded for every case audited. If an ACN were entered in this field in 
PIMS, the audit examined the CCH ACN element. 

Table 9 presents the number of discrepancies detected per record in the arrest transaction audit. Of the 
978 records audited, 535 (55 percent) contained no discrepancies. Almost one-quarter of the arrest records 
audited (232) contained one discrepancy, and nearly 22 percent (211) contained at least two discrepancies 
in the data elements audited. 

The 1,074 individual records contained 1,123 arrest events. In other words, 49 persons had two arrest 
events in the PIMS records. Of these 1,123 arrest events, 978 (87 percent) were "posted" on the individuals' 
CCH records. An analysis of the charges involved in the 145 arrests not found in CCH records revealed 
that many could have been for "non-reportable" crimes as defined by Illinois statutes. These offenses had 
been left in the original"population" of PIMS arrests from which the sample was drawn because, from their 
description on the database, they might have been reportable offenses (for example, where municipal or­
dinances and Illinois statutes were described by the same term). There were 33 PIMS arrests for disorderly 
conduct, 23 arrests under the Cannabis Control Act, and 17 simple battery arrests not posted on CCH. Ap­
pendix B contains the list of PIMS arrest charges not found on the corresponding CCH records. 

This finding affirms that the DLE needs to audit the reporting practices of local agencies, as well as its 
own policies for handling "non -reportable" arrests. Federal regulations require that the DLE set forth 
operational procedures2-7 to ensure the accuracy and completeness of CHRI. Furthermore, the regulations 
require that a random sample of local criminal justice agencies be audited to verify that they comply with 
Federal regulations. To date, the DLE has not conducted any audits of local criminal justice agencies. 

2-7 28 CFR 20.21(<1) 
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Table 9. PIMS-CCH Arrest Segment Audit: Discrepancies Per Record 

Number of Discrepancies 

0 

1 

2 

3 

4 

5 

6 

Total Nwnber of Records 

Number of 
Records 

535 

232 

173 

24 

12 

1 

1 

978 

Percent 

54.7% 

23.7 

17.7 

2.5 

1.2 

. 1 

.1 

100.0% 

Table 10 summarizes the number of discrepancies encountered in the audit of the PIMS-CCH arrest 
segment information. This table reports that 205 discrepancies (4 percent of possible discrepancies) and 627 
ommissions (13 percent) were detect.ed in the audit. This pattern is the reverse of that observed in the 
PIMS-CCH identification segment audit, where a majority of discrepancies were disagreements between 
PIMS and CCH entries, and fewer than 10 omissions were detected in CCH information. 

Table 10. Type of l\)iscrepancies in PIMS-CCH Arrest Segment Audit 

Type of 
Discrepancy 

No CCH Entry 

No Match 
PIMS-CCH Entry 

TOTAL 

Nwnber 

6127 

205 

832 

Percent of 
Detected 

Discrepancies 
(n=832) 

75.4% 

24.6 

100.0% 

Percent of 
Possible 

Discrepancies 
{n=4,890} 

12.8% 

4.2 

17.0% 
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Table 11 presents the number of discrepancies observed, by data element. Omissions in dispositional ele- I 
ments (dispositIon descrIption and dIsposition date) accounted for 100 percent of omissions detected. 
However, Table 11 does not include the 237 cases where dispositions were found in Mither the PIMS 
database nor the CCH database. The numbers in the table reflect only those cases in which a disposition 
could be found in PIMS, but not in CCH. If these additional cases are included, the number of omissions I 
increases to 553, or more than 50 percent of the records audited. 

I 
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Table 11. Summary of Findings of PIMS-CCH Arrest Segment Audit 

Data Element 

ACN/DCN 

Date of Arrest 

Offense Description 

Disposition Description 

Date of Disposition 

Total Discrepancies 

Number of 
Discrepancies 

16 

42 

89 

39 

19 

205 
(24.6%) 

2% 

4 

9 

4 

2 

Number of 
Omissions* 

0 

0 

0 

316* 

316* 

632 
(75.4%) 

0% 

0 

0 

32 

32 

Total Number of Records Examined: 978 

Total 

16 2% 

42 4 

89 9 

355 36 

335 34 

837 

(NOTE: COLUMN PERCENTAGES BASED ON TOTAL RECORDS EXAMINED.) 
* Does not includo Z37 eases where 110 disposition was found in either PIMS or Cell, and 145 arrelt reeorda found in PIMS but aot In 

CCH. This dOlls not me;Jin, necessarily, that ono or the other Information systom II at "fault" or tbat missing Information Is neeesaarl­
ly "delinquent." The findings simply point to somo diseropaRcioB between systems. 

This extent of dispositional information missing from CCH coincides with findings of previous audits 
(Authority, 1983; Office of Auditor General, 1982). The fact that PIMS recorded disposit.ions in at least 
one-third more of the cases audited indicates that these cases already were disposed of and should have had 
a disposition posted on CCH. However, since the PIMS database is not constrained to using only informa­
tion provided by the court clerks, as is the CCH system, the lack of dispositions in CCH does not necessarily 
mean that the DLE received, but did not post, a disposition. For example, it is possible that police officers 
were assigned by various PIMS agencies to report any dispositions made, as observed directly in the 
courtroom. In addition, at least one PIMS agency relies on state's attorneys' information, rather than court 
information, and thus may have recorded "no file" decisions that were not forwarded to the DLE. 

Of the 205 discrepancies observed in arrest information, 89 (43 percent) were for offense description and 
another 58 (28 percent) were for dispositional eiements. The discrepancies observed in arrest descriptions 
primarily arose from differences in charge code tables used by PIMS and CCH. PIMS relies on VCR codes, 
which are more generic in nature than are statute citations entered on CCH. Differences in case disposi­
tion codes also account for some discrepancies observed in that element. In addition, some disposition dis­
crepancies were caused by the fact that PIMS had recorded a bond forfeiture as the last disposition, when 
m fact, the defendant later had returned to court and the case was disposed of. In these cases, the disposi­
tion date also was likely to differ between the databases. 

Summary 

The audit of the arrest segments revealed some interesting findings that would not have been observed if 
more traditional source document output comparisons had been used. For example, it was possible to detect 
a SIgnificant portion of arrests in the PIMS database for individuals that either could not be found to have 
a record in CCH, or that were not reflected on an existing CCH record. A majority of these arrests were 
for charges that may not have been reportable to the DLE, although some clearly should have been posted. 
In addition, it was possible to identify dispositions recorded in the PIMS database but missing from the 
CCH database, as well as a group of records for which dispositions were missing in both databases. Only an 
mdependent source of information other than the source documents stored by the DLE could have 
uncovered these types of discrepancies. 
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illinois CIMIS -CCH Audit 

As part of this year's triangulation audit, the Illinois Department of Corrections (IDOC) was asked to 
provide a computer tape listing all persons in its custody as of November 1984. The data on the tape in­
cluded identification information for 17,133 inmates and information about the inmates' commitment to 
the IDOC. 

A sample of 508 inmates was selected to represent the current composition of inmates. Inmates for the 
sample were chosen according to admit type (that is, those admitted directly from court, parole or work 
release violators, etc.).28 It was important that this sample represent all inmates admitted between June 
1982 and June 1893, so that the inmate sample would be comparable with the sample of PIMS arrestees. 
This setup made it possible to compare cases found in all three databases (for example, a person arrested by 
a PIMS agency who then was incarcerated by the IDOC for that offense). 

Once the sample was drawn, a request was submitted to the DLE's Bureau of Identification to provide 
the audit team with the inmates' CCH records. As reported earlier, 69 percent (348) of the inmates had 
CCH-complete records, while 31 percent (157) of the inmates had CCH-incomplete records. In addition, 
records for three inmates could not be found in the CCH database. 

Two audits of these records were conducted: (1) an audit of identification segment data elements, and (2) 
an audit of data elements dealing with the custodial admission transaction. 

Identification Segment Audit 

Nine data elements were audited in this examination of Illinois CIMIS and CCH identification 
mformation: 

• State Identification (SID) Number 
• Name (First and Last Names) 
• Date of Birth 
• Sex 
• Race 
• Hair Color 
• Eye Color 
• Height 
• Weight 

Table 12 summarizes the number of discrepancies detected in the audit, per record audited. Of the 348 
CCH-complete records compared with Illinois CIMIS records, only 13 (4 percent) contained no discrepan­
cies or omissions. Eighty-two (24 percent) records contained one discrepancy. Thus, only about 27 percent 
(95) of the records audited had either one discrepancy per record or no discrepancies at all. In terms of dis­
crepancies per record, this CIMIS-CCH comparison revealed the worst ratio of non-discrepant records to 
records with one or more discrepancies than any other PIMS or CIMIS comparison. 

28 As of November 1984, 75 percent of the Inmales were classified either' as being admitted 10 Ihe IDOe for the first lime 

("direct from court") or as being readmitted to the IDoe after a previous discharge ("discharged and recommitted"). The remaining 25 

percent were parole, Mandatory Supervised Release (MSR), or work release violators. 
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Table 12. CIMIS-CCH 10 Segment Audit: Discrepancies Per Record 

Number of Discrepancies 

0 

1 

2 

3 

4 

5 

Total Number of Records 

Number of 
Records 

13 

82 

180 

59 

13 

1 

348 

Percent 

3.7% 

23.6 

51. 7 

17.0 

3.7 

0.3 

100.0% 

The discrepancies detected in the audit of the Illinois CIMIS-CCH records are reported in Table 13. This 
table reveals that of the 3,132 possible discrepancies (348 records audited, times nine elements per record), 
675 (21 percent) discrepancies and one omission were discovered in the audit of identification information. 
This pattern of findings is similar to that observed in the PIMS-CCH comparison of identification ele­
ments. Thus, it can be concluded that the CCH database contains few omissions in identification informa­
tion. 

Table 13. Type of Discrepancies in CIMIS-CCH ID Segment Audit 

Type of 
Discrepancy 

No CCH Entry 

No Match 
CIMIS-CCH Entry 

TOTAL 

Number 

1 

675 

676 

Percent of 
Detected 

Discrepancies 
(n=676) 

0.1% 

99.9 

100.0% 

Percent of 
Possible 

Discrepancies 
(n=3,132) 

0.03% 

21.60 

21.63% 

Table 14 presents a breakdown of the discrepancies encountered, by data element audited. Fifty-nine 
discrepancies were in "primary" search items. These discrepancies accounted for 8.7 percent of all dis­
crepancies found in the identification segment audit. As was the case with the PIMS-CCH audit, the 
majority of the primary search item discrepancies found were in the race data element. Again, differences 
between the databases in coding race, particularly for persons of Hispanic origin, accounted for most of 
these discrepancies. 
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More than 90 percent of the 676 discrepancies and ommissions observed in this audit were found in 
"secondary" search items. Nearly 81 percent of all discrepancies (545) were found in the audit of height 
and weight data elements. In fact, 92 percent of the 348 records examined were discrepant on weight, call­
ing into serious question the usefulness of that information. Again, this finding parallels that found in the 
PIMS-CCH audit. Also, some discrepancies found in the hail' color and eye color data elements may be at­
tributed to differences in coding schemes the two information systems use. One record omitted the eye 
color data element. 

Table 14. Summary of Findings of CIMIS-CCH ID Segment Audit 

Data Element 
Nwnber of 

Discrepancies 
Nwnber of 
Omissions Total 

----------------------------------------------------------------
Primar:l Search Items: 

SID Nwnber 6 

Name 4 

Date of Birth 16 

Sex 0 

Race 33 

Secondar~ Search Items: 

Hair Color 

Eye Color 

Height 

Weight 

Total Nwnber of 
Discrepancies 

47 

24 

226 

319 

675 
(99.9%) 

2% 

1 

5 

0 

10 

14% 

7 

65 

92 

0 

0 

0 

0 

0 

0 

1 

0 

0 

1 
(0.1%) 

0% 

0 

0 

0 

0 

0% 

0.3 

0 

0 

Total Number of Records Examined: 348 

6 2% 

4 1 

16 5 

0 0 

33 10 

47 14% 

25 7 

226 65 

319 92 

676 

(NOTE: COrlUMN PERCENTAGES BASED ON TOTAL RECORDS EXAMINED.) 

Summary 

The comparison of Illinois CIMIS and CCH identification information revealed a pattern of discrepancies 
strikingly similar to the discrepancies found in the PIMS and CCH databases. Table 19 presents the dis­
crepancy rates for identification elements among the three information systems. As can be seen, more dis­
crepancies appear in secondary search items than in primary search items, when CCH information is com­
pared with other systems' information. Elements that must be coded (race, hall' color, etc.) have a greater 
likelihood of being discrepant than those that do not have to be coded (for example, name or date of birth). 
The fact that the discrepancy rates for height and weight elements are slightly higher when the CCH 
database is compared with the CIMIS database than when the CCH database is compared with the PIMS 
database highlights the importance of updating these elements, since the discrepancies will increase over 
time. 
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Custodial Transaction Audit 

A total of four data elements were examined in this audit of the Illinois CIMIS-CCH admission transac­
tion information: 

• Date Received 
• Current Institution 
• Conviction Charges 
• Conviction Sentences 

The current institution element was included in the audit initially to be consistent with the CIMIS-CCH 
comparison conducted in the Authority's 1983 audit. Since that time, however, the DLE had discontinued 
posting inmate transfers between IDOC institutions. Also, the Uniform Disposition Reporting Law (111. Rev 
Statutes 38 S206 2.1, et.seq.) no longer requires that such custodial transfers be reported. Therefore, the 
current institution element was excluded in the following discussion of findings. 

Table 15 reports on the findings of this audit in terms of the number of discrepancies per record audited. 
Of the 345 records audited, 264 (76 percent) had no discrepancies, while another 60 (17 percent) had one 
discrepancy The remaining 21 records (6 percent) had two or more discrepancies. In terms of discrepan­
cies per record, the comparison of CCH and CIMIS custodial elements revealed a greater number of records 
with no discrepancies than did any other audits of PIMS or CIMIS data already discussed. 

Table 15. CIMIS-CCH Custodial Segment Audit: Discrepancies Per Record 

Number of Discrepancies 

0 

1 

2 

3 

4 

5 

* Total Number of Records 

Number of 
Records 

264 

60 

10 

8 

2 

1 

345 

Percent 

76.5% 

17.4 

2.9 

2.3 

0.6 

0.3 

100.0% 

." While a total of 348 r~c!lrd. wore audltod with rogard to IdontiUc:aticJ,D information, c:8stodlal admlsdon information was not 

pres~nt In three 0' the records examined. Each of thele admissions were within days of the date that the compater tape, from which 

the sample waa drawn, was created. Tbe absence of this data probably reflects delays In Information proc:esring 'or IUIW Ildmissionl. 

Table 16 reports the findings of this audit in terms of the types of discrepancies encountered. Forty­
seven omissions (l percent of all possible discrepancies) and 70 discrepancies (2 percent) were detected in 
thIS audit. In terms lIf ommissions, the small percentage observed is consistent with all other PIMS and 
CIM!S comparisons, except PIMS arrest segments (where 12 percent of the total possible omissions were 
observed). 
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Table 16. Type of Jl>ir;crepancies in CIMIS'-CCH Custodial Segment Audit 

Type of 
Discrepancy Number 

Perc1ent of 
Detected 

Discrepancies 
(n=397) 

Percent of 
Possible 

Discrepancies 
(n=4,140) 

--------------------------------------------------------------No CCH Entry 

No Match 
CIMIS-CCH Entry 

47 

70 

40.2% 1.1% 

59.8 1.7 
---------------------------------------------------------------
TOTAL 117 100.0% 2.8% 

Summary 

Table 17 summarizes the custodial segment audit findings, by data element examined: 

Table 17. Summary of Findings of CIMIS-CCH Custodial Segment Audit 

Number of Number of Number of 
Elements Records Discrepancies Omissions Total 
-------------------------------------------~---------- ----------Charge 1 345 12 4% 9 3% 21 6% 
Sentence 1 22 6 9 3 31 9 

Charge 2 107 1 1 4 1} 5 5 
Sentence 2 2 2 4 4 6 5 

Charge 3 41 1 2 0 0 1 2 
Sentence 3 1 2 0 0 1 2 

Charge 4 17 1 6 0 0 1 6 
Sentence 4 1 6 0 0 1 6 

Charge 5 6 0 0 0 0 0 0 
Sentence 5 0 0 0 0 0 0 

Date Received 29 8 21 6 50 15 
----------------------------------------------------------------
Total Discrepancies 70 47 117 

(59.8%) (40.2%) 

Total Number of Records Examined: 345 

(NOTE: COLUMN PERCENTAGES BASED ON TOTAL RECORDS EXAMINED.) 

Up to five conviction charges and sentences were audited in this examination, Of the 348 records ex­
amined, three persons had been admitted to the IDOC within days of the production of the computer tape 
from which the sample was drawn. These Illinois CIMIS records, as well as the CCH-complete records 
received for the audit, contained no IDOC admissions information and were excluded from the analysis. 
Conviction charge and sentence information accounted for 59 percent (41) of the discrepancies and 55 per­
cent (26) of the omissions encountered in this audit. Reception dates were discrepant in 29 (41 percent) of 
the total number of discrepancies. In addition, omissions in reception date accounted for 21 (45 percent) of 
the omissions detected. 
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PIMS -Illinois CIMIS -CCH Audit 

Of the 1,074 CCH-complete records received as a result of the requests for the PIMS sample of arrest in­
formation, 24 were for individuals who also appeared on the data tape received from the IDOC. Thus, the 
audit team had three sources of identification segment data elements to compare for this 8ubsample of per­
sons. In addition to the three-way comparison of identification information, an audit of some additional 
custodial information was conducted. 

Identification Segment Audit 

Nine data elements were included in the three-way comparison: 

• State Identification (SID) Number 
• Name (First and Last Names) 
• Date of Birth 
• Sex 
• Race 
• Hair Color 
• Eye Color 
• Height 
• Weight 

The discrepancies detected in this comparison are presented in Table 1 8: 

Table 18. Findings of PIMS-CIMIS-CCH ID Segment Audit 

Data Element 

Primar~ Search Items! 

SID Number 

Name 

Date of Birth 

Sex 

Race 

Secondar~ Search Items! 

Hair Color 

Eye Color 

Height 

Weight 

Number of 
Discrepancies 

0 0% 

0 0 

2 8 

0 0 

1 4 

5 21% 

3 13 

14 58 

11 46 

Number 01" 
Omissions 

o 

o 

o 

o 

o 

0 

0 

0 

0 

0% 

o 

o 

o 

o 

0% 

0 

0 

0 

Total 

o 

o 

2 

o 

1 

5 

3 

14 

11 

0% 

o 
8 

o 

4 

21% 

13 

58 

46 
----------------------------------------------------------------
Total Discrepancies 36 0 36 

Total Number of Records Examined: 24 

(NOTE: COLUMN PERCENTAGES BASED ON TOTAL RECORDS EXAMINED.) 
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This table reaffirms many of the findings in both the PIMS-CCH and the Illinois CIMIS-CCH audits. In 
general, primary search items are somewhat less likely to be discrepant than are sf!condary search items. In 
this audit, primary search item discrepancies accounted for only three of the 36 discrepancies detected 
across the three information systems. Again, problems in 25 height and weight data elements accounted for 
the majority of all discrepancies detected (nearly 70 percent). 

Although based on a sman sample (24 records), this audit illustrates that a majority of information main­
tained about an individual in all three systems would be expected to be in agreement (71.4 percent of this 
sample), and that most of the discrpancies could be attributed to coding or procedural differences in cap­
turing the data. 

Comparison of Audit FiJ1ldings 

A comparison of audit findings of identification information is presented in Table 19. This table reflects 
the parallel findings from the three audits in percentages of total discrepancies represented by the data 
elements examined. 

Table 19. Comparison of Discrepancy Rates Between Audits 

Data Element PIMS* IDOC** PIMS-CIMIS*** 
____________ t ____________________________________________ _ 

Primar;y Search Items: 

SID Number 2% 

Name 3 

Date of Birth 3 

Sex 0.2 

Race 5 

Secondar;y Search Items: 

Hair Color 13% 

Eye Color 6 

Height 26 

Weight 41 

", Ba.ed on 1,074 CCn-completo retord. audited. 

** Based on 348 CCII-complete record. audited. 

1% 0% 

1 0 

2 6 

0 0 

5 3 

7% 14% 

4 8 

33 39 

47 31 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

",** Based on 24 CCn-completo records audited. I 
This comparison revealed the recurring finding in the audits that the height and weight data elements I 

account for the greatest number of discrepancies in the information systems. The table also affirms the 
finding that the different coding schemes used to create records in the information systems generate dis­
crepancies. Primary search items appear less subject to discrepancy than do secondary search items. In ad-
dition, it is apparent that omissions il..1 identification elements are not a problem in the CCH database, al- I 
though missing court dispositions continue to be problematic in both the PIMS and CCH databases. 
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Review of the OLE Internal Audits of CCH Data 

Eleven CCH -related internal audits conducted by Bureau of Identification (BOI) personnel were 
reviewed as part of this audit. These audits were conducted in five areas: (1) CHRI dissemination through 
manual rap sheets; (2) CHRI disseminat.ion logging procedures; (3) procedures relating to expungement or­
ders; (4) first offender CCH records; and (5) the microfilm project. Originally, it was intended that this 
review would use BOI operations and procedures documentation to evaluate fully the internal audits with 
regard to their inte.nded purpose. In the absence of such materials, this review is limited to a discussion of 
generic methodological considerations. Other issues regarding CCH completeness and accuracy not covered 
in the comparison of the CCH system with other independent information systems also are considered. 

Audit of CHRI Dissemination Through the Manual Rap Sheet 

OLE audited the manual rap sheets twice yearly between January 1982 and August 1984. The DLE 
typically relied on the total number of transactions performed in the previous month as the population 
from which to draw the sample of records. Some general criticisms of this methodology could be made. 
Under this approach, errors associated with changes in personnel and seasonal fluctuations in the volume of 
documents processed might be missed in analysis. Furthermore, if audit months are designated in advance 
and become well known by affected staff, an understatement of random error may take place when com­
pared with IInon-auditll months. Discussions with DLE staff confirmed that the audit schedule is not an­
nounced in advance. A sampling methodology that would draw randomly from all months in the audit in­
terval would eliminate many of these and associated biases. 

Audit of CIIRI Dissemination Logging Procedures 

The DLE has conducted three of these audits per year since 1982. The percentage of errors uncovered in 
these audits of teletype and "FAXII disseminations are high relative to the errors reported for disseminations 
by mailing. No description of the relative seriousness of the errors detected is provided in the reports, 
making interpretation of the findings difficult. 

Audit of Expungement Order Procedures 

Unlike other audit methods reviewed, expungement order procedures were subject to a 100 percent audit 
inspection for the entire year. That is, between January and December of 1984, every expungement 
request form was examined for compliance with expungement logging procedures. No errors in the logging 
of expungement orders (such as notifying agencies requesting documents within one year prior to ex­
pungement) were detected. 

Audit Report of First Offenders 

The audit report of first offenders was designed to ensure that manual CHRI documents for first offend­
ers are recorded accurately in the CCH database. The report, however, fails to list sample sizes or percent­
age of records out of file, making a complete methodological rleview impossible. 

Audit Report of the Microfilm Project 

To reduce the vast amount of paper records stored and to ensure the security of the master record jackets 
kept at t.he BOI, the DLE has begun converting paper records to microfilm. Errors in these procedures are 
critical because of the eventual loss of original paper source documents on which CCH records are based. 
The internal audit examinp.d samples of microfilm images against the original source documents for proper 
filming and compliance with IIcleaning and preparation procedures.1I The internal audit revealed that a 
large portion of the ~ck~ts examined contained errors (28 percent of those examined). 
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Further analysis of the images in error revealed that 27 percent of the errors were caused by improper 
filming. A second category of errors--that of failure to follow proper cleaning and preparation 
procedures--accounted for the majority (62 percent) of the errors detected. Another miscellaneous 
category accounted for the remaining 11 percent of the errors, and included such errors as filming the 
back of a previously filmed document. 

The primary purpose of the microfilming project is to provide a backup copy of the source documents. 
In addition, the OLE has expanded the project to include purging the master files of obsolete materials, and 
correcting errors in filing before the jackets are filmed. In this way, the project would serve as a 100 per­
cent inspection program of the manual files. The errors found in the cleaning and preparation tasks did 
not affect the usefulness of the microfilm images, and no source .documentation would be lost if it were not 
correcteq before the paper documents were shredded. 

The findings of this audit indicate the importance of complete verification of the microfilmed images for 
readability and completeness of' image before the original record!; are shredded. After interviewing BOI 
personnel, the audit team understands that this verification process is, in effect, built in to the microfilm 
project. It is important to note also that this project served another purpose. It provided a check of all the 
files and their contents. By the time the source documents are shredded, according to the BOI, the verifica­
tion of the quality of the microfilm images will have taken place numerous times. In other words, the mic­
rofilm project serves to audit the manual record jackets on a case-by-case basis, with a 100 percent 
sample. It is unclear, however, whether any errors uncovered also will be corrected on the database if 
appropriate. 

Summary 

I 
I 
I 
I 
I 
I 
I 
I 

The review of OLE internal audits revealed several serious drawbacks. First, the audits conducted since I 
October 1983 did not encompass a broad scope of CHRI records or procedures. Second, the audits did not 
seem to be conducted according to any discernible pre-existing plan. Third, the audit findings reviewed in 
some cases revealed unacceptably high and consistent error rates. Finally, in many cases the audit reports I 
did not indicate that the errors detected were corrected in the sample, let alone in the database. Further 
discussions with OLE staff indicated that the errors detected in the audit sample were corrected, although 
no further detection and correction in the database were conducted. It must be reiterated that the lack of I 
documentation seriously hampered this review. A more complete interpretation of the procedures used 
could have been accomplished with such materials in hand. 
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VII. The Maintenance and Security 
of the CCH Database 

The security phase of this year's CCH audit involved on-site observations at the Department of Law En­
forcement's (OLE) Bureau of Data Processing (BOP) facility in Springfield and Bureau of Identification 
(BOI) facility in Joliet. The audits primarily concerned the physical security of the installations as well as 
IIcomputerli security involving the handling of criminal history record information (CHRI). 

The audit team evaluated nine legal requirements relating to these topics. These requirements were 
drawn from Federal regulations29 regarding security and privacy of criminal justice information systems. 

The audit consisted of interviews with BOI and BOP personnel, who were asked to respond to questions 
about the different legal requirements of the Federal regulations. In addition, both facilities were toured, 
during which time the audit team recorded observations regarding several aspects of the regulations. In 
some instances, questions applied to one facility, though not to the other. The findings from these inter­
views and observations are presented here with those distinctions in mind. 

1. Software and hardware must be designed to prevent unauthorized access, and all attempts to penetrate 
the system shall be recorded for output. 

While the current CCH system does not provide extensive protection against unauthorized access--such 
as per~onal passwords, limitations on certain IIlevelsll of access, and so forth--the IInewli CCH system will in­
clude these provisions. Also, when terminals in the CCH system network initiate transactions, the system 
requires that certain polling procedures be completed successfully ')efore granting certain capabilities. 

All transactions and messages are logged permanently on magnetic tape and stored off-site in 
Springfield. These logs can be used not only to check for unauthorized access, but also as IIbackupli for the 
system. Currently, however, these logs are not screened systematically for unauthorized intrusions. The 
system's limited built-in queries at the start of sessions are the only check against unauthorized access. 

2. Only authorized personnel may gain direct access to eRR!. 

BOP personnel are somewhat limited in their access to CHRI. For the most part, this results from the 
different duties and responsibilities employees there have. At the BOI, virtually any employee can come 
into direct contact with CHRI. Again, this results from the processing of CCH information that takes 
place there. At the BOP, capabilities for editing or modifying the database are restricted to certain com­
puter terminals and designated employees. However, computer terminals frequently are left unattended at 
the BOP facility. Though access to the computer room is restricted, requiring clearance from the Oata 
Center Services manager, direct CHRI access may be gained through terminals not under the scrutiny of 
computer room personnel. Terminals at the BOI facility are not limited with regard to direct access to the 
database. The terminals there, however, are in use more frequently and rarely are left unattended. 

3. Data may not be altered by non -criminal justice terminals. 

The database is ac""~sible (given the limitations previously discussed) only from specified computer ter­
minals at the BOP. Any terminal at the BOI facility 'has"such access capabilities. The database is not 
accessible from non-criminal justice agencies or terminals. 

2928 CFR 20.20 et seq. The text of these regulations Is presented In Appendix C. 
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4. Criminal justice agencies shall control the destruction of records. 

Day-to-day non -sensitive records at the BDP, created during program testing and other related ac­
tivities, currently are shredded by hand under no supervision. Whenever anything of a sensitive nature or 
anything containing personal identification information is involved, the materials are shredded upon 
clearance of supervisors under guard at the Illinois Department of Revenue Building. Source document 
shredding done at the BOI in the course of the microfilm conversion is carried out after supervisory per­
sonnel screen the materials. 

5. Knowledge of the actual programs designed to detect unauthorized access shall be restricted. 

This requirement does not apply under the current system because no such program exists. Reportedly, 
the system now being designed will provide such software, and the physical security of the documentation 
involved is an issue under consideration. 

6. Data shall be maintained in physically secure environments. 

The physical security of the BOP facility leaves much to be desired. The facility is housed in a structure 
which allows free and easy public access. As such, it is nearly impossible to protect the entire building 
adequately against intrusion by unauthorized personnel. The facility is equipped with several electronic 
security devices (video cameras, door access controls, and so forth), and the DLE has security personnel sta­
tioned there around the clock. Personnel are required to wear security badges throughout the data process­
ing facilities, and the computer room is protected by locked doors 24 hours each day. Yet, according to 
DLE management, the security unit is understaffed, and outside law enforcement personnel must be dis­
patched in certain circumstances. Additionally, because the OLE is essentially a tenant in the Armory 
facility, it has no control over the screening of janitorial employees who are contracted by the landlord 
agency. These persons, furthermore, have unrestricted access in the facility. 

The physical security of the Joliet BOI facility is a great deal better than that of the Springfield facility. 
The BOI structure is not open to the volume of non-criminal justice personnel traffic afl is the latter 
facility. Personnel are required to wear security badges throughout the facility, and visitor logs and badges 
are also requisite. Although there is an electronic locking devise on the front doors, the receptionist has no 
way to communicate with visitors seeking entry, except to look at them through the glass partition. Fur­
thermore, once inside the facility, no other barrier to physical records or computer equipment is offered. 
Additionally, the receptionist frequently is processing CHRI at the desk in the lobby area. 

The loading dock at the facility's rear entrance has an alarm/sensor device, as do all the entrances. The 
door itself, however, is not physically secure, because of its glass construction. Once inside this entrance, an 
intruder has access to the entire facility. 

7. Criminal justice agencies shall screen personnp.1 having access to CHRl. 

The OLE screens personnel who have access to CHRI, with the exception of contract employees at the 
BDP facility (see discussion ~ccompanying legal requirement number 6). 

8. Persons with direct atx:ess to CHRl shall be subject to administrative sactions by criminal justice agen­
cies. 

Persons with direct access to CHRI are subject to administrative and criminal sanctions by the OLE. For 
example, users' agreements must be signed by officials of the photographic lab which handles microfilm 
processing for the BOI. 
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9. Employees shall be informed of the substance and intent of the Federal regulations. 

Employees at both facilities go through an orientation which includes discussions about the sensitivity of 
the information they are handling. However, neither bureau trains personnel specifically about the 
Federal regulations concerning criminal justice information systems. 

Summary 

In some cases, the OLE complies with the requirements of the Federal regulations about the security and 
maintenance of CHRI. However, for the majorit.y of requirements evaluated, several shortcomings were 
detected in this audit. 

The fact that the OLE is a tenant in the. BOP building in Springfield, and thus has no control over the 
screening or hiring of janitorial staff, compromises the physical security of that facility. These contractual 
employees are allowed free and easy access to all areas of the building, including the computer room. As a 
result, they should be subject to the same security clearance procedures as any other employees who have 
access to that sensitive area. 

In addition, the building itself is open to the public, and is burdened by a constant flow of pedestrian 
traffic and activities. The Command Center, which is responsible for providing building security, is report­
ed to be understaffed. 

The security of the CCH database at the BOP facility in Springfield is compromised by several factors, 
including: the fact that access to the computer system is not limited by user passwords; terminals capable of 
deleting records are frequently left unattended; computer programs and related documents are not stored 
in secured locations, but are left on open shelves; and logs which record information on all transactions 
conducted on the database reportedly are not routinely examined for evidence of unauthorized access. 

The physical secllrity at the BOI facility in Joliet surpasses that of the Springfield installation. This is 
because the building is not open to the volume of non -criminal justice personnel tr:iffic as is the 
Springfield facility. Some deficiencies were observed, however. An entrance alarm monitoring system cur­
rently used monitors several entrance,s, but does not allow easy identification of the opened entrance. Al­
though there is an electronic locking device on the front doors, the receptionist has no way to communicate 
with visitors seeking entry, except to look at them through the glass partition. In addition, the rear 
entrance is not attended, and at the time of the audit inspection, it was propped open to allow workmen 
easy access. The rear door is not physically secure, being constructed mainly of glass. 

While, to the best knowledge of OLE staff, no serious security breaches have occurred to date, the OLE's 
current physical and computer security measures may n.ot protect the CCH database and supporting source 
documents adequately from unauthorized access and intentional misuse of the criminal history record in­
formation. 
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~T~T€ OF ILUNOI~ 
D€PflRTM€NT OF LflW €riFORC€MENT 

OFFICE OF THE DIRECTOR 

March 14, 1985 

Mr. William Gould, Chairman 
minois Criminal Justice Information 

Authority 
120 South Riverside Plaza 
Chicago, nlinois 60606 

Dear Chairman Gould: 

Jl\M€~ 9. ZfiG€l 
DI~€CTOR 

The Department of Law Enforcement has reviewed the Annual Audit 
Report for 1984-1985. As with most audits, only selective issues have been 
examined. These issues must be considered in the context of total program 
operations, both historically and in terms of current activities. Significant 
progTess has been made during the last several years. Significant backlogs of 
reported criminal events have been eliminated resulting in reduced processing 
times; a microfilming program is well underway which will serve to protect 
these valuable records; and many changes have been made (e.g., a new name 
search routine, file structures, and reduction in duplicative reporting of nlinois 
Vehicle Code violations) which have and will continue to result in more timely 
and accurate services to agencies. 

While recognizing that significant progress has been made, much 
work remains. Our primary concern must remain to provide an acceptable level 
of current services as we strive to improve these services. The department has 
embarked on two major efforts to conti~lUe our progress in improving services. 
First, a new microfilming program has begun with three primary goals: 

a. Secure, off-site storage to protect these valuable records. 

b. Correction of errors which have occurred during the past 50 
years in processing and utilizing these records. 

c. Establishment of new procedures and file structures to 
significantly reduce errors and their impact upon agencies. 

Secondly, a complete analysis and new design of the CriP1inal 
History Record Program is underway. This effort is directed toward resolution 
of current processing problems as well as to provide a more adaptable system 
for the future. Many of the issues raised in this year's audit report had already 
been incorporated into the design. 

These efforts are critical to the provision of improved criminal 
history services to nlinois' agencies. There are those who suggest that the 
scope of the design effort be gre'atly eXpanded to serve other needs for 
information exchange. While these objectives appear worthy of further 
examination, these efforts cannot be allowed to delay significantly the system, 
and the enhancements it contains, currently under development. 

103. ARfYlORY ~PRINGHEID. IlllNOI~ 
Discover The Magnificent Miles of~ 



Mr. William Gould, Chairman 
March 14, 1985 

Page Z 

The findings and recommendations contained in this report have and 
will continue to be incorporated into the broader efforts of the department to 
improve the Criminal History Record Information Program. The 
recommendations relative to security, however, m:e primarily dependent upon 
fiscal resources and only represent some of the security concerns to be 
addressed. 

Very truly yours, 

~ f3, il~ (res B. zagec;.. 

Director 

JBZ:lc 
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APPENDIX A 

CCH, PIMS, and Illinois CIMIS Identification Segment Codes 

Eye Color Codes 

CCH 

Black 
Blue 
Brown 
Gray 
Green 
Hazel 
Maroon 
Pink 

Hair Color Codes 

Bald 
Black 
Blonde 
Brown 
Gray 
Red 
Sandy 
White 

Race Codes 

Black 
Chinese 
Indian 
Japanese 
Other 
White 

PIMS 

Black 
Blue 
Brown 
Gray 
Green 
Hazel 
Maroon 
Pink 
Unknown 

Bald 
Black 
Blonde 
Brown 
Gray 
Red 
Sandy 
White 
Unknown 

American Indian 
Asian 
Black 
Chinese 
Eskimo 
Hispanic 
Japanese 
Mexican 
Other Latin 
Puerto Rican 
White 

CIMIS 

Black 
Blue 
Brown 
Gray 
Green 
Hazel 
Maroon 
Pink 
Unknown 

Bald 
Black 
Blonde 
Brown 
Gray 
Red 
Salt & Pepper 
Sandy 
Unknown 
White 

American Indian 
Asian or Pacific Islander 
Black (Not of Hispanic Origin) 
Chinese 
Hispanic 
Japanese 
Mex.ican American 
Oriental 
Other 
Puerto Rican 
Spanish American 
Unknown 
White (Not of Hispanic Origin) 
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Appendix B 

Charges Involved In PIMS Arrests Not Found on CCH 

Aggravated Assault 
Aggravated Battery 
Armed Robbery: Handgun 
Assault: Simple 
Battery: Reckless Conduct 
Battery: Simple 
Burglary: Forced Entry 
Cannabis Control Act 
Contributing to Delinquency of Minor 
Criminal Damage to Property 
Criminal Damage to Vehicle 
Criminal Trespass to Land 
Criminal Trespass to State-Supported Land 
Deceptive Practices 
Deceptive Practices: Credit Cards 
Deceptive Practices: Forgery 
Deceptive Practices: Fraud 
Disorderly Conduct 
Fleeing a Police Officer 
Gambling 
Hit & Run 
Interfering with Police Officer 
Liquor Control Act 
Mob Action 
Motor Vehicle Theft 
Sex Offenses: Prostitution 
Sex Offenses: Public Indecency 
Sex Offenses: Solicitation 
Theft of Services 
Theft over $300 
Theft under $300 
Unlawful Possession of Weapons 
Unlawful Storage of Weapons 
Unlawful Use of Weapons 
Unlawful Use of Weapons: No ID 
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Appendix C 

Text of Federal Regulations 
(Chapter 28, Code of Federal Regulations, Section 20.21) 

(f) Security. Wherever criminal history record information is col­
lected, stored, or disseminated, each State shall insure that the 
following requirements are satisfied by security standards es­
tablished by state legislation, or in the absence of such legis­
lation, by regulations approved or issued by the Governor of the 
State. 

(1) Where computerized data processing is employed, effective and 
technologically advanced software and hardware designs are in­
stituted to prevent unauthorized access to such information. 

(2) Access to criminal history record information system facilities, 
systems operating environments, data file contents whether while 
in use or when stored in a media library, and system documenta­
tion is restricted to authorized organizations and personnel. 

(3)(i) Computer operations, whether dedicated or shared, which sup­
port criminal justice information systems, operate in accord­
ance with procedures developed or approved by participating 
criminal justice agencies that assure that: 

(a) Criminal history record information is stored by the computer 
in such manner that it cannot be modified, destroyed, ac­
cessed, changed, purged, or overlaid in any fashion by non­
criminal justice terminals. 

(b) Operation programs are used that will prohibit inquiry, record 
updates, or destruction of records, from any terminal other 
than criminal justice system terminals which are so 
designated. 

(c) The destruction of records 
under the direct control 
responsible for creating 
record information. 

is limited to designated terminals 
of the criminal justice agency 

or storing the criminal history 

(d) Operational programs are used to detect and store for the out­
put of designated criminal justice agency employees all un­
authorized attempts to penetrate any criminal history record 
information system, program or file. 

(e) The programs specified in paragraphs (f)(3)(i)(b) and (d) of 
this section are known only to criminal justice agency 
employees responsible for criminal history record information 
system control or individuals and agencies pursuant to a 
specific agreement with the criminal justice agency to provide 
such programs and the program( s) are kept continuously under 
maximam security conditions. 
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(f) Procedures are instituted to assure that an individual or I 
agency responsible for (1) the physical security of criminal 
history record information under its control or in its custody I 
and (2) the protection of such information from unauthorized 
access, disclosure or dissemination. 

(g) Procedures are instituted to protect any central repository of 
criminal history record information from unauthorized access, 
theft, sabotage, fire, flood, wind, or other natural or man­
made disasters. 

, 

(ii) A criminal justice agency shall have the right to audit, 
monitor and inspect procedures established above. 

(~) The criminal justice agency will: 

(i) Screen and have the right to reject for employment, based on 
good cause, all personnel to be authorized to have direct ac­
cess to criminal history record information. 

(ii) Have the right to initiate or cause to be initiated ad­
ministrative action leading to the transfer or removal of per­
sonnel authorized to have direct access to such information 
where such personnel violate the provisions of these regula­
tions or other security requirements established for the col­
lection, storage, or dissemination of criminal history record 
information. 

(iii) Institute procedures, where computer processing is not util­
ized, to assure that an individual or agency authorized direct 
access is responsible for (a) the physical security of 
criminal history record information under its control or in 
its custody and (b) the protection of such information from 
unauthorized access, disclosure or dissemination. 

(iv) Institute procedures, where computer processing is not util­
ized, to protect any central repository of criminal history 
record information from unauthorized access, theft, sabotage, 
fire, flood, wind, or other natural or man-made disasters. 

(v) Provide that direct access to criminal history record informa­
tion shall be available only to authorized officers or 
employees of a criminal justice agency and, if necessary, 
other authorized personnel essential to the proper operation 
of the criminal history record information system. 
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(5) Each employee working with or having access to criminal history I 
record information shall be made familiar with the substance and 
intent of these regulations. 
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