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Foreword 

The criminal justice process depends on quick and accurate identification of persons arrested for 
violations of the law. Police, prosecutors, and judges need to know the extent of any arrestee's 
prior criminal record when making detention, bail, charging, and sentencing decisions. 

Fingerprint identification is the most widely accepted method for establishing positive identifi
cation, and for linking an arrestee with any prior criminal record. Fingerprinting helps assure pub .. 
lie safety by identifying repeat offenders who may need to be detained while a case is pending. It 
also helps protect the constitutional rights of all persons who undergo criminal record checks
whether arrestees or job, license, and security clearance applicants-by minimizing the chances of 
misidentification. 

The Federal Bureau of Investigation (FBI) has historically played a key role in providing finger
print identification and criminal history records on a nationwide basis. But the FBI's fingerprint 
system is technically obsolete and incompatible with the many more advanced State and local sys
tems. The FBI's criminal history file is still not fully automated and complete-as many as half of 
the arrests listed are missing infornlation on the final disposition of the case. 

OTA's background paper assesses the FBI's strategic plans to modernize and fully automate its 
fingerprint identification and criminal history record system. The paper focuses on key assump
tions that will affect the sizing and procurement of the new FBI system, and on other related steps 
that appear necessary to ensure complete and up-to-date record systems. These include full imple
mentation of a Federal/State/local partnership for maintaining and exchanging fingerprint and 
criminal history records; enactment of an interstate compact or Federal legislation setting out uni
form rules for the exchange of such records; standards and funding for improving criminal history 
record completeness and disposition reporting; and privacy and security protections for electronic 
fmgerprint and record information. 

This study was requested by Rep. Don Edwards, Chainnan, Subcommittee on Civil and Consti
tutional Rights, House Committee on the JUdiciary. 

OTA benefited from discussion at a July 1991 workshop, comments on earlier drafts by many 
law enforcement and criminal justice experts, and prior reports on this topic prepared by or for 
criminal justice agencies. OTA appreciates the assistance of the FBI and Bureau of Justice Statis
tics; Federal, State, and local agencies that use FBI records; the FBI's National Crime Information 
Center Advisory Policy Board; SEARCH Group, Inc., a State/local consortium on criminal justice; 
and groups concerned with the civil liberties implications of criminal justice record systems. The 
content of the background paper is, however, solely the responsibility of OTA. 

~N;:,e---
Director 
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Automated fingerprint identification and criminal 
history records are vital for effective law enforcement 
and criminal justice. These records also are increas
ingly used for a range of noncriminal justice purposes, 
such as background checks of applicants for employ
ment, licenses, or security clearances. Fingerprint 
checks are essential to ensure positive identification. 
detect or deter persons using aliases or phony identifi
cation documents. and protect the civil liberties of 
anestees. applicants. or employees. 

Manual fingerprint and record systems are incapable 
of meeting today's needs for timely and accurate infor
mation. Many States and the Federal Bureau of Investi
gation (FBI) have made significant progress over the 
last decade in automating these systems. But the extent 
of automation and quality of records varies widely, and 
significant gaps in automation and record quality exist. 
Criminal justice activities are being hindered as a 
result. Proposed new national criminal record checks 
will be difficult or impossible to implement until fur
ther improvements are in place. 

Several events have combined to make the needed 
improvements possible: 

1. the extraordinary performance of automated fin
gerprint identification and computerized criminal 
history records systems that has been demon
strated at the Federal, State, and local levels; 

2. the recognition that automated systems and 
improved record quality are needed to perform 
"instant" checks of criminal records, e.g., when 
booting and setting bail for anestees; 

3. the ongoing efforts to modernize the FBI's Iden
tification Division (Ident). linked with a move of 
Ident from Washington, DC, to Clarksburg, West 
Virginia; and 

4. the growing consensus among criminal justice 
officials on the National Fingerprint File/Inter
state Identification Index (NFF/lII) concept and 
proposals to enact the necessary interstate com
pact or Federal legislation. 

The NFF/lII would reduce the duplicate fingerprints 
and criminal history records currently received 01' 

maintained by Ident. Ident would maintain only one 
fingerprint card (or image) per offender per State and 
no criminal history records (except on Federal offend
ers), but would provide an index of all offenders. The 
NFF/III is, in principle, a sound concept for the 
Federal/State!local partnership in criminal fingerprint 
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identification and criminal history record systems. The 
time and resources required to implement NFF/III arc 
not yet known. The FBI and the Bureau of Justice 
Statistics (BJS) need to make a detailed assessment of 
implementation requirements. 

Full NFF/III implementation requires. in addition to 
time and resources. agreement on uniform national 
rules for the interstate exchange of criminal history 
information-especially when such information is used 
for noncriminal justice purposes (e.g .• employment and 
licensing). The rules should cover who can have access 
to what criminal history records for which purposes. 
An interstate compact is. in principle. a sound concept 
for enacting national rules. Questions remain, however, 
about the content, timing, and feasibility of a compact. 
The U.S. Attorney General and the FBI need to consult 
with State legislatures and governors, as well as 
Congress, to further refine the proposed compact, 
develop· a ratification plan, and determine under what 
circumstances Federal legislation might need to be 
considered in lieu of a compact. 

Criminal history record improvement must be an 
integral part of the NFF/lII and Ident automation pro
grams and may need to be included in an interstate 
compact or legislation. The FBI is requesting funds to 
eliminate a large backlog of unprocessed fingerprint 
cards and dispositions over the next 2 years, and to 
automate remaining active criminal history records 
over the next 4 years. The Federal Government is pro
viding grant funds for State/local record quality and 
automation improvements in support of automated 
firearm purchaser check initiatives. Ident could 
develop a more comprehensive record quality program, 
including criminal history audits by or for State/local 
agencies and mandatory review and challenge proce
dures to protect the civil liberties of persons undergo
ing record checks. BJS and the Bureau of Justice 
Assistance (BJA) need to develop a detailed State-by
State record improvement and funding plan. 

The NFF/lII and modernization would enable Ident 
to improve its service and regain leadership in finger
print identification. This will require extraordinary 
cooperation and support by the States, and substantial 
funds from the Federal Government. 

The Ident modernization program is the most costly 
item on the Nation's criminal record improvement 
agenda-estimated at about $600 million in capital 
investment over the next 4 years, including the new 
building in West Virginia ($200 million) and its 
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automated equipment and systems ($400 million). 
Technical advances and design modifications may 
reduce costs, but the investment will still be large. 1 

The FBI has spent a year working on the strategic 
plan for the Ident automation program. It will be the 
basis for the design and procurement of the FBI's auto
mated fingerprint identification and criminal record 
system. A well-executed strategic plan could ensure 
that the technical system meets the needs in a feasible, 
timely, cost-effective way. 

The overall FBI technical strategy appears, qualita
tively, to be sound. The Ident emphasis on the elec
tronic scanning, transmission, processing, and storage 
of fingerprints is appropriate, even though the full tran
sition from paper to electronic will take years. The 
emphasis on developing a common standard for the 
electronic exchange of fingerprints, rather than a 
generic fingerprint matching algorithm, is correct; this 
assures compatibility with all Federal and State/local 
automated fingerprint systems. The size of the planned 

Box A-Why Automated Fillgerprillt Checks? 

An automated fingerprint identification system (AFIS) permits law enforcement agencies to run far more fin
gerprint checks than are feasible wi~h manual processing. The payoff is greatest when comparing latent prints 
(partial prints from a crime scene) against fingerprints of suspects or prior offenders already on file, and when 
comparing prints of a suspect against those of persons wanted, charged, or convicted for offenses committed in 
other jurisdictions. 

Western Identification Network, Inc. (WIN) is a regional AFIS that serves the States of Alaska, California, 
Idaho, Nevada, Oregon, Utah, Washington, and Wyoming. Fingerprint check results from the first months of 
WIN operation highlight the value of automated checks: 

• In Idaho, latent prints from a stolen and recovered police car were entered into the WIN AFIS, with no 
match indicated. A week later fingerprints of a suspect in an unrelated case were checked against the WIN 
database, resulting in a hit (a match between the latent print from' the stolen car and the full fingerprint of 
the arrestee). 

• In Utah, fingerprints from an unidentified deceased 20-year-old person were entered into the WIN AFIS, 
resulting in a match with the prints of a person in the Portland, Oregon, fingerprint file. Knowing the vic
tim's identify led police to a suspect who was subsequently arrested on murder charges. 

• In Washington State, latent prints from the rearview mirror of a vehicle at the scene of a rape were entered 
into the WIN AFIS, resulting in a fingerprint match and subsequent identification and arrest of a suspect. 

• In Nevada, latent prints from the scene of a robbery and assault in Carson City were entered into the WIN 
AFIS. The victim received serious head injuries and could not identify or remember anything about the 
assailant, but the latent fingerprint check resulted in a match and subsequent arrest of a suspect in Virginia 
City. 

• In Wyoming, special agents arrested three suspects in Cheyenne on drug charges. Two of the suspects 
claimed to be illegal aliens, but WIN AFIS searches identified them as repeat offenders with prior criminal 
records in Utah and Nevada. 

• In Nevada, the Washoe County Sheriff's Office arrested an unknown person on charges of using stolen 
credit cards to obtain money from teller machines. A WIN AFIS search identified the suspect as a repeat 
offender with a prior criminal record in Oregon, which led in tum to an FBI record check indicating that 
the suspect was wanted by the U.S. Secret Service, State of North Carolina, and District of Columbia for 
fraud and weapons violations, and had arrests in seven States using multiple aliases. 

• In Oregon, the State Police entered latent prints from a truck at the scene of an unsolved 1978 homicide 
into the WIN AFIS, resulting in a match with the prints of a person in the Washington State fingerprint file 
who was subsequently arrested. 

SOURCE: Western Identification Network, Inc., 1990 and 1991. 

IThe impact of automation on operating costs is not known, although the FBI is assuming that labor productivity will increase by 50 to 100 per
cent, thus significantly reducing the cost per fingerprint check. 



The Context for Ident Automation 

There is widespread agreement among Federal, 
State, and local law enforcement officials that automa
tion of the fingerprint identification process is essential 
to improve law enforcement and enhance criminal jus
tice in the United States.2 

Fingerprint identification is the most practical and 
widely accepted method for positive biometric3 identi
fication, and is likely to remain so for the foreseeable 
future.4 It is used to establish the identity of persons 
arrested or who are otherwise involved with the crimi
nal justice process (see figure 1). Criminal records tied 
to fingerprints are used to track criminal cases from 
booking through adjudication, and, where applicable, 
through sentencing, incarceration, probation, and 
parole. Many criminal justice decisions--e.g., charg
ing, sentencing, and paroling-are based in part on a 
defendant's prior criminal record. Federal and State 
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Figure 1-Arrests Supported by Fingerprints In 
State Criminal History Files! 1989 
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SOURCE: Bureau of Justice Statistics/SEARCH Group. Inc •• 1991. 

laws now require that repeat violent offenses and seri
ous drug offenses carry longer, mandatory sentences 
with reduced opportunity for parole. 

Fingerprints normally are taken by rolling the inked 
fingers over paper fingerprint cards that are then manu
ally examined, processed, filed, stored, and exchanged. 
This is a time-consuming and labor-intensive process. 
Law enforcement agencies find, increasingly, that man
ual fingerprint identification is no longer workable. 
Resources required for manual fingerprint checks often 
exceed the staff and budgets available. Manual finger
print checks can take too long for the law enforcement 
action required, particularly if a full fingerprint check 
must be conducted at the time of arrest, booking, or 
bail decisions. Manual comparison of prints from a 
crime scene with prints from a fingerprint file (known 
as a latent print search) is difficult and frequently 
impossible. Matching crime scene prints with those on 
file is like searching for the proverbial needle in a 
haystack-a job ideally suited for computers. 

The Automated Fingerprint Identification System 
(AFIS) is a proven technology. AFIS is based on com
puter matching or comparison of the digitized physical 
identifiers from individual fingerprints (known as fin
gerprint minutiae).5 Most fingerprint cards processed 
by computer are still rolled manually and physically 
distributed or exchanged. Pilot tests indicate that the 
live scanning of fingerprints (with lasers or light, not 
ink) and transmission in digital form are technically 
feasible.6 

The majority of States have some form of AFIS or 
plan to implement an AFIS system (see box B). States 
have found AFIS checks to be much more accurate, 
faster, and more cost-effective than manual fingerprint 

2See• for example. T.F. Wilson and P.L. Woodard, SEARCH Group, Inc., Automated Fingerprint Identijicatioll Systems: Tecllnology an~ Policy 
Issues, NCJ-I04342 (Washington, DC: U.S. Department of Justice. Bureau of Justice Statistics. April 1987); U.S. Department of Justice, Bureau of 
Justice Assistance (BJA), Planning for Automated Fingerprint Idelllijication Systems (AFIS) Implemelllation (Washington, DC: U.S. Department of 
Justice, BJA, June 1988); National Crime Information Center Advisory-Policy Board (NCIC APB). m Ad Hoc Subcommittee, Identification Services 
Task Group, Idelllijication Division Revitalization, August 1989. available from the FBI. 

3Unique human descriptors such as retina scans, voice prints, and fingerprints. 

4For discussion of biometric technologies, See U.S. Congress, Office of Technology Assessment, Defending Secrets. Sharing Data: New Locks 
and Keys for Electronic Information, OTA-CIT-3!O (Washington, DC: U.S. Government Printing Office, October 1987); Criminal Justice: New 
Technologies and the Constitlltion, OTA-CIT-366 (Washingtop, DC: U.S. Government Printing Office. May 1988); and Genetic Witness: Forensic 
Uses of DNA Tests, OTA-BA-438 (Washington, DC: U.S. Government Printing Office, July 1990). Also see SEARCH Group, Inc., Legal and Policy 
Issues Relating to Biometric Identijication Technologies (Washington. DC: U.S. Department of Justice, Bureau of Justice Statistics. June 16, 1989). 

5See Wilson and Woodard, Alltomated Fingerprint Idelllijication Systems, op. cit •• footnote 2. 

6Federal Bureau of Investigation (FBI). Identification lJivision, Final Report of the Pennsylvania State Police/FBI Live-Scan Pilot Test, Aug. 31, 
1990, and Final Report of the 11IIemai Revenue Service/FBI Pilot Test ofLiI·e-Scan Fingerprint Cards, May 31, 1990, both available from the FBI. 

-5-



6 • The FBI Fingerprint Identification Automation Program: Issues and Options 

Box B-A Year in tile Life of a State AF IS 

California has a State-wide automated finger
print identification system (AFIS), known as the 
California Identification System or Cal-ID. Cal-ID 
provides automated fingerprint and criminal 
record services to local, county, and State law 
enforcement and criminal justice agencies. 

Cal-ID includes an AFIS database covering 
arrestees and offenders, and an Automated Latent 
Print System (ALPS) data base with a subset of 
the AFIS database that can be searched against 
latent prints from crime scenes. 

1989 was a typical year in the life of Cal-ID. In 
that year, Cal-ID: 

• included fingerprint minutiae (for thumbs 
only) on 6.26 million persons in the AFIS 
database; 

• searched 295,949 criminal fingerprints 
against the AFIS database yielding 54,597 
positive identifications (18.5 percent of 
searches); 

• searched 362,188 civil fingerprints against 
the AFIS database yielding 14,758 positive 
identifications (4.1 percent of searches); 

• included fingerprint minutiae (for 8 fingers) 
on L8 million persons in the ALPS 
database; 

• searched 7,372 latent fingerprints against 
the ALPS database yielding positive 
identifications in 646 cases (8.8 percent of 
searches); 

• identified suspects through latent searches 
in 32 homicide cases, 33 narcotics cases, 33 
robberies, 92 grand thefts, 9 sex crimes, and 
9 assaults. 

SOURCE: California Department of Justice, California Identi
fication (CAL-lD) System Remote Access NetWork 
(RAN) Status Report: 1989-1990 (Sacramento, CA: 
California DOJ, Division of Law Enforcement, 
Bureau of Criminal Identification, 1990). 

checks'? The FBI has its own custom-designed AFIS, 
known as the Automated Identification System (AIS); 
but the FBI's system is obsolete and incompatible with 

the AFIS systems used by the States. The average FBI 
fingerprint check time is 15 to 20 work days (mail 
delays can increase the average to 20 to 30 days) and is 
too slow for many criminal justice purposes. 

The FBI's Ident revitalization program will upgrade 
the APIS technology and make it compatible with State 
systems to provide a faster response.8 This moderniza
tion is a part of Ident's planned move by 1995 from the 
J. Edgar Hoover Building in Washington, DC, to 
Clarksburg, West Virginia. State and local law enforce
ment and criminal justice agencies support the modern
ization of the FBI's fingerprint identification 
operations.9 

The Ident modernization plan is known as the Inte
grated Automated Fingerprint Identification System 
(IAFIS), and provides for the electronic transmission, 
storage, and processing of fingerprints.) 0 During the 
transition from paper to electronic formats, traditional 
paper fingerprint cards will be scanned and converted 
to electronic images. All processing and matching of 
fingerprint images by Ident will be done electronically, 
with verification by fingerprint examiners. Ident 
expects that a significant percentage of fingerprints 
will be received electronically during the eady years of 
lAPIS operation, but that full electronic transmission 
will take many years to implement-primarily due to 
limited Statellocal funding. 

Several related key issues-besides technical design 
and funding-can affect the modernization program's 
ability to improve the Nation's overall criminal identi
fication and record system. The Administration and 
Congress may wish to include these topics as part of 
the Ident modernization plan: 

• expeditious implementation of the NFF/III 
concept; 

• enactment of an interstate compact or Federal 
legislation on criminal justice record systems; 

• further improvement in criminal history record 
completeness and disposition reporting; and 

• setting of standards for security, privacy, and 
electronic interchange of fingerprints. 

7 AFIS systems typically achieve 97- to 98-percent accuracy, compared with 75-perc:ent accuracy for the old Henry system of manual fingerprint 
classification and comparison. 

8FBI, Alltomation Programj"or/delltijicotioll Division Revitalization, Aug. 30, 1990, available from the FBI. 

9See minutes of relevant meetings of the National Crime Information Center Advisory Policy Board and SEARCH Group, Inc. Board of 
Directors, available from the FBI and SEARCH Group, Inc., respectively. 

IOFor a detailed overview, see FBI, Automation Program. op. cit., footnote 8. 
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The National Fingerprint 
File/Interstate Identification Index 

(NFF/III) Concept 
The States, the FBI, and others in the criminal jus

tice community have long debated their roles in a 
national fingerprint identification/criminal history 

record system. The debate has addressed a range of 
options, from I a I fully centralized FBI role to the sub
stantially decentralized system that exists today. I 1 The 
criminal justice community generally supports the so
called NFF/III concept (see box C), in which the FBI's 
Ident would: 1) receive one fingerprint card per crimi
nal offender per State (instead of several cards), 2) 

Box C-How tile National Fingerprint Filel Interstate Identification Index (NFFIIII) Will Work 

For a typical arrest situation, the NFF/III will work as follows, using San Diego, California, as an illustration: 

• The arresting officer in the San Diego County Sheriff's Department brings the suspect to the sheriff's 
office for booking. 

• The suspect is fingerprinted and interviewed, to obtain his/her name and other identifying information. 
• The suspect's name and identifiers are entered into the San Diego County Sheriff's computerized criminal 

record system to see if the suspect has a prior local criminal history record. If the suspect's name matches a 
name already on file, the suspect's fingerprints are compared with the fingerprints on file to make positive 
identification. 

• If the suspect's identity is verified through a fingerprint match, then the name and identifiers (including 
previously assigned criminal identification numbers) are checked against the California State Department 
of Justice (DOJ) criminal record 'system and the FBI's III to see if the person has a prior out-of-county or 
out-of-State criminal history record. 

• If the suspect's name does not match a name already in the San Diego County Sheriff's criminal record 
file, then the suspect's fingerprints are searched against the local automated fingerprint identification sys
tem (AFIS) database to see if the prints match anyone using a different name. If a match occurs, the suspect 
can be- positively identified at the local level. 

• If the suspect's fingerprints do not match any prints in the San Diego AFIS, the suspect's prints are then 
transmitted to the California State DOJ in Sacramento for comparison against the larger State-wide AFIS 
database. If a match occurs, the suspect can be positively identified at the State level. 

• If the suspect's fingerprints do not match any prints in the State-wide AFIS, the prints are then transmitted 
to the FBI's AFIS in Clarksburg, West Virginia, to be searched against the FBI's much larger fingerprint 
database (known as the NFF). (Prints might also be transmitted to a regional AFIS, such as the Western 
Identification Network, Inc., that serves California and several other Western States.) 

• If an NFF match occurs, the FBI electronically notifies the California DOJ and San Diego Sheriff's Depart
ment of the suspect's true identify (including the FBI criminal identification number) that permits the 
requesting agency to query local and State criminal record systems and the III. The FBI updates the III to 
show that the suspect now has an arrest in California in addition to any other State(s) already listed. If no 
NFF match occurs, the FBI adds the suspect's fingerprints to the NFF, and adds the suspect's name and 
identifiers to the III. 

• The FBI's NFF will contain one fingerprint per offender; States will submit, as a general rule', only the first 
fingerprint per offender per State. 

• The FBI's III will list the State(s) in which each offender has a prior criminal record, but will not include 
the actual criminal record information, such as arrests and dispositions. (The exception will be Federal 
offender records available directly from the FBI.) 

• When the NFF/lII is fully implemented, criminal history record information on State offenders will be 
maintained and provided by the States-not the FBI. The traditional :FBI rap sheet will cease to exist, but 
instead will be an electronic composite drawn from individual States (and the FBI for Federal offenders). 

SOURCE: Office of Technology Assessment, Federal Bureau of Investigation. California Department of Justice. San Diego County (Califor
nia) Sheriffs Department. 1990. 1991. 

lISee U.S. Congress. Office of Technology Assessment. An Assessment 0/ Alternatives/or a National Computerized Criminal History System, 
OTA-CIT-161 (Washington, DC: U.S. Government Printing Office, October 1982); and FBI. IlIterstate Idelltificationlnde;( Phase Three Test Find
ings Jllne-JlIly 1987 (Washington. DC: Nov. 30, 1987) and IlIterstate Idelltification Index Program: National Fingerprint File Operational Plan 
(Washington, DC: July 10. 1990). Also see NCIC APB. Identification Division Revitalization, op. cit., footnote 2. 

297-920 0 - 91 - 2 
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Photo credits, Federal Bureau of InvestigatIon, 1991 

An automated fingerprint identification system (AFIS) speeds up the matching of latent prints from crime scenes with prints of known 
offenders already on file, Latent prints are single or partial fingerpnnts from door handles, walls, firearms, clothing, and other items 
found at or near the scene of a crime, The AFIS computer compares the latent print with the large number of fingerprints on file and 

identifies any tentative matches, A fingerprint examiner then compares the prints on a computer screen to make the final match 

Left: A typical latent print on the left side of the screen is compared with a full fingerprint on the right. 

Right: Latent and full pnnts are compared using a video display terminal and microcomputer keyboard, Print images are stored on 
optical diSks, 

retain no criminal history infommtion on non-Federal 
olJemlers (except for hasic identifiers such as date of 
hirth and race), and 3) maintain an index (the III) of 
offenders with records in one or more States (hut not 
the criminal history records themselves). The NFF/III 
is predicated on the basis that 60 to 70 perce(" of all 
offenders arc repeat offender!,;, 12 These persons \\i1I 
already have a criminal history record based on posi
tive fingerprint identification, and will have State and 
Federal identification numbers previou~ly assigned. 
The out-or-State records of repeat offenders would be 
obtained from individual States hy using III. 

With full implementation of NFF/III, there would no 
longer be an FBI "rap sheet" per se, except for Federal 
offenders. Criminal history records on multi-State 
offenders would be compiled electronically by comhin
ing the criminal records from each SMe, Each entry 
into the III would be hased on a positive fingerprint 
identification using the NFF. 

Assumptions ahout NFF/III will affect the design of 
the Ident automation program. If fully implemented, 

the NFF/lII concept should significantly reduce the 
numher of criminal fingerprints submitted to the FBI. 
The FBI currently receives duplicate fingerprint cards 
for many offenders, either for repeat offenses within 
the same State or for charging. sL'ntencing, and correc
tional actions on the same offender. In some States, the 
fingerprint cards are routed through a central source 
(usulllly the State identification or criminal records 
agency>; in others. flllgerprinl cards arc sent through 
mUltiple channel:-" Some State/local agencie~ do not 
send all fingerprints to the FBI. and some fingerprints 
received by the FBI are rejected as illegible. The net 
result is an incomplete fingerprint system, 

Implementation of NFF/IlI should considerably 
reduce the FBI's criminal history recordkeeping. The 
majority (about RO percent) of criminal history records 
maintained by Ident duplicate records in State criminal 
justice repositories. Only about 20 percent of State 
offenders have multi-State records. 13 Most record 
activity is within the home States. The quality (com
pleteness and accuracy) of Ident records is a major 

I:!FBI ~\timate. 1 <}l) 1, Th~ FBI ha, a"umed. for plannin)! purpo\e\, that (1) percent 01 offender., have multipll' arrl·.,t" 

UFBl e\timale. 1 <}l) I. 
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problem, because of disposition backlogs wit . _ Ident 
and incomplete disposition reporting by States. States 
face a major challenge as it is in maintaining high
quality criminal history records on their own. Trying to 
maintain complete and up-to-date records on about 24 
million persons at the national level is even more 
difficult. 

For the NFF/III to work, each State should have 

1. a central Statewide fingerprint identification and 
criminal records repository; 

2. centralized reporting of prints and records to this 
repository; 

3. single-source reporting, meaning that only one 
agency per State-presumably the central reposi
tory-submits prints to the FBI; 

4. a computerized criminal history records system 
so that III responses can be provided electroni
cally within seconds; 

5. adherence to uniform rules for the interstate 
exchange of criminal history records for non
criminal as well as criminal justice purposes; and 

6. a basic AFIS capability (either at the State 
repository or accessible via a regional network) 
so that fingerprint checks can be processed 
expeditiously. 

Full NFF/III implementation thus would reduce the 
demands on the FBI and the Ident automation program. 
The NFF/III should significantly reduce the number of 
criminal fingerprints submitted to the FBI; it also 
should greatly reduce the number of criminal finger
prints and criminal history records maintained by the 
FBI. Rejection or failure of the NFF/III, on the other 
hand, would put greater demands on the FBI, since 
Ident would need to process multiple duplicate finger
print cards and maintain a large number of State crimi
nal history records, as it does today. With partial 
NFF/III implementation, demands on the FBI would 
fall somewhere in between. In this case, the FBI 
would, in effect, provide computer and recordkeeping 
support for those States that did not have their own. 
capabilities to participate in NFF/III. Only a few States 
appear able to assume full NFF/III responsibilities by 
1995.14 Most States are not likely to fully participate 
in NFF/III for 5 to 10 years or longer, unless additional 
resources and incentives are provided. 

Twenty-one States currently participate in III (not, 
however, in the NFF). These States account for about 
80 percent of the Nation's criminal history records and 
fingerprints. IS The FBI is still maintaining duplicate 
records and fingerprint cards for these States. The FBI 
and Florida are conducting a pilot test of the full 
NFF/III concept. Florida is submitting only one finger
print card per offender to Ident, and most Florida crim
inal history records are being consolidated in Florida. 
Florida is primarily responsible for responding to III 
inquiries, but the FBI continues to be responsible for 
residual Florida records maintained by Ident. 

A successful Florida test would be a major step 
toward full NFF/III implementation. It would help pro
vide direction for the FBI and the other 20 States that 
are III participants. Full NFF/III implementation will 
take several years. A 1991 FBI survey found that 25 
States plan to participate in NFF by 1995, and 7 addi
tional States by 2000. A recent FBI update found that 
State participation in NFF may proceed more slowly, 
with as few as 9 States by 1995 and 20 States by 
2000:16 

• 9 to 10 States by 1995, representing no more than 
20 percent of total criminal fingerprint card sub~ 
missions; 

• 20 to 25 States by 2000, representing no more 
than 50 percent of fingerprint submissions; and 

• all States by 2008. 

Interim Florida pilot test results confirm the benefits 
of III but also confirm the problems and complexities 
of full NFF implementation that are likely to stretch 
out the schedule. 

The III, in contrast, is a proven concept, and State 
participation is likely to progress faster. A 1990 FBI 
survey (updated in 1991) found that 14 States, in addi
tion to the current 21, plan to participate in III by the 
end of 1993, and 4 States after 1993 (see table 1). Eight 
other States plan to participate but have no dt<finite 
schedule, and three States have no plans or schedule. 
The FBI believes that full III participation is possible 
by 1995 or 1996. 

Congress and the FBI may wish to include NFF/III 
implementation as an integral part of Ident automation. 
If so, then several further actions are necessary. First, 
an interstate compact or Federal legislation would be 

14According to estimates of the FBI and the NCIC Adviso!), Policy Board, Identification Services Subcommittee. 

158ased on the number of fingerprint cards submitted by the States to the FBI. 

16FBI estimate, presented at the July 29,1991, OTA workshop on the Ident automation program. 
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The National Fingerprint File/Interstate Identification Index (NFF/III) would facilitate the accurate and speedy identification of persons 
with prior out-of-State criminal history records. The NFF!III could be used for a variety of purposes-from reviewing the criminal records 
of arrestees when setting bail, to checking firearm purchasers for felony convictions, to screening employment and licensing applicants 

for disqualifying criminal records. 

Right: The name and identifying information of a prospective handgun purchaser are entered into a local police computer system for 
checking against local, State, and national criminal record files-including the III. 

Left: The thumbprints of a prospective handgun purchaser are compared with fingerprints of prior offenders in a regional AFIS-which 
in the future could be connected to the NFF. Here, a fingerprint examiner verifies a tentative match between the thumbprints of a 
purchaser with those of a prior offender, in order to establish positive identification_ 

required to establish unifonn operating rules and desig
nate responsibilities needed to make the NFF/IU work, 
especially for noncriminal justice use of criminal his
tory records. Second, this would require that the States 
be willing and able to change State laws on noncrimi
nal justice use to be consistent with an interstate com
pact or legislation. Third, a detailed assessment of cur
rent and projected State capabilities to support NFF/III 
would be needed to ensure full implementation in an 
agreed-to time frame. I7 This assessment should 
include consideration of regional AFIS networks for 
smaller States, such as the Western Identification Net
work that serves Alaska, California, Idaho, Nevada, 
Oregon, Utah, Washington and Wyoming.l 8 The FBI 
and BJS could collaborate with the States in preparing 
a detailed State-by-State NFF/lII implementation plan. 

Fourth, Federal grant programs for State/local crim
inal justice record systems should be reviewed to 
ensure that NFF/lII implementation is given a priority. 
Congress included a provision in the Crime Control 
Act of 1990 requiring that 5 percent of Federal cI'imi
nal justice block grants be used to improve State/local 
criminal justice record systems. This could amount to 
about $20 million per year starting in fiscal year 1992, 
or perhaps $100 million total through fiscal year 1996 
or $200 miIHon through fiscal year 2001 (possible 
milestones for significant NFF/III implementation).19 
Fifth, the States would need to make up the difference 
between their NFF/Ill cost and any Federal assistance 
through tax revenues and user fees. 

17Two recent surveys provide u~eful information. but are not by themselves sufficient for developing a detailed NFF/lii implementation plan. See 
SEARCH Group. Inc .. S/ln·e." ojCrimillai HiSI(1), Ill/ormatioll Systellls. NCJ-125-620 (Washington, DC: U.S. Department of Justice. Bureau of Jus
tice Statistics. March 1991). and FBI, ~urvey of State needs and capabilities for fingerprint identification and criminal hi~tol)' record checks. 1991. 
results available from the FBI. 
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Table 1-State Plans for III Participation8 

State Planned participation 

Alaska ................................................... 1991 ( 1 State) 

Arkansas, Illinois, Kansas, 
Kentucky, Nebraska, Nevada, 
New Hampshire, North Dakota, 
South Dakota, Utah, Washington, 
West Virginia, and Wisconsin ................ 1992-1993 (13 States) 

Indiana, Maine, Mississippi, 
Vermont ................................................. After 1993 (4 States) 

Alabama, Arizona, Hawaii, Iowa, 
Maryland, New Mexico, Oklahoma, 
Rhode Island ........................................ No schedule (8 States) 

Louisiana, Massachusetts, 
Tennessee ............................................ No plans to participate 

(3 States) 
arwenty·one States already participate. 
SOURCE: Federal Bureau of Invest/gat/on, 1990, 1991. 

Interstate Compact or Federal 
Legislation on Criminal Record 

Systems 
If the NFF/III is fully implemented, and Ident no 

longer maintains State criminal history records, the 
interstate exchange of criminal justice information 
could be impeded in the absence of uniform rules. 
Agreement on uniform national rules for the use of 
criminal records for nonjustice purposes is especially 
important because about half of the requests for Ident 
fingerprint/criminal record checks historically are for 
such purposes-about 30 percent from Federal agen
cies and 20 percent from State/local agencies. Ident 
currently handles these requests without regard for 
widely varying State laws on noncriminal justice dis
semination. Once the information is submitted to the 
FBI, it is subject to Federal-not State-laws. State 
laws differ on what types of criminal justice informa
tion (e.g., arrest record, convictions only) can be 
disseminated for specific purposes (e.g., employment, 
licensing). Current State laws would make national 
noncriminal justice record checks incomplete and 

perhaps unworkable, since the information provided 
would be a "patchwork qUilt" with some of the patches 
missing. 

Representatives of many of the State criminal jus
tice agencies agree on a proposed solution to the non
criminal justice problem-that the laws of the request
ing (or recipient) State should take precedence. For 
instance, if California requested a criminal history 
check for employment or licensing purposes on some
one who had a prior criminal record in Arizona and 
Texas, records would be used by California in 
accordance with its law-not the laws of Arizona or 
Texas. Similarly, if a Federal agency such as the 
Defense Investigative Service (DIS) requested a record 
check on a defense contractor employee with a prior 
record in Maryland and New York, the State records 
would be provided to DIS for use in accordance with 
Federal law. 

During the 1980s, two major criminal justice 
advisory groups-the National Crime Information 
Center Advisory Policy Board (NCIC APB, chartered 
under the Federal Advisory Committee Act to advise 
the FBI) and SEARCH Group, Inc. (a not-for-profit 
State consortium on criminal justice information 
policy)-and the FBI developed policy proposals 
for the interstate exchange of criminal history 
information.20 These initiatives included rules on 
criminal justice as well as noncriminal justice use of 
criminal records and specified State and Federal 
responsibilities for NFF/III implementation and over
sight. The three proposals are similar in many respects 
but have a few differences. 

The SEARCH Group and FBI policy proposals cov
ered both criminal justice and noncriminal justice use 
of NFF/III, while the NCIC APB proposal was limited 
to noncriminal justice purposes. All three proposals 
included new advisory groups, but they differed in how 
these groups would be formed and would operate. The 
NCIC APB proposed that a new advisory group be 
responsible only for noncriminal justice uses of 
NFF/IlI, with criminal justice activities continued 

18For further infonnation, see Bits & Hits, a newsletter published by the Western Identification Network, Inc., 9343 Tech Center Drive, Suite 
250, Sacramento, CA 95826. 

19States correctly point out that the 5-percent set-aside is not new money, and must be transferred from other State/local criminal justice pur
poses. BJA/BJS have 1I0t yet issued guidelines on qualifying uses of the grant monies set aside. 

20For three interstate compact proposals, see SEARCH Group, Inc., "Interstate and Federal-State Compact on the Exchange of Criminal History 
Records," July 20, 1989; FBI, "Interstate Compact on the Exchange of Criminal History Records," working draft, Aug. 4, 1989; and NCIC APB, 
Interstate Identification Index Subcommittee, "Interstate and Federal-State Compact on the Exchange of Criminal History Records for Noncriminal 
Justice Purposes," final draft, Nov. 16, 1989, and revised final draft, Dec. 6,1990. The FBI Director approved the NCIC APB draft on May 16, 1991, 
and forwarded it to the U.S. Attorney General for action. 
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under Ithe NCIC APB's purview.21 The FBI withdrew 
its proposal and supports the NCIC APB approach. 
SEARCH Group, Inc., has also endorsed the APB pro
posal compact, even though some SEARCH members 
prefer a broader approach.22 

Thl~ NCIC APB, SEARCH, and the FBI have 
endomed an interstate compact to establish common 
procedures for the interstate exchange of criminal jus
tice information. The FBI Director has approved the 
APB compact and forwarded it to the U.S. Attorney 
Geneml for action. Any compact would have to be rati
fied by State legislatures and Congress. If Congress 
decidles to make NFF/l1I implementation a part of Ident 
automation, and if an interstate compact proves diffi
cult to ratify, Federal legislation could substitute for a 
compact. The FBI could ask the National Conference 
of State Legislatures, National Governors Association, 
National Criminal Justice Association, and other 
appropriate organizations to survey the views of State 
legis.Iators and governors on criminal record policy. 
The survey could include questions about the content, 
timilng, and feasibility of a compact, and preferences 
for a compact versus legislation. The compact may 
need to more explicitly addressed, for example, the 
completeness of criminal history records exchanged 
and the procedures by which persons can review and 
challenge adverse record check results. 

'The FBI will have to make major decisions over the 
ne;(t few months on the strategic direction of the Ident 
automation program. If the FBI bases its automation 
pllans on full NFF/lII implementation, it would have to 
ensure that binding operating rules and responsibilities 
would be agreed to on a timely basis-whether through 
interstate compact or Federal legislation. It will take 
time to adopt and ratify an interstate compact. A possi
ble objective could be to begin the interstate compact 
ratification process during the 102d Congress. This 
would give the FBI a basis for planning, identifying 
any substantive problems with the proposed compact, 
and possibly formulating Federal legislation should an 
alternative to the compact be needed. 

Criminal History Record 
Completeness and Disposition 

Reporting 

Congress and criminal justice study groups, most 
recently in relation to the identification of felons 
attempting to purchase firear:,}s, have emphasized the 
importance of record quality in criminal justice infor
mation systems.23 Incomplete or inaccurate criminal 
history records can reduce the effectiveness of law 
enforcement and the criminal justice process j and jeop
ardize individual rights. Record quality problems can 
frustrate fully informed charging and sentencing deci
sions in criminal cases, and make it difficult to conduct 
accurate criminal record checks on applicants for gov~ 
ernment employment or licenses, child care providers 
or teachers, firearms purchasers, and the like, where 
authorized or required by law. 

The FBI did not, until 1990, distribute criminal his
tory records for State/local noncriminal justice pur
poses when the record showed an open arrest (Le., no 
disposition listed) more than 1 year old. The FBI now 
distributes such records, although with a warning that 
applicants should be presumed innocent if no disposi
tion is listed and should be given an opportunity to 
challenge record information if used against them.24 
This has not eliminated concern over possible civil 
rights violations if incomplete records are used for 
licensing and employment decisions. If records without 
dispositions are not used at all, on the other hand, some 
convicted offenders would be licensed or hired. Com
plete and accurate records are the only solution to this 
dilemma. 

The FBI continues to have problems with missing 
dispositions, either because they are not reported by the 
States or because the FBI lags in entering the reported 
dispositions into the criminal history records. A signifi
cant percentage of reportable dispositions (roughly 30 
to 50 percent) are never provided to the FBI. Ident cur
rently has a backlog of about 2.5 million unprocessed 

21For further discussion, see NCIC APB, "Interstate and Fedeml·State Compact," op. cit., footnote 20. 

22See SEARCH Group, Inc., resolution dated July 18, 1991, available from SEARCH Group, Inc., 7311 Greenhaven Drive, Suite 145, Sacm
mento, CA 95831. 

23See U.S. Congress, Office of Technology Assessment, Automated Record Checks oj Firearm Purchasers: Issues alld Options. OTA-TCT -497 
(Washington, DC: U.S. Government Printing Office, July 1991); U.S. Department of Justice, Office of Justice Progmms, Attorney Gel/eral's Pro
gramjor Improving the Natioll's Criminal History Records alld ldelltifyillg Felolls Wlto Attempt To Purchase Firearms. NCJ-t2813! (Washington, 
DC: U.S. Department of Justice, Bureau of Justice Statistics, March 1991); U.S. Department of Justice, Task Force on Felon Identification in Fireann 
Sales, Report to tl/e Attorney Gelleral 011 Systemsjor Identifying Fe/OilS Who Allempl To PI/rchase Firearms (Washington, DC: U.S. Department of 
Justice, Assistant Attorney General for Justice Progmms, October 1989). 

24FBI. Fingerprint Contributor Letter 90-4, "FBI Identification Division Services: One-Year Rule," Aug. 9, 1990. 
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dispositions. Full implementation of NFF/II1 would 
help solve this problem by getting the FBI out of the 
business of collecting and maintaining criminal history 
information-including dispositions-except for Fed
eral offenders, and placing the responsibility for record 
quality with the States. 

Until that can be done, magnetic computer tape can 
be used for disposition reporting, and additional staff 
can be assigned to reduce the FBI disposition filing 
backlog. Several States are submitting dispositions on 
magnetic tape, with good success. The Attorney Gen
eral has approved an FBI request for additional 
resources to eliminate the disposition backlog over the 
next 2 years, but this is a small fraction of total missing 
dispositions. 

Disposition reporting is also a problem at the State 
level, although the States are a step closer to the 
sources of dispositions (police, prosecutors, courts, 
correctional officials) than the FBI. Many States have 
taken various actions over the last decade to improve 
disposition reporting and record quality and automa
tion. Surveys estimate overall disposition reporting and 
record automation rates of 60 to 70 percent, with some 
States achieving higher rates and others lower (see fig
ures 2 and 3).25 Whatever the actual rates, there is still 
room for improvement. 

Both OTA and the Attorney General's Task Force 
on Felon Identification in Firearm Sales concluded that 
record quality problems are a major barrier to 
implementing automated checks of firearms pur
chasers.26 Federal law prohibits convicted felons from 
obtaining or possessing firearms. If criminal history 
records are missing disposition information, then it is 
difficult or impossible to determine whether a person 
arrested for a felony offense was actually convicted 
and thereby disqualified from purchasing a firearm. 

In recognition of the importance of improving crim
inal history record quality, the Attorney General autho
rized the expenditure of $9 million per year for 3 years 
(FY91, FY92, FY93) in BJS/BJA grants to the States 
for criminal record system improvements related to 
record quality. These relatively modest sums appear to 
be having a beneficial impact on the States. Several 
States report that, in these times of tight State budgets. 
even a few hundred thousand dollars in "new" money 

can fund projects that are critical to improving record 
quality. Typical projects include software upgrades to 
automate disposition reporting, record quality audits, 
and conversion of manual records to computerized 
formats. 

In addition, Congress included in the Crime Control 
Act of 1990 a 5-percent set-aside of Federal criminal 

Figure 2-Flnal Dispositions In State Criminal 
History Records, 1989 
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SOURCE: Bureau of Justice Statistics/SEARCH Group, Inc., 1991. 

Figure 3-Automation of State Criminal History 
Records, 1989 
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25SEARCH Group, Inc •• SlIrvey of Criminal History Information Systems, op. cit., footnote 17. Also see OTA, Alltomated Checks of Firearm 
Pllrchasers. op. cit., footnote 23. 

26See OTA, Alltomated Checks of Firearm Pllrchasers, op. cit •• footnote 23; U.S. Department of Justice, Attorlley General's Program, op. cit., 
footnote 23; and Report to the Attorney General, op. cit., footnote 23. 
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Figure 4-State-by-State Percentages of Automated Criminal History Records and Final Dispositions, 1989 
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justice block grant funds (an estimated $20 million per 
year, starting in FY92) for criminal record system 
improvement related to record quality. This action also 
ref1ected the recognition that automated record checks 
of firearms purchasers require iml1roved record quality. 
The Senate-passed version of the Violent Crime Con
trol Act of 1991 includes authorization for $100 mil
lion in additional Federal funds for State/local record 
quality and automation improvements needed to sup
port automated firearm purchaser checks. This Act also 
establishes a nationwide minimum disposition report
ing standard of 80 percent. This standard, if imple
mented, would modestly improve the national average 
and dramatically upgrade reporting in States with the 
lowest disposition levels (see figure 4). 

Further record quality improvement actions could 
be included in the Ident automation program. For 
example, Ident could d~velop and implement a finger
print identification and criminal history record audit 
program. The FBI's National Crime Information Cen
ter (NCIC) already conducts audits of State/local "hot 
filc" record systems (e.g., the wanted persons and 
stolen vehicles files).27 Each State is audited about 
every 3 years on a rotating basis. The audits include 
compliance with NCIC procedures, related training 
programs, and record quality of selected files. The 
record quality audits include a comparison of the 
cntries in the NCIC national files with the corre
sponding entries in State/local files based on a ran
dom sample of records from each file. Incomplete or 
erroneous entries and other discrepancies are dis
cussed with the appropriate State/local criminal jus
tice officials, along with remedial actions that may be 
necessary. 

Ident could conduct or require similar audits of 
State/local fingerprint and criminal history record sys
tems. The audits themselves could be carried out by 
State/local auditing agencies, rather than Ident, with 
Ident providing guidelines and reviewing the results. 
The audits could include compliance with Ident proce
dures to be developed for use with the NFF/III and 
automated systems, within the framework of an inter
state compact or statute. If the interstate transmission 
of fingerprints and criminal history records uses the 
NCIC telecommunications network, then compliance 
with NCIC operating procedures would likely be 

27See NCIC audit reports for specific States, available from the FBI. 

audited as well. The audits also might include training 
programs, as they do for the NCIC hot files. 

Development and implementation of an Ident record 
quality program need not wait on completion of Ident 
modernization or NFF/III. The program could be in 
place within 1 to 2 years, if it were assigned high prior
ity and given adequate resources.28 

An accurate and responsive criminal records system 
today requires an automated system. Both the FBI and 
many States have gaps in the automation of their crimi
nal history records (see figure 4). ldent still maintains 
about one-third of its records in manual format. As part 
of an effort to upgrade criminal record systems in sup
port of automated firearm purchaser checks, the 
Attorney General has proposed funds to begin to com
puterize Ident's remaining manual records on active 
criminal offenders.29 The FBI estimates, however, that it 
will take 4 years to convert these records. The BJSIBJA 
grant and set-aside funds can be used for similar 
upgrades at the State/local levels. These improvements 
will help facilitate the interstate exchange of criminal 
history information for a wide variety of purposes. 

Standards for Security, Privacy, and 
Electronic Exchange of Fingerprints 

Fingerprint identification files and criminal history 
records maintained by Ident are perhaps even more 
sensitive than the hot files (e,g., on wanted persons and 
stolen vehicles) maintained by NCIC. NCIC has devel
oped procedures to protect the NCIC network from 
unauthorized use, sabotage, and other physical, techni
cal, and personnel security breaches. Only authorized 
law enforcement and criminal justice personnel may 
access NCIC. The NCIC APB places a high priority on 
a secure, tightly controlled NCIC network. For this rea
son, the APB expressed reservations about proposals to 
permit gun dealers (and other noncriminal justice per
sonnel) direct NCIC access. Noncriminal justice users 
may obtain NCIC information, but only for authorized 
purposes and with access provided through authorized 
law enforcement or criminal justice personnel. In addi
tion, NCIC has procedures to protect the privacy of 
NCIC record information, including III and criminal 
history records transmitted over NCIC, by limiting 
their dissemination to authorized persons. 

2SFull implementation of State-by-Stale audits and training could take longer, but the FBI should be able to define, develop, and initiate a record 
quality program within 2 years. 

29Records on older, inactive offenders will not be automated. 

297-920 0 - 91 - 3 
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Similar security and privacy standards should be 
included in the Ident automation program. If Ident uses 
the NCIC telecommunications network for fingerprint 
and record transmission, as planned, the NCIC stan· 
dards would apply as they already do today to lIJ/Ident 
criminal history record dissemination. Security and pri. 
vacy should be explicitly included in any Ident audit 
program that may be developed. Ident should consider 
issuing binding Federal regulations, or seeking legisla
tion if necessary, to mandate procedures for persons to 
review and challenge the results of criminal history 
record checks used against them. This is especially 
important so long as a significant percentage of records 
are missing dispositions but are nonetheless dissemi
nated and used for noncriminal justice purposes. 
Review and challenge procedures also could be 
included in an interstate compact; most States have 
such procedures, although the specifics vary. State 
record repositories could provide user agencies with 
two copies of the record check results, one for the 
agency and one to be passed on to the applicant, or a 
copy could be sent directly to the applicant. 

The FBI recognizes the need to design the Ident 
automation program to be technically compatible with 
State/local fingerprint identification and record sys
tems. NFF/III implementation depends on the 
exchange of fingerprints and criminal history records 
among the States/localities and the FBI. Electronic 
transmission is essential for timely, cost-effective 
exchange. Technical standards for the electronic 
exchange of documents such as criminal history 
records are widely used in the computer and telecom
munications industries. These standards are incorpo
rated into State/local systems that interface with the 
NCIC network and the National Law Enforcement 
Telecommunications System. 

All States use different formats for criminal history 
records, whether manual or automated. This is a pre
sentation problem and not a technical matter, and all of 
the formats contain adequate information for most 
criminal justice purposes. Nonetheless, efforts to stan
dardize criminal history record formats are needed. 
Standardized formats could be important for proposed 
new record checks, such as automated firearm pur
chaser checks using m. The Virginia State Police, for 
example, have found that out-of-State criminal history 

records can be obtained through JII in 10 to 15 seconds. 
But because of differing record formats (and quality), it 
may take 15 to 20 minutes or longer to interpret the out
of-State records. This is longer than the State Police can 
reasonably hold gun dealers on the telephone line await
ing a reccrd check on firearms purchasers. Initial 
approval or disapproval decisions sometimes are based 
on whether there is a III "hit" (a match between the 
name of the gun purchaser and a name listed in the 
index of criminal offenders), not on the content of the 
criminal record. III entries may eventually be flagged to 
indicate persons with felony convictions, thus eliminat
ing the need to review detailed criminal history records 
when checking fireaml purchasers. But review of the 
actual records would still be needed for many other 
kinds of noncriminal justice record checks. 

As for fingerprint transmission, the FBI is support
ing an initiative by the National Institute of Standards 
and Technology (NIST) to devel(lp standards for elec
tronic transmission of fingerprint images.30 Numerous 
vendors and users are participating in the NIST stan
dard-setting activity. The standard is intended to pemlit 
the electronic capture of fingerprints (through live 
scanning with video or laser units)31 and transmission 
of the digitized print images to local, State j or Federal 
agencies with automated fingerprint identification sys
tems. The receiving agency could store the prints on 
magnetic or-more typically-optical media, display 
the prints on a computer screen, and print the finger
prints out on paper if needed. Multiple copies of fIn
gerprints could easily be sent in later transmissions of 
the electronic images. This process would make obso
lete the time-consuming and error-prone rolled ink 
copies and the mail or hand delivery required for dupli
cate (or triplicate) manual fingerprints. 

Finally, the FBI has determined that standardized 
fingerprint search algorithms, which would permit the 
exchange of fingerprint minutiae among different 
systems, are not needed. A standard or generic j non
proprietary search algorithm compatible with all major 
vendor proprietary systems would be difficult to 
develop. Successful implementation of the NFF/III 
and Ident automation depends not on a generic search 
algorithm but, instead, on standards for the electronic 
transmission of digitized fingerprint images and related 
information.32 

30For an update on progress to date, see FBr, "Proceedings of the May 1991 Workshop on the Fingerprint Image Transmission Standard," 
cosponsor~d by the FBI and NIST. 

3lScanning can also be used to capture fingerprints of deceased crime victims. 

32AFIS vendors and users, the FBI, and the NIST have concluded that a generic algorithm is not feasible or necessary. 



The Ident Automation Strategic Plan: 
Critical Assumptions and Scenarios 

The FBI has spent the last year working on a stra
tegic plan for the Ident automation program. The 
strategic plan will provide the basis for the design and 
procurement of the FBI's automated fingerprint identi
fication and criminal record system. A quality strategic 
plan will help ensure that the technical system meets 
well-defined needs in a realistic, timely, cost-effective 
way. Therefore careful congressional consideration of 
the FBI's planning process is needed. The FBI faces 
several challenges in developing a strategic plan and 
making key assumptions about 

• NFF/III implementation and criminal justice use, 
• baseline noncriminal justice use, 
• new fingerprint check applications, 
• response time, 
• me size, and 
• storage requirements. 

Assumptions About NF][f/III 
Implementation and Criminal 

Justice Use 
The plan depends on assumptions about the imple

mentation of NFF/Ill. If the NFF/III can be fully 
implemented, including enactment of an interstate 
compact or Federal legislation, then the daily volume 
of criminal fingerprints received by Ident could be 
reduced by as much as 50 percen(or more from what it 
would otherwise be. This reduction would likely be the 
case even if there were an increase in the underlying 
level of criminal activity. 

Ident received about 17,900 State and local criminal 
fingerprint cards per day in fiscal year 1990.33 (All 
estimates of daily fingerprint card submissions assume 
250 workdays per year-365 days less weekends and 
holidays.34) This number would increase to about 
24,000 cards per duy in 2000, assuming a basic under
lying annual growth rate of 3 percent and no 
implementation of NFF/III (see table 2).35 The 
volume would reach 29,200 cards per day in 2000, 
assuming 5-percent annual growth. (Use of the term 
"cards" includes fingerprint images as well, to the 

334.48 million cards divided by 250 workdays per year. 

",t 

Table 2-lmpact of NFF/llllmplementation on 
FY2000 Dally Criminal Justice Fingerprint Card 

Submissions 

Oards f:!er da~ 
State/local Federal Total 

FY90 base (no growth) 17,900 700 18,600 

With 3% a.g. 
With no NFF/III ........... 24,100 940 25,040 
With half NFF/III.......... 16,800 940 17,740 
With full NFFIII ............ 8,400 940 9,340 

With 5%a.g. 
With no NFFIiII ........... 29,200 1,140 30,340 
With half NFF/III .......... 20,400 1,140 21,450 
With full NFF/III ........... 10,200 1,140 11,340 

a.g. co annual growth. 
SOURCE: OHice of Technology Assessment, 1991. 

extent electronic submissions replace paper cards by 
2000.) If the NFF/lII is phased in over a 10-year 
period, then this expected growth rate would be more 
than offset by reductions in State/local criminal finger
print card submissions. The maximum reduction would 
be about 65 percent of the base in any given year after 
full NFF/IH implementation, since roughly that propor
tion of criminal offenders are repeat offenders whose 
records (and fingerprints) should already be on file. 
Thus State/local fingerprint card submissions could 
decline from 18,000 per day in fiscal year 1990 to 
about 8,400 per day in fiscal year 2000 with full 
NFF/lII and 3-percent underlying annual growth, or to 
about 10,200 per day assuming 5-percent growth. If the 
NFF/lII is half implemented in fiscal year 2000, per
haps a more realistic scenario, the reduction would be 
30 to 35 percent of the baseline growth. Under this sce
nario, State/local submissions would decline 
marginally to about 16,800 cards per day in fiscal year 
2000 with 3-percent underlying growth, or increase 
modestly to 20,400 cards per day \Vith 5-percent 
growth. 

Ident receives a small number of Federal criminal 
fingerprint cards-about 700 per day in fiscal year 
1990. This number would increase to perhaps ?40 per 

34Ident currently opemtes with a full day shift and one-half evening shift Monday through Friday (except holidays), and with a skeleton staff 
nights. weekends, and holidays to handle emergency requests and system maintenance. Ident assumes that the same basic staffing pattern will be used 
with a fully automated system. 

35SIate/locai criminal fingerprint card submissions increased about 2 percent/year for FY81-8S. but 4 percent/year for FY86·90. 

-17-
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Figure 5--Total Volume of Fingerprint Cards Submitted to Ident by Type, 1981·90 

5~~--------------------, o State/local criminal justice 
• Federal non-criminal justice 

fill State/local non-criminal justice 
4 • Federal criminal justice 

3 

:2 

o 
1981 1985 

SOURCE: Federal Bureau of Identification, 1991. 

day at an assumed annual growth rate of 3 percent, and 
to 1,140 per day at 5-percent annual growth (which is 
far greater than the historical rate36-see figure 5). 
The total combined (Federal plus State/local) daily 
criminal fingerprint card volume thus could range from 
a low of about 9,000 with full NFF/III to a high of 
&bout 25,000 with no NFF/III and 3-percent underlying 
growth (see table 2). With 5-percent growth, the total 
combined criminal fingerprint volume could range 
from about 11,000 to 30,000 cards per day, again 
depending on the extent of NFF/III implementation.37 

The FBI's crime statistics indicate that total criminal 
arrests grew by about 3 percent per year from 1980 
through 1989, and that serious crime arrests 
grew by about 2 percent annually.38 Thus an assumed 
3-percent baseline growth rate for the next decade should 
cover likely increases in criminal fingerprint card 

1990 

submissions generated by criminal activity. A 5-percent 
baseline growth rate would allow for some further 
increase in the underlying crime rate or in fingerprint 
submissions for other reasons (e.g., new types of fmger
print checks, old fingerprints not submitted previously). 

Since criminal fingerprints account for about half of 
the total number of fingerprints received by Ident (fig
ure 6), full NFF/III implementation should translate 
into at least a 25-percent reduction in daily fingerprint 
activity, other things being equal. Also, full NFF/III 
implementation should result in a large reduction-as 
much as 90 to 95 percent-in the size of the computer
ized criminl'i history file maintained by Ident.39 
Whether and when this reduction will be realized is 
unciear, since it assumes that States will take full 
responsibility for all of their own records, including 
those currently maintained by Ident. 

36The number of Federal criminal fingerprint card submissions grew only slightly over the last decade, fluctuating between 661 and 742 cards per 
day. 

37The FBI questions whether full NFF/III implementation will be realized in the foreseeable future, and has concluded that 50-percent implemen
tation is the best that can reasonably be expected by 2000. 

38See U.S. Department of Justice, FBI. Crime in the United States: Uniform Crime Reports 1989 (Washington, DC: U.S. Government Printing 
Office. August 1990), p. 176. 

39Even with full NFF/III implementation, the FBI is likely to retain responsiblity for some oldel', less active or inactive records that are 1I0t main
tained by the States. 
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Figure 6-Distribution of Fingerprint Cards Submitted to Ident by Type, 1990 
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State/local non-criminal justice 
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SOURCE: Federal Bureau of Idenliflcatlon, 1991. 

Assumptions About Baseline 
Noncriminal Justice Use 

The plan also depends on assumptions about growth 
in current noncriminal justice uses of the Ident system. 
Noncriminal justice fingerprint checks account for 
about half of all Ident fingerprint card activity. Full 
implementation of NFF/III might result in a small 
reduction in noncriminal fingerprint submissions to 
Ident, since a State's own fingerprint files would occa
sionally have the relevant fingerprint, eliminating the 
need to forward a print to the FBI. However, this 
reduction is likely to be more than offset by underlying 
growth in noncriminal justice fingerprint checks. 

The total number of requests for noncriminal justice 
fingerprint checks received by Ident from State and 
Federal agencies has varied widely, but has shown little 
net change over the last 10 years-the number was 
about 3.7 million in 1981 and 4.1 million in 1990 (see 
figure 5). Ident believes, however, that growth has 
been artificially restrained due to policy changes and 
increases in FBI fees charged for noncriminal justice 
fingerprint checks.40 . 

The number of requests for Federal noncriminal jus
tice fingerprint checks received by Ident grew only 

State/local criminal justiCtl 

slightly during the 1980s, from 2.1 million (about 
8,400 per day) in fiscal year 1980 to 2.3 million (about 
9,200 per day) in fiscal years 1989 and 1990. Most of 
these are for employment and security purposes. Fed
eral agency officials expect no significant baseline 
growth during the 1990s, since the Federal civilian 
workforce is unlikely to grow, and the Federal defense 
workforce may actually shrink. 

The Defense Investigative Service (DIS) conducts 
background investigations for Department of Defense 
security clearances (on military, civilian, and inClustrial 
defense personnel). DIS conducts about 800,000 to 
900,000 national agency checks per year, of which 
400,000 include a name check and 500,000 include 
both a name and a fingerprint check. Little or no 
growth in such checks is likely during the 1990s since 
any increases in investigative requirements should be 
offset by reductions in total personnel. The Office of 
Personnel Management (OPM) conducts background 
investigations on Federal civilian empioyees (including 
some civilians employed by the Department of 
Defense). OPM requests about 250,000 to 300,000 
criminal record checks per year, including name and 
fingerprint checks. The volume of checks roughly cor
responds to the personnel turnover rate.41 OPM antici
pates no significant change in baseline turnover rates 
or fingerprint check volumes during the 1990s (new 

40ln January 1990, the FBI established a user fee of $14 per fingerprint check for Federal employment applications, matching the fee previously 
established for fingerprint checks on State/local employment and licensing applications. In March 1990, the FBI raised the State/local employment 
and licensing fingerprint check fee to $20. In October 1990, t~e FBI raised the State/local fee to $23 per fingerprint check, and the Federal fee to $17 
per check. The FBI believes that the noncriminal justice demand fo. fingerprint checks will rebound; however, the price elasticity of demand is 
unknown. 

41 Estimated to be 12 percent of 2.2 to 2.4 million employees. 
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agency-specific fingerprint check requirements are 
considered separately). 

The Immigration and Naturalization Service (INS) 
conducts criminal record checks, including fingerprint 
checks, on about 1 million persons per yeur who are 
seeking to become permanent U.S. residents (legal 
aliens) or naturalized citizens, or who are seeking asy
lum (primarily refugees). The baseline total has 
increased slightly during the 19805, with the exception 
of a temporary larger increase (or bulge) due to an 
amnesty program. INS expects the 19905 to be similar, 
but with some increase in the base growth rate (due to 
higher immigration), possibly augmented by another 
temporary increase in 3 to 8 years when some of those 
granted amnesty seek naturalization. INS also runs 
about 220,000 fingerprint checks per year on persons 
who are apprehended at port-of-entry inspection sta
tions or by the U.S. Border Patrol (Ident counts these 
as Federal noncriminal justice, although they obviously 
have a law enforcement dimension). 

DIS, OPM, and INS collectively account for about 
90 percent of all Federal noncriminal justice fingerprint 
checks. The composite baseline estimates project no 
significant growth during the 1990s. Federal noncrimi
nal justice fingerprint card submissions would grow 

Table 3-Projected Daily Noncriminal Justice 
Fingerprint Card Submissions, FY 2000 Base Level 

Federal: 
FY90 base (no growth) 
With 1%a.g. 
With 2%a.g. 
With3%a.g. 

State/local: 
FY90 base (no growth
use FY88 peak year) 
With 2%a.g. 
With3%a.g. 
With 5% a.g. 

Total: 
FY90 base 
Federal at 1% a.g., Statellocal at 2% a.g. 
Federal at 2% a.g., Statellocal at 3% a.g. 
Federal at 2% a.g., State/local at 5% a.g. 
Federal at 3% a.g., State/local at 5% a.g. 

a.g. = annual growth. 
SOURCE: Office of Technology Assessment, 1991. 

Cards per day 

9,200 
10,200 
11,200 
12,360 

7,200 
8,800 
9,700 

11,700 

16,400 
19,000 
20,900 
22,900 
24,060 

from 9,200 per day in fiscal year 1990 to 10,200 per 
day in fiscal year 2000, assuming a 1-percent growth 
rate (see table 3), or 11,200 per day in fiscal year 
2000 with a 2-percent growth rate (sources of growth 
above the base are discussed later). The assumed 1- to 
2-percent annual baseline growth rate for the next 
decade should be adequate, since historical growth 
has averaged 1 percent over the last decade, and no 
net increase in Federal personnel or contractors is 
likely (again, new fingerprint check requirements arc 
considered separately). The INS base might increase 
by as much as 4 to 5 percent per year by fiscal year 
2000. But since DIS and OPM (accounting for about 
60 percent of the Federal base) are likely to show 
very little if any baseline growth, a 2-percent overall 
growth rate should be able to accommodate INS 
needs. A 3-percent growth rate would provide an 
additional margin for any unanticipated new finger
print check requirements. 

State/local noncriminal fingerprint card submis
sions also increased slightly during the 1980s, from 
1.6 million (about 6,400 per day) in fiscal year 1980 
to 1.7 million (6,800 per day) in fiscal year 1990. 
Ident believes that demand was suppressed due to sig
nificant fee increases. The peak year was fiscal year 
1988 when State/local submissions reached 1.8 mil
lion (7,200 cards per day). Setting data for fiscal 
years 1989 and 1990 aside, the annual growth rate 
between fiscal years 1980 and 1988 was about 2 per
cent. Using the peak year fiscal year 1988 figure as 
the starting point for fiscal year 1990, State/local sub
missions would reach 8,800 per day in 2000 with 2-
percent annual growth, 9,700 with 3-percent growth, 
or 11,700 with 5-percent growth. This gives a non
criminal justice base range of about 19,000 to 24,000 
cards per day in fiscal year 2000 (see table 3). 

The combined base (criminal and noncriminal), 
assuming full NFF/III implementation, is about 
29,000 to 34,000 fingerprint cards per day (see table 
4). This means that the fiscal year 1990 level of 
34,000 cards per day could be adopted as the fiscal 
year 2000 base level, although this figure would not 
allow much if any margin for new fingerprint check 
applications. Without NFF/III, the projected fiscal 
year 2000 volume would be 45,000 to 53,000 cards 
per day. With NFF/lII at 50-percent implementation, 
the fiscal year 2000 volume would be 38,000 to 
44,000 cards per day. 
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Table 4-ProJected Total Fingerprint 
Card Submissions Per Day, FV2000 Base Level 

No NFF/III Half NFF/III Full NFFIIII 
3% a.g. 5% a.g. 3% a.g. 5% a.g. 3% a.g. 5% a.g. 

Criminal justice: 
Statellocal ................................ 24,100 29,200 16,800 20,400 8,400 10,200 
Federal .................................... 940 1,140 940 1,140 940 1,140 

Noncriminal Justice: 
Statellocal ................................ 9,700 11,700

b 
9,700 11,700

b 
9,700 11,700

b Federal .................................... 10,200a 11,200 10,200a 11,200 10,200a 11,200 

Totals .................................... 

a.g. " annual growth. 
a" With 1% a.g. 
b " With 2% a.g. 

44,940 

SOURCE: Office of Technology Assessment, 1991. 

53,240 

Assumptions About New Fingerprint 
Check Applications 

Federal Agency Fingerprint Check Proposals 

New applications could push the daily fingerprint 
volume above the baseline growth projections. Some 
possible criminal and noncriminal (also known as civil) 
applications include INS naturalizations (civil); U.S. 
Border Patrol and INS apprehensions (criminal); 
checks on U.S. Census Bureau census takers, Federal 
Aviation Administration airport employees, and U.S. 
Postal Service employees; U.S. Secret Service in
vestigations (criminal); and International Police 
Organization (Interpol) investigations (criminal), Other 
possibilities (discussed later) ure fingerprint checks of 
firearms purchasers, license applicants, child care 
providers, teachers, and financial and securities indus
try officials. 

INS projects a possible increase in naturalizations 
starting in about 3 years and continuing for a 5-year 
period. This increase will depend on how many aliens 
granted amnesty apply for U.S. citizenship when eligi
ble. INS estimates that up to 400,000 additional applf
cants could apply per year, resulting in about 1,600 
more fingerprint checks per day (for roughly fiscal 
years 1995 to 1999). 

The U.S. Border Patrol would like to expand fmger
print checks on aliens apprehended at illegal border 
crossing points. The Patrol intends eventually to check 
everyone apprehended-about 1 to 1.2 million persons 
per year (or about 4,800 checks per day)-but does not 
intend to use Ident for the primary fingerprint checks. 

37,640 44,440 29,240 34,240 

The Patrol needs an initial response within minutes, 
and plans to use live scanned single fingerprints com
pared against a fingerprint file of illegal aliens who are 
serious repeat offenders. 

The file size will be much smaller than State or Fed
eral criminal fingerprint files, in order to ensure rapid 
response using low-cost live scan equipment. The 
Patrol is targeting repeat serious offenders (e.g., those 
smuggling drugs, guns, and persons), not aliens who 
are merely trying to get into the United States for jobs. 
The Patrol does not have the resources, prosecutors, or 
jails to follow up on more than a small percentage of 
illegal entries-thus the need to focus on the most seri
ous offenders. When the initial fingerprint check shows 
a hit, the Border Patrol plans to run secondary checks 
against State and Federal criminal fingerprint files. The 
same approach is being considered for the INS Inspec
tion Service, which makes about 2.4 million appre
hensions per year (in addition to Border Patrol 
apprehensions). 

The Border Patrol and INS inspections combined 
could generate over 3.4 million fmgerprint checks by 
2000. But these will be checked against INS, not FBI, 
fingerprint files. The number of followup checks 
against State and possibly Ident files might double. 
This would mean an increase from about 220,000 full 
checks in fiscal year 1990 (100,000 Border Patrol, 
120,000 INS inspections) to perhaps 440,000 in fiscal 
year 2000-a net increase of 220,000. The net impact 
on Ident might be in the range of 900 additional finger
print checks per day. 

The U.S. Census Bureau normally has little need for 
fingerprint checks-perhaps 1,000 per year on Census 
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employees (these are counted in the OPM totals). But 
in decennial census years, the Census Bureau must 
screen up to 2 million applicants for temporary census 
taker jobs. The Census Bureau could use name checks 
as the primary criminal records screening tool, with 
fingerprint checks reserved for those with some indica
tion of a criminal record or for otherwise questionable 
applicants. Based on its 1990 experience, the Census 
Bureau expects that about 15 percent of all applicants 
will have some kind of criminal record (based on a 
name hit) and one-fifth of these (3 percent of the total) 
will have a disqualifying record. Fingerprint checks 
may be needed on between 3 percent and 15 percent of 
applicants, spread over the 18 months to 2 years pre
ceding the 2000 census. This would translate into 
30,000 to 150,000 additional fingerprint checks per 
year (assuming 2 million applicants), or about 115 to 
575 checks per day, for those 2 years. 

Using name checks for applicant screening raises 
civil liberties questions, however, if applicants are not 
given the opportunity to challenge adverse findings. 
Name checks might, in addition, miss criminals using 
phony identification. Should the Census Bureau decide 
to request fingerprint checks on all census taker appli
cants (and if it can afford them), an additional 1 million 
fmgerprint checks per year (about 4,000 per day) for 2 
years would be needed. 

The Federal Aviation Administration (FAA) has 
been directed to develop a plan for conducting criminal 
history record checks on all employees and appli
cants with unsupervised, unrestricted access to airport 
operations (AOA access).42 The FAA is evaluating its 
options. An estimated 650,000 persons have airport 
identification badges,43 but many (e.g., parking lot, 
restaurant, and gift shop employees) do not have AOA 
access. Assuming 500,000 persons with AOA access 
and a IS-percent annual turnover rate, about 75,000 
new employee record checks per year would be 
needed. One plan under consideration is to run name
checks on all current employees, and fingerprint 
checks on those with a name check hit plus all new 
employees. This would translate into about 150,000 
fingerprint checks the first year (75,000 on current 
employees, assuming 15 percent have a name hit, plus 
75,000 new employees), and 75,000 (or about 300 per 
day) each year thereafter. 

Name checks may not be sufficient for AOA access 
employees, given the high risk and cost of security 

breaches, as well as civil liberties concerns. If the FAA 
decided to run fingerprint checks on all other AOA
access employees, say over a 2-year period, then 
roughly 210,000 additional checks per year (840 per 
day) would be needed for 2 years. If the FAA decided 
to run fingerprint checks on all new AOA-access 
employees at the time of hiring and all current AOA
access employees on, say, a biannual basis, then an 
additional 325,000 checks per year (1,300 per day) 
would be needed on a continuing basis. 

The U.S. Postal Service is planning to conduct new 
fingerprint checks on an estimated 60,000 to 100,000 
applicants and employees per year. If implemented, 
this plan would mean 240 to 400 more fingerprint 
checks per day. 

The U.S. Secret Service already has its own AFIS 
capability and criminal fingerprint file, and does not 
depend on Ident for many of its fingerprint checks. In 
order of priority, the Secret Service would prefer to 
run fingerprint checks against: 1) the Secret Service 
file, 2) regional or State files relevant to a particular 
investigation, and 3) the Ident file. Ident automation 
presumably would increase Secret Service demand 
for Ident fingerprint checks, but the impact on overall 
Ident volume is likely to be insignificant. The Secret 
Service believes, nonetheless, that access to the new 
Ident system is essential for all Federal criminal jus
tice agencies, and that funding should be provided for 
the peripheral equipment and terminals needed to 
ensure such access. 

Interpol provides an organizational link between 
foreign and U.S. law enforcement agencies. The U.S. 
Interpol office handles about 10,000 to 11,000 cases 
per year, of which about 20 percent require fingerprint 
checks by the FBI and/or States. This case level has 
been stable, with some short-term variations during 
tourist seasons, major political or sporting eYents, and 
world political and military situations. The volume of 
record checks might slowly increase, as other nations 
become more automated. But even if FBI fingerprint 
checks were run on all current cases (quadrupling the 
number of checks), the impact on Ident would be mini
mal (about 40 more checks per day). 

The potential impacts of the possible additional 
Federal fingerprint checks discussed thus far are 
summarized in table 5. The projected increase is high
est in fiscal year 1999, ranging from 3,380 to 8,240 

42Includes aircraft, maintenance areas, fuel depots, runways, and taxiways. 

43Airport, U.S. carrier, and foreign carrier personnel. 
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additional cards per day. The projected increase in the 
base level is much less-I,480 to 2,640 cards per day 
continuing after fiscal year 2000. 

Assuming full NFF/III implementation, the fiscal 
year 2000 target could be increased from 34,000 cards' 
per day (the high-end baseline growth) to 43,000 cards 
per day to cover these proposed new Federal finger
print check applications. The 43,000 level would pro
vide a cushion of about 5,000 to 6,000 cards per day 
for other new Federal (and perhaps State) applications 
after fiscal year 2000 (in non-Census years). This cush
ion seems adequate, especially if operational and finan
cial conditions limit the demand for new fingerprint 
checks regardless of the FBI's capability. Federal offi
cials indicate, for example, that funding for large-scale 
additional fingerprinting is by no means assured. 

Other Fingerprint Check Proposals 

Other proposals include running fingerprint checks 
on firearm purchasers, driver's license applicants, 
child care (or senior care) providers, teachers, and 
financial and securities officials. The efficacy and cost-

effectiveness of these proposals have not been estab
lished. Detailed examinations of firearm purchaser 
check proposals have concluded that point-of-sale fin
gerprint checks are not feasible for the foreseeable 
future. Even the most optimistic forecast for Ident 
automation does not envision response times of less 
than hours-much longer than the seconds or minutes 
needed for point-of-sale checks. Point-of-sale finger
print checks against criminal identification files would 
be very expensive. The limited evidence available sug
gests that the percentage of ineligible firearms pur
chasers that could be detected only through fingerprint 
checks (i.e., those using aliases or phony identification) 
may be very small.44 Name checks may suffice, with 
fingerprint checks reserved for secondary verification 
when needed. 

The firearm purchaser fingerprint check proposal 
points up the need for comprehensive research on the 
efficacy and cost-effectiveness of fingerprint checks 
for noncriminal justice purposes. The use of fingerprint 
checks needs to be rigorously compared with the use of 
name checks, or initial name checks plus secondary 
fingerprint checks, when: 1) the base rate of criminal 

Table 5-Possible Additional Federal Fingerprint Check Requirements 
(thousands per day) 

Agency 

INS naturalizations .......................................... . 
INS Inspection Service apprehensions ............ .. 
U.S. Border Patrol apprehensions .................... . 
U.S. Census Bureau census takers .................. . 
FAA Aviation Security employees .................... . 
U.S. Postal Service ........................................... . 
U.S. Secret Service .......................................... . 
Interpol .............................................................. . 

Total increased base ........................................ . 
(INS inspections, Border Patrol, 
FAA, Postal Service) 

Increased base plus peak load (starting FY95) 
FY95 (+ INS Naturalizations) ........................... .. 
FY96 (+ INS) .................................................... .. 
FY97 (+ INS) ..................................................... . 
FY98 (+ INS) .................................................... .. 
FY99 (+ INS, Census) ...................................... . 
Pi2000 (+ Census) ......................................... .. 
After FY2000 .................................................... . 

SOURCE: Office of Technology Assessment, 1991. 

Possible checks 

1.6 
0.4 
0.5 
0.1-4.0 
0.3-1.3 
0.2-0.4 
Negligible 
Negligible 

1.4-2.6 

3.1-4.2 
3.1-4.2 
3.1-4.2 
3.1-4.2 
3.4-8.2 
1.8-6.6 
1.5-2.6 

Remarks 

FY95-99 
Continuing 
Continuing 
FY1999-2000 
Continuing 
Continuing 

Continuing 

44See OTA, Automated Record Checks of Firearm Purchasers, op. cit., footnote 23; Oregon State Police, Study of Retail Firearm Sales and Con
cealed Handgun Licensing in Oregon (Salem, OR: Oregon State Police, Criminal Investigative Division, 1990). 
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activity in the population being checked is very low, 
and 2) applicants or purchasers have an opportunity to 
challenge record checks that result in disapproval (as is 
the case with "instant" record checks of firearm pur~ 
chasers at the point of sale).45 

The use of name checks for many job applicants 
raises civil liberties questions, since applicants may not 
be told of the results or given an opportunity to chal~ 
lenge unfavorable findings. Name checks may be bet
ter suited for license applicants, who, like firearm 
purchasers, presumably are given notice and the oppor
tunity to challenge adverse actions. Name checks may, 
on the other hand, miss persons using phony identifica
tion, and this risk must be carefully weighed. Consider
ation of each proposal for name or fingerprint record 
checks should involve a careful balancing of benefits 
against costs and risks. 

Other potential sources of increases in the number 
of fingerprint checks are stimulation of additional 
demand for checks due to the convenience of elec
tronic transmission, inclusion of some juvenile finger
prints in the State/local fingerprint submissions, and 
submission of an estimated 10 million State/Iocal crim
inal prints held by State fingerprint repositories and not 
included in the FBI fiIe.46 The stimulation of demand 
depends, in part, on the efficacy and cost-effectiveness 
of electronic fingerprint checks. The target of 43,000 
cards (paper or electronic) per day could accommodate 
perhaps a 5-percent stimulation of total demand (all 
purposes) after fiscal year 2000, in lieu of (but not in 
addition to) the additional margin for new applications 
previously identified. 

The submission of juvenile prints, presumably for 
serious offenders, is an unresolved policy issue. The 
volume and timing of such submissions are unknown. 
Juvenile offenders (under 18 years of age) accounted 
for about 640,000 serious arrests in 1989, which would 
translate into about 2,500 fingerprint checks per day if 
all arrests were checked.47 The 43,000-cards-per-day 
target probably could accommodate phasing in serious 
juvenile offender submissions by 2000, assuming that a 
high percentage are repeat offenders and would have 
fingerprints already on file. At a 3-percent annual 

Table 6-Possible FY2000 Targets for 
Fingerprint Card Submisslonsa 

(In thousands per day) 

Criminal Justice: 
State/local base with 

30/0 a.g. and full NFF!III ....................................... .. 
Federal base with 3% a.g ....................................... . 
Federal new applications (continuing): 

INS inspections ................................................... .. 
INS Border Patrol ................................................. . 

8.4 
1.1 

0.4 
0.4 

Interpol/U.S. Secret Service 
State/local supplemental: 

Negligible 

Juvenile offender submissions ............................ .. 
One·time criminal card submission 

of 1.7 million over 5 years (and then 
allows margin for demand stimUlation, 
other new applications, or NFFIIII slippage) ...... 

Subtotal 

Noncriminal Justice: 
State/local base + new applications with 

5%a.g ................................................................. .. 
Federal base with 2% a.g ....................................... . 
Federal new applications (continuing): 

FAA security ........................................................ . 
U.S. Postal Service .............................................. , 

Federal supplemental: 
One·time civil card submissions (Including 

INS naturalizations FY95·99): .......................... .. 
Census FY1999·2000 .......................................... . 

(and then ailows margin for other new 
Federal or State/local applications 
and demand stimulation) 

1.2 

1.4 

12.9 

11.7 
11.2 

1.3 
0.4 

1.6 
4.0 

Subtotal........................................................... 30.2 
=== 

Total FY2000 ..................................................... 43.1 
Plus State/local noncriminal 

justice base with additional 
4·5% a.g. (9·1 O%/year lolal growth) ............ _,.",6,,-,.0,--_ 

Grand total FY2000 high growth ........................ 49.1 
Plus State/local criminal Justice 

base with additional 2% a.g. 
(5%/year total growth) and half 
(rather than full) NFFIIII .............................. --,1""2",,,.0,--_ 

Grand total FY2000 high growth/half NFFIIII........... 61.1 

a.g. = annual growth. 
a With full NFF/llllmplementation unless otherwise Indicated. 
SOURCE: Office of Technology Assessment, 1991. 

growth rate, serious juvenile offenses would reach 
about 900,000 in 2000. If 35 percent were new offend
ers, an additional 310,000 fingerprint checks per year 
(1,200 per day) would be needed. 

450nly I to 2 percent of firearms purchasers, for example, appear to have disqualifying criminal records, and perhaps 10 to 15 percent have any 
kind of record. See OTA, Alltomated Record Checks of Firearm PlIrchasers, op. cit., footnote 23. In contrast, 60 to 70 percent of arrestees, on 'he 
avenge, will have a prior criminal record. 

46Typically, such prints are not included in the FBI file becuase the State repository did not receive an extra fingerprint copy to forward to the 
FBI, or the FBI rejected a fingerprint card as i1Jegible. 

47See U.S. Department of Justice, Crime ill the Ullited States, op. cit., footnote 38, p. 182. Serious arrests include murder, nonnegligent 
manslaughter, forcible rape, robbery, aggravated assault, burglary, larceny·theft, motor vehicle theft, and arson. 
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The 43,000-print target could not handle submission 
of the estimated lO million previously unfiled cards 
unless submissions were stretched out over many 
years; even 10 years would be tight, at 1 million cards 
per year (4,000 per day). The lO-million estimate, 
however, may be questionable.48 The FBI has esti
mated that the actual number of unfiled prints on new 
persons (with no prints on file from prior arrests) is 
about 1.7 million (of the 10 million). This figure, 
spread over 5 years, would result in an increase in 
yearly card submissions of 340,000 (or about 1,400 
cards per day). States should be able to identify most 
repeat offenders by first running name checks against 
State criminal history files and the III and then making 
a positive identification at the State level. This proce
dure would reduce or eliminate the need for FBI fin
gerprint checks on repeat offenders. 

The remaining major area of uncertainty is the rate 
of growth due to fingerprint checks of license 
applicants, financial and securities officials, child care 
providers, and teachers, and other new State/local 
noncriminal justice applications (whether pursuant to 
State or Federal law). The FBI has surveyed all States 

concerning projected noncriminal justice applications. 
The initial survey results suggested a year 2000 daily 
volume of noncriminal justice fingerprint checks at 50 
percent or more above FBI expectations. Subsequent 
validation and adjustment of the survey results indicate 
that the original FBI estimate (37,000 cards per day) is 
stilI reasonable. Using OTA's analytical framework, the 
FBI estimate is equivalent to assuming a 9 to 10 per
cent (rather than 3 or 5 percent) per year increase in 
State/local noncriminal justice fingerprint checks. This 
equates to an additional 6,000 to 7,000 checks per 
day.49 

The total daily volume target could be increased to 
about 49,000 or 50,000 per day in 2000 (see table 6), 
which should allow for substantial baseline growth, 
significant new applications, and a healthy margin for 
contingencies and perhaps some slippage in NFF/lII 
implementation beyond fiscal year 2000. If NFF/III is 
assumed to be half (rather than fully) implemented in 
fiscal year 2000, and baseline growth in State/local 
criminal justice use is assumed to be 5 (rather than 3) 
percent, an additional 12,000 checks per day would be 
needed. The total fiscal year 2000 daily volume target 

Figure 7-Projected Volume of Fingerprint Cards Submitted to Ident, 2000 

In thousands of cards per day 

State/local c.j. base 
State/local c.j. contingency 

12.0 Federal c.j. base 
Federal c.j. new applications 

State/local c.j. new applications 

State/local non-c.j. new applications 6,0 

State/local non-c.j. base 

Federal non-c.j. new applications 

NOTE: c.J. = criminal Justice; non·c.J.= non·crimlnal justice. 
See table 6 and accompanying text for detailed explanation. Federal non·c.j. base 

SOURCE; Office of Technology Assessment, 1991. 

48The lO million includes some percentage of the 400,000 illegible fingerprint cards previously returned by the FBI to the States each year, plus 
an unknown number of cards never submitted. Many of these cards are, however, for repeat offenders who already have prints on file in State reposi
tories and/or Ident. 

49At lO-percent annual growth, the FY90 State/local noncriminal justice base of 7,200 cards per day would increase to 18,674 cards per day in 
FY2000, compared with 11,700 cards per day at 5-percent annu:tl growth-an increase of 7,000 cards per day. 
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Table 7-Range of Estimated Fingerprint Card Submissions Per Day, FY2000 

Criminal justice ....................... 

Noncriminal Justice ................. 

Total ..................................... 

a Full NFFIUI implementation. 
b Half NFFllll/mplementatlon. 
c No NFF/llllmp!ementatioll. 

OTA-1a 

11,000 

23,000 

34,000 

NOTE: See text for explanation of OTA scenarios. 

SOURCE: Office of Technology Assessment, 1991. 

OTA-2a 

13,000 

30,000 

43,000 

would then be about 61,000 fingerprint cards (see table 
6 and figure 7). At 49,000 cards per day for full 
NFF/lII implementation and 61,000 cards per day for 
half NFF/lII implementation, the OTA and FBI pro
jected totals are virtually identical, although arrived at 
using different methodologies.50 

OTA has identified six scenarios for fingerprint card 
submissions (see table 7). The OTA-I, OTA-2, and 
OTA-3 scenarios assume full NFF/lII implementation; 
the OTA-4 scenario assumes half NFF/lII implementa
tion. The OTA-5 and OTA-6 scenarios assume no 
NFF/III implementations. The OTA-l scenario 
assumes no major new fingerprint check applications 
beyond what can be accommodated in the baseline 
growth. The OTA-2 scenario provides a margin for 
some new applications. The OTA-3, OTA-4, and OTA-
5 scenarios provide margins for substantial additional 
baseline growth and new fingerprint check applica
tions, assuming full, half, and no NFF/lII implementa
tion, respectively. The OTA-6 scenario assumes a 
much greater than expected growth in fingerprint 
checks with no NFF/lII implementation, and reflects 
the unverified results of the FBI's user survey.51 

Assumptions About Response Time 
The plan must make assumptions about response or 

turnaround time for conducting FBI fingerprint checks. 
The current Ident system takes an average of 15 to 20 
days to process fingerprint checks. Including mail 
delays, response time to the user can average 20 to 30 
days. Many users claim total end-to-end response time 

OTA-3a 

13,000 

36,000 

49,000 

OTA-4b 

25,000 

36,000 

61,000 

OTA-50 

34,000 

36,000 

70,000 

OTA-60 

50,000 

50,000 

100,000 

can take 45 to 60 days (routinely, according to OPM), 
especially if the fingerprint cards must pass through 
several organizational levels. The FBI assumes a 2-
hour criminal justice and 24-hour noncriminal justice 
response time, on the average, for the new system. 
Criminal justice checks would be given priority over 
noncriminal justice checks during peak periods. And 
the 2-hour criminal justice response would apply only 
to electronic (not paper) fingerprint submissions which 
are likely to account for only a minority of total sub
missions through the 1990s. 

Most noncriminal justice fingerprint checks may 
require only about 5 to 10 days, even with a new auto
mated system. If fingerprint checks could be consis
tently done this fast, the checks would no longer be the 
bottleneck in many employment and licensing clear
ances. OPM and DIS officials-two of the largest non
criminal justice users of Ident-indicate that a 5- to 10-
day response time would be adequate for the purposes 
of Federal civilian and military (including defense con
tractor) screening. A faster turnaround would provide 
little if any advantage since other aspects of back
groupd investigations take longer. This is unlikely to 
change, given projected staffing and resource levels for 
personnel security operations. 

The response time for many kinds of criminal fin
gerprint checks needs to be much faster. Police usually 
bring formal charges before a local magistrate within 
several hours after arrest. The results of an FBI finger
print check of an arrestee frequently need to arrive 
within 2 to 4 hours to be useful. A prior criminal 

5O'rhe FBI estimated a FY2000 daily volume of 62,300 cards, after verifying user survey results and assuming 50-percent NFF/lii implementa
tion by FY2000. The FBI initially estimated a daily volume of 74,000 cards with no NFF/lII and 49,000 with full NFF/lII. The unverified user survey 
results suggested a volume as high as 100,000 cards per day. 

5IThe FBI subsequently adjusted its estimate from about 100,000 fingerprint cards per day, based on the unverified survey results, to 78,000 
cards per day with no NFF/lII, after verifying the survey results and con'ecting for double counting, purely speculative projections, and other 
anomalies. 
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record could be a significant factor in the magistrate's 
decision to release the arrestee on his/her own recog
nizance, set appropriate bail, or detain the arrestee in 
jail. A quick response is also needed to identify 
arrestees who may be wanted for criminal offenses in 
other States and jurisdictions. Fingerprint checks con
ducted for other criminal justice purposes, such as 
plOsecution, sentencing, or parole decisions, usually do 
not require a rapid response. A response time of sev
eral days could be adequate. Under the NFF/lII con
cept, at most only about 35 percent of arresiees would 
require an FBI fingerprint check in the first place. 
About 65 percent can be expected to have a prior local 
or State criminal record. Only first-time offenders in 
the arresting State would require a full FBI fingerprint 
check. All others would be positively identified at the 
local or State level and would already have State and 
Federal criminal identification numbers assigned 
(backed up by previously submitted fingerprints). 

The implication is that the Ident automation pro
gram could more than meet criminal and noncriminal 
justice response time requirements with an overall 
average response time of about twice what is currently 
planned-this is still a dramatic improvement over cur
rent response times. Thl~ FBI's response time goal thus 
could be relaxed and still meet user needs. However, 
the FBI has determined that longer average response 
times would create qweuing problems.52 The FBI has 
set the 2-hour criminal and 24-hour noncriminal justice 
response time goals to balance the overall workload 
and handle peak demands without creating significant 
backlogs. OTA and independent experts concur that the 
system should be designed to avoid backlogs. The FBI 
has reserved weekend and night-shift operations 
for system maintenance. These times could be used to 
process any temporary backlogs that might occur, 
although the system is being designed to avoid back
logs altogether. 

These response times are for Ident processing, and 
do not include mail delays-which can add several 
days or weeks. Live scanning and electronic transmis
sion of fingerprints are the proposed long-term solu
tions to eliminate mail delays. Their technical feasibil
ity has been proven,although necessary standards are 

still being developed. Many Federal agency users of 
Ident services53 seem enthusiastic about acquiring live 
scan equipment and taking full advantage of electronic 
transmission, which, they believe, would dramatically 
improve overall response time by cutting out mail 
delays and by reducing or eliminating bureaucratic 
delays in the agencies. 

Federal civilian agencies, for example, typically 
route fingerprint checks through their own personnel 
security offices, then to OPM's personnel investiga
tions processing center (or to DIS, if checking military 
or defense contractors), and finally to the FBI. The 
results of the fingerprint checks have to follow these 
steps back to the original requesting agency. This 
explains why checks can take 45 to 60 days or longer 
to get to the end user, even though Ident may be pro; 
cessing them in 15 to 20 days. 

Assumptions About File Size 
The plan needs to make assumptions about the size 

of Ident fingerprint files needed to support four kinds 
of fingerprint matches: 

1. 10-print against 10-print fingerprints (incoming 
fingerprints of persons arrested are compared 
with fingerprints of prior offenders already on 
file), 

2. latent prints against 10-print fingerprints in a 
latent cognizant file54 (latent prints from a crime 
scene are compared with fingerprints of prior 
offenders), 

3. 10-print fingerprints against unsolved latent 
prints (incoming fingerprints of persons arrested 
are compared with unresolved latent prints), and 

4. latent prints against unsolved latent prints 
(incoming latent prints are compared with 
unsolved latent prints already on file). 

By far the largest file is the lO-print file, which stores 
fingerprints on known criminal offenders. Although it 
is known as the to-print file, prints for all 10 fingers 
are not necessarily included. Some States store finger
prints on only 2 or 4 fingers, in order to reduce storage 
costs. Two- or 4-finger prints are usually sufficient for 

521dent plans to operate 7 days a week, but all volume estimates (including OTA '5) are based on a 5·day work week. If the system is designed to 
a 5·day week, with some built-in margin of safety, the weekends would provide an extra margin for eliminating any temporary backlogs that might 
result from exceptionally high peak loads. 

53Including INS, OPM, DIS, the Census Bureau, FAA, and the Secret Service. 

54Technically, lO-print fingerprints suitable for matching against latent prints are known as "latent cognizant" fingerprints, which for large fin
gerprint volumes can be retained in a subset of the lO-print file known as a "latent cognizant file." 
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lO-print against lO-print searches, but not for compari
son with incoming latent prints. The FBI plans to store 
images for all 10 fingers, to support a latent cognizant 
file and for archival purposes. 

The Ident criminal 10-print fingerprint file currently 
contains prints on about 24 million persons. The FBI 
initially assumed that file size will grow to about 34 
million persons in 2000, presumably based on some 
growth in first-time al'restees plus the addition of some 
portion of the prints on repeat offenders not previously 
submitted at the time of initial arrest. The 34 million 
would allow a margin for additional baseline growth in 
the criminal population (up to the historical rate of 3 
percent per year) plus submission of a limited number 
of missing prints,55 but it is possible that a file of this 
size would not be adequate beyond 2000. The FBI now 
projects that a fiscal year 2000 10-print file size of 43 
million is more realistic. This revised estimate is based 
on user survey results and higher estimates of the num
ber of missing prints. 

Some States have found that large numbers of fin
gerprint arrest cards were never reported to State 
repositories and thus are likely missing from the FBI 
file.56 Not all offenses are reportable to State and FBI 
repositories, but crime statistics suggest the possibility 
of significant underreporting. The FBI estimates that 
14.3 million total arrests were made in 1989.57 Of 
tbese, roughly 6.1 million were reportable to the FBI 
(after deducting juvenile and nonserious misdemeanor 
offenses).58 The FBI received about 4.4 million crimi
nal fingerprint cards in 1989, which suggests a shortfall 
of about 1.7 million cards. With full NFF/lII imple
mentation, the shortfall would be about 0.6 million per 
year (35 percent of 1.7 million), or 3.6 million over the 
1995 to 2000 time frame. This number assumes about 
three arrests per offender, on the average, and that 

arrest cards for repeat offenders would not be 
reportable. But NFF/IlI may be only half implemented 
by 2000, in which case the 43-million-person lO-print 
file size could be needed to accommodate the addi
tional submissions.59 

The FBI currently receives about three fingerprint 
cards per person, but only one fingerprint card per per
son is retained. All other cards are discarded or 
returned to the States after microfilming. This proce
dure would be unchanged with NFF/III. except that the 
primary images would be received and stored as elec
tronic fingerprint images on optical disk rather than as 
paper fingerprint cards in filing cabinets. 

The FBI must also determine the size of the latent 
cognizant fingerprint file, against which incoming 
latent prints can be compared. The 24-, 34-, or 43-mil
lion person file discussed above is known as the 10-
print fingerprint file. This file is designed for storing 
10-print fingerprints coming into the FBI for later com
parison with other fingerprints. The matching of fin
gerprints is actually done by comparing fingerprint 
minutiae (e.g., details on the location of fingerprint 
characteristics). State and Federal AFIS experience 
indicates that matching to-print fingerprints with each 
other works extremely well. with very high accuracy 
levels, when minutiae from only 2 or 4 fingers (usually 
the thumbs and forefingers) are compared. 

The more difficult challenge is matching latent 
prints from crime scenes against the latent cognizant 
fingerprint file. Latent prints are single or partial fin
gerprints lifted from door handles, glasses, walls, 
firearms, clothing, and other items found at or near the 
scene of a crime. The latent print contains much less 
information than a standard 10-print fingerprint. To 
compensate, the number of fingers and the number of 

55At 3-percent annual growth. a file of 24 million persons would grow to 32.25 million in FY2000. This would allow u margin of 1.75 million for 
the addition of missing fingerprints. 

56(:omprehensive data are not available. The FB[ may wish to more systematically survey Ihe States on unreported and unfiled criminal finger
print cards. 

57FBI. Crime ill fhe United Sfafes ... 1989, op. cit •• foolnole 38. p. 172. 
58 14.3 million less 2.15 million juvenile arrests (estimated at '5 percent of the tolal) and 6. I million nonserious misdemeanor arrests (defined for 

estimating purposes to include vandalism, liquor laW violations. ,drunkenness. disorderly conduct, vngroncy. curfew nnd loitering violations, run
aways, and all other) equals 6.1 million reportable nrrests. These nre gross approximations. since some juvenile offenses (when the offender is 
charged as an adult) and some non serious misdemeanor offenses (e.g., for repeat offenders depending on State law) not included in the 6.1 million 
may be reportable. [n addition. some serious misdemeanors (e.g., simple assault, stolen property, drug abuse violations) included in the 6.1 million 
n\ay not be reportable (e.g., for first-time petty theft offenders. depending on State law). See FBI. Crime il/ the United Stares."J989. op. cit .• fool
note 38, pp. 172. 176. 

S9Eventually the growth rote of the IO-print file size should decline to that of the underlying growth in criminal activity. currently about 3 percent 
per year. If two out of three crimes are committed by repeat offenders, then the growth rate of new offenders added to the 10-print file (not old 
offenders previously unrepcrted) would be about 1 percent per year if present trends continue. 
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minutiae on the fingerprints for the latent cognizant file 
must be increased to produce satisfactory search accu
racy. This is typically done by extracting minutiae on 
all 10 fingers and creating a separate latent cognizant 
file that can be used for searching latent prints. 
Thumbs and forefingers alone would not suffice for 
comparison with latent prints, which could be from any 
finger. 

The cost of storing and searching a latent cognizant 
file is much higher than the cost of storing and search
ing a 10-print file. The FBI found that extracting, stor
ing, and searching for the additional fingerprint minu
tiae for all 24 million persons in the criminal lO-print 
fingerprint file (or the 34 to 43 million persons pro
jected for 2000) would be prohibitive in cost. Current 
FBI plans propose a latent cognizant file on about 10 to 
13 million persons (one-third the size of the lO-print 
file), selected to include serious multi-state offenders, 
with priority placed on violent offenders. Since Ident is 
planning to store full fingerprint images, the latent tile 
could be expanded or modified in the future if techni
cally and financially feasible. The ultimate size, com
position, and geographic coverage of the FBI's latent 
cognizant file needs careful consideration to make sure 
that the file meshes with related State, regional, and 
local efforts and optimizes the Federal role. Decisions 
on the latent cognizant file are especially important in 
light of the high rate of success of automated latent 
searches conducted at the State/regional/local level. 
Many States report that old and/or difficult criminal 
cases have been solved due to latent matches that could 
not have been conducted manually (see boxes A 
and D). 

Assumptions About Storage 
Requirements 

The plan must make assumptions about the storage 
requirements for each set of fingerprints in the file. The 
FBI needs to store the entire image of each fingerprint 
to facilitate the extraction of minutiae by whatever 
vendor equipment the FBI ultimately procures and to 
permit fingerprint examiners to verify the minutiae
based candidate matches provided by the AFIS. With 
current technology, the AFIS identifies and ranks the 
most likely fingerprint matches, but a human examiner 
must make the final determination. Adequate image 

resolution can be provided at 500 pixels (picture ele
ment~) per inch, or 250,000 pixels per square inch, 
based on research conducted in support of the NIST 
image transmission standard-setting process. The stan
dard fingerprint card includes 5 rolled finger blocks, 1 
four-finger block, and 1 thumb block per hand, or a 

Box D-Cal-lD: An Early Success Story 

The automated latent cognizant fingerprint 
database of the California Identification (Cal-iD) 
system became operational on October 9, 1985. 
Automated latent fingerprint searches have proven 
effective in helping solve old or difficult cases. 
During the first year of operation, over 100 Cali
fornia law enforcement agencies used the latent 
database to identify criminal suspects: 

• The Los Angeles Police Department use j 
the Cal-ID latent system to identify and 
arrest four suspects in the kidnapping and 
execution-style murder of two college stu
dents, based on a latent print lifted from the 
victims'vehicle. 

• The Sacramento County Sheriff's Depart
ment used Cal-ID to identify and arrest a 
suspect in the murder of a Sheriff's Depart
ment employee, based on a bloody latent 
print found at the crime scene. 

• The San Diego County Sheriff's Depart
ment used Cal-lD to identify and arrest a 
suspect in a 3-year-old rape case, which led 
to the identification of the suspect as a serial 
rapist. 

• The Anaheim Police Department used Cal
ID to identify and arrest a suspect in a 9-
year-old homicide case. 

• The Marysville Police Department used 
Cal-ID to identify and arrest a suspect in a 
2-year-old homicide case. 

• The Los Angeles Police Department used 
Cal-ID to identify and arrest a suspect in the 
axe attack and robbery of the California 
Secretary of State, which led to identifica
tion of the suspect in connection with 
numerous other robberies and burglaries. 

SOURCE: California Department of Justice, California Identi
ficatioll (CAL·ID) System alld Remote Access Net
work (RAN) Staflls Report: 1986 (Sacramento, CA: 
California DOJ, Division of I.aw Enforcement, 
Bureau of Criminal Identification, 1987). 
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total of 14 blocks. Fingerprint images in these blocks 
typically cover about 24 square inches,60 which 
equates to 6 million pixels per fingerprint. 61 The total 
block size (including white space) is about 39 square 
inches (or a maximum of9.8 million pixels).62 

The FBI could store on optical disk the images of 
fingerprints using various gray scales, ranging from 
binary (black and white only) to 16, 64, or 256 shades 
of gray. The emerging industry norm seems to be to 
store images of all 10 fingers on a 256 gray scale. 
Eight bits or 1 byte per pixel are required to capture a 
256 gray scale. Minutiae may, in comparison, be 
extracted and stored for as few as 2 or 4 fingers for the 
lO-print file, and 8 or 10 fingers for the latent cog
nizant file. 

The FBI plans to store the images of all to fingers 
in order to have a complete electronic fingerprint 
archive. This would provide full backup and penl1it the 
possible expansion of the latent cognizant file at a 
future time, should technology and resources permit. 
The FBI, NIST, and vendors are working on data com
pression techniques to reduce the image storage 
requirements. A compression ratio of 8: 1 provides 
acceptable image quality with existing technology; the 
FBI expects that compression ratios of 15: I or greater 
will be feasible with new methods. Thus the image 
data per fingerprint card will be reduced from 9.8 
megabytes to at most 1.2 megabytes (at 8: 1 compres
sion), and probably to 0.65 megabyte (at 15: 1 compres
sion) or less. 

60(1.25 square inches x 10 rolled finger blocks) + (0.94 square inches x 2 four-finger blocks) + (4.5 square inches x 2 thumb blocks) = 12.5 + 
1.88 + 9.0 square inches = 23.38 square inches per fingerprint card. 

61250,000 pixels per square inch x 24 square inches = 6 million pixels per fingerprint card. 

62FBI estimate. 



Cost, Schedule, and Staffing Implications 

The FBI plan should consider the implications of 
various design factors for technical risk, schedule, and 
cost. Qualitatively, design parameters such as finger~ 
print volume, response times, fingerprint file sizts, and 
fingerprint storage requirements will affect the techni
cal and schedule risk and automation cost. 

The plan should weigh the risks and costs of delays 
that might result if system requirements exceed avail
able technical capabilities. The FBI's desire to regain 
technological leadership in the fingerprint identifica
tiun field is commendable. The current system is tech
nically obsolete and incompatible with State systems. 
Even implementntion of today's state of the art, or the 
state of the art as it might exist when requests for pro
posals are solicited and contracts awarded, should be a 
significant improvement over the status quo. The plan 
should provide for an easy upgrade to the system as 
technology advances and as needed if fingerprint stor
age and processing volumes exceed design capacity. A 
modular upgrade strategy may be especially appropri
ate in light of uncertainties about possible major new 
noncriminal justice needs for fingerprint checks. 

Illustrative Review of Ideot 
Automation Costs 

Computer Matcher Requirements 

The analysis could begin by focusing on the number 
of computer matchers needed to handle the projected 
Ident lO-print workload. Matchers are computers that 
compare the minutiae of incoming fingerprints against 
the minutiae of prints on file. The projected workload 
is primarily a function of assumptions about processing 
volume (fingerprint cards or electronic images received 
per day), response (or turnaround) time, and file size. 
Projections of fingerprint processing volume range 
from 100,000 to 34,000 (see table 7). For this illustra
tion, response time is assumed to be 2 hours criminal 
and 24 hours civil, and file size is assumed to be 34 
million. 

Roughly 480 matchers would be needed to process 
61,000 fingerprint checks per day (the OTA-4 scenario) 
against a 34-million-fingerprint file-using 1990 tech
nology.63 A higher or lower daily volume would, other 
things being equal, increase or decrease the number of 
matchers required. Technical advances could, in the 
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Figure 8-Projected Number of Ident Computer 
Matchers, 2000 
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The FBI planning procl:ss needs to consider several 
altematives simultaneously to help the user community 
and Congress, as well as the FBI itself, to better under
stand the tradeoffs among different altematives. In par
ticular, the FBI needs to clearly show the tradeoffs 
among volume and type of fingerprint checks, techni
cal design, cost, schedule, technical risk, number and 
type of employees, training needs, and building 
requirements. A full tradeoff analysis is needed prior to 
finishing the strategic plan and issuing the Request 
for Information-the next major steps toward 
procurement. 

o III 
o E 

The FBI is conducting a tradeoff analysis with the 
assistance of Mitre Corp., but because of procurement 
sensitivity it does not, at this time, plan to make the 
results public. The type of analysis needed is illustrated 
below. This is, of course, no substitute for a complete 
FBI study released in a fonnat that both protects the 
integrity of the procurement process and better infonns 
the public and Congress. 

200 

o 
o 20 40 60 80 100 

Fingerprint cards per day, in thousands 

NOTE: See table 8 and accompanyIng taxt for detailed explanation. 
Assumes 1990 technology: technIcal advances are likely to 
reduce the number of matchers required to process any given 
volume of fingerprint cards 

SOURCE: OHice of Technology Assessment, 1991. 

630TA estimated the number of matchers for this illustration based on vendor assumptions about scaling up from the California AFIS. California 
uses about 5 matchers to process 5,000 lO-print searches per day comparing 2 fingers per print against a file of about 8.5 million prints.The illustra
tive Ident system would process 61,000 searches per day (about 12 times the number processed by California), comparing 4 fingers (2 times the num
ber compared by California) against a file of 34 million prints (about 4 times the size of the California file). TIllis the estimated baseline number of 
Ident matchers is S x 12 x 2 x 4 = 480. 
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Table 8--Number of Computer Matchers Required by Year 2000, 
as a Function of Daily Fingerprint Submissions 

Oailycard Criminal Civil Total Number of 
submissions, matchesb matchesb matchesb matchersb 
FY 2000a 

100,000 {OTA-6) ............................. 17,500 47,000 64,500 663 
70,000 (OTA-5) ............................... 11,900 33,840 45,740 470 
61,000 (OTA-4) .............................. 12,500 34,200 46,700 480 
49,000 (OTA-3) .............................. 11,830 34,560 46,390 477 
43,000 (OTA-2) .............................. 11.830 28.800 40.630 418 
34,000 (OTA-1) ........................... , .. 10,010 22,080 32,090 330 

a From table 7. 
b Number of matchers = (480)(matches at volume x + matches at 61.000). 
NOTES: All OTA scenarios assume the criminal/civil split shown in tabfEl7. 
OTA-i, OTA-2, and OTA-3 assume rull NFF/III, 9-percenl criminal name hll, and 4-percent civil name hit. 
OTA·4 assumes half NFF/III, 50-percent cllmlnal name hit, and 5·percent civil name hit. 
OTA·5 and OTA-6 assume no NFFIIII, 65·percent criminal name hit, and 6·percent civil name hit. 

SOURCE: Office of Technology Assessment, 1991. 

future, reduce the number of matchers needed for any 
given volume of matches and fingerprint checks. 

The OTA-l estimate of daily fingerprint card sub
missions (34,000) would reduce the number of match
ers by about one-third (to 330), other things being 
equal (see table 8 and figure 8). The OTA-2 estimate 
(43,000 cards per day) would reduce the number of 
matchers by about 12 percent (to 418). The OTA-3 and 
OTA-5 scenarios (49,000 cards per day with full 
NFF/III, and 70,000 with no NFF/III, respectively) 
would reduce the number of matchers only slightly. 
The OTA-6 scenario (100,000 cards per day) would 
increase the number of matchers by more than one~ 
third (to 663 matchers). An important caveat; This 
illustrative analysis assumes linear relationships among 
volume, number of matches, and number of computer 
matchers. Any nonlinear relationships, or any 
economies or diseconomies of scale, could change the 
results. 

The results suggest that Ident could significantly 
reduce the number of matchers only by designing for a 
lower daily volume of noncriminal justice fingerprint 
checks (see table 8). The number of criminal checks 
does not have much effect on the number of matchers 
(except under the very high OTA-6 estimate), since the 
number of actual ~riminal matches is essentially the 
same whether the NFF/III is implemented or not. The 
NFF/III simply shifts the much less costly name hits 
from Ident to the States. The impact of technical 
advances, however, could be much greater. Vendors 
estimate that the number of matchers might be reduced 

by 25 percent with 1991 technology and by 50 to 90 
percent with 1993 technology (the year planned for 
actual procurement), other things being equal. 

An analysis of the number of matchers required to 
handle projected latent matches shows similar results. 
The FBI has assumed a daily volume of 128 latent fin
gerprint searches in 2000. The number of latent print 
matchers could be reduced if the volume of latent 
searches is smaller. Many States have or are obtaining 
their own automated latent search capabilities. These 
States run latent prints against their own latent cog
nizant files first, thus substantially reducing the pri
mary demand for FBI latent searches. Nonetheless, the 
payoff from succ.essfullatent searches is very high, and 
AFIS is the only viable means of conducting large
scale latent searches. The number of latent searches 
conducted by Ident has actually declined from about 90 
per day in fiscal year 1981 to 50 per day .in fiscal year 
1990. The fBI believes that this trend reflects the 
severe limitations of Ident's current latent processing 
system, and that demand would rebound once Ident 
offered a state-of-the-art service. The 128 latent 
searches per day projected for fiscal year 2000 seems 
reasonable, if the real base is the 90 per day of fiscal 
year 1981. A reduction in matchers is more likely to 
result from technical advances. 

This illustrative analysis focuses first on the com
puter l~atchers because they are the most expensive 
and te~,,: licaUy complex components of AFIS systems. 
The mah hers also are the most affected by volume. 
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The number and size of optical disk storage devices, 
for example, are determined largely by the size of the 
Ident fingerprint file (and the number of fingerprint 
images that need to be stored) and by the gray scale 
and data compression ratios (which determine the num
ber of bytes of data per image stored). The number and 
size of nag netic tape or disk drives likewise are a 
function of the fingerprint file size (and the number of 
minutiae extracted per finger and fingerprint). The 
FBI's tradeoff analysis should cover all major AFIS 
components, including optical, tape, and disk drive 
storage as well as the matchers. 

Building Construction Requirements 

The FBI should analyze the implications of techni.
cal tradeoffs for building requirements. The FBI is 
planning for a 46,500-square-foot Ident computer cen
ter at the new Clarksburg, West Virginia, location.64 
The computer matchers, for example, typically account 
for over one-third of the total computer center space 
requirements-probably about 40 percent if peripheral 
equipment (e.g., controllers) and cooling units are 
included. The matchers typically account for perhaps 
half of the computer center's electric power needs. 

Thus a hypothetical 20-percent reduction in the 
number of computer matchers, for example, could 
translate directly into an 8-percent reduction in com
puter center floor space and a lO-percent reduction in 
power requirements. A 50-percent reduction in the 
number of matchers, which may be possible with new 
technology, could cut floor space by about 20 percent 
and power by 25 percent. A 50-percent increase in 
matchers, needed for the OTA-6 scenario using 1990 
technology, could increase floor space and power 
requirements by 20 and 25 percent, respectively. 

The tradeoff analysis also should show impacts of 
volume on other building requirements-primarily the 
new office complex that will house most of the Ident 
employees. The FBI has assumed, as a baseline, that 
the daily fingerprint volume will nearly double by 
2000 and the workforce will remain about constan't. 
The current workforce is 2,500 (down from over 3,000 
a decade ago), with 479 additional positions requested 
starting in fiscal year 1992 (to reduce the fingerprint 

>d disposition backlog, and to convert remaining 
anual criminal history records). The new office 

complex has been designed to accommodate 3,000 
persons plus common areas (e.g .• a cafeteria and 
auditorium).65 

If the year 2000 daily volume is significantly less 
than projected, some reduction in staffing would be 
expected. Yhis reduction would in turn reduce the 
required size of the new office complex. However, a 
lower projected daily volume does not translate 
directly into lower staffing requirements, since some 
staff functions do not va.ry much as a function of vol
ume. Assume, for illustrative purposes, that one-third 
of the staff are fixed and the other two-thirds variable, 
that the variable sta.ff changes in proportion to the 
absolute volume of fingerprint checks requested, and 
that 3,000 persons are required to process 61,000 fin
gerprint cards per day (with half implementation of 
NFF/III, as in the OTA-4 scenario). 

Staffing levels would range from a low of 2,100 
persons at 34,000 cards per day to a high of 4,300 per
sons at 100,000 cards per day (see table 9 and figure 
9). A daily volume of 49,000 fingerprint cards, rather 
than 61,000, in the year 2000 would require a staffing 
level of about 2,600 persons, rather than 3,000. This 
could reduce the office requiremfnts from 488,000 
square feet to about 425,000 square feet-a reduction 
of about 13 percent (see table 9). A daily volume of 
100,000 cards, rather than 61,000, would, in contrast, 
increase staffing and floor space by about 43 percent. 
The FBI's tradeoff analysis should more completely 
specify the staffing levels and required office-complex 
floor space for a range of fingerprint volume scenarios. 

Impact on Idellt Costs 

Reductions in the number of computer matchers 
combined with reductions in computer center and 
office space needs could significantly reduce Ident 
costs. Increases in the number of matchers and office 
space needs, on the other hand, could increase costs. 
Cost reductions or increases could be approximated as 
follows. First, assume that Ident modernization costs 
$200 million for building I.!onstruction (including 
design, inspection, taxes, and contingendes) to accom
modate a volume of 61,000 cards per clay, Second, 
assume that the office complex typically costs about 42 
percent of the construction total, and the computer cen
ter about 18 percent. Third, assume that t.he computer 

64The total computer center size is actually 93,000 square feet, divided between two floors; only one floor is currently planned for Ident AFIS. 

65With 488,000 gross square feet, the facility would be slightly larger than current Ident space in the Hoover Building (330,000 ft2) and two other 
buildings (110,000 ft2), 
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Figure 9-Projected Number of 
Ident Personnel, 2000 
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NOTE: See table 9 and accompanying text for detailed explanation. 

SOURCE: Office of Technology Assessment, 1991. 
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Table ,9-Scenarios for Ident Fingerprint Volume, 
Staffing, and Office Complex Requirements, 

Year 2000 

Daily 
card 

submissions 

100,000 (OTA-6) ................... .. 

70,000 (OTA·5) .. , ................. .. 

61,000 (OTA'4) ......... , .......... .. 

49,000 (OTA·3) .................... .. 

43,000 (OTA-2) ..................... . 

34,000 (OTA-1) ................ , .... . 

Approximate 
staffing 
levelsa 

4,300 

3,300 

3,000 

2,600 

2,400 

2,100 

Offic:e complex 
floor space 

(gross sq. feet) 

620,000 

540,000 

488,000 

425,000 

390,000 

340,000 

a Assumes personnel are one·third fixed. two·thirds variable, and that a 
dally volume of 61,000 cards requires a staff of 3,000 persons. 

SOURCE: Office of Technology Assessment, 1991. 

matchers cost about $100 million (for 1990 
technology).66 The cost savings (increase) at lower 
(higher) projected daily volumes can then be estimated 
in proportion to lower (higher) estimates of the require
ments for computer matchers, staffing levels, and com
puter center and office complex space. 

This illustrative analysis of the sensitivity of cost to 
various assumptions about volume suggests that the 
matcher cost component is quite sensitive. Lower 

volume (OTA-1 or OTA-2 scenario) reduces the num
ber of matchers needed, with savings in the $2 million 
to $30 million range (see table 10). Higher volume 
(OTA-6 scenario) could increase matcher cost by $40 
million. The office complex cost is a function of vol
ume and staffing: lower volumes and staffing levels 
(OTA-I, OTA-2, OTA-3) reduce the space require
ments, with possible savings in'the $11 million to $25 
million range. High volumes and staffing levels (OTA-
5, OTA-6) could increase the office cost by up to $23 
million. The computer center cost varies with daily 
volume and the number of matchers required. Lower 
volume and fewer matchers mean smaller space 
requirements, with a possible savings of up to $4 mil
lion. High~r volume and more matchers could increase 
costs by $5 million. 

The analysis illustrates that costs for the computer 
matchers and computer center are not very sensitive to 
changes in daily volume within the range of 49,000 
cards with full NFF/III implementation to 70,000 cards 
with no NFF/III implementation. This is because the 
actual number of full fingerprint searches and matches 
required (as compared with name checks of prior 
offenders and simple fingerprint verifications) is about 
the same at 49,000 cards with full NFF/III implementa
tion, 61,000 cards with half NFF/III implementation, 
and 70,000 cards with no NFF/III implementation. A 
name check hit is confirmed by comparing the person's 
new fingerprint card (or image) for the current arrest 
with the card (or image) on file from prior arrest listed 
for that person, rather than having to conduct a search 
of the entire fingerprint file. With no NFF/III, these 
name checks and fingerprint verifications would be 
conducted by Ident. With full NFF/III, the States would 
do the name checks and verifications. 

In this range, significant cost savings are more 
likely to result from technical advances in computer 
matchers (and related equipment) and, to a lesser 
extent, from smaller office complex requirements at 
the lower volumes and staffing levels. 

Total potential savings for these three cost compo~ 
nents range from about $30 million to $60 million (for 
the OTA-2 and OTA-! scenarios, respectively), against 
a base of $220 million-a possible savings in the 14-
to 28-percent range (figure 10). The potential increases 
for these cost components could be as much as $67 
million, or 30 percent, for the OTA-6 scenario. The 

66Assumes a cost of about $210,000 per matcher with a volume discount. Some 1991 matchers cost in the range of $350.000 each but have twice 
the processing capacity, for an effective cost of $175,000 for equivalent matcher capacity. 
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Table 10-Scenarios for Ident Dally Fingerprint 
Volume, Response Time, Matchers, and Cost 

Number of Computer Office 
Daily computer Matcher center complex Total 
volume matchers cost costa costb costC 

100,000 (OTA-6) .......................... 663 $139M $41M $107M $287M 

70,000 (OTA-S) ........................... 470 $99M $36M $93M $228M 

61,000 (OTA-4) ........................... 480 $100M $3€M $ 84M $220M 

49,000 (OTA-3) ........................... 477 $100M $36M $73M $209M 

43,000 (OTA-2) ........................... 418 $ 88M $34M $67M $189M 

34,000 (OTA-1) ........................... 330 $70M $32M $S9M $161M 

a Includes prorated share of other costs. Assumes matchers (Including controllers and cooling units to support 
them) account for 40 percent of computer center space. Assumes $22M 15 fixed cost. 
b Includes prorated share of other costs. Total cost Is proportional to floor space (See table 9). 
C Includes matcher, computer center, and office complex costs. 

SOURCE: Office of Technology Assessment, 1991. 

cost differences between OTA-3, OTA-4, and OTA-5 
are less significant. Matcher and computer center costs 
do not appear to be very sensitive to daily fingerprint 
volume within the 49,000 to 70,000 range, due to the 
effects of NFF/III. Other automation components, 
including image processing and minutiae extraction 
systems, minutiae editing work stations, data entry 
terminals, scanners and printers, and telecommunica
tions input/output equipment and line capacity, may be 
more sensitive. 

Figure 10-Projected Illustrative Ident Automation 
Costs, Selected Items 
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NOTES: Costs shown are for computer matchers, compu'-r center 
complex, and office complex only. See table 10 and accompa
nying text for detailed explanation. 

SOURCE: Office of Technology Assessment. 1991. 

The FBI tradeoff analysis should estimate potential 
savings (or cost increases) in the total automation 
budget, which can be roughly estimated as follows. 
Assume first that the total automation cost breaks 
down into 50 percent for AFIS (25 percent for match~ 
ers, 25 percent for other AFIS' equipment); 25 percent 
for criminal record computers (including fn comput
ers); and 25 percent for telecommunications.67 

Assume second that the matcher cost is $100 miIIion 
(for 1990 technology). This suggests a total baseline 
automation cost of $400 million to accommodate the 
OTA-4 scenario (61,000 cards per day). Technical 
advMces should reduce the cost of the system some
what if bought today, and more substantiaIIy by the 
time the contract is actuaIIy awarded (planned for fis
cal year 1993). To develop an authoritative analysjs, 
the FBI needs to carefully examine the cost impact of 
assumptions about overaII volume, NFF/III patticipa
tion, and the ability of users to transmit fingerprints 
electronically. The results should provide a better 
understanding of how the FBI might reduce, to the 
extent possible, costs of the AFIS, computer, and 
telecommunication capabilities needed to support Ident 
modernization. The results also should help the 
Administration and Congress better understand what 
capabilities can be purchased at various levels of 
funding. 

The tradeoff analysis also should consider implica
tions for the composition as well as the size of the 
workforce, for employee training, and for technical and 
schedule risk. 

67Typical split for integrated AFISICCH systems at the State level, based on vendor estimates. 
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Composition and Training of Ident 
Workforce 

Over time, Ident will have fewer employees doing 
manual tasks, and more employees working directly 
with computer terminals and systems. The skill 
requirements will increase further for those already 
working with computers. Thus Ident will need an 
active retraining program for current employees and 
training for new employees. The balance between 
retraining and new hires will depend on total staffing 
requirements, number of current employees electing to 
move to West Virginia, employee attrition (retirements, 
separations, transfers to other FBI divisions), rate of 
transition from manual to electronic processing; and 
rate of implementation of NFF/lII. 

OTA's analysis of Ident job titles and staffing com
plements (as of Mar. 25, 1991) indicates significant 
retraining needs, for example: 

• Identification record clerks doing typing will 
need to be retrained for computer terminal 
operation. 

• Mail and correspondence clerks will need to be 
retrained for electronic mail and electronic fil
ing/processing operations. 

• Most arrest record examiners and assistants will 
no longer be needed with full NFF/lII and will 
have to be phased out through attrition or retrained 
for other jobs. 

• Coding clerks will need to be retrained for new 
AFIS/lII systems. 

• Fingerprint examiners will need to be retrained 
for new AFIS systems. The number needed will 
be a function of processing volume. 

The majority of current Ident employees who elect 
to move to West Virginia will need retraining. New 
hires will need more intensive and computer-oriented 
training than in the past. Supervisory personnel at all 
levels will need not only retraining in the relevant 
technical skills but also training in changing to a 
high-tech organizational setting. This will be especially 
challenging for the supervisory coding clerks (64) and 
supervisory fmgerprint examiners (110) who will have 
to contend simultaneously with changes in their own 
jobs and those of their employees. In addition, employ
ees moving to West Virginia will have to manage their 
own personal relocation as well. 

Ident will need a new cadre of in-house trainers, 
possibly supplemented with outside assistance for the 

Box E-Ident Automation: A Necessary Risk 

The Ident automation program is high risk 
because of the combination of technical, person
nel, and building requirements: 

• The new automated fingerprint identifica
tion system (AFIS) must process a much 
larger daily volume of fingerprint checks 
against a much bigger fingerprint file than 
even the largest State AFIS. 

• The Ident automation schedule calls for 
designing, procuring, and implementing the 
new AFIS in the time frame typically 
needed for smaller State systems. 

• The Ident building schedule calls for con
struction (in Clarksburg, West Virginia) to 
proceed faster than normal for a facility of 
this size and complexity. 

• The Ident personnel schedule calls for mov~ 
jng perhaps 750 to 1,000 employees (to 
West Virginia), hiring 1,500 to 2,000 new 
employees, and training all employees in a 
compressed time frame. 

But the Ident automation program is a neces
sary risk because: 

• the current Ident fingerprint identification 
system is technically obsolete (and should 
be completely phased out); 

• the current Ident system is too slow to meet 
many criminal justice and nonjustice needs 
for fingerprint checks; 

• the current Ident building space (at the J. 
Edgar Hoover Building in Washington, DC) 
is inadequate for making the transition to a 
fully automated system; and 

• the current Ident workforce has experienced 
high turnover and low morale due in part to 
less competitive salaries and long commutes 
(in the high cost Washington, DC, area). 

Ident therefore needs to give special attention 
to managing the risks of the entire revitalization 
process (automation, construction, moving, train
ing), and should be prepare:.! ~o make adjustments 
as new information becomes available. 

Ident has an opportunity to break with the past 
and establish a new, state-of-the-art facility with a 
reenergized workforce. A modernized and revital
ized Ident will help meet the Nation's criminal 
identification and records infrastructure needs at 
and beyond the tum of the century. 

SOURCE: Office of Technology Assessment, 1991. 
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transition. Ident's current complement of nine finger
print examiner instructors and two identification record 
instructors could be upgraded and expanded. These 
instructors would themselves need retraining. Addi
tional trainers might be drawn from the ranks of the 
most senior, most experienced fingerprint specialists 
(75) and supervisory fingerprint specialists (22). 
Another possibility would be to involve the current 
group of computer personnel, including 24 computer 
operators, 20 computer programmers (all types), 26 
computer system analysts, 5 computer scientists/spe
cialists, 3 electronics engineers, and 15 electronics 
technicians. Again, retraining the trainers would be a 
necessity. 

Technical and Schedule Risk 

The tradeoff analysis also needs to cpnsider the 
implications for technical and schedule risk (see 
box E). The Ident modernization plan is, as it stands, 
on a rigorous schedule. The building construction time 
table requires that decisions on the size of the computer 
center be made within the next few months. Bid pack
ages for the computer center and central plant are to be 
issued in late 1991 or early 1992, with construction to 
begin in spring 1992. Bid packages for the main office 
building will be issued in spring 1992, with construc
tion to begin in the summer and to be completed in late 
1994. Some parts of the computer center and office 
complex are to be ready by April 1994, so phased 
occupancy can take place between spring 1994 and 
spring 1995. Full operation is planned for June 1995. 

The building construction schedule is tight, but it 
allows some margin for slippage and depends on 
straightforward, proven construction techniques. The 
technical risk for the building is small, and most, if not 
all, of the necessary funding has already been appropri
ated by Congress. 

The automation schedule, in comparison, is very 
tight and allows little if any margin for error. Further, 
the technical risk is inherently high, given the 
unprecedented scope and scale of the project. (By way 
of comparison, this project involves a file size about 3 
to 5 times that of the California AFIS, a daily volume 7 
to 12 times higher, and many additional features.) Lit
tle of the necessary funding for automation has been 
approved by Congress. 

The current automation schedule is as follows: 
automation strategy decision, summer-fall 1991 ~ 
Request for Information (RFI) issued to all interested 
vendors, fall 1991; Request for Proposal (RFP) issued 
to selected best qualified vendors, early 1992; proto
type demonstrations by the most qualified vendors, 
mid to late 1992; contract award, early 1993; begin 
system installation, spring 1994; full operation, June 
1995. The schedule allows little room for delays for 
any reason. The schedule is essentially a series of criti
cal paths; delays at any point would be carried along to 
each subsequent step in the process. The time between 
contract award and full operation (about 27 months) is 
in the same range required for procurement and instal
lation of systems at the State level (typically 18 to 30 
months). Ident is proposing to do a much larger, more 
complicated system procurement and file conversion in 
about the same time, and with the further Icomplicating 
factors of moving to a new building hundreds of miles 
away (although the move offers other advantages), 
relocating existing employees, hiring new employees, 
and training virtually all employees. 

The move should, however, help the FBI develop a 
more stable, higher quality Ident workforce. Ident has 
in the past experienced high turnover and low morale 
at its current Washington, DC, location, in part because 
the high cost of living and comparatively low salaries 
require many Ident employees to commute long dis
tances. Ident has difficulty filling vacancies with quali
fied persons. Ident expects salaries to be more competi
tive, living costs lower, and commutes shorter in West 
Virginia. As of September 3, 1991, over 7,000 new 
applicants had applied for the first 200 positions avail
able at a satellite office opening in Clarksburg, West 
Virginia. Ident estimates that about one-third of the 
current workforce will elect to move to West Virginia 
and thereby provide a core staff for training and transi
tional purposes~ (All current Ident employees who 
choose not to move have been guaranteed continued 
FBI employment in the Washington, DC, area at no 
loss of pay.) 

The risks of moving to an area with a lower cost of 
living and a potentially more stable, motivated work-: 
force seem necessary, given the current staffing 
problems. In addition, Ident's present home (the J. 
Edgar Hoover Building) is overcrowded and consid
ered unsuitable for a fully automated Ident, especially 
since the transition will probably require several years 
of dual operation of the old and new systems. It 
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appears much easier to phase the new system in at a 
new location, and the old system out at the current 
location, rather than try to do both at the same location. 

Moving an agency can be an important part of orga
nizational change and renemil, as seems to be the case 
for Ident. The moVe to West Virginia should help Ident 
break with the past and establish a new, state-of.the-art 
facility with a reenergized workforce. The existing 

. facility in Washington, DC, and its obsolete system 
will not be moved to the new location, but instead will 
be phased out over a transitional period. Current Ident 
employees who choose to move will, inevitably, face 
some stress in adjusting to a small-town or rural envi
ronment. Ident has hired human resource consultants to 
assist with the transition. 

The move also illustrates the decentralizing poten
tial of electronic technology. With a manual fingerprint 
process, Ident had to be located in close physical prox
imity to other FBI laboratory and investigative opera
tions. In the electronic era, Ident can be located at a 
remote site, since fingerprints can be transmitted elec
tronically and instantaneously between Clarksburg, 
West Virginia, Washington, DC, and law enforcement 
agencies around the country. 

Some technical risk also is justifiable, since it is 
unclear whether simple extension of current technol
ogy can meet Ident needs. Vendors claim they can meet 
these needs without resorting to entirely new technical 
approaches, but some users are skeptical. Pushing for 
new technology solutions can be constructive, up to a 
point, but unproven systems are risky and potentially 
expensive. The FBI could reduce the technical risk 
after reviewing the RFI responses by using the RFP to 
procure the best commercially available technologies 
existing at the time of the procurement, rather than 
attempting to require significant additional R&D work 
by vendors as part of the procurement. Most vendors 
will do some development anyway, and will strive to 
provide the most advanced proven technologies possi
ble. But if FBI requirements are such that substantially 
new and unproven technologies are required, then 
Ident would be faced with the prospect of significant 
shake-down and break-in problems associated with all 

new systems (including hardware and software debug
ging). On the down side, Ident could face serious 
delays and budget overruns, with no guarantee that 
additional funds would be available. 

If new technology solutions are not clearly evident 
after the RFI, the lower technical risk strategy then 
would be for Ident to: 1) push for the next generation of 
current systems, which would be more powerful and 
cost-effective, but which will be technically proven and 
commercially available in the 1993 to 1994 time frame; 
and 2) place the purely R&D work on a separate, longer 
tenn track pointing toward 2000 and beyond. The expe
rience of Federal agencies that have attempted automa
tion programs of this magnitude is that some problems 
will occur even with the best laid plans and proven 
technologies. But if the plan involves significant R&D 
and new technologies, the project is likely to encounter 
serious technical problems and schedule and cost over
runs. This is true even for agencies with major continu
ing R&D programs. Ident does not have an extensive 
R&D track record. Making a long-tenn commitment to 
AFIS R&D may be desirable, but the real pay~off from 
R&D is typically 8 to 10 years or more in the future, not 
2 to 3 years. Technical and schedule risk also could be 
lowered by reducing the demands on the automated sys
tem as much as possible. 

Another option is to simply stretch the project out 
by 2 to 4 years. This would allow time for more R&D 
before procurement commenced. This option could, 
however, impact the cost of the project significantly. 
The cost of procuring the new system could increase 
due to inflation, perhaps in the range of $1 million per 
month-$667,000 for automation delays68 and 
$350,000 for building construction delays.69 Thus a 
2-year delay could add as much as $48 million to the 
project cost. The cost of delay could be even higher, if, 
for example, the new system is less expensive to oper
ate than the current system, and potential savings are 
foregone. A delay could, on the other hand, reduce 
costs if further technical breakthroughs resulted in a 
more cost-effective system with even lower net pro
curement and operating costs. The FBI does not 
believe that additional technical advances of this mag
nitude are likely even with a 2-year stretchout. 

68$400 million times 6-percent escalation over the life of the project, divided by 36 months (FY92. FY93. FY94). 

69$210 million times 6-percent escalation divided by 36 months (FY92, FY93. FY94). 
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Lack of funding could, of course, force a delay in the 
project. The new building construction is funded 
(against the 'current schedule), but the automation com
ponent is only partially funded (including some pro
ceeds from Ident user fees). The Office of Management 
and Budget recommended zero funding for fiscal year 
1992.70 The FBI estimated that this would delay the 
automation program by 16 to 18 months, at an additional 
cost of $11 to $12 million. Congress is in the process of 
determining the fiscal year 1992 appropriation.71 

The true cost of Ident automation delays-for what
ever reasons-could be much larger, because delays 
prolong the unquantifiable but large number of crimi
nal justice decisions made erroneously each day due to 
untimely or incomplete Ident fingerprint and criminal 
record checks. Ident fingerprint checks today cannot be 
completed fast enough for use in arrest, initial charging, 
or bail decisions. Even for sentencing decisions that 
have a longer lead time, Ident fingerprint and record 
checks could be incomplete because of the large back
log of unfiled arrest fingerprint cards and dispositions, 
and the 8.8 million Ident criminal history records not 
yet computerized (and not accessible via III). The FBI 
has requested fiscal year 1992 funds to begin clearing 
the backlogs and converting manual records. But these 
remedial actions will take years (about 2 years for back
log clearance, 4 years for records conversion), and offer 
only temporary improvement. The roughly 3 million 
unfiled dispositions represent only a small fraction of 

missing dispositions, which could total up to 36 mil
lion.72 In addition, Ident is receiving a large number of 
duplicate criminal fingerprint cards, all requiring some 
amount of processing. In fiscal year 1990, Ident 
received and processed about 3 million criminal finger
print cards that duplicated cards already on file. Ident 
fingerprint identification and record check deficiencies 
also are affecting nonjustice decisions. 

The intangible costs of compromised criminal jus
tice decisions and employment, licensing, and security 
clearance record checks seem far greater than any 
strictly m0netary costs or benefits of delay. Nobody 
has quantified how many repeat serious offenders are 
inadvertently released because of misidentification or 
missing criminal history records, how many nonserious 
offenders are detained because of misidentification or 
incomplete records, or how many serious crimes are 
not solved because of the inability to conduct latent 
fingerprint searches. But the public safety and civil Iib
erties costs of delay are, undoubtedly, much larger. 

The long-term solution to duplicate, incomplete, or 
inaccessible fingerprint cards and criminal history 
records is full implementation of NFF/III, combined 
with further improvements in the automation and qual
ity of State criminal records and a realistic, appropri
ately sized Ident automation program. The result 
should be a criminal records infrastructure that can 
meet the Nation's needs at and beyond the turn of the 
century. 

70rhe Office of Management and Budget believed that the Ident system design and procurement process was not sufficiently far along to justify 
or require substantial FY92 expenditures. 

7lThe Senate included an additional $48.0 million for Ident automation and $12.5 million for Ident record conversion and backlog reduction in 
the FY92 appropriations bilI. The House included no additional funds. A Senate-House conference committee met to reconcile these and other differ
ences. The conference committee agreed to the Senate funding levels, but with an additional requirement that the FBI set up an independent Ident 
automation and relocation program office that is completely separate from the Ident division itself. The committee provided $1.5 million for this pur
pose. See U.S. Congress. House. Congressional Record. Oct. I. 1991. pp. H7171-7172. 

72Ident receives dispositions on about half the arrests. so up to 36 million dispositions could be missing from the estimated 75 million criminal 
arrest events reportedly on file. 
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