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I. INTROBUECTION

urpose of Etha Stedy

N

The vivision of Criminal Justice, in cooperation with the %edera?
sovermaent (LEAA) under P.L. 90=251% has contracted with subgrantee, Coiorado
Jsureay of Iuvestigation, a multi-yurisdictional agency, for the design and
implementation of a tolorado Law Eﬁf@rcoment information Systeim, a statewide
conmupications and fuformation savrvice. Tha puvpose of the Denver Research
Tnztitute (paz) study was to proviue a veview of the develcping system 1n
SeTS OF vis ¢oals as pre.ooad under Lrant #73=d1={4)=P (und its continuation
Jrants) Yor the four year pericd frowm <aleandayr 1970 through 1973, and to

repert these findings o @ne Division of criminal Justice.

L

he vojectives uf the study were defined to arphasize the cvaluation of
cho gesiou and developmant of the Invwrmation System, vather than a definitive
evalvation of contyactor parvovamance. That is, although pervorsaice was |
necessarily fupiicated in the evaluatyen of system Jipicientation, the b=
Jestives did pot inciude a critical study of contractor Lanagasant or spending.
The systcn was reviewad in torias of guntracted goals and timocacics and the
pecessary assuciated system development. The celivarable product of tha suudy
is this dotuliant that reports on the overall functioning of the system, In-
vivzad in the veview was attention to accessibiiity of data, accuvacy and
currciey of information, cawsatani®ity with othar Tocal and federal eriue
invoraation systciis, security-privacy considerations, production of sumaavy
statistics, and capability for system sclf-evaiuation and wodirication., Ex-
cluded Traan thie evaluation was a cvitical appraisal of the selection of

Qquipwmant purchased under the subject grants.

“uwiiotis Briiae Control and Suve utreets Act of 1Yod.
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One additional objective of this report is to provide a single repository
of descriptive information on the present and developing capabilities of the
Cotorado Crime Information Center (CCIC) as it affects effective Taw enforce-
ment. While tﬁis information is not provided with the necessary detail for
system utilization (the function of a User's Manual) it does describe each of
the features of the information center,

The evaluation was intended to be comprehensive in scope (comprehensive
with regard to all of the system features and requirements); however, it should
be noted that the Tiwited financial resources allocated by the ivision of
Criminal Justice to the study restricted the amount of substantiating data that

could be coliected and analyzed.

Lata Sources

There were seven sources of data used in the evaluation process:

{1) Project goals as specified in Grant Proposals dated from November
1969 to Janwary 19733

(2} ©BI Quarterly Progress Reports from fivst Guarter 19/0 through Tast
Guarter 1973 and intevviews with the CBI Project Directors

(3) Interview with UNIVAC representative;

(4) itiendance at CLETS Loard of Uirector quarterly fieeting ﬁh March 1974

{by kesulis of approximately 160 returns of a questionnaire survey sent
b0 user agencies throughsut the state;

10)  In-depth fniervicws and site visits to selected Metro-area tevininal
uversy and

(7} biscellancous sysicm documentation and pertinent Titerature,

SATGhwation Yvum each of these sources was integrated in the analysis

UT vhe sySeaid, as veporied in Section II of this report. Project goals from

A R

Caccer EUNPINSRINIEES Sesap O
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{1) above were used as guidelines for preparing the questionnaire and con-
ducting the interviews, however, in both instances respondents were asked
vor overall impressions of system progress, system utility, and for any other
comments they caved to make vegarding prescnt and anticipated features s
well as wanagement procedures.

Perfovinance criteria were measured in tevis of both service time (hours
during which the systiem is available) and response time from query to reply,

as well as content and availability of data.

Jrganization of Report

Following this Introduction is Section II, the elaboration of system

.reatures in terms of contracted goais. Section II presents a tabular summary

0f each of the system componants with planned and actual completion dates

and some brief coaments on its operation. In the pages that follow, and with
parailel nuwbering, is the full discussion of cach element in terms of the
data gathered. Also included in this section is a veview of the cowpiementary
activities necessary to support the attainment of specified goals. The
Conclusions and Recommendations Section (11} presents vecommendations not
ofilly as they apply to system components but also as the system fits into the
entire process of Taw enforceimant, . Some repetition of findings necessarily
exists under different headings in Sections Il and III so that each subheading
will be substantiaily cowplete. Finally, an Appendix is included to provide
nioire specific data on questionnaive vesponses analyzed by seiecied pavaineters

of fnterest: distance from Denver, terminal or radio access, etc,

sussiary 0f Findings

Even a preliminary examination of project goals and accomplishments during

the past four years veveals that thers have been several delays and postponeiients




experienced relative to goal projections. Even though this is the case,

and although there are several "bugs" in the present system that need revision
and corvection, the one most genaral imaression received during the course of
this investﬁga@ion was that ﬁhe system is wanted, is well utilized, and is
considered to be a necessary tool in the process of law enforcement. Pavrti-
cuiariy appreciated is the capability for rapid inter- and intra-state
communication.

Another major finding vosulting from this study also concerns the user
iopulation. Relative to a climate of informed involvement and participation
in sysiea deveiopment, theve appears to be essentialiy two separate agency
Fopulationss the Metro-Denver tovminal users and the non=ietrd agencies with
“radio acess.  because of the ign incidence of terminal users in the metro
Lrea, it was not entirely clear which of the twb conditions (proximity to
Laiver or tevininal wse) accounts for the dichotory but there appeared to be
considerably more appreciation of system componants and more patience with
Lysion ipervections amony those in the metrautermiﬁai group, and occasional
expressions of isolation wiong other suate users,

Jpaciiic recommendations, found in Section I1i, have mostly to do witn
Lraiting hieeds, securicy and privacy provisivis, and the weed for detaiied
Peans voit ew program designs and for dmplementation of tie roguived programming
Loirections. A detailed wanagement plan, in addition to aiding n efficient
pRrVOVmance, can wssist in the avoidance of unvealistic expectations of =
hiedvace probiem vesolutivn upon the delivery of the riew computer equipiment,
wipected during 1974,

hi auaitional aspect of new feature design was probed during this study,

anelt guestioned about wew developmants, it was the unanious response aiiony thivse

AR T

interviewed that with tne inclusion of the Colorado Criminal History file,

the major emphasis should be on perfecting the present system, upgrading
terminal equipment, reducing downtime, automating interfaces, etc., prior to
the development of more sophisticated but Tess essential new capability, e.g.,
grapnics terminals for photograph and fingerprint transmissions. It was the
conciusion of this study, however, that more statistical program capabiiities
suilt into the systen would permit better and more vapid evaluation of new
features and could yield valuabie law enforcement instruments. The anticipaced
anivova crime reporting capability should be developed with these needs in

Wb o



IT. PLANNED OBJECTIVES AND SUPPORTING ACTIVITIES

The data coliection procedures were conducted to develop an evaluation
of each of the proposed objectives of the Information System as well as to
yield an evaluation of user acceptance and system utility for law enforcement
personnel. This Section is thus organized into separate discussions of
(1) proposal stated goals with data on progress and/or completion dates as
vell as user and developer comments on performance, and (2) support activities
that were not specificaliy itemized as contracted goals but represent areas
Gf activity reguired fovr the attainment of overall project guals.

i vopused Goals

4

Tavle 11,1 on page 7 Tists eleven separate elwaents itnat coiiprise the
specivic propused goais of the contract grants for the four year peviod Trem
1970 thvougnh 1973, These goals are reproduced ver-atil froem tne 1973 grant
proposals; howaver, cach of the goals appeared in carlier proposais as
reflecved in Table (¥.1. A full discussion of the data gatiered in cacn of
the eleneat areas vollows. User and develgper comments ave integrated wo
eRplain incunsistencies in proposed and actual cungietion wates and to
bresent an up ou date pererfurmance evaluation of systiem conmporients. (uestisiiaire
Jespudisus Teoa throughout the statc are analyzed sejavately aid in move

Jdesuli in the Agpondix to this report.



PROPOSED GOALS

PAGE
REFERENCE

1970

TABLE II.1
PROGRESS SUMMARY”

PROPOSED

1971

1972 1973

IMPLEMENTED
FONTH-YEAR

CONMENTS

Message Switching-CLETS:
“Incorporate the Colorado Law En-
forcement Teletype System into
the computerized CCIC."

Message Switching-NLETS:
"Implement the interface of the
Colorado Crime Information Center
computer with the National Law
Enforcement Teletype System."

Information Files-CCIC:
“"Establish the following computerized
files including indexes in the Colo-
rado Crime Information Center:

A. Wanted Persons

B. Stolen Venicles and License

Plates
C. Stolen Firearms
D. Stolen Property

Automatic Interface-NCIC/CCIC:
“Implement the National Crime Infor=-
mation Center Automatic interface to
permit all CCIC terminals direct
access to NCIC file,"

DOR Interface:

“Implement an improved interface with
the Department of Revenue computer to
permit more rapid access by each CCIC
terminal to information relative to
motor vehicle registrations and
driver licenses.”

{non=-autom, )

v’

license
plate
ing.
only

v v/

v vd

o
Additions

v

driver's
1icense

3/72

1972
(TEMP)

2172

1971-1973

messaga switching implemented; nead For indication
of vraceipt of message

automatic interfaca can bz adapted fram othar
states-~not hignast priovity

implemented and in use; corractions of performance
problems postponed until back-up computer is op~
erational unless necessity outweigns system downtimz

o ————— c—— —

non-automatic interface operationat

BOR interfaca first implements
additional iaterfate queries 0
1973

d during 19713
nerational during



PRUPISED GOALS

TABLE 11.1 {cont.)

PROPOSED

1970 1971 1972 1973

IMPLEMENTED
MONTH=YEAR

COMMENTS

Criminal H?SL31y=PCH
“Implement the computerized Colo-
rado Criminal fiistory vile and
its interface with tha National
Criminal History Index maintained
by NCIC, thus permitting access by
eacn CCIC terminal. The Toliowing
data wouid be avaitabia:
A. Arrest
B. Complet=z Arvrest Record
C. Caution Indicators for
each Arrestag {7 Azplicablae
D. Prasant Status in Criminal
Justine System
E. States Holding Cri
Record
F, Dataz of Last Up=Date ¢o
the Racord

winal

Interface DCIC

"lipiement an ?i‘tw"faCQ betwazn tns
Colorado Crime Znformation Conter
and th2 Denvar Crime Information

Conter ’DCIQ), thus permitting

aceess oy the DCIL tarminals to all
L£IC Tiies, olimirating the nead

for thras tynas of tarminals (NCIC,

DCIC, CLIT) at tha Danver Police
Headquartars, Part of this inter=

face will involve entering all
qualified Danver Polize racords
ints the CCIL files, and tha
significant reduction in %ime and
efiort spent ©o maka quaries of
both Statz and flational ¥ilas,®

v

v v’

1. program
substan=
tially im=-
plemented

2, histories
7% completed

criminal historizs
in 19743 new securit
will hava to be

aken ﬁnwsfwﬁctly, being red
y vagulations for CCIC JoGTS
@staniished

not crucial to ©PD; this is a icw priority 2ffor:



PROPOSED GOALS

PAGE
REFERENCE

1970

TABLE II. 1 (cont.)

PROPOSED

1972 1973

IMPLEMENTED
MONTH=-YEAR

COMMENTS

8.
)

10.

11,

Training:

“Presuming a final total of at least
80 terminals on the system, with

24 hour operation at each terminal
site, about 420 terminal operators
will be trained statewide., The
orientation and training of each

of these persons will be the shared
responsibility of CBI and the local
employing agency."

New Program Plans:

“Plan for new programs to be
designed and implemented in the
CCIC system during the years 1973
to 1977."

_ASR~28 Replacement:

"Plan for replacement for ASR-28
teletypewriter terminals with
Uniscope 100 type video terminals
a?d b?gin implementation of that
plan,"

5-Year Plan for Additional
Terminals:
"Complete a. five year plan for loca-

tion of additional terminals on the -

CCIC system to provide effective
statewide coverage and begin
implementing that plan, . .
Presuming a final total of at least
80 termimnals on the system. , ."

v’

1. CCIC
operating
manual

2. Training
classes for
terminal
operators

manual is out of data; up-dates are being distribu=
ted over terminal system

aithough no “"plan® was evidenced, several new lasks
have been defined for future impliementation

new terminals are continually bzing installed but

there is no evidence of an overail nlan; §erminaﬁs
will be replacad simultanesously once funding is
availabla

-~

currantly termina1s are located by application to
and approval of the CCIC/CLETS adivsory boawd.



10
1. CLETS: “Incorporate the Colovado Law Enforcement Teletype System into
the computerized CCIC,"
This has been a stated objective since the 1970 proposal. Completion was
effected first quarter 1972. The CLETS system supports message switching
on the tewminé1 network within the state of Colorado.

System response time is highly related to the teriminal network hardware.
Agencies with video terminals and high speed 1ines report that they encounter
no probiems with this application. However, an agency with a teletype on a
shared civcuit has the problem that its terminal is totally unusabie during
the t{ime ihat a wmessage is being sent to other terminals on that circuit. A
wassage must be sent sequentially toveach tevininal on a civcuit and during
» this time none of the terminals can be used for queries or entries on the
CCIC sysiem. Service nessages have been eliminated from siow circuits anq
it is reported that APB's will be intercepted and screened in order to increase
response time until the system has been upgraded,

2, HLETS: "Implement the interface of the Colorado Crime Information Center
computer with the National Law Enforcement Teletype Sysiein.”

This has been a continuous effort since the 1970 proposal. Implementation of

a temporary interface was reported for the 1972 grant period.

The impﬂeméntation ot an automatic interface is not considered to be a
major effort because it is currently under development by the state of
Perinsylvania (Pennsylvania has virtually the same hardware configuraticn as
Colorado) and their system can be easily adopted.

Thé curwént interface is non-automatic, that is, a message going out-of-
state is not automatically switched by the coiputer. AT1 NLETS wessages routed

out-of-state are sent to an ASR=28 teletype (1TY) at the Denver office of the
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Colorado State Patrol. The TTY operator then tears the message tape, con-
verts the code from 5-Tevel to 8-ievel code, to make it compatible with
WLETS receivers, and feeds the converted tape to the Phoenix NLETS terminal
to be reilayed to its specified destination. The system is generally slow
and wuiitil recently was limited to one addressee per message. In the past,
soite probiems existed with this procedure because messages could be censored
aiid discarded by Phoenix without notification. For examplie, Phoenix will
1ot send a nationwide APB NLETS message. Messages are aiso limited to 12
lines including line feeds. Curvently, however, the Phoenix terminal makes
a notification of ail discarded messages. An automatic interface is pro-
Jected to o inplenmented after the installation of the new UNIVAC 4718-I1il
vack-up coputer. A new message dictionary is currently being coded towards
s gual.
o, CGUIC Files: Fustablish the follewing coiputerized files inciuding
indexes in the Coulorado Crime Information ienter,

A.  Waptad Persons

L. Utu}cn Vgn%c?es and License lates

we  LLUICH FTECaVs

o otoien Property”

The creacion of these viles has bLecn a continuous effort since 1970,

Vi 1973 ount propusas repuris this effort as! naving oeen compietad duaring
vied 1872 yrawt poeisd. e CCIC wanted persons subsystain was vreported op-
eiatiunal on @ 4 wuuk a day basis as of Februavy of 1972, during 1973 a
Supdiadiuil Was nade i the Scolen Vendcle=License Plate fire and one other
10 Was created, rosuiting in two acditional fiies,

ce  Wanved sSecurities
F. Svolen Liceonse Plates

e cuiputerized files described above represent, to date, the total

Gavd portion oY tne state invowmucion System. A Colorado Criminal History

12

file (soon to be available) and message switching and interfaces provided

by CBI, result in additional data access. It is the CCiC file structure,
however, providing real time access to 1ists of wanted perséns and property,
that comprises at present, the central information base for which the
contractor was responsibie., System developers provided the program software
for defining and maintaininé these files; participating agencies are responsible
for the accuracy and currency of Tile entries and deletions. That is, each
terininal user makes real time entries onto the files and is responsible for
deleting his own entries when appropriate,

Tnere appears to be general consensus about the importance of real time
entry and query as established by these files. The system has been reported
to have led to an increase in apprehension of wanted persons and in recovery
of stolen property. Discussions with users indicate that there has been
expanded dependence upon this service since it became operationai. This
reported dependence has in turn emphasized some performance problems still

to be resoived.,

Eutry/uuery Foriats, NCIC Compatability

Tne information required for enteving or querying the CCIC files is
considered in soime cases to be unnecessarily restrictive. The persons and
vehicle viles are not as much a probiem as the wanted articles files which
require botﬁ serial number and brand name or article type. Information re-
guired for entering a wanted item presents more difficulty o users than
information vequirved for query. For example, if a bicycle is stolen the owner
may have the serial number but not have a record of the brand and the article

cainiiot be entered. Should the bicycle be found, and the system queried a
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"no hit" is reported. Occasionally there is a problem about whether an item

should be reported on the "article" or "security" file. Entry and query

inconsistencies will result again in a "no hit," Also there are differences

in CCIC and NCIC format vequirements, and uniess corrected before compietion
of the automatic interface could resuit in a CCIC message being Tocked out
7rom NCIC.

Another reported probiem derives from the structure of the stolen Ticense
plate files which are partitioned by state. If a query is made without a
specification of the state, a default of the state of Colorado is assumed.
bntike WCIC, there is no way to search the CCIC file by license number alone
if the state is not knowi.

Uperators report having had difficulty in keeping up, in general, with
the format changes and many of the errors made in entering, querying and
cancelliing are mainly due to new format requirements. As might be expected,
wure difficuity is reported from agencies who rely on a singie trained operator
(who cannot be on duty at ail times), than agencies who maintain a multi-snift
starf of operators and standby operators. In this same regavd, differences ;
in LUIC and woIC wultiformat messages are move of a problien for incidenial ?
users than vov reguiar operators, There arve establisied proceuvures for %
Hwmounceents of ciianges and updates coiring througn in the terminal mode and ‘
che probiem secms more related to becoming accustomed To the changes than
ot beiny advised of changes. Advanced notification of change witn wore exem-
wiavs has been reguested. In any case it is anticipated that new UNIVAC
sofiware (LEAP programming version 5.3) together with the installation of new
computer equipment will aileviate problems of both vestructuring the data

Suse and makiig wessages cumpatible with NCIC,

,ﬁfﬂ“‘g‘*v—“mmwmwn
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Stofen Vehicle Entries

The problem of separate entries for ail items on both CCIC and HCIC
files is further compounded by the vequirement that the Co?o%ado State
Patrol (CSP) receive separate notification on all stolen vehicie entries.
There 1s some automatic referval from CCIC to CSP files but only partial data
Tfiows through this automatic notification. When cperators have only onc
ceririnal to handle all queries (first priority) as well as entries, this
reguirvenent vor a thivd entry to CSP presents an additional burden, Again,

Jrcposed hardware and software are expacted to rectify this situation,

Jowatine, haiting=tiue hotification

Lowntime is the time duving which CCIC files are inaccessible but wnen
the UNIVAC Y300 back-up computer supports message switching access to NCIC
via HLETS and to the Departmeni of Revenue Motor Vehicle Registration files.
gEstimates of "downtime” vary throughout the state. Preventive maintenance
is performed from 6:00 to 8:U0 AM every Monday and the system is scheduied
tu be gown for file saves approximately six minutes every three hours. Some
of thuse Tncerviewed stated that swing shift operators report at Teast four
AUMYS of cowitime. Other estimates vange from five hours to twelve hours of
downtime per day throughout the state. CBI weports that there has been no
downtiie except for scheduied preventive mainienance and emergency repair
since carly 1974, Users seem satisfied, in general, with the explanations
given {lack of back-up computer) for their downtime, but comp1§in about
unexplained waits. A wait of more than a few seconds for uniscope (CRT)
terininal users usually indicates computer downtime, but for ASR-28 terminal
users who often wait several minutes for reply, a loung wait has ambiguous

YHERPRPETUTIGIS o
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Accuracy and Accidental Deletion and Attachment

Agencies entering data are respornsibie for the accuracy of the informa-
tion tiiey enter. In theovy only an entering agency can delete file items.
in practice, howaver, override codes have been used by most all agencies who
use the overr%des to delete iters they know have been removed, or persons
who have been apprehénded. There are a few probiems, however, connected witn
wecuracy and accidental deleie. Usevrs report that even after an entry has
wocit vancelied it ds still roflected on montniy printouts for coeveral wonths
afver weietion. Montnty printouts of all fites might elfiiinate this problem.
hisu veported ave instances of accidertal velete which are uften not discovered
gi aly ur woatns later. Part of the problem 15 the assignment of non-unique
Uliu wierY Mleoerd/naaes leading to either paritial guery responses or caaceila-
Wil G iaLorrect entry.  This has been veporued to have been corrected, but
o LUy T OLTION B not béen verified,

el uT The prvoenauins articulated in thyvs section have already bLeen
Woukht wowie tuienwion OF all uf the parties concevnaed and are expestad
SU W LLVEUSRRd i e fiay future. A discussion of privacyscontidentiality
awcgls vesuted to CLIv riic aeca is given in Section B of Part 1i.
boohwits "hiplceene the dacional Crimg Infcr@atipn :cngeruﬂuﬁg@atig 1n§er«

race o painidt ali CUIC terminals airect access to RCIC file.

A non-adlomacic NCIC interrace supporved by the 93500 back-up system and
Jiviny access to Wl Viles was implemented in Februavry 1972. The automatic
snteyface 15 not yet topiemented. To gain access to the HCIC files, a user
das Lo Giter cach message twice, first to the CCIC files and then to the

auil YIRS, LLIC-RLIU wessage fovmats ave not uniforin, 1he CCIC wessage
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formats are move restrictive than the NCIC formats and if the CLIC requirements
are not wet, the terminal user is orevented by the interface from gaining
access to the WCIC fijes,

The automatic interface is not scheduled for implementation untii after
the 418-111 béckmup computer has been instailed, At this time the CCIC data
base will be restructured to facilitate NCit-compatibie uniform message

TOYIats,

Activities relating to the NCIC interface that took place under tha 1973

grant period inciude: the development of the communications Tog analysis

programs and impiementation of new message formats.,

in general, users are not happy with having to enter each message iwice

B}

or with the non-uniformity of message formats, however, they appear to be

patient about the situation, and optimistic about the resoiution of these

problems with the installation of the new equipment,

5. DOR Interface: “luplement an {mproved intarface with the Department of
Rovenue computer to permit more rapid access by each CCIL
terminal to information velative to motor vehicle regis-
trations and driver licenses,"

There has been a continuing effort since the 1970 grant proposal for a
sotor vehicle registration inquiry by license plate number, The Cotorado
Uepartment of Revenue interface, providing access o diiver Ticense and venicle
Puyistration data, was repurted implemented during the 19772 grant period, The
intervace was reported operational on a 24 hour a day basis as of Febr

{972,

Hary,

special operating procedures were implemented in early 1973 to enahle

CCIC users to differentiate between 1972 and 1973 vehicle registrations. An

erfort to improve the interface was scheduled to occur together with the

Motor Vehicle Department’s system upgrade during November, 1973, and was
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AP, . . - ’ 6. CCH: "Implement the computerized Colorado Criminal History file and
expected to permit CCIC users to access motor vehicles files much faster its interface with the National Criminal History Index maintained
than they previousiy could. At present, the DOR interface aliows CCIC | gg]?gégégtggiapigg%gtgggasgg?gﬁ]2{ each CCIC terminal. - The
terminals to access motor vehicle registration information by vehicle é" égggigte Arrest Record

. .. e . . . C: Caution Indicators for each Arrestee if Applicable

aumber or by license piate and to query driver's license by Ticense number D. Present Status in Criminal Justice System
or Dy name and exact date of birth, The data files reside in the DOR E: ggizeifoigénngggﬁéngl iggoggcord"
computer with incerface capability provided by CBI. The interface is This application was originally proposed for completion under a 1971
reporied to work dependably and weil. calendar year grant proposal. This proposal projected the processing and

Viis capability has become one of the most frequently used system ' conversion of 15,060 vequired Project SEARCH records, the only task requiring
reatures with many localities routinely querying venicle and drivers license that the subgrantee be responsibie for file data as well as file creation and
fite in all cases of tvaffic stops. Respondents indicate that this procedure ' interface. This application has not been compieted. ' |
is a valuable tooi for thewm and has led to the increased return of stolen ) In a first quarter 1972 report, the criminal history application was
venicius. ns wita the CUIU files, the increased use and dependence on this o reported as still under deveiopment with 12,000 criminal histories captured.
access over the past few years has heightened awareness of inefficiencies . Howaver, CBI veports that because of the lack of proper supervision for the
i the present systeil, lew entries ave put onto the system in batch mode clerical personnel, wonversion and processing of these 12,000 criminal histories
and 1974 Ticense data is only now beginning to appear. Users report long were incorrectly done. A new conversion system has been established by CBI
uelays in receiving responses to their queries. With routine queries response and about i,uU0 criminal histories have been processed. The programming
tiwe is crucial because a poiice officer can detain traffic violators ealy application is reported 1o be substantially complete and the CCH system is
a vimited amount of tise without incurring citizen protest. There were reports * expacted to be impicwented after the installation of the UNIVAC 418=-111 back-
of ine.ciints wien offenders were released before the response of a "hit" was dip CGipuier ai tne new UBD facility. At this time, a change of the report
returned. users have indicated that the ability to automatically query wanted furwat iv projected in uvder to improve readadiiity. Privacy and sccurity
vives stwultanecusiy with DOR queries would aiso be useful for speeding field Lon3¥de?atﬁons for this application reguire that tne computer be housed at a
respuists. Hetro-Denver avea law enforcement personnel, wino secem genevally criiainal justice agency vacility. This is wot currentiy the case, since the
savtsiied with their ability to provide input into the developing information stute cenputer 1s howsed within the Depariment of Adwinistration. Central
sysien, feel that Taw enforcement personnel should be working morve ciosely nareuepy Tiles, aiso the respensibility of the contractor, veside in the criminal
with hvu programiers to influence the development of new programming capabilities . : gustice buitding. A set of 3 X 5 card arrest summaries and jacketed files

Wit wOR, CWhe TIngerpriines are waintained there.
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Before the Criminal Case History application can be activated, privacy
and security regulations need to be defined, compatible with Federal standards.
This s currently being considered by a subgroup of the working committee
within the CLETS/CCIC user organization.

Also, the application cannot be utilized by any terminals without high
speed 1ines. This effectively eliminates the Western slope until a hardware
upgrade is implemented.

When asked about the necessity of a criminal history file, interviewees
responded that they regarded the file to be an fmportant tool for law enforce-
ment and in spite of present and anticipated federal legislation requiring
close control of history file eligibility as well as frequent purges and
> jionitored access, they were anxiously awaiting file compietion. In general
they seeied satisfied with the explanations given for the de1ay in establishing
this part of the system. There was some evidence that individual localities
are considering maintaining local files as well.

7. UCIC: “Implciwent an interface between the Colorado Crime Intorimation
Ceiter and the Denver Criumc Information Center (DCIC), thus
peruitting access by the DCIC torminals to all CCIC files, eli-
minating the need for three types of terminals (NCIC, DCIC, CCIC)
at the Uenver Poiice Headguarters. Part of this interface will
invoive entering all qualiried Benver Police rocovds into the CLIC
fites, and the signiticant reduction in tiwe and effort spent to
make queries of both State and National files.”

The impiementation of the UCIC/CCIC interface was originally projected
to start under the FY69-70 grant proposai. Preliminary discussions were
held at the end of calendar year 1972 regarding the interface. Currently,

this interface implementation is considered to be of very ifow priority by

LI, The reasons stated were that it involves the purchase of additional

I
G

‘\
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hardware and that the highest priority hardware expenditures are the purchase
of the back-up UNIVAC 418-III computer and conversion to 100 microwave links.

The Denver Police Department computer system was established in 1968
and DPD has several capabilities (e.g., Incident files) that they believe
would no longer be available to them with the implementation of the interface.
In addition DPD personnel believe that the DCIC is not subject to the same
Federal security guidelines as CCIC/NCIC.

DPD also has a separate terminal with a direct line to the NCIC computer.
This serves as a valuable back-up when the CCIC system is down or when queries
are rejected by the CCIC system. The CCIC system has more restrictive query
requirements than RCIC,

Another consideration relevant to the implementation of the DCIC inter-
face is that currantly there are no uniform message formats for the DCIC, -
CCIC and NCIC systems. Until this is effected the interface cannot be
implemented,

Although an automatic interface would be valuable, this interface is
not crucial to DPD and they are aware that it is a low priority effort.

There is some evidencé that agencies without DCIC terminals are more anxious

for the proposed interface to be completed than are the DPD personnel.

8. Training: "Presuming a final total of at least 80 terminals on the
system, with 24 hour operation at each f.erminal site, about
420 terminal operators will be trained 3tatewide, The
orientation and training of each of these persons will be
the shared responsibility of CBI and the local employing
agency."

It was reported by the contractor that as of November 1972 a detailed

terminal.operator's manual had been prepared, in part, and distributed to

every terminal statewide. Maintenance and updating of that manual has been
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a continuing effort. It was also reported in November 1972 that approximately
300 local and county police recruits had been given basic jnstruction in the
use of the CCIC system.

The following activities in support of training goals were conducted
during the past two years acéording to contractor's progress reports.

1. Operating instructions for the comm-log* system were completed.

2. ADP/CCIC programming staff attended LEAP (Law Enforcement Application

Package) and RTOS (Real Time Operating System) classes.

3. Training of new operators for the video terminal upgrade. This
included the training of persons to train additional personnel,

4, The CCIC operator's manual was compiled and updated.

5. Revised alpha guides (master reference sheet for message coding)
were distributed to all terminal operators.

6. Efforts were made to improve training quality for CCIC operators
at the Colorado Law Enforcement Train%ng Academy.

7. A determination of the need for formal criteria to certify CCIC
operators, CCIC operator trainees and instructors for CCIC operator
trainees was established. This was projected to be accomplished
in the Tast quarter of CY1973.

There are approximately 65 terminals now on the sysfem. Local terminal
users report tnat they have received all of the training they have requested
for their operators. When questions or situations arise that require additional
help, that help is available from the Arapahoe County Sheriff's Office, from
the Denver Police Department, and from special personnel at CBI. This is

not the situation, however, reported from elsewhere around the state. Expressly

*See also Privacy-Security considerations (II. B=3).

b Sl bt
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stated Trom a majority of out of metro-Denver terminal users was the request
for more training classes and more Tocal or regional day to day assistance.
Systei users without terminals report that training information might
be useful to their personnel in order to ensure that the system is being used
efficiently and to full advantage.
9. Plans for Hew Program Designs: “Plan for new prograis to be designed
and implemented in the CCIC system during
the years 1973 to 1977."
Initial planning for new program capabilities was first proposed in the
1972 grant applications. Although no comprehensive “plan" for new programs
was evidenced by this review study, several new tasks have been defined for

future implementation.,

A. Hardware

The Colorado Legislature has approved the funds for acquiring a back-up
UNIVAC 418~I11 computer system. Most major improvements to the information
system, as well as the development of new features are being postponed until
after the installation of the equipment in order to avoid the lengthy computer
downtime required for new programming and debUg.

Plans are for conversion to 100 percent use of microwave links outside
the Denver-Metro area on the CCIC system. The conversion is expected to
result in more reliable service and to greatly reduce telephone line lease
costs. Although not specifically contracted as a proposal goal, it is anti-
cipated that the use of high.speed microwave links will affect the development

of new program designs.
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B. Security Plans

Tape logs of all inquiries are now maintained on the system for one
year. A terminal user's agreement, requested by NCIC, is exbected to provide
regulations fqr more specific detail on the maintenance and use of these logs.
Although the proposal for the 1974 grant period refers to the publication of
security regulations relating to CCH, no specifics of procedures for establishing
and maintaining security are expressly proposed. All of the appropriate per-
sonnel interviewed seem to be aware of proposed and pending legislation as it

may affect new requirements for privacy and security considerations.

C. Evaluation and Statistics

Requirements for system self-evaluation in terms of use and effectiveness
are discussed at some length in the 1974 grant application. Again there is no
specific referral to this program as part of new overall program designs, Data
requirements for examining transactions by numbers of file entries/modifications,
number of queries, and incidences of "hits" have been specified by the sub-
grantee, and several qualitative measures of user satisfaction have been
included in the proposed data gathering instruments.

When specifically asked about their own special interests in new program
activities, respondents indicated the need for automated collection of statis-
tics required for scheduling and for analyzing crime trends. The anticipated
implementation of a Uniform Crime Reporting program is expected to satisfy
these requirements.

In general, users are much more interested in the improvement of the
present system features that are used on a day to day basis (e.g., faster
access, less downtime, etc.) than they are in the development of special pur-

pose features (e.g., graphics display) that may be proposed in the future.

T T S T B D T R
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10. Replacement for ASR-28: "Plan for replacement of ASR-28 teletypewriter
terminals with Uniscope 100 type video terminals
and begin implementation of that plan."

Initial planning was stated as a goal under the calendar year 1972
grant proposal.. Plans were completed for the installation of at least three
new CCIC field terminals and replacement of the Metro-Denver area ASR-28
teletypewriters with video terminals and printers., The Metro-Denver upgrade
and the installation of additional video terminals at the police department
in Broomfield and Wheatridge was completed in the first quarter of 1973.

Though new video terminals are continually added to the system there is
no evidence of an overall plan.

A feasibility study was recently completed with regard to replacing ASR-28
teletypewriters on the CCIC system with video terminals together with utilizing
the existing State microwave communications system to tie in remote CCIC
terminals to the CPU, The conclusion was that such a system could operate
more efficiently at a reduced monthly cost after the initial one time cost
(not to exceed $125,000) was paid. However, a one to two year delay is anti-
cipated before the telephone compahy can supply the needed 2400 baud lines
required to connect the remote terminals with the microwave transmitter sites.
11. Plan for Additional Terminals: “"Complete a five year plan for location

of additional terminals on the CCIC
system to provide effective statewide
coverage and begin implementing that
plan. . . Presuming a final total of at
least 80 terminais on the system., . ."

This has been a stated objective of both the calendar years 1972 and 1973
proposals, the goal being to ultimately give CCIC radio access to all Colorado
law enforcement'agencies. Currently there are 65 terminals on the CCIC system

covering about 95 percent of the state. There is no evidence of an overall

five year plan as stated in the proposal.
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Up to the present time terminals have been located as described below.
A law enforcement agency would apply for a terminal to the working committee
of the CCIC/CLETS advisory board. This application would be accompanied by
letters of recommendation from other potential law enforcement users of that
site., The working committee would send an investigative body to the site {o
determine suitability. Criteria for suitability include appropriate security,
24 hour radio dispatch service, communications-related environmental constraints
as well as an evaluation of the potential usage of that terminal., If the
requireiients were met, the committec would usually approve the location of
the terminal. In this manner, a relatively effective statewide coverage has
been achieved., There was some question about the need for establishing
priorities for additional terminals. 1In some of the busier agencies terminals
are being used almost constantiy. Queries Troi the field take precedence over
entries intv the sysiei, vt even inese queries can result fn stacking. Entries
that might be of immediate interest must be left, then, for off-peak hours.

At the present time there is a markedly increasing interest in the CCIC
system with many more law enforcement agencies attending CLETS board meetings
and anxious to obtain their own terminals. It is felt by some respondents
that a more objective method of terminal placement is needed for the future.
Two recommendations, ¢oncerning terminal placemeiit, were made by the working
committee at the CLETS/CCIC board of directors meeting of March 10, 1974:

° To set up a subgroup to determine who is currently lacking good

access, Then to determine who in that area has the best facilities
for filling the need and start negotiations.,

° To conduct at least annual inspections of all terminal sites in

order to evaluate service, security, communications, operator quali-

fications, ete.
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Law enforcement agencies have emphasized their satisfaction and interest

in the continued participation of the CLETS/CCIC advisory board.

Associated System Development

Three categories of effort, Software Support, Security-Privacy Con-
siderations, and Documentation and Communication Exchange, that did not
appear in grant applications as specific goals, were activities that were
central to the evolvement of the Information System, and are discussed in

the following pages.

1.__Software Support

Software support elements include modifications of the UNIVAC supplied
software necessary to the CCIC system. This includes the Real Time Operating
System (RTOS) and the Léw Enforcement Application Package {LEAP programming
Tanguage). Activities centering around software support included the
generation of the Tatest RTOS systems (RTOS-4 in third quarter 1972 and
RTOS=5 in third quarter 1973) and debugging of the LEAP programming language.
Problems were also incurred with the 9300 back-up system in the last quarter
1972, when the Metro-Denver upgrade to video teviminals was effected. The
back=-up system was not operational until the second guarter 1973,

It was reported by several user agencies as well as UNIVAC representatives
that Timitations of the original LEAP language determined the current CCIC |
data base structure and the incompatibility between CCIC and NCIC message
forinats. A new LEAP 5.3 package is currentiy under development and a projected
effort through summer and fall 1974 involves restructuring the data base to
facilitate uniform CCIC/NCIC message formats. This programming change and

other reprogramming efforts depend on the installation of the second UNIVAC

- M18-1I1 computer,
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Another aspect of software support derives from law enforcement agency
UNIVAC users in other parts of the country. For example, Pgnnsy]vania,
Minnesota, Houston, Nashville and Quebec have approximately the same hardware
configurations as Colorado and therefore applications developed on those

systems can be easily adapted to the Colorado State system.

2. Privacy and Security Considerations

With the advent of the Criminal Case History application, there is a
need for the CCIC system to be defined with respect to Project SEARCH security
regulations. A subcommittee of the working committee of the CLETS/CCIC
advisory board is currently concerned with these aspects. The 1974 grant
proposal “Methods and Timetable" section projects the completion of a regulation
and procedure manual for the April to June quarter.

Currently the working committee reviews the security of all terminal sites
prior to approval of the terminal location. It has been recommended that
each site receive at least annual inspection. Once a terminal is located, the
agency agrees to give the working committee 30 days notice to get the
approval of planned changes to the terminal site. Criterion and investigation
of operator personnel have not been formalized and vary from agency to agency.

In general, information may be obtained from many terminal sites by
telephone or radio without verification of the identity of the requestor,
although many dispatchers and key operators indicate they “recognize" the
caller. Uuntil the CCH files become operational the only information available
to field agents fs open records" data and there is no critical need for close
monitoring of query originators.

When CCH data become available these procedures will have to be changed
drastically to conform to statutes regulating the manner in which confidential

data is. transmitted.
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The CCIC system keeps communications log tapes of all system transactions
and is able to trace by terminal site all messages sent and received on the

system for a given time period.

3. Documentation and Policy Information Exchange

System documentation., With more and more agencies in Colorado becoming

interested in using the system and obtaining their own terminals there has
been articulated a need for the distribution of comprehensive system documen-
tation. The existing documentation is in the form of an operator's manual,
wnich if kept up to date is reported to be adequate for operator usage.
However, a different sort of documentation and training is needed for the

law enforcement officers who use the system, Agencies who do not have
terminals, nevertheless, would Tike to see information on system capabilities,
query and entry requirements and message restrictions in order to have
effective utilization of the system. HMany agencies without terminals have
commented on their desire for such training.

CBI Bulletin. This newsletter appears to be an excellent organ with

which to distribute system status information. Though several persons
interveiwed said they received this newsletter on a monthly basis, others

said that they had not received a copy recently or had never heard of it. They
expressed an interest in receiving more complete information and felt the
guarterly board meetings, though somewhat informative, did not adequately

meet their needs.

CLETS/CCIC users group., The users group has played an integral part in

the development of this system. In addition to being an instrument of

information exchange, it has helped to develop system policies by concensus
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of the law enforcement agency system users. Members of the working .

committee have volunteered hundreds of man-hours devoted to various tasks

including review of terminal site locations, training, NLETS requjrements

review and system security definition.

Ea

ITI.  CONCLUSIONS AND RECOMMENDAT IONS

Was a strong desire to see the system work and an overal] recognition of
the benefits'a]ready Provided to law enforcement agencies by CCIC capabilities,
A list of recommendations for improving the developing system, based upon
observations, interviews, and survey responses follows., Mot included in

this set of reconmendations is the 7ist of system fauits wel] known to both

the appropriate sections.

Recommendations

1. Planning, [ore detailed goals and timetables with explicit specifi-

cation of the Sequential nature of Some tasks, and of reliance on hardware
delivery, legislative approval or additiopal personnel op funding are

recammiended, Alternative plans should aiso be specified, Some of the

Ject management has come under some scrutiny. Grant requirements specify

that the Project Director shaii spend 100 percent of his time in this capacity,
ecause the responsibilities of the project are so broad and because the
planning should be weli integrated, it is recommended that the Project Director
devote full time to this activity and that he delegate responsibilities in

the area of training, security, planning Communication, software development

etc..’maintaining central authority for the necessary integration of effort,
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2. _Training. Training of operating and user perscnnel is anp integral
part of system success, and training objectives should be carefully defined.
Provisions shoyld be made for traihing at all state agencies, however remotely
Tocated, with funds and personnel assigned to these tasks, It jig also
recommended that funds be explicitly ailocated for periodically updating
the training manual. These funds should cover printing, producing and
distributing costs, Necessary interim changes that are announced via the

teletype system should be carefully defined and exemplified,

3, Communication, There appears to be some excellent vehicles established
for policy communication, These groups, e.g., CLETS Working Committee, seems
to have been an important aspect of local user satisfaction, and it is the
recommendation of thig study that these modes of contact continue to be used
and expanded upon. A monthly newsletter similar to the CBI Bulletin describing
services offered by the‘éystem with current status, recent changes, and usage
exemplification should be distributed in sufficient quantities for personnel
at all user agencies throughout the state,.

4. _Security ‘and privacy provisions. Because of they]apk of “sensitive"

data Presently availabie through the cCIC System, there haéﬁbeen no impetus

for the deveiopmen%lahd enforcement of strict security regulations, With

the anticipated inclusion of a Colorado Criminal History file, it is imperative
that security and privacy regulations compatible with Federal standards be
defined and enacted., These provisions should include criteria for screening

and certifying CCIC System users, for periodic inspection of terminal sites,
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5. Documentation, There has been no evidence of either software
documentation or system documentation, sufficient for the needs of new
Programming and administration Personnel, or field user perﬁonne]. The
existing documentation s in the form of a user's manual, which if kept
up to date is reported to be adequate for Operator use, Both vendor and
in-house software require documentation for project continuity as does

system Capability, and these tasks should be specified for funding and effort

as soon as possible,

Statistics and Evaluation

Very little attenpt has beep made to date tg generate comprehensive
Statistical Programmning Capabilities within the CCIC, A new grant request
for production oF summary statistics to conform to the FBJI uniform crime
reporting standards and requirements for system self-evaluation as discussed

in the 1974 CCIC grant application appear to pa sufficient, Because most

to tneijr attention,




34

The terminal access agencies are broken out for metro and non-metro~Denver

APPENDIX .
areas.
On March 14 approximately 230 questionnaires were mailed to law ‘ ~ERTIAC ACCESS
; ; . . . METRO NOW=HETRO ALL D.R.A. 1.R.A.
enforcement agencies throughout the state. Copies of this questionnaire TreToded Towntmel 2 z 7 7 q 5%
i i . . as a Problem (20%) (26%) (24%) (64%) (38%) (36%)
and the accompanying letter are shown as Figures 1 and 2 of this Appendix. %
' i i i ’ t 8 14 22 4 13 3
As of the date of this report (April 15) there have been 99 responses g;dnggztggzme" (80%) (782) g | (36n) 629)  |(58%)
to the survey. Responses to questions concerning traipning and system 10 19 29 11 21 61
100% 100% 100% 100% 100% 100%

downtime are summarized below for terminal and non-terminal site agencies.

NOTE: The agencies with radio access commented more frequently on the
excessive downtime.

Training
The following table is a summary of user evaluation of training. Responses Estimates of the average daily operatioral time varied considerably. Most
are broken out by terminal access, direct radio access and indirect access . agencies without direct terminal access did not respond to this question.

sites. Terminal access agencies are further subdivided by metro and non-metro- Below is a summary of the responses.

- *

Denver locations {where metro-Denver is defined by local telephone access

HOURS :
from Denver). . ‘ OPERATIONAL ETRO | WON-ETRO | At | DRLA. LRA. L o
X 9 17 49
TERMINAL ACCESS _ 70% 61% 64%) (48%) (8%) (39%)
METRO | IOA-FETRD M| D.R.A. | I.R.A. 20 - 24 (702) (61%) (
Training ) 17 25 7 9 4l 5 3 15 i 4 WOW
Adequate (59%) (58%) (62%) | (33%) (24%) | (42%) 16 - 19 (15%) (10%) (12%) (4%) (11%) (10%)
Training or . 1 1 - § 5
Manual 5 11 16 4 9 29 12 - 15 - (4%) (2%) - (11%) (5%)
Inadequate (41%) (42%) (38%) (19%) (24%) (29%) 5
- 2 2 - -
Did Not Respond A * . 79 (52) - - (2%)
Because Training | = - - (10 ) (19 ) (29 ) ! Under 12 (7%) - -
Not Available 48% 52% 29% Did Not 2 5 7 10 )
- 15% 18%) (173) | (48%) (70%) (44%)
NE) 28 41 21 37 | 99 Respond (154) ( : =
-100% 100% 100% 100% 100% 100% 13 28 41 21 3
(00%)  (100%)  (1oo%)  {(100%)
Downtime , *gne of these users indicated excessive failures of his terminal equipment.
The following table is a summary based on agencies who included comments NOTE: Several users who indicated the system was up between 20 and 24 hours
. . . . most of the time also had comments to the effect that the system did
in their gquestionnaire response. (N = 61 commented out of 99 respondents.) " J

go down excessively.
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DENVER HESEARCH INSTITUTH . ‘ (1) Agency or Department Hame (optional)

industrial Econvinics Division (2) Place a check ( ) on the appropriate line for items (2) through (4).

Uirect access to a terminal
Direct radio access
Indirect radio access

(3) If you have direct access to a terminal, what kind?

video terminal

. . —n g . .

Uear User: ASK-28 Teletypewriter terminal
The Denver wescarsh fasticute of the Univesstis o ey s ceuiatiy -
- ot o P : . 4) Type of ncy or department us

received a contirat e the Division of Cviiaul oo o ndep sueaty (4) Typ agency P user

review the devaelopiimt of e culuvado Croe fovordrsci cenuar wwll ), County Sheriff's Uffice

One of the aspecis .7 @ Syswem thal wil: ve oo it T & 7 1 City Police Department

review of CCIC sarvices for tocal ltuw enfisctuent wyunoies, o 2. very Siate Patrol OFfice

interested in your evafdaTtitng as a Systum uSer, tf inesc séivices.

1]

Town Sheriff
Uther, specify

Will you pleaso take a Yew winutes w viil tew the euciosed guestionnaive?

A stamped self-auuruvssed cavelope 18 engioscd.  Tlar prowpthiss 1S of wiw . § rpes . . . . .
ucnost Twportance sinte cie resulcss of this servey arve to be evaloeuivd in (5) éi ¥2312322cg;§;¢t access to a terminal, what is your radius, in miles,

hpril. . .

Thailh YOU TOr yous w00peration (6) How often have you used the followiny applications?
afin ) WUt o f2 9 °

Vary wruey yotea, ‘ * d. ,CLEIS
. b, HNLETS
: f S T c. CCIC wanted persons/
vt e e e stolen property subsystems
d. NCIC

e, Colorado Criminal History
f. iotor Vehicle Division registration/
license plate fiies

(7) How many hours a day would you say the system is up and running?

(8) Lo you feel the training you have received is sufficient?
S . Is the training manual adequate for your needs?
e Can you get adequate assistance concerning terminal operations when
you need it?

Gt iy R P
ASized Please make any other comments you care to concerning system capability,
' usefuiness, problems, or improvements in performance or capability that you

otosyre
[nslosare feel are needed.

| PLEASE USE REVERSE SIDE FOR ADDITIGNAL COMMENTS,
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