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of the topic, there are many good resources and refer-
ences available that address these people/policy/proce-
dure/program issues much better. See the Resources
section at the back of this book.

Feedback from law enforcement agencies, schools, and
product manufacturers/vendors is welcome, especially
regarding any oversights or errors on our part. This
guidebook is intended to provide an overview of securi-
ty technology product areas that might be appropriate
and affordable for school applications. Appropriate
corrections or additions will be included in future
updates. (We apologize if our cost estimates for hard-
ware do not reflect current pricing; this document was
written more than a year before actual publication.)

I would like to extend our deep appreciation to the many
schools who have allowed us to visit them and to assess
the security vulnerabilities of their facilities and opera-
tions (and to take photos of the good things on their
campuses, as well as the bad). I never failed to learn
something new at every school we have visited. I found
there to be many great schools in this country, with very
motivated and hard-working administrators giving 110
percent of their energies to keep their students safe. I
was humbled by the intense and stressful hours they
worked and the ultimate importance of their jobs.

My thanks to the National Institute of Justice (NI1J) for
providing the funding to conduct the research that
allowed me to prepare this guidebook. I hope that we
have met the high standards NIJ has set for providing
the best that science and technologies have to offer in
fighting crime in the United States. I owe special grati-
tude to Dennis Miyoshi, Director of Sandia’s Security
Systems and Technologies Center; Dennis has always

been an advocate for schools and was the greatest ally
in accomplishing Sandia’s school security work.

Information regarding the availability and ordering
process for these manuals and any updates may be
obtained at the NIJ Web site: www.ojp.usdoj.gov/nij;
the Justice Technology Information Network (JUSTNET):
www.nlectc.org; or by calling 1-800-851-3420.

I would be interested in hearing from readers regard-
ing their successes, as well as their failures, in dealing
with school security technology issues.

Mary W. Green
mgreen@sandia.gov

Sandia National Laboratories
Mail Stop 0782

P.O. Box 5800

Albuquerque, NM 87185

Since 1941, Sandia National Laboratories has been a
U.S. Department of Energy facility whose primary mis-
sion is providing engineering support for the U.S. nuclear
weapons program. For the past 30 years, the Security
Technologies and Research Division at Sandia has been
the principal provider of research, design, development,
and testing of leading-edge technologies to solve physical
security problems at high-risk U.S. facilities.

Today, the Sandia facility in Albuquerque, New Mexico,
employs more than 8,000 scientists, engineers, mathe-
maticians, technicians, and support personnel to provide
service in the national interest. More than 150 of these
personnel are dedicated solely to research and develop-
ment of security technologies.
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Exhibit 1.1.

It is not always easy for school
administrators to choose appropriate
technologies for their school.
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Although many effective security measures are too expen-
sive for schools, cost alone is not often the ultimate dri-
ver. Most major changes to security policies, including the
introduction of technologies, are often brought on not by
foresight but as a response to some undesirable incident.

This is not to say that a good argument should be made
for applying every physical security approach in every
school. “Appropriate” preparation is, by far, the greater
“art” in security system design, and it includes an evolving
plan, beginning with defining a particular school’s risks.

A systematic approach to identifying the

security risks at a school

Note: The following discussion considers all security
risks to schools—violence, drugs, theft, and vandalism—
not just those that may be addressed by the technologies
covered in this volume. Depending on the acceptance
and demand for this guide, future additional volumes
will address the remaining technologies in greater detail.

In the past, schools have rarely understood the need
or had the time or resources to consider their security
plans from a systems perspective—looking at the big
picture of what they are trying to achieve in order to
arrive at the optimal security strategy. A school’'s secu-
rity staff must understand what it is trying to protect
(people and/or high-value assets), who it is trying to
protect against (the threats), and the general environ-
ment and constraints that it must work within—the
characterization of the facility. This understanding will
allow a school to define its greatest and/or most likely
risks so that its security strategy consciously address-
es those risks. This strategy will likely include some
combination of technologies, personnel, and proce-
dures that do the best possible job of solving the

school’s problems within its financial, logistical, and
political constraints.

Why is this careful identification of risk important?
Because few facilities, especially schools, can afford a
security program that protects against all possible
incidents.

No two schools are alike and, therefore, there is no
single approach to security that will work ideally for
all schools. From year to year, even, a school’s security
strategy will need revision because the world around it
and the people inside it will always be changing.

Defining a school’s assets. For this school year, what is
most at risk? The protection of the students and staff

is always at the top of this list, but the measures taken
to protect them will usually be driven by the defined
threats. Are the instruments in the band hall very attrac-
tive targets for theft or vandalism? Is the new computer
lab full of the best and most easily resold computers?
Though desirable, a school cannot possibly afford to
protect everything to the same level of confidence.

Defining a school’s threats. For this school year, who
or what is your school threatened by? Gang rivalries?
Fights behind the gym? Drugs hidden in lockers?
Guns brought to school? Outsiders on campus?
Drinking at lunchtime? Vehicle breakins? Gratffiti in
the bathrooms? Accidents in the parking lot? How
sophisticated (knowledgeable of their task of malevo-
lence) or motivated (willing to risk being caught or
injured) do the perpetrators seem to be? Measures
taken to protect against these threats are driven by the
characterization of the facility and its surroundings as
mentioned earlier.
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Exhibit 1

2.A3

-foot fence added very little security to this school that was constantly being vandalized.
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Consequences

2

e Suspension/expulsion

Response/ e Mandatory work on
@ Investigation campus
¢ Security personnel e Citation or arrest by
¢ Law enforcement law enforcement officer

s Viewing videotapes  °Judicial system
¢ Reward offered for

g e Bolted down . .
information

equipment
o Locked doors

e Fences
@ * Sensors
- © Drug dogs
e Bomb dogs
... | eCameras
e Fencing e Duress alarms
e Signs * Weapon screenings
e Reputation o Student “hotlines” or
o Video cameras crimestopper programs
o [.D. checks e Drug swipes
e Weapon screenings  © Staff in strategic
o Officer(s) on campus locations
e Thorny bushes
e Antigraffiti sealers
» Random locker searches
e Vehicle checks Exhibit 1.3. This diagram depicts things to consider when designing a new

¢ Drug dogs

security system for a school environment that can be used against
various threats. Some examples of each component are included.
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assets. Use motion sensors, magnetic

switches on doors, heat sensors, and/or

glass-break sensors as appropriate.
Send alarm signals to the police, the offi-
cer on campus, and the school principal.

Delay Bolt computers and TVs to desks and
walls so that removing them is difficult
and time consuming.

Response/ Police and/or campus security arrives

Investigation on the scene, makes arrests.

Consequences Enforce consequences where possible

and the school has the authority to do
so. (This becomes an additional deter-
rent for the future, especially if nonsen-
sitive pieces of information regarding
the incident are released to staff, stu-
dents, and the community.)

Schools do not normally have the opportunity for real-
time detection and real-time response to security inci-
dents; after-the-fact investigation is normally the best
a school can hope for.

Although this model may not be appropriate for all
aspects of security at a school, it can serve as a method-
ology for consideration. Its use can prevent some less-
thought-out strategies. A true example of this is a large
urban high school that was planning to purchase

$100,000 worth of exterior cameras to combat nighttime

vandalism being inflicted on the exterior of the building.
This plan was halted abruptly when the school was
asked who would be available to watch the monitors
from the 40-plus cameras (detection) and who would be
able to respond quickly enough to these sporadic and
relatively small incidents (response). A better and cheap-
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er alternate plan was devised that included using anti-
graffiti sealer on all brick surfaces, some strategically
located wrought iron fencing that could not easily be
climbed, and the replacement of a few particularly
vulnerable windows with glass block.

A spectrum of physical security approaches

It will be assumed that consequences for undesirable
actions have been put into place at a school; other-
wise, there is little or no deterrence to be gained from
any physical security measures designed to detect,
delay, and respond to an incident. A wide array of
security measures involving people, campus modifica-
tions, and/or technologies can be considered for most
concerns, keeping in mind the unique characteristics
of each school. A recurring message from school
administrators is that the majority of their problems
are brought onto campus by outsiders or expelled/
suspended students so measures to keep outsiders off
campus will generally be of global benefit. (Although
this is not the case in all incidents, school administra-
tors quite often find it more palatable to parents if
security measures are justified based on the exterior
threat rather than the suspicion of their children.) The
following is a partial list of possible security measures
to address various security issues:

(Most of the following suggested security measures are
in use in one or more U.S. schools, but a few may not
yet have been attempted. In any case, there is no com-
prehensive body of knowledge regarding their effective-
ness. More research is needed to get a national picture
on particular technologies. Also keep in mind that a
school should always contact its legal counsel before
participating in any new security program that involves
searching or testing of people or property.)
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Exhibit 1.5. Be aware that exposed utility conduits or drain pipes can allow easy access to a
school’'s roof, creating an opportunity for theft, as well as a liability concern.
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e All adults on campus required to have a badge.
e Vehicle barriers near main entries and student
gathering areas.

Parking lot problems

e Cameras.

e Parking decals.

e Fencing.

e Card 1.D. systems for parking lot entry.

e Parking lots sectioned off for different student
schedules.

e Sensors in parking areas that should have no
access during schoolday.

* Roving guards.

e Bike patrol.

False fire alarms
e Sophisticated alarm systems that allow assessment
of alarms (and cancellation if false) before they
become audible.
e Boxes installed over alarm pulls that alarm locally
(screamer boxes).

Bomb threats

e Caller 1.D. on phone system.

e Crimestopper program with big rewards for infor-
mation.

e Recording all phone calls, with a message regarding
this at the beginning of each incoming call.

e All incoming calls routed through a district office.

¢ Phone company support.

e No pay phones on campus.

e Policy to extend the school year when plagued with
bomb threats and subsequent evacuations.

Bus problems
e Video cameras and recorders within enclosures on
buses.

14

e I.D.s required to get on school buses.

e Security aides on buses.

e Smaller buses.

e Duress alarm system or radios for bus drivers.

Teacher safety
e Duress alarms.
e Roving patrols.
e Classroom doors left open during class.
e Cameras in black boxes in classrooms.
e Controlled access to classroom areas.

Legal issues

Within each section of this manual, some legal issues
have been noted regarding the use of various tech-
nologies. A reasonable approach to using any new
security device would include checking with your legal
organization, talking to schools in the area that have
already implemented the measure, and inviting local
law enforcement to come in to discuss the device’s
possible use. Although every possible ramification
cannot be foreseen, it does help to be aware of issues
that might be raised and to be aware of current think-
ing about ways to address each of these.

Evaluating a school’s security system design

The staff assigned to handle security concerns should
plan to meet on a regular basis for collaboration on
new problems, needed changes to existing approaches,
and the exchange of information and intelligence. New
problems and proposed solutions may sometimes be
presented (where appropriate) to school employees, the
student council, the parent advisory group, the local
police, or other schools in the area. Although including
more people may lengthen the decisionmaking process,
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Exhibit 1.7. The administrators of this rural western school were concerned about their susceptibility to firearms due to the
geography of their campus. A nontechnical but workable solution for this school was to allow local police officers
to relocate their personal house trailers to strategic locations on campus to deter would-be snipers.
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Exhibit 1.8. Cramped locker bays are some schools’ most vulnerable area for fights, theft, drug deals, and so forth.
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Exhibit 1.10. This drawing depicts a school design that incorporates some security-conscious features.
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Exhibit 1.11. Keeping a school well maintained and litter free is paramount in a school’s order maintenance.
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Exhibit 2.1. Examples of cameras and camera housings.
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Exhibit 2.2. This photo shows the poor-quality images from a new camera system installed at a school.
The installer had yet to debug the system 2 months after installation.
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Exhibit 2.3. Occasionally, an irate parent may threaten a school employee, but this can be mitigated if the parent
sees himself being recorded on a video monitor.
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4. To monitor or not to monitor

Each year, a great number of camera systems are
bought in the United States with the objective of
assigning a security person to constantly monitor the
scenes from the video cameras in real time. The objec-
tive of such installations is that some sort of response
may then be dispatched immediately and an undesir-
able incident prevented or stopped, basically using the
live person watching the monitor as a detector. This is
quite often an unrealistic approach to security, partic-
ularly in school applications.

Experiments were run at Sandia National Laboratories
20 years ago for the U.S. Department of Energy to test
the effectiveness of an individual whose task was to sit
in front of a video monitor(s) for several hours a day and
watch for particular events. These studies demonstrated
that such a task, even when assigned to a person

who is dedicated and well-intentioned, will not support
an effective security system. After only 20 minutes of
watching and evaluating monitor screens, the attention
of most individuals has degenerated to well below
acceptable levels. Monitoring video screens is both bor-
ing and mesmerizing. There is no intellectually engaging
stimuli, such as when watching a television program.
This is particularly true if a staff member is asked to
watch multiple monitors, with scenes of teenagers
milling about in various hallways, in an attempt to
watch for security incidents (exhibit 2.5).

A practical security application of real-time viewing of

a video monitor might be the intent to actively allow or
disallow individuals to enter a particular locked door. In
this case, the security person at or near the video moni-
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tors receives an alarm or other announcement that a
person desires entry into that facility or area. The securi-
ty person would then focus his or her attention directly
on the screen and make a decision (according to proce-
dures) as to whether to release the remote lock on a door
to allow the person access.

Most schools have a security staff, whether it be an
assistant principal assigned security as one of his or
her duties, a few security aides equipped with two-way
radios, or an impressive number of sworn police offi-
cers. Few schools, however, find themselves with sur-
plus security-staff time. Because of the ineffectiveness
of people monitoring video scenes in real time, it would
seem to be a very poor use of school security staff. One
possible exception is when a certain incident is expect-
ed at a school during a finite time period. For example,
if cars in a parking lot are frequently broken into dur-
ing the noon hour, security staff may want to actively
monitor their cameras’ outputs during this period so
that they may immediately assess an incident in
progress and apprehend the suspect. This would be
particularly appropriate if the suspect is not known
and not a member of the school.

The use of cameras and a real-time display unit without
the benefit of a recorder is not recommended. It is true
that a video camera and monitor alone are much cheap-
er than a complete video system with recording and
multiplexing capabilities. However, the hard evidence
made available in the form of a video recording can
more than make up for the cost of a recording system.
Ease of prosecution and the likely prevention of future
incidents by this individual are additional benefits.
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5. Color versus black-and-white cameras

In a high-security application, when an alarm has
been generated signaling a presence in an off-limits
area, it is likely to be sufficient to be able to assess the
alarm condition with a black-and-white camera. The
objective here is merely to determine that it is a person
intruding (any person) and that a response should be
prepared or dispatched.

In a school application, the security objective of record-
ing video scenes would generally be to determine who
the perpetrator of an incident was. In this type of after-
the-fact assessment, it is most important to identify, not
just detect, the intruder. Because of this, color cameras
are probably more helpful for most school applications
than black-and-white cameras. Color recordings will
contain much more information about the scene that
was viewed, i.e., the boy who broke the window had red
hair, a dark yellow jacket, and drove away in a light
blue car. This can be critical for school applications; the
school principal can match the characteristics of the
recorded suspect with those of students or outsiders
known to frequent the area. Quite often, when a sus-
pected student is brought in and shown a recording of
himself or herself in an incident, he or she will admit to
a role in it, even though there may not have been quite
enough detail on tape for a positive identification.

Color cameras usually have lower resolution than black-
and-white cameras. However, for the school application,
the ability to recognize the color of clothing, color of vehi-
cle, and so forth is often more important than a more
detailed image. The amount of information on a video
recording that is required to prosecute a suspect in a
court of law may be much greater in many instances
than what a school video system will normally collect.
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The cost of color cameras is slowly approaching the
cost of black-and-white cameras. Currently, the cost of
a color camera as compared to an equivalent black-
and-white camera is anywhere from 30 percent to 70
percent greater. Most school applications will find the
higher priced color cameras necessary for their goals.
An exception to this would be a camera applied in a
small interior room or area where any potential perpe-
trators will be close enough so that their faces will be
easily identifiable in black and white.

When using either black-and-white or color cameras
under low light level conditions (such as at night with
artificial lighting) it is necessary to evaluate the effec-
tiveness of the existing lighting. Generally, security
applications of cameras require higher light levels and
more evenly distributed lighting than is found in park-
ing lots with typical safety lighting. Also, if school offi-
cials plan to use their cameras for nighttime applica-
tions, color cameras will require a higher lighting level
than black and white cameras. (See the section on
lighting requirements and nighttime applications.)

6. Fixed versus pan-tilt-zoom cameras

Two types of camera configurations are available on
the market: the fixed camera and the pan-tilt-zoom
camera. Fixed cameras are mounted in a stationary
position (although what the camera is mounted on
may actually move, such as on a police vehicle). These
cameras will view the same scene until physically relo-
cated. The scene is typically recorded and, less often,
the scene is also viewed simultaneously on a monitor
by security personnel.
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Exhibit 2.6. A pan-tilt-zoom camera that is set to automatically pan an area may completely miss capturing incidents of concern.
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the shield of the coaxial cable due to a voltage difference
in the ground between the ends of the cable) and interfer-
ence from radio frequencies (RF) or other signals must be
considered. Coaxial cables should not be run next to, or
parallel with, power lines over long distances. Equipment,
such as hum transformers and electronic video clamps, is
available in instances where interference is a problem.

With exterior coaxial cable runs, close lightning strikes
can induce voltage surges on the cable that can dam-
age equipment on both ends. To protect equipment,
surge protectors are installed at both ends of the cable
run.

Fiber optic cabling is an excellent alternative to coaxial
cable. With fiber optics, there are no concerns with
noise, RF interference, ground loops, or voltage surges.
Fiber optic systems require a transmitter at the cam-
era end and a receiver at the monitoring end. Fiber
optic systems are more costly than coaxial cable sys-
tems for short runs but become more cost effective
with longer cable runs (greater than 3,000 feet).
Installation of fiber optics is also more expensive,
requiring trained and experienced installers and spe-
cialized tools for handling and connecting.

For interior applications, cabling for hardwired camera
systems should be placed within a metal conduit if it
is exposed or accessible by building occupants, includ-
ing maintenance staff. A good example of this is
cabling run above loose/replaceable ceiling tiles.

Short-distance, low-power RF wireless camera systems
for video signal transmission are becoming more popu-
lar. (Wiring is still required for power.) A transmitter is

required at the camera, as well as a receiver at the
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recording end. This will add an estimated $1,000 or
more to the price of the system for each distinct camera
location (multiple cameras can be at one location, as in
exhibit 2.8). In many cases, however, wireless may be
cheaper (and certainly easier) than running cabling.

Acceptable distances between a transmitter and receiv-
er may range up to about 1,500 feet if the camera
transmitter is in direct line-of-sight of the receiver. If
equipment is located such that data transmissions
must go through walls, fences, and so forth, the detail
of the transmission can quickly degrade if the transmit-
ter/receiver distance is already close to the manufac-
turer’'s recommended maximum distance. Installation
distances to be implemented for camera transmissions
should be much less than manufacturer recommenda-
tions if the transmitter and receiver are not within each
other’s line of sight.

The advantage of wireless camera systems is, of course,
that cabling does not have to be run underground,
through the air, or behind walls and ceilings. Therefore,
the chance of tampering is much less. However, wireless
applications where distances are close to manufacturer
limitations may experience interference from very
unusual sources, e.g., a nearby parked truck. Previous
installation experience is usually required to set up
such a system, due to the different antennas available
that can perform differently in unique setups.

Short-distance, low-power RF transmission systems,
such as a school’s wireless camera system, usually do
not require licensing by the Federal Communications
Commission (FCC). Higher power systems will require
an FCC license.
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8. A more technical discussion of formats,
resolution, pixels, lenses, and field of view

A basic familiarity with camera terminology is probably
adequate for most school administrators who plan to
go out on bid for a CCTV system. However, for the ben-
efit of those who might be responsible for choosing or
upgrading camera equipment, the following discussion
presents these technical specifications in more depth.

Formats. Camera format relates to the size of the cam-
era imaging device. Most solid-state cameras used in
security applications today are 1/,-inch or 1/;-inch for-
mat. There are some 2/;,-inch cameras still in use, and
some 1/,-inch format cameras are beginning to appear
on the market. The trend has been to make camera
formats smaller as picture element densities have
increased, giving the manufacturer more imaging
devices per production run, reducing costs, and allow-
ing for smaller cameras.

Resolution. Resolution is the ability to resolve or see small
details in an image. Resolution for CCTV cameras (as well
as for TV monitors and recorders) is usually specified in
terms of horizontal lines of resolution. Horizontal lines of
resolution relates to the number of independently resolv-
able elements (small details) in three-fourths of the pic-
ture width. CCTV cameras range from 200 to more than
1,000 lines of horizontal resolution. Higher resolution
cameras generally cost more than lower resolution cam-
eras. For a typical color security camera system (system
includes camera, cabling, recorder, and TV monitor) that
uses a standard National Television Systems Committee
(NTSC) color video signal format, 300 to 400 lines of hori-
zontal resolution are common. Black-and-white systems
for tighter security applications typically range from
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500 to 700 lines of resolution. Cameras with more than
800 lines of resolution are commonly used in broadcast
TV, medical, or industrial applications.

Pixels. Active picture elements, sometimes referred to
as pixels, is a term used specifically with cameras

and is directly related to horizontal lines of resolution.
Active picture elements are the actual number of light-
sensitive elements that are within the camera imaging
device. Active picture elements are expressed with a
horizontal number (the number of elements horizontally
across the imager device) and a vertical number (the
number of elements vertically on the imager). A camera
specified with 768H by 494V picture elements has 494
rows of picture elements vertically, with each row hav-
ing 768 elements horizontally. For black-and-white
cameras, horizontal lines of resolution relate to picture
elements by a three-fourths factor (by definition of hori-
zontal lines of resolution) so a black-and-white camera
with 768 active picture elements will have 576 horizon-
tal lines of resolution. This would hold true for color
cameras as well, except that the NTSC format limits
signal bandwidth which reduces resolution.

Lines of resolution, camera format, and lens focal
length (discussed later) are the camera-specific part of
what determines if a camera scene will be useful for a
particular application. Other items to consider include
lighting, shadowing, camera aiming, and camera sensi-
tivity. Before selecting a camera and lens combination
for an application, one must determine what is desired
to be seen in the image. Just being able to see a person
in a specific area, such as a parking lot, will require
one set of minimum criteria for camera and lens selec-
tion. Being able to identify a person by facial features (if
the person faces the camera) will require a different set
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of criteria. For identification purposes, a person must
be much larger in a scene than for the purpose of just
determining if a human is present.

Because a camera scene is observed on the TV moni-
tor, the entire CCTV system resolution must be consid-
ered. This includes the camera and lens combination,
the camera signal transmission equipment (such as
coaxial cable and amplifiers), the TV monitor, and the
recorder. All components of the system must have ade-
quate resolution for the application desired.

For observation of a camera scene to determine only if
a human is in the scene (or to be able to distinguish
between a person and an animal), a minimum criteria
of 6 horizontal TV lines across a 1-foot-wide object
within the scene is used. (In terms of active picture
elements, this means that a 1-foot-wide object would
cover 8 horizontal active picture elements for each row
of picture elements for the height of the object on the
camera imager.) For identification of a person by facial
features, 16 horizontal lines (21 pixels) of resolution
subtending a 1-foot-wide object is needed.

The lens focal length (discussed in the next section),
camera format, and how far an object is from the cam-
era will determine how large an object is within the
scene, as well as how many active picture elements the
object covers on the camera imaging device. Higher res-
olution cameras (for example, 576 horizontal lines or
higher) can be used to distinguish objects farther away
(smaller in the scene) than a lower resolution camera
(approximately 250 horizontal lines) allows. In other
words, an object can be smaller in the scene for higher
resolution cameras and still meet the minimum hori-
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zontal resolution criteria. The significance of this is that
fewer higher resolution cameras will be needed than
low-resolution cameras in some interior and many exte-
rior applications.

Lenses. A camera lens focuses light reflected from
objects within a scene onto the imaging device of the
camera. The imaging device converts light to an electri-
cal signal. Lens focal length and aperture are two
important parameters to consider.

Lens focal length describes the relative magnification of
the lens. The camera field of view (defined below) will be
dependent on the lens focal length, along with the cam-
era imager format size. Similar to the camera imager
format, there is a format size for lenses. For most
cases, the lens format size should be matched to the
camera imager format size. Mismatched format sizes
can result in the focused image being too large or too
small for the camera imaging device. Different camera
and lens formats can be used satisfactorily in a few
instances.

Except for the most uncommon sizes, there usually is
not a large price difference between various lens sizes.
The most common sizes are 4.8mm, 5.6mm, 8min,
12mm, 16mm, 25mm, and 35mm. A 35mm lens has
the longest range with the narrowest field of view. The
4.8mm lens can see much shorter distances, but it will
have a much wider field of view. Most lens sizes can be
used in exterior applications, depending on the view
desired. Shorter focal length lenses, such as 4.8mm or
5.6mm, are typical for interior applications, due to the
shorter distances involved.
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Exhibit 2.10. The left-hand image demonstrates a camera lens focal length of 4.8mm.
The right-hand image uses a focal length of 16mm.
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Exhibit 2.11. Field of View Camera Coverage
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necessary to purchase a housing that is also insulated.
Extremely cold environments would be any location
where temperatures drop to less than -30°F.

A sunshield may be required in some locations. A sun-
shield can provide artificial shade and serve as a glare
screen. A sunshield can lower the internal temperature
of a housing by 10-15°F and can reduce the effects of
sunrise/sunset glare. Dome housings, because of their
overall design, do not usually have a sunshield option.

In warmer climates, housing ventilation may be
required. Many housings or domes have an optional fan
attachment and air vents. Filters over the vents will
need to be cleaned or replaced on a regular basis, thus
adding to maintenance requirements. Sealed housings
with fans for heat dissipation or condensation control
can be used, but are usually more expensive.

Humidity can do the most damage to cameras and
other electronic equipment. If the camera is to be
installed in an obviously high-humidity area, a pres-
surized environmental housing may be required. These
are purged and pressurized with dry nitrogen. The
sealed pressurized housing ensures that changing out-
side pressures will not force any dirt, humidity, and/or
oxygen into the tube. Cabling for these units is
installed through the back via a specialized plug.

Corrosion caused by salt can be a major problem in
areas of the country with high humidity that are near
an ocean (such as Florida). In pool areas, chlorine is a
problem. These different types of corrosives can reduce
the life expectancy of a camera or lens dramatically.
Therefore, if an environment is considered corrosive,
only those housings or domes that are considered
environmentally sealed should be used.
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A camera’s vulnerability to vandalism must be taken
into consideration (exhibit 2.12). A housing or dome
that can accommodate a lock may be required. To pre-
vent tampering, the housing should be made of steel,
although fairly tough plastic housings are available.
Such tamper-proof housings or domes are often made
of 10-gauge (or higher) steel.

Some situations call for bullet-resistant housings. These
units are usually constructed of 12-gauge stainless
steel. The front glass will be constructed of a i/-inch

or thicker Lexan-type material. Two squares of 1/-inch
plate glass sandwiched around a v/-inch square of
Lexan can probably prevent scratching of the surface
due to washing, wind, and dust.

When choosing a proper housing or dome, it is impor-
tant to consider the actual dimensions of the unit.
Refer to the camera and lens specification sheets to
determine the size of the housing. Leave enough room
for cable connectors. The objective is to keep the unit
small but allow room for everything to fit and to be
accessible. Ideally, the selected housing will allow the
camera to be focused and the parameters adjusted
while the camera is mounted inside the housing. This
depends on the design of the housing. Some housings
have a hinged cover, opening from the top, that allows
for easy focusing and adjustment. If mounted inside
near the ceiling, this type of housing may not be feasi-
ble. Some housings allow the cover to slide off the base
for easy adjustment of the camera parameters.

The prices of camera housings vary considerably.
When going out on bid, be certain that your require-
ments document includes the features you will need.
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10. Placement and mounting

To avoid the effects of blooming, streaking, and glare,
all of which can wash out the video image, exterior
cameras should be mounted below the nighttime light-
ing sources and aimed downward to shun direct sun-
light, especially that occurring during sunrise and
sunset. This may require a minimum mounting height
of 18-20 feet. An even higher mounting height will
help prevent vandalism of the camera. Consider the
height required if a truck can be parked directly
beneath the camera, where a perpetrator could stand
on the truck’s cab to reach the camera. Cameras
should always be mounted on solid surfaces to prevent
wind movement and vibration. Wooden poles can twist
with high winds over a period of time and cause the
camera view to change. Under these conditions, the
camera may periodically require direction alignment.

In the interior environment, cameras cannot be
mounted higher than the ceiling so it may be easier for
an intruder out-of-view of the cameras to vandalize or
tamper with them. This situation can be helped if the
scene viewed by two cameras includes the other cam-
era, such as cameras mounted at each end of a hall-
way or room and aimed to include a view of the other.

‘Cabling to the cameras must be protected from van-
dalism and tampering. In interior installations, wires
can be hidden from view and therefore protected by
routing them through the ceiling and/or walls.
However, the small amount of wiring that may run
from the camera to the wall or ceiling must be in a
conduit. Also be aware that employees with access to
the ceiling could tamper with your camera wiring.

For exterior camera installations, the video and power
cabling to the cameras should be installed in a con-
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duit. For underground runs, special cabling for direct
burial should be used if the cable is not installed in a
conduit. The cable running up poles or buildings to
the cameras must be in a conduit because this is a
very vulnerable location for vandalism and tampering.

Camera mounts should be selected to handle the weight
of the camera, lens, and housing. A good rule of thumb
is to select a mount that will handle twice the weight of
the load as calculated from the specification sheets of
the selected components. Mounts are usually specified
as indoor or outdoor mounts. A mount designated for
installation outside also can be used for interior instal-
lations, but an indoor mount should not be used out-
doors. Outdoor mounts are treated for corrosive effects
not normally encountered indoors (although one com-
mon exception would be in a high-humidity area such
as an indoor pool). Some mounts have separate mount-
ing bases and must be selected for either suspended
ceiling or solid wall/ceiling mounting locations. Pole
mount brackets are available for some outdoor camera
mounts. The mounts should have adjustable heads to
allow for up/down and sideways adjustment of the cam-
era field of view. Mounts also come in different lengths,
and this may be a consideration when a camera hous-
ing adds to the length requirement. Primarily, the
mount should be rigid enough and mounted securely
enough to the surface so that the camera does not
vibrate under normal operating conditions.

Many camera manufacturers and distributors also
carry a full line of camera mounts, as well as housings
for their cameras. Mounts are priced anywhere from
approximately $30 to $150.
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Lighting position. The position of lighting in relation to
the camera field of view is also important. As much
as possible, light sources must be kept out of the
camera’s field of view. Lights that are illuminating a
camera scene should be mounted higher than the
cameras. When determining a location and field of
view for a camera, extraneous light sources, such as
building-mounted lighting for pedestrians that will be
in the camera view, must be considered. Extraneous
light sources can cause blooming and streaking in a
camera, rendering portions of the field of view unus-
able. Distant light sources that are relatively dim are
usually not a problem.

Other lighting. Another type of lighting is known as
infrared (IR) or near infrared. The spectrum for this
lighting is just below red and is not visible to the
human eye. Most black-and-white cameras have sensi-
tivity into the infrared. A black-and-white camera can
be used with this type of lighting to observe areas at
night without having lighting that is visible to humans.
To make use of IR lighting, the camera must not have
~an IR cut filter. Cameras can be ordered without IR cut
filters; be sure to specify no IR cut filter when ordering.

Commercial IR light sources include incandescent and
the light emitting diode (LED). The incandescent type
typically use a 300- to 500-watt lamp and a visible light
cut filter. These are expensive to purchase (8800-$1,200)
and expensive to operate and maintain (2,000 hours is a
nominal life expectancy of the incandescent lamp). The
LED type emits light in the IR and is also expensive to
purchase (around $1,200) but uses less power and has a
much longer life expectancy. The incandescent type will
provide more illumination than the LED type. With either
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type of IR light, more light fixtures will be required to
illuminate an area than with visible lighting. While IR
lighting has the advantage of not being visible to
humans, it is fairly expensive.

Alternatives to lighting. There are two camera technolo-
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