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F E D E R A L  E M E R G E N C Y  M A N A G E M E N T  A G E N C Y  

U N I T E D  S T A T E S  F IRE A D M I N I S T R A T I O N  

N A T I O N A L F I R E A C A D E M Y  

FOREWORD 

The Federal  Emergency  Management  
Agency (FEMA) was  es tabl ished in 1979. 
FEMA's miss ion  is to focus Federal 
effort on p r epa rednes s  for, mitigation of, 
r esponse  to, and  recovery from 
emergencies  encom pass ing  the full 
range of na tu ra l  and  m a n m a d e  
disasters .  

FEMA's National Emergency  Training 
Center  (NETC) in Emmitsburg ,  
Maryland,  inc ludes  the United States  
Fire Adminis t ra t ion (USFA), its National 
Fire Academy (NFA), and  the Emergency  
Managemen t  Inst i tute  (EMI). 

To achieve the USFA's legislated 
m a n d a t e  (under  Public Law 93-498,  
October  29, 1974), "to advance  the 
professional  development  of fire service 
personnel  and  of other  pe rsons  engaged 
in fire prevent ion and  control  activities," 
the U.S. Fire Adminis t ra t ion ha s  
developed an effective p rogram linkage 
with es tabl ished fire t ra ining sys t ems  
which exist at  the State and  local levels. 
The field courses  of the USFA's National 
Fire Academy have been sponsored  by 
the respective State fire t ra ining 
sys t ems  in every State. 

The USFA is p roud  to join with State 
and  local fire agencies in providing 
educa t iona l  oppor tuni t ies  to the 
member s  of the na t ion ' s  fire services. 
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EMERGENCY RESPONSE TO TERRORISM: S E L F ~ T U D Y  

T H E  I M P O R T A N C E  OF T H I S  
T R A I N I N G  

You are  one  of the  first  to arr ive on  the  
scene  of a s u s p e c t e d  te r ror i s t  incident .  
As a t'n'st r e s p o n d e r  t r a ined  a t  the  
a w a r e n e s s  level, you  are  a m o n g  the  first  
to wi tness  or  d iscover  a n  inc ident  
involving cr iminal  activity or t e r ro r i sm  
a n d  to ini t iate a n  e m e r g e n c y  r e s p o n s e  
s equence  by  notifying the  p rope r  
au thor i t ies .  In th is  role you  need  the  
following compe tenc i e s  which  you  can  
acqui re  t h r o u g h  t ra in ing  a n d  
profess iona l  experience:  

• a n  u n d e r s t a n d i n g  of wha t  t e r ro r i sm 
is a n d  the  r i sks  a s soc ia t ed  with  
s u c h  a n  incident;  

• a n  u n d e r s t a n d i n g  of the  po ten t ia l  
o u t c o m e s  a s soc ia t ed  with a te r ror i s t  
incident ;  

• the  abil i ty to recognize the  p r e s e n c e  
of, a n d  identify, c r iminal  act ivi ty or  
t e r ro r i sm in an  emergency ;  

• an  u n d e r s t a n d i n g  of the  role of the  
first  r e s p o n d e r  as  it r e la tes  to 
c o m p o n e n t s  of a n  e m e r g e n c y  
r e s p o n s e  plan,  inc luding  site 
secur i ty  a n d  the  U.S. D e p a r t m e n t  of 
T r a n s p o r t a t i o n ' s  (DOT) North 
American Emergency Response 
Guidebook; 

• the  abil i ty to realize the  need  for 
addi t iona l  r e sources ,  a n d  to m a k e  
a p p r o p r i a t e  not i f icat ions  to an  
e m e r g e n c y  c o m m u n i c a t i o n  center ;  
a n d  

• the  abil i ty to self-protect ,  keep ing  
r e s p o n d e r  safe ty  a s  a priority.  

C U R R I C U L U M  O V E R V I E W  

In Oc tober  1996, a t  the  USFA, a 
n u m b e r  of p r o m i n e n t  sub jec t  m a t t e r  
exper t s  pe r fo rmed  a needs  a s s e s s m e n t  
and  f o r m u l a t e d  a c u r r i c u l u m  direct ion 
for the  USFA, inc luding  the NFA, in the  
a r e a  of e m e r g e n c y  r e s p o n s e  to 
t e r ror i sm.  As a resul t ,  the NFA will 
offer new c o u r s e s  as  pa r t  of its exis t ing  
H a z a r d o u s  Mater ia ls  Cur r i cu lum.  

The USFA's NFA will u se  the  five-level 
h a z a r d o u s  m a t e r i a l s  t ra in ing  mode l  in 
des ign ing  these  E m e r g e n c y  R e s p o n s e  to 
Te r ro r i sm t ra in ing  courses .  OSHA CFR 
1910.120 is the  ba s i s  for th is  five-level 
model .  These  levels are a w a r e n e s s ,  
opera t ions ,  technic ian ,  specia l is t ,  a n d  
inc ident  c o m m a n d .  Occas ional ly ,  the  
ma te r i a l  t o u c h e s  on  opera t iona l  a n d  
m a n a g e r i a l  i s sues .  However ,  the  in t en t  
is to in t roduce  fn-st r e s p o n d e r s  to the  
c o n s e q u e n c e s  of e m e r g e n c y  r e s p o n s e  to 
t e r ror i sm.  The  r e s p o n s e  to t e r r o r i s m  
t r a c k  will inc lude ,  in addi t ion  to th i s  
course ,  bas ic  concep t s  for f irst  
r e s p o n d e r s  ( complemen t ing  a n d  
e n h a n c i n g  th is  se l f - s tudy  m o d u l e  for 
indiv iduals  t r a ined  to the  o p e r a t i o n s  
level), tact ical  cons ide ra t i ons  (for 
indiv iduals  t r a ined  to the  t e chn i c i an  or 
special is t  levels), a n d  inc ident  
m a n a g e m e n t  (for inc ident  c o m m a n d  
personnel) .  The  USFA's r e s p o n s e  to 
t e r ro r i sm tra ining,  like i ts  h a z a r d o u s  
ma te r i a l s  t ra ining,  is c o n s i s t e n t  wi th  
the  Nat ional  Fire Protect ion 
Assoc ia t ion ' s  Profess ional  Qua l i f i ca t ions  
4 7 1 , 4 7 2 ,  a n d  473. The NFA p l a n s  to 
re lease  all these  cou r se s  d u r i n g  1997 
a n d  1998. 

C O U R S E  O V E R V I E W  

This  se l f - s tudy  c o u r s e  is de s igned  to 
provide you  with  a genera l  i n t roduc t i on  
to the  bas ic  concep t s  for f i r s t - r e s p o n d e r  
a w a r e n e s s  a t  the  scene  of a po ten t i a l  
te r ror i s t  incident .  To m a s t e r  the  b a s i c s  
more  thoroughly ,  it is r e c o m m e n d e d  
tha t  you  comple te  th is  c o u r s e  a s  well a s  
the  NFA's co r r e spond ing  16 -hou r  
course ,  Emergency Response To 
Terrorism: Basic Concepts (ERT:BC) 
(available a s  of S e p t e m b e r  1997). 

This  course  inc ludes  five m o d u l e s ,  a 
Glossary ,  a C u r r i c u l u m  Guide ,  
Appendix  A: Ter ro r i sm Annex  to the  
Federal  Response  Plan, Append ix  B: 
Pres ident ia l  Decis ion Directive 39 
(Unclassified), a n d  Appendix  C: Rela ted  
Course  List. 

iv 
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M o d u l e  I: T e r r o r i s m  In P e r s p e c t i v e  
defines  t e r ro r i sm,  p r e s e n t s  a his tor ical  
perspec t ive ,  a n d  provides  a n  overview of 
po ten t ia l  t h r e a t s  (biological, nuc lea r ,  
incendiary ,  chemica l ,  a n d  explosive). 

M o d u l e  2: I n c i d e n t s  a n d  I n d i c a t o r s  
identif ies cr i ter ia  for recognizing 
susp ic ious  incidents ;  p r e s e n t s  onscene  
key  indicators ,  inc luding  those  for 
locat ing te r ror i s t  inc idents ;  a n d  l is ts  
ou twa rd  wa rn i ng  s igns  a n d  de tec t ion  
clues.  

M o d u l e  3: S e l f - P r o t e c t i o n  inc ludes  
the  types  of po ten t ia l  h a r m  e n c o u n t e r e d  
a t  the  scene  of a n  incident ,  a n d  m e a n s  
of protec t ion .  

M o d u l e  4: S c e n e  C o n t r o l  desc r ibes  
initial r e s p o n s e  a n d  arr ival  
cons ide ra t ions  a n d  the  a p p r o p r i a t e  
cou r se  of ac t ion  for scene  isolat ion a n d  
evacua t ion .  

M o d u l e  5: N o t i f i c a t i o n  a n d  
C o o r d i n a t i o n  provides  p r o c e d u r e s  for 
ac t iva t ing  r e s p o n s e  resources .  

The Glossary, located  a t  the  end  of the  
final module ,  con t a in s  def ini t ions  of 
t e r m s  re la ted  to f i r s t - r e sponder  
a w a r e n e s s  respons ib i l i t ies  and  
opera t ions .  

A R e l a t e d  C o u r s e  List  and  a 
B i b l i o g r a p h y  are  inc luded  to he lp  you  
con t inue  l ea rn ing  af ter  you  have  
comple t ed  the  course .  They  cons i s t  of a 
list of re fe rences  a n d  o the r  
r e c o m m e n d e d  cou r s e s  t h a t  m a y  be 
helpful  in learn ing  a b o u t  e m e r g e n c y  
r e s p o n s e  to t e r ro r i sm.  

T A R G E T  A U D I E N C E  

The p r i m a r y  ta rge t  aud i ence  for th is  
cou r se  inc ludes  th ree  g r o u p s  of people ,  
ideally t r a ined  to the  a w a r e n e s s  level in 
h a z a r d o u s  m a t e r i a l s  r esponse :  

fire pe rsonne l ;  
e m e r g e n c y  medica l  service 
r e sponde r s ;  a n d  

• h a z a r d o u s  ma te r i a l s  r e s p o n d e r s .  

In addi t ion,  th is  cou r se  a lso  is de s igned  
to benef i t  

• l aw-en fo rcemen t  pe r sonne l ;  
• e m e r g e n c y  c o m m u n i c a t i o n s  

personne l ;  
• ju r i sd ic t iona l  e m e r g e n c y  

coord ina tors ;  
• e m e r g e n c y  m a n a g e m e n t  pe r sonne l ;  
• publ ic  works  m a n a g e m e n t ;  
• publ ic  hea l th  workers ;  
• Armed  Forces ,  Reserves ,  Nat iona l  

Guard ;  a n d  
• d i s a s t e r  r e s p o n s e  agencies .  

H O W  T O  C O M P L E T E  T H I S  C O U R S E  

J u s t  a few s u g g e s t i o n s  to 
he lp  you ga in  m o r e  f rom 
y o u r  se l f - s tudy  l ea rn ing  
exper ience.  

You will benef i t  m o s t  if 
you  do not  r u s h  t h r o u g h  

th is  course .  Do not  try to r ead  it cover-  
to-cover  in one sitt ing. T h r o u g h o u t  the  
text  the  a u t h o r s  have  in se r t ed  q u e s t i o n s  
t h a t  e n c o u r a g e  you  to s top  read ing ,  
reflect a bit  on w h a t  you have  read ,  a n d  
app ly  it to you r  local s i tuat ion.  These  
ques t i ons  a re  called,  "Thinking About My 
Situation..." You m a y  not  be  able  to 
a n s w e r  all of the  ques t ions  comple te ly ,  
b u t  the  more  you  reflect on t h e m  a n d  
t ry  to find answer s ,  the m o r e  va luab le  
the  l ea rn ing  exper ience  will be. S o m e  of 
the  q u e s t i o n s  encourage  you  to go 
beyond  the  text  a n d  find i n fo rma t ion  in 
o the r  sources .  The ques t ions  a re  
des igned  to app ly  the  m o d u l e  objec t ives  
to y o u r  local s i tuat ion.  

At the  end  of e a c h  m o d u l e  is a final 
l ea rn ing  activity: "What I Will Do As 
Followup To This Module..." a s k i n g  you  
to app ly  w h a t  you  have  j u s t  l e a rned  to 
y o u r  local s i tua t ion .  If u s e d  correct ly ,  
t hese  final q u e s t i o n s  could be  the  
sp r ingboa rd  to s o m e  very wor thwhi le  
p o s t c o u r s e  act ion s t eps  for you  a n d  
y o u r  d e p a r t m e n t .  
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After you  f inish r ead ing  the  modu le  a n d  
a n s w e r  as  m a n y  of the  reflection 
ques t ions  a s  poss ible ,  you  c a n  comple te  
the  co r r e s pond i ng  lea rn ing  checks ,  a n d  
review the  a n s w e r s  provided to a s s u r e  
t ha t  you  have  m a s t e r e d  the  content .  

The l ea rn ing  c h e c k s  will he lp  you  
eva lua te  y o u r  m a s t e r y  of the  mater ia l .  
If you  are  u n a b l e  to a n s w e r  all of the  
ques t ions  correctly,  you  m a y  wan t  to 
r ead  the  co r r e s pond i ng  m a t e r i a l s  again.  

F I N A L  E X A M I N A T I O N  

The final examina t ion ,  located a t  the  
end  of the  cou r s e  ma te r i a l s ,  will t e s t  the  
knowledge  you  have  ga ined  f rom the 
course .  To receive a n  NFA Cert if icate of 
Comple t ion ,  mai l  the  comple t ed  
examina t i on  form to the  a d d r e s s  
provided on the  form. You m u s t  score 
70 pe rcen t  or h igher  in order  to receive 
the  certificate.  Upon  success fu l  
comple t ion ,  cer t i f icates  will be  mai led  
within  six to eight  weeks .  

A D D I T I O N A L  C O P I E S  OF T H E  
C O U R S E  

For addi t iona l  copies  p lease  con t ac t  the  
Uni ted  S ta t e s  Fire Admin i s t r a t i on  
Pub l i ca t ions  Office a t  1 -800-238-3358 ,  
ext. 1189 or (301) 447-1189 .  Or  you  
m a y  con tac t  t h e m  a t  

Web Site: www.us fa . fema .gov  
FAX No. (301) 447 -1213  
E-mail :  u s f apubs (~ fema .gov  

In t e re s t ed  pa r t i e s  also m a y  down load  
th is  cou r se  f rom the In t e rne t  a t  
h t tp :  \ \www.us fa . fema .gov .  

This  course ,  or a n y  pa r t  of it, m a y  be  
dup l i ca ted  wi thou t  copyr ight  
res t r ic t ions .  

vi 
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ERT:SS INTRODUCTION 

SAFETY, THE MOST IMPORTANT 
ISSUE 

As a first responder, safety is your most 
important concern. You must protect 
yourself so that you can protect your 
fellow responders and the public. If you 
do not arrive safely at the incident scene, 
or if you become injured or incapacitated 
in any way, you will not be able to 
provide the services required by the 
initial call for help. We need to examine 
some of  the pertinent issues of scene 
control, keeping your safety and 
survival in mind. The use of  personal 
protective equipment (PPE) coupled 
with positive pressure self-contained 
breathing apparatus (SCBA) will greatly 
increase your safety. 

All emergency operations must be 
organized to be successful. Remember 
that the initial actions taken by the first 
responders will affect the final outcome 
of the incident. Besides, an organized 
and well-managed incident creates a 
safer environment for all involved. One 
of  the best ways to understand the nature 
of  organization is to view it from a 
systems approach. 

A system is a unit of  interrelated, 
dependent parts or functions designed to 
achieve a common goal. 

A good example is the human body. 
The body's systems--sensory, nervous, 
muscular, circulatory, reproductive, and 
skeletal--all play a role in sustaining life. 

If the systems are not 
properly interrelated and 
fail to function as one 
organism, life is threatened. 
Similarly, if the emergency 
scene is not properly 
managed, the potential for 
loss of  scene control exists. 

Not only is scene control lost, there 
could be other consequences resulting in 
greater loss of  life or injury. Therefore, 
the use of  an integrated systems 
approach, such as incident command, is 
critical to the outcome of  the incident. 

If you suspect a chemical, biological, or nuclear incident, this text does not provide 
you with the necessary training to completely protect yourself. Your principal 
responsibility in this instance is to call those responders who have the appropriate 
training and equipment. 

- 3 -  
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E R T : S S  M o d u l e  1 

Objectives 
After c o m p l e t i n g  th i s  modu le ,  you  will 
be  able  to: 

• define t e r ro r i sm ,  a n d  recognize  the  
chief  c h a r a c t e r i s t i c s  of t e r ro r i s t  
activit ies;  

• recognize  a t t a c k  vu lnerab i l i ty  
factors ;  a n d  

• ident i fy chief  c h a r a c t e r i s t i c s  of the  
five ca tegor i e s  of  po ten t i a l  t e r ro r i s t  
t h rea t s .  

T H E  T H R E A T  IS  R E A L  

Ter ro r i s t s  have  the  knowledge  a n d  the  
capab i l i ty  to s t r ike  a n y w h e r e  in the  
world.  We have  seen  t h a t  w h e n  
p roper ly  m o t i v a t e d  they  will do 
w h a t e v e r  they  h a v e  to do in order  to 
ach ieve  the i r  goals .  Recen t  e x a m p l e s  of 
t e r ro r i s t  a t t a c k s  inc lude  the  World 
Trade  Cen te r  bombing ,  F e b r u a r y  1993; 
the  Tokyo S u b w a y  nerve  agen t  a t t ack ,  
March  1995; a n d  the  O k l a h o m a  City 
bombing ,  April 1995. There  have  b e e n  
sma l l e r  b o m b i n g  inc iden ts ,  no t  
neces sa r i l y  c l a s sed  a s  t e r ro r i s t  even ts ,  
a t  the  1996 Olympics ,  a t  family 
p l a n n i n g  clinics,  and ,  recent ly ,  a t  social  
c lubs .  The  list m o s t  l ikely will c o n t i n u e  
to  grow. 

All c o m m u n i t i e s - - e s p e c i a l l y  those  in 
free soc ie t i e s - -a re  v u l n e r a b l e  to 
inc iden t s  involving t e r ro r i sm.  Nearly 
all of  t he se  c o m m u n i t i e s  con t a i n  s o m e  
high-vis ibi l i ty  ta rget .  These  t a rge t s  
u s u a l l y  are  s i t ua t ed  a long  r o u t e s  wi th  
h igh  t r a n s p o r t a t i o n  a n d  acce s s  
potent ia l .  Many  m a y  have  
m a n u f a c t u r i n g  a n d  t es t ing  facilities. 
O the r  e x a m p l e s  of loca t ions  t ha t  m a y  
b e c o m e  t a rge t s  for c r imina l  or t e r ro r i s t  
act ivi ty inc lude  

• pub l ic  a s s e m b l y ;  
• pub l ic  bui ld ings;  
• m a s s  t r ans i t  sy s t ems ;  
• p l aces  with h igh  economic  impac t ;  
• t e l e c o m m u n i c a t i o n s  facilities; a n d  

• p l aces  with h is tor ica l  or  symbo l i c  
s ignif icance.  

Desp i t e  o u r  s ecu r i t y  c o n s c i o u s n e s s ,  if 
t e r ro r i s t s  i n t end  to w r e a k  h a v o c  it will 
be difficult to s top  them.  

An act  of t e r r o r i s m  can  occu r  
a n y w h e r e ,  a t  a n y  m i n u t e ,  w h e n  y o u  
would  l eas t  expec t  it. No ju r i sd i c t i on ,  
u r b a n ,  s u b u r b a n ,  or  rural ,  is total ly 
i m m u n e .  

W h a t  Is T e r r o r i s m ?  

The  Federa l  B u r e a u  of I nves t i ga t i on  
(FBI) def ines  t e r ro r i sm  a s  "the u n l a w f u l  
u s e  of force aga in s t  p e r s o n s  or  p r o p e r t y  
to i n t imida te  or  coerce  a g o v e r n m e n t ,  
the  civil ian popu la t ion ,  or  a n y  s e g m e n t  
thereof ,  in the  f u r t h e r a n c e  of pol i t ical  
or  social  object ives."  This  def in i t ion  
i nc ludes  th ree  e l ement s :  

1. Ter ro r i s t  act ivi t ies  are  illegal a n d  
involve the  u s e  of  force. 

2. The ac t ions  in tend  to i n t i m i d a t e  or  
coerce.  

3. The  ac t ions  a re  c o m m i t t e d  in 
s u p p o r t  of polit ical  or  social  
object ives .  

In one  sense ,  it m a k e s  no  d i f ference  to 
a first  r e s p o n d e r  w h e t h e r  the  inc iden t  
is a t e r ro r i s t  ac t  or not. You still will 
r e s p o n d  a n d  be a m o n g  the  f irst  on the  
scene .  Natura l ly ,  the  size a n d  the  k ind  
of t e r ro r i s t  ac t ion  are  key  fac tors .  Bu t  
the  i m p o r t a n t  po in t  to no te  is t h a t  a n  
ac t  of t e r r o r i s m  is essen t ia l ly  di f ferent  
f rom n o r m a l  emergenc ie s .  You will 
h a v e  to dea l  wi th  a new se t  of 
c i r c u m s t a n c e s  far  different  f rom the  
s t r u c t u r a l  fire, the  au to  wreck ,  even  the  
h a z a r d o u s  m a t e r i a l s  incident .  

W h a t  Is a T h r e a t ?  

One way  to look a t  it is to see t h r e a t  a s  
cons i s t i ng  of two e lement s :  mot ive  a n d  
abili ty.  In one  sense ,  d e t e r m i n i n g  the  
t h r e a t  is a law e n f o r c e m e n t  func t ion .  
On a more  p rac t ica l  level, e m e r g e n c y  
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r e s p o n d e r s  n e e d  to real ize t h a t  a n y  
ind iv idua l  or  g roup  t h a t  h a s  b o t h  the  
mot ive  a n d  the  abi l i ty c a n  p e r p e t r a t e  
a n  ac t  of t e r ro r i sm.  There  a re  m a n y  
g r o u p s  t h a t  p o s s e s s  b o t h  the  mot ive  
a n d  the  abili ty;  the  law e n f o r c e m e n t  
c o m m u n i t y  m o n i t o r s  t hese  g r o u p s  
c o n s t a n t l y  to a s s e s s  the  level of th rea t .  

The  c r imina l  c o m p o n e n t  is the  m o s t  
i m p o r t a n t  e l e m e n t  s e p a r a t i n g  a 
te r ror i s t  o rgan iza t ion  a n d  its ac t ions  
f rom a leg i t imate  organiza t ion .  
However ,  a n y  organ iza t ion ,  l eg i t imate  
or not ,  c a n  r e so r t  to t e r ro r i s t  m e a n s  to 
ach ieve  i ts  poli t ical  or  social  agenda .  
We also n e e d  to r e m e m b e r  t h a t  a 
te r ror i s t  c a n  ac t  a lone.  

W h a t  m a k e s  the  t e r ro r i s t  event  so 
d a n g e r o u s  is t h a t  it is i n t ended  to 
c a u s e  d a m a g e ,  to inflict h a r m ,  a n d  in 
some  c a s e s  to kill. The  fire t h a t  s t a r t s  
in s o m e o n e ' s  h o m e  a s  a r e su l t  of 
ca r e l e s s  s m o k i n g  w a s  p r o b a b l y  not  set  
wi th  the  in t en t ion  to d a m a g e ,  hu r t ,  or 
kill. The re  a re  excep t ions ,  of  cour se ,  a s  
in the  case  of  a r son ,  b u t  no rm a l l y  m o s t  
of the  inc iden t s  you  will r e s p o n d  to a re  
not  c r imina l  in na t u r e .  Ter ror i s t s  will 
go to grea t  l eng ths  to m a k e  su re  the  
event  h a s  the  i n t e n d e d  impac t ,  even  it 
m e a n s  de s t roy ing  a whole bu i ld ing  a n d  
kil l ing all of i ts  o c c u p a n t s .  

Recent  b o m b i n g  inc iden t s  have  s h o w n  
t h a t  t he r e  c a n  be  a s e q u e n c e  of ev en t s  
careful ly  t imed  to inflict f u r t he r  h a r m  
on t hose  w h o s e  job  it is to r e s p o n d  to 
a s s i s t  o thers .  Th is  s h o w s  the  d e p t h  to 
which  t e r ro r i s t s  c a n  d e s c e n d  to ach ieve  
the i r  ends .  Some  add i t iona l  h a z a r d s  
will inc lude  

• a r m e d  res i s t ance ;  

• u s e  of w e a p o n s ;  
• booby  t r aps ;  a n d  
• s e c o n d a r y  events .  

E x p e r t s  genera l ly  agree  t h a t  t he r e  a re  
five ca tegor i e s  of  t e r ro r i s t  i nc iden t s .  We 
n e e d  to t ake  a br ie f  look a t  the  five: 
biological,  nuc l ea r ,  i ncend ia ry ,  
chemica l ,  a n d  explosive.  The  a c r o n y m  
B-NICE is a s imple  way to r e m e m b e r  the  
five. 

As we d i s c u s s  t he se  inc iden t s ,  it is 
i m p o r t a n t  to r e m e m b e r  the  four  r o u t e s  
of entry:  inha la t ion ,  a b s o r p t i o n ,  
inges t ion ,  a n d  inject ion.  As wi th  o t h e r  
inc iden t s ,  r e s p o n d e r s  s h o u l d  exerc i se  
good j u d g m e n t  in u s i n g  p e r s o n a l  
p ro tec t ive  e q u i p m e n t  (PPE) a n d  t r a i n ing  
p rov ided  to t h e m .  The u s e  of  p ro tec t ive  
c lo thing,  i nc lud ing  p o s i t i v e - p r e s s u r e ,  
se l f - con ta ined  b r e a t h i n g  a p p a r a t u s ,  will 
e n h a n c e  y o u r  c h a n c e s  of safe  a n d  
s u c c e s s f u l  r e s p o n s e  espec ia l ly  in 
s i t u a t i o n s  where  y o u  m a y  face  
s e c o n d a r y  c o n t a m i n a t i o n .  

A n  O v e r v i e w  

. Biological  
inc idents .  Severa l  
biological  a g e n t s  c a n  
be a d a p t e d  a n d  u s e d  
a s  t e r ro r i s t  w e a p o n s .  
These  inc lude  
a n t h r a x  ( s o m e t i m e s  

found  in sheep) ,  t u l a r e m i a  (or r a b b i t  
fever), cho le ra ,  encepha l i t i s ,  the  
p l ague  ( s o m e t i m e s  found  in p ra i r i e  dog 
colonies),  a n d  b o t u l i s m  (found in 
i m p r o p e r l y  c a n n e d  food). 

As one  involved in e m e r g e n c y  services ,  you  a l r eady  m a y  h a v e  r e s p o n d e d  to a t e r ro r i s t  
inc ident .  If you  have ,  w h a t  were  y o u r  key  c o n c e r n s  or  worr ies  a s  you  r e s p o n d e d  to the  
u n c e r t a i n t i e s  of the  s i t ua t i on?  
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In r e t rospec t ,  do y o u  t h i n k  y o u r  anx ie ty  level w a s  h igher  t h a n  in the  m o r e  c u s t o m a r y  
r e s p o n s e s  s u c h  a s  to a h o u s e  fire, a vehicle acc iden t  or  even a h a z a r d o u s  m a t e r i a l s  
inc iden t?  W h y  or why  no t?  

If you  have  neve r  b e e n  a s s o c i a t e d  with  a t e r ro r i s t  inc ident ,  w h a t  would  be  s o m e  of 
y o u r  anx ie t i e s  or  c o n c e r n s  a s  a n  e m e r g e n c y  se rv ices  p rov ide r  in  dea l ing  wi th  a 
s i t ua t ion  like th i s?  

Biological a g e n t s  p o s e  very s e r ious  
t h r e a t s  given the i r  fairly access ib le  
n a t u r e ,  a n d  the  po ten t i a l  for the i r  r ap id  
sp read .  The po ten t i a l  for d e v a s t a t i n g  
c a s u a l t i e s  is h igh  in a biological  
inc ident .  These  a g e n t s  a re  
d i s s e m i n a t e d  in the  following ways:  by  
the  u s e  of  ae roso l s  {spray devices),  oral  
( con t a m i na t i ng  food or wa t e r  suppl ies) ,  
d e r m a l  {direct sk in  con t ac t  wi th  the  
s u b s t a n c e )  exposu re ,  or  inject ion.  

There  a re  four  c o m m o n  types  of 
biological  agen t s :  bac te r i a ,  v i ruses ,  
r icket t s ia ,  a n d  toxins .  

Bacter ia  a n d  R i c k e t t s i a  

Bac te r i a  are  s ingle-cel led o r g a n i s m s  
tha t  mul t ip ly  by  cell divis ion a n d  can  
c a u s e  d i sease  in h u m a n s ,  p l an t s ,  or 
an ima l s .  Al though  t rue  cells, r i cke t t s i a  
are  sma l l e r  t h a n  bac t e r i a  a n d  live 
ins ide  indiv idual  h o s t  cells. E x a m p l e s  
of bac t e r i a  inc lude  a n t h r a x  {bacillus 
an thrac i s ) ,  cho le ra  (Vibrio cholerae) ,  
p l ague  (Yersinia pest is) ,  t u l a r e m i a  
(Francise l la  tu la rens i s ) ;  a n  e x a m p l e  of 
r i cke t t s i a  is Q fever (coxiella burnet i i ) .  

You m a y  be fami l ia r  wi th  the  d i sease  
a n t h r a x ,  a s s o c i a t e d  with  cat t le ,  sheep ,  
a n d  h o r s e s  se rv ing  a s  hos t s .  Hand l i ng  
of c o n t a m i n a t e d  hair ,  wool, h ides ,  f lesh,  
or o the r  a n i m a l  s u b s t a n c e s  c a n  lead to 
con t r ac t i ng  c u t a n e o u s  {dermal) 
a n t h r a x .  However ,  the  p u r p o s e f u l  
d i s s e m i n a t i o n  of s p o r e s  in aerosol ,  
s u c h  a s  for 

t e r ror i s t ic  p u r p o s e s ,  is a n o t h e r  way  
people  cou ld  c o n t r a c t  it a n d  c a u s e  a 
m o r e  d a n g e r o u s  fo rm of the  d i sease .  

Virus  

Viruses  a re  the  s imples t  type  of 
m i c r o o r g a n i s m s .  They lack  a s y s t e m  
for the i r  own m e t a b o l i s m  a n d  the re fo re  

Ebola as viewed 
through an electron 
microscope. 

d e p e n d  u p o n  
living cells  to 
mul t ip ly .  Th is  
m e a n s  t h a t  a 
v i ru s  will no t  live 
long  ou t s i de  of a 
hos t .  

Types  of  v i ru se s  t h a t  could  se rve  a s  
biological  a g e n t s  inc lude  sma l lpox ,  
V e n e z u e l a n  equ ine  encepha l i t i s ,  a n d  
the  viral  h e m o r r h a g i c  fevers  s u c h  a s  
the  Ebola  a n d  M a r b u r g  v i ruses ,  a n d  
L a s s a  fever. 

T o x i n s  

Toxins  a re  toxic s u b s t a n c e s  of n a t u r a l  
origin p r o d u c e d  by  an  an ima l ,  p l an t ,  or  
mic robe .  They  differ f rom c h e m i c a l  
a g e n t s  in t h a t  they  are no t  m a n m a d e  
a n d  typical ly  they  a re  m u c h  m o r e  
complex  ma te r i a l s .  Toxins ,  in severa l  
ca ses ,  a re  eas i ly  ex t r ac t ed  for u s e  a s  a 
t e r ro r i s t  weapon ,  and ,  by  weight ,  
u s u a l l y  a re  m o r e  toxic t h a n  m a n y  
chemica l  agen t s .  
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The four  c o m m o n  toxins  t h o u g h t  of a s  
po ten t i a l  biological  a g e n t s  a re  b o t u l i s m  
(botul inum),  SEB (s taphylococca l  
en te ro tox in  B), ricin,  a n d  myco tox ins .  

Ricin is a toxin der ived f rom the  c a s t o r  
b e a n  p lan t ,  ava i lab le  worldwide.  The re  

have  b e e n  severa l  
d o c u m e n t e d  c a s e s  involving 
r icin t h r o u g h o u t  the  U.S., 
pa r t i cu la r ly  in ru ra l  a reas .  

Castor Bean Plant 

R o u t e s  o f  E x p o s u r e  

The  p r i m a r y  r o u t e s  of e x p o s u r e  for 
biological  a g e n t s  a re  i nha l a t i on  a n d  
inges t ion .  Skin  a b s o r p t i o n  a n d  
in jec t ion  a lso  a re  po ten t i a l  r o u t e s  of 
en t ry ,  b u t  a re  less  likely. 

thinking About My Situation.., 

Sugges t  s o m e  c o n s e q u e n c e s  for e m e r g e n c y  se rv ices  r e s p o n d e r s  if it were  s u d d e n l y  
real ized t h a t  t e r ro r i s t s  h a d  c o n t a m i n a t e d  the  pub l i c  wa t e r  supply .  

Does  y o u r  d e p a r t m e n t  or o rgan iza t ion  have  s t a n d a r d  ope ra t i ng  p r o c e d u r e s / s t a n d a r d  
ope ra t i ng  gu ide l ines  (SOPs /SOGs)  to deal  wi th  a po ten t i a l  biological  i nc iden t?  
l ] Yes [ ] No 

If not ,  w h a t  would  you  do?  

. N u c l e a r  I n c i d e n t s .  
There  a re  two 
f u n d a m e n t a l l y  
different  t h r e a t s  in 
the  a r e a  of  n u c l e a r  
t e r ro r i sm.  One is 
the  use ,  t h r e a t e n e d  

use ,  or t h r e a t e n e d  de tona t ion ,  of a 
n u c l e a r  bomb .  The  o the r  is the  
de tona t ion ,  or  t h r e a t e n e d  de tona t ion ,  
of a conven t iona l  explosive  
inco rpora t ing  n u c l e a r  m a t e r i a l s  
(radiological d i spe r sa l  devices  or RDD). 
It is un l ike ly  t h a t  a n y  t e r ro r i s t  
o rgan iza t ion  could  acqu i re  or bui ld  a 
n u c l e a r  device, or acqu i re  a n d  u s e  a 
fully func t iona l  n u c l e a r  weapon .  

The  n u m b e r  of n a t i o n s  wi th  nuc l e a r  
capabi l i ty  is smal l ,  a n d  each  p laces  a 
high pr ior i ty  on the  cont ro l  of its 
n u c l e a r  weapons .  Even if a na t ion  

s u p p o r t i n g  t e r r o r i s m  could  deve lop  a 
n u c l e a r  capabi l i ty ,  expe r t s  bel ieve it 
would  be i m p l a u s i b l e  for t h a t  n a t i o n  to 
t u r n  a c o m p l e t e d  w e a p o n  over  to a 
g roup  t h a t  migh t  u s e  it a g a i n s t  t h e m .  
The  thef t  of a comple t ed  n u c l e a r  
w e a p o n  a lso  is unl ikely .  All n u c l e a r  
n a t i o n s  have  p l aced  their  n u c l e a r  
a r s e n a l s  u n d e r  the  h ighes t  secur i ty .  
All Wes t e rn  a n d  fo rmer  Soviet  n u c l e a r  
w e a p o n s  are  p ro tec ted  with  a 
Pe rmiss ib le  Action Link (PAL) s y s t e m  
t h a t  r e n d e r s  the  w e a p o n  h a r m l e s s  un t i l  
the  p r o p e r  code is en te red .  

The  g rea t e s t  po ten t i a l  t e r ro r i s t  t h r e a t  for 
a n u c l e a r  w e a p o n  would  be  to u s e  s u c h  
a device a s  a fo rm of extor t ion.  The  U.S. 
g o v e r n m e n t  h a s  p l a n s  to m e e t  s u c h  a 
t h r e a t e n e d  use .  Present ly ,  t h e r e  is no  
k n o w n  i n s t a n c e  of a n y  n o n g o v e r n m e n t a l  
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group close to ob ta in ing  or p roduc ing  a 
nuc l ea r  weapon.  

The pu rpose  of an  a t t ack  where  nuc l ea r  
mater ia l s  are  incorpora ted  into a 
conven t iona l  explosive (RDD) would  be 
to sp read  radioact ive mater ia l s  a r o u n d  
the  bomb site. This  would d i s rup t  
normal ,  day- to -day  activities,  and  
would  ra ise  the  level of c o n c e r n  a m o n g  
first r e s p o n d e r s  regard ing  long- te rm 
hea l th  i ssues .  It would  prove to be 
difficult to per form comple te  
env i ronmen ta l  decon tamina t ion .  

Another  poss ible  scenar io  involving 
nuc l e a r  mate r ia l s  would be the 
de tona t ion  of a large device, such  as  a 
t r u c k  bomb  (large vehicle with h igh 
quan t i t i e s  of explosives),  in the  vicinity 
of a nuc l ea r  power  p lan t  or a 
radiological  cargo in t r anspor t .  Such  
an  a t t ack  could  have  widespread  
effects. The f r equency  of sh ipmen t s  of 
radiological  mate r ia l s  is inc reas ing  
t h r o u g h o u t  the  world. 

There  are th ree  ma in  types  of nuc l ea r  
radia t ion  emi t ted  from radioact ive 
mater ia ls :  a lpha,  beta,  and  g a m m a  
radiat ion.  

Alpha par t ic les  are  the  heavies t  a n d  
mos t  highly cha rged  of the nuc l ea r  
part icles .  However,  a lpha  par t ic les  
c a n n o t  t ravel  more  t h a n  a few inches  in 
air  a n d  are  comple te ly  s topped  by an  
ord inary  shee t  of paper .  The o u t e r m o s t  
layer  of dead  skin tha t  covers  the  body 
can  s top even the  mos t  energet ic  a lpha  
part icle.  However,  if inges ted  t h r o u g h  
eating,  dr inking,  or b rea th ing  
c o n t a m i n a t e d  mater ia ls ,  they  can  
become  an  in terna l  hazard .  

Beta  par t ic les  are smal ler  and  travel  
m u c h  fas ter  t h a n  a lpha  part icles.  
Typical  be ta  par t ic les  can  travel  several  
mi l l imeters  t h r o u g h  t i ssue ,  bu t  they  
general ly  do not  pene t r a t e  far e n o u g h  
to r each  the  vital inner  organs.  
Exposure  to be ta  par t ic les  f rom outs ide  
the body is normal ly  t hough t  of as  a 
slight hazard .  

However,  if the  skin  is ex p o sed  to large 
a m o u n t s  of be ta  rad ia t ion  for long 
per iods  of t ime, skin b u r n s  m a y  resul t .  
If r emoved  f rom the  skin shor t ly  af ter  
exposure ,  be ta -emi t t ing  ma te r i a l s  will 
no t  c a u s e  se r ious  bu rns .  Like a l p h a  
par t ic les ,  be t a  par t ic les  are  c o n s i d e r e d  
to be an  in te rna l  h aza rd  if t a k e n  into 
the  body  by eating,  dr inking,  or 
b r ea th ing  c o n t a m i n a t e d  mater ia l s .  
Be ta -emi t t ing  c o n t a m i n a t i o n  also can  
en t e r  the  body  t h ro u g h  u n p r o t e c t e d  
open  wounds .  

G a m m a  rays  are a type of 
e lec t romagnet ic  rad ia t ion  t r a n s m i t t e d  
t h r o u g h  space  in the form of waves.  

G a m m a  rays  are  p u re  energy  a n d  
there fore  are  the  mos t  p e n e t r a t i n g  type  
of radia t ion.  They  can  t ravel  great  
d i s t ances  an d  can  p en e t r a t e  m o s t  
mater ia ls .  This  crea tes  a p rob lem for 
h u m a n s ,  b ecau se  g a m m a  rays  can  
a t t ack  all t i s sues  an d  organs .  

G a m m a  rad ia t ion  h a s  very dis t inct ive,  
sho r t - t e rm  symptoms .  Acute  r ad ia t ion  
s i ckness  o ccu r s  w h e n  a n  indiv idual  is 
exposed  to a large a m o u n t  of r ad ia t ion  
wi thin  a shor t  per iod of t ime. 
S y m p t o m s  of acu te  rad ia t ion  s i cknes s  
inc lude  skin  irr i tat ion,  n a u s e a ,  
vomiting,  high fever, hair  loss,  a n d  
dermal  bu rns .  

ALPHA 
PARTICLE o. 

- - . ~ - - O  

BETA 
PARTICLE 

GAMMA RAYS 

Radiation Penetration 
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hinking About My Situation.., 

To w h o m  would  you  t u r n  in y o u r  c o m m u n i t y  for he lp  ( such  a s  mon i to r ing  t ra ining)  in 
b e c o m i n g  be t t e r  p r e p a r e d  to h a n d l e  a radiological  t h r e a t ?  

Later  in th is  course ,  c o u n t e r m e a s u r e s  
for t hese  th ree  h a z a r d s  will be  
d i s cus sed .  

. Incendiary  
inc idents .  An 
incend i a ry  device is 
a n y  m e c h a n i c a l ,  
electr ical ,  or 
chem i ca l  device 

u s e d  in ten t iona l ly  to in i t ia te  
c o m b u s t i o n  a n d  s t a r t  a fire. A delay 
m e c h a n i s m  cons i s t s  of chemica l ,  
electr ical ,  or  m e c h a n i c a l  e l ement s .  
These  e l e m e n t s  m a y  be u s e d  singly or 
in c o m b i n a t i o n s .  I n c e n d i a r y  m a t e r i a l s  
are  m a t e r i a l s  t h a t  b u r n  wi th  a hot  
f lame for a d e s i g n a t e d  per iod  of t ime.  
The i r  p u r p o s e  is to se t  fire to o the r  
m a t e r i a l s  or s t r u c t u r e s .  

I ncend i a ry  devices  m a y  be s imple  or  
e l abo ra t e  a n d  come  in all s h a p e s  a n d  
sizes.  The  type  of device is l imi ted only 
by the  t e r ro r i s t ' s  imag ina t i on  a n d  
ingenui ty .  An incend i a ry  device c a n  be 
a s imple  m a t c h  appl ied  to a piece of 
pape r ,  or  a m a t c h b o o k - a n d - c i g a r e t t e  
a r r a n g e m e n t ,  or  a compl i ca t ed  self- 
igni t ing chemica l  device. Normally ,  a n  
i ncend i a ry  device is a m a t e r i a l  or 
m i x t u r e  of  m a t e r i a l s  des igned  to 
p r o d u c e  e n o u g h  h e a t  a n d  f lame to 
c a u s e  c o m b u s t i b l e  ma te r i a l  to b u r n  
once  it r e a c h e s  i ts  igni t ion 
t e m p e r a t u r e .  

Each  device cons i s t s  of t h ree  bas ic  
c o m p o n e n t s :  a n  igni ter  or fuse ,  a 
c o n t a i n e r  or body,  a n d  a n  incend ia ry  
ma te r i a l  or  filler. The c o n t a i n e r  c a n  be 
glass ,  meta l ,  plast ic ,  or pape r ,  
d e p e n d i n g  on  i ts  des i red  use .  A device 
con ta in ing  chem i ca l  m a t e r i a l s  u s u a l l y  

will be  in a m e t a l  or o ther  
n o n b r e a k a b l e  con ta ine r .  An i n c e n d i a r y  
device t h a t  u s e s  a l iquid a c c e l e r a t o r  
u s u a l l y  will be  in a b r e a k a b l e  
con ta ine r ,  e.g., glass .  Genera l ly ,  c r ime  
scene  inves t iga to r s  find t h r ee  t y p e s  of  
i n c e n d i a r y  devices:  electr ical ,  
m e c h a n i c a l ,  or chemical .  T h e s e  m a y  be 
u s e d  s ingu la r ly  or in c o m b i n a t i o n s .  

Only  specia l ly  t r a ined  p e r s o n n e l  s h o u l d  
h a n d l e  i n c e n d i a r y  devices  d i s c o v e r e d  
pr ior  to ignition. Hand l ing  of s u c h  
devices  by  i nexpe r i enced  i nd iv idua l s  
c a n  r e su l t  in igni t ion a n d  pos s ib l e  
in jury  or dea th .  In addi t ion,  p r o p e r  
h a n d l i n g  is cri t ical  for c r ime  s cene  
p rese rva t ion .  

4. Chemica l  inc idents .  C h e m i c a l  
a g e n t s  fall into five c l a s ses :  

• Nerve agen t s ,  wh ich  
d i s r u p t  ne rve  i m p u l s e  
t r a n s m i s s i o n s .  

• Bl is ter  agen t s ,  a l so  
cal led ves i can t s ,  wh ich  
c a u s e  severe  b u r n s  to 

eyes,  skin ,  a n d  t i s s u e s  of the  
r e sp i r a to ry  tract .  
Blood agen t s ,  which  in te r fe re  
wi th  the  abil i ty of b lood  to 
t r a n s p o r t  oxygen.  
C h o k i n g  agents ,  wh ich  severe ly  
s t r e s s  r e sp i r a to ry  s y s t e m  
t i s sues .  
I r r i t a t ing  agen t s ,  wh ich  c a u s e  
r e s p i r a t o r y  d i s t r e s s  a n d  t ea r ing  
des igned  to i ncapac i t a t e .  T h e y  
a lso  c a n  c a u s e  i n t e n s e  p a i n  to 
the  skin ,  espec ia l ly  in m o i s t  
a r e a s  of the  body.  They  a re  
of ten cal led Riot Cont ro l  Agents .  
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thinking About My Situation..  

Does you r  d e p a r t m e n t  or organiza t ion  have  S O P s / S O G s  for r e spond ing  to an  
incend ia ry  inc iden t?  [ ] Yes [ ] No 

Has  y o u r  d e p a r t m e n t  been  t r a ined  to recognize  an d  identify the  signs of i n cen d i a ry  
f ires? 

How would you r  a p p r o a c h  to this  k ind  of inc ident  differ f rom y o u r  a p p r o a c h  to a m o re  
typical  inc ident  (house  fire or vehicle  acc ident )?  

Nerve Agents  

Nerve agen t s  are  s imilar  in n a t u r e  to 
o r g a n o p h o s p h a t e  pest ic ides ,  b u t  with a 

h igher  degree  of 
toxicity. All are toxic at  
small  concen t r a t i o n s  (a 
small  d rop  could  be 
fatal). The agen t s  
inc lude  sar in  (GB) u s e d  
by te r ror i s t s  aga ins t  

J a p a n e s e  civilians and  by the  Iraqis 
aga ins t  Iran; S o m a n  (GD); t a b u n  (GA); 
and  V agent  (VX). These  mate r ia l s  are 
l iquids tha t  typically are  sp rayed  as  an  
aerosol  for d i s semina t ion .  In the  case  
of GA, GB, and  GD, the  first le t ter  "G" 
refers  to the c o u n t r y  (Germany) t h a t  
developed the  agent ,  and  the  s econd  
le t ter  ind ica tes  the order  of 
deve lopment .  In the  case  of VX, the  "V" 
s t a n d s  for "venom" while the  "X" 
r e p r e s e n t s  one  of the  chemica l s  in the  
specific c o m p o u n d .  

The victims'  s y m p t o m s  will be an  early 
ou tward  warn ing  sign of the  u se  of 
nerve  agents .  There  are  var ious  generic  
s y m p t o m s  similar  to o r g a n o p h o s p h a t e  
poisoning.  The vict ims will salivate,  
lacr imate ,  u r ina te ,  and  deficate  wi thou t  
m u c h  control .  

O the r  s y m p t o m s  m a y  inc lude  

• eyes: p inpo in ted  pupi ls ,  d i m m e d  
and  b lur red  vision, pa in  aggravated  
by sunl ight ;  

• skin: excessive sweat ing  and  fine 
musc le  t remors ;  

• musc les :  invo lun ta ry  twi tching a n d  
con t rac t ions ;  

• r e sp i ra to ry  system: r u n n y  nose  a n d  
nasa]  conges t ion ,  ches t  p r e s s u r e  
and  conges t ion ,  cough ing  an d  
difficulty in breathing;  

• digest ive sys tem:  excess ive  
salivation,  abdomina l  pain,  n a u s e a  
an d  vomiting,  invo lun ta ry  
defeca t ion  and  ur ina t ion ;  a n d  

• n e rv o u s  system:  giddiness ,  anxie ty ,  
difficulty in th ink ing  a n d  s leeping 
{nightmares).  

Nerve agen t s  resemble  wa te r  or l ight oil 
in p u re  form an d  possess  no  odor.  The  
mos t  efficient d i s t r ibu t ion  is as  an  
aerosol .  Small  explos ions  a n d  
e q u i p m e n t  to genera te  mi s t s  (spray 
devices) m a y  be present .  Nerve ag en t s  
kill insect  life, birds,  and  o the r  an im a l s  
as  well as  h u m a n s .  Many dead  an im a l s  
a t  the  scene  of an  inc ident  m a y  be 
a n o t h e r  ou tward  warn ing  sign or 
de tec t ion  clue.  

Blister  Agents  

Blister  agen t s  are  also refer red  to as  
m u s t a r d  agen t s  d u e  to the i r  
charac te r i s t i c  smell. They are  s imilar  

in n a t u r e  to o th e r  
corrosive ma te r i a l s  first  
r e s p o n d e r s  e n c o u n t e r .  
They  readily p e n e t r a t e  
layers  of c lo th ing  an d  
are quickly a b s o r b e d  
into the skin.  M u s t a r d  

(H, HD), and  lewisite (L) are  c o m m o n  
bl is ter  agents .  All are  very toxic, 
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a l t h o u g h  m u c h  less  so t h a n  ne rve  
agen t s .  A few d r o p s  on  the  sk in  c a n  
c a u s e  severe  in jury,  a n d  th ree  g r a m s  
a b s o r b e d  t h r o u g h  the  sk in  c a n  be  fatal .  
Clinical s y m p t o m s  m a y  not  a p p e a r  for 
h o u r s  or  days .  The  s y m p t o m s  of bl is ter  
a g e n t s  inc lude  

• eyes:  r edden ing ,  conges t ion ,  
tear ing,  bu rn ing ,  a n d  a "gritty" 
feeling; in severe  cases ,  swell ing of 
the  eyelids,  severe  pa in ,  a n d  s p a s m  
of the  eyelids;  

• skin: wi th in  1 to 12 hou r s ,  initial  
mi ld  i tch ing  followed by  r ednes s ,  
t e n d e r n e s s ,  a n d  b u r n i n g  pain ,  
followed by  b u r n s  a n d  fluid-filled 
bl is ters .  The  effects  a re  e n h a n c e d  
in the  w a r m ,  mo i s t  a r e a s  of  the  
groin a n d  a rmp i t s ;  

• r e sp i r a to ry  sys t em:  wi th in  2 to 12 
ho u r s ,  b u r n i n g  s e n s a t i o n  in the  
nose  a n d  th roa t ,  h o a r s e n e s s ,  
p ro fuse ly  r u n n i n g  nose ,  severe  
cough ,  a n d  s h o r t n e s s  of b rea th ;  a n d  

• digest ive sys t em:  wi th in  two to 
th ree  hou r s ,  a b d o m i n a l  pain ,  
n a u s e a ,  b l ood - s t a i ned  vomit ing,  
a n d  bloody d ia r rhea .  

Bl is ter  a g e n t s  a re  heavy,  oily l iquids,  
d i s p e r s e d  by  aeroso l  or vapor iza t ion ,  so 
smal l  exp los ions  or  s p r a y  e q u i p m e n t  
m a y  be p re sen t .  In a p u r e  s t a t e  they  
are  nea r ly  co lor less  a n d  odor less ,  b u t  
s l ight  impur i t i e s  give t h e m  a d a r k  color 
a n d  an  odor  sugges t ing  m u s t a r d ,  garlic, 
or  onions .  O u t w a r d  s igns  of b l i s ter  
a g e n t s  inc lude  c o m p l a i n t s  of eye a n d  
r e sp i r a to ry  i r r i ta t ion a long  with  r epo r t s  
of a garl ic-l ike odor.  S imi lar  s y m p t o m s  
will occu r  a m o n g  m a n y  ind iv idua ls  
exposed .  

Blood Agents 

Blood a g e n t s  in ter fere  with the  abil i ty 
of the  blood to t r a n s p o r t  oxygen,  a n d  

r e su l t  in 
a sphyx ia t ion .  
C o m m o n  blood agen t s  
inc lude  h y d r o g e n  
cyan ide  (AC) a n d  
c y a n o g e n  chlor ide  

(CK). Cyan ide  a n d  cyan ide  c o m p o u n d s  
are  c o m m o n  indus t r i a l  c h e m i c a l s  wi th  
wh ich  e m e r g e n c y  r e s p o n d e r s  
s o m e t i m e s  deal .  CK can  c a u s e  t e a r i ng  
of the  eyes  a n d  i r r i ta te  the  lungs .  All 
b lood a g e n t s  a re  toxic a t  h igh  
c o n c e n t r a t i o n s  a n d  lead to r ap id  dea th .  
Affected p e r s o n s  requi re  r e m o v a l  to 
f resh  air  a n d  r e sp i r a to ry  t h e r a p y .  
Clinical  s y m p t o m s  of p a t i e n t s  a f fec ted  
by  b lood  a g e n t s  inc lude  

• r e sp i r a to ry  dis t ress ;  
• vomi t ing  a n d  d ia r rhea ;  a n d  
• vert igo a n d  h e a d a c h e s .  

Unde r  p r e s s u r e ,  blood a g e n t s  a r e  
l iquids.  In p u r e  form, t hey  are  ga s se s .  
P r e c u r s o r  c h e m i c a l s  are typica l ly  
cyan ide  sa l t s  a n d  acids .  All h a v e  the  
a r o m a  of b i t te r  a l m o n d s  or p e a c h  
b l o s s o m s .  They  a re  c o m m o n  i n d u s t r i a l  
c h e m i c a l s  a n d  are  readi ly  avai lable .  

Choking Agents 

C h o k i n g  a g e n t s  s t r e s s  the  r e s p i r a t o r y  
t ract .  Severe  d i s t r e s s  c a u s e s  e d e m a  

(fluid in the  lungs) ,  
which  c a n  r e s u l t  in 
a s p h y x i a t i o n  
r e s e m b l i n g  d rowning .  
Chlor ine  a n d  
p h o s g e n e ,  c o m m o n  
indus t r i a l  c h e m i c a l s ,  

are  chok ing  agen t s .  Clinical s y m p t o m s  
inc lude  severe  eye i r r i ta t ion  a n d  
r e s p i r a t o r y  d i s t r e s s  (coughing a n d  
choking) .  Most  people  recognize  t he  
odor  of chlor ine .  Phosgene  h a s  the  
odor  of newly cu t  hay.  As b o t h  a re  
gases ,  they  m u s t  be  s tored  a n d  
t r a n s p o r t e d  in bo t t l e s  or  cy l inders .  

Irritatin~ A~ents 

I r r i t a t ing  agen t s ,  a l so  k n o w n  as  r iot  
con t ro l  a g e n t s  or  t e a r  gas ,  a re  de s igned  
to i ncapac i t a t e .  General ly ,  t hey  a re  

.. , . . ~  non le tha l ;  however ,  
~ ~ \  t hey  can  r e su l t  in 

a s p h y x i a t i o n  u n d e r  
• " " ce r ta in  c i r c u m s t a n c e s .  

/ /  C o m m o n  i r r i ta t ing  
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agents include chloropicrin, MACE 
(CN), tear gas (CS), caps icum/pepper  
spray, and dibenzoxazepine (CR). 
Clinical symptoms include 

• eyes and throat:  burning or 
irritation; tearing of the eyes; 

• respiratory system: respiratory 
distress,  coughing, choking, and 
difficulty breathing; and 

• digestive system: high 
concentra t ions  may lead to nausea  
and vomiting. 

These agents can cause pain, 
sometimes severe, on the skin, 
especially in moist areas. Most 
exposed 

persons  report  the odor of pepper  or of 
tear  gas. Outward warning signs 
include the odor of these agents  and 
the presence of dispensing devices. 
Many are available over the counter .  

The pr imary routes  of exposure  for 
chemical agents are inhalation, 
ingestion, and skin absorb t ion /contac t .  
Injection is a potential  source  of entry,  
but  is less likely. With the exception of 
blister agents, inhalation is the pr imary  
route of exposure for chemical  agents.  
However, skin abso rb t ion /con tac t  with 
irri tant nerve agents and blister agents  
also is a highly possible route  of 
exposure.  

thinking About My Situation..  

Does your  depar tment  or organization have SOPs/SOGs for responding to a chemical  
incident? [ ]Yes [ ]No 

What would be your  specific role if you had to respond to a chemical  threa t?  

How would your  approach to this incident and your  approach to a more typical 
incident differ? 

The last category of potential terrorist  
incidents we need to examine briefly is 
the explosive incident. 

. Explos ive  inc idents .  The U.S. 
Department  of 
Transportat ion (DOT) 
defines an explosive as 
a subs tance  fitting into 
one of these two 
categories: 

any subs tance  or article, including 
a device, designed to function by 
explosion (e.g., an extremely rapid 
release of gas and heat); or 

any subs tance  or article, including 
a device, which, by chemical  
reaction within itself, can  funct ion 
in a similar manner  even if not  
designed to function by explosion, 
unless  the subs tance  or article is 
otherwise classified. 

It is est imated that  70 percent  of all 
~ terrorist  a t tacks  

worldwide involve 
explosives. It is 
apparent  tha t  bombs 
are the cur ren t  

weapon of choice 
amongst  terrorist  

groups. The FBI reports that  of 3,163 
bombing incidents in the U.S. in 1994, 
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77 p e r c e n t  were  d u e  to explos ives .  In 
these  s i t u a t i o n s  78 p e r c e n t  of all 
b o m b s  d e t o n a t e d  or ignited.  Ano the r  
22 p e r c e n t  failed to func t ion  a s  
des igned;  only  4 p e r c e n t  were  p r e c e d e d  
by a wa rn i ng  or threa t .  

The  FBI a lso  no t ed  th ree  o the r  
in t e res t ing  facts:  

When  publ ic  sa fe ty  agenc ie s  k n o w  
of the  p r e s e n c e  of a device,  they  
have  only a 20 p e r c e n t  c h a n c e  of 
f inding it. 

• H u n d r e d s  more  "hoax" b o m b  
inc iden t s  a re  r epo r t ed  e a c h  year .  

* Res ident ia l  p r o p e r t i e s  are  the  m o s t  
c o m m o n  t a rge t s  for b o m b e r s .  

The  conc lu s ion  is t h a t  improv i sed  
explosive a n d  i ncend i a ry  devices  a re  
des igned  a n d  a s s e m b l e d  to explode a n d  
c a u s e  fires. Exp los ions  rap id ly  re lease  
gas  a n d  hea t ,  affect ing bo th  s t r u c t u r e s  
a n d  people .  B o m b i n g s  a re  the  t ypes  of 
te r ror i s t  a t t a c k s  m o s t  likely to be 
e n c o u n t e r e d .  B o m b s  nea r ly  a lways  
work  as  des igned.  An i m p o r t a n t  po in t  
to r e m e m b e r  is t h a t  exp los ions  c a n  
c a u s e  fires, a n d  fires c a n  c a u s e  
explos ions .  Firs t  r e s p o n d e r s  s hou ld  
a lways  be  aware  of the  po ten t i a l  for 
s e c o n d a r y  devices.  

The  five t ypes  of i nc iden t s  p rev ious ly  
d i s c u s s e d  are  s imilar ,  in some  r e spec t s ,  
to rou t ine  emergenc i e s .  R e s p o n d e r s  
still c a n  p ro tec t  t h e m s e l v e s  u s i n g  
s o u n d  

j u d g m e n t  a n d  the  bas ic  e q u i p m e n t  t h e y  
are  t r a ined  to use .  

S U M M A R Y  

Today,  e m e r g e n c y  r e s p o n d e r s  a n d  
o t h e r s  in e m e r g e n c y  se rv ices  w h o  
s u p p o r t  t h e m  face new c h a l l e n g e s  t h a t  
se r ious ly  imper i l  no t  only  t he  pub l i c  
b u t  t hose  very p e r s o n s  w h o s e  j o b  it is 
to p ro tec t  a n d  he lp  the  publ ic .  The  
r i sks  faced in t o d a y ' s  world  p o s e  
t h r e a t s  for wh ich  the  a v e r a g e  
e m e r g e n c y  r e s p o n d e r  m a y  no t  be  
p r e p a r e d .  These  t h r e a t s  go fa r  b e y o n d  
the  u s u a l  o n e s  a s s o c i a t e d  wi th  
res iden t i a l  fires, veh icu la r  a c c i d e n t s ,  or  
even h a z a r d o u s  m a t e r i a l s  inc iden t s .  

It is cr i t ical  t h a t  e m e r g e n c y  r e s p o n d e r s  
u n d e r s t a n d  the  imp l i ca t i ons  of  t h e s e  
m o d e r n  t h r e a t s  a n d  k n o w  p r o p e r  
r e s p o n s e  p r o c e d u r e s  a n d  the  l imi t s  of 
safe a n d  p r u d e n t  r e s p o n s e .  Th i s  
knowledge  will he lp  p r even t  f u r t h e r  
fatal i t ies .  R e s p o n d e r s  need  to t r a n s l a t e  
th i s  knowledge  into S O P s / S O G s  
wr i t t en  to m a k e  safety  the  p a r a m o u n t  
cons ide ra t ion .  In ju red  or i n c a p a c i t a t e d  
r e s p o n d e r s  a re  no  he lp  to a n y o n e .  

The  e m e r g e n c y  services  c o m m u n i t y  h a s  
t r e m e n d o u s  knowledge  a n d  r e s o u r c e s  
ava i lab le  f rom the  Federa l  g o v e r n m e n t ,  
mil i tary,  publ ic  hea l th ,  a n d  law 
e n f o r c e m e n t  agenc ies ,  to n a m e  s o m e  of 
the  m o r e  obvious .  These  r e s o u r c e s  c a n  
be a grea t  he lp  in wri t ing p r u d e n t  a n d  
safe S O P s / S O G s .  

W h a t  are  s o m e  Federa l  a n d  Sta te  agenc ie s  in y o u r  a r e a  to wh ich  you  migh t  t u r n  for 
a s s i s t a n c e  in p r e p a r i n g  S O P s / S O G s  for the  even t s  d i s c u s s e d  in th is  m o d u l e ?  
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How different  would  these  S O P s / S O G s  be f rom exis t ing  o n e s  for the  m o r e  u s u a l  a n d  
c u s t o m a r y  e m e r g e n c i e s ?  

If a n y  one of the  inc iden t s  d i s c u s s e d  in th i s  m o d u l e  h a p p e n e d  tomor row,  a re  y o u  a n d  
y o u r  e m e r g e n c y  serv ices  co l l eagues  suff ic ient ly  p r e p a r e d  to dea l  with i t? [ ] Yes [ ] 
No 

W h a t  a re  some  of the  imp l i ca t ions  of y o u r  s t a te  of r e a d i n e s s ?  

W h a t  I Wil l  Do As  F o l l o w u p  To This  Modu le . . .  

Descr ibe  one  or two prac t ica l ,  ach ievab le  s t e p s  y o u  will t a k e  a s  a r e su l t  of s t u d y i n g  
th i s  m o d u l e  to he lp  you  to be  be t t e r  p r e p a r e d  to deal  wi th  one  of the  i nc iden t s  
de sc r ibed  here .  

S tep  One:  

S tep  Two: 

How I will a c c o m p l i s h  Step  One 

How I will a c c o m p l i s h  Step  Two 
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T r u e  o r  F a l s e :  

1. T F 

2. T F 

3. T F 

4. T F 

5. T F 

6. T F 

L E A R N I N G  C H E C K  

Circle ei ther  T or F. 

The Federal  B u r e a u  of Inves t igat ion defines te r ror ism as  "the 
unlawful  use  of force aga ins t  pe r sons  or p roper ty  to in t imidate  or 
coerce a government ,  the  civilian popula t ion ,  or any  s e g m e n t  
thereof,  in the fu r t he r ance  of political or social objectives." 

Nerve agen ts  are similar  in n a t u r e  to o r g a n o p h o s p h a t e  pest ic ides.  

The criminal  c o m p o n e n t  is the  l e a s t  impor t an t  e lement  s epa ra t ing  a 
terroris t  organiza t ion  and  its ac t ions  from a legitimate organizat ion.  

Exper ts  general ly agree tha t  there  are five categories  of ter ror is t  
incidents .  

Alpha radia t ion is the mos t  pene t ra t ing  kind.  

The in tent  to in t imidate  or coerce  people t h r o u g h  r a n d o m  ac t s  of 
violence is a charac te r i s t i c  of terror is t  activities. 

M u l t i p l e  C h o i c e :  

7. 

. 

9. Which  

10. 

Circle y o u r  answer .  

Of the following targets ,  which one would  p robab ly  be the  least  appea l ing  to a 
terror is t  g roup  plott ing an  a t t ack?  

a. An u r b a n  complex of Federal  facilities. 
b. A major  u r b a n  seapor t  serviced by two in te rs ta te  h ighways .  
c. An u r b a n  a rea  in need  of rehabi l i ta t ion.  
d. An u r b a n  family p l ann ing  clinic. 

Cur ren t ly  the mos t  c o m m o n  terror is t  th rea t  is 

a. a biological agent .  
b. an  explosive device. 
c. a chemica l  agent.  
d. a nuc l ea r  device. 

of the following would  be identified as  par t  of a biological i nc iden t?  

Radiation. 
Irr i tants.  
Toxins. 
Blood agents .  

It is e s t ima ted  tha t  the pe rcen tage  of terror is t  activities involving explosives  is 

a .  

b. 
C. 

d. 

a b o u t  

a.  80 percent .  
b. 70 percent .  
c. 60 percent .  
d. 50 percent .  

A n s w e r s  are provided at the end of  this Guide on page  105. 
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Objectives 

After comple t i ng  th i s  m odu l e ,  you  
be  able  to: 

• recognize  the  ch ie f  i nd ica to r s  of a 
c r ime  scene;  

• ident i fy a p p r o p r i a t e  r e s p o n d e r  
act ivi t ies  a n d  c o n s i d e r a t i o n s  a t  a 
c r ime  scene;  

• d i f ferent ia te  b e t w e e n  the  p u r p o s e s  
of  t h r e a t  a s s e s s m e n t  a n d  r i sk  
a s s e s s m e n t ;  a n d  

• ident i fy o u t w a r d  w a r n i n g  s igns  a n d  
ind ica to r s  of  the  five gener ic  agen t s .  

e n s u r e  t h a t  you  a n d  the  o the r  
r e s p o n d e r s  do no t  des t roy  i m p o r t a n t  
evidence.  R e m e m b e r  t h a t  even  w h e n  
the  e m e r g e n c y  p h a s e  of the  i nc iden t  is 
over,  the  inc iden t  i tself  h a s  no t  ended .  
The  inc iden t  e n d s  only w h e n  t h e r e  is  
s u c c e s s f u l  p r o s e c u t i o n  of the  gui l ty  
person(s) .  

As a first  r e s p o n d e r ,  you  s h o u l d  be  
a w a r e  of w a r n i n g  s igns  t h a t  i nd ica t e  
c r imina l  activity,  b e c a u s e  s o m e  
inc iden t s  will involve c r imina l  ac t s .  

A v o i d  I m p e d i n g  t h e  
I n v e s t i g a t i o n  

A S S U R I N G  A S A F E  
R E S P O N S E  TO A 
P O T E N T I A L  C R I M E  
S C E N E  

There  are  m a n y  s imi lar i t ies  be t we en  
t e r r o r i s m  scene  r e s p o n s e s  a n d  the  
m o r e  c o m m o n  c r ime  s c e n e s  to which  
publ ic  sa fe ty  agenc ie s  r e s pond .  While 
law e n f o r c e m e n t  officers a re  well ve r sed  
in c r ime  scene  inves t iga t ions ,  the  
major i ty  of fire, EMS, a n d  e m e r g e n c y  
m a n a g e m e n t  p e r s o n n e l  are  not.  It is 
cri t ical  t h a t  you  u n d e r s t a n d  the  specia l  
d e m a n d s  p laced  u p o n  you  a n d  y o u r  
act ivi t ies  w h e n  r e s p o n d i n g  to c r ime  
scenes .  

Any r e s p o n s e  to a n  inc iden t  o the r  t h a n  
a n a t u r a l  d i s a s t e r  m a y  be a r e s p o n s e  to 
a c r ime  scene.  Fire f ighters  m a y  be first  
r e s p o n d e r s  to a r s o n  scenes .  EMS 
p e r s o n n e l  m a y  be ca l led  u p o n  to 
a d m i n i s t e r  aid to v ic t ims  of a violent  
cr ime.  H a z a r d o u s  m a t e r i a l s  t e a m s  
f requen t ly  r e s p o n d  to s i tes  of 
c l a n d e s t i n e  d u m p i n g  or i n t en t iona l  
r e l eases  of chemica l s .  At a t e r ro r i sm  
c r ime  scene ,  you  will n e e d  to 
coord ina te  closely wi th  o the r  f irst-  
r e s p o n d i n g  fire, EMS, a n d  law 
e n f o r c e m e n t  p e r s o n n e l  to 

Be su re  to coo rd ina t e  y o u r  a c t i o n s  wi th  
law e n f o r c e m e n t  ope ra t ions .  Bas ica l ly ,  
t he re  a re  th ree  w a y s  to he lp  solve a 
cr ime:  the  confess ion  of the  
pe rpe t r a to r ,  s t a t e m e n t s  p rov ided  by  
w i t n e s s e s  or  vic t ims,  and  i n c r i m i n a t i n g  
in fo rma t ion  o b t a i n e d  t h r o u g h  phys i ca l  
evidence.  Of these ,  only p h y s i c a l  
ev idence  p rov ides  i n c o n t e s t a b l e ,  
i m p a r t i a l  facts .  Only  phys i ca l  ev idence  
c a n  ove rcome  the  conf l ic t ing a n d  
c o n f u s i n g  s t a t e m e n t s  of  w i t n e s s e s  who,  
o b s e r v i n g  the  s a m e  inc iden t  a t  
e s sen t i a l ly  the  s a m e  t ime,  n o n e t h e l e s s  
have  different  p e r c e p t i o n s  of  w h a t  t ook  
place.  

Phys ica l  ev idence  m a y  be c ruc ia l  to 
c o n n e c t  the  p e r p e t r a t o r  to the  scene .  
The  recogni t ion ,  collection,  a n d  
p r e s e r v a t i o n  of phys ica l  ev idence  m a y  
be the  only m e a n s  to identify,  a n d  
succes s fu l l y  p r o s e c u t e ,  t h o s e  
r e spons ib l e .  Keep this  in m i n d  w h e n  
a r r iv ing  a t  a n y  po ten t i a l  c r i m e  scene .  

If you  are  involved with a t e r ro r i s t  
inc iden t  as  a first  r e sponde r ,  y o u  
essen t i a l ly  b e c o m e  p a r t  of t he  c r ime  
scene .  As they  do with a n y  m a t e r i a l  
wi tness ,  law e n f o r c e m e n t  p e r s o n n e l  
l ikely will in terv iew you  a t  s o m e  point .  
You m a y  be requ i red  to tes t i fy  in cou r t  
as  to w h a t  you  saw,  did, a n d  did not  do. 
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Somet imes  doing some th ing  
inappropr ia te  is more  de t r imen ta l  to 
solving the  cr ime t h a n  doing no th in g  at  
all. Keep in m i n d  t ha t  c a se s  have  b een  
lost  in cour t  due  to the  i m p r u d e n t  
ac t ions  of first r e sponde r s ,  whe th e r  fire, 
police, or emergency  medica l  
r e sponders .  

Scene Considerat ions 

Your r e sponse  to the  scene  of a 
potent ia l  te r ror is t  a t t ack  could  involve 
en t ry  into a h a z a r d o u s  area.  Deadly 
radioact ive,  chemical ,  or biological 
agents  a l ready  m a y  have  c o n t a m i n a t e d  
the  a t m o s p h e r e  a r o u n d  the  scene.  The 
p re sence  of fires or col lapsed  bui ld ing  
sect ions  may  in tens i fy  t he rma l  and  
mechan ica l  risk. You can  hope  to 
survive only by en te r ing  this  a rea  very 
carefully: by moving cau t ious ly  an d  by 
wear ing the  appropr i a t e  pe r sona l  
protect ive e q u i p m e n t  (PPE). 

Delaying Entry  May  Be 
Wisest  

When  you  su sp ec t  h a z a r d o u s  
s u b s t a n c e s  or condi t ions ,  u s e  only  
qual if ied p e r s o n n e l  to s e c u r e  the  scene .  
H a z a r d o u s  mate r ia l s  t e am s  m a y  have  
suff icient  de tec t ion  and  m o n i to r i n g  
e q u i p m e n t  to define the haza rd .  
Otherwise ,  it m a y  be n e c e s s a r y  for y o u  
to awai t  the arrival  of addi t iona l  
r e s o u r c e s  before  you  can  a t t e m p t  en t ry  
into the  h a z a r d o u s  area.  

Any appropr i a t e  r e sp o n se  to the  site of 
a d e t e r m i n e d  m a s s  biological,  chemica l ,  
or radiological  a t t a ck  m a y  requi re  
d e c o n t a m i n a t i o n  of equ ipmen t ,  en t ry  
pe rsonne l ,  survivors ,  an d  casua l t i es .  
The  em erg en cy  d e c o n t a m i n a t i o n  
p ro ce s s  m a y  be the  single m o s t  
i m p o r t a n t  t a sk  tha t  the publ ic  safe ty  
c o m m u n i t y  can  per form d u r in g  a 
te r ror i s t  inc ident ,  b u t  it will ce r ta in ly  
tax  the  abili t ies of any  locali ty or s ta te .  
There fore  it m a k e s  sense  for all 
c o m m u n i t i e s  to p rep lan  for m a s s  
decon t amina t i on .  

thinking About My Situation.., 

Does y o u r  d e p a r t m e n t  have  S O P s / S O G s  for inc iden t s  involving m a s s  
d e c o n t a m i n a t i o n ?  [ ] Yes [ ] No 

Does the ju r i sd ic t ion ' s  emergency  ope ra t ions  p lan  have  s u c h  S O P s / S O G s ?  
[ l V e s [  ]No  

How would you  find ou t ?  

Your r e sponse  to la rge-sca le  explos ions  
a nd  fires requ i res  tha t  you  pay  j u s t  as  
m u c h  a t t en t ion  to h a z a r d o u s  
condi t ions  as  you  would at  a po ten t ia l  
chemica l  or biological incident .  Be 

aware  of the  poss ible  p r e sen ce  of a 
s e c o n d a r y  device i n t en d ed  to in ju re  or 
kill you  an d  o the r  first r e sp o n d e r s .  
Often,  these  s econda ry  devices  are  
re fer red  to as  " sucker  punch"  devices.  
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B o m b s  p r o d u c e  la rge-sca le  t r a u m a  due  
to s h o c k  waves ,  project i les ,  a n d  
s t r u c t u r a l  col lapse .  When  ar r iv ing on  
the  scene  of a highly d a m a g e d  
s t r u c t u r e ,  be  aware  of the  s t r u c t u r a l  
cond i t ions  c a u s i n g  u n s a f e  bu i ld ings  to 
col lapse ,  the  types  of in jur ies  r e su l t i ng  
f rom the se  inc iden t s ,  a n d  the  
specia l ized  p r e c a u t i o n s  y o u  need  to 
take .  

Wha teve r  type  of t h r e a t  you  r e s p o n d  to, 
the  desc r ip t ion  t h a t  you  provide  to 
inves t iga to r s  r e c o n s t r u c t i n g  the  ear ly  
m i n u t e s  of act ivi ty  at  the  inc ident  
s cene  c a n  be the  key  to s u c c e s s f u l  
p r o s e c u t i o n  of the  case .  At the  scene ,  
be  a w a r e  of p e r s o n s  com i ng  or going on  
foot or  by vehicle.  J o t  down  the  l icense  
p la te  n u m b e r s ,  a n d  br ief  desc r ip t ions  
of t hose  p r e s e n t  in o rder  to re f resh  
y o u r  m e m o r y .  E n c o u r a g e  w i t n e s s e s  
a n d  b y s t a n d e r s  to r e m a i n  a t  the  scene  
unt i l  i nves t iga to r s  have  in te rv iewed 
them.  Note a n y  o the r  u n u s u a l  
c i r c u m s t a n c e s .  

Your d o c u m e n t a t i o n  of the  inc ident  will 
p rove  i nva luab l e  in p r o s e c u t i n g  the  
case .  W h e n e v e r  poss ib le ,  provide  
p h o t o g r a p h s  a n d  v ideo tape  to show the  
"big p ic ture"  of the  scene .  Inc lude  a s  
m a n y  de ta i l s  a s  poss ib le .  Use rough  
s k e t c h e s  to p inpo in t  the  locat ion  of 
v ic t ims  a n d  the i r  w o u n d s ,  as  well a s  
the  loca t ions  of po ten t i a l  evidence.  
Take  no t e s  on  w h a t  you  see a n d  
organize  t hem,  a n d  provide  t h e m  to 
inves t iga to r s  a s  soon  a s  poss ib le  a f te r  
the  r e s p o n s e .  

L e a v e  Th ings  As You Find 
T h e m  

At a po ten t i a l  c r ime  scene ,  it is cri t ical  
t h a t  you  d i s t u r b  the  scene  a s  little a s  
poss ib le .  If you  abso lu t e ly  m u s t  move  
some th ing ,  m a k e  su re  you  r e m e m b e r  
where  it w a s  originally,  i ts  o r i en ta t ion  
a n d  condi t ion,  a n d  a n y t h i n g  else 
no tab le  a b o u t  i ts  pos i t ion  a n d  n a t u r a l  
s ta te .  If poss ib le ,  p h o t o g r a p h  the  
object  before  you  move  it. Take  no t e s  
on any  

holes ,  b r e a k s ,  or  s c r a t c h e s  t h a t  y o u  
caused ,  a n d  p a s s  th is  i n f o r m a t i o n  on  to 
the  c r ime  s cene  inves t iga to r s .  Law 
e n f o r c e m e n t  officers m u s t  be  ab le  to 
d i f ferent ia te  b e t w e e n  the  r e s u l t s  of the  
c r ime  a n d  w h a t  r e s p o n d e r s  m i g h t  h a v e  
done  to t hose  resu l t s .  

Following y o u r  r e s p o n s e ,  y o u  m a y  have  
to write a n  a f te r -ac t ion  r e p o r t  
s u m m a r i z i n g  y o u r  act ivi t ies  a n d  
o b s e r v a t i o n s  d u r i n g  the inc iden t .  Be 
su re  to d o c u m e n t  the  r e p o r t  t h o r o u g h l y  
u s i n g  y o u r  no tes .  R e m e m b e r  t h a t  y o u r  
r epo r t  c a n  be u s e d  in cour t ,  b o t h  in 
y o u r  favor a n d  aga ins t  you .  

Locat ing  the  Po ten t i a l  
T e r r o r i s t - - T h r e a t  and  Risk  
T a r g e t  A s s e s s m e n t  

In o rder  to d e t e r m i n e  po t en t i a l  t e r ro r i s t  
g r o u p s  act ive in y o u r  ju r i sd ic t ion ,  
s o m e o n e  n e e d s  to c o n d u c t  a t h r e a t  
ana ly s i s  in coopera t ion  wi th  local,  
regional ,  S ta te ,  a n d  Federa l  law 
e n f o r c e m e n t  officials to ident i fy  g r o u p s  

t ha t  m a y  p o s e  a 
t h r e a t  to y o u r  
c o m m u n i t y .  Th is  
p e r s o n  m a y  be the  
e m e r g e n c y  
m a n a g e m e n t  
coo rd ina to r  or  

d i rec tor ,  or  s o m e o n e  else in the  
c o m m u n i t y  a s s o c i a t e d  wi th  e m e r g e n c y  
r e s p o n s e .  

Ter ro r i s t  g r o u p s  m a y  inc lude ,  b u t  a re  
not  l imi ted to, the  following: 

• e thn ic  s e p a r a t i s t  a n d  emig re  
groups ;  

• lef t-wing rad ica l  o rgan iza t ions ;  
• r igh t -wing  rac is t ,  an t i - au tho r i t y ,  

survival i s t  g roups ;  
• foreign te r ror i s t  o rgan iza t ions ;  a n d  
• i s s u e - o r i e n t e d  g r o u p s  ( inc luding  

a n i m a l  r igh ts  g roups ,  e x t r e m i s t  
e n v i r o n m e n t a l  g roups ,  e x t r e m i s t  
re l igious g roups ,  a n t i - a u t h o r i t y ,  
an t i - abo r t i on i s t s ,  etc.). 

- 2 3  - 



ERT:SS M o d u l e  2 

rhinking About My Situation.., 

Obta in  a copy  of y o u r  c o m m u n i t y ' s  e m e r g e n c y  r e s p o n s e  p l a n  a n d  c h e c k  t h a t  s ec t ion  of 
the  p l a n  dea l ing  wi th  h a z a r d  or vu lnerab i l i ty  a s s e s s m e n t .  Do you  find a n y t h i n g  in the  
p l an  t h a t  ident i f ies  po ten t ia l ly  t h r e a t e n i n g  g r o u p s ?  [ ] Yes [ ] No 

If yes,  w h a t  a re  some  of the  g r o u p s  n a m e d ?  

If n o n e  a re  n a m e d ,  w h a t  s t eps  c a n  you  t ake  to ident i fy t h e m ?  

Once  s u c h  g r o u p s  are  k n o w n  ( threa t  
a s s e s s m e n t )  the  nex t  s t ep  is to ident i fy 
po ten t ia l  facili t ies or act ivi t ies  t h a t  m a y  
b e c o m e  t a rge t s  of t e r ro r i s t  ac ts .  These  
facilities m a y  inc lude  the  following: 

civilian or mi l i t a ry  g o v e r n m e n t  
ins ta l la t ions ;  
i n d u s t r i e s  t h a t  a re  p a r t  of the  
"mi l i t a ry- indus t r ia l  complex,"  
m a n u f a c t u r e  e n v i r o n m e n t a l l y  
sens i t ive  p r o d u c t s ,  ope ra t e  in 
poli t ically sens i t ive  coun t r i e s ,  or  
genera l ly  r e p r e s e n t  cap i ta l i s t  
endeavor s ;  

• f inanc ia l  i n s t i tu t ions  t h a t  s u p p o r t  
the  above;  

• i n f r a s t r u c t u r e  c o m p o n e n t s  (i.e., 
t r a n s p o r t a t i o n ,  c o m m u n i c a t i o n s ,  
ut i l i t ies ,  or  ene rgy  s y s t e m s  on  
which  the  above  depend) ;  

• explos ive  m a g a z i n e  s t o r age  faci l i t ies  
( cons t ruc t ion  sites,  q u a r r i e s ,  etc.); 

• spo r t s  a r e n a s ,  p a r k s  ( theme  a n d  
others) ;  

• schools ,  hosp i ta l s ,  s h o p p i n g  
cen te r s ;  a n d  

• v e n u e s  for spec ia l  even t s .  

Ident i fy ing  t he se  po ten t i a l  t a r g e t s  is 
p a r t  of  r i sk  a s s e s s m e n t .  

hinking About My Situation.., 

Ident i fy six different  facili t ies in y o u r  j u r i sd i c t ion  t h a t  m i g h t  be  t a rge t s  of t e r ro r i s t  
activit ies.  
1. 4. 
2. 5. 
3. 6. 

Do you  t h i n k  the  o c c u p a n t s  of those  facil i t ies real ly  t h ink  they  are  a t  r i sk?  Why  or 
why no t ?  

For each  of the  facil i t ies you  n a m e d ,  u s e  a scale  of  1 to 10 to ind ica te  y o u r  level of  
p r e p a r e d n e s s  to r e s p o n d  to a t e r ro r i s t  inc ident  a t  t h a t  facility (1 = low; 10 = high). 

Facili ty 1 ~ Facil i ty 2 _ _  Facili ty 3 _ _  Facil i ty 4 _ _  Facil i ty 5 _ _  Faci l i ty  6 
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O u t w a r d  Warning Signs and 
I nd ica tors  

At the  scene ,  ini t ial  r e s p o n d e r s  need  to 
be  on  the  l ookou t  for the  following 
c o m m o n  w a r n i n g  s igns  ind ica t ing  the  
p r e s e n c e  of le thal  a g e n t s  f rom the  five 
t h r e a t  ca tegor ies .  

B i o l o g i c a l  I n d i c a t o r s  

Biological i nc iden t s  will p r e s e n t  
t h e m s e l v e s  in two 
ways .  The first  could  
be a c o m m u n i t y  
publ ic  hea l t h  
e m e r g e n c y ,  while  the  
s econd  could  be  a 
f ocus ed  r e s p o n s e  to 

a n  inc ident ,  s u c h  a s  t h a t  involving a 
toxin.  

In the  ca se  of  a biological  inc ident ,  the  
onse t  of some  s y m p t o m s  m a y  t ake  days  
to weeks ,  a n d  typical ly  the re  will be  no  
cha rac t e r i s t i c  s i gna tu re s ,  b e c a u s e  
biological  a g e n t s  a re  u s u a l l y  odor less  
a n d  color less .  B e c a u s e  of the  de layed  
onse t  of s y m p t o m s ,  the  n u m b e r  of 
v ic t ims  a n d  the  a r e a s  affected m a y  be 
g rea te r  d u e  to the  mig ra t i on  of infec ted  
indiv iduals .  On the  o the r  h a n d ,  s o m e  
effects  m a y  be very rap id  (as shor t  a s  
four  to six hours) .  

Exac t  ind ica to r s  of  a biological  event  
m a y  inc lude  a n y  of the  following: 

• u n u s u a l  n u m b e r s  of  s ick or dying 
people  or an ima l s ;  

• d i s s e m i n a t i o n  of u n s c h e d u l e d  a n d  
u n u s u a l  s p r ays ,  espec ia l ly  o u t d o o r s  
a n d / o r  at  night;  a n d  

• a b a n d o n e d  s p r a y  devices  wi th  no 
d is t inc t  odors .  

Any n u m b e r  of s y m p t o m s  m a y  occur .  
As a first  r e sponde r ,  you  shou ld  
cons ide r  cal l ing local h o s p i t a l s  to see if 
they  have  a d m i t t e d  addi t iona l  
c a s u a l t i e s  with s imi la r  s y m p t o m s .  
C a s u a l t i e s  m a y  occu r  wi th in  m i n u t e s  
or  hour s ,  or m a y  not  occu r  unt i l  m a n y  
d a y s  or weeks  af ter  an  inc iden t  h a s  

occur red .  The  agen t  u s e d  d e t e r m i n e s  
the  t ime  d u r i n g  which  the  s y m p t o m s  
appea r .  

N u c l e a r  I n d i c a t o r s  

Shor t  of a n  a c t u a l  d e t o n a t i o n  or obv ious  
acc iden t  involving radiological  m a t e r i a l s ,  

t he re  a re  a coup l e  of 
ways  to be  ce r t a i n  t h a t  
r ad ia t ion  is p r e s e n t .  
One  is to o b s e r v e  the  
D e p a r t m e n t  of  
T r a n s p o r t a t i o n  (DOT) 

p l a c a r d s  a n d  labels .  The o the r  is to u s e  
the  m o n i t o r i n g  devices  t h a t  m o s t  fire 
d e p a r t m e n t  h a z a r d o u s  m a t e r i a l s  t e a m s  
now ca r ry  rout inely .  If the  fire 
d e p a r t m e n t  does  not  have  r e a d y  a c c e s s  
to t he se  i n s t r u m e n t s ,  the  local  or  S ta t e  
office of  e m e r g e n c y  m a n a g e m e n t  s h o u l d  
be able  to p rov ide  them.  

I n c e n d i a r y  I n d i c a t o r s  

Multiple  f ires m a y  ind ica te  the  u s e  of  
a c c e l e r a n t s  s u c h  a s  gasol ine,  r ags ,  or  
o the r  i n c e n d i a r y  devices.  R e m a i n s  of 
i ncend i a ry  device c o m p o n e n t s ,  o d o r s  of 

acce l e ran t s ,  u n u s u a l l y  
heavy  b u r n i n g ,  or  fire 
vo lume  a lso  a re  k e y  
indica tors .  

C h e m i c a l  I n d i c a t o r s  

Once  re leased ,  a nerve  a g e n t ' s  o u t w a r d  
w a r n i n g  s igns  a re  ea sy  to spot .  Within  
m i n u t e s ,  the  m o s t  s ignif icant  s ign will 
be r ap id  onse t  of s imi lar  s y m p t o m s  in a 

large g r o u p  of people .  
Derma l  e x p o s u r e  
( c l ammy skin) a n d  
p inpo in t  p u p i l s  
(miosis) a re  the  b e s t  
s y m p t o m a t i c  
ind ica t ions  of ne rve  
agen t  use .  B e c a u s e  

ne rve  a g e n t s  a re  so lethal,  m a s s  
fatal i t ies  w i thou t  o ther  s igns  of t r a u m a  
are  c o m m o n .  O the r  o u t w a r d  s igns  of 
ne rve  agen t  r e lease  inc lude  
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• h a z a r d o u s  m a t e r i a l s  or  lab 
e q u i p m e n t  t h a t  is no t  r e l evan t  to 
the  o c c u p a n c y ;  

• expos ed  ind iv idua l s  r epo r t i ng  
u n u s u a l  odor s  or t a s tes ;  

• exp los ions  d i spe r s ing  l iquids,  mi s t s ,  
or  gases ;  

• exp los ions  s e e m i n g  only  to de s t roy  
a p a c k a g e  or b o m b  device; 

• u n s c h e d u l e d  d i s s e m i n a t i o n  of a n  
u n u s u a l  spray;  

• a b a n d o n e d  s p r a y  devices;  
• n u m e r o u s  dead  an ima l s ,  fish, a n d  

birds;  
• a b s e n c e  of insec t  life in a w a r m  

cl imate;  
• m a s s  c a s u a l t i e s  w i thou t  obv ious  

t r a u m a ;  
• d is t inc t  p a t t e r n  of c a s u a l t i e s  a n d  

c o m m o n  s y m p t o m s ;  a n d  
• civilian pan i c  in po ten t i a l  t a rge t  

a r eas ,  i.e., g o v e r n m e n t  bui ld ings ,  
pub l ic  a s s e m b l i e s ,  s u b w a y  s y s t e m s ,  
etc. 

E x p l o s i v e  I n d i c a t o r s  

Signs  of explos ive  inc iden t s  m a y  be 
obvious ,  s u c h  a s  l a rge-sca le  d a m a g e  to <a a bui lding,  or m a y  be 

difficult to de tec t  
initially. B lown-ou t  
w indows  a n d  widely 
s ca t t e r ed  debr i s  a lso  
serve as  ind ica tors .  

Vic t ims m a y  exhib i t  effects  of  the  b las t ,  
s u c h  a s  obv ious  s h r a p n e l - i n d u c e d  
t r a u m a ,  a p p e a r a n c e  of shock- l ike  
s y m p t o m s ,  a n d / o r  d a m a g e  to the i r  
e a r d r u m s .  

S U M M A R Y  

The respons ib i l i ty  of  the  f i rs t  r e s p o n d e r  
t r a i ned  to the  a w a r e n e s s  level is 
re la t ively  l imi ted  w h e n  dea l ing  wi th  t he  
i nc iden t s  be ing  d i s c u s s e d  in th i s  
course .  A bas i c  c o n s i d e r a t i o n  is a lways  
to he lp  a s s u r e  the  p r e s e r v a t i o n  of 
ev idence  a t  the  c r ime  s c e n e  so a s  no t  to 
i m p e d e  the  inves t iga t ion  or p r e jud i ce  
e n s u i n g  l i t igat ion.  The wi ses t  c o u r s e  of  
ac t ion ,  a l t h o u g h  no t  the  eas ies t ,  m i g h t  
be  to de lay  en t ry  a n d  awai t  the  a r r iva l  
of m o r e  highly t r a ined  p e r s o n n e l .  

R e s p o n d e r s  in the  hab i t  of  m a k i n g  
qu i ck  r e s p o n s e s  will need  to exerc i se  a 
g rea t  deal  of  se l f -control  in t h e s e  
s i tua t ions ,  espec ia l ly  if h u m a n  life is a t  
s take .  Specific s t e p s  t ha t  c a n  be t a k e n  
by  the  first  r e s p o n d e r  a t  the  a w a r e n e s s  
level a re  to i so la te  the  scene ,  d e n y  
ent ry ,  notify addi t iona l  r e s o u r c e s ,  a n d  
recognize  key  ind ica to r s  of a po t en t i a l  
t e r ro r i s t  inc ident .  

W h a t  I Wi l l  Do As  F o l l o w u p  To Th is  M o d u l e . . .  

Refer to y o u r  j u r i sd i c t i on ' s  S O P s / S O G s .  Do they  con ta in  a n n e x e s  dea l ing  wi th  
h a z a r d o u s  m a t e r i a l s  inc iden ts ,  specif ical ly B-NICE? 

Do you  see a n y  se r ious  g a p s  in the  p l a n s ?  [ ] Yes [ ] No 

If yes ,  ident i fy two prac t i ca l  a n d  ach ievab le  s t eps  you  migh t  t ake  to he lp  co r rec t  the  
def ic iencies  you  no ted .  

S tep  One:  

S tep  Two: 
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L E A R N I N G  C H E C K  

T r u e  o r  F a l s e :  Circle ei ther  T or F. 

1. T F 

2. T F 

3. T F 

At a potent ia l  cr ime scene,  it is critical t ha t  you  d i s tu rb  the  scene  as  
little as  possible.  

4. T F 

In r e spond ing  to an  incident  o ther  t h a n  a n a t u r a l  disaster ,  first 
r e s p o n d e r s  could  poss ib ly  be deal ing with a potent ia l  c r ime scene.  

5. T F 

At a potent ia l  cr ime scene,  pro tec t ion  of phys ica l  evidence is no t  a 
conce rn  to first r esponders .  

The ac t ions  of initial r e s p o n d e r s  could  in some s i tua t ions  j eopard ize  
the success fu l  p rosecu t ion  of a crime. 

At a potent ia l  cr ime scene,  specific s teps  tha t  can  be t aken  by the  
first r e sponde r  at  the a w a r e n e s s  level are  to isolate the  scene,  d e n y  
entry,  and  notify addi t ional  resources .  

M u l t i p l e  C h o i c e :  Circle y o u r  answer .  

. 

. 

. 

Of the following inc idents  involving first r e sponders ,  the least  likely to be a 
cr ime scene is 

a .  

b. 

C.  

d. 

the four th  of six fires in a four-b lock a rea  in one night.  
emergency  r e sponde r s  r e spond  to a s t r uc tu r a l  collapse immedia te ly  
following an  ea r thquake .  
EMS personne l  admin i s t e r ing  first aid to b u r n  vict ims resu l t ing  from a 
Molotov Cocktail .  
emergency  r e s p o n d e r s  are faced with large n u m b e r s  of pa t i en t s  
exhibi t ing s y m p t o m s  of pest icide poisoning.  

. 

A first r e sponde r  at  an  explosion tha t  d a m a g e d  the  founda t ion  of a tall office 
bui ld ing in a f inancial  distr ict  shou ld  be pr imari ly  c o n c e r n e d  abou t  

a .  

b. 
C.  

d. 

a s econda ry  explosion.  
a chemica l  incident .  
m a s s  decon tamina t ion .  
n u m e r o u s  fatalities. 

A ter ror ism incident  ends  when  

a .  

b. 
C.  

d. 

you  leave the scene.  
there  is success fu l  p rosecu t ion  of the terrorist(s).  
you  finish the inc ident  report .  
you  have c o m m u n i c a t e d  with law en fo rcemen t  officials. 

Hazard  a s s e s s m e n t  inc ludes  

a °  

b. 
th rea t  a s s e s s m e n t  and  r isk a s se s smen t .  
th rea t  a s s e s s m e n t  and  damage  a s se s smen t .  
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10. A rapid onset  of similar nont raumat ic  symptoms within a large group of people 
should be sufficient warning that  responders  are dealing with a potential  

a .  

b. 
c. 
d. 

incendiary incident. 
radiological incident. 
chemical incident. 
explosives incident. 

Answers  are provided at the end of  this Guide on page  105. 
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Objectives 

After comple t ing  th is  module ,  you  will 
be  able  to: 

• identify cha rac t e r i s t i c s  of the  six 
c o m m o n  types  of h a r m ;  

• con t r a s t  the  va lue  of different self- 
protect ive  m e a s u r e s  in deal ing  with  
the  six c o m m o n  types  of h a r m ;  

• different ia te  a m o n g  the  h a z a r d s  t h a t  
c a n  occu r  a t  va r ious  inc idents ;  a n d  

• re la te  the  protec t ive  m e a s u r e s  of 
t ime,  d i s tance ,  a n d  shie lding to 
va r ious  inc idents .  

SELF-PROTECTION 

As a l ready  m e n t i o n e d  in the  course ,  
y o u r  se l f -protect ion a s  a n  initial 
r e s p o n d e r  is crit ical so t ha t  you  can  do 
y o u r  job  effectively a n d  not  b e c o m e  a 
victim. Your exerc ise  of s o u n d  
j u d g m e n t  a n d  u s e  of y o u r  pe r sona l  
protect ive  e q u i p m e n t  (PPE) accord ing  to 
des ign  speci f ica t ions  a re  y o u r  initial 
s t eps  to p ro tec t ing  yourself .  However,  
there  are  va r ious  protec t ive  
c o u n t e r m e a s u r e s  for the  six c o m m o n  
types  of haza rds .  In th is  m odu l e  you  
will learn  how these  c o u n t e r m e a s u r e s ,  
d e p e n d i n g  on the  type  of incident ,  a re  
usefu l  allies of the  first  r e sponder .  

RECOGNIZ ING HAZARDS AND 
THEIR  PHYSICAL EFFECTS 

You could arr ive  a t  a po ten t ia l  te r ror i s t  
inc ident  a n d  not  real ly k n o w  wha t  
you ' r e  u p  aga ins t .  Your first  conce rn  
m u s t  be  sel f -protect ion.  You m u s t  
recognize the  va r ious  h a z a r d s  t ha t  m a y  
be p r e s en t  at  any  k ind  of incident:  
biological, nuc lea r ,  incendiary ,  
chemical ,  or explosive.  You need  to 
r e m e m b e r ,  too, t h a t  a single inc ident  
c a n  p r e s en t  a var ie ty  of haza rds ,  a n d  
exposu re  can  be fatal.  

One  c o m m o n l y  accep ted  c lass i f ica t ion  
identif ies  six types  of h a r m  y o u  c a n  
e n c o u n t e r  a t  a n  incident:  t he rma l ,  
radiological ,  asphyxia t ive ,  chemica l ,  
etiological, a n d  mechan ica l .  The  
a c r o n y m ,  TRACEM, is a n  e a s y  way  to 
r e m e m b e r  t hem.  Since e a c h  h a s  
different  h a r m f u l  effects, le t ' s  t ake  a 
br ief  look a t  each .  

Thermal  

T h e r m a l  h a r m  is the  resu l t  of  e x p o s u r e  
to the  e x t r e m e s  of hea t  a n d  cold. Here  
we will e x a m i n e  only heat ,  b u t  cold c a n  
be equal ly  ha rmfu l .  

As you  have  l ea rned  e lsewhere ,  h e a t  
t rave ls  by one  of four  me thods :  
conduc t ion ,  convect ion,  rad ia t ion ,  a n d  
direct  f lame contac t .  

Radiological  

Radiat ion,  as  u s e d  in th is  sect ion,  re fe rs  
to nuc l ea r  radia t ion ,  not  r ad i a t i on  a s  a 
type  of h e a t  t rans fe r .  There  a re  th ree  
types  of n u c l e a r  rad ia t ion  t h a t  the  first  
r e s p o n d e r  shou ld  be  famil iar  with: 
a lpha ,  be ta ,  a n d  g a m m a .  Alpha  a n d  
b e t a  rad ia t ion  are  found  a s  par t ic les ,  
while g a m m a  rad ia t ion  is f o u n d  in the  
form of rays .  

Alpha  rad ia t ion  is the  leas t  p e n e t r a t i n g  
of the  three ,  a n d  is not  c o n s i d e r e d  
d a n g e r o u s  un l e s s  a l p h a - c o n t a m i n a t e d  
pa r t i c les  en te r  the  body.  Once  ins ide  
the  body,  a l p h a  rad ia t ion  will d a m a g e  
in te rna l  o rgans .  

Be ta  rad ia t ion  is more  p e n e t r a t i n g  t h a n  
a l p h a  radia t ion .  B e t a - c o n t a m i n a t e d  
par t i c les  can  d a m a g e  skin  t i s sue ,  a n d  
can  h a r m  in te rna l  o rgans  if t hey  en t e r  
the  body.  

The u s e  of PPE inc luding  SCBA will 
grea t ly  e n h a n c e  the  e m e r g e n c y  
r e s p o n d e r ' s  safe ty  when  dea l ing  with  
a l p h a  or b e t a  radiat ion.  
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G a m m a  radia t ion  ha s  great  pene t ra t ing  
power. G a m m a  rays  are high-energy,  
ionizing radia t ion  tha t  travel at  the  
speed of light. They  can  cause  skin 

bu rns ,  severely injure  in te rna l  organs ,  
an d  have long-term, physiological  
effects. 

'hinking About My Situation.. 

If you r  d e p a r t m e n t  or jur i sd ic t ion  is within the  evacua t ion  zones  of a nuc lea r  
genera t ing  plant ,  no doub t  there  are p lans  for deal ing with a radiological event .  You 
m a y  have received t ra in ing  on how to respond.  

You might  want  to check  to see how c u r r e n t  the p lans  are, how recent ly  y o u r  
jur i sd ic t ion  ha s  h a d  an  exercise,  wha t  e q u i p m e n t  you  have,  etc. 

Specifically, t ry  to answer  these  ques t ions .  

What  s t anda rd  opera t ing  p r o c e d u r e s / s t a n d a r d  opera t ing  guidel ines (SOPs/SOGs)  
exist  to pro tec t  the  r e sponde r s  from radia t ion  in case  of an  acc iden t?  

Does the facility t r anspo r t  its spen t  nuc lea r  fuels t h ro u g h  the  jur i sd ic t ion?  How? 

Has  the ju r i sd ic t ion  ever had  a jo in t  exercise with the facility? [ ] Yes [ ] No 

If so, wha t  were some of the lessons  l ea rned?  

Asphyxiation 

Asphyxiants  interfere with oxygen flow 
dur ing  normal  brea th ing .  There  are two 
types of asphyxian ts :  s imple and  
chemical .  

S i m p l e  a s p h y x i a n t s  general ly are iner t  
gases  tha t  displace the oxygen 
ne c e s sa ry  for breathing,  and  dilute the 
oxygen concen t r a t i on  below the level 
tha t  is use fu l  to the  h u m a n  body.  

C h e m i c a l  a s p h y x i a n t s  are  far more  
serious.  Referred to as  blood poisons,  

they are c o m p o u n d s  that  i n t e r r u p t  the  
flow of oxygen in the blood or to the  
t i ssues .  The a sphyx ian t s  p reven t  
p roper  oxygen dis t r ibut ion  an d  s tarve  
the body's  cells of oxygen. 

In all cases ,  the cells of the  body are  
s tarved for oxygen. The a s p h y x i a n t s  
p revent  p roper  oxygen d is t r ibut ion .  

Examples  of chemica l  a s p h y x i a n t s  
include hydrogen  cyanide (AC), 
cyanogen  chloride (CR), phosgene ,  
ca rbon  monoxide  (CO), anil ine,  and  
hydrogen  sulfide. 
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thinking About My Situation.. 

List some a sphyx ian t s  you  have encoun te red  in y o u r  experiences  as  a first r esponder .  

Did you  or any  of y o u r  col leagues suffer ha rmfu l  effects? [ ] Yes [ ] No 

If yes, why?  

Chemical 

There are two broad  types  of chemicals  
u sed  tha t  can  cause  harm:  toxic and  
corrosive materials .  Both  of these can  
exist as  solids, liquids, or gases.  

T o x i c  m a t e r i a l s  produce  harmful  
effects depend ing  on the concent ra t ion  
of the mater ia ls  and  the length of 
exposure  to them.  An individual can  
have chronic  or acu te  exposures  to toxic 
materials .  Nerve agents  are examples  of 
toxic materials .  

C o r r o s i v e  m a t e r i a l s  are l iquids or 
solids caus ing  visible des t ruc t ion  or 
irreversible a l tera t ions  in h u m a n  skin 
t issue at the site of contact .  They may  

be liquids tha t  have a severe corros ion  
rate on steel or a luminum.  Sulfur ic  
acid is an  example of a corrosive 
material .  Blister agents  also behave  like 
corrosives.  

Of all the haza rd s  tha t  fall u n d e r  the 
umbre l la  of h a z a r d o u s  mater ia ls ,  
chemica l  haza rd s  are probably  the  ones  
you  mos t  frequently deal with b e c a u s e  
they are so common .  

Etiological 

This type of h a r m  involves exposure  to a 
living microorganism,  or its toxin, which  
causes ,  or m a y  cause ,  h u m a n  disease.  
Biological agen ts  are the m o s t  obvious  
examples  of etiological agents .  

rhinking About My Situation.., 

Once again,  refer to your  depa r tmen t ' s  or jur i sd ic t ion ' s  emergency  response  plan.  

Is there any  provision for deal ing with an  etiological haza rd?  [ ] Yes [ ] No 

If there is a plan, wha t  provisions are there for con tac t ing  the n u m e r o u s  hea l th  and  
biological services available t h rough  the State and  Federal  governments?  

If there  is no plan,  wha t  are some possible implicat ions  for you  as  an  emergency  
responder?  

- 3 3  - 



ERT:SS M o d u l e  3 

Mechanical 

This  m o s t  c o m m o n  type of h a r m  c a u s e s  
t r a u m a  f rom con tac t  with m e c h a n i c a l  or 
phys ica l  haza rds .  One form of 
m e c h a n i c a l  in jury  c a n  resu l t  f rom a n  
explosive device, in the  form of s h r a p n e l  
or an t i pe r s onne l  ma te r i a l s ,  s u c h  as  
nai ls ,  con t a ined  in the  explosion.  
Advanced  p l a n n i n g  a n d  fo re though t  are  
requi red  to avoid th is  type of h a r m .  
Othe r  e x a m p l e s  of m e c h a n i c a l  h a r m  
include  rou t ine  slip, trip, a n d  fall 
h a z a r d s  t h a t  are  c o m m o n  to e m e r g e n c y  
r e sponse .  

Time, Distance, and Shielding 
(TDS)-The Keys to Self- 
protection 

Much of the  t radi t ional  t r a in ing  in 
h a z a r d o u s  m a t e r i a l s  r e s p o n s e  bu i lds  on 
these  th ree  m e t h o d s ,  even t h o u g h  often 
the  explicit  l ink is not  made .  

T i m e  

6 
You shou ld  s p e n d  the  s h o r t e s t  a m o u n t  
of t ime poss ib le  in the  h a z a r d  a r e a  a n d  

min imize  the  t ime  of 
expos u re  to the  hazard .  
Time is a n  ally w h e n  the  
h a z a r d  c a n  be expec ted  to 
b e c o m e  gradua l ly  less  
h a z a r d o u s .  Use t ime to 
pro tec t  your se l f  a t  a c r ime  

scene.  Use t e c h n i q u e s  s u c h  a s  rap id  
en t r ies  to execu te  r e c o n n a i s s a n c e  or 
rescue .  Minimizing t ime  spen t  in the  
affected a r e a  also will r educe  the  c h a n c e  
of c o n t a m i n a t i n g  the  c r ime scene.  

D i s t a n c e  

Whenever  you  can  d i s t ance  your se l f  
f rom the h a z e d ,  you  
should .  It shou ld  be  a n  
abso lu t e  rule  a lways  to 
m a i n t a i n  a safe d i s t ance  
f rom the h a z a r d  a r ea  or  
pro jec ted  h a z a r d  area .  

Use of the  Table of Initial Isolation and 
Protective Action Distances a s  f o u n d  in 
the  North American Emergency 
Response Guidebook (NAERG) is 
advisable .  R e m e m b e r  t h a t  the  g rea t e r  
the  d i s t ance  f rom the  sou rce  of h a r m ,  
the  less  the  exposure .  Finally,  it is 
adv isab le  to be  u p w i n d  a n d  uphi l l  of the  
source ,  if a t  all poss ible .  

S h i e l d i n g  

- As it m a k e s  good s e n s e  for 
you  to let t ime  a n d  d i s t ance  
work  in you r  favor,  
m a i n t a i n i n g  s ignif icant  
phys ica l  ba r r i e r s  b e t w e e n  
you  a n d  the h a z a r d  m a k e s  
equal ly  good sense .  
Shie lding c a n  t ake  va r i ous  
forms:  vehicles ,  bu i ld ings ,  
walls,  p e r s o n a l  p ro tec t ive  
e q u i p m e n t  (PPE), etc. Use  
of PPE, inc lud ing  SCBA, 

will grea t ly  inc rease  y o u r  c h a n c e s  of  a 
safe a n d  success fu l  r e sponse .  

However ,  you  need  to r e m e m b e r  t h a t  no  
m a t t e r  how m u c h  shielding is ava i lab le  
a n d  how safe you  th ink  it is, a lways  
t ake  full a d v a n t a g e  of t ime  a n d  
d i s tance .  

Implementing the Protective 
Measures of Time, Distance, 
and Shielding 

W h a t  is the  a p p r o p r i a t e  c o u r s e  of ac t ion  
for you  to avoid the  r ange  of po ten t i a l  
h a z a r d s  a t  te r ror i s t  i nc iden t s?  The 
following ma t r i x  m a y  be he lpfu l  a s  a 
guide. It will give you  idea  of the  
op t ions  you  have.  
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Inc ident  Charac te r is t ics  T R A C E M  Hazards  TDS M e a s u r e s  
Biological Etiologic 

Nuclear 

Incendiary 

Chemical 

Explosive 

Community public 
health emergencies, 
such as a cholera 
outbreak or an 
anthrax threat. 

Focused response, 
such as in the 
discovery of a 
biological agent or its 
release. 

Time: Minimum contact time. 
Some agents can be fatal very 
quickly and in small amounts 
(ricin). 

Distance: Maximum when 
unprotected, including 
distance from those 
contaminated or exposed 
casualties. 

Shielding: Maximum 
appropriate to the agent, 
including respiratory 
protection and splash 
protection. 

Potential for a 
radiological dispersal 
device (RDD). 
Unlikely to experience 
a fission device. 

Multiple fires, 
unusual fire volume 
for structure, 
evidence of arson. 

May include 
hazardous materials 
absorbed, inhaled, 
ingested, or injected. 

May include 
industrial (ammonia, 
chlorine, gasoline), 
chemical, or military 
agents. 

Multiple hazards are 
possible with very 
unique situations. 

Primarily radiological. 
May include thermal, 
chemical, and 
mechanical. 

Primarily thermal, 
but may include 
asphyxiative, 
chemical, and 
mechanical. 

Primarily chemical, 
but may include 
thermal, 
asphyxiative, and 
mechanical. 

Primarily mechanical, 
but may include 
thermal, chemical, 
etiological, or even 
radiological. 

Time: Minimum to reduce 
exposure. 

Distance: Maximum from 
hazard. 

Shielding: Dependant on type 
of radiation. 

Time: Minimum exposure. 
Distance: Maximum without 
PPE. 

Shielding: Appropriate PPE; 
avoid potential collapse areas. 

Time: Minimum exposure 
time and contact with 
product. 
Distance: Maximum from 
actual chemical rema/ning; 
uphill and upwind; away from 
contaminated areas and 
casualties, unless properly 
protected. 

Shielding: Maximum 
shielding appropriate to the 
agent, including appropriate 
PPE. 

Time: Shortest interval, 
explosions take place in 
hundredths of seconds. 
Distance: Maximum. Consult 
NAERG. 

Shielding: Maximum. Avoid 
line of sight and remember 
potential for secondary 
devices. Beware of structural 
collapse. 
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Recognizing Psychological 
Effects 

As with a n y  m a s s  c a s u a l t y / f a t a l i t y  
incident ,  the  psychologica l  effect on first 
r e s p o n d e r s  is an i s sue  t ha t  m u s t  be  
addres sed .  Some  indiv iduals  m a y  be 
u n a b l e  to deal  wi th  the  t r a u m a  involved 
in the  incident .  In s u c h  a case ,  
a p p r o p r i a t e  psychological  a s s i s t ance ,  
debriefing,  a n d  a l t e rna te  work  
a s s i g n m e n t s  c a n  be helpful  in hand l i ng  
individual  needs .  

Most  e m e r g e n c y  r e s pons e  agenc ies  have  
a s s i s t a n c e  avai lable  to p e r s o n n e l  in the  
a r e a s  of crit ical inc ident  s t r e s s  a n d  
p o s t - t r a u m a t i c  types  of inc idents .  

SUMMARY 

When  deal ing  with a po ten t ia l  t e r ro r i s t  
incident ,  you  are  facing s o m e t h i n g  
u n u s u a l ,  s o m e t h i n g  tha t ,  p e r h a p s ,  you  
never  have  faced before.  Th i s  cou ld  
prove  fatal ,  given the  po ten t ia l  
complex i ty  of h ~ d s  a n d  the  
special ized r e s p o n s e  skills needed .  The  
s i tua t ion  m a y  requi re  a typ ica l  
r e sponses .  

Before m a k i n g  a n y  k ind  of r e s p o n s e ,  
you  shou ld  eva lua te  the t ypes  of 
h a z a r d s  involved a n d  m a t c h  to t h e m  the  
m o s t  a p p r o p r i a t e  r e s p o n s e  m e t h o d s  
avai lab le  to you .  

What  I Will Do As Fo l lowup To This Module . . .  

Descr ibe  one  or two pract ical ,  ach ievab le  s t eps  you  will t ake  a s  a r e su l t  of  s t u d y i n g  th i s  
modu l e  to he lp  you  to be  be t t e r  p r e p a r e d  to deal  wi th  one  of the  inc iden t s  de sc r ibed  
here .  

S tep  One: 

S tep  Two: 

How I will a c c o m p l i s h  Step  One 

How I will a c c o m p l i s h  Step  Two 
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L E A R N I N G  C H E C K  

T r u e  o r  F a l s e :  Circle ei ther  T or F. 

1. T F 

2. T F 

3. T F 

4. T F 

The harmfu l  effects of etiologic haza rd s  usua l ly  resul t  from 
interference with oxygen flow dur ing  normal  breathing.  

G a m m a  radia t ion is an  asphyxiat ive hazard .  

Whenever  you  can  d is tance  yourse l f  from a haza rd  you  should .  

Asphyxian ts  are l iquids or solids tha t  u sua l ly  cause  visible 
des t ruc t ion  or irreversible a l tera t ions  in h u m a n  skin t i ssue  at  the site 
of contact .  

M u l t i p l e  C h o i c e :  Circle your  answer .  

5. Hazard  caus ing  first r e sponders  the mos t  injury. 

a. Thermal.  
b. Chemical.  
c. Biological. 
d. Mechanical .  

6. When  in a h a z a r d o u s  area,  r e sponde r s  should  avoid 

. 

a. rushing.  
b. wear ing PPE. 
c. shielding. 
d. self-protection. 

When  determining a safe d is tance  from a projected haza rd  area, r e s p o n d e r s  
should  refer to the Table of  Initial Isolation and Protection Action Distances as  
found  in the 

a. SOP. 
b. SOG. 
c. NAERG. 
d. ERT:SS. 

. PPE provides critical shielding dur ing  

a .  

b. 
C. 

d. 

s i tua t ions  involving radioactive mater ia ls  only. 
all haza rd  s i tuat ions.  
s i tua t ions  involving toxic mater ia ls  only. 
mos t  haza rd  si tuat ions.  
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. The  r e s p o n d e r ' s  safes t  pos i t ion  a t  a n  inc ident  scene  is 

a .  

b. 
c. 
d. 

u p w i n d  a n d  uphil l .  
u p w i n d  a n d  downhill .  
c rosswind  a n d  uphil l .  
downwind  a n d  downhill .  

10. Which of the  following is a n  example  of i n a p p r o p r i a t e  shie lding? 

a. Vehicles. 
b. Wire fencing. 
c. Walls. 
d. Buildings.  

Answers  are provided at the end o f  this Guide on page  105. 
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Objectives 

After comple t i ng  th i s  modu le ,  y o u  will 
be  able  to:  

• exp la in  the  n e e d  for a n  Inc iden t  
C o m m a n d  S y s t e m  (ICS); 

• l ist  the  s t e p s  or  p r o c e s s e s  
t rad i t iona l ly  a s s o c i a t e d  wi th  
r e s p o n d i n g  to a n  emergency ;  a n d  

• n a m e  a n d  exp la in  the  n ine  
c o m m o n  s t e p s  of  the  p l a n n i n g  
p rocess .  

I N C I D E N T  C O M M A N D  

Exper i ence  h a s  s h o w n  t h a t  t hose  
inc iden t s  m a n a g e d  in a s y s t e m a t i c  way 
are  the  m o s t  s u c c e s s f u l  a t  ach iev ing  
the  i n t ended  goals.  Inc iden t  c o m m a n d  
dea ls  wi th  the  Inc iden t  C o m m a n d e r  (IC) 
a n d  h i s / h e r  s taf f  m a k i n g  ope ra t iona l  
dec is ions ,  some  s t ra tegic ,  o the r s  
tact ical  in na t u r e ,  a n d  careful ly  
a l loca t ing  r e s o u r c e s  to i m p l e m e n t  
them.  As a f r s t  r e s p o n d e r  you  need  to 
u n d e r s t a n d  the  role of  the  IC as  the  
u l t ima t e  d e c i s i o n m a k e r  r e s p o n s i b l e  for 
the  o u t c o m e  of the  inc ident .  

The  ICS is the  f r a m e w o r k  n e c e s s a r y  to 
m a n a g e  the  r e s o u r c e s ,  pe r sonne l ,  
a p p a r a t u s ,  a n d  e q u i p m e n t ,  u s e d  to 
mi t iga te  the  incident .  S t ra teg ic  

dec i s ions  ident i fy  the  overal l  a p p r o a c h  
to the  inc ident ,  a n d  ope ra t i ona l  
dec i s ions  spell  ou t  the  b e s t  u s e  of  
t hose  r e s o u r c e s .  

Dur ing  rou t ine  e m e r g e n c i e s ,  m o s t  
f i ref ighters  follow a s t a n d a r d  a p p r o a c h :  
p e r f o r m i n g  s izeup,  choos ing  a s t ra tegy ,  
i m p l e m e n t i n g  va r i ous  tac t ics ,  a n d  
c o n d u c t i n g  ongo ing  eva lua t ion .  

In r e cen t  y e a r s  wi th  an  i n c r e a s e d  
e m p h a s i s  on  n o n r o u t i n e  i n c i d e n t s  s u c h  
a s  h a z a r d o u s  mate r i a l s ,  a n d  n o w  
te r ro r i s t  even t s ,  o the r  m e t h o d s  h a v e  
b e e n  deve loped  to a d d r e s s  n e w  a s p e c t s  
r e l a t ed  to n o n r o u t i n e  s i t ua t i ons .  In  
t h e s e  s i t u a t i o n s  it is espec ia l ly  cr i t ica l  
to k n o w  exac t ly  w h a t  s t eps  to t a k e  a n d  
the  s e q u e n c e  in which  t hey  m u s t  o c c u r  
b e c a u s e  of the  p r e s e n c e  of h a z ~ d s  
o the r  t h a n  those  t rad i t iona l ly  
e n c o u n t e r e d .  For example ,  d u r i n g  a 
b o m b i n g  you  m a y  find it difficult  to 
d e t e r m i n e  a n  a p p r o p r i a t e  c o u r s e  of  
ac t ion  d u e  to the  n a t u r e  or  the  
m a g n i t u d e  of the  inc ident .  
F u r t h e r m o r e ,  you  m a y  feel e x t r e m e  
p r e s s u r e  to act .  

Rega rd le s s  of the  specific p r o c e s s  u s e d ,  
r e s p o n d e r s  go t h r o u g h  a n u m b e r  of 
s imi la r  s t e p s  in deal ing  wi th  the i r  
r e s p o n s e .  Five c o m m o n  s t e p s  i nc lude  
c o n d u c t i n g  s izeup,  e v a l u a t i n g  the  
s i tua t ion ,  se t t ing  inc ident  pr ior i t ies ,  
e s t i m a t i n g  po ten t i a l  inc iden t  c o u r s e  
a n d  h a r m ,  a n d  choos ing  s t ra teg ic  goals  
a n d  tac t ica l  objectives.  

thinking About My Situation... 
Have  you  ever  b e e n  in a s i t ua t ion  where  you  were,  even  for a sho r t  t ime,  the  IC? 
[ 1 Y e s  [ 1 No  

If so, did y o u  consc ious ly  h a n d l e  the  inc ident  u s i n g  an  ICS or did you o p e r a t e  w i t h o u t  
one?  

Wha t  are  the  r i sks  of o p e r a t i n g  wi thou t  a n  ICS? 
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C o n d u c t i n g  S i z e u p  

Sizeup,  the  r ap id  m e n t a l  eva lua t ion  of 
the  fac to r s  t h a t  in f luence  a n  inc ident ,  
is the  first  s t ep  in d e t e r m i n i n g  a c o u r s e  
of act ion.  For  m a n y  r e s p o n d e r s  it 
b eg in s  even  before  the  inc iden t  in the  
form of p rep lann ing .  The m o r e  
in fo rma t ion  you  have  pr ior  to the  
incident ,  the  g rea te r  the  c h a n c e s  of 
hav ing  a safe a n d  s u c c e s s f u l  r e s p o n s e .  

E v a l u a t i n g  t h e  S i t u a t i o n  

Inc iden t  f ac to r s  a re  d y n a m i c  a n d  m u s t  
be  e v a l u a t e d  con t inua l ly .  Therefore ,  in 
a sense ,  s i zeup  c o n t i n u e s  t h r o u g h o u t  
the  incident .  In the  s a m e  way  t h a t  the  

mi l i t a ry  s tud i e s  i ts  e n e m y  pr ior  to 
ba t t l e  a n d  c o n s t a n t l y  e v a l u a t e s  i ts  
ba t t l e  p l ans ,  so shou ld  you .  

Inc iden t  s i t ua t ion  refers  to the  type ,  
the  c ause ,  a n d  the  s t a t u s  of  the  
inc ident .  

The  type  of inc iden t  re fe rs  to w h e t h e r  it 
is one  of the  five types  of  i n c i d e n t s  
d i s c u s s e d  in Module  1 (a c h e m i c a l  
a t t a ck ,  a n  explosion,  a fire, etc.). The  
c a u s e  of the  inc iden t  re fe rs  to w h e t h e r  it 
is a n  acc ident ,  s u c h  as  a s y s t e m  fai lure ,  
or  s o m e t h i n g  in ten t iona l ,  s u c h  a s  a 
bombing .  The  inc ident  s t a t u s  r e fe r s  to 
w h e t h e r  the  inc iden t  is in a s o m e w h a t  
cont ro l led  s t a t e  (static) or  is still 
u n c o n t r o l l e d  (dynamic  or expand ing) .  

hinking About My Situation.., 

Do you  agree  wi th  th i s  s t a t e m e n t ?  "Eva lua t ing  the  s i t ua t i on  is not  s o m e t h i n g  a 
r e s p o n d e r  does  consc ious ly .  By v i r tue  of t ra in ing ,  the  r e s p o n d e r  is c o n s t a n t l y  
eva lua t ing ."  [ ]Yes  [ ]No  

Do you  t h ink  in jury  a n d  fatal i t ies  could  r e su l t  f rom a l ack  of p r o p e r  e v a l u a t i o n ?  Do 
you  k n o w  of a n y  i n s t a n c e s  where  th i s  m a y  have  o c c u r r e d ?  

W h a t  migh t  have  p r e v e n t e d  the  in ju r i e s?  

S e t t i n g  I n c i d e n t  Pr ior i t i e s  

Inc iden t  pr ior i t ies  inc lude  life sa fe ty  
(for the  r e s p o n d e r s  a s  well a s  the  
public);  p ro tec t ing  cri t ical  s y s t e m s  
(such as  the  i n f r a s t r u c t u r e ,  inc lud ing  
t r a n s p o r t a t i o n ,  publ ic  services,  a n d  
c o m m u n i c a t i o n  networks) ;  a n d  inc iden t  
s tabi l izat ion.  

E s t i m a t i n g  P o t e n t i a l  I n c i d e n t  
Course  a n d  Harm 

Potent ia l  inc iden t  c o u r s e  a n d  h a r m  
inc ludes  a se r ies  of p r ed i c t i ons  b a s e d  
u p o n  the  inc iden t  s i t ua t ion  a n d  

ava i lab le  in format ion .  The  r e s p o n d e r s  
e s t i m a t e  the  p r o b a b l e  c o u r s e  t h a t  the  
inc iden t  will t ake  a n d  the  p r o b a b l e  
h a r m  or d a m a g e  t h a t  is l ikely to occur .  
For  example ,  if faced with a n  explos ion ,  
you  s h o u l d  be  c o n c e r n e d  a b o u t  the  
poss ib l e  p r e s e n c e  of a s e c o n d a r y  device  
t h a t  m a y  c a u s e  h a r m  to p e r s o n n e l  or 
c rea te  add i t iona l  p rope r ty  d a m a g e .  

C h o o s i n g  S t r a t e g i c  Goals  a n d  
T a c t i c a l  O b | e c t i v e s  

Stra teg ic  goals  are  broad ,  gene ra l  
s t a t e m e n t s  of  the  des i red  o u t c o m e .  An 

- 42 - 



ERT:SS M o d u l e  4 

e x a m p l e  of a s t ra teg ic  goal would  be  "to 
p reven t  loss  of life for b o t h  civi l ians a n d  
r e sponde r s . "  

Tact ica l  objec t ives  a re  specific 
o p e r a t i o n s  or  f u n c t i o n s  to m e e t  the  
goal. For  example ,  to m e e t  the  
s t ra teg ic  goal of p r even t ing  loss  of  life, 
you  shou l d  "isolate the  h a z a r d  a r e a  a n d  
deny  en t ry  into t h a t  area ."  

Tac t ics  a re  the  specific s t eps  a n d  
ac t ions  t a k e n  by  the  a s s i gned  
p e r s o n n e l  to m e e t  the  d e t e r m i n e d  
object ives.  For example ,  to a c c o m p l i s h  
the  tac t ica l  object ive of isolat ion,  you  
could  "posi t ion a p p a r a t u s  in s u c h  a 
fash ion  a s  to b lock  the  a rea ,  a n d  
cordon  off the  a r e a  wi th  b a n n e r  tape."  
Notice t h a t  a t  e a c h  level the re  a re  m o r e  
specif ics  involved.  In the  case  of the  
tact ical  m e t h o d s ,  u s i n g  the  a p p a r a t u s  
a n d  co rdon ing  off the  a r e a  a re  only two 
poss ib le  a p p r o a c h e s .  

I n f luence  of  H a z a r d o u s  
M a t e r i a l s  

In r ecen t  y e a r s  the  Federa l  g o v e r n m e n t  
h a s  e n a c t e d  laws  a n d  deve loped  
r egu l a t i ons  t h a t  r equ i re  e m e r g e n c y  
serv ices  p e r s o n n e l  to receive p r o p e r  
t ra in ing.  This  legis la t ion grew out  of 
the  rea l iza t ion  t ha t  h a z a r d o u s  
m a t e r i a l s  inc iden t s  differ f rom the m o r e  
t rad i t iona l  i nc iden t s  t ha t  h is tor ica l ly  
have  been  the  "bread  a n d  bu t te r"  of  the  
fire service.  This  t r a in ing  is o rgan ized  
a r o u n d  five levels: Awareness ,  
Opera t ions ,  Techn ic ian ,  Special is t ,  a n d  
Inc iden t  Manager .  

In i m p l e m e n t i n g  i ts  t r a in ing  p r o g r a m s ,  
the  Nat ional  Fire A c a d e m y  (NFA) h a s  
followed the se  c lass i f ica t ions .  
F u r t h e r m o r e ,  the  NFA h a s  a d o p t e d  for 
i ts  h a z a r d o u s  m a t e r i a l s  c u r r i c u l u m  a n  
inc iden t  a n a l y s i s  p r o c e s s  cal led 
GEDAPER (developed by David M. 
Lesak).  In do ing  so, the  NFA is say ing  
t h a t  the  seven  s t eps  of GEDAPER 
provide  the  r e s p o n d e r s  the  needed  
p r o c e s s e s  for ana lyz ing  a n d  h a n d l i n g  a 

h a z a r d o u s  m a t e r i a l s  inc iden t  safe ly  a n d  
p ruden t ly .  It a l so  is the  view of the  
NFA t h a t  th i s  s a m e  tool, a l t h o u g h  no t  
the  only one  avai lable ,  c a n  be  ve ry  
he lpfu l  in dea l ing  with  the  r a n g e  of 
po ten t i a l  i nc iden t s  t ha t  a re  t he  focus  of 
th i s  course .  

G E D A P E R  

There  a re  seven  s t e p s  to th i s  p roce s s :  

1. G a t h e r i n g  in format ion .  
2. E s t i m a t i n g  cou r se  a n d  h a r m .  
3. D e t e r m i n i n g  s t ra teg ic  goals .  
4. A s s e s s i n g  tac t ica l  op t i ons  a n d  

r e s o u r c e s .  
5. P l a n n i n g  a n d  i m p l e m e n t i n g  ac t ions .  
6. Eva lua t ing .  
7. Reviewing.  

Gather ing  I n f o r m a t i o n  

As a first  r e s p o n d e r ,  you  n e e d  to g a t h e r  
a s  m u c h  i n fo rma t ion  a b o u t  the  inc iden t  
a s  poss ib le  (a first  r e s p o n d e r  in PPE, 
inc lud ing  pos i t ive  p r e s s u r e  SCBA, 
could  only u s e  s ight  and  hear ing)  
t h r o u g h  obse rva t i on ,  u s i n g  the  s e n s e s .  
Given the  l ikel ihood of the  p r e s e n c e  of 
h a z a r d o u s  m a t e r i a l s  at a t e r ro r i s t  
inc ident ,  it would  be  in y o u r  b e s t  
in te res t  to obse rve  f rom a d i s t ance ,  
u s i n g  only the  s e n s e s  of  s ight  a n d  
hear ing .  The  u s e  of  touch ,  t a s t e ,  or  
smel l  cou ld  r e su l t  in e x p o s u r e .  

Your educa t ion ,  t ra ining,  a n d  
expe r i ence  will he lp  you e v a l u a t e  th i s  
i n fo rma t ion  before going a n y  fu r the r .  
Today,  t he re  a re  n u m e r o u s  i n f o r m a t i o n  
r e s o u r c e s  ava i lab le  in h a r d  copy  or 
e lec t ronic  format .  If you  c a n n o t  a c c e s s  
th is  i n fo rma t ion  a t  the scene ,  c o n t a c t  
those  who  c a n  a c c e s s  it for you .  

For i n s t a n c e  w h e n  the t e r m  " m a s s  
c a s u a l t y  incident"  is u s e d  to de sc r i be  
an  inc iden t  scene ,  you  c a n  re la te  to the  
s i tua t ion  au tomat i ca l ly .  The  t e r m  
t r iggers  a m e n t a l  a s s e s s m e n t  b a s e d  on  
educa t i on ,  t ra in ing ,  a n d  exper i ence .  
This  is unavo idab le .  On top of th i s  
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the re  a re  o the r  l a y e r s - - p e r h a p s  m a n y - -  
of t echn ica l  i n fo rma t ion  (data) p rov ided  
by  o the r  sou rces ,  c o m m o n l y  inc lud ing  
texts ,  c o m p u t e r s ,  p r ep l ans ,  floor p lans ,  
etc. For example ,  if r e s p o n d i n g  to a n  
inc ident  involving h a z a r d o u s  m a t e r i a l s  
(B-NICE), the  first  r e s p o n d e r  m a y  
consu l t  the  North American Emergency 
Response Guidebook for 
r e c o m m e n d a t i o n s  on  init ial  i so la t ion  
a n d  pro tec t ive  ac t ion  d i s t ances .  

There  a re  o the r  t ypes  of i n fo rma t ion  
t h a t  will a s s i s t  you  a s  first  r e sponde r :  

i n fo rma t ion  received f rom y o u r  
d i spa t che r ,  s u c h  as  type of inc ident ,  
inc iden t  locat ion,  n u m b e r  of 
r ep o r t ed  ca sua l t i e s ,  etc.,  t h a t  cou ld  
ind ica te  a poss ib le  t e r ro r i s t  
inc ident ;  

i n fo rma t ion  ob t a ined  d u r i n g  y o u r  
s izeup,  s u c h  a s  u n u s u a l  s igns  a n d  
s y m p t o m s ,  p r e s e n c e  of d e a d  a n i m a l s  
or people ,  u n e x p l a i n e d  odors ,  
u n u s u a l  m e t a l  debr is ,  p l a c a r d s  or  
labels ,  etc.  (ou tward  w a r n i n g  s igns  
a n d  de tec t ion  clues);  a n d  
e n v i r o n m e n t a l  i n fo rma t ion ,  s u c h  a s  
t ime  of d a y  or night ,  loca t ion  
(address ,  ne ighborhood ,  a n d  
occupancy) ,  w e a t h e r  ( t e m p e r a t u r e ,  
wind direct ion,  relat ive humid i ty ) ,  
t o p o g r a p h y  (lay of the  land ,  hills, 
bod ies  of water) ,  and  e x p o s u r e s  
(people, p rope r ty ,  env i ronmen t ) .  

Rega rd le s s  of the  inc ident ,  the  f irst  s t ep  
is to collect  all the  i n f o r m a t i o n  poss ib l e  
a s  quickly  a s  you  c a n  before  y o u  go a n y  
fur ther .  Then ,  once  you h a v e  m a d e  
s o m e  init ial  dec is ions ,  y o u  n e e d  to 
c o n t i n u e  to collect  i n f o r m a t i o n  a n d  
r e a s s e s s  it. 

thinking About My Situation..  

Recall  a r ecen t  inc iden t  t ha t  you  have  pa r t i c i pa t ed  in a s  a first  r e sponde r ,  p r e f e r ab ly  
a h a z a r d o u s  m a t e r i a l s  inc ident .  List a few specif ic s t eps  of i n fo rma t ion  g a t h e r i n g  
t h a t  you  took. 

Did you  c o n s u l t  a n y  p r i n t ed  s o u r c e s ?  If so, n a m e  two or th ree .  

Did you  refer  to a n y  o the r  r e s o u r c e s  t h a t  were  not  a t  the  s cene  for add i t iona l  
i n fo rma t ion  u s i n g  a radio ,  t e l ephone ,  or  o the r  e lec t ronic  device?  If you  did, h o w  
helpfu l  w a s  th i s?  

E s t i m a t i n g  C o u r s e  and  
H a r m  

E s t i m a t i n g  the  c o u r s e  of  a n  inc ident  
involves u s i n g  the  i n fo rma t ion  you  
have  g a t h e r e d  to m a k e  a ser ies  of 
p red i c t i ons  a n d  to a s s e s s  the  po ten t i a l  

h a r m .  This  involves d a m a g e  
a s s e s s m e n t ,  h a z a r d  ident i f icat ion,  
vu lnerab i l i ty  a s s e s s m e n t ,  a n d  r i sk  
de t e rmina t i on .  D a m a g e  a s s e s s m e n t  
involves f iguring the  d a m a g e  t h a t  h a s  
a l r eady  occur red .  Haza rd  ident i f ica t ion  
m e a n s  d e t e r m i n i n g  wha t  p r o d u c t  is 
involved,  whe re  it is, w h a t  it c a n  do, 
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how m u c h  there  is, etc.  Vulnerabi l i ty  
a s s e s s m e n t  is f iguring ou t  who and  
wha t  is at  risk, in o ther  words,  all 
p e r s o n s  and  th ings  the  h a z a r d  may  
affect. Risk de t e rmina t ion  involves 
es t imat ing  the  probabi l i ty  tha t  the  
s i tua t ion  might  get worse  before it is 
control led.  Initially, s t ra tegic  goals an d  
tact ical  op t ions  shou ld  be based  on  the  
mos t  likely s i tua t ion  ou tcome.  

Determining Strategic 
Goals 

Strategic  goals are  broad,  general  
s t a t e m e n t s  of in tent .  Always to be 
inc luded  in de t e rmin ing  s t ra tegic  goals 
are  the  inc iden t  pr ior i t ies  of life safe ty  
{responder  a n d  civilian), p ro tec t ion  of 
crit ical sy s t ems  (anything tha t  is in 
place for the  b e t t e r m e n t  of the  
c omm un i ty ,  s u c h  as  publ ic  uti l i t ies a n d  
t r anspor t a t ion ,  hospi ta ls ,  etc.), and  
inc ident  s tabil izat ion.  

Assessing Tact ical  Options 
and Resources 

In o rder  to mee t  the  s t ra tegic  goals, you  
need  to select  appropr i a t e  tact ical  
object ives and  me thods .  For ins t ance ,  
if the  s t ra tegic  goal is isolat ion,  t hen  
the tact ical  object ives  m u s t  inc lude  
es tab l i sh ing  pe r ime te r s  a n d  opera t iona l  
zones ,  deny ing  en t ry  into the  "hot 
zone," and  removing  the publ ic  an d  
e m e r gency  pe r sonne l  far from the  "hot 
zone." 

Per imete r s  an d  zones  r e p r e s e n t  a safe ty  
factor,  or buffer ,  agains t  the  h a z a r d s  
p r e s e n t e d  by  the  incident .  The  
e s t a b l i s h m e n t  of zones,  or pe r ime te r s ,  
is crit ical to pro tec t  bo th  first 
r e s p o n d e r s  an d  civilians. Denial  of 
en t ry  inc ludes  the  u se  of phys i ca l  
barr iers ,  s u c h  as  tape,  rope,  ba r r i cades ,  
etc. These  t a sks  are  within the  scope 
of responsibi l i t ies  of a first r e s p o n d e r  
t r a ined  to the  aw a ren es s  level. 

Public  p ro tec t ion  involves e s t ab l i sh ing  
an  a rea  of safe refuge for t hose  who are  
c o n t a m i n a t e d ,  t h u s  r educ ing  the  
c h a n c e s  of s e c o n d a r y  co n t am in a t i o n .  It 
also involves ass i s t ing  those  
individuals  who are  in h a r m ' s  way to 
safety.  Doing so will set the  s tage  for 
d e c o n t a m i n a t i o n  a n d  s u b s e q u e n t  
medica l  t r ea tmen t .  

All of t h e se  object ives  requ i re  the  u s e  of 
r e sou rces ,  inc lud ing  p e r so n n e l  a n d  
equ ipmen t .  The level of effort  r equ i red ,  
coup led  with the  a m o u n t  of r e s o u r c e s  
available,  will de t e rmine  if the  goals  
a n d  object ives  can  be a t t a ined .  If the  
r e so u rce s  are  adequa te ,  or if o the r  
a s s i s t an ce  is available,  t h e n  the  n ex t  
step,  p l ann ing  an d  imp lemen t ing  
ac t ions ,  becomes  possible.  

Wi thdrawal  is an  opt ion where  the  
s i tua t ion  is too d a n g e r o u s  or too large 
for in te rvent ion .  The  bes t  co u r se  of 
ac t ion  m a y  be to evacua t e  the  area ,  
d en y  ent ry ,  an d  allow the  inc iden t  to 
r u n  its course .  

thinking About My Situation..  

Do y o u r  local S O P s / S O G s  a d d r e s s  i s sues  s u c h  as  es tab l i sh ing  opera t iona l  zones  
a nd  pe r ime te r s  (public pro tec t ion)?  If so, what  specific i s sues  are a d d r e s s e d  t h a t  
involve the  efforts of first r e s p o n d e r s ?  
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Planning and Implementing 
Actions 

The plan of action is a written 
document  that  consolidates all of the 
operational actions to be taken by 
various personnel  in order to stabilize 
the incident. It is important  for you to 
appreciate the purposes  of the written 
plan. It helps pinpoint  the exact 
actions planned. 

Standard  operating p rocedures /  
s tandard  operating guidelines (SOPs/ 
SOGs) are linked to the plan of action. 
They spell out  the functions,  roles, and 
responsibilit ies of personnel  on the 
incident scene. They should be agreed 
upon  long before the incident, and the 
staff mus t  be trained in implementing 
them. The plan of action references 
SOPs/SOGs,  it does not create them. 

Another important  planning step is to 
create a "site safety and health plan." If 
the incident involves hazardous  
materials,  which most terrorist  
incidents will, Federal regulat ions 
(OSHA 1910.120) require that  you to 
create one. A site safety and heal th  
plan is a series of checklists used  to 
manage an incident and to assure  the 
safety of all involved. Like SOPs/SOGs,  
the checklists  are developed before the 
incident and are implemented during 
the incident. 

The site safety and health plan 
identifies the heal th  and safety hazards  
faced at the incident scene. It fur ther  
identifies appropriate  PPE, 
decontaminat ion considerat ions,  EMS 
concerns,  and similar safety issues.  
When the incident  involves chemical  or 
biological hazards  it assists  in fulfilling 
employee right-to-know requirement .  

The site safety and heal th plan helps to 
document  the specific act ions and  
safety procedures  used. It will assis t  in 
document ing  whether  the chosen plan 
of action and the specific p rocedures  
are followed. In addition, the site 
safety and heal th  plan t racks  activities 
and performances  and assures  tha t  
personnel  safely perform those tasks  
for which they received appropr ia te  
training. Someone trained only to the 
Awareness Level should not  perform 
tasks specific to the Operations or 
Technician Levels, for example. 

Included in the site safety and  heal th  
plan are the location and the extent  of 
zones, the na tu re  of the hazards  found 
on the scene, the types of personal  
protective equipment  (PPE) worn by 
personnel,  and the type(s) of 
decontaminat ion procedures  followed. 
Your local or State hazardous  materials  
responders  should have examples  of 
existing site safety and heal th  plans 
that  can be adjusted to fit a terrorist  
scenario. 

T o  which level are you trained? 

Have you ever operated beyond your  level of training ei ther of your  own volition or 
because  an officer told you to? [ ] Yes [ ] No 

Apart from the legal implications, what  are the safety implications? 
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Evaluating 

The goal of the  eva lua t i on  p r o c e s s  is to 
d e t e r m i n e  w h e t h e r  the  p l an  of ac t ion  is 
work ing  as  in tended .  Eva lua t i on  will 
he lp  ident i fy poss ib le  e r ro r s  a n d  al low 
the  r e s p o n d e r s  to cor rec t  t h e m .  You 
shou ld  m o n i t o r  a n d  eva lua t e  all 
inc iden t  scenes ,  t e r ro r i s t  or not .  If 
y o u r  p l an  is fail ing rapidly ,  y o u  will 
need  a n  a l t e r n a t e  p l an  of ac t ion  t h a t  
c a n  be i m p l e m e n t e d  quickly  and ,  
d e p e n d i n g  on  the  ava i lab le  r e s o u r c e s ,  
u s e d  to solve the  p rob l em .  It is foolish 
to s t ick  with a p l an  t h a t  is not  working.  

Reviewing 

The review p r o c e s s  involves  revis i t ing  
a n d  conf i rming  the  GEDAPER process .  
Review o c c u r s  e i ther  w h e n  s t ra teg ic  
goals  a re  a c c o m p l i s h e d  or  w h e n  the re  is 

an  e x t e n d e d  r e s p o n s e  pe r iod  a n d  it is 
no t  wise  to wai t  un t i l  the  en t i r e  
o p e r a t i o n  h a s  conc luded .  If the  en t i r e  
p r o c e s s  is m a n a g e d  effectively f rom the  
s ta r t ,  t he re  shou ld  be  no  p r o b l e m s  wi th  
the  p l an  of  act ion.  Specifically,  if  the  
i n fo rma t ion  g a t h e r e d  init ial ly is 
t h o r o u g h ,  c o m p r e h e n s i v e ,  a n d  well 
m a n a g e d ,  the  e s t ima t e  of  c o u r s e  a n d  
h a r m  shou ld  be  a c c u r a t e  a n d  the  
s t ra teg ic  goals  a n d  tac t ica l  ob jec t ives  
c h o s e n  a lso  shou ld  be  a p p r o p r i a t e .  

If p r o b l e m s  are  d i scovered  wi th  the  
p lan ,  t h e n  the  exis t ing  p l a n  s h o u l d  be  
modif ied  to ref lect  the  a p p r o p r i a t e  
c h a n g e s ,  or  a n e w  p lan  s h o u l d  be  
deve loped  to r ep l ace  the  f lawed one.  In 
s u m m a r y ,  the  p l a n  tells w h a t  s h o u l d  
be, the  e v a l u a t i o n  tells w h a t  is not ,  a n d  
the  rev iew m a k e s  the  cor rec t ions .  
Ongo ing  eva lua t i on  a s s u r e s  t h a t  the  
p l an  is work ing  or a le r t s  you  t h a t  the  
p l an  is failing. 

thinking About My Situation.., 

How often h a v e  you  b e e n  involved in reviewing the  inc iden t  ac t ion  p l a n s ?  

W h a t  were  s o m e  of the  benef i t s  of  th i s  review p r o c e s s ?  

Did it m a k e  a di f ference on the  final o u t c o m e ?  

SUMMARY 

While you  m a y  not  be faced with  be ing  
the  IC, it s hou l d  be  obv ious  t h a t  y o u r  
role a s  a first  r e s p o n d e r  is cri t ical  to the  
m a n a g e m e n t  of the  inc ident .  
R e m e m b e r  t h a t  the  ac t ions  you  t ake  
a n d  the  dec i s ions  you  m a k e  ear ly  in 
the  inc ident  will have  a d r a m a t i c  effect 
on the  o u t c o m e  of the  event .  One of 
the  first  c o n c e r n s  y o u  shou ld  a d d r e s s  
is y o u r  safety.  

D e p e n d e n t  u p o n  the  s i t ua t i on  y o u  f ind 
u p o n  y o u r  arr ival ,  coup led  wi th  
p rea r r iva l  i n fo rma t ion  s u c h  a s  the  
inc iden t  locat ion  a n d  s i t u a t i o n  a s  
d i s p a t c h e d ,  y o u  will need  to m a k e  ea r ly  
dec i s ions  t h a t  will affect the  inc iden t .  
Always k e e p  in m i n d  the  o u t w a r d  
w a r n i n g  s igns  a n d  de tec t ion  c lues  
m e n t i o n e d  in Module  2. O n s c e n e  
c o n s i d e r a t i o n s  shou ld  be  s imi la r  to 
y o u r  ex is t ing  r e s p o n s e  gu ide l ines  
dea l ing  with  h a z a r d o u s  m a t e r i a l s .  
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While it would  be e a s y  to b e c o m e  
ove rwhe lmed ,  keep  in m i n d  the  
following key  poin ts :  

Your safe ty  a n d  t h a t  of y o u r  fellow 
p e r s o n n e l  is p a r a m o u n t ;  o the rwise  
you  c a n n o t  poss ib ly  mi t iga te  the  
inc ident .  

The  init ial  s t eps  of ga in ing  cont ro l  
of  the  scene  will g rea t ly  affect  
inc iden t  m a n a g e m e n t .  S imple  
p r o c e d u r e s ,  s u c h  as  s t ag ing  
a p p a r a t u s  uphi l l  a n d  upwind ,  
pe r fo rming  isolat ion,  a n d  
e s t a b l i s h i n g  p e r i m e t e r s ,  will he lp  
immense ly .  Th is  m a y  be all you  c a n  
do pr ior  to the  arr ival  of add i t iona l  
r e s o u r c e s ,  b u t  do not  min imize  i ts  
impor t ance .  

You need  to be  p roac t ive ,  no t  
react ive .  In o the r  words ,  t ry  to s t ay  
a few s t e p s  a h e a d  of the  c u r r e n t  
s i t u a t i o n  to be  be t t e r  p r e p a r e d  for 
w h a t  m a y  occu r  next.  

R e m e m b e r  a lso  t ha t  y o u  a re  only  
h u m a n  a n d  t h a t  you  c a n  do only  a 
l imi ted  n u m b e r  of  t a s k s  
s i m u l t a n e o u s l y .  Al though  y o u  m a y  
be  o v e r w h e l m e d  initially,  e v e n t u a l l y  
y o u r  a c t i ons  s h o u l d  o v e r c o m e  the  
seeming ly  chao t i c  s i t u a t i o n  a n d  the  
inc iden t  will be  u n d e r  cont ro l .  

P lan  to be  a p a r t  of the  so lu t ion ,  no t  
p a r t  of the  p rob lem.  

Do no t  h e s i t a t e  to s e e k  add i t i ona l  
a s s i s t a n c e .  

W h a t  I Wil l  Do As  F o l l o w u p  To This  Modu le . . .  

Descr ibe  one  or two prac t ica l ,  ach ievab le  s t e p s  y o u  will t ake  a s  a r e su l t  of s t u d y i n g  
th i s  m o d u l e  to he lp  you  to be  be t t e r  p r e p a r e d  to dea l  wi th  one  of the  i n c i d e n t s  
de sc r ibed  here .  

S tep  One: 

S tep  Two: 

How I will a c c o m p l i s h  S tep  One 

How I will a c c o m p l i s h  S tep  Two 
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L E A R N I N G  C H E C K  

T r u e  o r  F a l s e :  Circle e i ther  T or F. 

i .  T F 

2. T F 

3. T F 

4. T F 

5. T F 

As a first  r e s p o n d e r ,  y o u r  initial  c o n c e r n  s h o u l d  be the  sa fe ty  of 
o the rs ,  no t  yourse l f .  

All e m e r g e n c y  o p e r a t i o n s  m u s t  be  o rgan ized  to be  succes s fu l .  

A s y s t e m  is a col lect ion of u n r e l a t e d ,  i n d e p e n d e n t  p a r t s  d e s i g n e d  
with  no p a r t i c u l a r  p u r p o s e .  

I m p r o p e r  e m e r g e n c y  scene  m a n a g e m e n t  c a n  re su l t  in loss  of s cene  
control ,  b u t  not  g rea te r  loss  of life or injury.  

S t ra tegic  goals  a re  b r o a d  genera l  s t a t e m e n t s  of the  des i r ed  o u t c o m e .  

Mu l t i p l e  Cho ice :  Circle y o u r  answer .  

6. This  p l an  d o c u m e n t s  specific a c t i ons  a n d  safe ty  p r o c e d u r e s  used .  T r a c k s  
act ivi t ies  a n d  p e r f o r m a n c e s ,  a n d  a s s u r e s  t h a t  p e r s o n n e l  safely p e r f o r m  those  
t a s k s  for which  they  received a p p r o p r i a t e  t ra in ing.  

a ,  

b. 
C. 

d. 

Plan of act ion.  
S O P / S O G .  
Site safe ty  plan.  
E m p l o y e r s  E m e r g e n c y  R e s p o n s e  Plan. 

. Du r i ng  the  review s tep  in the  GEDAPER process ,  you  s h o u l d  

a .  

b. 
C. 

d. 

d e t e r m i n e  the  loca t ion  a n d  ex ten t  of  zones ,  the  n a t u r e  of h a z a r d s  f o u n d  
on the  scene ,  a n d  the  t y p e s  of PPE requ i red .  
develop  a site sa fe ty  a n d  ope ra t i ona l  p lan .  
revisi t  a n d  conf i rm the  p r o c e e d i n g  s t eps  in the  GEDAPER p roces s .  
e s t a b l i s h  the  c a u s e  a n d  s t a t u s  of the  inc ident .  

8. W h e n  e s t i m a t i n g  c o u r s e  a n d  h a r m  d u r i n g  the  GEDAPER process ,  y o u  would  

a .  

b. 
C. 

d. 

a s s e s s  dam age .  
e s t ab l i sh  pe r ime te r s .  
d e t e r m i n e  life sa fe ty  pr ior i t ies .  
a s s e s s  r e sources .  

9. When  ga the r ing  in fo rma t ion  d u r i n g  the  GEDAPER p roces s ,  you  wou ld  

a .  

b. 
C. 

d. 

deve lop  SOPs. 
e s t a b l i s h  the  n u m b e r  of casua l t i e s .  
deve lop  SOGs.  
se lect  a p p r o p r i a t e  tac t ica l  objec t ives  a n d  m e t h o d s .  
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10. If a n  i n c i d e n t  involves  h a z a r d o u s  m a t e r i a l s ,  wh ich  m o s t  t e r ro r i s t  i n c i d e n t s  will, 
F e d e r a l  r e g u l a t i o n s  r equ i r e  you  to c r e a t e  

a. a n  e v a l u a t i o n  tool. 
b. a s i te  sa fe ty  p lan .  
c. a r i sk  d e t e r m i n a t i o n .  
d. n o n e  of the  above.  

A n s w e r s  are provided at the end o f  this Guide on page 105. 
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Objectives 
After c o m p l e t i n g  th i s  modu le ,  y o u  will 
be  able  to: 

• ident i fy  respons ib i l i t i e s  s t a t ed  in a n  
e m e r g e n c y  o p e r a t i o n s  p l a n  (EOP), 
a n d  d i f fe ren t ia te  b e t w e e n  the  ro les  
def ined  in a local  a n d  Sta te  EOP; 

• ident i fy f u n c t i o n s  inc luded  in a 
Federa l  R e s p o n s e  Plan  (FRP); 

• d i f fe ren t ia te  be t ween  cr is is  
m a n a g e m e n t  a n d  c o n s e q u e n c e  
m a n a g e m e n t  p r e s e n t e d  in 
P res iden t i a l  Decis ion  Direct ive 39 
(PDD-39); a n d  

• ident i fy cor rec t  p r o c e d u r e s  to be  
c o m p l e t e d  u n d e r  the  Rober t  T. 
Stafford Act. 

A C T I V A T I N G  R E S O U R C E S  

The first  r e s p o n d e r  a t  the  local level 
p lays  a cri t ical  role in the  
c o m m u n i c a t i o n  link. It is vitally 
i m p o r t a n t  t h a t  you  a re  able  to real ize 
the  need  for add i t iona l  r e s o u r c e s ,  a n d  
m a k e  the  a p p r o p r i a t e  not i f ica t ions  to 
y o u r  c o m m u n i c a t i o n  center .  Your 
locali ty s h o u l d  h a v e  a n  e m e r g e n c y  
o p e r a t i o n s  p l a n  (EOP) in p lace  to deal  
wi th  inc iden t s  of s u c h  m a g n i t u d e .  In 
j u r i sd i c t i ons  t h a t  u s e  a func t iona l  
p l a n n i n g  a p p r o a c h ,  haza rd - spec i f i c  
a p p e n d i c e s  can  be deve loped  to 
desc r ibe  the  u n i q u e  p rov i s ions  a n d  
p r o c e d u r e s  a s s o c i a t e d  with p e r f o r m i n g  
r e s p o n s e  f u n c t i o n s  (e.g., d i rec t ion a n d  
control ;  c o m m u n i c a t i o n s ;  alert ,  
not i f icat ion,  a n d  warn ing;  e m e r g e n c y  
publ ic  in format ion ;  e v a c u a t i o n  a n d  
m o v e m e n t ;  m a s s  care;  hea l th  a n d  
medical ;  a n d  r e s o u r c e  m a n a g e m e n t ,  
a m o n g  others)  in a s i t ua t ion  involving 
t e r ro r i sm.  

Occas ional ly ,  a n a t u r a l  or m a n m a d e  
d i s a s t e r  o c c u r s  which  o v e r w h e l m s  
r e s o u r c e s  a n d  capabi l i t i es  a t  the  local 
level. W h e n  s u c h  a d i s a s t e r  occur s ,  it 
b e c o m e s  the  S t a t e ' s  r e spons ib i l i ty  to 
provide a s s i s t a n c e  to the  affected 

jur isdic t ion(s) .  If the  S t a t e ' s  r e s o u r c e s  
a n d  capabi l i t i es  a re  not  a d e q u a t e  to 
mi t iga te  the  inc ident ,  Fede ra l  
a s s i s t a n c e  would  be  r e q u e s t e d  t h r o u g h  
the  governor .  The  first  s t ep  in 
exp la in ing  th i s  p r o c e s s  involves  y o u r  
u n d e r s t a n d i n g  of local, coun ty ,  S ta te ,  
a n d  Federa l  p lann ing .  

W h a t  is a n  E O P ?  

An EOP is a d o c u m e n t  tha t :  

• a s s i g n s  respons ib i l i ty  to 
o rgan iza t ions  a n d  ind iv idua l s  for 
ca r ry ing  ou t  specific a c t i o n s  a t  
p ro jec ted  t imes  a n d  p l a c e s  in a n  
e m e r g e n c y  t h a t  exceeds  the  
capab i l i ty  or  rou t ine  r e spons ib i l i t y  
of a n y  one  agency ,  e.g., the  fire 
d e p a r t m e n t ;  

• se t s  for th  l ines  of a u t h o r i t y  a n d  
o rgan iza t iona l  r e l a t ionsh ips ,  a n d  
s h o w s  h o w  all a c t i ons  will be  
coord ina ted ;  

• d e s c r i b e s  how people  a n d  p r o p e r t y  
will be  p r o t e c t e d  in e m e r g e n c i e s  
a n d  d i sas te r s ;  

• ident i f ies  pe r sonne l ,  e q u i p m e n t ,  
facilities, supp l ies ,  a n d  o t h e r  
r e s o u r c e s  avai lab le- - -wi th in  the  
ju r i sd i c t ion  or by  a g r e e m e n t  wi th  
o the r  j u r i s d i c t i o n s - - f o r  u s e  d u r i n g  
r e s p o n s e  a n d  recovery  o p e r a t i o n s ;  
a n d  

• ident i f ies  s t eps  to a d d r e s s  
mi t iga t ion  c o n c e r n s  d u r i n g  
r e s p o n s e  a n d  recovery  act ivi t ies .  

L o c a l  E O P s  

I n  o u r  c o u n t r y ' s  s y s t e m  of e m e r g e n c y  
m a n a g e m e n t ,  local g o v e r n m e n t  m u s t  
ac t  first  to a t t e n d  to the  pub l i c ' s  
e m e r g e n c y  needs .  (Realistically,  f irst  
r e s p o n d e r s  ac t  on beha l f  of  the  local  
g o v e r n m e n t  a t  inc iden t  scenes . )  
D e p e n d i n g  on the  n a t u r e  a n d  size of 
the  emergency ,  S ta t e  a n d  Fede ra l  
a s s i s t a n c e  m a y  be  p rov ided  to the  local  
ju r i sd ic t ion .  The  local EOP f o c u s e s  on  
e s sen t i a l  m e a s u r e s  for p r o t e c t i n g  the  
publ ic .  These  inc lude  wa rn ing ,  
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e m e r g e n c y  publ ic  in fo rmat ion ,  
evacua t ion ,  a n d  shel ter .  I nc l uded  in 
y o u r  local EOP s h o u l d  be  a m e c h a n i s m  
for e m e r g e n c y  r e s p o n d e r s  a n d  
m a n a g e r s  to notify a n d  ac t iva te  S ta te  
r e sou rce s .  

S t a t e  E O P s  

Sta t e s  p lay  th ree  roles: (1) they  a s s i s t  
local j u r i s d i c t i ons  whose  capab i l i t i e s  
a re  o v e r w h e l m e d  by  a n  emergency ;  (2) 
t hey  

t h e m s e l v e s  r e s p o n d  first  to c e r t a i n  
emergenc i e s ;  a n d  (3) they  w o r k  wi th  
the  Federa l  g o v e r n m e n t  w h e n  Fede ra l  
a s s i s t a n c e  is n e c e s s a r y .  The  S ta t e  EOP 
is the  f r a m e w o r k  wi th in  wh ich  local  
EOPs  are  c r ea t ed  a n d  t h r o u g h  w h i c h  
the  Federa l  g o v e r n m e n t  b e c o m e s  
involved.  As such ,  the  S ta t e  EOP 
e n s u r e s  t h a t  all levels of  g o v e r n m e n t  
a re  able  to mobi l ize  a s  a un i f i ed  
e m e r g e n c y  o rgan iza t ion  to s a f e g u a r d  
the  wel l -be ing of the  S t a t e ' s  c i t izens .  

thinking About My Situation.,, 

Sta te  w h e t h e r  y o u  agree  or d i sagree  wi th  the  following s t a t e m e n t ,  a n d  why.  

As a first  r e s p o n d e r  t r a i ned  to the  a w a r e n e s s  level, it is un l ike ly  I would  be  involved 
in a m a j o r  e m e r g e n c y  ope ra t ion  r equ i r ing  S ta te  r e sou rce s .  However ,  a s  a m e m b e r  of  
the  local e m e r g e n c y  m a n a g e m e n t  c o m m u n i t y ,  t he re  still is s o m e  va lue  in m y  be ing  
famil iar  with the  S ta te  E m e r g e n c y  O p e r a t i o n s  Plan. 

L i n k i n g  F e d e r a l  a n d  S t a t e  

R e s p o n s e  

The Rober t  T. Stafford D i sa s t e r  Relief 
a n d  E m e r g e n c y  Ass i s t ance  Act, Publ ic  
Law 93-288 ,  as  a m e n d e d ,  au tho r i ze s  
the  Federa l  g o v e r n m e n t  to r e s p o n d  to 
d i s a s t e r s  a n d  e m e r g e n c i e s  in o rder  to 
he lp  S ta te  a n d  local g o v e r n m e n t s  save  
lives, a n d  to p ro t ec t  pub l ic  hea l th ,  
safety,  a n d  p roper ty .  The  Federa l  
R e s p o n s e  Plan (FRP) w a s  deve loped  to 
he lp  expedi te  Federa l  s u p p o r t  to 
d i sas t e r s .  Genera l ly ,  the  FRP is 
i m p l e m e n t e d  w h e n  the  S t a t e ' s  
r e s o u r c e s  

a re  not  suff ic ient  to cope  wi th  a 
d i sas te r ,  a n d  the  governor  h a s  
r e q u e s t e d  Federa l  a s s i s t a n c e .  

The  FRP de ta i l s  w h a t  the  Federa l  
g o v e r n m e n t  will do to p rov ide  
e m e r g e n c y  a s s i s t a n c e  to a S t a t e  a n d  i ts  
local  g o v e r n m e n t s  af fec ted  by  a large-  
scale  d i sas t e r .  It a lso  d e s c r i b e s  a n  
o rgan iza t iona l  s t r u c t u r e  for p rov id ing  
th i s  a s s i s t a n c e .  It is bui l t  on  the  
pr inc ip le  of funct ional i ty ,  in t h a t  12 
e m e r g e n c y  s u p p o r t  f u n c t i o n s  (ESFs) 
a re  a r r a n g e d  with  a lead Federa l  a g e n c y  
to coo rd ina t e  o p e r a t i o n s  wi th in  e a c h  
a rea .  This  is s h o w n  below. 

ESF 
1 Transportation 
2 Communications 
3 Public works and engineering 
4 Firefighting 
5 Information and planning 
6 Mass care 
7 Resource support  

F u n c t i o n  L e a d  A g e n c y  
U.S. Department Of Transportation 
National Communication System 
U.S. Department of Defense, Army Corps of Engineers 
U.S. Department of Agriculture, Forest Service 
Federal Emergency Management Agency 
American Red Cross 
General Services Administration 
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ESF Function Lead Agency  
8 Health and medical services U.S. Department of Health and Human Services, Public 

Health Service 
Urban search and rescue 9 

10 
11 

Hazardous materials 
Food 

12 Energy 

Federal Emergency Management Agency 
Environmental Protection Agency 
U.S. Department of Agriculture, Food and Nutrition 
Service 
U.S. Department of Energy 

P r e s i d e n t i a l  D e c i s i o n  D i r e c t i v e  
3 9  ( P D D - 3 9 )  

In J u n e  1995, the  White House  i s sued  
Pres ident ia l  Decis ion Directive 39 
(PDD-39), United S ta t e s  Policy on 
Counterterrorism.  PDD-39 d i rec ted  a 
n u m b e r  of m e a s u r e s  to r educe  the  
Nation's  vulnerabi l i ty  to te r ror i sm,  to 
de ter  and  r e spond  to ter ror is t  acts ,  and  
to s t r eng then  capabi l i t ies  to p reven t  
and  m a n a g e  the  c o n s e q u e n c e s  of 
te r ror is t  u se  of nuc lea r ,  biological, an d  
chemica l  (NBC) weapons ,  inc luding  
we a pons  of m a s s  des t ruc t ion  (WMD). 
PDD-39 d i s cus se s  crisis  m a n a g e m e n t  
and  c o n s e q u e n c e  m a n a g e m e n t .  

Crisis management  is the  law- 
e n f o r cemen t  r e sponse ,  and  focuses  on  
the  cr iminal  a spec t s  of the  incident .  
Specific c o m p o n e n t s  of crisis  
m a n a g e m e n t  inc lude  activit ies to 
ant ic ipate ,  p revent ,  a n d / o r  resolve a 
t h r e a t  or inc ident ;  identify, locate,  an d  
a p p r e h e n d  the  perpe t ra to rs ;  and  

inves t iga te  an d  ga ther  ev idence  to 
s u p p o r t  p rosecu t ion .  Crisis  
m a n a g e m e n t  involves local, State ,  an d  
Federa l  l aw-en fo rcemen t  agenc ies ,  with 
the  Federa l  B u r e a u  of Inves t iga t ion  
(FBI) having  the  lead role. 

Consequence  management  is t he  
r e s p o n s e  to the  d isas ter ,  a n d  fo cu se s  
on al leviat ing damage ,  loss,  h a r d s h i p ,  
or suffering.  Specific c o m p o n e n t s  of 
c o n s e q u e n c e  m a n a g e m e n t  inc lude  
activit ies to p ro tec t  publ ic  h e a l t h  a n d  
safety;  r e s to re  essen t ia l  g o v e r n m e n t  
services;  an d  provide e m e r g e n c y  
a s s i s t ance  to affected g o v e rn m en t s ,  
bus ines se s ,  an d  individuals .  
C o n s e q u e n c e  m a n a g e m e n t  i n c lu d es  
Federal ,  State ,  a n d  local v o lu n t ee r  a n d  
pr ivate  agencies .  The  Federa l  
E m e r g e n c y  M a n a g e m e n t  Agency 
(FEMA) h a s  the  lead role in 
c o n s e q u e n c e  m a n a g e m e n t .  The  laws of 
the  United S ta tes  ass ign  p r i m a r y  
au th o r i t y  to the  S ta tes  to r e s p o n d  to 
the  c o n s e q u e n c e s  of t e r ror i sm;  the  
Federa l  g o v e r n m e n t  provides  
a s s i s t ance  as  required .  

thinking About  My Situat ion. .  

Cont ra s t  the  roles  you  would play as  a first  r e s p o n d e r  in crisis  m a n a g e m e n t  a n d  
c o n s e q u e n c e  m a n a g e m e n t .  In which  a r ea  do you  th ink  you  would have a bigger  role 
as  a first r e s p o n d e r ?  
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F e d e r a l  R e s p o n s e  P l a n :  

T e r r o r i s m  I n c i d e n t  A n n e x  

In the  event  t h a t  Federa l  a s s i s t a n c e  is 
needed  a t  a t e r ro r i s t  inc ident ,  FEMA 
would  u s e  the  newly  deve loped  
T e r r o r i s m  Inc iden t  Annex  of the  
Federa l  R e s p o n s e  Plan.  This  d e s c r i b e s  
the  Federa l  concep t  of o p e r a t i o n s  to 
i m p l e m e n t  PDD-39 w h e n  n e c e s s a r y  to 
r e s p o n d  to t e r ro r i s t  i nc iden t s  wi th in  
the  U.S. I nc l uded  in the  Append ix  are  
copies  of  a n  unc las s i f i ed  a b s t r a c t  of 
PDD-39 a n d  the  FRP: Te r ro r i sm 
Inc iden t  Annex.  

C h a i n  o f  E v e n t s  

If a t e r ro r i s t  i nc iden t  t h a t  exceeded  
avai lab le  r e s o u r c e s  a n d  capabi l i t i es  
were  to occu r  wi th in  y o u r  locality, y o u r  
ju r i sd ic t ion  would  notify y o u r  
a p p r o p r i a t e  S ta te  e m e r g e n c y  
m a n a g e m e n t  agency .  In the  even t  t h a t  
S ta te  r e s o u r c e s  a n d  capabi l i t i es  were  
exceeded ,  the  gove rnor  wou ld  p lace  the  
call to FEMA for Federa l  a s s i s t a n c e .  
Under  the  Rober t  T. Stafford Act, once  a 
Pres ident ia l  Dec la ra t ion  of D i sa s t e r  is 
m a d e ,  the  following ac t ions  would  be  
t aken ,  m a n y  concu r r en t ly ,  in r e s p o n s e  
to a t e r ro r i s t  incident :  

FEMA would  u s e  its e m e r g e n c y  
au tho r i t i e s  to not i fy the  Federa l  
agenc ies ,  ac t iva te  the  FRP, begin  
coo rd ina t i ng  the  del ivery of Federa l  
a s s i s t a n c e ,  a n d  e s t ab l i sh  l ia ison 
o p e r a t i o n s  wi th  the  FBI. 

The  FEMA Director  wou ld  c o n s u l t  
wi th  the  gove rnor  of the  a f fec ted  
S ta te  to d e t e r m i n e  the  s cope  a n d  
ex ten t  of the  incident .  

An e m e r g e n c y  r e s p o n s e  t e a m ,  m a d e  
u p  of r e p r e s e n t a t i v e s  f rom e a c h  of 
the  p r i m a r y  Federa l  agenc ie s ,  wou ld  
be  a s s e m b l e d  a n d  dep loyed  to the  
field to e s t a b l i s h  a D i s a s t e r  Field 
Office a n d  ini t ia te  ope ra t i ons .  

S U M M A R Y  

The first  r e s p o n d e r  m u s t  u n d e r s t a n d  
w h a t  h a p p e n s  w h e n  an  inc iden t ,  
n a t u r a l  or  m a n m a d e ,  o v e r w h e l m s  local  
a n d  S ta te  capabi l i t i es  a n d  b e c o m e s  a 
Federa l  r e s p o n s e .  Your role in the  
not i f ica t ion p r o c e s s  is the  f i rs t  l ink in 
the  c o m m u n i c a t i o n s  chain .  As soon  a s  
poss ib le  af ter  y o u  s u s p e c t  c r imina l  
act ivi ty or a po ten t i a l  ac t  of  t e r r o r i s m ,  
you  s h o u l d  notify the  a p p r o p r i a t e  
au tho r i t i e s .  For  m o s t  of  you ,  however ,  
th i s  does  not  ex t end  beyond  y o u r  
d i s p a t c h  or c o m m u n i c a t i o n s  cen te r .  
Th is  will a s s i s t  in ac t iva t ing  ava i l ab le  
r e s p o n s e  r e s o u r c e s ,  a n d  i n c r e a s e  t he  
l ikel ihood of succe s s .  

Given the  l ikely i nc rea se  in t e r r o r i s m -  
re la ted  i nc iden t s  in the U.S.,  y o u r  
famil iar i ty  with local,  Sta te ,  a n d  Federa l  
p l a n s  will e n a b l e  y o u  a n d  y o u r  a g e n c y  
to r e s p o n d  m o r e  effectively in the  even t  
t h a t  t e r r o r i s m  s t r ikes  in y o u r  
ju r i sd ic t ion .  

W h a t  I Wil l  Do As  F o l l o w u p  To This  Modu le . . .  

Refer to y o u r  local a n d  S ta te  EOPs.  List r e s o u r c e s  identif ied in the  p lan  t h a t  cou ld  
he lp  you  in a B-NICE incident .  
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L E A R N I N G  C H E C K  

Mul t ip l e  Cho ice :  Circle y o u r  answer .  

1. An EOP 

a .  

b .  

C. 

d. 

covers  specific ac t ions  occu r r ing  a t  p ro jec ted  t imes  and  p l a c e s  d u r i n g  
a n  emergency .  It  does  no t  a s s i g n  re spons ib i l i t i e s  to o r g a n i z a t i o n s  a n d  
ind iv idua l s  for i m p l e m e n t i n g  t he se  ac t ions .  
d e s i g n a t e s  respons ib i l i ty  for se t t ing  l ines  of a u t h o r i t y  and  o r g a n i z a t i o n a l  
r e l a t i ons h i p s  to a n y  first  r e s p o n d e r  a s s i g n e d  to a n  incident .  
de sc r ibe s  a l t e rna t ive  a p p r o a c h e s  for a p p r e h e n d i n g  and  conv ic t ing  
wou ld -be  te r ror i s t s .  
ident i f ies  pe r sonne l ,  e q u i p m e n t ,  facili t ies,  supp l ies ,  and  o t h e r  r e s o u r c e s  
ava i lab le  for u s e  du r ing  r e s p o n s e  a n d  recovery  opera t ions .  

. Cr is is  m a n a g e m e n t  inc ludes  act ivi t ies  to 

a ,  

b. 
C. 

d. 

p ro tec t  publ ic  hea l t h  a n d  safety.  
r e s to re  e s sen t i a l  g o v e r n m e n t  services .  
p rov ide  e m e r g e n c y  a s s i s t a n c e  to af fec ted  g o v e r n m e n t s ,  b u s i n e s s e s ,  a n d  
indiv iduals .  
an t ic ipa te ,  p revent ,  a n d / o r  resolve a t h r e a t  or incident .  

3. 

4. 

C o n s e q u e n c e  m a n a g e m e n t  

a .  

b. 
C. 

d. 

i nc ludes  act ivi t ies  to identify,  locate ,  a n d  a p p r e h e n d  the p e r p e t r a t o r s .  
i nc ludes  Federal ,  s ta te ,  a n d  local  vo lun t ee r  a n d  pr iva te  agenc ies .  
involves  local,  s ta te ,  a n d  Federa l  law e n f o r c e m e n t  agencies .  
f ocuses  on c r imina l  a s p e c t s  of the  incident .  

When  a Pres iden t ia l  Dec la ra t ion  of D i sa s t e r  is a n n o u n c e d ,  which  of the  
following o c c u r s ?  

a .  

b. 

C. 

d. 

FEMA s u s p e n d s  FRP activit ies.  
An e m e r g e n c y  r e s p o n s e  t e a m  is dep loyed  to e s t a b l i s h  a D i s a s t e r  Field 
Office a n d  ini t ia te  ope ra t ions .  
The  Pres iden t  confe r s  di rect ly  wi th  first  r e s p o n d e r s  to d e t e r m i n e  the  
scope  a n d  ex ten t  of the  incident .  
FEMA a s s u m e s  c o m m a n d  of the  inc iden t  scene.  

. The  a u t h o r i z e s  the  Federa l  G o v e r n m e n t  to r e s p o n d  to d i s a s t e r s  
a n d  e m e r g e n c i e s  in o rder  to provide  S ta te  a n d  local g o v e r n m e n t s  wi th  
a s s i s t a n c e .  

a .  Federa l  R e s p o n s e  Plan 
b. Rober t  T. Stafford Act 
c. S ta te  EOP 
d. SARA Title Ill 
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T r u e  o r  F a l s e :  

6. T F 

7. T F 

8 .  T F 

9. T F 

10. T F 

Circle e i ther  T or F. 

The  first  r e s p o n d e r  p l ays  a cri t ical  role in the  c o m m u n i c a t i o n s  l ink. 

In o u r  c o u n t r y ' s  s y s t e m  of e m e r g e n c y  m a n a g e m e n t ,  local  
g o v e r n m e n t  (first r e sponde r s )  m u s t  ac t  f irst  to a t t e n d  to the  p u b l i c ' s  
e m e r g e n c y  needs .  

According  to PDD-39,  FEMA is given the  lead  role in cr is i s  
m a n a g e m e n t .  

As soon  a s  you  s u s p e c t  c r imina l  act ivi ty  a s  a po ten t i a l  ac t  of  
t e r ro r i sm,  you  shou ld  not i fy the  a p p r o p r i a t e  au thor i t i e s .  

A first  r e s p o n d e r  does  no t  need  to be  fami l ia r  wi th  local e m e r g e n c y  
o p e r a t i o n s  p lans .  

A n s w e r s  are provided at the end o f  this Guide on page 105. 
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A c u t e  E x p o s u r e  

Alpha R a d i a t i o n  

A s p h y x i a t i o n  

B-NICE 

Bacter ia  

Beta  R a d i a t i o n  

B io log ica l  A g e n t  

B io log ica l  I n c i d e n t  

Bl is ter  A g e n t  

B lood  A g e n t  

G L O S S A R Y  

An exposu re ,  of ten in tense ,  over  a relat ively s h o r t  pe r iod  of 
t ime.  

The leas t  p e n e t r a t i n g  type of n u c l e a r  radia t ion;  no t  
cons ide red  d a n g e r o u s  u n l e s s  a l p h a - c o n t a m i n a t e d  pa r t i c les  
en te r  the  body.  

One of the  six types  of h a r m  (see TRACEM) t h a t  c a n  be 
e n c o u n t e r e d  a t  a te r ror i s t  incident .  Asphyx ian t s  in ter fere  
with oxygen flow du r ing  n o r m a l  b rea th ing .  There  a re  two 
types  of a sphyx ian t s :  s imple  a n d  chemical .  

The a c r o n y m  for ident ifying the  five ca tegor ies  of t e r ro r i s t  
inc idents :  Biological, Nuclear ,  I ncend ia ry ,  Chemica l ,  a n d  
Explosives.  

Single-celled o r g a n i s m s  t h a t  mul t ip ly  by  cell divis ion a n d  c a n  
c a u s e  d i sease  in h u m a n s ,  p lan t s ,  or  an imals .  E x a m p l e s  
include a n t h r a x ,  cholera ,  p lague ,  tu la remia ,  a n d  Q fever. 

A type of n u c l e a r  rad ia t ion  t h a t  is more  p e n e t r a t i n g  t h a n  
a l p h a  rad ia t ion  a n d  c a n  d a m a g e  sk in  t i s sue  a n d  h a r m  
in te rna l  o rgans .  

Living o r g a n i s m s ,  or the  m a t e r i a l s  der ived f rom t h e m ,  t h a t  
c a u s e  d i sease  in, or  h a r m ,  h u m a n s ,  an imals ,  or p l an t s ,  or 
c a u s e  de te r io ra t ion  of mate r ia l .  Biological agen t s  m a y  be 
found  a s  liquid drople ts ,  aerosols ,  or d ry  powders .  A 
biological agen t  can  be a d a p t e d  a n d  u s e d  as  a t e r ro r i s t  
weapon ,  s u c h  as  a n t h r a x ,  t u l a remia ,  cholera ,  encepha l i t i s ,  
p lague,  a n d  bo tu l i sm.  There  a re  th ree  different t ypes  of  
biological agents :  bac te r ia ,  v i ruses ,  a n d  toxins.  

An event  in which  a biological agen t  is u s e d  a s  a t e r ro r i s t  
weapon .  

A chemica l  agent ,  a lso called a ves icant ,  which  c a u s e s  severe  
bl is ter ing a n d  b u r n s  to eyes,  skin,  a n d  t i s sue s  of the  
r e sp i ra to ry  t ract .  Exposu re  is t h r o u g h  liquid or  v a p o r  
contac t .  Also refer red  to a s  m u s t a r d  agents ;  e x a m p l e s  
include m u s t a r d  a n d  lewisite. 

A chemica l  agen t  t ha t  in ter feres  wi th  the  abil i ty of  b lood to 
t r a n s p o r t  oxygen a n d  c a u s e s  a sphyx ia t ion .  These  
s u b s t a n c e s  in jure  a p e r s o n  by in ter fer ing with cell r e sp i r a t i on  
(the exc hange  of oxygen a n d  c a r b o n  dioxide be tween  b lood 
a n d  t issues) .  C o m m o n  e x a m p l e s  are  hydrogen  cyan ide  a n d  
cyanogen  chloride.  
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Chemical  Agent  

Chemica l  Harm 

Chemica l  Inc ident  

Chemica l  
Asphyx iant  

Choking  Agent  

Chronic  

C o n s e q u e n c e  
Management  

Corrosive Materials 

Crisis Management  

Dis tance  

There  a re  five c l a s se s  of chemica l  agen t s ,  all of which  
p r o d u c e  incapac i t a t ion ,  se r ious  injury,  or  death:  (1) ne rve  
agen t s ,  (2) bl is ter  agen t s ,  (3) b lood agen t s ,  (4) c h o k i n g  agen t s ,  
a n d  (5) i r r i ta t ing  agents .  A chemica l  s u b s t a n c e  u s e d  in 
mi l i ta ry  ope ra t i ons  is i n t ended  to kill, se r ious ly  in jure ,  or 
i ncapac i t a t e  people  t h r o u g h  its physiological  effects.  

One  of the  six types  of  h a r m  (see TRACEM) t h a t  c a n  be  
e n c o u n t e r e d  a t  a te r ror i s t  incident .  The re  are two b r o a d  
types  of chemica l  a g e n t s  t h a t  can  c a u s e  h a r m :  toxic a n d  
corrosive  mate r i a l s .  

An event  in which  a chemica l  agen t  is u s e d  a s  a t e r ro r i s t  
weapon .  

Referred to as  blood poisons ,  t he se  a re  c o m p o u n d s  t h a t  
i n t e r r u p t  the  flow of oxygen in the  blood or the  t i s s u e s  in 
th ree  ways:  (1) They  reac t  m o r e  readi ly  t h a n  oxygen  wi th  the  
blood. C a r b o n  monox ide  is the  b e s t - k n o w n  example .  (2) 
They  l ibera te  the  hemog lob in  f rom red  blood cells, r e su l t i ng  
in a lack of t r a n s p o r t  for oxygen.  Hydraz ine  is one  s u c h  
a sphyx ian t .  (3) They  c a u s e  a m a l f u n c t i o n  in the  oxygen-  
ca r ry ing  abil i ty of the  red blood ceils. Benzene  a n d  to luene  
are  two of these .  

A chemica l  agen t  t ha t  c a u s e s  phys ica l  in jury  to the  lungs .  In 
ex t r em e  cases ,  m e m b r a n e s  swell a n d  lungs  b e c o m e  filled 
wi th  liquid, which  can  re su l t  in a sphyx ia t ion  r e s e m b l i n g  
drowning.  Dea th  r e su l t s  f rom lack  of oxygen; hence ,  the  
vict im is "choked." C o m m o n  e x a m p l e s  a re  chlor ine  a n d  
phosgene .  

An exposu re ,  often mild,  over  a long per iod  of t ime.  

As desc r ibed  in PDD-39,  c o n s e q u e n c e  m a n a g e m e n t  is the  
r e s p o n s e  to the  d i sas te r ,  a n d  focuses  on al leviat ing d a m a g e ,  
loss,  h a r d s h i p ,  or suffering.  The  Federa l  E m e r g e n c y  
M a n a g e m e n t  Agency (FEMA) h a s  the  lead in c o n s e q u e n c e  
m a n a g e m e n t .  

One type of chemica l  agen t  t ha t  c a n  c a u s e  chemica l  h a r m  a t  
a n  inc ident  scene.  They  are  l iquids or  solids c a u s i n g  visible 
de s t ruc t i on  or i r revers ible  a l t e r a t ions  in h u m a n  sk in  t i s sue  
a t  the  site of con tac t .  

As desc r ibed  in PDD-39,  cr is is  m a n a g e m e n t  is the  law 
e n f o r c e m e n t  r e s p o n s e ,  a n d  focuses  on the  c r imina l  a s p e c t s  of 
the  incident .  The Federa l  B u r e a u  of Inves t iga t ion  (FBI) h a s  
the lead in crisis  m a n a g e m e n t .  

One of the  three  c o m p o n e n t s  of the  t ime,  d i s tance ,  a n d  
shielding (TDS) r e sponse ;  refers  to the  r e c o m m e n d a t i o n  t h a t  
one m a i n t a i n  d i s t ance  f rom a h a z a r d  if a t  all poss ib le .  Refer 
to the  North American Emergency Response Guide (NAERG) a s  
an  a p p r o p r i a t e  resource .  
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Emergency 
Operations Plan 
(EOP) 

Emergency 
Support Functions 
(ESF) 

Etiological Harm 

Explosive 

Explosive Incident 

Federal Response 
Plan (FRP) 

GEDAPER 

Gamma Radiation 

An EOP is a d o c u m e n t  tha t  (1) ass igns  responsibi l i ty  to 
organiza t ions  and  individuals  for carrying out  specific ac t ions  
at  projec ted  t imes  an d  places  in an  emergency  t h a t  exceeds  
the capabil i ty  or rou t ine  responsibi l i ty  of any  one  agency;  (2) 
sets  for th  l ines of au tho r i ty  an d  organizat ional  re la t ionships ,  
and  shows how all ac t ions  will be coordinated;  (3) desc r ibes  
how people  and  p roper ty  will be p ro tec ted  in emergenc ie s  an d  
disas ters ;  (4) identifies personne l ,  equ ipment ,  facilities, 
supplies,  and  o ther  r e co u r se s  available for use  du r ing  
r e sponse  an d  recovery opera t ions ;  an d  (5) identifies s teps  to 
address  mit igat ion conce rns  dur ing  r e sponse  a n d  recovery  
activities. 

The Federal  Response  Plan (FRP) detai ls  12 ESFs  in place to 
coordinate  opera t ions  dur ing  Federa l  involvement  in an  
incident:  t r anspor ta t ion ,  co m m u n ica t i o n s ,  publ ic  works  a n d  
engineering,  firefighting, in format ion  and  planning,  m a s s  
care,  r e source  suppor t ,  hea l th  an d  medical  services,  u r b a n  
sea rch  an d  rescue ,  h a z a r d o u s  mater ia ls ,  food, a n d  energy.  

One of the  six types  of h a r m  (see TRACEM) tha t  c an  be 
e n c o u n t e r e d  at  a ter ror is t  incident .  Involves ex p o su re  to a 
living microorganism,  or its toxins,  which  causes ,  or m a y  
cause ,  h u m a n  disease.  Biological agen t s  are the m o s t  
obvious  examples  of etiological agents .  

As def ined by the U.S. D e p a r t m e n t  of Transpor ta t ion ,  "a 
s u b s t a n c e  fitting into one of these  two categories:  (1) a n y  
s u b s t a n c e  or article, inc luding a device, des igned to func t ion  
by explosion; or (2) any  s u b s t a n c e  or article, inc lud ing  a 
device, which,  by chemical  reac t ion  within itself, c an  func t ion  
in a similar m a n n e r  even if not  des igned to func t ion  by  
explosion. 

An event  in which an  explosives device is used  as  a te r ror i s t  
weapon.  

Developed to help expedi te  Federal  su p p o r t  to d isas te rs .  
General ly,  the FRP is act ivated w h en  the Sta te ' s  r e s o u r c e s  
are not  sufficient to cope with a disas ter ,  and  the  governor  
has  r eques ted  Federal  ass i s tance .  

An ac ron y m  u sed  to descr ibe  an  inc ident  analys is  process .  
The s teps  include (1) Ga the r ing  information,  (2) Es t ima t ing  
course  an d  ha rm,  (3) Determining  s trategic  goals, (4) 
Assess ing tact ical  opt ions  an d  resources ,  (5) P lann ing  a n d  
implement ing  act ions,  (6) Evaluat ing,  and  (7) Reviewing. 

G a m m a  rays  are high-energy,  ionizing radia t ion tha t  t ravel  a t  
the speed  of light and  have great  pene t ra t ing  power.  They  
can  cau se  skin burns ,  severely in jure  in ternal  organs ,  a n d  
have  long-term,  physiological  effects. 
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I n c e n d i a r y  D e v i c e  

I n c e n d i a r y  
I n c i d e n t  

Irr i tat ing A g e n t  

Local  EOP 

M e c h a n i c a l  Harm 

NAERG 

Nerve  A g e n t  

Nuc lear  I n c i d e n t  

PPE 

Plan o f  A c t i o n  

Pres ident ia l  
D e c i s i o n  D irec t ive  
3 9  (PVV-39) 

Any mechan i ca l ,  electrical ,  or  chemica l  device u s e d  
in tent ional ly  to ini t iate c o m b u s t i o n  a n d  s ta r t  a iVn-e. 

An event  in which  a n  incend ia ry  device is u s e d  a s  a t e r ro r i s t  
weapon .  

A chemica l  agent ,  a lso  k n o w n  as  riot control  a g e n t s  or t e a r  
gas,  which  c a u s e s  r e sp i r a to ry  d i s t r e s s  a n d  t ea r ing  des igned  
to incapac i ta te .  C o m m o n  e x a m p l e s  inc lude  chloropicr in ,  
MACE, t ea r  gas,  p e p p e r  sp ray ,  a n d  d ibenzoxazep ine .  

The local EOP focuses  on  es sen t i a l  m e a s u r e s  for p ro t ec t i ng  
the  public ,  to inc lude  warn ing ,  e m e r g e n c y  publ ic  in fo rma t ion ,  
evacua t ion ,  a n d  shel ter .  To be inc luded  in a local EOP 
shou ld  be  a m e c h a n i s m  for e m e r g e n c y  r e s p o n d e r s  a n d  
m a n a g e r s  to notify a n d  ac t iva te  Sta te  r e sources .  

One of the  six types  of  h a r m  (see TRACEM) t h a t  c a n  be  
e n c o u n t e r e d  at  a te r ror i s t  incident .  C a u s e s  t r a u m a  f rom 
con tac t  with m e c h a n i c a l  or phys ica l  h a z ~ d s .  One  form of 
m e c h a n i c a l  in jury  c a n  re su l t  f rom an  explosive device. O the r  
types  inc lude  rou t ine  slip, trip, a n d  fall haza rds .  

The North American Emergency Response Guidebook. 

A s u b s t a n c e  t ha t  in te r fe res  wi th  the  cen t ra l  n e r v o u s  sy s t em.  
Expos u re  is p r imar i ly  t h r o u g h  con tac t  with the  l iquid (skin 
a n d  eyes) a n d  secondar i ly  t h r o u g h  inha la t ion  of the  vapor .  
Three  dis t inct  s y m p t o m s  a s soc ia t ed  with  nerve  a g e n t s  a re  
p inpo in t  pupi ls ,  an  ex t r eme  h e a d a c h e ,  a n d  severe  t i g h t n e s s  
in the  ches t .  E x a m p l e s  of ne rve  agen t s  a re  sar in ,  S o m a n ,  
t a b u n ,  a n d  VX agent .  

An event  in which  a n u c l e a r  agen t  is u s e d  as  a t e r ro r i s t  
weapon .  There  a re  two f u n d a m e n t a l l y  different t h r e a t s  in the  
a r ea  of nuc l ea r  t e r ro r i sm:  (1) the  use ,  or  t h r e a t e n e d  use ,  of a 
nuc l ea r  bomb;  a n d  (2) the  d e t o n a t i o n  of a conven t iona l  
explosive incorpora t ing  n u c l e a r  ma te r i a l s .  

Persona l  protec t ive  e q u i p m e n t .  

A wri t ten d o c u m e n t  t h a t  conso l ida te s  all of the  ope ra t iona l  
ac t ions  to be  t a k e n  by  va r ious  p e r s o n n e l  in o rder  to stabil ize 
the  incident .  

I s s ued  in J u n e  1995, PDD-39,  United States Policy on 
Counterterrorism, direc ted  a n u m b e r  of m e a s u r e s  to r e d u c e  
the  Nat ion 's  vu lnerabi l i ty  to t e r ro r i sm,  to de ter  a n d  r e s p o n d  
to te r ror i s t  ac ts ,  a n d  to s t r e n g t h e n  capabi l i t ies  to p r e v e n t  a n d  
m a n a g e  the c o n s e q u e n c e s  of te r ror i s t  u s e  of nuc l ea r ,  
biological, a n d  chemica l  weapons .  Please see Append ix  B for 
a copy of th is  d o c u m e n t .  
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R a d l o l o g i c a l  
D i s p e r s a l  D e v i c e s  
(RDD) 

R a d i a t i o n  

R o b e r t  T. S t a f f o r d  
D i s a s t e r  R e l i e f  a n d  
E m e r g e n c y  
A s s i s t a n c e  Act ,  
Publ i c  Law 9 3 - 2 8 8  

S h i e l d i n g  

S i m p l e  A s p h y x i a n t  

S i z e u p  

S t a f f o r d  Act  

S t a t e  EOP 

S t r a t e g i c  G o a l s  

TRACEM 

T e r r o r i s m  

A conven t iona l  explosive incorpora t ing  nuc l ea r  ma te r i a l s .  

In th is  se l f - s tudy  p rog ram,  refers  to nuc l ea r  rad ia t ion ,  no t  
rad ia t ion  as  a type  of hea t  t rans fe r .  The re  are  t h r ee  t ypes  of 
nuc l ea r  radia t ion:  (1) a lpha ,  (2) be ta ,  a n d  (3) g a m m a .  
Radia t ion  is the  c a u s e  of one  of the  six types  of h a r m  (see 
TRACEM) t h a t  c a n  be e n c o u n t e r e d  a t  a t e r ro r i s t  inc ident .  

Author izes  the  Federa l  g o v e r n m e n t  to r e s p o n d  to d i s a s t e r s  
a n d  emergenc ie s  in order  to he lp  Sta te  a n d  local g o v e r n m e n t s  
save lives, a n d  to p ro tec t  publ ic  hea l th ,  safety,  a n d  p roper ty .  

One of the  th ree  c o m p o n e n t s  of TDS; refers  to m a i n t a i n i n g  
s ignif icant  phys ica l  ba r r i e r s  be tween  you  a n d  the  haza rd .  
E x a m p l e s  inc lude  vehicles,  bui ldings ,  walls, a n d  PPE. 

General ly ,  a n  iner t  gas  t ha t  d i sp laces  the  oxygen n e c e s s a r y  
for b rea th ing ,  a n d  d i lu tes  the  oxygen concen t r a t i on  be low the  
level tha t  is use fu l  for the  h u m a n  body.  

The rap id  m e n t a l  eva lua t ion  of the  fac tors  tha t  in f luence  a n  
incident .  S izeup is the  first  s tep in d e t e r m i n i n g  a c o u r s e  of  
act ion.  

See Rober t  T. Stafford Disas te r  Relief a n d  E m e r g e n c y  
Ass i s t ance  Act. 

The Sta te  EOP is the  f r a m e w o r k  within  which  local EOPs  are  
c rea ted  a n d  t h r o u g h  which  the  Federa l  g o v e r n m e n t  b e c o m e s  
involved. The  S ta te s  p lay  th ree  roles: (1) they  a s s i s t  local 
ju r i sd ic t ions  whose  capabi l i t ies  are  ove rwhe lmed  by  a n  
emergency ;  {2) they  t h e m s e l v e s  r e s p o n d  I'n-st to ce r t a in  
emergenc ies ;  a n d  {3) they  work  with the  Federa l  g o v e r n m e n t  
when  Federa l  a s s i s t a n c e  is neces sa ry .  

Stra tegic  goals  are  broad ,  genera l  s t a t e m e n t s  of in tent .  

The a c r o n y m  u s e d  to identify the  six types  of h a r m  one  m a y  
e n c o u n t e r  a t  a te r ror i s t  incident:  The rma l ,  Radioac t ive ,  
Asphyxia t ion ,  Chemica l ,  Etiological, a n d  Mechanica l .  

As def ined by the  FBI, "the un lawfu l  u s e  of force a g a i n s t  
p e r s o n s  or p rope r ty  to in t imida te  or coerce  a g o v e r n m e n t ,  the  
civilian popu la t ion ,  or any  s e g m e n t  thereof ,  in the  
f u r t h e r a n c e  of polit ical  or  social  objectives." Th i s  def ini t ion 
inc ludes  th ree  e lements :  (1) Ter ror i s t  act ivi t ies  a re  illegal a n d  
involve the  u s e  of force. (2) The ac t ions  a re  i n t ended  to 
in t imida te  or coerce.  (3) The  ac t ions  are  c o m m i t t e d  in 
s u p p o r t  of polit ical or social objectives.  
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T e r r o r i s m  I n c i d e n t  
A n n e x  

T h e r m a l  H a r m  

T i m e  

T i m e ,  D i s t a n c e ,  
a n d  S h i e l d i n g  
(TDS) 

T o x i c  M a t e r i a l s  

T o x i n s  

V e s i c a n t s  

Virus  

The annex  to the FRP tha t  descr ibes  the Federal concep t  of 
opera t ions  to implement  PDD-39 when  necessa ry  to r e s p o n d  
to terrorist  inc idents  within the U.S. Please see Appendix  A 
for a copy of the annex.  

One of the six types  of h a r m  (see TRACEM) tha t  c an  be 
encoun te red  at a terrorist  incident.  Thermal  h a r m  is the 
resul t  of exposure  to the ex t remes  of hea t  and  cold. 

One of the three c o m p o n e n t s  of TDS; refers to the a m o u n t  of 
time a r e sponder  should  be exposed to an  incident.  It is 
r e c o m m e n d e d  tha t  one spend  the shor tes t  a m o u n t  of t ime 
possible in the haza rd  area. 

Three types  of protective m e a s u r e s  commonly  assoc ia ted  with 
h a z a r d o u s  mater ia ls  training. 

A type of chemical  tha t  can  cause  chemica l  h a r m  at  an  
incident  scene. They p roduce  ha rmfu l  effects depend ing  on 
the concen t ra t ion  of the mater ia ls  and  the length of exposure  
to them. An individual  can  have chronic  or acu te  exposu res  
to toxic materials .  

Toxic s u b s t a n c e s  of na tu ra l  origin p roduced  by an  animal ,  
plant,  or microbe.  They differ from chemical  s u b s t a n c e s  in 
tha t  they are not  m a n m a d e .  Toxins m a y  include botu l i sm,  
ricin, and  mycotoxins .  

Chemical  agents ,  also called blister agents ,  which  c a u s e  
severe b u r n s  to eyes, skin, and  t i s sues  of the resp i ra tory  
tract .  Also referred to as  m u s t a r d  agents ,  examples  inc lude 
m u s t a r d  and  lewisite. 

The simplest  type of microorgan isms ,  lacking a sys t em for 
their  own metabol ism.  They depend  on living cells to 
mult iply and  canno t  live long outs ide  of a host.  Types  of 
vi ruses  are  smallpox, Ebola, Marburg,  a n d  Lassa  fever. 
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Federal Emergency Management  Agency 

Federal Response Plan 
Notice of Change 

D a t e :  N u m b e r :  S u b j  e e t :  

February 7, 1997 FEMA 229, Chg 11 Terrorism 

1. Purpose. This notice of change adds a Terrorism Incident Annex to the Federal Response Plan 
(FRP), which will be used to implement Presidential Decision Directive 39 (PDD-39). 

2. Background. PDD-39 defines policies regarding the Federal response to threats or acts of 
terrorism involving nuclear, biological, and/or chemical material, and/or weapons of mass 
destruction 0'4BC/WMD). PDD-39 directs the undersigned departments and agencies to perform 
specific responsibilities that may affect the performance of their responsibilities under the FRP. 

3. Supersession. None. 

4. Action Required. Insert pages TI-1 through TI-22 after page CR-22. 

5. Distribution. All Federal departments and agencies with FRP responsibilities. 

, 

(202) 646-3484. 
Additional Copies. Maybe obtained by contacting FEMA Printing and Publications at 

Robert M. Walker 
Assistant Secretary of the Army 
(Installations, Logistics, and Environment) 

Department of Defense 

l~hilip R. Lee, M.D. 
Assistant Secretary for Health 
Depar~ent of Health and Human Services 

Robert M. Bryant 
Assistant Director 
National Security Division 
Federal Bureau of Investigation 

Jo~n Rohlfing 
Director 
Office of Non-Proliferation and National Security 

Eliiott P. Law~ m ~  ° 
Assistant Adm! r 
Office of Solid ~'aste and Emergency Response 

I  nvironment l 

Lacy E. Su~ter 
A 

Executive/~ssociate Director 
Response arid Recovery Directorate 
Federal Emergency Management Agency 
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T E R R O R I S M  I N C I D E N T  A N N E X  TO T H E  F E D E R A L  RESPONSE PLAN 

L I N T R O D U C T I O N  

In June 1995, the White House issued Presidential Decision Directive 39 (PDD-39), 
"United States Policy on Counterterrorism." PDD-39 directed a number of measures to reduce 
the Nation's vulnerability to terrorism, to deter and respond to terrorist acts, and to strengthen 
capabilities to prevent and manage the consequences of terrorist use of nuclear, biological, and 
chemical (NBC) weapons including weapons of mass destruction (WMD). PDD-39 discusses 
crisis management and consequence management. 

Crisis m a n a g e m e n t  includes measures to identify, acquire, and plan the use of  resources 
needed to anticipate, prevent, and/or resolve a threat or act of terrorism. The laws of  the United 
States assign primary authority to the Federal Government to prevent and respond to acts of 
terrorism; State and local governments provide assistance as required. Crisis management is 
predominantly a law enforcement response. Based on the situation, a Federal crisis management 
response may be supported by technical operations, and by Federal consequence management, 
which may operate concurrently (see Figure 1). 

Consequence  m a n a g e m e n t  includes measures to protect public health and safety, restore 
essential government services, and provide emergency relief to governments, businesses and 
individuals affected by the consequences of terrorism. The laws of the United States assign 
primary authority to the States to respond to the consequences of terrorism; the Federal 
Government provides assistance as required. 

TI-1 
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FEDERAL RESPONSE PLAN 

/ .~ .~/ /  ASSESSMENT \ \ n \ 
, , . , : , co .s , . , . - r , , - r ,o .  

~/ TECHNICAL SUPPORT 

TO SUPPORT THE RESPONSE TO 
C O N S E Q U E N C E S  ON LIVES AND PROPERTY 

A. 

Figure 1 

Purpose 

source: DHHS-PHS /FEMA 

-Relationship between Crisis and Consequence Management 

The purpose of  this Terrorism Incident Annex, hereafter referred to as the Annex, 
is to describe the Federal concept of  operations to implement PDD-39, when necessary, to 
respond to terrorist incidents within the United States. The Annex: 

1. Describes crisis management. Guidance is provided in other Federal plans. 

2. Defines the policies and structures to coordinate crisis management with 
consequence management. 

3. Defines consequence management, which uses Federal Response Plan (FRP) 
structures, supplemented as necessary by structures that are normally activated through other 
Federal plans. 

TI-2 
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Terrorism Incident 

B. S c o p e  

1. The Annex applies to all threats or acts of terrorism within the United States 
that the White House determines require a Federal response. 

2. The Annex applies to all Federal departments and agencies that maybe 
directed to respond to a threat or act of terrorism within the United States. 

3. The Annex builds upon FRP concepts and procedures by addressing unique 
policies, assumptions, structures, responsibilities, and actions that will be applied for 
consequence management as necessary. 

II. P O L I C I E S  

A. Lead Agency Responsibilities. PDD-39 validates and reaffirms existing Federal 
Lead Agency responsibilities for counterterrorism, which are assigned to the Department of 
Justice, as delegated to the Federal Bureau of Investigation (FBI), for threats or acts of terrorism 
within the United States. It is FBI policy that crisis management will involve only those Federal " 
agencies requested by the FBI to provide expert guidance and/or assistance, as described in the 
PDD-39 Domestic Guidelines (classified) and FBI Incident Contingency Plans (classified). 

B. Consequence Management. PDD-39 ~states that the Federal Emergency 
Management Agency (FEMA) shall ensure that the FRP is adequate to respond to the 
consequences of terrorism. FEMA, with the support of all agencies in the FRP, shall act in 
support of the FBI in Washington, DC, and on the scene of the crisis, until such time as the 
Attorney General shall transfer the Lead Agency role to FEMA (see Figure 2). FEMA retains 
responsibility for consequence management throughout the Federal response, and acts in support 
of the FBI as appropriate, until the Attorney General, in consultation with the FBI Director and 
the FEMA Director, determines that such support is no longer required. It is FEMA policy to use 
FRP structures to coordinate all Federal assistance to State and local governments for 
consequence management. 

TI-3  
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FEDERAL RESPONSE PLAN 

FBI 

I FEMA Formulate 
Consequence Management 
as required 

! ! 

IFederal Agencies supporting I ~Federal Agencies supporting I 
[ law enforcement l i technical operations I 

Figure 2- Relationship Among Federal Agencies Under PDD-39 

C. Costs. PDD-39 states that Federal agencies directed to participate in the 
resolution of terrorist incidents or conduct of  counterterrorist operations shall bear the costs of  

their own participation, unless otherwise directed by the President. 

III. S I T U A T I O N  

A. Conditions 

1. A general concem or actual threat of an act of terrorism occurring at or during a 
special event within the United States may cause the President to direct Federal agencies to 
implement precautionary measures which may include some of the consequence management 
actions described in this Annex. When directed, FEMA will coordinate with the FBI and the 
affected State to identify potential consequence management requirements and with Federal 
consequence management agencies to implement increased readiness operations. 

2. A significant threat or act of terrorism may cause the FBI to respond and to 
implement a crisis management response as described in this Annex. FBI requests for assistance 
from other Federal agencies will be coordinated through the Attorney General and the President 
with coordination of NSC groups as warranted. During the course of a crisis management 
response, consequences may become imminent or occur that cause the President to direct FEMA 
to implement a consequence management response as described in this Annex. 

T I - 4  
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T e r r o r i s m  I n c i d e n t  

3. The occurrence of  an incident without warning that produces major 
consequences involving NBC/WMD may cause the President to direct FEMA to implement a 
consequence management response as described in this Amex. 

B. Planning Assumptions 

1. No single agency at the local, State, Federal or private level possesses the 
authority and the expertise to act unilaterally on many difficult issues that may arise in response 
to threats or acts of  terrorism, particularly i fNBC/WMD are involved. 

2. An act of terrorism, particularly an act directed against a large population 
center within the United States involving NBC/WMD, may produce major consequences that 
would overwhelm the capabilities of many local and State governments almost immediately. 
Major consequences involving NBC/WMD may overwhelm existing Federal capabilities as well. 

3. Local, State, and Federal responders may define working perimeters -- that 
may overlap to some degree. Perimeters may be used to control access to the area, target public . 
information messages, assign operational sectors among responding organizations, and assess 
potential effects on the population and the environment. Control of these perimeters maybe 
enforced by different authorities, which may impede the overall response if adequate 
coordination is not established. 

4. If protective capabilities are not available, responders cannot be required to 
put their own lives at risk in order to enter a perimeter contaminated with NBC material. It is 
possible that the perimeter will be closed until the effects of the NBC material have degraded to 
levels that are safe for first responders. 

5. This Annex maybe implemented in situations involving major consequences 
in a single State or multiple States. The FBI will establish coordination relationships among FBI 
Field Offices and with Federal agencies supporting crisis management, including FEMA, based 
on the locations involved? 

6. This Annex maybe implemented in situations that also involve consequences 
in neighboring nations. 

T I - 5  
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FEDERAL RESPONSE PLAN 

IV. CONCEPT OF OPERA TIONS 

A. Crisis M a n a g e m e n t  
(FBI, National Security Division, Domestic Terrorism/Counterterrorism Planning Section) " 

PDD-39 reaffirms the FBI's Federal lead responsibility for crisis management  
response to threats or acts of  terrorism that take place within United States territory or in 
international waters and do not involve the flag vessel of  a foreign country. The FBI provides a 
graduated flexible response to a range of incidents, including: 

• A credible threat, which maybe presented in verbal, written, intelligence- 
based or other form. 

• An act of  terrorism which exceeds the local FBI field division capability to 
resolve. 

The confirmed presence of  an explosive device or WMD capable of  causing a 
significant destructive event, prior to actual injury or property loss (e.g., a 
"significant threat"). 

The detonation of  an explosive device, utilization of  a WMD, or other 
destructive event, with or without warning, that results in limited injury or 
death (e.g., "limited consequences/State and local consequence 
management response '9. 

The detonation of  an explosive device, utilization of  a WMD, or other 
destructive event, with or without warning, that results in substantial injury or 
death (e.g., "major consequences/Federal consequence management 
response '9. 

In response to a credible threat involving NBC/WMD, the FBI initiates a threat 
assessment process that involves close coordination with Federal agencies with technical 
expertise, in order to determine the viability of  the threat from a technical, as well as tactical and 
behavioral standpoint. 

The FBI provides the initial notification to law enforcement authorities within the 
affected State of  a threat or occurrence that the FBI confirms as an act o f  terrorism. If  warranted, 
the FBI implements an FBI response and simultaneously advises the Attorney General, who 

notifies the President and NSC groups as warranted, that a Federal crisis management  response is " 
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required. If Federal crisis management response is authorized, the FBI activates multi-agency 
crisis management structures at FBI Headquarters, the responsible FBI Field Office, and at the 
incident site (see Figure  3). (The FBI provides guidance on the crisis management response in 
the FBI Nuclear Incident Contingency Plan (classified) and the FBI Chemical~Biological 
lncident Contingency Plan (classified). 

jThe Pres~dentJ 

Attorney GeneralJ 
FIBI D rector 

I 
FBI HQ 

Strategic Inforrnat on Operations Center 

l 

I ~ l  F~e~ o m ~  
I Joint Operations Center 

i 

Figure 3- Multi-Agency Crisis Management Structures 

If the threat involves NBC/WMD, the FBI Director may recommend to the 
Attorney General, who notifies the President and NSC groups as warranted, to deploy a 
Domestic Emergency Support Team (DEST). The mission of the DEST is to provide expert 
advice and assistance to the FBI On-Scene Commander (OSC) related to the capabilities of  the 
DEST agencies and to coordinate follow-on response assets. When deployed, the DEST merges 
into the existing Joint Operations Center (JOC) structure. (Authorization and coordination 
procedures and the interagency organizational structure for the DEST are outlined in the PDD- 
39 Domestic Guidelines (classified)). 

During crisis management, the FBI coordinates closely with local law 
enforcement authorities to provide a successful law enforcement resolution to the incident. The 
FBI also coordinates with other Federal authorities, including FEMA. The FBI Field Office 
responsible for the incident site modifies its Command Post to function as a JOC. The JOC 
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structure includes the following standard groups: Command, Operations, Support, and 
Consequence Management. Representation within the JOC includes some Federal, State, and 
local agencies with roles in consequence management. FEMA notifies Federal, State and local 
consequence management agencies selected by the FBI OSC to request that they deploy 
representatives to the JOC. Selected Federal, State and local consequence management agencies 
may be requested to serve in the JOC Command Group, the JOC Support Group/Media 
component, and the JOC Consequence Management Group (see Figure 4, shaded boxes). 

FBI On-Scene Commander 

( DEST ] 
i f  deployed) ] 

Command Group 
(multi-agency) 

I ! oro 01 so0  t oro°  I Consequence Management Group[ 

Investigations Intelligence I 

 suppor, Li.,so° I 

t Local Gov't Liaisons[ 
L 

t Stat¢ Gov't Liaisons 

Figure 4- FBI  Joint Operations Center Structure 

A FEMA representative coordinates the actions of the JOC Consequence 
Management Group, expedites activation of a Federal consequence management response should 
it become necessary, and works with an FBI representative who serves as the liaison between the 
Consequence Management Group and the FBI OSC. The JOC Consequence Management Group . 
monitors the crisis management response in order to advise on decisions that may have " 
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implications for consequence management, and to provide continuity should a Federal 
consequence management response become necessary. 

B. Consequence Management 

I. Pre- lncident  

The FBI may notify Federal agencies, including FEMA, of a significant 
threat of an act of terrorism. Federal agencies requested by the FBI, including FEMA, will 
deploy a representative(s) to the FBI Headquarters Strategic Information Operations Center 
(SIOC). Based on the circumstances, FEMA Headquarters and the responsible FEMA Region(s) 
may implement a standard procedure to alert involved FEMA officials and Federal agencies 
supporting consequence management. FEMA and other Federal agencies requested by the FBI 
OSC will deploy representatives to the JOC(s) being established by the responsible FBI Field 
Office(s)) Representatives may include a senior official to serve in the JOC Command Group, 
in order to assist the FBI OSC and to provide continuity in leadership should a Federal 
consequence management response be required. 

Issues arising from the response that affect multiple agency authorities and 
areas of expertise will be discussed by the FBI OSC and the other members of  the JOC 
Command Group, who are all working in consultation with other local, State and Federal 
representatives. While the FBI OSC retains authority to make Federal crisis management 
decisions at all times, operational decisions are made cooperatively to the greatest extent 
possible. The FBI OSC and the senior FEMA official will provide, or obtain from higher 
authority, an immediate resolution of conflicts in priorities for allocation of critical Federal 
resources (such as airlift or technical operations assets) between the crisis management and the 
consequence management response. 

The JOC Command Group plays an important role in ensuring 
coordination of Federal crisis management and consequence management actions. Coordination 
will also be achieved through the exchange of operational reports on the incident. Because reports 
prepared by the FBI are "law enforcement sensitive," FEMA representatives with access to the 
reports will review them, according to standard procedure, in order to identify and forward 
information to Emergency Support Function (ESF) #5 that may affect operational priorities and 
action plans for consequence management. 
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I The President 

. . . . . . . .  ( . s c  . . . . . . . . . . .  

, f  

J Attomey General / J FEMA Director I 
FBIDirector [ . . . . . . . . . .  q I 

L I 
Fal SIOC _1 C ~ G ,  EST I I . . . . . . . . . . . . . . . . . .  

r ..... EtSB ...... q 
r ........ ~ (may activate)! 

FBI JOe [ [ FBI Liaison I 
....... T LC.-rY2g:~.-m'-)-J 

Consequenc~ 1 
M ~ m , ~ e m e n t  ! 

Group I = 

l l State EOC ; 
. . . . . .  

command 

. . . . .  coordination 

Figure 5- Pre-Incident Consequence Management 

As a situation progresses, consequences may become imminent. FEMA 
will consult immediately with the White House and the Governor's office in order to determine if 
FEMA is directed to use authorities of the Robert T. Stafford Disaster Relief and Emergency 
Assistance (Stafford) Act to mission-assign Federal consequence management agencies to pre- 
deploy assets, in order to lessen or avert the threat of a catastrophe. These actions will involve 
appropriate notification' and coordination with the FBI, as the overall Federal Lead Agency for 
counterterrorism. FEMA Headquarters may activate an Emergency Support Team (EST), may 
convene an executive-level meeting of the Catastrophic Disaster Response Group (CDRG), and 
may place an Emergency Response Team - National (ERT-N) on a le r t /When FEMA activates 
the EST, FEMA will notify FBI Headquarters to request a liaison. The responsible FEMA 
Region(s) may activate a Regional Operations Center (ROC) and deploy a representative(s) to 
the affected State(s) (see Figure 5). When the responsible FEMA Region(s) activate a ROC, the 
Region(s) will notify the responsible FBI Field Office(s) to request a liaison. 
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2. Trans-lncident 

(Situations involving a transition from a threat to an act of  terrorism). 

If  consequences become imminent or occur that cause the President to 
direct FEMA to implement a Federal consequence management  response, then FEMA will 
initiate procedures to activate additional FRP structures (the EST, the CDRG, the ROC, and a 
Disaster Field Office (DFO) if necessary). Federal, State and local consequence management  
agencies will begin to disengage from the JOC (see Figure 6). The senior FEMA official and 
liaisons will remain at the JOC until the FBI and FEMA agree that a liaison presence is no longer 
required. FEMA will establish Joint Information Centers (JICs) in the field and Washington, 
DC, to serve as the primary Federal information centers on the consequence management  
response for the media, members of  Congress, and foreign governments. FEMA JICS will 
establish coordination with the FBI Media component  in the field and the FBI Headquarters 
National Press Office, which serve as the primary Federal information centers on the crisis 
management response. 

I The President I 

I 

- -  c o m m a n d  

I Attomey General| |FEMA Director I c o o r d i n a t i o n  

r . . . . . . . . . . . . . . . . . . . . . . . . .  1 

I r . . . . . . . . . .  Regional Operations Center (activating) l 
C o n s e q u e n c e  , ., ~ -  . . . . . . . . . . . . . . . . . . . . . .  J 
Management [ = \ 

Group 'l "[ ~t~ 

i ' d Y 1 

• .................. t State Eoc I 

Figure 6- Trans-Incident Consequence Management 
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3. Post-Incident 

(Situations without warning). 

If  an incident occurs without warning that produces major consequences 
and appears to be caused by an act of  terrorism, then FEMA and the FBI will initiate 
consequence management and crisis management actions concurrently. FEMA will consult 
immediately with the White House and the Governor's office to determine if a Federal 
consequence management response is required. If  the President directs FEMA to implement a 
Federal consequence management response, then FEMA will implement portions o f  this Annex 
and other FRP annexes as required. FEMA will support the FBI as required and will lead a 
concurrent Federal consequence management response. 

During the consequence management response, the FBI provides a liaison 
to either the ROC Director or the Federal Coordinating Officer (FCO) in the field, and a liaison 
to the EST Director at FEMA Headquarters (see Figure 7). Issues arising from the response that 
affect multiple agency authorities and areas of  expertise will be discussed by the ROC Director 
or FCO, in consultation with the FBI liaison, the on-scene decisionmakers of the Federal 
agencies supporting the technical operation, and the ESF Leaders, who are all working in 
consultation with local, State and other Federal representatives. While the ROC Director or FCO 
retains authority to make Federal consequence management decisions at all times, operational 
decisions are made cooperatively to the greatest extent possible. Meetings will continue to be 
scheduled until the FBI and FEMA agree that coordination is no longer required. Operational 
reports will continue to be exchanged, as described in the pre-incident phase. The FBI liaisons 
will remain at the EST and the ROC or DFO until FEMA and the FBI agree that a liaison 
presence is no longer required. 
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Figure 7- Post-Incident Consequence Management 

4. Disengagement 

If an act of terrorism does not occur, then the consequence management 
response disengages when the FEMA Director, in consultation with the FBI Director, directs 
FEMA Headquarters and the responsible Region(s) to issue a cancellation notification by 
standard procedure to appropriate FEMA officials and FRP agencies. FRP agencies disengage 
according to standard procedure. 

If an act of terrorism occurs that results in major consequences, then each 
FRP structure (the EST, the CDRG, the ROC, and the DFO if necessary) disengages at the 
appropriate time according to standard procedures. Following FRP disengagement, operations 
by individual Federal agencies or by multiple Federal agencies under other Federal plans may 
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continue, in order to support the affected State and local governments with long-term hazard 
monitoring, environmental decontamination, and site restoration (clean-up). 

V. R E S P O N S I B I L I T I E S  

A. F B I  

PDD-39 clarifies and expands upon the responsibilities of  the FBI as the Federal 
Lead Agency for crisis management. The FBI will: 

Appoint an FBI OSC to provide leadership and direction to the Federal crisis 
management response. The FBI OSC will convene meetings with 
decisionmakers representing FEMA, the Federal agencies involved in 
technical operations, and the State (as appropriate). These meetings will be 
held in order to formulate incident action plans, define priorities, review 
status, resolve conflicts, identify issues that require decisions from higher 
authorities, and evaluate the need for additional resources. 

Issue and track the status of crisis management actions assigned to Federal 
agencies. A common system should be used by the FBI and FEMA, in order 
to provide a capability to control, prioritize, and deconflict taskings to Federal 
agencies, several of which support crisis management and consequence 
management. 

• Establish the primary Federal operations centers for crisis management in the 
field and Washington, DC. 

Establish the primary Federal centers for information on the crisis 
management response for the media, members of Congress, and foreign 
governments in the field and Washington, DC. 

• Designate appropriate liaison and advisory personnel to support FEMA. 

• Determine when a threat of an act of terrorism warrants consultation with the 
White House. 

Advise the White House, through the Attorney General, when the FBI requires 
assistance for a Federal crisis management response, in accordance with the 
PDD-39 Domestic Guidelines. 
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• Coordinate the Federal crisis management response with the lead State and 
local crisis management agencies. 

B. FEMA 

PDD-39 clarifies and expands upon the responsibilities of FEMA as the Federal 
Lead Agency for consequence management. FEMA will: 

Appoint a ROC Director or FCO to provide leadership and direction to the 
Federal consequence management response. The ROC Director or FCO will 
convene meetings with decisionmakers representing the FBI, the Federal 
agencies involved in technical operations, and the State (as appropriate). 
These meetings will be held in order to formulate incident action plans, define 
priorities, review status, resolve conflicts, identify issues that require decisions 
from higher authorities, and evaluate the need for additional resources. 

Issue and track the status of consequence management actions assigned to 
Federal agencies. A common system should be used by the FBI and FEMA, " 
in order to provide a capability to control, prioritize, deconflict, and (as 
appropriate) audit and reimburse taskings to Federal agencies, several of  
which support crisis management and consequence management• 

• Establish the primary Federal operations centers for consequence management 
in the field and Washington, DC. 

Establish the primary Federal centers for information on the consequence 
management response for the media, members of Congress, and foreign 
governments in the field and Washington, DC. 

• Designate appropriate liaison and advisory personnel to support the FBI. 

• Determine when consequences are imminent that warrant consultation with 
the White House and the Governor's office• 

Consult with the White House and the Govemor's office to determine if a 
Federal consequence management response is required and if FEMA is 
directed to use Stafford Act authorities. This process will involve appropriate 
notification and coordination with the FBI. 

T I - 1 5  

- 8 4 -  



EMERGENCY RESPONSE TO TERRORISM: SELF-STUDY 

FEDERAL RESPONSE PLAN 

• Coordinate the Federal consequence management response with the lead State 
and local consequence management agencies. 

C. Federal Agencies Supporting Technical Operations 

L Department of Defense 

As directed in PDD-39, the Department of Defense (DOD) will activate 
technical operations capabilities to support the Federal response to threats or acts of NBC/WMD 
terrorism. As required under the Constitution and laws of the United States, DOD will coordinate 
military operations within the United States with the appropriate civilian lead agency(ies) for the 
technical operations. 

2. Department of Energy 

As directed in PDD-39, the Department of Energy (DOE) will activate 
nuclear response capabilities to support the Federal response to threats or acts of nuclear/WMD 
terrorism. DOE may coordinate with individual agencies identified in the FRERP to use the 
structures, relationships, and capabilities described in the FRERP to support response operations. 
The FRERP does not require formal implementation. Under the FRERP: 

• The Federal OSC under the FRERP will coordinate the FRERP response 
with the FEMA official (either the senior FEMA official at the JOC, the 
ROC Director or the FCO), who is responsible under PDD-39 for on- 
scene coordination of all Federal support to State and local governments 
(see Figure 8). 

• The FRERP response may include onsite management, radiological 
monitoring and assessment, development of Federal protective action 
recommendations, and provision of information on the radiological 
response to the public, the White House and Members of Congress, and 
foreign governments. The Lead Federal Agency (LFA) of the FRERP 
will serve as the primary Federal source of information regarding onsite 
radiological conditions and offsite radiological effects. 

• The LFA/FRERP will issue taskings that draw upon tiding from the 
responding FRERP agencies• 
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3. Department of Health and Human Services 

As directed in PDD-39, the Department of Health and Human Services 
(DHHS) will activate health and medical response capabilities to support the Federal response to 
threats or acts of NBC/WMD terrorism. DHHS may coordinate with individual agencies 
identified in the DHHS Health and Medical Services Support Plan for the Federal Response to 
Acts of  Chemical/Biological Terrorism, to use the structures, relationships, and capabilities 
described in the DHHS plan to support response operations. If the DHHS plan is formally 
implemented: 

oThe DHHS on-scene representative will coordinate, through the ESF #8 
Leader, the DHHS plan response with the FEMA official (either the 
senior FEMA official at the JOC, the ROC Director or the FCO), who is 
responsible under PDD-39 for on-scene coordination of all Federal 
support to State and local governments (see Figure 8). 

• The DHHS plan response may include threat assessment, consultation, 
agent identification, epidemiologieal investigation, hazard detection and " 
reduction, decontamination, public health support, medical support, and 
pharmaceutical support operations. 

• DHHS will issue taskings that draw upon tiding from the responding 
DHHS plan agencies. 

4. Environmental Protection Agency 

As directed in PDD-39, the Environmental Protection Agency (EPA) will 
activate environmental response capabilities to support the Federal response to acts of 
NBC/WMD terrorism. EPA may coordinate with individual agencies identified in the National 
Oil and Hazardous Substances Pollution Contingency Plan (NCP) to use the structures, 
relationships, and capabilities of the National Response System as described in the NCP to 
support response operations. If the NCP is formally implemented: 

• The On-Scene Coordinator under the NCP will coordinate, through the 
ESF # 1 0  Leader, the NCP response with the FEMA official (either the 
senior FEMA official at the JOC, the ROC Director or the FCO), who is 
responsible under PDD-39 for on-scene coordination of all Federal 
support to State and local governments (see Figure 8). 
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The NCP response may include threat assessment, consultation, agent 
identification, hazard detection and reduction, environmental 
monitoring, decontamination, and long-term site restoration 
(environmental clean-up) operations. 

LEAD AGENCY FOR 
COUNTERTERRORISM 

Department ofJusticx I RESPONSIBLE FOR 
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Figure 8- Relationships Among Federal Plans to Implement PDD-39 

VI. FUNDING GUIDELINES 

As stated in PDD-39, Federal agencies directed to participate in the resolution of terrorist 
incidents or conduct of counterterrorist operations bear the costs of their own participation, 
unless otherwise directed by the President. This does not preclude Federal agencies from 
reallocating funds from current agency operating budgets, accepting reimbursable work orders 
offered by other Federal agencies, and/or submitting requests for supplemental appropriation to 
the Office of Management and Budget for consideration, . 

If the President directs FEMA to use Stafford Act authorities, FEMA will issue mission 
assignments through the FRP to support consequence management. FEMA provides the 
following finding guidance to the FRP agencies: 
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A. Special Events and the Stafford Act 

Commitments by individual agencies to take precautionary measures in anticipation 
of special events will not be reimbursed under the Stafford Act, unless mission-assigned by FEMA 
to support consequence management. 

B. Crisis Management/Law Enforcement and the Stafford Act 

Stafford Act authorities do not pertain to law enforcement functions. Law 
enforcement or crisis management actions will not be mission-assigned for reimbursement under 
the Stafford Act? 

VII. REFERENCES (not otherwise referenced in the FRP) 

A. Presidential Decision Directive 39 (classified). An unclassified extract maybe 
obtained from FEMA. 

B. FBI Chemical/Biological Incident Contingency Plan (classified). An unclassified 
version may be obtained from the FBI. 

e. FBI Nuclear Incident Contingency Plan (classified). An unclassified version may 
be obtained from the FBI. 

D. PDD-39 Domestic Guidelines (classified). 

E. DHHS Health and Medical Services Support Plan for the Federal Response to Acts 
of Chemical/Biological Terrorism. 

VIII. PRIMAR Y POINT OF CONTACT 

Inquiries concerning this Annex should be addressed to the Federal Emergency 
Management Agency, Response and Recovery Directorate, Operations and Planning Division, 
Planning and Coordination Branch. 6. 7 
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F O L L  0 W - O N  P L A N N I N G  R E Q U I R E M E N T S  

FEMA will incorporate language into the FRP Basic Plan concerning the incident command 
system (ICS) and command structures. 

2FEMA will incorporate language into an FRP procedure and FEMA internal procedures for 
backup operations concerning support to multiple terrorism operations within a single State or in 
multiple States. 

3FEMA Headquarters will develop planning guidance for the FEMA Regions to incorporate 
language into the Regional Response Plans to explain that the senior FEMA official at the JOC 
has the authority to expedite activation of a Federal consequence management response. 
Following a Stafford Act declaration, Federal consequence management operations will 
transition from the JOC Consequence Management Group, supported by the ROC, to a DFO. 

'FEMA will incorporate language into the FRP Basic Plan concerning the Emergency Response 
Team - National. 

~FEMA will review and update language concerning Stafford Act declarations and mission 
assignments in the FRP Basic Plan, as follows: 

FEMA can use limited pre-deployment authorities in advance of a Stafford Act declaration to 
"lessen or avert the threat of  a catastrophe ", only if the President expresses intent to go forward 
with a declaration (Section 201). This authority is further interpreted by Congressional intent, to 
the effect that the President must determine that assistance under existing Federal programs is 
inadequate to meet the crisis before FEMA may directly intervene under the Stafford Act. 

The Stafford Act authorizes the President to issue "emergency" and "major disaster" declarations 
(Section 501). Emergency declarations may be issued in response to a Governor's request, or in 
response to those rare emergencies, including some acts of terrorism, for which the Federal 
Government is assigned in the laws of the United States the exclusive or preeminent 
responsibility and authority to respond. Major disaster declarations may be issued in response to 
a Governor's request for any natural catastrophe or, regardless of cause, any fire, flood or 
explosion which has caused damage of sufficient severity and magnitude, as determined by the 
President, to warrant major disaster assistance under the Act. 
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If a Stafford Act declaration is provided, finding for consequence management may continue to 
be allocated from responding department and agency operating budgets, the Disaster Relief 
Fund, and supplemental appropriations. 

Mission assignments are reimbursable work orders issued by FEMA to Federal agencies 
directing completion of a specific task. While the Stafford Act states that "Federal agencies 
(emphasis added) be reimbursed for expenditures under the Act" from the Disaster Relief Fund 
(Section 304), it is FEMA policy to reimburse Federal agencies for work performed under 
mission assignments. Mission assignments issued to support consequence management will 
follow FEMA's "Standard Operating Procedures for the Management of Mission Assignments 
(May 1994)" or applicable superseding documentation. 

6 FEMA will update FRP Appendix A. The following acronyms and abbreviations used in the 
Annex will be incorporated: 

DEST 
FBI OSC 
JOC 
NBC 
NSC 
PDD-39 
SIOC 
WMD 

Domestic Emergency Support Team 
FBI On-Scene Commander 
Joint Operations Center 
Nuclear, Biological, and Chemical 
National Security Council 
Presidential Decision Directive 39 
Strategic Information Operations Center 
Weapons of Mass Destruction 

7FEMA will incorporate these terms and definitions into the FRP Appendix B: 

1. Biological  agents  are microorganisms or toxins from living organisms that have infectious or 
non-infectious properties which produce lethal or serious effects in plants and animals. (FB1) 

2. Chemica l  agents  are solids, liquids, or gases that have chemical properties that produce lethal 
or serious effects in plants and animals. (FB0 

3. Limited consequences  are within State and local capabilities. 

4. M a j o r  consequences  exceed State and local capabilities, requiring a Federal response. 
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5. Nuclear weapons release nuclear energy in an explosive manner as the result of  nuclear 
chain reactions involving fission and/or fusion of  atomic nuclei. (DOE) 

6. Significant threat. The confirmed presence o f  an explosive device or WMD capable o f  
causing a significant destructive event, prior to actual injury or property loss. (FBI) 

7. Technical operations include operations to identify, assess, dismantle, transfer, dispose, and 
decontaminate personnel and property exposed to explosive ordnance or NBC/WMD material. 

8. Terrorist Incident. A violent act, or an act dangerous to human life, in violation o f  the 
criminal laws o f  the United States or o f  any State, to intimidate or coerce a government, the civilian 
population, or any segment thereof, in furtherance o f  political or social objectives. (FBI) 

9. Weapon of Mass Destruction. (A) Any destructive device as defined in section 921 o f  this 
title, (which reads) any explosive, incendiary, or poison gas, bomb, grenade, rocket having a 
propellant charge o f  more than four  ounces, missile having an explosive or incendiary charge o f  
more than one quarter ounce, mine or device similar to the above; (B) poison gas; (C) any 
weapon involving a disease organism; or (19) any weapon that is designed to release radiation 
or radioactivity at a level dangerous to human life. (18 u.s.c., Section 2332a) 

TI-22 
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A P P E N D I X  B 

P R E S I D E N T I A L  D E C I S I O N  

DIRECTIVE 39 (UNCLASSIF IED)  

The following is a copy of an  unclassified* abstrct  derived from Presidential  Decision Directive 39 
(PDD-39), United States Policy on Counterterrorism, dated J u n e  21, 1995. This abs t rac t  has  
been reviewed and  approved by the National Secutreity Council  (NSC) for d is t r ibut ion to Federal, 
State, and  local emergency response and  consequence  m a n a g e m e n t  personnel  to ass is t  them in 
responding to terrorist  emergencies. 

* T h e  full text of PDD-39 is a CLASSIFIED document .  State and  local officals, however, should  
u n d e r s t a n d  that  PDD-39 essential ly gives the responsibil i ty of response to terrorist a t tacks  to 
the FBI for "crisis management"  and  FEMA for "consequence managmenent . "  State and  local 
agencies and  assets  will be expected to suppor t  the Federal efforts. 
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U N I T E D  S T A T E S  P O L I C Y  O N  C O U N T E R T E R R O R I S M  

1. Genera l .  T e r r o r i s m  is bo th  a t h r e a t  to o u r  na t i ona l  secur i ty  a s  well a s  a c r imina l  
act .  The Admin i s t r a t i on  h a s  s t a t ed  t h a t  it is the  policy of the  Uni t ed  S t a t e s  to u s e  all 
a p p r o p r i a t e  m e a n s  to deter ,  defea t  a n d  r e s p o n d  to all t e r ro r i s t  a t t a c k s  on  o u r  t e r r i to ry  
a n d  r e s o u r c e s ,  b o t h  people  a n d  facilit ies,  whe reve r  t hey  occur .  In s u p p o r t  of t h e s e  
efforts,  the  Uni ted  S t a t e s  will: 

• E m p l o y  efforts  to deter ,  p r e e m p t ,  a p p r e h e n d  a n d  p r o s e c u t e  t e r ro r i s t s .  

Work  closely with o the r  g o v e r n m e n t s  to ca r ry  ou t  o u r  c o u n t e r t e r r o r i s m  
policy a n d  c o m b a t  t e r ro r i s t  t h r e a t s  a g a i n s t  t hem.  

Ident i fy  s p o n s o r s  of t e r ro r i s t s ,  i so la te  t h e m ,  a n d  e n s u r e  t h e y  p a y  for 
the i r  ac t ions .  

• Make  no c o n c e s s i o n s  to t e r ro r i s t s .  

2. M e a s u r e s  to C o m b a t  Ter ror i sm.  To e n s u r e  t h a t  the  Uni ted  S ta t e s  is p r e p a r e d  to 
c o m b a t  t e r r o r i s m  in all i ts  forms ,  a n u m b e r  of m e a s u r e s  have  b e e n  di rec ted.  T h e s e  
inc lude  r e d u c i n g  vu lnerab i l i t i e s  to t e r r o r i s m ,  de t e r r ing  a n d  r e s p o n d i n g  to t e r ro r i s t  
ac t s ,  a n d  h a v i n g  capab i l i t i e s  to p r even t  a n d  m a n a g e  the  c o n s e q u e n c e s  of  t e r ro r i s t  u s e  
of nuc lea r ,  biological,  a n d  chemica l  (NBC) w e a p o n s ,  inc lud ing  t hose  of m a s s  
des t ruc t ion .  

a. Reduce  Vulnerabi l i t ies .  In o rder  to r e d u c e  o u r  vu lne rab i l i t i e s  to 
t e r ro r i sm,  b o t h  a t  h o m e  a n d  ab road ,  all d e p a r t m e n t / a g e n c y  h e a d s  have  b e e n  d i r ec t ed  
to e n s u r e  t h a t  the i r  p e r s o n n e l  a n d  facili t ies a re  fully p ro t ec t ed  aga in s t  t e r r o r i s m .  
Specific efforts  t h a t  will be  c o n d u c t e d  to e n s u r e  o u r  secur i ty  a g a i n s t  t e r ro r i s t  a c t s  
inc lude  the  following: 

Review the  vu lne rab i l i ty  of g o v e r n m e n t  facili t ies a n d  cr i t ical  
na t iona l  i n f r a s t ruc tu r e .  

• E x p a n d  the  p r o g r a m  of c o u n t e r t e r r o r i s m .  

Reduce  vu lnerab i l i t i e s  a f fec t ing  civil ian p e r s o n n e l / f a c i l i t i e s  
a b r o a d  a n d  mi l i t a ry  pe r sonne l / f ac i l i t i e s .  

Reduce  vu lnerab i l i t i e s  affect ing U.S. a i rpor t s ,  
a i r c r a f t / p a s s e n g e r s  a n d  sh ipping ,  a n d  provide  a p p r o p r i a t e  
secur i ty  m e a s u r e s  for o the r  m o d e s  of t r a n s p o r t a t i o n .  

• E x c l u d e / d e p o r t  p e r s o n s  who  pose  a t e r ro r i s t  th rea t .  

P reven t  un l awfu l  traffic in f i r e a rms  a n d  explosives ,  a n d  p ro t ec t  
the  Pres iden t  a n d  o the r  officials aga in s t  t e r ror i s t  a t t a ck .  

Reduce  U.S. vu lne rab i l i t i e s  to i n t e rna t i ona l  t e r r o r i s m  t h r o u g h  
intel l igence c o l l e c t i o n / a n a l y s i s ,  coun te r in t e l l i gence  a n d  cover t  
act ion.  
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b. Deter .  To de te r  t e r ro r i sm ,  it is n e c e s s a r y  to p rov ide  a c lear  pub l i c  
pos i t ion  t h a t  o u r  pol ic ies  will no t  be  af fec ted  by  t e r ro r i s t  a c t s  a n d  we will v igorous ly  
deal  wi th  t e r r o r i s t / s p o n s o r s  to r educe  t e r ro r i s t  capabi l i t i es  a n d  suppor t .  In th i s  
regard ,  we m u s t  m a k e  it c lear  t h a t  we will no t  al low t e r r o r i s m  to s u c c e e d  a n d  t h a t  the  
pu r su i t ,  a r res t ,  a n d  p r o s e c u t i o n  of t e r ro r i s t s  is of the  h ighes t  priori ty.  O u r  goals  
inc lude  the  d i s rup t i on  of t e r r o r i s t - s p o n s o r e d  act ivi ty  i nc lud ing  t e r m i n a t i o n  of f inanc ia l  
suppo r t ,  a r r e s t  a n d  p u n i s h m e n t  of t e r ro r i s t s  a s  c r imina l s ,  app l i ca t ion  of U.S. l aws  a n d  
n e w  legis la t ion to p reven t  t e r ro r i s t  g r o u p s  f rom o p e r a t i n g  in the  Uni ted  S t a t e s ,  a n d  
app l i ca t ion  of ex t ra te r r i to r ia l  s t a t u t e s  to c o u n t e r  ac t s  of  t e r r o r i s m  and  a p p r e h e n d  
t e r ro r i s t s  ou t s ide  of the  Uni ted  S ta tes .  R e t u r n  of t e r ro r i s t s  ove r seas ,  who  a re  w a n t e d  
for violat ion of U.S. law, is of the  h ighes t  pr ior i ty  a n d  a cen t r a l  i s sue  in b i l a te ra l  
r e l a t ions  wi th  a n y  s ta te  t h a t  h a r b o r s  or a s s i s t s  t hem.  

c. Respond .  To r e s p o n d  to t e r ro r i sm,  we m u s t  have  a rap id  a n d  decis ive  
capab i l i ty  to p ro tec t  Amer i cans ,  defea t  or a r r e s t  t e r ror i s t s ,  r e s p o n d  aga in s t  t e r ro r i s t  
s p o n s o r s ,  a n d  provide  relief to the  v ic t ims  of te r ror i s t s .  The  goal du r ing  the  i m m e d i a t e  
r e s p o n s e  p h a s e  of a n  inc ident  is to t e r m i n a t e  t e r ro r i s t  a t t a c k s  so t h a t  the  t e r r o r i s t s  do 
not  a c c o m p l i s h  the i r  ob jec t ives  or  m a i n t a i n  the i r  f r eedom,  while  seek ing  to m in imize  
d a m a g e  a n d  loss  of life a n d  provide  e m e r g e n c y  a s s i s t a n c e .  After a n  inc ident  h a s  
occur red ,  a rap id ly  dep loyab le  i n t e r agency  E m e r g e n c y  S u p p o r t  T e a m  (EST) will p rov ide  
requ i red  capabi l i t i es  on scene:  a Fore ign E m e r g e n c y  S u p p o r t  T e a m  (FEST) for foreign 
inc iden t s  a n d  a Domes t i c  E m e r g e n c y  S u p p o r t  T e a m  (DEST) for domes t i c  inc iden t s .  
DEST m e m b e r s h i p  will be  l imited to those  agenc ie s  r equ i r ed  to r e s p o n d  to t he  specif ic  
inc ident .  Both  t e a m s  will inc lude  e l e m e n t s  for specif ic t ypes  of i nc iden t s  s u c h  a s  
nuc l ea r ,  biological  or chemica l  t h rea t s .  

The  Director ,  FEMA, will e n s u r e  t h a t  the  Federa l  R e s p o n s e  Plan  is 
a d e q u a t e  for c o n s e q u e n c e  m a n a g e m e n t  act ivi t ies  in r e s p o n s e  to t e r ro r i s t  a t t a c k s  
a g a i n s t  large U.S. popu la t i ons ,  inc lud ing  those  where  w e a p o n s  of m a s s  d e s t r u c t i o n  are  
involved.  FEMA will a lso  e n s u r e  t h a t  S ta te  r e s p o n s e  p l a n s  a n d  capabi l i t i es  a re  
a d e q u a t e  a n d  tes ted .  FEMA, s u p p o r t e d  by  all Federa l  R e s p o n s e  Plan s igna tor ies ,  will 
a s s u m e  the  Lead Agency role for c o n s e q u e n c e  m a n a g e m e n t  in Wash ing ton ,  DC, a n d  
on  scene .  If large scale  c a s u a l t i e s  a n d  i n f r a s t r u c t u r e  d a m a g e  occur ,  the P re s iden t  m a y  
a p p o i n t  a Pe r sona l  Rep re sen t a t i ve  for c o n s e q u e n c e  m a n a g e m e n t  a s  the on  s c e n e  
Federa l  a u t h o r i t y  du r i ng  recovery.  A ros t e r  of sen ior  a n d  fo rmer  g o v e r n m e n t  officials 
willing to p e r f o r m  these  f u n c t i o n s  will be  c r ea t ed  a n d  the  r o s t e r e d  ind iv idua l s  will be  
p rov ided  t r a in ing  a n d  in fo rma t ion  n e c e s s a r y  to al low t h e m  to be  cal led u p o n  on  s h o r t  
not ice.  

Agencies  will b e a r  the  cos t s  of the i r  pa r t i c i pa t i on  in t e r ro r i s t  i n c i d e n t s  
a n d  c o u n t e r t e r r o r i s t  ope ra t ions ,  u n l e s s  o the rwise  d i rec ted.  

d .  NBC C o n s e q u e n c e  ManaKemen t .  The  d e v e l o p m e n t  of  effective 
capabi l i t i es  for p r even t ing  a n d  m a n a g i n g  the  c o n s e q u e n c e s  of  t e r ro r i s t  u s e  of  nuc l ea r ,  
biological  or chemica l  (NBC) m a t e r i a l s  or  w e a p o n s  is of the  h ighes t  priori ty.  Te r ro r i s t  
acqu i s i t ion  of w e a p o n s  of m a s s  d e s t r u c t i o n  is not  a c c e p t a b l e  a n d  there  is no  h ighe r  
pr ior i ty  t h a n  p r even t ing  the  acqu i s i t ion  of s u c h  m a t e r i a l s / w e a p o n s  or r e m o v i n g  th i s  
capab i l i ty  f rom te r ror i s t  g roups .  FEMA will review the  Federa l  Response  Plan on  a n  
u r g e n t  bas i s ,  in coord ina t ion  wi th  s u p p o r t i n g  agenc ies ,  to d e t e r m i n e  i ts  a d e q u a c y  in 
r e s p o n d i n g  to a n  NBC-re la ted  t e r ro r i s t  incident ;  ident i fy a n d  r e m e d y  a n y  shor t fa l l s  in 
s tockpi les ,  capabi l i t i es  or t ra in ing;  a n d  r epor t  on the  s t a t u s  of t he se  efforts  in 180 
days .  
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The following Nat ional  Fire Acade my  (NFA) a n d  E m e r g e n c y  M a n a g e m e n t  I n s t i t u t e  
(EMI) c o u r s e s  c a n  a s s i s t  fire a n d  e m e r g e n c y  serv ices  p e r s o n n e l  in p r e p a r i n g  for 
c o n s e q u e n c e  m a n a g e m e n t  of t e r r o r i s m  inc iden t s .  R e a d i n e s s  for s u c h  o c c u r r e n c e s  is a 
logical ex t ens ion  of n o r m a l  m a j o r  inc iden t  p r e p a r a t i o n .  T h e s e  c o u r s e s  h a v e  
c o m p o n e n t s  or  m o d u l e s  t h a t  c o n t r i b u t e  to the  d e v e l o p m e n t  of skills,  knowledge ,  a n d  
abil i t ies  of t hose  who  m u s t  be  r eady  to r e s p o n d  to t e r ro r i s t  inc iden ts .  

Par t  I m N a t i o n a l  F i re  A c a d e m y  ( N F A )  C o u r s e s  

H a z a r d o u s  M a t e r i a l s  

0 2 3 4  Chemis try  o f  Hazardous  Materials 
A two-week  c o u r s e  t h a t  f o cuse s  on the  bas ic  knowledge  requ i red  to e v a l u a t e  
the  po ten t i a l  h a z a r d s  a n d  b e h a v i o r s  of m a t e r i a l s  cons ide red  to be  h a z a r d o u s .  

R 2 4 3  Hazardous  Materials Inc ident  M a n a g e m e n t  
A s ix-day  c o u r s e  t h a t  f ocuse s  on  the  du t i e s  a n d  respons ib i l i t i e s  of  t he  
e m e r g e n c y  r e s p o n s e  p e r s o n n e l  who  will a s s u m e  the  Inc iden t  C o m m a n d e r  (IC) 
role in h a z a r d o u s  m a t e r i a l s  emergenc ie s .  

R 2 2 9  Hazardous  Materials Operating Site  Pract ices  
A two-week  c o u r s e  t h a t  focuses  on the  s t r a t eg ies  a n d  safe  p r o c e d u r e s  for 
a l levia t ing the  d a n g e r  a t  h a z a r d o u s  m a t e r i a l s  inc iden ts .  

F 8 0 9  Init ial  Response  to Hazardous  Materials Inc idents:  Basic  C o n c e p t s  
A two-day  c o u r s e  t h a t  gives s t u d e n t s  an  u n d e r s t a n d i n g  of the  bas i c  c o n c e p t s  
a n d  t e c h n i q u e s  of first  r e s p o n s e  to h a z a r d o u s  m a t e r i a l s  inc idents .  

F 8 0 8  Initial  Response  to  Hazardous  Materials Inc idents :  Concept  I m p l e m e n t a t i o n  
A two-day  c o u r s e  t h a t  e x p a n d s  u p o n  the  above  course .  New c o n c e p t s  a n d  
m o r e  detai l  a re  p rov ided  on p r o c e d u r e s ,  u sage ,  a n d  re la ted  c o n s i d e r a t i o n s  
following the  bas ic  ch rono logy  of a h a z a r d o u s  m a t e r i a l s  incident .  

E m e r g e n c y  M e d i c a l  S e r v i c e s  

R l S l  Advanced Leadership Issues  in Emerg en cy  Medical  Service  
A two-week  c o u r s e  des igned  for u p p e r - m a n a g e m e n t  p e r s o n n e l  who  h a v e  
o rgan iza t iona l  respons ib i l i ty  for e m e r g e n c y  med ica l  o p e r a t i o n s  in the i r  agency .  
S i tua t iona l ,  s c e n a r i o - b a s e d  i n s t r u c t i o n  is the  f o u n d a t i o n  for th is  cou r se .  

R I S 0  Management  o f  Emergency  Medical  Services  
A two-week  c o u r s e  t ha t  focuses  on c u r r e n t  a n d  emerg ing  m a n a g e m e n t  
p r a c t i c e s  a s  they  re la te  to EMS in the  fire service.  

E m e r g e n c y  M e d i c a l  S e r v i c e s / H a z a r d o u s  M a t e r i a l s  

R 2 4 7  Advanced  Life Support  Resp o n se  to  Hazardous  Materials  In c id en t s  
A two-week  c o u r s e  t h a t  focuses  on i n d e p t h  chemis t ry ,  toxicology, a n d  the  
med ica l  m a n a g e m e n t  of v ic t ims  for p a r a m e d i c  pe r sonne l .  
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F246  Basic Life Support and Hazardous Materials Response  
A two-day  cou r se  tha t  focuses  on  crit ical c o n c e r n s  for em erg en cy  medica l  
r e s p o n d e r s  at  h a z a r d o u s  mate r ia l s  inc idents .  

S a f e t y  

F719  Incident Safety Officer 
A two-day  cou r se  tha t  focuses  on  the  Safety Officer's role a t  em erg en cy  
r e sponses ,  specifically on  the  Safety Officer role within the Inc ident  C o m m a n d  
Sys tem (ICS). Response  to a l l -hazard  types  of s i tua t ions  is emphas ized .  

F 7 2 0  Health and Safety Officer 
A two-day  cou r se  tha t  focuses  on  the  Heal th  an d  Safety Officer's role in 
identifying, evaluat ing,  and  imp lemen t ing  policy an d  p r o c e d u r e s  t h a t  affect  
hea l th  and  safety aspec t s  for first r e sponders .  

C o m m a n d  a n d  C o n t r o l  

R306 Executive  Analysis of  Fire Service Operations in Emergency Management  
A two-week cou r se  tha t  is des igned  to p r ep a re  senior  s taff  officers in the  
admin is t ra t ive  func t ions  n e c e s s a r y  to m a n a g e  the  opera t iona l  c o m p o n e n t  of a 
fire and  re scue  depa r tmen t .  

R304 Command and Control of  Fire Department Operations at Multi-Alarm 
Incidents  
A two-week course ,  u s ing  in tens ive  s imula t ion ,  t ha t  focuses  on the  c o m m a n d  
officer's responsibi l i ty  while co n d u c t i n g  major  ope ra t ions  involving m u l t i a l a r m  
uni ts .  

R308 Command and Control o f  Fire Department  Operations at Natural and Man- 
Made Disasters 
A two-week cou r se  t ha t  focuses  on  fire an d  re scue  d e p a r t m e n t  o p e ra t i o n s  at  
n a t u r a l  and  m a n m a d e  d i sas t e r s  t h a t  m a y  require  in t e ragency  or in ter -  
ju r i sd ic t iona l  coordinat ion .  

R314 Command and Control o f  Fire Department Operations at Target Hazards 
A six-day cou r se  des igned  to i n t roduce  c o m m a n d  officers  to the complex i t i es  
involved in c o m m a n d i n g  inc iden ts  at  h igh- r i sk  areas .  

R801 Fire Command Operations 
A six-day cou r se  where  vo lun tee r  fire officers are  i n t r o d u c e d  to inc iden t  
c o m m a n d  and  s tudy  proper  fire c o m m a n d  t e ch n iq u es  for control  a n d  
e x t i n g u i s h m e n t  of fires r ang ing  from small,  res ident ia l  s t r u c t u r e s  to 
mu l t i occupancy ,  commerc ia l  complexes .  

Managing Company Tactical  Operations 
A series  of four  two-day  co u r se s  t h a t  focus  on  fire and  r e scu e  p rac t i ces  dea l ing  
with conf inement ,  ex t i ngu i shmen t ,  wa te r  supply ,  salvage, an d  offensive a n d  
defensive firefighting opera t ions .  Co u r se s  are  divided into P repa ra t ion  (F375), 
Dec i s ionmaking  (F450), Tact ics  (F451), and  Simula t ion  (no course  n u m b e r  
assigned).  
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C o m m a n d  and  C o n t r o l / E m e r g e n c y  M e d i c a l  S e r v i c e s  

F I 6 0  I n c i d e n t  C o m m a n d  S y s t e m  for  E m e r g e n c y  M e d i c a l  S e r v i c e s  
A two-day  cou r se  tha t  focuses  on  the co n cep t s  of EMS-specif ic  i nc iden t  
c o m m a n d  u s ing  lecture ,  role play, s imula t ion ,  case  s tudies ,  and  graphics .  

A r s o n  

R 2 0 5  F i r e / A r s o n  I n v e s t i g a t i o n  
A two-week cou r se  t ha t  a d d r e s s e s  the  bas ic  skills n e e d e d  to c o n d u c t  fire 
invest igat ions .  S t u d e n t s  will be equ ipped  to ident i fy  the  origin a n d  c a u s e  of 
fires, to c o n d u c t  a technica l ly  an d  legally s o u n d  invest igat ion,  a n d  to p u r s u e  
the  case  t h r o u g h  the  judic ia l  sys tem.  

R 8 1 1  Fire  C a u s e  D e t e r m i n a t i o n  for  C o m p a n y  O f f i c e r s  
A six-day cou r se  tha t  a d d r e s s e s  the  skills n e e d e d  to c o n d u c t  initial fire c a u s e  
de te rmina t ions .  

R 2 0 7  M a n a g e m e n t  for  A r s o n  P r e v e n t i o n  a n d  C o n t r o l  
A two-week cou r se  tha t  focuses  on innovat ive  c o n c e p t s  an d  prac t ica l  skills for 
m a n a g i n g  a synergis t ic  r e s p o n se  to a r son  p reven t ion  an d  control .  

11216 In i t i a l  Fire  I n v e s t i g a t i o n  
A six-day cou r se  tha t  focuses  on  the  n eed s  of p e r s o n n e l  whose  du t i e s  inc lude  
de t e rmin ing  origin and  cause ,  an d  responsib i l i ty  for fires an d  exp los ions  b a s e d  
pr imar i ly  on  examina t ion  of the  inc ident  scene.  

E m e r g e n c y  R e s p o n s e  to  T e r r o r i s m  

Emer.qency Response to Terrorism: Sel f  Study (ERT:SS) 

C o u r s e  D e s c r i p t i o n :  

This  home  s tudy  cou r se  is a self-s tudy,  self-paced,  p a p e r - b a s e d  d o c u m e n t  a n d  is 
des igned  to provide the  basic  a w a r e n e s s  t ra in ing  tha t  first r e s p o n d e r s  n eed  to inc rease  
the c h a n c e s  for success fu l  and  safe r e s p o n s e  to inc iden t s  involving te r ror i sm.  

The target  aud ience  for ERT:SS inc ludes  fire, em erg en cy  medical ,  haz  mat ,  inc iden t  
c o m m a n d ,  a n d  law en fo rcemen t  r e sponde r s .  At p r e s e n t  the  in t en t  is to p r o d u c e  
100,000 copies of the  ERT:SS d o c u m e n t .  This  would provide,  initially, one  for every  
fire d e p a r t m e n t  in the  U.S. (approximate ly  35,000).  

ERT:SS will provide a bas ic  overview of the  following: 

defini t ion and  his tor ical  b a c k g r o u n d  of te r ror ism;  
recogniz ing susp ic ious  c i r c u m s t a n c e s  and  ident i fying key ind ica tors  (ou tward  
warn ing  signs or cues);  
imp lemen t ing  self-protect ive m e a s u r e s  (time, d i s tance ,  and  shielding); 
initial scene  control ;  and  
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m a k i n g  a p p r o p r i a t e  not i f ica t ion (act ivat ing r e s p o n s e  r e s o u r c e s  b a s e d  on  
l o c a l / S t a t e  e m e r g e n c y  plans) .  

E m e r g e n c y  R e s p o n s e  to Terrorism: B a s i c  Concep t s  {ERT:BC} 

C o u r s e  D e s c r i p t i o n :  

The in ten t  of  th i s  two-day  c o u r s e  is to p r e p a r e  first  r e s p o n d e r s  for t e r ro r i s t - r e l a t ed  
inc iden t s  p r imar i ly  a t  the  o p e r a t i o n s  level. The  key  l ea rn ing  objec t ives  focus  on  life 
sa fe ty  a n d  se l f -p rese rva t ion .  

The  ta rge t  a u d i e n c e  for ERT:BC inc ludes  fire, e m e r g e n c y  medica l ,  haz  m a t ,  i nc iden t  
c o m m a n d ,  a n d  law e n f o r c e m e n t  r e s p o n d e r s .  

ERT:BC will provide  a bas ic  overview of the  following: 

u n d e r s t a n d i n g  a n d  recogniz ing  t e r ro r i sm;  
i m p l e m e n t i n g  se l f -protec t ive  m e a s u r e s ;  
s cene  control ;  
tac t ica l  cons ide ra t ions ;  a n d  
inc iden t  m a n a g e m e n t  overview. 

C o n t e n t  will inc lude  in fo rma t ion  on de tec t ion  a n d  m o n i t o r i n g  for va r ious  h a z a r d s  

P r o p o s e d  F u t u r e  D e v e l o p m e n t s  

Two add i t iona l  c l a s s e s  a re  be ing  p roposed :  

E m e r q e n c y  R e s p o n s e  to Terrorism: T a c t i c a l  C o n s i d e r a t i o n s  (ERT:TC} 

This  c o u r s e  will be  a s ix -day  NFA r e s iden t  c o u r s e  dea l ing  with  e m e r g e n c y  med ica l ,  
h a z a r d o u s  m a t e r i a l s ,  a n d  inc iden t  c o m m a n d  i s sues .  This  c o u r s e  will be  de s igned  
p r imar i ly  for t e chn i c i an -  a n d  specia l is t - level  p e r s o n n e l  who  will be  di rect ly  involved 
wi th  a d v a n c e d  tac t ica l  ope ra t ions .  P roposed  c o n t e n t  for th i s  c o u r s e  will be  

• e m e r g e n c y  med ica l  i s sues ;  
• tac t ica l  o p e r a t i o n s  (detect ion a n d  moni to r ing ,  su i t  selection); a n d  
• inc ident  c o m m a n d .  

E m e ~ e n c y  R e s p o n s e  to Terrorism: I nc i d e n t  M a n a g e m e n t  (ERT:I~ 

This  c o u r s e  will be  a s ix -day  NFA re s iden t  c o u r s e  des igned  for Inc iden t  C o m m a n d e r s  
who  would  be r e spons ib l e  for m a n a g i n g  t e r r o r i s m  inc iden t s .  P roposed  c o n t e n t  for th i s  
c o u r s e  will be  

• Inc iden t  C o m m a n d  (unified c o m m a n d ,  m a s s  c a s u a l t y  issues) ;  
• Federa l  R e s p o n s e  Plan (PDD-39); 
• ac t iva t ing  Federa l  r e sou rce s ;  a n d  
• p l a n n i n g  (a l l -hazard  a p p r o a c h ,  t h r e a t / c a p a b i l i t y  a s s e s s m e n t ) .  

In addi t ion,  a j ob  aid ( reference guide) is p r o p o s e d  for deve lopmen t .  The i n t e n t  of  th i s  
d o c u m e n t  would  be a s  a smal l  re fe rence  d o c u m e n t  t h a t  could  be  u s e d  o n - s c e n e  by  
e m e r g e n c y  r e s p o n d e r s  to a s s i s t  t h e m  with mi t iga t ing  the  inc ident .  
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D e g r e e s  a t  a D i s t a n c e  

Disaster  and Fire Defense  P lanning  
A c o u r s e  offered t h r o u g h  the  NFA's Degrees  a t  a D i s t ance  P rog ram t h a t  f o c u s e s  
on  the  c o n c e p t s  a n d  pr inc ip les  of c o m m u n i t y  fire r i sk  a s s e s s m e n t ,  a s  r e l a t ed  to 
g roup  fires a n d  d i s a s t e r s  (no c o u r s e  n u m b e r  ass igned) .  

Managerial I ssues  in Hazardous  Materials 
A c o u r s e  offered t h r o u g h  the  NFA's Degrees  a t  a D i s t ance  P r o g r a m  t h a t  f o c u s e s  
on  the  i s s u e s  t h a t  conf ron t  h a z a r d o u s  m a t e r i a l s  p r o g r a m  m a n a g e r s ,  f rom 
p l a n n i n g  to p o s t i n c i d e n t  p h a s e s  (no c o u r s e  n u m b e r  ass igned) .  

Par t  I I - - E m e r g e n c y  M a n a g e m e n t  I n s t i t u t e  ( E M I )  C o u r s e s  

E 4 1 7  C o m m u n i t y  Emergency  Response  Team (CERT) Train-the-Trainer Course 
A t w o - a n d - a - h a l f - d a y  cou r se  c o n d u c t e d  in r e s idence  a t  EMI p r e p a r e s  
p a r t i c i p a n t s  to ins t i tu t e  a CERT p r o g r a m  in the i r  c o m m u n i t i e s .  Topics  inc lude  
fire s u p p r e s s i o n ,  d i s a s t e r  med ica l  ope ra t ions ,  l ight s e a r c h  and  r e scue ,  a n d  
t e a m  organ iza t ion  a n d  m a n a g e m e n t .  

G 3 5 7  Emergency  Response  to  Criminal  and Terrorist  Inc ident s  
A s i x -hou r  w o r k s h o p  c o u r s e  t ha t  sens i t i zes  r e s p o n d e r s  to the  spec ia l  i s s u e s  
involved in r e s p o n d i n g  to an  even t  t h a t  m a y  involve a cr ime.  Topics  s u c h  a s  
p r e s e r v a t i o n  of ev idence  a re  covered  in detail .  

G I 2 0  Exercise  Des ign Course 
A two-day  c o u r s e  des igned  to enab l e  p a r t i c i p a n t s  to c o n d u c t  c o m m u n i t y  
e m e r g e n c y  m a n a g e m e n t  exe rc i s e s  to t e s t  the  c o m m u n i t i e s '  e m e r g e n c y  
o p e r a t i o n s  p l a n s  a n d  to r e h e a r s e  key  r e s p o n s e  pe r sonne l .  

G I 3 0  Exercise  Evaluat ion  Course 
A two-day  c o u r s e  t h a t  e n a b l e s  p a r t i c i p a n t s  to m a n a g e  exercise  e v a l u a t i o n  
act ivi t ies  before,  dur ing ,  a n d  following a n  exercise .  

G I 9 1  Inc ident  C o m m a n d  S y s t e m  (ICS][Emergency Operat ions  Center  (EOC) 
Interface 
A o n e - a n d - a - h a l f - d a y  field c o u r s e  des igned  for del ivery to ICS a n d  EOC 
p e r s o n n e l  in a c o m m u n i t y .  C o u r s e  p rov ides  a n  o p p o r t u n i t y  to deve lop  a 
work ing  in te r face  be t ween  the  IC a n d  the  EOC. The  c o u r s e  reviews ICS a n d  
EOC c o n c e p t s  a n d  u s e s  exe rc i ses  to d e m o n s t r a t e  key  po in t s .  

G I 9 0  Inc ident  C o m m a n d  S y s t e m  (ITS) for Law E n f o r c e m e n t  Personne l  
A 12 -hou r  field c o u r s e  i n t r o d u c e s  police a n d  o the r  law e n f o r c e m e n t  p e r s o n n e l  
to ICS a n d  p rov ides  o p p o r t u n i t i e s  for exerc i s ing  the  c o n c e p t s  l ea rned .  

G192  Inc ident  C o m m a n d  S y s t e m  (ICS) for Public Works Officials 
A o n e - a n d - a - h a l f - d a y  field c o u r s e  t h a t  i n t r o d u c e s  publ ic  works  p e r s o n n e l  to 
ICS a n d  p rov ides  o p p o r t u n i t i e s  for exerc i s ing  the  c o n c e p t s  l ea rned .  
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S I 0 5  

G 3 8 6  

Integrated Emergency  Ma n a g emen t  Course (IEMC): C o n s e q u e n c e s  o f  
Terrorism 
A five-day e x e r c i s e - b a s e d  c o u r s e  t h a t  f ocuse s  on  p r e p a r i n g  for, r e s p o n d i n g  to, 
a n d  recover ing  f rom the  e m e r g e n c y  c o n s e q u e n c e s  of  a t e r ro r i s t  ac t .  Spec ia l  
a t t e n t i o n  is p l aced  on the  r e s p o n s e  a m o n g  agenc ie s  w h e n  the  d i s a s t e r  a r e a  is 
a lso  a c r ime  scene .  

J o i n t  Informat ion  Center  (JIC) /Jo int  Informat ion  S y s t e m  (JIS) Course  
A 16 to 2 4 - h o u r  c o u r s e  t h a t  i n t r o d u c e s  p a r t i c i p a n t s  to the  J I C / J I S  c o n c e p t  a n d  
de ta i l s  the  f u n c t i o n s  to be  p e r f o r m e d  in e s t a b l i s h i n g  a s ingle  loca t ion  for the  
d i s s e m i n a t i o n  of coo rd ina t ed  e m e r g e n c y  in fo rmat ion .  

Mass Fatal i t ies  Inc ident  Course 
A o n e - w e e k  field c o u r s e  des igned  to p r e p a r e  local a n d  S ta t e  r e s p o n s e  p e r s o n n e l  
a n d  o the r  involved p e r s o n n e l  to m a n a g e  inc iden t s  involving large n u m b e r s  of 
fa ta l i t ies  effectively. 

F o r  M o r e  I n f o r m a t i o n . . .  

For m o r e  i n fo rma t ion  on a n y  of t he se  cou r se s ,  p l ease  con t ac t  the  Nat ional  E m e r g e n c y  
Tra in ing  C en t e r  a t  (800) 238-3358 ,  or (301) 447-1000 .  
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MODULE 1: 
TERRORISM IN 
PERSPECTIVE 

1. True (p. 7) 

2. True (p. 13) 

3. False (p. 8) 

4. True (p. 8) 

5. False (p. 11) 

6. True  (p. 7) 

7. e. (p. 7) 

8. b. (p. 15) 

9. c. (p. 9} 

10. b. (p. 15) 

MODULE 2: 
I N C I D E N T S  AND 
I N D I C A T O R S  

i .  True (p. 23) 

2. True  (p. 21) 

3. False (p. 21) 

4. True (p. 22) 

5. True (p. 26) 

6. b. (p. 25-26) 

7. a. (p. 22) 

8. b. (p. 21) 

9. a. (p. 23-24) 

10. c. (p. 25) 

A N S W E R S  TO LEARNING C H E C K S  

MODULE 3: SELF- 
P R O T E C T I O N  

1. False (p. 32) 

2. False  (p. 32) 

3. True (p. 34) 

4. False (p. 32) 

5. d. (p. 34) 

6. a. (p. 34) 

7. c. (p. 34) 

8 .  d .  ( p .  34} 

9. a. (p. 34) 

10. b. (p. 34) 

MODULE 4: SCENE 
C O N T R O L  

I. False  (p. 48) 

2. True  (p. 41) 

3. False  (p. 41) 

4. False (p. 42) 

5. True (p. 43) 

6. c. (p. 46) 

7. c. (p. 47) 

8. a. (p. 45) 

9. b. (p. 45) 

10. b. (p. 46) 

MODULE 5: 
N O T I F I C A T I O N  A N D  
C O O R D I N A T I O N  

i .  d. (p. 53) 

2. d. (p. 55) 

3. b. (p. 55) 

4. b. (p. 56) 

5. b. (p. 54) 

6. True  (p. 53) 

7. True  (p. 53) 

8. False  (p. 55) 

9. True  (p. 56) 

10. False  (p. 53) 
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FEMA/USFA/NFA-EX 

February 1998 
F I N A L  E X A M  

Multiple Choice: Please fill in the correct  answer  u s ing  the cor respond ing  n u m b e r  on  
the following answer  sheet  (at bo t tom of appl icat ion form). 

1. Nerve agen ts  are similar in na tu r e  to o r g a n o p h o s p h a t e  pesticides. 

a. True 
b. False 

2. At a potential  crime scene, protect ion of physical  evidence is not  a conce rn  to 
first responders .  

a. True 
b. False 

3. Examples  of shielding are vehicles, buildings,  walls, a n d  personal  protect ive 
equipment .  

a. True 
b. False 

4. Improper  scene m a n a g e m e n t  is likely to resul t  in loss of scene control  and  
increase  the potential  for greater  loss of life and  injuries. 

a. True 
b. False 

5. In our  coun t ry ' s  sys tem of emergency  m a n a g e m e n t ,  local government  (first 
responders)  m u s t  act  first to a t t end  to the publ ic ' s  emergency  needs.  

a. True 
b. False 

6. Any comm un i ty - -whe the r  u rban ,  s u b u r b a n ,  or rural-- is  vulnerable  to a terror is t  
incident.  

a. True 
b. False 

7. Any response  to an  incident  o ther  t h a n  a na tu ra l  d isas te r  may  be a r e sponse  to 
a cr ime scene. 

a. True  
b. False 

8. TRACEM refers to the following types  of ha rm:  Thermal ,  Radiation, 
Asphyxiat ion,  Chemical ,  Etiological, and  Mechanical .  

a. True 
b. False 

9. Incident  factors  are typically static and  do not  need to be evaluated.  

a. True 
b. False 
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10. 

11. 

12. 

13. 

14. 

15. 

16. 

The  Federa l  R es pons e  Plan deta i ls  w h a t  the  Federa l  g o v e r n m e n t  will do to 
provide e m e r g e n c y  a s s i s t a n c e  to a Sta te  a n d  its local g o v e r n m e n t s  af fec ted  by  a 
la rge-sca le  d isas ter .  

a. T rue  
b. False  

It is e s t i m a t e d  t h a t  the  p e r c e n t a g e  of t e r ro r i s t  act ivi t ies  involving explos ives  is 
about 

a. 80 percen t .  
b. 70 percent .  
c. 60 percent .  
d. 50 percent .  

The p r i m a r y  conce rn  of the  first  r e s p o n d e r  a t  a b o m b i n g  inc ident  s h o u l d  be  

a. a s e c o n d a r y  event  s u c h  a s  a n  explosion.  
b. e s t ab l i sh ing  scene  control .  
c. m a s s  decon t amina t i on .  
d. m a s s  fatali t ies.  

If a n  inc ident  involves h a z a r d o u s  ma te r i a l s ,  which  m o s t  ter ror is t  i nc iden t s  will, 
Federa l  r egu la t ions  require  the  c rea t ion  of a(n) 

a. eva lua t ion  tool. 
b. site safe ty  p lan .  
c. r i sk  de te rmina t ion .  
d. h a z a r d  plan.  

Crisis  m a n a g e m e n t  inc ludes  activit ies to 

a. p ro tec t  publ ic  hea l th  a n d  safety.  
b. r e s to re  essen t ia l  g o v e m m e n t  services.  
c. prov ide  e m e r g e n c y  a s s i s t a n c e  to affected gove rnmen t s ,  b u s i n e s s e s ,  a n d  

individuals .  
d. an t ic ipa te ,  prevent ,  a n d / o r  resolve a t h r e a t  or incident .  

C o n s e q u e n c e  m a n a g e m e n t  

a. inc ludes  act ivi t ies  to identify, locate,  a n d  a p p r e h e n d  the  pe rpe t r a to r s .  
b. inc ludes  Federal ,  State ,  a n d  local vo lun tee r  a n d  pr ivate  agencies .  
c. invo lves  Federal ,  State ,  a n d  local law e n f o r c e m e n t  agencies .  
d. focuses  on cr iminal  a s p e c t s  of the  incident .  

Which  of the  following s t a t e m e n t s  is fa lse? 

a. Vi ruses  are  the  s imples t  type of m i c r o o r g a n i s m s .  
b. Vi ruses  lack  a s y s t e m  for thei r  own m e t a b o l i s m .  
c. Vi ruses  d e p e n d  on living ceils to mul t ip ly .  
d. Vi ruses  will live long ou ts ide  of a hos t .  
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17. 

18. 

19. 

20. 

Which  of the  following s t eps  exceed the  a w a r e n e s s  level of t ra in ing?  

a. I so la te  the  scene.  
b. En te r  the  hot  zone. 
c. Deny  entry .  
d. Notify addi t ional  r e sources .  

In u s i n g  t ime,  d i s tance ,  a n d  shie ld ing as  m e t h o d s  of se l f -protect ion,  it is 
adv isab le  to 

a. be  downwind  of the  source .  
b. no t  be  c o n c e r n e d  with  the  a m o u n t  of t ime s p e n t  in the  h a z a r d  a rea .  
c. d i s t ance  yourse l f  f rom the  haza rd .  
d. l imit the  u s e  of pe r s ona l  pro tec t ive  e q u i p m e n t  (PPE). 

Dur ing  the  determining strategic goa l s  s tep  in the  GEDAPER p roces s ,  wh ich  of 
the  following would not be inc luded?  

a. Protect ion of crit ical s y s t ems .  
b. Ex t ingu i shmen t .  
c. Inc ident  s tabi l izat ion.  
d. Life safety.  

Of the  following types  of radia t ion ,  which  is the  m o s t  pene t r a t i ng?  

a. Alpha  par t ic les .  
b. G a m m a  rays .  
c. Be ta  par t ic les .  
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F E D E R A L  E M E R G E N C Y  M A N A G E M E N T  AGENCY 
OMB No. 3067-0024 Expires 

Emergency Response to Terrorism: Self-Study See Other Side for Privacy Act Statement September 30, 1999 
Application Form and Answer Sheet 

You are not required to respond to this collection information unless a valid OMB control number appears in the upper right corner of this form. 

S E C T I O N  I: General Information 1. U.S. Citizen O Yes O N o  If No, Place of  Birth: 

2. PLEASE PRINT YOUR NAME (As you would 3. DATE OF BIRTH 4. SOCIAL SECURITY NO. 5. SEX 
like it to appear on your certificate.) (Mo., Day, Yr.) 

Male 0 

Female 021 
Last First Middle Initial 
6. HOME ADDRESS (Street, avenue, road no., P.O. Box, city or town/state and zip code) 7. HOME PHONE NO. 

( ) 

8. PLEASE CHECK THE RACE/NATIONAL ORIGIN WHICH BEST APPLIES TO YOU AND YOUR ANCESTRAL HERITAGE (Providing this 
information is voluntary) 

1. 021 AMERICAN INDIAN or ALASKAN NATIVE 3. 021 BLACK, not of Hispanic origin 5. 021 Hispanic 
2. 021 ASIAN or PACIFIC ISLANDER 4. O WHITE, not of  Hispanic origin 

S E C T I O N  I I :  E M P L O Y M E N T  I N F O R M A T I O N  
9. NAME AND COMPLETE ADDRESS OF ORGANIZATION BEING 10. CURRENT POSITION AND NUMBER OF YEARS IN 

REPRESENTED POSITION 

1 1. CHECK THE BOX(ES) THAT BEST DESCRIBE YOUR ORGANIZATION: 

'1 la. JURISDICTION I lb. ORGANIZATION 
1. 0 STATEWIDE 4. 121 SPECIAL DISTRICT/TOWNSHIP 7. I-I FOREIGN 1. 0 ALL CAREER 
2. O COUNTY GOVERNMENT 5. O FEDERAL/MILITARY 8. I-I FEMA 2. 121 ALL VOLUNTEER 
3. O CITY/TOWN/VILLAGE 6. O INDUSTRY/BUSINESS 9. O NDER/IMA 3. 121 COMBINATION 

12. CURRENT STATUS 1. O PAID FULL TIME 2. O PAID PART TIME 3. Q VOLUNTEER 

13. SIGNATURE OF APPLICANT DATE: 

14. I hereby certify, as chief officer or supervisor of the above individual, that he/she is a member of the named department/agency, and has completed the 
ERT:SS course and examination according to instructions. 

FINAL EXAM A N S W E R  SHEET: PLEASE COMPLETELY FILL IN YOUR ANSWER CHOICE: 

a b c d a b c d 

1. 121 O Q O 11. 121 []  [ ]  [ ]  

2. [ ]  [ ]  []  [ ]  12. 121 []  121 I~1 

3. [] [] [] [] 13. [] [21 [] 121 

4. []  [ ]  []  121 14. [ ]  []  [ ]  [ ]  

5. []  []  [ ]  121 15. [ ]  [ ]  121 ~11 

6. []  []  [ ]  [ ]  16. [ ]  [ ]  [ ]  [ ]  

7. [] [] [] [] 17. [] [] [] [] 

8. [ ]  []  [ ]  [ ]  18. [ ]  []  [ ]  [ ]  

9. [] [] [] [] 19. [] [] [] [] 

10. [ ]  0 [ ]  [ ]  20. [ ]  []  0 O 



® 

PRIVACY ACT STATEMENT (Public Law 93-579) 

1. AUTHORITY: The authority for collection of the information is 5 
U.S.C. 301;44 U.S.C. 3101; 50 U.S.C. 2253, 2281 and E.O. 9397. 

2. PRINCIPAL PURPOSE(S): This information is collected for the 
purpose of providing self-directed study courses to citizens who 
cannot attend regular classroom courses and certify applicants who 
successfully complete the courses. 

3. ROUTINE USES: Information may be provided to the FEMA 
Self-Directed Study Program Contractor to enter applicant into the 
self-directed study program and to release self-directed study 
materials to applicants and to forward certificates to applicants 
who successfully complete a course; to FEMA Computer Center 
in Olney, Maryland, to establish a printout including name, 
address, student number, numerical grade for each course unit, date 
of completion of each course unit, final grade and date of course 
completion for submission to the contractor and to FEMA Training 
and Education; to FEMA Training and Education to respond to 
student inquiries relating to completion dates, requests for military 
reserve credits and requests for certificates of completion that were 
awarded but did not arrive for the student; to FEMA Regional 
Officers to measure training progress in the region; to State 
Emergency Management Offices to schedule more advanced 
training for students who have completed basic emergency 
management instruction through self-directed study courses. In 
some cases, information contained in the self-directed study course 
program is used to update individual student records maintained by 
the FEMA Self-Directed Study program. 

4. MANDATORY OR VOLUNTARY DISCLOSURE AND 
EFFECT ON INDIVIDUAL NOT PROVIDING 
INFORMATION: The disclosure of this information is voluntary, 
however, omission of the name and address would result in our 
inability to forward you copies of the self-directed study course 
and certificates of completion of courses. Informatinn Regarding 
Disclosure of Your Social Security Number Under Public Law 93- 
579 Section 7(b). The collection of your social security number is 
authorized by E.O. 9397 of November 22, 1943. The disclosure of 
your social security number is voluntary. You may take the self- 
directed study courses even if you do not provide the social 
security number; however, failure to provide such information may 
result in limited service which we will be able to provide to you 
regarding successful completion of courses and certifications. 

*U.S. GPO:1989-622-341/10063 
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Administrative Office---SCSC 

Building H 
16825 South Seton Ave. 

Emmitsburg, MD 21727 

fold here 




