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ABSTRACT 

A truck anti-hijack system was designed, assembled, and demon­

strated, that satisfies the case of an urban delivery truck operating over 

any prescribed route. The system employs a simple calibrated odometer 

supported by capabilities for hijack detection, engine disabling, and aural and 

visual beacons. The design uses no direct driver interaction and operates 

autonomously in the case of a hijack event. The base, or dispatcher, station 

equipment requirements are simple and economical. System performance 

and costs are discussed and considered reasonable. Recommendations for 

additional effort are offered. 
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SUMMARY 

A developmental prototype truck anti-hijack system was conceived, 

designed, fabricated, and tested by personnel of The Aerospace Corporatio.n 

in response to a feasibility demonstration task defined by LEAA. The primary 

purpose of the effort undertaken was to demonstrate the feasibility of providing 

a viable anti-hijacked truck system. The locator method was chosen to solve 

the specific case of a truck fleet delivering goods in an urban area over a. 

known travel route. The eonstraint of E~ priori knowledge of the travel route 

permitted the use of a sim?le odometer that'c~had been calibrated to decrease 

the systematic error to below O. 5%. The odometer approach, as implemented 

in this feasibility demonstration, defines the point of hijacking to about 

1000 ft, and then, as a systen~, provides the data and signals to permit a law 

enforcement agency to locate the truck with confidence in a reasonable time 

frame. The system has a potential of providing locations to approximately 

100 ft. The support functions were designed to minimize driver interaction 

and provided hijack detection, engine disabling, and audible and visible alarm 

signals. Operation of the system is relatively simple and blends with the 

normal administrative operations that typify delivery truck operations. The 

major impact on a truck operation would be the use of a cotnmunication link 

between the truck fleet a.nd a base station. For those truck fleets that utilize 

two-way communication, the additional impact of the locator system is rela­

tively slight. The cost of the system is estimated to be about twice the cost 

of the communication systelu alone . 
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CHAPTER I. INTRODUCTION 

This report describes the development and test of a hijacked truck 

locator system that was generated in response to a requ~st by the LEAA. 

The tu.sk was initiated in December 1972 and was completed in June 1973. 

The particular design requirements were developed from a generalized 

scenario of truck hijacking that can be described as follows: 

A truck, which is a member of a fleet of trucks not exceeding 1000, 

is used for delivering goods in an urban community. The truck route 

is specified prior to initial dispatching, and involves "n" stops (where 

n > 2), all of which are located within a single metr{)polis. Assume 

that a hijacking occurs somewhere during the d~1ivery run. The task 

is to provide a demonstrable system that permits location of the 

truck at hijack time within a time constraint ox 5 min (with a goal of 

1 min) and an accuracy constraint of 1500 ft (with a goal of 500 ft). 

It was apparent from this scenario that it was not necessary to develop a 

system to locate a vehicle in a two-dimensional space. The prescribed route 

constraint permits the problem to be reducible to a one -dimensional problem 

if the freedom of moving the truck after hijacking is prohibited. This latter 

characteristic can be achieved by disabling the vehicle after hijacking. This, 

in itse1£, is a desirable action to aid in defeating and apprehending the 

hijackers. It should be made clear that this system. does not satisfy the 

requirement of location for an arbitrary, unplanned route, and should not be 
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construed to have been designed for that type of operation. Since the location 

problem becomes a one-dimensional p:roblem, a one-dimensional transducer, 

an odometer, is used to determine the elapsed distance. The location data 

as measured by the odometer 'Is telemetered tD the base, or dispatcher, 

station on a voice channel of a UHF radio comlTIunication link. The hijack 

event must be detected to initiate transmission of the odometer data and to 

disable the vehicle. It was decided to detect the hijack event and operate the 

odolTIeter and disabling units without any direct interaction with the driver. 

Thus, the driver of the h'uck could not modify the system operation without 

working through the base station to get the support of dispatcher actions. 

This systelTI utilizes a radio link for telelTIetering of data and for 

ren1.ote comlTIand managelTIent from a base station. The total system can 

autonolTIously detect a hijacking, telelTIeter the odometer data with a label 

that identifies the truck, disable the truck, and provide loud audible and 

bright visible alarm signals. The base station can address one unique truck 

out of a thousand with cOlTImands to Opel'CLte the system, simply interrogate 

the status of the system, provide written records of each cOlTIlTIunication to 

the base station frolTI the truck with a local time statement, and provide a 

truck location by street identification, using the preplanned route, the 

odometer reading, and a simple map' of the city. In addition, the system 

operation lends itself to a simple but adequate admit:listrative control over a 

fleet of trucks from a relatively low cost dis,!?atching station . 
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The system was tested in a truck van in the Los Angeles al"ea, using 

a communication system that was primarily used by internal company security 

personnel for their day-to-day operations, However, the system was gener­

ally operated so that the radio communication link was adequate, and no 

attempt was made to design a communication system that would operate with 

high confidence in the entire Los Angeles urban complex. 

It is planned t.hat, as part of the FY 74 program, demonstrations of 

the operating system will be given to knowledgeable personnel in trucking, 

law enforcen1.ent, and insurance ol'ganizations for comlnents concerning the 

system operation. The testing to date has been limited to a short terln 

accuracy evaluation of the odometer sensor, and the operating characteristics 

of the supporting subsystems . 
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• CHAPTER II. SCOPE 

This section will identify the design requirements, design ground 

rules, and objectives of the system. The general requirements were defined 

in a task description that was negotiated with LEAA. The specific ground 

rules and objectives were developed and established without the benefit of 

documentation, but were mutually developed between The Aerospace Corporation 

and LEAA personnel. 

A. Design Requirements 

The truck anti-hijacking system was to satisfy the following requirements: 

• Provide location of a hijacked truck to within 1500 it, with a 

goal of 500 ft. 

Provide thl3 -location data in a tim/ely fashion to pe:l'mit knowledge 

of the location in :> ~in, with a l .. min goal. 

• Provide service for a fiee:t of trucks (not to exceed 1000) that 

operates in an urban environment along delivery routes that are 

known and are a constraint on the driver. 

• Provide a high level of immunity from system malfunction due 

to accidental interference from external sources or typical 

h'uck environment. 

• Design toward minimization of the equipment volume and cost. 

• Design toward minimal in-line system interaction by the trttck 

driver. All system operations should either be autonomous, 01' 
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require that either the dj spatcher (in the base station) or the 

driver and dispatcher jointly perform actions to operate the 

system. 

• Provide a written record, as well as visual displays, of the 

/System operation. 

B. Ground Rules 

As the system concept developed, some ground ruleUl for the design 

evolved that were used to guide the system configuration. These ground rules 

were incorporated largely because of the short time available to develop, 

fabricate, and test the system. They are listed below unconditionally, although, 

in general, there was agreement with LEAA that they be observed. 

• Wherever possible, use commel'cially available equipment to 

provide the system functions. 

• Use existing corporate capital equipment to support the system 

development and operation wherever possible. 

• Minimize design efforts to the systel1'l for high immunity to a 

physical attack by knowledgeable hijackers, since the main goal 

was a feasibility demonstration. 

• Do not attempt to optimize the mechanical packaging of either 

commercial or Aerospace-fabricated packages. 

• Consider low power dissipation as a desirable design feature. 

• Provide a communication system that is adequate for feasibility 

demonstration. 
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• Take every simple design option available to improve system 

reliability (such as derating of ~omponents) but do not employ 

redundancy or high reliability components to enhance reliability. 

• Do not include self-diagnostic or special test capability into the 

design. 

• Restrict design of the hijack detection sensor subsystf;m to the 

use of simple switches to indicate door open/ close f,tatus. 

It is noted here that the ground rules used for this design do not represent 
. 

the c!esign requirements that should be applied to any future syst~ln, but 

rather were expediencies to permit assembly of the system in the required 

time frame. 

c. Objectives 

The primary objectiv~ of the task was to produce a demonstrable 

hijacked truck locator within the scope of the req~irements and ground rules 

defined previously. In the process of producing the system, the secondary 

objectives were to establish the feasibility of satisfying the requirements, and 

to provide a baseline system ';hich could be made available to LEAA for 

future use . 
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CHAPTER III. SYSTEM DESIGN CONFIGURATION 

The equipment designated to be in the system is the odometer and the 

equipment providing the supporting functions. This demonstration system is 

complete in the sense that it does provide to the user reasonably accurate 

location data within the scope of the defined requirements. In the section:s 

that follow, the development of the system concept is discuss-ed, with some 

statements regarding the merits and limitations of the system; the SUbsystem 

detailed descriptions are also provided. 

A. System Concept and General Description 

Proceeding from the design requirements and ground rules defined in 

Paragraphs II-A and II-B, we considered two major primary designs. The 
" ' 

first involv~d elapsed time from the last known point, and the 'other considered 

'elapsed distance from the last known point. Although the former system 

simply required notification of the hijack event, it was shown easily that the 

errors in location could be expected to exceed 50, 000 ft per hour of elapsed 

time. The elapsed distance approach was then examined, and from docu­

mented data, I it was apparent that the location error could be contained 

below 200 ft per mile of elapsed distance, which appeared to satisfy the 

requirements. For communication of the elapsed distance information tOo the 

dispatcher, it was necessary to include a data link, which was incorporated 

into the radio communication link. To ensure that no unplanned motion of the 

truck occurred after the hijack event, we found it necessary to detect the 

11971 SAE Handbook • 
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hijack and disable the truck; accordingly, that capability was included. 

Detection of the hijack event required some form of intrusion alarm, which 

in turn required a capability to arm and safe the intrusion alarm. Since a 

design goal was to minimize driver interaction, it was planned to arm and 

safe the system remotely from the dispatcher site, again using the radio 

communication link. This latter remote command capability was designed 

so that more commands could be given than the simple binary arm/ safe . 

. ~he command table has been expanded to include a driver exit command, and 

could easily be further expanded to provide commands for additional functions. 

For test purposes, a status panel, which provides visual indications of the 

status and the odometer reading, was incorporated into the mobile equipm,ent. 

The locator system could suffer errors on the order of 1000 ft after 

10 miles of elapsed distance; therefore, it was felt that SQIne terminalloca­

tion aid would be desirable. The spotter system was incorporated to satisfy 

that need; it consists of high level visual and aural signaling. The visual sig­

nal is primarily included for spotting from the air, and the aural signal for 

spotting from other ground vehicles. 

In support of the power requirements of the truck-borne portion of the 

syste1n, a "stand alone" power source was provided in the form of a lead­

acid storage battery. 

The dispatcher station, which is communicating with many trucks 

(demonstration configuration can handle 999 1?er station), one at a time pe,.. 

channel, had some specific design requirements to support the overall system. 

The location problem required adequate maps and map-reading equipment to 
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• translate the elapsed distance measurement into a specific ~dentifiable 

location in this urban complex. It was found tha.t U. S. Government maps 

with a scale of 1/2.4, 000 are available that provide readability to 300 ft and 

that are accurate to about 1 part in 10,000. The cost of these maps is triv~al, 

and they provide the transfer function from elapsed distance to street location 

admirably. They are available for the.entire United States area. Elapsed 

mileage readers designed to operate in conjunction with these maps are avail­

able commercially. These readers suffer from readability resolution- of about 

500 ft, but are simple, rugged, and economical., 

In addition to a visual indication of the data and comlnand status of 

each truck at the dispatcher station, it was cO'lsidered important to generate 

a written record of that data. As a result, the dispatcher station includes a 

printer that logs each communication from every truck, with a tim.e-of-day 

listing. This capability provides some deterrent to aid in preventing dis­

patchers from being accessories to a hijack event, and also provides a use­

ful written history of the movement of the trucks. 

In the demonstration design, it was a ground rule to not complicate 

the system with features that were included only to defeat the potential hijackers. 

Therefore, no anti-spoof or hardening, or special alarm systems were included 

in the present design. It is recognized that the system is vulnerable to physical 

attack and that the communication link is not immune from a directed attack. 

However, therf' are recognized modifications that could be 1l;lade to improve 

th~ immunity to these attacks. These improvements will be defined during 

the FY 74 program. 
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The various functions discussed above can be seen as an interconnectpd 

system. Figurl's 3-1 and 3-2 are p'l1otographs of the major components of the 

truck-horne electronics and the dispatcher station, respectively. 

n. Subsystem Descriptions 

The overall system can be categorized fairly naturally into several suh­

syst<~ms. These are taken as separate units below, but the interfaces between 

suhsystems are discussed within the pertinent areas. 

Although not a subsystmn, it might be useful to describe the vehicle 

used for the rnobile portion of the equipment. The truck is leased by The 

Al'l'()spa.C(~ \'orporation for this purpose. It is a 1969 Ford Econoline truck 

with a guarded rL'ar area. No special rnodifications were m.ade to the truck, 

('Xl'l'pt installation of the electronics in the dashboard, of the cornrnunicatiollS 

antenna. iind of the door monitors. A photograph of the truck is provided as 

Fig. 3 -3. 

1. 2.~lo:::~~er subsx.~tern. The requirements here were to exploit 

the standard odorneter drive cable with a separate pickoff to operate an eiL'C'­

tronic couuter. An electronic counter was needed to provide a sim.plc inter­

f<l(,t~ \':iill the other electronic equipm.ent used to translnit the data to the ba.se 

static/no A search of cOlmncrcially available equiplllent revealed only one 

SOU1'l'l' of appropriate equipment (Laboratory Equipment Corporation). TIH~ 

comHwl'clal product, which is narned TRACTEST, is cOlum.only called the 

Itfifih \vhed. II One of the purchased cornponents was an electronic whet'l 

aduator mechanically designed with standard SAE fittings so that it would 

inh'rfacl' with standard truck odometer cable drives. Another cOlnponent 

10 



Fig. 3-1. l\lajor CunlpOlwnts of l'rud,-J',Ol'll(' Ell'dl'()llil::-; 
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was an electronic coun.ter designed to interface with, and count the pulses 

from, the wheel actuator. This counter also provided an adequate interface 

with the rest of the electronic system. The third TRACTEST component was 

the fifth wheel assembly. This was used to independently calibrate the odom­

eter operating in the truck. The systematic error of the original truck sys­

tem was measured using the TRACTEST system with the wheel actuator and 

counter driven by the fifth wheel. 

Then appropriate gear ratios were insta11ed in the truck drive so that, 

when the wheel actuator was driven by the truck cable through those gears, 

the indicated pulses from the actuator were calibrated to I pulse per foot of 

truck motion. Agreement with the fifth wheel results were maintained to a 

value less than 0.5%. The electronic countel' was combined with the overa11 

electronics so that the total mileage could be telemetered, and so that the 

counter could be reset to zero as required. Since the commercial counter 

had a built-in reset at 5280 ft, that reset pulse was used in a 0 to 99 miles 

counter. Only the thousands digit of the TRACTEST counter was used in the 

data transmission system, although a11 digits were displayed on the status 

display panel. 

To support the odometer read-out in the base station, we procured a 

set of maps that are available from the U. S. Geological Survey to cover the 

Los Angeles urban complex. These maps are avail~ble at several scales. 

The scale chosen for the station was I /24, 000, which permits clear identifi­

cation of all streets. At that scale, I statute mile is about 2. 5 in. on the 

map. The distances on the map were conveniently read with a commercial 

14 



• device that uses a wheel to integrate the travers ed distance as it is rolled 

along the defined route on the map. The device used here was calibrated to 

match the 1 /24, 000 map scale. Thus, with only very simple equipment in the 

base station, the telemetered odometer data can be converted to city street 

locations in a matter of minutes. If a computer were used to preplan .the 

truck route, a simple odometer versus street location checklist could be 

generated for each route. 

2. Telemetry, command, and control subsystem. By the ground 

rule of utilizing existjng corporate equipment, the basic voice link was 

chosen to be The Ael'ospace Corporation Security operations. In fact, it was 

desirable to use a link with other voice traffic, since any problelus of inter-

ference or compatibility could be identified. In addition, it would have been , 

difficult to license an experimental system in the UHF band in a short time 

period. The channel in use is at approximately 165 MHz, and the channel is 

licensed for voice communication. The characteristics are very similar to 

communications utilized by commercial trucking concerns. To conserve 

funds, we used vacuum tube' rather than solid- state equipment for the radio 

frequency link. The penalty in weight and power dis sipation is quite high, 

and any future effort should use a solid- state mobile transceiver .. The 

. , 

mobile transmitter was rated at about' 12- W output and is pictured in. Fig. 3 -4. 

The base station transceiver was located on the roo~ of The Aerospace 

Corporation A-I building. It was operated remotely from the basement of 

the same building, where the base station was located. 
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Use of the link for digital aata transmission had to be performed in a 

manne:r that complied with FCC :regulations. At present, it is not propel' to 

utilize pulse modulation for digital transmissions on a voice channel. Reseal'ch 

into accepted commercial practice disclosed that tone modulation technique for 

digital transmission was in use. Since commercial equipment was available to 

implement this technique, it was decided to use tone modulation. A search 

through commercial equipment revealed some equipment that provided the 

desired base station fUr:\.ctions and some of the mobile functions. The manu­

facturer is SpeedcaU Inc., located in Hayward, California. No other manu­

facturer produced equipment as close to the system requirements. Review 

of the Speedcall commercial equipm.ent characteristics l'evealed the following: 

a. The eqUipment was designed primarily for the management of 

large vehicle fleets where the vehicle driver relays the status 

of the vehicle to a central base station through a manual control 

(a set of numbered switches, with each number representing a 

predefined status). 

b. The mobile encoder I decoder is not designed to receive a multi­

plicity of commands from the base station. It is preprogrammed 

to expect a certain sequence of tones within a certain time period. 

If this requirement is not met) the system will reset. 

c. The options offered, such as automatic ID echo response and 

automatic alarm cycle, seemed attractive to meet the design 

requirements • 

17 
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d. The mobile and base stations are designed. to transmit and 

display an 8-digit frame, which was easily adapted to the partic­

ular data requirement of our application. 

e. The basic circuitry, after detailed review, permitted relatively 

easy interface and minimized the modification for the feasibility 

demonstration. 

£. The system had a reputable field history and was an indicator 

that it would be a reliable base upon which to impleluent the 

more advanced systelu. 

011 the basis of these facts, the Speedcall Inc. equipment fOlt' the mobile and 

base stations was purchased and incorporated into the system design. 

The major support subsystem is a simple form of telemetry, command, 

and control with bidirectional data transmission as shown in Fig. 3-5. The 

base station is composed of the existing Aerospace RCA transceiver, which 

has been intel'faced with the Speedcall Inc. data control station. The data 

control station has a keyboal'd input and an 8-digit display, which allow the 

base station operator to send and receive data. In addition, the data control 

station has a printer and clock, which allow a given data reception to be 

logged 011to the printer with the time. The mobile station consists of an 

existing Aerospace mobile RCA transceiver, which has been interfaced with 

a Spcedcall Inc. mobile data encoder/decoder. Interfaced to the encoder/ 

decodor is a specially designed logic module, which allows the mobile station 

to tL\.ltol'natically monitor vehicle status and, when properly interrogated from 

the base station, to transmit the vehicle status. This logic module, hence 

18 
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referred to as the control and monitor unit (eMU), also has the task of 

decoding the multiple commands and cycling the data from the truck sensors 

into the proper sequence for.the Speedcall encoder/decoder. The eMU will 

disable the vehicle when one of its modes has been compromised, and can be 

commanded to enable the vehicle from the base station. It is important to 

'note that the" vehicl'e cannot be disabled from the base station, only enabled. 

The decision to disable the vehicle can only occur autonomously at the mobile 

unit. Enabling cannot be done at the mobile station, only at the base station. 

The mobile system operates within a set of predetermined conditional 

states. The'first state is the SAFE mode. In the SAFE mode, any of the 

vehicle doors can be freely opened. When the SAFE mode is initiated, the 

odometer is set to zero. The vehicle can be moved either forward or back­

ward a total increment of 400 ft before a state change will occur. The choice 

of 400 ft was arbitrary, and can be modified. Thus, the SAFE mode allows 

the cargo to be loaded 01" unloaded with some flexibility of moving the vehicle 

within given limits. If the 400-ft limit is exceeded, the ALERT mode will be 

initiated, which causes that vehicle status to be transmitted automatically, to 

the base station, and starts the ALARM timer. 

If the system has not been commanded 'out of the ALERT mode within 

70 sec (arbitrary choice), then the A-LARM timer runs out, and the eMU will 

advance to the ALARM mode, which disables the vel;dcle by opening the auto­

motive ignition primary circuit and by disrupting normal carburetor operation .. 

In ALARM, the eMU also turns on a high powered hern and light, and 

causes the vehicle status to be transmitted automatically every 10-15 sec. 
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. The mobile unit will stay in this mode until either the auxiliary power supply 

is drained or the eMU is commanded into the SAFE or ARM mode by the base 

station. 

The other operational mode is the ARM mode. This mode allows the 

vehicle to be moved any distance without a change of eMU state; however, if 

any of the vehicle doors is opened, the AL~RT mode is entered and the sys­

tem progresses into the ALARM sequence. Results identical to those described 

before will occur, provided a reset is not 13ent from the base station within the 

allotted 70-sec period. 

Another bas e station controlled state is the DRIVER EXIT mode. This 

mode allows the eMU primary state to be unchanged while the door monitors 

are disabled for a 30-sec period. This mode facilitates certain expected 

short stops during the driver's route and allows the vehicle to be left unmanned 

in the ARM state at the end of the delivery or vehicle shutdown time. These 

few operational modes allow the system to be very flexible and totally func­

tional. Refer to ,Fig. 3-6 for the syste-rx state diagram. 

The eMU has been designed so that the power is divided into two cate-

gories because certain portions of. the mobile system consume too much power 

to be left on all the time. Tb:ese portions a.re turned off at the end of the 

working day, when the vehicle is located, at its storage area. The eMU {low 

current portion} is left on and still provides protection to the vehicle when 

left in the ARM mode. In this prototype system, the odometer circuit is a 

high current drain circuit and has to be turned off. This means the system 

should be placed in the ARM mode when the vehicle is left at the end of the 
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-- BASE STATION 
COMMANDED TRANSFERS 

-- - INTERNAL TIMEOUT 
S1'ATE TRANSFERS 

_.- INTERNAL CMU­
GENERATED TRANSFERS 

The DRIVER EXIT is a pseudo-state. The CMU 
maintains the previous state (SAFE or ARM) whi Ie 
,being in the DRIVER EXIT state. 

Fig. 3-6. Mobile System ~tate Diagram 
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working day. Refer to Fig. 3-7 for the portions of the eMU that are high 

current. 

The mobile system is supplied power from an auxiliary power supply. 

This auxiliary power system is a 12- V automotive battery that has special 

tenuinals £01' the system power and returns, and has an isolation diode. 

The auxiliary power supply is charged from the automotive alternator, and 

yet is isolated from. the regular automotive battery. The systen.1. receives 

its power from the alternator when the vehicle is running, and from the 

auxiliary battery when the engine is turned off. Refer to Fig. 3 -8 for the 

auxiliary power systelu block diagram and to Fig. 3-9 ;for a photograph of 

the auxiliary power unit. 

The communications link used for this prototype is simplex, operating 

at approximately 165 MHz. The data and voice frequency modulate the car-

riel' in a standard manner as approved by FCC rules. The data is converted 

from the digital form. to a dual-tone form as used in the touch-tone dialing 

system. In this system, each number is represented by a dual-frequency 

tone. These tones a:re divided into low frequency (698- to 94l-Hz) and high 

frequency (1209- to 1477-Hz) sets of pairs that identify each digit. The tones 

are sent from the base station to the mobile unit at the relatively slow rate 

of 2 to 3 tone pairs per second. The mobile decoders are adjusted to accept 

these tones at this slow rate and reject tones at a faster rate. When a mobile 

unit. replies, it is at a faster rate of 12 tones per second. These rate dif£cr-

ences have been used to prevent one mobile unit from responding to a trans­

mission from a second mobile miit. This is of concern only when the mobile 
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COMMAND AND MONITOR UNIT 

r----~---:-------, 

VEHICLE I 
CONTROL .1 I 

I 
ODOMETER I COUNT AND 11 DISPLAY * . I 

MODE 
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DOOR 
~ I SENSORS 

. I 
SPOTTER I 
HORN AND 14- I LIGHT .1 

I 
DATA I 
MUL T!PLEXER I 

I 
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DECODER * I 

L ________ ---:..-J 
* High current portions of CMU 

.1 Only consumes power when CMU 
enters ALARM mode-

SPEEDCALL 
INC • 

ENCODER 
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Fig. 3 -7. eMU Block Diagram 
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unit has a long data frame and the base station has a short command 

fralne, as in this cO.se. 

The base station code consists of a 4-decilnal-digit transnJ.ission, of 

which the first 3 digits are the vehicle identification ,code. The fourth digit 

is the command code digit. This is presently 0 for SAFE, i for ARM, 01' 

2 for DRIVER EXIT. Refer to Fig. 3-10 for the format map. The CMU is reset 

by sending one of these commands if its existing state was ALERT 01' ALARM. 

The mobile station transmitted code has an 8-digit frarne length. The 

first 3 digits are the vehicle identification code. The fourth digit is the 

status code. The fifth digit is the data identification code; this digit tells ·the 

base station opel'ator what information the next three digits represent. In 

the prototype, this digit is always 0, and the following three digits arc always . 
the vehicle odometer reading. Refer to Fig. 3 -11 fOl' the detailed format 111.ap 

description. The design is capable 6£ growth to a more varied telemetry 

output. 

A status display panel forms the fac'e plate of the mobile electronics 

chassis. The panel uses light emitting diode (LED) displays to show the 

status ino'de of the C~U and to provide the digital reading of the odOlneter. 

In addition, manual sw.itch functions are available to control the high power 

portions of the system and to manually intercede for disabling the horn, 

light, and engine disable units. These latter switch~s are for test purposes 

only, to avoid inadvertent operation of those units during the evaluation pro­

gram; these switches could be electronic switches under :~'emote control, if 
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4-DIGIT CODE 

FIRST DIGIT TRANSMITTED 
IDENTIPICATION DIGIT,; 
HUNDREDS POSITION 

/' 
SECOND DIGIT TRANSMITTED 
IDENTIFICATION DIGIT, 
TENS POSI TION 

DIGIT 

0 

1 
2 
3 

4 - 9, *, :if 

FOURTH DICIT TRANSMITTED 
COMMAND CODE DIGIT 

THIRD DIGIT TRANSMITTED 
IDENTIFICATION DIGIT, 
ONES POSI TION 

COMMAND 

SAFE 

ARM 

DRIVER EXIT 

SPARE 

SPARE 

Fi.g. 3 -1 O. Base Station Transmitted Code Format 
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rHGIT STATUS 

r 1 I 5 I 9 1 0 1 01 2 I 5 I 1 1 

FIRST DIGIT 
TRANSMITTED 

IDENTIFICATION 
DIGIT, HUNDREDS 

POSITION 

10 DIGIT, 
TENS POSI TION 

DATA 
ODOMETER, 

THOUSANDS FEET 

DATA 
ODOMETeR, 
UNITS MILES 

DATA 
ODOMETER, 
TENS MILES 

10 DIGIT, 
UNITS POSITION 

DATA CODE 

DIGIT 
0 

1 
2 

3 
4 
5 
6 
7 
8 
9 

VEHICL E STATUS 
CODE 

VEHICLE STATUS CODE 

STATUS 
SA.FE mode 

ARM mode 

ALERT mode 

ALARM mbde 

SAF.E mode and DR IVER 
: 

EXIT 

ARM mode and D~IVER EXIT 

~. 
. ,. 

ALERT mode and DRIVER EXIT 

ALARM mode and DRIVER EXIT 

Unused 

Unused 

Fig. 3-11. Mobile Station Transmitted Code Format 
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13ccau8c oC the high power dissipation, the horn is operated in a duty cycle 

mode with 5 sec of "on" time and 10 sec of IIO££ti during the ALARM mode. 

The light used on the truck is an aircraft anticollision strobe beacon 

manufactured by Whelan Engineering Company to satisfy the requirements of 

the l"AA. The effective candlepower is 165 in the red zone, and 750 in the 

whit<!. It is operat(~d in a continuous mode when the ALARM status occurs. 

It can ulso he seen in l"ig. 3 -3, page 13. 

1.'he spotter units as configured would be at variance with the California 

MotOl' V(~hic1e Code. However, since armored trucks have officially been 

given nppl'oval to operate ahll'm systems in case of compromise, it should 

not he difficult to modify existing legislation to permit the use of a spotter on 

11 In:olc'dcd trud<. An alternate option exist.s in which the horn and flashing 

light ('ould he replaced by some form. of silent alarm. An example is the 

\lr~c of p()li(~e vehicle homing on the truck vehicle transmitter signal. 

5. Vehicle disable unit. The vehicle disable unit was designed 

aftol' considcration of a set of candidate disabling methods. All methods that 

opol'ated on the portions of the truck other than the engine were discarded for 

safety NHiaons. 

Two methods were installed in the demonstration system. The first, 

which consists of a relay to open the primary ignition circuit, is very simple 

to irnple111cnt, but also l'elatively easy to circwnvent. The second method 

was 1:\\01'e di!!if'ult to install, but provides s disabler that is difficult and time-

consumi.ng to defeat. '!.'he principle of operation is to mechanically override 

the nOl't1)nl m.ode of the £loat valve in the carburetor. When the valve is forced 

opon, the cal'b\u'ctor overilows, and the engine is effectively flooded. The 
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plunger used to override the valve is spri.ng-loaded and held by a detent that 

is released by a solenoid activated by the elech'ical signal given at initiation 

of the ALARM mode. Thus, reluoval of the electrical signal to the solenoid 

does not returl'). the plunger to its normal position. It must be retUl'ned to the 

detent position manually. 

Since the design of the access cover to the plunger prevents rapid 

removal (many screws hold the cover in place), the system can be effectively 

disabled £01' the time l'e.quil,'ed to e'Ktl'icate the plunger. For the pre€~ent 

design, this time is estimated at 20 to 30 min, As a result of this dlBsign, 

which heavily penalizes inadvertent ALARMs, a test switch on the s1:atus panel 

was installed to disable the circuit during the test :?rogl'am. A sketch of tho 

carburetor ove:t'ilow configuration is provided as Fig. 3 -l3. Although not . 
employed in this design) removal of th!;'. access panel could be further delayed 

by random use of right .. and left .. handed thl'eads on the SC1'ews. FOl'cible 

entry into the plunger would generally d(:stroy the normal cal'buret,:>r function. 

Diesel truck engines could use an analogous a.pproach to disrupt th(~ fuel supply, 

C, Odometer Performance 

Aftel' installation of the TRACTEST wheel actuator in the truck driven 

by the trar).smission drive cable, several runs of the truck were rrHl.de over 

two calibration courses about 6 roi lo-ng, The mean systematic differences 

between the readings and those measured previously with the fifth wheel 

asselubly were 114 ft on wet roads and .. 2 it on a dry road. There were 

12 l'uns at each condition. These represented mean errors of about 0.380/0 

on wet roads and ~0.01% on dry roads. Repeatability of the runs on 

wet roads showed a maximum difference of 20 £t from the mean. On the dry 

roads, the maximum excursion from the mean was 36 ft during 6 runs. 

33 



ltig_ 3 - i 3. Ctl1:but'ctoJ.· Ovcrflow 

• 
34 

I 



Following the calibration runs, which were used primarily to V'el'i.fy 

the gear ratios installed in the drive unit, a series of runs over a simulated 

truck :route was made. During the s e runs) the fidelity of the telemetry trans­

missions was verified. The sinlUlated route was chosen to include travel on 

both su:r£ace and freeway roads, hE;avy stop-and-go traffic, and travel at 

varied speeds. The total distance pel.' run was approximately 18 'mi. Results 

" from a sel'ies of those runs yielded a standard deviation ·from the m.ean of ' 

.' -
" 

65 ft, The mean difference between the odometel.' readings and measurements 

from the map used in the base station was 995 ft. These values represent 

less than O. 07% :random error (one sigma) and 1. 0% me'an difference, 

respectively. 

The testing was not complete, or detailed, enough to exactly expose 

how the systematic error was generated. It is speculated that lane chang~s 

and freeway access roads not accounted for on the map were the n1ajOl' con­

tributors to the positive bias of the readings. It is apparent from thes e results 

that repeatibility of the odometer readings is extl'emely gOOd, but that sys-

tematic error can be a proble~. No attelTIpt was made to identify or quantify 

the varied sources of systematic error I since they have been adequately 

studied by the autOlTIotive industry and 'reported in the open litel'atul'e. 

D. System Perform.ance 

After initial debugging of the system, about 80 hr of ope~~ting experi­

ence were accumulated. During these hours of operation) the per£ormane~ 

was qualitatively evaluated and compon.·~nt failures were reeol'ded and, in 

most cases, analyzed. Several of the integrated circuits in the odometer 
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counter unit CaUed. The failed components were inspected, and the failures 

were attributed to simple quality problems in the components. Two failures 

of integrated circuits in -the eMU occurred. These also were identified to be 

quality pl.'oblems rather than design faults. A photograph taken with a s can­

ning c1cc:trcm microscope of one of those components is shown as Fig. 3-14. 

The presence of contamination is self-evident. No component failures of 

thiH, type occurred during the last 40 hr of operation. 

DUl.:ing un especially hot day (about 100° F), an intermittent failure of 

Ow t'rwbile t'quipmcnt occurred. This was traced to a capacitor that was 

changing vulue critically in the Speedcall equipment. The failure was dupli­

(,'a! vel on tlw tNli bench with a heat source. A change to a component with 

nlOl'(~ stahl(' ('harad(~ristics corrected the problem. The minimum signal-to­

lloif-lC' ratio at which the base station would operate was approximately 6 dB. 

On o('c,<tHiotl, under s cvere attenuation conditions, this ratio was not Inain­

taincd by the radio link, and the system would not operate consistently. This 

1)1:()bl(~rn is not severe, and was only noted when the truck was in a tunnel, or 

was sqrrouncled by large bUildings. In general, if the voice link operated, the 

c1igHal (lata ('ou1d be used. Tests were performed successfully at ranges as 

greal or grc'alpr than 20 rniles. 

During the ('ntire operating period, in conjunction with the prime 

\UWl'S of the C])<1I1I1<.'1, no false triggers or responses were experienced frorn 

UH' mobil(' ('guipnlcnt. On occasion, the transmissions either to or £roln i-he 

tru('\;' \,,'('N' preempted by other user voice transmissions, but this did not 

appeul' to be an operational problem. In most cases, a traffic period of 

10 to 15 SCt~ was adequate to complete a message. 
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J)ul'ing the entire operating period, there were no malfunctions noted 

duo to e'Leetrorrw.grlCt'lc interference (EMI). Consideration to these effects 

had IH~cn given in the desi.gn of the CMU, and apparently the design was 

immune to outddc interference, 

F:, System Costa 

An c,xIH}'ricnccd coat estimator was tasked to independently compile 

It coot lJl'cal~<1()wn of the mobile cquiprnent. Three estirnales were generated 

t.o ('C1v.:-r Ill(> ("W{'S or (1) UI1il'lg as presently built; (2) building, rather than 

buying, tlw Sp('(~c1('all and odometer cl(~ctrol1ics and as surning a production 

l'at(~ "l 1 0 unitt; PCt' rnonthi and (3) sarne· as (2), except assuming a producdon 

t'llte of 1 no \mits pel' month. In addition, some estimates of the required 

volume for packaging wal-"a made. Table 3 -1 lists the estiInated costs and 

ji'iJ,t. :3 .. 1') ahows un artist's conception of the electronics packages. It is 

uecm that the mohile ~quipment cost will be horn $2000 to $3000 and that the 

l'{'quired vnlume £01' the electronics is about 0.3 cu ft. The cost of the base 

station Nluiprncmt is estin:ul.tcd at $5000 to include the transceiver and Speedcall 

('quipn1('l1l, ThuH J the cost for a t 0- truck fleet is estimated to be from. 

$2/\} 000 in ~;3t), 000, 
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'Table 3-1. Cost Estimates for Truck Locating System 

Item 
Present 10/Mo. 100/Mo. 

Configul'ation Redesign Redesign 

A. OEM 

l. Battery & power $ 90.00 $ 90.00 $ 72.00 
switches 

2, Speedcall unit & 575.00 
odOlneter electronics 

3, Odometer 50.00 50.00 40.00 
tl'ansrnis sion 

4. Receiver -tl'ansmitter 800.00 800.00 640.00 

TOTAL $1,515.00 $ 940.00 $ 752.00 

B. 11atel'ials & com.ponents 

1. Active device.s $ 207.00 $ 310.00 $ 248.00 

2. Passive devices 40.00 59.50 47.00 

3. Hardware & material 175.00 225.00 181.00 

4. Sensors & display 48.00 48.00 39.00 

TOTAL $ 470.00 $ 642.00 $ 515.00 

C. Labor 

1. Assembly $ 58.00 $ 87.00 $ 65.00 

2. Test 72.00 90.00 60.00 

3. Touch up & pack 3.00 3.00 3.00 

TOTAL $ 133.00 $ 180.00 $ 128.00 

D. Installation $ 1,50.00 $ 150.00 $ 125.00 

E. TOTAL $2,268.00 $"1,912.00 $1,520.00 

F. Selling price $2,995.00 $2,523.00 $1,995.00 
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CHAPTER IV. CONCLUSIONS 

• It has been demonstrated that a simple odon1.eter can provide 

reasonable data to a central dispatching station, which can then 

simply use that data to locate a truck traveling a prescribed 

route. 

• It has also been demonstrated that relatively simple equipnlent 

can be used to detect a hijacking and to advise the central dis­

patching station of the event. 

• It has been delnonstrated that simple modifications to a truc1~ 

can, in the event of a detected hijacking, disable the motive 

capabilities of the truck for any desired time period. 

• It has been demonstrated that a total mobile system that pro­

vides a viable method to detect a hijack, locate the truck in a 

timely manner, and provide administratlve conh'olj without 

direct intervention of the driver I can be implelnented at a cost 

of about $3000 per truck . 
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GHAP'rl';n V. FY 74 PLANS 

• It in plarrnNl to demonstrate the syslem to cognizant parties 

[roll) the truddng industry, poli<:c, and othel' pertinent organi-

7.Iltimw, fW that their (;omments ean be incorporated into i'utu 1'0 

('tm!iI~\lration dc-linilion efforts. 

• Il in p1u»n('(1 to provide tradcoffB, or cost benefits, of achieving 

itlllg1wt, h,v(·l or itnrnunit y {rom phy!-lical attack by hardening of 

« l'iti, al unil!l. 

• 11 ill plunn"d to hlV(·flligtl.t(~ the ('ost benefits of using a duplex, 

ratht·t, than a tJimph'x, ,~on:lnl\.tni{'ati()n link to prevC!nt a single 

trud~ lralHlmiUc1r Hmlfundiol'l from tying up the entire coml11.U­

nil .llion nysh'm,. 

• H hl plamwd to p<'l'form, a failure modes and effects analysis 

. on any f\ltuN' nysl(m:t to establish systern reliability and to 

itt PH 1 i IY f l'il i (. a1 a 1'('<1.8. 

• It l(l platlllNl to identify sensor~ to detect the hijack event beyond 

Ow nimpl(' (hHU' nHmil()1's in tlw present design. 

• It i~t pLlnfU'd tQ contimlc development of the anti- hijacking system 

thl'\l\\gh a l)l'clil'ninary prototype design phase. 

• It it. plamn'<l to invcstig.\te c1cvh~cs to be used for disabling 

tliNH'l C'nginNJ and [01' scc\lring cargo trailcrs to tradal' 

('q UipHU'\tlt. 
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