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ABSTRACT

This report documents a study of the potential uses of techniques for
speaker identification through computer analysis of voice samples. Related
efforts in automatic personal identification, using fingerprints, voice sam-
ples, etc., are surveyed and the fundamental techniques in use are discussed.
The operation of the Semi-Automatic Speaker Identificaticn System is pre-
sented and modifications to the system are described, which would be
required to use its capabilities for automatic personal identity verification,

Specific application areas for the speaker identification technique are
discussed, including: identification for criminal apprehension, identification
for crime prevention (personal identification), and non-crime-related appli-
cations. Since the technical requirements for criminal apprehension were
discussed in a previous report,* this report confines itself to the technical
requirements for specific functions of personal identification for areas such
as computer access security, area access security, identity verification for
check and credit card usage, and remote identity verification by police in the
field. The principal technical factors addressed are verification accuracy
of the automatic identification equipment, and the requirements for generating
and maintaining a data base of individual speech characteristics for use in

identification applications.

e
b

"Preliminary Investigation of Applications of the Computer-Aided Speaker
Identification System, !' Aerospace Corp., Report No, ATR-74(7907)-1

(June 1974).
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The results of the study indicate that the use of personal attributes
(fingerprints, voice characteristics, hand geometry, etc.) for identification
is becoming increasinily important in the areas of public safety, business,
and industrial operations. Since the variety of applications is large, a num-
ber of different approaches will be needed to provide equipment of varying
costs, accuracies, vulnerabilities, and communication requirements. The
techniques developed for semi-automatic speaker identification have the
capabilities to meet the personal identification requirements for many of the

specified applications.
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SUMMARY

Individuals and organizations concerned with law enforcement and the
security of valuable or dangerous assets are increasingly relying upon n v
methods for identifying people by means of personal attributes. Of particu-
lar interest are those personal attributes that can be readily detected by
unattended equipment but cannot be easily duplicated by impostors, These
personal attributes can be employed to: identify criminals, control access
to valuable property, and restrict unauthorized persons from obtaining sensi-
tive information or data.

Identification systems currently in use or under development are based
upon detection and analysis of attributes related to fingerprint patterns, voice
characteristics, hand size and geometry, and handwriting parameters. Fin-
gerprint systems match the user's print with a file of authorized prints using
either opti‘cal correlation techniques or a digital approach whereby only
the distinctive parts of the print are coded and compared with the corre-
sponding locations of the same distinctive characteristics on prints in the
authorized file. Both techniques are currently implemented and operational
systems for access security are being marketed.

Voice identification is based upon the observation that the variations
between different speech sounds made by a given individual are measurably
less than the variations between different individuals. The speech sounds,
therefore, are relatively invariant for a given individual and can be consid-

ered as an identifying characteristic of that individual. Two specific
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techniques used to identify individuals from speech are based on either a
detailed spectral analysis of selected speech segments in the frequency
domain or on time-domain analysis of selected speech signal elements. A
third, but less accurate approach is to simply perform a spectrum analysis
on the averaged spectrum of a long (20 seconds or more) speech sample.
Such analyses can provide speaker discrimination under certain circumstances
but are very dependent upon the quality and stability of the communications
channel.

Identification using hand geometry measurements or handwriting
characteristics have also been implemented. These techniques are limited
in versatility and reliability, however, and are usually employed as supple-
mentary aids in conjunction with other identification methods.

The Semi-Automatic Speaker Identification System is a computer-aided
system developed to provide quantitative, objective measures of the similarity*
between recorded voice samples. It is intended to improve the effectiveness
of police in investigating crimes where voice recordings are involved.
Although the system has been designed as an investigative tool using a semi-
skilled operator, the system performance indicates that the technique has
potential for use as a fully automatic identity verification system based on
voice characteristics. The modifications to the system which would be
required to produce this capability consist mainly of adding capabilities for:
automatic phoneme recognition, sound waveform segmentation, and decision

processing.

*The term '"similarity!' is used to denote a mathematical function which

measures the relationship between two arbitrary signals or patterns.
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The scope of the application areas for the speaker i“dentification technique
include: identification for criminal apprehension and prosﬁecution, personal
identification for crime prevention due to improved security techniques, and
voice identification systems to allow remote conduct of business and financial
transactions that currently rely on personal contact. |

An analysis of the potential accuracy achievable by the semi-automatic
speaker identification techniques indicated that, with the present configuration,
both the false acceptance rate and the false rejection rate could be maintained
below 0.2 percent when eight phonemic events were used. These figures
were based on the systermn performance with 118 speakers. An increase in the
size of the speaker population could tend to increase the error rates; however,
since the 118 speakers were all using the same dialect (General American
English), the results can be considered conservative when applied to a popu-
lation having heterogeneous dialects. Analyses of the data base requirements
for storing and retrieving speaker data from automated identification systems
indicate that costs would be modest even for populations of thousands of
speakers,

Several potential configurations for practical speaker identity verifica-
tion systems are described for both law enforcement and commercial utiliza-
tion. The systems are currently realizable with present technology and
provide improvements in terms of operational effectiveness and economy in
the application areas. The actual implementation of these concepts should be

preceded by tests and analyses to provide information for detailed design.
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CHAPTER I. INTRODUCTION

A, Background - Personal Identification

There is a growing need for foolproof and instantaneous verification of
positive identity in a number of economic and social areas. These include:
criminal apprehension, intelligence and security, banking and credit, mer-
chandising, and drug abuse prevention. To meet the need, the technology for
processing information regarding the unique human attributes that convey
identity has been enhanced by development of automated and semi-automated
systems. Such systems have resulted from advancements in the technologies
of pattern recognition and data processing.

The various approaches to personal identification techniques are listed

in Table 1-1, 1

The table presents the basis for identification, the relative
level of security achieved, and the requirements for defeating the technique
(i.e., its vulnerability).

With the possible exception of the genetic code technique, systems based
upon each of the approaches listed in the table are currently under develop-
ment or have been implemented,

In the most general sense, all personal identification systems consist
of three elements: (1) a unique or rare attribute or artifact possessed by the
individual, (2) a device or file which contains a list of the specific artifacts
that can be identified as belonging to authorized individuals, and (3) a method

for accurately testing whether a given artifact presented by an individual

actually is contained in the authorized list. In the simplest case, the artifact
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Table 1-1. Spectrum of Security l.evels for Personal Identification

. s . Security Requirements for
Basis for Identification Level Security Breach
Code or Combination System Minimum No forgery of identifi-
A cation necessary
Key System
Card System Some simple forgery
needed

Card-Code System
Personal Appearance System Readily duplicated
personal attributes
Handwriting

Hand Geometry System

Voice Identification System Difficult tc duplicate
personal attributes

Fingerprint System

System Based upon Genetic Codes Maximum No known methods for
duplication

would be a key and the device would be the matching form of the key contained
within the corresponding lock. The matching method would be the lock mecha-
nism, which releases the latch when the correct key is inserted and turned.
The other extreme would involve posting a guard at the access or entry point,
and allowing entrance only to those individuals known to him. In this case,

the personal appearance (facial features, mannerisms, voice, etc.) of the
individual would be the artifact. The memory of the guard would be the file,
and the test method would be the guard's ability to remember and recognize
individuals. For most security applications, the lock and key approach is too

vulnerable and the human guard too expensive for practical utilization.




For automatic and semi-autormatic access control and identification,
four basic approaches have been developed, combining the security
associated with techniques based upon personal attributes with the capability
for low-cost, reliable implementation. The techniques employed are: finger-
print scanners, voice analyzers, hand geometry sensors, and handwriting
scanners. FKEach technique has been implerﬁented in one or more equipment
configurations.
B. Existing System Approaches

1. Fingerprint approaches. Fingerprints have been used as a posi-

tive means of identification for more than 100 years and are considered one of
the most reliable means of personal identity verification in existence.

There are two basic techniques for fingerprint identification in use
today. One technique uses correlation of the entire fingerprint image per-

formed optically as the matching mechanism, and the other detects and

N3
<

matches only the minutiae characteristics of the fingerprint. Systems based
on the two techniques have been developed by KMS Technology Center, by the
Calspan Corp., and others.

2
a. Automatic Personnel Verifier. The Automatic Personnel

Verifier is the first commercial secure-access optical correlation system
designed to identify individuals from their fingerprints. It was developed by

KMS Technology Center and has two modes of operation.

*Minutiae are the ridge endings and branches that occur in the fingerprint

pattern and give a particular print the uniqueness useful for identification.
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In the first mode, a card containing a prerecorded hologram"
of an individual's fingerprint is inserted into the terminal device at the same
time that the individual places the corresponding finger on the print reader
portion of the terminal. The terminal matches the image of the impressed
finger with the hologram on the card. If hologram and fresh print match
according to a preset criteria, the individual is accepted.

In the second mode, the hologram cards are stored in the
system and are not carried by the individual. The individual inserts his
finger and enters an identification number. This number provides the address
of the particular hologram card associated with the individual and the matching
and decision process proceeds as before.

b. Fingerscan. 1 The Fingerscan system was developed by the
Calspan Corp. and employs a solid-state photosensor array to transfer the
fingerprint image to a computer in digital form for processing. In the com-
puter, the type and relative locations of the minutiae contained in the finger-
print pattern are detected. As with the previous system, the fingerprint is
entered simultaneously with an identification number. The number is used to
locate an entry in the computer file containing the descriptive characteristics
of the individual's fingerprint. These characteristics are compared with the

characteristics of the print scanned by the terminal. If no match is made,

“A hologram is produced by recording, on photographic film, a pattern formed
by optically transforming the fingerprint image. The recorded pattern is such
that automatic matching of the original print with all prints can be

accomplished.
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another reading is requested. Subsequent unsuccessful attempts result in
either an alarm or other operator notification.

2. Voice identification approaches. Speech is usable for identification

because it is a product of the speaker's individual anatomy and linguistic back-
ground. 3 When air is expelled from the lungs, it passes through the glottis
which is the opening bounded on either side by the vocal folds. When the vocal
folds are drawn together and air from the lungs is forced through them, they
vibrate, making a buzzing sound. The waveform of the glottal source is a
series of pulses, as shown in Figure 1-1. This sound is modified as it passes
through the vocal tract, which is the tube formed principally by the pharyngeal
cavity (throat) and the oral cavity. The sound emanating from the vocal tract
will be distinctly different from the initial buzz and will have a complex wave-
form, as shown in Figure 1~1. The shape of the vocal tract serves to concen-
trate sound energy at certain frequencies and reduce it in others.

Figure 1-2 illustrates how the spectrum of the glottal source is
modified by the vocal tract. The relationship between any input signal applied
to the vocal tract and the resulting output signal can be mathematically
described in terms of a transfer function. In transferring the acoustic energy
from the glottis to the lips of the speaker, the vocal tract selectively
emphasizes certain portions of the glottal spectrum in accordance with the
particular transfer function it has at that point in time. During the speech,
the shape of the vocal tract is continuously modified by movements of the
tongue, lips, and other vocal organs. Thus, the quality of the speech sounds
a speaker produces represents the sizes and shapes of his vocal organs and

the manner in which he uses them. Speech characteristics obviously vary
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between individuals. The effect is termed "interspeaker (between speakers)
variability.!" Speech analysis also reveals variability when the same speaker
utters a given sound several times, and this is called "intraspeaker (within
speaker) variability.! Intraspeaker variability arises because the physiological
activity necessary to make speech sounds need not be exactly controllied to
effect adequate communication.

The speech signal produced by a given individual is affected by
both the organic characteristics of the speaker (in terms of vocal tract geom-
etry) and learned differences due to ethnic or social factors,

From an individual's speech signal, a detailed spectral analysis
can be performed to determine the shape of the vocal tract transfer function,
Since the vocal tract transfer function exhibits several peaks that correspond
to the natural frequencies of the vocal tract (formants), measurements of the
properties of this function can provide indications of the unique manner in
which a specific individual produces a given sound. Numerous such measure-
ments, when properly combined, can provide information regarding the
identity of the speaker.

The reliability of a speech identification approach is related to
the degree to which the interspeaker variability can be maximized relative
to the intraspeaker variability,

Most approaches to automatic personal identification through
voice signal analysis include: (1) the capability to automatically recognize
particular speech elements such as specific vowels, and (2) the capability to
detect and measure carefully chosen speech parameters from these elements,

which are speaker-dependent. The speech parameters should be principally
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affected by the individual's physiological characteristics, such as the size
and shape of the mouth and vocal cavities, and should be minimally affected
by such things as emotional state, health, and other variable factors.

Voice verification techniques must also have the capability to
compare these speech parameters to equivalent ones prestored as reference
samples for the same individual., Based on these comparisons, accurate
decisions must be made regarding whether the present speaker is the same
individual who made the prestored reference sample,

A large number of organizations are currently conducting
research and development in the area of automatic voice access and speech
recognition systems, and several of these organizations have developed and
are marketing equipment for secure access based on voice identification,
The status of these efforts is discussed below.

a. Threshold Technology, Inc, The speaker verification tech-

nique developed by this manufacturer uses automatic speech recognition
equipment to extract phoneme—like* elements from continuous speech and
performs speaker verification on the basis of an analysis of these extracted
elements, 4 The automatic speech recognition equipment uses a 19-channel
(14 channels for telephone grade signals) filter bank, The outputs of this

filter bank are processed to obtain measures of the spectral energy, spectrum

"A phoneme is the smallest unit of speech that distinguishes one sound from

another.
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slopes, local maxima and minima, transitions, sequences, and simultaneous
occurrences.

The initial processing is performed to identify specific
speech elements (speech recognition) and to provide indicators of when a
particular element begins and ends. These functions are performed by an
array of networks, which automatically detect the occurrences of particular
sound elements. The indicators of the beginning and ending of speech
elements are used to segment selected elements from connected (conversational)
speech. The selected elements are then analyzed to extract speaker
identification characteristics.

The speaker identification procedure compares a
quantized representation of the average spectrum slope for several samples
of each selected speech element (phoneme) with corresponding stored data
acquired during a training period. For speaker identification, the speaker
whose stored sample best matches the unknown input sample is designated
as the unknown speaker. Each of the 19 channels (or 14 channels) are treated
separately. For a given phoneme, the slope of the spectrum in each channel
is quantized into one of three classifications (~, o, +). Figure 1-3 illustrates
the slope classification procedure of the vowel sound in the word ''bed''.

When several of the same types of phonemes are classified,
a table is made of the relative frequency of occurrence of each slope classifi-
cation in each channel. The tables constitute a measure of the average shape

of the spectrum produced by an individual when he makes a particular sound.
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For identification of an unknown sample, the speech is
processed in exactly the same manner, producing a table which measures
the average shape of the spectrum for each type of sound in the unknown
sample., This table will generally be based on fewer occurrences of each
phoneme than are employed in the training phase. A single occurrence can be
used, but better accuracy results if the unknown sample provides three or
more occurrences of several phonemes.

To perform speaker identification by use of an individual
phoneme, the sample table for that phoneme is compared to the correspond-
ing training table for each speaker for whom tables have been 'stored. Each
element in the sample table is subtracted from the corresponding element in
the training table and the difference squared and summed over all slope
classifications and channels to produce an overall comparison measure
between the two tables. The speaker producing the test sample is identified
as that speaker whose training sample table produces the smallest overall
comparison measure, For improved accuracy, this measure may be derived
for all the phonemes occurring in the unknown saniple.

Tests have been performed to determine identification
accuracy. Using 20 samples of each of four vowels (taken from contin-
uous speech), relative-frequency-of-occurrence tables were prepared for
each of 11 speakers. When these same samples were taken three at a
time (three samples of each of the four vowels) and compared to the relative-
frequency~of-occurrence tables using the procedure for speaker identification

described above, 100-percent accurate classification resulted.
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The same speech samples were used in a verification
experiment, In this case, an acceptance threshold was set for each speaker,
which would result in false rejection of each vowel one percent of the time,
When the criterion for rejecting a speaker was the rejection of any one of the
four vowels, the accuracy of rejection of impostors ranged from 90 to 100 per-
cent, Each trial used three samples of each of the four vowels, generally
shicined from five seconds or less of continuous speech. There were six
trials for each speaker,

Experience with a large speaker population is necessary
before the probability of correct identification can be clearly established.
This experience has not been accumulated at this time,

b. Dialog Systems, Inc. The approach to speech processing

taken by this organization is that the processing is done in the time domain
rather than in the frequency domain, which is used in most of the other
approaches. The time domain approach rests on the hypothesis that, during
the production of a speech sound, a person's vocal tract can be characterized
as a signal-carrying channel. Standard lin-ar filtering techniques can be
used to determine the parameters that define the characteristics of such
channels when they are subjected to suitable test signals., In particular,

if the test signal is either a short impulse or white noise, it has been shown
that the channel can be characterized or identified by adjusting a linear

filter to minimize the signal out of the filter-plus-channel combination.
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When a person is speaking, the vocal chord impulses
and the motion of air during unvoiced speech are ready-made impulse and
white noise test signals. Since the particular speech element being spoken
by an individual is determined by the shape of his vocal tract, the deter-
mination of this shape by means of suitable linear filtering techniques will
allow automatic recognition of the speech element.

The basic implementation of the technique utilizes time
delay elements, which provide a linear representation of the speech signal,
delayed by a fixed time interval. The individual delayed outputs are
weighted by appropriate constant values and combined. A particular set
of weighting constants is derived for each particular speech element to be
recognized. The surnmed weighted outputs are fed to a decision-making
unit, which identifies a speech element being received at a particular time,
Since variations in a speech signal can be caused either by changes in the
spoken speech element or by changes in the speaker, it is theoretically
possible to utilize the technique for speaker identification as well as for
speech element recognition.

The equipment currently being marketed by Dialog Systems,
Inc. is specifically intended for speech recognition applications, and no capa-
bilities for speaker identification or verification are described. 6 The system
operates by selecting approximately 12 short segments from each word. £ach

of these segments will fall into one of about 30 phonetic categories. After
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selecting the speech segments, the word recognition process is completed
by feeding the speech data to a processor. For each vocabulary word, the
processor computes the relative probability that the unknown signal is a
sample of that word. Final choice may be the word with the highest proba-
bility score; if every word has a low probability, however, the system
rejects the input and requests a repeat.

Users must pause at the end of each word to inform the
system that one word is finished and that the next is about to begin. The
system can accept up to 1000 different telephone messages. It repeats the
message and asks for verification. Lack of verification causes the system
to modify the recognition algorithms so that the system is adjusted to the
speaker's particular voice characteristic in subsequent messages. By
this means, the error rate in word recognition can be reduced to 0.1 per-
cent. Preliminary tests were performed to test a prototype system in the
speaker identification function. The results for this application, however,
were inconclusive,

c. Texas Instruments Corp. A system for speaker verifica-

tion has been developed for use by the military in controlling access to
bases and other sensitive installations. The equipment accepts predeter-
mined phrases and compares voice characteristics derived from the refer-
ence phrases stored in the computer with equivalent characteristics from
utterances by individuals requesting access. For each phoneme uttered

by each speaker, vectors representing gain and pitch contours are derived.
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Each speaker is represented in the system by a set of reference vectors
derived from repeated utterances of the prescribed phrases. A test (accep-
tance or rejection of a speaker) consists of taking the test utterances (reduced
to a set of vectors) and comparing them to each of the reference sets by
calculating a numerical similarity measure. A threshold value for the
similarity measure is chosen so that the system vulnerability (acceptance

of unauthorized speakers) will be acceptably low, while the erroneous
rejection of authorized speakers will not be unduly large.

Preliminary tests have shown that the use of voice
characteristics derived from signal amplitude and pitch frequency produce
vulnerabilities to the system when confronted by skilled mimics. This dis-
éovery led to the use of supplementary features derived from second formant
frequency characteristics. Tests are currently underway to evaluate the
system with use of these supplementary features.

3. Hand geometry approaches. Precise measurements made of

anatomical features have been recognized as valuable for identification ever
since Alphonse Bertillon created the system of anthropomorphic measure-~
ments for criminal identification, Since the human hand has an intricate
shape, is readily accessible, and changes little with time; it is a logical
appendage to use in an identification system based upon anatomical
measurements,

The system, developed by Identimation Corp., utilizes an optical
scanner to make measurements of an individual's hand dimensions. The

user's hand is placed in a fixed position against the equipment's scanning
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window. Measurements are made of the length of each finger, of the
curvature of each fingertip and of the skin transluscence between certain of
the fingers. The coded measurements are recorded on a machine-readable
plastic card that is carried by the user. The terminal device compares the
measurements recorded on the card with the dimensions of the hand currently
on the scanner surface, If the measurements match to within some predeter-
mined threshold, the individual is accepted.

A drawback to the system is the fact that many of the measure-
ments are highly correlated (i. e., the relative sizes of the fingers on a
given hand are generally the same for all individuals)., In order to achieve
discrimination between a large number of users, the system must make very
precise measurements, These measurements are subject to variation due to
slight changes in the finger positioning on the scanner and the amount of
pressure used by the individual. The equipment is simple, inexpensive, and
easy to use, however, and applications have been found in controlling access
to areas where occasional errors are not deemed critical.

4, Handwriting scanner approaches., The theory upon which hand-

writing is used for personal identification is that every time a person writes,
he automatically and subconsciously stamps his individuality in his writing.
Through a careful analysis and interpretation of the individual and class
characteristics, it is usually possible to determine whether two samples of
written text were in fact written by the same person,

At least two methods for automatic identification by means of

handwriting analysis are currently under development. One method employs
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pattern analysis, whereby handwriting samples are microfilmed and
processed so that patterns characteristic of the particular writing style

are produced for each sample. Specific points of comparison are extracted
from the patterns, and identifications are performed by matching the corre-
sponding points of different patterns. This method has not been implemented
for real-time use.

A second method employs a form of signature analysis. In this
case, a time-varying signal is derived by measuring the pressure exerted
on the writing instrument when an individual writes his signature. The sig-
nal used for identification, therefore, is not derived from the signature pat-
tern, but from the way in which the pattern was made. This concept would
be invulnerable to even an expert forger, unless the forger were able to
duplicate the manner in which the signature was written, This system is
currently undergoing development for use in a military base and installation
security system.

C. Semi-Automatic Speaker Identification System (Current Implementation)
The Semi-Automatic Speaker Identification System developed by

Rockwell Internationa.lz supported by the Law Enforcement Assistance Admin-

istration, utilizes a general-purpose computer coupled with data processing

and pattern recognition algorithms. By a combination of operator and

computer functions, the parts of the speech sample that best contribute

to speaker discrimination are selected and compared with other samples.

The selected phoneme types processed by the system are listed in Table 1-2.

On the basis of these comparisons, the computer can measure the degree of
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Table 1-2, Selected Phoneme Types

Alphaphonetic Symbol Class Example
MX Nasal moon
NX Nasal no
NG Nasal sing
EE Vowel eve
IX Vowel it
EH Vowel met
AH Vowel ask
AA Vowel father
AW Vowel all
UxX Vowel put
uu Vowel boot
UH Vowel up
ER Vowel bird




similarity between a criminal sample (e.g., from a bomb threat recording)
and a sample from a suspect.

Figure 1-4 illustrates the overall operation of the system. Criminal
speech samples from police station monitors, covert recordings, or autho-
rized wire taps are processed and stored on digital magnetic tape. In the
processing operation, specific phonetic events, which have been found to be
good discriminators of speaker identity, are selected and labeled., When a
suspect sample is obtained, the same phonetic events are selected for pro-
cessing. In the comparison phase, each selected event from the criminal
sample is compared with a similar event from a suspect sample. The points
of comparison are well defined and yield quantitative results. The system is
able to generate accurate and objective results on a repeatable basis.

Prior to using the equipment, the operator will listen to and write
down the words spoken in the speech sample. He will then prepare an
alphaphonetic transcription, which separates the words into their phonetic
parts., Figure 1-5 presents an example of such a transcription. As shown
in the figure, the word ''six" is transcribed as /SX IX KX SX/, where each
pair of letters in the transcription denotes a particular phonetic event, By
examining the transcription, the operator will identify those phonetic events
useful for comparison purposes. In the case of the word 'six", the IX
phonetic event is likely to be selected for comparison because as shown in
Table 1-2 it is one of the selected phoneme types. In general, phonetic
events representing vowel or nasal sounds have been found to be most useful

for purposes of speaker identification.
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ORIGINAL TEXT

HAVE THE MONEY READY BY SIX

ALPHAPHONETIC TRANSCRIPTION

HX AH VX | DH UH | MX UH NX EE | RX EH DX IX | BX AA IX | sX 1X KX SX

Figure 1-5, Example of Alphaphonetic Transcription




The operator first selects the phonetic events for computer analysis,
then inputs appropriate speech segments for processing. When the operator
is satisfied that the speech data have been correctly entered into the system,
he then directs the system to transform the data into a representation showing
the frequency distribution of the speech signal for a given time segment.
This representation is called a sound spectrogram or sonogram. The opera-
tor cancause the sonogram to be displayed on the system graphics terminal.
Each screen full, or frame, of the display represents 1.1 seconds of speech
data and, in general, will contain from one to four phonetic events useful in
the comparison. The upper portion of Figure 1-6 illustrates a typical
sonogram display and is designated as the macrophase display.

During the macrophase labeling procedure, the operator identifies
and labels on the interactive terminal those phonetic events to be used in
the speech sarnple comparison. The method for pointing to and identifying
events is an interactive graphic cursor, or electronic crosshair, super-
imposed over the sonogram, which the operator positions by a thumbwheel
control. Through keyboard input, the operator controls audio playback of
sections of speech centered on the cursor. A further aid in identifying and
labeling phonetic events is the capability to compare selected segments of
the sonogram against a reference inventory. Upon operator command, the
computer displays the alphaphonetic names of the five phonetic types whose
spectra correlate best with the spectrum of the speech segment pointed to

by the cursor. The correlation values are also shown, as numbers between
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0 and 99. Figure 1-6 shows three phonetic events under consideration
for labeling.

Since individual phonetic event characteristics have been found to be
dramatically affected by the phonemes adjacent to the target event, the target
event and the two adjacent events are labeled and subsequently used in the
event comparison, The three events thus labeled are referred to as a
phonetic triad. Tentative acceptance of an event is made by labeling and num-
bering the phonetic triad in which the desired event is centered. The operator
will label all phonetic events of interest in a given sonogram frame. After he
has finished the macrophase for a sonogram frame, he signals the fact to the
computer through the keyboard,

The computer then automatically proceeds to the microphase of labeling.
In the microphase, a 100-millisecond segment of the speech waveform is dis-
played for each of the events labeled in the macrophase. A typical micro-
phase display is shown in Figure 1-6. In the microphase, the operator must
use the graphic cursor to mark off three consecutive pitch periods of the
speech waveform for each selected event. This is required to ensure that
an adequate signal sample is used in the spectral analysis calculation that
is subsequently performed.

After sequencing through the microphase display for each macrophase
selection, the system returns to the macrophase and the operator may label
another sonogram frame, The alternation between the two phases of labeling
continues until the operator has labeled every event of interest in the speech

sambple,
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After labeling, the computer proceeds to compute the measurements or
features* on each labeled event, which will be used for comparison. For each
of the 13 event types allowed in the prototype system, there is a unique set
of 30 features. When the features have been calculated, the voice sample
can be compared with any other voice sample similarly processed.

The detailed comparison process is diagrammed in Figure 1-7, Each
speech sample goes through the same series of steps, in which the sample is
digitized, sonograms and other displays are generated, and phonetic events
are selected. For the speech sample of speaker A, the selected events could
be designated 1A, 2A, 3A, etc.; each event will produce a set of 30 features.
Event 1A will thus produce features 1A1, 1A2, 1A3,.,.1A30, as shown. Event
1B from speech sample B will likewise produce feature set 1B1l, 1B3, 1B3...
1B30. The two feature sets are combined in a manner to produce a distance
measure set. The algorithm used to derive the distance measure was opti-
mized so that the widest separation between different speakers is achieved,
while maintaining the smallest distance between different utterances by the
same speaker, A distance measure is obtained for each pair of selected
phonetic event triads in the sample. Only like events are compared. Finally,
the various distance measures are combined to arrive at an overall similarity
measure for the two samples. As before, the method of combination is

selected to maximize the system's speaker discrimination capabilities.

*Features are numerical values for specific signsl properties such as power
amplitudes at certain frequescies, frequencies of specific formants, spec-

trum slopes, etc.
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In order to interpret the meaning of the similarity measure, the oper-
ator is supplied with a set of statistical performance data, which tabulate the
similarity measures obtained when comparisons were made of speech sam-
ples from a representative sample of speakers., The comparisons were made
between utterances made by the same person on different occasions (to obtain
intraspeaker similarity measures) and between utterances made by different
speakers (to obtain interspeaker similarity measures). Since the numerical
values of the similarity measures obtained from voice sample comparisons
are strongly dependent upon the types of phonetic events in the samples, the
comparisons were made independently for every possible combination of
selected phonetic events that could occur in a speech sample., The operator
therefore consults the specific table of performance statistics corresponding
to the set of events occurring in the speech samples being compared. The
performance statistics indicate that, when 10 phonetic event categories are
used in the comparison, use of the system would result in correct identifica-
tion 97 percent of the time.

D. Modifications to Current Implementation

The Semi-Automatic Speaker Identification System, as currently
implemented in its brassboard form, performs a rigorous and detaile;l
analysis and subsequent comparison of speech samples. The algorithms
developed for the system could be applied, with modification, to the problem
of speaker identification in a non-forensic environment (e.g., speaker veri-

fication). In essence, the required modifications would be aimed toward

1-28




design of a fully automatic system independent of operator control or influence,
These modifications would be made in the categories of speech recognition,
phoneme partitioning, and decision-making procedures, In order to ensure
that the basic comparison technique is maintained (i,e., the comparison of
like phonetic events), some method is required to automatically detect and
label specific events from the input speech signal. This modification would
be facilitated by the presence of the correlation reference inventory in the
brassboard system.,

The correlation references are one of the labeling aids at the disposal
of the operator during the macrophase, On request, a display of the top five
correlations between the current speech element under consideration (as indi-
cated by the position of the display cursor) and an inventory of reference event

spectra are presented to the operator.7

In an automatic system, the correlation process would be performed
on each segment of the speech signal. For each segment, a decision would
be made relative to the type of phonetic event under consideration. Certain
segments would be located at the transition between events and would therefore
not be labeled as recognized events. Their position and relative correlation
with the reference events would be noted, however, by the algorithm and
used in the subsequent phoneme partitioning procedure.

One of the key features of the brassboard system is the manner in which
selected portions of the speech waveform are isolated and analyzed. This
isolation contributes a high degree of repeatability to the subsequent detailed

analysis of the isolated waveform and consequently improves system accuracy.




In an automatic system, this feature could be retained by the addition of sev-
eral processing steps. First, the speech segment with the highest correlation
with a member of the reference inventory would be designated as the midpoint
of the desired phoneme waveform to be isolated, Second, a cepstral* analysis
would be performed to derive the basic pitch frequency for the designated seg-
ment (and possibly the adjacent segments) under consideration. Finally, the
knowledge of the pitch frequency would be used to mask off a time interval
(centered on the target segment) equal to three pitch periods. Software cur-
rently implemented in the system would be used to 'fine~tune'' the selected
interval so that it begins and ends on zero crossings of the waveform. In this
way, an isolated portion of the speech waveform could be partitioned for
detailed analysis,

The last major area for modification of the brassboard system would
involve automation of the decision-making process, It has been found in the
brassboard development efforts that the values of the similarity measures
obtained from voice sample comparisons are strongly dependent upon the
types of phonetic events in the samples. In making a decision on the identity
of an individual, the system must refer to the specific set of events used in

the comparison process. Based on the brassboard system performance test

Cepstral analysis is performed by first taking the Fourier Transform of the
speech signal, then taking the logarithm of the resulting transform and
finally taking the Fourier Transform of the logarithm. The resultant signal

contains a greatly amplified version of the fundamental or pitch frequency.




data associated with that specific set of events, the similarity measure will
be used to ascertain the probable false acceptance and false rejection errors
associated with the similarity measure. At this point, the relative costs
associated with the probable errors must be factored into the calculation to
ensure that predetermined acceptable risks are not exceeded when a decision

is made.
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CHAPTER II. POTENTIAL APPLICATION AREAS

A, Identification for Criminal Apprehension

Much evidence exists regarding the need for reliable and valid
procedures and equipment for speaker identification to apprehend and convict
criminals. The Bell Telephone System verified that, during the first six
months of 1969, 306, 103 obscene or harassing telephone calls were reported
in the United States. Since many such calls are unreported, the total number
probably exceeds one million per year. During this same period, over
18, 000 threatening calls (i. e., involving bribery, extortion, kidnap, etc.)
where reported. It is also estimated that as many as 400, 000 bomb threats
are made to public buildings each year, the majority by telephone.

The telephone is also used to (1) report false fire alarms, (2) lure
police to ambushes, (3) conduct illegal gambling operations, (4) organize the
narcotics tvaffic, and (5) plan a wide variety of other criminal activities.
Often the call itself is the crime, as in a bomb threat or extortion case.
Increasingly, police and prosecutors are relying on the identification of
criminals through the matching of their voice samples.

The interest of law enforcement investigators is not limited to telephone
conversations., Undercover personnel utilize concealed voice recorders or
transmitters (to remote receivers and recorders) in many narcotics, gam-
bling, mechandise fencing, and vice investigations. The use of such record-
ings would be considerably enhanced if an effective means were available to

identify accurately the speakers on these recordings. This application would
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be particularly effective for narcotics investigations, where the use of
facial disguises and code words by criminals make it difficult for police to
determine the structure and the key members of a narcotics distribution and
sales organization. By identifying individuals from voice samples recorded
by undercover agents, investigators would gain valuable information perti-
nent to the apparatus of a criminal operation. There are indications that
detailed analysis of a voice sample will provide information about a speaker
unavailable from other identification techniques (such as fingerprints). This
information could include: ethnic or geographic origin, physical size, age,
state of health, emotional state, and other factors possibly useful in an
investigation.

1. Suspect identification. The principal impact of speaker identifi-

cation techniques will be improvement in the effectiveness of police investi-
gative techniques in several crime categories. These categories include:
bomb threats, false alarms, extortion, receiving stolen goods, gambling,
and narcotics investigations. In conjunction with other technology, such as
voice-actuated recorders, the system also could be used in armed robbery,
vandalism, and burglary cases. The effects in investigative applications
would be due to the improved ability to focus investigations on the most
promising suspects. Suspects whose voice samples are dissimilar to the
criminal sample would be eliminated from further consideration.

In a previous Aerospace study, 8 it was estimated that approxi-
mately 1500 cases per year occurred in which suspect identification was

established by use of voice identification techniques. The same study




estimated the potential application for this technique, assuming that certain
of the drawbacks to conventional methods could be overcome. Table 2-1
presents the list of potential application areas uncovered in this study.

Table 2-2 presents a summary of the estimated caseload for a
potential speaker identification system, obtained from representatives of the
law enforcement agencies in the five cities shown in the table and surveyed
in the study. Members of management (chief of police or staff), records
division, and heads of each of the six crime-type investigative units were
asked to estimate the number of cases in which use of voice identification
could have a significant effect.

An additional Aerospace investigation concluded, based on
economical considerations, that burglary and robbery in commercial estab-
lishments are prime areas for applying voice recording/identification
techniques. 9 The details of this investigation are presented in Appendix A.
The investigation showed that if the probability of a successful single burglary
can be reduced from 0.97 (current accepted value) to 0.95, the total number
of burglars apprehended (assuming 25 burglaries per year per burglar) can
be increased by about 35 percent.

At this time, there has been no evaluation of the specific nature
of the crimes of burglary and robbery to provide answers to certain basic
questions, such as:

® Is there enough conversion during the crime to obtain a

recording?




Table 2-1. Potential Speaker Identification Applications

in Local Law Enforcement Agencies

MAJOR USE: Personal Identification Verification Through Voice Comparison
° Narcotics Stakeout

Narcotics Buy

Narcotics Soliciting Buy

Prostitution Stakeout

Prostitution Buy

Prostitution Soliciting Buy

Burglary Stakeout

Armed Robbery Stakeout

Assault Stakcout

Kidnap Threat Monitor

Kidnap Payoff

Murder Contract Buy

Murder Contract Monitor

Vandalism Stakenut

Vandalism Buy

Secure Area Access
General Area

Police Computer Room (Records, ete. )

Communications Room (Command, Control, etc.)
Confession

Interview Interrogation

Bomb Threats

Bomb Extortion Payoff
Lewd/Obscene Telephone Calls
Suspicious Telephone Calls
Harassment Telephone Calls
Merchandise Fence Monitor
Merchandise Fence Payment
Extortion By Wire

Extortion Payoff

Filse Fire Alarm

Arson Threats

Arson Payoff Monitor

False Police Alarm
Riot/Insurrection Monitor
General Investigative Tool
Court Authorized Wire Taps
Court Authorized Eavesdropping
Attorney of Record Verification
Insurance Investigator/Other Verification

Control of Inmate Egress/Ingress - Jail/Other




Table 2-2, Summary of Applicable Cases in 1973

City
. New St. Santa
Crime Washington Orleans Louis Tulsa Ana
Type
Bomb 75 210 25 60 7
Threats
Kidnapping 64 1 - - -
Narcotics 150 1300 700 400 750
Disturbing - 171 - 432 240
Telephone Calls
Gambling 1000 270 350 63 10
Prostitution 550 100 350 35 100
Total 2039 2052 1425 990 1107
® Would the sound quality of the recording be sufficient for

voice identification analysis?

® What is the optimum type of microphone placement?

® Would the voice record evidence be useful in the

apprehension and prosecution of the criminal?

These questions cannot presently be answered quantitatively.
Discussions with representatives of police departments and the security
industry, however, have revcaled indications that iraproved voice analysis
techniques could have significant impact on the apprehiension and conviction

of certain criminals. There is growing interest in police crime laboratories
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and identification bureaus for developing better methods for recording the
identify of arrestees. New approaches include color photographs and video
tape recordings of arrested persons, in addition to the conventional mug
shots. Also under consideration is the possible use of voice recordings to
be retained in arrest files. Appendix B describes a possible method of
obtaining useful voice samples along with an example of possible sample
material. There is also an increasing awareness and employment of the
concept of installing sensitive sound detectors in protected premises. Such
equipment is connected to a central station by a dedicated leased telephone
line. Any sonic disturbance transmitted to the central station signals the
monitor to listen to the sounds, identify the cause of the disturbance, and
take appropriate action. The chief reason for monitoring the sounds is to
reduce the incidence of false alarms. However, since the sound disturbances
are routinely recorded at the central station, the system provides a ready
source of potential evidence if conversation occurs during the crime. This

is generally the case for the crimes of robbery and vandalism.

The typical cost for security systems of this type is about
$3000 for a basic configuration, with a $30 to $40 monthly monitoring fee.
Reduced costs could be expected for a dedicated voice recording system for
burglary apprehension. Such a recorder could be set up to record and auto-
matically erase in each 24-hour period. Economic considerations indicate
that commercial establishments provide the greatest opportunity for imple-

mentation of such systems.
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2. Criminal evidence, At the present time, relatively few cases

involving voice identification result in courtroom testimony with such evidence
presented at a trial., In the past three years, about 25 trial cases per year
have involved voiceprint evidence. Of those cases that have been brought to
court, approximately 50 percent have resulted in convictions, and 50 percent
in other dispositions. In nearly all convictions there were no expert wit-
nesses called by the defense to challenge the voiceprint evidence. These
results imply the inherent weakness involved in the use of voiceprints for
forensic applications and their vulnerability to challenge from knowledgeable
witnesses.

The use of voiceprint evidence in a particular court case is
affected by a number of considerations. Among these are: (1) the relative
seriousness of the case, (2) the quality of the evidence (recorded voice
samples), (3) the amount and quality of other evidence, and (4) the availability
of a qualified examiner to testify. Other factors are the problems related to
the admissibility of such evidence and the expense involved in its
preparation.

One of the major problems in assessing the reliability of voice
identification is that there is scant literature available to confirm or reject
the fundamental premise upon which the technique is founded, namely, voice
uniqueness. Nor are there available at this time any authoritative data on
the effect on voice spectrograms of (1) nasal or oral surgical operation,

(2) muffling of the voice, (3) mimicking, (4) use of dentures, tooth extractions,

and for example, (5) effects of illness, colds, puberty, external influences,



background noise, emotional state, or (6) effect on spectrograms of isolated
cue words of the preceding and following sounds in a sentence., Such data
would appear to be a necessary prerequisite to scientific acceptance based
on proven reliability. 10

The identification of an individual by his voice, when made
aurally and not by voiceprint, has long been held admissible in criminal
trials, Aural voice identification has been held admissible by analogy to
identifying techniques that involve bodily or physical examinations., Com-
pelled aural voice identification is not protected by the self-incrimination
privilege, even when a suspect is required to repeat the same words that a
witness has indicated were used by the perpetrator of the crime. 1

The response of various state courts to the use of spectrographic
identification has been uneven and contradictory. For example, the New
Jersey State Supreme Court and the California Court of Appeals have ruled
that voiceprint evidence is not admissible due to lack of scientific acceptance,
while the Minnesota State Supreme Court has ruled that the technique may
be used. A recent ruling has involved the U.S. Court of Appeals in
Washington, D.C. In this case, Judge Carl McGowan ruled that voiceprint
evidence is not sufficiently accepted by the scientific community to form a
basis for a jury's determination of guilt or innocence.

The principal objections to the use of voice identification in
court proceedings are: (1) the lack of data regarding the invariance of

spveech, (2) inadequacy of identification experiments conducted thus far,




(3) contradictions in results of experiments conducted by different investi-
gators, and (4) the poor quality of the recordings used in the field for
identification purposes.

As far as the criminal recordings are goncerned, poor quality
can be expected. Although some improvernents are possible, the factors
affecting the recorded signal quality for the most part are uncontrollable.

An equally significant problem associated with the use of voiceprints results
from poor quality of the exemplar material (i.e., the suspect recordings).
These recordings are usually made by police interrogators, with no con-
sideration given to the quality of the recorded speech or the presence of
background noise, reverberations, etc. To minimize this problem, at least
one agency has begun to obtain exemplars over the telephone. The situation
is often crucial to an identification process, since the law requires a suspect
to provide only one exemplar. If the recording process is faulty, this item
of evidence could be irretrievably lost.

Spectrographic voice identification offers great potential as a
reliable means of establishing identity, provided the claims by its proponents

can be substantiated by reliable, unbiased research of the type demanded by

its critics. At the present time, admissibility appears to hinge on whether
the test meets the ''general acceptance' standard for novel scientific methods.
This acceptance has not yet occurred either for the principle of voice unique-
ness or for the reliability of the art of comparing speech spectrograms.

The results of the previous study8 indicated that use of voice identification

techniques could produce savings in investigative and judicial areas and that
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a typical large city police department such as Washington, D.C., New
Orleans, or Tulsa could approximate cost savings of $300, 000 per year.
(These savings are based on the processing of about 2000 cases each year.)
The cost of such processing would be between $60, 000 and $70, 000 per year.
On a simple cost comparison, therefore, the use of such techniques is worth-
while. However, the real benefit would result from increased effectiveness
of law enforcement activities and deterrence of crimes that cause fear,
anguish and harm to the general public,
B. Personal Identification for Crime Prevention

In a modern technological society, there is a continual evolution in the
methods used by criminals, as well as in the types of victims and perpetrators
and the types of losses. This evolution is in response to new developments in
technology and the manner in which these new developments alter the tra-
ditional methods of conducting business, governmental, and other affairs.
Changes are particularly evident in the areas of transportation, communica-

tion, credit cards, and firearms control. The growing use of falsification in

the traditional procedures for establishing identity has become a serious
problem in the control of crime related to narcotics traffic, confidence
swindles, terrorism, and espionage. 12 The lack of effective procedures and
safeguards in the issuance of birth certificates, driver's licenses, and other
documents allows individuals to create multiple identities that can be used in
illegal