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control over the physical condition of the documents submitted, 
the individual frame quality will 'IIry. The resolution chart on 

this frame may be used to evaluate the document quality . 
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PREFACE 

These instructions have been prepared to provide 
clarification and explanation of the Department of Justice 
regulations governing criminal justice information systems, as 
amended March 19, 1976. The instructions are intended to 
assist the agency in each State which is designated a~ being 
responsible for the State plan covering privacy and security, 
as well as other agencies which are affected by the 
regulations, in understanding the impact of the regulations 
and in preparing and implementing the State plan. . 

.. 
The mater ials contained herein do not have the same 

force 0'£ law as the regulations. However, this report has 
been thoroughly reviewed by the LEAA staff which will be 
responsible for approving State plans, ,and has the approval of 
LEAA. All discussions of policy issues are consistent with 
the regulations. 

The instructions were or ig inally issue·d on June 30, 
1975. They have been revised to accommodate the March 19, 
1976 a~endments to the regulations. This revised edition of 
the instructions also incorporates Supplements 1 ,and 2 1 • as 
well as other changes resulting from questions raised during 
the privacy planning workshops in 1975. This is ,the final 
edi tion of the instructions. Any further questlons of a 
substantive nature should be addressed to: 

N'CJISS 
LEAA 
Washington, D.C. 20531 
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Section 1 

THE PLANNING PROCESS 

On May 20, 1975, the Department of Justice issued 
Rules and Regulations governing data contained in 
criminal justice information systems~ These regulations 
called for each State to prepare a State plan and to 
submi t the plan to LEAA for approval by December 16, 
1975. By notice published, in the Federal Register on 
October 24, 1975 (40 FR 49789), the plan submission date 
was changed to March 16, 1976. On March 19, 1976, 
amendments to the regulations were published in the 
Federal Register (41 FR 11714) affecting the provisions 
relating to dissemination and security, and an extension 
of 90 days was announced for the submission of a 
supplemental plan covering these portions of the 
regulations. 

The purpose of these explanatory instructions is to 
assist the States in the preparation of these plans. 
The materials contained herein are not to be construed 
as formal guidelines or requirements, but it is hoped 
that the information will clarify the intent and purpose 
of the Department in issuing these regulations. 

RESPONSIBILITY FOR PLAN PREPARATION 

The regulations require each State to prepare 
and submit to LEAA a criminal history record information 
plan. The purpose of the plan is to set forth 
operational procedures to guarantee the security and 
privacy of criminal history record information in 
systems funded by LEAA. 

The Governor of each State is made responsible for 
determining who shall be responsible for preparation of 
the plan. LEAA has requested each Governor to designate 
a responsible agency. 

The regulations require that the designated State 
agency shall submit a plan on behalf of the State. That 
is, the plan will address means for implementation of 
the regulations throughout the State. It is not 
envisioned that a plan will be submitted by each local 
and State agency maintaining criminal history record 
information. Rather, the single State plan will address 
the intentions of both State and local agencies in 
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complying with the regulations. 

There are obvious difficulties in this approach. A 
State, agency agency cannot commit all state and local 
agenc1es to follow the proposed procedures. However 
~any, of the provisions addres~ procedures to b~ 
1nst1~uted at the, ~tate level,' such as at the central 
~epos1tory for cr1mlnpl history record information. It 
1S assume~ that the agency which submits the plan will 
be attest1ng to the ~cceptance of all the elements of 
the pIa? by the concerned State agencies. With respect 
~o loca~ systems that may corne under the regulations, it 
1S e,x~ected that the planning agency will base its 
cert1f1cate of compliance, which must be submitted with 
the ~lan, on certifi~ations provided by the local 
agenc1es. Further deta1ls on the certification process 
are given in Section 3. 

It is also ,expected that the plan will indicate 
~hat the, approp~late State agency will take steps to 
1nform ~li agenc1es of procedures which will satisfy the 
regu~at1ons. Wh~re other State or local agency systems 
are 1nterfa~ed wIth or use data contained in the central 
sta~e repos1tory, these informational instructions will 
b7 1mplemented b,y means of contractual user agreements 
wlth those agencIes or systems. Should there be systems 
at a, local level which are not users of the State 
~eposltory, the State is obligated to provide guidance 
In ,p~oce~ures for compliance as part of the 
certlflcatlon process. 

The ,formality of the intrastate review and approval 
proc7ss IS a matter ,of discretion for each State. No 
partlcular process 1S required. However, States are 
enc?urag7d to ~nvolve State agencies such as: 
legl~la~lve bodl~S, State Planning Agencies, 
Sta~lstlcal Analysls Centers, OBTS/CCH Data Centers, 
Offlces, of Attorney General, JUdicial Conferences 
Correct1onal Administrations, Departments of publi~ 
~afety ~ Burea,us of Identification, and local agencies 
~ncl~d1ng pollce, courts, corrections and other criminal 
J ustl<?e-rela ted agencies. The mechanisms for secur ing 
such lnv~l~ement inc~ude: formal sign-offs or approvals 
~y speclflc agenCles, written comments from the 
Interested agencies, public hearings, and conferences or 
workshops. 

TIMING AND THE PLANNING PROCESS 

Each State is required to submit its plan by 
March, 16, ,1976! and to submit a supplemental plan 
coverl~g ~Issemlnation and security by June 17, 1976. 
The prIncIpal phases of each State's planning process 
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will be drafting, review by appropriate agencies, and 
the actual submission of the plan and supplemental plan. 

within 90 days of the receipt of the plan or 
supplemental plan, LEAA shall approve or disapprove the 
adequacy of the provisipns of the plans. Evaluation of 
the plans by LEAA will be based upon whether the 
procedures set forth will accomplish the objectives of 
the regulations. Any plan which is disapproved will be 
returned to the State with written comments explaining 
its deficiencies. Should LEAA disapprove a plan, the 
State would have up to 90 days to revise the plan. (See 
Section 4 of these inptructions for further discussion.) 

After such a 90-day extension, LEAA may apply 
fund cutoff procedures authorized by Section 509 of the 
Omnibus Crime Control and Safe Streets Act, as 
implemented by 28 C.F.R. Part 18. 

KEY CONCEPTS IN THE PLANNING PROCESS 

Definition of "Criminal Justice Agenoy" 

The regulations repeatedly refer to special 
requi~ements applicable only to criminal justice 
agencIes. It is vital, therefore, to understand the 
meaning of "criminal justice agency" and the related 
term "administration of criminal justice." 

"Criminal justice agency" means: (1) courts; 
(2) any government agency or any subunit thereof which 
performs the administration'of criminal justice pursuant 
to a statute or executive order, and which allocates a 
substantial part of its annual budget to the 
administration of criminal justice. 

"The administration of criminal justice" means 
performance of any of the following activities: 
detection, apprehension, detention, pretr ial release, 
post-trial release, prosecution, adjudication, 
correctional supervision, or rehabilitation of accused 
persons or criminal offenders. The administration of 
criminal justice also includes criminal identification 
acti vi ties and the collection, storage, and 
dissemination of criminal history record information. 

An affirmative answer to each of the following 
questions is required for an agency to be considered a 
criminal justice agency: 

1) Is the agency a "government agency" or a 
subunit thereof? 
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To be characterized as "governmental," the head of 
the ag~ncy in question must be administratively 
:esponslble t? elected p~blic <?fficials. Corporations 
~nd other prlv~te agenCl.8S WhlCh by contract perform 
lmportant £~nctl?nS related by criminal justice should 
not be consldered as government agencies. (See page .) 

2) Is th; agent.JY performing one of the specific 
functlons of the adm'i nistrat.ion of justice 
(e.g., detection, apprehension) pursuant to a 
Federal or State statute or executive order? 

Language in the statute or executive order must 
exp~.E:lss1y indic~te that the agency is authorized to 
t;>er.l?rm a functlon of the adminis tr':l tion of cr iminal 
Justlce. It need not, however, name the specific 
a~en,?y. Language which indica tea that an agency is 
W1. thlr; a class of agencies au thor i zed to per form a 
functl~~ ?f the admi~istration of criminal justice will 
be sufflClent authorlty. 

The requirement for authority based on a statute or 
executive order will require some State and local 
agencies covered by the regulations to seek such 
authority. It was not the intent of the requlations to 
ca~s~ a d~sru?tion of services now being -provided to 
cr lml.nal J ustlce because of this restr iction. Since 
mos~ of the regUlations do not have to be implemented 
untl~ December 31, 1977 1 agenci~s should have time to 
acqulre the necessary authority. 

. ,The definition of "administration of criminal 
J ustl~e;" ,does not include ?r ime p're~~n~ion acti v i ties, 
nor C:L.lmll'lal def~e~ functlons \' Defense attorneys arf!! 
~her~fore not: ellglble to receive records as criminal 
J uS~.l..ce et9.enqies. Nei ther are organi za tio~1ha t 
ope:ra t~ drug addiction trea'tmen t p.rogr.ams (or similar 
communlty programs) as a method of ctime prevention 
(unless the treatment program was specifically charged 
by.statute or executive order with the rehabilitation of 
off~nders~. Thes~ agencies may receive records, hGwever 
[see the lnstructlons on Section 20.2l(b)(2)]. 

The term "executive order" is defined as an order 
by the president or the Chief Executive of a state which 
h:~s ,the, force of law and is published in a manner 
pe~~l ttlr~g regular, public access thereto. Orders by 
10c~1 ch~ef executlves are not executive orders within 
the meanlng of the regulations. 

3) Does the agency or subunit thereof (if it is 
l!()t a court) allocate a SUbstantial part of 
lts annual budget to the administration of 
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criminal justice? 

It is difficult to define an ~xact percentage for 
the" term "substantial," and it is also obviously 
arbitrary to select a specific number. It nevertheless 
~ppears that "substantial" means more than 50% of the 
annual budget. However, the var iety of accounting o'r 
b~dgeting procedures which may be used to compute such a 
figure make it necessary to examine carefully the 
purpose of this test before making final decisions. The 
commentary on the regulations indicates that any agency 
or subuni t which is to be construed as a cr iminal 
justice agency under these regulations should have as 
its pr incigal function one of the functions of the, 
administratlon of criminal justice as defined in the 
regulations. This should not be taken as requiring that 
such an agency be exclusively performing administration 
of criminal justice functions~ 

Included as cr irninal j Llstice agencies would be 
traditional police, courts, and corrections agencies as 
well as subunits of non-criminal justice agencies 
performing a function of the administration of cr~minal 
justice pursuant to Federal or State statute or 
execll ti ve or.der. The above "subuni t of non-cr iminal 
justice agencies" could include, for example, 
investigati ve offices of the U. S. Department of 
Agriculture which have as a major function the 
collection of evidence for criminal prosecutions of 
fraud. It is also possible for a functional subunit of 
a data processing agency, to qualify as a criminal 
justice agency under these regulations. 

The level in the organization defined to be a 
criminal justice agency must be construed narrowly if 
the intent of the regulation is to be met. State 
legislators, governors, State criminal justice planning 
agencies, city administrators and mayors, heads of non­
criminal justice departments and their immediate 
assistants may generally exercise oversight and 
supervision of criminal justice subunits in the course 
of their many duties. Under normal circumstances, 
general policy-makers and purely staff agencies such as 
those mentioned above are not to be considered as 
criminal justice agencies. 

The general rule is that agencies and individuals 
who provide only funding, oversight, staff services, 
general supervision, or policy guidance without 
regularly engaging in the day-to-day management or 
administration of criminal justice activities 
(detection, apprehension, etc.) are not criminal justice 
agencies under the regulations. 
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In ex,?eJ?tional, cases, a chief administrator may 
assume decision-maklng powers reserved to traditional 
criminal justice officials. In these specific circum­
stances, an informal decision may require access to 
criminal history record information. The disseminating 
agency or subunit under such circumstances has the 
burden of determining whether the facts warrant 
considering the chief executive as a part of a criminal 
justice agency. These situations are expected to be 
infrequent. 

Agencies CovereQ by the Regulations 

All state and local agencies awarded LEAA monies 
after July 1, 1973 for manual or automated systems which 
collect, store, or disseminate criminal history record 
information are subject to these regulations. The 
r~gula tions aPI?ly to :)Uch systems handling cr iminal 
hlstory record lnformation collected at any time (either 
before or after July 1, 1973) unless specific provisions 
of the regulations indicate otherwise. Both cr iminal 
justice and non-criminal justice agencies may be 
affected by the regulations. 

,The regulations do not apply to agencies which have 
recelved LEAA funds for general purposes other than the 
collect~on, stor~ge or dissemination of criminal history 
record In~ormatlon. For example, an agency receiving 
funds to Implement and operate automated non-criminal 
history record information systems (e. g., per sonnel, 
resource allocation, performance evaluation) would not 
by such funding be included under these regulaEions. 

,T~e re~u~ation~ also do not apply to agencies 
receIvlng crlminal hlstory record information from LEAA 
funded agencies unless the receiving agencies themselves 
have ,been ,gran,ted LEAA ~ur:ds for, the collection, storage 
or d Issemlna tlon of cr lmlnal hIstory information. In 
other words, the mere receipt of criminal history record 
informa tion by Agency B from Agency A does not br ing 
~gency B under the coverage of these regulations, even 
If Agency A's system is federally funded. However, in 
~uch a c,ase, Agency B, as a prerequisi te to receiving 
InformatIon from Agency A, would have to sign a user 
agreement wi th Agency A and would be bound by the 
regulations to the extent that provisions of the 
regulations are incorporated in the user agreement. 
(See the Section of these instr~tions on "Limi ts on 
Dissemination" for more information.) 

The following chart indicates the factors which 
go,:,e~n t~e i,mpact of the regulations on particular 
crImInal JustIce agencies and the consequent procedures 
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required. To use the chart, find the column (1 through 
13) that correctly indicates the combination of 
applicability criteria (upper left column) that 
characterizes your agency. For example, if your agency 
is LEAA-funded for maintenance of a cr iminal history 
record system, but ne~ther receives records from other 
agencies nor disseminates records to other agencies or 
individuals, you would select colump 9. If your agency 
does disseminate these records to other agencies or 
individuals, you would select either column 12 or 13. 
Once you have selected the correct column, simply read 
down the column to find' which of the operational 
procedures (lower left column) are required of your 
agency ("x" indicates that the particular procedure is 
required) . For example, if column 12 or 1'3 
characterizes your agency, all of the listed operational 
procedures are required. If your agency does not 
receive LEAA funds, does not maintain criminal history 
records, but does receive such records from another 
agency and does not redisseminate them, column 4 would 
be applicable and would indicate that your agency would 
be bound to comply with the regulations as specified in 
the user agreement signed with the agency from which the 
records are received. 
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Definition of "Criminal History Record Information" 

The regulations apply only to criminal history 
record information. Agencies which do not collect, 
store, or disseminate criminal history record informa­
tion are not subject to the regulations. The definition 
presented in the regulations states that: '''Criminal 
history record information" means information collected 
by criminal justice agencies on individuals consisting 
of identifiable descriptions and notations of arrests, 
detentions, indictments, informations, or other formal 
criminal charges, and any disposition ar.ising therefrom, 
sentencing, correctional supervision, and release. The 
term does not include identification information such as 
fingerprint records or photographs to the extent that 
such information does not indicate involvement of the 
individual in the criminal justice system."' 

The regulations were wr it ten wi th the in tent of 
cover ing collections of records containing histor ical 
references to an identifiable person's involvement with 
criminal justice agencies. Such a collection of records 
wou~d have (potentially) a listing of more than one 
event, such as a listing of all arrests. This file 
would also be accessible by the name of the person, so 
that an inquiry by name could produce a listing of many 
or all actions taken relating to the subject by criminal 
justice agencies. 

To ensure that all instances are covered under 
which such a collection of records is maintained, the 

- regulations and the commentary create two tests to 
determine whether or not any particular collection of 
records is criminal history record information. 
Essentially, to qualify for inclusion in the definition, 
the individual records so assembled must contain both 
(1) identification data sufficient to identify the 
subject of the record and (2) notations regarding any 
formal criminal justice transaction involving the 
identified individual. To be more precise" the t~pes of 
transactions referred to are those defined by the 
OBTS/C~H data base designs. The identification data 
does not have to include fingerprints t although the use 
of fingerprint-based identification to govern the entry 
of data into a criminal history file is strongly 
recommended as a means of insur ing completeness and 
accuracy. 

Al though the regulations apply pr imar ily to 
traditional "rap sheet" record systems, many other files 

'or record systems maintained by criminal justice 
agencies may fall wi th~ n the defini tion of cr iminal 
history record information. For example, the 

Regulations 
Reference 

20.3(b) 
and 
20.20(a) 
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rogulationo would apply to criminal history information 
con ta:lncd in police files indica ting for each per son 
therein notations of the arrests of the person, 
prOD1Qutor files or system$ indicating the convictions 
or. l1r.reM;'$ relat:i.ng to an individu"l, accumulations of 
preDentence reports or probation reports containing 
information on prior criminal involvement, and so on. 

The definition of criminal history record 
information does not include intelligence or 
investigative information. Thus, the regulations do not 
apply to such information as suspected criminal 
activity, aasociates, hangouts, financial information, 
or ownership of property or vehicles. They also do not 
apply to in forma tion such as s ta tis tics der i ved from 
offender-based transaction statistics systems which do 
not reveal the identify of individuals. Criminal 
recerds of corporations are not included in the 
definition of criminal history record information since 
identifiable individuals are not involved. 

The regulations specifically exclude certain 
t:ypos of lnfor.ma tion tha t might otherwise be included 
within the definition of criminal history record 
information. These specific exclusions include 
information contained in: 

1.) l?oste.rs , announcements, or 
identifying or. apprehending 
wanted persons. 

lists for 
fug i ti ves or 

2) Original records of entry such as police 
bl.ol:ters maintained by criminal justice 
agencies, complied chronologically and re­
quired by la·w or long-standing custom to be 
mtldo Pllblic, if such r eco.rds are accessed 
solely on a chronological basis. 

3) Court records of public judicial proceedings. 

4) Published court or administrative opinions. 

5) 

6) 

Public judicial, administrative 
legislative proceedings. 

or 

Records of traffic offenses maintained by 
Stnte departments of transportation, motor 
vch:tcl.es or the equivalent thereo.f for the 
purposes of regulating the issuance, 
suspension, revocation, or renewal of 
drlverJ s , pilot's or other operators' 

·-------·---------Etiiif----------------------
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licenses. 

7) Announcements of executive clemency. 

Exclusions (2) and (3) require explanation. 

Original Records of Entry. The regulations do 
not apply to original source records prepared by 
criminal justice agencies to record, on a chronological 
basis, the occurrence of criminal events or transactions 
and basic facts about them. Examples include reports of 
crime scene investigations filled out by the inves­
tigating officer, individual arrest reports descr ibing 
the arrest and circumstances surrounding it, and police 
blotters or equivalent arrest books used to record 
arrests chronologically and customarily made available 
to the press for inspection. The major function of such 
records is to provide cur.rent information on police 
activity and to guard against secret arrests, and this 
is the pr imary reason for the exclusion. However, an 
additional reason is that the difficulty of retrieval of 
arrest information from chronological original records 
of entry such as the traditional police blotter tends to 
discourage unwarranted inquiries into a person's past 
record, and thus the public availability of such records 
does not present a significant danger of privacy abuse, 

It must be clearly understood that these original 
source documents are excluded only if they are compiled 
and accessible solely on a chronological basis. If the 
documents are filed alphabetically, thereby allowing a 
search by name for retrieval of all such records related 
to a particular person, the collection of documents is 
no longer covered by the exclusion and becomes subject 
to the regulations. Likewise, any index to the 
documents that permits a search of the collection on the 
basis of name would, in conjunction with the documents, 
be criminal history record information and subject to 
the regulations. For example, in many areas the police 
'Jlotter has been eliminated in favor of computerized 
booking systems which make it possible for private 
individuals or newsmen, upon submission of a specific 
name, to obtain, through a computer search, a history of 
the named person's arrests. Such files create a partial 
criminal history data bank potentially damaging to 
individual privacy, especially since they do not contain 
final dispositions. 

Indeed, manual systems keyed to specific individuals 
which contain all of the agency's arrest reports 
compiled over a period of time have the same potential 
for abuse as computerized systems. By requiring that 
such records be routinely available to the public and 

Regulations 
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.. ptesa only if they are accessed solely on a 
chronological baais, the regulations limit inquiries to 
specific time periods and discourage general fishing 
expeditions into a person's private life. 

It .is not possible to avoid the regulations by 
separating parts of a file or data system, such as by 
separ.ating the name index from substantive records. 
Under the regulations, the physical distribution of the 
records is not relevant. As lona as name access is 
permitted, and the access method effectively links the 
recocds together in .retrieving them, the system falls 
under the definition of criminal history record 
informa t.l.on. 

Court Records. The regulations also specifically 
exoluae Qcourt records of public judicial proceedings." 
The effect of this exclusion is to make the regulations 
inapplicable to information systems maintained by the 
jUdicial branch for the purpose of recording the 
processes and results of public court proceedings. It 
should be stressed that this does not affect the 
obligation of courts to report dispositions to systems 
rna In ta ined elsewhere, such as to cen tr al State 
repositor:ies. 

!xamples of Systems Covered 

The following table shows the extent of coverage of 
sOmt~ typical .record systems. It should be emphasized 
that the procedures required in the event a particular 
system qualifies for inclusion will vary, depending 
primar.ily on the extent of dissemination. 
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Public Disclosure of Criminal Proceedings 

Regulations 
Reference 

The regulations recognize that pu~lic announce- 20.20(c) 
ments of ongoing developments in the criminal justice 
process should not be precluded. To quote the 
regula tions, "Nothing in these regulations prevents a 
criminal justice agency from disclosing to the public 
criminal history record information related to the 
offense for which the individual is currently within the 
criminal justice system." This means that information 
may be released to the public concerning any aspect of 
an individual's case if the case is still pending or if 
he is still under the jurisdiction of any segment of the 
criminal justice system. This provision should be read 
in conj unc tion wi th section 20.21 (b), however, which 
provides that, after December 31, 1977, nonconviction 
data may not be given out for noncriminal justice 
purposes unless authorized by statute, ordinance, 
execu.tive order or court order or rule. Since non­
conviction data includes information relating to year-
old arrests that have not resulted in a disposition and 
are not still under active prosecution (see page 29 of 
the instructions) , information relating to such 
"pending" arrests may not be given out, absent 
appropriate legal authority (as set out in Section 
20.2l(b) (2)). If the individual is acquitted, or if 
charges are not brought or are dismissed or indefinitely 
postponed, information concerning such arrests also may 
not be released to noncriminal justice recipients unless 
au thor i zed in accordance wi th section 20.21 (b) (2); this 
information could be obtained from court records, 
however. 

It is also permissible for a criminal justice 
agency to confirm certain matters of prior criminal 
record informa tion upon specific inquiry. Thus, if a 
question is raised: "Was X arrested by your agency on 
or a.roLlnd Christmas time 1952?" and this can be 
confirmed or denied by looking at an original record of 
en tr:(, then the cr iminal justice agency may respond to 
the l.nquir.y. 

Dissemination 

Although "dissemination" is a key concept in the 
.regulations, the regulations do not define the term. 
However, it can be interpreted to apply to the release 
or transmission of criminal history record ~nformation 
by an agency to another agency or individual. Use of 
the information by an employee or officer of the agency 
maintaining the records does not constitute 
dissemination for purposes of the regulations. Further, 
reporting the occurrence of and the circumstances of a 
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criminal justice transaction is not dissemination. ~hat 
is, the reporting of an arrest or other transactl.on, 
including dispositions, to a local or State repository, 
or to the FBI, is not dissemination. (See, the last 
sen tence of section 20.21 (e) ) . Similar ly, repor ting 
~a ta on a par ticular cr iminal <;harge t,o ~n?th~r cr iminal 
Justice agency so as to permlt the lnltlatlon of sub­
sequent criminal justice proceedings is not considered 
to be d issemina tion. For example, police depar tmen ts 
may deliver arrest reports to a prosecutor as part of 
the documentation required for prose~utorial action; and 
prosecutors may use the information in preparing 
presentence reports or other reports for courts. 
Because of the "subject-in-process" nature of these use~ 
of records, there will be no possibility that a 
transaction has occurred that is unknown to the agency 
transmitting the record. Hence, such transmissions need 
not be considered disseminations, and predissemination 
queries of the central State repository need not be 
made. It must be stressed that this interpretation 
applies only if the information passed from one agency 
to another relates solely to the criminal charge that is 
in process. If information is included that relates to 
other charges (for example, if a defendant's entire rap 
sheet is included in the file given by the police to the 
prosecutor) then a predissemination query of the central 
State repository is necessary to insure that the 
informa tion r ela ting to other charges is up- to-da te. 
(See the section on Completeness and Accuracy for more 
information on predissemination queries.) 

Regulations 
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section 2 

ELEMENTS OF A 
CRIMINAL HISTORY RECORD INFORMATION PLAN 

This part sets forth instructions for development 
and implementation of the criminal history record infor­
mation plan specified in the regulations, which require 
each State to sUbmit a plan setting forth ~operational 
procedures" to implement the provisions of Section 20.21 
of the regulations. 

It should be emphasized that the plan must provide 
for ,full compliance in every respect wi th the 
requirements and limitations set forth in Section 20.21. 
However, pursuant to Sections 20.22 and 20.23, not all 
of the procedures set out in the plan need be fully 
implemente~ at the time the plan is sUbmitted. Section 
20.22 reqUires that the procedures for access and review 
by record subjects set out in Section 20.21(g) must be 
fully operational upon plan submission. All other 
provisions in the plan should be implemented to the 
"maximu~ extent feasible." This is stated by the 
~egulatlons to mean that all provisions must be 
lm~lem~nted.that do not require additional legislative 
autho~ity, i~v~lve unreason~ble cost or exceed existing 
technical abili ty at the time of plan submission. If 
these latter factors require delayed implementation of 
specLEic; provision,s, the cer tifica tion required by the 
regulat:I.ons must identify these procedures, state the 
degr~e ?f implementati.on achieved at the time of plan 
submission and describe the steps being taken to 
overcome the barriers that have prevented full 
implementation. 

The only exception to this requirement is the 
matter of the dissemination limits set out in Section 
20.~I(b). Implementation of these limits need not occur 
unt!11 December 31, 1977, and there is no requirement 
that any explanation be given for tailure to implement 
them prior to that time. 

'rhus, to comply wi th the regula ti.ons, each Sta te 
must (1) devise a plan providing for full compliance 
with section 20.21; (2) determine the extent to which 
full implementation of the procedures set out in the 
plan will ,re.qu,ire addi tiona 1 leg isla tion, additional 
funds or addl tlonal technology i (3) ini tia te s tE!PS to 
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overcome these barriers; and (4) devise a schedule of 
implementation designed to achieve full operation of all 
plan procedures as soon as feasible and in any event by 
December 31, 1977. 

The State plan should contain four major Sections: 

1. Objectives of the Plan 

2. Approach to Achieving the Objectives 

3. Schedule of Major Milestones 

4. Responsibilities of Involved Agencies. 

Each Section should present the intent of the State in 
complying with the regulations. 

LEAA does not anticipate receiving large documents 
in this planning process. Plans should be considerably 
less than the detail contained in, for example, State 
Comprehensive Plans. As a rule of thumb, the criminal 
history information plan should be between 50 and 75 
single-spaced typewritten pages, not inclUding the 
cer tifications of all covered agencies in the State, 
which may be supplied as an appendix to the plan. 

Most of the material contained in thes0, 
instructions deals with Section 2 of the plan--Approach 
to Achieving Objectives. The section on schedule should 
show specific timetables and major milestones in 
bringing agencies into compliance with the regulations. 
The milestones should reflect implementation dates for 
all operational procedures required by the regulations, 
in each of the five areas discussed here. 

The last section of the plan should specify the 
agencies having responsibility for implementation of the 
required procedures, including all of the various 
responses the State may make to comply with the 
regulations. For example, if the plan calls for 
leg islati ve action, an agency should be assigned the 
responsibility of drafting and sponsoring legislation. 
The plan should identify the agency responsible for 
overall implementation of the plan. 

The State plan should not reflect details which 
would relate only to a single local agency. For 
example, the police Department of the City of Buffalo, 
New York, may be subject to the regulations. 
Nevertheless, it will not be necessary to specify in the 
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PJ;un Buff~lO P.D.IS .approach to implementing the 
regulation" or a detaJ.led schedule of implementation 
milcntonea for the department. The plan should present 
howov~ri the specific procedures the State and it~ 
Clf]encncn will establish to insure that covered local 
agencle~ are fU~l~ informed in a timely fashion 
concern~ng theIr responsibilities under the 
regulatlOn[L Such procedures may include: workshops 
Goni enmcea, (;lna mailing of I:nese instructions and/o; 
the State plan to local agencies. 

~L'hC! remainder of this part of the instructions 
irycludeo a brief discussion of objectives and a 
(:hGc~GGion of the opera tional procedures and actions 
~nqlllred to comply wi I:h the regulations. Sta tes should 
fe?l.free t~ use as much of this material as they wish in 
wrItIng thelr own plans. 

OBJgC'rXVrm 
~ __ {"";;I:.4_""*~",, 

Section 524 (b) of the Omnibus Crime Control and 
Sufe Streets Act provides--

II (b) All criminal history information 
collected, stored, or disseminated 
through support under this title shall 
contain, to the maximum extent feasi­
ble, disposition as well as arrest 
dat~ where arrest data is included 
there~n. ~he ?ollcction, storage, 
and dlssemlnatlon of such information 
nhnll take place under procedures 
reasonably designed to insure that 
all B~ch information is kept current 
therc1nJ the Administration shall 
assure ~hat the.sec~rity and privacy 
o~ all 1nformatlon 1S adequately pro­
VIded for and that information shall 
only be used for law enforcement and 
criminal justice and other lawful 
purposes. In addition, an individual 
who believes that criminal history 
~nformation concerning him contained 
~n on ulutomated system is inaccurate, 
lncomp etc, or maintained in viOlation 
of this title, shall, upon satisfactory 
verification of his identity, be entitled 
to review such information and to obtain 
a CQPy of it for the purpose of challenge or 
correction. II 
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To implement this provision, the regulations 20.21 
provide that each state plan must set forth operational 
procedures on: (a) completeness and accuracy, (b) 
limi tations on dissemination, (c) ge11eral policies on 
use and dissemination (relating to non-criminal justice 
purposes), (d) juvenile records, (e) audit, (f) 
secur i ty, and (g) access and review. The guidelines 
follow this format, except that (b), (c) and (c1) are 
grouped under one heading on limits on dissemination. 

Completeness and Accuracy 

Each plan must set forth procedures to insure 
that criminal history record information is oomplete and 
accurate. I:Complete" means, in general, that arrest 
records should show all subsequent dispositions as the 
case moves through the various segments of the criminal 
justice system. The approach of the regUlations is that 
complete records should be maintained at a central state 
reposi tory, and the minimum completeness requiremen ts 
included in the regulations are made applicable to 
records maintained at such central reposi tor ies. 
IIAccurate li means containing no erroneous information of 
a material na~ure. The regulations require operational 
procedures to minimize the possibili ty of erroneous 
informa tion storage and a system for notif ication of 
prior recipients when erroneous information is 
discovered. 

Limits on Dissemination 

Section 524 (b) of the Safe streets Act requir(!~ 
that dissemination and use of criminal history record 
informa tion be limi ted to "or iminal j ust.ice and other 
lawful purposes." The regulations requite each State 
plan to contain operational procedures relating to 
dissemination of nonconviction data tor such non­
criminal justice purposes as licensing, employment 
checks, secur i ty clearances and research. The 
regulations also require procedules for limiting the 
dissemination of juvenile records for non-criminal 
justice purposes. 

The regulations place no limits on dissemination of 
conviction data or data relating tOI pending cases. 

.Aud~,,~s and Quali ty Con tro1 

Inherent in Section S24(b) of the Omnibus Crime 
Cont]~()l and Safe streets Act is the requirement that 

20.2l(a) 

20.21(a) (1) 

20.21(a) (2) 

20.2l(b) 

20.2l(d) 

20.21(e) 
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< criminal justice agencies devise some method for 
monitoring compliance with restrictions set out in/the 
l~gislation. The regulations address this problem by 
reqLlir ing that appropr iate records be kept of record 
disseminations and that each State conduct an annual 
audit of a representative sample of State and local 
criminal justice ag'encies to verify adherence to the 
regulations. The guidelines discuss the kinds of 
records that should be kept and the mechanics of the 
'annual audit requirement. 

Security 

Section 524(b) requires that the security of 
crim~nal history record information be adequately 
provlded for. The regulations set forth in some detail 
the procedures that must be instituted to implement this 
requirement, including procedures relating to 
protection against unauthorized disclosures, protection 
of physical facili ties, and selection, training and 
supervision of employees. 

Individual Right of Access and Review 

One of the most effective ways to relieve the 
concern of many people about the kinds of information 
maintained in criminal justice information systems and 
at the same time help to insure the accuracy and 
completeness of the information is to permit the 
individual to review information maintained about him 
and to challenge and correct it if he deems it 
inaccurate or incomplete. Thus, Section 524 (b) 
guarantees this right. The regulations set out in some 
detail the kinds of procedures that must be established 
to implement the right. Included are procedures for 
access, ~nd ch~lle~ge, administrative review and appeal 
of ,cr,lmlnal J uStlce agency actions, notifying pr ior 
reclplents whenever information is corrected and 
advising the individual of the identity of non-criminal 
justice agencies that have received erroneous 
information about him. 

The remainder of this section addresses the 
operational procedures required in each of the five 
major areas of the regulations. 

COMPLETENESS AND ACCURACY 

Se?t~on 52~(b) of the Safe Streets Act requires 
that crlmlnal hIstory record information be kept current 
and that disposition data be included with arrest data 
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to the maximum extent feasible. Thus, the regulations 
require the establishment of procedures for the prompt 
reporting of dispositions and for queries tq insure that 
criminal justice agencies upe and disseminate the most 
current data available. 

Central State Repositories 

Clearly, the most effective, efficient and 
economical way of satisfying both of these requirements 
is through the establishment of a central State 
repo~itory to serve all criminal justice agencies in the 
State, requiring the prompt reporting of all 
dispositions to this repository,and requiring all 
criminal justice agencies in the State to query the 
repository before disseminating criminal history record 
information to be sure the information is the most 
current available. Inquiries of a central State 
reposi tory shall be made prior to any dissemination 
except in those cases where time is of the essence and 
the repository is technically incapable of responding 
within the necessary time period. Although the 
regulations do not strictly mandate this approach, they 
clearly recognize it as the most appropriate. It greatly 
simplifies the problem of disposi tion reporting and 
eliminates the need for maintaining expensive duplicate 
complete criminal histories at the local level. ?tates 
should adopt this approach in their plans unless there 
are compelling reasons for, not doing so. 

Establishment of Central State Repositories. The 
commentary defines a central State repository as "a 
State agency having the function pursuant to statute or 
executive order of maintaining comprehensive statewide 
criminal history record information files." The 
commentary further notes the expectation that 
"ultimately, through automatic data processing, the 
State level will have th~ capabili ty to handle all 
requests for in-State criminal history information." 

States should, therefore, seek legislative 
authority, where it does not already exist, creating a 
central repository of criminal history record 
inf0rmation. The repository should have the authority 
by statute to maintain complete criminal history files 
available to criminal justice agencies throughout the 
State. It should have the capacity, supported by 
necessary automated data processing equipment and 
telecommunications and terminal facilities, to provide 
criminal identification and criminal history record 
services to all criminal justice agencies in the State. 
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Reporting of Dis~osi tions. Section 524 (b) of the 
Safe Streets Act requIres that dispositions be included 
with ar.rests "to the maximum extent feasible." Thus, 
the plan must set fort~. procedures designed to insure 
reasonably prompt reporting of dispositions. Since it 
is expected that all States already have or will 
establish central state repositories for the maintenence 
of complete criminal histories, the regulations set 
minimum standards for reporting of dispositions to these 
cen tral reposi tor ies. As a minimum, the plan must 
establish procedures to insure that all dispositions 
occurring within the State are reported to the central 
State repository within 90 days after occurrence for 
inclusion on arrest records available for dissemination. 

"Disposition" is defined to include the fbrmal 
conclusion of each stage of a case as it moves from 
at.rest through the criminal justice system. The term 
includes police dispositions such as decisions not to 
r.efer. charges; prosecutor dispositions such as elections 
not to commence criminal proceedings or to indefinitely 
postpone them, court dispositions such as convictions, 
dismissals, acquittals and sentences; corrections 
dispositions such as paroles or releases from 
sUpervision; and such other dispositions as pardons or 
executive clemency or appellate court decisions 
rever sing o.r mod ifying ear lier d isposi tions. To be 
complete under the regulations, a criminal history 
record must include all dispositions that have occurred 
in the case from arrest to final release of the 
individual from the cognizance of any segment of the 
criminal justice system. Thus, an effective disposition 
reporting system must include provisions for reporting 
of dispositions by every component of the system: 
police, prosecutors, courts and corrections. 

To accomplish this, every State that does not 
already have such a law should seek legislation 
providing for mandatory reporting of dispositions. The 
legislation should require that dispositions be reported 
to the central State repository and should be binding on 
all components of the criminal justice system in the 
State at whatever level. The legislation should contain 
sufficien t sanctions, including fines , penalties and 
audits, to assure that it is enforceable. 

Reporting need not be directly to the central 
repositor.y. The legislation in some States conceivably 
may call for reporting to a local- or State-level 
collection point which will forward data to the central 
reposi tory. For example, in some Sta tes the tr ial 
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courts may report to a judicial administration unit at 
the State level, which acts as a satellite data 
collection center for the central repository. There may 
also be instances where regional data systems will act 
as collection center s for local agencies, creating a 
subsequent interface to the central repository. These 
systems are qui te useful and can assist the central 
repository in ensuring that reporting is complete. 

Until such legislation can be obtained in States 
that do not have mandatory reporting laws, procedures 
must be established in the plans to insure disposition 
reporting to the max~mum extent possible. These 
procedures should be supported by formal agreem~nts 
between criminal justice agencies, identifying the 
officials in particular agencies who are responsible for 
disposi tion reporting. The procedures should require 
reporting to the central State repository (either 
directly or indirectly) , which should have the 
responsibility for assuring that the procedures are 
being implemented. 

The regulations call for the development of a 
system of reporting which records all dispositions. The 
disposition reporting system outlined in the plan should 
provide for the positive identification of an individual 
through fingerprint identification as well as the 
capability to uniquely track the individual through 
final disposi tion of the ch.arges incident to the arrest. 
Care should be taken to insure that identification 
procedures established under the arrest and disposition 
reporting system are consistent with the national 
single-print submission concept, which calls for only 
the initial set of prints to be submitted to the FBI and 
all subsequent submissions to be handled by the central 
State reposi tory. All disposi tion information related 
to a specific arrest should be tied back to the set of 
fingerprints taken relative to the arrest by means of a 
tracking number or some equivalent means of linking 
information generated by different agencies in the 
criminal justice process. 

For example, an arrest and disposi tion reporting 
tracking number could be assigned at the time the 
fingerprints are generated in the jail booking process. 
The tracking number would accompany forms or computer 
input formats which would follow the individual's case 
through prosecutor, courts, and correctional 
processing. Initial identification and a~rest segment 
information as defined by the NCIC Computerized Criminal 
History system would immediately be submitted to the 
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State repository along with the arrest and disposition 
tr. acking number, to facili ta te track ing of all 
transactions subsequent to arrest. 

As another. example, a tracking number could be 
assigned at the point that a complaint is issued. This 
tracking number could then be transferred onto the 
warrant commitment as well as the jail booking 
documentation, prosecution, courts, and correctional 
disposi tion repor ting formats. Each tracking number 
would be unique to the individual and the charges 
related to the initial complaint. The positive 
identification process in this example would be 
accomplished at jail/booking (Le., at the point when 
t:he tracking number previously established is entered 
onto the fingerprint card). 

Disposition reporting forms or formats in both 
examples would be sent to the applicable criminal 
justice agencies which would submit appropriate 
disposition information to the State repository or to a 
satellite collection center. These two examples 
iden tify two of the many possible methods for 
disposition reporting. States are encouraged to create 
reporting systems which best meet their own needs, 
within the bounds of these regulations. 

Promptness of Disposition Reporting. The 
regulations provide that, in States that have central 
State repositories, dispositions occurring anywhere 
w~th~n the State must be reported to the repository 
wlthln 90 days after occurrence. The regulations make 
this requirement applicable to "all arrests occurring 
subsequent to the effective date of these regulations." 
Thus, ,the 90-day limi t is applicable only to arrests 
OccUrrlng after June 19, 1975. Dispositions relating to 
arres.ts made prior to that date are not subject to the 
limit even if the dispositions occur after that date. 
Such dispositions are, however, bound to be reported as 
promptly ~ possible under prevailing circumstanceS":"" 
Moreover, even with respect to arrests that occur after 
June 19, 1975, the 90-day period should be considered a 
minimum requirement. Every State plan should provide 
lli, the repor ting of disposi tions as promptly as 
£~aS~~l~ c?n~ideFing the ex~sting state of development 
of C[lmlna~ ]Ust1ce systems 1n the State. 

Even . though the regulations stipulate that 
dispositions should be submitted relative to arrests 
after JUne 19, 1975, there is language in the Act and 
the regulations to indicate that disposition reporting 
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should be implemented "to the maximum extent feasible." 
The approach to be taken in complying should be aimed at 
creating a disposition reporting system if one does not 
already exist. There is no intent to require that 
agencies go back into old records and obtain 
dispositions for all arrests occurring before a 
disposi tion reporting system is in effect. Al though 
agencies must pursue the development of disposition 
reporting in good faith, these procedures can be 
implemented as late as December 31, 1977. Where no 
implementation is possible now, agencies would not be 
expected to attempt to reconstruct records, even if the 
arrest occurred after June 19, 1975. ' 

The plan should include some method of insur ing 
implementation of the 90-day reporting requirement or 
whatever shorter reporting requirement the plan 
provides. As a minimum, this must include a procedure 
for regular and random audits to check on conformance 
wi th repor ting per iods. The plan should detail this 
procedure, including a description of the audits to be 
performed, the individuals or agencies responsible for 
performing them and sanctions to be applied in the case 
of discovered violations. The detailed provisions of 
audi t procedures are discussed further in the Section 
concerning audit and quality control. 

In addition, States may wish to consider including 
in their plans a procedure for some level of 
investigation before disseminating a record if no 
disposition has been recorded for a period long enough 
that a disposition can normally be expected to have 
occurred. Thus, a record of an arrest for a given 
offense with no disposition recorded might call for a 
check back befo~e dissemination after a period of six 
months if court dispositions for that offense normally 
occur in four to five months and dispositions normally 
are reported within a few weeks. 

The extent to which procedures'of this kind can be 
instituted, and, of course, the applicable tirn~ periods 
and the steps that can be taken to determine whether 
unreported dispositions have occurred, will vary greatly 
from State ~o State. However, each State should 
consider including some such procedure in its plans. As 
a minimum, even in States where reporting of 
disposi tions is in an early stage of development and 
where criminal history record systems are almost 
entirely manual, the State should be able to implem~nt a 
procedure of checking by telephone before dissem~nating 
arrest records over a year old to be sure that no 
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.disposition has occurred and that the case is still 
actively pending. The regulations require ~uch a 
procedure to be established to prevent the dissemination 
o,r; year-old arrest records for certain non-criminal 
justice purposes. Even though not required by the 
r.egula tions, it would cons ti tu te sound record-keeping 
practice to also update records sent to criminal justice 
agencies where the disposition can be determined. 

Query of Central Repository Before Dissemination. 
The regulations provide that, in those States that have 
den tral State reposi tor ies, "procedures shall be 
established for criminal justice agencies to query the 
central repository prior Ito dissemination of any 
criminal history record information to assure that the 
most up-to-date disposition data is being used." The 
regulations exempt from this requirement "those cases 
where time is of the essence and the reposi tory is 
technically incapable of responding within the necessary 
time period." Although the commentary on this provision 
acknowledges that the presently existing central State 
repositories, which are for the most part manual, 
probably are incapable of meeting many "rapid access 
needs of police and prosecutors," such repositories can 
respond quickly enough for most non-cr iminal justice 
pur.poses and queries "can and should" be made before 
dissemination of records for such purposes. 

The regulations require that queries be made prior 
to dissemination of criminal history records. Thus, the 
requirement is applicable where a police agency proposes 
to disseminate a record to another police agency. But 
it is not applicable where the record is transferred 
f,r.om one person to another within the same criminal 
justice agency. 

The plan should set out in detail the procedures 
tha t will be implemen ted to comply wi th this require­
ment. The procedures should include formal agreements 
be tween the cen tral reposi tor ies and user agencies, 
binding the users to make inquiries before further 
dissemination when feasible. 

The plan should specify the instances when queries 
are required and when they may be dispensed with. These 
exceptions should be specified in terms of the purposes 
of dissemination and the response time requirements that 
might justify dissemination without querying the central 
,reposito,ry. For example, if a given State's central 
(eposi tory is incapable of responding in less than 8 
hours to a request for a criminal history, the 
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procedares might appropriately exempt from the query 
requirement enumerated disseminations, such as police 
disseminations to prosecutors for arraignment or bail 
setting, for which 8 hours would not be an adequate 
response time. When disseminations of ' this kind are for 
the purpose of processing a charge through the criminal 
justice system and it is clear under the circumstances 
that no disposition has occurred, no query will be 
required, so long as the information disseminated 
relates only to the charge in process. 

It should be stressed that the regulations are 
designed to implement a statutory provision that 
requires that criminal history records be kept current 
as to disposi tions "to the maximum extent feasible." 
The intent is that every State shall endeavor to 
establish procedures to ensure that queries are made of 
central repositories before any dissemination of a 
criminal history record. Although exceptions are 
permitted in recognition of the reality tha.t present 
manual reposi tor ies cannot respond quickly enough in 
every instance, these exceptions should be understood to 
apply only until central State repositories can be 
upgraded to a level of technical capability that will 
enable them to respond in a reasonable time for every 
query. It is expected that all central State 
repositories ultimately will employ sufficient 
automated data processing equipment to be able to serve 
all of the information needs of criminal justice 
agenc ies throughout the Sfa te. In the cer tifica tions 
required to be filed with their plans, the States will 
have to explain why this is not now technically possible 
and what steps are being taken to provide the technical 
capability by December 31, 1977. 

Other Criminal History Record Systems 

As noted, the minimum requirements set out in the 
regulations concerning disposi tion reporting and pre­
dissemination queries to insure currency are applicable 
to records stored in central State repositories. This 
is because the regulations are based upon the premise 
that every State should have such a central repository 
and complete criminal history records should be 
main tained there and nowhere else. However, in the 
event that criminal history records are maintained at 
other criminal justice agencies, they are clearly 
subject to the requirements of Section 524 (b) of the 
Safe Streets Act and thus to the general requirement in 
the regulations that criminal history record information 
be kept complete and accurate. Thus, if criminal 
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hiatorieo are maintained at criminal justice agencies 
other than central repositories, and are available for 
~:l ~1JDeminp tion ou tsj.de of the agency, they must include 
dinpooi tIons to the maximum exten t feasible, at least 
including all dispositions occurring in the jurisdiction 
nerved by the system containing the criminal history 
information. 

The State plan must include an intention to advise 
ouch agencies of the requirement to obtain dispositions 
and to mak.e appropriate inquiries before disseminating 
recorda to be sure they are current. Model procedures 
ahould be developed by the state for use by these other 
rcpoDitories. These procedures should be as complete as 
thoDe required of central repositories, and should 
include designations of officials responsible for 
obtrd.n Ing c1 ispof:3i tions, designa ti.ons of officials in 
other agencies responsible for reporting dispositions, 
formal agreements between agencies supporting such 
arrangements, some method of assuring enforcement of the 
procedures and sanctions for failure to comply. 

'l'heoc requir.ements should not be interpretecJ as 
:hwtification for the ma.intenance of criminal history 
r.ecoeds a t the local level. On the con trary, the 
approach of the r.egulations is to encourage every state 
to maintain such records at central state repositories 
and to diocontinue to the maximum extent feasible the 
pr\:\ct:l.ce Q,f; matntainlng criminal histor.y records at 
leonl criminal justice agencies. 

The regulations do not prohibit or impose controls 
on Q system maintained by an agency for internal 
purpcoea, such as a police investigative system, as long 
no dot!o contained the,rein is not disseminated outside 
the ogency. 

LIMITS ON DISSEMINATION 
______ '_M ________________ __ 

DisBemin/) t:ton means transml. ssion of cr iminal 
history record information to indiuiduals and agencies 
o~her than the criminal justice agency which maintains 
the criminal history record information. Dissemination 
includes confirmation of the existence or nonexistence 
of D cciminal history record, and thus such a 
conf;i.rma tion may not be commllnica ted to .anyone who would 
not be eligible to receive the records themselves. 

The plan must set forth operational procedures to 
limit dissemination of criminal history record 
information in the following manner: 
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Conviction Data and Pending Charges 

The regulations place no limits on the 
dissemination of conviction data, that is, information 
indicating that an individual pleaded guilty or nolo 
contendere to criminal charges or was convicted. Nor do 
they prohibit the release of information concerning 
cases that are pending in some stage of processing or 
prosecution. All such information may be disseminated, 
both to cr iminal justice agencies and to noncr iminal 
justice recipients, to the full extent that such dis­
semination is legal (that is, not prohibited by law) in 
particular states and local governmental juriSdictions. 
Of course, any state or local law or order limi ting 
dissemination of such data would not be affected by the 
regulations. 

Nonconviction Data 

The only dissemination limits imposed by the 
regulations relate to "nonconviction data," defined by 
Section 20.3 (k) to include information disclosing that 
(1) the police have elected not to refer a matter for 
prosecution, (2) a prosecutor has elected not to 
commence criminal proceedings (3) proceedings have been 
indefinitely postponed, (4) all dismissals (5) all 
acquittals, and (6) arrest records without dispositions 
if a year has elapsed and no conviction has resulted and 
no active prosecution is pending. The term thus 
includes, among others, the following dispositions (or 
their equivalents under applicable state or local law): 
no paper, nolle prosequi, indefinitely postponed, 
acquittal on the merits, acquittal due to insanity, 
acquittal due to mental incompetence, charge dismissed, 
charge dismissed due to insanity, charge dismissed due 
to mental incompetency, dismissed -- civil action, and 
mistrial -- defendant discharged. Where prosecution is 
deferred or postponed in order to divert the defendant 
to a treatment alternative program, such a case is still 
actively pending and the deferral disposition is not 
considered nonconviction data until the charges are 
ultimately dismissed. 

In order for a year-old arrest record with no 
recorded disposi tion to be still under "a.ctive 
prosecution," the case, must be still actively in 
process, that is, the first step, such as arraignment, 
must have been completed and the case dockete~ for court 
trial. Where prosecution has been officially deferred 
to divert the defendant to a treatment alternative 
program, such a deferral is a disposition and should be 
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entered on the record. 

E.frcctivc. on December. 31, 1977, dissemination of 
nonconviction data must be limited to: 

J.) .::..9riminal, justice agenQies where the informa­
tlon is to be used for administration of 
criminal justice purposes and criminal 
jus tice agency employmen t. " (See defini tion 
of "criminal justice agency" in the 
inotructions related to Section 20.3(C), page 
3. ) 

2) "Individuals and ag~ncies pursuant to a 
specific agreemen t wi th a cr iminal justice 
agency to provide services required for the 
adminlstration of criminal justice pursuant 
to that agreement. The agreement shall 
specifically authorize access to data, limit 
the usc of data to purposes for which given, 
insure the security and confidentiality of the 
data. consistent with these regulations, and 
provide sanctions for violations thereof." 

This subsection would permit private agencies such 
tW the Vera Institute to receive criminal histories 
whero they perform a necessary administration of justice 
function, such as pretrial release. private conSUlting 
firma which commonly assist criminal justice agencies in 
informotion system development and operation would also 
be included here. 

3) ~c1ividtlals and agencies for the express 
purpose of research, evaluative, or 
statistical activities pursuant to an 
agreement with a criminal justice agency. The 
agreement shall specifically authorize access 
to da tli, limi t the use of da ta to research, 
cvalun ti vet or s ta tis tical purposes, insure 
the confidentiality and security of the data 
consistent with these regulations and with 
Section 524(8) of the Act and any regulations 
l.mplementing Section 524 (a) , and proviae 
sanctions for the violation thereof." 

Under this exception, any good faith researchers~ 
including privnte individuals, would be permitted to use 
cctminoJ. hlntory record in.formation for research 
P\lt'POOCS i As wi th the agencies designa ted in Section 
20.21(b] (3), researchers would be bound by an agreement 
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with the disseminating criminal justice agency and would 
thereby be subject to the sanctions of- the Act. 

The drafters of the regulations expressly rejected 
a suggestion which would have limited access for 
research purposes to certified research organizations. 
"Certification" criteria would have been extremely 
difficult to draft and would have led lnevi tably to 
unnecessary restrictions on legitimate research. 

section 524(a) of the Act, which forms part of the 
requirements of this section, states: 

"Except as provided by Federal law other 
than this title, no offic~r or employee 
of the Federal Government, nor any re­
cipient of assistance under the provisions 
of this title, shall use or reveal any research 
or statistical information furnished under 
this title by any person and identifiable 
to any specific private person for any purpose 
other than the purpose for which it was obtained 
in accordance with this title. Copies of such 
information shall be immune from legal process, 
and shall not, without the consent of the 
person furnishing such information, be ad­
mitted as evidence or used for any purpose 
in any action, suit, or other judicial or 
administrative proceedings." 

LEAA anticipates issuing regulations pursuant to 
Section 524(a) in the near future. 

4) Individuals and agencies, for any purpose 
aLlthorized by statute, ordinance, executive 
order, or court rule, decision or order, as 
construed by appropriate State or local 
officials or agencies. 

The intent of this provision is to permit the 
dissemination of nonconviction data when authorized 
either explicity or impliedly by one of the legal means 
specified in the previous paragraph. Thus, such data 
may be distributed pursuant to a licensing statute or 
ordinance that requires license applicants to be of good 
moral charaoter, if the statute or ordinance has been 
construed by appropriate authority (by a court decision 
or an Attorney General's opinion, for example) to 
require or permit a review of nonconviction records in 
making the determination of good moral character. 
Similarly, where a statewide law, such as a "public 
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records" law, has been constcued by the State courts or 
the Attorney General to authorize public access to all 
public racords, including criminal records, such a law 
would qualify as statutor.y authority under. the 
r.egula ti.ona. Au thor: i ty migh t also be found in a Sta te 
or: Eec1ecal executive order authoJ.'izing civil service 
suitability investigations, including a check of FBI or 
S to te bureau of id0n tiEica tion f ingerpr in t files and 
w,r i tten inqu it: iea to appropr ia te law enforcement 
agenoies. 

For pur.poses of this provision, 
the enactment of the legislative 
9()v(u:nmental unit, such as a 
rnunicipn.lity. 

an "ordinance" is 
body of a local 

county, city or 

Finally, a court rUle, order or decision requiring 
or Duthorizing the availability of criminal records to 
incl.;!. v icllwJ.s or agenc ies, Or classes oJ: individuals or 
ogencieo, would be appropriate authority under the 
regulations. 

~'hc r:egula tions also specifically au thor i ze the 
dissem~.nation of ?ri~nir\al history reco.rd information, 
:lncluchng nOnconVlotlon data, for purposes of inter~ 
nn tiannl travel or sta tus, suoh as the granting of 
citizenship or the issuance of visas. 

Tho obova c::1iscussion on dissemination sets the 
outor limits of dissemination. Agencies having stricter 
di369mination and purging requirements are, of course, 
pcrroltted to enforce suoh requirements. Neither these 
inotruotiona nor the regulations mandate dissemination. 

Bffective Date ....... ,.,Ti'~~,'C 

It should be noted that the limitations on 
dissemination dn not become effective until December 31, 
1977, A9cncies there,eore are not required to cease 
curren t c1issemina tion peac tices. The delay in 
implementation Was designed to give the States time to 
consider this matter and complete legislative or other 
Dction nceded to comply with the regulations. It should 
also be noted that there is no requirement for states to 
cxplnin why implementation is not accomplished prior to 
December 31, 1977. 

Juvenile Rccorda '"' .. cr_, _--.;.. __ 

OitHif'mir'lntlon of juvenile records to non-criminal 
justice agencies is prohibited except where the 
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dissemination takes place pursuant to (l) a good faith 
research agreement, (2) a contract to provide criminal 
justice services to the disseminating agency, or (3) a 
statute, court order or rule or court decision 
specifically authorizing juvenile record dissemination. 
It is important to understand clearly that these 
authorizations must expressly mention juvenile records; 
authority to receive criminal history records will not 
suffice. Perhaps the most controversial part of this 
subsection is that it denies access to records of 
juveniles by federal non-criminal justice agencies 
conducting background investigations for eligibility to 
classified information under existing legal authority, 
because such authority is based upon an executive order 
and does not now expressly authorize access to juvenile 
records. 

Another important point about this section of the 
regulations is that it must be strictly construed as 
nothing more than a limitati6n on dissemination of 
juvenile records. It applies to particular records only 
after there has been an adj udica tion that a you th is 
delinquent or in need of supervision (or the 
equi valen t) • The provlslons of the regula tions 
concerning completeness and accuracy, right of access 
for challenge and other matters do not apply to juvenile 
records; these issues must be resolved in futUre 
legislation or regulations. 

User Agreements 

The regulations require each State plan to insure 
that after December 31, 1977, dissemination of noncon­
viction da ta has been limi ted, "whether directly or 
through any intermediary," only to erirninal justice 
agencies and specified categories of legally-authorized 
non-criminal justice agencies and individuals. 
Therefore, each state plan must set forth procedures to 
insure that criminal justice agencies will themselves 
comply with the limits on dissemination, and also t~at 
these limi ts will be observed by agencies and 
individuals to whom they disseminate records; that is, 
that secondary disseminations will conform to the 
regulations. 

In practice, this means that, whenever a criminal 
justice agency subject to the regul."\tions receives a 
request for a record that includes nonconviction data, 
the agency must, before releasing the record, determine 
that the requesting agency or individual is (1) an 
eligible recipient and (2) aware of and su~ject to the 
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limi ts on use and dissemination 'tmposed by the 
regula tions. In addi tion to the limi ts set by Section 
20.2l(b), non-criminal justice recipients must be aware 
of and subject to the provisions of Section 20.21(C) (2) 
restricting the use of criminal history records to the 
purposes for which ,they were made available. ,All 
recipients must also agree to enforce approprlate 
measures to insure the security and confidentiality of 
criminal history records. 

Criminal justice agencies that have received LEAA 
funds for suppor t of cr iminal history record systems 
since July 1, 1973, are directly covered by the 
regulations and will be required to submit 
certifications attesting to their awareness of the 
requlations and to the existence of procedures designed 
to - irlsure compliance wi th all p~ovisions of the 
regulations. However f criminal justice agencies that 
have not received LEAA funds for system support since 
July 1, 1973, are not subject tci the regulations and are 
not required to submit certificat.ions. In addition, 
none of the numerous non-criminal justice organizations 
and individuals that may be eligible to receive criminal 
history records under Section 20.2l(b) would be directly 
covered by the regulations. Each State plan must set 
forth some means of insuring that the regulations, or 
equivalent limits and requirements, can be made 
applicable to these agencies and individuals. 

By far the preferable means of accomplishing this 
would be the enactment of a comprehensive State statute 
covering all such record users and imposing upon them 
requirements and limits at least as stringent as those 
set out in the regulations, with sanctions and penalties 
for violations. Any non-certified agency or individual 
not covered by such a statute must be required to enter 
into a written user agreement with at least one 
certified criminal justice agency, preferably a central 
State repository. 

In summary, in order to receive cr iminal history 
records, agencies and individuals must be determined to 
be both eligible under Section 20.2l(b) and subjec~ to 
the regulations by virtue of a certification, a State 
statute or a user agreement. 

User agreements should specify the basis of 
eligibility under Section 20.21(b) and the specific 
purposes for which the released records may be used, and 
should contain an acknowledgement by the recipient 
agency or individual that the records are subject to the 
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limits on use and dissemination set out in the 
regulations and that violation of these limi ts will 
result in the imposi tion of penalties and sanctions. 
The agreements should expressly state that the user 
agency or individual agrees to be bound by the terms of 
the regulations on a continuing basis with respect to 
any criminal history record information received from 
any agency covered by the regulations within or outside 
of the State. In de-veloping the form of ~:hese 
agreements, States may wish to refer to Project SEARCH 
Technical Memorandum No.5, published in November, 1973, 
enti tled "Terminal Users Agreement for CCH and Other 
Criminal Justice Information." 

It is not required that each criminal justice 
agency obtain a certification or execute a user 
agreement with every agency or individual to whom it 
disseminates information, if each such agency or 
individual has submitted a certification to the State or 
has signed a user agreement wi th some other cr iminal 
justice agency. Normally all such agreements should be 
executed with the central State repository or some other 
designated central agency. In the absence of such a 
central agency, the agreement should be signed with the 
criminal justice agency from which the user first 
obtains criminal history record information. Criminal 
justice agencies may accept written or oral 
representations that requesting agencies, either in or 
out of the State, have submitted certifications or have 
signed user agreements incorpor~ting the limits and 
requirements of the regulations. 

Validation of Reguester's Authority 

Before any dissemination takes place, dissemin­
ating agencies must be certain that the potential 
recipient is an agency permitted to receive information 
under the regulations. 

If a potential noncriminal justice recipient claims 
to be authorized to receive information pursuant to a 
statute, ordinance, executive order, or court order, 
rule or decision, and the disseminating agency is not 
certain that the claimed basis is proper authority for 
dissemination, it should refuse to release the 
information pending an opinion by an appropriate State 
or local official or agency. AS in the case of user 
agreements, discussed above, criminal justice agencies 
may accept written or oral representations from 
requesting agencies or individuals that their authority 
to receive criminal history records has been reviewed 
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ana approved by the cen tral State reposi tory or by 
another criminal justice agency. 

lllil?~r:atioL1 of Availabiliti: 

The regulations state that after December 31, 1977, 
criminal history record information concerning the 
arrest of an individual may not be disseminated to a 
non-criminal justice agency or individual [execpt under 
Suboect1on 20.21(b) (2), (3) or (4)], if an interval of 
one year has elapsed from the date of the arrest and no 
disposition of the charge (by a prosecutor or court) has 
been r.ecorded and no active prosecution of the charge is 
pending. (Where a person is a fugitive, prosecution is 
considered to be still active.) The arrest and 
dlaposition reporting process identified previously in 
these instr.uotl.ons should include provisions for 
mon 1 tor. Ing delinquen t d :Lsposi tion :Lnforma tion. If a 
delinquent disposition report monitoring system is not 
inntalled, provisions should be outlined in the plan to 
pr.ovide for. restricting dissemination of delinquent 
disposition information at the time that discovery is 
mode. 

Computer terminal s1 tes located in agencies 
authorized to receive such information should be 
notified by means of flags on the .. record or equivalent 
means of notification that certain segments of the 
criminal histor.y record are subject to restricted 
dissomination. This is to insure that computer terminal 
operators in remote sites will not mistakenly release 
restricted information to unauthorized sources. 

Criminal history record information maintained on a 
manual basis should be visually screened to determine if 
restricted information is contained prior to the 
dissemination of the record to noncriminal justice 
ugencles. procedures should be established to 
nppropd.atcl.y identify record entries subject to the 
rcstricLions on dissemlnation. 

Proced\.u:es should be presen ted in the plan which 
wi:Ll p.t;'ov:tde specific guidance to clerical personnel 
rotrieving and disseminating criminal history 
infoctnn cion. Addi tionally, procedures should be 
established for the update of the manual file to reflect 
data subject to restricted dissemination. 

~CC!SS by the Militar~ 

Section 504 Qf title 10 of the united states Code 
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provides that no person who has been convicted of a 
felony may enlist in the armed forces, except with 
special permission. Since implementation of this 
statute requires armed forces recruiters'~o review only 
conviction records, this statute is not adequate 
authority for the dissemination of nonconviction data. 
Further, since the statute does not contain any specific 
reference to juvenile records, it does not satisfy the 
requirements of Section 20.21(d) and hence may not be 
relied upon as author i ty for allowing mili tary 
recruiters to access juvenile records. 

AUDITS AND QUALITY CONTROL 

The regulations call for two different forms of 
auditing. The systematic audit is required for a 
repository as a means of guaranteeing the completeness 
and accuracy of the records. This audit .is actually a 
quality control mechanism which should be a part of the 
systems and procedures designed for a criminal history 
repository (either State or local). The annual audit is 
an eXa'1lina tion, usually by an outside agency, of the 
extent to which any identified reposi tory or user of 
such repository is complying with the regulations. 

Systematic Audit 

This process refers to the combination of systems 
and procedures employed both to ensure completeness and 
to verify accuracy. Procedures dealing with checking on 
completeness, assuming the disposition reporting system 
described above, should provide a means for monitoring 
the submission of disposi tion data. Ideally, a State 
would institute a delinquent disposition monitoring 
system. Such a system would ~ be based on estimated 
expected arrival dates for final dispositions, which 
reflect anticipated processing, for each type of 
criminal offense. If an expected disposi tion is not 
received by the estimated due date, the field staff then 
is automatically notified and begins to make appropriate 
contacts anp follow related audit trails to obtain the 
disposition information. 

A requirement for delinquent disposition report 
monitoring applies to both manual and computerized 
'systems. Procedures should be established in automated 
systems to automatically withhold the dissemination of 
information covered under the one-year rule to agencies 
maintaining terminal access to the system which are 
prohibited from receiving the information covered. 
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Accuracy checks require controls and inspections on 
tho input to the system. In both manual and 
eomputeilzcd oystems, the auditing function would ~nsure 
tha~ all r~cord entries are verified and approprlately 
mH t(:!('-l pr 10.( t~) en tty, and tha t source documer: ts are 
properly interpreted. Audit procedures sho~ld lnclude 
candom inopection of the records comp~red agalnst source 
documentB to determine if data-handllng procedures are 
boing correctly fOllowed. 

A.n auo! t trail 8hould be established which will 
allow for the tracing of specific data elements back to 
the source document. This audit trail should encompass 
all participating agencies in the criminal his~o~y 
rocQrds oyotQm and additionally should reflect speclflc 
individuals who have made entries on source documents or 
.1.npu t formn to suppor ting 'the sY,s tern. It is imper a ~i:re 
that proviaions be made to provlde a clear and spec1flc 
audit trail for field staff personnel representing the 
cnnt:rnl repoal,tory to insUl::e that a maximum level of 
ayotom accuracy is maintained. 

P~~l.t!?Ji,IUjJ1Lu:,i2J~ 

Th~ audit teail covering input to the system must 
be followed by records of transactions in disseminating 
datu in the system, so that accountab~lity can be 
maintained over the full cycle of collect10n, storage, 
and dlncominotion of criminal history record 
information. Logging is requited for the support of the 
Dudit preceDe and olao as a means of correcting 
erranaouo cl1DDomination. 

Tho regulations state that criminal justice 
figcnc1cn "upon finding ina9curate inf?r~ation. of, a 
matorial nDtu~cl shall notlfy all crlmlnal ]ustlce 
agonaioo known to have received such inform~tio~.~ The 
plan nhould identify, proced~re~,for malntal~lng a 
lltHing (~f I!hc agenc;l.es 0.( 1.ndlv1duals both 1n and 
out8idn of tho State to which criminal offender record 
lnformation is released. This listing should be 
preserved for a period of not less than one year from 
tht1 d~ tt! 01: r:'ol,ease'. Such listing s should indica te, as 
ft minimum, the agenoy or individual to whic~ i~f~rmation 
wau released, the dute of the release, the 1ndlvldual to 
whom th~ information relates, and the items of 
iYlf() ('mo. ticm x;(;!le,sed.; The lis ting s should incl\lde 
upeclfic numeric Or other unique ident~fiers t9 prov~de 
positive ianntlficDtlon links between lnformatlon WhlCh 
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is disseminated and the record from which the 
information was extracted. 

The regulations require logging 
released. When the response to an 
record," LEAA has concluded that such 
not require logging. 

of information 
inquiry is "no 

a response would 

Procedures spould be outlined in the plan to 
provide for immediately notifying agencies known to have 
received criminal history record information aftar 
inaccurate data has been entered on the record. 
Corrections to records should be forwarded immediately 
to all appropr ia te agencies in hardcopy form such as 
letter or computer terminal printout. Procedures should 
be identified in the plan for recording the agencies to 
which corrections were sent and the date that 
notifications were released . 

Annual Audit 

The plan should set forth procedures that "insure 
that annual audits of a representative sample of state 
and local criminal justice agencies chosen on a random 
basis shall be conducted by the State to verify 
adherence to these regulations and that appropriate 
records shall be retained to facilitate such aUdits." 
Since the audit of each criminal justice agency would be 
cost prohibitive in most' states, a "representative 
sample" is intended to provide a statistically 
significant examination of the accuracy and completeness 
of data maintained in a repository and to insure that 
the other provisions of the regUlations are being 
upheld. Procedures must be identified in the plan 
providing for annual audits and outlining the specific 
sampling approach to be taken to include the number, 
type, location and size of agencies to be sampled (as' 
expressed in population served). The agency to be held 
responsible for conducting the audit shall also be 
identified. It would be appropriate for the state 
central repository staff to conduct the audit of other 
State and local systems. Audit of the state central 
repository should be performed by another agency. 

The auditing agency should inform the audited 
agency fully of its findings. The audit findings should 
also be available for LEAA inspection, upon request. 

The 
relative 
Sampling 

annual audi t should encompass all elements 
to the adherence of these regulations. 
procedures should be established for the 
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examination of specific records at the repository level 
to be traced through in ternal upda te procedures back 
through field input processing to terminate at the 
source document. Areas to be reviewed should include, 
bu t not be limited to, record accuracy, completeness, 
review of the effeQtiveness of the systematic audi t 
procedures, an examihation of the evidence of 
dissemination limitations, secur'~y provisions, and the 
indiv'idual's right of access. The plan should address 
audits of both manual and computerized systems. 

The plan should specifically identify documents and 
data elements to be maintained by local agencies 
necessary to support the annual audits. This 
documentation requi.rement should include, but not be 
limited to, maintaining source documents (at the point 
of d~ta entry) from which criminal history information 
stored at the repository is derived. 

Complete logs of dissemination maintained at each 
point authorized to release criminal history record data 
are necessary to support annual audits. These secondary 
logs should inClude as a minimum the na'mes of all 
persons or. agencies to whom information is disseminated 
as well as the date of release. The plan should 
identify any additional data elements to be contained in 
the dissemination logs which will appropriately complete 
the dissemination audit trail. 

SECUIU~l.'Y 
.... II-

The regulations specify a number of requirements 
to ensur.e the confidentiality and security of criminal 
history record information. These requirements are set 
,forth in general terms and are to be implemented by 
secur i ty standards established by each state by 
legislation or by regulations issued or approved by the 
Governor of the state. The plan need not delineate the 
details of the standards. However, it should describe 
the essential elements of the standards and should 
describe how the state intends to implement and enforce 
them. 

This Section of the regulations applies to both 
manual and computer ized record systems, although some 
regui1:ements apply only to computerized sys'terns. The 
regulations permit the operation of shared systems 
serving various users including cr:iminal justice 
agencies. Although a criminal justice agency must be 
ultimately responsible for compliance with the 
regulations, this can be accomplished by review and 
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app~ova~ of proc~dures developed by another agency and 
monltorlng t?e lmp~ementation of such procedures to 
assure com,pllance Wl th the regulations. For example, 
the operatlonal programs and procedures for computerized 
data processing required by Section 20.2l(f) (3) may be 
developed and implemented by a noncriminal justice EDP 
di~i~ion ,ope~ating a shared computer system with a 
crlmlnal )Ustlce component, provided the procedures are 
approved by the participating criminal justice agencies 
and they are afforded the right to monitor the 
operations of the system to assure that the procedur~s 
are being properly implemented. 

Unauthorized Access 

Regulations 
Reference 

The regulations require each State to develop 20.2l(f) (2) 
standards to protect against unauthorized access to 
criminal history record information systems. These 
P7ot7ctive procedures must be developed for all systems 
Wl thln the State that are covered by the- regUlations 
both computerized and manual systems. The standard~ 
m~st address the issue of authority to access criminal 
hlstory record information or to modify, change, update, 
purge or destroy such information, and must be designed 
to effectively restrict such access and activities to 
author~zed criminal justice personnel and other 
authorlzed,persons ~ho provide operational support such 
as programlng or malntenance. 

The standards should cover access to: 

1) 

2) 

3) 

Physical facili ties where a.ny equipment or 
data is located or stored; 

All parts of the physical portion of the 
system; in the case of computer systems this 
inlcudes terminals and any other per ipher al 
devices from which data may be obtained as 
well as any storage devices whether inter­
connected to the computet or not; and 

System documentations, including such things 
as programs, flowcharts and security manuals. 

The standards should deal with different methods of 
access, including direct terminal access, indirect 
access through an agency with terminal access, and 
physical (personal) access, and should define: 

1) Agencies and individuals permitted access; 



2} 

1} Accountability for data obtained; and 

4) W'(!hani(HnO for: con trolling pccosa. 

1-'(.1l' lir)t,h manual and Butomnted ~3YDtemsf pr.ocedures 
tI1unl~ be implmnontcd that will assure that persc;ms 
,1u!'bm:izmJ to lHwc cJ.irect acceOG to information (that J.S, 
fW('(HW to ti!fl< datn baDe iLr.H!lf rather than indirect access 
Iht~jllflh tmOIlHH' pr!:t'oon or agency) is hcl~ accoun,table for 
l }H~ phynl, t:o,1 !,lCjeur 1. t:.y Of any. ncccsoed :Lnforma t:Lon. under 
thnLr. eon! .1"01 or in thou' Quotedy and t.he protectlon of 
nu(:h tnffHmat.ion from urli'luLhod.zed disclosure or 
d ~.mwminn t ion. 

Regulations 
B.eference 

20.2l(f) (3) (A) (vi) 
20.2l(f) (4) (c) 

'rill' rtlgulatiorw net out in Gome detail the oper- 20.2l(f) (3) (A) 
fit 10nal IHO(!('dureo thnc must b7 developed to p'?tect 
f'lImpu t '-I oyntema l.lCJO inol UtltlU thor 1 zed acceEls. Compllance 
wIllI thNW proviaiono of t:he regulations will require 
11 it t.t~t involvpm()nt; rmd finnl d(~cision-making powers for 
('t'iminol Junt leG L1~enciGo in developing policy gov~r~ing 
Uw otH'l'ation of n comput(lr used to handle crl.mlnal 
hlfltnry fPGord infounol:ion. Where the compute): is "owned l

' 

by n t't iminnl juOH.G0 uge>rtcy ond the a.gl?l1cy:.s staff. is 
tf"tlprmnihU\ for 0.11 op('t'ntiot1sr the rcqulred pollcy 
nulnnr1ty in prcHwnl: und wl.ll be ex(~rcised directly. 
l1owovf'r I whfl'rc the computer center is ma!la.~e.d by a 
nlmt~l'iminnl. jllHtlc() uunnGYt m.ICh as an BDP dlvlslon that 
tl>.HHl nol JlHltH; I:hc t(wt of })Ci11g a criminal justice agency, 
the r f'f]tll n l' innn require tha t opera tional policies and 
ra oepchH'N'J mUG\.:, be ;Joveloped o~ approved by ~he 
port1clp"ting criminal Juntice agcnc~es and su~h agencles 
ltHHlt' huvO' UlQ r5.ght to umHt, monl.~or ~nd lnspect. the 
pt tWNlul'NI to nnnurc thn t they i:u:e belng lmplemen ted 1n a 
mftnn~r n9r0~ohle to them and in. compliance ~ith the 
tf,tJulfttiunn. lJ.'hl.Hi t it is :pooslble to sat:J.sfy the 
tl"~Jnli\t lOnG with il, nystem thut is neitbe~ de~icated nor 
nn(l{Q' tlm (Hl."e<~t control. o.f u cr.-iminal ]t1stlce agency, 
p'~vl~G~ the criminal justice agency users have ~he right 
And ~apnhillty of a09u~lng that operational po11cie8 and 
prt·~~rlUtpn are adequote to achiev? ~n uc~ept~blc level of 
HN"lJr 1 ty.. fl'h.tn ln~nns tha.t the c.t:'ll1unal J llstace agency or 
I't'1(l.ncd.cn no tlenignntcd must be able to inspect the 
"veratlono Dnd review procedures as well as have a 
mt'duu)lnm for inittDting action to . ch~nge an 
tn'lnElUtlra~;:tor.y opct'o.tion. The plan shou.ld ln~lcate the 
npGeltie ~tlmiHnl justice agency or ugenclcs WhlCh have 
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or will have this all thor i ty over th~~ opera tion of the 
compu ter used by the cen tral sta te reposi tory if a 
shared computer environment is envisioned. 

Software and Hardware Designs 

The regUlations provide that computerizbd systems 
must employ "effective and technologically advanced 
software and hardware designs" to prevent unauthorized 
access to cr iminal his tory record information. I t is 
not useful or desirable to attempt to define all of the 
technological design featUres which would achieve the 
objective of preventing unauthorized access, either in 
the regulations or in the plans to be prepared. Rather, 
the State should describe the functions related to 
security which will be achieved by the system design. 

Based on the present level of experience, it would 
appear that the probability of telephone, line 
interception for the purpose of gaining access tu 
criminal history information is so low as to permit the 
use of telephone lines for this purpose. Also, 
information transmitted in digital form, using standard 
telecommunication codes, would be sufficiently 
difficult to reconstruct so as to permi t such 
transmissions unless the transmitting agency has reason 
to doubt the security of the medium. While there is no 
requirement in the regulations for scrambling or other 
encryption of transmissions, the transmitting agency 
must assure itself that the receiving site sustains a 
reasonable level of seourity. 

System design can be one way of minimizing the 
likelihood of unauthorized access, although the system 
design cannot be expected to totally prevent 
unauthor i zed access. The institution of these designs 
should be aimed at both prevention and notification of 
attempts to penetrate the system. 

Prevention is accomplished by making it difficult 
for an unauthorized user or terminal to access the 
files. Disign features would include techniques such 
as: 

1) Terminal identification numbers which are 
checked by the computer before responding to 
an inquiry; 

2) Software which limits terminal access to only 
certain files or data (depending on 
eligibility criteria) i 

Regula tions' 
~rence 

20.21(fj (1) 



Pur thar tcnLrictions on t~rmitlals used for 
making changes or doletions, such as ~imiting 
thin function to specific terminals in well­
controlled cnvironm~nts, 

4) Uoer. au then t.ica tion softwa te or hardware 
dnvicoa; anc1 

tj) Br on ing or 01 imina ting residual informa tion 
in unprotected storage or at remote terminals. 

In nd~ition to preventing unauthorized inquiries of 
(!r.irninnl :juntic(~ l.nfonnation systems, t~e regulati?ns 
rrquiro pro(;CdUrefs to prevent unauthor~zed tamper.lng 
wf I'll information in the system. T.his includes 
prncadufeo to enoure that noncriminal justice terminals 
may not mn~ifYJ change, update or otherwise affect the 
otonHJ(~ media uueu f:or criminal history record 
intormal'inn and that such informatin may not be 
dflnt roy(!<1 except by Bpccifically des:i.gna ted terminals 
un~er the direct control of the agency that created and 
eon t~ r Um t'rc1 th~ record or un agency wi th the 
rrnpnnnibility for maintoining it. This would apply to 
4UW form of nUn'age I inclucUng tapes, discs, core memory 
tn Hw Gomputf'r, or any ped.phcral stora,ge devices. 

('OlOpll t or i zed oya tems mus t employ oper aeional 
nofl'wnt'(l pl'ograrno to protect against such unauthorized 
imlllirj,pn; mOllifications or. destr.uctlon of records and 
to rN:~01t1 and I:opm:l: all attempts to penetrate the 
nyn~pm for ouch nn unauthorized purpose. This special 
noftwot'o flll1nt be accorded a higher level of security 
lhan thp normal operations or application softWare and 
nlumlc1 1)1' known only to limited individuals, either in a 
<JI iminnl :j lwt ico ag,z,ncy or. in the programing agency 
reoponolhlr for system control, in which case an 
L\q r oelt\('n t nnw t bo exeCll ted t.o prov ide max imum secur i ty 
COt' thin £wrtw(ln~. 'rh(~ put'pose of these p.rograms should 
he to U10f t !lyot(~m operators of attempts to penetrate 
tho oyutem. Software should be designed to detect and 
(Hopluy (l,tl'C'rnptn by unouthcJl:ized users o.r te,rminals. 
OLlwl' denir nb 1\~ fen t\lt'CS would include au toma tic cu toff 
of terminals tiDed in violation of security requirements, 
1'-);..1(1 monitot':tnCj to determine unusual activity, and 
olmilur detection techniques. 

For further guidelines in developing such 
~rocedure", planners may wistl to consul~ Project SBARCH 
I),'eclmit~ol R(nmrt ~('). 6, entitled HC.cimina1 Justice 
eomput~r Hardwnrd and Software Security 
eonoidrrnti0no." 
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Personnel 

The regulations distinguish two levels of authority 
to be assigned to criminal justice agencies relative to 
personnel assignment. First, whe.re employees of a 
criminal justice agency (employees include civil service 
staff, contract employees, and anyone else who is 
totally supervised by the agency) are the only persons 
who handle data or files, it is assumed that the 
requisite au thor i ty is achieved. Of p.r imary interes t 
then is the instance where personnel of a noncriminal 
justice agency are involved. In such cases, the 
designated criminal justice agency must have the power 
to exclude, for good cause, individuals from having 
direct access to criminal justice records. This power 
is limited to a veto over personnel assignment, and does 
not imply any r igh t to make personnel selec tions. It 
would apply to secretaries, guards, maintenance 
personnel and computer operators who work in areas where 
criminal justice .records are stored and who have the 
oppor tuni \:y and capabili ty to access the records, as 
well as individuals whose duties clearly require direct 
access (file clerks, applications programers, etc.). 

There is no intent to conflict with civil service 
practices already in existence for the selection 
process, and it may well be that candidates are screened 
and presented to the criminal justice agency by another 
agency of government. However, the criminal justice 
agency must make the final decision as to the 
acceptability of. the person and must be able to initiate 
or cause to be initiated administrative action to 
transfer or remove persons who violate security 
requirements or other procedur~s required by the 
regulations. 

Where the system is operal~d by a criminal justice 
agency, the regUlations essentially call for a personnel 
clearance system. The plan shOUld describe such a 
system to be used in agencies which have the 
responsibility for maintaining or disseminating 
criminal history record information. The plan should 
establish procedures for granting clearances for access 
to criminal history information as well as areas where 
criminal history data is maintained. T.hese clearances 
should be granted in accordance with strict right--to­
know and need-to-know principles. The personnel 
clearance system outlined in the plan should provide for 
selective clearances, allowing less than unconditional 
access to all areas. The clearance should be selective 
to the point of denying access because of the absence of 
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th~ n~~d to knuw. 

The uno of noncriminal justice personnel (such as 
individuale from other government agencies or contractor 
Drrvlcrn) in pcrmiaoible under the regulations for 
pUrpQOCD of oYDtem development Dnd operation, including 
pr:ofJl."llminrJ and data convorGiol1. AcCeGs to criminal 
11 l (Hory rlol:D by thODe l.nd i viduals is au thor i zed by 
Section 20.21 (f) {4} (E) f but:. only to tbe extent that such 
aGt:COG in II COO(!l1 tiD 1 t;C') the proper opera tion of the 
ca i mi.nn 1 hi 0 tory record info.rma ticn aye tern. II Access 
mtHH he t]rtlntcd by means of an agreement or contract 
whlch nprclfieo limltationn on use and provides 
9nnctiono for the broach of security procedures. When 
ouch pcracnnel arc utilized, they are under the 
diroction of and performing duties for the benefit of a 
crIminal j110l:ic(? ugcncy. Xt would be reasonable to 
consider ouah indlvlclualo, for the purposes of the 
D~curfty D~ctlon of tho regulations, to be equivalent to 
rmployreo of D criminal juati~e agency. Therefore, the 
Dome nrcurity proCedl1rOD could be applied. In practice, 
thin approach would meDn that where a person has 
un lj,mi ted neGenn to the do tn bose I the same level of 
p{H'flOnn(\l clcnrnnc(~ ohould be obtained os would be 
~ouqht fnr n fulltime criminal justice agency employee 
in D l. mll or 0 H"uo t:; ionn. I t is not manda tory tho. tall 
rH't'OOnn having phynicul accens to a data center be 
required to have n security clearance. Procedures such 
nD (\DCorto, oquipment oceoao limitations, etc., can be 
tlBC'tl wlH'l't' apprOpt" io tf:'. 

Phvoienl Becu.citv "';::;" _*--:, "';;~-,c- .... '.:.: ~~ __ ~v: .':-1:-_';,.;::.,,;..;:;;.~:~:;;..~_;t;;;;C;:::-1 • ...L. 

'lItH' plnl'l nlHmld not contain the details of se­
curity ayotomn of individual agencies. The plan should 
indIcate thnt proccdur~D will be developed for the 
protoatlon of central rcponitories of information from 
fire, flood, wind, theft, sobotage, or other natural or 
mi~.nrn(\lh.\ hnz{1rdn or diBonte:es. 

Agencies adminioterlng central repositories of 
c,lmlnnl jUGtice information should adopt security 
PI~~lc(~(hH'cn whicb limi t physical access to in.eormation 
fILtH} i trh(,LH~ pl.'oceduros shon\d include the USe of 
9UtH'dsj k.<,ys, btld~]es, pmwwords I access restrictions, 
01gn-1n lO~D, or like controls. All central repository 
facilities which house criminal' justice information 
flleo should be so d(>signed and constructed as to reduce 
th~ ponoibility of physical damage to the information. 
Approp~lote stpps 1n this regard may includp: physical 
l1mltat1ono an a~ccns; security storage for information 
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med ia i heavy-·du ty non-exposed walls i per ime ter 
barriers; adequate lighting; detection and warning 
devices; and monitoring devices such as closed circuit 
television. The plan should clearly outline these 
procedures or others which will acqomplish an equivalent 
level of security for the physical facilities of central 
repositories which contain criminal history 
information. 

A record of transactions related to criminal 
history update information should be maintained on a 
computer-update log in automated systems or by ~ 
procedure which establishes an equivalent level of 
accountability. Manual systems accountability for 
record update information should be maintained on a 
manual log at the point of central record maintenance, 
or an equivalent method of accounting for criminal 
history record updates should be established. 

INDIVIDUAL RIGHT OF ACCESS AND REVIEW 

Each plan must provide for the institution of 
procedures to "insure the individual's right to access 
and review of criminal history information for purposes 
of ~ccuracy :;ind completen~ss." Thif.j procedurs i.~ 
requ~red by the regulat~ons to be "completely 
operational" ~on plan submission. 

Although the regUlations set out in some detail the 
essential elements that must be included in these 
procedures, maximum latitUde is left to the States to 
devise procedures that best fit their systems. 

The regulations provide that any individual "shall, 
upon satisfactory verification of his identify, be 
entitled to review, without undue burden to either the 
criminal justice agency or the individual, any criminal 
history record information maintained about the 
individual and obtain a copy thereof when necessary for 
the purpose of challenge or correction." Procedures to 
implement this provision should address the following 
issues at the minimum. 

Verfication Method 

The commentary on this SUbsection states that ehe 
drafters "expressly rejected a suggestion that would 
have called for a satisfactory verification of 
everyone's identity by fingerprint comparison." Thus, 
States are left free to use other methods of identity 
v~rification. For example, fingerprinting need not be 
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required where the individual is well known to the 
official responsible for verifications. This approach 
also leaves open the use of verification methods, such 
as voice print comparisons, that are now in the 
development stage but that may be available for routine 
use in the future. It should be stressed that States 
may elect to designate fingerprint comparisons as the 
required method of identity verification. 

Rules for Access and Challenges 

Rules stating the procedures for access and review 
must be written and available to the public. The plan 
should state how these rules will be made publicly 
available, such as by publication in public journals, by 
distribution of pamphlets, by posters or by a 
combination of such methods. 

The rules should cover such matters as ~he places 
where reviews may be made, the hours when reviews are 
available, any fees that are applicable, procedures for 
verification of identity, forms for making challenges, 
whether review must be in person or may be by counselor 
pa ren t or gua rdian, arId rules for sUbmitting explanatory 
material. The regulations do not deal with any of these 
~~!:r.ers, except to provide that the review may not 
involve "undue burden" to either the individual or the 
cr iminal justice agency. Thus, restr iotions such as 
fees, location and hours should be reasonable and should 
not significantly restrict the individual's right to 
reviw his record. 

In developing rules for access, States should have 
in mind the federal legislation on security and privacy 
of criminal justice information systems now pending in 
Congress. Both of the principal versions of the 
legislation now under consideration provide that an 
individual may review his record in person or through 
counsel. One version provides that fees may be charged 
"to the extent authorized by statute." States may wish 
to anticipa te these requirements and provide for them 
~ven though the regulations do not include them. 

Point of Review. The regulatlons provide that the 
individual's right to review applies to "any criminal 
history record information maintained about the 
individual. h This means that some reasonably convenient 
method must be provided for review by the individual of 
criminal history information concerning him maintained 
anywhere in thel State. Although normally it will be 
permissible to require that the review take place at an 
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agency that has custody or control of the record, this 
would, of cour se, not be permissible where complete 
records ~re maintain~d only at a central repository 
located In another CIty. In such a case, the review 
should take place at a criminal justice agency 
convenient to the individual. 

The plan should specify how information maintained 
by the central repository may be reviewed by individuals 
throughout the State. In large States, this will 
probably require a statement of intent to designate 
certain local criminal justice agencies as places where 
State criminal histories may be sent for review. 

The plan need not specify how each local agency 
maintaining criminal history information will meet its 
obligation to provide the right of review "without undue 
burden." The obligation, nonetheless, exists, and local 
agencies faced with requests for review from individuals 
located some distance from the agenciy may have to seek 
the cooperation of other agencies close to the 
individual. 

Obtaining a Copy. The procedures should specify 
the condi tions under which a copy of an individual's 
record will be provided to him. Such copy should be 
~rominentl~ marked or stamped to indicate that the copy 
1S for reV1ew and challenge only and that any other use 
thereof would be a violation of 42 USC Sec. 3771. The 
commentary to this subsecti~n of the regulations states 
tha t "a copy of the record should ordinar ily only be 
given when it is clearly established that it is 
necessary for the purpose of challenge." This means 
that the individual bears the burden of showing his need 
for the copy. The individual should be given a copy of 
his record if after review he actually ini tiates a 
challenge and indicates that he needs the copy to pursue 
the challenge, unless because of the na ture of the 
~hallenge it is clear that a copy is not necessary. It 
1S necessary to release only a copy of that portion of 
the record that is challenged. 

Any attempt by employers to subvert the 
restrictions on dissemination by requiring prospective 
employees to obtain a copy of their criminal history can 
thus be discouraged by making it a practice only to give 
the subject a copy of that portion of the record which 
is to be challenged, and then only after the challenge 
process is actually initiated (such as by filing a claim 
of inaccuracy). Furthermore, the regulations do not 
require any written documentation to be given to an 
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individual attesting to the lack of a record. Such a 
"good character" letter would be confirmation of the 
existence or nonexistence of criminal history record 
information, is defined to be dissemination, and is 
therefore limited by Section 20.21 (c) (2). (See the 
prior discussion of this subject in the section on 
Limits on Dissemination.) 

The fee charged for providing the copy should not 
exceed actual costs of making the copy (including labor 
and materials cost). Typical fees now being charged for 
this aervice are in the $5 to $10 range. 

Content of Challenge. The commentary to the 
regulations states that a "challenge" is "an oral or 
written contention by an individual that his record is 
inaccurate or incomplete." The commentary also provides 
that, as a part of a challenge procedure, the individual 
would be required "to give a correct version of his 
recor.d and explain why he believes his version to be 
corr.ect." 

The plan should include procedures for making and 
recording challenges. Thes~ ~rocedures may provide, for 
example, that all chal~enges shall be recorded on 
standard forms showing the name of the subject, the date 
and any exceptions taken or explanatory material 
offered. The individual may be required to fill in the 
form himself unless he cannot do so. He may be required 
to swear to the truth and accuracy of statements he 
makes in the challenge. 

Administrative Review . 
'l'he regulations state that the plan must provide 

for "administrative review and necessary correction of 
any claim by the individual to whom the information 
relates that the hlformation is inaccurate or incom­
plete." This requirement should be understood to mean 
that an individual who challenges his record is entitled 
to have the record appropriately corrected if there is 
no factual controversy concerning his challenge. If 
the re is a fac tual con trover sy, he is en ti tled to an 
audit of appropriate source documents to determine the 
validity of his challenge. 

The plan should specify' time limits for the 
initiation of the audit and for the determination after 
the audit. It should also require that published agency 
rules shall state the identity or titles of the 
individual or official with rosponsibility for 
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administratively reviewing record challenges. 

Administrative Appeal 

The regulations provide that "the State shall 
establish and implement procedures for administrative 
appeal where a criminal justice agency refuses to 
correct challenged information to the satisfaction of 
the individual to whom the information relates." This 
should be understood to require a review by some 
impartial arbiter outside of the agency that made the· 
determination not to correct the record to the 
individual's satisfaction. Provision for judicial 
appeal should not be construed as satisfying this 
r.:t~qu ir emen t. 

Desi~nation of Appeal Body. The States are 2iven 
great latltude to decide what group or body shall handle 
administrative appeals from challenges. They may 
utilize existing hearing procedure~ under State 
administrative procedure acts, a subunit of the State 
Attorney General's Office, or they may create a security 
and privacy council sucr as those that exist in several 
States. 

Procedure for Appeal. The plan should state 
order 

The 
that 
the 

explicitly what steps an individual must take in 
to obtain an appeal and applicable time limi ts. 
plan should also set out ip detail the procedures 
will govern the appeal process, or provide for 
establishment of such procedures. 

This should include provisions as to whether the 
individual may be present, whether he may have counsel, 
whether he may present evidence and examine witnesses, 
whether a record of the prJce~dings will be kept, and 
how the decision of the appeal will be implemented. 
Although the regulations leave these matters entirely to 
the discretion of the States, it should be borne in mind 
that both versions of the proposed federal legislation 
now pending in the Congress provide that the individual 
is entitled to a hearing at which he may appear with 
counsel, present evidence and examine and cross-examine 
witnesses. 

Similarly, the possible impact of the federal 
legislation should be borne in' mind by the States in 
deciding whether to make administrative decisions 
concerning challenges subject to judicial review. 
Although the regulations do not require that any means 
of judicial review be provided, both pending versions of 

" 
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the federal legislation do provide for civil actions to 
review ,f:;!.nal decisions of criminal justice agencies 
refusing to correct challenged information to the 
oatisfaction of the individual. Thus, each state may 
wish to anticipate this requirement and provide in its 
plnn for judicial review, if such review is not 
available under existing procedures for judicial review 
of final administrative actions by governmental 
ngencieo. 

£,2£!~f;!.c tion Procedures 

'Jlhe regulati.ons provi'de that records found to be 
incorrect or incomplete must be appropriately corrected, 
D.nd the t "upon reques t, an ind i v idual whose record has 
b(~cn cotr.ected shall be given the name of all non­
criminal justice agencies to whom the data has been 
given. If ~rhis requirement: enables the individual to take 
ot:.epo to coer.ect erl:oneous information that may have 
been given to non-crimInal justice agencies, since the 
regulations do not require that such agencies be 
notified of corrections by the correcting criminal 
justice agency. This requirement is, of course, 
directly related to the requirement in Section 20.2l(e) 
of the regulations, which requires that records be kept 
()f the names of all individuals or agencies to whom 
criminal hIstory r.ecord information is disseminated. 
The plan should provide, either at this point or in the 
procedures implementing Section 20.2l(e), for the 
maintenance of appropriate logs of non-criminal justice 
agency, recipients. The plan should also set out 
pt"ocedutcs .Eor. prepar ing an app.ropr ia te lis t of such 
recipients, upon request of the individual, and making 
U: ave :tlable to him, including a des 19na tion of the 
agencies respo~sible for these steps. (The regulations 
do not requite that the individual be given a list of 
non-criminal justice agencies or individuals to whom 
accurate 'and complete information has been 
d i skleml.na ted. ) 

The regulations provide that "the correcting agency 
shall notify all criminal justice recipients of 
oaf-coated information." This provision is related to 
the record-keeping provision of Section 20.21(e) and to 
the, requirement set out in Section 20.21(a) (2) for 
not:l fy log all criminal justice agencies known to have 
received information found to contain inaccuracies of a 
lntd!cl":iol nn ture. The plan must include procedures 
concerning the keeping of appropriate logs of 
disseminations to criminal justice agencies and fixing 
the t'csponsib:l1i ty for notifying those agencies that 
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have received inaccurate information. 
Section it was stated that such 
maintained for one year. 

Information Subject to Review 

Earlier in this 
logs should be 

The individual's right to review under the 
regulations extends only to cr iminal history record 
information concerning him, as defined by Section 
20.3 (b) of the regulations. Hence, he is entitled to 
review information that records essentially the fact, 
date and results of each formal stage of the crimina~ 
justice process through which he passed to ensure that 
all such steps are completely and accurately recorded. 
He is not entitled under the regulations to review 
juvenile records nor intelligence and investigative 
informa tion. Nor is he enti tIed to review substantive 
reports compiled by criminal justice agencies, as 
distinguished from a record of his movement through the 
agency. Thus, he would be enti tIed to review the 
recordation of his admission to bail, but not the bail 
report; the recordation of his sentencing, but not the 
presentence report; and the recordation of his admission 
to a correctional institution, but not medical records 
and other records of treatment at the institution. 

If any of these reports are subject to 
dissemination, such as bail reports, parole reports or 
probation reports, and any correction is made in the 
individual's criminal history record as a result of a 
successful challenge, then appropr ia te cor rections 
should of course be made in any of these reports that 
contain the erroneous information. 

Regulations as Minimum Requirements 

The procedures set out above should be regarded as 
minimum requirements and not as limitations on the right 
of States to provide more extensive procedures. States 
may, for example, provide for review of a minor's record 
by his parent or legal guardian, may provide for a more 
extensive administrative review procedure, and may 
provide for the notifica tion of non-cr iminal justice 
agencies in the event a record is found to be erroneous. 
None of these addi tional rights would be in conflict 
with the regulations. 
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Section 3 

CERTIFICATION STATEMENT 

Each state must submit with its plan a 
certification stating the extent to which plan 
procedures have been implemented and detailing the steps 
under ta ken to achieve full compliance. The evaluation 
by LEAA of the certification will be based upon "whether 
a good faith effort has be~n shown to initiate and/or 
further compliance with the plan and regulations." This 
section of the regulations also includes a requirement 
that all procedures in the approved plan must be fully 
operational and implemented by December 31, 1977. The 
certification also must include a listing of all 
categories of non-criminal justice uses of criminal 
history record information in the State. 

A certification consists of: 

1) 

2) 

3) 

4) 

5) 

6) 

A checklisk such as the sample enclosed for 
the central State repository. 

A checklist such as the sample enclosed for 
each other manual or automated system in the 
State covered by the regulations. 

A narrative discussion of problems impeding 
the implementation of the regulations and what 
has been done about them. 

A listing of all categories of non-criminal 
jus tice dissemination au thor i zed in the 
Sta te. 

A list (and summary description) of all 
enabling legislation or executive orders 
issued o.r pending that are related to 
complying with the regulations. 

The signature of the administrator of the 
agency designa ted by the Governor to submi t 
the plan, attesting to the fact that the State 
has implemented the regulations to the maximum 
extent feasible. 

The several separ a te componen ts of the 
the certification that are specifically required by 
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regulations are discussed below. 

ACTIONS TAKEN AND DESCRIPTION OF SYSTEM CAPABILITY 

The certification must include "an outline of the 
action which has been insti tuted. At a minimum, the 
certification must state that the procedures for access 
and challenge by individual record subjects developed 
E.ur suant to Section 20.21 (g) are completely 
operational." 

The certification must also include a "description 
of existing system capability and steps being taken to 
upgrade such capabili ty to meet the requirements of 
these regulations." 

States may satisfy the demands of the above two 
subsections by using a simple checklist. The checklist 
should briefly specify the principal operational 
procedures of the State plan, the applicable page 
references in the plan, and indicate by a simple yes or 
no whether the procedures have been implemented. (A 
sample checklist accompanies these instructions.) 

It will obviously take time in some cases to obtain 
the authority, funds, personnel, and equipment necessary 
to implement State plans. The regulations acknowledge 
that a certification of compliance is not immediately 
necessary where implementa.tion of a plan's procedures 
requires additional authority, involves unreasonable 
cost, or exceeds existing technical capability (included 
as technical capability are adequate personnel, 
equipment, and administrative arrangements). The above 
factors may, therefore, excuse non-implementation of the 
plan until December 31, 1977. After December 31, 1977, 
however, these plans must be totally operational 
throughout the State. 

A checklist discussed above as an outline of action 
instituted may also be used to identify the reasons why 
portions of a plan have not been implemented. A portion 
of the checklist may thus be reserved to indicate if 
lack of legislative authority, funds, or technical 
capability is responsible for non-implementation. (See 
the sample checklist.) 
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EXAMPJ~E CJ.:;RTIFICATION FOR A CENTRAJ.) STArrE Rli.:POSl,'l'ORY (Continued) 

OPERATIONAL PROCEDURES 

,SecurilY 
Executi;.re/ Statutory Standards 
Prevention of Unauthorized Access 
and Tan1p el'ing: 

Hardware/Soflware Designs for 
COlTlputer Systerns 
Designs for Manual Systems 

Criluinal Justice Agency Authority: 
Computer Operations Policy De­
veloptnent or Approval 
Approval and Clearance of 
Personnel 

Physical Security: 
Theft, Sabotage 
Fire, Flood, Other Nal-ural 

Dangers 
Ernployee Training Progrmn 

Indivi.dual Right of Access 
Rules for Access 
Point of Review and Mechnninu 
Challenge by Individual 
Administrative Review 
Administrative Appeal 
Correction/Notification of Ertor 

I certify that to the n1axirnum extent feasible action has been taken 
to comply with the procedures set forth in the Privacy and Security 
Plan of the Slate of. ______________________ _ 

Signed. _ __,_". ____ _ 
(Head of State Agency designated to be responsible 
for these regulations. ) 
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Q'J.'HI';n. THAN TIn: GI':N'l'RAL STATE 
n.gPOSl'l'OH. Y 
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c;CllliplpLt! DiPIHWILHn'I RC'pol'tm,g 
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1loHce 
l' .I~ ()tH' ( ',1 t (n~ 
Trial Coutts 
Apl'(~llale Courts 
l'ro1Ji1licm 
C()X'l'C'diol1nl Insilu.tions 
1/il role 

(lllC'l'Y nc!ore DifJH('mination 
SYfllt·l!wti.c Audit: 

DnlinqtH'nt DtsposiLion Monitoring 
At'tUl'<\<':Y V('l'trical;ion 

J Amiln on niH!} (:,}li pilt i{»)l::: 
GOlll.l'uC'l\tal Agre(!IlHmts / NQti(~cs 
nn(l Sanctiolls i.n Erred For: 

Crimina'! JUfltice Agc'nci0's 
NOll .. (~rintjnal Justic(> Agt·ndcs 

(/l'anL(·(j AC(,I'I;8 
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SAMPL)~ C1'~RTIFICATION FOR l\N ACiENCY O'.l'llKR TJIAN 
'l'ln:· Cl~NTRAL STATE: R)~POSI'l'OH. Y (ConLinu('d) 

OP}~RATIONAL PROC10DUIU~S 
----,-------~--.- -"""_ ... _---

Sec.urity 
~ Executive/ Stalulory Standards 

Prl'!venHon of Unautho:l:i~cd Access 
and Tttlnpering: 

Hardware/ Software Designs for 
Cornputcr Syslerns ." 
Designs for 1v1<1nunl SysLcl1"ls 

Crimi.nal Justice Agency Authority: 
Computer Operations Policy 
DevclopX'l"l,enl: or Approval 
Approval and Clearance of 
Personnel 

.PJ:.Y. s i,£.?;L.~~ ~_g ~ i-,tYJ 
Tl1eft, Sabotage 
Fire, Flood, Other Natural 

Dangers 
Employee T'raining l")rogram 

f,l2§i v!.9u~.LJ3...i g1.1,L'?-LA s.,s ~"~ 
Rules for Access 
]:foi.nt of Review and Mechanism 
Challel1ge by Individual 
Achnillislrative Review 
Adminislrative Appeal 
Correction/Notification of E~rl'or 

I certify that to the lna.:x:imurlJ e>:tc11t fea sible action has bem, taken 
to comply with the procedures set {ol'th in Lhe Privacy and f;\'cul'ity 
Plan of the State 0[ ____ .. ____ .. ___ , ____ , __ . ____ ~_~. ___ • 

Sigllcd ___ ,_,_~ _____ . __ .. _.. <,,_._>,,_._ 
(IInad of Agc'ncy st'1nnHting 
certificalton. ) 
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AU'.PHORI ZING ORDERS AND LEGISLAT!ON 
~ .. %I ,. 

Regulations 
Reference ,-

llhe oer.tifioation requires a "description of any 20.22 (b) (2) 
legi,Blatlon or executive order, or attempts to obtain 
ouch authority, that has been instituted to comply with 
thene regulations." rrhis should be understood to be 
partially covered in the previous section of the 
cc r ti fica tion. X.f immedia te compliance wi th cer tain 
plan proceduces i.e impossible because of the lack of 
statutory or: executive order authority, the 
certification must establish tbat steps have been taken 
to obtain Buch authority. Normally, where the Governor 
has authority to issue executive orders to further 
compliance w:i. th the regulations, necessary executive 
ordero should have been issued by the time of plan 
BubmiDsion. Needed legislation should be in process to 
the maximum extent feasible under the circumstances, and 
the plan should identify the progress that has been made 
--for example, d rafted and introduced, undergoing 
h'HH' ing 0, owa i ting the conven ing of a biennial 
lcgiolotivQ session. 

RBQ.GRI~SS TOWARD PROBLEM RESOLU~rr.ON 

The certification requires a description of "steps 
taken to overcome any fiscal, technical, and 
adminiotrative barriers to the development of complete 
Dnd accurate criminal history information." The demands 
of this subsection will be satisfied by a general 
aiscuBolon inJicoting what the State intends to do about 
diopooitioH reporting and what the problems are. 

Adequate disposition reporting is at the heart of 
the compJ.eteness and accuracy provision. states may 
satisfy the requirements of this subsection by a 
discussion of what the State intends to do to lnsure up­
to-date disposition data and what the problems in 
implemen ta ticn are. For example, if the plan 
contemplates the establishment of a central State 
repository to provide full criminal history storage and 
cr lminal iden tification serv ices to all agencies 
thr~uqhout the State, and if the repository is not fully 
operational and able to respond to all user needs at the 
t:i.me 0.1: plan submission, certi.fica ticn should explain 
the extent to whioh implementation has been achieved and 
identify the factors-- such as lack of trained personnel 
or funds for automated data processing equipment--that 
have prevented full implementation. Discussion under 
this subsection should not exceed five pages. 

~O~rfIORITYI:'OR NON-CRIMINAL JUSTICE USES 

20.22(b)(3) 

i 
L 
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The'cert.ification requires a "listing setting forth 20.22(b) (5) 
categories of non-criminal justice dissemination. This 
section of the certification j s required by Section 
20.21(b) (2) which limits the dissemination and use of 
nonconviction data for non-criminal justice purposes to 
those instances where dissemination and use is 
authorized by statute; ot'dinance, executive order, or 
court rule, decision or order. This section is 
discussed earlier in these guidelines. 

The certification need not set forth citations of 
all statutes, executive orders and other authority under 
which dissemination is authorized. All that is required 
is a listing of categories of non-criminal justice 
dissemina~ion, in~icating the classes of recipients, the 
types of lnformatlon available, ~he purposes for which 
it may be used and aN indication of the type of 
authority (i.e., statute, executive order, court order 
or wha tever) . 

This information need not be supplied until the 
final certification is submitted on or before December 
::1.1, 1977. 



.. !if----------------------------------------

lVJN'WH~n mai' tff' r,ubj.ect, t.o the pcni\ltietJ ()f the .Act 
flit knfiwln'l {Hvl ',Jillful f£llhJro to comply with any of 
~ t;J< I ~ d lOWlHRI t {<qn l r P1:U:fl t D! 

I. fnl1ur~ to Duhmlt nn adequate plan, 

(allure to Jubmit adequate certification, 
iw,l 

tallutp to comply 
fl'flU11'.(·l'J'l(l nl:n of tiw 
I(HhH'{~ to unpl{>ment 
npt faIth in the plan 

with the specific 
regulationo, including 
operJ tiona 1 procedures 

by Decembcr 31, 1977. 

A qrHui faith minintrrprctation or lack of knowledge 
~;if .m ,1'J"W~'{ 01 indtvi,lu.Jl of th!} rcgulations or 
'~PNlH lOfh,l ptne(·d~~r1Hi SOl: forth in the btate plan may 
~"XPUHW I (tl hn f· U} comply. 

M~AA W111 l't"enmmt"i,d vjolat ionn for cour t imposi tion 
~~t : 1fwn (whit:h 1iI;:r:! IH) up to $10 t 000) only in cases of 
k*.1f-{U Ijf -wt Uhfl fHHl ~,nr~'t'-,~.l1£! violationn. 

FAl $.wn·: 'n~! :m,BM:,'r,. ~l~f'!Q1JA'rtt.,,"~!;t~LQJt,£lLR1Lt.~IPNq 

.nul~fll1fmHm nr the plan and ·;:'crtifl.cntions is '".he 
t fH~t\lHntahi 1 ~ t'j. 01 OWiHJl'flCY deniqnn.ted by thQ Governor 
~*t' nu" ~H'.~ h". A maxi-lilt,nll (:If (')0 (lnyn I extension will be 
p.N 1l'l1 t' t ~'.l Ul Uw e\H~(l of Inndeq~uate pl.a.nn or 
%',\''it t t tU:'(tl Hmn" 'l"lH" Pxt'PI'wion peri.od <~{nlld, however I be 
It''n'~ UH'!:n iH} ,HW81 l,r in the ~jlld9m('mt of ,LEAA the 
~l{~th'lNH'lj'\n t::,.'H) ht" (~fU {(\'~t(ld in n shorter: period of 
tl,ffir> • 

. f.'t'll hH fo· l~;; pro,-' hl(\ In nt1cq~H,\.te plan or 
If:>i't~r t r~~.·~H HlH ma,· mlh)~."et the Stvto to p~rtinl or total 
l"Ufhl ""u't~Jn:'i l1Y I1f~A ~nd t:(' thl~ inlpooition of a $10,000 
tuu'" 
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Reference 

20.25 

FAILURE TO COMPLY WITH SPECIFIC PROVISIONS 

~he Effect of Certification 

The regulations provide for subsequent annual 
certifications of action taken by the State, if 
compliance with the regulations is not complete at the 
time of the initial certification. LEAA recognizes that 
criminal justice agencies and other agencies will 
probably not be able to comply immediately with all of 
the requirements of the regulations. Most States may 
find it is necessary, therefore, to submit more than one 
annual certification. 

Once a State states in its certification that the 
action necessary to implement a specific portion of the 
regul~tions is completed, ~illful and knowing non­
compl~ance by State or local agencies with the 
regulations could subject the agency involved to the 
fines and cutoff penalties provided in ~he regUlations 
and Act. 

Non-Compliance After 1977 Deadline 

In addition, ~ll procedures in a plan must be fully 
operational and implemented by December 31, 1977. The 
knowing ~nd willful failure by any State or local agency 
to comply with the plan's procedures after that date may 
subject the agency to the sanctions under the 
regulations and Act. 

Regulations 
Reference 

20.23 

20.23 
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