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| ATOMIC ENERGY coxl..ussmn{;i{;
: _[JOCFRParus] 3
PHYSICAL PROTECTION OF PLI\N’TS AND .~

MATERIALS -+ .-
Physxm) Frolection of Spacial Nucleaf
. BlaterialinTransit -

In ‘view of the need for increc.sed pro-1
tection of special . muclear material
(SNM) in the interest of the common: .

- defense and SC‘Cunhy, the Atomic Energy
-Commission is proposing amendments o, .
its reguvlations in 10 CFR Part 73, “Physi- "7

. cal Protection of Plants and Materials,
., which would provide for en incressed
level of physical prolection for shipments; o
by licensees of special nuclear meteriel ofi>: ’

" high strategic velue. This action is being




n in view oI tbe increase 1!1 ierrorist
‘getivities and the ge.nera! availability
Hfinformation concerning possible use of
‘cpecial puclear material 2s & basis of
errorist activities, - -

‘ 1y to shipments of either uranfum-235

s percent or” more in the U-235 dsctope)
—nranium-233, or plutonium, or any com-
ination of tbese materjals, which is
5,030 grams or more computed by the

fo—mula grams= L
+2.5 (grams U-2 33-,-gra.ms pluto-

e 235) =
: ,;IJJUID.)- et S
X “olIThe proposed amendments wou]d re-

‘quire that shipment by road be made
+’gitner in & truck or trailer with special
S design features to improve-cargo secu-

Ticle with 2t Jeast two armed ‘wuards;:or
Ihet an armored car’ be used accom-
patied by-two separate escort .vehicles
coch containing two armed guards (total
;0l-six guards) ‘when communication is
: Jlot; a]wavs avaﬂable dunng the _course

Y47
i

ca'ﬂmumcatnon range ‘or that an ar-
mored ceu- con taining ab ]e:.st two armed

RS,

19 tworarméd ‘guards to tscort all.air
=nd sea shipments,-(2) five.armed guards
0 escort rail shipments,: (3) fuse of U.S.
epistered.carziers only forair and sez
hipments,;.(4)..
T monitor transfers, (5) seals at all times
0 cargo compariments of triicks or the
- oujermost -container  of SN, :(6) open
railroad cars-only when the shipment
weighs 5,000 pounds or more, and (7)
dbmission ©f € revised plan’ updating

who ship at or above 10 CFR 73 thresh-
id quaphtles and througb licepnsees by

;ices The" Commission is considering
‘;ah‘_mativw which would discontinue the
rmored c2r option and would allow only
“shipment ¥in “specially - designed. truck

X
%;ﬁ ~with an escort vehicle. Also, alternatives
'§§ i .%o implemment & continuous communica-
£ oo Tton merwork for truck and rail- ship-

“ments zre being examined. It is eXpected
that these ‘measures cou]d be Tequired
earlyin 1976.
The Commission has decmed not tao
.prepare 2n enviropnmental impact stete-
-ment for the proposed 2mencments to 10
CFR Pgri 13. Concurrently with the pub-
JHcztion of this notice of proposed rule
'\ .'mang the Comrnission is making avail~
3 °b]e in ‘its Public Document Room at
"1717 ¥1 Stireet NW., '\"zshmgton, D.C. itls
“Environmenial Impact Appraisal of
‘Amendments to 10 CFR Part 73, Re-
guire ' for  ‘the Physical Pro{ectlon of
% ~Strategic Nudear Materials in Transit™
Pursiznd o 1ne Atomic Energy Act of
1954, as. gmended, ‘and section 553 of
- tille 5 of the United Stales Code, notice
-~ is herepr given that adoption of ihe fol-
Slowing amendments io Title 10, Chapter

LR R,

L

DR Y FONFREN Glp./ B RS )

ST Code of Federal-Regulations, ’Part 37

~The proposed amendments wou]d ap- -

ontained in uranium enriched to 20.

(grams contained U-

#rity.containing at least two armed guards .-
sccompenied<by: & separatevescart ves .

two armed guards to.

= '2 Pa rag:caph (f) is oe]eted and para
existing tranusportation plans by licensees |

\.carriers ‘who supply transporr.a.tlon SEry- " oA -
by st least two guards in. tne vehicle con-: :graph .(a) of 5733

R —

= PPOPOSED ' RULES

o
e

e v-_.‘ e o

is econtemplated. All interested persons
who, wish-to submit ‘written comments
or suggestions for consideration in con-
.- nection with {he proposed semendments.”
should send them to the Secretary of the

misslon, Washingion, D.C. 20545, Atten- -
‘tion: Docketing and Service Section by~
December 13, 1974. Coples of Comments-

on the proposed amendments may be ex-"-

amined", at the Commission's Public
Document Room at-.17T17 H Street NW;
Weshington, D.C.

1. Pdragraph (g) is deleted and pera-
‘graphs « (¢) " and - (e) -of §.73.30 &are,
amended to read &8s fouorws -

§ x3 30 Gencral rcqmrcmems.

(c) Spncxal _nuclear mcwmﬂ shan b_e
Al.s?mppOd in containers, wHich are segled by
tamper iAdicating t¥pe-sedls, The con-
{ainer shall elso be locked if it is not in- -
‘another  container or vehicle which  is
locked. The cutermost container or .ve- _
Hicle shall 21so be sealed by tamper indi- "
cating type seals. Only containers weigh-

s

‘ ing 5,000 pounds or more shall be shipped:> Ky

‘in open railroad cars. This parazraph
.does not apply to shipments of quanti—
ties specxﬁedm § 43 1(b)(3), . :

T (sxx‘*y davs a_fr,er~pubhcatxon
each lxcensee who" has’ previously-sub-.,

'~m1tted a plan to-ship quantities of spe-:

‘cial*muclear. material in excess.of those’

Comimission, U.S. Atomic Energy Com- -

ties shall be the seme |
in 5§33 31(0] (l) e

“redio com.mumcatxon cnpwbmtv shr.nfbe
provided between the cargo vehicle and
the escort vehlcles,, Escort vehicles shell
elso be eguipped- wlth a radiotelephone.
The licensee may use his own employvess
&s guards or he may use an szent.

(2)_'The shipment shall be made fn'sn

armored car accompanied by two sepa-
rate éscort vehicles with at least two
guards in each vehicle when the ebility
to communicate by radiotelephone or ra-

dio is not. alwdys dvailsble during the -

‘course of the shipment because of inade- /
quate communication range. When come-
municztion coverage is elways evailable.
‘during the course of -the shipment, ar- =
mored car shipments may be meade with

only one separale escort vehnicle contain-,” .

?0037 ‘

ing zt leest two guards,-The escorts" du="-~

‘ thos speciﬁed

T3 ifgra'grépﬁ;:(ds;‘.is cxe]e:ted and para~
.grephss(b) end . (¢). of  §7S. 32 are.
-amended toread es Io]lows A
§ (3,32 Shjpmcntbym

e

(b) Smpmem‘s on c..rgo a:craft oI
either uvrenium-235 (contzined in ura-
nium enriched to 20 percent or more in
the U-235 isotope) ; Uranium-233 or plu-,

rterinls v:lnch 1s 5,000 grams or more com="
~putedr by the : fo*mula, grams-——(gr&ms
_contaiped U<235) -,-2‘5 “{grems- U-233+
“grams plutonium)’shell be.made only on

-

tonium,.or any combmatnon of these ma=:.

. specified in-§ 73.1(b) (2)_shall-update lns“US -registered sircraft-and shall’be: m:—»n

plan outlining ‘the procedures that’ will>“compenied. by, two guairds:- Translers. of £

be used io meet the new requirements of
§6 73.30(c), 73.31(c), 73.32 (b) and (c);

13.33¢a), 73 34 (B.),-(b) and (c) and
73:35-(a) and (b)

AN .-, File

graph {(c) of §73.31 is amenued to read
as fo].low : T

e T

taining the sh.pment The shipment. sball :

ing methods: o ..‘-a‘:l o e 3
i (1Y _The sh)pment shall be made in AN
c.pem ally designed truck or tralier which

reduces thée vulnerability. to theft. De-".

‘-sign features of the truck or trailer shall

permit immobilization of . the van and
provide barriers or delerrents to physical
_penetration of the cargo compartment. A .
separate escort vehicle, with at Jeest two
gudrds shall- accompany: the shipment.
Guards shall maintain continuous vigi-
lence for the presence of conditions or
situations which might threaten the se-.
curity of the shipment; teke such action

g5 circumsiances might reguire to avoeid

interference with continuous: safe pas-
sage of the targo vehicle, provide sssist-
ance. 10, or surnmon aid foricrew.of cargo
vehicles in case of emergency, chieck seals
and locks at each slop where time per~
mits, end ovbserve the cargo venicle and
adjacent areas guring stops. The vehicle
containing the shipment shall be under
continuous visual surveillance by at Jeast
two guards during rest stops.'Continuous

“these shipments shall-be-ninimized and'

‘shall be conaucted m s.ccozﬂa.nce With"‘

§7335

.minal., They- shall *perform. moni’tonng

- duties at foreign terminals 25 described ’
~4n §73.35,.except that such guards need

- not-be armed at fo‘e)gn terminsals: iy}
4. Paragreph () 15 deleted and- pa.::a—
amenued t6.read;
asiollov.‘s. e

(a) A shmment by m_u shzll be ess
cortec by “five guards, in ‘the shipment
cdr or an- escort car of  {ne train, who
‘shall keep the shipment cars under ob-
servation and who shall detrain at stops
when practicable and time permits to
. guard the shipment cars under observe-
tion end check car or container locks
‘and’ seals, Radiotelephone communica=

:tion shall be meintained wilh a licensee
‘or’ his agent to’ relay position every 2

hours or less, and- at scheduled stops in

fore the stop. The licensee or agent with
whom communications shall” be main-
tained for different segments of the ship-
ment shall be predesignated before &
shipment ls made. In the event no call is
recefved. in" sccordance with ‘these re-
guirements; the licensee or. his ngent

'sha,ll,immedia,tely notify en appropri;.ic :
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terminal in tne United States unﬁl the TN
Shipment is unloaded ata forelgmv'r—'-:

‘the event that radiotelephone coverage
weas not available in the last 5 hours be-



40038

law-enforcement authority and the ap-

--propriate  Atomic Energy Comunission

. Regulatory Operations Regional Oiice
. Usted in Appendix A of thispart.,

- . R | . : L4

. .. 5. Paragraph (e) ls deleted and para=~

‘grapns (a), (b), and (c) of § 73.34 are

amendedtomadasronows . .

§73.3% thpment by sea.

. (a): Shipments “shall be made on
=" * "American fiag vessels making the mini-
L mumporfsofcaﬂ.'r*znsferstoandimm
>'* other ‘modss of transportation shall be
.= in accordance with § 73.35, except that
" 7% such guards need not b&armed at foreig;n

- {b) Export smpmems shall be accom-
. ' panied by two guards from the last part

. in. the Unlted-States untﬂ the -ship-
" ment 1s unloaded-at & forexgn port. They

foreign porty es described In § 73.35, ex-

PHYSICAL PROTECTION OF PLANTS AND 2t 1717 H Streel NW., W

‘Requir‘emenis for the Physical Protectio.n

under consideration amendments to its - Since the requirements of the proposed -

shall perform. ~nornitoring ‘duties .af .

mp. that suvhgun.rd.. peed not be armed . ;

PROPOSCD RULES

7th day FYDERAL RECISTER to subriib g physicay
security plzm_ In addition; #ach licensee
would be given a. period of 180 days afller
approyal of a security plan or amended -
plan in which to fully fmplement sueh -
pians and comply with ther&quinzncnu .

 Dated Washington, D.C. the
of November 1974.

For the Atomlc Energy Commission. - -

- GoRDON M. GRANT.
DO Assistant Secretary

o of the Commission. of these roles.
I[FR Doc,'74f-26569 Filed 11—13—74;5:45 nm} ..~ Concurregtly with the ] Tablication” fo;-
. . .. comments of this potice of Troposed rale. v

- making, the ' Commission= g & +making *
available in its Public Docmnent Room
D. \
-its “Environmental impsct Appratsal Si
Proposed Amendments to'10 CFR Part .
73, Requirements for. Physical Protect)

~... of Nuclear Power Reactors. of Licensed Activities in Nuelear Povoczx!-
The Atémic Energy Commlss‘lon has Reactors Against Industrial' Sshotags ™'

. [10CFRPart73} >

MATERIALS

regulations In 10 CFR Part 73, “Physical Tule would not significantly sffect the |
Protection of Plants and M=ierials,” quality of the human environment, the 3 . .
which, in the interest of the common de- ~Coammission bas decided not to prepars '~
fense and security end the public health an environmental impact statement Tariz ..

and safety, would identify measures to ihe proposed. am_ﬁdmems 1010 C:nx

be taken forthe protectian of all m:clear Part 73.-:- L R
.Pursuaxnt Eneray Act of v

,..

Tt the Aforate:

: -tage. Part 50 of the Commission's regul:a.- - 1954,. as amended, and section: 553 of

‘secure’ compartment which' is7locked x ﬁ&nsj leow r%‘mrﬁs Iic;g.:ﬁ ;’g iiug;nrj:
-anid: sealedl Tockstand:  seels shall’ be + sicalsec Wf zu%sm; pujd
pes dcaﬂyins‘:écf.ed in” trangit, i pos- - to. protect against sabotage. Guidance as-
o - . to physical security criteria gener.ﬂb ac-
: cep»able for the protection. af nuclear
. power reactors against acts of imGustrial”
” sabotage is provided by Regulatory Gulde -
-1.1%, “Protestion of Nuclear Power Plants

. erences ANSI Standard N18.17, "Indus-
trial Securily for Nuclear Power Plants.”
! i .."The proposed amendments to 10 CFR®

All renfers Shaﬂbemf’mmmd by £%0 Parb 73 would establish in ;S new § T3.55 -
guards. Monitoring -6 :special . nuclear . ir0 requirements Tor nuclear power.:
smaterial: transfers-shall be‘conouctedaﬁ ‘reactor licensees .to establish a physical™

R -'.‘ security organizetion,’ to: provide-access °

(2):° * controt to'and within the nuclear power -

whers-’ Speciﬁl- ‘nuclear: -matertal ’is Dot “Sreactor “using * qualified - and .trained "

-v-\—’

13.30

Tnms.f(;.r" .f <pecml nuclc

observe: the-opening- of /the ‘cargo com- -
srtment and. assure that the~sh1pment > tions, Heaison. with local law enforcement -

*is not. removed. . The 'giiards shell main- . authority,. and. “visitor res.,rictlons Tor -
“tain continnous ¥isoal surveillance of the - non—employees.
*c‘.*‘go compariment., Continuous . visual . . The mew §73.55 would apply to per-

“shall be maintained up to the time the license 1o operate s nuclear power Te--
wvehlcle is ready to depart.” - 3. o actor regardless of the-enrichment or
~(b) At pomts -Where spec)al nucl=a.r 1ype of special nuclear material to be -
‘material is transferred from wvehicle to - used in the reactor. Such persods who

{from  storage. loLa . .vehicle,” the- gua.rds ~of’f
ha.ll_keup the s‘mpment”lmder ‘continu=-" amounts [(other than -in™a resctor cors -
ous visuzl surveillsnce by observing the -or in frradiated fuel)’ must also comply
“opening of the cargo compartment of the ' +with the requirermdents of 10 CrR. 73.50
,ﬁincon:un., vehicle and assuring that ths = and 73.60 which deal with the physical
shipment s complete by checking Jocks - protection of special ‘nuclear materiall
i ‘end/or seels. Continuous visnal survefl- A proposed amendment to § 73.50 of 10"
=4 1anceof a shipment shall be maintained “CFR Part 73 would clarify which persons
2o+ "at all Himes it 1s 4n the terminal or in [lcensed to operate nuclear reectors are
‘ “storage. Shipments shall be prep]_a_nned required to-meet the physical pmwcton
‘In order to avold storage times in excess ?eq“‘f ements of §73:50.. -

+'""of %4 hours. Cortinuous visual survefls D addition, ‘an appropnate ch‘_nge
L,nce of ih
mz*ntazned up to me time the vehicle®™ Teflect the addition of § 73.55. %

o, is ready to depa.rt‘ from the terminsl. It the Commlssion sdopts the proposed
: o e e I menoments to 10°CER Part 73, each -

: ~,:~" (S 161, Pm o s.;-'cs 65 stst “os8 ‘(a3 " Ucensee awould be given a pedod of 90 °

s N
»./‘- -
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.. Ageinst Industrial Sabotage,” which ref- il

cheduled for-transfer, the guards shall- guards,. and- to establish.other physical *
se-cu.m‘? mesasures. including communica--

smrveillance of.the cargo compariment  sons who are licensed or who 2pply fora -=*

‘ storzge, from’one vehicle to znother, or’ store OT possess speclal nuclear material tained in uranium enndlecxtu‘.ﬂpe.‘"‘"’
“certain’, types, » enrichments,”<and: - Lofumore’in the U-235 {sotopel; Arrninm:

e carva compal—tment shau be - Wou.ld be made to § 7&70 TeCOTds to‘

. days following the pubUc.;tmn u.tihe

Noymazn{‘ 3, 1974

Title 5 of the United Stales:Code, notice |
:is hereby given tkat adopiion™of the fol
“lowing a2mendments to 10 CFR-Part. 3,
~is coniemplated. All .interested puscnﬁ W i
_who desire to submit- written. comments: .. - e
“or suggestions with respectin the fore-"T L. i

*

~¢ -~

going, or any other matler parbnent to b
the subject ol this nomce, sh.Jqu :send s
them to the Secretary of the Commis

Washmg‘ton,a D.C.-
Docketing .. and Se_rvm Sectlcm," b,y
January, 13, 1975. %, e RN

"Copies- of, commenta et proposed ;
‘zmendments .may " be- emxﬁiﬁed;inibcr N
- Commission's - Public . Docizment™ P.ocm
atl’?l’TH StreetNW Wzshmgtcn.DCu-,. .

T PART"73—PHYSICAL PROTE'r:nON

is amended to read as follows:'

‘§ 73.50 Requicements for: plm;c:z} o=
* tection of Licersed nctrnua. “

In aaa_don to any othsr Itquiramcn 3

of tbis part, each licenisee whois duthor= -
.ized to operate a fuel réprocessing plart,’”
pursuant to Part 50 of this chapler m’“
who POsSesses Or USES urnnim-225.(con: <

"233;-or plutonium alcpe.or In say ooz~ -
bination in.a quantity of 5,000 grams o - -7~
1nore computed by the formuld, grams=" . :
(grams  conteined U-2353) 325 (grame’

- J-233-4-grams plutonium)y -including U= -‘
censees who are authorized $o operate &
_muclear rezetor pursuant ta Part 50 ‘of -
tnis chapter who possess ar store suzh»)
materizl shall comply with the following*

- Tequirements. The requirements af :this. -
“section do mot apply to reactor Heensees <.
who. possess such material only, whcﬂ-n
-’15 inserted or Jocated im the “core of's:; ’
‘muclear Teactor and/or,wHo' possess ar..'. .
store such material only when 1&'is COB“ i,

“tained 1n irradiated fu_l elamenfs I,

by
[

BN LA S i . :
'rc'jbj g P St
-t oo AR W gy eummyrere cmpes e .

MRS




b

A'newj n3. 55 is added to' read a5 * be‘momtomd .bom.etect the‘,p"esentz of: upcm cntrpnc lnto the prowu ﬁcn
,A'.‘_: 2. individuals ror wehicles swithin #4he zone - which :must - be returned upon -erit fpom
son5 towilowsresponse -:hy :ermead mem-, - Lé})“ sprotecled areazandixhich 4ndicates.”.

, R bers-of thedicensee sectrity nrganization’™ mon<cmploves—mp <scort xequireds.
% 53;0“,:5;'?:::1; C;':r:gﬁf‘ ﬁdﬁ _to be initiated st the.time'of penetration: Gi):aress 46 wihich.2sdess ds authorized
= agal M"m‘g& BN .. J-pf.the protected area. Parking fecilities, aud:fiﬂ)%he:pmod.(crmmch access;m.s

; " -both for.employees end wisitors,:shall be, been-zutherized.:

‘+Each epplicant’ Tor a'license to mew Iocated soitside <the -isolation zope. <. 7 ; (5 Inmwaualsmo‘mmhoﬁzed Yy ;!.he
ﬂDuCleaTPO er reactor pursuant to Part 4) Isolation zones-gnd tlear areas"be- "licensee o .enter pro‘ected grers without
50 .0f this chapter shall include in Ihe - yween -barriers shell be provided -with _escort shall be escorted by a watchmen, -
physical security plan reguired by § 5034 {ljumination sufficient for the monitoring . or :ofher-ndividual dssigneted by the -
(c). the informstion identified.in.para-’ angd.observetion requirements of para- .oenses, owhile in @ protected :area aznd
~graphs .(g8) through (g) of this section.. graphs (b) (2), (b) (3) and <g) (3) of this shall be badged 1o indicrie that an s~

Bach licensee who is auihorized to -0p~ section. cart4ds Teqitired. 30 :addition, eech wuch
R “erate .a nuclear -power reactor licensed . (5) Windowsin walls and Goors of the  individnal-shall she wequired .to wemster. .

% pursuant to Part™50 of this chapier.shall  control room as-well as the doors them- . his-meme, date, time, Jpurpose of wistt,
-hsibmit sm..amended physical security” selves, shall provide bullet pepetration . employmeéntzfiliation, citizenship meme
;nlm Gescribing how the. licensee Wil resistance. In addition, & mneans.shall be and:badgemumberof escort,:s:nnmm°d{ ..
Zicomply with Ine following. requirements provided for -quickly -locking all a:oors theindixidnel{tohewistted. | v
i »1:'3' (80 days=fler publication.of effective: . leading nto the -contral. room.j, ' I5K6)_ The- Aicensee. sl fa:on‘lmnl«;:‘.ﬂl
%.rdle). TThedicensee shall Amj;ﬂamen» This iy A(0) ACcess TRQUirements.s, 21 71 paints:of spersorinel Fand ryetitle o u.'bm‘ia .
splan dnd comply with {he provisions.of- (1) Theilicensee=shallcontrol all points - into “vital - ATeas LATCeSs X Yitnl SAnSSE v,

.
“ - -

Y

T
(R

£73.55 'Rc_qmrcmcnls,{or jp'hrl-'ical :pro- '

e -

- .'._5

..:

pavmd ©0{ 180 dzys from the dale of Com-
5 mission approval of the am..nded,pbs*si—
X edlssecurityplan. . . :

(2) leszcal secm:zty oroamw.‘,zon.—- .
“(1) “The licensee shall es‘t..bhsh,a £&-

A M ERAS S

«'a“u“bmes. T

~the security organizatfion and which de= -
il the duties of ;guerds, watchmen, apd
.other individuals ;respon.,lble for secu~
’nty- .z

ST L

individusal {o-act as a guard or watch-

-

‘demonstrated:. () .un understanding .of
uired of him by isuch-procedures. Each -

nall be documented.

“{b) Physieal’ ba-v—zcrs
)
eqmpmam only within s vital area, which
in turn, £hall- be docated —within z -pro-
tocted arca such o that rapcess to wital -

i.-Jeast two 'physical ‘barriers. More than
‘one vitsl-area may‘be ]ocated within »
sin gle proiected area, . o
»(2) The physical bvmer'?t'the De*'nn—
Feter of the “protected -area shall be
wseparated ‘from-eny other ‘barrier desiz-
Dpated as a physical barrier within the

monilored or periodically checked 1o de- -
bect the presence-oi Persons -or-vehicles
< so that1he Tacllity ‘security organization

tho breaching of any ‘physical “barrier.
w7 (3) An-dsdlation zone shall Lz .ingin=

perimeter of the prolecled area ang any

Parsicd] barrier. The isolation zone shall

»
5

_-prouec‘a ms facuty ‘agzins* “Jndus*rial_’

%(2) :&t east: One‘supemsor"of the se~-

L (4) ‘I‘he'hcensee wha.u no» permjt an

protected grea. Identification=and.search
of a1l .personnel .shall .be-made and.gu-
thorization =ball be -checked .at-such™

function shdll he physicdily _separate
from fhe identificetion function.and shell

curity organization mcluding @uards, ™0 . proceed progessively from .the detection . protected by wan active antruson aigrm
o “firearms.and.explosives bo ddentifica~ ASS

", {ion tand _admission, J3f .approved “The

§ .search .£h2T1 be_conducted .sitherb¥ & fhrough-<doors:or “hatchesaf substarrtind?:
~curity -orﬂamza‘mn smﬂl _be on szte .at p’hy&cﬁl searoh\cr by :Lne me‘o(_equip-

':mcuvmua] (s) 'pericmm_ng the m&ntﬁca-
Grres ~whith ‘Oocumﬁnt ‘Lhe SUI'UCWIE o “tion.and contrélling.admittance shsli'be “frequent access'is-periritted o fcormteins

"are-autharized sccessio vitel equiprment
and who require such-access to peﬁu:m
their xduties, .:Authorizefion for Rccess

... points. At {hese control peints, Lh_.search to ¥ital :arees for such dndividuals shall

be rindicated by 2 dHadee ddentifcstim-
-sy-w_rn_ “Unoccupied “vital mreas shall e ™

systems<.= =
SE AT ‘Acceas to- mt&tﬂm&xz‘h whall e

ccnstr'uctlon m:d msmlﬂhon :e.nmshzm

= sm—reptmous and:forcedmtrs:any time.

“housed ln .8 .suitdble .structure .capable ' ment:sochH ns~um1ng~m‘uclmg:oramm o

lof providing physical protection t the
occupants to essure their Fhility to Te-
spond .or to summon -ussistance.

maintenance, ‘posi jHve‘nocess' contrrn:in
contairment shall “be .exercised by the +
~lcensee, with a-= guarﬁ-or‘vwatz.nmm-m- i

“(2) At the point-of ‘persopngl-end ‘ife— STe(8)” Appropnate‘bmens shallibeTro=-

hicle access -mto -a _protected =area, -a8ll--

and incendiary devices, ‘or other Witems."

b PR

Tei

1(3) ALL packades _foA -uehvery mto i.he

‘Tuard-and-watchman shall be requalified protected ares . shall “be -checked . Tor -, ‘vital—erees for rihe- “purpose «of , general’ 4
af -least annnally. Such requahﬁcatzon proper identifica

tion end suthorization.
. Top . the rextent practicable :all -vehicles !
-shall be.off Joaded.outside the protected

items which cold be used for sabotage ¥

purposes prior to entry ‘into’ the pro- .

tected area. T4 ehicle-accessintothe pro-

< gquipment requires ‘passage through ut - tecled ‘ares -is required, -the ~ehicle -and

cargo shall be searched -upon entry ior
explosives ‘and “incendiary devices  or
other items which could be used for in-
dustrial sabotage. Bither the driver of -
the :vehicle permitted ‘access inio the.
protected area.shal) possess an AEC per-
soanel security:clearance, .or ‘the vehicle ;

Licensee while within the protected-area.
«(4) A 'picturerbadge identification sys-

tens shall be used for all individudls who '~
-can respond 1o sushicious actlvrtv or'to - gre‘gulhorized access to protected areas this pert shall annunciste dn & .con-

without -escort. An individuel mot em-
ploved by the licensee .butwho Teguires

- tained around the physics] barrier at.the - freguent and extencen gceess - 1o .pro-

iected and vitg) grees may be suthorized

~pert-of 2 brilding wsed as part of 1that - access to such areas without escort pro-

vided that he receives a, picture badge
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“viGed 1o dustruct ready ‘areess o reital

“prressiisvermitted, posilive . sueesscon-

ufang*guaras or watchmen®: -

e

‘man unless such individudl “has been hand-carried padkages<shall'be searched ' reas.such as-the'coptdinmentby ground
~properly ‘trained-and-qualified -and ‘has -for. devices such es firearms, explesives,’; Féhicles s(eg., Trucks)s Any time wekicks o

«vithe licensee's:.security procedures, and. which xould bﬂ ussd _for mau:tna.l ,brol shidll be exercised by tdhe hc\.nn&,
“({{) the ability to esecute all duties re- , . sabotage ’ '

- 19). Vislting by snon- emp}ove.e:s mﬁm .

.Jamiligrization anuacthermmm@- .

Inted :mctivities shall ot be authorizet

) e -except:Tor, good u:ause snown- to :‘izem—
.The licenses shau locate vital area _All.such cargo.shall be checked for, . censee.l.

< 210) - No vehlclesueammmanb‘:for He
conveyance -of individugls-except.dasig-

.nated -emergency: «or . sécurity ehicles -

“Skall ;be permitted <within 2 prolectad

erea except under.emergency.-conditions.
+(11) -Eeys, lockscombinations end re--

lated eqmpment used to icontral -access

to protecied and yvitel areas shall be con-

-trolled torecues toihe extent prm:t: cahle

“the prohability’ of . .compromise . anid
; promplly changed \\heneve_r there is.edi-

;protcctcc srez;-and theinterveninigspace shall be driven by an emp]ovee of  the - dence ‘that they may “harve been scome-

T promised.
«d) Dctcctﬂonmds
(1Y AL elzrms requ.red PUrsusnt ‘1o

+

‘tinuously rnanned .céntral slarm station
]ocaled within Ihe prolected area and
in at least one other continuously
manned stedion,.notnesessarily oo site,
such: that s single zct cannof Temove
the copabilify of callingforussistance of

s

-y

this physical security section -within & - of personnel: 2nd svehicle wccess -into.a - shell be spermitted Yor dpdividuals who

v'w

[



40040

otherwise responding to an alarm. The
on site ceniral alarm siation shall be
considered a vitel area. The walls, doors,
ceilings and any windsws in the walls
and/or in the doors shall provide bullet
penetration resistance. Where practica-
ble, the on site central alarm station

PROPOSED KULES

sinning of each security personnel work .
snift. Communications equipment re-
quired for communications off site shall
be tested for operability and performance

not less than once a day.
(g) Response requirement.
(1) The licensee’ shall establish liaison

“ _ shall be located within a building such with local law enforcement authorities.
that is is not.visible from the isolation 1In developing his physical security plan,

zone.

the licensee shall take account of the

— ., (2) Al alarms shall be self-checking probable size and response time .0of the

+» and tamper indicating. The annuncia-
. .. tHon of dan alarm at the on site central

‘. alarm station shell indicate the type of
. alarm (e.g., intrusion-elarm, emergency
- ‘exit alarm, ete.) and location. All intru-
- .- sion alarms,.- emergency .exii - alarms,
«=* alarm systems; and line supervisory sys-
-7 tems shall at minimum meet the per-
- v, ‘{forrmance and reliability levels indicated |
T. . by GSA”Interim Federal Specﬁ}catlon
. W-A-00450 B (GSA-FSS).. .. L~
TO0T .. (3) AN emergency exits. In- each pro--
~.tected area and each vztal area shall ber
~alarmedraTi o, Tl e e
‘(e) Cmn*zumcaaonreq.nrements. .
“.(1) *Each-guard or watchman-on duW'
“shaill.be.czpable of mazaintaining contin-’
vous' communication with sn- mdxviuua]_‘“
in's.continuously manned central alarm:
_station. within'-the ‘protected. area: .whot
shell'be’ capebleof ‘calling :for, asszstance
“{rom"- other,: gu&ds and ‘watchmen and
~from local law. e_.forcement. authorifies.-
~_..(2) The .alarm stztions-Tequired - by -
paragraphy (dY () of this.section:shall.:
'have conventional telﬂnhone servnce for.

A,graph (e) 61) of t__s sectjon B
~(3)- To provide the capabilily of contm
<uous-communication, radio or microwave,.

;I:xon ‘gither, directly or through an mter- .
ediary-shall. be established in sddition,
"to “conventiomal 7ielephone service; be~
tween:local lIaw enforcement: authorities -
and-the: Iaciliby andshall terminafe in’:
‘a. continuously * manned-central. alarm
. station within the protected area:s
K 1 (42 Non~portable-.« communica tlons
; equipment required by this section shall -
remeain oparable irom independent power-
sourcesm tbe eve.nt of theloss o; pnmarsh
Copower. T Tl - L -
- s~ Testing and mamtemnce- 5
757700 Each licensee shall test 2hd maintain .
.+ intrusion~ &larms, emergency . alarms, .

< gcommmunications - equipment, ¥ physmal
barriers;~and other security related de~".
vices ‘or-equifment: ut’lized. purs ant‘-
‘ this section as follows:® N
S T TH1) Allalarms, commnmcahon equip-=
. ment, physical barriers, 2nd other secu=

. Tity related devices or equipment shall be
m.,.lnta.med in operable and eﬁ'eetive

5. .-

"condmon: s Da

. end of each.interval during which it is
Jused for security, but not less ﬁ-eauently

" than once cvery seven (7)-days.i. T7Hr .
(3) :Communications eqmpment P -

quired for communications on site shaill

local law em’orcement authonty assxst-

ance.

(2) Upon detect.lon of abnorn‘al pres-
“ence of activity of persons or vehicles
within an isolation zone, a protected area,
or a vital area, orupon evidence of intru-
sion into a protected area or vital area,
the facility security organization shall
- (1) determine whether or not a thresat
exists,- (ii) ~assess the  extent™of that-
uhreat it any, and (iii) take immediate
meesures to neutralize the threat, either
by a2ppropriate action by facility guards

v+ or by calling forassistance from local law
- enforcement authorities, or ‘both

*(3)-To facilitate 1nitial response to de~’
“tectioh’ of. pene‘!rratmn of the protected
-area and zssessment of the pessible exist-

ence of a threat.while afiording protec--

-tion-of the securitzy organization members
“who may! be-responding, a capability - of
..observing the'isblation zone and the clear’
“area adjacent to the physical barrier at
the perimeter of the protected area shall -
~be -provided, . preferably - by means of
-closed circuit television, or by other suit-

f" 2ble mezns which ‘limit exposure of re-
spondmg personnel to possible.attack. -

~ 3. The prefanory language of '§ ’?3 70 is-

: changedtornad as follows: . .17 - .

- Eacl Licensee subject to the provzmons
of §§ 73.30 through 73.36 and/or § 73.50,
and/or 3-73.55 .and/or § 73 60 shall keep
he fouomnfr records o .

93—877 88 Stat 479 (42 USC 01))

. day of November 1974

: o - / oj the C‘crmmzsswn.
[F’R Doc '7-—26::74 I‘ued 11-12-74; 8; 45 am]

(2) Each mtrusion alarm shall be Iunc- =
- t;onally tested for  operability .and re-'-
" quired performance at the beginning and -

be tested:for operability and per{ormance .

not less frequently 1ban-once at:-the be- .

(Sec 161 "PubLL. &,——103 GSSLat 048 Pub L,

g ';_Gormon M. Ga.u"r, -
o Assigtent Stcretary' S
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