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1.0 INTRODUCTION AND OVERVIEW

1.1 Overview of the Project

The Office of Nuclear Regulatory Research of the Nuclear Regulatory Commission (NRC) commissionet
a project to develop integrated system concepts for the safeguard of nuclear materials against malevolen
action during interfacility transport. This report describes the conduct and findings of the project. It
addresses potential threats by terrorists and others to interface with nuclear materials in transit. It also
recommends measures which can be taken to reduce both the likelihood of such threats and the

probability of success if carried out.

O

The study was divided into three major portions:
® The developmentof adversary action sequences.

® The assessment of the vulnerability of the transport of nuclear materials to adversary actions.
o l/" Y

bl

b

® The development of conceptual safeguards system design requirements to reduce

vulnerabilities.

The development of conceptual design requirements is significant. It means that licensees would have
more flexibility in meeting NRC regulations since there would be a variety of specific measures from
which to choose in order to meet those regulations. But it also means that NRC must develop and

implement evaluation techniques in order to assess licensee compliance with the requirements.

It was recognized from the beginning that this SDC study is just one of many in this important subject .
area. It was also recogniz‘lé»d that within the time and resource limits of the present contract, it was not

possible to achieve the same level of broad and detailed analysis as some of the other studies. However,
this did not inhibit the project team from taking a “fresh” approach to the problem. While information

_from other studies was reviewed, there was no intention to rely on their findings or recommendations.

1.2 Overview of the Report

Chapter 1/provides an introduction to the objectives and scope of the study. It describes the probigm
of transporting nuclear materials, the adversary threat, the safeguards strategies available to combat

that threat, and the governmental interfaces involved in dealing with it.

i
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Chapter 2 outlines the methodology which was developed and followed in the conduct of the study. It
describes how data was acquired, how adversary action sequences were developed, how vulnerabitity

assessmerits were conducted, and how conceptual design requirements were developed.

Chapter 8 describes the adversary action sequences in detail. It also classifies the adversaries by a

number of attributes.

Chapter 4 describes the conduct and findings of a first order vulnerability assessment of generic safe-

guards systems to representative adversary action sequences.

Chapter 5 describes the recommended safeguards system design requirements.

Chapter 6 deals with an evaluation of the impact of the recommended design requirements on society

in general and on the nuclear power industry in particular.

1.8 Scope of the Study

Considerable debate continues on the role of nuclear fuel in the nation’s energy system. However, it
appears that it must play a vital role especially toward the end of the century. As the nuclear industry
grows, there will be an increasing stress on safe shipment of nuclear materials between facilities. The
increased emphasis will be based not only on the amounts of materials to be shipped but also on the
shift to materialé of a more strategically significant nature. These Strategic Special Nuclear Materials
(SSNM) include plutonium, uranium 233, and uranium 235 at 20% enrichment. The new fuels will
presumably be more attractive to terrorists and other potential adversaries, and so, additional safe-

guards in the shipment of materials will be required.

It is important at the outset to emphasize that this report is quite limited in scope. Its findings and.
recommendations relate to the transportation of nuclear materials only. It is not a policy study on
the overall issues involved in the nuclear fuel cycle, such as the question of whether or not nuclear:
materials are unsafe either in transit or at fixed facilities. The study was based on the following

assumptions:

e that demand for energy, including nuclear energy, will continue to increase. Therefore, the
concepts that have been advancid in this report are based on the assumption that the number

of shipments will grow from relaﬁ'vely few to several thousand each year.



e that the general economic, social, and political conditions that have existed in the U.S, since
World War II will continue to prevail into the twenty-first century. (Because of the risk that
this assumption may be somewhat optimistic, there is discussion of the impact of radically

changing conditions on the commercial nuclear industry in Chapter 6 of this repott.)

e that the nuclear materials transportation sequence begins once a decision to transport has been
made. The transportation process ends in one of three ways. It may end at the point at which
the SSNM is transferred from the shipper to the recipient. It may end at the point at which
SSNM is stolen and removed to a safe haven (from this point responsibility shifts to the law
enforcement and emergency preparedness agency). The transportation process may also end

if it is interrupted by sabotage and/or SSNM dispersal en route.

o that the adversary is capable of having a maximum quantity of forces and resources to devote
against a transportation shipment. It is assumed that no adversary group will contain more
than 15 dedicated members of whom no more than two are insiders, either directly employed
by the nuclear power industry or a transportation carrier. Obviously, there is nothing magic
about the number 15. An attack with an unlimited number of participants could take place,
although some research has suggested that there are a number of factors such as lack of
cohesiveness that would mitigate against a large group size. In any case, 2 group of more than:
15 members would virtually constitute an army that only the U.S. military would be able to

confront.
The scope of the study was limited by the following boundaries:
e Only shipments of nuclear material within the continental U.S. have been addressed.
e Four médes of transport have been considered: rail, truck, barge, and airplane.

s Empbhasis has been placed on Strategic Special Nuclear Material (SSNM) rather than on other

types of nuclear material such as high-level waste.
o Theft, rather than sabotage, was viewed as the primary action against which to protect.

e “Hot pursuit” of stolen SSNM was examined, but recovery of SSNM was considered an

alternative strategy outside the focus of this'study.

SN
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1.4 Overview of the Transportation Safeguards Problem

“The requirement of safeguard systenis for transport of nuclear materials is based on the fact that

certain nuclear material to be used in the fuel cycle may be used for malevolent purposes, including the
construction of an explosive device, or the dispersion of materials which are hazardous to the public’s
health. Briefly, the plans for the future nuclear fuel cycle show plutonium (PU) and highly enriched
uraninm (Uggp) being utilized. Itis estimated that as little as five kilograms of plutoniﬁm could be
used by persons with some education and training in physics to construct a nuclear device capable of
an explosion with-the destructive force of approximately 20,000 tons of TNT. Present estimates

project about 150 shipments of these strategic materials by 1980.

Safeguards for nuclear materials in transit are at least as important as safeguards for nuclear materials

-at fixed sites -—in some ways more important. While being transported, nuclear material has a higher

probability of being attacked for the following reasons:

e A greater number of people are involved in the transportation sequence and have access to the

SSNM at both the origin and destination points of the shipment.
e The SSNM is in a moving vehicle that is a-relatively easy target for adversaries.

e Only the vehicle compartment and the SSNM container obstruct potential adversaries while

there are many more physical obstructions in a fixed facility.

e [Itiseasier to divert material that is bgl":ing moved.

Thus, it is evident that nuclear material may be more vulnerable during the transportation process than

it 1s at fixed facilities.

The transport of SSNM will take place between four types of facilities spread throughou;c the country.

‘The shipments will have the following origins and destinations throughout the nuclear fuel cycle

{Figure1-1):
e TFuel fabrication plant to nuclear reactor (power generator).

e Nuclear reactor to fuel reprocessing plant,

sl o
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e Fuel reprocessing plant to fuel fabrication plant.
e Fuel reprocessing plant to wastc storage facility.

As depicted in Figure 1-2, the transport sequence includes eleven stages, all of which must be provided

i

with safeguards against diversion or attack.

1.5 Overview of the Threat

There is no doubt that terrorism is becoming an increasingly important Weapon in the arsenal of those
who wish to force their demands upon society. While terrorists typically do not wish to harm large
numbers of people, they often threaten to, in order to have their demands taken seriously. Govern-
mental negotiators must take the threat to use force as seriously as the usc of force itself in order to
protect innocent lives. A terrorist group would have few means more effective to threaten the lives
of innocent people than the theft of SSNM. Thus, the possibility of theft or diversion of SSNM must
be considered one of the most serious potcritial dangers to society, especially if the material is used to

construct and threaten detonation of a nuclear device.

1.6 Overview of Safeguards Issues

In order to protect SSNM in transit from malevolent action, it is necessary to provide safeguard
measures in an integrated manner. These measures, implemented by the various organizations involved
in an SSNM shipment, will reduce the vulnerability of the shipment to a level which is compatible Wijch
the national safeguard objective. It is the role of NRC to set safeguards system design requirements,

and it is in support of this role that the present study was undertaken.

In conceptualizing safeguards systems, several issues must be considered. The level of safeguards
required will be based on the anticipated level of threat. Since no successful attack has been conducted
on a nuclear material shipment, there is no empirical data specifically related to this t.kh‘reat, and so the
level to be planned for must be based on analytical studies. Two factors are important to this analysis.
The first has to do with the probé'l;ility that an attack will take place. The second factor concerns the
‘magnitude of damage which could occur if a malevolent adversary action is successful and a nuclear
device is detonated. Since no such attack has yet taken place, estimation of the probability is extreme-

ly difficult. Extremely high casualty and damage estimates abound in the press, but there is no doubt

i
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that even a rudimentary nuclear device detonated at the proper place and time could be an enormous
catastrophe. Because of this potential, the level of safeguards required is significantly higher than is
warranted by the probability of occurrence. But the level of safeguards cannot be considered in the
context of the nuclear industry alone. The present political atmosphere is extremely sensitive to the
impact oeg proposed government regulations and actions on civil liberties. The impact of such measures
as intelligence gathering, use of sophisticated weapons, and provision for more cffective guard forces
would be subject to careful scrutiny in the present political climate. On the other hand, the level of
terrorist activity in the Us. currently is low. If such activity should increase and pose a larger threat

to socicty, the attitude toward proposed safeguard measures might change significantly.

" The size of the nuclear transport industry in the future is also an important issue. At present, the
transport of SSNM is very limited. It does require some special protection but the number of shipments
is very few and disruption and inconvenience is minor. The industry at its present size cannot afford,
or justiiiy, many safeguard measures to significantly decrease the level of vulnerability. If the nuclear
industry grows as projected, however, the increase in shipments will justify a completely different

-approach than that taken at present. Rather than participating in the general transportation network,
the nuclear industry could afford a specialized transport system of its own, justifying specialized

equipment, dedicated employees, and other improved safeguards measures.

1.7 Safeguards Strategies

When the safeguards issue is examined through the eyes of experts in the security and law enforcement
fields, strong intelligence gathering, firepower, and physical protection strategies tend to be emphasized.
Defense is seen as the primary need. However, if the issue is viewed from the perspective of those
involved in the nuclear transport industry, powerful defense strategies are seen as an unwanted economic
burden and a serious imposition on the business operations of the individuals and firms in the private
sector. From their perspectivc, the safeguard emphasis should be on a strategy of improved communi-
cation between shipment and support agencies, and an effective technique for the location and recovery

of materials if they should be diverted.

The safeguards strategy selected must balance the often competing objectives of these different elements
of the overall system. Each component is important to evaluate. Obviously, the system must reduce

~ the vulnerability of the SSNM to malevolent action. However, the level of vulnerability which may be
achieved must be limited by the cost to society of the safeguards measures. The economic and social

costs of the system must be reasonable in terms of the benefits provided and the economic realities of

: : 1-8
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the nuclear fuel cycle. The case with which the system may be implemented must also be considered.
Dependence on a yet undeveloped technology would be unrcasonable. From the perspective of NRGC’s

regulatory role, it must also be possible to evaluate the implementation of system components.

To minimize the impact on civil liberties, a strategy of heavy dependence on physicaloprotection
devices could be adopted. Under this option, rather than using techniques which may affect the civil
liberties of those in the nuclear industry or the population in general (extensive intelligence gathering,
background investigations, numerous armed guards, etc.), mechanical techniques and physical devices
(heavy containers, sophisticated seals and locks, immobilization devices, etc.) would be emphasized.
These latter protective measures are primarily passive in nature, having little or no effect on anyone
other than a person attempting to gain unauthorized access to or control over SSNM. However,
complete reliance on this strategy leaves the shipment vulnerable to some types of attack; such as

deceit where an attacker is an insider with access to information, keys, codes, etc.
The various options for safeguards systems may be divided into the following strategies:
e Self-sufficient convoy based on large numbers of well-trained, well-armed guards.

e Self-sufficient shipment based on very strong physical defense equipn{ent (extremely large -

containers, sophisticated locks, immobilization mechanisms, foam, etc.).
e Avoidance of contact en route through use of air shipment.

e Avoidance of contact en route through use of cbmplete camouflage of shipment.

)

e Shipment of very small quantities — less than those required for an explosive device.
e Minimal shipment defense with reliance on response forces.
e Minimal shipment defense with reliance on effective recovery techniques.

e Elimination of transport through co-location.

An effective safeguards systems will probably be based on combinations of elements of some or all of

these above strategies, especially in the near term, where no one strategy will be completely effective.




An integrated safeguards system, in order to be extensive enough to protect against all possible situations,

should include four basic classes of safeguard functions.*

e Deterrence ~- Convince potential attackers that an attack is useless prior to their undertaking
it or that continuation is useless if the attack has begun. This is accomplished by publicizing
information on the invulnerability of the shipment, the difficulty of conducting an attack,
the difficulty of utilizing SSNM, and the consequences to be faced upon failure. It may also
include the infiltration of an adversary organization and planting information to deter or

prevent planned action.

e Detection -~ Establish procedures and employ persons and equipment which will allow the
responsible parties to recognize an attempt by an adversary to conduct an action against a
shipment, or the possibility that an action may be taken or has been taken (completed). The
detection of an attack includes not only the simple fact that an attack is identified, but also
the notification of appropriate response mechanisms with the information necessary for
reaction. This detection is based on the evaluation of indicating signals and the distinction
between a malevolent act and an innocent occurrence. Examples of these indicating signals

are the violation of control procedures and the triggering of detection devices.

i

As with deterrence, detection may occur prior to attack (e.g., detection of suspicious persons
around a plant), and may result in avoiding the attack, ‘\jx:\t‘her through the arrest or discourage-
ment of the potential attackers, or by modif;ing defenses to ward off the attack (e.g., assign-

~ ing additional guards or rescheduling shipment). Detection may also occur during the attack

and may be used to activate defense forces or techniques to defeat the action.

. @ Defense — Interrupt the adversary action sequence during the actual attack by either passive
or active means. Passive mechanisms include barriers which the adversary must penetrate in
order to obtain the SSNM, such as immobilization devices, locks, seals, and foam. Killing or

apprehending the adversary are active means of stopping the attack.

e Consequence Reduction — Establish and implement procedures that will reduce the severity
of the effect of an SSNM theft or dispersal on society, either before or after any given malevo-

lent act occurs. These procedures may be directly related to the recovery of the stolen

*See ERDA-7. Societal Risk Approach to Safeguards Design and Evaluation
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material or may deal with the after-effects of a completed adversary action sequence (e.g.,

detonating a nuclear device, blackmail, dispersal of the material, etc.).

1.8 Organizational Relationships to Transportation Safeguards

. According to the terms of the Energy Reorganization Act of 1974, the Nuclear Regulatory Commis-

sion (NRC) is responsible for the regulation of the commercial nuclear industry. The Atomic Research
Commission (AEC) which was responsible for both the regulation of the nuclear industry and the
promotion of energy development was abolished. NRC’s sole objecfive: is regulation, safeguards, and
safety in the commercial nuclear industry, while energy development is the responsibility of the

Energy Research and Development Administration. The terms of the Act provide that NRC assume
more of a regulatory responsibility for the safeguard of peacetime nuclear power than its predecessor

the Atomic Energy Commission.

The basic function of the NRC -- to regulate the commercial nuclear industry and minimize hazards —
involves interfacing with a number of other governmental and commercial organizations. These,

interfaces may be summarized as follows:

e Licensees are responsible for protecting the materials they use or transport and for providing
physical protection (including guards) of those materials. NRC assures they do this, as a

condition of their license.

e State and LLEA’s are not under NRC authority but are assumed willing and able to provide
a response force in the event of a nuclear emergency, NRC encourages them to assume this
responsibility and requires licensees to interface with them. [

e NRC is responsible for developing contingency plans for dealing with blackmail threats and

possible sabotage. But the FBI investigates possible sabotage or subversion threats.

[C)

o TheU.S, Depa.rtment of Transportation is responsible for the direct regulation of carriers in

order to protect the public from risks to health and safety.

¢ State and local govemments also regulate various aspects of nuclear 'natenal transport in the

interest of public he'ﬂth and safety.

These organizational relationships are graphically illustrated in Figure 1-3. Thus, it is apparent that a

number of agencies are involved. Should an adversary action be attempted, agency interfaces will

1-11 o | <
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evolve in the following manner. The FBI will be responsible for identifying the chaféctcristi‘ycs of
possible adversaries, evaluating their objectives, identifying their resources, investigating actual or
potential actions and apprehending those involved. NRC will develop the contingency plans necessary
for dealing with conceivable threats. The licensees and the carriers under DOT regulations must be

prepared to deal with an actual theft attempt. State law enforcement officials and LLEA’s will

‘respond to calls for assistance if the guard force accompanying a shipment is unable to thwart a theft

attempt. The licensee must communicate into LLEA’s en route.

This division of responsibility between NRC and DOT could cause confusion and at a minimum
obscures responsibility and authority. NRC is responsible only for regulating the licensee whereas DOT
is responsible for regulating the carrier. It is true that each licensee must make plans with the carrier

to protect SSNM in transit, but the carrjer is nevertheless not directly bound by NRC regulations.

The parametzrs of NRC’s responsibilities for operations beyond regnlation are somewhat difficult to
specify. NRC is clearly responsible for regulating the industry which in itself is charged by NRC with

a large number of safeguards requirements; but where industry responsibility ends and NRC responsi-

‘bility or the responsibility of other federal agencies begins is not always clear. For example, the

regulations state that licensees are not required to protect facilities or shipments against “‘an enemy of
the United States whether foreign government or other person,” but the regulations do not define
exactly what an enemy of the United States is, and clearly it is a highly subjective judgment as to what

constitutes an enemy,

In the course of this report, various ideas will be advanced which, if acted upon, would involve a change
in these relationships toward more interagency involvement and more communication between NRC

and the ii:7ustry.

==
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2.0 STUDY METHODOLOGY

2.1 Overview
The technical effort of the project was divided into three formal subtasks: J
¢ Development of Adversary Action Sequences.
e Performance of a Generic Vulnerability Assessment.
o Development of Integrated Safeguards System Design Requirements.
The interrelationship among these three subtasks and supporting activities is shown in Figure 2-1.

Throughout the conduct of the study, the methodology was refined and modified based on the

insights gained from the performance of each subtask and supporting activity. -

KON

2.2 Analysis of Adversary Actions

Since it is the threat of an adversary action to carry out a malevolent act that generates the requirement
for safeguards, an analysis to understand these actions was a prerequisite to the development of
effective safeguard system concepts. This analysis provided not only an understanding of the nature of

adversary actions, but also information for use in vulnerability assessment.

The analysis provided information on who might attack an SSNM shipment, how well pref;ared they
might be to carry out an attack, and what actions they might take in conducting the attack. A particu-
lar concern was the generation of information to support estimations of both the probability of an
attack and its success should it take place. It was postulated that the probability of attack is based on
the nature of the adversary group, its motives, and its perception of how successful the attack-will be.
It was further postulated that the adversary’s perception of its potential for success is based on its
motivation, the capabilities and resources it can acquire, and its perception of the capabilities of the

safeguards system that must be defeated.

The analysis involved an investigation and classification of the characteristics of potential adversaries,
the capabilities and resources they might possess, and the actions they might take. Only three end

) A .
results of these actions were considered (these being the only reasens seen for attacking SSNM in

transit):

2-1
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e Diversion of SSNM to an adversary safe haven.
e Dispersion of radioactive material at the attack site..

e Sabotage of the SSNM shipment without removal or dispersion.

o

Clearly, a very large number of possible adversary action sequences (AAS) to achieve these ends could

be generated. It would not be-feasible during the time allotted for the study to consider the impéct of

" every possible AAS on a safeguard system. Consequently, the study team developed a classiﬁcation :

system that permitted groups of actions to be tested against the safeguard system simultaneously.

The classification system finally adopted grouped the AAS by certain attributes. The attributes chosen

-were those that had an impact on vulnerability. For example, all AAS could have been grouped

according to the day of the week on which they occur; but since “Day of Occurrence” had no dis-
cernible effect on vulnerability, it was not used as a grouping attribute. On the other hand, the size bf’
the adversary group did have an effect, so “Number of Personnel’”” was a valid attribute upon which to
group or classify the AAS. (In this case, the grouping consisted of three classes: Class 1, 16 ‘people;

Class 2, 7-12 people; Class 3, 13 or more people. The groupings for other attributes are gWen in
Chapter 3.) o ; | I o e

The results of the adversary actions development were used to provide information for the vulnerablhty
assessments conducted in the subsequent subtasks. The sequences themselves were mcorporated in
vulnerability matrices and the supporting data were used in the estimation of vuherablhty values in the

matrices. A complete description of this effort is presented in Chapter 3. al

2.3 Vulnerability Assessment of the Generic SSNM Transport System

~As a starting point for the analysis of safeguards system vulnerability; first order assessments were con--

ducted based on a set of adversary actions sequences and the various safeguard systems considered in -
this study.

The methodology of the generic vulnerability assessment provides an interface between the various.
adversary action classes and the protective mechanisms that comprise the safeguards systems under

consideration.



Define a protective mechanism (PM), as an obstacle to be overcome by an adversary if he is to succeed.
The entire safeguard system can then be considered to be made up of several individual PM’s. PM’s to
be considered as part of the safeguard systems include guards, barriers, SECuxi\ty and administration
procedures, etc. : , \Q
- Vulnerability of the system may be defined as the probability of a system being 1};‘\hable to thwart the
successful completion of an adversary action. It is necessary to think of each adversary action in terms
of its probability of successful completion, V. Thus, the intelligent adversary will carry out a set of
actions that, from this viewpoint, have maxin.xur‘n V. (The consequences are assumed to be constant.)
Any ché.nge in the set of adversary actions that leads to an improvement in the plan will translate into:

a change in the probability or an increase in V.

A safeguards system is viewed as a means to reduce V. The perfect system is one that results in a zero
completion probability. Any improvement in a safeguards system should result in a corresponding

decrease in V.

There are two parts to the methodology of the géneric vulnerability assessment. The first part concerns
the assessment of the vulnerability of a safeguards subsystem to a particular adversary action class. The
other part describes how the vulnerabilities of the system to the different adversary action classes are

combined t¢: obtain the overall safeguards system vulnerability. Each part is considered below in turn.

2.3.1  Vulnerability of a Safeguards System to An Adversary Action Class

The safeguards system is composed of protective mechanisms, PM, PMo, . . . , PM. Each protective
mechanism poses a barrier to the adversary that must be overcome for him to succeed.

Define Vj (PMy,) as the vulnerability of the kth protective mechanism, PMy,, to adversary class SJ
Therefore, the vulnerability of each of the protective mechanisms, assuming n of them, will be desig-

nated by V;(PM;), Vj(PMz)’ beus Vj(PMk) cees Vj(PMn). Assuming independence of the protective

]
mechanisms, the entire system vulnerability to the particular Sj is:
n
Vo= m Vi(PM)

Any‘ protective mechanism that is not included in the analysis, or is not germane to a particular
~adversary action class, will have a vulnerability equal to 1. If one PMy is perfect against the cléss Sj;

then Vj(PMl) =0, and hence V= 0 for this case.
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The technique of individually assessing the vulnerabilitics of the individual protective mechanisms was

followed under the assumption that it is much casier to deal with one safeguards system component at

a time.

o

It may also be of interest to note that, as far as the methodology is concerned, S could also represent
a particular step in a particular adversary action sequence. Then, VJ(PMk) can l)(_ interpreted to be the
vulnerability of the PMy to the particular step Sj' In this manner, the sume methodology can be
applied to assess the vulnerability of the safeguards systems to a specilic adversary action sequence

instead of to a class of adversary action sequences.

2.3.2  Overall Safcguards System Vulnerability

The overall safcguards system vulnerability is derived by combining the vulnerabilitics of the system to
a sct of adversary action classes. Before this can be dong, it is necessary to consider the frequency
distribution of adversary action classes, because the importance of an adversary action class is depend-

ent on both the chance of success and the frequency of thé occurrence.

The vuIncl;ability Vj of the system to the particular adversary action class Sj is weighted by the
frequency number, P(Sj). Thus, P(Sj)Vj is the weighted vulnerability, and the vulnerability of the

entire system to the entire set of adversary actions is given by V:

V=7 P@S)V: C2.2)

As an example, suppose one has three classes of adversaﬁcs, S1,S9,84:
8;: Low level threat; guns, pistols, rifles for wcapons'.

82 Medium level threat automatxc firearms for weapons.

Sg: High level thrcat; rockets for wcap,()ns;

o

Assume that the relative frequencies for P(Sy), P(Sz) and P(Sg) are 94 .04, and .02 rcspcctxvely Sce
Table 2-1 for the vulnerability numbers.

By using equation ;(2-2 )

¥y
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TABLE 2-1:

“ARMS” CLASSIFICATION OF ADVERSARY ACTIONS

, o . WEIGHTED
RELATIVE FREQUENCY VULNERABILITY VULNERABILITY
ADVERSARY ACTION CLASSES P(S;) v P(S.)V
‘ k k Vi
Low Threat Level: ‘
Guns, Pistols, Rifles 94 1.0x 10 9.4 x 10°7
Medium Threat Level:
' Automatic Weapons | 04 2.0x 1070 8.0 x 1077
High Threat Level: ,
.02 3.0x10% 6.0 x 10

Rockets







o~

L

9.0x 1077 +8.0x 107 +6.0+ 1070

7.74 + 1076

Note that, although a medium level attack has greater chance of success thuan a low level attack, the
] .") 5-, ¥

low level attack poses the greater threat when the relative frequencies are taken into account.

There are two reasons for obtaining the overall vulnerability from the weighted vulnerabilitics.  First,
it gives a measure of the vulnerability of the safeguards system. This facilitates an assessment of

whether the safeguards system provides adequale protection against adversary actions. Second, it

provides a check and balance on the accuracy of the assessment of vulnerabilitics, when jt is considered

in conjunction with a vulnerability assessment under a different classification ol adversary actions.

The methodology for valnerability assessment was facilitated by the use of a sct of matrices. A

separate matrix was generated for cach case to be evaluated. In the horizontal rows, the adversary

action class is identified along with the P(Sy) and values for the vulnerability of cach PM to the action

class. The vertical columns list the individual PM’s. For cach action class the V) and P(8) )V, are also

computed and displayed. Table 2-2 provides an example of a completed matrix typical of those

obtained in the generic vulnerability analysis.

-
The data values for the P(S) ) were computed on the basis of data acquired on similar mal{bolent acts
committed by adversary groups similar to the class being cvaluated. This was done because there have

been very few malevolent acts perpetrated against the nuclear power industry; consequently, it'was

impossible to attain a rcasonable data base from investigations into past incidents identical in type to

those considered in this project. In trying to form the desired frequency distributions, thercfore, the
project team investigated incidents of a similar nature, such as bank robberics, hijackings, bombings,

etc. A BDM report, Analysis of Group Size, gave a comprehensive analysis of the number of persons

ae
1

engaged in all forms of*milevolent acts. A distribution of the number of persons who would be

involved in an attack g2

5 . ) L .
BDM report; tbcsc were used in the general vulnerability analysis. Such estimates, however, must be

inst the transport ol SSNM was estimated on the basis of the statistics in the

treated with caution, because the safeguards in operatich at the time have an impact on the adversary

group that is considering attack. ; . el s

o
. l\.lx
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TABLE 2-2:

ADVERSARY ACTION — SAFEGUARDS INTERACTION MATRIX NO. N

DEDICATION CLASSIFICATION — PROTECTIVE SYSTEM X

£

ADVERSARY ACTION CLASSES

PROTECTIVE MECHANISMS

NO. | P(5p) DEDICATION PM1 | PM2 | PM3 | PM4 | PM5 | PM6 | PM7 [PM8 | PM9|BM10| V) P(S1)Vyc
1 | .75 | Low: Casual 9 |15 4| 5 | .1 .01 ).75].8 ] .1 .1 |L62x107 |1.22x1077
2 | .2 Medium: Sustained Discomfort | 9 | .3 | 6 | 5 | 2 | .05 |.8 | .9 | 6] .2 |7.00x105|1.40x10F
and Injury :
3 .06 ¢ High: Willing to Accept Loss of | .9 4 7 b 8 .1 8 9 7 4 |2.03x107 |1.02x10"%
Life |
3
SAFEGUARDS SYSTEM VULNERABILITY = ¥ PSPV
k=1

1.22x 1077 + 1.40 x 105 + 1.02 x 10%

1.16 x 1074
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Other techniques for obtaining needed information were considered, For example, a technique
commonly applied when empirical data are not available is the use of simulation. However, this was
rejected since the complex interrelationships among relevant vamabies were not known, and a mere
random generation of vulnerability probabilities was considered madequate The techmquc that was
determined to be most valid in view of the difficulty in obtaining reliable and thorough empmcal data
was the Delphi technique. Accordingly, this technique was used for generating the necessary vulner-
ability probabilities in the Generic Vulnerability Analysis and the vulnerability analysis of a typical

implementation of the design requirements. Use of this technique made it possible to consider the

‘numerous variables related to each probability value and generate a single value.

The Delphi technique uses a group of persons, in this case a panel of experts in the sedi;gity and safe-
guards field, and provides a dynamic procedure for forming consensus in the estimation of valués. It is
particularly useful in a situation such as the one faced in this study where complex relagionships must
be analyzed and quantitative values determined. Each expert can consider these ;"éiationships and
develop a value based on his perception of the situation (adversary action—protective mechanism
confrontation) and his experience with similar situations. The varying opinions of individual experts
are then reduced to a single consensus through successive evaluations based on the feedback of informa-
tion from each evaluation. The participants arc asked not only to assign values but also to provide a
rationale for them. This information is analyzed by the project staff and provided to participants at
each successive stage until consensus is reached. In this application of the technique, this communica-
tion framework was also used as a learning experience from which insight was gained for improvement

of the safeguards system concepts.

The Delphi technique was used in the generic vulnerability assessment, in which a panel of experts
skilled in relevant fields was convened. A sct of adversary action sequences was providea to each mem-
ber along with a description of each protective mechanism in the generic safeguards system, Each
member was asked to estimate the individual PM vulnerability values and enter them in a matrix. The
project staff then reviewed the scores and déveloped a set of questions for each panel member concern-
ing assigned values that had significant variance or appeared extreme. These questions were explored |
with each panel member individually, and an opportunity for adjusting the values was given. These
values were then discussed in a group session in which a final opportunity for value adjustment was

given. These final values were then analyzed by the project staff and a consensus value was computed.

In addition, the panel was asked to evaluate overall protective mechanisms and to discuss the relative
merits of each. The panel was also asked to comment on the significant aspects of the adversary action

sequences,

2]
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The methodological decision to consider PM’s as independent rather than in tcrdcpéndcnl facilitated the
vulnerability analysis deseribed above. It also pr()vid;;i“r an important benelit that aided the study

‘C(msid.crubly, because it showed which PM’s were highly valnerable and which were highly invulnerable.
1 PM’s had been @onsidered as interdependent, it would not have been possible to assess the valnerabil-

ity and, therclore, the sxg,mhumcc ol cach PM. l!u. fact that it was possible to assess mdlviéiual PM’s

Tfacilitated the dcvclopmcnt of the dcsngn rcqulrcmcnts which of neeessity had also o be cont Eeplualized

in ternds of a number of independent requirements.

The application ol the methodology is described in Chapter 4.

2.3.3  An Ex'iunplc

The matrix shown in Table 2-2 is typical of those obtained in the generic valnerability analysis. 1t
 demonstrates the results of a hypothatical vulnerability assessment of a Protective System X against a

Dedication classification of adversary actions. The following points are made:
e This is the nth interaction matrix.
» Three levels of dedication were considered: low, medium, and high threat levels.

o The relative frcqucnucs of occurrences of such attacks were determined tobe .75, .2, and

.05 respectively.
e Protective System X consisted of ten protective mechanisms.

e The numbers under each PM | were the assessed vulnerabilitics of the particular protective

mechanism against the various attacks.

e The vulnerabilitics of the safeguards system to the low, mediwm, and high threat level attacks
were 1.62 x 10'7, 7.00 x 10‘5, and 2.03 x 1073 respectively.

e The threats posed to the system by the different levels of attack (here, relative frequency of

“occurrence is taken into account) were 1.22 x 10'7, 1.40 x 10'5, and 1.02 x 104,

® The overall safeguards syjétcm vulnerability was 1.16 x 104,

W
i
i

The following conclusions can be drawn:

- . . 5

\E
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g
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0
o ‘“‘Dedication” is an important characteristic of adversury actions because changes in dedication
are reflected in alterations in vulnerability. (A low vulnerability corresponds to a low level of

dedication, cte.)

o The division inio three levels of dedication is worthwhile because cach threat Ievel has a

different vulnerability. Thus, no two levels of dedication represent the sume threat.

e Protective System X is a reasonably well-designed safeguards sysiem because the majority of
protective mechanisms provide significant defenses. (Itis-only PM |, PMg, and PMg that ure

incffective.)

2.4 Development of Design Requirements

To conduct the development activity, it was necessary to conceptualize design requirements for
potential safeguards that would provide protection against each form of attack for cach stage in the

transport sequence. Subscquently, these requirements were evaluated in terms of their effectiveness

and reasonableness. They were then combined into subsystems, the vulnerability of which was assessed.

Finally, the impact of each requirement on the transport of paclear fuel and on society was evaluated,

The development activity took the information gencerated from the 'prcvxous subtasks as major inputs.
The adversary action sequence analy s provided information on the types of threats to be protected
against, and the generic vulncrabili%y’il/sscssmcnt provided information on the effectiveness of the
various safeguards measures, In addition, a literature review provided information on the wide range

of safeguards measures being used or considered in the nuclear industry and others requiring security.

The method used in developing the safcguards system design requirements was based on the use of
information such as that shown in Tables 2-2 and 2-4. The tables provided a structure for identifying
design requirements, ensuring that safcguards were identified for cqch asp‘cct of the transport sequepce,

and helping to-determinc thc rclationships among system clements.

The primary design chart is in matrix form. One axis describes thc transport sequence: pre-transport,
loading and unloading, in-transit, and post-diversion. The other axis is comprised of the safcgu&rds
systems functions of deterrence, detection, defensc, and conscqucncc reduction. Both axes are des-
cribed in greater detail on the chart. Strategics were entered into cach ccli of the matrix to indicate
approaches to safeguards that would fulfill the gafcguarding function for the part of the transport?

sequence corresponding to that particular cell. Filling all cells in the matrix with one or miore strategies
' v o
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ensured that all safeguards functions were considered for all the sequences in the transport of materials.

Table 2-3 portrays the matrix, with a few sample strategies entered in appropriate cells.

When all strategies had been determined, they were translated into objectives, which, in turn, were
translated into design requirements that, when implemented, would fulfill the objectives. The process

is shown in Table 2-4.

}

A set of forms like that in Table 2-4 was completed for each mode of transport and for each type of

Lo

attack (force, stealth, deceit). The design requirements were then organized and combined into sub-
systems based"upbn a commonality of objectives. The subsystems were in turn integrated into safe-
B guards systems. It was then possible to conduct a first order vulnerability assessment on the systems

...and to evaluate their impact on the nuclear fuel cycle and on society.

2.5 Vulnerability Assessment of Design Requirements

The vulnerability assessment of the design requirements was accomplished in a different fashion from
that used in the generic vulnerability assessment. The significant point that needs to be understood is
that the xfecommendations that are made are for design requirements for system concepts, not for safe-

guards systems themselves.

* It is plainly not possible to quantify the vulnerability of a céncepf. For example, it is impossible to
quantify the vulnerability of the concept of an armed escort. The detail needed to do this would
‘involve the refinement of the concept to that of a specification or protective measure, rather thap a
design requirement. For example, how many guards should there be? What kinds of weaponé~shou1d
~ they carrY? Thus, in order to evaluate the efficiency of safeguards concepts, it'would be necessary to
study dil the poésible safeguards systems that could be developed from the safeguards concepts. Such

a task was infeasible and impractical.

A two-staged approach was taken. In the first stage, a panel of experts was convened; in a structured
 discussion, they described improvements in the design requirements needed to achieve a specified level
of vulnerability. Each design fequirement was analyzed from many perspectives, and the following

questions were put to the panel:

¢ Does the design requirement under consideration offer a reasonable amount of protection

when the effort that would be required to iymplement it'is considered?
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STRATEGY, OBJECTIVES, AND DESIGN REQUIREMENTS

STRATEGY (Examples Only)

OBJECTIVE (Examples Only)

DESIGN REQUIREMENT (Examples Only)

Minimize transport distances

To lessen the chance of the material
being acted upon while on the road

Co-locate or make the facilities close to one
another

Minimize transport time

To lessen the chance of materials
being acted upon

Increase vehicle speed

Ship during low traffic hours

Keep transport c\mgm/ destination/
routing secret

To keep the enemy uninformed

Secret procedures and shipping schedules

Intelligence gathering alonb transport
route .

To obtain advance information to
uncover potential adversary actions
so special precautions can be taken

Interface with intelligence gathering agencics

Haul an escort/monitoring system

To keep materials under guard and their
location known at all times

Escort/surveillance/communication system
installed

Use transport containers/vehicles
that are difficuit to move

To impose a difficult equipment
requirement on the adversary, thereby:
increasing the probability of detection

Proper design of containers and vehicles

Random scheduling of movements

To lessen the chance of materials being
acted upon

Random number generatlon techniques for
schedules




~ o What level of implementation of a design requirement is necessary for an adequate safeguards

system?

» Are there any interrelationships between the design requirement under consideration and the

~ others? If so, what are they?

i

e Are there ény omissions in the design requirements in this Conceptual Safeguards Subsystem?
e How can an adversary overcome this Conceptual Safeguards Subsystem?

e Are there any deficiencies in the design requirements as a whole? As a corollary to this — is

there a credible way for an adversary to steal SSNM in the transportation cycle?

Various safeguards philosophies were also considered. For example, the panel discussed whether
reliance should be placed on a strong escort force rather than on a response force capability, and vice

versa,

The panel also discussed the various impacts that the safeguards would have on the nuclear power

industry and on society at large. There is a full discussion on these impacts in Chapter 6.

' The method of detailed discussions with acknowledged experts can be criticized, because of the lack of
precise quantifiable results. However, because of the nature of the problem, the state of the art, and the
desire to make realistic recommendations, the Delphi approach appears both sound and valid. A safe-
guards study involves a large number of sociological considerations. As a consequence, it cannot be
hoped to obtain vulnerabilities in the same manner that they are obtained in safety studies in nuclear
power plants. More precise quantifiable analysis may be possible; however, it would necessarily be
more complex than simple calculations involving probabilities. Safeguards have many interrelationships.
To effectively understand the interrelationships involved in safeguards, more sophisticated multivariate
tcchniques, such as Principal Components Analysis, would need to be used. Even so, there would be
some unknowns that would make an accurate assessment of absolute frequencies extremely difficult.
The ievolutiona:y techniques of Catastrophe Theory as expounded by Rene Thom in “Stabilite

Structurelle et Morphogenese” may offer one way of approaching this problem. However, such highly
detailed and complicated techniques were beyond the scope of this study.

In the second stage of vulnerability analysis, an assessment was carried out using the methodology of

- the Generic Vulnerability Analysis. To facilitate this, a typical implementation of the recommended
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design requirements was used along with previously developed adversary action sequences. The results

were used to confirm the finding of the first stage assessment.

7
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CHAPTER 3

ADVERSARY ACTION SEQUENCES



3.0 ADVERSARY ACTION SEQUENCES

3.1 Characterization of Adversaries

The potential adversaries were characterized in terms of the probability of their attempting malevolent

action against an SSNM shipment and the potential for their success in such an attack.

As assessment of the likelihood of an attempted adversary attack is a complex matter, There are many
factors involved, including the political and economic clirrlate, the safeguards in operation, and the
background and resources of potential adversaries. For the purposes of this study the primary charac-
teristics selected for describing adversaries were: type objectives to be accomplished by the action;
and the use to be made of the SSNM following a successful attack. The information and insights
obtained from these descriptions played a key role in the estimations of frequencies of attacks, which

are detailed in Chapter 4, Generic Vulnerability Analysis.

There are three major types of adversaries as described in Table 3-1. Examples of the motivation of

each type are shown in Table 3-2.
Major adversary objectives include:

e Revenge

e Personal Gain

e Political or Sociological Gain

The adversaries may also be classified by the use to which they intend to put the SSNM. This classifi-

cation includes:
e Detonation of a Nuclear Device
e Dispersion .
e Blackmail (Political or Financial)

e Sale to Third Party

® Sabotage

3-1



TABLE 3:1: TYPES OF ADVERSARIES

Professional Criminal

Separatists (Domestic)
Revélutionaries (Domestic)
Reaclionaries

Violent Issue-Oriented ~
Anarchists

Separatists (Foreign)

Revolutionaries (Foreign)

CRIMINAL DISSIDENT DEMENTED
Individual Individual Individual
Ad Hoc Employee Sociopathic

\




TABLE 3-2:

ADVERSARY TYPE BY MOTIVATION

CRIMINALS

DISSIDENTS

DEMENTED

o those who obtain SSNM

— in order to resell it to the
.owncer

— in order to sell it to
another buyer including
a foreign nation

— in order to hold it for a
reward

— in order to extort pay-
ment under threat of
malevolent use

e those who seek political
gain through the acquisition
of S§SNM such as release of
political comrades

e those who seek other kinds
of gain based upon their
value system

those who seek attention or
publicity

those who want to destroy
the nuclear industry at any
cost

those whose behavior is
irrational or antisocial

those insiders who are
““angry” at the system




Using the above classifications, analyses were performed of the range of potential adversaries who
might attempt an attack on an SSNM shipment. Those classes of adversaries found inportant in this
context were described for utilization in the vulﬁerability analyses. In addition, estimates were made
of the probabilities of attack based on data from other forms of malevolent action by groups with

similar characteristics.

3.2 Adversary Capabilities and Resources

The capability of an adversary group to sﬁccessfully execute an action sequence was determined to
relate most essentially to the resources and approach taken by the adversary. Table 3-3 lists the
characteristics relevant to estimation of success. These attributes classify the various elements of
resources and cépability which a given adversary may possess. Each may have a separate value. For the
purposes of this study, each was subdivided into three or four values based on a high, medium, or low
level of resources as described in Table 3-3. The value of each attribute will also affect the cc‘;lr:%;i,\osition
of any action sequences which are to be developed. A very large number of possible combinations of

these characteristics is possible.

The information required from previous analysis was studied and descriptive information for each
attribute was generated. This information was used in selecting the sequences to be developed and in
describing each sequence. The relationships among the attributes were evaluated and the potential
number of combinations was reduced significantly to those which would be meaningful in the planned

vulnerability assessment.

[v]

In theory, all the attributes discussed in Sections 3.1 and 8.2 could vary independently, and thus,
potentially give rise to millions of different action classes. However, in reality a great many possibilities
can be ruled out. For example, if the nuclear expertise (within “Knowledge and Experience”) is low,
then the fabrication of a bomb is not viable. Therefore, our initial approach was to reduce this total

to a reasonable number of adversary actions which were determined to be feasible (see Appendix A).

In addition, those attributes which would prove most useful as control elements in the assessment were

identified. For each class within these, an adversary action sequence was produced.

3.3 Action Sequence

To provide a basis for the vulnerability assessments of the safeguards systems, it was necessary to
develop adversary action sequences. Each sequence is based on achieving some final action or end event

and includes a series of steps necessary to achieve that event,

34
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TABLE 38-3:

" RESOURCE CHARACTERISTICS OF ADVERSARY

NUMBER OF PERSONNEL

a. . Low Threat Level
b. Medium Threat Level
¢.  High Threat Level

ARMS

"’ a. Low Threat Level

b. Medium Threat Level
c.  High Threat Level

Guns, Pistols, Rifles
Automatic Weapons
Rockets, Bazookas, Mortars

INTELLIGENCE AID/INFORMATION

a.  Low Threat Level
b.q Mediym Threat Level

c¢.  Medium-High Threat Level

d. High Threat Level

Gasual Observations =%
Extensive Observations

Infiltration in Non-Sensitive Position
Infiltration in Sensitive Position

KNOWLEDGE AND EXPERIENCE

a. Low Threat Level
b. Medium Threat Level
c. High Threat Level

DEDICATION

a. Low Threat Level
b. Medium Threat Level
c. High Threat Level

Casual

Literative Search; Explosive Capability

Detailed Understanding of Security Systems; Combat Expcnence,
Nuclear and Explosives Expertise

Casual ‘
Sustained Discomfort and Injury
Willing to Accept Loss of Life

ORGANIZATION, PLANNING, TRAINING, AND SECURITY

a. Low Threat Level
b. Medium Threat Level
c. High Threat Level

MONEY

a. Low Threat Level
b. Medium Threat Level
c. High Threat Level

TRANSPORTATION

a.  Low Threat Level
b. Medium Threat Level
c. High Threat Level

EQUIPMENT

“a. Low Threat Level

b. Medium Threat Level
c.  High Threat Level

Casual
Substantial: Overall Tactical Planning; Well Organized

Extensive: Detailed Planning; Disciplined Organization; Extenswc_u.y

Training; Safe Haven Prepared

0—$5,000
$5,000—$100,000
$100,000 +

Station Wagon, Pick-up Truck
Cars, Vans, Light Trucks
Light Planes, Heavy Duty Trucks

ey

Hand Tools
Power Tools, Explosives
Heavy Duty Fork Lift, Radiation Protection
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" As stated in Section 3.2, three end events were considered in the study. The description of the trans-

port sequence to be attacked aiso influenced the action sequence. Based on each of these events and

the tranSpbrt sequence, a logical set of aétions leading to their accomplishment was generated.

To ‘reduce the number of adversary action sequences to be developed, the initial set of" sequences was
analyzed anda generic sequence was developed, consisting of a hasic set of actions which might be -
followed to achieve any desired event. A list of steps in the sequence is depicted in Table 3-4. The
generic sequence was then used as a framework for the development of specific sequences for use in

the vulncr"ak.;ility assessments,

S

+ The development of the gample sequences had to be performed from the viewpoint of the adversary and

had to match the transport system to be attacked. The attack mo\de chosen by the advcrsary will
depend upon the resources and attributes at his disposal and be mﬂuenced by his perception of the
probability of success. The latter will also bear heavily upon wnether he will even attempt to implement

the plan for any given set of circumstances.

An adversary will try to optimize his potential to mount a credible threat by using the following

methods:
Maximize ‘Minimize

Dedication and Motivation A= Number of Personnel Involved

‘Intelligence Information T Number of Thefis
Planning, Organization, Training Complexity of Plan

Security : Intelligence Indicators

These issues were taken into consideration in the development of adversary action sequences. The
transport system used was important in determining the adversary aciion sequence. In the case of the
vulnerability assessment of the generic transport system, the safeguards system focused primarily on

defense against a force attack and so the sequences follow this mode. In the latter assessment, stealth

and deceit were also considered.

Examples of the sample sequences utilized in the study are to be found in Appendix C. Those developed
for the genenc vulnerability assessment consxsted of the following classes:

.
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TABLE 3-4: GENERIC ADVERSARY ACTION SEQUENCE

ESTABLISH OBJECTIVES

Revenge
Personal Gain
Political/Sociological

DETERMINE INTEN l?ED SSNM USE

Detonation of a Nuclear Device

Dispersion ,

Political Blackmail
Financial Blackmail

Sale to Third Party

SELECT THE TARGET

Toxxaty/Radloactmty/Quantlty of SSNM

Plutonium, Uranium, or Mixed Oxides

Penetration Point in Transport Cycle: Reprocessing—Storage—Fuel Fabrication—Power Plant—
Reprocessing .

FORMULATE ATTACK PLAN

Define Requisite Resources and Attributes
Select Operational Mode (force, stealth, deceit, or combinations thereof)
Define Acceptable Degree of Personal Risk

- Establish Specific Responsibilities and Sequence of Activity (timing, resource utilization, facility

location and preparation, training, contingency actions, intelligence gathering)

ACQUIRE RESOURCES

Insiders/Outsiders (specific talents, knowledge, training)
Specialized Equxpment/ Facilities

Money

Arms

PRACTICE-AND TRAINING

IMPLEMENT THEFT

Intercept Shipment
Overcome Safeguards

- Acquire SSNM -

Make Getaway

FULFILL INTENDED USE OF SSNM_ .~ -,

(With the posmble exception of fabncatmn of a missile deviee, it is reasonable to assume that an

adversary with the resources to accomplish theft of SSNM, has the capablhty of accomphshmg hxs
objectlves )

AN
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e Number of Personnel
o Intelligence Aid/Information

e Efficiency (a composite of Knowledge and Experience, Dedication, and Organization,

Planning, Training, and Security)

The first two classifications highlight changes in the ““Force’ and “Force/Déceit” modes of attack,
respectively. The third classification was created by the Delphi panel in the generic vulnerability
analysis. These adversary action classes reflected the experts’ perceptions of the waaknesses in the

safeguards systems. A synopsis of one of these adversary actions is shown in Table 3-5. ‘

For the vulnerability assessment of the recommended system design requirements, the classes of
adversary action sequences utilized were based on the mode of attack (force, stealth, deceit) rather
than on the classes used in the generic assessment. It was decided that the mode of attack was the
single best parameter for assessing vulnerability. The sequences developed were described in a standard
format and these descriptions were incorporated in the package of information provided to each panel

member during the assessment.



TABLE 3-5:

REPRESENTATIVE ADVERSARY ACTION — LOW THREAT — LEVEL —

NUMBER OF PERSONNEL CLASSIFICATION

Transport Mode
Adversary Type
Objective

Intended SSNM Use

Number of Personnel

Arms

Intelligence Aid/Information
Experience and Knowledge
Dedication

Organization, Planning, Training,

and Security
Mode of Attack

Attack Plan

Highway
Dissident
Political/Sociological

Detonation

Low Threat Level — 4 People

- Pistols, Rifles, Automatic Weapons

Extensive Surveillance

Some Combat Experience and Nuclear Expertise

Willing to Accept Sustained Discomfort and Injury

Substantial

~ ForcefDeceit

Extensive surveillance determines schedule of plutonium oxide
shipment. Traffic is diverted from shipment. A crash is faked to
block road in front of convoy. The adversaries approach convoy
with “Police” car and attack convoy personnel. Truck doors are
blown open and the SSNM is removed by hoist into van. Adver-

saries drive off.
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4.0  GENERIC VULNERABILITY ANALYSIS

4.1 Information Generation

The first requirement of this portion of the effort was the definition of the generic SSNM transport
sequence. A literature review and analysis of Federal regulations was made. To provide insight into
the significance of variation in safeguards measures, it was decided to utilize three levels of safeguards

systems. The three levels selected were:
e Existing NRC Regulations
e Current Transport Practice
e Heavily Protected Shipment

Descriptions cf the three systems were developed in terms of the protective mechanisms (PM) com-

prising the system. This information was also used in the development of adversary action sequences

in that subtask. Descriptive material on the three generic systems is provided in Table 4-1, and a com- -~

plete description is found in Appendix C.

Three classes of adversary actions were also used:
e Number of Personnel
e Intelligence Aid/Information
e KEfficiency

The adversary action sequences for each of these classes developcd in the previous subtask were used.
Table 4-2 provides a summary of the characteristics of each, and Appendix C includes a complete

description of each adversary action.

For each classification, the key characteristic was varied in each adversary action while the remainder
of the characteristics varied little from sequence to sequence. This set of sequences and safeguards

prov1ded a broad range of alternatives for evaluation.

The data describing vulnerability values were then generated. Since these data were not available

from the literature search or other sources, the Delphi technique was used to generate them.
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TABLE 4-1:  SAFEGUARDS S%{\STEMS A, B, ANDC

R
>
AN
D

SAFEGUARDS SYSTEM C

PM SAFEGUARDS SYSTEM A SAFEGUARDS SYSTEM B
PM1—Vehicle No unnecessary intermediate stops Same as A Non-stop, no detour; routes checked
Velocity out shortly before convoy passes

PM2—Presence of
the crew in the
truck cab

PMS8—Presence of
an armed escort

PM4-—-LLEA
response force
PM5—Specially
designed truck

PM6—Container
weight, lock and
temper seal
PM7—~Minimal
transit time

PM8—Convoy

- camouflage

PM9—Natural
wariness of un-
usual activities
PM10—Personnel
screening
PM11—Hardware
Security
PM12—Convoy
information
security

Two unarmed crew members
O

One éscort car with two armed

guards

Normal routine LLEA operating

Truck walls one inch thick — doors
have reinforced locks

SSNM is locked and sealed in heavy
(500 Ib.) containers

Plan routes to minimize transit time.

If 1 hour, only the driver need be in
the truck cab.

Ordinary in appearance but marked
with identifying numbers or letters.

Escort car is ordinary in appeararice.

Catch all protective mechanisms to
maintain alertness

Two trained crew members armed
with M-16’s

Two escort cars with two armed
guards in each car

Same as A

Same as A - Also truck has im-
mobilization devices, bulletproof
cab, alarm system to release foam
barrier around SSNM

Same as A
Same as A.
Same as A,
Same as A

Backgfound checks and 'psycholog-
ical tests for relevant personnel

Truck and escort cars kept in
secure facility

Six options for schedule/routing.
Decision made one week befoye.

o
34
"

through

Two trained crew members in truck
cab with handguns and automatic
firearms ’

Five escort vehicles with approxi-
mately 14 armed and trained crew
members

Same as B, but convoy has radio
link with LLEA

Truck is a 5-axle semi trailer with
inner armored container, access
denial system, immobilization sys-
tem and deterrent control system

SSNM is locked and sealed in con-
tainers weighing not less than
2000 lbs.

Distances travelled vary from 50 to
150 miles.

None
Same as A and B

Screen all personnel concerned
with convoy X

Same as B

Same as B




TABLE 4-2: SUMMARY OF ADVERSARY ACTION SEQUENCE CHARACTERISTICS
CLASSIFICATION CLASSES TYPE MODE USE
Number of Personnel | Low — 4 People Dissident Force/deceit Detonation
‘Medium — 8 People Dissident Force/deceit Detonation
High — 20 People
Intelligence- Low -- Casual Observers Demented Deceit/force Financial blackmail
Information Medium — Detailed Surveillance Demented Deceit/force Financial blackmail
Medium/High — Insider in non- Demented Deceit/force Financial blackmail
sensitive position :
! High — Insider in sensitive position Demented Deceit Financial blackmail
u Efficiency " Low — Little experience, training, i Demented Force/deceit Sabotage
and dedication d;
Medium — Reasonable experience, Dissident Force Political blackmail
training, and dedication ) ‘
High — Extensive training, planning, Dissident Force Detonation
and experience .

@



A package of materials was produced for each panel member describing each safeguards system and its

protective mechanisms and each of the adversary action sequences. Also included was a set of matrices
to be completed in the Delphi session. The panel was convened, introduced to the project, and briefed
on the Delphi session and what they would be expected to do over a 2-day period.

For the first two adversary action classifications, the panel of experts of the Delphi session was pro-
vided with representative action sequences. For the final classification, the panel was requested to
construct the representative adversary action sequences themselves, having formed their own percep-

tions of how the safeguards systems could be best attacked.

In compliance with the methodology, the Delphi panel assessed the vulnerabilities of the safeguards
systems against the various adversary actions and entered scores (their estimates of the vulnerability)

of safeguards systems to the various adversary actions on the forms provided. They were instructed to
give a value from 0 to 1, where 0 indicated complete defeat of the adversary and 1 indicated no PM
impact on the adversary. Initially, each panel member gave an individual assessment for each cell (see
Table 4-2). The results were reviewed by the staff and individual meetings were held to explore the
scores assigned. Scores were adjusted if necessary in these individual meetings. A panel-staff discussion
followed, in which differences were reconciled and a joint opinion was expressed. A structured discus-
sion of issues noted by the staff during the Delphi session was also held with the panel. Information on
these discussions was recorded for use in the development of design requirements. The data from the
session were analyzed and composite values computed. Table 4-3 provides an example of the completed

assessmernt matrices.

The three safeguards systems, the representative adversary actions, and the panel’s vulnerability

-assessments are described in detail in Appendix C.

4,2 Conclusions of the Panel r

The Delphi panel expressed many views and formed numerous conclusions during the Generic Vulner-
ability Assessment. The statements below describe comments and opinions that pertain to the various

protective mechanisms considered in the Delphi session.

e Unless a convoy operates on a non-stop, no detour basis, together with route reconnaisance,
etc., there is little difficulty in bringing the convoy to a halt and, consequently, the motion of
the truck offers little protection.
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TABLE 4-3: ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX NO. 5
INTELLIGENCE AID/INFORMATION CLASSIFICATION—-PROTECTIVE SYSTEM B

.-~ ADVERSARY ACTION CLASSES PROTECTIVE MECHANISMS
- T
= 21 ‘E' z
E z . E1E| 8|8
<! z| 8 El&| B8] 7]s
= Bl & SIE S| Bz elz
INTELLIGENCEAID/ | 2| S| 2l <l | 5|3 | 25| E|E|E|2
NO. |P(Sy) INFORMATION El Sl E(S| 85| E|E|E]3|E|2 Vi P(S}) Vi
Sle|l<|a|le|olslo]|Z|slz|dh
2A | .40  Low — Casual 5 1.4 l1s|.7 {1 |95]6 |8 |6 [1.0{1.0]1.0 57x10% | 2.3x10%

i Observations

9B | .50  Medium — Extensive  {.5 |.4 |.15].7 |.1 |.95].65 {85 (.45 |1.0{1.0|2.01 s5.0x10% | 25x10%
Medijum High -- Insider 6

9C | .80  in Non-sensitive 1sslall |7 1.1 956508504 | 3] 3l 4 1.2 x 107 9.3x 108
Position :

2D | .02  High — Insiderin 8 1.9 125].75| 99,9509 |9 |4 | 2| 3| 4 9.9x10% | 2.0x109

Sensitive Position

I
™M
d
7
z
=
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k=1

i

23x10%+25x10%+9.3x10%+2.0x103

5.0x 10
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The protection supplied by the truck crew and the armed escort is proportional to their

soplistication, the arms they carry, and the number of them that are present.

The Local Law Enforcement Agency (LLEA) gives very little protection unless a well-trained

_response force is on alert while the convoy is in progress and there is an excellent communi-

cations system between the convoy and this force.

‘The tru‘ék and container afford very good protection if they have effective immobilization

and impenetrability devices.

Transit time and camouflage are not very important. (Note that these conclusions were

reached under 2n assumption of daylight travel.)

i
v

"Personnel security, hardware security, and schedule security offer good pratection, where they

are relevant, and are vital parts of a safeguards system.

The catch-all protective mechanism “Natural Wariness” is quite effective. (This indicates that

security awareness training, ctc., is necessary in nuclear transport.)

- 4.3 Overall Assessment of Safeguards Systems Vulnerabilities

After the panel members had made their assessments of the vulnerabilities of the protective mechan-

isms that comprise the safeguards system, the following question was posed to them: “What are your

. assessments of the overall vulnerability of the safeguards systems to the various adversary actions?”’

Their composite views are listed in Appendix C and suminarized in Table 4-4. The responses show a

much higher vulnerability when compared with the vulnerabilities computed from the individual PM

assessments.. |

Several explanations can be given for this phenomenon.

e In evaluating very small vulnerabilities, most people see little difference between 10°3 and

10°6; thus, the assessment of 103 by the panel really represents the same impression as an

assessment of 100 and is better expressed by saying the vulnerability is negligible.

The panel gave vulnerabilities of .5 to each of three protective mechanisms. When asked to

form an overall view, they carried over the impression of “fifty-fifty” likelihood of overcoming

Y



TABLE 4-4: COMPARISON OF OVERALL VULNERABILITIES

FOUND BY COMPUTATION AND PANEL ASSESSMENT

S

ADVERSARY ATTRIBUTE  SYSTEM A SYSTEM B SYSTEM C
Number of Personnel

Computed 1.4x 10} 1.6 x 1072 3.4 x 108

Panel Estimate 6.2 x 102 2.6 x 10°2 5.8x 10%
Intelligence Aid/Information

Computed 2.0 x 1071 5.0x10% 5.1x 108

Panel Estimate 3.5 x 1072 5.0x 1073 3.4x10%
Efficiency

Computed 3.1x 10} - 2.2x102 1.8 x 10

Panel Estimate 6.4x 10°L ~s.0x101 7.6 x 103

\ = .
;3 n
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the defenses and, consequently, also gave a .5 vulnerability to the three protective mechanisms

as a whole.

e The methodology leads to inaccuracies because of its reliance on the independence of protec-
tive mechanisms. The panelists, appreciating the fact that the various safeguards are interrelated
and interdependent, formed impressions of safeguards systems vulnerability that took these

factors into account.

. From discussions with the panelists, it is clear that all of these explanations have some validity. From

a methodological point of view, the last explanation is most important. It reinforces the previc 1s
comments concerning the interdependence of protective mechanisms and highlights the difficulty of

obtaining accurate measures of vulnerability. See Appendix B.

44 F indings

The conclusions of the panel expressed earlier are not repeated here. This section is based on a study

of the results of the Delphi session and the vulnerability assessments described in detail in Appendix C.

The first conclusion is that Safeguards System A (see Table 4-1 for system definitions) offers inadequate
defense against the types of threats considered. Safeguards System B offers considerably more defense
against alliforms of attack, though it is still quite credible for an adversary to succeed. It is only in

Séfegué?cl}é System C that credible adversary action could be defeated with reasonable certainty.

In comparing the Number of Personnel and Intelligence Aid/Information classifications, it can be seen

that the safeguards systems vulnerabilities do not differ widely for each of the three safeguards systems.

. This supports the view that the selected adversary actions are indeed representative and the overall

impressions of the safeguards systems vulnerabilities are reasonable.

The assessed vulnerabilities for the Efficiency classification against Safeguards Systems B and C are
somewhat different from those of the other classification. There are several pertinent comments that
can be made here. First, the similarity of the results for Safeguards System A against all three classifi-
cations may be reasonably explained by the overall weaknesses of System A. Because of the relative
ease with which any adversary could overcome the safeguards, there is not much difference between

the results when any of the advefsary attributes is considered.

A



The dissimilarities between the estimated vulnerabilities for the Efficiency and other classifications of
adversary actions are explained by the attack purpose of Representative Adversary Action No. 3A
(see Appendix C). The purpose of the adversary, in this attack, is to cause dispersion of plutonium
oxide at the scene of the attack. Action 3A was used to test the study assumption that the safeguards
against theft would also offer protection against sabotage. The Delphi panel, while agreéing with this
view, identified sabotage attempt as a major threat, Consequently, when they constructed representa-

tive adversary actions, they designed such an incident and this adversary action was analyzed.

The consideration of a sabotage attack confirmed two assumptions. It did show that there was defense
against such attacks, but it also showed that the vulnerability was significantly higher than attacks

from more formidable adversaries whose purpose is theft of SSNM.
At a more detailed level, the following points were expressed by the panel:
e Training has a large impact on the efficiency and strength of the defenses.

e Security clearances are effective provided they are at a sufficiently high level. A routine

check with local police departments for criminal records is not sufficient.

e A helicopter escort was viewed as a very useful defense in as much as it could coordinate the

convoy, survey the surrounding area, sound an alarm, and keep the SSNM under observation

until a response force arrived.

e The actual frequency of shipments would have a significant impact on defenses in at least two
ways. First, if shipments occurred frequently, there would be little difficulty in an adversary
locating a convoy. Second, frequent shipments make it more difficult for LLEA’s to provide

adequate protection.

® Secrecy is very important. People should receive information on a need-to-know basis, and

all decisions, etc., should be made at as late a date as possible.

One of the major problem areas is the lack of data concerning absolute frequencies of attacks on SSNM
shipments and relative frequencies of various kinds of attack. This matter was discussed with the panel

and the following views were expressed.

e No one has any substantial knowledge concerning absolute frequency of attacks.

L



e The actual population size/distribution of criminals, dissidents and demented groups has a

~ large bearing on the above frequencies.

The visible strength of the safeguards system acts as a deterrent. As the strength of the
defenses increases in the perception of the adversary, so will his reluctance to attack increase.
As a consequence, there will be relatively fewer low sophistication/strength attacks against an

improved safeguards system.
.

A majority of attacks will take the form of harassment, with the purpose of causing adverse

publicity to the nuclear power industry.

The panel pointed out some deficiencies in the methodology:

o If a PMis extremely effective, it might force the adversary to attack the system in a different

fashion, thus bypassing this effective safeguard. Thus, one must be careful with the interpre-

tation of the results.

For example, if schedule security within the plant is extremely tight, the adversary may be
forced to rely on external surveillance to determine the convoy route. Thus, schedule security

is inapplicable in the vulnerability analysis, but it is certainly effective.

The latitude in interpretation of the Representative Adversary Actions, which was necessary

when evaluating them against different safeguards systems, caused wide variations in assessed

. vulnerabilities. The panel members assessed the representative adversary actions in different

ways, and, consequently, they formed different opinions of the vulnerabilities.

As a final comment on the safeguards systems, Table 4-5 shows the results of the panel’s comparison

of the protective mechanisms vis-a-vis their importance.

The panel also expressed opinions concerning adversary attributes.

e There are only a small number of highly sophisticated adversary groups in existence.

e It is unlikely that a low resource group would stage an attack. Some intelligence information

would always be available and an ineffective attack strategy would not get beyond the plan-

ning stage.
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TABLE 4-5: IMPORTANCE OF PROTECTIVE MECHANISMS
IMPORTANCE ON A
RANK ORDERING SCALE OF 1-10,
AS TO IMPORTANCE WITH 10 BEING
WITH 1 BEING FIRST PROTECTIVE MECHANISM MOST IMPORTANT
1 Truck Crew (armed, trained) 9
2 Armed Escort (trained) 9
3 Truc;k (protective, alarms) 8
4 Natural Wariness 8
5 LLEA (aware, prepared) 7
6 Personnel Screening 7
7 Hardware Security 6 °
8 Schedule Security 5
9 Container (500—2000 Ibs.) 5
10 Vehicle Velocity . 3
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e A politically motivated attack with the purpose of holding an SSNM convoy for ransom, or

for onsite dispersion, etc., is more likely than an attempt to construct an explosive device.

e Although terrorist groups are making gradual advances in the use of technology, the majority

of them have only a low technical capability.

e There is less chance of an adversary infiltrating the nuclear power industry than attacking it.

Only a few groups have the capabilities to attempt penetration.

The péﬁel expressed views on the relative importance of adversary resources and attributes as shown in
Table 4-6. For purposes of comparison, the resources and attributes were assumed to be at the same
threat level. The experts expressed more definitive opinions as the threat level increased. For example,
© in comparing “Dedication” and “Arms” at a low threat level, it was not evident that “Dedication” was
a more important attribute. However, at a high threat level, “Dedication” was definitely perceived to

be more significant by the panel of experts.

The low rating for “Money” does not imply that this is an insignificant resource to an adversary. It
simply means that the other resources are more important to him than money. This is not illogical
because most things that can be obtained with money (including personnel services) can also be
obtained through theft or blackmail. However, the adversaries will incur an additional risk if they

choose to steal or to blackmail rather than obtain equipment or services legitimately.
Finally, a few other issues were discussed that are of interest. The following opinions were expressed:

® An intelligence network is a useful defense. It should involve coordination with other

government agencies for the purposes of gathering information.
® One must consider the possibility of any employee being subverted; no one is sacrosanct.

e The vulnerability assessments express a intuitive feeling of the panel. 1t would be more

accurate to give a range of vulnerability rather than a particular value.

e There is little value in making comparisons between the vulnerabilities with the objective of

identifying the major threats. If any adversary action poses a credible threat, then it must be
addressed and defended against.
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TABLE 4-6: IMPORTANCE OF ADVERSARY ATTRIBUTES
, IMPORTANCE ON A
RANK ORDERING SCALE OF 1-10,
AS TO IMPORTANCE ‘'WITH 10 BEING
WITH 1 BEING FIRST ADVERSARY ATTRIBUTES MOST IMPORTANT
1 Intelligence Aid/Information 9
2 Dedication 9
3 Organization, Planning, Training, and 7
Security
4 Knowledge, Experience 7
5 Number of Personnel 6
6 Arms 6
7 . Transportation 4
8 Equipment 4
9 Money 1
%
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5.0 RECOMMENDATIONS FOR SAFEGUARDS SYSTEMS DESIGN REQUIREMENTS

5.1 Qverview

This chapter describes the main thrust of this study, namely, the development of conceptual safeguards

system design requirements.
The activities performed in this portion of the study included:
e Identification of design strategies and objectives

e Development of safeguards system design requirements

e First order vulnerability assessment of design requirements |
e Deveclopment of recommendations for safeguards systems

Basic safeguards strategies were examined to reduce the system vulnerability. In addition to minimiz-
ing vulnerability, constraints of reasonable cost, simple operation, and proper integration were con-

sidered in the development effort.

5.2 Safepguards Strategies

Safeguards strategies were considered in the development of design requirements basic. The range of
safeguards to be developed included all elements in the transport sequence and provided all safeguards
functions (deter, defect, etc.). There are numerous points in the SSNM transport sequence at which

an attack may take place. In general, the adversary has the choice of attack point and so the safe-
guards system must be prepared to deal with an adversary action at all times. In addition, strategies

such as redundancy or defense in depth were employed to achieve an acceptable level of capability.

Strategies for allocating safeguards resources or selecting' emphasis among functions were also con-
sidered. For example, one might decide that a strong defense is sufficient and put few resources into
detection or recovery. One might also consider a strategy based on a single tactic such as limiting
‘SSNM shipments to small quantities below that required for co;lstmcﬁon of an explosive device (an
unacceptablc strategy because of the extremely large number of shipments required to support a viable
nuclear fuel cycle). However, because no single tactic has proven completely effccnve the realities of

system implementation, the adversary’s advantage in selecting place and type of attack and necessity -
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for defense in-depth, a balance of resource allocation and function emphasis remains the most viable

strategy.

The level of resources to be applied is dependent upon the level of vulnerability to be achieved, the
acceptable level of impact on the transport system and society and the perceived level of threat. One
might develop a strategy employing one level of resources during times of social and economic
stability while the safeguards system includes plans for the increase of safeguard capabilities if the
stability deteriorates and the probability of adversary action increases. As an alternative to this the
gystem may require at all times a level of capability required to meet maximum level of potential
threat.

One might divide the overall safeguards system into several times phases.
® Prevent Attack

e Abort Attack

e Defend
® Delay
e Recover

e Mitigate Effects

These phases are not mutually exclusive but rather represent stages in the continuing protection of an
SSNM shipment. They are similar to the safeguard functions of deterrence, detection, defense, and
mitigation but are divided along a time sequence and each may include elements of one or more

functions, Within each phase there may be one or more strategies for achieving success in safeguarding
SSNM shipments,

The prevention of an attack may be achieved through deterrence measures which would discourage
would-be adversaries, through secrecy procedures which limit the adversary’s knowledge of the ship-

ment or through minimizing the exposure of a shipment to potential action.

Abortion of potential actions may be accomplished through an effective intelligence system, emplbyee
alertness, or infiltration of adversary groups. This will help to detect potential actions before they

occur and also stimulate action to apprehend adversaries or even change shipment plans.
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Potential attacks may be avoided through security measures which deny access or through early

detection leading to evasive action.

Defense of SSNM during transport is achieved through detection of the attack and defeat of the adver-
saries in the encounter with the use of some balance of guard forces, protective equipment, weapons,

tactics and procedures, or with the use of equipment which denies access.

By use of guard force tactics, devices, and communication with a responding force, an attack may be
delayed until response forces arrive. Recovery may be achieved through tactics for sealing off the

area, usc of additional response forces, and tracking devices.

Finally, the damaging consequences to successful adversary action may be reduced through selection

of routes in low population areas and warning and evacuating the population of a hazard ones.

5.3 The Transportation Mode

The mode of transport to be utilized is of significance in conceptualizing a safeguards system. Each

mode has certain advantages and disadvantages.

Each mode of transportation or a combination of modes has propez"ﬁies that can be examined and
trade-off between benefits and limitations can be analyzed. N uclf‘ar matenal belongs to a special
commodity class that has a high ratio of dollar value per pound bf the commodlty wught TradmonA
ally, the shippers of these special classes have not regarded hlgn transportation cost as a- ar»termmm;v

consideration. They have preferred top level service because ‘'of the high product vaxue,f

The following is a brief summary of the advantages and (hsadvan/ages of each of the /our transp orta«

tion modes (road, rail, air, and water). Itisnot mtende to be an exhaustive. ,mlv'.zb of the subyct N

53.1 Road Transport._ -

Advantages ¥ B ~—~v _y

/

ability to transport to the scattered facilities and to avoid ccrtam ge ographw areas.
S

;// ‘

¢

s Al nuclear facilities throughout the country can be reached by wadv/

P
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H e While road vehicles are vulnerable to adversary actions, adequate guards and escorts can
" reducc this vulnerability.
! ’ e Special vehicles and SSNM containers may also be used to reduce the vulnerability.
e The cost of road transport is reasonable. It is particularly cost effective in the near
" future when the number of SSNM shipments will be relatively low.
e There is little requirement for special equipment, other than the vehicle and containers
themselves which may be built from components already available.
-
e Direct shipment service may be used without the need for transferring the cargo.
e Road transport is faster than the other surface modes.
® The coordination of the response force is fairly easy to attain.
e The response force can generally arrive at the attack scene with few problems.
Disadvantages:
e Highway shipment has a relatively high manpower requirement.
o The danger of attack to SSNM on the road increases with the length of the trip.
e There is a higher possibility of problems for highway travel due to fatigue of the drivers,
needed repairs, and more difficult communication.
# Unavoidable remote areas must be passed through.
e Removal of containers from the attack scene may be relatively easy.

5.3.2  Rail Transport

Advantages:

Because of the capability of carrying a heavy load and the wide size of the carrier, large
secure containers may be used to increase the access time needed by the adversary to
acquire the SSNM.



e Use of extremely large containers can limit adversary’s capability to remove containers.
e Rail shipment is best for short distances, and well-guarded or special routes.

" e The railroad is well-suited for transportation of heavy casks that contain high level wates.
Because the casks are bulky and are of excessive weight, only railroad equipment can

handle them.
Disadvantages:

e Railroads are limited to a few alternate routes, which are specific and well-known, and the

majority of these routes pass through remote areas.

e Trains run on a familiar twenty-four hour schedule and they often keep accurately to a

schedule that is easily obtainable.
e The placement of guards on the train and along the route is extremely limited.

e The escort force for rail shipment is readily identifiable, lack lateral movement to-take

cover during attack, and can be separated from the attack scene easily.
e Response force access to the attack site is restricted.
e The transfer points of railroad yards are poorly guarded, and easily accessible.

e The railroad service is totally depersonalized, established to handle mostly low level cost

per ton commodities.

e Lven with great improvement in present practices, including a dedicated train, special
rolling stock, and better management, the inherent disadvantages and operational routines
and inevitable interface with the presently existing railroad system would greatly handicap

railroad effectiveness for the transport of SSNM.

5.3.3  Air Transport

Advantages:

e The shipment would be virtually invulnerable to force type attack while in the air.
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Use of escort aircraft or ground tracking may be used to reduce vulnerability to deceit

diversion.
Air routes may be varied frequently.

If Short Take Off-Landing (STGL) helicopters or Lighter Train Air Vehicles (LTAV) are
used, the SSNM may be picked ub and delivered at the facility.

This mode would require less expenditures on escort and protective reaction forces.
. {‘—\W\
Considering ¢, cost factors, the “real” comparative cost of air transpert, assuming

effective safeguards are required;fay be much lower than is generall realized.
gu q ; may g y .

The hazard of crash causing radioactive release can be reduced by use of aircraft with

relatively low crash speeds and by selecting routes which avoid populated areas.

The LTAYV has certain advantages such as: a reduced vulnerabifity to sabotage and

diversion, a greater capazity for large shipments, high visibility, ease of tracking, ease of

interception due to low velocity, and less hazardous accidents.

Disadvantages:

o

7

bl
o®

e The limited number of persons involved y-puld make the system particularly vulnerable

should outside infiltration occur.

The rapid speed increases the probability of escape if diversion occurs though exposure

time would be reduced.

Use of conventional aircraft will require the additional use of trucks and intermode

transfer to move SSNM from plant to airport.
Air transport js generally expensive.

A container which can withstand the impact of an air crash without releasing a radio-

active hazard has pot Ye:t been developed.

STOL have a limited flight range and payload capability.
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o The STOL option would require acquisition and securing of tzke-off and landing space

adjacent to nuclear facilities, a potentially high cost.

e LTAV require greater landing area and are not easily maneuverable for transferral of

goods. »

5,34  Water Transport

Representative candidates for waterway service are bulk and raw materials of low cost per ton values,
rather than low-bulk/high value materials such as SSNM. Waterway transportation is probably the

least effective mode, and is highly vulnerable to attack.

Advantages:
b p

e The amount of time needefgby the adversary to acquire the SSNM might be increased by
the capability of the barge to carry extremely heavy and bulky containers.

. @ Delay time for adversary access to the SSNM can be created by sinking the SSNM con-

“ tainers.

@

e Waterway shipment is useful for short trips, well-guarded or special routes, and for

transport of spent fuel. kS

e A barge can carry alarge complement of guards and protective equipmeht.

o

e Water transport is very inexpensive,
Disadvantages:

@ The accessability of this mode is limited to navigable rivers, lakes, or coastal waterways,
and current and planned nuclear facilities are typically not located adjacent to such

waterways.

e Waterways may be limited seasonly. ) » .

e Transferral of shipment to and from truck will be necessary in most:cases, a veryyvulner-'

able operation. ) _ IR
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e Traveling distances are usually several times longer by water than they would be by rail or

road.

e Travel velocity is very slow, averaging five miles per hour, considering the slow velocity of

tows. the necessity of multiple locking, and the slow speed of other waterway participants.
e Shipments are particularly vulnerable when passing through locks.

e Ports are another vulnerable{ r,0int in that they are at present open and accessible to any-

one, and they are inadequately equipped to handle SSNM shipments.
e There are unavoidable remote areas that the shipment will pass through.

o . If a deceit attack occurs, the barge and attack group will be easily able to establish

contact without obvious deviation from the route or schedule.

The recommendation of this study is the use of road transport in the near future and air transport at
a later time when the number of shipments reaches a level to justify it, and when the present safety
problems have been solved. There is a discussion of the air mode option as the long term solution

later in this chapter,

5.4 Design Structure

In Section 2.4, Development of Design Requirements, we discussed the methodology used in the
identification of the design requirements. This involved the use of two sets of matrices, one to identify

strategies for safeguards and the other to obtain design requirements from the strategies.

The purpose of the strategy matrix (Table 5-1) was to ensure that a strategy was identified to perform
each safeguard function at each stage in the transport sequence. One sirategy matrix was developed
for each mode of transport, The matrices were analyzed and reduced to a single comprehensive set of

safeguards strategies.

A matrix translating each strategy iiito design requirements was produced from the strategy matrices
for each transport mode, In this matrix an objective to be achieved by each strategy was determined
and then design requirements which would achieve each objective were specified. Each of these
matrices was also analyzed and reduced to a single comprehensive set of design requirements covering

all functions for all elements of the transport sequence. (Table 5-2 prevides a sample of this matrix.)
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TABLE 5-1: SAFEGUARDS STRATEGIES FdR TRANSPORT SEQUENCE SEGMENTS
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1 1 L 1 A
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1 PUSLICIZE STRENGTH SECRECY CHECK -0UT )
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: : b : URUSUAL M EAS ACEAB
uRLOADING § LEGAL PERALTIES, 'R POUBLE CHECK TO HAINTAIN S
P 3 HARD-LINE v PROCEDURES, HiGH ACTIVITIES
- i GOVERNMENTAL RESPONSE {€ INSTALL ALARM EFFICIENCY :
LO:D. L:Lm { 7o sLackuAL THREATS |1 SYSTEMS oF DENATURE SINM
EH:CLE L SAFEGUARDS [
TRANSFER L e
cusTcoy - A
g A
TERUWIRATE @ DESIGNDEFENSES 7O ¢
1
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OPZRATION - HITH CORY X
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IHTERMEDIATE é MSTALL DBTAIN AID
sToRs 1 ALARM SYSTENS v FROM RESPONSE
" : " INSURE NTEGRITY. OF FORCE
TRANSFER " §SNM PERSONNEL WITHSTAND
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TABLE 5-92:

STRATEGY, OBJECTIVE, DESIGN REQUIREMENT MATRIX
(SAMPLE PAGE)
" STRATEGY OBJECTIVE DESIGN REQUIREMENT

Publicize strength of
Safeguards, Legal Penal-
ties, and Hardline

« | Governmental Response
to Blackmail Threats

Deter attacks through

minimizing an adversary’s
perception of his chances
of success and the conse-

quences of failure.

Develop and conduct a continuing mass media
and industry-wide program highlighting the
generic Safeguards (stressing the insurmount-
able obstacle an adversary must overcome),
the legal consequences faced by potential
adversaries, the success to date of Safeguards,
the dynamic nature of Safeguards (i.., its
continuous state of review and evolution so as
to meet the demands of changing conditions),
and the unequivocal intent to use deadly force
to prevent theft.

Give wide publicity to the apprehension and
incarceration of any other terrorists inter-
cepted during activities that are relevant to the
generic Safeguards features.

Advertise a hardline governmental position
vis-a-vis response to blackmail of any kind,
i.e.; no capitulation to nuclear threats.

Design Defenses to
appear invulnerable

Deter attacks through
minimizing an adversary’s
perception of his chances
of success

Where Safeguards features are exposed to
public view, have them appear as formidable
as is possible, e.g., the safe/secure trailer and
tractor, escort guards well-armed and highly
professional in deportment, etc. Project an
image of alertness, efficiency, and
impregnability.

Maintain good staff

management and relations

To ensure personnel

Attract capable personnel by means of
attractive salaries, benefit plans, and working
conditions/requirements.
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From the set of objectives identified in this matrix it was possible to identify common objectives, The
next step was to group the design féquirements associated with each objective into safeguards subsys-
tems. A safeguards subsystem is a set of one or more de51gn requlrements which have a common

objective. -

£}

“The safeguards subsystems and desxgn requirements were then described in a manrier which would

facilitate further analysns mcludmg vulnerability assessment and 1mpact cva,luatlon. o

The panel of experts was convened and asked to eyaluate the design requirements and ad‘]uus.t each
requirement until an acceptable level of vulnerabilify against a specified level of adversary action was
achieved. During this meeting, considerable evaluation of the reasonableness and impact of the design
requirements was undertaken leading to further adjustments in the recommended design requirements.
The final set of subsystems and design requirements was then evaluated by a second panel and a first
order vulnerability assessment was completed. {

N

. : ,
The final set of recommended safeguards subsystems and des%‘}ﬁ“requirements are described in the

following section.

5.4.1 Recommended Subsystems

4
0 o

The recommendations include two basic approaches. The first, which would be amenable to early” -
implementation is based on the use of road transport and includes design requirements which ‘will..
provide a level of safeguards Vulneraﬁiﬁty which is acceptable within the overall national safeguards
objective. The second utilizes the air transport mode and provides an even gréater level of security;
however, certain technical problems must be solved and the number of SSNM ‘shipments must increase
before this would become a viable option. As will be noted later, several of the design requirements
will require additional development or modification in authority or law before implementation.
However, it is felt that the noted changes are reésonable. No recommendations are made which,arc
thought to be “blue sky,” that is dependent on a significant technological breakthrough or major

change in our legal and constitutional system. !

As described in the matrices presented above, the recommended systems meet the requirements for
deterrence, detection, defense, and récovery/mitigétion. They also include necessary attributes of o

redundancy (defense in depgch), flexibility, and reasonableness of implementation.
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The first (road) system is based on a balanced approach of procedures, guard forces, physical protec-
tion, and response capablhty The second (air) emphasizes avoidance of contact with potential adver-

saries and so has limited guard force, physical protection, and response capability.

The recommended safeguards system design requirements are divided into eleven subsystems, each
addressing an important objective in the overall system. The eleven interrelated and interdependent

subsystems are:

1. Deterrence
2. Intelligence Management
3. Personnel Management
4. Authorization Procedures
5. Information Control
6. Physical Security of Transport System Facilities
7. Continuous Sufveillance of SSNM during Transit
8. Defense Techniques
9. Recovery Capability

10. Use-Denial Techniques

11. Safeguards System Verification

0 ) . . R .
The eleven are integratéd to provide mutual support in forming the conceptual safeguards system.
They provide protection at all stages in the transport sequence from the decision to ship, through
physical transport, to acceptanice at the destination including any intermediate stages such as transfer

points.

While it is assumed that a licensee will be required to design a tran‘sport, safeguard system which meets
or exceeds the design requirements specified, it should be noted that not all design requirements fall
solely on the licensee. Some, such as the intelligence gathering or material accounting, may be per-

* formed by a central national organization, probably a part«fof the federal governmer.t. Others, such as
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a local response force may be within the responsibility of a local jurisdiction. The licensce will, how-
ever, be expected to identify the interrelationships among the organizations involved in a specific
detailed plan and must make whatever arrangements are necessary, such as agreements with local

authorities, for implementation.

Each subsystem is described in the following section in terms of its objective(s), the design require-
ments necessary to achieve the objective(s), the organizations involved in implementation, and a brief

description of the significant points.

Appendix C provides a description of the performance parameters necessary for evaluating implemen-

tation and a more detailed narrative description of each design requirement.

Subsystem No, 1 — Deterrence:

Objective: To influence a potential adversary’s perception of transport system vulnerability;

to discourage potential adversary actions.

Design Requirements:

® A program for publicizing the fact that the transport safeguards represent an insurmount-

able obstacle.
® A program for publicizing the consequences to be faced by potential adversaries.

e A program for publicizing a hardline position regarding negotiations of any type with an

adversary,

e A program for projecting an image of alertness, efficiency, and impregnability for any

safeguards features which are visible to the public.

e Special legal penalties for attacks on nuclear shipments.

Organizations Involved: Licensees, NRC, industry associations.

Discussion: This subsystem is aimed at discouraging potential adversaries ‘from attempting a
malevolent act against an SSNM shipment. It would attempt to provide an image of the safe-
guards system as invulnerable, the SSNM of little value to ;m adversary, and the ﬁsk to an adver-
sary in attempting an action as very great. It would also provide information which might

<1

G
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influence an adversary to discontinue an action once attempted because of the formidable nature

of the safeguards measures.

i

This overall deterrence program should be developed and coordinated by the NRC. General
information should be disseminated from the central source. Each licensee would be required to
provide local support for the program by providing information and disseminating it on a local

scale,

Subsystem No. 2 — Intelligence Management:

Objective: To obtain information on potential adversary actions so that action may be taken to
counter them; to provide a source of information for the monitoring and upgrading of safeguards

system performance.

Design Requirements:

e Decvelopment and operation of a central intelligence gathering and analysis program deal-
ing with potential threats to the nuclear industry (this design requirement should cover

fixed facilities as well as the transport sequ\ence).
e Development of procedures for response to identified potential threats or conspiracies.
e Program of “rewards for information on potential adversary actions.

Qrganizations Involved: Federal Government, licensee, local and state governments.

Discussion: It will be possible to discover and halt some potential adversary actions by obtaining

and analyzing information on indications such actions might take place. At present, law enforce-
ment agencies are obtaining information on persons and groups which have the potential for
conducting an action against an SSNM shipment. The recommended subsystem would provide a
mechanism for the acquisition and organization of relevant ﬁata and for analysis specifically
directed at identifying threats of malevolent action against SSNM. It would require the designa-
tion of a control agency responsible for the intelligence function, the definition of procedures for
routing appropriate data to the designated agency and the identification of what data are approp-
riate and what sources they may be obtained from. Techniques for analyzing the data and per-
forming threat assessment would be a part of the system as would procedures for alerting apsrop-

riate response elements to take action on identified threats.
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. Subsystem No. 8 — Personnel Management:

Objective: To ensure personnel reliability for safeguards purposes, in particular, and sensitive
clements of the nuclear industry in general; to create an atmosphere of security consciousness,

perpetuate it, and develop the ability to act quickly, decisively, and appropriately.

Design Requirements:

e A program to employ capable personnel through attractive salaries, benefits, and working

conditions.
e A program for careful selection and periodic review of high quality personnel.

® A program for training of personnel in safeguard system concepts and operation of safe-

guard measures.

e Clear definition of authorities, responsibilities, and relationships among all personnel and

organizations.
e Personnel policies and procedures which provide proper incentive for good performance. ‘

Organizations Involved: Federal Government, licensee, state and local gOVCmme'nts.

Discussion: One of the most critical elemenis in the effectiveness of the overall safeguards system
will be the personnel involved in its implementation. Virtually all design requirements or system @3
components will be dependent on the actions of the personnel involved. As indicated in the
vulnerability assessments conducted in this study, many potentially effective safeguard measures

are vulnerable to subversion by pcrsohnel. For these reasons, it will be necéssary to implement a
strong personnel management subsystem which will ensure the rehablhty of the persons operating

the transport system.

Subsystem No. 4 — Authorization Procedures:

Objective: To achieve control over authorized transport of SSNM; to deny access to SSNM

through deceitful methods for misrepresenting authorization.

5-15 o






CONTINUED
10F3



Desiegn Requirements:

e o De\)elopment of a comprehensive set of internal control procedures defining SSNM

accountability.

e System for central-third party control over appropriate transportation anthorization

information.
e Procedures for SSNM custody exchange among parties.
o Use of paired authorization/verification throughout safeguards procedures.

- Organizations Involved: Licensee, transport organization, central monitor organization.

Discussion: To reduce the possibility of unauthorized acquisition of SSNM through deceit or the
weakening of one or more safeguard measures, a set of internal control procedures must be

implemented.

A set of detailed procedures for all facets of the operation that involve access to or movement
of SSNM should be produced describing accountability, authorization actions, and documenta-

tion required for internal control.

Subsystem No. 5 — Information Control:

Objectives: To maintain secrecy and security in the generation and use of critical transport

information,

Design Requirements:

¢ Program for maintaining security over critical information on SSNM shipment.
e Program for generating secret shipment schedules.

e Program for secret route selection accounting for route vulnerability and response force

availability.
e Program for selection of transport personnel for shipments.

e Program for use of secret, coded radio transmission of information during shipment.
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Organizations Involved: Licensee, NRC.

Discussion: The effectiveness of the overall safeguards system can be enhanced by a strategy of
securing certain information from potential adversaries and of random or specially selected

schedules, staffing, and routing.

Both overt and covert adversary actions can be affected by this strategy. Deceitful operations
become more difficult if access to information on where, when, and what SSNM will be shipped
is restricted. Certain safeguard measures will be less vulnerable to tampering, subversion, or
sabotage if knowledge of their existence and operation is limited. The placement of infiltrators
or bribing of employees becomes less valuable if cach person has limited access and individual
selection for participation in a shipment is random or varies with each shipment. In addition,
overt attack will be more difficult if the time of shipment and route to be followed are not

known or easily obtained by the adversary.

Subsystem No. 6 — Physical Security of Transport System Facilities:

Objectives: To ensure that no facilities or equipment involved in SSNM transport can be tampered
with, subverted, or sabotaged; to limit access to SSNM transport facilities to authorized person-

nel; to provide physical restraints on access to SSNM.

Design Requirements:

® A program of physical devices and procedures providing security for SSNM transportation

equipment storage areas.
& A similar program for intermodal transfer points.
e A similar program for loading/unloading areas.
e Access control measures and procedures.
® Use of sealed, inpenetrable containers for SSNM shipment.
o Minimization of stops en route during SSNM transport,

e Program for establishment of physical seéum'ty during un’schedﬁled stops.
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Organizations Involved: Licensee, transport operator.

Discussion: SSNM may be most vulnerable to an adversary action when it is outside of its normal
position in a fixed facility but not actually in movement. This would include loading and unload-

ing operations, intermediate transfer points or stops (for refueling, ete.).

" To reduce vulnerability at these locations it will be necessary to provide a system of barriers,
access control points, detection devices, and personnel to achieve an acceptable of security and
limit access. SSNM loading/unloading areas should be dedicated and not shared with other

forms of cargo.

Subsystem No. 7 — Continuous Monitoring of SSNM during Transit:

Objectives: To maintain continuous level of knowledge of the status of the SSNM and its trans-

port system during movement of material.

Design Requirements:

e Program of procedures and devices to provide surveillance of the loading/unloading areas.

e Program of procedures and devices to provide visual, mechanical, and/or electronic sur-

veillance of SSNM from within the convoy during transport.
e A similar program for surveillance from a remote, central control facility.

e Equipment and procedures for intra-convoy and control facility (HQ) communication

throughout transport sequence,

5o
§ i

Organizations Involved: Licensee, transport operator, central control organization.

Discussion: In order to detect adversary actions at the earliest possible moment, it will be
necessary to maintain surveillance of SSNM at all stages during transport. Continuous remote
and/for on-site surveillance should be provided of the SSNM and of safeguard related equipment
and operations to minimize the opportunity for theft or tampering. A well-planned and designed
system of surveillance should be developed which covers all important points at required tifnes
and with appropriate back-up in the event of malfunction. It may include personnel, equipment,

and devices (such as closed circuit TV, sensors, intrusion devices, and communications gear),
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tactics (foot patrols, escorts, etc.), and procedures for conducting surveillance and response'to'

detected unusual conditions.

Subsystem No. 8 — Defense Techniques: -

Objectives: To detect and defeat any adversary action launched against an SSNM shipment; to
apprehend, drive off, or otherwise stop adversaries; to thwart an adversary’s attempt to take AN
possession of SSNM.

4 Design Requirements:

i

v
7

; e Provision of necessary guard and escort forces to accompany all SSNM shipments posi-

tioned appropriately to provide maximum protection.
e Provision of guard and escort forces with appropriate weapons to resist attack.

e Provision of guard and escort forces with appropriate physical protection and equipméfit

to resist attack.

e Program of encounter tactics and contingency plans to guide the guard force in success- *

fully defending the SSNM shipment against attack.

e Use of transport equipment and SSNM containers which are adequate to deny removal of

.. SSNM from the authorized transport sequence.

e Program for crisis management during adversary action defining organization, responsibili-

ties, and resources. -

Organizations Involved: Licensee, transport operator, LLEA.

Discussion: Defeat of a forceful adversary will be dependent on a defense force consisting of
armed, trained guards, equipment, tactics, and an adequate response force. A decision in imple-
menting these safeguards measures must be made between reliance on a remote response force or

. A
utilization of a self-sufficient convoy guard force. pa

Subsystem No. 9 — Recovery Gapabiiity:

Objectives: To recover and return to authorized control any SSNM which has-been acqﬁired in

an unauthorized manner.
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Design Requirements:

e Program of procedures, tactics, responsibilitics, and equipment to be used to recover

SSNM diverted from the authorized transport sequence.

e Devices and equipment attached to SSNM which will assist in relocation and recovery of
SSNM. v

e Program for notification of appropriate persons and organizations that SSNM has been

diverted, dispersed, or sabotaged.

Organizations Involved: NRG, LLEA, FBI.

Discussion: In the case that an-adversary is successful in acquiring or sabotaging SSNM during
transport, the safeguards system must be capable of recovering the SSNM or of minimizing the
impact of an act of sabotage or the dispersion of hazardous materials. The responsibility of the
transport safeguards system extends only to the immediate recovery period including the notifi-
cation of agencies to carry out clean-up, evacuation, or other emergency in the event of a sabotage

or dispersion.

LA

Tactics must be developed for immediate action to seal off the area surrounding an attack on an
SSNM shipment. This action should be initiated at the first alert simultaneous to response force
action. Devices which will emit radio signals or other location indication information should also
be imbedded in the SSNM containers.

Subsystem No. 10 — Use-Denial:

Objectives: To mitigate the possible effects of a successful malevolent action against an SSNM

shipment.

Design Requirements:

e - Procedures for denaturing of SSNM to inhibit the manufacture of a nuclear bomb.

® Realignment of nuclear industry to take into account the denaturing of SSNM.
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Performance Parameters:

e Procedures to check the efficiency of the denaturing,.
o Procedures to validate the ability to denature.

Organizations Involved: NRC, licensee.

Discussion: This subsystem attempts to minimizo the change of a nuclear explosion. following
a successful theft of SSNM. Materials can be added to the SSNM that inhibit its use in a fissile
device. This use-denial technique allows for more time to recover stolen SSNM by increasing

the time and resources needed by the adversary to make denatured SSNM “useful” to him.

The most effective way of denaturing plutonium is through chemical dilution, either dilution on

command (at the time the adversary action occurs) or pre-dilution (at the reprocessing plant).

Subsystem No. 11 — Safeguards System Verification:

Objectives: To ensure that all elements of the safeguards system are in effect and operating to

encourage all parties in the safeguards system to maintain a high level of system effectiveness.

Design Requirements:

e A program for evaluation of sé.feguard system plans.
® A program for periodic procedure/equipment tests.
e A program for check out of equipment/procedures prior to each shipment.

e A program for periodic audit by NRC of all safeguards system components.

Organizations Involved: Licensee, NRC, transport operator.

Discussion: To ensure that all safeguards systems design requirements will be achieved and that
the safeguards measure equipment, personnel, and procedures will function properly when called

upon, tests and evaluations must be performed prior to implementation, periodically followihg

implementation and prior to each shipment.
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5.5 Modifications and Developments Required

Many of the recommended safeguards system design requirements may be implemented directﬁ; with-
out any further research, development, or modification of laws or regulations. For these requirements

it will be necessary ta design the specific implementation techniques, acquire the necessary resources
from available source ;.\gnd implement the measures. For others, it will be necessary to develop improved
technological capabil (;l or an infrastructure must be developed before implementation of specific
safeguard measures c;ii proceed. ltis recommended that NRC take the lead in seeing that the required
activities are carried out even though some are beyond the bounds of present NRC authority.

- The following is a discussion of the recommended developments:

® Specific legal penalties for interference in the nuclear fuel cycle. Existing laws concerned

with theft or destruction of shipments of conventional materials may not be adequate to
protect SSNM. Existing laws are essentially concerned with private property and the value
of materials. Because of the magnitude of the hazard which can be created by an action
against a nuclear shipment, the necessary legal changes should be enacted to facilitate the
arrest and prosecution of adversaries wha conduct or conspire to conduct actions against an
SSNM shipment. Also particularly severe penalties should be attached to these violations.
Suggested modifications may include automatic federal involvement even if an intrastate
shipment is involved, the right to use deadly force and the severe penalty for conviction.

e Intelligence gathering related to a nuclear theft. While several agencies and organizations
are monitoring va;iéus elements of the nuclear theft threat, there is no central program for
acquiring and analyzing all relevent information and for providing threat assessment notifi-
cation for appropriate response. An analysis should be made of the requirements for
intelligence information, uses of the information, constraints on its acquisition and use,
procedures for threat analysis and procedures for reaction to threat. Also the appropriate

organization to conduct these activities should be identified and a plan for implementation
developed.

e Central third party monitoring of shipment information. An organization should be
’identified to function as a third party SSNM shipment information monitor. The types

of information to be monitored, procedures for exchanging information, security procedures

and techniques, reaction responsibilities, and financing arrangements should be defined. A
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plan for implementation and operation should then be developed, the necessary resources
acquired and operation established.

Sealed, impenetrable containers. An ongoing program of developing improved SSNM con-
tainers and techniques for tamper-proof sealing is continuing. While the “perfect” system
may never be found there remains the need for a highly effective, economical container.

The development of such a device is an appropriate role for the federal government to
undertake.

Procedures and devices for continual remote surveillance of SSNM shipments. Rather than
a piecemeal implementation involving numerous approaches to remote surveillance from a
control center, a single, effective system should be developed. !t should include the necessary

communications and detection devices, coding techniques, and procedures for operations
and establishment of a control center (possibly in conjunction with ihe intelligence center,
the third party information center.

Centralized guard/response force training program. A central program for training SSNM
transport guards and response forces shouid be developed. The program should include
training and practice in security procedures, legal authority and responsibility, operation of
safeguard devices, encounter tactics, and weapons training. The necessary lessons, training=">

materials and programs should be developed and conducted by a central organization to

assure a uniform standard of personnel capability.

Special SSNM transport equipment. The ongoing program of developing specialized equip-
ment for the safe, secure transport of SSNM should be continued at the national level.

Legal controls oh use of weapons. There is a need to modify federal, state, and local laws
regulating the use of firearms. One issue to be clarified is the problem of state 'by\\ state
permission required for guard forces. The other is the authority to shoot to kill. This issue
is discussed in more detail in Chapter 6.

Response forces. At present there is complete dependence on local law enforcement
agencies to provide required response forces. Several problems exist with this approach.
. Response to an attack on an SSNM shipnient may represent a very speéfal case beyond the

typical capabilities of LLEA. Therefore, special arrangements, procedures, equipment,
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tactics, and training must be developed and implemented along the routes of SSNM ship-
ments before reliance on LLEA response can be justified. In addition, in some areas of the
country, adequate LLEA’s do not exist within an acceptable distance from potential attack
points along an SSNM route. A contingency capabilit;i must be developed before SSNM
shipments can be made through these areas without a self-sufficient guard force.

5.6 Air Transport — A Long Term Solution

The use of aircraft for the transportation of SSNM offers many advantages in the ld.qg term. The
capitalization required to institute such a system is precluded at the present time by the small number
of shipments being made. In the future, however, assuming current projections, there may be
sufficient SSNM shipments to justify this expenditure.

Air transport is primarily concerned with medium to long distance trips. Short journeys will most
likely be made by road.

The primary advantage of air transport is the fact that it severely restricts accessibility, thus making
it difficult for an adversary to intercept shipment. While it is in the air, it will be virtually invulnerable
to a force type attack, and the speed of air travel would greatly reduce exposure time. it will be more

vulnerable during loading and unloading periods, and the immediate take-off and landing times.

The ideal way to minimize these vulnerabilities would be to use Short Take-Off/Landing aircraft
(STOL) on airstrips installed within the nuclear facilities. This option poses practical problems such as
cost and feasibility of installing airstrips at all nuclear facilities. It would be easier to implement a
system in which the SSNM is transported to an airport, loaded onto a plane in a secure area, flown to
another airport, unloaded in a secure area, and then transported to the destination. The means of
transportation to and from the airport could be by truck or helicopter.

The use of a helicopter involves all the same advantages and disadvantages of other aircraft, and so it
is not described separately. The disadvantages peculiar to a helicopter include low range and low
altitude flying. This low range capability is not a problem for the transport of SSNM between nuclear
facilities and airports. However, low altitude flying poses serious problems for the tracking of helicop-
ters on radar screens. By use of constant radioc communications and signalling devices as described |
in the ,d(ésign requirements, this problem can be alleviated.
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Other advantages of air travel include flexibility in routing, avoidance of population centers, and

reduction of resources necessary for the development of elaborate escort and response forces.

From a vulnerability point of view, the major drawback to air transport is the difficulty in recovering
an air shipment of SSNM, if it is diverted. The major threat to air shipment is from a deceit-type
attack. Therefore, design requirements specially suited for air travel are needed (these are described

in detail at the end of this section). The main thrust of these design requirements is to ensure adher-
ence to the scheduled fiight plan.

Other design requirements should be unique to air trarisport. Personnel involved with SSNM trans-
port must receive more intensive screening than those concerned with road transit, but fewer perscn- -
nel are involved in air travel. Even more intensive monitoring of the position of the SSNM is indicated
along with multiple independent checks. Radar tracking and escort aircraft are possibilities for moni-
toring, though escort planes would be very expensive. Recovery capabilities should include all those
used for road transport, plus equipment specially designed for the tracking and relocation of aircraft.
Evidently, a response force in this case poses feasibility problems. To intercept a diverted aircraft
while in flight will, require an alert response force. The armed forces offer the only practical air
response force and an investigation into the possibility of USAF involvement is recommended.

P;bblems concerning the air mode include cost, safety, and legal issues. The cost of air transport is
usuali‘X{ high. Even with the savings on manpower and equipment, as described above, there still may
be a net increase in expenditure. In the safety realm, there is an obvious safety hazard — until a con-
tainer which can withstand the impact of an air crash can be designed. Such a container seems within
current technological capabilities. Use of aircraft with relatively low crash speeds and avoidance of
flying over population centers also eases this problem. Legislation is needed to change current limita-
tions on the use of aircraft for the transportation of SSNM. The safeguards descrlbed earlier with
respect to road transport offer protection for all the phases of road transport including transfer

points that occur in a truck-aircraft-truck transport sequence. (Transfer points in a helicopter-aircraft-
helicopter sequence are similarly covered.)

With respect to the recommended design requirements, the majority of the safeguards subsystems
are unaffected by a change from road to air tr=asport, at the conceptual level. At the impiementa'-

tion level, minor differences may occur due to the practical variation between the transport modes.
The unchanged subsystems are:
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Deterrence

Safeguards Subsystem No. 1

e . Safeguards Subsystem No. 2v Intelligence Management
Safeguards Subsystem No. 4 Authorization Procedures
Safeguards Subsystem No. 5 Information Control

" @ Safeguards Subsystem No. 6 Physical Security of Transport System Facilities

e Safeguards Subsystem No. 10 Consequence Reduction

e Safeguards Subsystem No. 11 Safeguards System Verification

As mentioned above, Safeguards Subsystem No. 3, Personnel Management, needs alteration to take into
account the greater reliance one must place on the honesty of air personnel. This requires a different
interpretation of what is meant by reliz:ile personnél, in the design requirement. To achieve this,
personnel screening must be more extensive to reduce the danger of subversion.

The requirements for the remaining three safeguards subsystems, No. 7, Continuous Monitoring of
SSNM During Transit; No. 8, Defensé Techniques; and No. 9, Recovery Capability, are altered
dramatically, with a change to air transport. More monitoring of the SSNM and recovery are required
capability and significantly less defense techniques are needed. Three new safeguards subsystems,
replacing the above subsystems, have been designed for air transport, They are now described.

Safeguards Subsystem No. 7 (Air) — Continuous Monitoring of SSNM During Transit

Objective: - To maintain continuous level of knowledge of the status of SSNM and its transport
system during movement of material.

Design Requirements:

e Program of procedures and devices to provide surveillance of the loading/unloading areas.

® Program of fjrocedures and devices to provide within the convoy visual, mechanical and
or electronic surveillance of SSNM during transport.
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o Radar tracking to monitor position of aircraft and ensure strict adherence to pre-assigned
flight plan.,

¢ Equipment and procedures for communication between the aircraft and control facility

(HQ) throughout transport sequence.

e Program of procedures to confirm take-off and landing with independent third party
(Airport control tower, possibly).

Organizations Involved: Licensee, NRC, Transport Operator, FAA,

Discussion: While in the air, the crew should monitor and report status and remote surveillance
should be maintained through use of radar tracking. During take-off and landing procedures

for confirmation of status should be utilized.

Safeguards System No. 8 (Air) — Defense Techniques

Objective: To detect and avoid or defeat any adversary action launched against an SSNM ship-

ment; to apprehend, drive off, or otherwise stop adversaries; to thwart an adversary’s attempt
to take possession of SSNM.

Design Requirements:

e Provision of armed guards to accompany all SSNM shipments.

e Program of encounter tactics and contingency plans to guide the guards and aircraft
crew in successfully defending the SSNM shipment against attack.

e Use of transport equipment and SSNM containers which are adequate to deny removal

of SSNM from the authorized transport sequence.

e Program for crisis management during adversary action defining organization, responsi-
bilities, and reserves.

e Program for organizing, preparing, positioning, and alerting response force adequate io

defeat a substantial adversary attack, involving liaison with USAF.
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Discussion: The possibility of a forceful attack while in the air is rather remote. During take-off
and landing, such an attack is more credible, though the protection given to the airport by
Subsystem No. 6, Physical Security of Transport System Facilities, should diminish this threat.

A deceitful type attack poses a greater threat. However, by using trained armed guards, as well
as the air crew, this threat is severely hampered. Also, by using specially constructed storage
compartments and SSNM containers which inhibit acquisition of SSNM, the task of removing
any radioactive materials is made much more difficult.

. Safeguards Subsystem No. 9 (Air) — Recovery Capability

Objective: To recover and return to authorized control any SSNM which has been acquired
in an unauthorized manner.

Desizn Requirements;

#» Program of procedures, tactics, responsibilities and equipment to be used to recover

SSNM diverted from the authorized transport sequence. Liaison with USAF to facilitate
this recovery.

e Devices and equipment attached to SSNM and aircraft which will assist in relocation and
recovery of SSNM.

Program for notification of appropriate persons and organizations that SSNM has been
diverted, dispensed, or sabotaged.

Organizations Involved: NRGC, Licensee, LLEA, USAF.

Discussion: In the case that an adversary is successful in acquiring or subotaging SSNM during
transport, the safeguards system must be capable of recovering the SSNM or of minimizing the
impact of an act of sabotage or the dispersion of hazardous materials. The responsibility of the
transport safeguards system extends only to the immediate recovery period including the notifi-

cation of agencies to carry out clean-up, evacuation, or other emergency actions in the event of
sabotage or dispersion.
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5.7 System Integration

Since safeguards mechanisms are essentially interdependent rather than dependent, it is vital that they
act to support, rather than obstruct, each other. In other words, it is necessary that safeguards
mechanisms be functionally integrated in a logical and effective system. Such a process of system
integration involves the study of how safeguards mechanisms interact with each other in order to ensure

that the safeguards system is fulfilling its essential function.

To be fully effective a system integration approach requires an examination of the safeguards mechan-
isms in the context of the particular situation in which they would be implemented. In this study, the
particular situation is the transportation of SSNM.

For example, a safeguards mechanism relating to personnel management would involve the reliability
and caliber of personnel so that transportation equipment is properly guarded and serviced. A safe-
guards mechanism relating to the need for reliable equipment would complement the first safeguards
mechanism. The two mechanisms would act in support of each other. However, a safeguards mechan-
ism suggesting comouflaged SSNM convoys would contradict a safeguards mechanism to provide
machine gun replacements on top of all vehicles. These two mechanisms would not act in support of
each other and, therefore, the effectiveness of the entire safeguards system would be damaged if they
were implemented, even though they might be effective safeguards when examined independently.

Thus, the need for a systems integration approach to safeguards system design is imperative.

A system integration approach, although necessary, is not always straightforward. For example, a
guard may be more efficient if he perceives the entire safeguards system to be effective and secure.
He may not act efficiently if he views the system as unreliable and ineffective. An examination of

such possible variables as there is a complicated matter involving many different analysis inputs.

Figure 5-1 provides a rather basic view of the fundamental interrelationships involved in the system
that the SDT project team has developed. The complexities involved in these relationships were
discussed and analyzed by the Delphi panel to ensure that the system proposed was fully integrated.

During this analysis, the project team and panel were particularly sersitive to a number of factors

which impacted the integration of the proposed system.
The most basic concern was to ensure that security was provided for the entire transportation system.

The defenses had to protect against all possible malevolent acts. There could be no gaps between the
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certain amount of overlap needed to be provided between the design r(equlrements to guarantee that
there were no “holes” in the defenses. The method used in the development of design requirements |

(Section 5.1) fulfilled this purpose. Because all aspects of security for every part of the transport

system were considered, it was possible to maximize protection.

The second factor considered was the susceptability of the system to a so-called “‘common mode” * / ‘
failure, where the failure of one part of the system impairs the functioning of other parts of the
system. For example, an armed guard may detect an assailant, sound an alarm, and withstand an

attack, but if the guard is quickly overcome, this has a negative effect on each of the above three
measures.

Another factor examined was the situation where only one safeguards measure needs to be overcome
before a malevolent act can be successfully completed. By having redundant defenses, this undesirable
situation can be avoided. If these layers of protection are also made independent of one another, >

then the possibility of a ““‘common mode” failure is greatly diminished.

Parts of a safeguards system, such as the people in the convoy have several functions. This allows for
failures in security to take place. However, protection against such an eventuality is possible and was
provided in the recommended design requirements, For example, the notion of a third party check on
procedures, which was introduced in Safeguards Subsystem No. 4, Authorization Procedures, is a
safeguard to provide in-depth assurance of the reliability of personnel. The design requirements

mentioned in the critical Safeguards Subsystem No. 8, Defense Techniques, proﬁde layers of

4o
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redundancy. The armed escort, response force, impenetrable truck, etc., all provide many barriers

that an adversary must surmount.

5.8 First Order Vulnerability Assessment of an Implementation of the Design Requireme‘nts.

In order to confirm that the recommended design requirements represent adequate safeguards, a first
order vulnm‘rabi}ity assessment was carried out on a typical iniplemt;ntation of the safeguards. The
methodology was the same as that used for the Generic Vulnerability Analysis. A different Dt:‘lphi
panel was used for the purposes of this assessment than was used for the evaluation of the design
requirements. Only formidable adversaries were considered. Three different adversary actions were
considered, each representing a possible attack by a group of 15 well-trained and equxpped men, \
1nclud1ng two insiders. The adversary actions. represented differing modes of attack Force, DCCClt\
and a combmauon Force, Stealth, Decext attack

0
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No adversary will come up against all the design requirements. Consequently, in an assessment of the
vulnerabilities of the design requirements to an adversary action, many of the design requirements
would be non-applicable. Therefore, the assessment of vulnerability was carried out on the various

Safeguards Subsystems, as opposed to the individual design requirements.

The assessment was conducted in the following manner. If an adversary considered an attack at an
intermodal transfer point, then in Safeguards Subsystem No. 6, Physical Security of Transport System
Facilities, the design requirement that relates to transfer points came under investigation, and the vul-
nverabi]ityrof the implementation of that requirement was assessed. If the rest of the design require-
ments were irrelevant to the adversary action under examination then this assessment became the
vulnerability assessment of Safeguards Subsystem No. 6. If other design requirements within this
subsystem were relevant, then similar vulnerability assessments were carried out on them. A composite

vulnerability assessment of the entire subsystem was then formed. Composite assessments are shown
in Table 5-3.

The information obtained from an assessment of Safeguards Subsystem No. 1, Deterrence is different

from that of the other subsystems. No longer is the discussion concerned with vulnerabilities. Instead,

effectiveness is the focus. A deterrence program does not have to be overcome before a malevolent.
Consequently, the assessment of Subsystem No 1 should be interpreted as a measure of effectiveness

~ where 0 represents the best possible deterrence system and 1 represents the worst. As before, the other

assessments are of vulnerability, where 0 represents invulnerability and 1 represents total vulnerability.

In the calculation of the system yulnérabilities, the assessment of Subsystem No 1 was disregarded. Its

effect, as with all deterrent measures, is reflected in changes in the frequencies of attacks, which were
considered earlier in this study.

In trying to draw conclusions from Table 5-3, it is essential to realize that these figures only have
meaning in a relative sense. It is possible, however, to compare these results with those of the Generic

Vulnerability Analysis. Such a comparison does indeed show that there has been a substantial
improvement in protection.
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THE SOCIAL, ECONOMIC, AND POLITICAL COST OF SAFEGUARDS



6.0 THE SOCIAL, ECONOMIC, AND POLITICAL COST OF SAFEGUARDS

6.1 Overview

Any proposed safeguards system, if it is to be effective, will involve some cost to society, not only in
economic terms, but also in social and political terms. Itis difficult to assess the degree to which
these costs are acceptable. The problem is compounded by the fact that what is acceptable in today’s
political environment may not be acceptable in a changed political environment. For example, with
relatively little public alarm at the present time over the supply of energy, the public might properly
be expected to be very concemned with, for example, the civil liberties implications of particular safe-
guards measures. But if the supply of energy were suddenly to become much more uncertain (as for
example under oil embargo conditions), the public might be much less concerned with those same
civil liberties implications, deeming it much more important to develop, relatively unrestricted, all
available sources of domestic energy. Therefore, an ideal safeguards system should be dynamic and

readily adaptable to the fluctuating political environment and concemns of the general public.

This chapter describes the social, ec‘onomic, and political impacts of a safeguards system, including *

a discussion of the processes and factors involved in the acceptance or rejection of various safeguards.

It is not exhaustive, nor are all the various ramifications of each factor considered. The following
list of factors, representing the minimum concerns which should be addressed before particular safe-

guards requirements are recommended, was developed.
e Civil Liberties — freedom of association and discussion, pﬁvacy rights, etc.
e Social Environment ~— air, water, land biotic.
e Political Environment — effect on nuclear debate, congressional reaction, etc.

e Legal Area — effect on communications, statiites, regulations, industrial standards, etc.,

both ERDA and NRC’s emergency response capability.
e Energy System - effect on fuel cycle configuration, supply and demand, etc.
e Effective operation of the transportation system.

o Public Safety and Health — increased accident risk, release of effluents, etc.
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6.1 OQverview

Any proposed safeguards system, if it is to be efféctive, will involve some cost to society, not only in
economic terms, but also in social and political terms. It is difficult to assess the degree to which
these costs are acceptable. The problem is compounded by the fact that what is acceptable in today’s
political environment may not bz acceptable in a changed political environment. For example, with
relatively little public alarm at the present ime over the supply of energy, the public might properly /
be expected to be very concemed with, for example, the civil liberties implications of particular safe- ’
guards measures. But if the supply of energy were suddenly to become much more uncertain (as for /oo
example under oil embargo conditions), the public might be much less concerned with those same /
civil liberties implications, decfning it much more important to develop, relatively unrestricted, all |
available sources of domestic energy. Therefore, an ideal safeguards system should be dynamic and

readily adaptable to the fluctuating political environment and concerns of the general public.

This chapter describes the social, economic, and political impacts of a safeguards system, including -

a discussion of the processes and factors involved in the acceptance or rejection of various safeguards.

It is not exhaustive, nor are ail the various ramifications of each factor considered. The following
list of factors, representing the minimum concerns which should be addressed before particular safe-

guards requirements are recommended, was developed.
e Civil Liberties — freedom of association and discussion, privacy rights, etc.
e Social Environment — air, water, land biotic.
¢ Political Environment — effect on nuclear debate, congressional reaction, etc.

e Legal Area — effect on communications, statutes, regulations, industrial standards, etc.,

both ERDA and NRC’s emergency response capability.

e Energy System -- effect on fuel cycle configuration, supply ahd demand, etc.

o Effective operation of the transportation system.

e Public Safety and Health — increased accident risk, release of effluents, etc,
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e Cost ~ direct (more powér needed), government costs (more guards), indirect costs (cost of

measures on other segments ot society).

6.2 Scope of Impact Study

The/scope of this contract did not allow for a thorough, systematic evaluation of each safeguards
req;[lirement against each of the above factors. However, it was possible to carry out a limited examina-

tion of the impacts caused by nuclear safeguards, and the conclusions of this research influenced the

recommendations of this report.

Every design requirement developed during this study, was considered with regard to each of the
factors listed above., The design requirements were included in the recommendations only if they did
not grossly impact, in an adverse way, any of the listed considerations. The criteria for such judgments
were the perceptions of what is publicly and governmentally acceptable at the present time, substanti-

ated where possible with available objective data.

Many of the proposed safeguards requirements are extensions of activities in which government is
already engaged. The project team was less concerned about such requirements than those which are
totally new and more difficult for the public to accept. There are some requirements recommended
that do have a high social, economic, or political cost. In those cases, only those that were considered
to be vital safeguards concepts, essential to any well-designed safeguards system, were included. At

the same time, we have tried to increase their acceptability by suggesting ways in which their impact
may be minimized.

The project team also endeavored to keep in mind the distinction between the impact of the design
and implementation of safeguards requirements, as opposed to their impact if they are actually employed
to defeat an adversary action. A primary objective of an effective safeguardsyzs‘ystem is to deter a suc-
cessful adversary action. Bul it might be necessary to fully activate all measures including engagement
in gun battles, if the system was tested. Certainly, critics of safeguards measures and the nuclear power
industry will consider the i."x"npact of the use of safeguards systems as well as their effect as a purely

deterrent measure, Consqﬁucntly, it was necessary to consider the impact of design requirements
under actual sabotage or theft attempt conditions.

It is important to stress that a safeguards system should undergo a thorough impact evaluation prior

to implementation. The difficulty in performing of such an evaluation was underscored in a draft
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final report to the Office of Special Studies of NRC.* The report concluded that not all safeguards
requirements could be quantified in terms of dollar cost. The approach taken was to divide the
impacts into two groups: those to which a dollar cost could be assigned; and those to which no
dollar cost could be assigned. For the latter, Brookhaven National Laboratory attempted a point
scale. Each safeguards requirement would be assigned points, so that the overall cost of é2ch measure
could be evaluated. The major issue is whether it is possible to devise a satisfactory conversion model
so that impacts, however measured, may be compared. Moreover, Brookhaven concluded that a
satisfactory point scale could not be devised to measure all impacts. The necessity of conducting a

thorough impact evaluation of the effects of safeguards requirements underscores the urgency of
further research in this area.

6.3 Civil Liberties

Probably the most sensitive impact of the recommended safeguards requirements is on civil liberties.
A number of the design requirements are likely to cause concern in this area. Most important émong
these are the requirements for security checks, for monitoring groups likely to commit nuclear-related
crimes, and for the creation of an integrated central analysis organization to deal with all nuclear

related intelligence data.

6.3.1 Personnel Clearances

It is recognized that these requirements may cause some problems in the area of civil liberties. It
would mean a.t; expansion of those jobs requiring security clearances and consequent discrimination
against those citizens whose personal qualifications do not meet the high standards required. The

civil liberties implications are viewed as extremely serious but mitigated by a number of factors. First,
the principle of security clearances for a wide range of jobs both within and outside government is
already accepted. The security requirement would not introduce anything new; it would merely
increase the number of jobs subject to existing security procedures. Second, effects of security
clearance procedures on individual privacy are minimized by the fact that they would not be employed
without individual consent. Third, the security procedures used m?giﬁ be arranged in such a way as

to minimize the impact on both First and Fourth Amendment rights. Participants at a conference

on the Impact of Intensified Nuclear Safeguards on Civil Liberties held in October, 1075, felt, for

*Evaluation of the Impact of Safeguards Measures by Brookhaven National Laboratory.
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example, that background investigations might be more objectional than psychological testing. This

was because the former looked to associations and political beliefs while the latter attempted to

measure emotional stability. However, these tests raise problems of validity and reliability. The

conference found that the careful searching of employees when starting and leaving the job was a
very effective security measure, widely employed in private industry, and not particularly objec-

" tionable. Electronic monitoring may be even less objectionable. The precise mix is obviously some-

thing to be determined later. The above discussion is referenced, however, in order to indicate that

although security clearance procedures have obvious impact on civil liberties, the risks can be

minimized.

There are some practical issues that need to be considered if personnel screening is to be extended
in the commercial industry as it exists today. The presence of unions means that management alone
will not have full decision-making power over such issues as hiring and firing, work schedules, in-
service training, rest stops and manning. Management would also be restrained by State “right to
work’’ laws, where they exist, and also by the necessity for equal employment opportunities. The

form of any personnel screening system will therefore have to take these very important realities
into account.

Moreover, the cost of thoruugh persorael screening is not inexpensive. A full field background check
can cost anywhere from $5,000 to $10,000 per employee. There are also practical difficulties involved
in undertaking such thorough checks within the framework of a commercial nuclear power industry

which does not operate under government contracts.

All the above factors may pose obstacles to the creation of an effective security system within the
industry. The panel of experts which convened at SDC in late January considered the security safe-
guard as critical. Since personnel were potentially the weakest link in the system, they believed

thorough and extensive security screening throughout the industry was essential.

It should be noted that the realities of current industry, make it difficult to limit some of the effects
of the recommendations. For example, existing private transporters of SSNM (currently, there are
four major corporations and a number of small independents) also transport a wide range of other
products that need protection. To restrict some of the guards to transportation of SSNM and isolate
the training that we recommend accordingly would be impracticable given the existing nature of the

industry. ‘However, it would be equally unfair and impracticable to screen all guards whether they
were carrying SSNM or not. '



Further, the labor unions would, most likely, not accept differential wage scales for those employees
carrying SSNM and those who were carrying other materials, and assigrument rotations would be
oppdsed if they were implement;:d for personnel with differing job classification levels. For these
reasons, the labor unions would fight the requirement vigorously, and there would be an obvious®

impact on the nuclear debate generally.

The effect on the political environment of this requirement is less easy to predict. There is no doubt
but that critics of ruclear power will see any recommendation for an expansion os security clearance
procedures, particularly into the private commercial industry, as further evidence of the erosion of
freedom and individual rights. The fact, however, that such procedures are already in existence for

a wide range of jobs is likely to blunt this criticism.

6.3.2 Rewards

The safeguards requirement for substantial incentives/rewards for the detection and proper handling
of irregularities caused some controversy among the Delphi panel members. The basic idea seems
sound enough, but has obvious capacity for abuse — particularly in the areas of over-zealous employees
conducting “fishing trips” which may damage employee morale, and employees with grudges using
security issues as a mode of revenge. The ground rules for this requirement and the security issues to
which it applies would have to be delineated very carefully. One of our consultants remarked that

“bounty hunting” would not be an attractive addition to the industry framework.

A limited law dealing with rewards in the nuclear area is already on the books. Public Law 93-37
rewards people who assist government in the apprehension of anybody involved in nuclear theft or

illegal nuclear manufacturing. Provision is made for reward payments up to $500,000 under this Act.

6.3.3  Intelligence

The requirement for gathering intelligence on suspected criminal groups would have to be implemented

in such a way that civil liberties are protected. It would be important, for example, for the FBI to

monitor only those groups that are likely to engage in such acﬁﬁitics. Groups with a history of

political dissent which had not broken the law must have their rights to freely dissent protected.

The form of the monitoring, possible authorization for wiretaps, etc., are obviously delicate procedures -

that must be carefully worked out in the light of civil liberties implications.-

i
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The value of centrally gathered and disseminated intelligence on adversaries is apparent, but the legal
and administrative problems involved may be problematic. Should the central intelligence unit be

operated by NRC, by the private commercial industry, or by the FBI? Each option has advantages
and drawbacks.

NRC, as its name implies, is charged with a regulatory responsibility. To expand its areas of operation
into intelligence gathering, processing, and dissemination raises questions as to the legality of such an

expansion of responsibility as well as its political acceptability.

The private commercial nuclear industry would, in all probability, be reluctant to accept the responsi-
bility for an intelligence gathering unit. Moreover, such a privately operated unit may cause more
public concern than one operated by a Federal Agency with the opportunity for Congressional
ovérsight and review. The FBI is basically charged with domestic intelligence gathering, but granting
the FBI this new function would essentially minimize NRC contro} and involve the agency in contro-

versy if the FBI pursues its new assignment too enthusiastically.

It is evident from the above discussion that there are various options available which need to be
studied in detail in order to recommend the kind of intelligence unit that will maximize the efficient
gathering and dissemination of intelligence while at the same time minimizing the legal problems

posed by such a unit and the political concerns of those groups and individuals sensitive to the intelli-
gence function in general.

6.4 Environment

* It is our judgment that none of the recommended safeguards requirements at least at the conceptual

level described, present a threat to the environment. However, it is recommended that NRC comply
with the National Environment Policy Act (NEPA) in order to assure environmentalists and other
concerned citizens that this is the case. Whenever a safeguards concept is developed to the point

where it is ready to be adopted as a safeguards regulation, NRC should file an environmental impact
statement. : |

6.5 Political andiegal Issues

There are a number of legal and political factors involved in the recommended safeguards requirements

that should be stressed at this point. These factors influence the way in which the proposed concepts

P
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should be refined and implemented and the various options available for doing so. It ismot our intention
to judge the legality or constitutionality of the recommendations. Such an effort is a major study in

and of itself and can only be undertaken when the actual design is determined, as distinct from the
design requirements. Rather, it is our intention to put forth some of the legal and political considera-
tions that must be considered in evaluating the options available. Most of the controversial options are
concerned with the kind of guard force that should be used. |

6.5.1  Guard Force Options

These options may be detailed as follows:
e Should the guard force be private or federal?
e Should the guard force be nationally or locally organized?

e What kind of arms can guards carry and what is their authority to use deadly force?

e Should the guard force be dedicated or non-dedicated?

e What are the problems involved in agencies of government performing a protective reaction

force function?

A recent report (Security Agency Study NUREG-0015) concluded that the creation of a Federal guard ’
force for maintaining security in the nuclear industry would not result in a higher degree of guard

force effectiveness that can be achieved by the use of private guards, properly qualified, trained, and
certified. Moreover, creation of a guard force under NRC auspices would be more costly than an

improved private guard system. A report by the Sandia Gorporation also agrees with the conclusion
of the National Security Agency study. ‘

In addition, private guard forces, although operating under some disadvantéges compared with federal

officers, are not seriously compromised in their ability to perform as effectively.

Moreover, most of the legal problems involved in the use of guard force would apply equally to federal
and private guards alike. There are no federal s;atutes as such governing the use of force and even
- federal officers have had their right to carry arms across state lines questioned by some state and

local police, All guards are allowed to use “reasonably necessary force” to protect themselves or prevent
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sabotage of the property they are protecting, but private guards are limited in the sense that they

cannot easily effect arrest.

Moreover, the types of arms that may be carried are restricted by state and local law. NRC cannot,
as a pure matter of regulation, require licensees to arm and instruct security forces whether private or
federal in such a manner as to contravene state or local law. At present, guards cannot use greater
firepower than that provided by handguns, shotguns, and semi-automatic carbines. It is strongly
recommended that whatever the nature of the guard force used, special legislation is requirca to
enable guards protecting nuclear shipments to carry weapons such as M-14 rifles or M-16 automatic
rifles to match the potential firepower of adversaries.

Itis a;;propriate at this juncture to discuss the issue of the use of deadly force. It is necessary that
all guards of nuclear shipments, whether they are federal or private, should have the power to use
deadly force in order to prevent the theft or sab‘étage of SSNM. It seems clear that they have this
authority in the case of an actual attack. But the issues become less clear where “hot pursuit” to
recover the material is concerned and particularly where crossing a governmental jurisdictional line is
involved. There, the authority of private guard forces is much less clear cut. If the private guard
force option is used, it is necessary to ensure that private guards have full legal authority to do

everything necessary to protcct shipments of SSNM.

Although private guard forces are not nationally organized or recruited at present, there is nothing

to prevent the establishment of a body to do just that. A nationally organized guard force does not
necessarily have to be a federal guard force. Many of the advantages that a federal guard force would
have over locally organized and recruited guard forces apply equally to a privately operated, national
guard force. The option of a privately operated, national guard force even has a few advantages not
possessed by the ‘option of a federal guard force.

An association could be created, which is responsible to the commercial nuclear industry and
regulated by the NRC, that would be involved in the creation of a guard force, which would sﬁpply
both escort and reaction forces. The association might also be involved in the collection and dis-
semination of intelligence. A precedent for such an organization exists in the fire investigation and
automobile theft areas where such associations have been formed and provide support to insurance

companics and others, in the investigation of arson or theft. Such a body would have a number of

advantages. It would be national in scope and thus able to systematize procedures and standardize
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requirements and share costs more easily than individual facilities operating independently. Since it
would be essentially controlled by the commercial industry, it would not arouse the public hostility
against “‘big brother” government that would probably develop if a federal agency adopted the task.
As is detailed elsewhere in this report, a private guard force, organized nationaily, would not
necessarily be more constrained than a federal guard force if the necessary legal adjustments were
made. There is, however, little enthusiasm for this type of afrangement in the commercial nuclear
industry and as K. J. Toner and H. A. Feiveson point out in “Responsibility for Nuclear Security”
traditionally, private industry has not been involved in law enforcement functions other than to
protect against its own negligence or wrongdoing. Such a major expansion of the responsibility of
private industry may in itself cause alarm among those who currently view the Federal government

as the main culprit in the “big brother” syndrome. !

Whatever the composition of the escort force and whatever degree of firepower they have available,
if an extreme adversary action occurs, they may have to rely on a protective reaction force. The issue
here is not so much whether such a prdtective reaction force be private or federal, national or local
(since they would operate under a similar handicap) but whether or not it be “dedicated.” The
National Security Agency study concluded that it would be difficult to develop high-performance
reaction forces that can be depended upon to arrive at a trouble spot within a few minutes of ar”
alarm. Ground transportation is obviously subject to an adversary action anywhere along the route
and to have forces ready for no other purpose than to respond to an attack on a nuclear shipment
would be both expensive and wasteful. It would be expensive in that sophisticated transportation
(possibly helicopters) would be needed to get to a trouble spot quickly. It would be wasteful in that
these forces might (hopefully) never be needed and at most needed only rarely. »
The Sandia Report agrees with the conclusion of the National Security Agency study. “The results

of this analysis indicate that even when choosing assumptions partial to response forces, a transporta-
tion security system invelving a dedicated response force appears unjustified econonﬁcally for the

foreseeable future” (Special Safeguards Study, Report to NRC, The Sandia Corporation, October
1975). | |

The alternative to a dedicated reaction force is to rely on in-place existing law enforcement agencies

or military organizations. These options also are not fully acceptable for a number of reasons which
are detailed below.
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First, it is necessary to state that the composition and type of reaction force that is used will depend «

on the mode of transport. The use of a truck mode of transport will involve the necessity of a reaction
ﬂ . 3 .

force anywhere along the route if the escort force is unable to overcome an adversary action by

itself. The units available will range from the LLEA, the State Police, the National Guard, and the U.S.
Armed Forces. {

The LLEA will be able to react in the shortest time because of its proximity, but many LLEA’s do
not have great strength available either in terms of manpower or firepower. The Delphi panel members
were dubious of the value of relying on an LLEA even as an initial reaction force. Many LLEA’s are
ill-equipped and have resources which are stretched to the limit in dealing with everyday crime. ‘
Upgrading forces to a desired level would be difficult and pose severe practical problems. There is
e‘very-likelihood that a LLEA reaction force would be inadequate (possibly more inadequate than the
overpowered escort force) and ineffective. Local units of the State Police have similar drawbacks. .
The National Guard is probably of questionable value because of the time it would take to call up

reservists — perhaps 24 hours to gather together a force.

" There are legal and practical problems involved in a reactive force assignment for the military. Konrad

-+ Keller (Reaction Force Against Nuclear Diversion or Sabotage: An Inventory of Considerations)

argues the military should provide the reaction force, although not the escort force. But, military

~ installations are widely scattered in a relatively small number of locations — often far away from

majorv population centers and freeways. There is some question as to their ability to act in a timely
fashion. Moreover, it is quite possible that under current law, it would be illegal for the military to
react on the basis of an assigned function. Under the terms of the Posse Comitatus Act (18 USC 1385),
the military is prohibited from engaging in civilian police duties. The Security Agency study also
reveals that the Department of Defense opposes the assignment of a nuclear reactive force mission on

the grounds that it would defeat the Department’s effectiveness in performing traditional military
functions. |

The U.S. Marshals Service is another option. In fact, the Marshals Service performed a study for

NRC on alternative options for guard forces, thg: conclusion of which was that given sufficient funding,
it could provide a reaction force capability. Unlike some other agencies of govémment, thére« appears
to be no reluctance to accept the responsibility. There would be a number of advantages in using

the U.S. Marshals Service. Police officers at the city, county, or state level have no official power to

arrest offenders outside the jurisdictions which they serve. But this restriction does not apply to-
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U. 8. Federal Marshals. Under the Federal Arrest Statute for U. S. Marshals (18 USC 3053):

“United States Marshals and their deputies may carry firearms and may make arrests without
warrant for any offense against the United States committed in their presence, or for any felony
cognizable under the laws of the United States if they have reasonable grounds to believe that

the person to be arrested has committed or is committing such felony.”

The disadvantages of using the U.S. Marshals Service is that the assignment of this function would
completely change the character of the agency from an arm of government essentially concerned
with the courts and federal criminal law violations, to an operational department involved in a new

area, with all kinds of possibilities of involvement with state and local law.

&

The above discussion is referenced to demonstrate the fact that no one guard force optiori has over-
whelming superior value over any other. Choices are complicated by the fact that the world of h
commercial nuclear power is dynamic and the information on which decisions must be made is con-
stantly changing. At a minimum the following factors should be considered when considering the -

options:

e The number of shipments and the existing industry framework.
o The state of law.

o The political climate.

o Responsibilities of federal agencies.

o The mix of transportation modes.

(As detailed elsewhere, an air transportation is recommended for the future. “This will strongly influence

the type of guard force that is selected.)

6.5.2  Publicity

The requirements for wide publicity to be given to stiff sentences for terrorist groups and for 2 hardline
position against nuclear blackmail threats are not without p,,roble‘ms.‘m The suggestion that SSNM could

be stolen, and moreover, the implicit‘ suggestion that the lives of hostages would be sacrificed, if
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" necessary, in response to a blackmail threat is likely to exacerbate tension between pro and anti-

nuclear power proponents. It is also possible that the publicity, inherent in the requirement, may

backfire and give potential terrorist groups or individuals “ideas.” There is considerable evidence

‘that publicity, especially careless publicity, encourages certain individuals to attempt criminal acts

they might otherwise not consider, but for the publicity. For example, after “Squeaky” Fromm’s
assassination attempt on President Ford, and the consequent publicity given to the attempt, there
were a wave of assassination threats vagainst the President and even another actual attempt within a
few weeks. There is also considerable precedent for governments negotiating with terrorists which
previously had stated they would never negotiate under blackmail. Democratic governments in
particular would be under particular pressure to negotiate if enough human lives were at stake, what-
ever previous statements had been made about non-negotiation. It is possible that this requirement
would have much more deterrence if it had the force of law, but it is very unlikely that such a law

would be passed and even more unlikely that it would be obeyed if the situation at hand were extreme

enough.
Thus, it is necessary to give care to th. type of publicity that is encouraged on this issue.* It is also

necessary to carefully consider the terms and conditions under which the government will and will

not negotiate with terrorists.

6.6 Energy System and Effective Operation of the Transportation System

The effect of the design requirements on the energy system and fuel cycle configuration is largely a
function of the cost of the requirements which is discussed in Section 6.8. No radical transformation
of the energy transportation network is necessarily recommended at this time, although future con-
siderations might lead to some significant changes. The dedicated shipment of SSNM by air (a
recommended long-range option) would obviously impact the nuclear energy system somewhat, but

the impact would be minimal compared to other major factors impacting that system such as the
cost and supply of fossil fuels.

The essential energy network would remain very much the same under the implementation of the

recommended design requirements. No major transformation, such as relocation of nuclear facilities,

*The wrong kind of publicity could help to enlarge the already exaggerated mystique surrounding
nuclear materials and their use.
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has been suggested as the total solution to the problem.

The existing interface between the commercial nuclear facilities and the transportation industry would

be maintained with provision for gradual change in mode-use as the nuclear energy system evolves.

It should be noted, however, that the possibility of diluting plutonium discussed in Chapter 5 would

be a direct intervention in the nuclear energy supply system which, if implemented, would involve

the industry in further cost and technical effort.

6.7 Public Health and Safety

There are no immediately evident impacts in the area of public health and safety. However, provision

for coding of SSNM, so that all but essential parties would be unaware of the contents of the ship-
ment, has a number of trade-offs between public safety and effective safeguards. Currently, the Bill
of Lading, has precise details of the nature of shipments. This requirement is to maximize the safety
of any persons who come or may come in contact with the containers. Should there be an incident or
accident, it is considered necessary that such persons know they are dealing with hazardous, radio-
active material, that is extremely dangerous. It might be enough to warn them that the materials are
hazardous, but such a limited warning might neither indicate the degree of caution necessary, nor
deter law enforcement officials and others from performing emergency operations, in the event of

an incident or accident, that might jeopardize safety.

From the point of view of safeguards, however, it is desirable to code the sgipmcnt so that potential
adversaries would not be fully aware of which containers were filled with SSNM. It s possible that a
viable trade-off could be made between these two conflicting considerations. There could be a partial
coding and a partial warning, But the exact balance would need careful consideration based on the

importance of this requirement as a safeguard and an evaluation of its impact on public safety.

6.8 The Issue of Cost

Cost is a difficult issue to discuss where safeguards are concerned because there are a number of com-

plicated aspects to an assessment of what constitutes reasonable cost,

The first issue to resolve is: Who is to bear the burden of cost? Should it be the commercial nuclear

industry itself? Should it be the federal government, and NRC in particular? Should it be the states
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and local governments? Should it be a combination of part or all of the above? There is already
considerable precedent for government incurring costs for protecting industry. Thus, for example,
a bank which is robbed does not have to pay (other than through normal taxation) for the cost of any
help provided by local law enforcement officers, either in thwarting a robbery or in apprehending the
bank robbers. However, where'the commercial nuclear industry is concerned, the burden on LLEA’s
or other possible reaction forces would be considerably greater, both for creating effective emergency
response plans to deal with an adversary action, and in dealing with such an action if one were to occur.
It is the scale of the law enforcement that causes concern and as shipments become more frequent, the
size of the problem will grow. If reliance is placed on new forms of organization, such as a federal
guard force, the cost will probably be greater and certainly more discernable than if reliance is placed
on{‘e.xisting law enforcement organizations. If the latter option is used, the costs of planning could be
mitigated by a federal subsidy and an outright federal payment could be made if a protective reaction
is actually required. The cost of this option would be considerably less than the option of a dedicated

reaction force,

These are questions which are not easily resolved, particularly as the cost of safeguards grows with the
imposition of more standards and the provision for greater and more effective escort and reaction
forces. Most likely, the cost of safeguards will continue to be borne by both the government and the
industry with the precise burden a function of the political climate and the willingness and ability of

the industry, itself, to increase its operating costs.

It is difficult to assess the cost of the safeguards requirements package that is advance here, if only
because it has been developed essentially at the conceptual level and the actual cost has to be related
to the way in which these concepts are refined an<l implemented. It seems unlikely, however, that the
cost would be a significant proportion of the total cost of nuclear power. Willrich and Taylor
(Nuclear Theft: Risks and Safeguards) estimate the cost of providing a dedicated security force to
protect nuclear shipments at less than $10 million, even assuming 150 power plants. This figure is
based on a projection of 150 nuclear shipments per year by 1980 and a 50-man transport task force
assigned to each shipment. Willrich and Taylor project the total cost of generating nuclear electric
power at approximately $8 billion by 1980. Even if the cost of safeguards were as high as $800
million per year, and this is unlikely, this would only represent ten percent of the total cost of
generating nuclear electric power. Moreover, all the cost would not be borne by the commercial
industry. Willrich and Taylor conclude, “Certainly, the costs of effective safeguards would not be s0

large as to make nuclear power economically uncompetitive in the future.”
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There is an important qualification to make to Willrich and Taylor’s point of view, however. Their
figures essentially depend on a ceiling on safeguards, however generous that ceiling may be. The

point must be made that there is no realistic limit to the scale of a potential adversary action. A group
of more than 100 heavily armed and trained adversaries not inconceivable though highly impronable.
Certainly any group involving itself in the potentially dangerous area of nuclear theft is likely to be
well-prepared and resourceful. Therefore, there is no assurance that any practical safeguards system
can prevent an adversary attack from being initially successful. But an effective safeguards system can

also deter, detect, and recover.

The economics of safeguards will ultimately be determined not only by the particular safeguard
options that are selected, but also by the ability of the industry to keep the capital cost of nuclear
power plants in check, by the cost competitive performance of other energy industries, and not least

by international developments and the price and supply of fossil fuels.

The proposed system for optional flexibility so that it can be assessed not only against the perceived
adversary action threat and the varying total of shipments needing protection, but also against the cost
competitive position of the nuclear industry in the increasingly uncertain market of world energy
supplies. Although, the demand and supply of energy is obviously going to depend on a large number

of factors, the recommended safeguards requirements are not amongst them.

v
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APPENDIX A
IDENTIFICATION OF FEASIBLE ADVERSARY ACTION CLASSES



Chapter 3, Adversary Action Sequences, dealt with the total number of possibly differing adversary
action classes arising from variations in an adversary’s resources and attributes (R&A’s). They numﬁered
in the millions. However. there are some practical considerations which limit the number of adversary
action sequences which are feasible. For example, three unarmed people cannot mount a force type
attack on an SSNM shipment. The scenario, although theoretically possible, is practically unrealistic.

Thus, the number of different adversary action sequences can, for all practical purposes, be reduced
considerably. ’

The objective in this Appendix is to identify the feasible or practical adversary action classes. First, it is
necessary to have some idea of the defenses of a protective system. F or purposes of illustration, a protec-
tive system around a truck means of transport is described. For another mode of transportation

analogous protective mechanisms can be assumed.

Protective System

e  Security clearance on all relevant personnel
®  Armed escort for truck (semi-automatic weapons)
e  Reinforces truck with immobilization facilities

e  Frequent radio communications with LLEA’s.

N

The R&A’s Adversary Type. Objectives and Intended SSNM Use are now considered, aqd a description
of the feasible adversary action classes arising from them is given. First, consider which Intended SSNM

Uses may reasonably arise from the various objectives. Table A-1 describes the situation.
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Table A-1. Feasible Adversary Action Classes Categorized by Objective

and Intended SSNM Use

INTENDED SSNM USE

N ‘ Sabotage
= Detonation of a & Political Financial (On-Site

OBJECTIVES Nuclear Device Dispersion | Blackmail | Blackmail | 3rd Party | Dispersion)

Revenge X X

Personal Gain X

Political/

Sociological X X X X

In theory, there are 7 x 3 = 21 combinations of adversary action classes representing differing values of

the “‘objectives” and “intended SSNM use” parameters. However, from the fable, one observes that only

8 of these combinations represent feasible adversary action descriptions.

7

We continue with a description of which combinations of “adversary type” and “objectives” are

practical.

Table A-2. Feasible Adversary Action Categorized by Adversary Type

and Objectives

ADVERSARY
TYPE

Ad Hoc—Criminal

Professional Criminal—Criminal
Dissident Employee(s)~Dissident
Sociopathic—Demented

Separatists (Domestic)—Dissident
Revolutionaries (Domestic)—Dissident
Reactionary Extremists—Dissident
Issue Oriented (Violent)~Dissident
Separatists (Foreign)—Dissident
Revolutionaries (Foreign)—Dissident

A-2

OBJECTIVES
Political/
Revenge Personal Gain Sociological
X
X
X X
X X
X
{ X
X
X
X
X



Table A-2 shows that a significant reduction has been obtained. A further reduction in the number of
feasible classes can be obtained by combining Tables A-1 and A-2., through the elimination of the
“objective” parameter. Table A-3 describes the result.

Table A-3. Feasible Adversary Action Classes Categorized by Adversary
Type and Intended SNM Use

ADVERSARY TYPE

Ad Hoc~Criminal

Professional Criminal—
Criminal

Dissident Employee(s)—
Dissident

Sociopathic—Demented

Separatists (Domestic)—
Dissident

Revolutionaries (Domestic)—
Dissident

Reactionary Extremists—
Dissident

Issue Oriented (Violent)—
Dissident

Separatists (Foreign)—
Dissident .

Revolutionaries (Foreign)—
Dissident

INTENDED SNM USE
Detonétion
ofa Sale Sabotage
Nuclear Political | Financial | to 3rd | (On-site
Device Dispersion | Blackmail {Blackmail | Party | Dispersion)
X X
X X
X X X X
X X X X
X X X X
X X X X
X X X X
X X X
X X X
X X X X

A similar analysis on the Number of Personnel, Arms, Intelligence Aid/Information and Mode of Attack
categories may now be carried out. The idea is to give the modes of attack that are possible for a given

level of personnel, arms, and intelligence aid/information. Table A-4 details only Arms and Intelligence

Aid/Information.



(Ifa mode attack is given as mostly stealth or little deceit, etc., it is assumed that the rest of the attack

is by force.)

Table A4. Feasible Modes of Attack for a Given Arms/Intelligence Level

INTELLIGENCE AID/INFORMATION LEVEL

, Low Medium High
w Threat Level Threat Level Threat Level
Low No Scenarios Stealth Stealth
Threat Level Mostly Stealth Deceit
Mostly Stealth
A Mostly Deceit
Medium A Little Stealth Stealth Stealth
Threat Level Mostly Stealth Deceit
Little Stealth . Mostly Stealth
Little Deceit Mostly Deceit
Little Stealth
Little Deceit
High Force Force Force
Threat Level Little Stealth Stealth Stealth
Mostly Stealth Deceit
Little Steaith Mostly Stealth

Little Deceit

Mostly Deceit
Little Stealth
Little Deceit

Next, the effect of the number of personnel on this situation is considered. Due to the. number of

concurrent tasks that need to be carried ou)i in a Force attack, the meaning of this consideration is that

a Force attack is only feasible when a small number of personnel are involved. The following possibilities

then arise.
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Table A-5. Feasible Modes of Attack for a Given Arms/Personnel/

Intelligence Level

PERSONNEL LOW
THREAT LEVEL INTELLIGENCE AID/INFORMATION LEVEL
Low Medium High
ARMS LEVEL Threat Level Threat Level Threat Level
Low No Scenarios Stealth Stealth
Threat Level Mostly Stealth Deceit
: Mostly Stealth
Mostly Deceit
Medium No Scenarios Stealth Stealth
Threat Level Mostly Stealth Deceit
Mostly Stealth
Mostly Deceit
High Little Stealth Stealth Stealth
Threat Level Mostly Stealth Deceit
Little Stealth Mostly Stealth
Little Deceit Mostly Deceit
Little Stealth
Little Deceit
PERSONNEL MEDIUM
THREAT LEVEL INTELLIGENCE AID/INFORMATION LEVEL
Low Medium High
ARMS LEVEL Threat Level Threat Level Threat Level
Low No Scenarios Stealth Stealth
Threat Level Mostly Stealth Deceit
Mostly Stealth
Mostly Deceit
Medium Little Stealth Stealth Stealth
Threat Level Mostly Stealth Peceit . .
' Little Stealth Mostly Stealth
Little Deceit Mostly Deceit
»  Little Stealth
Little Deceit/’
'
High Force Force Force ¢
Threat Level Little Stealth Stealth : Stealth
o Mostly Stealth Deceit ‘
Little Stealth Mostly Steaith
Little Deceit Mostly Deceit -
Little Stealth

Little Deceit
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PERSONNEL HIGH

THREAT LEVEL INTELLIGENCE AID/INFORMATION LEVEL
, Low Medium High
w Threat Level Threat Level Threat Level
Low No Scenarios Stealth Stealth
Threat Level Mostly Stealth Deceit
Mostly Stealth
Mostly Deceit
Medium Little Stealth Stealth Stealth
Threat Level Mostly Stealth Deceit

Little Stealth

Mostly Stealth

Little Deceit Mostly Deceit
Little Stealth
Little Deceit
High Force Faorce Force Stealth
Threat Level Little Stealth Stealth Stealth
Mostly Stealth Deceit
Little Stealth Mostly Stealth
Little Deceit Mostly Deceit
Little Stealth
Little Deceit

Feasible Modes of Attack for a Given

Arms/Intelligence/Personsigl Level

A further reduction on the number of scenario classes can be achieved by combining the following
categories into two classifications:

Dedication
Training énd Planning ' Efficiency

Security Systems Knowledge and Comibat-Type Experience

Money

. Physical Resources (not including
Transportation of Adversary

. arms)
Equipment

Each of these headings could be broken into 3 levels: Low, Medium and High Threat. Levels.
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Thus, a considerable reduction of the number of adversary action classes has been achieved. There are

36 adversary action classes for Adversary Type by Intendea SNM Use, 85 feasible Modes of Attack for

various Arms/Intelligence/Personnel Threat Levels, 3 Efficiency levels, and 3 levels of Physical Resources
(not including Arms).

4
" =

i

Altogether, there are 36 x 85 x 3 x 3 = 27540 possible adversary action class“.gs.

Clearly. this is still too large a number. However. it is two orders of magnitude less than the original
number of possibilities.

A further reduction on the number of adversary action classes can be achieved by combining more

categories and by further detailed study of the divisions within the categories.
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APPENDIX B_
DEPENDENCE/INDEPENDENCE OF SAFEGUARD SYSTEM COMPONENTS

B.1 Observations

S
The vulnerability of protective mechanism PM; to the kth class of advisary was defined to be
V(PMj/Sk). Since the system consists of the set of PMJ, the total system vulnerability to the kth class
of advisary is

N

V= V(PM; lSk) (B-1)
i=1

Implicit in the above equation are the assumptions that (a) the PM;Ls are independent of one another,

)

and (b) the system vulnerability is independent of the order in which the PMj’s are attacked.

It was evident during the early part of this study that errors in the vulnerability estimates will occur
if the above assumptions are not addressed. It was felt, however, that for purposes of comparing and
evaluating one system concept relative to another, the independence/dependence issue could be
ignored in the first approximation. Furthermore, the Delphi panel would automatically consider

these assumptions, and hence, temper their scores accordingly.

The matrix in Table 4-3 shows one such score sheet. Note the discrepancy between Vi, as aresult of
the formula and as estimated by the panel. Itis clear that the panel could not deal with numbers
smaller than 103 (“onc ina thousand”). Thus, although their computed system vulnerabilities are

of order 106 (from the individual component vulnerabilities), their direct estimate of the total

system vulnerability is of equal magnitude to the componcnvt vulnerability. When asked about this,

the principal reason provided was that if &‘ii’a’ia;}ersary was clever enough to successfully defeat one

PM, he is most likely to also defeat another. Thus, if the system consists of twdprotektive mechan-
isms, if the first one be defeated by one adversary class with a probability of 0.1, and the second one
with a probability of 0.1, the mathematically calculated system vulnerability is 0.01, whereas the

panel member will probably estimate the system vulnerability to be of order 0.1.

The above has far-ranging implications — and should be looked into — for example, in reactor safety
calculations, system failure probabilities are after calculated to be of order 10" 8 to 1012 (from thc
subsystem failure probabilities), whereas, when equally knowledgeable people are asked to estimate
the total system failure probability, a much larger answer is usually given.
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B.2 Vulnerability Equations with Dependence
There are several ways of ‘deaiing with dependence and the order in which the PM’s are attached, One
such method is to formulate the equations directly: =

Define the following:
A = attack occurs

P(PMj/ A) = probaliifizy the protective mechanism PMj will be successful in performing its

function, given an attack A

IW-'j = denotes protective mechanism PM; has failed.
Vi = system vulnerability

Take a system consisting of two protective mechanisms, PM; and PMg. If the two are independent,
then:

Ve = [1-B(EMy/A)] [1-P(PM57A)] (8-2)
If they are not independent, and PM; is attacked first, then:

v, = [1-P(PM;/A)] [1-B(EMo/PM;A)] | (B-3)

The above says that the system vulnerability is equal to the vulnerability of PM; given an attack,
times the vulnerability of PMy given an attack and PM; has failed.

Similarly, if PMg is attacked first, then:

v, = [1-P(PMg/A)] [1-P(2M;/PMgA)] | (B-4)

A similar set of equations can be generated with three or more components. The same Delphi

~ method can be used to estimate the component probabilities with one major difference: the sequence
of the attack has to be considered.
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APPENDIX C
VULNERABILITY INFORMATION FROM THE
GENERIC VULNERABILITY ASSESSMENT






The Delphi panel assessed the vulnerabilities of three safeguards systems against three classifications of

adversary actions. The systems, representative adversary actions and the panel’s composite evaluations,
are described below.

This evaluation was carried out by considering the protective mechanisms that comprise the safeguards .

systems. A further assessment was conducted by the panel when they assessed the vulnerability of the

safeguards system as a whole. Their assessments are given at the end of this appendix.



SAFEGUARDS SYSTEMS




_SAFEGUARDS SYSTEM A

This is a minimum safeguards system for a highway transport mode, based upon federal regulations
(c.f. 10 CFR § 73.1). Daylight transit is required. This is not a protective mechanism in itself, It

raises the efficiency of many of the following protective mechanisms which describe the system.

PM1—Vehicle Velocity

No intermediate stops are scheduled for the convoy. However, some unplanned stops can be made

based on a need for fuel or vehicle maintenance and stops for the convenience of the truck crew.

PM?2—Presence of the Crew in the Truck Cab @

There are two crew members (unarmed). At least one is vigilant all the time and the other member of
the crew may not be present in the cab during stops.

PM3-—Presence of an Armed Escort

There is one escort car, which accompanies the SSNM truck. The escort car contains two armed guards.

There is a continuous radio communication capability between the escort.car and the SSNM truck.

PM4—Local Law Enforcement Agency (LLEA) Response Force

This protective mechanism addresses the ability of an LLEA response force to overcome the adVersaries.
There is not a special response force within the LLEA. Any response to an alarm call would be treated in -
a routine police fashion. The following factors must be considered:

®  Analarm must be raised. This can happen in various ways:

1. There is a radio-telephone connection between the truck cab and the convoy’s head-
quarters. This is the means of calling for assistance, once an attack or suspicious activities are noted.
The convoy’s headquarters relays the message to an LLEA.

2. The escort car has a radio telephone which duplicates the lines of communication in the
. SSNM truck. |
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3. The convoy calls headquarters every two hours, as a routine check. If this call is not

received. an LLEA is informed and emergency procedures commence,
4. An alarm may be raised by a passer-by.

¢ AnLLEA response'force must arrive before the attack is completed. The time limit depends upon

the nature of the attack taking place and the protective mechanisms which determine the length of
time the adversary needs to complete his attack.

®  The ability of the response force 1o overcome the assailants must be considered.

PM5—Specially Designed Truck

The truck walls are one inch thick and the doors have reinforced locks.

PM6—Container Weight, Lock and Temper Seal

The SSNM is locked and sealed in containers weighing not less than 500 lbs.

PM7-—Minimal Transit Time

Routes are planned to minimize transit time. thus giving an adversary less opportunity to mount an
attack. '

If the transit time is less than one hour, then only the driver need be in the truck cab.

PM8—Convoy Camouflage

The truck is ordinary in appearance except that it is marked on the top. sides and rear with identifying
letters or numbers. The markings on top allow the identification of the vehicle under daylight conditions
from the air in clear weather at 1000 feet above ground level. The side and rear markings are of a similar

nature. The escort car is commonplace in appearance and keeps a reasonable distance from the truck
while not compromising its position as an escort,



PMS—Natural Wariness of Unusual Activities

This is a catch-all protective mechanism which is concerned with suspicious behavior by unauthorized
persons that might be detected by legitimate employees in the nuclear power or transportation industries
or law enforcement agencies. Such suspicious behavior may take the form of unauthorized persons work-

ing in the neighborhood of a nuclear power plant, unexpected road blocks, etc.
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SAFEGUARDS SYSTEM B

This safeguards system for a highway transport mode is also based upon federal regulations. However,
improvements have been made to the requirements of the‘s‘éfeguards described there, in order to more
accurately reflect current practices. The first nine protective mechanisms have the same title and perform
thé same function as those described in System A, though in some cases they have increased capacity.
This is an aid to a comparison between the two safeguards systems.

Daylight transit is required. This is not a protective mechanism in itself. It raises the efficiency of many
of the following protective mechanisms which describe the system.

PM1—Vehicle Velocity

% No intermediate stops are scheduled for the convoy. However, some unplanned stops can be made based

on a need for fuel or vehicle maintenance and stops for the convenience of the truck crew.

PM2—Presence of the Crew in the Truck Cab

The truck crew of two are both armed with M16’s. They have both been trained in the use of firearms

and receive periodic recurrent training. At least one is vigilant all the time and the other member of the
crew may not be present in the cab during stops.

PM3—Presence of an Armed Escort

There are two'cars, each céntaining two armed guards which escort the truck. One car is positioned in
~ front of the truck, the other one behind it. Both cars are in visual contact with the truck and there is a

CB radio communication between all three vehicles. The armed guards, as is the case with the truck crew,

have received lnmal and recurrent training, ,/;'r

PM4—Local Law Enforcement Agency (LLEA) Response Force

This protective mechanism addresses the ability of an LLEA response force to overcome the adversaries.
There is not a special force within the LLEA. Any response to alarm call would be treated in a routine
pohce fashion. The followmg factors must be considered:



®  An alarm must be raised. This can happen in various ways:

1. There is a radio-telephone connection between the truck cab and the convoy’s head-
quarters. This is the means of calling for assistance, once an attack or suspicious activities are
detected, The convoy's headquarters relay the message to an LLEA.

2. The escort car has a radio telephone which duplicates the lines of cominunication in

the SSNM truck.

3. The convoy calls headquarters every two hours, as a routine check. If this call is not

received, an LLEA is informed and emergency procedures commence.
4. An alarm may be raised by a passer-by.

o An LLEA response force must arrive before the attack is completed. The time limit depends upon
the actual attack taking place and the protective mechanisms in operation, which determine the
length of time the adversary needs to complete his attack.

e  One must consider the ability of the response force to overcome the assailants.

PM5—Specially Designed Truck

The truck has immobilization devices. operated from the cab, which blow out the tires and lock the
brakes. The truck cab is “bullet proof.” thus enabling the truck crew to operate these immobilization
devices while they are under fire. The walls of the truck are one inch thick, The truck doors have alarms:
attached to them and have reinforced~locks. If these alarins go off or if the truck crew raise an alarm, a
foam is released inside the truck. Thisrapidly fills all the truc“k and sets into a hard 1mpermeable
material, thus forming an extra barrier around the SSNM ‘

PM6—Conjcainer Weight. Lock and Te‘mper Seal
The SSNM is locked and sealed in contamers wexghlng not less than 500 lbs.

PM7——Mm1mal Transnt Time

v,

Routes are planhéd to minixﬁize transit time. thu§ giving an adversary less opportunity to mount an |,
attack. e



PM8~Convoy Camouflage

The truck is ordinary in appearance and no special markings are visible. The escort cars are similarly

commonplace in appearance and keep a reasonable distance from the truck while not compromising
their position as an escort.

PM9-—Natural Wariness of Unusual Activities

This is a catch-all protective mechanism which is concerned with suspicious behavior by
unauthorized persons that might be detected by legitimate employees in the nuclear power or
transportation industries or law enforcement agencies. Such suspicious behavior may take the form

of unauthorized persons working in the neighborhood of a nuclear power plant, unexpected road
blocks. etc.

PM10—Personnel Screening

All relevant personnel have undergone psychological tests and have had background checks carried out

upon them. (Key figures at the various nuclear facilities have security clearance.)

PM11~Hardware Security

The truck and escort cars are kept at a secured facility, when they are not in use. They are regularly
serviced and are guarded insofar as they are kept in a protected site.

PM12-—Convoy Information Security

There are six options for schedule/routing. The decision on which one is to be used is made one week

before the convoy takes place. A minimal number of people are informed and any written informa-
tion is kept in a locked cabinet.



SAFEGUARDS SYSTEM C

This protective system is based upon a convoy operating under more stringent procedures that are
described in the literature.

As before, daylight transit is required. This is not a protective mechanism in itself. It raises the efficiency
of many of the following protective mechanisms which describe the system.

PM1—Vehicle Velocity

The convoy operates on a non-stop, no detour basis. Routes arejm‘;rveyed shortly before the convoy

passes through. Obstructions, etc., are noted and corrective action is taken.

PM2-—Presence of the Crew in the Truck Cab

Two men are in the cab, both present and vigilant all the time. They are armed with handguns and auto-
matic fire-arms, and have received special training,

PM3—Presence of an Armed Escort

There are five escort vehicles in this convoy. A pick-up truck with a crew of two to four men is imme-
diately in front of the transporter and a five-ton truck with a crew of four follows immediately behind.
All the crew are amﬁed with handguns and automatic fire-arms and have received special training. They
also carry out any ﬁxaint'enance of the convoy, as the need arises. There is an escort car immediately in
front of these vehicleéyénd another one immediately behind. They each contain two people who are
armed with handguns. The convoy commander also sits in the lead car. He is armed with a handgun and
an automatic weapon and has received special training. Finally, there is a third escort car, which contains
two people who are armed with handguns. They patrol the area around the convoy looking for sus-

.picious activities, etc.

PM4—Local Law Enforcement Agency Respanse Force

This protective mechanism addresses the ability of an LLEA response forpe, specially trained and on alert

while the convoy is in progress, to overcome the adversaries. The followirig factors must be considered:

e  An alarm must be raised. This can happen in various ways:

C9



l. - The convoy commander, sitting in the lead car, is in radio-telephone communication with
the home base. This is a means of calling for assistance, once an attack or suspicious activities are
. detected. The home base relays the message to an LLEA.
S \‘
//
% 2. The transporter, the plck-up truck and the five-ton truck each have radio-telephones which

\ . . .
dyplicate the lines of communication of the lead car.
] )
po— . 7/ 0

R 3. Three escort cars have radio communications with the LLEA. This is another means of
calling for assistance,

7S

\i

W

4, There is a helicopter which escorts the shipment. This helicopter is in almost continuous
radio communication with the convoy commander to coordinate any detours, etc. Any unplanned
changes in schedule result in the helicopter raising an alarm. The helicopter also surveys the area

surrounding the convoy for suspicious activities. The helicopter has radio connections with the
home base and the LLEA.

5. The convoy commander is in almost continuous communication with the home base. Con-
sequently, any cessation in communications would be noted very quickly and would result in the
home base making an alarm call to the LLEA.

6. An alarm can be raised by a passer-by.

¢  The response force must arrive before the attack is completed. The time limit depends upon the
actual attack taking place and the other protective mechanisms which determine the length of time
the adversary needs to complete his attack. Note that one function of the helicopter is to keep the

SSNM shipment under surveillance until the response force arrives. This impacts the ability of the
adversaries to make their get-away.

e One must consider the ability of the response force to overcome the assailants.
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PMS5--Specially Designed Truck

The truck is a 5-axle semi-trailer equipped with:

] inner armored container

=

®  access denial system ol

e immobilization system
o  deterrent control system.

PM6-—Container Weight, Lock and Temper Seal

The SSNM is locked and sealed in containers weighing not less than 2000 pounds.

PM7-—Minimal Transit Time

The distances that the convoy traverses vary from 50 to 150 miles.

PM8—Convoy Camouflage 4 \'}\s

None.

PM9—Natural Wariness of Unusual Activities

This is a catch-all protective mechanism which is concerned with suspicious behavior by unauthorized

persons that might be detected by legitimate employees in the nuclear power or transportation industries

or law enforcement agencies. Such suspicious behavior may take the form of unauthorized persons work-

ing in the neighborhood of a nuclear power plant, unexpected road blocks, etc.

PM10—Personnel Screening

All personnel concerned with the convoy have undergone screening and ps%hological testing.
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PMI I -Hardware Security

The transporter and escort vehicles are kept in a secure facility, when they ar¢ not in use, They are regu-
larly serviced and are guarded insofar as they are kept in a protected site, (Note that the convoy per-

sonmesincludes men who can carry out maintenance and repairs on vehicles.)

PM12—Convoy Information Security

-
s

There are six options for schedule/routing. The decision on which one is to be used is made one week

N,

before the convoy takes place. A minimal number of people are informed and any written information
is kept in a locked cabinet.

C-12



REPRESENTATIVE ADVERSARY
ACTIONS

C-13

7



i1
N
SN
sl
A
i o
) =
g
{r
5 “
y
I 1 .
\ !
W L

NUMBER OF PERSONNEL
CLASSIFICATION

a3

C-14



REPRESENTATIVE ADVERéARY ACTION —NO. 1 A

TRANSPORT MODE: Highway
ADVERSARY TYPE: Dissident

OBJECTIVE: Political/Sociological
INTENDED SSNM USE: Nuclear Explosion

ADVERSARY RESOURCES AND ATTRIBUTES

1. Number of Personnel: Low Threat Level

1 dressed 4s policeman
2 dressed in road repair crew garb

1 dressed in work clothes suitable to the region
4 TOTAL

[0S

Arms: Medjum Threat Level

Pistols
High powered. night vision, sniper-scope equipped rifle
Automatic weapons

3. Intelligence Information: Medium Threat Level

Know that PuQ, shipment will be made some time during the Week from’ fuel reprocessing plant to
plutonium storage site.

Know that 3 routes are used.

Know junction which determines commitment to a specific route.

Know convoy communications frequency.

oy ‘ ‘ C-15
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4, V“‘Experience & Knowledge: Medium Threat Level

The group has the full technical capabilities needed to fabricate a fissile explosive device.

Two members of the group are combat infantry veterans.

‘e

Dedication: Medium Threat Level
Willing to accept sustained discomfort and injurv,

6. Organization, Planning, Training, & Security: Medium Threat Level

Substantial
7. Money: Medium Threat Level
$100,000

. 8. Transportation: Medium Threat Level

1 Light van (CB radio & police band radio; EMR insulation & ECM; convoy communications
frequency scanner).

1 “Police™ car (CB radio and police band radio).

2 Pickup trucks (CB radio).

9. Equipment: Medjum Threat Level

Power tools

Hand tools

Plastic explosives
" “A” frame hoist

€

(
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MODE OF ATTACK.: Some deceit. mostly force

ATTACK FEATURES

1. Target SSNM:
PuQ,

2. Attack Zone:

‘When the target convoy departs, the observer;alerts the adversaries’ “base camp” by public t_ele-

Isolated area within 30 miles of urban region.
Clear weather.
At sunset.

High tension electrical transmission lines parallel the road.

Preparation:

The dissidents position personnel so as to obsarve activities around the fuel reprocessing plant.

Over a period of time, several convoys are followed to their destination—the plutonium storage site.

Ambush locations are selected at one place along each of the three routes. During the course of this -

activity. the convoy communications frequencies are monitored with a scanner and an attempt is

made to ascertain the transmission routine, IE

Within the limits of security, the dissidents train by executing a mock attack. The six potential
attack locations, and the planned escape routes, are reconnoitered by all.

-

phoﬁE; The van is dispatched to the critical ré}'@&*}‘unction.and the convoy’s communication
frequency is monitored. When the convoy is committed to a specific route, the dissidents are noti-

fied by coded CB<#ransmissions and deploy to their assigned areas.

Convoy Immobilization:

O

The following actions are timed with respect to the convey’s position and coordinated among the

dissidents by coded CB transmissions:

C17
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®  Oncoming traffic is detoured by barricades placed miles up the road beyond the ambush site.

e  Codirectional traffic is detoured miles down the road before the ambush site after the convoy
has passed.

® A pickup truck is overturned across the road at the ambush site and its cargo spilled.

s A “police car,” with siren screaming, passes the convoy and arrives at the scene of the

“accident™ minutes before the convoy does.

ECM:

The dissidents have the capability to jam the convoy’s communications. This is accomplished just
before the convoy sees the “‘accident.” (If the ambush site coincides, fortuitously, with the loca-

tion of the high tension lines, jamming probably won’t be necessary.)

Access to SSNM Truck:

Convoy escort car approached by “‘police™ car, Occupants used to approach SSNM truck and gain
access to personnel in truck cab. All convoy personnel rendered unconscious. Entire operation
covered by hidden sniper.

Access to SSNM Container:

Truck doors blown open with explosives. SSNM moved to light van by use of “A’ frame hoist and

manhandling.

Attack Duration:

15 minutes (through escape initiation).
)

Getaway (toward urban region):

Light van, station wagon.



SPECIFIC ATTACK ELEMENTS INTERFACING WITH SAFEGUARD
PROTECTIVE MECHANISMS g

1. Ability of dissidents to observe movements around the fuel reprocessing plant and to follow the
convoys without detection.

2. Ability to determine convoy’s communication frequency, codes, routine, and procedures.
3. Ability to conduct training without exposing the plan.

4. Effectiveness of detour ruse.
5., Effectiveness of “accident’ ruse and communicati=zis jamming.
\ /:';"”
y § i \ ; .
6. Ability of “Police” car and its occupants to escape /detection as a counterfeit and imposters,

respectively.
7. Effectiveness of ploy used to approach SSNM truck and dislodge the drivers.

8. Ability to gain entrance to the SSNM truck with plastic explosives and to remove the PuQ, -

containers.

< ‘K\
9. Ability to perpetrate the attack—and escape—within 15 minutes, o

T,

10. Ability to reach the urban center with the SSNM and to disappear in the city with it.

7
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REPRESENTATIVE ADVERSARY ACTION — NO. 1 B

TRANSPORT MODE:  Highway.
ADVERSARY TYPE:  Dissident

OBJECTIVE: Political/Sociological
INTENDED SSNM USE: Nuclear Explosion

ADVERSARY RESOURCES AND ATTRIBUTES

1. Number of Personnel: Medium Threat Level

2 dressed as policemen

5 dressed in road repair crew garb

1 dressed in work clothes suitable to the region
8 TOTAL |

38

Arms: Medium Threat Level

Pistols

High powered, night vision, sniper-scope equipped rifle
Automatic weapons

Wy

Intelligence Information: Medium Threat Level

Know that PuO, shipment will be made some time during the week from fuei reprocessing plant
to plutonium storage site.

Know that 3 routes are used. ‘ L
Know junction which determines commitment to a specif.¢ . sute.

g _ Know convoy communications frequency.
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Experience & Knowledge: Medium Threat Level

The group has the full'te_gh,niéal capabilities needed to fabricate a fissile explosive device.

Five members of the group are combat infantry veterans.

N

Dedication: Medium Threat Level

Willing to accept sustained discomfort and injury.

Organization, Planning. Training, & Security; Medium Threat Level

Substantial

Money: Mediﬁm Threat Level

$100.000

Transportation: Medium Thfeat Level

1 Station wagon (CB radio and convoy communications frequency scanner).
1 Light van (CB radio and police band radio; EMR insulation and ECM).
1 “Police” car (CB radio and police band radio).

2 Pick-up trucks (CB radio).

Equipment: Medium Threat Level

Power tools
Hand tools
}’lastic explosives

“A” frame hoist

SN
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MODE OF ATTACK: Som\g deceit. mostly force

ATTACK FEATURES
i. Target SSNM;
Pu0O,

Attack Zone:

Isolated area within 30 miles of urban region,
Clear weather,
At sunset.

High tension electrical transmission lines parallel the road.

Preparation:

The dissidents position personnel so as to observe activities around the fuel reprocessing plant. Over
a period of time, several convoys are followed to their destination—the plutonium storage site.
Ambush locations are selected at two places along each of the three routes. During the course of

this activity, the convoy communications frequencies are monitored with a scanner.

Within the limits of security, the dissidents train by executing a mock attack. The six potential

attack locations. and the planned escape routes. are reconnoitered by all.

When the target convoy departs, the observers alert the adversaries *“base camp” by public tele-
phone, A stationi wagon is dispatched to the critical road junction and the convoy’s communication
frequency is monitored. When the convoy is committed to a specific route, the dissidents are noti-

fied by coded CB transmissions and deploy to their assigned areas.

Convoy Immobilization:

The following actions are timed with respect to the convoy’s position and coordinated among
the dissidents by coded CB transmissions:



o
or

e  Oncoming trafﬁc is detoured by barricades placed miles.up the road beyond the ambush site.

e  Codirectional traffic is detoured miles down the road before the ambush site after the convoy
has passed,

e A pickup truck is overturned across the’; vad at the ambush site and its cargo spilled.

e A “police car,” with siren screaming, passes the convoy and arrives at the scene of the “acci-
dent” minutes before the convoy does.

ECM:

The dissidents have the capability to jam the convoy’s communications. This is accomplished just
before the convoy sees the “accident.” (If the ambush site coincides, fortuitously, with the loca-
tion of the high tension lines, jamming probably won’t be necessary.)

Access to SSNM Truck:

Convoy escort car approached by “police’ car. Qccupants used to approach SSNM truck and gain
access to personnel in truck cab. All convoy personnel rendered unconscious. Eh;tjre operation
covered by hidden sniper.

Access to SSNM Container:

Truck doors blown open with explosives. SSNM moved to light van by use of “A” frame hoist and
manhandling.

Attack Duration:.
15 minutes (through escape initiation).

Getaway“(toward urban region):

Light van, station wagon.




SPECIFIC ATTACK ELEMENTS INTERFACING WITH
SAFEGUARD PROTECTIVE MECHANISMS

1. Ability of dissidents to observe movements around the fuel reprocessing plant and to fpllow the
convoys without detection.

L

Ability to determine convoy’s communication frequency, codes, routine, and procedures.

W

Ability to conduct training without exposing the plan.

4. Effectiveness of detour ruse. *

o

. Effectiveness of “‘accident’ ruse and communications jamming.

(=)

. Ability of “Police™ car and its oczupants to escape detection as a counterfeit and imposters,
respectively.

7. Effectiveness of ploy used to approach SSNM truck and dismount the drivers.

8. Ability to gain entrance to the SSNM truck with plastic explosives and to remove the PuQ,
_containers.
9. Ability to perzetrate the attack—~and escape—within 15 minutes.

10. Ability to reach the urban center with the SSNM and to disappear in the city with it.



REPRESENTATIVE ADVERSARY AéTION - NO.1C

TRANSPORT MODE: Highway
ADVERSARY TYPE: Dissident

OBJECTIVE: Political/Sociological
INTENDED SSNM USE: Nuclear Explosion

ADVERSARY RESOURCES AND ATTRIBUTES

1. . Number of Personnel: Medium Threat Level

4 dressed as policemen
4 dressed in road repair crew garb

12 dressed in work clothes suitable to the region
20 TOTAL

2. Arms: Medium Threat Level

Pistols
High powered, night vision, sniper-scope equipped rifle

Automatic weapons

3. Intelligence Information: Medium Threat Level

Know that PuQ, shipment will be made some time during the week from fuel reprocessing plant
to plutonium storage site.

Know that 3 routes are used. ‘

Know junction which defermines commitment to a specific route.

Know convoy communications frequency.
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Experience & Knowledge: Medium “Threat Level

The group has the full technical capabilities needed to fabricate a fissile explosive device.

Eleven members of the group are combat infantry veterans.
Dedication: Meditim Threat Level
Willing to accépt sustained discomfort and injury.

Organization, Planning, Training. & Security: Medium Threat Level

Substantial
Money: Medium Threat Level
$100,000

Transportation: Medium Threat Level

1 Station wagon (CB radio and convoy communications frequency scanner).
2 Light vans (CB radio and police band radio; EMR insulation and ECM).

2 “Police™ cars (CB radio and police band radio).

4 Pick-up trucks (CB radio). |

Equipment: Medium Threat Level

Power tools
Hand tools
Plastic explosives
“A” frame hoist

e,



- MODE QF ATTACK: Some deceit, mostly force

ATTACK FEATURES

1.  Target SSNM:
PuO,

3]

i

- }/‘

Attack Zone:

Isolated area within 30 miles of urban regjon. : S
Clear weather.
At sunset.

High tension electrical transmission lines parallel the road.
Preparation:

The dissidents position personnel so as to observe activities around the: fuel reprocessing plant. Qver
a period of time, several convoys are followed to their destination—the ﬁlutonium storage site. "
Ambush locations are selected at two places along each of the three routes. During the course of
this activity, the convoy communications frequencies are monitored with a scanner and recorded.
The tapes are analyzed. The transmissibn routine and techniques are determined. The responses

of both the convoy and the base stations to transmission content is established, i.e., the “code”

is essentially broken. The adversaries note that the convoy résponds to law enforcement vehicles

as any ordinary citizen would, i.e;, on one occasion municipal police s.toé the convoy for speed-

ing at the approaches to a town. The drivers of both the escort vehicle and the SSNM truck

handed their licenses to the:police \nd tickets were written.

A mock convoy is used to add realism and the two ambush teams do not know in 'advanceiat

which of the six sites the “attack™ will be ordered. The actual stopping of a “convoy” and the

‘planned subsequent-actions are executed at a remote Jocation so as to develop the necessary -

timing.

W
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When the target convoy departs, the observers alert the adversaries ““base camp” by public
telephone and follow in one of the pickup trucks. A station wagon is dispatched to the critical
road junction and the convoy’s radio transmissions are monitored. Based either upon the radioed
information or phﬂ/sical evidence of commitment to a specific route, the appropriate attack
teams are notified by coded CB transmissions and deploys to the two pre-selected ambush

sites along the convoy’s chosen route: 2 snipers and a van (containing 1 person) at each site,

pfus a pickup truck (to be overturned) and two additional people at the primary ambush loca-
tion; 2 pickup trucks (2 people each) at the point where detours will be set up. The rest of the
dissidents, a reserve forcc, trail the convoy at a distance of several miles. In the final analysis,

both the trailing dissidents and the team at the ambush site where the attack does not take

" place serve first as reserves and then in an escape-assurance capacity vis-a-vis the strike team.

Convoy Immobilization:

The following actions are timed with respect to the convoy’s position and coordinated among

-the dissidents by coded CB transmissions:

e  Oncoming traffic is detoured by barricades placed miies up the road beyond the ambush site.

e  (Codirectional traffic is detoured miles down the road before the ambush site after the convoy
has passed.

e A pickup truck is overturned across the road at the ambush site and its cargo spilled.

o A “'police car,” with siren screaming, passes the convoy and arrives at the scene of the “acci-

dent™ minutes before the convoy does.

ECM:

The dissidents have the capability to jam the convoy’s communications. This is accomplished just
before the convoy sees the “accident.” (If the ambush site coincides, fortuitously, with the loca-
tion of the high tension lines, jamming probably won’t be necessary.)

Access to SSNM Truck:

Convoy escort car approached by “‘police’ car. Occupants used to approach SSNM truck and gain
access to personnel in truck cab. All convoy personnel rendered unconscious. Entire operation

covered by hidden sniper,
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Access to SSNM Container:

Truck doors blown open with explosives. SSNM moved to light van by use of “A” frame hoist and .
manhandling,

Attack Duration:

15 minutes (through escape initiation).

Getaway (toward urban region):

Light van, station wagon.

SPECIFIC ATTACK ELEMENTS INTERFACING WITH

SAFEGUARD PROTECTIVE MECHANISMS

| &)

10.

Ability of dissidents to observe movements around the fuel reprocessing plant and to follow the
convoys without detection.

Ability to determine convoy’s communication frequency, codes, routine, and procedures.
Ability to conduct training without exposing the plan.

Effectiveness of detour ruse.

Effectiveness of “‘accident” ruse and communications jamming. i

Ability of “Police” car and its occupants to escape detection as a counterfeit and imposters,
respectively.

Effectiveness of ploy used to approach SSNM truck and dismount the drivers. !

Ability to gain entrance to the SSNM truck with plastic explosives and to remove the PuO,
containers.

Ability to perpetrate the attack—and escape—within 15 minutes.

Ability to reach the urban center with the SSNM and to disappear in the city with it.

i
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INTELLIGENCE AID/INFORMATION
CLASSIFICATION
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REPRESENTATIVE ADVERSARY ACTION - NO. 2 A

TRANSPORT MODE:
ADVERSARY TYPE:

OBJECTIVE:
INTENDED SSNM USE:

Highway
Demented (Sociopathic)

A “small autocratic group pledging allegiance to a hybnotic, father or god-
like. charismatic leader . . . (who) is perceptive, imaginative, uninhibited,
and {perhaps) unbalanced,” i.e., in a paranoid state. (Berkowitz, et al,, The
Civil Threat of Mass Destruction Weapons; ADCON Report A72-034-10,

20 Sep 72. p. 3-3)

Personal Gain

Financial Blackmail

The adversaries intend to extort a very large sum of money from the U. S.
Government by threatening to detonate a fission device in a densely popu-

lated area of America.

ADVERSARY RESOURCES AND ATTRIBUTES

1. Number of Personne!: Low Threat Level

1 group leader
I chemist
1 metallurgist

1 machinist

2 chemical technicians

6 TOTAL

The scientists carry out the attack on the convoy as well as participating in the development and

manufacture of the bomb. ,
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2.  Arms: Medium Threat Level
. Automatic Weapons, Pistols, Shotguns

3? \ Intelligence Aid/Information: Low Threat Level
L

Casual observations are carried out to determine the route of a journey between a processing plant
and a fuel-fabrication plant.

4. Experience & Knowledge: Medium Threat Level

Capable of manufacturing a fission device but little combat-type experience, etc.
5. Dedication: High Threat Level
Willing to accept loss of life.

6. Organization, Planning, Training & Security: Extensive

7. Money: Medium Threat Level
§75.000

8. Transportation: Medium Threat Level

1 “Police” Car

1 Sand Truck
9. Equipment: Medium Threat Level

2 CB Radios, Tarpaulin
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MODE OF ATTACK: Mostly deceit, little force

ATTACK FEATURES

(2]

Target SSNM:

' 235U02 (90-95%)

Attack Zone:

On an interstate highway near City A. (During daylight hours, and within a few miles of the
adversaries’ food processing plant.)

Preparation:

The “mastermind” owns a small food processing and canning business which includes trucks, a

warehouse, and a maintenance shop. It is located in an industrial part of City A where large trucks/

vans and warehouses are commonplace. The chemical laboratory equipment necessary to reduce
235 Uo, to the metallic form is acquired and set up under cover of the existing product analysis
laboratory. A member of the gang keeps a permanent watch on the processing plant to determine

when the convoy leaves the plant. The rest of the gang are waiting-at the warehouse with a sand
truck and a “police™ car.

Convoy Immobilization:

When the convoy leaves the plant. the adversary, who is on surveillance, informs the rest of the gang
via CB radio. The sand truck and “policé” car leave the warehouse and are driven to a position along
the route. not too far away. The sand truck is parked near an entrance to the interstate highway.
The *‘police™ car patrols the area and spots the convoy. The sand truck is notified via their CB

radio communication. As the convoy passes the entrance under consideration, the sand truck is
driven onto the highway. The sand truck overtakes the convoy and while deing so, apparenﬂy goes
out of control and crashes into the escort car, immobilizing it. The SSNM truck stops. A couple of
minutes later, the “police’ car arrives. The “police” take control of the situation. They say that the

SSNM truck is too dangerous to remain by the roadside. Consequently, théy, the “police’,” will
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gscort the SSNM truck. The convoy personnel agree to this and the truck is driven off with the
“police™ car. (The convoy personnel will\probably call their headquarters on the radio to get
authorization for this procedure. If this happens. consent has to be given in order that the plot can
proceed as planned.) Shortly thereafter, the ‘“police” car stops the convoy an& the adversaries

approach the truck on some pretext, such as to warn of heavy traffic or a detour, etc.

Access to SSNM:

The truck crew are ove;c’ome by a surprise attack. A tarpaulin is thrown over the truck to
camouflage it. U

Attack Duration:

Less than fifteen minutes.
Getaway:

The “police” car is abandoned. The truck. indistinguishable from similar commercial traffic, is
driven directly to the food processing plant and concealed there. The drivers of the sand truck leave

the scene of the crash after exchanging particulars. etc.

SPECIFIC ATTACK ELEMENTS INTERFACING

WITH SAFEGUARD PROTECTIVE MECHANISMS

1.

The ability to acquire and employ the necessary physical resources without detection (including
cover at the food processing plant).

The ability to obtain convoy information, by surveillance.
The ability to coordinate and execute the removal of the escort car from the truck.
e  Ramming of escort car and arrival of “police” car.

. Z_Effectiveneiss of this ploy in immobilizing the escort car and not alarming the convoy per-
sonnel, so that the truck proceeds with the “police” car.



4. The ability to execute the overpowering of the tmck crew.
. Stopping the truck by the “‘police™ car.
. _Approach of “policé” to truck.
®  {verpowering of crew.

© Sufficient time lag so that any eyewitness accounts of the assault are too late to enable an
interception of the truck before it reaches the warehouse,
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REPRESENTATIVE ADVERSARY ACTION — NO. 2 B

TRANSPORT MODE:
ADVERSARY TYPE:

OBJECTIVE:
INTENDED SSNM USE:

Highway
Demented (Sociopathic)

A “‘small autocratic group pledging allegiance to a hypnotic, father or ged-
like. charismatic leader . . . (who) is perceptive. imaginative, uninhibited, and
{perhaps) unbalanced.” i.e.. in a paranoid state. (Berkowitz, et al,, The Civil
Threat of Mass Destruction Weapons; ADCON Report A72-034-10, 20 Sep
72.p.3-3.)

Personal Gain

[Financial Blackmail

The adversaries intend to extort a very large sum of money from the U. S.
Government by threatening to detonate a fission device in a densely popu-
lated area of America.

ADVERSARY RESOURCES AND ATTRIBUTES

1.  Number of Personnel: Low Threat Level

1 group leader
1 chemist
1 metallurgist

1 machinist

2 chemical technicians

6 TOTAL

The scientists carry out the attack on the convoy as well as performing their technical roles ir the
manufacture of the bomb.

2. Arms: Medium Threat Level

Automatic Weapons, Pistols. ShéS;gguns

i
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3. Intelligence Aid/Information: Medium Threat Level .

Extensive surveillance of previous convoys is carried out. and convoy routing and scheduling is

determined for the journey between a processing plant and a fabrication plant.

During these convoys. CB radio communications are monitored by use of a frequency scanner to
determine which frequencies the convoy uses.

4, Experience & Knowledge: Medium Threat Level

Capable of manufacturing a fission device but little combat-type experience, etc.

5, Dedication: High Threat Level
Willing to accept loss of life.

6. Organization, Planning. Training & Security: Extensive

7. Money: Medium Threat Level
$75.,000

8. Transportation: Medium Threat Level

1 “Police” Car

I Sand Truck
9. Equipment: Medium Threat Level

Tarpaulin. CB Radio. Frequency Scanner

MODE OF ATTACK: Mostly deceit, little force

ATTACK FEATURES

1. Target SSNM:

235y, (90-95%)
C-37
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Attack Zone:

On an interstate highway near City A. (During daylight hours, and within a few miles of the
adversaries’ food proceéssing plant.)

Preparation:

The “mastermind™ owns a small food processing and canning business which includes trucks, a
warehouse, and a maintenance shop. It is located in an industrial part of City A where large trucks/
vans and warehouses are commonplace, The chemical laboratory equipment necessary to reduce
235y0,, to the metallic form is acquired and set up under cover of the existing product analysis
laboratc;ry. The adversaries’ sand truck and “*police™ car are positioned near an entrance to the

interstate highway along the convoy’s route. The convoy’s position is monitored by listening to
the convoy communications on a CB radio.

Convoy Immobilization:

As the convoy passes the entrance under consideration, the sand truck is driven onto the highway.
The sand truck overtakes the convoy and while doing so. apparently goes out of control and crashes
into the escort car, immobilizing it, The SSNM truck stops. A couple of minutes later, the “police”
car arrives. The “police’” take control of the situation. They say that the SSNM truck is too
dangerous to remain by the roadside. Consequently, they. the “police,” will escort the SSNM truck.
The convoy personnel agree to this and the truck is driven off with the “police” car. (The convoy
personnel will probably call their headquarters on the radio to get authorization for this procedure.
If this happens, consent has to be given in order that the plot can proceed as planned.) Shortly
thereafter, the ‘“‘police’ car stops the convoy and the **police’ approach the truck on some pretext,

such as to warn of heavy traffic or a detour, etc.

Access to SSNM;

The truck crew are overcome by a surprise attack. A tarpaulin is thrown over the truck to
camouflage it.

Attack Duration:

Less than fifteen minutes.
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7.  Getaway:

The “police” car is abandoned. The truck. indistinguishable from similar commercial traffic, is
driven directly to the food processing plant and concealed there. The drivers of the sand truck leave

(4]
the scene of the crash after exchanging particulars, etc.

SPECIFIC ATTACK ELEMENTS INTERFACING
WITH SAFEGUARD PROTECTIVE MECHANISMS

1. The ability to acquire and employ the necessary physical resources without detection (including
cover at the food processing plant). N

12

The ability to obtain convoy information, by surveillance,
3. The ability to coordinate anid execute the removal of the escort car from the truck,
¢  Ramming of escort car and arrival of “police” car,

e  Effectiveness of this ploy in immobilizing the escort car and not alarming the convoy per-
sonnel so that the truck proceeds with the “police™ car.

4. The ability to execute the overpowering of the truck crew.
¢  Stopping the truck by the “police" car,
e  Approach of “police” to truck.
¢  Overpowering of crew.

e  Sufficient time lag so that any eyewitness accounts of the assault are too late to enable an "

interception of the truck before it reaches the warehouse.

2}
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REPRESENTATIVE ADVERSARY ACTION —~ NO.2 C

TRANSPORT MODE: Highway
ADVERSARY TYPE: Demented (Sociopathic)”

A ‘‘small autocratic group pledging allegiance to a hypnotic, father or god-

o like. charismatic leader . . . (who) is perceptive, imaginative, uninhibited, and
(perhaps) unbalanced.” i.e., in a paransgid state, (Berkowitz, et al., The Civil
Threat of Mass Destruction Weapons; ADCON Report A72-034-10, 20 Sep
72.p. 3-3.)

OBIECTIVE: Personal Gain
INTENDED SSNM USE: Financial Blackmail

The adversaries intend to extort a very large sum of money from the U. S.
Government by threatening to detonate a fission device in a densely popu-

lated area of America.

ADVERSARY RESOURCES AND ATTRIBUTES

.. Number of Personnel: Low Threat Level

1 group leader

J 1 chemist

‘ g\ 1 metallurgist
\ - )
N 1 machinist

g_ chemical technicians
g TOTAL

The scientists carfy out the attack on the convoy as well as performing their technical roles in the

manufacture of the bomb.
2. Arms: Medium Threat Level

- Automatic Weapons, Pistols, Shotguns
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3. Intelligence Aid/Information: Medium-High Threat Level

The metallurgist. a member of the gang who works at the fuel fabrication plant, obtains details
relevant to the convoy schedule routing and communications frequencies for a journey from a

processing plant to the fabrication piant. He also fixes a remote-controlled immobilization device

to the escort car.

4. Experience & Knowledge: Medium Threat Level

Capable of manufacturing a fission device but little combat-type experience, etc.

n

Dedication: High Threat Level

Willing to accept loss of life.

6. Organization, Planning. Training & Security: Extensive
7. Money: Medium Threat Level
$75.000

» 8. Transportation: Low Threat Level

1. “police” car
- 9. Equipment: Medium Threat Level

CB radio, tarpaulin, remote-controlled car immobilization device and activator.

MODE OF ATTACK: Mostly deceit, little force
¥ i

ATTACK FEATURES

1. Target S§NM:

235750, (90-95%)
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On an inté;state highway near City A. (During daylight hours, and within a few miles of the
adversaries’=‘ food processing plant.)

Preparation: -

The “‘mastemnirrd"’ owns a small food processing and canning business which includes truc};s, a
warehouse, and a maintenance shop. It is located in an industrial part of City A where large trucks/
vans and warehouses are commonplace. The chemical laboratory equipment necessary to reduce
235UO2 to the metallic form is acquired and set up under cover of the existing product analysis
laboratory. The adversaries “*police’ car is positioned on a side street near an entrance to the inter-
state highway, along the convoy’s route. The convoy’s position is monitored by listening to the

convoy communications on a CB radio.

Convoy Immobilization:

As the convoy passes the entrance under consideration, the immobilization device is activated. The
escort car breaks down but in a fashion that does not arouse the suspicion of the convoy personnel.
The SSNM truck stops. The adversaries arrive in their “police’ car and take control of the situation.
They say that the SSNM truck is too dangerous to remain by the roadside. Consequently, they, the
“police,” will escort the SSNM truck. The convoy personnel agree to this anyg the truck is dﬁven off
with tke “police” car. (Tiie convoy personnel will probably call their headquarters on the radio to
get authoﬁzation.for this procedure. If this happens, consent has to be given, in order that the plot
can proceed as planned.) Shortly thereafter. the “police™ car stops the convoy and the ad‘versan'es

approach the truck on some pretext, such as to warn of heavy traffic or a detour, etc.

'_Access to SSNM:

The truck crew are overcome by a surprise attack. A tarpaulin is thrown over the truck to
camouflage it. '

Attack Duration:

Less than fifteen minutes, “

A
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7. Getaway:

The “police™ car is abandoned. The truck. indistinguishable from similar commercial traffic, is

driven directly to the food processing plant and concealed there. -

SPECIFIC ATTACK ELEMENTS INTERFACING , "}‘; o
WITH SAFEGUARD PROTECTIVE MECHANISMS

1. The ability to acquire and employ the necessary physical resources without detection (including

cover at the food processing plant).

2. The ability of the “insider’’ to obtain convoy information.

3. The ability of the *‘insider’ to sabotage the escort car.

4. The ability to coordinate and execute the removal of the escort car from the truck.
¢  Breakdown of escort car and arrival of *'police™ car.

® Effectiveness of this ploy in immobilizing the escort car and not alarming the convoy

personnel so that the truck proceeds with 2he “police’ car.
5. The ability to execute the overpowering of the truck crew.
e  Stopping the truck by the “police"{ car.
®  Approach of “police™ to truck.
o  Overpowering of crew.

e  Sufficient time lag so that any eyewitness accounts of the assault are too late to enable an

interception of the truck before it reaches the warehouse.
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REPRESENTATIVE ADVERSARY ACTION — NO. 2 D

TRANSPORT MODE:
ADVERSARY TYPE:

OBJECTIVE:
INTENDED SSNM USE:

Highway
Demented (Sociopathic)

A “small autocratic group pledging allegiance to a hypnotic, father or god-
iike. charismatic leader . . . (who) is perceptive, imaginative, uninhibited, and
{(perhaps) uﬁbalanced.“ i.e., in a paranoid state. (Berkowitz, et al., The Civil
Threat of Mass Destruction Weapons; ADCON Report A72-034-10, 20 Sep
72.p.3-3.) ’

Personal Gain

Financial Blackmail

The adversaries intend to extort a very large sum of money from the U. S.
Government by threatening to detonate a fission device in a densely popu-

lated area of America.

ADVERSARY RESOURCES AND ATTRIBUTES

1.  Number of Personnel: Medium Threat Level

1 group leader
I chemist
1 metallurgist -

1 machinist

2 chemical technicians

2 teamsters

8 TOTAL

The scientists aid the attack on the convoy as well as performing their technical roles in the

manufacture of the bomb.
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Arms: Medium Threat Level
Automatic Weapons

Intelligence Aid/Information: High Threat Level

The metallurgist. a member of the gang who works at the fuel fabrication plant, obtains details
relevant to the convoy schedule and routing. (He also fixes a remote-controlled immobilization

device to the escort car.) Two teamsters who are employed by the common carrier which hauls

enriched uranium oxide from the processing to the fabrication plant have criminal connections.

They are approached. cultivated, and bribed to aid in the hijacking.

Experience & Knowledge: Medium Threat Level

Capable of manufacturing a fission device but little combat-type experience, etc.
Dedication: High Threat Level
Willing to accept loss of life.

Organization, Planning. Training & Security: Extensive

Money: Medium Threat Level
§75.,000

Transportation: Low Threat Level

1 Pickup Truck
Equipment: Medium Threat Level

Radio Transmitter, Radio Receiver, Tarpaulin, Remote-controlled Car Immobilization Device .

i

and Activator,
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MODE OF ATTACK: Deceit

ATTACK FEATURES

1. Target SSNM:_

235y, (90-95%)

=3

Attack Zone:

On an interstate highway near City A. (During daylight hours, and within a few miles of the
adversaries’ food processing plant.)

3. ~Preparation:

The “mastermind™ owns a small food processing and canning business which includes trucks,
“a warehouse, and a maintenance shop. It is located in an industrial part of City A where large
trucks/vans and warehouses are commonplace. The chemical laboratory equipment necessary

to reduce 235UO2 to the metallic form is acquired and set up under cover of the existing
product analysis laboratory.

The adversaries’ truck is positioned on a side street near an exit of the interstate highway,
along the convoy’s route. The teamsters carry a small transmitter that is operated periodically.
The convoy’s position is monitored thereby by the men inthe truck.

4. Convoy Immobilization:

As the convoy approaches the exit under consideration, the immobilization device is activated.

5. Access to SSNM Truck:

The teamsters drive the SSNM truck off the highway and rendezvous with the waiting pickup.
A tarpaulin is thrown over the SSNM truck to camouflage it.

6. Attack Duration:

Less than five minutes.

C-46



7. Getaway:

Both trucks, indistinguishable from similar commercial traffic, are driven directly to the food
processing plant and concealed there.

0

SPECIFIC ATTACK ELEMENTS (SAE) INTERFACING
WITH SAFEGUARD PROTECTIVE MECHANISMS

1. The ability to acquire and employ the necessary physical resources without detection (including
cover at the food processing plant).

3%

The ability to enlist the criminal cohorts, and to maintain security.
3. The ability of the *‘insider” to obtain convoy information.
4. The ability to coordinate and execute the actual hijacking:

® Breakdown of the escort car.

e  Effectiveness of this ploy in immobilizing the escort car and its occupants so that they either
do not see the SSNM truck being camouflaged or are not even aware that a diversion is in
progress.

° Sufficient time lag so that any eyewitness accounts of the disappearing act are too late to
enable an interception of the truck before it reaches the warehouse.
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REPRESENTATIVE ADVERSARY ACTION - NO.3 A

)

TRANSPORT MODE: Highway
ADVERSARY TYPE: Demented

A Sociopathic Group. The Manson Family could typify this group. Knowl-
edge of safeguards systems and combat experience is minimal. Dedication
may be high and some members of the group may be willing to acceft loss

of life. However, their planning and training, etc., is at a minimal level,

OBJECTIVE: Political/Sociological
INTENDED SSNM USE: Sabotage

ADVERSARY RESOURCES AND ATTRIBUTES:

1. Number of Personnel: Medium Threat Level

1 Group leader

3 Women group members

S Physically capable intelligent, well educated young men
9 TOTAL

o

Arms: Medium Threat Level
IS
Automatic Weapons, explosives

3. Intelligence Aid/Information: Medium Threat Level

Female member of group working in local bar and restaurarnt near origin learns shipment schedule
and destination. Observation team posted to determine exact moment of departure, convoy makeup
and vehicle identification reports to remainder of group.

4, Experience & Knowledge: Low Threat Level =
i

/;,// >
Well educated intelligent politically active group. Little combat/sé‘j:urity experience.
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5. Dedication: Medium Threat Level

Dedication high/with some members of the group willing to accept loss of life.

6. Organization, Planning, Training & Security: Low Threat Level

Minimal

7. Money: $25.000 - $50.000

L7
8. Transportation: Vs
J
i

3 Automobiles
1 Van

9. Equipment:

CB Radios, Weapons, Explosives

MODE OF ATTACK: Deceit. Force Combination

ATTACK FEATURES

I. Target SSNM: PuO_
2. Attack Zone:
Remote section of highway

3. Preparation:

The group identifies that the sabotage of a shipment of nuclear materials will generate mass fear
and generate publicity and “respect’ which they desire. A woman in the group obtains employment
in a bar/restaurant frequenteci!' by personnel involved in the nuclear shipments. She eavesdrops on
conversations and elicits valuable information including shipment date and convoy descriptions.
The group acquires the necessary equipment and deploys it for the attack. A car with CB Radio
observes tlie origin plaht on shipment day and informs the remainder of the group of the convoy

description and route,
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Convoy Immobilization:

The group places one vehicle with apparent fire under hood in one lane and another vehicle
apparently providing fire extinguisher to block the other lane. Female members of the group
attempt to lure guards from convoy vehicles to assist injured person, Failing this the remainder
of the group arrives in a van and attacks the guard force. o e

Access to SSNM:

While the guard force is engaged in the attack. two members of the group place an explosive on the
SSNM vehicle and retire to detonate it.

Attack Duration:
Less than fifteen minutes.
Getaway:

The original decoy and observation vehicles are used for escape. The SSNM is not removed from
the scene,
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REPRESENTATIVE ADVERSARY ACTION — NO. 3 B

TRANSPORT MODE:  Highway
ADVERSARY TYPE: Dissident
OBJECTIVE: _ Political/Sociological
INTENDED SSNM USE: Political Blackmail

ADVERSARY RESOURCES AND ATTRIBUTES

1. Personnel Characterization: Medium Threat Level

1 Group leader

_9_ Teamsters

_1.-,—(1 TOTAL
2.  Arms: Medium Threat Level
Automatic Weapons. plastic e;cplosives

3. Intelligence Aid/Information: Medium-High Threat Level

Have one memb"&:f of Athe group working in the facility with access to shipping information: routes,

convoy configuration, {rms, escort strength, radio procedures.

4. Experience & Knowledge: Medium Threat Level

Planning ability substantial, technical knowhow good, ability of manufacturing an effective home-
made nuclear bomb uncertain.

5. Dedication: Medium Threat Level
Reasonably high. unwillingness to sacrifice lives. - 2,/

6, = Organization, Planning, Training & Security: Medium Threat Level

Minimum combat training (to use automatic weapons and plastic explosives). ji
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7. Money: Medjum Threat Level
$50.000
8. Transportation: Medium Threat Level

1 Truck
2 Sedans
1 Pickup Truck

1 Terrain Car (4-wheel drive)
9. Equipment: Medium Threat Level

Radio Transmitter and Receiver, Cable/Winer/A-Frame

MODE OF ATTACK: Force

ATTACK FEATURES

1. Target SSNM:
PO,

2. Attack Zone:
Highway

3. Preparation:

The attack site is chosen on a highway some 20 minutes from the nearest town. The following
preparation has been made ahead of time: one adversary dressed as a cons$ ructxon flag man is ready
at the nearest exit to divert the general traffic away as soon as the gonvoy 9 sses by, The main body
of the gang is connected with the *“flag man” via Lw0*way radio. When thé convoy enters the critical
section, and the general traffic is diverted. the adversaries posxtxon their truck across the highway
lanes to create the impression of an accident and also to physically block the lanes,



Convoy Immobilization:

As the SSNM truck slows down, the adversaries open fire, kil the escort guards and one driver, The

* second driver is forced to leave the cab and is keptasa ho_stage, eventually to cooperate with the

adversaries.

Access to SSNM Truck:

Expert cutting of locks, eventually using plastic explosives. SSNM is removed by cable/winer/A-
frame and placed on the pickup truck and camouflaged.

Attack Duration:

10-15 Minutes
Getaway:

Fake-accident truck is abandoned. Group escapes in two sedans, in the pickup truck, and in the
jeep.

8
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REPRESENTATIVE ADVERSARY ACTION -- NO.3C

TRANSPORT MODE:  Highway

ADVERSARY TYPE: Dissidents

ATTACK PURPOSE: - Diversion

OBJECTIVE: Political/Sociological
INTENDED SSNM USE: Detonation of a nuclear device

ADVERSARY RESOURCES AND ATTRIBUTES

'l. Personnel Characterization: Medium Threat Level

7 to 12 People

2

Arms: High Threat Level

Pistols, Shotguns. 50-Caliber machine gun. AR-IS’s, bazooka, M-79 grenade launcher

3. Intelligence Information: High Threat Level

Know convoy configuration, route, and destination, escort and crew strength, LLEA response
capabilities, convoy radio frequencies schedules, and procedures; crew habits and operational

patterns.

4. Experience & Knowledge: High Threat Le&él

Adversaries have military combat and heavy equipment experience
5. Dedication: High Threat Level

Willing to accept loss of life

6.  Organization, Planning, Training & Security: High Threat Level

Extensive
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7. Money; Medium Threat Level
$25.,000 to 550,000
8. = Transportation; High Threat Level

1 Truck cab (Interchangeable with SSNM trucks)
3/4 Ton Truck (with 50 caliber machine gun mounted on it)
1 Van (containing men with M-79s) |

" 1 Camper (containing men with M-79’s)

1 Panel Truck (containing men with bazooka)
9. Eqﬁipment: High Threat Level

Plastic explosives

Héavy duty dollies and pneumatically operated jacks
Variety of hand tools

Scanners of convoy frequencies

CB Radios

MODE OF ATTACK: Force

ATTACK FEATURES

1. Target SSNM:
239 PuO,
2. Attack Zone:

On main highway artery in desolate area.
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Preparation:

The activities around the shipping locations, enroute, and at the destination are continuously
monitored so as to gain the overt information described under “Intelligence Information.” A
strategically placed “insider” supplies the dissidents with the balance of the information. Training

is conducted in weapons use and coordinated attack timing is refined. Radio activated plastic
explosives are attached to the base of the radio antenna at the LLEA site nearest to the attack zone,
Two dissidents start out from the opposite direction with the truck cab. The rest of the vehicles .
pick up the convoy route at various points. The van and the 3/4-T truck stay in front of the cCOnvoy;
the camper trails and keeps the convoy in sight. The panel truck with the bazooka is parked off the
road at the ambush site. Coordination (timing) is maintained by coded CB transmissions.

Convoy Immobilization:

As the lead escort is sighted by the panel truck parked off the road, a radio signal is sent to the
man near the LLEA antenna ordering him to demolish it; the van slows down and the camper
speeds up: both open fire with the M-79’s on the leading and trailing escorts, respectively. The
SSNM truck is now in a position near the parked panel truck. The cab is destroyed with bazooka
fire. Elapsed time: 30 seconds. The 3/4-T truck (with 50-caliber machine gun) is used to “take out™
survivors and chance passers-by.

Access to SSNM Containers and Getaway

The dissidents’ truck cab is hitched to the SSNM trailer and towed 30 miles to a wrecking yard
owned by one of the attacking force. (Heavy duty dollies and pneumatic jacks are used, if required,
to move the trailer;i.e., if immobilization devices were activated.) The SSNM is extrabted from the
truck within 24 hours and moved to a clandestine laboratory 200 miles away. k

Attack Duration:

15 Minutes (through escape mitration).
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VULNERABILITIES OF SAFEGUARD SYSTEMS
VIA ASSESSMENT OF PROTECTIVE MECHANISMS
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ADVERSARY ACTION ~ SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 1
NUMBER OF PERSONNEL CLASSIFICATION — PROTECTIVE SYSTEM A

ADVERSARY ACTION CLASSES

PROTECTIVE MECHANISMS
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 2

NUMBER OF PERSONNEL CLASSIFICATION — PROTECTIVE SYSTEM B

ADVERSARY ACTION CLASSES

PROTECTIVE MECHANISMS
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 3
NUMBER OF PERSONNEL CLASSIFICATION — PROTECTIVE SYSTEM C

PROTECTIVE MECHANISMS
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX --NO. 4
INTELLIGENCE AID/INFORMATION CLASSIFICATION — PROTECTIVE SYSTEM A

ADVERSARY ACTION CLASSES
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 5
INTELLIGENCE AID/INFORMATION CLASSIFICATION — PROTECTIVE SYSTEM B
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 6
INTELLIGENCE AID/INFORMATION CLASSIFICATION — PROTECTIVE SYSTEM C
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO.7
EFFICIENCY CLASSIFICATION — PROTECTIVE SYSTEM A

ADVERSARY ACTION CLASSES

PROTECTIVE MECHANISMS
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 8
EFFICIENCY CLASSIFICATION — PROTECTIVE SYSTEM B

PROTECTIVE MECHANISMS

ADVERSARY ACTION CLASSES
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ADVERSARY ACTION — SAFEGUARDS SYSTEM INTERACTION MATRIX — NO. 9
EFFICIENCY CLASSIFICATION — PROTECTIVE SYSTEM C

ADVERSARY ACTION CLASSES

PROTECTIVE MECHANISMS
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OVERALL ASSESSMENT OF
SAFEGUARDS SYSTEMS VULNERABILITIES
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No.

1A
1B
1C

1A
1B
1C

No.

1A
1B
1C

NUMBER OF PERSONNEL CLASSIFICATION — SAFEGUARDS SYSTEM A

P(S5y) Threat Level / Vulnerability
94 Low 1-6 : .06
.04 Medium 7-12 .08
.02 High 13+ 7 12

it

Safeguards System Vulnerability 94 x .06+.04 x.08+.02x.12

6.2x 107

NUMBER OF PERSONNEL CLASSIFICATION — SAFEGUARDS SYSTEM B

P(8) ' G Th{/égt Level Vulnerability
94 L Low 16 018
04 . Medium 7-12 024
02 Y High 13+ 04

.94 x.018 + .04 x .024 + .02 x .04
=26x 10

7

Safeguards System ¥ ulnerability

NUMBER OF PERSONNé\k CLASSIFICATION — SAFEGUARDS SYSTEM C

~

P(5y) Threat Leve}/\ )\) . Vulnerability
94 Low 16 .0003
04 Medium 7-12 | .004
.02 High 13+ _ .007
&
Safeguards System Vulnerability =.,94 x .0003 + .04 x .064 +.02 x .007
=58x10"
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)
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2A

2B
2C

2D

IN}‘ELLIGENCE AID/INFORMATION CLASSIFICATION-SAFEGUARDS SYSTEM A

° P(Sy) Threat Level Vulnerability ;-
A Low — Casual Observations _ .022
2 Medium—Extensive Surveillance .023
25 Medium High—Insider in .04
Non-Sensitive Position
45 High—Insider in .04

Sensitive Position
Safeguards System Vulnerability =.1x.022+.2x,023+.25 x.04
+ .45 x .04 <
=35x%x10"

INTELLIGENCE AID/INFORMATION CLASSIFICATION — SAFEGUARDS SYSTEM B

P(5)) Threat Level Vulnerability
4 Low—Casual Observations .005
%) Medium—Extensive Surveillance .005
.08 ‘ Medium High—Insider in .005

Non-Sensitive Position

.02 High—Insider in 007
Sensitive Position

Safeguards System Vulnerability =.4x .005+.5x.005 + .08 x .005

+.02 x ,007
=5.0x107
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2A
2B
2C

INTELLIGENCE AID/INFORMATION CLASSIFICATION — SAFEGUARDS SYSTEM C

P(Sg) Threat Level ‘ Vulnerability
4 Low—Casual Observations * .0003
= ' 5 Medium—Extensive Surveillance 0003
.08 Medium High—Insider in .0007
Non-Sensitive Position -
02 ' High—Insider in . .0007
) Sensitive Position '
Safeguards System Vulnerability = .4 x .0003 + .5 x .0003 + .08 x .0007
+ 02 x .0007
=34x10"
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No,
3A
3B

"3C

No.

3A

3B

3¢

[

No,
3A
3B
3C

o

Ji
#

EFFICIENCY CLASSIFICATION — SAFEGUARDS SYSTEM A

< P(8y) . Threat Level Vulnera}f’ﬁity
.6 Low ©.56 \ .
.25 ' Medjum 15
15 High .75
Safeguards System Vulnerability =6x.56+.25x.75+.15x.75

N . =64x 10

4
tf

EFFICIENCY CLASSIFICATION — SAFEGUARDS SYSTEM B

P(Sy) Threat Level ‘ Vilnerability
53 Low : 34
32 Medium 18
15 High « 42
Safeguards System Vulnerability =.53x.344+.32x.18+.15x 42

=3.0x 10"

EFFICIENCY CLASSIFICATION — SAFEGUARDS SYSTEM C

P(S) ) - Threat Level Vulnerability
.25 Low ‘ .0001
25 Medium .0001
5 High . 015
Safeguards System Vulnerability =.25 x .0001 + .25 x .0001 +.5 x .015
=7.6x 107
”' C72
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SUBSYSTEM NO. 1 — DETERRENCE

Performance Parameters:

e - An auditable program specifying strategies. media, timing and responsibilities.

Discussion:

Implementation would consist of a coordinated and cred.ible mass media and industry wide program
highlighting the capability of the safeguards system. It might include information on the generic safe-
guards measures though it would avoid providing any specific information which would assist an
adversary. It might publicize issues such as the hard-line government position in negotiations with ’
terrorists or criminals. the apprehension and incarceration of terrorists particularly those intercepted‘

in activities relevant to the safeguards system, or new technology or advances in safeguards capability.

Also included would be the design of techniques which will present any obstacles created by safeguard
measures which are visible to the public as insurmountable.

All other safeguards subsystems will contribute to the support of this subsystem, It is intended to con-

vey to patential adversaries the information on each subsystem which will influence them.

The policy governing the deterrence campaign must be tempered with a concern for the impact on the
general public. While an important by-product of the subsystem will be to generate’an atmosphere of -
reliability and confidence for the general public it must not overwhelm the public with a concern that
the safeguards system itself is a hazard to their safety or well being, ’
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SUBSYSTEM NO. 2 — INTELLIGENCE MANAGEMENT

Performance Parameters:

e  Establishment of an intelligence organization (federal government).
e  Establishment of an intelligence interface responsibility (licensee).

® Procedures for data acquisition and analysis identifying sources (including informers and
infiltrations), access, controls and threat assessment techniques.

Procedures for communication of threat information to appropriate response elements.

Discussion:

The gathering and maintenance of intelligence related information is a very sensitive issue today. Thé
subsystem must be implemented in full compliance with all statues, legal constraints and administrative

regulations which govern such activities. Its operation must also be closely controlled within the policy
guidelines of the administering agency. Use of the information, access to data, sources (use of informers,

data acquired for other purposes, etc.) would require specific guidance and control.

The operation would be performed by a federal agency (possibly the FBI) with licensees required to
furnish appropriate data. They would also be required to be alert to potential threats. The center should

maintain an interface with all appropriate law enforcement agencies throughout the country.

In addition to immediate short-term threat assessment the center should conduct long-range assess-

ments to assist in determining the level of guard capability which will be required in the future.



SUBSYSTEM NO. 3 ~ PERSONNEL MANAGEMENT

Performance Parameters:

®  Procedures for personnel screening and periodic investigations, the level of detail to be
related to the sensitivity of the position.

° Procedures tor mandatory. periodic security education and training including content,
responsibility, attendance, timing.

e  Organizational and position descriptions.

¢  Necessary policies and procedures including pay, promotion, grievance.

Discussion:

\

- It will be necessary to attract capable persons into the system and hold them through attractive
salaries, benefit plans and working conditions. Because of some of the safety and safeguards require-
ments of the jobs, attractive employee packages are particularly important. It will also be necessary
to carefully select and thoroughly screen those who will be assigned to sensitive positions in the
transport system. Screening should include a comprehensive background investigation prior to
sensitive assignment and periodic rechecks during assignment. The screening should focus on
eliminating adversary infiltrators, assuring a staff which will not be susceptible to bribery, blackmail

or influence, and will be of a high caliber to perform the required duties and maintain the necessafy
level of alertness.

In addition to careful selection aﬁd screening an effective program of employee training must be -
conducted. This training would include the normal job training plus training in safeguégc\l\ system con-
cepts and the operation of the safeguard measures for which the person will be responsibl\éTbuard
and response force personnel will require specialized training in the use of weapons and tactics to be
employed in encountering adversary attacks. Field exercises should be included in this training. All
employees should be sensitized {o the special requirements of alertness required‘ by thg safeguards
system. ‘ o

A clear definition of the organizational relationships, lines of authority and responsibilities must be
provided to all personnel. This is particularly critical in the operation of SSNM transport because of-
the threat of attempts by unauthorized persons to acquire access to SSNM, equipment or documen-

tation and because of the potential for emergency operations in response to adversary action.-
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SUBSYSTEM NO. 4 — AUTHORIZATION PROCEDURES

Performance Parameters:

e Techniques and procedures for measuring SSNM quantity at exchange points.

® Auditable set of procedures controlling the authorization of SSNM shipment, verifying

amounts, origin. destination and transporter.

@  Central control faci]ifty capabilities for monitoring all SSNM shipments, verifying authorized

transport and notifying appropriate response unit of any irregularity.

e  Procedures, identification meas';;f:‘- and documentation forms for controlling the exchange
of SSNM among authorized parties.

¢  Requirements for paired or multiple authorizations at key operations throughout the trans-

port sequence which ensure that no single person can authorize or redirect movement of
SSNM.

Discussion:

The authorization procedures will control access to shipments of SSNM through the requirement for
specification of shipment description (smount, origin, destination), the verification of authorization
by‘ specified persons, internal audit measures to ensure proper flow of information, intermediate
verification of information and measurement of material quantities.

To improve the quality of these control procedures there should be a requirement that more than one
person review, verify or authorize movement at key points throughout the sequence. This so called

:‘buddy system” reduces the possibility that a single person can divert SSNM at any point.

)

‘There is also a requirement for procedures, credentials and devices (badges, etc.) to be used to verify

~ the identity of persons and organizations during the shipment especially at points of exchange of

custody.
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A central facility. remote from individual shipments and operated by an organization which is not a
party to shipments should be used to monitor shipment authorizations. This facility would be informed

of all pertinent information related to a shipment and would verify authorization at each stage in the
sequence.

The central control facility should be advised of shipment status through two channels: (1) security to
security and (2) initiator to receiver. In some cases coded messages would be used to improve the
integrity of the verification procedure.

Physical release of SSNM should require a two-part code—one controlled by each party (the one releasing
and the one assuming responsibility). ’ '

Techniques and d:vices for measuring the quantity and quality of SSNM would be employed where
appropriate in the sequence for verification. Between points where accurate measurement is possible
tamper proof seals and periodic checks should be utilized for verification. Techniques for utilizing
certain coded information for each shipment should be emploYed. These verification and authorization

procedures should be employed throughout the transport sequence at a minimum each time a movement
is initiated or needs, or a change in custody occurs,

Some techniques which might be employed include the following:
Transfer authenticating signatures should be verified with their source before the next authenticat-
ing signature is affixed. Additionally, and simultaneously, the information should be input to the
central computer in code. Thus, even if a signature is forged (and that face successfully concealed
during a telephonic attempt at verification by the next authorizing level), the computer would
not accept this next authorizing level’s signature code (since it would not have the prior-
prerequisite-code) and an alarm would be sdunded at the input source and at central security,o
Individual “central” computers a\\\facilitiés and transfer points should be tied in (in real time) to
a master NRC computer. ,,
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SUBSYSTEM NO. 5 -- INFORMATION CONTROL

Performance Parameters:

e  Procediires personnel training and physical devices which provide the capability to limit
access to certain transport sequence information to those with a need to know.

®  Procedures for scheduling SSNM shipment in a manner which will be difficult to anticipate
by a potential adversary.

o  Procedures for selecting routes fqr SSNM transport between origin and destination which
will provide maximum safeguard.

e  Procedures for selecting personnel for specific SSNM shipments in a manner in which it will
be difficult for a potential adversary to anticipate.

®  Procedures and devices to provide communication and exchange of information among the
various elements of the transport sequence using techniques which make interception or
deciphering by an adversary difficult.

Discussion:

To accomplish this safeguard it will be necessary to separate the overall information flow into segments

and limit access to individual segments. Access to specific information on a shipment will be limited to
those who have a valid need to know and they should gain access as late as possible. Procedures for

marking and securing information must be utilized including locks for doors and vaults, or safes for

_storage.

As defined in other subsystems the personnel with access to restricted information should be care-

fully selected and trained, a system of credéntials or badges should be utilized and physical facilities
should be secured,

Scheduling of shipments should be as varied as possible within the constraints of efficient facility

and equipment utilization. There should not be a pattern which will allow adversaries to know exactly
when a shipment will be made, k
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The route should be selected specifically for each shipment. 1t should be based on minimizing the
time/distance between points, the availability of response force capability, the presence of hazards
and the hazard which the shipment might pose. Routes should also vary where possible to deny
adversaries the advantage of advance planning of attack location. Access to route information should
be restricted and released at the latest moment including possibly directing the convoy whﬂe in

route. Alternate routes should be planned in case of an unforeseen problem.

The personnel to conduct a shipment should be selected by some technique which provides variation.
Those involved should be informed at the latest moment. This is particularly applicable to the crew

and guards which will accompany the shipment. This will minimize the potential matching of infiltrated
personnel for a specific shipment.

Throughout the shipment techniques for coding critical information should be employed. The coding
structures, access keys and procedures should be maintained in @ secure facility with very limited access.

During shipment some of the radio transmission should be coded with access limited.



SUBSYSTEM NO. 6 — PHYSICAL SECURITY OF TRANSPORT SYSTEM FACILITIES

Performance Parameters:

&  Barriers, detection devices. persdnnel and procedures to provide security and limit access to
areas where SSNM is being handled or stored, where transport equipment is serviced or stored
including loading/unloading facilities. transfer points, intermediate stops, repair facilities,
and equipment storage areas.

®  Procedures and devices for regulating access to secured areas.

¢  SSNM containers which limit access to SSNM by size, locking devices, detection devices,
and seals.

¢  Procedures, personnel. equipment and devices which are to be used to provide physical
security to an area where an unscheduled stop is required (due to malfunction of equipment,

‘road blockage or other unforeseen event).
Discussion:

While intermediate stops should be eliminated or minimized where they cannot be avoided the areas
where they occur should be as secure as the origin and destination points. This may involve such tactics

as bolstering the guard force to compensate for detection devices or other mechanisms available at a
fixed site. '

~ A shipment may also be vulnerable through the tampering or sabotage of the equipment being used to
transport and safeguard the SSNM. For this reason security must also be provided at locations and
facilities where the equipment is stored or serviced.

Access to all secured areas should be controiled and limited to those necessary to the performance of a
function within the area. Identification and verification procedures credentials and devices should be
utilized. The areas should be checked for unauthorized persons through constant surveillance or
periodic checks,



All portals should have automatic closing devices. In addition to the normally planned stopping points,
equipment malfunction or other problems may require an unscheduled, unplanned stop in transit.
Contingency plans should be developed to quickly establish a security barrier in this case. Deployment

of guard forces, and activation of special devices, establishment of special communication and other
techniques may be employed.

The containers in which the SSNM is stored for shipment should limit access and inhibit unauthorized

movement, The size and/or design should be such that special equipment is required for movement. Very w\\
secure locking devices requiring multiple keys should be used and the locks shquld include tamper Y
proof seals. The containers should be integrally matched with the vehicle to limit unauthorized removal.
The shielding of the container should withstand blast or projectiles which might be used to cause in situ

dispersion of hazardous material.

=
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SUBSYSTEM NO. 7 — CONTINUOUS MONITORING OF SSNM DURING TRANSIT

Performance Parameters:

e  Equipment, devices, personnel and procedures which can maintain continuous visual,

mechanical and/or electronic surveillance of SSNM at all stages in the transport sequence.

e Communications equipment and procedures which will provide reliable communication

capability within the convoy and with a central control at all times during the transport
of SSNM.

Discussion;

During the loading and unloading the secure areas in which this activity takes place will be monitored
both within the immediate area and from a remote (control location),

During transit the SSNM should be monitored both from within the convoy and from the remote
(central control) locationg-‘“{‘ithin the convoy the surveillance should be maintained by visual observation
from escort vehicles. intra-convoy communication, use of sensors and detection devices and periodic
verification of status. A capability for rapid identification of suspicious vehicles or events would be
required, When possible. airbome surveillance should also be maintained.

. Remote surveillance should be maintained from a central control location through use of a fail-safe

(multiple mode) continuous communications capability. This capability will provide real-time knowledge
of the transporter’s location and condition. This may be accomplished through a coded, digital, muiti-
frequency radio transmission backed up with periodic voice communications (radiotelephone) and/or
independent observations en-route. Coded passive and active communications alarms should be
transmitted periodically to the convoy operations monitoring center, Interruption in this commuﬁica-

tion will result in an automatic alert of response forces and verification of the problem with the convoy,



SUBSYSTEM NO. 8 -- DEFENSE TECHNIQUES

Performance Parameters:

e  Program for organizing. preparing. positioning and alerting response force adequate to defeat
a substantial adversary attack,

E3

e  Transport and escort vehicles equipped with armor and other physical protection for crews. -

e  Specific plans and tactics for response to each of the potential emergency situations including
armed encounters with adversary forces which may be faced during the shipment.

e  Specially designed and constructed vehicles and SSNM containers which deny adversary
acquisition of SSNM.

e  Control facility, staff. procedures and equipment for crisis management during an adversary
attack or other emergency.

EAY
e Response forces trained. equipped and organized to respond in adequate numbers to defeat
4
a maximum planned (15) adversary force.

Discussion: C

A self-sufficient convoy has a number of advaﬁ&ges over a mixture of in-co'nvoy, guards and remote
response forces. First, the time gap would be eliminated, If there should be an adversary attack, a well-
equipped convoy would be able to react immediately, whereas if a small escort force were defeated it
would take time for a response force to arrive, A self-sufficient convoy centralizes the security
apparatus and the response capability. Second, the existence of a self-gufﬁcient convoy could be

easily discemed and would act as a greater deterrent. A low visibility or hidden security force would
also probably generate less public confidence. Third, training could be more specialized and more easily

accomplished with a self-sufficient convoy and necessary equipment more easily distributed.

The cost, however, of a self-sufficient convoy, although more readily apparent, would be considerably
less than that of a relatively small escort force and reliance on irained and prepared response forces.

A selfssufficient convoy would also call attention to a shipment, N
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Ori balance it seems that reliancé on-a-strong convoy escort force is warranted under existing trans-

“portation conditions where the nuz bex ‘of commercial shipments of SSNM is extremely small—4bout

20 a year. Under different conditions, however, in which the number of shxpments is much greater,

it mi‘gﬁtﬁé preferable to adopt. the small escort/reliance on response force option.

During transit the guards and accompanying escort forces should be dep]byed ina manner which will
allow foi‘ surveillance of the 'SSNM and of the terrain ahead of the convoy at all timgs. Sufficient spac-
ing will be necessary to mxmmlze the sxmultaneous vulnerability of all elements and maximize the
probabxhty of transxmttmg a call for assistance will be necessary.

Armored and secure vehicles should be used to transport the SSNM. These should be specxally designed

with locking immobilization and security devu;es such as foaming, The containers for storage-of SSNM

during shipment should also be demgned to x,uhatand adversary attempts at removal bofh of the SSNM
from the container and the contamer from the transport vehicle.

Obviously a container that could be made completely theft-proof in the sense that it couldn’t be stolen«
from a truck or opened to obtain the SSNM would be the ultimate safeguards solution. Unfortunately,
such a container does not exist at least as yet. Containers can be made, however, which are extremely .

heavy, difficult to move, and difficult tq;fopen (as are the containers which carry high-level waste).

The guards and response force must b‘é trained in the use of weapons, combat tactics and the operation
of safeguards measures. They must have weapons capable of defeating an enemy including automatic
weapons and they must he authorized to use them in all jurisdictions through which the shipment

passes.,JThe guards must also be protected by armor and other proteciive devices within their vehicles.

To maintain control and direct activity in response to an adversary action, a central crisis management
center should be established. The center should operate under procedures specifying the authorities
and responsibilities of all partiés. It should have sophisticated communication capability with the force

at the scene and back-up resources to execute successful response to defeat an adversary action.
E \\

’ Propgr tactics to be employed in dealing with emergency situations will be very important.‘The guard

and escort forces must be able to recognize a hazard, evaluate it properly and take appropriate action,
This may include recognizing an innocent situation and refraining from shooting at innocent persons,
The tactics for dealing with a»y‘fdrceful adversary action will be based on a strategy of a strong self-
sufﬁcienfc convoy or one of dependenée on a strong response force. If the former is employed, the

i
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convoy force will attempt to defeat the adversary directly or remove the SSNM from the scene of -
the encounter. In the latter, the guard force will engage in a tactic of immediate signal for assistance

and delay and harrassment of adversaries until response forces arriv€,

If the response force strategy is utilized an adequate, trained and equipped force must be available
within a reasonable distance of all points along the transport route. The force must be able to respond
at the scene within 20 minutes of initiation of attack. This will require special arrangement and pre-
planning to organize a sufficient force. and respond to the communication for assistance, It doe§ not
allow much time to verify calls and request assistance or to gather a dispersed team. At present LLEAs
are deper@\ded upon to provide this capability. It appears, however, that additional preparation is

required in mdst areas and that adequate forces do not exist.
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~SUBSYSTEM NO. 9 — RECOVERY CAPABILITY

Performance Parameters:

@  Procedures specifying actions to be taken to recover SSNM in:the event of an unauthorized
aequisition.

e  Detailed recovery action plans and tactics for each of the organizations involved.

e  Identification of organizational responsibilities and resource assignments for SSNM recovery.

e  Utilization of devices which will assist relocation efforts.

@  Procedures and arrangements for notification of all agencijes with responsxblhty to respond to
an SSNM diversion. sabotage or in-situation dispersion.

Discussion:

One tactic for SSNM recovery is to seal off the area surrounding the attack immediately. I§y closing the

area it may be possible to intercept adversaries with diverted SSNM before it can be removed to a safe

haven. To accomplish this it will be necessary to develop the necessary contingency plans and tactics,
to make arrangements with LLEAs or other response ﬁgencies, to carry out the tactics, and to develop

. 7
communication procedures to notify the responding agencies. This may require special arrangements in

remote areas where LLEA response capability is insufficient. In these areas techniques such as aerial
surveillance may be required.

To assxst in recovery operations, devices which indicate the location of the SSNM may be attached to
or unbedded in the SSNM container. These devicesssuch as multifrequency radio beacons, infrared-

visible markings or command actuated transponders, will facilitate the tracking and location of
diverted SSNM.
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SUBSYSTEM NO. 11 — SAFEGUARDS SYSTEM VERIFICATION

Performance Parameters:

e  Procedures and criteria for the evaluation of all aspects of safeguard system design imple-
mentation plans submitted by licensees.

®  Procedures and criteria for the periodic test and evaluation of safeguards measures as
implemented by licensees.

e  Procedures, devices and criteria for testing and checking SSNM transport equipment for
effective operation prior to each shipment.

e  Procedures and criteria for the periodic testing of safeguards operating procedures and equip-
ment by the licensee.

Discussion:

To achieve this it will be necessary for NRC to specify safeguards system design requirements in a
manner which will facilitate implementation by the licensees and which-may be measured and evaluated
in return by NRC. NRC must develop procedures and measurement criteria for evaluating plans sub-
mitted by licensees for safeguards system implementation. NRC must also develop and conduct a
program for the periodic audit, test and evaluation of safeguards measurés as implemented by the
jicensees. This may include review and evaluation of procedures, testing of equipment and devices,
observation of safeguards operations and in some cases “black hat™ test dperations. These evaluations

should not only measure regulation compliance and the achievement of design requirements but also the
actual effectiveness of safeguards measures.

In addition to NRC system evaluations, it will be necessary for the licensees and transport operators to
develop and operate procedures for the periodic test and evaluation of their safeguards procedures and
equipment to ensure that all components are in operating condition and will function effectively. 1\1§§0,
prior to each shipment, the vehicles and other equipment to be used in the shipment should “be Checked
to ensure that they have not been sabotaged or tampered. ”



SAFEGUARDS SUBSYSTEM NO. 7 — (AIR) CONTINUOUS MONITORING
OF SSNM DURING TRANSIT '

Performance Parameters:

e .\ Equipment, devices. personnel and procedures which can maintain continuous visual,

mechanical and/or electronic surveillance of SSNM at all stages in the transport sequence.

¢ Communications equipment and procedures which will provide reliable communication capa-

bility with a central control at all times during the transport of SSNM.

o  Communications equipment and procedures to confirm take-off and landing of aircraft with

independent third party (airport control tower, possibly).

e  Radar equipment and procedures to follow flight plan, which will indicate whether aircraft
is following flight path.

Discussion:

Alir travel can be split into two parts: one concerned with the time in the air, the other concerned with
take-off and landing. (The parts of the transport sequence which involve loading and unloading or trans-

fer points are covered in the discussion of these matters for road transport.)

While in the air, the status of the SSNM should be monitored both from within the-aircraft and from
remote (central control) location. The air crew should maintain surveillance against the unlikely event of
an air attack. Sensor devices. should be attached to the SSNM containers to detect tampering. Remote
surveiilance sk{ould be maintained from a central control location through use of a fail-safe (multiple
mode) continﬁous communications capability. This capability will provide real-time knowledge of the
aircraft’s location and condition. This may be accomplished through a coded, digital, multifrequency
radio transmission backed up with periodic voice communications. Coded passive and active communi-
cations alarms should be transmitted periodically to the aircraft operations monitoring center.
Interruption in this communication will result in an automatic alert of response forces and verification
of the problem with the aircraft. The aircraft should follow a strict flight pattern which would be moni-
tored by rédar from central control. Any divergence from the flight path will also result in an automatic
alert of response forces and verification of the problem with the aircraft.
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* During take-off and landing, the plane is more vulnerable due to the inability to track it on rédar. Con-
sequently, immediate confirmation of take-off and landing should be given to a third party to maintain
knowledge of the status of the SSNM. (This will presumably be with the airport control tower who -

would authorize take-off or landing anyway.) As before, any divergence from the pre-assigned routine
would result in an immediate alarm being raised.
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SAFEGUARDS SUBSYSTEM NO. 8 - (AIR) DEFENSE TECHNIQUES

Performance Parameters:

e  Provision of trained armed guards to accompany SSNM shipments.

¢  Specific plans and tactics for response to each of the potential emergency situations which
may be faced during shipment.

e  Specially designed and constructed storage compartments and SSNM containers which deny
adversary acquisition of SSNM.

e  Control facility. staff, procedures and equipment for crisis management during an adversary
attack or other emergency.

®  Response force, trained, equipped and organized to respond to a malevolent act. Liaison with
USAF to facilitate the response of aircraft.

Discussion:

To maintain control and direct activity in response to an adversary action, a central crisis management
center should be established. The center should operate under procedures specifying the authorities and
responsibilities of all parties. It should have sophisticated communication capability with the force at the
scene and back-up resources to execute successful response to defeat adversary acticn. If the attack
takes place during flight, this will necessitate liaison with the USAF. In the event of an attack on the
ground at an airport, a response force must be ready to be called upon. This scenario is now similar to
those discussed for road transport and similar comments apply.

The guards and response force must be trained in the use of weapons, combat tactics and the operation

- of safeguards measures. They must have weapons capable of defeating an enemy including automatic
weapons and they must be authorized to use them, ‘

~ Proper tactics to be employed in dealing with emergency situations will be very important. The guards

and air crew must be able to recognize a hazard.'_evaluate it properly and take appropriate action. This
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may include recognizing an innocent situation and refraining from shooting at innocent persons if an
unusual situation occurs on the ground. The tactics for dealing with a forceful adversary action will be
based on a strategy of a strong response force. The guard force will engage in a tactic of immediate signal
for assistance and delay and harrassment of adversaries until response forces arrive. During flight the
plane would take avoidance action. If an attack takes place on the ground and a response force is
utilized, an adequately trained and equipped force must be available within a reasonable distance of the
girport. The airport guards may provide at least a part of this response. If additional help is needed, this
assistance must be able to respond within twenty minutes of initiation of attack. This will require specigl
arrangement and preplanning to organize a sufficient force, and respond to the communication for
assistance. It does not allow much time to verify calls. and requirement for assistance or to gather a
dispensed team. At present LLEA are depended upon to provide this capability. LLEA response capa-
bilities to airports are probably higher than to other areas of a community; however, additional prepara-
tion may be necessary. To diminish the vulnerability of an aircraft to a malevolent act when it is outside
of the secured area in the airport. but before it is airborne, the airport guard force should maintain visual

surveillance of the plane until it is in the air. This will probably involve following the plane in a car.
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SAFEGUARDS SUBSYSTEM NO. 9 — (AIR) RECOVERY CAPABILITY

Performance Parameters:

e  Procedures specifying actions to be taken to recover SSNM in the event of an unauthorized
~ acquisition.

e  Detailed recovery action plans and tactics for each of the organizations involved.

® Identification of organizational responsibilities and resource assignments for SSNM recovery.

e  Utilization of devices which will assist relocation efforts.

e  Procedures and arrangements for notification of all agencies with responsibility to respond
to an SSNM diversion. sabotage or in-situation dispersion.

Discussion:

In the evént of an attack on the ground, tactics must be developed for immediate action to seal the area
surrounding the attack. This action should be initiated at the first alert.simultaneously with response
force action. By closing the area, it may be possible to intercept adversaries with diverted SSNM

before it can be removed to a safe haven. To accomplish this, it will be necessary to develop the
necessary contingency plans and tactics, to make arrangements with LLEAs or other response

agencies to carry out the tactics, and to develop communication procedures to notify the respond-
ing agencies.

In the event of diversion during flight, the capability to call upon an airborne response must be devel-
oped. THis will presumably involve coordination with the USAF.

To assist in recovery operations, devices which indicate the location of the SSNM may be attached to
or imbedded in the SSNM container. These devices, such as multifrequency radio beacons, infrared-
visible markings or command actuated transponders, will facilitate the tracking and location of diverted
SSNM. An aircraft in an adversary’s control may endeavor to avoid radar tracking by flying at low
altitudes. Devices of the sort just described could help to overcome this eventuality.
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