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FOREWARD 

The criminal justice planning process is a difficult one 
which requires a professional planner who is competent in both 
the field of planning and in the criminal justice system. The 
planner must play the role of a coordinator of police, courts, 
and correction activities and direct these activities towards 
their respective ends. The planner must also develop a total 
criminal justice plan and insure that it will result in the 
reduction of crime and the rehabilitation of offenders. To 
this end, the planner must evaluate the data of the police, 
courts, and corrections separately and then analyze the results 
collectively to develop a true picture of the total crime problem 
in each respective region. After a true picture has been deve
loped, the criminal justice planner can then determine what 
programs should be initiated to accomplish the goals set forth. 

This textbook is designed to cover two major areas which 
relate to the criminal justice planner. First, materials rela
ted to the most powerful data storage and data manipulation 
device, the electronic computer, is presented. Next, it presents 
material designed to make the planner aware of the mechanics of 
the physical planning process and its relationship to the theories 
of crime prevention through environmental TIlodification. 

The electronic computer, covering the past twenty years, has 
had a tremendous impact on law enforcement agencies. Functions 
ranging from simple data storage and retrieval to sophisticated 
statistical analysis of this data can be easily and quickly 
accomplished by use of the computer. Criminal records, judicial 
information, traffic control, and police deployment are only a 
few of the many uses for which a computer can be employed. It is 
imperative then, that everyone associated with planning in the law 
enforcement area, be familiar with the operation and application 
of the computer. . 

The criminal justice planner deals with a planning process 
which emphasizes the police, the courts, and the correctional 
institutions. It is a process with which he has become thoroughly 
familiar through his job experience. Another type of planning 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

process, the physical planning process, is one in which the 
criminal justice planner will corne in contact with on an in
direct basis. It deals primarily with local governments, 
especially cities, and consists of the placing of structures 
on the ground. The building and design of these structures, 
as well as their landscaping and positioning, can cause a 
significant reduction in the rate of crime within a city. 

Chapter I, "The Planning Function" and Chapter II, "Zoning 
and Subdivision Ordinances and Capital Improvements Programming" 
are designed to familiarize the criminal justice planner with the 
physical planning process. Chapter XII, "Planning for Defensible 
Space" and Chapter XIII, "Planning for Environmental Modificiation ll 

are designed to familiarize the planner with the theme that crime 
can be prevented through the use of the principles of planning, 
and architectural design. The connection between these four 
chapters is that the environmental design principles, which can 
do so much to reduce crime, must be implemented through the 
physical planning process. Criminal justice planners should be 
aware of all the components in the physical planning process so 
they can aid the law enforcement officials in their attempts to 
convince city council and planning and zoning commission members 
to incorporate the defensible space concepts into comprehensive 
plans, zoning and subdivision ordinances, and capital improve-
ment programs. 

One of the primary duties of the planner is to collect 
and analyze criminal data for reports and proposals. Chapters 
III and IV covering "The Use and Misuse of Statistics" and "Re
cords" provide valuable information for accomplishing these 
duties by means of a computer. 

In order to effectively use the electronic computer, one 
must understand the operation and configuration of a complete 
computer system. Chapter V covers these topics, while Chapter 
VI reviews many of the law enforcement applications of the 
computer. The Dallas Criminal Justice Information System is 
studied in detail. 

The computer is known for its problem solving ability. 
Thus, Chapter VII on "Flowcharting" is included. Even though 
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flowcharting is an aid in computer programming, it can be used 
most effectively in any problem solving situation, whether or 
not the problem is to be solved on a computer. 

Chapter VIII covers one of the simple computer languages, 
BASIC. This language is generally available on all computer 
systems so that the planner could quite easily be writing his 
own computer programs. 

Chapter IX covers the "Privacy Act" while Chapter X dis
cusses "Computer Security". These two topics are of particular 
interest to planners because of the recent development relating 
to criminal information security. Chapter XI is included giving 
examples of "Computer Crimes" so that planners might be increas
ingly aware of the problems in this fast growing crime aIea. 
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caAPTER I 

THE PLANNING FUNCTION 

Introduction 

The purpose of this chapter is to explain the physical 

planning process as it operates in cities and towns across the 

United States. Planning in the context is considered to be a 

governmental function. In this chapter we will cover the follow

ing topics. 

1. Definition of the physical planning process. 

2. What can good planning accomplish? 

3. The purpose and composition of the comprehensive plan. 

4. The function and powers of the Planning Board. 

Each of these topics is designed to aid the criminal 

justice planner in his understanding of how the physical pla.nning 

process operates. 

Definition of the Physical Planning Process 

There are almost as many definitions of the physical 

planning process as there are planners. What I will try to do 

in this section is to provide you with what are considered to be 

the essential elements in almost all of the definitions which 

are currently in use. 

Traditionally the physical planning process has been 

considered to be a local government function through which the city 

planning department seeks to determine how best to provide " a 

proper arrangement of land uses, efficient circulation, desirable 

light air and the general amenities of community life in order to 
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achieve the most appropriate and economical use of land and a har

monious relationship of structures. 1I1 

Perhaps the best definition comes from the International 

City Managers Association: 

The broad object of planning is to further the 
welfare of the people in the community by helping 
to create an increasingly better, more healthful, 
convenient, efficient and attractive community 
environment. The physical, as well as the social 
and economic community is a single organism, all 
features and activities of which are related and 
interdependent. These factors must be supplemented 
by the application of intelligent foresight and 
planned administrative and legal coordination if 
balance, harmony and order are to be insured. It 
is the task of planning to supply this foresight 
and thi~ over-all coordination. 

Plannings can thus be considered to be an organized 

process which will provide the best possible information for the 

most efficient municipal action. City officials and the general 

public should view the planning process as an attempt by municipal 

government to perform a deliberate, hard headed analysis of the 

everyday problems of land development and municipal expansion. 

It should be pointed out that planning is not just concerned with 

the physical design of a city or town but deals with a wide 

variety of administrative and financial questions as well. 

Planning is primarily a means of dealing with the urban 

expansion that ,the city can afford. The process of expansion 

should be accomplished with a high degree of coordination among 

the city departments as Well as between the city and the general 

public. In addition the approach to the proposed expansion should 

be a thoroughly comprehensive one. 
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The process of planning is a continuous process which 

requires the accomplishment of a variety of technical studies, 

investigations, analysis and recommendations. All of these are 

incorporated into the city's comprehensive plan which we will , 

discuss later on in this chapter. The process of planning also 

includes the administration and enforcement of zoning and sub-

division ordinances and the accomplishment and administration of 

capital improvement progra.ms. Each of these topics will also 

be discussed later on in this text. 

What Good Planning Can Accomplish 

The process of planning provides a means to hold future 

municipal misjudgments to a minimum. It can also be used, 

although less successfully, to correct errors of the past. 

Good planning can prevent poorly designed subdivisions and 

water pollution problems. Planning can prevent haphazard, dis-

organized and unattractive development. It has, as its ultimate 

objective, the coordination of land uses into compatable, sensible 

patterns of land use. Such sensible patterns of land use are 

based on the needs and desires of individual communities and can 

be established through planning and enforced through zoning and 

subdivision ordinances. 

Perhaps the most important thing that planning can 

accomplish is that it can save the city money. Lots of it! 

For example, proper advance site qelectio:rl can often save thousands 

of dollars in land acquisition costs. Frlequently needed land for 
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school buildings, recreation areas and streets and roads can be 

obtained at little or no cost to the community if the land is pur

chased in advance of the obvious expansion of community facilities. 

Another example of tax money that could be saved with good planning 

is through the orderly construction of water and sewer utility 

lines. Ripping up concrete streets and roads to add utility lines 

is an extremely expensive proposition. Good planning would have 

analyzed and projected the growth and development to particular 

areas and would have insured that the right number of utility lines 

would have been laid before development had taken place. 

It is inevitable that changes will take place in every 

community. Development of land will occur regardless of whether 

planning is there to control it. Planning offers to the city a 

tool whereby they can influence the type and extent of develop

ment within their community. As such it is a means by wh~ch they 

can influence and control their future. 

Before we move on to a discussion of the comprehensive 

plan, some of the things which planning cannot do should be pointed 

out. Planning cannot, nor should it be expected to solve all 

community problems. Planning needs to be utilized in conjunction 

with both good government and sound fiscal policy to eliminate the 

problems of the cities. 
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The Comprehensive Plan 

The comprehensive plan can be considered to be a workable 

gUide for the fu·ture. As such it is a tool which will help 

determine in advance the patterns and characteristics of future 

municipal expansion. 

One of the better definitions of what a comprehensive plan 

is and what should be included in it are found in the New Jersey 

Municipal Planning Act. Basically, it states that: 

••. a master plan for the physical development of the 
municipality shall comprise land use, circulation and 
a report presenting the objectives, assumptions, stan
dards and principles which are embodied in the various 
interlocking portions of the master plan. The master 
plan shall be a composite of the one or more mapped and 
written proposals recommending the physical development 
of the municipality which the planning bO~.4rd shall have 
adopted either as a whole or severally af1:er public 
hearing. Such master plan may include proposals for 
various stages in the future development,.·o.f the munici
pality.,., 

This particular statute goes on to list the number of indivi-

dual items which may be included within the scope of the master 

plan. The list itself indicates an intention to achieve comprehensive-

ness. To further emphasize this point, tl.lt') statute adds the' following: 
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In the preparation of the master plan, the planning 
board shall give due consideration to the probable 
ability of the municipality to carry out, over a 
period of years, the various public or quasi-public 
projects embraced in the plan without the imposition 
of unreasonable financial burdens. In such prepara
tion, the planning board shall cause to be made 
careful and comprehensive surveys and studies of 
present conditions and the prospects for future growth 
of the municipality. The master plan shall be made with 
the generai purpose of guiding and accomplishing a 
coordinated, adjusted, and harmonious development of 
the municipality ... 

Generally, in all; it is indicated that a comprehensive plan 

shall include the following elements: 

1. Land use. An investigation of existing land utilization 
within the municipality, depicting the current situation. 

2. Physical characteristics. An investigation of all 
physical characteristics, including such factors as 
topography, soil conditions and drainage. 

3. Population. A study of population trends, distribution 
and characteristics. The prediction of future popula
tion trends is vital to planning. 

4. Circulation and Transportation. An investigation of 
existing facilities for traffic circulation and trans
portation, together with a careful analysis of the need 
for improvement. 

5. Community Facilities and Services. The basis for future 
public improvements is provided by a careful survey of 
existing facilities--schools, sewers, water systems, fire 
and police protection, libraries--and an analysis of 
their adequacy for existing development and future growth. 

6. Economic Base and Financial Analysis. A study of the 
community's economic aspects, with particular attention 
to the tax base; and an examination of municipal fiscal 
trends. 
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7. Neighborhood Development and Community Characteristics. 
An investigation of individual neighborhood development 
including housing, shopping and industrial characteris
tics, as well as trends for the future. 

8. The Master Plan, itself, including a summary of all the 
findings and conclusioL1s; a plan for the future use of 
land, a plan for future streets, roads, highways and 
parking, projected future public facilities, and a 
suggested program of any necessary rebuilding, such as ur
ban renewal or central business district reorganization. 

9. Capital Budget Program. A program for the inclusion of 
the projected public facilities into the municipal 
budgetary system. 

10. Regulatory Measures. The prov~s~on of the legal tools 
to carry out planning, including a zoning ordinance and 
map, subdivision controls, and reviews of related codes 
and ordinances. 

Numbers 9, Capital Budget Program and 10, Regulatory Measures, 

are not considered to be a part of the plan itself but are 

supplemei1tary to it. These items will be discussed later on in 

this chapter. 

In order to accomplish a comprehensive plan (1) a number of 

inventories of the community's assets and liabilities need to be 

taken and (2) the needs and desires of the community' (goals and 

objectives) should be ascertained. It is also important to for

mUlate programs which meet the needs and desires of the citizens 

while always keeping in mind the c01ilII).unity's ability to finance 

facility improvements and social programs. 
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It is important to remember that completion of the Plan 

is only the first step in the planning process. The plan must 

be published and approved by the city government. It must also 

be revised and updated when necessary. Appropriate regulatory 

ordinances must be enacted and enforced and a capital improve

ment program must be accomplished. It should also be noted that 

development of a master plan or formulation of a coordinated 

planning program cuts across areas of responsibility of the 

school board, urban renewal authority, parking authority, bond 

of health, zoning board of appeals, etc. 

The Future and Powers of the Planning Board 

The Planning Board which is often called the Planning and 

Zoning Commission is normally responsible to the City Council. 

Now the City Council is the decision making body responsible for 

the policies under which the city is operated. The council 

appoints members of the planning and zoning commission, and pro

vides funds from the city treasury to operate the commission and 

furnish it with necessary services. The council also adopts 

policies and enacts the laws necessary to carry out the plans 

governing the future development of the community. Throughout 

this process, the council serves as an interpreter to the public 

for the planning decisions which affect the city's future. 
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The commission's role is to prepare and recommend a long range plan 

for the city--eplan to be adopted by the council and used as a 

guide by the community. The commission is also generally charged 

with the preparation of zoning ordinances, subdivision regulations, 

and other local ordinances that aid in accomplishing the objectives 

and goals of the city plan. Once plans and regulations are adopted, 

the commission becomes part of the local program for implementing 

and updating planning objectives. Thus the commission has continuing 

responsibility in the area of planning administration. 

The duties and powers of a planning and zoning commission as 

reflected in a typical enabling ordinance include: 

1. Formulate, and recommend to the city council for 
adoption, a city plan for the orderly growth and 
development of the city and its environs, and 
from time to time recommend changes in the plan 
which will facilitate the movement of people and 
goods and the health, recreation, safety, and 
general welfare of the citizens of the city; 

2. Formulate a zoning plan to carry out the goals of 
the city plan; hold public hearings and make recom
mendations to the city council relating to the 
creation, amendmen't, and implementation of zoning 
regulations and districts; 

3. Exercise all the powers of the commission;as to 
approval or disapproval of plans, plats, Or replats, 
and the vacation of plans, plats, or replclts as set 
out in Articles 974a and 970a, V.T.C.S.J 

4. Study and make recommendations as to the location, 
extension, and planning of public rights-of-way, 
parks and other public places, and on the vacating 
or closing of same; 
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5. study ,and make recommendations as to the general 
design and location of public buildings, bridges, 
viaducts, street fixtures, and other structures 
and appurtenances; 

6. Initiate in,the name of the city for consideration 
at public hearing all proposals for: (a) the opening 
or closing of public rights-of-way, parks, or other 
public places; (b) the original zoning of annexed 
areas and (c) the change of zoning district boun
daries on an areawide basis. 
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CHAPTER II 

ZONING AND SUBDIVISION ORDINANCES, 
AND CAPITAL IMPROVEMENTS PROGRAMMING 

INTRODUC'l'ION 

The purpose of this chapter is to provide the student with 

an insight into the tools which physical planners use to implement the 

comprehensive plan. These tools are primarily zoning and 

subdivision ordinances and capital improvement programming. As 

we cOVer these items we will look primarily at the following areas: 

1. historical beginnings 

2. legal authority 

3. definitions 

4. processes and procedures 

5. Problems and deficiencies 

Zoning Ordinances 

Beginnings 

Contemporary zoning began in New York City in 1916 with the 

adoption of an ordinance which regulated the use and location of 

buildings throughout the city. This represented the first attempt 

by an American municipal government to control land use. 

Definition 

Zoning can be defined as the division of a municipality 

(or other governmental unit) into districts. Within these dis

tricts are regulated the height and bulk of buildings and other 
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structures, the area of a lot which may be occupied, the density 

of population and the use of buildings and land. l 

Legal Nature 

Zoning is an exercise of the basic power of the state and 

its political subdivisions to enact legislation protecting the 

public health, safety, morals and general welfare of its citizens. 

It is also one of the legal and administrative devices by which 

city plans may be implemented. 

Uses of the Ordinance 

The zoning ordinance is designed mainly to regulate private 

development. The primary reason for adopting a zoning ordinance 

is to regulate land uses in the community. The reasons for regu

lating these uses are to prevent the mixing of incompatable uses 

and to minimize the cost of extending city utilities such as 

water and sewer services. There are many areas in which zoning 

will not exert control. For example, zoning cannot regulate the materials 

and manner of construct~(m of a building. It cannot set minimum 

costs nor can it regulate the design and installation of streets 

and utilities. 

Zoning Districts 

It has been pointed out previously that zoning is the 

division of a municipality into districts. Almost all zoning 

ordinances are based on the d'istrict concept which is the 
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segregation of land into at minimum, residential, commercial and 

industrial zones. Residential districts are usually further sub

divided into single family, two-family and apartment districts. 

Commercial districts are usually subdivided into goods and services 

districts. Industrial districts are usually divided into light 

and heavy districts. Industrial districts were once used as the 

dumping grounds for the zoning ordinance; all classes of use were 

permitted in the industrial district. In addition to the three 

major districts, special purpose districts such as agricultural 

zones may also be included in the zoning ordinance. 

Early zoning ordinances were constructed on a "cumulative 

principle". What this means is that every use permitted in a 

higher use district was also permitted in all the districts 

lower on the scale. The highest use district is residential, 

next comes commercial and the lowest use district is industrial. 

Most planning experts feel that the abandonment of the cumulative 

principle is required if the planner is to have the option to 

design cities which follow the principles of good land develop- . 

mente 

Enforcement 

Enforcement of the zoning ordinance usually involves two 

administrative agencies, a zoning enforcement officer and a board 

of adjustment. The zoning enforcement officer can be considered 
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to be the key man in the zoning process. He is usually the one 

charged with conveying the literal provisions of the zoning 

ordinance. He issues permits and checks for ordinance violations. 

It is important to note that he has no discretion to modify 

zoning provisions in individual cases. 

The Zoning Board of Adjustment is sometimes referred to 

as a Board of Appeals. Its function is to hear appeals on the 

enforcement officers decision and to grant relief in certain 

hardship situations from the literal enforcement of the orainance. 

The Board basically interprets the zoning ordinance, grants 

special use permits or special exceptions and grants variances. 

Zoning Terminology 

Most of the terminology which is associated with zoning 

ordinances has already been discussed. Some of the terms which 

are important but have not yet been discussed are shown below. 

Performance Standards - These standards prescribe the 

maximum amount of noise, smoke, dust and other external effects 

that an industry in a given district may produce. If that industry 

could beat certain h;i"gh environmental standards then it is con

ceivable that it could be located without harm in a residential 

area. 

Cluster Zoning - A land developer is allowed to reduce 

the minimum size of his lots below that specified in the zoning 

order for the district in which his land is located if, in return, 

the land is preserved as permanent open space for the benefit of 

the community. 
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Nonconforming Uses - At the time a zoning ordinance is 

originally adopted, there are, in almost every district, some 

uses that existed before the ordinance was adopted, which do 

not conform to the use regulations or the dimensional regulations 

for the district. These are known as nonc~nforming uses. 

Provisions of the ordinance usually severly restrict non

conforming uses and require these eliminations after a specified 

time limit. 

Va~iance - The granting of relief to a property owner 

from the provisions of the zoning ordinance by the Board of 

Adjustment where there are practical difficulties or 

unnecessary hardships in the way of carrying out the strict 

letter of the ordinance. Property owner must be able to show, 

if he complies with provisions of the ordinance, that he cannot 

make any reasonable use of his property. 

spot Zoning - Amendments which give special considera

tion to the favored few -- any amendment not based on community 

or neighborhood wide considerations may fall within this defini

tion. 

Common Deficiencies of Zoning 

Up until this point we have discussed the operation and 

use of the zoning ordinance. Before we turn our attention to 

subdivision ordinance some mention needs to be made of the 

deficiences of the zoning ordinance. These are listed below: 
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1. Often the ordinance is not based on a comprehensive plan. 

2. The ordinance is often poorly organized and difficult to use. 

3. The Board of Adjustment usually grants too many variances. 

4. Enforcement officers and the Board of Adjustment sit 
back and wait for complaints before taking any enforce
ment action. 

5. Many ordinances make no provisions for large scale deve
lopment under single ownership such as Planned unit 
Developments (PUD's) even though these developments may 
make for efficient use of land and financial resources. 

6. Many ordinances do not require the elimination of non
conforming uses. 

7. Ordinances often do not restrict development in flood 
plains and other unsuitable areas such as close to air
ports. 

Subdivision Ordinances 

Beginnings 

The Standard City Planning Enabling Act of 1928 made 

subdivision regulation a·part of the comprehensive planning program. 

As a result of this act major responsibility for administering sub-

division regulations was transferred from the city engineer to the 

planning commission and staff. 

Purpose 

Subdivision regulations may serve a wide range of purposes: 

they wrovide for safe water supply and sewage disposal system: they 

assure safe design and proper construction of new streets, utilities 
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and drainage systems; they protect responsible developers against 

substandard competitors; they enable planners to coordinate un

related plans of a great many individual developers and they enable 

planners to control internal design (streets, lots, etc.) of sub

divisions. 

Legal Authority 

Subdivision regulations governing the use of property are 

an exercise of the so-called police power of state and local 

units of government. Statutory provisions are for the most part 

similar to the Standard City Planning Enabling Act. 

The Standard Act vests municipalities with. power to regulate 

subdivisions both inside their limits and for a distance of five 

miles beyond their boundaries. Texas has up to 5 miles, depending 

on population. The Act requires the Planning Commission to adopt 

written regulations stating requirements to avoid arbitrariness. 

Enforcement provisions of Standard Act have been widely followed. 

They include provisions for making the sale of land of an unapproved 

plot unlawful and subject to civil penalty and the forbidding of 

issuance of a building permit for a structure on a lot having access 

only to an unapproved street. 

It should be noted also ,that a'--comprehensive plan is a legal 

and practical necessity as a basis for effective subdivision 

regulation. From a legal standpoint the plan is evidence that 

particular requirements are not arbitrary or discriminatory .. 
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Definitions 

Some of the more important terms associated with subdivision 

regulation are listed below. 

Subdivision - the division of a lot, tract, or parcel of 

land into two or more lots, plats, sites, or other divisions of 

land for the purpose, whether immediate or future of sale or building 

development. 

Subdivision Ordinances - subdivision regulations are locally 

adopted law's governing the process of converting raw land into 

building sites. They normally accomplish this through plat approval 

procedures under which a developer is not permitted to make im

provements or to divide and sell his land until the planning 

commission has approved a plat (map) of the proposed design of his 

subdivision. The approval or disapproval of the commission is 

based upon compliance or non-compliance of the proposal with deve

lopment standards set forth in the subdivision regulations. 

A typical subdivision regulation contains certain general 

provisions relating to the location and design of subdivisions, 

followed by more specific controls over the layout and dimensions 

of streets and alleys, utilities easement, blocks and lots. Special 

provisions may include the prohibition of development in flood 

plains or geologically unsuitable area; the prohibition of subdivisions 
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in outlying areas to stop urban sprawl; and the insurance that proposed 

subdivisions will be coordinated with old ones with respect to 

street connections, utility lines, drainage facilities and reserva

tion of open spaces. Street design and utilities easements are of 

key importance in subdivision layout. 

Dedication of Land - a gift by the owner, of a right to 

use land for stated purposes. Developers dedicate street rights of 

way, utility easements, recreation areas, school sites, etc. Dedica

tion is made by a written instrument which is recorded. 

Reservation of Land - This process does not involve any transfer 

of property rights. It constitutes an obligation to keep the property 

free from development for a stated period of time. Unlike a dedication, 

in which the owner receives no payment for his land a reservation 

contemplates that the government will pay the owner at the time it 

actually acquires the property. Official maps are essentially 

a legal means of requiring land reservation. 

The Subdivision Process 

Land subdivision is the prot.::ess by which cities are built 

and grow. Initial decisions with respect to the design of the 

street system, lot layout and so forth have extraordinarily 

enduring effects. On an available tract of land public or private 

developers have mapped out the lines of streets, which provided 

II-9 



\ 

access and divided th~ land into blocks. They have further divided 

these blocks into lots to facilitate distribution of the land among 

individual property owners. Developers have reserved some land as, 

public squares, parks, schools, churches, hospitals, etc. They 

have also constructed streets, sidewalks, and utility systems. 

Subdivision Procedures 

conventional subdivision regulations follow a fairly common 

set of procedures involving five steps prior to the time that the 

developer is permitted to make sales of his lots. These are 

(1) Pre-Application Procedure - developer submits sketch of 

proposed subdivision to planning staff for recommendations (2) Pre-

liminary Plat - sketch is submitted to appropriate local agency for 

approval. The decision made on preliminary plat is the most 

important step in the approval process because on the basis of 

this decision, work will begin on opening and constructing streets, 

installing utility systems, etc. (3) Construction of Improvements -

once approval of preliminary plat is granted, improvements must 

be made before final plat is submitted. Enforcement of sub

division requirements now switch to city engineer (4) Final 

Plat - submission and approval is required of a plat which incor

porates both engineering data and land title information. Two 

plats with separate engineering and legal data may be substituted 
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for the one final plat (5) Recording of the Plat - filing serves 

two purposes: it may constitute a legal dedication to the 

public of streets, parks, utility easements, etc'1 or it may become 

a convenient means for describing a particular lot which a 

developer wishes to deed to a purchaser. As a practical matter 

much subdivision regulation is treated as a bargaining process 

between a developer who wishes certain city services and a city 

government which wishes high standards of development. 

Problems 

Problems result from subdivision regulations written as 

though the only typesof subdivisions were those designated for 

single family residences located in a more or less routine terrain 

setting. Ordinances need to consider items such as cemeteries, commercial 

and industrial subdivisions, mobile homes, hillside subdivisions 

waterfront subdivisions, etc. 

Unlike the standard zoning enabling act, most 

subdivision regulation enabling acts made no provision for 

granting of variances from the requirements in hardship cases. The 

regulations themselves may grant relief. They also leave consider

able discretion in the hands of the plat approval agency. O~ten 

relief is sought by developer to create substandard lots out of 

resulting remnants of land. Subdivision regulations are int~nded 

to set the minimum standards for development, not maximums. 
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Capital Improvements Programming 

Introduction 

Capital programming and capital budgeting are important 

financial planning tools which can be used to implement the 

recommendations of the comprehensive plan. Although it is not 

necessary to go into a detailed analysis of the capital improvement 

process it is important that you become familiar with some of the 

definitions and basic steps in the process. 

Definitions 

Some of the more important terms associated with Capital 

Improvement Programming are listed below. 

Capital Program - A capital program is a plan for capital 

expenditures to be incurrud each year over a fixed period of years 

to meet capital needs arising from a long term work program. 

Essentially a capital improvement program includes the scheduling 

of public physical improvements for a community over a certain 

period of time with consideration for priorities and the financial 

capability of the community. It is also the long range schedule for 

projects with their estimated costs after a common period of six 

years. This covers a five year period beyond the capital improve

ment budget for the first year. 

Capital Budget - A capital budget is a plan of proposed 

outlays and the means of financing them for the current fiscal 

period. A capital i.mprovement budget is the list of projects 
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together with the amounts and sources of funds for the coming 

fiscal year. It is also normally the first year of the Capital 

Improvements Program. 

Capital Improvement - A Capital Improvement is any major 

nonrecurring expenditure or any expenditure for physical facilities 

of government such as costs for the acquisition of land or in

terests in land; construction of buildings or other structures, 

including additions or major alternations; construction of highways 

or utility lines; fixed equipment; landscaping and similar 

expenditures. Capital Improvement projects may range from extensions 

of utility lines to construction of major public buildings. 

Basic Steps in the Capital Improvement Process 

The process of capital improvement programming will 

ordinarilly call for the following steps: 

1. An inventory of potential projects including cost 

estimates and an initial evaluation of their relative priority. 

Categories of priority are urgent, necessary, desirable and 

deferable. 

2. Analysis of these project requests, usually involving 

discussion with the sponsor. 

3. Investigation of the financing capabilities of the 

community and the relation of these to different project categories. 

4. A schedule of project execution in a long range program 

list which considers project relationships to each other and to 

financial requirements. 
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5. Selection from this schedule of a slate of projects for 

early action. This generally takes the form of the capital budget 

for the coming year. 

6. Formal adoption of the capital budget against the 

background. of the long range recommended program, usually after 

some form of public review. 

Function of Capital Programming 

The basic reason for a capital improvement program is to 

insv~e that money is being spent wisely. Capital improvement pro

grams present the opportunity to schedule projects over time so 

that the steps in the development of an area logically follow one 

another. Capital improvement programs also give an advance picture 

of future needs and required facilities. 

Since most capital investments or similar major expenditures 

are paid for with borrowed funds, an important function of capital 

programming is to systematically review proposed projects so as to 

tie them together as to timing, location and financing. 
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CHAPTER III 

THE USE AND MISUSE OF STATIST:ICS 

The crime analyst will be primarily interested in performing 

four major functions related to crime data: 

(1) collection (3) analysis, and 

(2) organization (4) interpretation. 

The accomplishment of these four functions is a science generally 

referred to as Statistics. Statistics does not then refer to large 

complicated formulas or technical sounding names and terminology. 

So often use of terms like "regression analysis", "correlation 

coefficients", "analysis of variance" turn people off simply 

because they do not understand their meanings. They, therefore, 

assume statistics is too complicated and, therefore, worthless. 

We will then start our discussion of statistics with a warning -

do not try to impress people with terminology and formulas. 

Remember that these formulas, etc., fit into only one of the 

four functions of statistics, analysis, and, even though these 

formulas are important and necessary at times, you should use 

analysis techniques that are easily explainable and helpful to 

accomplish the fourth function of statistics, interpreot.ation. 

The first two functions of statistics, collection a.nd 

organization of data, is accomplished by a well organized report

ing scheme as discussed in previous sections. The fourth function, 
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interpretation of crime data, will be discussed later. In this 

section we will concentrate on some simple techniques of statis

tical analysis. 

Data and Sampling 

Before data is to be analyzed, the way it was collected and 

organized must be studied. For example, if you are to analyze the 

frequency of burglaries, you should make certain the data on 

burglaries has been accurately filed. Moreover, if for instance 

you want the average number of burglaries per month, you would 

not take only the data from the month of November and December. 

Two major errors would be made. 

First, the data is not independent and representative. 

Burglaries are generally more frequent during these months. 

Also, the sample taken is too small. The weight one can place 

upon statistical estimates is directly related to the independence 

of data and sample size. It would be quite simple to "prove" that 

average daily rainfall for Texas is .5 inches if I only measured 

the rainfall in San Marcos during the first week of May. 

One should make certain that the data is accurate and rep

resentative before performing analysis and should remember that 

small data samples can be most misleading. Sample sizes should 

always be represented so that the proper significance can be 

placed on the results. 

III-2 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Averages 

Before using the term II average II one should remember that 

there are different types of averages, and each type may lead to 

a different interpretation of the data. The mean or arithmetic 

average is generally most familiar and used most often. The 

mean Isalary of a group of individuals is simply the sum of all 

salaries divided by the total number of individuals. 

The median of a set of data is that point on a scale of 
" measurement where an equal number of cases are on each side of 

it--half are above and below the median. For example, the median 

of the numbers 10,8,8,7,6,5,5,5,0 is 6 since 4 numbers are larger 

and 4 smaller. 

The mode is that measurement or piece of data that repeats 

most often. For the example above, 5 is the mode since it repeats 

most often. 

An analyst should use that "average" which is most meaningful 

for the data being considered. For example, assume data on value 

of property stolen is given as in Table 1. Out of 15 items stolen 

the arithmetic average of $6,243.33 gives a fair idea of the total 

value stolen, but not a good idea of the types of items. Perhaps 

the median of 300 or the mode of 10 would better communicate the 

desired meaning. 
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Item Value of Item in Collars 

1 50,000 I 
2 40,000 

6243.33=MEAN I 3 1,000 

4 700 I 
5 500 

6 500 I 
7 400 

8 300 MEDIAN I 
9 100 I 

10 100 

11 10 MODE I 
12 10 

13 10 I 
14 10 I 
15 10 
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I 
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Graphing* 

The term graphic display means anything that is intended 

to be observed visually, and is not limited solely to graphs. It 

is a well known fact that people are more prone to respond favor

ably to well done graphics than to extracting the same information 

from several pages of documents. The old addage that one picture 

is worth ten thousand words is most applicable to police work 

today. Administrators have literally reams of paper to read each 

day, and they certainly do not want any more. A crime analyst 

can work this fact to his advantage by presenting his findings 

graphically rather than in long boring reports that perhaps will 

never be read anyway. If a crime analyst knows how to make an 

effective graphic it's going to get more attention than a written 

report. Presented below are several different types of graphs 

that can be used for different situations. Remember that black 

on white graphs are as boring as a rainy day; use color to advant-

age. 

In graphing in two dimension, there are always two variables 

under consideration. For example, a monthly burglary rate is 

shown in Figure 3.1, where one variable (independent), the months 

of the year, are in increasing order while the other variable, the 

number of burglaries in the month, dependent on which month is 

being considered. The histogram generally uses the upper and lower 

limits of an interval and the entire interval is plotted on the 

graph. 

*Acknowledgement is given to Davis Publishing Company, Santa 
Cruz, California for use of some of the following copyrighted 
material. 
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Keep in mind that any visual aid is used only as a means of 

analysis and does not interpret the data. Interpretation must be 

accomplished by someone familiar enough with the data to determine 

if the results are significant. Figure 3.1 can be used in conjunc

tion with our discussion on complete data samples. Let's assume 

that we consider the sample size large enough to make estimates of 

burglary trends. If one considers only the months of January - May, 

one might predict a fantastic decrease in burglaries. This, of 

course, is imcomplete data samples, since the summer and holiday 

(December) months are typically bad as far as occurrences of 

burglaries are concerned. 

A polygon is a graphic method which uses points to represent 

frequencies, with lines connecting these points. Figure 3.2 is 

Figure 3.1 redrawn as a polygon. 

One final expample of how figures, say polygons, can be drawn 

to be somewhat misleading is shown in Figures 3.3 and 3.4. Assume 

Figure 3.3 is a graph of the monthly expenditures for crime preven

tion during the past year. While the expenditures have increased, 

relatively, this increase was small. Figure 3.4 represents the 

same data, but notice that the scale has changed significantly, 

implying a fantastic increase in expenditures. Care should be 

taken when constructing graphs, and when interpreting them, to make 

sure the graph is not misleading. 

Correlation 

Correlation is a measure of the relationship occurring 

between two variables'., The simplest type of correlation study is 

graphical linear correlation. Two variables, say truancy 
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and number of burglaries are plotted on a graph so that the 

number of truancies is in increasing order. (Measurements 

are graphed then according to say weekly truancies and weekly 

burglaries.) Figure 3.5 draws this graph. Notice that as 

truancies increase, so do burglaries. We, therefore, say there 

is a correlation, and since the data appears to be on a straight 

line, there is linear correlation. 

If the plot appears to have no relationship, or if the 

straight line is a horizontal one, no correlation is present. 

See Figure 3.6. 

Figure 3.7 shows a correlation such that as One variable 

increases, the other' decreases. This is referred to as negative 

correlation since the straight line has a negative slope. Figure 

3.5 was an example of positive slope or positive correlation. 

A general equation of a line is given by y= mx+b where x 

and yare the variables, and m is the slope. The values m and b 

may be computed for any sample of data so that the straight line 

can be computed. The reader is referred to texts in the biblio

graphy or any introductory statistics book for these formulas. 

Keep in mind that correlation does not necessarily imply 

that one of the variables causes or even affects the other. For 

example, one might examine the correlation between temperature 
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and number of petty thefts. It might appear that as temperature 

goes up, so does petty theft. They are, therefore, related. 

However, one certainly cannot assume that the rise in temperature 

causes the rise in thefts. Instead, it could be the fact that 

school is not in session during the SUlmner months that explains 

the increase. In other words, the correlation between two 

variables may be caused by a third variable. Care should 

therefore be taken on interpreting correlation graphs, although 

their uses are of extreme importance. 

Questions to Ask 

As a matter of summary, we end this section with three 

questions which should be asked whenever performing analysis, or 

reviewing someone else's results and conclusions. 

1. How reliable is the data? 

Make sure the data was acquired and reported accurately 

and independently. Make sure there is no built in bias. 

For example, was data collected only in one area, say, 

to make someone "look" good? Finally, make sure the 

sample size was large enough to perform a reasonable 

analysis. 

2. What is the best way to present the data? 

Remember that many people will be interested in your 

data and many may aid in the process of interpreting 
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your data. Thus, choose the presentation technique 

which best fits your audience and which best represents 

your data. 

Remember that your mode of presentation may greatly 

affect interpretation as was demonstrated in Figures 

3.3 and 3.4. 

3. Does t?e result make sense? 

Always remember that the fourth function of statistics 

is interpretation and that ultimately some conclusions 

will be reached. Make sure that the results are rea

sonable! If they are not, perhaps one of the four 

steps of collection, organization, analysis and inter

pretation of the data had a flaw which led to the 

unrealistic results. 
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LAW ENFORCEMENT RECORDS 

Analysis and Management 

Management of a police department is similar in many respects 

to management of any of the larger business enterprises in the 

community. There is one significant difference, however. The 

police "business" is one that directly involves the liberty and 

safety of every person served by the police organization. 

Information is what allows any law enforcement agency to 

function. However, each agency must evaluate its own needs and 

how best to meet these needs face-to-face. The mere filing of 

records, whether required by statute or not, without summarizing 

and analyzing, serves very little purpose other than spending 

money and consuming space. Keeping reports of information is 

only useful if they serve to provide answers to problems and guides 

to programs of action. In my opinion, an effective law enforcement 

record system should do something in terms of administrative and 

operational management by providing the optimum of information. 

This empowers an agency with the ability to provide the best law 

enforc.ement service to its community. How information is put 

to use in most cases serves as the yardstick which measures the 

effectiveness of that agency and its administration. 

Information, through reports, in many law enforcement agencies, 

is a one-way street. The reporting process flows in and little, if 
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any, usable information is returned to the officer on the street 

to assist him in the performance of his duties. With the volume 

of reports generated daily by all divisions of a medium to large 

size law enforcement agency, requirements for the rapid processing, 

analyzing, and retrieving needed information is of paramount im

portance. 

A thorough examination of the overall aims, goals, and 

objectives of the law enforcement agency is a prerequisite to any 

efficient and effective records system. 

By study and analysis of proper police records the police 

department will have in its files the basic data concerning crime, 

traffic, and delinquency that are necessary for an intelligent 

plan of attack. Based on the statistical data that can be produced 

by a records division, the Chief of Police (Chief of Operations, 

etc.) will be in a position to focus the work of the police depart

ment when and where it yields the greatest immediate results. 

Records data will not give the solution to thG crime problem. It 

will isolate factors concerning it so that an intelligent 

departmental plan of attack can be formulated. There must be 

developed a records and accounting system to show if the departmental 

operational plan of attack is producing results. Large departments 

need mechanical compiling and analyzing machinery to do this work. 
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It is impossible to do it by hand soon enough, and without errors 

creeping into the work. Small departments use han.d sorting of 

index cards. 

To derive the optimum of needed and essential information 

from law enforcement records the analysis and study process should 

include: (1) having a thorough knowledge of what information the 

records system should produce for the department's needs; (2) 

extensive use of flow charts; (3) starting from the end result 

in what is desired from the records system and work towards the 

beginning. This process eliminates the costly and time consuming 

trial and error method; (4) consider all the legal requirements 

imposed upon the department; (5) consider all interagency needs and 

requirements; and (6) always evaluate your budget and manpower 

resources. 

The President's Commission on Law Enforcement and Administra~ 

tion of Justice noted that: 

Many departments resist change, fail to determine shortcomings 
of existing practice and procedures through research and 
analysis, and are reluctant to experiment with alternative 
methods of solving problems. The police service must en
courage, indeed put a premium on, innovation, research and 
analysis, self-criticism and experimentation. 

Who gathers the bulk of information from the field in any law 

enforcement agency? Without the field officers' reports there 
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would not be any information available to other divisions within 

an agency. If this occurred, obviously the reviewing, analyzing, 

and surrunarizing of information would not be possible. "Police 

reporting has become one of the most significant processes in 

modern police operations." 

The need for standardized and clearly defined written 

reporting procedures is essential to the overall administrative 

and operational conduct of any police department. Besides their 

being a permanent record of activity, reports form the basis of 

many administrative decisions. 

They provide a basis for budget planning and distribution 
of funds within the department. They are the basis for 
long-range planning of future needs. Reports can be used 
to point up needs in training in specific areas within 
the department. 

Unless police agencies have a well-defined reporting policy 
for incidents of both criminal and noncriminal nature, they 
will be unable to assess accurately the extent of criminal 
activity in their jurisdictions, and will also find them
selves ill-equipped to take effective measures against it. 

Moreover, inconsistent reporting procedures contribute to 
a lack of confidence in police; persons may well assume 
that certain kinds of behavior are tolerated in one 
section of the community but not in another. 

Every policeman should be thoroughly familiar with agency 
policy specifying the conditions under which police reports 
are to be taken. Such policies should require that all 
relevant criminal information be reported, and should dis
courage procedures that permit the failure to take a report. 
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Well designed and utilized field reports are essential to 

any records system and especially to one that is computerized. 

All of the forms used by a law enforcement agency should 

be designed to meet more than one need if possible. They should 

be practical, standardized, relatively easy to read and prepare, 

as well as allowing for statistical analysis summaries. Many 

law enforcement agencies have already placed great emphasis on 

their record systems and forms utilized in the collection of 

information. It is recommended that a review of other agencies 

methods be carefully examined and understood prior to any final 

decisions. In addition to that previously stated, the following 

should always be considered in forms design and development: 

1. Odd-ball size forms creates an unnecessary expense 

upon the agency's budget when purchasing prin'ted forms and 

filing cabinets, etc. 

2. The forms designer should consider future conversion 

to automation when preparing a form. This eliminates costly and 

time consuming modification or complete re-design at a later date. 

3. Use the "paste-up" method. This is when one cuts out 

the best of everybody else's law enforcement forms and pastes 

them on a piece of paper the size they want their form to be. 

Through this method a department can create its own forms tailor

made to meet their specific needs. 
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4. Consultants may be necessary as they can provide a 

different perspective not previously taken into consideration. 

However, don't overlook the talents of the people within your 

own departments and their experience and knowledge of that 

agency's operations. 

Once the aims, goals, and objectives of a law enforcement 

agency have been set forth, the methods and procedures to achieve 

them must be made known to all employees. It now becomes the 

responsibility of the records unit to provide summarized informa-

tion necessary for administrative and operational decisions. 

However~ 

The capability of a police records staff to provide timely, 
accurate, and complete information to administrative and 
operational components of the department depends primarily 
upon the quality of information originally provided by its 
contributors. In order to insure maximum usefulness of 
collected information, the records element must organize 
the information into logical groupings that allow for the 
system to provide or receive information randomly and with
out undue inconvenience or delay. 

All information to be gathered, processed, stored, and 
dissem~,nated falls within several major categories. It 
should be arranged in logical, prescribed ways to form 
files of retrievable data. The major categories include: 

1. FIELD OPERATIONS PRIMARY DATA: 

a. Case reports and related materials 

b. Statements and depositions 

c. Investigative notes, sketches, and similar items 
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d. Evidence and property - identification information 

e. Photographs, fingerprints, and other supportive 
documents or records 

2. FIELD OPERATIONS SECONDARY DATA: 

a. Field interview information 

b. Traffic and other violation citation data 

c. Miscellaneous information required by or for field 
personnel 

3. FIELD OPERATIONS SUPPORTIVE DATA: 

a. Criminal history records 

b. Modus operandi information 

c. Criminal specialties file 

d. Personal identification data 

e. Wanted persons information 

4. COMPLAINT AND DISPATCH DATA: 

a. Time, date, location and other information concerning 
incidents reported. 

b. Advisory information of immediate procedural 
importance to responding officers received from 
complaints, such as descriptions of suspects and 
escape routes. 

c. Information concerning officers assigned, case re
port numbers, and other case work-load data. 

d. Radio and teletype messages and other inter or intra
agency information sent and received. 
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5. ADMINISTRATIVE DATA: 

a. Comprehensive periodic reports, summaries and tabu
lations 

b. Case-load data on personnel and assignments 

c. Informational notices and bulletins 

6. INTERNAL CONTROL DATA: 

a. Longs and registers 

b. Report review and control files 

c. Indices and cross reference data 

d. Other information required to process reports, 
records, and other data. 

To provide field and staff elements with information concern
ing the incidence of crime and traffic conditions, and 
important personnel and other data, the records element 
should provide both consolin~ted and comprehensive, daily, 
monthly, and annual statistical reports, special analysis 
of certain types of incidents, and detailed breakdowns 
of both statistical and analytical data. This information 
should be given to designated departmental elements and city 
and other officials or offices. 

Law enforcement records should meet or exceed minimum 

standards as prescribed by law, department policy, inter-agency 

requirements, Uniform Crime Reporting, and the needs of that 

community. 

To insure that a law enforcement agency has the needed in-

formation, their records system should meet the following minimum 

standards: 

IV-8 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

1. A permanent written record is made of each crime as 
soon as the complaint is received. All reports of 
crime and attempted crimes are included, regardless 
of the value of property involved. 

2. Staff, or headquarters, control exists' over the receipt 
of complaints. This is to insure that each is promptly 
recorded, properly classified, and subsequently counted. 

3. An investigative report is made in ~ach case. It shows 
fully the details of the offense as alleged and as 
disclosed by the police investigation. Each case is 
closely followed to see that reports are made promptly. 

4. All reports are checked to see that the crime class con
forms to the uniform classification of offenses. 

5. The offense reports on crimes cleared by arrest or by · 
exceptional means are so noted. 

6. Arrest records are complete, special care being taken 
to show the final results of the charge. 

7. Records are centralized; records and statistical reports 
are closely supervised by the chief administrative 
officer; periodic inspections are made to see that the 
rules and regulations of the local agency on records 
and reports are strictly followed. 

8. Statistical reports meet the Uniform Crime Reporting 
standards and regulations. 

A suitable records system contains and can provide the 

following: 

1. InformatiDnuseful in the investigation of crimes. 

2. Identification of persons and property. 

3. Investigation reports (of crimes, offenses,and other 
matters of concern to the police) when classified, 
indexed, and filed. 

4. Register assignments can provide a check on accomplish
ments so that (1) errors may be traced, (2) inadvertent 
oversight and willful neglect detected, and (3) success
ful performance assured. 
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5. Provide a basis for reviewing work, thus helping 
supervisory officers in their day to day operations 
by revealing deficient or improper handling of cases. 

6. Show whether officers were correctly dispatched to the 
scene of criminal operations. 

7. The progress of investigation. 

8. Failure to follow up on investigations or otherwise 
correctly dispose of police business are revealed. 

9. Prevention of the individual policeman from conducting 
an investigation or discontinuing it in violation of 
departmental policy and sound police practice. 

10. Enable the police department to disprove charges of 
improper police action by providing prompt and complete 
answers to specific allegations and inquiries from the 
administrative head of the city, citizens, etc. 

11. Records and summary reports will give a picture of 
present conditions and problems faced by the department, 
of the work of individual employees, activities of 
units, etc., in dealing with these problems. 

12. Reveal significant changes in criminal and other 
activities requiring police attention. 

13. Prompt analysis of police records guide the police 
official in meeting unusual needs. 

a. The first step in solving a problem is to diagnose 
it. Facts concerning the character, location, time, 
circumstances of crime and incidents requiring 
police action can be found. 

b. Possible to determine engineering, education and 
enforcement needs pertaining to traffic. 

c. Locate and identify police hazards, isolate the loca
tions requiring attention. 
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14. Assistance in the development of police strategy and 
in making various follow-through procedures. 

15. The success of programs launched to lower crime and 
accident rates can be ascertained by record analysis. 

16. Provide measuring sticks or indices to appraise police 
efficiency and accomplishment. 

17. Effectiveness of police policies and procedures, and 
the results of changes in methods of operation may be 
appraised. 

18. Information for public dissemination is made readily 
available through a suitable record system. 

19. Supplying information useful in preparing and supporting 
budget estimates. 

a. Assist in managing the department's fiscal affairs. 

b. Accurate payrolls compiled. 

c. Competing with the programs of other city departments 
for public funds can be justified. 

As a law enforcement information system increases in size and 

volume, the need for some form of automated system becomes necessary 

for the effective management and control of 'that information. Should 

an agency have need for automating its records system, the following 

should be given careful and serious conside~ation. 

An operating law enforcement system should be established to 

serve: "(1) daily operations, (2) investigative analysis, (3) 

management analysis, and (4) program formation." 

It should be emphasized that the use of automated data 

processing is a management tool. The computer is by no means the 
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answer to every law enforcement agency. The quality, integrity, 

and accuracy of computerized information is only as good as 

those human beings who write the data collection reports, key 

punch the information, and program the computer to print the needed 

information in usable form. Once high standards have been 

established, the rapid retrieval of information becomes almost 

commonplace. Decisions in a law enforcement agency have to be 

made rapidly. 

Automation provides this capability; not subject to 

vacations, regular days off, and coffee breaks, but operating 

rapidly, accurately, and efficiently to provide indicators and 

guidance in decision making. It is impossible to do it by hand 

soon enough, and without erro~creeping into the work. 

Automated information systems make it easier to collect, 
process, and communicate data; but they cannot be ex
pected to exercise responsible judgment. Any tool that 
facilitates the collection and organization of data in a 
complicated and changing fact situation is a significant 
aid to judgment. Of course, computers are useful in 
assembling the facts on which to base a decision. Com
puters can provide no substitute for the process of 
judgment based on experience. The electronic revolution 
offers the creative police administrator and field 
officer greater scope, as it makes available more data, 
assembled more rapidly, from a wider geographic range of 
sources, and more easily combined and recombined. 

A law enforcement information system, while safeguarding 

the rights to privacy of individuals, can effectively provide 

important indicators to other local, state and federal agencies 

performance of their responsibilities. 
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Success in protecting society is not measured by the 
length of time it takes the police to respond to a crime 
scene, by the number of arrests they make, or by the 
number of arrestees successfully prosecuted or sentenced. 
Rather, success or failure is determined by the degree to 
which society is free of crime and disorder. 

This is but another way of saying that no element of the 
criminal justice system completely discharges its respon
sibility simply by achieving its own immediate objective. 
It must cooperate effectively with the system's other 
elements. This requires an effort on the part of each 
element to communicate with the other elements, which 
is sometimes difficult because of legal and administrative 
separation of powers and responsibilities. 

A law enforcement information system, properly administered, 

can serve many needs; from the chief or sheriff, the prosecutor, 

the crime analyst, and the criminal justice planners to name a 

few. However, one fact remains very clear. It is this: 

No one program alone can deal effectively with crime and 
delinquency. The home, the school, the church, the wel
fare agency, the clinic, the police, the court, the 
probation department, the correctional institution, the 
parole agency, and all the other agencies and institutions 
that are interested in crime and delinquency must work 
together as a team through coordinating councils or 
through some similar coordinating device in a concentrated 
attack on these problems. But the teamwork cannot be 
completed without public support. This support must be 
given in the form of interest in community affairs, par
ticipation in community programs, law observance, insistence 
on wholesome community conditions, and abundant opportunity 
for young people, respect for law enforcement and effective 
court procedures, demand for an adequate number of well
qualified police officers, judges, probation officers, 
welfare workers, institutional employees, and parole 
officers, and a willingness to pay for programs that can 
deal effectively with social problems. 
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CHAPTER V 

COMPUTER DEVELOPMENT AND ORGANIZATION 

Introduction 

It is difficult to find an individual in our country today 

who is not directly or' indirectly influenced by the electronic 

computer. Obvious daily computer usage is found in payroll 

checks, utility bills and department store check-out stands. 

In law enforcement agencies alone, we find computers being im

plemented for a variety of applicationsr ranging from traffic 

control to data analysis and report generation. The effect 

the computer has had on society has been fantastic, and yet 

misunderstandings and even fear of the computer are prevalent 

in this same society. The majority of these fears are generated 

by ignorance of the computer and its operation. In turn this 

ignorance has been caused for the most part by the rapid develop-

ment and widespread usage of the computer during the past 25 years. 

The majority of this country's population was educated prior 

to the introduction of computer related curriculum in our school 

systems. It therefore behooves many of us to undertake computer 

education independently or outside of the formal education 

process. The knowledge of a science which is so influential in 

our society today and one which will most probably increase in 

importance and usage is imperative. 

We start our study of the computer with a brief historical 

survey of comppter development. Knowing the rapidity at which 

computer science has developed should help us to understand 

"computer problems" which for the most part can be considered 
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to be caused by "growing pains". 

Historical Su~vey 

Man has always strived to make his work "easier". Mathematical 

computations surely trace back to the stone age when cave men 

might have traded one spear for one club plus five smooth stones. 

The first device used for computation is generally believed to be 

the abacus, produced about 3000 B.C. by the Chinese. The abacus 

is simply a device made up of beads on sticks or wires and is 

still being used in computations today. 

Figure 5.1 Abacus 
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We must go all the way to the 17th century before we have a 

significant improvement over the abacus. In 1642 a French mathemati

tian by the name of Blaise Pascal invented the first mechanical 

adding machine and in 1694 a man by the name of Leibnitz produced 

a machine which could also multiply. These machines were certainly 

a far cry from our present day calculators. 

'.' 
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Figure 5.2 Modern electronic calculator 
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In 1812, Charles Babbage at the age of 20, started work on his 

difference engine and analytical engine which were to be the pro

totype of modern electronic computers containing memory units, 

punched card input and printed output. Unfortunately, the tech

nology available in the 19th century could not adequately perform 

the necess::."Cy operations for Babbage's machines to be functional. 

It would take another 130 years before electronics could be em

ployed to implement the ideas Babbage had. 

In 1890 a man by the name of Hollerith devised a scheme to 

facilitate the tabulation of the 1890 census. His basic concept, 

using the holes in a particular card to activate a series of 

electrical counters, is still widely used whenever punched cards 

or tapes appear. The general notion of calling such cards "IBM" 

cards is well-founded, sinch Hollerith later sold his interest: 

to a predecessor of the IrnErnatidna1Business Machines Corporation. 

We now must skip all the way to 1944 when IBM produced the 

Mark If the first large-scale automatic calculating machine. 

The Mark I still was not a "computer" as we know it, for it had 

both electronic and mechanic parts. 
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Figure 5.3. The ENIAC, the first electronic computer. 



World War II and the corresponding government paperwork and 

scientific research initiated extensive research which finally 

led to the production of the ENIAC (Electronic Numeric Integrator 

and Calculator) the first electronic computer. In 1946 Eckert 

and Mauch1y at the University of Pennsylvania are credited with 

the production of ENIAC which operated with the help of 18,000 

vacuum tubes. The big selling point for ENIAC was that it could 

accomplish "300 days of work in one day". It did have one major 

disadvantage though - it could not store its programs. Thus 

the EDSAC (Electronic Delay Storage Automatic Calculator) was 

produced in 1949. 

Figure 5.4. One of the first commercially available computers. 
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The ENIAC marked the start of the fir~t generation of computers 

of those computers built with vacuum tubes. It wasn't until 1951 

however, that a computer was commercially available, the UNIVAC 

(Universal Automatic Computer). The UNIVAC was considered by most 

to be the best until 1956 when IBM took over the lead with their 

IBM 705. Until that time, IBM had dealt primarily in business 

machines. Even though they entered the computer race later than 

some, the experienced and widespread marketing force helped them 

become and now maintain IBM as the "biggest" computer firm. 

The First Generation computers built with vacuum tubes and 

relays were necessarily large, cumbersome, slow, and heat-producing, 

A major breakthrough, important to all phases of the electronic 

industry, was the development in 1947 at Bell Laboratories of the 

transistor. In 1959, the transistor was implemented in computer 

design, opening the era of the Second Generation computer. 

In 1965 most computer firms went to chemical means to fabricate 

numerous transistors and associated components on small chips of 

a semiconducting material such as silicon. These chips are referred 

to as Integrated Circuits (ICs) and are characteristic of the 

Third Generation computers. Most computer systems now in operation 

are T.hird ~eneration, although some claim to now be in the Fourth 

or Fifth generation. No clear cut accomplishment however, has 

characterized a Fourth Generation computer. 

The reduced size and power requirements of the IC have led to 

extreme miniaturization, as witnessed by the processes of medium

and large-scale integration. The physical proximity is such that 

very little time elapses while electrical currents trave'l between 

components. In addition, the time required for a transistor to 
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change states, "on" to "off" or back, is so brief that times on 

the order of a few nanoseconds are now typical (one nanosecond = 
-9 

1 x 10 second, the time required for light to travel a distance 
10 

of 29.978 centimeters or approximately 2.99776 x 10 centimeters 

per second or 186,272 miles per second). This transistion time 

enables incredible speeds of calculation, storage, retrieval, and 

manipulation, with relatively small physical size and minimal 

power requirements. Were it to be built with vacuum tubes and 

relays, a computer with the proposed capabilities of the IBM 370 

series would require a large building for housing, more electricity 

than a small town, and would be slower than a pocket calculator in 

the hands of an experienced operator. As it is, this very power

ful mUltipurpose computer can be housed in a moderately-sized room, 

and draws no more current than a large air-conditioning system. 

After about 1964, most accomplishments and developments in 

the computer field are found to be improvements, modifications, 

or refinements of earlier discoveries. Improvements in speed, 

accuracy, adaptability, and compactness ha~e allowed the advent 

of the "minicomputer," a physically small computer with internal 

storage cap&ctiy of some 4K to 16K bytes, with access to 

additional peripheral storage up to perhaps 15 megabytes. The 

"microcomputer" is a singlE) Ie CPU with tremendous potential as 

a "built'in" processor for limited-size applications. 

V-8 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 





-------------------

<l 
I 

\0 

Figure 5.5. Modern electronic data processing system. 



The Nature and structure of Typical Computers 

The modern computer falls into one of two rather broad Gate

gories, digital and analog. The digital computer uses and fur

nishes data that is in discrete units--a sum of money, solutions 

to an algebraic equation, statistics based on sales data or 

educational processes, etc. On the other hand, the analog computer 

deals primarily with changing physical phenomena--rotation of a 

shaft, variation in gas pressure during a manufacturing process, 

shifting gravitational forces, movement of a gyrocompass as a 

missile traverses its trajectory, etc. Whereas the digital 

computer acts upon numbers and other such actual data, the analog 

computer act,s upon data gained from a model or "analog" of the 

real occurrence. This model usually takes the form of a varying 

voltage whose variations are symbolic of physical changes 

actually occurring elsewhere. 

There have been significant developments in both types, but 

the most publicized advances are those dealing with digital 

computers. It should be noted, however, that the technological 

feats associated with the Apollo missions and other space pro

jects have been made possible by computers utilizing both vast 

digital procedures and "real-time" analog analyses ("real-time" 

operation referos to the processing of data rapidly enough to 

allow the results to affect the device or condition producing 

the data). 
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The abacus; first mechanical aid ' 
to computation 

Napier's Bones 

Oughtred's slide rule; first 
working change ifi mechanical 
computational methods. 

. Paspal; first mechanical calculating 
machine 

Bouchon; first use of punched paper 
for mechanism control 

Jacquard; first mechanism totally 
controlled by punched "program" 
cards 

Babbage; proposes first machine 
capable of being called a "computer" 

Hollerith; first use of punched 
card concept for the processing 
of numerical data 

Shannon; first proposal l:Lnking 
. Boolean algebra with switching 

circuits 

Mark Ii first electromechanical 
computer put in opelation 
ENIAC; first electronic computer 
put in operation 
Schockley, et al.; first transistor 
developed 

IBM 702; first large-scale CO':lputer 
designed for business purposes 
IBM 704; FORTRA~ 

GE time sharing; BASIC 
IBM System 360 
Large-scale integration 
IlMinl.computer" term coined 
First microprocessor introduced. (lntel 

4004) 
Motorola 6800 Microcomputer prC1duced 
New memory devices implemented such as 
Bubble and Charge-coupled Device (CCD) 
memories 

Figur~ 5.6. A Schematic Representation 
of Some Important Events 



All computers have certain basic structural features in common; 

it is the varied approaches to each component which serve to 

make competition keen and productive. Figure 5.7. illustrates 

the five major components of a computer: the input medium, the 

storage unit or memory, the nrithmetic unit, the output medium, 

and the control unit. 

Input 

r Central processing' Unit -; 
I I 

I 
I-

I 
I 
I 

Arithmetic I 
I 
I 

storage 

Control 

, Output 

Figure 5.7. Schematic Chart of Computer Functions 

Input Medium 

It is through the input medium that the program, or 

sequence of operations, is entered into the computer, along 

with the data which the program is to manipulate. The input 

for a particular unit may take anyone of a variety of forms; 

in fact, the adaptability of the input device to the needs at 

hand often determines the effectiveness of the computation. 

Certain forms of input are quite common for digital 

computers; one is the card readere which senses holes punched 
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Figure 5.8. Data representation on punched card. 
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Figure 5.9. A 96-column punched card. 
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Figure 5.10. Two different keypunch for punching cards. 
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Fibure 5.11. Keyboard for card keypunch. 
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Figure 5.12. Computer card reader. 
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in cards or marks placed upon cards. The cards contain data 

or program instructions in a form easily handled both by 

operator and machine. The machine can read the cards rapidly 

(from fifty to over 1000 cards per minute), and the operator can 

re-order the cards, quickly replace an incorrect card with a 

correct one, or add or delete groups of cards with very little 

effort. The cards are read either electromechanically (using 

fine wires making electrical contact through the punched holesj 

or photoelectrically (either using lights coupled with light-

sensitive devices, shining through the punched holes, or using 

such light sensitive devices to sense a reflective area on the 

card, placed by pencil to indicate a bit of da'ta). 

•••••• ••• ••• •••• •• ••••••••••••••• •• •••••••••••••••••••••••••• •••••• • ••••••••••••••••••••• ••••••••••• • ••••••••• 
, ...... ~.. ... . .. ........ ~ ....................................•........ .......•........ ... ~ .... .... . ... 

•• •• •• •• •• •• • •• •• • • • • • • • • • • • • • • • • • • • 

Fi.gure 5.13. Punched paper tape. 
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A similar unit is the punched tape reader. A long strip 

of paper, rolled for convenience, is perforated so as to contain 

certain information, such as data or program steps; this perforated 

tape is then passed through either a mechanical reader or a photo

electric reader. The photoelectric reader is very similar to the 

card reader. The mechanical tape reader is more complex: the 

tape is moved so that the next set of holes is directly over a 

set of small pins; after the tape comes to rest, the pins are 

pressed by springs against the paper. Where there are holes, 

the pins pass through them, allowing an electrical switch to close; 

where there are no holes, the pins are prevented from passing 

through and from allowing the switch to close. The pins are then 

retracted to their initial positions, and the tape is moved to the 

next position. 

Another inpu't medium common to digital computers is 

the keyboard. Available from various manufacturers in many 

styles and with many diverse features, the keyboard is a most 

useful input device; it provides a printEd copy of information 

being presented to the computer in a form meaningful to the 

operator. On time-sharing systems--systems which allow several 

users to process programs apparently simultaneously--the keyboard 

is the principal means of input, as well as output. On batch-load 

systems--systems which usually use cards or tape as input and 

process only one program at a time---the keyboard and its printer 

provide a monitor for computer function and usage. It provides 

notices to the operator of malfunctions or conditions that are out 

of the ordinary; it also provides a convenient means for diagnosing 

a malfunction, for cards and tapes are not so readily used as are 

ordinary English or FORTRAN or other statements typed with the 

keyboard. V-18 
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Fis·v.re 5.14. Computer keyboard. 
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Frequent.ly, input takes the form of magnetic tape; if a 

program or set of data has been developed elsewhere, perhaps on 

another computer, then a convenient method of transferring such 

information is by way of one or more reels of magnetic tape. The 

reader is a sophisticated version of the ordinary reel-to-reel 

recorder available for home or broadcast use; it is specially 

built to allow the tape to pass the reading heads at speeds in 

excess of 150 inches per second (this compares with home recorder 

tape speeds of seven and one-half to fifteen inches per second). 

Such speeds allow transfer of data at rates exceeding 6 megabits 

per second, at density rates of more than 7500 bits per linear 

inch. Proposed equipment will be able to handle data up to 15,000 

bits p~r linear inch, an increased track density to 300 tracks per 

inch and increase? accuracy allowing less redundancy of recording. 

One device uses a 12-inch wide tape, providing data transfer up 

to 38 megabits per second, higher than most computer channels will 

accommodate. 

Optical character readers are also being used for direct 

input. Characters printed in a special typeface can be read 

directly by photoelectric means, allowing the input to be usable 

as information both by the operator and the machine. Strides have 
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Figure 5.15. Magnetic tape unit. 
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been made toward recognition circuits capable of reading 

hand-written symbols. Carefully controlled charact.er shapes 

are usable, but the general, randomly-shaped human handwriting 

is not yet within the reading capability of the ordinary 

character reader. 

Storage Devices. 

Once the desired program and data are inside the computer, 

they are stored temporarily in one of a variety of memory devices,. 

to be recalled later as the program is executed. The same memory 

devices serve in other ways during the computing process. 

One of the principal types of memory is the magnetic core 

memory. Small toroids or trdoughnuts" of magnetic matF~rial called 

"cores" are woven, almost exclusively by hand, into a network 

of fine wires. The electronic circuits which control access to 

the memory are called "drivers"; by choosing the proper pair of 

wires that intersect paths at a particular toroid or core, enough 

electrical current can be passed through the center of the core 

to change its magnetic state and thus to store or "write" one bit 

of information. Grouping these cores into large patterns allows 

many computer words, each with thirty-two bits, for example, 

to be stored at one time; one core is used for each one of the 

bits of information in each computer word. It should be noted that 

different computers use different lengths of words; the numbers 

vary from eight to as many as sixty bits per word; each word is 

simply a grouping of bits of information usable by the computer. 

Reading information stored in a core memory is very similar 

to storing it; a current is passed through certain wires, and if 

the particular core was magnetized in the right way, the current 
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causes the magnetic state to change back to its original state. 

This causes a current to flow in a third wire if a "I" was stored 

(no current for an "0") i this third wire is called a "sense" wire, 

and carries the information to the driver circuits for transfer 

back to the computer. Since this destroys the information stored 

in the core, the drivers must then re-write all the bits that 

were read back into the core memory. Such a memory has what is 

called a "destructive read-out", since reading information out 

of it destroys the information. The core memory is a versatile 

and reliable memory device, and access to stored information is 

very rapid. It is chiefly used for storing numbers being operated 

upon, for storing programs, or for use as an "electronic scratch

pad" during operation. 

Continued strides are being made in COre technology; 

smaller, more reliable core elements are being produced at a 

lower price. Core density in 1970 was only 1678 cores per square 

inch, costing in a bare stack configuration (minimal circuitry) 

about 0.5 cents per bit. By 1973 density had improved to about 

6500 cores per square inch, and costs are currently less than 

0.25 cents per bit. 
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Figure 5.16. Di~ect access storage facility. 
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Several other types of memory devices use magnetic 

characteristics in their structure; instead of a core of material 

they make use of a thin film of material placed on some non

magnetic base. The three most common such devices are the 

magnetic drum, the magnetic disc,. and the magnetic tape. The 

drum is rarely seen now in new computers, for the difficult manu

facturing processes make it quite expensive. The drum consists 

of a cylinder coated with a thin film of magnetic material. 

Mounted around the periphery of the drum are numerous reading and 

writing devices called "heads"~ the writing head causes a small 

magnetic field to pass through the drum's film and change the 

magnetic state of that particular spot. By placing enough of these 

heads along the drum, many circumferential tracks of spots can be 

used simultaneously. 

As the drum revolves at a high rate of speed, the driver 

circuits keep track of the current location of each spot on the drum, 

and can call for the right information as it passes under the read 

head. The magnetic field in the film causes a small current to 

flow in the read head, and this is returned to the driver circuit 

to be used by the computer. The read and write heads must be 

mounted so close to the drum that any irregularities in the drum, 

in the film, or in the head alignment can cause the head to strike 

the drum and ruin iti it is this threat which demands such close 

and expensive manufacturing tolerances. 
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Figure 5.17. Magnetic disc. 

A more recent application of thin magnetic film is the 

magnetic disc. Shaped like a large, thick phonograph record, 

the disc rotates between read/write heads at high speeds. The 

same read/write process is used as was used on the drum. Even 

though the basic idea of a rapidly moving magnetic surface is used, 

the disc is more efficient and more economica1 t because less phy

sical space is required, less stringent manufacturing processes 

are involved, and less expensive materials can be used for the 

disc itself. In addition, several discs can be mounted in a stack, 

with heads mounted between them, to provide an even more compact 
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arrangement. An additional feature is an interchangeable disc pack, 

allowing almost unlimited storage capacity. This allows programs 

using a particular language to be stored together or allows an 

expanded data or program library. Some smaller computer installa-

tions use an interchangeable single disc with the same results in 

versatility. 

Figure 5.18. Computer console and disc 
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Disc memories are subject to some of the same problems as 

drums, but have very strong advantages. The read/write heads 

must fly at approximately 25 microinches from the surface, leaving 

little room for imperfections. Improvements in manufacturing 

techniques in both the disc itself and in the mechanism controlling 

the read/write heads are allowing great advances in bit density 

and track density provisions. Bit density has been improved from 

about 2200 bits per inch to more than 6000 bits per inch, with 

track densities approaching 400 tracks per radial inch. These 

improvements allow package storage capacities of 40, 80, and even 

200 megabytes of data storage, from such manufacturers as Ampex 

and IBM. Projected maximum packaging density is in the neighbor

hood of 350 megabytes per unit. 

The magnetic tape already mentioned as an input medium is 

also widely used a supplemental or "auxiliary" storage. 

characteristics especially qualify tape for this usage. 

Several 

A typical 

reel of tape contains some 2,400 feet of tape and can store as 

much information as 400,000 punched cards. Such reels are usually 

ten and one-half inches in diameter with large hubs. These reels 

of tape are primarily used for large amounts of data which need 

to be preserved, but which will probably be used in roughly the 

same sequence as it appears on the tape. The physical situation 

of a long piece of tape with information placed along its entire 

length requires that a definite, and sometimes long, time must 

elapse between the time that information is requested and the time 

V-28 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 





<: 
I 

N 
1.0 

Figure 5.19. Magnetic tape units. 



that its location is found on the tape. Tape is thus referred to 

as a "sequential" or "serial" access medium, contrasted with a 

"random" access medium, such as the magnetic core memory. 

Similar usage is made of the Phillips design of tape 

cassette, especially in small computers or minicomputers, and in 

programmable calculators. The convenience of size and inter

changeability makes the cassetrea most attractive storage medium. 

Research has produced several promising techniques which 

may someday replace or successfully compete with disc and semi

conductor memories. The magnetic bubble device is one such 

item; the technology is a complex mixture of thin magnetic film 

and semiconductor theory, capable of storing some 2.5 million bits 

per square inch (in chips with about 16,000 bits each). Data 

transfer rate is above 100,000 bits per second, and access time 

is about 2.7 milliseconds, comparable to rotating discs. 

Another advance in memory technology is the charge-coupled

device (CCD) i this technique uses a capacitor-like arrangement 

on a simiconductor chip, and by placing a capacitative charge 

at selected places, data can be stored in bit form. Bit density 

is about 16,000 bits per chip, with latency (access time, roughly) 

of 128 microseconds per chip, some two orders of magnitude better 

than a disc. A typical CCD unit, composed of chips roughly 
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equivalent in storage to a drum, occupies about 1/10 the volume 

of the drum; it weighs almost 10 times less (at 15 lb.); it con-

sumes about 5 watts, compared with 300 watts for the drum; its 

access time averages 2 milliseconds, some five times faster than 

the drum. CCD units are volatile, that is, they lose their 

retention with no power; this situation is easily dealt with by 

providing simple power back-up in the form of several dry cells. 

computer Control and Arithmetic Units 

After the data and program directions have been entered 

and properly stored, the computer must begin to process the data 

and perform specified operations on it. The unit which oversees 

the entire process from input through storage and operations to 

output is the computer control unit. This unit interprets the 

program commands and determines the sequence to be followed as 

data is processed from input to an appropriate output. Since the 

control unit cannot make rational choices, all possible conditions 

to be encountered must be planned for. The unit can then calIon 

its limited, but adequate vocabulary to interpret commands, and if 

an unfamiliar command appears, it halts program execution. 

One remarkable characteristic of control units is the 

capacity put there by the designer to keep accurate tally of all 

operations performed, to keep accurate accounts of the locations 
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of all stored information, and in the case of a time-sharing 

system, to keep track of which user is being served and of where 

his data and programs are located. The actual mechanics of per

forming the tasks may be straightforward, but the speed of 

operation is phenomenal. 

Under the direction of the control unit, data is moved 

from input or memory to the arithmetic unit where all of the actual 

operations are performed. The repertoire of operations is rela

tively limited, including only the four arithmetic operations, nu

merical comparisons, and certain other algebraic functions. In 

most computers, the trigonometric functions are performed with 

series arithmetic or other software procedures; the great speed 

with which this is accomplished keeps the extended process from 

significantly slowing the program execution. 

Output Devices 

The results of the program's manipulation of the data must 

ultimately be put into some form accessible to the operator, or 

perhaps to some other device or computer. The medium used is known 

as an output. For operator usage, a printed output is commonplace. 

Several categories of printers are currently in use. The 

keyboard, already mentioned in connection with the input function, 

also serves well for limited use with many systems, but especially 

with time-sharing systems, where it is customary. The keyboard in 

its various forms is relatively slow in comparison with computional 

speeds. 
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Figure S. 20. Line printer. 

A different concept in printers is the "daisy wheel" printer, 

which uses a device very similar to the letter wheel in a label 

maker. The type is affixed to the end of a flexible spoke, and 

as the wheel is rotated rapidly, the wheel is struck at an ap

propriate time (determined by the circuitry) to drive the desired 

character against the inked ribbon and then against the paper. 

Typical speeds are about 30 characters per second, with greater 

speeds possible under carefully controlled manufacturing processes. 

A printer combining some characteristics of the daisy wheel 

and some of the full cylinder line printer (above) is the quasi

lineserial printer utilizing a char~cter chain or belt, with a 
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full bank of harnners. Speeds have been attained in excess of 400 

characters per second. 

Faster speeds are possible with the line printer, which uses 

various means to print several characters in one concerted effort 

One of the most effective means used to accomplish this feat uses 

a metal cylinder engraved or molded so as to have all the alpha

betic, numeric and special characters in every available printing 

column, placed in an order around the cylinder. As the cylinder 

revolves, a hammer placed in each printing column strikes the paper 

and ribbon against the proper character, whose position is sensed 

by the printing driver circuitry. Such a printer may be capable 

of printing more than 1000 lines per minute, each with up to 136 

characters. Even at these speeds, however, the printer may not 

produce output as fast as the computer provides the information. 

The dot-matrix mechanism is \'lidely used in both small (20 

or so columns) and large (full 132 columns) applications. The 

mechanism prints the characters as a combination of 35 matrix 

elements, arranged in five columns of seven rows each. Two major 

variations are common: one prints an entire character, all 35 

(or fewer) elements at once; the other prints one cQlumn at a time, 

with the buffer circuitry keeping track of which elements of which 

columns are currently needed. 

and legibility is very good. 

are easily obtained. 

Several copies can be made at once, 

Speeds up to 30 characters per second 
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A device utilizing the dot-matrix approach, but without the 

noise of the impact solenoids, is the thermal printer, which 

forms characters on heat-sensitive paper. Where silence is needed 

and multiple copies are not, the thermal approach is most adequate. 

A non-impact system in limited use utilizes electrostatic 

control of a charged stream of ink particles, actually painting the 

characters in good form. Again, multiple copies are not possible, 

but all such devices have trade-offs in speed, output form, and 

noise level. 

Other output devices are specially tailored for specific 

requirements, such as the graphic plotter which can produce line 

drawings, lettering, and plots of algebraic or other functions. 

Cathode-ray tube displays are frequently used for output (and 

occasionally for input) for timesharing systems; these can provide 

graphic or other data quickly, and results of alterations in pro

gramming can be seen rapidly. Occasionally, output is required 

in the form of paper tape or punched cards, and appropriate equip

ment is available b) accomplish this. Other equipment designed to 

fill a particular need is used as the situation demands. 
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-------------------

Figure 5.22. Complete computer system showing CPU, card reader/punch, 
disc units, magnetic tape units and line printer. 
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CHAPTER VI 

COMPUTERS IN LAW ENFORCEMENT 

Why Use Computers in Law Enforcement? 

The use of computers by law enforcement agencies and criminal 

justice departments is a relatively new innovation. More and more 

law enforcement agencies are turning to computers for help in 

solving the many and varied problems facing these agencies. 

The process of gathering, interpreting, and disseminating 

information is an important and time consuming operation of law 

enforcement agencies. Computers and computer systems have shown 

their effectiveness in carrying out these processes in other areas, 

and the systems that are now operating to assist the law enforcement 

community are showing that the performance capabilities of computer 

systems can greatly enhance this community's efforts. Increasing 

the efficiency of processing emergency calls, more efficient utili

zation of man power, improved accuracy in reporting, greater return 

on the investment of tax dollars, more meaningful reports for 

management, and the delivery of timely and more complete information 

to dispatchers and field personnel are some examples, and arguments 

for implementing computer systems to augment law enforcement efforts. 

From utilizing the data processing capability of a computer, 

to developing its telecommunication and programming capability, law 

enforcement agencies are tapping every advantage a computer system 

can offer. In doing so, these agencies are able to serve the public 

in a manner that was previously impossible. 
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Dallas County Judicial Information Systeml 

A good example of a coordinated computer system used in 

law enforce~ent is the IBM System/370 system installed for usage 

in Dallas County. In 1971, Dallas county began development of 

the criminal justice information system, designed to satisfy 

the law enforcement information needs of all county agencies and 

in addition to satisfy the requirements of the judiciary system. 

The civil court and the criminal justice information systems 

have been brought together to form the Dallas County Judicial 

Information System. 

The success of the overall system has been the county's 

ability to add new reporting requirements imposed by state law 

and to handle the growth in quantity of data at minimum increase 

in cost. The system has made information available on a much 

wider basis than before, by use of the online video and type

writer-like terminals. 

Following are some of the advantages to be derived from 

a judicial information system similar to the one serving Dallas 

County: 

Video terminals, with television-like screens, 
display requested information instantaneously, 
and other terminals provide printed copy. The 
result is swift access to information in formats 
to serve many different purposes. 

IInformation and figures courtesy of IBM. 
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Online jail book-in generates a centralized, 
alphabetically indexed data base using unique 
number identifiers that can be used by all 
authorized agencies, thereby eliminating 
duplication of effort and providing complete 
information on each defendant. 

The system is linked to a state data base in 
Austin, the Texas state capitol, which contains 
information from other jurisdictions. Austin 
also provides a link to the National Crime 
Information Center (NCIC) in Washington, D.C. 

Computer-assisted indexing allows case histories 
to be maintained and accessed by many references. 
The time-consuming search for an individual's 
case or docket number is eliminated. 

The data base created through case indexing is 
easily expanded with additional information. 
Each time a transaction occurs within the 
judicial process, it is entered directly to the 
individual's file by number, providing a complete 
history of each case for immediate reference. 

Daily, information is fed into the computer and 
coordinated with other data concerning the status of 
current cases, thus assisting the judicial adminis
trator in setting his calendar. 

The probation department uses information on file 
to provide a complete monetary accounting system 
online. The court and the probation officer have 
up-to-the-minute information on the probationer, 
including the status of his probation fee and 
restitution accounts. 

Once pertinent information is entered into the 
computer files, the system can monitor all pro
ceedings through the final disposition of the case. 

Information can be retrieved and displayed on 
terminals near the trial judge's quarters. The 
same terminal can be used to update the defendant's 
file. 
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Primary users of the system include th0 sheriff's offjce, 

criminal court judges, district court clerks, district attorneys, 

probation officers, district and county clerks and the county 

auditors. Services provided include (a) maintenance of files 

accessible online (b) generation of deta.iled listings throughout 

all phases of judicial administration and (c) extr?ction of 

administrative and statistical information. The system can be 

divided into two parts: criminal and civil. Our primary concern 

is with the information available on criminal justice. This 

criminal information available through the system may be classified 

as follows. 

Criminal Identification: 

An alphabetic criminal name index is now used by the Dallas 

County sheriff and several agencies in north central Texas, 

providing online maintenance and inquiry into computer files con

taining about 600,000 names with personal identifiers and pointers 

to corresponding record jackets maintained in hard-copy files of 

participating law enforcement agencies. 

Any of the 16 counties in the North Central Texas Region 

can enter data into the system. The index provides the user with 

information to help in the identification of suspects and renders 

quick access to criminal case history files. 
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NAME ENrEREO~SMtTH 
N A " E 

SMITH,XXXXXX 
SHITH,XXXXXX XxxxxX 
SklTH,XXXXX 
SHlTH,.XXXXX XXXXX 
SHITH,XXXXX XX"X 
SHITH,XXXXX XXXXXX 
SIiITH, XXXXX xxx XXX 
SHItH,XXXXX XXX.<XX 
5MITH;,XXXXX ;':XAXXX 
Slit rH, XXXXX ;tXXXI .( 

SOUUOEX COOe=SHAT 

~~~:~~ ~~V;~~ S~X Rt,Cf Bl~:~~~~~t PIN S~~: 
OS/OO 0lS7HI " \I to-l'-2. 0'. 
05700 0166662 " II 10-01-26 00. 
05100 011l9S. H II 11-23-,8 00. 
05700 0181209 H \I 10-10-.1 00. 
05700 019'089 H \I 10-06-'S 00. 
05700 0199390 H \I 12-29-.1 OQ. 
05700 0203973 H \I 02-1S-31 00. 
05700 01707S) H \I 01-16-.3 00. 
0S10J 011261j H II 10-1.·.S 00. 

Response to last-name inquiry for criminal identification 

tlAHE. EttfER.EIl OUR-tAU 
N A H E 

DURE ... XXXXXXX XXXXXXX 
OARR, )(X)(X)(XX XXXXXXXX 
OIJRSO,XXX<XXX XXXXXXXX 
DURSO,XXXXXXX XXXXXX 
DAROUSE, X)l:XXXXX XXXXXX 
DAROUSE, X1.)()CiltX XXXXXXXX 
OORRI E'i ~ XXXI<XX'X XXXXXXX 
DARR, XXXXXX.(,l( XXXXXXXXX 
DAR.OUSE, XXXXX XX)(1XXXXX 
DORRts,XX XX 

AGENCY 
05700 
05700 
05700 
01700 
01700 
05700 
05700 
05711 
05711 
TOCOO 

SOUNDEX CODE DAR 
LAI /lUH SEX RACE BIRTH-DAlE 
0071.21 H \I 02-05-./)9 
008586' I< II 08-13-15 
0ls0606 I< II 11-2.-H 
0150606 H \I 12-2"-1J 
0117923 H \I 07-09-'1 
0172HI M II 10-10-1" 
02Q119~ I< ~ OQ-Ol.Sl 
0010!16 H \I 08-13-:5 
1000-19 M II 00-00-00 
0201210 H W OJ-28-16 

RfN SUI' 
DO 
00 
Oq 
01 
00 
00 

11 00 
DO 
DO 
00 

Response to name inquiry, including sound-alike names 

TL 08l' TROOOl 
083~ 02/2011) 
XXXXXXXACENC't 0S70D 
NAHE .. )(X)(X)(X~)(,XXXXX 

~AI NU~BER 01""56 

SEX RACE DATE OF BlftTH HGr WGT HAIR EYE LOC 
Ii t~ 01-26-3" 11 116 BL~ MAR U~l~ 

FI~GE~PRWT CL J:8t N'JHSER DPS lIa. PD. 10. pp NO. 
000000000 IIl,DII 0000000 

SOC-SEC NO. HlSC NO TYPE Mlse tJO 01.5 ST SCARS-MARKS-TAT 
st 1\ I\RH bOO"OO-ODOO 

Identifying data display 
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Inquiry via video display terminals is made into the files, 

which contain identifying numbers; personal descriptors, including 

sex, race, and date of birth; and file flags for aliases and for 

past criminal records. The information can be updated either by 

data entries through the video terminals or by card input. 

Two inquiries are possible. One, which brings up ten 

displays of ten names each, provides basic identification informa

tion. such data is retrieved by using a subject's last name. (On 

the basis of the first inquiry, which also produces a display of 

sound-alike names, one or more names may be selected as warranting 

further investigation. 

The other inquiry will produce a display of identifying 

numbers and physical characteristics, which are retrieved using 

the agency identification and the local agency identifier. 

Book-in and Custody: 

The book-in and custody subsystem provides information and 

services relating to the incarceration of pri.soners. The core?uter 
~' ., 

first comes into play when a defendant is brought to the county jail 

and information is entered via video terminal keyboards concerning 

the reason he (or she) has been brought to jail, the timer where 

he was brought from, and in what part of the jail he will be held. 

After the initial steps are completed and the defendant is 

in custody, the computer records all the steps involved in court 
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~'CII IIAMS EliTEREO,PUOPLEY SOUND EX tOOE_DAOLY 
N A 11 f JID BND SEX RACE Doe IuF 1 DUDLEY xxxxxx xxxxx OHOOOO 0621702 H II O~-O6-~7 00-2 DUDLEY XXX XX XXXX OHOOOO 0629153 Ii 1/ 06-16-~7 00-} DUDLEY xxxx xxxxxx anOODO 06283)2 Ii N O\-2J-\9 00-~ DUDLEY xxxxx XXxXXX OHOOOO 0630)43 Ii II 04-23-49 OD-S DUDLEY XXXXX xxxxxx 0570000 063469\ Ii N O~-2J-\9 00-6 DUDLey XXXXX XXXXXX OHOOOO 0630J/? F II 06-09-54 00-I DUDLEY xxxxxx XXXXXX OHODOC 0629)18 Ii N 07-26-32 00-8 QUDlEY XX~x X cr 0) 0S7000~ 0521l/\ F II 12'·20-)) 00-9 DUDLEY XXXX X X 0$100 0630376 F I< 12-20-)$ 00-

Individual's complete record 

800x-11I NO: 0S76~49 RACE: -~ SEX: M OOB: 03-24-50 LAI NO: 0196586 
NAME AT aoo~rN: XXXI\~l(X v~::: xxxxxxxxx xx .... n 11 loll: 2DS CC:), 
IlAME: xxxxxxx xxx XXXXXXXXXX JR NAME TYPE' M OATE' 01-1l-72 ~IN: XX 
II .... !: HAME TYPE: TIME; OHO 
AOO~ESS: XXXX ROCHELLE XXXXXX, TEXAS CELLITANK: 

AR~ESTlNt. AGENCY: TXQHaaaa ARRfSTlNG OfFltE~S' xxxxx ~xxxxx 
ARA AGT PRISONER NO: C00196586 BENCH WARRA~T: OWIN~: 

5SII: DR LIC 110: ~JI,a42 DR lie STArE: TX OR IIC lYPE: 0 
fot: aaaoaaoaa OP5: 0000000 DPO' MISC NO: TYP~' 
Mise NO: TYPE: MISt 110: TYFE: 
DNO: 057(oa1,9 
STRAIGHT OATE OWE our: 
LAYING OUT DATE: 
EARL lEST DATE our: HIN sec OAT,: Goon tIMe; 

AUtHORITY; 
MyS 

I\<!lEASE DArE: TIME: REASON: 
HOW RElEASED: 
DATe: tN. ~ IN(ft.E .cE.Lt..: .................... R.EASQN.: "uTllo~1 TV: 
~!!STRlCUO~~S; 
blLLAOlE AGENCY START END BILLABLE ACT PRIS 10 
I 
1 
3 

Display in response to last-name inquiry at book-in 
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action while he is being held. When the defendant leaves custody, 

information is entered into the file to show his destination and 

other data concerning his release. 

The subsystem is based on four files. The first is a 

hard-copy file containing data legally required to show justifi-

cation for holding the prisoner and references to the location 

of documents that contain the signatures of the arresting and 

receiving officers and the right index fingerprint of the prisoner. 

The three remaining files are maintained online by the 

computer. The fundamental file is organized by book-in number 

(assigned by the computer at the time of book-in). For each 

prisoner in jail during the current month, the file contains 

information including: 

Data legally required to hold and identify 
the prisoner (name, sex, race, date of birth, 
identifying numbers I right .. '..ndex fingerprint 
class) . 

Data required for custodial purposes (location, 
behavioral or health problems, next scheduled 
court appearance). 

Data that, either as a legal requirement or as 
a voluntary service, may be made available to 
other agencies, such as the district attorney's 
office, to assist them in the performance of 
their duties. 

The second file is a cross-reference file similar to that 

described in the section covering criminal identification, and the 

third contains a record of holding tanks and cells, together with 
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I 
I PRISONERS HANDLED FOR 24 HOURS 

ENDING MIDNIGHT JULV 3l, 197)( KENU 
BREAKFAST 

ON IN OUT ON ... 
HANIl THIS TOTAL THIS HANIl ... 

I 
LAST DAY DAY THIS ... 
MIll. IHD. • STATE ... 

WHITE MALE 6 0 6 0 6 ... 
BLACK MALE 0 0 0 0 0 .. 
WHITE FEMALE 2 0 2 0 2 ... 

I 
BLACK FEMALE 0 0 0 0 0 .. 

TOTAL 8 0 8 0 8 ... 
... 

FEDERAL ... DINNER 
WHITE MALE 6 0 6 0 6 ... 
BLACK MALE 0 0 0 0 0 '" 

I 
IiHITE FEMALE 0 0 0 0 0 ... 
BLACK FEMALE 0 0 0 0 0 '" , TOTAL 6 0 6 0 6 ... 

... 
GRAND TOTALS 14 0 1.4 0 14 ... 

• 

I 
..... *~ ................. * ............................................ ** ....................... ** ... ******* 

... 
W/M BIM WfF BIF ... 

... SUPPER 
SOBER-UP 0 0 0 0 * 
MENTAL CASES 0 0 0 0 ... 

I 
READY fOR TDC 1 1 0 0 ... 
SENT THIS MONTH 0 0 0 0 ... 
SENT THIS YEAR 1. 0 0 0 ... 

... 
TOTAL MAN DAYS IN JAIL THIS YEAR 220 ... 
TOTAL PRISONERS AT PEAK TODAY 30 ... 

I 
GRAND TOTAL TO DATE THIS YEAR 250 ... 

MENU TO BE COMPLETED BY CHEF 

I DISTRICT ATTORNEY LIST 06-30-7X 
ALL PRISONERS IN JAIL 

AS OF 06-30-7X 

I 
BOOK HI DATE BNCH ARREST 

NAME NUMBER' IN JAIL I/ARR AGENCY 

xxx xxx XXXXXX XXXXX 51426l 1.2-29-1X 0001.81782 
CHARGE CASE NUMBER HOLD FOR AGENCY 

AAIMF 

I 
DRUGS 
POSSNARC 
POSSNARC 
SELLNARC 
SELUIARC 
SELLNARC 

I 
SELLDRUGS 
TIO 

XXXXXX )()(XXXX XXX 580295 02-21.-1X 000166853 
CHARGE CASE NUM8ER HOLD FOR AGENCY 
TIO 

I XXXXXXX XXX XXXXXXXX XX 576849 01-23-7X 0001.96586 
CHARGE CASE NUMBER HOLD FOR AGENCY 

AAlM;: 
AAIMF 17202294 J 
AA/MF 17201295 J 

I 
AIiOL 
INV/SODOMY 
INV/RAPE 
INV/RAPE 
INV/AA/MF 
INV/RAPE 

I 
INV/SODOMY 
RAPE 
RAPE C1202055 JM 
RAPE 
RAPE C7201.054 JM 
SODOMY C7202878 JM 

I AWOL TXUSA0300 
INV/RAPE Tx0571BOO 
INV/RAPE TX0572000 
!NV/RAPE TX0571500 
RAPE TX0701100 

I 
RAPE TXOPDOOOO 
SOOOM)' TXOb10000 

XXX XXX XXX XXX 571940 12-08-7X 00004·1212 
CHARGE CASE NUMBER HOLD fOR AGENCY 

TID C7110126 LN 

I CRJ-H-8-07 PAGE 2 
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the names of prisoners being held in them. Inquiry capability 

into the latter file provides a quick search to assist in deter

mining the best available locations for new prisoners. 

Information available through the system is updated .and 

retrieved via video and hard-copy terminals in the book-in office, 

identification office, bond desk, radio room, sheriff's office, 

each criminal district court, district court offlce, and bond 

forfeiture office. 

Bonds and Bondsmen: 

The bonds and bondsmen subsystem deals with appearance, 

appeal, and writ bonds and their effect on each bondsman's 

eligibility to issue future bonds. To this end, each bond is 

filed in a distinct area of the cases-in-progress file, while a 

separate file of bondsmen is also maintained. 

Appearance bonds guarantee a person's presence for a 

court procedure, appeal bonds enable a person to remain out of 

jail while a case is being appealed, and a writ bond (such as 

habeas corpus) guarantees that a person will be at a certain place 

at a certain time. 

The main function of the subsystem is to keep a record 

of the amount of bond for each individual and a total of all bonds 

put up by individual bondsmen. If the sheriff, for example, 

wants to know how much a particular bondsman has written, he can 
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I 
I to. UAl"I.E: M1C. FUNI)lNG COKPA~'( 

BONOSHA~ 995 XXXX xXX ACTlVE INSURAtiGE 
ADDRess 123~ HAil' sTREET GREENVILLE TeXAS 15~01 

I 
xxXXX XXX X 15,000.00 = CUItR£NT AUTHOklZEO AHO!JN1' 
XxXXX XXX1. 'is,Qtlo.GO :;: TOtA,.. CAS'"' OM DEPOSIT 
~OE. AND DOH 100, 000.00 ~ TOTAL AFFIOAVli AMOUNT 

3,000.00 I WRIT 
.00 I APPEARANCE 
.00 I APPEAL 

'/000.00 I CURRENT IN FORCt: 

I 
.GO AU .00 f b UNS.TISF!EO 

1,000.00 I NIS! .GO I G ABSTRACTED 
.00 I 0 Exec ISSUED 

.00 I 0 SCIRE FACIAS ISS .00 I. 0 eXEC ~ 6 

.GO I G SCtRE FACiAS SE~V .00 I 0 PAto 

.00 I 0 FINAL JUDGeMeNT .00 I Q BOR GfI;ANTEO 

.GG I 0 30 .. 0AY PERIOD .00 I 0 BOR DfNI EO· 

I 
.00 0 AF .00 I a 80R HNT 
.GO / G KNT f tN.\L ... ItJOCHln .GO / Q SOR APPEAL 
.GO I G APPEAlS F rtML .IUD .GO I a 60R FIN JUD 

I 
Bondsman eligibility listing 

I 
I search the computer files to determine if the bondsman has gone 

I 
over the limit of the total amount he is eligible to write. 

The subsystem also follows through on the many adminis-

I trative steps involved in cases of bond forfeiture, and the 

sheriff can determine, via a video terminal, how many bonds a 

I particular defendant has forfeited, thus determining whether or 

I 
not a cosigner should be obtained. 

As all bond records are filed with case records, cross 

I references are provided. Data on bonds is also provided in various 

printed reports. 

I To update bond records, appropriate postings to the bonds-

I 
man files are made to show the dollar amounts of bonds attributed 

to each bondsman. Also maintained is a record of "pseudo-bondsmen" 

I showing persons putting up bond who are not regular bondsmen. 

Information in the files is instantly available at any 

I time of the day, any day of the week, through inquiry via a 

video terminal in the bond section of the sheriff's office. 

I 
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Criminal Cases in Progres~: 

The Judicial Information System provides the district I 
criminal courts, the district attorney I and district court clerks 

with a number of services based on past histories of cases filed I 
within the district courts and events scheduled for the future. I 
Case-related data is entered and maintained online, and such data 

I 
I 

CRIMINAL JIJSlICE REPORT-APPELLATE 

=l CRIMINAL DISTRICT COURT 3 

DATE 7 MAY,197X xxxxx XXxxx xx xxxxxxxxxx 

CASE NO. NAME CHARGE VERDICT APPEAL S/F COURT APPELLANT DEFENDANT DISTRICT STATES 
YEARS MON DAYS DATE APPROVAL ATTNY BRIEF ATTt.Y BRIEF 

C670 /,B92 XXxXXX xxxxxxx XXX ROBBERY 45 04/03/6X UH XXXXXXX XX x XXXXXXXX 

I 
I 

C6803179 xxxxxxx XXXXXX XXX XXX RAPE 40 01/3117X YES XXXXXX XXX xxxxxxx AMENDED 
C6901616 xxxxxxx XXXXXXX XXX X AS/RAPE 75 05/12I7X YES XXXX x Foe/l,/,X xxxxxxx 1'09/14I1X 
(6903763 XXXXXX xxxx xXX STAT/RAPE 10 05/0417x DH XXXXXX XXX xxxxxx 
C6906650 xxxx XXXX ROB 200 0212417X YES XXXXXX XXX XXXXXUX 
Cb906770 xxx x XXXX R08 <)9 02l2"I1X DH xxx xxx xXX Xl\XX~XXX 

I 
ggg~m xxxxx xxxxx xxxxxxxx ROBBERY \I 15 0312217X YES xxxxxxxx X 

xxxxxx XXXXX xxx xxx ROBBERY 15 01/2817X yes xxxxxxxx x xxxxxxxx 
C1001>931> XXXXX xxxxxxx xxx xxx MUR f LIfE 04/0117X YES 11/21/1X XXX XXX XXX fll/21/1X XXXXXXXX FOlllU1X AUSHN 
C7006671 XXXXXXXX xxxxxxx xxxxx ROBBilRY 20 06/1017X YES 01/27/7X xxxxxxx XX F03/15/7X XXXXXXXX F04/1117x 4 EXT DEF B 

l 
C.7,)09236 XXXXXX XXXXXXX XXXXX ROB FA 35 06/1017X YES 1Z122/7X XXXXXXXX X F03/20/7X XXXXXXXX D04f19/7X 1 EXT ST '!!L-J 
C1009180 XXxxx XXxxxx XXXX ROB wFA 20 1112917X YES XXXXXX XXX XXXXX'XX 
C7101168 xxxxxxx xxxxxx xxx xxx PANDEK ING 5 11/1017X YES XXX XXX xxx 

---------C7102120 XXXXXX XXXXXXXX xxXXX RAPE ~--~~~I"?" 
C1l043BA V'i'iYr.:L YV'IY --

I 
I 

APPEAL STATISTICS DISTRICT COURTS 05/2217x I 
FILING COURT APPROVAL DEFS BRIEF STATES BRIEF 

TO TO TO TI LL 
COURT APPROVAL DEFS BRIEF STATES BRIEF SENT TO AUSTIN 

TOTAL 
ON AVE AVE AVE AVE I 

APPEAL CASES DAYS CASES DAYS CASES DAYS CASES DAYS 

TOTAL 341 183 551 131 186 103 833 0 0 

CDC 104 52 585 38 2,138 35 2,18, 0 a I 
coe2 2 2 1,835 1 46 1 41 0 0 

C03 55 23 601 17 336 16 150 0 a 

J COC4 0 0 0 0 0 0 0 0 0 

COCS 3 2 389 2 13 1 0 0 0 L __ ~_~'TH <12 59 4"0 __ ~ 27 
,.,...-

-----....----'""------

I 
I 
I 
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is accessible via online terminals from the time of entry until 

one month after conclusion of the court term during which 

disposition of the case occurred. 

When a person is indicted, he is issued a criminal case 

number, which is entered into the computer file. This represents 

the beginning of the computer's role in this subsystem. 

After indictment, a master record showing name, book-in 

number, birth date, race, sex, and a sheriff's identification 

number is placed on file. A charge record is also entered. When 

a trial date is set, that information is entered, and after trial, 

disposition of the case, including sentence, time, and sentencing 

judge, are recorded. (If the person involved is placed on proba

tion, data concerning that step, including charges, fine, and 

court costs, is entered). 

When a case is appealed, the dates of appeal and the dates 

on which briefs were filed are entered into the computer files 

via the terminal keyboard. A disposition code is entered to 

indicate the outcome of the appeal--confirmation, reversal, dis

missal, or a change of judgment. 

If an appeal is granted, a motion may be made for a new 

trial, and the information, including the reason for doing so, 

is placed in the file. The process is repeated when a new trial 

is granted. 
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Daily and weekly summary reports are prepared for each 

court showing counts of cases, motions, writs, monies, etc. 

Status records entered into the computer file are also available 

r::y means of online inquiry through the terminals. 
~ 

The case history file is fully cross-indexed by defendant 

name, location, descriptors, prosecutors and defense attorneys, 

bail bondsmen, status, and related cases. Index files are 

updated daily. 

Because of the amount and complexity of data on file, 

several methods of inquiry have been provided so that court clerks, 

judges, and prosecutors may retrieve information in the manner 

most useful to them. 

Monthly, term, and annual clerical reports are prepared for 

the courts, the district attorney, and the district clerks. Other 

reports include statistical analyses by type of offense and analyses 

of prosecutor performance for use by the district attorney, and 

court assignment and disposition lists for the district and county 

clerk. 

A typical report, one of great value to a district judge 

using the system, shows all cases within his jurisdiction which 

are being appealed. The report provides the judge with a complet.e 

picture of each case, including date of appeal and related informa-

tion. 
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DALLAS COUNTY CRIMINAL JUSTICE INFORMATION SYSTEM 

WEEKLY SUMMARY-WEEK ENDING-05/20/1X 

CRIMINAL OISTRlCT COURT NO J 

100 ACTIVE CASES (BOND & JAIL) 

JUDGE XXXX X XXXXXXXXX 

$XJlSlt,xxx DEf'ENO.ANT 
01. ""C'(SO/'( xx-xxx)/. 
02 JACKSON XXxxx;C 
DJ JACr;SOH xxxxxX 
ott ,JACK SOH .xxxxxX x 
os JACKSON XX,1CXX,I( X.t;XXX 
06 oJACKSON xxxxx,l( 
01 JAC(SON XXXXX)CxX 
O' J"Ct:SOH xxxxxjCXX 
09 J-'(.cSO'" x)tXXX}tX 

101 
102 -
103 -
104 J 

105 -

SET TRIAL 30 DAYS OR LESS OLO------------------------
SET TRIAL 31 DAYS OR 60 DAYS OLD------------~--------
SET TRIAL 61 DAYS TO 90 DAYS OLD---------------------
SET TRIAL 91 DAYS TO 120 DAYS OLD--------------------
SET T~IAL MORE THAN 120 DAYS OLD----------------------

106 - TOTAL SET FOR TRIAL-----------------------------------

107 - SET PLEA 30 DAYS OR LESS OLD-------------------------
loa - SET PLEA 31 DAYS TO 60 DAYS OLD-----------------------
109 - SET PLEA 61 DAYS TO 90 DAYS OLD-----------------------
110 - SET PLEA 91 DAYS TO 120 DAYS OLD----------------------· 
111 - SET PLEA HORE THAN 120 DAYS OLD-----------------------

112 - TOTAL SET FOR PLEA------------------------------------

113 - SET IN" 30 DAYS OR LESS DLD---.------------------------
114 - SET INV 31 DAYS OR 60 DAYS OLD------------------------
115 - SET INV 61 DAYS TO 90 DAYS OLD------------------------
1.16 - SET IN" 91 bAYS TO 120 DAYS OLD---··-------------------
111 - seT INV HORE THAN 120 DAYS OLD------------------------

jiS),df ,e,l.jaekson 

RACE SEX 
U 
U 

u 
u 
u 

COURT 

10 JACIC;SOH :xxxxx xxx u 

CASE NO 
t1G.It~, 
C710766'+ 
Z7201ftH 
C7001141 
C7002089 
C6904216 
t72oSllf4 
C700801.15 
C) 209188 
t7'n02%1I 

~ 
~ 
L 
L 
L 
L 
L 
L 
L 
L 
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07 
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14 

CASE NUH8ER •••••••••• H .C7.21f41t4~ CASE DISPOSED (OUItT l. 

VI-15 

MAo'''II! .•••••••• t •••• " ....... • J"'CK~ON X}(XX X 
CHARtE ............ " ......... rIo 
AGE ••• 0'." _, ............ .. 

LOCA110N - •••••••••••••• ~ e 
QtSTRtCT Afff •••• ~ ~., •••• 
D(SPOSJTJON ......... ~ ..... PGBC TH~I; 0000 00 01 JOO.oo fiNE' 
VOL AND PAC;E"~ .... ........... 012.0145 
050 NUMBER ..... 0 ........... 009675 

Response to case-number inauirv 



A statistical report is also illustrated. It shows appeal informa

tion relating to cases within district court jurisdiction, and 

it is used by the district attorney's office to determine average 

times involved to see cases through the various stages of appeal. 

Adult Probation: 

The adult probation subsystem performs two main functions: 

to provide information of use to the probation officer and the 

court and to provide accounting information regarding probation 

fees and restitution accounts. 

Files used in this subsystem include personal information, 

the offense, the time when probation starts and ends, employment 

data (including salary, employer, and employment address) I and 

the probation charge (usually $10 a month, but a 'judge may establish 

another amount) . 

Eleven te~minals located in district court offices, in 

the probation office, and at cashier stations provide online infor

mation in several formats. 

Three of the available video displays, achieved by entering 

the probation number as an inquiry on the terminal, are illustrated 

here. 

The,first shows a profile of the probationer, the second 

shows his payments and charges (delinquency will be indicated in 

such a display), and the third provides his account balance. 
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Probationer payments and charges 
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NAME XXXX, xxxxx x"xX 
EP;ROR IN ItIQUIRY - ... -

----- .... - ........ MONTHLY ----.. - .. ~ ...... -
FeE RES T I rUT I ON OTHER 
10.00 .00 .00 

AGI::rlCY 057 COURT 0] CASE NO 11000$03 

- ....... PAW lHJS HO"'lTH ..... -.. - ....... -- FEE _____ _ 
FEE ~ESTITUrrON OTHE~ PI)-lO·DATE ttAlA~Cf 
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.00 .00 .00 

Probationer account balance 
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DALLAS COUNTY ADULT PROBATION DEPARTMENT 

HONTHL'!' REPORT 
AS OF 02-26-7X 

CRIHINAL COURT NUMBER CRIMINAL COURT NUMBEROl 

OFFENSE BY AbE 16 17 16 19 20 21 22 23 24 25-30 31-40 41/0 

eURGLARY &. ATT. BURG. l 1 24 23 19 16 14 

SEX &. MORALS 0 0 1 3 0 0 3 

THEFT OVER SSO - AUTO 0 2 4 9 9 B 11 

THEFT OVER $50 - OTHER (} 0 1 4 4 5 4 

ROBBERY &. ATT. ROBBERY a 0 " 2 3 2 3 

FORGERY a 1 1. 0 4 5 3 

PASSING WORTHLESS CHECKS 0 (\ 

DALLAS COUNTY APULT PROBATION DEPARTMENT 

MONTHLY REPORT 
AS OF 02-26-7X 

CR1MINAl COURT NUMBER CRIMINAL COURT NUMBER01 

OFFENSES 

BURGLARY &. ATT. BURG. 

SEX HORALS 

THEFT OVER $50 - AUTO 

THEFT OVER $50 - OTHER 

CASES 
RECEIVED 

12 

7 

6 

0 

TOTAL 

162 

44 

6l. 

5~ 

COMPLETED 
PROBATION REVOKED 

1 l. 

0 0 

1 2 

l. 0 

DALLAS COUNTY ADULT PROBATION DEPARTHENT 

CRIMINAL COURT NUMBeR 

HONTHLY REPORT 
AS OF OZ-28-1X 

CRIMINAL COURT NUHBEROl. 

CASES ACTIVE LAST PERIOD 93~ 
CA~eS PRODATED 126 
TRANSFERS ACCEPTED FOR SUPV. 0 
CASES CLOSED 11 * TOTAL CASES UNDER CARE AS OF 

02-26-7X 1050 

13 9 

3 3 

2 5 

5 3 

1 1 

2 4· 

CLOSED TO 
OTIiER 

SUPERVISION 

0 

0 

0 

O. 

COMPLETED 
RACES OF ALL CASES UNDER CARE 02-28-/X TOTAL PROBATION 

CLOSED TO 
OTHER 

REVOKED SUPERVISION 

WHITE HALE 500 2 

29 l1 

17 10 

3 4 

15 10 

5 ;; 

6 

PROBATION 
EXPIRED 

IIARRANT ISO 

0 

0 

0 

PROBATION 
EXPIRED 

IIARRANT IS P 

FEMALE ___ --------------------------------------------.--------~ l _______ ~----------------
1 o 
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An Example of Information Processing, Storage, and Dissemination 

The National Criminal Justice Reference Service, offers a 

wide range of information services to the nation's law enforcement 

and criminal justice community. This service provides information 

on research literature significant to criminal justice, distributes 

publications, answers inquiries, makes referrals, sends out list

ings of documents and announcements, and has established a clearing 

house for information on the energy crisis as it affects the 

criminal justice system. 

The basic information source is a computerized data base 

of almost 10,000 documents. Material in the data base includes 

bibliographic information, descriptive abstracts, and is indexed 

according to established criminal justice terminology. Hard copies 

of all items in the data base are maintained for reference purposes, 

and many are available for distribution. 

Having begun operations in 1972, nearly 19,000 registered 

users now avail themselves of this service. Any individual or 

agency involved, or interested in law enforcement may become a regis

tered user by filling out an interest profile. A comprehensive list 

on over seventy-five subjects, ranging from alcoholism to rehabi

litation is available for determining an interest profile. 

This system began international operations in 1973. As 

the first such Federal system in the field, the National Criminal 
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Justice Reference Service ~tands as an example for topic informa-

tion storage, Without this system large amounts of data would , 

exist in numerous locations, and be obscure to the most diligent 

researcher. 

Existing Systems and Their Operations 

A) Huntington Beach, California's "Command and Control" 

system, developed by Motorola, was the first computer-aided system 

in the nation. The nerve center of the system is the computer and 

CRT Video Displ.:.y Terminals. The individual officers in the field 

are equipped wit. the Motorola MODAT mobile digital communieations 

system, linked to nis Motorola MICOR mobile two-way radio or the 

HT-220 HANDlE-TALKIE two-way portable radio. The Motorola tele-

printer furnishes the patrol units with a permanent and instant 

hard copy of all communications. The Motorola Insta-Call communica-

tions recorder provid~s for immediate rechecking of any complainant's 

call if there is any doubt as to its content. Located in the police 

department's communication center is a Microfiche display screen 

which is capable of calling up more than 75,000 different map 

negatives. The total system is geared to city-wide usage through 

Digital 11/15 computers, and master reports are furnished through 

a Burroughs' computer. 
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When a complaint is called in, the computerized Command 

and Control System allows 'the complaint officer to receive the 

call, which is simultaneously registered on his and the dispatcher's 

CRT Video Display Terminals. The display itself includes the time 

and date (registered automatically), and the complaint officer adds 

the complainant's name, address of the incident, and nature of 

the incident. The dispatcher is also equipped with another CRT 

unit which presents him with the status of every police officer in 

the field. This status information includes - available, en 

route, at the scene, on investigation, or at station, and is 

controlled by the mobile units. 

When the dispatcher makes his determination on assignment, 

he activates the system both verbally and electronically. As he 

is telling the field officer of the assignment, he activates the 

mobile teleprinter, which provides a foolproof backup. This hard 

copy of all communications both reduces time in copying assignments 

and errors or repeat ng of messages. 

Silent burglar alarms are directly connected to the 

syst;.em. In the event that one is triggered, the comput.er automati

cally selects and notifies the patrol unit in that particular 

location that can respond the fastest. This feature eliminates the 

time that would be required by the complaint officer and dispatcher, 

allowing for faster response time in emergency situations. 
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" 
The Huntington Beach system can also access the California 

Law Enforcement Teletyp~ Service, and is utilized by both the 

Fire Department and Harbor Patrol. All agencies agree that the 

system is providing faster response time in emergency situations, 

greater accuracy of communication, superior utilization of manpower, 

and a much Iilore' efficient return on the investment in tax dollars. 

The time element has been greatly reduced through computer 

usage, but another feature is the compilation of data, providing 

management with information for planning and better decision 

making. The data management system is a facet which is saving 

many man hours in the compilation of reports such as those which 

the department sends to the FBI and Uniform Crime Reports. A 

special 80 character line, programmed for input at the CRT's and 

accompanying every complaint entry, provides for coded information 

concerning the disposition of every case. This information is 

used, along with the original entries, to provide the department 

with operational management and modus operandi systems. Among 

the data which is compiled daily within the system for future evalua-

tion and use are original data elements such as daily case numbers, 

date and time of entries, time of dispatch, time of officer 

reponse, arrival and clearance, time of disposition, list of 
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officers assigned, address of incident, response district, area 

or police beat number, responding agency, initial classification, 

and priority and file retention identification. 

B) The pew York City Police Department's Communications 

Division's SPRINT, Special Police Radio Inquiry Network, is a 

computer assisted dispatch system geared to fast and efficient 

processing of public complaints. Around the clock, every day 

of the year, it's 62 emergency operators - including four Spanish

speaking - receive more than 19,000 requests for assistance and 

inquiries from the public. Part of its critical responsibility is 

the job of relaying an average of 1,100 reports of fire to the 

Fire Department, and hundreds of calls for ambulances. In 1973, 

Communications Division's police radio dispatchers transmitted 

two-and-one-half million radio runs to police officers on patrol. 

Transmitting via UHF and VHF radio frequencies, Communications 

Division (CD) messages link radio motor patrol units, detective 

cruisers, Emergency Service rescue squads, and aviation units. 

The present number of broadcasts is a reduction of 15% from 

pre-SPRINT days. This has been accomplished through screening, 

i.e. referring non-emergency calls to local precincts and non-police 

matters to other appropriate city, state, and federal agencies. 

The system utilizes two IBM 360 computers and telecommunica

tions hardware to keep the entire system from bogging down under 

the massive volume of calls for police assistance. CD is arranged 
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into five area radio rooms corresponding to the city's boroughs. 

Each area has its own battery of dispatchers and emergency 

operators, called turret operators. Incoming calls are inter

cepted by an automatic call distributor (ACD). This device 

identifies the borough the caller is dialing from and automatically 

channels the call to the appropriate turret operator servicing 

that area. The ACD polls each operator's position until it locates 

one which isn't already servicing a call. During peak periods, 

overflow is directed to additional turret operators or to those 

concerned with other boroughs that are idle. Each turret operator 

and dispatcher has the capability of accessing adjoining zones, 

thereby allowing for a coordinated effort between many zones 

directed by a single dispatcher. 

After receiving a call, the turret operator, by using a 

combination of coded messages and regularly spelled out words, 

feeds the caller's name, nature of the complaint, address and 

incidental details into the computer through his CRT Video Display 

Terminal. The total incident display presents the turret operator 

with all the relative information, including the turret operator's 

identification number, date and time the message was received, and 

its numerical order among all the calls received during the 24 hour 

period. After recording all the information the turret operator 

keys the SPRINT system and the computer analyzes the information, 

searching for errors. A report bearing a nonexistent address for 

example will be rejected due to the pre-progran@ing of all valid 
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addresses within the city. 

Several means are available to the turret operator 

to overcome filing misinformation into the computer. First, all 

messages received are recorded twice. Five master tapes, 40 

recording tracks on each, constantly revolve in a secured tape 

room within the center, auditing every conversation. A second 

recording device, called a message repeater, is affixed to the 

turret operator I·S desk and wired di.rectly into his CRT. This 

repeater can record a full three hours of conversations, between 

complainants, radio dispatchers, and patrol units. This feature 

allows for playback of a complaint in the event that a caller floods 

the operator with hasty information and hangs up. This repeater 

obviates the need to disturb the master tape; no interruptions 

occur and no cumberson cross-filing system is necessary. 

The SPRINT computer is also programmed to preclude human 

error. Built into,the system are special alias, place name, and 

misspelling files. The former category consists of an extensive 

cross-reference of streets, major traffic arteries, and intersections 

which have more than one name or designation, or were once known 

by another name. The place name file lists 13 categories of places 

such as schools, hospitals, hotels, theaters, and parks. The mis

spelling file contains thousands of commonly misspelled names of 

streets, which means that the computer will scan this file before 

rejecting a location as being nonexistent. 

When the computer accepts the total display information, 

it determines the precinct of occurrence, the appropriate patrol car 
VI-25 
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to service the call, and alternate units available for response. 

A summary, one-line coded message is then presented on the dispatcher's 

display screen. Up to ten individual incidents can be viewed at 

one time, and during peak periods the terminal can be keyed to allow 

a dispatcher to view up to 99 incidents. The dispatcher assigns 

priorities according to the nature of the incidents, and then 

broadcasts them to the computer selected patrol unit. Once assigned, 

he keys his monitor, which brings up the more in-depth Total 

Incident Display. From it he can relate to the investigating officers 

all the details of the complaint as reported, and any additional 

information the computer was able to analyze pertinent to the 

original information. Precinct sector maps displayed on a lighted 

viewing screen permit dispatchers to assist field units in the 

investigation of complaints. Detailed on them are addresses within 

each precinct sector, diagrams of buildings' lines, and the location 

of alleyways and yards not visible to the investigating officer from 

the street. Once an assignmen·t is given to a patrol unit, the computer 

sets a prescribed amount of time for its completion. If a dis

position is not returned within the allotted time, the computer 

automatically generated an overdue signal, upon which the dispatcher 

can act. 

The Central Complaint Desk Unit continually receives 

computer printout sheets listing, by precinct, all reported crimes 

transmitted by radio dispatchers. Throughout the day, each station 

house is required to supply the complaint desk with the precinct 
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complaint number identifying the investigating officer's reports. 

That information is recorded and filed for reference. Statistical 

reports are generated from the various information entered into the 

data base, compiled on a daily basis. Some examples of 

reports are: Hourly job distribution Ii st - weekly report indicating 

the work load performed by each precinct unit, and the average time 

each unit requires to service a calli Workload summary - weekly 

report by day and tour, listing total number of jobs occurring 

within a sector, the number of jobs each patrol unit processed 

inside/outside its sector, and also makes a comparison with the 

previous week's statistics; Monthly Personnel Evaluation Report -

measures performance of CD workers, number of hours worked, whether 

as turret operator or dispatcher, their error percentage, and this 

report is used for training purposes. 

The SPRINT system is connected to a teletype network 

that can access the Mayor's office, JFK and La Guardia airports, the 

police commissioner's office, and the Transit police. Programmed 

into the computer are listings of stolen vehicles, impounded vehicles, 

stolen merchandise, and warrants for wanted individuals. Future 

plans include accessing the National Crime lnformation Center at 

FBI headquarters. The second IBM 360 computer, the capacity of 

which is being studied and evaluated, is expected to augment SPRINT 

with terminals insta.lled in each precinct station. As the system 

stands, it is increasing the efficiency of processing emergency 

calls, while decreasing police response time. It is also providing 
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management and field personnel with invaluable information, from 

which more efficient allocation of police resources can be 

realized. 

C) At the district level! Queens County, one of the five 

boroughs comprising New York City, is equipped with a Miraquic 

identification and coding system. This system was designed to 

decentralize certain criminal records. Based on the discovery that 

most criminals are recidivists, and tend to restrict their activities 

to a limited geographic area, this system was inaugurated in March 

of 1973. 

Miraquic (Kodak Miracode II Queens Identification and 

Coding) utilizes microfilm equipment to record mug shots and arrest 

information, and a viewing screen system which can access the 

microfilm files according to a coding system. Two separate banks 

of records are maintained; and record being the related information 

concerning a criminal. One file bank contains fingerprints, the 

other contains photos and arrest records. The information is record

ed directly on microfilm, and stored in l6mm cassettes, each of 

which contain 600 records. Dividing the system into two files 

reduces search time. 

The photo area arrest record file consists of a laminated 

card, one side contains the prisoner's mug shot - side and front 

view, while the other side contains the previous arrest information 

reduced in size. By coding in information the bank can be searched 

electronically very rapidly for specific descriptions. Twenty-five 

different categories are used for coding, including precinct of 
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arrest, sex, race, vehicle, organized crime, alias, M.O., build, 

scars, tattoos, etc. By noting one or more descriptors, a victim 

can be presented on the viewing screen with all known offenders 

possessing that or those characteristics. Before this systems 

inauguration, a victim would have to go to the main headquarters 

in Manhattan and look through volumns of mug shots, many of-which 

were not even close to the description of the offender. 

The fingerprint file contains sets of fingerprints. Each 

single fingerprint is assigned a three digit number based on the 

pattern, the count or tracing and the core. with this coding system 

it is possible to search the files with only one or partial print; 

a feature not present in previous methods. 

The Miraquic system, although it does allow for random 

search of the respective files, is not computer controlled. Systems 

that utilize a computer are much more expensive, which is a problem 

when considering the large number of units that would be required 

at district levels. This system is also much more reliable, not 

requiring the maintenance or subject to memory loss in the event 

of failure. 

D) The police in Oakland, California use a high-speed 

digitalized computer system that borrows heavily from data handling 

technology developed in recent years for the u.s. armed forces. Key 

parts of the squad cars' systems are a terminal, a keyboard the size 

of a portable typewriter, a radio transmitter, and an electronic 

city map. At police headquarters, they have a small-computer, another 

keyboard, terminal, and a large screen map. To run a check on a 
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license platel a policeman needs only to key in the letters and 

numbers of the license plate into the keyboard which is mounted 

on the transmission hump before the cruiser's front seat. Each 

letter and numeral is converted to binary code and radioed back 

to headquarters. The computer passes the request to PIN 1 the 

Police Information Network r which is a computer facility serving 

nine counties in the San Francisco area. In from 6-60 seconds, 

the information is transmitted back to the video-screen in the 

patrolman's terminal. Information provided includes the 1974 tag 

number; the year, make and model of the car registered for that 

tag; the registered owner's name and addressi any warrants out

standing against the owneri and the fact of the car's theft if it 

was reported stolen. If the car is from some other part of Calif

ornia or out-of-state, the patrolman can check the license with 

the FBI's NCIC by punching in other buttons on the keyboard. 

E) Glendale, California has also developed a computer 

based management information system for its police. Its computer 

operates with real-time data by receiving and storing data concern

ing requests for assistance as an accident occurs. Its system 

provides route dispatching of cars through the computer. When a 

citizen calls for assistance, the computer gets the telephone 

message that is typed in by the officer taking the call, selects 

the car most appropriate, and transmits the dispatch message on a 

mobile output device. 

Some police cars are equipped with an electronic map fixed 

to the dashboard. The patrolman simply inserts into the frame the 

VI-3~ 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

street map of the area he is working and touches his finger to the 

nearest intersection. The pressure-sensitive back of the map 

holder determines the coordinates of the position, converts it to 

binary, and transmits this information back to headquarters. With 

this device, dispatchers can tell at a glance where the cars are, 

determine when a car is inappropriately out of service, and also 

permit tactical maneuvers with a number of cars, such as blocking of 

escape routes. 

F) Tampa, Florida police use computer prepared exception 

reports to curb crime by selectively deploring its force to city 

areas where the incidence of crime deviates from the norm. The 

system works by dividing the city into a network of 200 grids. The 

size and shape of a grid is determined by natural boundaries, crime 

frequency, and population density. After analyzing various statisti

cal inputs for robbery, burglary, and other crimes, their computer 

prints out a map of the city, showing the sections of the city 

where crime is on the rise. Monthly reports are now printed out, 

but weekly and daily reports are also available. These same techni

ques are applied to traffic safety. As a result, the city showed a 

6.9% decrease in crime after using exception reports for a year, which 

is more than any other city its size in the nation. 

G) Police in Illinois use microfilming procedures to 

publish its Itwheel booklt. The wheel book consists of over five 

million vehicle registrations and is used for registration checks, 

tracing delinquent parking ticket violations,and in the driver's 
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license administration. Before microfilming, it included 147 

books and now it is a 48 ounce packet of 4 x 6 cards known as 

microfiche. A card is put into a TV-like viewer which is supplied 

by the state to 800 law enforcement agencies. Then the Computer 

Output Microfilming, or COM, converts the data into a readable form 

on microfilm. It can be connected directly to the computer for on

line operations or the magnetic tape units for later use. Paper 

facsimiles of any document can also be supplied in seconds. It takes 

less than ten seconds to search the book and new material can be 

added on at any time. Random searches can also be made when only 

the date or time of day is known relating to a particular request. 

H) A police computer in Indianapolis, Indiana retrieves 

names from its files on a sound-alike basis when correct spellings 

are not known or when sp.elling errors are made· 

Traffic Control 

Most American cities will sooner or later computerize the 

control of street lights. When traffic control was computerized in 

New York in 1969, the rush hour accident rate was halved, there was 

a 70% reduction in the number of stops, and there was a 35% reduction 

in driving time. New York's Traffic Commissioner, Theodore 

Karagheuzoff, says "Making more traffic move faster is not the 

principle object of this system. This purpose is to enable traffic 

to move more efficiently so that our streets can make their maximum 

contribution to the transportation of people and goods." 
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other benefits seen from computerized traffic control 

include: a less expensive alternative to street widening, reduced 

air pollution because of more efficient operations, and a reduced 

accident rate because of fewer stops and less driver irritation, and a 

historical data base for analysis of future transportation needs, 

reduced operating costs for motorists, and reduced street maintenance. 

In the most sophisticated systems, cars are detected either 

by overhead ultrasonic devices or inductive loops buried in the 

pavement. Ultrasonic sensors are often chosen over those buried in 

the streets because the streets are torn up so often. The transducer 

portion of the sensor beams an ultrasonic wave at the highway. The 

solid-state receiver, mounted in a weatherproof cabinet on a pole, 

develops an output signal only when the reflective time is altered 

by a passing car. The sensors are checked about 60 times per second. 

Magnetic loops are also used for the detection of traffic. Frequency 

shift keyed-tone terminals feed the data from the loop detectors and 

controllers to the computer. The data received is transmitted to 

a central control office over telephone lines. Pulses sent by wires 

to the control center are translated into traffic density, volume, 

and speed data. Most systems use software packages and rely on 

historical analysis of traffic. The computer compares the traffic 

pattern to a pre-stored pattern in memory to see which one it most 

resembles, and then selects and operates a corresponding control 

pattern. It overrides the last program sent by the computer. The 

computer provides all the system logic and timing required. 
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Los Angeles has a system that figures out new signal 

patterns as it controls traffic. While one part runs the current 

pattern, another part uses new data to run series of simulations 

until it finds a pattern that cuts the predicted "delay time" to 

a minimum. A signal pattern is based on three variables: "cycle 

time," or the interval from one green light to tlre next; "split," 

which is the ratio of green to red time; and "off-set,1I the interval 

between a green light at one intersection and a green light at the 

next. 

Some studies suggest there are really only about twenty 

really different weekday traffic patterns, although IBM offers a 

package of 500 signal patterns. One doesn't ~ant to work with too 

many patterns because a change takes from 8-15 minutes for the period 

of transition. New York doesn't make a change more than once an 

hour. 

A keyboard input/output console allows the traffic engineer 

to take control of an individual intersection and make timing 

adjustments for unforeseen circumstances such as an accident, weather, 

or holidays. There is also a fire pre-empt button to give ·the right

of-way to emergency vehicles and also a remote police panel that 

allows the police to adjust the machine status during nonworking 

hours. 

The system also included a secondary or fall-back operation 

where it reverts to local equipment in case of failure. Otherwise 

the sys·l:.em operates 24 hours a day, 7 days a week, and 75% of the 

time without an operator. 
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An electronically controlled display map provides real 

time data as to the state of each signal and indicates the presence 

or absence of traffic in various areas. There is also automatic 

reporting systems available that print hard copy reports indicating 

the status of equipment, and also includes timing, volume, and 

,speed data. 

Traffic control systems are costly. In New York, it costs 

about $2000 per intersection. A federal program called TOPICS, or 

Traffic Operations to Increase Capacity and Safety, is supported by 

the Highway Trust Fund. The federal government usually pays 50% for 

a state-approved TOPICS program. SIGOP stands for Signal Optimization 

Program and is a cooperative project between the Federal Highway 

Administration and six selected cities--Kansas City, Cincinnati, 

Indianapolis, Seattle, Miami, and San Antonio. The cities pick the 

streets to be computerized and collect data on the traffic. FHA 

then furnished the SIGOP tape. No funds are provided, but the only 

cost is staff time because no new equipment is needed. 

Los Angeles also developed a computer system with sensors 

buried in the highways to cover 42 freeway miles. In addition to 

traffic guidance, it also controls on and off ramp traffic with 

lights, lights up electronic signs along the freeway to inform 

motorists of traffic problems ahead, and lights up signs telling 

motorists to tune in to local radio statio~s. 
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Conclusion 

Compllters have shown to be an effective tool in the 

preparation and. deliverance of meaningful management data for the 

leadership of law enforcement agencies at all levels. The data 

management systems alone may prove to be the most important break

through. This facet alone accounts for saving years of man hours in 

the preparation of reports. Statistics, that before were either non

existent or late in compilation, are providing leaders with daily 

information upon which they may base their decisions. 

The systems now in operation are freeing more police 

officers for field duty, at a more" efficient level of performance. 

Through the computers' multiprogramming capability, more calls are 

being handled faster and with greater accuracy, saving valuable 

time. This feature places police officers at the scene of an 

emergency situation faster than ever before, and provides him with 

assistanc~ in efficiently and effectively handling these situations. 

The taping capability of computerized systems allows dis

patchers to recheck information, and these tapes also are proving 

invaluable in the courtroom. The district attorney is able to de

scribe events in detailed chronological order, giving precise times 

and locations, thanks to the programming of these computer systems. 

The telecommunications capability, and real time operating 

of these computerized systems is another invaluable aspect. Other 

departments, such as fire departments, and teletype services, may be 

linked to the systems, allowing for superior efficiency in the 
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- --- ------------------------------------------------~-- --- -

handling of emergency situations. Coordinated efforts may be 

carried out easily and smoothly, thanks to dispatchers possessing 

terminals that allow for multi-call and inter-zone handling. 

The efficient and effective utilization of computer 

systems presently in operation points the way for others to follow. 

The State of Texas for example, is planning a study to investigate 

the possibilities of computerizing some of the state's city police 

departments. With computer equipment becoming more economical 

and compact, it seems inevitable that one day the entire nation will 

be linked together, one system accessing another, in the fight 

against crime l and in the effort to better handle emergency situations. 
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CHAPTER VII 

FLOWCHARTING 

The successful solution of a problem, whether manually or 

on an electronic computer requires completion of three main 

"solution" steps. First, the problem and desired results must 

be completely understood; next, the solution to the problem must 

be logically designed; finally the necessar¥ tasks to solve the 

problem are undertaken. The first two steps of a solution are 

especially important. They may be considered independent from 

the third and completion may be demonstrated by a flowchart. 

A flowchart is a graphical representation of the step-by

step solution of a problem and aids the problem solver by clearly 

defining what task should be accomplished and at what time. 

Communication of ideas and techniques are aided greatly by 

flowcharts. This is particularly true if one is trying to 

explain a problem's solution to another person not familiar with 

terminology or procedures. For example, an analyst may have 

designed a solution to a particular problem and wants a computer 

programmer to place this solution on an electronic computer. A 

precisely defined flowchart demonstrating this solution is almost 

a necessity for the successful translation of the analyst's 

ideas into a computer program. 

Well written flowcharts are in most cases easily understood, 

even by those unfamiliar with flowcharting techniques. For 

example, by knowing the use of the connector, 

which simply connects parts of a flowchart, one can understand 
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the solution o£ the problem illustrated in Figure 7.1. By 

learning how systematically to solve a problem on a computer, 

an individual might adopt this approach in everyday life. 

Flowcharting Symbols 

A £lowchart is designed to aid someone in designing and 

understanding the solution of a problem. For this reason certain 

functions accomplished in the problem's solution are represented 

by characteristic £lowcharting symbols. Thus, at a glance r we 

can determine what type of operation is to be performed, wi thou~

having to actually read the instructions for the operation. 

In order to immediately find the beginning and end of a 

flowchart the following symbol is used. 

( ) 
A single work such as START, BEGIN, STOP, OR END is sufficient 

to completely define this "terminal" operation. 

The "input/output ll symbol implies that information or data 

is to be obtained from an outside source (input) or that infor

mation is to be given to an outside source (output). With this 

type of input/output symbol, one should be certain that the 

comment inside the symbol specifies whether the operation is input 

or output and if appropriate, what hardware device is being used. 
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'. 

Go home and 
get money. 

(Headache 
increases.) 

Yes 

START 

Get in car. 

Drive to 
grocery store. 

No 

Drive to 

drug store, 

Go home 
and 

keep headachel 

Go home and 
get money. 

(Headache 
increases.) 

Figure 7.1 Example of Flowcharting Technique 
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For example we might use 

or 

There are other specific symbols one may use for input/output 

depending on the input or output medium. However, the symbol 

above can always be used as long as adequate comments are given 

within the symbol. 

The symbol used to indicate an operation, process or 

definition of a variable is 
I 

I 
For example, we might say 

or 

or 

I 

compute 

~= 3 x B 

I 

I 

~ssign 9:00 

a.m. to 
TIME 

I 

Increment 
the 

counter 
by 1 

r 
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Whenever a decision is to be made in the flowchart, the 
I 

following symbol is used. 

Notice that, unlike the input/output and processing symbols 

which have one line in and one line out, the decision symbol has 

two ways to exit from the symbol. This is of course necessary, 

since a decision is made. Since decisions will be accomplished 

by answering a question, the possible answers must be noted 

outside the symbol. For example, we might say 

With the four symbols just discussed, the only remaining 

symbol necessary for flowcharting is the connector symbol o 
which has been previously introduced. 

Several firms produce templates which aid rapid sketching 

of a flowchart. A list of symbols in Figure 7.2 provides a 

summary of the standard shapes and a brief description of the 

use of each. 

For the final flowchart to be as useful as possible, it should 

follow certain convention, as well as use the standard symbols. 
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Figure 7.2. Flowcharting template and meaning of symbols. 
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C ____ ) 

o 

o 
Fig. 7.2 

--------- --

A terminal point; the first or last 
item in a chart or in a subroutine. 

Input/output; by previously deter
mined means, such as keyboard, tape, 
line printer, etc. Additional sym
bols are used (see below) to speci
fy a particular medium~ 

Predefined process or comment; indi
cates an operation or definition 
of variable, or a programmer's 
relevant comment, usually in dotted 
structure. 

Decision; allows insertion of a 
decision-making apparatus, as in 
interval selection, counter com
parison or update, loop exit, etc. 

Manual input; usually by keyboard, 
a supplement to above "input/output." 

Punched card 

Punched tape 

CRT display 

Magnetic tape 

Continued 
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Manual oper~tion; any opera'tion 
performed externally to an existing 
machine set-up, done by the opera
tor or other personnel. 

Document; sometimes used to desig
nate a "hard-copy" output; any 
printed item used for input or 
output. 

On-page connector; used to allow 
flow lines to continue where other
wise they would cross; must be 
coded, such as "AI," and should 
be placed so as to flow down or 
to the right. 

On-line storage; any medium used 
as intermediate storage. 

Magnetic disc or drum; used for a 
specifically assigned storage. 

Fig. 7.2 Continued 
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Flow lines should be either down the page or to the right. 

Where this is not practical, use arrowheads to indicate the 

direction of flow or use the on-page connector. Lines of flow 

should not cross on the page; this is yet another instance where 

the on-page connector is useful. 

Flowcharting Examples 

As demonstrated by the flowchart at the beginning of this 

chapter, problems solved using flowcharts do not have to be 

implemented on a computer. Most that are, however, have similar 

operations of data inpu't, data processing and data output. Since 

most programs are written to process several sets of input data, 

loops are generally set up to input the next set of data if the 

processing is not complete. Figure 1.3 illustrates a typical 

flowcharting example. 

Flowcharts may be written in a variety of ways, using 

mathematical equations, English-language descriptions or 

abbre¥iated notatIon, to describe the operation being performed. 

Summing 

Two important techniques are quite often found in flow

charting, summing and counting. Figure 7.4 illustrates the 

summation process. One should keep in mind what is actually 

occurring when a value is added to another. The computer equi

valent of 
SUM = SUM + A 

is the followi.ng: load the contents of the variable SUM into 

a register, add the contents of the variable A to that register 

and finally, store the register's contents into SUM (remember 
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l~o 

START 

Input 

Data to 
System 

Process 

Data 

Output 
data, 
and 

results 

Figure 7.3. A Typical Flowchart 
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that each variable has a storage location in memory set aside 

for it). When performing a summation then, the variable contain

ing the sum must first be initialized to zero. The addition 

process mathematically is then the following: 

SUM = ( •.. ( ( (~SUM + Al ), + A2 ) + A
3

) + A 4) + .•. ) 
.... 

SUM after the first addition 
'" 

where the Ai refers to the i-th value in the sum and the variable 

SUM on the right is initialized at zero. The notation SUM ~ ( ) 

is sometines helpful to denote the "replacing" of the contents of 

a variable with the quantity on the right-hand side. 

The 'programming" equation 

SUM = SUM + A 

is certainly not a mathematical equation but refers to replacing 

the old contents of the variable SUM with SUM + A. One might 

better comprehend the operation using the equivalent notation 

SUM -\- SUM + A. 

countinq 

Figure 7.5 shows the use of a counter in a flowchart. 

Quite often, one needs to know how many tiems a variable has 

been read in or how many times a loop has been accomplished. 

counting is similar to summing, in that a variable, say I, after 

being initialized, is incremented by a set amount, say 1. Notice 

that Figure 7.5 allows for the input and addition of 10 values 

of a variable A. 

Figures 7.6 and 7.7 are two other versions of Figure 7.5, 

both in error. If a. program were written according to Figure 

7.6, the loop would be an lI endless" one since each time the decision 

symbol is reached, I is equal to 1. Figure 7.7 would not produce 
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No 

Set 

Sum = 0 

Read 

A 

Sum=Sum+A 

I Yes 

Figure 7.4. Example of Summing 
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No 

Set 

Sum = 0 

Set 

I = 0 

I = I + 1 

Read 

A 

Sum=Sum+A 

Figure 7 .5. Example of Counting 
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No 

Set 

Sum = 0 

Set 

I = 0 

'-------, 

I = I+1 

Read 

A 

Sum=Sum+A 

Figure 7.6. Figure 7.5 redrawn with error 
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I 
I 
I 
I 
.1 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Yes 

I = 0 

Sum = 0 

I = 1+1 

Read 

A 

Sum=Sum+A 

No 

Figure i;. 7. Figure 7 ; S redrawn with error 
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an endless loop but would instead, give an incorrect result for 

the sum. Since SUM i.e reini tialized each time the loop is 

started, the value stored in SUM upon completion of the tenth 

pass through the loop would be the tenth value of A. 

Comments 

A flowchart should be written in a fashion which makes the 

problem solution it represents as meaningful and easily understood 

as possible. Whenever a step in the flowchart requires an operation 

that might need explanation or when, for emphasis, an additional 

statement on an operation is desired, a comment may easily be 

supplied by use of the symbol 

-- -~mment) 
Figures 7.8 and 7.9 give flowcharts for the computation of the 

arithmetic mean of a set of 100 numbers; where Figure 7.9 has 

comments supplied to the flowchart shown in Figure 7.9. These 

figures also illustrate the three important techniques of looping, 

summing and counting. 

PROBLEMS 

1. Prepare a flowchart which will compute and output the 

sum of the first ten integers. 

2. Prepare a flowchart which will calculate the sales tax 

for an item and give its total cost (consider sales tax to be 

5¢ on the dollar). 

3. Write a flowchart to find how much tip would be left, 

given the price of the meal and assuming the tip should be 15% 

of the price OY the meal. 
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I Figure 7..8 

I 
I 

No 

START 

I::: 0 

SUM: 0 

Increment 
I by 1. 

Read A. 

SUM+'SUM +A 

Mean=Surn/I 

Flowchart to Find the Mean of a Set of Data 
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No 

START 

1::0 

SUM::: 0 

Increment 
1 by 1. 

Read A. 

SUM ~SUM of- A . 

Mean=Sum!I 

Anitialize the 
- \~ounter I and. 

'{urn s. 

__ ~nput number 
"into A 

_~oo 
"'re 

values 
to be read 

. ~e arithmetic mean 
_ is the sum divided 
,,~¥ the total number 
~ values summed. 

Figure 7 . 9 Flowchart in F igure T~ • 8 redrawn with comments. 
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4. Assume that you are analyzing data on burglaries and 

that data is available on file for each case as shown in Table 1. 

Figure ~10 shows a flowchart of finding the total number and 

compiling a list of all burglaries in Sector 2 occurring between 

9:00 p.m. and 11:00 p.m. 

Solve problems 1-5 using flowcharts, assuming data is 

available as shown in Table 1. 

(I) List all burglaries that occurred in the city between 

January 1 and February 15. 

(2) List all single family burglaries from Section 4 

between April 1 and April 10. 

(3) Find the total number of burglaries in Section 1. 

(4) Find the average number of burglaries that occurred 

during January in Sector 4. 

(5) Find the number of multi-family burglaries in each 

sector for the month of February. 

Data Available 

Sector 

Address 

Type of Residence 

Date 

Time 

Table 1 

Description 

Sector of city between 

1 and 8. 

Street address of burglary 

Single family ormulti-family 

Day, month and year of burglary 

Hour and minute of burglary 

INTERPRETING A FLOWCHART 

In addition to being able to write a flowchart one should 
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(in some job situations perhaps even more importantly) be able 

to understand someone else's flowchart. Flowcharts are valuable 

teaching aids and communication devices. Figure 7.11 is an example 

of a flowchart which might be used in demonstrating the necessary 

steps of a police office~s accident report. 

Figure 7.l2is another flowcharting example. Follow the 

flow of the problem solution and determine the output that 

would be generated at the output steps. 

SUBSCRIPTS AND ORDERING 

The variables such as SUM, A, etc., used in previous dis-

cussions occupy one storage position in the memory of the 

computer system. For example, we might envision this storage 

I 
I 
I 
I 
I 
I 
I 
I 
I 

as follows: I 

computer 

II" 

'..t' 

VARIABLE { 

.Memory 
_SUM .. _. ___ ._ 
... J::., . 

·"·.u"_~·"_""" 

B .. 

Thus each variable is stored in one memory slot. 

Many computer applications require the usage of large sets 

of values for a single variable. For these cases one may use 

subscripts on the variable, such as Al' A2 , A3. Thus rather 

than using A, B, C, D, E for S values we might use A
l

, A
2

, A
3

, 

A4 and AS" (For simplicity, we will use the notation A(l) instead 
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START 

ind right 
ile and 
tart sum 

case 
from 
file 

sum 

" No 

Figure 7.10 Example for problem (4). 
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Figure 7.11. 
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-LATER
FOLLOW UP AT 
HOSPITAL 

SET UP 
BARRICADE 
-:r:F NECESSA Y 

S:r:ZE UP 
S:r:TUATION 
PARK FATRO 
UNIT 

NO 

GIVE FIRST 
AID-ASSIST 
AMBULANCE 
CREW-OBTAI 1. D. 

GET SHORT 
LIVED 
EVIDENCE 



Recruit assistance 
from bystanders 

. -Interviev
Take formal state

on Serious & 
Fatal it ~cidents 

Draw rough sketch 
f scene (observe 

ure, record & 
evidence. 
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NO 

Remove 
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NO 

( START 

SUM 1 = 0 

SUM 2 = 

Set 
Counter 

I = 0 

0 

I = I + 1 

IN = PxRxT 

SUM 1= 
SUM l+P 

SUM 2= 
SUM2+IN 

Ou 

P, R, T 
IN 

---
~problem: Find the interest 

"~on an inputted principal 

/ SUM 1 = Sum of principals 
___ ~ SUM 2 = Sum of interest 

~ = 1000, 2000, 5000, 10,000 
__ R - 10%, 10%, 5%, 5% 

- .~ = 2, 1, 1, 2 

~ Interest is the product 
__ of Principal, Rate and Time - - -...-.... 

~-----~~ ___ S_T_O_P ___ ) 

Figure 7.12. Example for interpretation. 
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of A
l

.) Subscripted variables are stored in memory as follows: 

Computer 

1 

The subscript ( the number inside the parenthesis) may 

also be a variable, so that we may refer to A(I} where I has been 

previously set to some value. If I is 10, then A(I} is refering to 

the 10th value of the subscripted variable A or A(lO). Thus the 

following sequence would read 10 values into the subscripted 

variable A. 

I = 0 

I = I+1 

Read 

A (I) 

Yes 

VII-24 



One application where subscripts usage is employed is shown 

in Figure 7.13. Notice that this is Figure 7.12 redrawn with 

an added flexibility of being able to process 10,20 or any number 

of input data sets of P, Rand T. Also notice that when using 

a subscripted variable in a process, the complete expression 

is necessary, such as 

IW * P(I) x R(I) x T(I) 

Subscripted variables may be used in place of any simple 

variable. There are cases however, when subscripted variables 

are necessary fo.r a problem's solution, i.e., simple variables are 

riot adequate for the solution. Such a problem is that of placing 

numbers in ascending order or placing names in alphabetical order. 

Assume we have a set of numbers (say account numbers) of size 

100 which we want to place in ascending order. We must have all 

100 values available to us at one time in order to be able to 

compare each and arrange them in proper order. Figure 7.14 shows 

the solution to this problem. 

~here are several things to note in this flowchart. First 

our technique is to move the largest value of the 100 numbers 

'. to the bottom, or to variable A (100). We accomplish this by first 

comparing A(l) to A(2). If A(l) is smaller than A(2), we leave 

the two numbers alone. If however A(l) is larger than A(2) we 

want to swap the two numbers so that A(2) will contain the larger 

value. We then compare A(2) to A(3) etc., continuing to swap 

if the first value is larger so that we finally have the largest 

value at the bottom or in A(lOO). We then want to move the next 

largest to A(99) so we move the "botto.nt' B up to 99 by setting B=B-l. 
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--- - -.-~--------

START 

SUM 1 = 0 

SUM 2 = 0 

set'j 
I = 0 

Input 

N 

~ N is the number of data 
_ _ "" ~ets of P,R, and T to be 

lnput 

8------:;>1 
.--_..-1-__ ---. 

I = I + 1 ___ -(I is to be the subscript 

N=P(I)xR(I 
xT(I) 

SUM 1=SUM1 rint out 
P (I) (I), R(I), 

SUM 2=SUM2 ,I--~ T (I) and 
IN IN 

~-------~ ~--.~--~ 

Figure 7.13. Figure 7.12 redrawn using subscripts. 

STOP 



START 

I=O 

1=I+1 

No 

~ 
is pointer 

~ to bottom of 
/'" list 

B=100 /'" 

I:=O 

1:=I+1 

T=A (I) 

A (I) =A (I + 1) 

A (I+1) =T 

No 

Figure 7.14. Ozdering 
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Start counter 
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~
DO not 

,// swap 
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. I Is counter 
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I 
I 

~ove bottom up one . 
--

I B=B-1 

I 
~s bottom at top -- ...-

No 0) 
I 

/ Print out 

I J = 0 
_ _ ._"ordered array 

I 
I J = J + 1 

I 
I 
I 

No 

I 
Yes 

I 
STOP 

I 
I 
I 
I 
I Figure 7.14 (cont. ) 

I 
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I 
Now consider the process of swapping. We want A(I) set to 

I A(I+l) and A(I+l) set to the value contained in A(I). We cannot 

I I however, accomplish this task by saying 

A (I) =A (I+,,- I 
I 

~ (I+l) =A (I) I 
I 

since then both A(I) and A(I+l) would be the same value. Let I 
A(I} = 15 and A(I+l) = 10 and go through the two processes above. I 
We must therefore use a temporary storage slot for one of the 

values we call it T in our flowchart. Take the two values 

15 and 10 for A(I) and A(I+l} and go through the following: 

I 

['Il 
I 

A.(I)=A(I+l) 

I 
A (I+l) =T 

I 

Alphabetic variables such as names may be arranged in 

alphabetical order in the same fashion as in Figure 7.14 where 

we consider A <:.B c::.C - - - <. c. ~ 
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Quite often, we may have associated variables such as 

account numbers A(I} and balances B(I), and we may wish to 

arrange the sets in increasing order according to account numbers. 

We accomplished this feat in a similar fashion as described above, 

remembering to swap both A (I) with A (I+l) ,and B (I) with B (I+1) . 

The following exercises should be accomplished to gain 

experience in arranging quantities in order. 

PROBLEMS 

1. Redraw figure 7.14 so that the number of entries in 

the array is a variable. 

2. Redraw figure 7.14 so that the numbers are in 

decreasing order. 

3. Assume you are to input two sets of values into two 

arrays, say district numbers and number of burglaries in each 

district. Prepare a flowchart to arrange the two arrays such 

that the number of burglaries are in increasing order. !Then 

write out the district number with the largest and smallest number 

of burglaries along with the associated number in each. Make 

your flowchart work for a variable number of sets of data. 

4. Read in a set of values of a variable and find the largest 

and small'est without using subscripts. 

5. Today, computer systems have been installed in a few of 

our supermarkets. Write a flowchart which would add a cart of 

groceries (remember to separate the taxable and non-taxable items) 

and total the bill. Also determine how many stamps that the 

customer receives}. 
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one stamp for each penney: l¢ 

two stamps for each penney: $10.00 

3 stamps for each penney: $20.00 

and 5 stamps for each penney: $50.00 

$10.00 

$20.00 

$50.00 

Money paid in the 5% sales tax does not go toward receiving 

stamps. 

6. write a flowchart to balance your check book. Take 

into account that you may have made a deposit after the bank 

cutoff date, the bank service charge, the cost of purchasing 

checks and the checks you have written that are outstanding and 

not included on your statement. 

7. When goods are sold on credit, creditors usually grant 

discounts for early payments. Flowchart a program to compute 

the discount and the net amount if paid within the discount 

period. Read in the invoice amount and the percent of discount. 

List the invoice amount, the percent of discount, the amount of 

discount, and the net amount after taking the discount. 
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CHAPTER VIII 

PROGRAMMING IN BASIC 

The electronic computer is designed to accomplish one 

thing--to solve problems. The computer however, is not a "thinker" 

but a "doer", doing only what is told in the specific sequence it is 

told. The actual problem solution must be designed and then com

municated to the computer in a language the computer system can 

understand. The translation of a problem solution into a computer 

language is referred to as programming. 

There are many different computer languages (well over 300) 

all designed to work on a particular system and/or to accomplish 

specific tasks. For example, the FORTRAN language is designed 

for scientific applications, COBOL for business type problems, etc. 

The specific language we will study in detail is the BASIC computer 

language, designed primarily for timesharjngor interactive computer 

systems. 

We will assume that adequate time has been spent on 

flowcharting which aids in designing the solution of a problem, 

and concentrate on the necessary instructions which will translate 

that solution into a BASIC program. 

There are two general categories of BASIC items: program 

commands and system commands. System cornnands deal with the actual 

implementation of a program on a computer system and vary in form 
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from one system to the next. Program commands deal with the 

actual problem solution and are generally more standard than 

are the system commands. We will then concentrate our discussion 

on the program commands, for with a knowledge of these we can 

write our programs and then implement these programs by studying 

the system commands of our particular system. 

Statement Numbers and Variable Names 

Every statement in a BASIC program must have a statement 

number such as 20 READ A. Where 20 is the statement number 

these numbers are important for two reasons. First, we can 

reference this statement at other points in our program and 

secondly, we may insert a new line preceding this statement by 

using a number of say 19. We will return to this point later so 

for now let us just say we will need to number all statements and 

that it is advisable to number them in increments of 10 such as 

10 (Statement #1) 

20 (Statement #2) 

Numeric variables used in a BASIC program must be named 

in a specific way, by use of a single letter, or a single letter 

followed by a single dig~~. Thus allowable variable names include 

A, B, F, Z, Al, W5, Zl. 
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If a variable is to contain a character string such as a 

name of address, then we follow the letter or lette~and number 

by the dollar sign $. Thus Al$ and Z$ are permissible character 

variable names. 

Permissible values assigned to a numeric variable A would 

include 5, 71 or 51.6, while the variable B$ could be set to JIM, 

INDIANA, etc. 

Data Input 

As was stated in the previous chapter on flowcharting, 

most problems to be solved on a computer involve the basic opera

tions of data input, data processing and data output. In BASIC, 

input is accomplished by either of two commands, READ or INPUT. 

The READ command requires that the data be placed in a DA'I'A state

ment. For example: 

10 DATA 15 

20 READ A 

would allow the value 15 to be input to the variable A. The 

command 

30 INPUT A 
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would require that the input to A be typed in from the terminal 

(after the "?" is supplied by the computer). 

The sequence 

10 DATA 'JOHN DOE', 15 

20 READ N1$, A 

would set the character variable N1$ to be set to "JOHN DOE" 

while the numerical variable A is set to 15. 

Processing of Data 

Processing of data is accomplished by the LET command, along 

with the operational symbols and functions allowed by BASIC. For 

example, the execution of the program segment 

would set B to 35. 

10 DATA 

20 READ 

30 LET 

15 

A 

B = A/3 + 2 * A 

Operations of addition, subtraction, multiplication and 

division are devoted by use of the following symbols 
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+ 

* 

addition 

subtraction 

multi.plication 

I division 

Exponentiation (or raising to a power) is accomplished by use 

of either ** or ~. 

Thus 

50 LET F = (10-3+1) *2 +3 ** 2 

would set the variable F to 25. 

The output of data may be accomplished by the PRINT command. 

For example, the execution of the following program segment would 

cause 

THE VALUE OF B IS 35 

to be printed on the terminal. 

10 DATA 15 

20 READ 

30 LET 

40 PRINT 

A 

B = A/3 + 2 * A 

"THE VALUE OF' B IS", B 

In a PRINT statement, several variables may be pr~.nted on a 

sin~le line as long as they are separated by commas. Statements 

inside quotation marks in a PRINT command are printed when the 

computer executes that particular PRINT. 
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Looping,Remarks and End 

Looping is accomplished in BASIC by use of the logical 

transfer commands such as IF (expression) THEN m. For example, 

the following program segment allows the processing of three 

input data values and would result in the data output of 5, 9 

and 4. 

10 DATA 16, 64 9 

20 LET I == 0 

30 LET I == I + 1 

40 READ A 

50 LET B = SQR(A) +1 

60 PRINT B 

70 IF I # 3 THEN 30 

Notice that a counter I is required and must be initialized 

properly. 

By studying all the program commands and the functional 

and operational symbols used in BASIC any of the flowcharts 

written in Chapter II may be converted to a BASIC program. The 
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---~---

following program corresponds with the flowchart in Figure 7.8. 

The only commands not previously discussed are the END command 

which must be final command of any program and the REM statements 

which are simply uSl2'd to insert comments in a program. REM state

ments are not executed and may be used to document a program. 

10 REM *** A PROGRAM TO COMPUTE THE MEAN *** 
20 REM 'rHE DATA IS TO BE INPUT FROM TERMINAL 

30 LET I = 0 

40 LET S = 0 

50 LET I = I + 1 

60 INPUT A 

70 LET S = S + A 

80 IF I # 100 THEN 50 

90 LET M = S/100 

100 PRINT "MEAN IS", M 

110 END 

Many errors in a program, whether caused by t:yping or 

logic, are detected by the computer. Appropriate erJCor messages 
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are then given, allowing the programmer to correct the statements 

before rerunning the program. Figures 8.1-8.4 show a typical 

attempt at typing in the previous program, where ten values 

rather than 100 are to be input. 

In Figure 8.1, the first error detected by the computer, 

is the absence of a line number for the statement 

LET S = O. 

(The "READY" is a statement by the BASIC compiler signifying 

that it is ready for additional commands). Note that the LIST 

command is used, giving the current form of the program being 

written. When the RUN command is given, an additional error 

is denoted by the compiler. In this case, the PRINT statement 

in line 100 is in error. The correction for this statement 

is shown in Figure :B.2 along with the new listing and run. 

Notice that the correction is obtained by simply typing in a 

new line 100. 
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10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
LET $=0 

? WH.AIT? 
IEADY 
40 LET 5=0 
50 LET I=l+A 
60 INPUT A 
70 LET S=S+A 
80 1 FI <> 10 THEN 50 
90 LET 1'1=5/10 
100 PRINT NEAN 1 S",,1'1 
110 END 

LIS! 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET S=O 
50 LET I=I+A 
ro INPUT A 
70 LET 5=S+A 
80 IFI<>lO THEN 50 
90 LET 1'1=5/10 
100 PRINT MEAN IS",,1'1 
110 END 

READY 

RUN 

? ILLEGAL VARIABLE IN LINE 100 

TIME: 0.15 SECS. 

READY 

Figu:r.·e S- .1; ,Run.l for ~xample. 
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A different type of error and one which is not "caught" 

by the compiler is evident in Figure 8.2. Data input is 

accomplished but for only 5 values of A rather than the 10 

desired. This logic error must be found by the programmer 

without diagnostic messages from the computer. Upon examina

tion, one sees that statement 50 is in error. 

Figure 8.3 shows the correct version of the program, 

along with a sample run. Figure 8.4 shows the insertion 

of a new line in the program which better documents data input. 

Notice once again, the ease of adding lines of code by simply 

using the appropriate line numbers. 
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---------- ---~ -- ---- --- ---

100 PRINT "MEAN IS""M 

UST 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET S=O 
50 LET I=I+A 
00 INPUT A 
70 LET S=S+A 
80 IF 1<>10 THEN 50 
90 LET M=S/IO 
100 PRINT "MEAN 1 S .. 1M 
110 END 

BEADY 

ruN 

11 
12 
13 
14 
15 

MEAN IS 1.5 

TIME: 0.30 SEes. 

READY 

Figure 8.2. Run 2 for example. 
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50 LET 1=1+1 

UST. 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET 5=0 
50 L~. l' I = I + 1 
60 INPUT A 
70 LET S=S+A 
80 IF 1<>10 THEN 50 
90 LET M=5/10 
100 PRINT "MEAN lS""M 
110 END 

l1EADY 

ruN 

71 
12 
73 
14 
15 
16 
17 
18 
19 
110 

MEAN IS 5.5 

TIME: 0.60 SEes. 

FlEADY 

Figure 8.3. Run 3 for example. 
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55 PRINT "NOW INPUT VALUE NtJNBER"II 
LIST 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET S=O 
50 LET 1=1+ 1 
55 PRlNT "NOW INPUT VALUE NUMBER"II 
60 INPUT A 
70 LET S=S+A 
80 IF 1<>10 THEN 50 
90 LET M=S/lO 
100 PRINT "MEAN IS""M 
110 END 

READY 

ruN 

NOW INPUT VALUE NUNBER 
14 

NOW INPU"r VALUE NUMBER 
1-6 

NO\«) INPUT VALUE NUMBER 
12 

NOW INPUT VALUE NUMBER 
14 

NOW INPUT VALUE NUMBER 
1 .. 10 

NOW INPUT VALUE NUMBER 
15 

NOW INPUT VALUE NUMBER 
18 

NOW INPUT VALUE NUMBER 
110 

NOW INPUT VALVE NUMBER 
?5 

NOW INPUT VALUE NUMBER 
12 

MEAN IS 2.4 

TIME: 0.70 SEes. 

r£ADY 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

Figure 8.4. Run 4 for example. 
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As is the cC'.se for flowcharting, programming is a 

1I1earn by doingll subject. Initial programs should be simple 

and easily understood, with more complex problems coming 

after the student is familiar with terminal usage and system 

commands. Several examples follow, demonstrating various 

programming techniques. 

LIST 

10 REM 
20 REM PROGRAM FOR ADDING PAIRS OF NUMBERS 
40 S=O 
50 READ J\,B 
60 IF A=O THEN 100 
70 S=A+B 
80 PRINT A,B,S 
90 GO TO 40 
100 PRINT "END OF LIST." 
110 DATA 1,9,75,144.3,3,99,0,0 
120 END 

READY 

RUN 

1 
75 
3 
END OF 

TIME: 

R,EADY 

9 
144.3 
99 

LIST. 

0.13 SEes. 

10 
219.3 
102 

Figure S. 5. Example program which reads in pairs of numbers 
and computes the sum of these numbers. 
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LIST 

10 REM 
20 REM PROGRAM FOR SUMMING 12 VALUES READ IN 
30 REM 
40 N=12 
50 s=o 
60 READ I 
70 5=S+I 
80 N=N-l 
90 IF We= 0 THEN 110 
100 GO TO 60 
110 PRINT "SUM =";8 
120 DA'1IA 2,4,6,8,10,12,14,16,18,20,22,24 
130 END 

READY 

RUN 

SUM = 156 

'1'IME: 0.05 SEes. 

READY 

Figure 8.6. Example showing the addition of 12 input values. 
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LIST 

30 REM 
40 REM THE PROGRAM WILL GENERATE THE 
50 REM FIRST TEN INTERGERS AND COMPOTE 
60 REM THEIR CUBES (POSITIVE INTEGERS) . 
70 REM 
80 1=10 
90 PRINT "INTEGER",IICUBE" 
100 J=O 
110 J=J+l 
120 K=J**3 
130 PRINT J,K 
140 IF J?=I TEEN 160 
150 GO TO 110 
160 END 

READY 

RUN 

INTEGER 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

TIME: 0.23 

READY 

CUBE 
1 
8 
27 
64 
125 
216 
343 
512 
729 
1000 

BEes. 

Figure 8.7. Example problem for computing cubes of integers. 
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LIST 

30 REM 
40 REM THE PROGRAM WILL GENERATE THE 
50 REM FIRST TEN INTEGERS, CALCULATE THEIR 
60 REM SQUARES, AND PRINT THE RESULTS. 
70 REM 
80 S=O 
90 1=10 
100 PRINT "NUMBER","SQUARE","SUM OF SQUARES" 
110 J=O 
120 J=J+1 
130 K=J**2 
140 S=S+K 
150 PRINT J,K,S 
160 IF J> =1 THEN 180 
170 GO TO 120 
180 END 

READY 

RUN 

NUMBER 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

SQUARE 
1 
4 
9 
16 
25 
36 
49 
64 
81 
100 

TIME: 0.35 SECS. 

READY 

SUM OF SQUARES 
1 
5 
14: 
30 
55 
91 
140 
204 
285 
385 

Figure 8.8. Example showing computation of squares and summing .. 
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~ASIC·System Commands 

[Used outside a program, not as part of a program statemen~J 
These system commands are always dependent on the particular 

system being used, with the command names usually differing. 

However, the command functions listed here are common to most 

systems. 

SCRATCH 
BCR 

GET-

NAME
NAM-

SAVE 
SAV 

RUN 

RUN-.n.. 

LIST 
LIS 

Clears the user's working area of all 
programs, information, instructions, 
enabling a clear beginning for writing 
a program. 

Calls a program from a particular library, 
places it in the user's working space,_ 
ready for running, listing (unless protected), 
modifying, etc. 

Example: 

GET-$START 

GET-*TESTl 

GET-GLIST 

calls program from 
system library 

calls program from 
group library 

calls program from 
user's own library 

Gives the program in user's working space 
a particular name (one to six characters, 
the first of which must not be $ or *); 
must be done before program can be saved. 

Example: 

NAM-GMATH 

Places program in user's working area . 
into user's library, if properly named. 

Causes program previously written.into 
or otherwise placed into the user's 
working space to be executed. 
Causes execution to begin at statement n. 

Example: 

RUN-lOOO 

Causes the listing, in order of statement 
numbers, the program currently in user's 
working area. 
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LIS-n 

LIS-n,m 

LIS-P 
LIS-n,!!!;P 

OPEN-(name) ,.!. 
OPE- (name) t.r:. 

RENUMBER 
REN 

REN-n 
REN-n,i 

REN'":.!l,i,IL 

REN-n, i ,~,.9... 

KI1L
KI1-

Causes listing to begin at statementn. 

Example: 

LIS-250 

Cau.ses listing to begin at statement.111 
and cease at statement .m... 

Example: 

1IS-250, 1000 

As above, but with the listing spaced at 
the appropriate places to allow cutting 
the list into 8~" x 11" pages. 

Opens a file with the specified name, 
with L records of 256 words length each. 

Example: 

OPE-STU1, 60 

Causes the program statements to be 
renumbered. Unless otherwise indicated, 
the first statement becomes 10, and 
succeeding statements are numbered in 
increments of 10. 
Causes the first statement to be numbered...n.~ 
Causes the first statement to be numbered n, 
with increment of i. 
As above, with ~ the first statement to be 
renumbered .. 
As above, with the renumber~ng continuing 
through statement ~. 

Example: 

REN-300 
REN-400, 15 
REN-1000, 5, 200, 400 ,j, 

(It should be noted here that all references 
in such statements as G¢T~ n, IF ••• THEN n, . 
G¢SUB lli etc. are also properly renumbered .. ) 

Deletes an entire program (that named after 
the hyphen) from the user's own library. 
Also used to delete a file. 
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TIME 
TIM 

DFrLETE-n 
DEL-n 

DEL-n ,.!!!. 

PUNCH 
PUN 

PUN-n 
PUN-n,.m. 
PUN-P 
PUN-n,m,P 

XPUNCH 
XPUN 
XPUN-11.. 
XPUN-:n 11.!L 
XPUN-P 
XPUN-n,m,P 

Example: 

KIL-GMATR 

Returns the current amount of console 
time, and the cumulative time used on 
the particular access level. 

Deletes statements in the current program 
beginning at statement n and continuing 
to the END statement. 
Deletes all statements beginning at 
statement 11.. and continuing through state
ment m. 

Example: 

DEL-8000 
DEL-IOO, 200 
DEL-l (equivalent to SCR) 

Causes the current program to be both 
listed and punched onto paper tape, if 
the tape punch is turned on. 
Causes listing and tape punching as above, 
with parameters functioning as with LIST. 

Example: 

PUN-IOO, 500, P 

Produces a listing and tape punching as 
above, but with a special punch at the 
end of each line which allows the tape 
to be used for the reading of data into 
a program. 

BASIC Program Commands 

[Used only in a numbered program statement] 

Jl. REM A comment statement, not executed by the 
computer; used for reminders, comments, 
identification of sections, instructions 
to the user. Any combination of keyboard 
characters may be used after REM. 

Example: 

10 Rn4 *** A SAMPLE PROGRAM *** 
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n DATA 

.1l. READ 

.!L PRINT var • 
..n.. PRINT "@/I" 

..!!. PRINT 

A list of items to be used by the program 
during a READ statement. May be numerical 
or alphanumerical, as required by the 
program. 

Example: 

20 DATA 2, 5, 9, 14, 20, 27, "ABC" 

Causes the data in a DATA statement to be 
read into the program, and stored under 
the specified name. DATA statements are 
used sequentially as they are placed in 
the program; there is no restriction on 
the actual placements of the DATA state
ments. 

Example: 

30 READ A, B 

This would, using 20 DATA above, first 
assign 2 to A, 5 to B; if the same READ 
statement were repeated with a different 
statement number, then 9 would be assigned 
to A, 14 to B. 

Causes the valt'e of the variable, or the 
characters between the quotation marks, 
to be printed out on the terminal. 
With no variable or character, causes a 
carriage return and a single linefeed. 

Example: 

40 PRINT A, B 
45 PRINT "PLEASE INPUT THE VALUE 

OF C" 

If the variables or characters strings 
are separated by commas, 

40 PRINT A, B 
41 PRINT A, F$, B 

then the items are separated into columns 
whose first elements are at twelve-space 
increments. If, however, the items are 
separated by semi-colons, the printing 
is contiguous, that is, not separated at 
all. . 

42 PRINT Aj B 
43 ' PRINT Aj F$; B; 
44 PRINT "END" 
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.n. INPUT var. 

A D == ••• 
Jl. LET D = •.. 

In line 42, the value for B would be 
printed immediately after the value for A. 
In line 43, similar printing would· occur; 
the semi-colon at the end, however, makes 
the next printing (from line 44) occur 
immediately after the value for B. 

Requests information from the pperator 
or program user. Generates a "?" and 
pauses for input; assigns the value input 
to the specified variable name. 

I 
I 
I 
I 
I 

Example: I 
50 INPUT C 

Assigns the value of the formula, expression, 
or constant on the right to the variable 
named on the left. All variables or 
function arguments used on the right 
must have been previously given a value. 

Example: 

60 D = 3*A + 2*B + C 
60 LET D = 3*A + 2*B + C 

This would multiply 3 times the value of A, 
2 times the value of B, and add these two 
products to the value of C; this resulting 
value would then be assigned to D. 

Causes a direct, unconditional jump or 
bra.nch to statement number.1!l.. 

Example: 

80 GyfTyf 800 

• • 

Takes the integral value of A (if no·t an 
integer) and goes to that numbered item 
in the series .21' .liZ' .2.3' • • • , sr. 

Example: 

800 GyfT¢ A OF 230, 740, 420, 630 
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!L Q¢SUB l!L 

Jl RETURN 

If A has the value of 3, ·then the program 
goes directly to 420. For A = 0 or A ) 4, 
the command would be ignored. 

Unconditional jump to a subroutine of any 
length. Upon a.rri val at the RETURN sta.te
ment ir .. the subroutine, the program returns 
to the statement following the G¢SUB state
ment. 

Example: 

420 a¢SUB 600 

Terminates the subroutine, and returns 
the program to the statement following 
the ~SUB statement. Must be the last 
executable statement in a subroutine. 

Example: 

610 RETURN 

.lL IF (expression) THEN J1L 

Examines the variables and their rela
tionship in the expression. If the 
condition is true or is non-zero, then 
the program branches to statement number 
m. If the condition is not true or is 
zero, then the command is ignored. 

Example: 

600 IF A = 1 THEN 30 
601 IF A THEN 50 

..n. F~R A = m T~..2.. 
-I!.. F91R A = m T91 .2. STEP .E.. 
..9- NEXT A 

A looping command, performing the state
ments between the F¢R ••• and NEXT ••• 
statements the indicated number of repe
titions. The step size is optional, 1 
unless otherwise given. Loops may be 
nested, but not overlapped. After the 
last iteration, the program moves to the 
statement following the NEXT ••• state
ment. 
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Example: 

230 F~R I = 1 T~ 10 
231 PRINT "X" 
232 NEXT I 
233 F¢R I = 1 T0. 5 
234 F¢R J = 1 T¢ 3 
235 PRINT "Y" 
236 NEXT J 
237 NEXT I 

n DIM A[20,20], F$[72] 

Specifies the maximum working size of a 
matrix variable (such as 20 rows and 20 
columns for matrix variable A) or for a 
string variable (such as 72 characters 
for string variable F$). Every matrix 
or string variable must be dimensioned 
before it is used in a program. 

BASIC Functional ££ Operational SyPbols 

X,Y,Al, etc. 

A,B[3,2], etc. 

A$,F$, etc. 

= 

Variables; may be used for integral or 
real values; any single letter or single 
letter followed by a single-digit number 
may be used. 

Matrix variables; used to designate entire 
arrays, or to designate a single element 
of an array, as B[3,2], the element in the 
third row and second column of the array 
named B. It should be noted that consid
erable sophistication in programming is 
necessary before work with arrays should 
be attempted. 

String variables; used to designate a 
particular group of alphabetic, numerical, 
or special characters. Each system contains 
its own syntax for working with strings, 
and these rules must be followed exactly. 

A dual function symbol. Used as an ordinary 
algebraic equality symbol, when it appears 
in an IF ••• THEN statement. 

250 IF A = 200 THEN 610 
Also used as an assignment operator; the 
single variable on the left is assigned 
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< 

I < 
<= 
>= 

I 
# 

I <>-
>< 

I * 

I 
+ 

I 
I 
I I 

I 
I 
I 

--------- ---. 

the value possessed by the variable or 
numerical expression on the right. 

260 A = 2*X + 3 
270 LET B = A 
280 A = A + 2 

It should be noted that every variable 
appearing on the right in an assignment 
statement must have been given some nu
merical value previously. A frequent 
procedure to take care of this involves 
giving all variables a value of 1 or 0 
early in the program. Any subsequent 
assignment will take precedence. 

17 A = B :::: 0 
17 LET A :::: B = 0 

In example line 280 above, the same vari
able is used on both left and right sides. 
In such a case A will now have the value 
of 2 more than its previous value (which 
is now destroyed). 

Symbols with usual- algebraic meaning. 
Occur normally only in IF • • • THEN 
statements. 

190 IF A<. = B THEN 9999 
191 IF C > A THEN 401 

Not equal. Usually found only in compa
rison in IF • • . THEN statements. 

192 IF B # 3 THEN 9999 
193 IF C + :2 < > A - 5 THEN 293 

Multiplication OpE\rator 
101 A = 2*B*C 

Addition operator 
102 D = A + B + 11 

Subtraction operat;or 
103 B = D - A - 3 

Division operator 
104 C = BID 

As in all uses of real number arithmetic, 
the value of the denominator must never 
be zero. In some systems, the maximum 
size of number representation places a 
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t 
** 

( ) 
[ ] 

t 
* or I 
+ or -

SIN (Xl cyfs (X 
TAN(X 

ATN(X) 

SQR(X) 

practical m~n~mum size limitation on the 
denominator; that is, the system may 
interpret a very small number as it would 
zero for these purposes. 

The exponentiation operator. The base 
may be an integral or real number, but 
the exponent must be a one- or two
digit integer. 

105' B = Ct3 + DtA 
This is allowed if A is an integral value 
at the time of execution. 

Grouping symbols. These are used as in 
ordinary algebraic usage, and should be 
used liberally to ensure both the operator's 
and the machine's ability to properly 
interpret a statement. Most compilers 
treat both shapes of symbols interchange
ably. 

106 C = (B - C)/A 
is not the same as 

107 C = B - C/A 

The order of operations is given from 
first (at the top) to last (at the 
bottom) unless grouping sy.mbols change 
the priorities. The operators * and I 
are taken in o~der from left to right, 
as are + and -. 

108 A = B + C/Dt3 
would be evaluated as if it had been written 

108 A = B + [C/(Dt3)] 

Computes the usual trigonometric functional 
values of the argument, such as X, which 
is in radians. 

111 A = SIN(3) 
112 B = C¢S(A) + 3 
113 C = [TAN (A)]t2 

Computes the inverse tangent function in 
radians of the argument, such as X. 

114 D = ATN(C) 

Computes the square root of the argument, 
if th~ argument is non-negative. 

115 E = SQR(D + 2) 
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ABS(X) 

INT(X) 

L¢G(X) 

EXP(X) 

¢R 

AND 

Computes the absolute value of the argument. 
116 B = ABS(B + C) 

Computes the greatest integer less than or 
equal to the ar~ent. 

117 F = INT[SQR(B)] 

Computes the logarithm to the base e of 
the non-negative argument. 

118 G = L0G(B + E) 

Computes the value of ~ raised to the Xth 
power. 

119 C = EXP(D) 
System limitations vary, but the EXP 
argument may usually be nonintegral. 

Logical operator used in comparisons. 
Uses usual Boolean logic approach: if 
either comparison is valid, then the 
transfer is made. 

121 IF [(A = C) ¢R (A = B + 3)J THEN 180 
122 IF [(D < 5) ¢R (D ~ 20)J THEN 401 

Logical operator used in comparison. 
Uses usual Boolean logic approach: only 
if both comparisons are valid will the 
transfer be made. 

123 IF [(A = D) AND (B > 3)J THEN 298 
124 IF [(D > =5) AND (D<= 20) ] THEN 321 

Other logical comparisons are possible. If 
a given varjable or expresl?ibn is non-
zero, then its "truth value ll is assumed to 
be 1, and Boolean comparison is based on 
that value. If a variable'r-)r expression 
is zero, then its "truth value" is also 
zero. 

125 IF A THEN 501 \ .) 
This would transfer control only if' A had 
a non-zero value. 

126 IF A AND B THEN 521 
This would transfer control only if both 
A and B had non-zero values. 

Causes the opposite truth value to be 
assigned~ 

127 IF (N¢T A) THEN 643 
This would transfer control only if A has 
a zero value, giving N¢T A a non-zero value. 
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Especially note chap. 12, "FORTRAN, COBOL, and other 
Programming Languages," chap. 15, "Techniques for 
Computing Scientific Problems," and chap. 19, 
"Specifying and Documenting Computer Programs." 
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CHAPTER IX 

PRIVACY ACT 

In 1974, the Federal government passed the "Privacy Act of 1974" 

to restrict the dissemination of criminal record information. 

In the past, police agencies could make criminal record informa

tion available to anyone asking for it. These agencies could also 

refuse this information to almost anyone. What occurred was that 

private individuals could obtain criminal history checks on certain 

persons if they were in "good" with the police. The Federal govern

ment realized that this dissemination was discriminative in nature 

and that controls were needed to protect the privacy of individuals 

included in the records. 

The Privacy Act seeks to protect the privacy of these individuals 

included in the records of the Federal Bureau of Investigation, 

criminal justice agencies receiving funds directly or indirectly from 

the Law Enforcement Assistance Administration, and interstate, state, 

or local criminal justice agencies exchanging records with the FBI, 

or these federally funded systems. At the same time, these regulations 

preserve legitimate law enforcement need for access to such records. 

In order to interpret this Act and to establish guidelines for 

all responsible agencies to follow, the Department of Justice released 

information concerning this Act on May 20, 1975. The guidelines, 

"Criminal Justice Information Systems", were submitted by Attorney 

General Edward H. Levi to the federal register for documentation and 

have become the basis guidelines for state and local government. 

The remaining portion of this chapter contains these guidelines. 

The Texas Crime Prevention Institute believes that this material will 

be useful to you in your work within the criminal justice system. 

IX-l 



Sec. 
20.1 
20.2 
20.3 

20.20 
20.21 

20.22 
20.23 
20.24 
20.25 
20.26 

20.30 
20.31 
20.32 
20.33 
20.34 

20.35 
20.36 

20.37 
20.38 

CRIMINAL JUSTICE INFORMATION SYSTEMS 

Subpart A - General Provisions 

Purpose. 
Authority. 
Definitions. 

Subpart B - State and Local Criminal History 
Record Informai;ion Systems 

Applicability. 
Preparation and submission of a Criminal History Record 

Information Plan. 
Certification of Compliance. 
Documentation: Approval by LEAA. 
State laws on privacy and security. 
Penalties. 
References. 

Subpart C - Federal System and Interstate 
Exchange of Criminal History Record Information 

Applicability. 
Responsibilities. 
Includable offenses. 
Dissemination of criminal history record information. 
Individual's right to access criminal history record 

information. 
National Crime Information Center Advisory Policy Board. 
Participation in the Computerized Criminal History 

Program. 
Responsibility for accuracy, completeness, currency. 
Sanction for noncompliance. 

Authority: Pub. L. 93-83, 87 Stat. 197, (42 U.S.C. 3701, 
et seq; 28 U.S.C. 534), Pub L. 92-544, 86 Stat. 1115. 
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SUBPART A - GENERAL PROVISIONS 

Section 20.1 Purpose. 
It is the purpose of these regulations to assure that 

criminal history record information wherever it appears is 
collected, stored, and disseminated in a manner to ensure 
the completeness; integrity, accuracy, and security of such 
information and to protect individual privacy. 

Section 20.2 Authority. 
These regulations are issued pursuant to sections 501 

and 524(b) of the Omnibus Crime Control and Safe Streets Act 
of 1968, as amended by the Crime Control Act of 1973, Pub. L. 
93-83, 87 Stat. 197, 42 U.S.C. 3701, et seq. (Act), 28 U.S.C. 
534, and Pub. L. 92-544, 86 Stat. 1115. 

Section 20.3 Definitions. 
As used in these regulations: 
(a) "Criminal history record information system" means 

a system including the equipment, facilities, procedures, 
agreements, and organizations thereof, for the collection, 
processing, preservation or dissemination of criminal history 
record information. 

(b) "Criminal history record information" means informa
tion collected by criminal justice agencies on individuals 
consisting of identifiable descriptions and notations of arrests, 
detentions, indictments, informations, or other formal criminal 
charges, and any disposition arising therefrom, sentencing, 
correctional supervision, and release. The term does not in
clude identification information such as fingerprint records 
to the extent that such information does not indicate involve
ment of the individual in the criminal justice system. 

(c) "Criminal justice agency" means: (1) courts; (2) a 
government agency or any subunit thereof which performs the 
administration of criminal justice pursuant to a statute or 
executive order, and which allocates a substantial part of its 
annual budget to the administration of criminal justice. 

(d) The "administration of criminal justice" means per
formance of any of the following activities: detection, ap
prehension, detention, pretrial release, post-trial release, 
prosecution, adjudication, correctional supervision, or re
habilitation of accused persons or criminal offenders. The 
administration of' criminal justice shall include criminal 
identification activities and the collection, storage, and 
dissemination of criminal history record information. 
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(e) "Disposition" means information disclosing that 
criminal proceedings have been concluded, including informa
tion disclosing that the police have elected not to refer a 
matter to a prosecutor or that a prosecutor has elected not 
to commence criminal proceedings and also disclosing the nature 
of "the termination in the proceedings i or information disclos
ing that proceedings have been indefinitely postponed and also 
disclosing the reason for such postponement. Dispositions 
shall include, but not be limited to, acquittal, acquittal 
by reason of insanity, acquittal by reason of mental incom
petence, case continued without finding, charge dismissed, 
charge dismissed due to insanity, charge dismissed due to 
mental incompetency, charge still pending due to insanity, 
charge still pending due to mental incompetence, guilty plea, 
nolle prosequi, no paper, nolo contendere plea, convicted, 
youthful offender determination, deceased, deferred disposi
tion, dismissed - civil action, found insane, found mentally 
incompetent, pardoned, probation before conviction, sentence 
commuted, adjudication withheld, mistrial - defendant discharged, 
executive clemency, placed on probation, paroled, or released 
from correctional supervision. 

(f) "Statute" means an Act of Congress or State legis
lature of a provision of the Constitution of the United States 
or of a State. 

(g) "State" means any State of the United States, the 
District of Columbia, the Commonwealth of Puerto Rico, and 
any territory or possession of the United States. 

(h) An "executive order" means an order of the President 
of the United States or the Chief Executive of a State which 
has the force of law and which is published in a manner per
mitting regular public access thereto. 

(i) "Act" means the omnib~ Crime Control and Safe 
Streets Act, 42 U.S.C. 3701 et Syq. as amended. 

(j) "Department of Justice criminal history record in
formation system" means the Identification Division and the 
Computerized Criminal History File systems operated by the 
Federal Bureau of Investigation. 

SUBPART B - STATE AND LOCAL CRIMINAL HISTORY RECORD 
INFORMATION SYSTEMS 

Section 20.20 Applicability. 
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(a) The regulations in this subpart apply to all State 
and local agencies and individuals collecting, storing, or dis
seminating criminal history record information processed by 
manual or automated operations where such collection, storage, 
or dissemination has been funded in whole or in part with funds 
made available by the Law Enforcement Assistance Administration 
subsequent to July 1, 1973, pursuant to Title I of the Act. 

(b) The regulations in this subpart shall not apply to 
crimin.al history record information contained in: (1) posters, 
announcements, or lists for identifying or apprehending fugitives 
or wanted persons; (2) original records of entry such as police 
blotters maintained by criminal justice agencies, compiled 
chronologically and required by law or long standing custom 
to be made public, if such records are organized on a chrono
logical basis; (3) court records of public judicial proceedings 
compiled chronologically; (4) published court opinions or pub
lic judicial proceedings; (5) records of traffic offenses 
maintained by State departments of transportation, motor veh
icles or the equivalent thereof for the purpose of regulating 
the issuance, suspension, revocation, or renewal of driver's, 
pilot's or other operators' licenses; (6) announcements of 
executive clemency. 

(c) Nothing in these regulations prevents a criminal 
justice agency from disclosing to the public factual infor
mation concerning the status of an investigation, the apprehen
sion, arrest, release, or prosecution of an individual, the 
adjudication of charges, or the correctional status of an 
individual, which is reasonable contemporaneous with the 
event to which the information relates. Nor is a criminal 
justice agency prohibited from confirming prior criminal history 
record information to members of the news media or any other 
person, upon specific inquiry as to whether a named individual 
was arrested, detained, indicted, or whether an information 
or other formal charge was filed, on a specified date, if 
the arrest record information or criminal record information 
disclosed is based on data excluded by paragraph (b) of this 
section. 

Section 20.21 Preparation and submission of a Criminal History 
Record Information Plan. 
A plan shall be submitted to LEAA by each State within 

180 days of the promulgation. of these regulations. The plan 
shall set forth operational procedures to -

(a) Completeness and accuracy. Insure that criminal 
history record information is complete and accurate. 

(1) Complete records should be maintained at a central 
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State repository. To be complete, a record maintained at a 
central State repository which contains information that an 
individual has been arrested, and which is available for dis
selnination, must contain information of any dispositions occurring 
within the State within 90 days after the disposition has 
occurred. The above shall apply to all arrests occurring 
subsequent to the effective date of these regulations. Proce
dures shall be established for criminal justice agencies to 
query the central repository prior to dissemination of any 
criminal history record information to assure that the most 
up-to-date disposition data is being used. Inquiries of a 
central State repository shall be made prior to any dissem
ination except in those cases where time is of the essence and 
the repository is technically incapable o£ responding within 
the necessary time period. (2) To be accurate means that no 
record containing criminal history record information shall 
contain erroneous information. To accomplish this end, criminal 
justice agencies shall institute a process of data collection, 
entry, storage, and systematic audit that will minimize the 
possibility of recording and storing inaccurate information 
and upon finding inaccurate information o£ a material nature, 
shall notify all criminal justice agencies known to have re
ceived such information. 

(b) Limitations on dissemination. Insure that dissemina
tion of criminal history record information has been limited, 
whether directly or through any intermediary only to: 

(1) Criminal justice agencies, for purposes of the 
administration of criminal justice and criminal justice agency 
employment; 

(2) Such other individuals and agencies which require 
criminal history record information to implement a statute 
or executive order that expressly refers to criminal conduct 
and contains requirements and/or exclusions expressly based 
upon such conduct; 

(3) Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency to provide services 
required for the administration of criminal justice pursuant 
to that agreement. The agreement shall specificallJ' authorize 
access to data, limit the use of data to purposes for which 
given, insure the security and confidentiality o£ trle data 
consistent with these regulations, and provide sanctions for 
violation thereof; 

(4) Individuals and agencies for the express: purpose 
of research, evaluative, or statistical activities pursuant 
to an agreement with a criminal justice agency. The agreement 
~hall specifically authorize access to data, limit the use of 
data to research, evaluative, or statistical pUrpOSE!S, insure 
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the confidentiality and security of the data consistent with 
these regulations and with section 524(a) of the Act and any 
regulations implementing section 524(a), and provide sanctions 
for the violation thereof; 

(5) Agencies of State or federal government which are 
authorized by statute or executive order to conduct investiga
tions determining employment suitability or eligibility for 
security clearances allowing access to classified information; 

(6) Individuals and agencies where authorized by court 
order or court rule. 

(c) General policies on use and dissemination. Insure 
adherence to the following restrictions: 

(1) Criminal history record information concerning the 
arrest of an individual may not be disseminated to a non
criminal justice agency or individual (except under Section 
20.21 (b) (3), (4), (5), (6», if an interval of one year has 
elapsed from the date of the arrest and no disposition of the 
charge has been recorded and no active prosecution of the charge 
is pendingi 

(2) Use of criminal history record information dissem
inated to non-criminal justice agencies under these regulations 
shall be limited to the purposes for which it was given and 
may not be disseminated further. 

(3) No agency or individual shall confirm the existence 
or non-existence of criminal history record information for 
employment or licensing checks except as provided in para
graphs (b) (1), (b) (2), and (b) (5) of this section. 

(4) This paragraph sets outer limits of dissemination. 
It does not, however, mandate dissemination of criminal his
tory record information to any agency or individual. 

(d) Juvenile records. Insure that dissemination of records 
concerning proceedings relating to the adjudication of a juven
ile as delinquent or in need of supervision (or the equivalent) 
to non-criminal justice agencies is prohibited, unless a statute 
or Federal executive order specifically authorizes dissemina
tion of juvenile records, except to the same extent as criminal 
history records may be disseminated as provided in Section 
20.21 (b) (3), (4), and (6). 

(e) Audit. Insure that annual audits of a represen
tative sample of state and local criminal justice agencies 
chosen on a random basis shall be conducted by-the State to 
verify adherence to these regulations and that appropriate 
records shall be retained to facilitate such audits. Such 
records shall include, but are not limited to, the names of 
all persons or agencies to whom information is disseminated 
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and the date upon which such information is disseminated. 

(f) Security. Insure confidentiality and security of 
criminal history record information by providing that wherever 
criminal history record information is collected, stored, or 
disseminated, a criminal justice agency shall -

(1) Institute where computerized data processing is 
employed effective and technologically advanced software and 
hardward designs to prevent unauthorized access to such in
formation; 

(2) Assure that where computerized data processing 
is employed, the hardware, including processor, communications 
control, and storage device, to be utilized for the handling 
of criminal history record information is dedicated to purposes 
related to the administration of criminal justice; 

(3) Have authority to set and enforce policy concerning 
computer operations; 

(4) Have power to veto for legitimate security purposes 
which personnel can be permitted to work in a defined area 
where such information is stored, collected, or disseminated; 

(5) Select and supervise all personnel authorized 
to have direct access to such information; 

(6) Assure that an individual or agency authorized 
direct access is administratively held responsible for (i) 
the physical security of criminal history record information 
under its control or in its custody and (ii) the protection 
of such information from unauthorized accesses, disclosures, 
or dissemination; 

(7) Institute procedures to reasonably protect any 
central repository of criminal history record information from 
unauthorized access, theft, sabotage, fire, flood, wind, or 
other natural or manmade disasters; 

(8) Provide that each employee working with or having 
access to criminal history record information should be made 
familiar with the substance and intent of these regulations; 
and 

(9) Provide that direct access to criminal history 
records information shall be available only to authorized 
officers or employees of a criminal justice agency. 

(g) Access and review. Insure the individual's right 
to access and review of criminal history information for pur
poses of accuracy and completeness by instituting procedures 
so that -

(I) Any individual shall, upon satisfactory verifi
cation of his identity be entitled to review without undue 
burden to either the criminal justice agency or the individual, 
any criminal history record information maintained about the 
individual and obtain a copy thereof when necessary for the 
purpose of challenge or correction; 
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(2) Administrative review and necessary correction of 
any claim by the individual to whom the information relates 
that the information is inaccurate or incomplete is provided; 

(3) The State shall establish and implement procedures 
for administrative appeal where a criminal justice agency re
fuses to correct challenged information to the satisfaction 
of the individual to whom the information relatesi 

(4) Upon request, an individual whose record has been 
corrected shall be givtm the names of all non-criminal justice 
agencies to whom the data has been given; 

(5) The correcting agency shall notify all criminal 
justice recipients of corrected information; and 

(6) The individual's right to access and review of 
criminal history record information shall not extend to data 
contained in intelligence, investigatory, or other related 
files and shall not be construed to include any other infor
mation than that defined by Section 20.3 (b). 

Section 20.22 Certification of Compliance. 
(a) Each State to which these regulations are applicable 

shall with the submission of each plan provide a certification 
that to the maximum extent feasible action has been taken to 
comply with the procedures set forth in the plan. Maximum 
extent feasible, in this subsection, means actions which can 
be taken to comply with the procedures set forth in the plan 
that do not require additional legislative authority lOr involve 
unreasonable cost or do not exceed existing technical ability. 

(b) The certification shall include -
(1) An outline of the action which has been instituted~ 

At a minimum, the requirements of access and review under 20.2l(g) 
must be completely operational; 

(2) A description of any legislation or executive order, 
or attempts to obtain such authority that has been instituted 
to comply with these re9ulationsj 

(3) A description of the steps taken to overcome any 
fiscal, technical, and administrative barriers to the develop
ment of complete and accurate criminal history record infor
mation; 

(4) A descripeLon of existing system capability 'and 
steps being taken to upgrade such capability to meet the 
requirements of these regulations; and 

(5) A listing setting forth all non-criminal justice 
dissemination authorized by legislation existing as of the 
date of the certification showing the specific categories of 
non-criminal justice individuals or agencies, the specific 
purposes or uses for which information may be disseminated, 
and the statutory or (:xecutive order citations. 
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Section 20.23 Documentation: Approval by LEAA. 
Within 90 days of t.he receipt of the plan, LEAA shall 

approve or disapprove the adequacy of the provisions of the 
p:l,.an and certification. Evaluation of the plan by LEAA will 
be based upon whether the procedures set forth will accomplislh 
the required objectives. The evaluation of the certication(s) 
will be based upon whether a good faith effort has been shown 
to initiate and/or further compliance with the plan and regu'~ 
lations. All procedures in the approved plan must be fully 
operational and implemented by December 31, 1977, except tha.t 
a State, upon written application and good cause, may be allowed 
an additional period of time to implemen·t section 20.2l(f) (2). 
Certification shall be submitted in December of each year to 
LEAA until such complete compliance. The yearly certification 
shall update the information provided under Section 20.21. 

Section 20.24 state laws on privacy and security. 
Where a State originating criminal history record infor

mat~ 1 provides for sealing or purging thereof, nothing in 
thes~ Tegulations shall be construed to prevent any other 
State .'eceiving such information, upon notification, from 
complying with the originating State's sealing or purging 
requirements. 

Section 20.25 Penalties. 
Any agency or individual violating subpart B of these 

regulations shall be subject to a fine not to exceed $10,000. 
In addition, LEAA may initiate fund cut-off procedures against 
recipients of LEAA assistance. 

SUBPART C - FEDERAL SYSTEM AND INTERSTATE EXCHANGE OF CRIMINAL 
HISTORY RECORD INFORMA'rION 

Section 20.30 Applicability. 
The provisions of this subpart of the regulations apply 

to any Department of Justice criminal history record infor
mation system that serves criminal justice agencies in two or 
more states and to Federal, state, and local criminal justice 
agencies to the extent that they utilize the services of 
Department of Justice criminal history record information 
systems. These regulations are applicable to both manual and 
automated systems. 

Section 20.31 Responsibilities. 
(a) The Federal Bureau of Investigation (FBI) shall 

operate the National Crime Information Center (NCIC), the 
computerized information system which includes telecommun
ications lines and any message switching facilities which are 
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authorized by law or regulation to link local, state and Fed
eral criminal justice agencies for the purpose of exchanging 
NCIC-related information. such information includes infor
mation in the Computerized Criminal History (CCH) File, a 
cooperative Federal-State program for the interstate exchange 
of criminal history record information. CCH shall provide 
a central repository and index of criminal history record in
formation for the purpose of facilitating the interstate ex
change of such information among criminal justice agencies. 

(b) The FBI shall operate the Identification Division 
to perform identification and criminal history record infor
mation functions for Federal, state, and local criminal justice 
agencies, and for noncriminal justice agencies and other entities 
where authorized by Federal statute, state statute pursuant 
to Public Law 92-544 (86 Stat. 1115), Presidential executive 
order, or regulation of the Attorney General of the United 
States. 

(c) The FBI Identification Division shall maintain the 
master fingerprint files on all offenders included in the NCIC/ 
CCH File for the purposes of determining first offender status 
and to identify those offenders who are unknown in states 
where they become criminally active but known in other states 
through prior criminal history records. 

Section 20.32 Includable offenses. ~ 
(a) Criminal history record information maintained in 

any Department of JU3tice criminal history r~cord information 
system shall include serious and/or significant offenses. 

(p) Excluded from such a system are arrests and court 
actions limited only to nonserious charges, e.g., drunkenness, 
v~gr~ncy( disturbing toe peace, curfew violation, loitering, 
false fire alarm, nonspecific charges of suspicion or investi-
9~tion, traffic violations (except data will be includad on 
arrests for m~nsl~ughter, driving under the influence of drugs 
Or liguor, and hit and run). Offenses committed by juvenile 
offenders shall also be excluded unless ~ juvenile offender 
is tried in court as an adult. 

(c) The exclusions enumerated above shall not apply to 
Federal manual criminal history record information collected, 
maintained, and compiled by the FBI prior to the effective 
date of these Regulations. 

Section 20.33 Dissemination of criminal history record infor
mation. 
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(a) Criminal history record information contained in any 
Department of Justice criminal history record information 
system will be made available: 

(1) To criminal justice agencies for criminal justice 
purposes; and 

(2) To Federal agencies authorized to receive it pur
suant to Federal statute or Executive order. 

(3) Pursuant to Public Law 92-544 (86 Stat. 115) for 
use in connection with licensing or local/state employment or 
for other uses only if such dissemination is authorized by 
Federal or state statutes and approved by the Attorney General 
of the United States. When no active prosecution of the charge 
is known to be pending arrest data more than one year old will 
not be disseminated pursuant to this subsection unless accom
panied by information relating to the disposition of that arrest. 

(4) For issuance of press releases and publicity 
designed to effect the apprehension of wanted persons in connection 
with serious or significant offenses. 

(b) The exchange of criminal history record information 
authorized by paragraph (a) of this section is subject to can
cellation if dissemination is made outside the receiving depart
ments or related agencies. 

(c) Nothing in these regulations prevents a criminal 
justice agency from disclosing to the public factual informa
tion concerning the status of an investigation, the apprehension, 
arrest, release, or prosecution of an individual, the adjudica
tion of charges, or the correctional status of an individual, 
which is reasonable contemporaneous with the event to which 
the information relates. 

Section 20.34 Individual's right to access criminal history 
record information. 
(a) Any individual, upon request, upon satisfactory verifi

cation of his identity by fingerprint comparison and upon 
payment of any required processing fee, may review criminal 
history record information maintained about him in a Department 
of Justice criminal history record information system. 

(b) If, after reviewing his identification record, the 
subject thereof believes that it is incorrect or incomplete 
in any respect and wishes changes, corrections or updating of 
the alleged deficiency, he must make application directly to 
the contributor of the questioned information. If the contri
butor corrects the record, it shall promptly notify the FBI 
and, upon receipt of such a notificaiton, the FBI will make 
any changes necessary in accordance with the correction supplied 
by the contributor of the original information. 
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Section 20.35 National Crime Information Center Advisory 
policy Board. 
There is established an NCIC Advisory Policy Board whose 

purpose is to recommend to the Director, FBI, general policies 
with respect to the philosophy, concept and operational prin
ciples of NCIC, particularly its relationships with local and 
state systems relating to the collection, processing, storage I 
dissemination and use of criminal history record information 
contained in the CCH File. 

(a) The Board shall be composed of twenty~six members, 
twenty of whom are elected by the NCIC users from across the 
entire United states and six who are appointed by the Director 
of the FBI. The six appointed members, two each from the 
judicial ( the corrections, and the prosecutive sectors of 
the criminal justice community, shall serve for an indeterminate 
period of time. The twenty elected members shall serve for 
a term of two years commencing on January 5th of each odd 
numbered year. 

(2) The Board shall be representative of the entire crim
inal justice community at the state and local levels and shall 
include representation from law enforcement, the courts, and 
corrections segments of this community. 

(b) The Board shall review and consider rules, regula
tions, and procedures for the operation of the NCIC. 

(c) The Board shall consider operational needs of criminal 
justice agencies in light of public policies, and local, state 
and Federal statutes and these Regulations. 

(d) The Board shall review and consider security and 
privacy aspects of the NCIC system and shall have a standing 
Security and Confidentiality Committee to provide input and 
recommendations to the Board concerning security and privacy 
of the NCIC system on a continuing basis. 

(e) The Board shall recommend standards for participation 
by criminal justice agencies in the NCIC system. 

(f) The Board shall report directly to the Director of 
the FBI or his designated appointee. 

(g) The Board shall operate within the purview of the 
Federal Advisory Committee Act, Public Law 92-463, 86 Stat. 770. 

(h) The Director, FBI, shall not adopt recommendations 
of the Board which would be in violation of these Regulations. 
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Section 20.36 Participation in the Computerized Criminal 
History Program. 
(a) For the purpose of acquiring and retaining direct 

access to CCH File each criminal justice agency shall execute 
a signed agreement with the Director, FBI, to abide by all 
present rules, policies and procedures of the NCIC, as well as 
any rules, policies, and procedures hereinafter approved by the 
NCIC Advisory Policy Board and adopted by the NCIC. 

(b) Entry of criminal history record information into 
the CCH File will be accepted only from an authorized state 
or Federal criminal justice control terminal. Termina.l devices 
in other authorized criminal justice agencies will be limited 
to inquiries. 

Section 20.37 Responsibility for accuracy, completeness, 
currency. 
It shall be the responsibility of each criminal justice 

agency contributing data to any Department of Justice criminal 
history record information system to assure that information 
on individuals is kept complete, accurate, and current so that 
all such records shall contain to the maximum extent feasible 
dispositions for all arrest data included therein. Disposi
tions should be submitted by criminal justice agencies within 
120 days after the disposition has occurred. 

Section 20.38 Sanction for noncompliance. 
The services of Department of Justice criminal history 

record information systems are subject to cancellation in re
gard-to any agency or entity which fails to comply with the 
provisions of Subpart C. 

Dated May 15, 1975 

Edward H. Levi, 
Attorney General. 

Richard w. Velde, 
Administrator, Law Enforcement 

Assistance Administration 
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CHAPTER X 

THE NEED FOR COMPUTER SECURITY 

As the manipulation of data has been relegated to machine 

control more and more, there has been an increasing number of inci

dents involving the misuse of stored information. The most notorious 

of these incidents has been that of Equity Funding, in which dummy 

records were created and stored on a computer system to pump up 

the "net" worth of the company. 

This event, however, was but one of the occurrences. For 

the period between 1964 and 1972, the Stanford Research Institute 

has noted a total of 76 separate cases of sabotage, theft, copying 

data, -tampering, masquerading, and fraudulent activities. Of 

these, 61% were cases of theft and tampering with data alone. 

As an indication of the already expanded use of data 

banks and other information storage and retrieval systems, one has 

only to look around him. Figure l~l gives an idea of the vastness 

of this use for only a few selected agencies. 

As files such as these are expanded and new ones created, 

the necessary considerations for keeping the data as well as the 

system that manages it secure must be incorporated in any EDP 

system. 
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NO. OF FILE 
FILE MAINTENANCE AGENCY SUBJECTS 

Defense Department files 
Names of persons exposed to radiation 150,000 

Family housing information system 465,000 

Civilian personnel data bank 55,000 

Defense industrial security programs 1,600,000 

Navy manpower and personnel management information 
system 1,400,000 

Justice Department files 
Civil disturbance file 13,000 

Organized cri~e intelligence unit 200,000 

FBI's National Crime Information Center 95,000 

Other Government Agencies files 
National Driver Registration Service 2,600,000 

Passport applicants of law enforcement interest 240,000 

Banking Industry 
Bank of America individual accounts 14,000,000 

Bank of America personnel files 41,000 

Commercial Report Agencies 
TRW Credit Data 30,000,000 

Insurance Companies 
Mutual of Omaha - applicant health records 8,500,000 

Mutual of Omaha - benefit history files 5,000,000 

Mailing List Companies 
R. L. Polk & Company 200,000,000 
names and addresses on file 

College and Universities 
University of Maryland Personal & demographic records 158,000 

Admission records 131,000 

Accounts receivable from students 60,000 

FIGURE 10.1 
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Provisions for Security 

Basically, system security is the protection against the 

accidental or intentional destruction, disclosure or modification 

by a person who is unauthorized to do so. 

Providing for this security can be thought o'f as a three

fold project. First, proper management of the computer facilities 

is a must. A part of the reason the Equity Funding scandal SUC= 

ceeded is that there was no overseer of the company's programmers. 

Several programmers were given the initial assignment at Equity 

of generating model policies for the company. This included 

creating fictitious records as a part of the models. These 

modelled records were then sent to other programmers who were 

unaware that they were mere models, and the records were processed 

as though they were actual data. In a properly managed plant this 

could not have been possible. 

In addition to the appropriate controls on the workers, 

care must be taken in deciding who .is authorized to access a 

computer system, including its data storage. 'This encompasses 

the installation and maintenance of physical provisions for 

securing a computer system, which is the second of the three 

measures. 
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Some measures for material security include barriers 

preventing entrance to the actual computer area. Locks, gates, 

and alarms are already in use, particularly in applications where 

safety and security were a major concern even BEFORE the installa

tion of EDP systems. Nowadays, restricting entry to a system 

involves not only such measures, but it incorporates the employ

ment of guard personnel to check ID badges and oversee the use 

of the system to prevent any misuse. 

Devices that were originally designed to prevent acci

dental data destruction now play at least a minor role in security. 

Magnetic tape, for example, utilizes a write-lock ring to prevent 

writing when the ring is removed. Similarly, most Disk Operating 

Systems, as well as those using other system resident devices, 

have WRITE LOCK or WRITE ENABLE switches that control the function 

permitted on that peripheral device. 

The final category of safeguarding a system is through 

the application of software to monitor access to the system. Such 

software can, of course, be ·totally hardware independent, or it 

can function with peripherals designed expressly as protection 

devices. 

Peripherals of this sort are primarily devoted to uniquely 

identifying a user in order to permit or deny access to the system. 
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Systems already in use check punched or magnetic characters on a 

special card, such as those employed in the on-line operations 

just implemented for Master-Charge. In addition, there has been 

early research in detecting patterns in signatures, voiceprints 

and fingerprints. Measuring the length of a person's fingers, 

supposedly as identifiable as fingerprints, has drawn some 

interest. 

Naturally, the control of similar devices could be 

granted to system software of the right variety. At present 

such programs already hold a protection function. In telecommuni

cations environments, some Input/Output Control Systems are 

responsible for encrypting data prior to transmission. For the 

most part, this encoding is done by adding/subtracting a random 

key number to the data at the transmission point. Upon reception, 

the same key number is subtracted/added to yield the original 

data. While such a key number algorithm can theoretically be 

broken, it provides a degree of protection in that only sender 

and receiver really know the key. To prevent accidential 

disclosure t the machine itself can be programmed to pe:r::form the 

encryption. 

Monitors in timesharing systems further serve in identify

ing users and in recording the essentials of a users account (time 

used, cost and the like). When a user attempts to log onto a 
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system, the supervisor usually calls a routine that checks a 

master file for the identifier, or user number. If it is a 

valid number, the user ~ s account is checked to see if: his pass

word is valid and his account is not overdrawn. If these checks 

are all right, the user is permitted to continue. Where certain 

devices require serial processing and are protected by the use 

of passwords, a similar search routine is called so the monitor 

can deny or permit access. 

A splendid example of such file protection exists by 

considering the use of protect (or access) codes. The PDP 11/20, 

manufactured by Digital Equipment Corporation, utilizes the protect 

codes as outlined in Figure 10.2 and demonstrated in 10.3. The 

directory shown in 10.1. shows the files, their lengths, creation 

dates (in this case, the dates are-default dates for the system), 

and the access codes for the disk area with a user identification 

code of (20(20). The protect code for the PDP is a three digit 

octal number in which the 6th and 7th bits indicate functions 

permitted the owner, and the bits 0-5 denote functions allowed 

other users using (20,20). The chart in Figure 10.2. explains the 

details of choosing a code to be assigned a file. 
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7th 6th 
BIT BIT 

OWNER 

OCTAL 
NUMBER 

0 

1 

2/3 

4/5 

6/7 

5th 
BIT 

4th 3rd 2nd 1st 0 
BIT BIT BIT BIT 

USER GROUP OTHERS 

FUNCTI¢NS PERMITTER USER 
DELETE WRITE READ RUN 

YES YES YES YES 

NO YES YES YES 

NO NO YES YES 

NO NO NO YES 

NO NO NO NO 

FIGURE 10.2 

I DISK (20,20) 

I 
I 
I 
I 
I 
I 
I 
I 
I 

DIRECTORY DK¢: (2%,2%) 

%1-Apr-74 

RRFLIB.OBJ 
,r.1..EBLIB.OBJ 
BAJ¢7 .OBJ 
GLORIA.OBJ 
KSR .OBJ 
GLORII.OBJ 

TOTL BLKS: 
TOTL FILES: 

;FILE NAME 

26 
24 
33 

8 
1 
8 

16-JAN-7% 
17-JAN-7% 
16-JAN-7¢ 
17-JAN-7fij 
17-JAN-7fij 
19-JAN-7% 

(233) 
/...233) 
Q.33, 

CREATION DATE 

~331 
.(233) 
(2337 

~PR¢TECT C¢DE 

FIGURE 10.3 
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security Check Lists 

Securing a computer system is one of the main concerns for 

management. A number of precautions to increase safety of organi-

zations that rely heavily on computers are often overlooked. A 

system can never be 100% secure but certain precautions may be 

listed that should be examined to determine the security of a 

computer system. The following checklists were completed by 

DCF Systems Ltd., 74 Victoria St., Toronto, Canada, and have 

appeared in various issues of COMPUTER WORLD magazine. 

I. ACCESS CONTROL 

1. Have a single entrance to the operations area monitored 
by the receptionist or keep it locked. 

2. Install a key lock, a cipher lock or a badge-operated 
lock on the door to the operations area. 

3. Issue badges with new encoding and change locks periodi
cally. 

4. Identify all keys to the operations area with a regis
tration number, logged in a control book when issued, and 
marked with the words "Do Not Duplicate." 

5. Instruct the operations staff to memorize lock combina
tions rather than write them on paper to avoid compromising 
the security measures. 

6. Establish a procedure to protect the integrity of 
the security system if an employee loses a badge or key. 

7. Keep all service entrances to the computer center locked 
after normal working hours, attach entrances to an audible 
alarm which sounds if any door is opened and inspect all 
entrances to make sure they are secure. 

8. Use sensors to detect magnets and to prevent them from 
being brought into the computer center. 
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9. Locate the operations control area just outside 
the computer room but adjacent to it. 

10. Protect the computer input and output areas with a 
glass partition, a teller's cage or passthrough window. 

11. Maintain a log of all deliveries to and pickups from 
the computer center, showing the date and time, description 
of the materials and employee authorization. 

II. INPUT AND OUTPUT CONTROL PROCEDURE 

1. Establish a procedure for submitting jobs to the computer 
room, such as having users fill out a job request card con
taining their name and department, the account number to 
which the job will be charged, a time estimate of the job, 
and operator instructions. 

2. Delegate to an I/O control clerk responsibility for: 

a. I~cording receipt of input data, as well as input 
control totals, in a control log. 

b. Insuring that corrections are marked off in a 
log when they are re-entered into the system. 

c. Insuring that rejections from the processing 
cycle are entered in an error log. 

d. Expediting important jobs. 

e. Assuring an effective and efficient work flow into 
and out of the computer room. 

f. Reconciling output control totals to input totals. 

g. Checking the quality of output reports. 

h. Distributing reports to authorized recipients. 

3. Retain original input documents in some form to serve as 
backup or as proof in the case of fraud, and store them in a 
secure location. 
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4. Store blank forms in a secure location before they are 
used, and establish procedures to control their usage and to 
record destroyed copies of sensitive forms such as checks. 

5. Maintain additional supplies of forms used in critical 
jobs, so that operations will not be delayed after a disaster 
while waiting for a new supply. 

6. Distribute output reports quickly after completion, 
and store them in a seCure location until they can be 
distributed. 

7. Periodically review and update lists of authorized 
recipients of output reports. 

8. Establish stringent controls on the method of distri
buting sensitive reports to other geographical locations. 

9. Retain copies of key output reports as backup either 
in their original form or on -microfilm. 

III. LIBRARY PROCEDURES: 

1. Limit access to the library by keeping the door 
locked at all times or by assigning a full-time librarian, 
or an operator after normal working hours, to monitor' access. 

2. Prohibit programmer access to production tapes on disks 
or documentation without written authorization. 

3. Maintain a log of programs and data files in the library. 

4. When not in use, store all programs and data files in a 
locked safe or cabinet whose locks or combinations are 
changed periodically~ 

5. Instruct the librarian to release programs and files 
only when computer runs are authorized and scheduled. 

6. Have the librarian record the return of programs and 
files after computer runs, thereby providing a record of 
their usage and a cross-reference between tapes or disks 
and computer runs. 
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7. Establish special stringent procedures for obtaining 
sensitive files from the library. 

8. Use tape reels and disk packs which have special labels 
which can be detected by a sensor in order to prevent 
theft. 

IV. COMPUTER ROOM OPERATING PROCEDURES 

1. Consider using special printers or output terminals 
to handle the printing of sensitive data, such as salary 
data or market forecasts, and consider having a representa
tive of the user department and the computer room shift 
supervisor present. 

2. Supervise computer operations at all times to insure 
that no operator can use your computer equipment and time 
to run jobs for outsiders without your knowledge. 

3. Establish procedures for preauthorization of all 
overtime use of the computer equipment, programs, tapes and 
disks. 

4. Insure there are operating instructions for every job 
in the computer center, that they are properly updated when 
changes are made, and that they'are frequently reviewed 
by the shift supervisor to insure that standards are being 
maintained. 

5. Clearly document rerun procedures for each system to 
reduce the possibility of operator error. 

6. Schedule all computer processing for operational systems 
to reduce peak workloads and thereby reduce the risk of 
operator error. 

7. Delegate to a production scheduler or controller the 
responsibility for dispatching jobs to the computer room, 
recording which equipment is used, what time the job is 
submitted and what time it is completed, and for following 
up data not yet received when a job is scheduled. 

8. Record the progress of jobs through the computer room on 
a run control log showing estimated versus actual times, reruns, 
errors, restarts and interruptions. 
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9. Insure that all systems provide a set of standard 
messages and instructions to the operator under various 
conditions, thereby reducing the requirement for the 
operator to make decisions. 

10. Establish procedures to protect the computer during 
off-shift hours, such as: locking computer ruom doors, 
having security guards check all cabinets and doors to 
make sure they are locked, giving guards a list of authorized 
off-shift personnel, keeping a log of off-shift computer 
users, recording meter readings before and after off-shift 
hours. 

v. DATA SECURITY 

1. Screen reque~ts for new applications to determine their 
legitimacy, and to determine if continual use of the system 
by a given user yields more information than he is entitled 
to have. 

2. Use techniques such as verifying key input fields, 
balancing input fields to predetermined totals, using computer
generated input, and writing edit routines to check the accuracy 
and completeness of data. 

3. Design system with adequate internal program controls to 
insure the accuracy of data and the correctness of computa
tions. 

4. Maintain counts of the records on file before and after 
processing, and reconcile file control totals for individual 
computer runs with transaction and input control totals. 

5. Compare output control totals with predetermined totals 
to insure that no records were lost during processing. 

6. Design systems with exception reports of transactions 
reject~d by the system. 

7. Design systems with helpful console error messages. 

8. Insure that programmed controls are not being over
ridden, by performing periodic audit tests of the system. 
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9. Provide the internal audit group with a copy of all 
operational program documentation for computer systems 
and notice of all system changes. 

10. Maintain an inventory of all tapes, disk files, programs 
and supporting documentation; update it regularly as system 
changes are made; and audit the inventory periodically. 

11. Keep periodic tests of production programs, program 
dumps or traces and transaction journals to provide an 
audit trail of computer systems. 

VI • VITAL RECORDS PROGRAM 

1. Have the internal audit department determine the specific 
importance and sensitivity of all records. 

2. Assign responsibilities to assure that information which 
is necessary to reconstruct the vital records of the 
organization is always' up-to-date and readily available. 

3. Have the internal audit department designate the files 
to be considered vital to. the organization and, therefore, 
to be protected by: 

On-site protection, such as three-generation backup 
for magnetic tapes,' vaults or special filing cabinets. 

Duplication of records onto media such as paper, 
magnetic tape or microfilm. 

4. Maintain an inventory of vital information needed to 
recreate data and operate a backup facility (for example, 
vital applications, equipment configuration, engineering 
change levels, operating system ·and version, program library, 
data files, programs and program documentation, operating 
documentation, supplies and other materials required for 
immediate recovery processing) . 

5. As new systems are created and existing systems altered, 
create new back-up for these programs and the associated 
documentation promptly, and store it at the backup location. 
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VII. PROGRAMMING CONTROLS 

1. Supervise your systems and programming personnel in the 
careful design, testing and maintenance of programs. 

2. Establish standards for designing, programming, testing, 
documenting and operating systems and periodically review 
programs and documentation to ensure that standards are 
being met. 

3. Establish a procedure for authorizing all program changes 
and formally approving the changes before they become opera
tional. 

4. Keep a record of all changes to programs, the reasons 
for the cnanges, dates of the changes, the authorization, 
'their effects on the program and cross-reference to other 
programs that might be affected; notify users of the changes; 
and have management review this change 7ecord periodically. 

5. Establish controls to ensure that the review and 
approval procedures are not being bypassed, for example: 

a. Contro~ final program assemblies so that only the 
approved'program is installed. 

b. Periodically compare disk programs to control copies 
on another medium. 

c. Include with 'output a listing of the job control 
language to ensure that an unauthorized program has not 
been executed. 

d. Keep a tight control over the access to, and use 
of, programs and files by systems analysts and programmers. 

e. Review the software'library periodically to ensure 
that a complete set operating documentation exists for 
all applications. 

VIII EQUIPMENT REPAIR 
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1. Review statistical records of equipment utilization, job 
accounting and on-line activity, such as input and output I 
volumes, processing and turnaround times, in order to anti-
cipate overloading and to ensure acceptable operating performance. 

X-14 

I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

2. Consider monitoring computer usage by separate console 
in a secure area. 

3. Run periodic tests on equipment to spot malfunctions; 
for example, before critical jobs are run. 

4. Follow the manufacturer's recommended environmental 
specifications and schedule of preventive maintenance for 
the equipment. 

5. Clean or change air conditioning filters periodically 
as specified by the manufacturer. Use Underwriter 
Laboratories Class 1 filters. 

6. Clean magnetic tapes and drives periodically as 
specified by the manufacturer. Use a nonflammable solvent. 

7. Note defective areas on tapes and disks encountered 
during computer operations; keep a log of such defects 
and use a tape tester periodically to identify defects on 
tape. 

B. Record each end-of-job on the console log along with 
the operator's comments as to successful completion or any 
unusual event which occurred. 

9. Record all hardware and f50ftware "crashes", stating 
the reason, the time, the remedial action, whether a core 
dump was taken an~ who made the entry. 

10. Retain the console log sheets for at least one year. 

11. Instruct the senior shift supervisor to review the 
console log sheets daily to detect improper operating 
procedures, suspicious reruns or unauthorized runs. 

Pata Aecurina Enaineering 

As the utilization of automated data systems increases, 

I there will be an increasing concern for lIintruder interactions" and 

I 
I 
I 
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the engineering and programming capacity to deal with it. (5) 

stave future episodes of Equity Fundingr. auditing and control 
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programs are being developed. Cullinane Corporation has already 

marketed an EDP Auditor and a Culprit package that uses a series 

of monitor programs to control access to their systems. 

To prevent physical tampering, basic designs have been 

altered in a few cases. The Basic Computing Arts, Inc. of Palo 

Alto, . California, markets a system comprised of. a minicomputer and 

a larger host computer (an IBM 360 or 370). This Data Sentinel 

has the minicomputer sealed in a II tamper-proof II case and -t_=:tpped 

with alarms and a single relay to the host. In this case, the mini

compute;!:' r:eforms the guardian functions of user identification and 

checking the legitimacy of all software. One of the singular 

applications of this system, installed at the Crocker National 

Bank in San Francisco, authenticates software by a che~k sum 

algorithm and comparing this sum to a stored total input when the 

software is first implemented. If the two sums check, the program 

is permitted to be executed by the host computer. 

One of the systems now lauded as extremely secure did not 

even be~in as a security concern. Honeywell's MU~TICS system, 

developed in conjunction with MIT and the Bell Labs and now 

available on the Honeywell 6184, has a file structure that 

provides the added security now hailed .. In this system files 

are divided into segments and arranged hierarchically in concentric 

circles. The innermost rings, containing the monitor and vital 
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system software, is accessible only by the MULTICS system itself. 

Outer rings are available for users. By selecting the appropriate 

access code (and thereby the segment) a user determines the 

degree of file protection desired. 

Advancements such as these will no doubt continue; however, 

careful analysis of a systems needs is necessary since costs 

increase as security measures are implemented. For example, the 

MULTICS system, including CPU and a number of peripherals, can 

cost upwards of $1.5 million. Furthermore, as checks of users 

to determine accessibility increase, the efficiency of a system 

is decreased due to the ti.me necessary for table and file searches. 

In addition, with the implementation of federal laws governing data 

protection, file sizes will no doubt increase, thus requiring 

more storage devices. Soon, files on persons (data banks, credit 

bureaus, etc.) will be forced to contain source listing, creation 

dates, list of those eligible to access that file, and other related 

information. It has been estimated that, considering such required 

information and a probable growth in numbers of files of 10%, 

the files on people in existence would double in size in only 

seven years. 

Considering the present clamor over protecting data systems, 

it is hardly necessary to expound on its importance. Effective 

data security engineering is and will be of great concern to all 

who use EDP systems. 
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CHAPTE.R XI 

COMPUTER CRIMES 

Cropping up with disturbing frequency is a new brand of 

criminal specializing in theft by computer. The computer, in the 

hands of skilled operators bent on theft, fraud or sabotage has 

become a major crime problem for business and government. In 

fact, experts believe that illegal use of computers is the fastest 

growing type of white-collar crime. Computer-related crime is 

difficult to detect. It is more profitable, less dangerous, and 

easier to commit than many other kinds of criminal activity. 

The range of crimes made possible by computers runs from 

simple embezzlement to destruction of official information 

stored on data banks. Computer criminals have stolen trade secrets, 

valuable equipment and millions of dollars from·banks, private 

companies and government agencies. Also, comput'ers make excellent 

partners in crime because they do exactly what they are told and 

can be programmed to cover their tracks completely. Types of 

fraud most easily accomplished'with a computer include disburse

ment, i~ventory and payroll fraud. 

Disbursement Fraud 

Disbursement Fraud has accounted for more embezzlement 

losses than all others. This scheme is quite simplel "your company 
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is fooled into paying for goods and services that it did not 

receive or did not receive in full measure." 

A perfect example of this scheme is the Equity Funding 

Scandal where over a million dollars was embezzled. This was 

the biggest insurance swindle and one of the biggest swindles of 

any in history. In one of its subsidiaries, 58% of the 97,000 

policies listed on the books were nonexistent. Also, on Wall 

Street, Equity Funding's more than 7,000 stockholders were in 

danger of losing at least $114 million; based on the deflated 

price of their stock. The greatest fact of this incident is that 

neither standard aUditing practices nor Wall Street analysis was 

sophisticated enough to detect it. Equity Funding's fraud went 

to the extent of programming fake death ce!tificates into the 

computer, to cover the fraud trail further. Investigators found 

an office with 10 employees whose job was to simply forge docu

ments. 

The common characteristics in most disbursement frauds 

is that ·the embezzler has to have inside help, someone who has 

access to the accounting files and is able to manipulate them. 

In other words one must be a responsible and trusted employee to 

make this scheme work. 

Inventory Fraud 

Inventory Fraud is generally easier than disbursement 

fraud since it is easier to convert goods to cash than it is to 
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cash fraudulent checks. Computerized inventory systems lend them

I selves to penetration for two basic reasons: they account for a 
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large amount of materials, and the controls on access systems 

are normally lax. 

To demonstrate that size is of no factor, consider a 

recent Boxcar theft as an example. Employees of Pen Central Rail-

road allegedly manipulated the inventory files to shuttle out 217 

boxcars. The employees altered the inventory files to reflect 

that the cars were either scrapped or wrecked when they were 

actually shipped to another company's yard and repainted. 

Sales Manipulation 

Sales manipulation is the manipulation of shipments, 

sales, and billing procedures. The embezzler confuses his company 

into: 

shipping a product to a customer without sending the bill, 

shipping one thing and billing the customer for something 
else, 

billing a shipment at the wrong price, 

granting improper credits or adjustments on returned or 
damaged products, 

manipulating the sales commission allowances, and discounts 
on merchandise shipped. 

An example of this type of inventory fraud is the Pacific 

Telephone Company rip-off. Twenty-one ~ear old Jerry Neal Schneider 

XI-3 



broke the security code of Pacific Telephone and was able by 

Touch-Tone telephone to p~ace large orders of equipment. In

vestigators found $100,000 in stolen equipment and said that 

Schneider was involved in the thefts for 5 years. Schneider 

served forty days in jail, and is now into the business of 

advising clients on how to prevent computer thefts. 

The common characteristic of most inventory frauds is 

that almost every embezzler sets up his own legitimate company 

to sell the merchandise. 

A suggestion for preventing inventory fraud is to have 

a complete personnel department check of employees and to juggle 

responsibilities between employees. A complete security check 

on the ethics and responsibilities of the employees should be 

conducted. This is costly but not as costly as illegal entry 

into your system. 

Payroll Fraud 

Payroll fraud is the act of padding the payroll with 

nonexistent employees and/or leaving former employees on the pay

roll after termination. 

An example of this occurred when an employee at the 

welfare department entered fraudulent data into the payroll system 

and stole $2.75 million. He entered a fictitious work force 

identified by fake social security numbers. The fake employees 
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were processed and each paid. The conspirators were uncovered 

by accident when police discovered a batch of over a hundred 

fraudulent checks in a car. The companies had to be infiltrated 

from within. Trusted employees were the embezzlers and had access 

to manipulate the files. 

For a larger company it is hard to keep track of all of 

the part time employees that they hire. A responsible personnel 

department would be greatly needed in this case. The department 

must keep thorough files on all employees and if extra help is 

hired they must be thoroughly recorded into the system. The 

delivery of the checks to the employees should be orderly and 

security should be tight. When picking up checks, employees 

should be required to identify themselves and sign for their 

checks. All checks should be accounted for when they are pro

cessed and delivered to the correct person. As fUrther examples 

of computer crime, consider the following: 

A chief teller at a branch of the Union Dime Savings 

Bank in New York was charged with embezzling 1.S million dollars 

from the' bank's deposits. He was caught when a bookie was 

raided and it was found that the teller had been gambling up 

to $30,000 a day. He was making $11,000 a year at the bank. 

An insurance company employee heard that he was going to 

be laid off, and programmed the computer to automatically erase 

the payroll tape when his employee identification number was 

dropped, resulting in a huge expense for the company. 
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In another case, in Salinas, California, an accountant 

embezzled $1,000,880 from his company by recording higher pay

ments for raw materials in the company computer than the company 

actually paid. He arranged for the computer to place the excess 

cash in his own dummy companies, and then programmed it to advise 

him how much money he could withdraw from those companies without 

raising suspicion. He was caught six years later when greed drove 

him to start making withdrawals of $250,000 a year. 

A Washington, D.C., man takes the prize for elegant and 

successful simplicity. He pocketed all the deposit slips at the 

writing desks of the Riggs National Bank and replaced them with 

his own electronically coded forms. For three days, every cus

tomer who came in without a personal slip and used one of the 

"blank" forms was actually depositing money into the thief's 

account. 

Computer Criminals 

Now let's take a look at what sort of people are involved 

i.n computer crimes. Donn B. Parker of Stanford Research Institute 

says that they are young and intelligent, usually between 18 and 

30 years of age. They usually are not professional criminals. 

They are outwardly loyal and trustworthy and have never been in 

trouble with the law. They were in trusted positions before they 

committed their crime and are highly motiv,ated and seem to be 

challenged by the prospect of beating a complex system and 

XI-6 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I' 
I 
I 
'I 
I 
I' 
I 
I 
I 
I 
I 
I' 
I 

overcoming protective devices, as much as by any monetary reward. 

Many computer criminals strongly believe that any information 

found unprotected in a computer is in the public domain and can 

be utilized by anyone who discovers it. Others rationalize that 

stealing from large corporations is not really a crime. 

what the criminals are like has not solved the problem. 

Knowing 

Mr. 

Parker says that spotting the crook before he commits a crime is 

next to impossible. 

For computer experts, this is the most disturbing aspect 

of the computer crime wave, that most of the culprits have been 

caught by accident. What makes these criminals so hard to catch is 

the extraordinary complexity of the computer programs themselves. 

The only sure way of detecting manipulations of such programs would 

be to devise another computer program capable of auditing the ma

chines' internal operations. Unfortunately, no one in computer 

research today knows how to write such a program. Mr. Parker 

guesses that the ratio of undiscovered to discovered crimes may 

be on the order of a hundred to one. 

For the time being, computer companies are restricted 

to improving the security systems inside their computers. Honey

well has devised a scheme called MULTICS, that restricts the total 

amount of information available to any individual user of a 
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computer system. In 1972, IBM began a $40 million, five-year 

program to improve its data-security systems. The National Security 

Agency and the Advanced Research Projects Agency of the Department 

of Defense are conducting independent research on protecting 

military and classified data stored,on federal computers. More

over, the probJem has given rise to a peripheral data-security 

industry made up of over 210 private companies. Computer manu

facturers are trying to develop systems that will be more resistant 

to manipulation. The consensus of the experts seems to be that 

it is possible to design penetration-proof operating systems, 

but that they are not likely to be commercially available in 

large systems in leso ,than four years, at the earliest. Then they 

will have the problem of deciding what to do with the existing sys

tems. Some advocate the use of separate ~inicomputers and software 

as gatekeepers p to handle the chores of user identification and 

access control. The main purpose is to remove these sensitive 

functions from the intricate maze of a main operating system. A 

number of companies are working on devices that will recognize 

personal insignia such as the shape of a hand or the unique motions 

an individual makes as he signs his name. While some companies are 

showing more and more interest in these new developments, other 

manufacturers contend that it's pointless to b:r:ing out systems 

capable of resisting sophisticated attack unless their customers 

adopt better physical security measures in their own installations, 

as well as better screening of computer employees. We 
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approach. the problem of computer security in more detail in the 

next chapter. However, a brief list of computer crime prevention 

tips are to: 

Limit the number of employees who have access to 
the data stored in the computer. 

Switch computer users frequently to different 
machines and programs. 

Separate computerized check-writing operations from 
the departments that authorize checks. 

Use secret passwords to gain access to different 
computer programs and change the passwords ofte~. 

Be sure the computer is programmed to sound an alert 
automatically when repeated attempts are made by 
computer users to enter incorrect passwords. 

Adopt procedures whereby those using the system have 
to enter their names or initials each time they have 
access to the system. 

Random monitoring of computer transactions. 

Provide detailed accounting of computer-usage time. 
If a job begins to take twice as long, analysis 
may indicate it is because the program has been 
modified to tamper with data files. 

A last approach for controlling computers crime is for companies 

to report the crimes and for the law to administer harsh punishment. 

Some banks and companies admit that when an incident is discovered, 

the corporate victims try to avoid the embarrassment and loss of 

confidence that publicity might bring. 
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About 85% of detected frauds are never brought to the atten

tion of law-enforcement people. What often happens is that the 

offender, once detected, is required to make restitution and 

then leave - sometimes even getting severance pay and letters 

of reference to speed him away. 

Without adequate punishment the computer criminals will 

never be stopped. The electronics expert in Los Angeles, having 

served 40 days for his thefts from Pacific Telephone and Telegraph, 

is now back in business, advising clients on how to secure their 

computers against illegal entry. 
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CHAPTER XII 

PLANNING FOR DEFENSIBLE SPACE 

Introduction 

This chapter condenses and summarizes the principles which 

have been put forth in Oscar Newman's book, Defensible Space and 

covers the following topics in detail: 

1. The Theory of Defensible Space; 

2. Our Vulnerable Environment; 

3. Planners Mistakes; and 

4. Design Techniques to Improve Security 

The Newman book explores the theme that. crime can be prevented 

through the use of the principles of architectural design. It is a 

study of the effects of the physical layout of the residential en

vironments on the criminal vulnerability of its inhabitants. The 

goal of the author is the creation of communities which are able 

to keep themselves free of crime. 

Newman feels that much crime is crime of opportunity rather 

than premeditated and that the reduction of opportunity would 

therefore result in less crime rather than in its displacement. 

He points out that there has been a breakdown of the social 

mechanisms that once kept crime in check and gave direction and 

support to police activity. He feels that within the present atmos

phere of pervasive crime and ineffectual authority the only 
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effective measure for assuring a safe living environment is "com-

munity control". Achieving such control will require a restructuring 

of residential developments in our communities. The alternative 

to "community control" could ultimately be a total lockup and self 

imposed restriction of movement which could eventually lead to a 

police state. The reason for having to choose between these 

alternatives is that under our present system the poiice alone 

cannot create or foster security. Society in the persons of its 

citizens must adopt this function. 

The Theory of Defensible Space 

Defensible space represents a series of methods and techniques 

which can inhibit crime by "creating the physical expression of a 

social fabric that defends itself ... it is a surrogate term for the 

range of mechanisms-real and symbolic barriers, strongly defined 

areas of influence and improved opportunities for surveillance that 

combine to bring an environment under the control of its residents". 

The major characteristics of defensible space are: 

1. Perceived zones of territorial influence~ 

2. Surveillance opportunities for residents; 

3. Reducing of the image of isolation and apparent 
vulnerability of inhabitants~ and 

4. Geographical juxtaposition with safe zones. 

The key to the Defensible Space concept is the necessity of 

linking territorial definition with surveillance capability. 
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Defensible space cannot be created without both operating simul

taneously. 

The Defensible Space concept hopes to create a clear under

standing of the function of a space and who its users are and ought 

to be. This in turn will lead residents to adopt potent territorial 

and policing measures for themselves. Territorially defined restricted 

areas can strongly indicate to residents and strangers alike that the 

grounds and buildings are for the private use of residents. In

truders can be easily spotted. Territorially defined restricted areas 

correspond strongly with a concern for the maintenance of the law and 

the belief in the possibility of its enforcement. Such areas also 

correspond strongly with cleaning up and maintaining the buildings 

and the grounds around them. 

Defensible Space design formulates an architectural model of 

"corrective prevention". The theory being that space can be'Tnade 

to fall under the influence and control of residents. Through the mani

pulation of buildings and spatial configurations, one can create areas 

for which people will adopt responsibility. 

The assumption on which 'much of the theory of Defensible' 

Space 'is based is that residents have strong territorial needs and 

perrogatives. A piece of ground provided for the use of a family 

will be cherished and defended. An additional assumption is that 

public areas such as streets will tolerate a wide variety of 
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behavior. While no attempt is made to question the presence of, 

or to identify, individuals on a public sidewalk, individuals 

within a territorially restricted zone are required to efficiently 

pursue a goal or purpose which residents find acceptable. 

Another assumption on which the Defensible Space theory 

is based is that the opening up of all activity in public spaces 

to natural supervision will prove a powerful deterrent to criminal 

acts. 

Our Vulnerable Environment 

The new physical form of the urban environment is possibly 

the biggest ally the criminal has in his victimization of society. 

The concentration and distribution of population has produced an 

urban form that makes helpless victims of its occupants. 

The crime rate is affected by a number of physical factors 

including density as well as building height and type. As one 

moves to denser and denser agglomerations (from row houses to walk 

up flats to high rise apartments) opportunity for individual and 

collective efforts at defining territory becomes increasingly 

difficult. It is on such undefined territory where most of the 

crime takes place. 

Large size in combination with taller buildings contribute 

to a more criminally act.ive situation. Such projects encourage 
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crime by fostering feelings of anonymity, isolation, irrespon

sibility and lack of identity with surroundings. Project size 

(number of acres) and the housing density (number of persons per 

acre) are also two variables which impact the crime rate. 

High rise, high density projects experience an abnormally 

high rate of crime. Most of the crime that occurs within these 

buildings occurs within their interior public or common spaces. 

The specific common public space that is most vulnerable is the 

elevator. The elevator is a space public in nature but totally 

screened from all observation. Entrance lobbies are not much 

safer nor are the fire stairs or secondary exits which are vertical 

concrete boxes with a few or no windows and are continually used 

by criminals as places to waylay and bring victims. Pursuit of 

a criminal in these areas is almost impossible. In a high rise 

double-loader corrider apartment tower, which is the most criminally 

vulnerable structure, the only defensible space is the interior 

of the apartment itself. Everything else is a no-mans land. 

Large outdoor public zones often rival the interior corridors 

of high rise apartment buildings for their vulnerability to criminal 

activity., For example, unfenced public areas are seldom used either 

by residents or by the surrounding community and make excellent 

areas from which criminals can stage their attacks on unsuspecting 

residents. 
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Planners~ Mistakes 

One of the more import.ant parts of the Neuman book centers 

around the physical, political and social mistakes which planners 

and bureaucrats have made in the past and are continuing to make 

in the present. Many of these mistakes are listed below and will 

be discussed in detail in the next few pages. 

1. Physical 

a. Bad Site Planning 
b. Poorly Designed Buildings 
c. The Use o~ The Superblock Concept 

2. Political 

a. Urban Renewal 
b. "Free-Wheeling" Accessibility 
c. The Housing Game of Quantity over Quality 

3. Social 

a. The Differentiation of Public Housing (Stigma of 
Poverty) 

b. Ag'e and Economic Mixing 

Physical 

Physical characteristics that reinforce criminal behavior 

are bad site planning, poorly designed buildings and the .Use of the 

~ul?erblock concept. 

a. Bad Site Planning - Grounds and recreation space are 

often determined by planners in terms of square footage only. 

without applying additional criteria such as creation of usable 

space through play and sitting facilities such grounds would prove 

too dangerous to use or send children into. Unfortunately, in 
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most projects little effort is expended in developing relation

ships between buildings and ground recreation activities. 

b. Poorly Designed Buildings - Certain building types are 

known to have disasterous effects on their occupants. Such poorly 

designed buildings and projects have crime rates as much as three 

times higher than those of adjacent projects housing socially 

identical residents at similar densities. 

Of all housing, high rise, double loaded corridor, 

multiple family projects, are those with the most difficult crime 

problems. A double loaded corridor denotes a building designed 

with apartment units positioned on either side of a central corri

dor. A single loaded corridor designates a building design in 

which apartment units are located exclusively on one side of the 

corridor and face an exterior wall which is glazed or in mild 

climate left open to weather. 

The costs of operating the high rise double loaded 

corridor buildings are high. The social costs of operation are 

even higher for as Newman p~ints out, these buildings have become 

" containers for the victimization of their inhabitants". 

Other building design mistakes include designing lobbies, 

elevators, stairwells and other common public spaces which are 

completely hidden from view. Such screened areas make perfect 

hidding and attack areas from which criminals can and do operate. 
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c. The Superblock Concept - Planners have decided that 

by closing off city streets they can produce more ground which 

can be used for recreation and open space. Closing off streets 

and creating a superblock closes the interior spaces to natural 

surveillance, which acts as a crime deterrent. Planners then com~ 

pound the problems of residents by facing the lobby entries of the 

buildings onto the interior grounds. Returning home a resident 

must leave the street and wind his way through undefined and 

anonymous grounds to reach the front door of a building. It 

would have been safer for him to go directly from the street to the 

front door. Streets provide security in the form of prominent 

paths for concentrated pedestrian and vehicular movements. 

Windows and doorways when facing streets extend the zone of resi

dent and police surveillance. 

Political 

Social decisions that have reinforced criminal behavior are 

Urban Renewal, the concept of "Free Wheeling" Accessibi.lity, and 

the Housing Game of emphasizing quantity over quality. 

a. Urban Renewal - The successes of urban renewal seen 

twenty years later are modest indeed. Urban renewal required a 

commitment to the grand scale destruction of low income tenements 

in every major American c~ty. The destruction of densely occupied, 

semi-deteriorated urban ghettos to create cleared land for new 
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businesses arrl middle income housing, in turn created the need for 

replacement housing for the poor. Such replacement housing was 

often the poorly designed criminally vulnerable double loaded 

corridor high rise. 

b. "Free Wheeling Accessibility" - Much of the "free wheeling" 

accessibility to the interior areas of public housing is probably 

the result of a federal policy which states that projects by law 

and tradition are open to all members of the urban community. 

Because of this the interior of project buildings and grounds 

suffer the unique distinction of being public in nature and yet 

hidden from the public view. The problem is that a building 

which is open to entry by anyone, and in which it is very difficult 

to distinguish resident from intruder, is one which is criminally 

vulnerable. Another problem is that parks which have not been 

designed for controlled access often attract all the bums and addicts 

from the neighborhood. 

c. The Housing Game of Quantity over Quality - Success for the 

department responsible for building new housing is measured by 

how many new units are built each year and not by what kind of 

units, how much they will cost to maintain, how long they will 

last or how satisfactory and safe a living environment they will 

provide. 

In addition to being concerned with how many units are being 

built, government bureaucrats are putting these units in on sites 
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either in the interior or at:. the periphery of urban ghettos in 

clusters of high rise buildings. Their reasoning is that if new 

low income housing is built at five to ten times the density of 

the old, then the poor could be housed on small out of the way 

portions of cleared land. The remaining land could then be reserved 

for business and middle income housing. It is important to keep in 

mind that the high rise apartment 'tower is primarily a byproduct 

of the need to build at higher densities to justify inflated land 

O~8tS. Also keep in mind that public housing is not built cheaply. 

In fact, the cost per square foot of public housing at times equals 

the cost per square foot of luxury high rise housing. 

Social 

Social der.isions that have reinforced criminal behavior 

are the Differentiation of Public !.' '-,sing and 1I.ge and Economic 

Mixing. 

a. Differentiation of Public Housing- The stigma of poverty 

and minority group membership has been stamped onto public housing. 

It has been made to appear as different as possible from its 

surroundings; it has been marked off as clearly as if by quarantine. 

The attitude toward interior finishes and furnishings creates an 

institutional atmosphere not unlike that achieved in the worst 

hospitals and prisons. 
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The differentiation of public housing (its image and 

design) and the social characteristics of the resident population 

makes such housing a vulnerable target of criminal activity. Also 

the practice of closing off city streets for the purpose of 

gaining open space creates a crlme problem. As we have mentioned 

previously, the "rectangular grid" street pattern with its constant 

flow of vehicular and pedestrain traffic provides an element of 

safety for each dwelling unit. 

b. Age and Economic Mixing - City planners for idealistic 

motives not always thought through or formulated advocate economic 

and age mixing in their housing developments. Their values and 

notions are often little more ~han utopian and may not be shared 

by everyone. 

The decision to house the poor and the old together in 

large public housing ghettos was and is a mistake. Contrary to 

many planners idealistic formulations, housing authority managers 

find that most elderly prefer to live among themselves, away from 

moisy children and from physically active teenagers i.n particular. 

Often the greater the percentage of elderly in a project and the 

greater the percentage of teenagers, the greater the crime rate. 

The elderly tend to be easily victimized and so suffer a greater 

number of crimes than do members of middle aged families. 

pesign Techniques to Improve Security 

Defensible space design was a natural product of a different 
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historical era. For a variety of reasons - ecomonic, social, 

building and fire codes-this natural design would be difficult 

to reporduce now without the use of special physical and 

electronic means. 

In our present era, principles that could be used 

to increase security are to: 

1. Intensify tenant surveillance of the grounds. 
2. Reduce the public areas of the project by creating 

a hierarchy of public, semi-·public and private areas 
and paths. 

3. Increase the sense of propriety felt by the residents. 
4. Reduce the stigma of public housing and allow residents 

to relate better to the surrounding community. 
5. Reduce intergenerational conflict among residents. 
6. Intensify the use of the more semipublic grounds of 

the project in predictable and socially beneficial 
ways and sO encourage the areas of felt, tenant 
responsibility. 

Building Design 

A building through its basic design caL make evident to 

criminals either that they will be seen everywhere they go and have 

only one avenue of escape, or as in the case of the double loaded 

corridor high rise building that they will be out of sight 

continually and have a virtual maze in which to hide and escape. 

One of the most important things in building design is to provide a 

high visability for common public spaces such as elevators, lobbies 
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and corridors. Designers should employ windows, abutting doors, 

street setbacks, etc. to help provide such visability. It is 

also important to face as many entries as possible to surrounding 

streets. Also limit the number of families sharing and entry to 

no more than six. 

Planners should make use of designs that facilitate the 

surveillance of outside areas from within so that tenants can 

observe children at play and monitor the comings and goings of 

residents and strangers. Proper positioning of windows will allow 

residents to naturally survey their exterior and interior public 

areas. 
It should be noted that where extensive redesign is not 

possible, use of electronic surveillance equipment should be strongly 

considered. 

Site Planning 

Through exterior site planning and interior building design 

it is possible for an architect to subdivide a high density project 

so that occupants and outsiders will perceive various portions of 

it as being under the sphere of influence 5£ particular groups of 

occupants. The grounds ideally should be subdivided into building 

clusters in which no more than 3 or 4 apartments will share a 

commonly defined entry area. Reducing the number of apartment 

units grouped together to share a collectively defined tenitary 

and limiting the number of buildings that comprise a housing 

project are extremely important factors in creating defensible 

space and have been found to have much lower crime rates than 

projects containing many buildings. 
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Physical subdivisions, if clearly defined and related to 

access paths; amenities and entries, encourage occupants to adopt 

proprietary attitudes. The location within territorially 

assigned grounds of amenities such as play and sitting areas, washer

dryer facilities and auto repair facilities will tend to give an 

area a higher intensity of use and further support any initial claim 

of territory. If these areas are juxtaposed to building entrances 

then still another means has been created for facilitating the screen

ing of potential intruders. 

An additional technique that can be used to reduce crime is to 

fence off the interior grounds of a project from all access other 

than from the building proper. It is also desirable to restrict 

entry to rear access paths to groups of 10-15 families by fencing 

them off into a collective rear yard and to group apartment units 

and their front entries around a central public square or parking 

areas. 

Conclusion 

The major conclusion of Newman's book is th~t planning 

and design concepts will directly influence the rate of crime 

within an area. His analysis of two housing projects, Brownsville 

and Van Dyke, in New York City, supports his contention. The 

design of the Brownsville project conformed to many of the tenents 

of the defensible space theory while the design of the Van Dyke 
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project violated most of these principles. Both projects had about 

the same number of people and they were in the same socio-economic 

grouping. 

The Van Dyke homes were found to have 50 percent more total 

crime incidents with over 3-1/2 times as many robberies and 64 

percent more felonies, misdemeanors and offenses than Brownsville 

homes. Even though the Brownsville project is an older project 

beginning to suffer from natural decay, Van Dyke annually required 

a total of 39 percent more maintenance work.- Also Brownsville tenants 

themselves played a greater role in seeing to the cleanliness of the 

buildings. 

The author also concludes that the location of a housing 

project within a low crime community will benefit the housing 

project residents appreciably. Large housing projects composed 

only of high rise buildings and located in a high crime area are 

the worst possible alternatives and will produce crime rates four 

to five times that of small projects of low density located in 

relatively low crime areas. 
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CHAPTER XIII 

PLANNING FOR ENVIRONMENTAL MODIFICATION 

In t.roduction 

This chapter represents the -theories and observations of 

criminologist, C. Ray Jeffery, as expressed through his book, 

Crime Prevention through Environmental Design. Mr. Jeffrey, 

a strong opponent o~ our present cr~minal justice system, 

believes that behavior modificaton through environmental control 

is the only way in which crime will be significantly reduced. 

The chapter which consists entirely of quotations from Mr. 

Jeffery's book is intended to both spark discussion on the adequacy 

and effectiveness of our present criminal justice system and 

to help us analyze the feasibility of switching to a .cr.iminal-'justice 
i 

system based on crime prevention through enviro'mnental modification. 

Quotations 

1. We have devoted thousands of pages and man-hours to 

analyzing criminals and the institutions designed for them after 

treycommit crimes but almost nothing for before they commit crimes. 

2. The positivist school which emphasizes the rehabilitation 

of individual offenders is based on the assumptions which are listed 

below (This is the school of thought emphasized now) . 

a. Criminology studies the character of the individual 
offender, not the character of the environment in which 
crimes are committed. 
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b. Rehabilitation of the individual offender is the 
major goal of American correctional practices. 

c. Individual offenders can be rehabilitated through 
the application of psychiatric, psychological, and 
sociological concepts. 

d. Punishment is not a successful means to change 
human behavior, and deterrence as a goal of criminal 
justice must be rejected. 

e. The causes of crime lie in the past experiences 
and heredity of criminals. 

f. Criminal behavior can be controlled through the 
manipulation of noncriminal behavior via therapy, 
reeducation, and job training. 

g. Criminology is concerned with treatment after 
the criminal act, rather than with prevention and con
trol before the criminal act is committed. 

h. Services to individuals with problems are more 
valuable than basic scientific research when it 
comes to controlling criminal behavior. 

3. In contrast to the above assumptions C. Ray Jeffery will 

argue that: 
a. Crime cannot be controlled through measures designed 
for the individual offender, but can be controlled only 
through the manipulation of the environment where 
crimes occur. 

b. Prevention and not rehabilitation must be the major 
concern of criminologists. 

c. Given our present state of scientific knowledge 
about human behavior, we do not know how to rehabilitate 
offenders. 

d. Punishment is a powerful means for controlling 
human behavior. 

e,. The ca,uses of crime are to be found in responses of 
individuals to present environmental conditions and 
future consequences of such behavior. 
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f. Criminal behavior must be controlled directly through 
measures which influence the criminal behavior itself. 

g. Crime control programs must focus on crime before it 
occurs, not after it has occurred. 

h. Criminology must shift from a service orient~tion to 
a scientifically based research orientation. 

4. Direct controls of crime include only those which reduce 

environmental opportunities for crimes. Indirect controls include 

all other measures such as job training, remedial education, police 

surveillance, police apprehension, court action, imprisonment, 

probation and parole. 

5. It is economically less expensive to design an environ-

ment in which crimes are not possible than to rehabilitate all 

who have the opportunity to commit crimes. 

6. Punishment is effective in controlling and shaping 

behavior yet it is ineffective as used by the criminal law because: 

a. Few criminal acts are ever punished. 

b. The time gap between the criminal act and the punish
ment is too great. 

c. The legal system creates avoidance and escape re
sponse system. 

d. The criminal act pairs a reinforced consequence with 
a punished consequence. 

e. The punishment for a criminal act is often ineffective. 

7. Physical punishment is the worst type since it brutalizes 

both the punisher and the person punished. New types of punishment 
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mustbe found which are negative in nature removing from the 

criminal something he values. Deprivation of liberty is effective 

on some people but not all. 

8. Criminal law has been weakened by making it an instru-

ment of social reform and social welfare. By overloading the cri-

minal system with new laws designed to care for the poor, unwed 

mothers, dependent and neglected children, vagrants, alcoholics 

and sex perverts, we not only are failing to render effective 

social justice but are corrupting the system of criminal justice 

so that it is unable to perform successfully its legitimate func-

tions of social control. 

9. Law enforcement system has been seriously weakened by 

the move from deterrence to treatment, for we no longer attempt 

to prevent crimes rather we attempt to cure criminals. 

Funnel 
Effect 

crime. 

10. How efficient are the police---

! 
2,780,000 - reported crimes 

727,000 - arrests 
160,000 - sentenced 

63,000 - prison 

It is obvious that the police neither prevent nor control 

11. Punishment does deter; however, most criminals are not 

punished by the legal process for'their criminal acts. 
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12. In order to control human behavior, we must be sys

tematic in the application of the consequences. 

13. The emphasis in some or even many criminal caseS 

has shifted from the guilit of the offender to the behavior of 

the police. A defendant can go free if the police misbehave. 

We therefore, control neither the police nor the criminal by 

legal procedures. If we want to shape behavior we must use 

a reward/punishment system with the police as well as with 

criminals. 

14. If we had the technological means to detect and 

capture criminals, we would not need a large police force or a 

large court system to arrest, prosecute and convict criminals. 

We need to develop a system so that as soon as a man commits a 

crime, he is apprehended, convicted and sentenced by the scienti

fic evidence. Scientific evidence is used in less than 5% of 

the criminal cases. 

15. If punishment must be swift and certain to be 

effective, then the court system defeats the whole purpose of 

the administration of criminal justice. 

16. Logical conclusion of the positivist theory. A murderer 

could be released as cured one day after conviction, whereby an 
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exhibition~st could be institutionalized until cured, even if this 

meant for life in a mental institution. The whole issue boils down 

to the effectiveness of punishment vs the effectiveness of tr~atment. 

17. The judicial system as it now functions has sacrificed 

deterrence for treatment without either reforming criminals 

or protecting the basic civil liberties of the accused. The 

courts have contributed their fair share to the deterioration of the 

criminal law as an effective instrument of social control. 

18. The fact to be faced is that less than five percent 

(probably two percent or less) ,of all known criminals are imprisoned. 

The threat of imprisonment is very weak and in the far distant 

future. 

19. It is widely maintained among professional criminolo

gists that prisons are a failure. The impact of imprisonment on 

human behavior is more damaging than any potential benefits which 

might be derived from its use. Sixty percent of those offenders 

arrested for federal offenses were rearrested within four years. 

20. The present philosophy is the old philosophy we have 

criticized throughout-that is, changing the individual offender, 

and not the environment. Until the environment in which crimes are 

committed is changed, no great reduction in the crime rate will 

occur. Prisons are violent places, where murder, assaUlt, robbery 

and rape are common events. Even the security system of a prison 

does not prevent crimes. 
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21. Imprisonment is weak because there is no way to 

control good behavior. If a man has little to lose, he is harder 

to control than if he had a great deal to lose. To be effective 

punishment must be applied and rewards must be available for al

ternative behaviors. 

22. Criminal behavior has been explained in terms of the 

individual offender and his psychological, biological and socio

logical traits. Such a view of behavior ignores the 'environment 

in which crimes occur and it ignores the fact that behavior is 

determined by present environmental conditions and future conse

quences rather than by past experiences. 

23. The prevalent idea of criminal illness is highly mis

leading. Criminals are not generally neurotic, psychotic or 

psychopathic. 

24. The application of psychotherapy to the rehabilitation 

of criminals and delinquents has not been successful. Rehabilita

tive prison programs based on a therapeutic model have been used 

throughout the nation's penal system, but without any measurable 

impact on the recidivism rate. 

25. One of the major developments in the handling of 

behavioral disorders is to have ex-criminals or ex-addicts act as 

therapists. Nonprofessional personnel have a greater degree of 

influence on inmates of prisons and mental hospita~than do the 

professional staff of psychologists, psychiatrists and social 

workers. The professional psychiatrist or social worker 'usually 
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reinforces sick behavior with his sympathy, love and understanding, 

whereas the ex-addict shows no mercy to the addict. Addict like 

behavior is punished rather than reinforced. 

26. Anyone who believes that the relief of poverty will 

bring a decrease in crime is in for some kind of disappointment. 

Criminal opportunities, the sheer frequency with which situ~tions 

present themselves make crime both tempting and easy. 

27. Three means are available for obtaining income: legi

timate work, crime and welfare. 

28. Low income, not unemployment, housing, medical care or 

the like is the crucial variable we must manipulate to reduce crime 

and delinquency. Crime within this framework of analysis is a means 

to money and material goods. 

29. The desire to reduce poverty via jncreased opportunities 

is a noble ambitious and worthwhile goal, but it should not be 

confused with crime prevention and control. 

30. I have learned to undertake reform of the environment 

and not to try to reform man. If we design the environment properly, 

it will permit man and child to develop safely ~nd to behave logi

cally. (Buckminster Fuller). 

31. ~he thesis of the book is that criminal behavior can 

be controlled only by direct controls designed to control criminal 

behavior, not through therapy, antipoverty programs, or other such 

indirect measures. 
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32. Our welfare system has created a cycle of dependence 

and poverty which has grown tremendously over the past th.irty years. 

33. If crime can be viewed as a sUbstitute for employment 

and a means to income then welfare is a means to income without 

working. 

34. Today's revolutionary concept is that man's behavior 

can be studied and explained, in objective terms without any 

necessary reference to supernatural or spiritual or mentalistic 

entities. 

35. Behavior is a mediating process, or the way in which the 

organism adjusts or adapts to the environment. It is also a decision 

process, based on past and present experiences which are used to 

adapt to the environment through changing the environment of the 

future. In short, behavior is adaption of the organism to the 

environment. 

36. Criminal behavior involves four elements: 

(a) the reinforcement available from the criminal act, 
(b) the risk involved in the commission of the crime, 
(c) the past conditioning history of the individual 

involved, and 
(d) the opportunity structure to commit the act. 

37. Crime is located in the environment, not in the indivi-

dual. There are no criminals, only environmental circumstances 
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which result in criminal behavior. Given the proper environmental 

structure anyone will be a criminal or a noncriminal. 

38. We can see behavior, we can touch it and measure it-

and we can control it. Behavioral therapy works by rewarding 

desired behavior and by punishing undesired behavior. 

39. Is it kind to keep patients locked up for years in 

bleak, grey wards when being momentarily strict or even cruel to 

them will help get them out of hospitals in weeks or days or even 

minutes. 

40. The clinic ism does not deal with criminal behavior~ he 

deals with psychic conflict and motives. The sociologist does not 

deal with criminal behavior; he deals with poverty, racial discri

mination, unemployment and delinquent associations. The behaviorist 

regards criminal behavior as the problem with which he must deal. 

41. What is suggested is that we completely overhaul the 

environment in which behavior occurs in order to prevent in 

the future the types of behavior we wish to control (poverty, 

crime, alcoholism, mental illness, and the like). 

42. Science goes from cause to effect; clinical and 

statistical studies go from effect to cause. 

43. The fact that criminals come from backgrounds of 

poverty does not prove that poverty causes crime. The analysis 
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of causation is perhaps the weakest link in the total discussion 

of crime prevention and control. 

44. What variables do we alter or control in order to 

reduce crime and delinquency. Do we alter unemployment, personality 

development, discrimination and segregation, urban slum conditions or 

what? We must know the influence of one variable on another before 

we can start to plan an effective program for social rehabilitation. 

If we pass social welfare regulations which force men out 

of the homes, do we solve the problemor contribute to its further 

growth? If we pay mothers for illegitimate children do we increase 

or decrease the illegitimacy rate? 

45. The prevention and control of crime is predicated 

upon the prior discovery of scientific relationships between 

crime and environmental variables. 

46. The use of science and technology in todays system is 

inadequate. If science and technology are to reduce crime then 

a system with the following capabilities must be developed. 

(a) It must be based on a science of behavior. 
(b) It must be designed to control criminal behavior, 

not welfare, poverty, education, etc. 
(c) Prevention must replace detection; prosecution, 

and imprisonment of criminals after they have 
become criminals. 

(d) It must alter the environment in which crimes are 
committed. Criminal behavior will occur so long 
as the environment producing the behavior is 
allowed to exist. 

(e) It must be designed to minimize the unanticipated 
future consequences that now accompany so many of 
our social action programs. 
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47. To control criminal behavior we must remove the 

rewards from criminality while at the same time reinforcing lawful 

behavior. Criminal behavior is maintained by the material and social 

rewards which come from it, and if such behavior is no longer 

rewarded, it will cease. 

48. The most efficient way to eliminate a criminal act is 

to remove the possibility of reward by means of environmental 

engineering. The next best way to eliminate a criminal act is 

to increase the threat of punishment, however the ineffective use 

of punishment leads to ineffective results. The punishment 

used must be negative -i.e. the removal of a stimulus desired 

by the punished person. Imprisonment must be replaced wi.th loss 

of monetary or social rewards. 

49. A vast majority of property offenses are committed 

because security measures are lax or nonexistent. The crime 

rate is a direct result of the number of opportunities for crimes 

existing in the community. 

50. victims cause crime in the sense that they set up 

the opportunity for the crime to be committed. By changing the 

behavior of the potential victim, we can reduce the crime rate. 

51. Environmental changes that might apply to controlling 

crimes against property can be classified as (a) alarm and surveil

lance systems (b) urban design (c) environment and behavior and 

Cd) citizen participation. 
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52. The welfare system not only does not rehabilitate 

people, but it destroys the incentives to become productive. 

If a man is paid for not working, why should he work. We must 

establish a policy of full employment and with it we must control 

the nonproductive means to income - crime and welfare. 

53. The new model is based on prevention before the 

crime has been committed through environmental and behavioral 

engineering. The old model channels new criminals and recidivists 

back into the system, whereas the new model channels new criminals 

and recidivists out of the old system and into the new prevention. 

54. Systems analysis can help us see the interrelatedness 

of the parts to the whole system, or the consequences of action in 

one part of the system on the system as a whole. For example, 

increasing the efficiency of the police without also increasing 

the capabilities of the courts and correctional parts of the 

justice system not only will not aid in the fight against crime 

but will further burden the courts and corrections to the point 

they would stop functioning. 

55. The alternative means to control crime have been 

spelled out as {a} police, courts, and corrections or (b) urban 

planning and design, science and technology, and environmental 

behavioral control. 
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56. The decision to commit a crime is made in terms 

of the potential payoff versus potential loss. If the person 

decides the odds favor the payoff he will commit the crime. 

If he is aware of some potential danger, he will decide in 

favor of temporarily bypassing the opportunity. 

57. Little or no money goes to support basic behavioral 

research. 

58. The men hired to run our criminal justice programs 

are the same men who have failed in the past to control crime. 'l'hey 

are, intellectuals a.nd scientists who enter public service as govern

'ment employees and are corrupted and frustrated by the 

bureacracy. 

59. The real evil is the indeterminate sentence. 
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COMPUTER DATA STORAGE 

(An Example) 

One of the crime analyst's biggest jobs is the organization 

of data for analysis. The electronic computer may be of most 

use to the analyst as a data storage and retrieval system. By 

use of the speed at which data can be recovered from the storage 

devices and by using the programming languages of the computer 

to sort information prior to print out, the analyst can save 

many hours of "clerical" work and concentrate on analysis 

and interpretation. 

Figure 1 is an example of how a computer can "converse" 

for input of data on a burglary. The information typed by the 

person entering data is underlined. Keep in mind that a computer 

programmer is responsible for the conversation. We do not want 

to give the impression that the computer is really "talking". 

Notice how easy it is to enter a report to the computer's file. 

In practice, a simplified code similar to those previously 

discussed, would most probably be used in order to speed up the 

data entry_ 

Figure 2 shows how a computer can sort information out of 

a file, based upon input from the analyst. Again the entry is 

conversational and easily understood. 
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EASIC 
GO: 
(1.. D OR Ni!.W FIL E~ POL ........ QL J) 

FlL E NAME;: EOL X CE 
FlLE IDENTIFIER OR "RESTARTH: 7928 

C01=l1 ED FIL E PelL I CE 
REAIJf 
BEADPF 4016 POLFILE 

COPI ED FIL E POL FILE 
REAfJf 

ID!i 
POLICE RECORDS: VERSION 041775 
A..EASE ENTER mE: CODE TO ACCESS nH S P.ROGRAM. ~ 
Il) yOU WI SH TO ADD A RECORD? ::L 
POL I CE RECORDS: IN SER'ITNG ! 
INTO WHI CH DI STRI CT DO yOU WI SH TO IN SEFT THE RECORD (I-En? 4 
INSERTING INTO 01 STRI CT 4. 
FLEASE ENTER mE 'IYPE OF RES! DENCE AS FOLLOWS: 

1. APAfl1MENT 
2. SINGL E FAMILY HOUSE 
3. Mt.!LTI-FAMILY HOOSE 
4. TRAILOR 

1L 
ENTER THE LOCATION (MAX. 1 LINE). 
35 17 NOBDi 16Di STREET 
ENTER THE DAYS OF THE WEEK \!HEN THE CRIME. T001( FLACE.. 
USING THE FOLLOWING CODE: 

1. Sl)\JDAY 2.. MONDAY 3. TUESDAY 4. \~EI.'N ESDAY 
5. THURSDAY 6. FBI DAY 7. SATURDAY 

~ 

INTER A TWO DIGl T NlMBEn WI'fH mE. FIRST DI Gl T BEING "WHEN 
11-IE CRIME M.AY HAVE STARTED" AND 'mE. SECOND WHEN I TIS 
BELIEVElJ TO HAVE STOPPED. FOR EXAMFLEoJ' IF THE CRIME' MAY 
HAVE OCCURED ANYTIME BET\l.1EEN MONDAY AND FRI DAY" 11IEN THE 
ceDE WOULD BE AS FOLLOWS: 26 

..!tL 
ENTER THE TIME WHEN 'I1-IE CRIME MAY HAVE BEGW AND 'THE TIME 
'f{EN IT STOPPED (MILITARY 'rIME). EX: 1700 .. 1900 
100Q, 2100 
BVTER 'mE DATE \rJHEN THE CRIME BEGAN IN 'THE FOLLOvJING FOFM: 

EXAMPLE: PD .. MM"YYYY 
14"9,, 1954 WOULD BE SEPT. 14" 1954. 4" 4, 1975 

Figure 1 
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NOW INPUT THE ME1'HOP OF ENTRY (MAX. 50 CHAFh) 

Xl CKED IN mE BACK POQR. 
l 

'NOW INPUT COMMENTS (VEHICL&SUSPECT). MAXIMUM 50 
OiARACTERS PER LINE" 5 LINES. IF YOU DO NOT NEDD ALl.. 
5 THE TYPE A '-' ON EACH LINE. 

+ 
VEG .. HI CL E: WI IE MUSTANG 
SUSPECT; SUT .... STUDENT OF SOUTH \I1EST TEX AS STATE .. 

TOTAL VAL tIE OF STOL EN APTI CLES = $200. 

VERIFY YOUR DATA. 

REPORT 

----~------~-----~-------~~--------------~---.-------------~~---n STRtCT RESI DENCE DAYS TIME DATE 

-~~-~----~-~---~--------~---~---------------------------------~-

4 TRAILOR rRI
SAT 

1000 AM. 
900 FM. 

4 4 1975 

~-~-------------------------~-~~--------
ADDRESS :3817 NORTH 16TH STREET 

ENTRY :KI CKED IN 'THE BACK DOOR. 
COMM EN T : VEHI CL E: ~tlTE 1'1 USTANG 

: SUSPECT: SSTUDENT OF SOU1HWEST TEXP.$ STATE • . . 
:TOTAL V.ALUE OF STOLEN ARTICLES = 5200. 
: 

-------------~---------.----------------

00 YOU WI SH TO IN SERT 1HE RECORD INTO mE FIL E1 1i. 
NOT INSERTING! 

Figure 1 (Continued) 
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00 YOU WI SH TO ADD A ;RECORD? .N... 
00 YOU 'WI SH TO Wl'l'HDRi\'W INFOR1ATlON? Y 
WE ARE'CURREN1LY AELE TO SORT RECORDS ON 7 ITEMS. 
yOU MAY SORT ON JUST 1 OR yOU MAY SORT ON ALL 7 OR 
yOU MAY SORT ON ANY NLM13E'R IN BETWEEN. 
vJHEN 1 ASK I F YOU WI SH TO SORT ON A CERTAIN I "fEM FL EASE 
RESPON D "WI11-I YES OR NO. 
D{ STRl CT5?~ 
BESI DENCE?1i 
mYS OF THE '<lEEK? Y 
ENTER THE CODE AS F'CLLO'''S: 
}., SUNDAY 2. MONDAY 
S. THURSDAY 6. FBI DAY 
INPUT A TYI0 DIGI l' NtMBER. 
'llM E? .tL 
rP.Y OF 1HE DATE? .li.. 
MONTH OF THE DATE? ...N.. 
Y~,R OF" THE DATE? 1::1... 

3. TUESDAY 
7. SA TUR DAY 

EX. 26 == MON- FRI 

INPUT OF" INFOR1ATION COMfLETE! 

REPORT 

4. WEU\I ES DAY 

-----------------~--.----~---------------------------- ----------
DI 5TR! ct BESrlJENCE DAYS TIME DATE 

---,-----------~----------------.-----~----------------~---------

APART. 

--~--------------~----------------------
ADDRESS :516 BROADWAY~ CORPUS CHRISTI 7X. 78415 

ENTRY :BR01{EN LOCK ON THE SIDE DOOR. 
Cm4MENT : VEHI CLE: 1968 FOfln CONVERTABL E 

: SUSPECT: 2 W'HI TE MAL E.S. 

1975 

: THE PEOH.. E WERE GN VACATION. THE! R NEl GHBORS 

2 

: SAW 1'\<10 MEN LOmUNG AROUN D THE YARD ABOUT 
:NOON THE DAY BEFORE. 

--~---------~------~--~-----------------

5 HOUSE MON
FRI 

1200 AM. 
1200 A'1. 

ADDRESS: 5209 LAMP POST LANE SAN MARCOS. 
EN TRY : BROlt EN WI N D0 W 

COMMENT: VEHI CLE- UHCNO\o.lJ:\J 
: SUSPECT.. U\J}{NO U-3 

: .. 

2 2 1975 

:REFER TO REPORT 24464 FOR DETAIL INFORMATION .. 

'lHA't I S ALL TH E RECOliDS! 
END -- POLl CE RECORDS 
00 yOU WI SH TO ADD ARECOl'W? R. 
00 YOU WI SH TO Wl1l1 DRAW INFOFMA1'I OO? N 
READY 

Figure 2 
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