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FOREWARD

The criminal justice planning process is a difficult one
which requires a professional planner who is competent in both
the field of planning and in the criminal justice system. The
planner must play the role of a coordinator of police, courts,
and correction activities and direct these activities towards
their respective ends. The planner must also davelop a total
criminal justice plan and insure that it will result in the
reduction of crime and the rehabilitation of offenders. To
this end, the planner must evaluate the data of the police,
courts, and corrections separately and then analyze the results
collectively to develop a true picture of the total crime problem
in each respective region. After a true picture has been deve-
loped, the criminal justice planner can then determine what
programs should be initiated to accomplish the goals set forth.

This textbook is designed to cover two major areas which
relate to the criminal justice planner. First, materials rela-
ted to the most powerful data storage and data manipulation
device, the electronic computer, is presented. Next, it presents
material designed to make the planner aware of the mechanics of
the physical planning process and its relationship to the theories
of crime prevention through environmental modification.

The electronic computer, covering the past twenty years, has
had a tremendous impact on law enforcement agencies. Functions
ranging from simple data storage and retrieval to sophisticated
statistical analysis of this data can be easily and guickly
accomplished by use of the computer. Criminal records, judicial
information, traffic control, and police deployment are only a
few of the many uses for which a computer can be employed. It is
imperative then, that everyone associated with planning in the law
enforcement area, be familiar with the operation and application
of the computer. '

The criminal justice planner deals with a planning process
which emphasizes the police, the courts, and the correctional
institutions. It is a process with which he has become thoroughly
familiar through his job experience. BAnother type of planning



process, the physical planning process, is one in which the
criminal justice planner will come in contact with on an in-
direct basis. It deals primarily with local governments,
especially cities, and consists of the placing of structures
on the ground. The building and design of these structures,
as well as their landscaping and positioning, can cause a
significant reduction in the rate of crime within a city.

Chapter I, "The Planning Function" and Chapter II, "Zoning
and Subdivision Ordinances and Capital Improvements Programming"
are designed to familiarize the criminal justice planner with the
physical planning process. Chapter XII, "Planning for Defensible
Space" and Chapter XIII, "Planning for Environmental Modificiation
are designed to familiarize the planner with the theme that crime
can be prevented through the use of the principles of planning,
and architectural design. The connection between these four
chapters is that the environmental design principles, which can
do so much to reduce crime, must be implemented through the
physical planning process. Criminal justice planners should be
aware of all the components in the physical planning process so
they can aid the law enforcement officials in their attempts to
convince city council and planning and zoning commission members
to incorporate the defensible space concepts into comprehensive
plans, zoning and subdivision ordinances, and capital improve-
ment programs.

One of the primary duties of the planner is to collect
and analyze criminal data for reports and proposals. Chapters
IIT and IV covering "The Use and Misuse of Statistics" and "Re-
cords" provide valuable information for accomplishing these
duties by means of a computer.

In order to effectively use the electronic computer, one
must understand the operation and configuration of a complete
computer system. Chapter V covers these topics, while Chapter
VI reviews many of the law enforcement applications of the
computer. The Dallas Criminal Justice Information System is
studied in detail.

The computer is known for its problem solving ability.
Thus, Chapter VII on "Flowcharting" is included. Even though



flowcharting is an aid in computer programming, it can be used
most effectively in any problem solving situation, whether or
not the problem is to be solved on a computer.

Chapter VIII covers one of the simple computer languages,
BASIC. This language is generally available on all computer
systems so that the planner could quite easily be writing his
own computer programs.

Chapter IX covers the "Privacy Act" while Chapter X dis-
cusses "Computer Security". These two topics are of particular
interest to planners because of the recent development relating
to criminal information security. Chapter XI is included giving
examples of "Computer Crimes" so that planners might be increas-
ingly aware of the problems in this fast growing crime area.



II.

IIT.

Iv.

VI

VI.

VII.

VIII.

IX.

X.

XI.

XII.

XITI.

TABLE OF CONTENTS

THE PLANNING FUNCTION

ZONING AND SUBDIVISION ORDINANCES, AND CAPITAL
IMPROVEMENTS PROGRAMMING

THE USE AND MISUSE OF STATISTICS

LAW ENFORCEMENT RECORDS

COMPUTER DEVELOPMENT AND ORGANIZATION
COMPUTERS IN LAW ENFORCEMENT
FLOWCHARTING

PROGRAMMING IN BASIC

PRIVACY ACT

THE NEED FOR COMPUTER SECURITY
COMPUTER CRIMES

PLANNING FOR DEFENSIBLE SPACE
PLANNING FOR ENVIROMMENTAL MODIFICATION

APPENDIX









CHAPTER I
THE PLANNING FUNCTION

Introduction

The purpose of this chapter is to explain the physical
planning process as it operates in cities and towns across the
United States. Planning in the context is considered to be a
govérnmental function. In this chapter we will cover the follow-
ing topics.

1. Definition of the physical planning process;

2. What can good planning accomplish?

3. The purpose and composition of the comprehensive plan.

4. The function and powers of the Planning Board.

Each of these topics is designed to aid the criminal
justice planner in his understanding of how the physical planning
process operates.

Definition of the éhysical Planning Process

There are almost as many definitions of the physical
planning process as there are planners. What I will try to do
in this section is to provide you with what are considered to be
the essential elements in almost all of the definitions which
are currently in use.

Traditionally the physical planning process has been
considered to be a local government function through which the city
planning department seeks to determine how best‘to provide " a
proper arrangement of land uses, efficient circulation, desirable

light air and the general amenities of community life in order to

I-1



achieve the most appropriate and economical use of land and a har-
monious relationship of structures."1

. Perhaps the best definition comes from the International
City Managers Association:

The broad object of planning is to further the

welfare of the people in the community by helping

to create an increasingly better, more healthful,

convenient, efficient and attractive community

environment. The physical, as well as the social

and economic¢ community is a single organism, all

features and activities of which are related and

interdependent. These factors must be supplemented

by the application of intelligent foresight and

planned administrative and legal coordination if

balance, harmony and order are to be insured. It

is the task of planning to supply this foresight

and this over-all coordination.

Plannings can thus be considered to be an organized
process which will provide the best possible information for the
most efficient municipal action. City officials and the general
public should view the planning process as an attempt by municipal
government to perform a deliberate, hard headed analysis of the
everyday problems of land development and municipal expansion.

It should be pointed out that planning is not just concerned with
the physical design of a city or town but deals with a wide
variety of administrative and financial questions as well.

Planning is primarily a means of dealing with the urban
expansion that the city can afford. The process of expansion
should be accomplished with a high degree of coordination among
the city departments as well as between the city and the general
public. In addition the approach to the proposed expansion should

be a thoroughly comprehensive one.
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The process of planning is a continuous process which
requires the accomplishment of a variety of technical studies,
investigations, analysis and recommendations. All of these are
incorporated into the city's comprehensive plan which we will
discuss later on in this chapter. The process of planning also
includes the administration and enforcement of zoning and sub-
division ordinances and the accomplishment and administration of
capital improvement programs. Each of these topics will also
be discussed later on in this text.

What Good Planning Can Accomplish

The process of planning provides a means to hold future
municipal misjudgments to a minimum. It can alSo be used,
although less successfully, to correct errors of the past.

Good planning can prevent poorly designed subdivisions and
water pollution problems. Planning can prevent haphazard, dis-
organized and unattractive development. It has, as ité ultimate
objective, the coordination of land uses into compatable, sensible
patterns of land use. Such sensible patterns of land use are
based on the needs and desires of individual communities and can
be established through planning and enforced through zoning and
subdivision ordinances.

Perhaps the most important thing that planning can
accomplish is that it can save the city money. Lots of it!

For example, proper advance site selection can often save thousands

of dollars in land acguisition costs. Friequently needed land for



school buildings, recreation areas and streets and roads can be
obtained at little or no cost to the community if the land is pur-
chased in advance of the obvious expansion of community facilities.
Another example of tax money that could be saved with good planning
is through the orderly construction of water and sewer utility
lines. Ripping up concrete streets and roads to add utility lines
is an extremely expensiwve proposition. Good planning would have
analyzed and projected the growth and development to particular
areas and would have insured that the right number of utility lines
would have been laid before development had taken place.

It is inevitable that changes will take place in every
community. Development of land will occur regardless of whether
planning is there to control it. Planning offers to the city a
tool whereby they can influence the type and extent of develop-
ment within their community. As such it is a means by which they
can influence and control their future.

Before we move on to a discussion of the comprehensive
plan, some of the things which planning cannot do should be pointed
out. Planning cannot, nor should it be expected to solve all
community problems. Planning needs to be utilized in conjunction
with both good government and sound fiscal policy to eliminate the

problems of the cities.



The Comprehensive Plan

The comprehensive plan can be considered to be a workable
guide for the future. As such it is a tool which will help
determine in advance the patterns and characteristics of future
municipal expansion.

One of the better definitions of what a comprehensive plan
is and what should be included in it are found in the New Jersey
Municipal Planning Act. Basically, it states that:

...a2 master plan for the physical development of the

municipality shall comprise land use, circulation and

a report presenting the objectives, assumptions, stan-

dards and principles which are embodied in the wvarious

interlocking portions of the master plan. The master
plan shall be a composite of the one or more mapped and
written proposals recommending the physical development

of the municipality which the planning bozrd shall have

adopted either as a whole or severally after public

hearing. Such master plan may include proposals for
various stages in the future development,of the munici-
pality. . :

This particular statute goes on to list the number of indivi-
dual items which may be included within the scope of the master

plan. The list itself indicates an intention to achieve comprehensive-

ness. To further emphasize this point, the statute adds the following:



shall

In the preparation of the master plan, the planning
board shall give due consideration to the probable
ability of the municipality to carry out, over a
period of years, the various public or gquasi-public
projects embraced in the plan without the imposition
of unreasonable financial burdens. In such prepara-
tion, the planning board shall cause to be made
careful and comprehensive surveys and studies of
present conditions and the prospects for future growth
of the municipality. The master plan shall be made with
the general purpose of guiding and accomplishing a
coordinated, adjusted, and harmonious development of
the municipality...

Generally, in all, it is indicated that a comprehensive plan
include the following elements:

1. Land use. An investigation of existing land utilization
within the municipality, depicting the current situation.

2. Physical characteristics. An investigation of all
physical characteristics, including such factors as
topography, soil conditions and drainage.

3. Population. A study of population trends, distribution
and characteristics. The prediction of future popula-
tion trends is vital to planning.

4. Circulation and Transportation. An investigation of
existing facilities for traffic circulation and trans-
portation, together with a careful analysis of the need
for improvement.

5. Community Facilities and Services. The basis for future
public improvements is provided by a careful survey of
existing facilities--schools, sewers, water systems, fire
and police protection, libraries--and an analysis of
their adequacy for existing development and future growth.

6. Economic Base and Financial Analysis. A study of the
community's economic aspects, with particular attention
to the tax base; and an examination of municipal fiscal
trends.



7. Neighborhood Development and Community Characteristics.
An investigation of individual neighborhood development
including housing, shopping and industrial characteris-
tics, as well as trends for the future.

8. The Master Plan, itself, including a summary of all the
findings and conclusions; a plan for the future use of
land, a plan for future streets, roads, highways and
parking, projected future public facilities, and a

suggested program of any necessary rebuilding, such as ur-
ban renewal or central business district reorganization.

9. Capital Budget Program. A program for the inclusion of
the projected public facilities into the municipal
hudgetary system.

10. Regulatory Measures. The provision of the legal tools
to carry out planning, including a zoning ordinance and

map, subdivision controls, and reviews of related codes
and ordinances.

Numbers 9, Capital Budget Program and 10, Regulatory Measures,
are not considered to be a part of the plan itself but are
supplementary to it. These items will be discussed later on in
this chapﬁer.

In order to accémplish a comprehensive plan (1) a number of
inventories of the community's assets and liabilities need to be
taken and (2) the needs and desires of the community (goals and
objectives) should be ascertained. It is also important to for-
mulate programs which meet the needs and desires of the citizens
while always keeping in mind the community's ability to finance

facility improvements and social programs.



It is important to remember that completion of the Plan
is only the first step in the planning process. The plan must
be published and approved by the city government. It must also
be revised and updated when necessary. Appropriate regulatory
ordinances must be enacted and enforced and a capital improve-
ment program must be accomplished. It should also be noted that
development of a master plan or formulation of a coordinated
planning program cuts across areas of responsibility of the
school board, urban renewal authority, parking authority, bond

of health, zoning board of appeals, etc.

The Future and Powers of the Planning Board

The Planning Board which is often called the Planning and
Zoning Commission is normally responsible to the City Council.
Now the City Council is the decision making body responsible for
the policies under which the city is operated. The council
appoints members of the planning and zoning commission, and pro-
vides funds from the city treasury to operate the commission and
furnish it with necessary services. The council also adopts
policies and enacts the laws necessary to carry out the plans
governing the future development of the community. Throughout
this process, the council serves as an interpreter to the public

for the planning decisions which affect the city's future.
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The commission's role is to prepare and recommend a long range plan
for the city--aplan to be adopted by the council and used as a
guide by the community. The commission is also generally charged
with the preparation of zoning ordinances, subdivision regulations,
and other local ordinances that aid in accomplishing the objectives
and goals of the city plan. Once plans and regulations are adopted,
the commission becomes part of the local program for implementing
and updating planning objectives. Thus the commission has continuing
responsibility in the area of planning administration.

The duties and powers of a planning and zoning commission as
reflected in a typical enabling ordinance include:

1. Formulate, and recommend to the city council for
adoption, a city plan for the orderly growth and
development of the city and its environs, and
from time to time recommend changes in the plan
which will facilitate the movement of people and
goods and the health, recreation, safety, and
general welfare of the citizens of the city;

2. Formulate a zoning plan to carry out the goals of
the city plan; hold public hearings and make recom-—
mendations to the city council relating to the
creation, amendment, and implementation of zoning
regulations and districts;

3. Exercise all the powers of the commission:as to
approval or disapproval of plans, plats, or replats,
and the vacation of plans, plats, or replats as set
out in Articles 974a and 970a, V.T.C.S.;

4., Study and make recommendations as to the location,
extension, and planning of public rights-ocf-way.
parks and other public places, and on the wvacating
or closing of same;



Study «and make recommendations as to the general
design and location of public buildings, bridges,
viaducts, street fixtures, and other structures
and appurtenances;

Initiate in the name of the city for consideration
at public hearing all proposals for: (a) the opening
or closing of public rights-of-way, parks, or other
public places; (b) the original zoning of annexed
areas and (c) the change of zoning district boun-
daries on an areawide basis.
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CHAPTER II

ZONING AND SUBDIVISION ORDINANCES,
AND CAPITAL IMPROVEMENTS PROGRAMMING

INTRODUCTION

The purpose of this chapter is to provide the student with
an insight into the tools which physical planners use to implement the
comprehensive plan. These tools are primarily zoning and
subdivision ordinances and capital improvement programming. As
we cover these items we will look primarily at the following areas:
1. historical beginnings
2. legal authority
3. definitions
4. Pprocesses and procedures
5. Problems and deficiencies

Zzoning Ordinances

Beginnings

Contemporary zoning began in New York City in 1916 with the
adoption of an ordinance which regulated the use and location of
buildings throughout the c¢ity. This represented the first attempt
by an American municipal government to control land use.

Definition

Zoning can be defined as the division of a municipality
{(or other governmental unit) into districts. Within these dis-~

tricts are regulated the height and bulk of buildings and other
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structures, the area of a lot which may be occupied, the density

of population and the use of buildings and land.l

Legal Nature

Zoning is an exercise of the basic power of the State and
its political subdivisions tc enact legislation protecting the
public health, safety, morals and general welfare of its citizens.~
It is also one of the legal and administrative devices by which
city plans may be implemented.

Uses of the Ordinance

The zoning ordinance is designed mainly to regulate private
development. The primary reason for adopting a zoning ordinance
i1s to regulate land uses in the community. The reasons for regu-
lating these uses are to prevent the mixing of incompatable uses
and to minimize the cost of extending city utilities such as

water and sewer services. There are many areas in which zoning

will not exert control. For example, zoning cannot regulate the materials

and manner of construction of a building. It cannot set minimum
costs nor can it regulate the design and installation of streets
and utilities.

Zoning Districts

It has been pointed out previously that zoning is the
division of a municipality into districts. Almost all zoning

ordinances are based on the district concept which is the
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segregation of land into at minimum, residential, commercial and
industrial zones. Residential districts are usually further sub-

divided into single family, two~family and apartment districts.

Commercial districts are usually subdivided into goods and services

districts. Industrial districts are usually divided into light
and heavy districts. Industrial districts were once used as the
dumping grounds for the zoning ordinance; all classes of use were
permitted in the industrial district. In addition to the three
major districts, special purpose districts such as agricultural
zones may also be included in the zoning ordinance.

Early zoning ordinances were constructed on a "cumulative
principle;. What this means is that every use permitted in a
higher use district was also permitted in all the districts
lower on the scale. The highest use district is residential,
next comes commercial and the lowest use district is industrial.
Most planning experts feel that the abandonment of the cumulative
principle is required if the planner is to have the option to
design cities which follow the principles of good land develop- '

ment.

Enforcement

Enforcement of the zoning ordinance usually involves two
administrative agencies, a zoning enforcement officer and a board

of adjustment. The zoning enforcement officer can be considered
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to be the key man in the zoning process. He is usually the one
charged with conveying the literal provisions of the zoning
ordinance. He issues permits and checks for ordinance violations.
It is important to note that he has no discretion to modify
zoning provisions in individual cases.

The Zoning Board of Adjustment is sometimes referred to
as a Board of Appeals. Its function is to hear appeals on the
enforcement officers decision and to grant relief in certain
hardship situations from the literal enforcement of the ordinance.
The Board basically interprets the zoning ordinance, grants

special use permits or special exceptions and grants variances.

Zoning Terminology

Most of the terminology which is associated with zoning
ordinances has'already been discussed. Some of the terms which
are important but have not yet been discussed are shown below.

Performance Standards - These standards prescribe the

maximum amount of noise, smoke, dust and other external effects
that an industry in a given district may produce. If that industry
could beat certain high environmental standards then it is con-
ceivable that it could be located without harm in a residential
area.

Cluster Zoning - A land developer is allowed to reduce

the minimum size of his lots below that specified in the zoning
order for the district in which his land is located if, in return,
the land is preserved as permanent open space for the benefit of

the community.
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Nonconforming Uses - At the time a zoning ordinance is

originally adopted, there are, in almost every district, some
uses that existed before the ordinance was adopted, which do
not conform to the use regulations or the dimensional regulations
for the district. These are known as noncqnforming uses.
Provisions of the ordinance usually severly restrict non-
conforming uses and require these eliminations after a specified
time limit.

Variance - The granting of relief to a property owner
frem the provisions of the zoning ordinance by the Board of
Adjustment where there are practical difficulties or
unnecessary hardships in the way of carrying out the strict
letter of the ordinance. Property owner must be able to show,
if he complies with provisions of the ordinance, that he cannot
make any reasonable use of his property.

Spot Zoning - Amendments which give special considera-

tion to the favored few -- any amendment not based on community
or neighborhood wide considerations may fall within this defini-

tion.

Common Deficiencies of Zoning

Up until this point we have discussed the operation and
use of the zoning ordinance. Before we turn our attention to
subdivision ordinance some mention needs to be made of the

deficiences of the zoning ordinance. These are listed below:
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1. Often the ordinance is not based on a comprehensive plan.
2. The ordinance is often poorly organized and difficult to use.
3. The Board of Adjustment usually grants too many variances.

4. Enforcement officers and the Board of Adjustment sit
back and wait for complaints before taking any enforce-
ment action.

5. Many ordinances make no provisions for large scale deve-
lopment under single ownership such as Planned Unit
Developments (PUD's) even though these developments may
make for efficient use of land and financial resources.

6. Many ordinances do not require the elimination of non-
conforming uses.

7. Ordinances often do not restrict development in flood

plains and other unsuitable areas such as close to air-
ports.

Subdivision Ordinances

Beginnings
The Standard City Planning Enabling Act of 1928 made

subdivisionvregulation a part of the comprehensive planning program.
As a result of this act major responsibility for administering sub-
division regulations was transferred from the city engineer to the

planning commission and staff.

Purgose

Subdivision regulations may serve a wide range of purposes:
they provide for safe water supply and sewage disposal system: they

assure safe design and proper construction of new streets, utilities
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and drainage systems; they protect responsible developers against
substandard competitors; they enable planners to coordinate un-
related plans of a great many individual developers and they enable
planners to control internal design (streets, lots, etc.) of sub-~
divisions.

Legal Authority

Subdivision regulations governing the use of property are
an exercise of the so-called police power of state and local
units of government. Statutory provisions are for the most part
similar to the Standard City Planning Enabling Act.

The Standard Act vests municipalities with power to regulate
subdivisions both inside their limits and for a distance of five
miles beyond their boundaries. Texas has up to 5 miles, depending
on population. The Act requires the Planning Commission to adopt
written regulations stating requirements to avoid arbitrariness.
Enforcement provisions of Standard Act have been widely followed.
They include provisions for making the sale of land of an unapproved
plot unlawful and subject to civil penalty and the forbidding of
issuance of a building permit for a structure on a lot having access
only to an unapproved street.

it should be noted also that a“-comprehensive plan is a legal
and practical necessity as a basis for effective subdivision
regulation. From a legal standpoint the plan is evidence that

particular requirements are not arbitrary or discriminatory.
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Definitions

Some of the more important terms associated with subdivision

regulation are listed below.

Subdivision - the division of a lot, tract, or parcel of

land into two or more lots, plats, sites, or other divisions of

land for the purpose, whether immediate or future of sale or building

development.

Subdivision Ordinances - subdivision regulations are locally

adopted laws governing the process of converting raw land into
building sites. They normally accomplish this through plat approval
procedures under which a developar is not permitted to make im-
provements or to divide and sell his land until the planning
commission has approved a plat (map) of the proposed design of his
subdivision. The approval or disapproval of the commission is
based upon compliance or non-compliance of the proposal with deve-
lopment standards set forth in the subdivision regulations.

A typical subdivision regulation contains certain geﬁeral
provisions relating to the location and design of subdivisions,
followed by more specific controls over the layout and dimensions
of streets and alleys, utilities easement, blocks and lots. Special
provisions may include the prohibition of development in flood

plains or geologically unsuitable area; the prohibition of subdivisions



in outlying areas to stop urban sprawl; and the insurance that proposed
subdivisions will be coordinated with old ones with respect %o

street connections, utility lines, drainage facilities and reserva-
tion of open spaces. Street design and utilities easements are of

key importance in subdivision layout.

Dedication of Land - a gift by the owner, of a right to

use land for stated purposes. Developers dedicate street rights of
wav, utility easements, recreation areas, school sites, etc. Dedica-~

tion is made by a written instrument which is recorded.

Reservation of Land -~ This process does not involve any transfer

of property rights. It constitutes an obligation to keep the property
free from development for a stated period of time. Unlike a dedication,
in which the owner receives no payment for his land a reservation
contemplates that the government will pay the owner at the time it
actually’acquires the property. Official maps are essentially

a legal means of requiring land reservation.

The Subdivision Process

Land subdivision is the process by which cities are built
and grow. Initial decisions with respect to the design of the
street system, lot layout and so forth have extraordinarily
enduring effects. On an available tract of land public or private

developers havé mapped out the lines of streets, which provided
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access and divided the land into blocks. They have further divided
these blocks into lots to facilitate distribution of the land among
individual property owners. Developers have reserved some land as,
public squares, parks, schools, churches, hospitals, etc. They
have also constructed streets, sidewalks, and utility systems.

Subdivision Procedures

Conventional subdivision regulations follow a fairly common
set of procedures involving five steps prior to the time that the
developer is permitted to make sales of his lots. These are

(1) Pre-Application Procedure - developer submits sketch of

proposed subdivision to planning staff for recommendations (2) Pre-

liminary Plat - sketch is submitted to appropriate local agency for

approval. The decision made on preliminary plat is the most
important step in the approval process because on the basis of
this decision, work will begin on opening and constructing streets,

installing utility systems, etc. (3) Construction of Improvements -

once approval of preliminary plat is granted, improvements must
be made before final plat is submitted. Enforcement of sub-
division requirements now switch to city engineer (4) Final
Plat - submission and approval is required of a plat which incor-
porates both engineering data and land title information. Two

plats with separate engineering and legal data may be substituted
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for the one final plat (5) Recording of the Plat - filing serves

two purposes: it may constitute a legal dedication to the
public of streets, parks, utility easements, etc.; or it may become
a convenient means for describing a particular lot which a
developer wishes to deed to a purchaser. As a practical matter
much subdivision regulation is treated as a bargaining process
between a developer who wishes certain city services and a city
government which wishes high standards of development.

Problems

Problems result from subdivision regulations written as

though the only typesof subdivisions were those designated for

single family residences located in a more or less routine terrain

setting. Ordinances need to consider items such as cemeteries, commercial

and industrial subdivisions, mobile homes, hillside subdivisions
waterfront subdivisions, etc,

Unlike the standard zoning enabling act, most
subdivision regulation enabling acts made no provision for
granting of variances from the requirements in hardship cases. The
regulations themselves may grant relief. They also leave consider-
able discretion in the hands‘of the plat approval agency. dftenA
relief is sought by developer to create substandard lots out of

resulting remnants of land. Subdivision regulations are intended

to set the minimum standards for development, not maximums.
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Capital Improvements Programming

Introduction

Capital programming and capital budgeting are important
financial planning tools which can be used to implement the
recommendations of the Comprehensive plan. Although it is not
necessary to go into a detailed analysis of the capital improvement
process it is important that you become familiar with some of the
definitions and basic steps in the process.

Definitions

Some of the more important terms associated with Capital
Improvement Programming are listed below.

Capital Program - A capital program is a plan for capital

expenditures to be incurred each year over a fixed period of years
to meet capital needs arising from a long term wprk program.
Essentially a capital improvement program includes the scheduling

of public physical improvements for a community over a certain
period of time with consideration for priorities and the financial
capability of the community. It is also the long range schedule for
projects with their estimated costs after a common period of six
years. This covers a five year period beyond the capital improve-
ment budget for the first year.

Capital Budget - A capital budget is a plan of proposed

outlays and the means of financing them for the current fiscal

period. A capital improvement budget is the list of projects
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together with the amounts and sources of funds for the coming
fiscal year. It is also normally the first year of the Capital
Improvements Program.

Capital Improvement -~ A Capital Improvement is any major

nonrecurring expenditure or any expenditure for physical facilities
of government such as costs for the acquisition of land or in-
terests in land; constructicn of buildings or other structures,
including additions or major alternations; construction of highways
or utility lines; fixed equipment; landscaping and similar
expenditures. Capital Improvement projects may range from extensions
of utility lines to construction of major public buildings.

Basic Steps in the Capital Improvement Process

The process of capital improvement programming will
ordinarilly call for the following steps:

1. An inventory of potential projects including cost
estimates and an initial evaluation of their relative priority.
Categories of priority are urgent, necessary, desirable and
deferable.

27 Analysis of these project requests, usually involving
discussion with the sponsor.

3. Investigation of the financing capabilities of the
community and the relation of these to different project categories.

4. A schedule of project execution in a long range program
list which considers project relationships to each other and to

financial requirements.
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5. Selection from this schedule of a slate of projects for

early action. This generally takes the form of the capital budget

for the coming year.

6. PFormal adoption of the capital budget against the
background of the long range recommended program, usually after
some form of public review.

Function of Capital Programming

The basic reason for a capital improvement program is to
insvre that money is being spent wisely. Capital improvement pro-
grams present the opportunity to schedule projects over time so
that the steps in the development of an area logically follow one
another. Capital improvement programs also give an advance picture
of future needs and required facilities.

Since most capital investments or similar major expenditures
are paid for with borrowed funds, an important function of capital
programming is to systematically review préposed,projects so as to

tie them together as to timing, location and financing.
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CHAPTER III

THE USE AND MISUSE OF STATISTICS
The crime analyst will be primarily interested in performing
four major functions related to crime data:
(1) collection (3) analysis, and
(2) organization (4) interpretation.
The accomplishment of these four functions is a science generally

referred to as Statistics. Statistics does not then refer to large

complicated formulas or technical sounding names and terminology.
So often use of terms like "regression analysis", "correlation
coefficients", "analysis of variance" turn people off simply
because they do not understand their meanings. They, therefore,
assume statistics is too complicated and, therefore, worthless.
We will then start our discussion of statistics with a warning -
do not try to impress people with terminology and formulas.
Remember that these formulas, etc., fit into only one of the
four functions of statistics, analysis, and, even though these
formulas are important and necessary at times, you should use
analysis techniques that are easily explainable and helpful to
accomplish the fourth function of statistics, interpretation.
The first two functions of statistics, collection and
organization of data, is accomplished by a well organized report-

ing scheme as discussed in previous sections. The fourth function,
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interpretation of crime data, will be discussed later. In this
section we will concentrate on some simple techniques of statis-
tical analysis.

Data and Sampling

Before data is to be analyzed, the way it was collected and
organized must be studied. For example, if you are to analyze the
frequency of burglaries, you should make certain the data on
burglaries has been accurately filed. Moreover, if for instance
you want the average number of burglaries per month, you would
not take only the data from the month of November and December.
Two major errors would be made.

First, the data is not independent and representative.

Burglaries are generally more frequent during these months.

Also, the sample taken is too small. The weight one can place
upon statistical estimates is directly related to the independence
of data and sample size. It would be quite simple to "prove" that
average daily rainfall for Texas is .5 inches if I only measured
the rainfall in San Marcos during the first week of May.

One should make certain that the data is accurate and rep-
resentative before performing analysis and should remember that
small data samples can be most misleading. Sample sizes should
always be represented so that the proper significance can be

placed on the results.
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Averages

Before using the term "average" one should remember that
there are different types of averages, and each type may lead to
a different interpretation of the data. The mean or arithmetic
average is generally most familiar and used most often. The
mean palary of a group of individuals is simply the sum of all
salaries divided by the total number of individuals.

The median of a set of data is that point on a scale of
measurement where an equal number of Eases are on each side of
it-~half are above and below the median. For example, the median
of the numbers 10,8,8,7,6,5,5,5,0 is 6 since 4 numbers are laxger
and 4 smaller.

The mode is that measurement or piece of data that repeats
most often. For the example above, 5 is the mode since it repeats
most often.

An analyst should use that "average" which is most meaningful
for the data being considered. For example, assume data on value
of property stolen is given as in Table 1. Out of 15 items stolen
the arithmetic average of $6,243.33 gives a fair idea of the total
value stolen, but not a good idea of the types of items. Perhaps
the median of 300 or the mode of 10 would better communicate the

desired meaning.
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Graphing*

The term graphic display means anything that is intended
to be observed visually, and is not limited solely to graphs. It
is a well known fact that people are more prone to respond favor-
ably to well done graphics than to extracting the same information
from several pages of documents. The old addage that one picture
is worth ten thousand words is most applicable to police work
today. Administrators have literally reams of paper to read each
day, and they certainly do not want any more. A crime analyst
can work this fact to his advantage by presenting his findings
graphically rather than in long boring reports that perhaps will
never be read anyway. If a crime analyst knows how to make an
effective graphic it's going to get more attention than a written
report. Presented below are several different types of graphs
that can be used for different situations. Remember that black
on white graphs are as boring as a rainy day; use color to advant-
age.

In graphing in two dimension, there are always two variables
under consideration. For example, a monthly burglary rate is

shown in Figure 3.1, where one Variable (independent), the months

of the year, are in increasing order while the other wvariable, the
number of burglaries in the month, dependent on which month is
being considered. The histogram generally uses the upper and lower

limits of an interval and the entire interval is plotted on the

graph.

*Acknowledgement is givemn to Davis Publishing Company, Santa
Cruz, California for use of some of the following copyrighted

material.
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Keep in mind that any visual aid is used only as a means of
analysis and does not interpret the data. Interpretation must be
accomplished by someone familiar enough with the data to determine
if the results are significant. Figure 3.1 can be used in conjunc-
tion with our discussion on complete data samples. Let's assume
that we consider the sample size large enough to make estimates of
burglary trends. If one considers only the months of January - May,
one might predict a fantastic decrease in burglaries. This, of
course, is imcomplete data samples, since the summer and holiday
{(December) months are typically bad as far as occurrences of
burglaries are concerned.

A polygon is a graphic method which uses points to represent
frequencies, with lines connecting these points. Figure 3.2 is
Figure 3.1 redrawn as a polygon.

One final expample of how figures, say polygons, can be drawn
to be somewhat misleading is shown in Figures 3.3 and 3.4. Assume
Figure 3.3 is a graph of the monthly expenditures for crime preven-
tion during the past year. While the expenditures have increased,
relatively, this increase was small. Figure 3.4 represents the
same data, but notice that the scale has changed significantly,
implying a fantastic increase inbexpenditures. Care should be
taken when constructing graphs;‘and when interpreting them, to make
sure the graph is not misleading.

Correlation

Correlation is a measure of the relationship occurring
between two variables.. The simplest type of correlation study is

graphical linear correlation. Two variables, say truancy
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and number of burglaries are plotted on a graph so that the
number of truancies is in increasing order. (Measurements

are graphed then according to say weekly truancies and weekly
burglaries.) Figure 3.5 draws this graph. Notice that as
truancies increase, so do burglaries. We, therefore, say there
is a correlation, and since the data appears to be on a straight“
line, there is linear correlation.

If the plot appears to have no relationship, or if the
straight line is a horizontal one, no correlation is present.

See Figure 3.6.

Figure 3.7 shows a correlation such that as one variable
increases, the other decreases. This is referred to as negative
correlation since the straight line has a negative slope. Figure
3.5 was an example of positive slope or positive correlation.

A general equation of a line is given by y= mx+b where x
and y are the variables, and m is the slope. The values m and b
may be computed for any sample of data so that the straight line
can be computed. The reader is referred to texts in the biblio-
graphy or any introductory statisticgs book for these formulas.

Keep in mind that correlation does not necessarily imply
that one of the variables causes or even affects the other. For

example, one might examine the correlation between temperature
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and number of petty thefts. It might appear that as temperature
goes up, so does petty theft. They are, therefore, related.
However, one certainly cannot assume that the rise in temperature
causes the rise in thefts. Instead, it could be the fact that
school is not in session during the summer months that explains
the increase. In other words, the correlation between two
variables may be caused by a third variable. Care should
therefore be taken on interpreting correlation graphs, although
their uses are of extreme importance.

Questions to Ask

As a matter of summary, we end this section with three
questions which should be asked whenever performing analysis, or
reviewing someone else's results and conclusions.

1. How reliéble is the data?

Make sure the data was acquired and reported accurately

and independently. Make sure there is no built in bias.

For example, was data collected only in one area, say,
to make someone "look" good? Finally, make sure the
sample size was large enough to perform a reasonable
analysis.

2. What is the best way to present the data?
Remember that many people will be interested in your

data and many may aid in the process of interpreting
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your data. Thus, choose the presentation technique
which best fits your audience and which best represents
yvour data.

Remember that your mode of presentation may greatly
affect interpretation as was demonstrated in Figures
3.3 and 3.4.

Does the result make sense?

AlwaYé remember that the fourth function of statistics
is ihterpretation and that ultimately some conclusions
will be reached. Make sure that the results are rea-
sonable! If they are not, perhaps one of the four
steps of collection,; organization, analysis and inter-
pretation of the data had a flaw which led to the

unrealistic results.
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LAW ENFORCEMENT RECORDS

Analysis and Management

Management of a police department is similar in many respects
to management of any of the larger business enterprises in the
community. There is one significant difference, however. The
police "business" is one that directly involves the liberty and
safety of every person served by the police organization.

Information is what allows any law enforcement agency to
function. However, each agency must evaluate its own needs and
how best to meet these needs face~to-face. The mere filing of
records, whether required by statute or not, without summarizing
and analyzing, serves very little purpose other than spending
money and consuming space. Keeping reports of information is
only useful if they serve to provide answers to problems and guides
to programs of action. In my opinion, an effective law enforcement
record system should do something in terms of administrative and
operational management by providing the optimum of information.
This empowers an agency with the ability to provide the best law
enforcement service to its community. How information is put
to use in most cases serves as the yardstick which measures the

effectiveness of that agency and its administration.

Information, through reports, in many law enforcement agencies,

is a one-~way street. The reporting process flows in and little, if
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any, usable information is returned to the officer on the street
to assist him in the performance of his duties. With the volume
of reports generated daily by all divisions of a medium to large
size law enforcement agency, requirements for the rapid processing,
analyzing, and retrieving needed information is of paramount im-
portance.

A thorough examination of the overall aims, goals, and
objectives of the law enforcement agency is a prerequisite to any
efficient and effective records system.

By study and analysis of proper police records the police
department will have in its files the basic data concerning crime,
traffic, and delinguency that are necessary for an intelligent
plan of attack. Based on the statistical data that can be produced
by a records division, the Chief of Police (Chief of Operations,
etc.) will be in a position to focus the work of the police depart-
ment when and where it yields the greatest immediate results.
Records data will not give the solution to the crime problem. It
will isolate factors concerning it so that an intelliigent

departmental plan of attack can be formulated. There must be

developed a records and accounting system to show if the departmental

operational plan of attack is producing results. Large departments

need mechanical compiling and analyzing machinery to do this work.
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It is impossible to do it by hand soon enough, and without errors
creeping into the work. Small departments use hand sorting of
index cards.

To derive the optimum of needed and essential information
from law enforcement records the analysis and study process should
include: (1) having a thorough knowledge of what information the
records system should produce for the department's needs; (2)
extensive use of flow charts; (3) starting from the end result
in what is desired from the records system and work towards the
beginning. This process eliminates the costly and time consuming
trial and error method; (4) consider all the legal requirements
imposed upon the department; (5) consider all interagency needs and
reguirements; and (6) always evaluate your budget and manpower

resources.

The President's Commission on Law Enforcement and Administra-

tion of Justice noted that:

Many departments resist change, fail to determine shortcomings
of existing practice and procedures through research and
analysis, and are reluctant to experiment with alternative
methods of solving problems. The police service must en-
courage, indeed put a premium on, innovation, research and
analysis, self-criticism and experimentation.

Who gathers the bulk of information from the field in any law

enforcement agency? Without the field officers' reports there
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would not be any information available to other divisions within
an agency. If this occurred, obviously the reviewing, analyzing,
and summarizing of information would not be possible. "police
reporting has become one of the most significant processes in
modern police operations."”

The need for standardized and clearly defined written
reporting preccedures is essential to the overall administrative
and operational conduct of any police department. Besides their
being a permanent record of activity, reports form the basis of
many administrative decisions.

They provide a basis for budget planning and distribution
of funds within the department. They are the basis for
long-range planning of future needs. Reports can be used
to point up needs in training in specific areas within
the department.

Unless police agencies have a well-~defined reporting policy
for incidents of both criminal and noncriminal nature, they
will be unable to assess accurately the extent of criminal
activity in their jurisdictions, and will also find them-
selves ill-equipped to take effective measures against it.

Moreover, inconsistent reporting procedures contribute to
a lack of confidence in police; persons may well assume
that certain kinds of behavior are tolerated in one
section of the community but not in another.

Every policeman should be thoroughly familiar with agency
policy specifying the conditions under which police reports
are to be taken. Such policies should require that all
relevant criminal information be reported, and should dis-
courage procedures that permit the failure to take a report.
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Well designed and utilized field reports are essential to
any records system and especially to one that is computerized.

All of the forms‘used by a law enforcement agency should
be designed to meet more than one need if possible. They should
be practical, standardized, relatively easy to read and prepare,
as well as allowing for statistical analysis summaries. Many
law enforcement agencies have already placed great emphasis on
their record systems and forms utilized in the collection of
information. It is recommended that a review of other agencies
methods be carefully examined and understood prior to any final
decisions. In addition to that previously stated, the following
should always be considered in forms design and develoément:

1. 0dd-ball size forms creates an unnecessary expense
upon the agency's budget when purchasing printed forms and
filing cabinets, etc.

2. The forms designer should consider future conversion
to automation when preparing a form. This eliminates costly and
time consuming modification or complete re-design at a later date.

3. Use the "paste-up" method. This is when one cuts out
the best of everybody else's law enforcement forms and pastes
them on a piece of paper the size they want their form to be.
Through this method a department can create its own forms tailor-

made to meet their specific needs.
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4. Consultants may be necessary as they can provide a
different perspective not previously taken into consideration.
However, don't overlook the talents of the people within your
own departments and their experience and knowledge of that
agency's operations.

Once the aims, goals, and objectives of a law enforcement
agency have been set forth, the methods and procedures to achieve
them must be made known to all employees. It now becomes the
responsibility of the records unit to provide summarized informa-
tion necessary for administrative and operational decisions.
However,

The capability of a police records staff to provide timely,

accurate, and complete information to administrative and

operational components of the department depends primarily
upon the quality of information originally provided by its
contributors. In order to insure maximum usefulness of
collected information, the records element must organize
the information into logical groupings that allow for the
system to provide or receive information randomly and with-
out undue inconvenience or delay.

All information to be gathered, processed, stored, and

dissem’nated falls within several major categories. It

should be arranged in logical, prescribed ways to form
files of retrievable data. The major categories include:

1. FIELD OPERATIONS PRIMARY DATA:

a. Case reports and related materials

b. Statements and depositions

c. Investigative notes, sketches, and similar items
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d.

e.

Evidence and property - identification information

Photographs, fingerprints, and other supportive
documents or records

FIELD OPERATIONS SECONDARY DATA:

Field interview information
Traffic and other violation citation data

Miscellaneous information required by or for field
personnel

FIELD OPERATIONS SUPPORTIVE DATA:

Criminal history records
Modus operandi information
Criminal specialties file
Personal identification data

Wanted persons information

COMPLAINT AND DISPATCH DATA:

a.

Time, date, location and other information concerning
incidents reported.

Advisory information of immediate procedural
importance to responding officers received from
complaints, such as descriptions of suspects and
escape routes.

Information concerning officers assigned, case re-
port numbers, and other case work-load data.

Radio and teletype messages and other inter or intra-
agency information sent and received.
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5. ADMINISTRATIVE DATA:

a. Comprehensive periodic reports, summaries and tabu-
lations

b. Case-load data on personnel and assignments
¢. Informational notices and bulletins
6. INTERNAL CONTROL DATA:
a. Longs and registers
b. Report review and control files
c. Indices and cross reference data

d. Other information required to process reports,
records, and other data.

To provide field and staff elements with information concern-
ing the incidence of crime and traffic conditions, and
important personnel and other data, the records element
should provide both consolidated and comprehensive, daily,
monthly, and annual statistical reports, special analysis

of certain types of incidents, and detailed breakdowns

of both statistical and analytical data. This information

should be given to designated departmental elements and city

and other officials or offices.

Law enforcement records should meet or exceed minimum
standards as prescribed by law, department policy, inter-agency
requirements, Uniform Crime Reporting, and the needs of that
community.

To insure that a law enforcement agency has the needed in-
formation, their records system should meet the following minimum

standards:
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A permanent written record is made of each crime as
soon as the complaint is received. All reports of
crime and attempted crimes are included, regardless
of the value of property involved.

Staff, or headguarters, control exists over the receipt
of complaints. This is to insure that each is promptly
recorded, properly classified, and subsequently counted.

An investigative report is made in each case. It shows
fully the details of the offense as alleged and as
disclosed by the police investigation. Each case is
closely followed to see that reports are made promptly.

All reports are checked to see that the crime class con-
forms to the uniform classification of offenses.

The offense reports on crimes cleared by arrest or by
exceptional means are so noted.

Arrest records are complete, special care being taken
to show the final results of the charge.

Records are centralized; records and statistical reports
are closely supervised by the chief administrative
officer; periodic inspections are made to see that the
rules and regulations of the local agency on records

and reports are strictly followed.

Statistical reports meet the Uniform Crime Reporting
standards and regulations.

A suitable records system contains and can provide the

following:
l'
2.

3.

Information useful in the investigation of crimes.
Identification of persons and property.

Investigation reports (of crimes, offenses,and cther
matters of concern to the police) when classified,
indexed, and filed.

Register assignments can provide a check on accomplish-
ments so that (1) errors may be traced, (2) inadvertent
oversight and willful neglect detected, and (3) success-
ful performance assured.
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10.

11.

12.

13.

Provide a basis for reviewing work, thus helping
supervisory officers in their day to day operations
by revealing deficient or improper handling of cases.

Show whether officers were correctly dispatched to the
scene of criminal operations.

The progress of investigation.

Failure to follow up on investigations or otherwise
correctly dispose of police business are revealed.

Prevention of the individual policeman from conducting

an investigation or discontinuinﬁ_it in violation of
departmental policy and sound police practice.

Enable the police department to disprove charges of
improper police action by providing prompt and complete
answers to specific allegations and inquiries from the
administrative head of the city, citizens, etc.

Records and summary reports will give a picture of
present conditions and problems faced by the department,
of the work of individual employvees, activities of
units, etc., in dealing with these problems.

Reveal significant changes in criminal and other
activities requiring police attention.

Prompt analysis of police records guide the police
official in meeting unusual needs.

a. The first step in solving a problem is to diagnose
it. Facts concerning the character, location, time,
circumstances of crime and incidents requiring
police action can be found.

b. Possible to determine engineering, education and
enforcement needs pertaining to traffic.

c. Locate and identify police hazards, isolate the loca-
tions requiring attention.
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14. Assistance in the development of police strategy and
in making various follow-through procedures.

15. The success of programs launched to lower crime and
accident rates can be ascertained by record analysis.

16. Provide measuring sticks or indices to appraise police
efficiency and accomplishment.

17. Effectiveness of police policies and procedures, and
the results of changes in methods of operation may be
appraised.

18. Information for public dissemination is made readily
available through a suitable record system.

19. Supplying information useful in preparing and supporting
budget estimates.

a. Assist in managing the department's fiscal affairs.
b. Accurate payrolls compiled.

c. Competing with the programs of other city departments
for public funds can be justified.

As a law enforcement information system increases in size and
volume, the need for some form of automated system becomes necessary
for the effective management and control of that information. Should
an agency have need for automating its records system, the following
should be given careful and serious consideration.

An operating law enforcement system should be established to
serve: "(1) daily operations, (2) investigative analysis, (3)
management analysis, and (4) program formation."

It should be emphasized that the use of automatgd data

processing is a management tool. The computer is by no means the
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answer to every law enforcement agency. The quality, integrity,
and accuracy of computerized information is only as good as

those human beings who write the data collection reports, key

punch the information, and program the computer to print the needed
information in usable form. Once high standards have been
established, the rapid retrieval of information becomes almost
commonplace. Decisions in a law enforcement agency have to be

made rapidly.

Automation provides this capability; not subject to
vacations, regular days off, and coffee breaks, but operating
rapidly, accurately, and efficiently to provide indicators and
guidance in decision making. It is impossible to do it by hand
soon enough, and without erronﬁcreeping into the work.

Automated information systems make it easier to collect,

process, and communicate data; but they cannot be ex-

pected to exercise responsible judgment. Any tool that

facilitates the collection and organization of data in a

complicated and changing fact situation is a significant

aid to judgment. Of course, computers are useful in
assembling the facts on which to base a decision. Com-
puters can provide no substitute for the process of
judgment based on experience. The electronic revolution
offers the creative police administrator and field
officer greater scope, as it makes available more data,
assembled more rapidly, from a wider geographic range of
sources, and more easily combined and recombined.

A law enforcement information system, while safeguarding

the rights to privacy of individuals, can effectively provide

important indicators to other local, state and federal agencies

performance of their responsibilities.
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Success in protecting society is not measured by the
length of time it takes the police to respond to a crime
scene, by the number of arrests they make, or by the
number of arrestees successfully prosecuted or sentenced.
Rather, success or failure is determined by the degree to
which society is free of crime and disorder.

This is but another way of saying that no element of the
criminal justice system completely discharges its respon-
sibility simply by achieving its own immediate objective.
It must cooperate effectively with the system's other
elements. This requires an effort on the part of each
element to communicate with the other elements, which

is sometimes difficult because of legal and administrative
separation of powers and responsibilities.

A law enforcement information system, properly administered,

can serve many needs; from the chief or sheriff, the prosecutor,

the crime analyst, and the criminal justice planners to name a

few.

However, one fact remains very clear. It is this:

No one program alone can deal effectively with crime and
delinguency. The home, the school, the church, the wel~-
fare agency, the clinic, the police, the court, the
probation department, the correctional institution, the
parole agency, and all the other agencies and institutions
that are interested in crime and delinquency must work
together as a team through coordinating councils or

through some similar coordinating device in a concentrated
attack on these problems. But the teamwork cannot be
completed without public support. This support must be
given in the form of interest in community affairs, par-
ticipation in community programs, law observance, insistence
on wholesome community conditions, and abundant opportunity
for young people, respect for law enforcement and effective
court procedures, demand for an adequate number of well-
qualified police officers, judges, probation officers,
welfare workers, institutional employees, and parole
officers, and a willingness to pay for programs that can
deal effectively with social problems.
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CHAPTER V
COMPUTER DEVELOPMENT AND ORGANIZATION

Introduction

It is difficult to find an individual in our country today
who is not directly or indirectly influenced by the electronic
computer. Obvious daily computer usage is found in payroll
checks, utility bills and department store check-out stands.

In law enforcement agencies alone, we find computers being im-
plemented for a variety of applications, ranging from traffic
control to data analysis and report generation. The effect

the computer has had on society has been fantastic, and yet
misunderstandings and even fear of the computer are prevalent

in this same society. The majority of these fears are generated
by ignorance of the computer and its operation. In turn this
ignorance has been caused for the most part by the rapid develop-
ment and widespread usage of the computer during the past 25 years.

The majority of this countrY's population was educated prior
to the introduction of computer related curriculum in our school
systems. It therefore behooves many of us to undertake computer
education independently or outside of the formal education
process. The knowledge of é science which is so influential in
our society today and one which will most probably increase in
importance and usage is imperative.

We start our study of the computer with a brief historical
survey of computer development. Knowing the rapidity at which
computer science has developed should help us to understand

"computer problems" which for the most part can be considered



to be caused by "growing pains".

Historical Survey

Man has always strived to make his work "easier". Mathematical
computations surely trace back to the stone age when cave men
might have traded one spear for cne club plus five smooth stones.
The first device used for computation is generally believed to be
the abacus, produced about 3000 B.C. by the Chinese. The abacus
is simply a device made up ©f beads on sticks or wires and is

still being used in computations today.

Figure 5.1 Abacus
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We must go all the way to the 17th century before we have a
significant improvement over the abacus. In 1642 a French mathemati-
tian by the name of Blaise Pascal invented the first mechanical
adding machine and in 1694 a man by the name of Lieibnitz produced
a machine which could also multiply. These machines were certainly

a far cry from our present day calculators.
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Figure 5.2 Modern electronic calculator



In 1812, Charles Babbage at the age of 20, started work on his

difference engine and analytical engine which were to be the pro-

totype of modern electronic computers containing memory units,
punched card input and printed output. Unfortunately, the tech-
nology available in the 19th century could not adequately perform
the necessuvy operations for Babbage's machines to be functional.
It would take another 130 years before electronics could be em~

ployed to implement the ideas Babbage had.

In 1890 a man by the name of Hollerith devised a scheme to
facilitate the tabulation of the 1890 census. His basic concept,
using the holes in a particular card to activate a series of
electrical counters, is still widely used whenever punched cards
or tapes appear. The general notion of calling such cards "IBM"

cards is well-founded, sinch Hollerith later sold his interest

to a predecessor of the Inernational Business Machines Corporation.

We now must skip all the way to 1944 when IBM produced the
Mark I, the first large-scale automatic calculating machine.
The Mark I still was not a "computer" as we know it, for it had

both electronic and mechanic parts.
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World War II and the corresponding government paperwork and
scientific research initiated extensive research which finally
led to the production of the ENIAC (Electronic Numeric Integrator
and Calculator) the first electronic computer. In 1946 Eckert
and Mauchly at the University of Pennsylvania are credited with
the production of ENIAC which operated with the help of 18,000
vacuum tubes. The big selling point for ENIAC was that it could
accomplish "300 days of work in one day". It did have one major
disadvantage though - it could not store its programs. Thus
the EDSAC (Electronic Delay Storage Automatic Calculator) was

produced in 1949.

Figure 5.4. One of the first commercially available computers.
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The ENIAC marked the start of the first generatidn of computers
of those computers built with vacuum tubes. It wasn't until 1951
however, that a computer was commercially available, the UNIVAC
(Universal Automatic Computer). The UNIVAC was considered by most
to be the best until 1956 when IBM took over the lead with their
IBM 705. Until that time, IBM had dealt primarily in business
machines. Even though they entered the computer race later than
some, the experienced and widespread marketing force helped them

become and now maintain IBM as the "biggest" computer firm.

The First Generation computers built with vacuum tubes and
relays were necessarily large, cumbersome, slow, and heat-producing,
A major breakthrough, important to all phases of the electronic
industry, was the development in 1947 at Bell Laboratories of the
transistor. 1In 1959, the transistor was implemented in computer
design, opening the era of the Second Generation computer.

In 1965 most computer firms went to chemical means to fabricate
numerous transistors and associated components on small chips of
a semiconducting material such as silicon. These chips are referred
to as Integrated Circuits (ICs) and are characteristic of the
Third Generation computers. Most computer systems now in operation
are Third Generation, although some claim to now be in the Fourth
or Fifth generation. No clear cut accomplishment however, has
characterized a Fourth Generation computer.

The reduced size and power requirements of the IC have led to
extreme miniaturization, as witnessed by the processes of medium-
and large-scale integration. The physical proximity is such that
very little time elapses while electrical currents travel between

components. In addition, the time required for a transistor to



change states, "on" to "off" or back, is so brief that times on
the order of a few nanoseconds are now typical (one nanosecond =
1l x 10_9 second, the time regquired for light to travel a distance
of 29.978 centimeters or approximately 2.99776 x 10lO centimeters
per second or 186,272 miles per second). This transistion time
enables incredible speeds of calculation, storage, retrieval, and
manipulation, with relatively small physical size and minimal

power requirements. Were it to be built with vacuum tubes and

relays, a computer with the proposed capabilities of the IBM 370

series would require a large building for housing, more electricity
than a small town, and would be slower than a pocket calculator in
the hands of an experienced operator. As it is, this very power-

ful multipurpose computer can be housed in a moderately-sized room,

and draws no more current than a large air-conditioning system.

After about 1964, most accomplishments and developments in
the computer field are found to be improvements, modifications,
or refinements of earlier discoveries. Improvements in speed,
accuracy, adaptability, and compactness have allowed the advent
of the "minicomputer," a physically small computer with internal
storage capagctiy of some 4K to 16K bytes, with access to
additional peripheral storage up to perhaps 15 megabytes. The
"microcomputer" is a single IC CPU with tremendous potential as

a "built'in" processor for limited-size applications.
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Figure 5.5. Modern electronic data processing system.



The Nature and Structure of Typical Computers

The modern computer falls into one of two rather broad cate-
gories, digital and analog. The digital computer uses and fur-
nishes data that is in discrete units--a sum of money, solutions

to an algebraic equation, statistics based on sales data or

educational processes, etc. On the other hand, the analog computer

deals primarily with changing physical phenomena--rotation of a
shaft, variation in gas pressure during a manufacturing process,
shifting gravitational forces, movement of a gyrocompass as a

missile traverses its trajectory, etc. Whereas the digital

computer acts upon numbers and other such actual data, the analog

computer acts upon data gained from a model or "analog" of the
real occurrence, Thig model usually takes the form of a varying
voltage whose variations are symbolic of physical changes
actually occurring elsewhere.

There have been significant developments in both types, but
the most publicized advances are those dealing with digital
computers. It should be noted, however, that the technological
feats associated with the Apollo missions and other space pro-
jects have been made possible by computers utilizing both vast
digital procedures and "real-time" analog analyses ("real-time"
operation refers to the processing of data rapidly enough to
allow the results to affect the device or condition producing

the data).

V-10
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Figure 5.6. A Schematic Representation
of Some Important Events



All computers have certain basic structural features in common;
it is the varied approaches to each component which serve to
make competition keen and productive. Figure 5.7. illustrates
the five major components of a computer: the input medium, the
storage unit or memory, the arithmetic unit, the output medium,

and the control unit.

r' Central Processing Unit .T

4 ]

! |

| {
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]
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b -

. Schematic Chart of Computer Functions
FPigure 5.7.

Input Medium

It is through the input medium that the program, or
sequence of operations, is entered into the computer, along
with the data which the program is to manipulate. The input
for a particular unit may take any one of a variety of forms;
in fact, the adaptability of the input device to the needs at
hand often determines the effectiveness of the computation.

Certain forms of input are quite common for digital

computers; one is the card reader, which senses holes punched
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Figure 5.8. Data representation on punched card.

B S g . ) N
~ -
[RFIR BF A A A I I I B A I S U LT B LR TR N I El L)
L . .
. PN

ST I NTRM T 4 ST AT AT AT SD AN T T ORI OYNI GGG AT D AT C {2 O) A4

A e A A L L R AT LR M MR L )

4 gy s A L PR L LI IR BECaE s B
Be ® 8 @ ® © s e ¢ e o & e vTa" s B
A® & 9 © & & o 9 o A
8 . e 8
4 . 5 8 & e 8 & & 4
2 ° e o .o e o =&
Te, ,.,® [4 ® '3 ) N, f J

s er e by N g e Tt (R BRI H
ne e’ =]
Y s @ & o & a2 e » A
4ue o e @ 8
“ s 8 o a2 * o 4
2 ¢ o L e e 2
1 . ] [} . . * [ ] e,

- & EREAFR R L IR ) SERAIL LS 3 s
B B
A » A
3 e o a
e e <
T e e &
P R IR R A [T LRI aaey i

N\ TLRG y,

Figure 5.9. A 96-column punched card.
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Figure 5.10. Two different keypunch for punching cards.









.

s

5

oot i i

13

5.12.

Figure

Computer card reader.

BN EER EEIE GEBE BNE PEE SEE TS SR I EEE N EE i






in cards or marks placed upon cards. The cards contain data
or program instructions in a form easily handled both by
operator and machine. The machine can read the cards rapidly
(from fifty to over 1000 cards per minute), and the operator can
re-~order the cards, quickly replace an incorrect card with a
correct one, or add or delete groups of cards with very little
effort. The cards are read either electromechanically (using
fine wires making electrical contact through the punched holes)
or photoelectrically (either using lichts coupled with light-
sensitive devices, shining through the punched holes, or using
such light sensitive devices to sense a reflective area on the

card, placed by pencil to indicate a bit of data).
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‘Figure 5.13. Punched péper tape.
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A similar unit is the punched tape reader. A long strip
of paper, rolled for convenience, is perforated so as to contain
certain information, such as data or program steps; this perforated
tape is then passed through either a mechanical reader or a photo-
electric reader. The photoelectric reader is very similar to the
card reader. The mechanical tape reader is more complex: the
tape is moved so that the next set of holes is directly over a
set of small pins; after the tape comes to rest, the pins are
pressed by springs against the paper. Where there are holes,
the pins pass through them, allowing an electrical switch to close;
where there are no holes, the pins are prevented from passing
through and from allowing the switch to close. The pins are then
retracted to their initial positions, and the tape is moved to the

next position.
Another input medium common to digital computers is

the keyboard. Available from various manufacturers in many

styles and with many diverse features, the keyboard is a most
useful input device; it provides a printed copy of information
being presented to the computer in a form meaningful to the
operator. On time-sharing systems--systems which allow several
users to process programs apparently simultaneously--the keyboard
is the principal means of input, as well as output. On batch-load
systems--systems which usually use cards or tape as input and
process only one program at a time---the keyboard and its printer

provide a monitor for computer function and usage. It provides

notices to the operator of malfunctions or conditions that are out
of the ordinary; it also provides a convenient means for diagnosing
a malfunction, for cards and tapes are not so readily used as are
ordinary English or FORTRAN or other statements typed with the

keyboard. v-18
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Frequently, input takes the form of magnetic tape; if a
program or set of data has been developed elsewhere, perhaps on
another computer, then a convenient method of transferring such
information is by way of one or more reels of magnetic tape. The
reader is a sophisticated version of the ordinary reel-to~reel
recorder available for home or broadcast use; it 1is specially
built to allow the tape to pass the reading heads at speeds in
excess of 150 inches per second (this compares with home recorder
tape speeds of seven and one-half to fifteen inches per second).
Such speeds allow transfer of data at rates exceeding 6 megabits
per second, at density rates of more than 7500 bits per linear
inch. Proposed equipment will be able to handle data up to 15,000

bits per linear inch, an increased track density to 300 tracks per

inch and increased accuracy allowing less redundancy of recording.

One device uses a 12-inch wide tape, providing data transfer up
to 38 ﬁegabits per second, higher than most computer channels will
accommodéte.

Optical character readers are also being used for direct
input. Characters printed in a special typeface can be read
directly by photoelectric means, allowing the input to be usable

as information both by the operator and the machine. Strides have

*
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Figure 5.15.

Magnetic tape unit.
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been made toward recognition circuits capable of reading
hand-written symbols. Carefully controlled character shapes
are usable, but the general, randomly-shaped human handwriting
is not yet within the reading capability of the ordinary
character reader.

Storage Devices.

Once the desired program and data are inside the computer,
they are stored temporarily in one of a variety of memory devices,
to be recalled later as the program is executed. The same memory

devices serve in other ways during the computing process.

One of the principal types of memory is the magnetic core
memory. Small toroids or "doughnuts" of magnetic material called
"cores" are woven, almost exclusively by hand, into a network
of fine wires. 'The electronic circuits which control access to
the memory are called "drivers"; by choosing the proper pair of
wires that intersect paths at a particular toroid or core, enough
electrical current can be passed through the center of the core
to change its magnetic state and thus to store or "write" one bit
of information. Grouping these cores into large patterns allows
many computer words, each with thirty-two bits, for example,
to be stored at one time; one core is used for each one of the
bits of information in each computer word. It should be noted that
different computers use different lengths of words; the numbers
vary from eight to as many as sixty bits per word; each word is
simply a grouping of bits of information usable by the computer.

Reading information stored in a core memory is very similar
to storing it; a current is passed through certain wires, and if

the particular core was magnetized in the right way, the current
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causes the magnetic state to change back to its original state.
This causes a current to flow in a third wire if a "1" was stored
(no current for an "0"); this third wire is called a "sense" wire,
and carries the information to the driver circuits for transfer
back to the computer. Since this destroys the information stored
in the core, the drivers must then re-write all the bits that
were read back into the core memory. Such a memory has what is
called a "destructive read-out", since reading information out

of it destroys the information. The core memofy is a versatile
and reliable memory device, and access to stored information is
very rapid. It is chiefly used for storing numbers being operated
upon, for storing programs, or for use as an "electronic scratch-

pad" during operation.

Continued strides are being made in core technology:
smaller, more reliable core elements are being produced at a
lower price. Core density in 1970 was only 1678 cores per square
inch, costing in a bare stack configuration (minimal circuitry)
about 0.5 cents per bit. By 1973 density had improved to about

6500 cores per square inch, and costs are currently less than

0.25 cents per bit.
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Several other types of memory devices use magnetic
characteristics in their structure; instead of a core of material
they make use of a thin film of material placed on some non-
magnetic base. The three most common such devices are the
magnetic drum, the magnetic disc,.and the magnetic tape. The
drum is rarely seen nowlin new computers, for the difficult manu-
facturing processes make it gquite expensive. The drum consists
of a cylinder coated with a thin film of magnetic material.

Mounted around the periphery of the drum are numerous reading and
writing devices called "heads"; the writing head causes a small
magnetic field to pass through the drum's £film and change the
magnetic state of that particular spot. By placing enough of these
heads along the drum, many circumferential tracks of spots can be
used simultaneously.

As the drum revolves at a high rate of speed, the driver
circuits keep track of the current location of each spot on the drum,
and can call for the right information as it passes under the read
head. The magnetic field in the film causes a small current to
flow in the read head, and this is returned to the driver circuit
to be used by the computer. The read and write heads must be
mounted so close to the drum that any irregularities in the drum,
in the film, or in the head alignment can cause the head to strike
the drum and ruin it; it is this threat which demands such close

and expensive manufacturing tolerances.
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Figure 5.17. Magnetic disc.

A more recent application of thin magnetic film is the
magnetic disc. Shaped like a large, thick phonograph record,
the disc rotates between read/write heads at high speeds. The
same read/write process is used as wés‘used on the drum. Even
though the basic idea of a rapidly moving magnetic surface is used,
the disc is more efficient and more economical, because less phy-
sical space is required, less stringent manufacturing processes
are involved, and less expensive materials can be used for the
disc itself. 1In addition, several discs can be mounted in a stack,

with heads mounted between them, to provide an even more compact
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arrangement. An additional feature is an interchangeable disc pack,
allowing almost unlimited storage capacity. This allows programs
using a particular language to be stored together or allows an
expanded data or program library. Some smaller computer installa-
tions use an interchangeable single disc with the same results in

versatility.
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Figure 5.18. Computer console and disc
v-27



Disc memories are subject to some of the same problems as
drums, but have very strong advantages. The read/write heads
must f£ly at approximately 25 microinches from the surface, leaving
little room for imperfections. Improvements in manufacturing
techniques in both the disc itself and in the mechanism controlling
the read/write heads are allowing great advances in bit density
and track density provisions. Bit density has been improved from
about 2200 bits per indh to more than 6000 bits per inch, with
track densities approaching 400 tracks per radial inch. These
improvements allow package storage capacities of 40, 80, and even
200 megabytes of data storage, from such manufacturers as Ampex
and IBM. Projected maximum packaging density is in the neighbor-

hood of 350 megabytes per unit.

The magnetic tape already mentioned as an input medium is
also widely used a supplemental or "auxiliary" storage. Several
characteristics especially qualify tape for this usage. A typical
reel of tape contains some 2,400 feet of tape and can store as
much information as 400,000 punched cards. Such reels are usually
ten and one-half inches in diameter with large hubs. These reels
of tape are primarily used for large amounts of data which need
to be preserved, but which will probably be used in roughly the
same sequence as it appears on the tape. The physical situation
of a long piece of tape with information placed along its entire
length requires that a definite, and sometimes long, time must

elapse between the time that information is requested and the time

v-28

1






YA

b s
il

el
Bl

i

Figure

5.19.

Magnetic

tape units.




that its location is found on the tape. Tape is thus referred to
as a "sequential” or "serial" access medium, contrasted with a
"random" access medium, such as the magnetic core memory.

Similar usage is made of the Phillips design of tape
cassette, especially in small computers or minicomputers, and in
programmable calculators. The convenience of size and inter-
changeability makes the cassette a most attractive storage medium.

Research has produced several promising techniques which
may someday replace or successfully compete with disc and semi-
conductor memories. The magnetic bubble device is one such
item; the technology is a complex mixture of thin magnetic film
and semiconductor theory, capable of storing some 2.5 million bits
per square inch (in chips with about 16,000 bits each). Data
transfer rate is above 100,000 bits per second, and acdcess time
is about 2.7 milliseconds, comparable to rotating discs.

Another advance in memory technology is the charge~-coupled-
device (CCD); this technique uses a capacitor-like arrangement
on a simiconductor chip, and by placing a capacitative charge
at selected places, data can be stored in bit form. Bit density
is about 16,000 bits per chip, with 1ateﬁcy (access time, roughly)
of 128 microseconds per chip, some two orders of magnitude better

than a disc. A typical CCD unit, composed of chips roughly
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equivalent in storage to a drum, occupies about 1/10 the volume
of the drum; it weighs almost 10 times less (at 15 1b.); it con-
sumes about 5 watts, compared with 300 watts for the drum; its
access time averages 2 milliseconds, some five times faster than
the drum. CCD units are volatile, that is, they lose their
retention with no power; this situation is easily dealt with by
providing simple power back-up in the form of several dry cells.

Computer Control and Arithmetic Units

After the data and program directions have been entered
and properly stored, the computer must begin to process the data
and perform specified operations on it. The unit which oversees
the entire process from input through storage and operations to
output is the computer control unit. This unit interprets the
program commands and determines the sequence to be followed as
data is processed from input to an appropriate output. Since the
control unit cannot make rational choices, all possible conditions
to be encountered must be planned for. The unit can then call on
its limited, but adequate vocabulary to interpret commands, and if
an unfamiliar command appears, it halts program execution.

One remarkable characteristic of control units is the
capacity put there by the designer to keep accurate tally of all

operations performed, to keep accurate accounts of the locations
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of all stored information, and in the case of a time-sharing
system, to keep track of which user is being served and of where
his data and programs are located. The actual mechanics of per-
forming the tasks may be straightforward, but the speed of
operation is phenomenal.

Under the direction of the control unit, data is moved
from input or memory to the arithmetic unit where all of the actual
operaﬁions are performed. The repertoire of operations is rela-
tively limited, including only the four arithmetic operations, nu-
merical comparisons, and certain other algebraic functions. 1In
most computers, the trigonometric functions are performed with
series arithmetic or other software procedures; the great speed
with which this is accomplished keeps the extended process from
significantly slowing the program execution.

Output Devices

The results of the program's manipulation of the data must
ultimately be put into some form accessible to the operator, or
perhaps to some other device or computer. The medium used is known
as an output. For operator usage, a printed output is commonplace.

Several categories of printers are currently in use. The
keyboard, already mentioned in connection with the input function,
also serves well for limited use with many systems, but especially
with time-sharing systems, where it is customary. The keyboard in
its various forms is relatively slow in comparison with computional

speeds.
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Figure 5.20. Line printer.

A different concept in printers is the "daisy wheel"” printer,
which uses a device very similar to the letter wheel in a label
maker. The type is affixed to the end of a flexible spoke, and
as the wheel is rotated rapidly, the wheel is struck at an ap-~
propriate time (determined by the circuitry) to drive the desired
character against the inked ribbon and then against the paper.
Typical speeds are about 30 characters per second, with greater
speeds possible under carefully controlled manufacturing processes.

A p;inter combining some characteristics of the daisy wheel
and some of the full cylinder line printer (above) is the quasi-

lineserial printer utilizing a character chain or belt, with a
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full bank of hammers. Speeds have been attained in excess of 400
characters per second.

Faster speeds are possible with the line printer, which uses
various means to print several characters in one concerted effort
One of the most effective méans used to accomplish this feat uses
a metal cylinder engraved or molded so as to have all the alpha-
betic, numeric and special characters in every available printing
column, placed in an order around the cylinder. As the cylinder
revolves, a hammer placed in each printing column strikes the paper
and ribbon against the proper character, whose position is sensed
by the printing driver circuitry. Such a printer may be capable
of printing more than 1000 lines per minute, each with up to 136
characters. Even at these speeds, however, the printer may not
produce output as fast as the computer provides the information.

The dot-matrix mechanism is widely used in both small (20
or so columns) and large (full 132 columns) applications. The
mechanism prints the characters as a combination of 35 matrix
elements, arranged in five columns of seven rows each. Two major
variations are common: one prints an entire character, all 35
(or fewer) elements at once; the other prints one column at a time,
with the buffer circuitry keeping track of which elements of which
columns are currently needed. Several copies can be”made at once,
and legibility is very good. Speeds up to 30 characters per second

are easily obtained.
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A device utilizing the dot-matrix approach, but without the
noise of the impact solenoids, is the thermal printer, which
forms characters on heat-sensitive paper. Where silence is needed
and multiple copies are not, the thermal approach is most adequate.

A non-impact system in limited use utilizes electrostatic
control of a charged stream of ink particles, actually painting the
characters in good form. Again, multiple copies are not possible,
but all such devices have trade-offs in speed, output form, and
noise level.

Other output devices are specially tailored for specific
requirements, such as the graphic plotter which can produce line
drawings, lettering, and plots of algebraic or other functions.
Cathode~ray tube displays are frequently used for output (and
occasionally for input) for timesharing systems; these can provide
graphic or other data quickly, and results of alterations in pro-
gramming can be seen rapidly. Occasionally, output is required
in the form of paper tape or punched cards, and appropriate equip-
ment is available to accomﬁiish this. Other equipment designed to

fill a particular need is used as the situation demands.
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Figure 5.22. Complete computer system showing CPU, card reader/punch,
disc units, magnetic tape units and line printer.
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CHAPTER VI
COMPUTERS IN LAW ENFORCEMENT

Why Use Computers in Law Enforcement?

The use of computers by law enforcement agencies and criminal
justice departments is a relatively new innovation. More and more
law enforcement agencies are turning to computers for help in
solving the many and varied problems facing these agencies.

The process of gathering, interpreting, and disseminating
information is an important and time consuming operation of law
enforcement agencies. Computers and computer systems have shown
their effectiveness in carrying out these processes in other areas,
and the systems that are now operating to assist the law enforcement
community are showing that the performance capabilities of computer
systems can greatly enhance this community's efforts. Increasing
the efficiency of processing emergency calls, more efficient utili-
zation of man power, improved accuracy in reporting, greater return
on the investment of tax dollars, more meaningful reports for
management, and the delivery of timely and more complete information
to dispatchers and field personnel are some examples, and arguments
for implementing computer systems to augment law enforcement efforts.

From utilizing the data processing capability of a computer,
to. developing its telecommunication and programming capability, law
enforcement agencies are tapping every advantage a computer system
can offer. In doing so, these agencies are able to serve the public

in a manner that was previously impossible.



Dallas County Judicial Information Systeml

A good example of a coordinated computer system used in
law enforcement is the IBM System/370 system installed for usage
in Dallas County. In 1971, Dallas county began development of
the criminal justice information system, designed to satisfy
the law enforcement information needs of all county agencies and
in addition to satisfy the requirements of the judiciary system.
The civil court and the criminal justice information systems
have been brought together to form the Dallas County Judicial
Information System.

The success of the overall system has been the county's
ability to add new reporting requirements imposed by state law
and to handle the growth in quantity of data at minimum increase
in cost. The system has made information available on a much
wider basis than before, by use of the online video and type-
writer-like terminals.

Following are some of the advantages to be derived from
a judicial information system similar to the one serving Dallas
County:

Video terminals, with television=-like screens,
display requested information instantaneously,
and other terminals provide printed copy. The
result is swift access to information in formats
to serve many different purposes.

linformation and figures courtesy of IBM.
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Online jail book-in generates a centralized,
alphabetically indexed data base using unigue
number identifiers that can be used by all
authorized agencies, thereby eliminating
duplication of effort and providing complete
information on each defendant.

The system is linked to a state data base in
Austin, the Texas state capitol, which contains
information from other jurisdictions. Austin
also provides a link to the National Crime
Information Center (NCIC) in Washington, D.C.

Computer~assisted indexing allows case histories
to be maintained and accessed by many references.
The time-consuming search for an individual's
case or docket number is eliminated.

The data base created through case indexing is
easily expanded with additional information.

Each time a transaction occurs within the
judicial process, it is entered directly to the
individual's file by number, providing a complete
history of each case for immediate reference.

Daily, information is fed into the computer and
coordinated with other data concerning the status of
current cases, thus assisting the judicial adminis-
trator in setting his calendar.

The probation department uses information on file
to provide a complete monetary accounting system
online. The court and the probation officer have
up~to~the~minute information on the probationer,
including the status of his probation fee and
restitution accounts.

Once pertinent information is entered into the
computer files, the system can monitor all pro-
ceedings through the final disposition of the case.

Information can be retrieved and displayed on
terminals near the trial judge's quarters. The
same terminal can be used to update the defendant's
file.
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Primary users of the system include the sheriff's office,
criminal court judges, district court clerks, district attorneys,
probation officers,’district and county clerks and the county
auditors. Services provided include (a) maintenance of files
accessible online (b) generation of detailed listings throughout
all phases of judicial administration and (c¢) extraction of
administrative and statistical information. The system can be
divided into two parts: criminal and civil. Our primary concern
is with the information available on criminal justice. This
criminal information available through the system may be classified
as follows.

Criminal Identification:

An alphabetic criminal name index is now used by the Dallas
County sheriff and seveial agencies in north central Texas,
providing online maintenance and inquiry into computer files con-
taining about 600,000 names with personal identifiers and pointers
to corresponding record jackets maintained in hard-copy files of
participating law enforcement agencies.

Any of the 16 counties in the North Central Texas Region
can enter data into the system. The index provides the user with
information to help in the identification of suspects and renders

quick access to criminal case history files.
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Inguiry via video display terminals is made into the files,
which contain identifying numbers; personal descriptors, including
sex, race, and date c¢f birth; and file flags for aliases and for
past criminal records. The information can be updated either by
data entries through the video terminals or by card input.

Two inquiries are possible. One, which brings up ten
displays of ten names each, provides basic identification informa-
tion. Such data is retrieved by using a subject's last name. (On
the basis of the first inquiry, which also produces a display of
sound-alike names, one or more names may be selected as warranting
further investigation.

The other inquiry will produce a display of identifying
numbers and physical characteristics, which are retrieved using
the agency identification and the local agency identifier.

Book-in and Custody:

The book-in and custody subsystem provides information and

services relating to the incarceration of prisoners. The computer

first comes into play when a defendant is brought to the countffjail

and information is entered via video terminal keyboards concerning

the reason he (or she) has been brought to jail, the time, where

he was brought from, and in what part of the jail he will be held.
After the initial steps are completed and the defendant is

in custody, the computer records all the steps involved in court
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action while he is being held. When the defendant leaves custody,
information is entered into the file to show his destination and
other data concerning his release.

The subsystem is based on four files. The first is a
hard-copy file containing data legally required to show justifi-
cation for holding the prisoner and references to the location
of documents that contain the signatures of the arresting and
receiving officers and the right index fingerprint of the prisoner.

The three remaining files are maintained online by the
computer. The fundamental file is organized by book-in number
(assigned by the computer at the time of book-in). For each
prisoner in jail during the current month, the file contains
information including:

Data legally required to hold and identify

the prisoner (name, sex, race, date of birth,
identifying numbers, right index fingerprint
class).

Data required for custodial purposes (location,
behavioral or health problems, next scheduled
court appearance).

Data that, either as a legal regquirement or as
a voluntary service, may be made available to
other agencies, such as the district attorney's
office, to assist them in the performance of
their duties.

The second file is a cross-reference file similar to that

described in the section covering criminal identification, and the

third contains a record of holding tanks and cells, together with
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the names of prisoners being held in them. Inquiry capability
into the latter file provides a quick search to assist in deter-
mining the best availableulocations for new prisoners.

Information avaiiable through the system is updated and
retrieved via video and hard-copy terminals in the book-in office,
identification office, bond desk, radio room, sheriff's office,
each criminal district court, district court office, and bond
forfeiture office.

Bonds and Bondsmen:

The bonds and bondsmen subsystem deals with appearance,
appeal, and writ bonds and their effect on each bondsman's
eligibility to issue future bonds. To this end, each bond is
filed in a distinct area of the cases-in-progress file, while a
separate file of bondsmen is also maintained.

Appearance bonds guarantee a person's presence for a
court procedure, appeal bonds enable a person to remain out of
jail while a case is being appealed, and a writ bond (such as
habeas corpus) guarantees that a person will be at a certain place
at a certain time.

The main function of the subsystem is to keep a record
of the amount of bond for each individual and a total of all bonds
put up by individual bondsmen. If the sheriff, for example,

wants to know how much a particular bondsman has written, he can
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Bondsman eligibility listing

search the computer files to determine if the bondsman has gone
over the limit of the total amount he is eligible to write.

The subsystem also follows through on the many adminis-—
trative steps involved in cases of bond forfeiture, and the
sheriff can determine, via a video terminal, how many bonds a
particular defendant has forfeited, thus détermining whether or
not a cosigner should be obtained.

As all bond records are filed with case records, cross
references are provided. Data on bonds is also provided in various
printed reports.

To update bond records, appropriate postings to the bonds-
man files are made to show the dollar amounts of bonds attributed
to each bondsman. Also maintained is a record of "pseudo-bondsmen"
showing persons putting up bond who are not regular bondsmen.

Information in the files is instantly available at any
time of the day, any day of the week, through inquiry via a

video terminal in the bond section of the sheriff's office.
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Criminal Cases in Progress:

The Judicial Information System provides the district

criminal courts, the district attorney, and district court clerks

with a number of services based on past histories of cases filed

within the district courts and events scheduled for the future.

Case-related data is entered and maintained online, and such data

CRIMINAL JUSTICE REPORT-ARPELLATE
CRIMINAL DISTRICT COURT 3

TOTAL
coc
cpe2
cp3
coce
coes
194TH

DATE T MAY,197X KAKXX XXXXX XX XXXXXXXXXX
CASE NO. NAKE CHARGE VERDICT APPEAL S/F. COURT APPELLANT DEFENDANT. DISTRICT STATES REHARKS
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is accessible via online terminals from the time of entry until
one month after conclusion of the court term during which
disposition of the case occurred.

When a person is indicted, he is issued a criminal case
number, which is entered into the computer file. This represents
the beginning of the computer's role in this subsystem.

After indictment, a master record showing name, book-in
number, birth date, race, sex, and a sheriff's identification
number is placed on file. A charge record is also entered. When
a trial date is set, that information is entered, and after trial,
disposition of the case, including sentence, time, and sentencing
judge, are recorded. (If the person involved is placed on proba-
tion, data concerning that step, including charges, fine, and
court costs, is entered).

When a case is appealed, the dates of appeal and the dates
on which briefs were filed are entered into the computer files
via the terminal keyboard. A disposition code is entered to
indicate the outcome of the appeal--confirmation, reversal, dis-
missal, or a change of judgment.

If an appeal is granted, a motion may be made for a new
trial, and the information, including the reason for doing so,
is placed in the file. The process is repeated when a new trial

is granted.
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Daily and weekly summary reports are prepared for each
court showing counts of cases, motions, writs, monies, etc.

Status records entered into the computer file are also available
ty means of online ingquiry through the terminals.

The case history file is fully cross-indexed by defendant
name, location, descriptors, prosecutors and defense attorneys,
bail bondsmen, status, and related cases. Index files are
updated daily.

Because of the amount and complexity of data on file,
several methods of inquiry have been provided so that court clerks,
judges, and prosecutors may retrieve information in the manner
most useful to them.

Monthly, term, and annual clerical reports are prepared for
the courts, the district attorney, and the district clerks. Other
reports include statistical analyses by type of offense and analyses
of prosecutor performance for use by the district attorney, and
court assignment and disposition lists for the district and county
clerk.

A typical report, one of great value to a district judge
using the system, shows all cases within his jurisdiction which
are being appealed. The report provides the judge with a complete
picture of each case, including date of appeal and related informa-

tion.
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DALLAS COUNTY CRIMINAL JUSTICE INFORMATION SYSTEM
WEEKLY SUMMARY-WEEK ENDING-05/20/TX%
CRIMINAL DISTRICT COURT NO J JUDGE XXXX X XXXXXXXXX
100 ACTIVE CASES (BOND & JAIL)
201 ~ SET TRIAL 30 DAYS OR LESS {LD==-=r--==mcme-cmenennmeo- 01
102 - SET TRIAL 31 DAYS OR 60 DAYS OLDwwmmmmmemmemmmsmmesos 07
103 - SET TRIAL 61 DAYS TO 90 DAYS OLD-mm=mmscmmemocon et 16
104 < SET TRIAL 91 DAYS TO 120 DAYS DLDw~=mme==m=~mccacwmeon 06
105 = SET TRIAL MORE THAN 120 DAYS OLDrr-m=cremmermcececoeon 27
106 - TOTAL SET FOR TRIAL=amommsmm oo oo e e s e e 57
107 - SET PLEA 30 DAYS OR LESS OLD-m==msmmemraceccecmm—e———— 01
108 ~ SET PLEA 31 DAYS TO 60 DAYS OLD==wmmmmswsmcoreeeacmena- 07
109 - SET PLEA 61 DAYS TD 90 DAYS OLDmme-m=memwmmsmamamamen 15
110 - SET PLEA 91 DAYS TO 120 DAYS DLD=-r-n-semmmcoaemoan- - o8
111 - SET PLEA MORE THAN 120 DAYS OLD-==-==memsmmromenmm———— o7
112 - TOTAL SET FOR PLEA=r==w=mmaom o oo o e e 38
133 - SET INV 30 DAYS DR LESS DLDermm=mo=—earmcesc o cne———— 0o
114 - SET INV 31 DAYS OR 60 DAYS OLD-~ -—- S 12
115 - SET INV 61 DAYS TO 90 DAYS OLD=-e-mrmmwmcanmmmnecman— 10
116 = SET INV 91 DAYS TD 120 DAYS OLD-==c-mevnmmmcmrcenmaea- 03
117 = SET INV MORE THAN 120 DAYS DLDmwwememmwmcmasmmcome e~ 14

3i53,4¢,c,),jackson

Sleslo XXX DEFENDANT RACE 8EX CASE NO COURT CHARGE ats
JACKSON XXKXXX ] £7807664
JACKSON XXXXXX €710766%
JACKSOH XXXXXX 2720343
JACKSOR XXXXXX X €7001347
JACKSON xxxxxx XXXXX £70020569
JACKSON XXXXX. €6304226
JATKSON xxxxxxxx 27205344
JACKSOH XXXXXXXX C7008045
JACKSON XXXXXX €)209188

10 JACKSON XXXXX XXX v t7210228

ENTER LINE NUMBER OR CASE ussxuan CSLN5

$XJ15k, XXX DEFENDANT CASE NO COURT CHARCE D[S~
JACKSOM XXXXX XX 27110278 -
UACKSOH XXXXKX XXXX X CI 20U G
JACKSOH XXXXXX AXXXX C7200364

(ol ol atat ol o ud o
REREERREEE

JACKSON XXXXXX XXXXXX 27200354
JACKSOH XXXXX 17108529
JACKSON XXXX XXKXXX €1210912
JACKSON XXXXX XXXXX 7207208
JACKSON XXXXXAX XXXXXAX €7200845
JACKSON AXXXXXE KXXXKXX €7260846

15 JACK XXXXXRX XXXXXXX v C7200848

3 Eu'!l LINC NUMBER OR CASE DESIRED.C5LN$O2

[odlad ol o of ool ol o uf od

L84 e, 11244084 6~
CASE MUMBER. ssvcesnasa ++C72h44 40 CASE DISPOSED COURY L
HAY beaewssens s sdALRSON XXXX X
saverresassanas T/O

el
LOCATION coceveanse
OLSTRICY ATTYureiaraaenas
DISPOSITION, s asvaersaeas PGBC TIME 0000 08 01 100.00 - FINE
VAL AND PAGE.csaiossressre 0120345
DSO NUMBER.. s vavsvir sqae 009675

Response to case-number inauirv
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A statistical report is also illustrated. It shows appeal informa-
tion relating to cases within district court jurisdiction, and

it is used by the district attorney's office to determine average
times involved to see cases through the various stages of appeal.

Adult Probation:

The adult probation subsystem performs two main functions:
to provide information of use to the probation officer and the
court and to provide accounting information regarding probation
fees and restitution accounts.

Files used in this subsystem include personal information,
the offense, the time when probation starts and ends, employment
data (including salary, employer, and employment address), and
the probation charge (usually $10 a month, but a judge may establish
another amount).

Eleven terminals located in district court offices, in
the probation office, and at cashier stations provide online infor-
mation in several formats.

Three of the available video displays, achieved by entering
the probation number as an inquiry on the terminal, are illustrated
here.

The first shows a profile of the probationer, the second
shows his payments and charges (delinquency will be indicated in

such a display), and the third provides his account balance.
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APB3 AGENCY 057  COURT 03 CASE NO 71000503
NAME XXXX, XXKXX XXXXX
ADDR OFFENCE COOE  SEX RACE AGE HET WGT
CITY STATE 3562 b W 74 71 130
TELEPHONE - - 1P oo00Q

EYES HAIR  COMPLEXIOM  MARTL STATUS

LAST REPORT DATE DATE OFFICER  HAZ BRO UNKNOWN 1 HARRIED
ATE

DAT PROBATED EXPIRES HUMBER
04~30-73 03-12-7) 03-12~81 STATUS AS OF 00-00-09
PESDING REVOCATION (JAIL)
EMPLOYER
TELEPHONE TO/FROM

AP82 AGENCY 057 COURT 03 CASE Mo 71000503
ACCT RCVBLE CODE RECEIPT NO TRANS DATE EMOUNT HOW PALD CASHIER CTODE
¥ CHARGE 000000 13~18-72 190.0n

CASH RECEIPT Qo000 1i-18-72 140.00 CASH

CHARGE G00000 11-01-72 10.00

THARGE i 12=01472 10.00

CHARGE 000000 01-01-73 10.00

CHARGE 000040 02-01-73 10.00

CHARGE 000900 03-01-73 10,00

CHARGE oRhood Pu-01-73 10,00

CASH REGEIPT 017755 04-30-73 10,00

0APBY, 057, 03,71000503 AGENCY 057 COURT 03  CASE N
NAME XXXX, XXXXX XXXX £ Mo 11080303
EFROR IN TNQUIRY ~wm

MONTHLY me' wenic PAID THIS MONTH wvme  mmmmcwe FEE mmmnmn
FEE RESTITUTION OTHER  FEE RESTITUTION OTHER PD-TO-DATE BALANCE
10,08 .00 .00 10,00 100 .00 150.60  100.00

AMT WAIVED eo-msewecen RESTITUTION ~wwcemmamn  codmasmen smwe OTHER wwevdvmmecen
JO DAYE TOTAL PD-TO-DATE BALANCE TOTAL PD-TQ-DATE BALANCE
200 .00 .00 «00 .00 <00 <0

Probationer account balance
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DALLAS COUNTY ADULY PROBATION DEPARTMENT

HMONTHLY REPORT
AS OF 02-28-7X

CRIMINAL COURT NUMBER CRIMINAL COURT NUMBEROL

QFFENSE BY AGE .16 1T 18 19 20 21 22 23 24 25-30 31-40 41/0 TOTAL
AURGLARY & ATT. BURG. 11 2% 23 19 16 14 13 9 29 11 2 162
SEX & MORALS o o 1 3 0 0 3 3 3 17 10 4 44
THEFT OVER $50 - AUTO o 2 % 9 9 8 11 2 5 3 4 4 61
THEFT QVER $50 - OTHER o o 1 4 4 s 4 5 3 15 10 5 56
ROBBERY & ATT. ROBBERY 0o 0 4 2 3 2 3 1 1 5 ] 0 24
FORGERY 0 1 1 0 4 5 3 2 4 8 /_.._—-—-—-——"""
RASSING WORTHLESS CHECKS oL

DALLAS COUNTY ADULT PROBATION DEPARTMENT
MONTHLY REPORT
AS OF 02-28-7X
CRIMINAL COURT NUMBER CRIMINAL COURT NUMBERO1
CLOSED TO PROBATION
CASES COMPLETED OTHER EXPIRED
OFFENSES RECEIVED TOTAL PROBATION  REVOKED  SUPERVISION  WARRANT 1SD  DECEASED
BURGLARY & ATT. BURG. 12 162 1 1 0 0 0
SEX HORALS 7 44 0 o - 0 0 0
THEFT DVER $50 ~ AUTO 6 61 1 2 0 0 0
THEFT OVER $50 ~ OTHER 0 56 1 0 ) _,/"""'/
DALLAS COUNTY ADULT PROBATION DEPARTHMENT
HONTHLY REPORT
AS OF 02-2B-7X
CRIMINAL COURT NUMBER CRIMINAL COURT NUMBERO1
CASES ACTIVE LAST PERICD 935
CASES PROBATED 126
TRANSFERS ACCEPTED FOR SUPV, 0 ,
CASES CLOSED 11
* TOTAL CASES UNDER CARE AS OF
02-28-7X% 1050
CLOSED Ta PROBATION
COMPLETED OTHER EXPIRED
RACES DF ALL CASES UNDER CARE  02-28B-TX TOTAL PROBATION ~ REVOKED  SUPERVISION  WARRANT 1SD  DECEASES
WHITE MALE 500 2 1 0
FEMALE —
e —
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An Example of Information Processing, Storage, and Dissemination

The National Criminal Justice Reference Service, offers a
wide range of information services to the nation's law enforcement
and criminal justice community. This service provides information
on research literature significant to criminal justice, distributes
publications, answers inquiries, makes referrals, sends out list-
ings of documents and announcements, and has established a clearing
house for information on the energy crisis as it affects the
criminal justice system.

The basic information source is a computerized data base
of almost 10,000 documents. Material in the data base includes
bibliographic information, descriptive abstracts, and is indexed
according to established criminal justice terminology. Hard copiles .
of all items in the data base are maintained for reference purposes,
and many are available for distribution.

Having begun operations in 1972, nearly 19,000 registered
users now avail themselves of this service. Any individual orx
agency involved, or interested in law enforcement may become a regis-
tered user by filling out an interest profile. A comprehensive list
on over seventy-five subjects, ranging from alcoholism to rehabi-
litation is available for determining an interest profile.

This system began international operations in 1973. As

the first such Federal system in the field, the National Criminal
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Justice Reference Service stands as an example for topic informa-
tion storage: Without this system large amounts of data would
exist in numerous locations, and be obscure to the most diligent

researcher.

Existing Systems and Their Operations

A) Huntington Beach, Caiifornia's "Command and Control"
system, developed by Motorola, was the first computer-aided system
in the nation. The nerve center of the system is the computer and
CRT Video Displéy Terminals. The individual officers in the field
are equipped wit. the Motorola MODAT mobile digital communications
system, linked to nis Motorola MICOR mobile two-way radio or the
HT-220 HANDIE-TALKIE two-way portable radio. The Motorola tele-
printer furnishes the patrol units with a permanent and instant
hard copy of all communications. The Motorola Insta-Call communica-
tions recorder provides for immediate rechecking of any complainant's
call if there is any doubt as to its content. Located in the police
department’s communication center is a Microfiche display screen
which is capable of calling up more than 75,000 different map
negatives. The total system is geared to city-wide usage through

Digital 11/15 computers, and master reports are furnished through

a Burroughs' computer.
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When a complaint is called in, the computerized Command
and Control System allows the complaint officer to receive the
call, which is simultaneously registered on his and the dispatcher's
CRT Video Display Terminals. The display itself includes the time
and date (registered automatically), and the complaint officer adds
the complainant's name, address of the incident, and nature of
the incident. The dispatcher is also equipped with another CRT
unit which presents him with the status of every police officer in
the field. This status information includes - available, en
route, at the scene, on investigation, or at station, and is
controlled by the mobile units.

When the dispatcher makes his determination on assignment,
he activates the system both verbally and electronically. As he
is telling the field officer of the assignment, he activates the
mobile teleprinter, which provides a foolproof backup. This hard
copy of all communications both reduces time in copying assignments
and errors or repeat ng of messages.

Silent burglar alarms are directly connected to the
system. In the event that one iéitriggered, the computar automati-
cally selects and notifies the patrol unit in that particular
location that can respond the fastest. This feature eliminates the
time that would be required by the complaint officer and dispatcher,

allowing for faster response time in emergency situations.
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The Huntington Beach syétem can also access the California
Law Enforcement Teletypé Service, and is utilized by both the
Fire Department and Harbor Paﬁrol. All agencies agree that the
system is providing faster response time in emergency situations,
greater accuracy of communication, superior utilization of manpower,

and a much hore efficient return on the investment in tax dollars.

The time element has been greatly reduced through computer
usage , but another feature is the compilation of data, providing
management with information for planning and better decision
making. The data management system is a facet which is saving
many man hours in the compilation of reports such as those which
the department sends to the FBI and Uniform Crime Reports. A
special 80 character line, programmed for input at the CRT's and
accompanying every complaint entry, provides for coded information
concerning the disposition of every case. This information is
used, along with the original entries, to provide the department

with operational management and modus operandi systems. Among

the data which is compiled daily within the system for future evalua-

tion and use are original data elements such as daily case numbers,
date and time of entries, time of dispatch, time of officer

reponse, arrival and clearance, time of disposition, list of
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officers assigned, address of incident, response district, area
or police beat number, responding agency, initial classification,
and priority and file retention identification.

B) The New York City Police Department's Communications
Division's SPRINT, Special Police Radio Inquiry Network, is a
computer assisted dispatch system geared to fast and efficient
processing of public complaints. Around the clock, every day
of the year, it's 62 emergency operators - including four Spanish-
speaking - receive more than 19,000 requests for assistance and
inquiries from the public. Part of its critical responsibility is
the job of relaying an average of 1,100 reports of fire to the
Fire Department, and hundreds of calls for ambulances. In 1973,
Communications Division's police radio dispatchers transmitted
two-and~one-half million radio runs to police officers ontpatrol.
Transmitting via UHF and VHF radio frequencies, Communications
Division (CD) messages link radio motor patrol units, detective
cruisers, Emergency Service rescue squads, and aviation units.

The present number of broadcasts is a reduction of 15% from
pre-SPRINT days. This has been accomplished through screening,

i.e. referring non-emergency calls to local precincts and non-police
matters to other appropriate city, state, and federal agencies.

The system utilizes two IBM 360 computers and telecommunica-
tions hardware to keep the entire system from bogging down under

the massive volume of calls for police assistance. CD is arranged
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into five area radio rooms corresponding to the city's boroughs.
Each area has its own battery of dispatchers and emergency
operators, called turret operators. Incoming calls are inter-
cepted by an automatic call distributor (ACD). This device
identifies the borough the caller is dialing from and automatically
channels the call to the appropriate turret operator servicing

that area. The ACD polls eéch operator's position until it locates
one which isn't already servicing a call. During peak periods,
overflow is directed to additional turret operators or to those
concerned with other boroughs that are idle. Each turret operator
and dispatcher has the capability of accessing adjoining zones,
thereby allowing for a coordinated effort between many zones
directed by a single dispatcher.

After receiving a call, the turret operator, by using a
combination of coded messages and regularly spelled out. words,
feeds the caller's name, nature of the complaint, address and
incidental details into the computer through his CRT Video Display
Terminal. The total incident display presents the turret operator
with all the relative information, including the turret operator's
identification number, date and time the message was received, and
its numerical order among all the calls received during the 24 hour
pericd. After recording all the information the turret operator
keys the SPRINT system and the computer analyzes the information,
searching for errors. A report bearing a nonexistent address for

example will be rejected due to the pre-programming of all valid
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addresses within the city.

Several means are available to the turret operator
to overcome filing misinformation into the computer. First, all
messages received are recorded twice. Five master tapes, 40
recording tracks on each, constantly revolve in a secured tape
room within the center, auditing every conversation. A second
recording device, called a message repeater, is affixed to the
turret operator's desk and wired directly into his CRT. This
repeater can record a full three hours of conversations, between
complainants, radio dispatchers, and patrol units. = This feature
allows for playback of a complaint in the event that a caller floods
the operator with hasty information and hangs up. This repeater
obviates the need to disturb the master tape; no interruptions
occur and no cumberson cross—-filing system is necessary.

The SPRINT computer is also programmed to preclude human
error. Built into.the system are special alias, place name, and
misspelling files. The former category consists of an extensive
cross—-reference of streets, major traffic arteries, and intersections
which have more than one name or designation, or were once known
by another name. The place name file lists 13 categories of places
such as schools, hospitals, hotels, theaters, and parks. The mis-
spelling file contains thousands of commonly misspelled names of
streets, which means that the computer will scan this file before
rejecting a location as being nonexistent.

When the computer accepts the total display information,

it determines the precirnct of\occurrence,1ﬂuaappropriate patrol cax
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to service the call, and alternate units available for response.
A summary, one-line coded message is then presented on the dispatcher's
display screen. Up to ten individual incidents can be viewed at
one time, and during peak periods the terminal can be keyed to allow
a dispatcher to view up to 99 incidents. The dispatcher assigns
priorities according to the nature of the incidents, and then
broadcasts them to the computer selected patrol unit. Once assigned,
he keys his monitor, which brings up the more in-depth Total
Incident Display. From it he can relate to the investigating officers
all the details of the complaint as reported, and any additional
information the computer was able to analyze pertinent to the
original information. Precinct sector maps displayed on a lighted
viewing screen permit dispatchers to assist field units in the
investigaﬁion of complaints. Detailed on them are addresses within
each precinct sector, diagrams of buildings' lines, and the locatioﬁ
of alleyways and yards not visible to the investigating officer from
the street. Once an assignment is given to a patrol unit, the computer
sets a prescribed amount of time for its completion. If a dis-
position is not returned within the allotted time, the computer
automatically generated an overdue signal, upon which the dispatcher
can act.

The Central Complaint Desk Unit continually receives
computer printout sheets listing, by precinct, all reported crimes
transmitted by radio dispatchers. Throughout the day, each station

house is required to supply the complaint desk with the precinct
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complaint number identifying the investigating officer's repor£s.
That information is recorded and filed for reference. Statistiéal
reports are generated from the various information entered into the
data base, compiled on a daily basis. Some examples of
reports are: Hourly job distribution list - weekly report indicating
the work load performed by each precinct unit, and the average time
each unit reguires to service a call; Workload summary - weekly
report by day and tour, listing total number of jobs occurring
within a sector, the number of jobs each patrol unit processed
inside/outside its sectonr, and also makes a comparison with the
previous week's statistics; Monthly Personnel Evaluation Report ~
measures performance of CD workers, number of hours worked, whether
as turret operator or dispatcher, their error percentage, and this
report is used for training purposes.

The SPRINT system is connected to a teletype network
that can access the Mayor's office, JFK and La Guardia airports, the

police commissioner's office, and the Transit police. Programmed

into the computer are listings of stolen vehicles, impounded vehicles,

stolen merchandise, and warrants for wanted individuals. Future
plans include accessing the National Crime Information Center at
FBI headquarters. The second IBM 360 computer, the capacity of
which is being studied and evaluated, is expected to augment SPRINT
with terminals installed in each precinct station. As the system
stands, it is increasing the efficiency of processing emergency

calls, while decreasing police response time. It is also providing
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management and field personnel with invaluable information, from
which more efficient allocation of police resources can be
realized.

C) At the district level, Queens County, one of the five
boroughs comprising New York City, is equipped with a Miraquic
identification and coding system. This system was designed to
decentralize certain criminal records. Based on the discovery that
most criminals are recidivists, and tend to restrict their activities
to a limited geographic area, this system was inaugurated in March
of 1973.

Miragquic (Kodak Miracode II Queens Identification and
Coding) utilizes microfilm equipment to record mug shots and arrest
information, and a viewing screen system which can access the
microfilm files according to a coding system. Two separate banks
of records are maintained; and record being the related information -
concerning a criminal. One file bank contains fingerprints, the
other contains photos and arrest records. The information is record-
ed directly on microfilm, and stored in lémm cassettes, each of
which contain 600 records. Dividing the system into two files
reduces search time.

The photo area arrest record file consists of a laminated
card, one side contains the prisoner's mug shot - side and front
view, while the other side contains the previous arrest information
reduced in size. By coding in information the bank can be searched
electronically very rapidly for specific descriptions. Twenty-£five

different categories are used for coding, including precinct of
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arrest, sex, race, vehicle, organized crime, alias, M.0., build,
scars, tattoos, etc. By noting one or more descriptors, a victim
can be presented on the viewing screen with all known offenders
possessing that or those characteristics. Before this systems
inauguration, a victim would have to go to the main headgquarters
in Manhattan and look through volumns of mug shots, many of .which
were not even close to the description of the offender.

The fingerprint file contains sets of fingerprints. Each
single fingerprint is assigned a three digit number based on the
pattern, the count or tracing and the core. With this coding system
it is possible to search the files with only one or partial print;

a feature not present in previous methods.

The Miraquic system, although it does allow for random
search of the respective files, is not computer controlled. Systems
that utilize a computer are much more expensive, which is a problem
when considering the large number of units that would be required
at district levels. This system is also much more reliable, not
requiring the maintenance or subject to memory loss in the event
of failure.

D) The police in Oakland, California use a high-speed
digitalized computer system that borrows heavily from data handling
technology developed in recent vyears for the U.S. armed forces. Key
parts of the squad cars' systems are a terminal, a keyboard the size
of a portable typewriter, a radio transmitter, and an electronic
city map. At police headquarters, they have a small computer, another

keybocard, terminal, and a large screen map. To run a check on a
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license plate, a policeman needs only to key in the letters and
numbers of the license plate into the keyboard which is mounted
on the transmission hump before the cruiser's front seat. Each
letter and numeral is converted to binary code and radioed back
to headquarters. The computer passes the request to PIN, the
Police Information Network, which is a computer facility serving
nine counties in the San Francisco area. In from 6-60 seconds,
the information is transmitted back to the video-screen in the
patrolman's terminal. Information provided includes the 1974 tag
number; the year, make and model of the car registered for that
tag; the registered owner's name and address; any warrants out-
standing against the owner; and the fact of the car's theft if it
was reported stolen. If the car is from some other part of Calif-
ornia or out-of-state, the patrolman can check the license with
the FBI's NCIC by punching in other buttons on the keyboard.

E) Glendale, California has also developed a computer
based management information system for its police. 1Its computer
operates with real-time data by receiving and storing data concern-
ing requests for assistance as an accident occurs. Its system
provides route dispatching of cars through the computer. When a
citizen calls for assistance, the computer gets the telephone
message that is typed in by the officer taking the call, selects
the car most appropriate, and transmits the dispatch message on a
mobile output device.

Some police cars are equipped with an electronic map fixed

to the dashboard. The patrolman simply inserts into the frame the
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street map of the area he is working and touches his finger to the
nearest intersection. The pressure-sensitive back of the map
holder determines the coordinates of the position, converts it to
binary, and transmits this information back to headquarters. With
this device, dispatchers can tell at a glance where the cars are,
determine when a car is inappropriately out of service, and also
permit tactical maneuvers with a number of cars, such as blocking of
escape routes.

¥) Tampa, Florida police use computer prepared exception
reports to curb crime by selectively deploring its force to city
areas where the incidence of crime deviates from the norm. The
system works by dividing the city into a network of 200 grids. The
size and shape of a grid is determined by natural boundaries, crime
frequency, and population density. After analyzing various statisti-
cal inputs for robbery, burglary, and other crimes, their computer |
prints out a map of the city, showing the sections of the city
where crime is on the rise. Monthly reports are now printed out,
but weekly and daily reports are also available. These same techni-
ques are applied to traffic safety. As a result, the city showed a
6.9% decrease in crime after using exception reports for a year, which
is more than any other city its size in the nation.

G) Police in Illinois use microfilming procedures to
publish its "wheel book". The wheel book consigts of over five
million vehicle registrations and is used for registration checks,

tracing delinquent parking ticket violations,and in the driver's
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license administration. Before microfilming, it included 147
books and now it is a 48 ounce packet of 4 X 6 cards known as
microfiche. A card is put into a TV-like viewer which is supplied
by the state to 800 law enforcement agencies. Then the Computer
AOutput Microfilming, or COM, converts the data into a readable form
on microfilm. It can be connected directly to the computer for on-
line operations or the magnetic tape units for later use. Paper
facsimiles of any document can also be supplied in seconds. It takes
less than ten seconds to search the book and new material can be
added on at any time. Random searches can also be made when only
the date or time of day is known relating to a particular request.
H) A police computer in Indianapolis, Indiana retrieves
names from its files on a sound-alike basis when correct spellings

are not known or when spelling errors are made.

Traffic Control

Most American cities will sooner or later computerize the
control of street lights. When traffic control was computerized in
New York in 1969, the rush hour accident rate was halved, there was
a 70% reduction in the number of stops, and there was a 35% reduction
in driving time. New York's Traffic Commissioner, Theodore
Karagheuzoff, says "Making more traffic move faster is not the
principle object of this system. This purpose is to enable traffic
to move more efficiently so that our streets can make their maximum

contribution to the transportation of people and goods.”
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Other benefits seen from computerized traffic control
include: a less expensive alternative to street widening, reduced
air pollution because of more efficient operations, and a reduced
accident rate because of fewer stops and less driver irritation, and a
historicalvdata base for analysis of future transportation needs,
reduced operating costs for motorists, and reduced street maintenance.

In the most sophisticated systems, cars are detected either
by overhead ultrasonic devices or inductive loops buried in the
pavement. Ultrasonic sensors are often chosen over those buried in
the streets because the streets are torn up so often. The transducer
portion of the sensor beams an ultrasonic wave at the highway. The
solid-state receiver, mounted in a weatherproof cabinet on a pole,
develops an output signal only when the reflective time is altered
by a passing car. The sensors are checked about 60 times per second.
Magnetic loops are also used for the detection of traffic. Frequenc&
shift keyed-tone terminals feed the data from the loop detectors and
controllers to the computer. The data received is transmitted to
a central control office over telephone lines. Pulses sent by wires
to the control center are translated into traffic density, volume,
and speed data. Most systems tuse software packages and rely on
historical analysis of traffic. The computer compares the traffic
pattern to a pre-stored pattern in memory to see which one it most
resembles, and then selects and operates a corresponding control
pattern. It overrides the last program sent by the computer. The

computer provides all the system logic and timing required.
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Los Angeles has a system that figures out new signal
patterns as it controls traffic. While one part runs the current
pattern, another part uses new data to run series of simulations
until it finds a pattern that cuts the predicted "delay time" to
a minimum. A signal pattern is based on three variables: "cycle
time," or the interval from one green light to the next; "split,"
which is the ratio of green to red time; and "off-set," the interval
between a green light at one intersection and a green light at the
next.

Some studies suggest there are really only about twenty
really different weekday traffic patterns, although IBM offers a
package of 500 signal patterns. One doesn't want to work with too
many patterns because a change takes from 8~15 minutes for the period
of transition. New York doesn't make a change more than once an
hour.

A keyboard input/output console allows the traffic engineer
to take control of an individual intersection and make timing
adjustments for unforeseen circumstances such as an accident, weather,
or holidays. There is also a fire pre-empt button to give the right-

of~way to emergency vehicles and also a remote police panel that

allows the police to adjust the machine status during nonworking
hours.

The system also included a secondary or fall-back operation
where it reverts to local equipment in case of failure. Otherwise
the system operates 24 hours a day, 7 days a week, and 75% of the

time without an operator.
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An electronically controlled display maﬁ provides real
time data as to the state of each signal and indicates the presence
or absence of traffic in various areas. There is also automatic
reporting systems available that print hard copy reports indicating
the status of equipment, and also includes timing, volume, and
speed data.

Traffic control systems are costly. In New York, it costs
about $2000 per intersection. A federal program called TOPICS, oxr
Traffic Operations to Increase Capacity and Safety, is supported by
the Highway Trust Fund. The federal government usually pays 50% for
a state-approved TOPICS program. SIGOP stands for Signal Optimization
Program and is a cooperative project between the Federal Highway
Administration and six selected cities--Kansas City, Cincinnati,
Indianapolis, Seattle, Miami, and San Antonio. The cities pick the
streets to be computerized and collect data on the traffic. FHA
then furnished the SIGOP tape. No funds are provided, but the only
cost is staff time because no new equipment is needed.

Los Angeles also developed a computer system with sensors
buried in the highways to cover 42 freeway miles. In addition to
traffic guidance, it also controls on and off ramp traffic with
lights, lights up electronic signs along the freeway to inform
motorists of traffic problems ahead, and lights up signs telling

motorists to tune in to local radio statioc:s.
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Conclusion

Computers have shown to be an effective tool in the
preparation and deliverance of meaningful management data for the
leadership of law enforcement agencies at all levels. The data
management systems alone may prove to be the most important break-
through. This facet alone accounts for saving years of man hours in
the preparation of reports. Statistics, that before were either non-
existent or late in compilation, are providing leaders with daily
information upon which they may base their decisions.

The systems now in operation are freeing more police
officers for field duty, at a more efficient level of performance.
Through the computers' multiprogramming capability, more calls are
being handled faster and with greater accuracy, saving valuable
time. This feature placés police officers at the scene of an
emergency situation faster than ever before, and provides him with
assistance in efficiently and effectively handling these situations.

The taping capability of computerized systems allows dis-—
patchers to recheck information, and these tapes also are proving
invaluable in the courtroom. The district attorney is able to de-
scribe events in detailed chronoiogical order, giving precise times
and locations, thanks to the programming of these computer systems.

The telecommunications capability, and real time operating
of these computerized systems is another invaluable aspect. Other
departments, such as fire departments, and teletype services, may be

linked to the systems, allowing for superior efficiency in the

4
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handling of emergency situations. Coordinated efforts may be
carried out easily and smoothly, thanks to dispatchers possessing
terminals that allow for multi-call and inter-zone handling.

The efficient and effective utilization of computer
systems presently in operation points the way for others to follow.
The State of Texas for example, is planning a study to investigate
the possibilities of computerizing some of the state's city police
departments. With computer eQuipment becoming more economical
and compact, it seems inevitable that one day the entire nation will
be linked together, one system accessing another, in the fight

against crime, and in the effort to better handle emergency situations.
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CHAPTER VII

FLOWCHARTING

The successful solution of a problem, whether manually or
on an electronic computer requires completion of three main
"solution" steps. First, the problem and desired results must
be completely understood; next, the solution to the problem must
be logically designed; finally the necessary tasks to solve the
problem are undertaken. The first two steps of a solution are
especially important. They may be considered independent from
the third and completion may be demonstrated by a flowchart.

A flowchart is a graphical representation of the step-by-
step solution of a problem and aids the problem solver by clearly
defining what task should be accomplished and at what time.

Communication ¢f ideas and techniques are aided greatly by
flowcharts. This is particularly true if one is trying to
explain a problem's solution to another person not familiar with'
terminology or procedures. For example, an analyst may have
designed a solution to a particular problem and wants a computer
programmer to place this solution on an electronic computer. A
precisely defined flowchart demonstrating this solution is almost
a necessity for the successful translation of the analyst's
ideas into a computer program. |

Well written flowcharts are in most cases easily understood,
even by those unfamiliar with flowcharting techniques. For

example, by knowing the use of the connector,

®

which simply connects parts of a flowchart, one can understand
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the solution of the problem illustrated in Figure 7.1. By
learning how systematically to solve a problem on a computer,

an individual might adopt this approach in everyday life.

Flowcharting Symbols

A flowchart is designed to aid someone in designing and
understanding the solution of a problem. For this reason certain
functions accomplished in the problem's solution are represented
by characteristic flowcharting symbols. Thus, at a glance, we
can determine what type of operation is to be performed, withou*
having to actually read the instructions for the operation.

In order to immediately find the beginning and end of a

flowchart the following symbol is used.

C

A single work such as START, BEGIN, STOP, OR END is sufficient
to completely define this "terminal" operation.

The "input/output" symbol implies that information or data

is to be obtained from an outside source (input) or that infor-
mation is to be given to an outside source (output). With this

type of input/output symbol, one should be certain that the

comment inside the symbol specifies whether the operation is input

or output and if appropriate, what hardware device is being used.
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< START >

Get in car.

Drive to
grocery store.

Go home and
get money.
(Headache

increases,)

Grocery
store
open?

Is
aspirin
available?

No

Drive to

ks

drug store,

No

keep headache!

Is
aspirin
available?

STOP

Go home and
get money,
(Headache

increases.)

No

Buy aspirin,

Go home.
Take aspirin.

Go to bed.

< STOP ,

Figure 7.1 Example of Flowcharting Technique
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For example we might use

or

teletype

There are other specific symbols one may use for input/output
depending on the input or output medium. However, the symbol
above can always be used as long as adequate comments are given
within the symbol.

The symbol used to indicate an operation, process or

definition of a wvariable is

T
For example, we might say

l
Compute

A= 3 x B

r
oxr |

Assign 9:00

a.m. to
T%ME

or )
Increment
the
countexr
by 1
¥
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Whenever a decision is to be made in the flpwchart, the

following symbol is used.

Notice that, unlike the input/output and processing symbols
which have one line in and one line out, the decision symbol has
two ways to exit from the symbol. This is of course necessary,
since a decision is made. Since decisions will be accomplished
by answering a question, the possible answers must be noted |

outside the symbol. For example, we might say

With the four symbols just discussed, the only remaining

symbol necessary for flowcharting is the connector symbol

which has been previously introduced.
Several firms produce templates which aid rapid sketching
of a flowchart. A list of symbols in Figure 7.2 provides a
summary of the standard shapes and a brief description of the
use of each.
For the final flowchart to be as useful as possible, it should

follow certain convention, as well as use the standard symbols.
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A terminal point; the first or last
item in a chart or in a subroutine.

Input/output; by previously deter-
mined means, such as keyboard, tape,
line printer, etc. Additional sym-
bols are used (see below) to speci-
fy a particular medium.

Predefined process or comment; indi-
cates an operation or definition

of variable, or a programmer's ;
relevant comment, usually in dotted
structure.

Decisionj allows insertion of a
decision-making apparatus, as in
interval selection, counter com-
parison or update, loop exit, etc.

Manual input; usually by keyboard,
a supplement to above "input/butput."

Punched c¢ard \

Additional
symbols for
specifying

a particular
medium of
input or
output.

Punched tape

CRT display

Magnetic tape

7.2 Continued
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O

Manual operation; any operation
performed externally to an existing
machine set-up, done by the opera-
tor or other personnel.

Document; sometimes used to desig-
nate a "hard-copy" output; any
printed item used for input or
output.

On-page connector; used to allow
flow lines to continue where other-
wise they would cross; must be
coded, such as "Al," and should

be placed so as to flow down or

to the right.

On-line storage; any medium used
as intermediate storage.

Magnetic disc or drum; used for a
specifically assigned storage.

Fig. 7.2 Continued
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Flow lines should be either down the page or to the right.

Where this is not practical, use arrowheads to indicate the
direction of flow or use the on-page connector. Lines of flow
should not cross on the page; this is yet another instance where

the on~-page connector is useful.

Flowcharting Examples

As demonstrated by the flowchart at the beginning of this
chapter, problems solved using flowcharts do not have to be
implemented on a computer. Most that are, however, have similar
operations of data input, data processing and data output. Since
most programs are written to process several sets of input data,
loops are generally set up to input the next set of data if the
processing is not complete. Figure 7.3 illustrates a typical
flowcharting example.

Flowcharts may be written in a variety of ways, using
mathematical equatione, English-language descriptions or
abbreviated notation, to describe the operation being performed.
Summing

Two important technigques are guite often found in flow-
charting, summing and counting. Figure 7.4 illustrates the
summation process. One should keep in mind what is actually
occurring when a value is added to another. The computer equi-

valent of
SUM = SUM + A

is the following: load the contents of the variable SUM into
a register, add the contents of the variable A to that register

and finally, store the register's contents into SUM (remember
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START

Data to

! System

Process
Data

Output

data,

and
results

o Proces
Complete?

Figure 7.3. A Typical Flowchart
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that each variable has a storage location in memory set aside
for it). When performing a summation then, the variable contain-
ing the sum must first be initialized to zero. The addition
process mathematically is then the following:

SUM = (... ((((SUM + A;) + B)) + A)) + B,) tell)

SUM after the first addition

-

where the Ai refers to the i-th value in the sum and the wvariable
SUM on the right is initialized at zero. The notation SUM ¢ ( )
is sometines helpful to denote the "replacing”" of the contents of
a variable with the quantity on the right-hand side.

The'prograﬁming" equation

SUM = SUM + A

is certainly not a mathematical equation but refers to replacing
the old contents of the variable SUM with SUM + A. One might

better comprehend the operation using the equivalent notation

SUM 4 SUM + A.

Counting

Figure 7.5 shows the use of a counter in a flowchart.
Quite often, one needs to know how many tiems a variable has
been read in or how many times a loop has been accomplished.
Counting is similar to summing, in that a variable, say I, after
being initialized, is incremented by a set amount, say 1. Notice
that Figure 7.5 allows for the input and addition of 10 values
of a variable A.

Figures 7.6 and 7.7 are two other versions of Figure 7.5,

both in error. If a program were written according to Figure

7.6, the loop would be an “"endless" one since each time the decision

symbol is reached, I is equal to l. Figure 7.7 would not produce
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Set

sum = 0

¥

Read

Sum=SumtA

Figure 7.4. Example of Summing
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Read

Sum=5Sum+Aa

s
I No T=107

Yes

Figure 7 .5. Example of Counting
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R

Set

Sum = 0

No

Figure 7.6.

I = I41

Read

Sum=Sum-+a3a

Yes

Figure 7.5 redrawn with error
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I = I+1

Read

Sum=Sum+A

Yes

No

Figure 7,.7. Figure7 .5 redrawn with error
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an endless loop but would instead, give an incorrect result for
the sum. Since SUM ig reinitialized each time the loop is
started, the value stored in SUM upon completion of the tenth
pass through the loop would be the tenth value of A.
Comments

A flowchart should be written in a fashion which makes the

problem solution it represents as meaningful and easily understood

as possible. Whenever a step in the flowchart requires an operation

that might need explanation or when, for emphasis, an additional
statement on an operation is desired, a comment may easily be

supplied by use of the symbol

~—— —— — < (Comment)
Figures 7.8 and 7.9 give flowcharts for the computation of the
arithmetic mean of a set of 100 numbers; where Figure 7.9 has
comments supplied to the flowchart shown in Figqre 7.9. These
figures also illustrate the three important techniques of looping,

summing and counting.
PROBLEMS

1. Prepare a flowchart which will compute and output the
sum of the first ten integers.

2. Prepare a f£lowchart which will calculate the sales tax
for an item and give its total cost (consider sales tax to be
5¢ on the dollar).

3. Write a flowchart to find how much tip would be left,
given the price of the meal and assuming the tip should be 15%

of the price of the meal.
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< START >

I1=0
SUM=0

Increment
1 by 1.

Read A.

SUM 4--SUM + A

Is
1 =100?

No

|
i
§
)

Mean=Sum/I

Printout
MEAN

W

< STOP ,

Figure 7.8 Flowchart to Find the Mean of a Set of Data
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( START )
120 //g;itialize the

sUM= 0 _— counter I and .
\\ﬁum S.
Increment
I by 1.
(v . Input number
Read A. \ into A

SUM@SUM +A -

//{BO values

it e,

No 1s

1=100? are to be read

¥ B . ///6:; arithmetic mean
ean=Sum/I| / jg5 the sum divided

by the total number
of values summed.

Printout
MEAN

‘ STOP )

Flowchart in Figure 7..8 redrawn with comments.
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4. Assume that you are analyzing data on burglaries and

that data is available on file for each case as shown in Table 1.

Figure 7.10 shows a flowchart of finding the total number and

compiling a list of all burglaries in Sector 2 occurring between

9:00 p.m. and 11:00 p.m.

Solve problems 1-5 using flowcharts, assuming data is

available as shown in Table 1.

(1) List all burglaries that occurred in the city between

January 1l and February 15.

(2) List all single family burglaries from Section 4

between April 1 and April 10.

(3) Find the total number of burglaries in Section 1.

(4) Find the average number of burglaries that occurred

during January in Sector 4.

(5) Find the number of multi-family burglaries in each

sector for the month of February.

Data Available

Sector

Address
Type of Residence
Date

Time

Table 1

Description

Sector of city between

1 and 8.
Street address of burglary
Single family ormulti-family
Day, month and year of burglary

Hour and minute of burglary

INTERPRETING A FLOWCHART

In addition to being able to write a flowchart one should
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(in some job situations perhaps even more importantly) be able

to understand someone else's flowchart. Flowcharts are valuable
teaching aids and communication devices. Figure 7.11 is an example
of a flowchart which might be used in demonstrating the necessary

steps of a police officer's accident report.

Figure 7.12 is another flowcharting example. Follow the
flow of the problem solution and determine the output that

would be generated at the output steps.
SUBSCRIPTS AND ORDERING

The variables such as SUM, A, etc., used 1n previous dis-
cussions occupy one storage position in the memory of the
computer system. For example, we might envision this storage

as follows:

Computer

Memory
T SuM

R

VARIABLE{ e B

Thus each variable is stored in one memory slot.

Many computer applications require the usage of large sets
of values for a single variable. For these cases one may use
subscripts on the variable, such as Ay, A2, A3. Thus rather

than using A, B, C, D, E for 5 values we might use Al’ A A

2! 73

A4 and AS; (For simplicity, we will use the notation A(l) instead
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< START )

Ffind right
F'ile and
Start sum
t zero

Obtain

case
from
file

Add 1 to

sSum

Figure 7.10 Example for problem (4).
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~LATER~
FOLLOW UP AT
HOSPITAL

SET UP
BARRICADE
-1F NECESSAHY

SIZE UP

SITUATION
PARK PATROL
UNIT

NO

ES

GIVE FIRST
AID-ASSIBT
AMBULANCE
CREW-OBTAT

IF PO LBLE

L

J1IvED

GET SHORT

EVIDENCE




"

i wt

Recruit assistance
from bystanders

assistance

Remove
Sticker and
Issue receipf

Identify drivers

l‘
2.

Res Gestae
Witnesses

~Interview-
Take formal state~
ments on Serious &
Fatal A-~cidents

I

Draw rough sketch
of scene (observe
measure, record &
mark evidence.

o




Scene

Transport
to
Test Site

NO
Arrest Suspect /
Impound
Photograph at the Vehicle

Complete DWI
Case and Refusal

| Form

Test Un-Arrest
Positive >N0 e Or Check
Further

Complete Custody
Arrest Report (note)
Impounding Vehicle

)

1 L W—




9

Complete accident
report form-substan-~
tiating violation(caudi-
tive factor may be
different)

4 i)
Issue Citation and/or

explain what drivers
are required to do

|

Issue driver report
forms and explain
¢civil damage proce-
dure and removal of
the vehicles

*

Complete
forms and
check for
errors

1

HLILXBIK
PAPER WORK

(2]

Case
Going to
Court
?

o

Prepare
Case
Folder

R

Obtain Evidence
from
Evidence Locker

v
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Problem: Find the interest

:: : ::: _ﬂ,ﬂ«—{iion an inputted principal
START -

NO

Figure 7.12.

- SUM 1 = Sum of principals

M1l-= :
50 0 /__,.———’<:lSUM 2 = Sum of interest
suM 2 = 0

Set

Counter

I=20

I=1+1

Read TRt T o T U
Values off _—— " - 4 ’ r 2%
— =2, 1, 1, 2
P,R, T
Interest is the product

IN = PxRxT o ,,.\\\?f Principal, Rate and Time

SUM 1=
SUM 1+P
SUM 2=
SUM2+IN

Example for interpretation.



of Al.) Subscripted variables are stored in memory as follows:

Computer

The subscript ( the number inside the parenthesis) may
also be a variable, so that we may refer to A(I) where I has been
previously set to some value. If I is 10, then A(I) is refering to
the 10th value of the subscripted variable A or A(10). Thus the

following sequence would read 10 values into the subscripted

variable A.

I I+l

Read iZ

A(I)

Yes
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One application where subscripts usage is employed is shown
in Figure 7.13. ©Notice that this is Figure 7.12 redrawn with
an added flexibility of being able to process 10,20 or any number
of input data sets of P, R and T. Also notice that when using
a subscripted variable in a process, the complete expression

is necessary, such as
IW = P(I) x R(I) x T(I)

Subscripted variables may be used in place of any simple
variable. There are cases however, when subscripted variables
are necessary for a problem's solution, i.e., simple variables are
not adequate for the solution. Such a problem is that of placing
numbers in ascending order or placing names in alphabetical order.

Assume we have a set of numbers (say account numbers) of size
100 which we want to place in ascending order. We must have all
100 values available to us at one time in order to be able to
compare each and arrange them in proper order. Figure 7.14 shows
the solution to this problem.

There are several things to note in this flowchart. First
our éechnique is to move the largest value of the 100 numbers
- to the bottom, or to variable A(100). We accomplish this by first
comparing A(l) to A(2). If A(l) is smaller than A(2), we leave
the two numbers alone. If however A(l) is larger than A(2) we
want to swap the two numbers so that A(2) will contain the larger
value. We then compare A(2) to A(3) etc., continuing to swap
if the first value is larger so that we finally have the largest

value at the bottom or in A(100). We then want to move the next

largest to A(29) so we move the "bottom' B up to 99 by setting B=B-1l.
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StM 1L = 0

sSuM 2 = 0

Set

_,// N is the number of data
— \\\sets of P,R, and T to be
input

. ,4<;? is to be the subscript

IN=P (I)xR(I]
XT(I)

P(I)
SUM 2=SUM2+
IN

SUM 1=SUM14]

rint out
(1), R(I),
T(I)and
IN

@QE

Figure 7.13. Figure 7.12

redrawn using subscripts.



4

I=I+1

B is pointer

Qo bottom of
list

B=100 -

Start counter

(i.at top
-
//

Figure 7.14.

I=0
I=I+1
Do not
//kfwap
el
NO
!
Yes //(\
, Swap
—T
T=A(I)
A{I)=A(I+1)
A{I+1)=T
< Is counter
__ — =\ 2at bottom?
No Is '
rdering
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B=B-1

Print
A(J)

Figure 7.14 (cont.)

N\

Move bottom up one
— ’A<\

Is bottom at top

Print out
ordered array

~—
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Now consider the process of swapping. We want A(I) set to
A(I+1) and A(I+l) set to the value contained in A(I). We cannot

however, accomplish this task by saying

A(I) =A(I+L)

A (I+1)=A(I)

|

since then both A(I) and A(I+1) would be the same value. Let
A(I) = 15 and A(I+1) = 10 and go through the two processes above.
We must therefore use a temporary storage slot for one of the
values -~ we call it T in our flowchart. Take the two values

15 and 10 for A(I) and A(I+l) and go through the following:
' g

T = A(I)

R

A(T)=A(I+1)

A(I+1)=T

Alphabetic variables such as names may be arranged in
alphabetical order in the same fashion as in Figure 7.14 vwhere

we consider A<B & < =,
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Quite often, we may have associated variables such as
account numbers A(I) and balances B(I), and we may wish to
arrange the sets in increasing order according to account numbers.
We accomplished this feat in a similar fashion as described above,
remembering to swap both A(I) with A(I+1l) and B(I) with B(I+l1).

The following exercises should be accomplished to gain

experience in arranging quantities in order.
PROBLEMS

1. Redraw figure 7.14 so that the number of entries in
the array is a variable.

2. Redraw figure 7,14 so that the numbers are in
decreasing order.

3. Assume you are to input two sets of values into two
arrays, say district numbers and number of burglaries in each
district. Prepare a flowchart to arrange the two arrays such
that the number of burglaries are in increasing order.!Then
write out the district number with the largest and smallest number
of burglaries along with the associated number‘in each. Make
your flowchdrt work for a variable number of sets of data.

4. Read in a set of values of a variable and find the largest
and smallest without using subscripts.

5. Today, computer systems have bkeen installed in a few of
our supermarkets. Write a flowchart which would add a cart of
groceries (remember to separate the taxable and non-taxable items)
and toctal the bill. Also determine how many stamps that the

customer receives).
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one stamp for each penney: 1¢ $10.00
two stamps for each penney: $10.00 $20.00
3 stamps for each penney: $20.00 $50.00
and 5 stamps for each penney: $50.00

Money paid in the 5% sales tax does not go toward receiving
stamps.

6. Write a flowchart to balance your check book. Take
into account that you may have made a deposit after the bank
cutoff date, the bank service charge, the cost of purchasing
checks and the checks you have written that are outstanding and
not included on your statement.

7. When goods are sold on credit, creditors usually grant
discounts for early payments. Flowchart a program to compute
the discount and the net amount if paid within the discount
period. Read in the invoice amount and the percent of discount.
List the invoice amount, the percent of discount, the amount of |

discount, and the net amount after taking the discount.
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CHAPTER VIIT
PROGRAMMING IN BASIC

The electronic computer is designed to accomplish one
thing--to solve problems. The computer however, is not a "thinker"
but a "doer", doing only what is told in the specific sequence it is
told. The actual problem solution must be designed and then com-
municated to the computer in a language the computer system can
understand. The translation of a problem solution into a computer
language is referred to as programming.

There are many different computer languages (well over 300)
all designed to work on a particular system and/or to accomplish
specific tasks. For example, the FORTRAN language is designed
for scientific applications, COBOL for business type problems, etc.
The specific language we will study in detail is the BASIC computer
language, designed primarily for timesharingor interactive computer
systems.

We will assume that adequate time has been spent on
flowcharting which aids in designing the solution of a problem,
and concentrate on the necessary instructions which will translate
that solution into a BASIC program.

There are two general categories of BASIC items: program
commands and system commands. System commands deal with the actual

implementation of a program on a computer system and vary in form
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from one system to the next. Program commands deal with the
actual problem solution and are generally more standard than

are the system commands. We will then concentrate our discussion
on the program commands, for with a knowledge of these we can
write our programs and then implement these programs by studying
the system commands of our particular system.

Statement Numbers and Variable Names

Every statement in a BASIC program must have a statement
number such as 20 READ A . Where 20 is the statement number
these numbers are important for two reasons. First, we can
reference this statement at other points in our program and
secondly, we may insert a new line preceding this statement by
using a number of say 19. We will return to this point later so
for now let us just say we will need to number all statements and
that it is advisable to number them in increments of 10 such as

10 (Statement #1)
20 (Statement #2)

Numeric variables used in a BASIC program musSt be named
in a specific way, by use of a single letter, or a single letter
followed by a single dig.%. Thus allowable variable names include

A, B, F, 72, AL, W5, Z21.
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If a variable is to contain a character string such as a
name of address, then we follow the letter or letters and number
by the dollar sign $. Thus Al$ and Z$ are permissible character
variable names.

Permissible values assigned to a numeric variable A would
include 5, 71 or 51.6, while the variable BS could be set to JIM,

INDIANA, etc.

Data Input

As was stated in the previous chapter on flowcharting,
most problems to be solved on a computer involve the basic opera-
tions of data input, data processing and data output. In BASIC,
input is accomplished by either of two commands, READ or INPUT.
The READ command requires that the data be placed in a DATA state-

ment. For example:

10 pATA 15
20 READ A

would allow the value 15 to be input to the variable A. The

command

30 INPUT A
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would require that the input to A be typed in from the terminal
(after the "?" is supplied by the computer).

The sequence

10 DATA 'JOHN DOE', 15

20 READ N1§, A

would set the character wvariable N1S$S to be set to "JOHN DOE"

while the numerical variable A is set to 15.

Processing of Data

Processing of data is accomplished by the LET command, along
with the operational symbols and functions allowed by BASIC. For
example, the execution of the program segment

10 bATA 15
20 READ A
30 LET B=A/3 + 2 * 2

would set B to 35.
Operations of addition, subtraction, multiplication and

division are devoted by use of the following symbols
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+ addition

- subtraction

* multiplication
/ division

Exponentiation (or raising to a power) is accomplished by use

of either ** or 7.

Thus

50 LET F = (10-3+1) *2 +3 ** 2
would set the variable F to 25,
The output of data may be accomplished by the PRINT command.
For example, the execution of the following program segment would
cause
THE VALUE OF B IS 35

to be printed on the terminal.

“

10 DATA 15
20 READ A
30 LET B=A/3+2 %A

40 PRINT "THE VALUE OF B IS", B

In a PRINT statement, several variables may be printed on a
single line as long as they are separated by commas. Statements
inside guotation marks in a PRINT command are printed when the

computer executes that particular PRINT.
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Looping, Remarks and End

Looping is accomplished in BASIC by use of the logical
transfer commands such as IF (expression) THEN m. TFor example,
the following program segment allows the processing of three

input data values and would result in the data output of 5, 9

and 4.

10 DaTa 16, 64 9

20 LET I =0

30 LET I =1 + 1

40 READ A

50 LET B = SQR(A) +1
60 PRINT B

70 IF I # 3 THEN 30

Notice that a counter I is required and must be initialized
properly. |

By studying all the program commands and the functional
and operational symbols used in BASIC any of the flowcharts

written in Chapter II may be converted to a BASIC program. The
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following program corresponds with the flowchart in Figure 7.8.
The only commands not previously discussed are the END command
which must be final command of any program and the REM statements
which are simply used to insert comments in a program. REM state-

ments are not executed and may be used to document a program.

10 REM **%* A PROGRAM TO COMPUTE THE MEAN *%**

20 REM THE DATA IS TO BE INPUT FROM TERMINAL
30 LET I =20

40 LET S =20

50 LET I = I 4+ 1

60 INPUT A

70 LET S =85+ A

80 IF I # 100 THEN 50

90 LET M = 5/100
100 PRINT "MEAN IS", M

110 END

Many errors in a program, whether caused by typing or

logic, are detected by the computer. Appropriate error messages
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are then given, allowing the programmer to correct the statements
before rerunning the program. Figures 8.1-8.4 show a typical
attempt at typing in the previous program, where ten values

rather than 100 are to be input.

In Figure 8.1, the first error detected by the computer,

is the absence of a line number for the statement

LET S5 = 0.

(The "READY" is a statement by the BASIC compiler signifying
that it is ready for additional commands). Note that the LIST
command 1is used, giving the current form of the program being
written. When the RUN command is given, an additional error
is denoted by the compiler. In this case, the PRINT statement
in line 100 is in error. The correction for this statement

is shown in Figure 8.2 along with the new listing and run.

Notice that the correction is obtained by simply typing in a

new line 100.
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10 REM *%%A PROGRAM TO COMPUTE THE MEANX*x*

20

REM ¥*%%THE DATA IS TO BE INPUT FROM TERMINAL¥%*%

30 LET 1I=0
LET S=0

? WHAT?
READY

40
50
€0
70
80
S0

LET S=0

LET I=I+A

INPUT A

LET S=5+A
I1FI<>10Q0 THEN &0
LET M=S5/10

100 PRINT MEAN I5",M
110 END

LIST

10
20
30
40
50
€0
70
80
90

REM *%%A PROGRAM TO COMPUTE THE MEAN¥%

REM #%%*THE DATA IS TO BE INPUT FROM TEBMINALX#%
LET 1I=0 ‘

LET &=0

LET I=I+A

INPUT A

LET S=S+A

IFI<>10 THEN 50

LET M=S/10

100 PRINT MEAN IS",M
110 END '

READY

RUN

? ILLEGAL VARIABLE IN LINE 100

TIME: 0.15 SECS.

READY

Figure 8.1. Run ] for example.
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A different type of error and one which is not "caught"
by the compiler is evident in Figure 8.2. Data input is
accomplished but for only 5 values of A rather than the 10
desired. This logic error must be found by the programmer
without diagnostic messages from the computer. Upon examina-

tion, one sees that statement 50 is in error.

Figure 8.3 shows the correct version of the program,
along with a sample run. Figure 8.4 shows the insertion
of a new line in the program which better documents data input.
Notice once again, the ease of adding lines of code by simply

using the appropriate line numbers.
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100 PRINT "MEAN IS",M

LIST

10 REM ***A PROGRAM TO COMPUTE THE MEAN®#*
20 REM *%%THE DATA IS TO BE INPUT FROM TERMINAL%%*%

30 LET I=0

40 LET S=0

50 LET I=I+A

€0 INPUT A

70 LET S=5+A

80 IF 1<>10 THEN 50
90 LET M=S/10

100 PRINT "MEAN IS",M
110 END

READY

RUN

71
72
73
7?4
75
MEAN IS 1.5

TIME: 0.030 SECS-

READY

Figure 8.2. Run 2 for example.
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50
LIS

10
20
30
40
S0
€0
70
80
90
100
110

HEA

HIN

71
72
73
24
2?5
76
?7
78
79
71

LET I=1I+1l

T.

REM *%%A PROGRAM TO COMPUTE THE MEAN#%x
REM *%*THE DATA 1S TO BE INPUT FROM TERMINAL%%%

LET I=0

LET 5=0

LEY® I=I+1

INPUT A

LET S=S+A

IF 1<>10 THEN 50
LET M=S/10

PRINT *MEAN 1S*.M
END i i

DY

0

MEAN IS 5.5

TIM

E: 0.60 SECS.

READY

Figure 8.3. Run 3 for example.

them - g g
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55 PRINT "NOW INPUT VALUE NUMBER".I
LIST

10 REM #%%A PROGRAM TO COMPUTE THE MEAN*%*
20 REM *%%THE DATA 1S TO BE INPUT FROM TERMINALX¥¥

30 LET 1=0

40 LET S=0

50 LET I=1l+1

55 PRINT "NOW INPUT VALUE NUMBER",1
60 INPUT A

70 LET 5=5+A

80 IF I<>10 THEN 50

90 LET M=5/10

100 PRINT "MEAN IS",M

110 END

READY

FUN

NOW INPUT VALUE NUMBER i
Nga INPUT VALUE NUMBER 2
Ng;élNPUT VALUE NUMBER 3
N;g INPUT VALUE NUMBER 4
Ngg INPUT VALUE NUMBER 5
Ng;l?NPUT VALUE NUMBER 6
Ngz INPUT VALUE NUMBER 7
Ngﬁ INPUT VALUE NUMBER 8
NééOINPUT VALUE NUMBER 9
Néz INPUT VALUE NUMBER 10
MéiN 1S 2.4

TIME: 0.70 SECS.

FEADY

Figure 8.4. Run 4 for example.
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As 1is the case for flowcharting, preogramming is a

"learn by doing" subject. Initial programs should be simple

and easily understood, with more complex problems coming

after the student is familiar with terminal usage and system

commands. Several examples follow, demonstrating various

programming techniques.

LIST

10
20
40
50
60
70
80
90

REM

REM PROGRAM FCOR ADDING PATIRS OF NUMBERS
S=0

READ A,B

IF A=0 THEN 100

S=A+B

PRINT A,B,S

GO TO 40

100 PRINT "END OF LIST."
110 pATA 1,9,75,144.3,3,99,0,0

120 END

READY

RUN

1 9 10

75 144.3 219.3
3 99 102

END OF I.IST.

TIME: 0.13 SECS.

READY

Figure 8.5, Example program which reads in pairs of numbers

and computes the sum of these numbers.



<

LIST

10 REM

20 REM PROGRAM FOR SUMMING 12 VALUES READ IN

30 REM

40 N=12

50 s=0

60 READ I

70 S=S+1

80 N=N-1

90 IF Ne«= 0 THEN 110
100 GO TO 60

110 PRINT "SUM =";8

12¢ pATA 2,4,6,8,10,12,14,16,18,20,22,24

130 END

READY

RUN

SUM = 156

TIME: 0.05 SECS.

READY

Figure 8.6. Example showing the addition of 12 input values.

vVIiIr-15



LIST

30 REM

40 REM THE PROGRAM WILL GENERATE THE
50 REM FIRST TEN INTERGERS AND COMFUTE
60 REM THEIR CUBES (POSITIVE INTEGERS).
70 REM

80 I=10

90 PRINT "INTEGER","CUBE"

100 J=0

110 J=J+1

120 K=J**3

130 PRINT J,K

140 IF J»=I THEN 1690

150 GO TO 110

160 END

READY

RUN

INTEGER CUBE
1 1
2 8
3 27
4 64
5 125
6 216
7 343
8 512
9 729
10 1000

TIME: = 0.23 BECS.

READY

Figure 8.7. Example problem for computing cubes of integers.



LIST
30 REM
40 REM THE PROGRAM WILIL GENERATE THE
50 REM FIRST TEN INTEGERS, CALCULATE THEIR
60 REM SQUARES, AND PRINT THE RESULTS.
70 REM
80 s=0
90 1=10
100 PRINT "NUMBER","SQUARE","SUM OF SQUARES"
110 J=0
120 J=J+1
130 R=J**2
140 S=8+K
150 PRINT J,K,S
160 IF J> =TI THEN 180
170 GO TO 120
180 END
READY
RUN
NUMBER SQUARE SUM OF SQUARES
1 1 1
2 4 5
3 9 14
4 16 30
5 25 55
6 36 91
7 49 140
8 64 204
9 81 285
10 100 385

TIME: 0.35 SECS.

READY

Figure 8.8. Example showing computation of squares and summing..
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BASIC- System Commands

| [Used outside a program, not as part of a program statement.]

These system commands are always dependent on the particular
system being used, with the command names usually differing.

However, the command functions listed here are common to most

systems.
SCRATCH Clears the user's working area of all
SCR programs, information, instructions,
enabling a clear beginning for writing
a program.
GET- Calls a program from a particular library,
: places it in the user's working space, B
ready for running, listing (unless protected),
modifying, etc.
Example:
GET-$START calls program from
system library
GET-*TEST1 calls program from
group library
GET-GLIST calls program from
user's own library
NAME~ Gives the program in user's working space .
NAM- a particular name (one to six characters,
the first of which must not be $ or *);
must be done before program can be saved.
Example:
NAM-GMATH
SAVE Places program in user's working area -
SAV into user's library, if properly named.
RUN Causes program previously written into
or otherwise placed into the user's
working space to be executed.
RUN-n_ Causes execution to begin at statement n.
Example:
RUN-1000
LIST Causes the listing, in order of statement
LIS numbers, the program currently in user's

working area.
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LIS-n_

LIS-n,m

LIS-P
LIS~-n,m,P

OPEN-(name),r
OPE~(name),r

RENUMBER
REN

REN~-n_
REN-n,1

REN-n,i,p
REN-n,i,p,q

KILL-
KIL-~

Causes listing to begin at statement n.
Example:
LIS-250

Causes listing to begin at statement n,
and cease at statement m.,

Example:
LIS-250, 1000

As above, but with the listing spaced at
the appropriate places to allow cutting
the list into 83" x 11" pages.

Opens a file with the specified name,
with r records of 256 words length each.

Example:

OPE-STUL, 60

Causes the program statements to be
renumbered, Unless otherwise indicated,
the first statement becomes 10, and
succeeding statements are numbered in

" increments of 10,

Causes the first statement to be numbered n.
Causes the first statement to be numbered n,
with increment of 1i.

As above, with p the first statement to be
renumbered. :
As above, with the renumbering continuing
through statement g. -~

Example:

REN-300
REN-LOO, 15
REN-1000, - 5, 200, 40O "

(It should be noted here that all references
in such statements as GZTZ n, IF...THEN n, -
GﬁSUB_g, etc. are also properly renumbered,)

Deletes an entire program (that named after
the hyphen) from the user's own library.
Also used to delete a file,
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Example:
KIL-GMATR
TIME Returns the current amount of console
TIM time, and the cumulative time used on
the particular access level,
DELETE-n ‘Deletes statements in the current program
DEL~-n beginning at statement n and continuing
o to the END statement.
DEL~n,m Deletes all statements beginning at
statement n and continuing through state-
ment m.
Example:
DEL~8000
DEL-100, 200
DEL-1 (equivalent to SCR)
PUNCH Causes the current program to be both
PUN listed and punched onto paper tape, if
the tape punch is turned on.
PUN-n Causes listing and tape punching as above,
PUN-n,m with parameters functioning as with LIST.
PUN-P
PUN-n,m,P Example:
PUN-100, 500, P
XPUNCH Produces a listing and tape punching as
XPUN above, but with a special punch at the
XPUN-n, end of each line which allows the tape
XPUN-n,m to be used for the reading of data into
XPUN-P a program,
XPUN-n,m,P
BASIC Program Commands
[Used only in a numbered program statement]
n  REM A comment statement, not executed by the

computer; used for reminders, comments,
identification of sections, instructions
to the user. Any combination of keyboard
characters may be used after REM.

Example:

10 REM **%* A SAMPLE PROGRAM %%
VITI-20
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n  DATA
2 READ

n  PRINT var.
.n. PRINT "a#"

n  PRINT

A list of items to be used by the program
during a READ statement. May be numerical
or alphanumerical, as required by the
program,

Example:

20 DATA 2, 5, 9, 14, 20, 27, “ABC"

Causes the data in a DATA statement to be
read into the program, and stored under
the specified name, DATA statements are
used sequentially as they are placed in
the program; there is no restriction on
the actual placements of the DATA state-
ments,

Example:
30 READ A, B

This would, using 20 DATA above, first
assign 2 to A, 5 to B; if the same READ
statement were repeated with a different
statement number, then 9 would be assigned
to A, 14 to B.

Causes the valve of the variable, or the
characters between the quotation marks,

to be printed out on the terminal,.

With no variable or character, causes a

carriage return and a single linefeed.

Example:

40 PRINT A, B
L5 PRINT "PLEASE INPUT THE VALUE
OF C"

If the vardiables or characters strings
are separated by commas,

40 PRINT A, B

41 PRINT A, F$, B
then the items are separated into columns
whose first elements are at twelve-space
increments, If, however, the items are
separated by semi-colons, the printing
is contiguous, that is, not separated at
all. '

L2 PRINT A; B

43 PRINT A; F$; B;

L4 PRINT "END"
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n INPUT var.

IILG¢T¢ A OF 815 By

In line 42, the value for B would be
printed immediately after the value for A.
In line 43, similar printing would occur;
the semi-colon at the end, however, makes
the next printing (from 1ine L4) occur
immediately after the value for B.

Requests information from the pperator
or program user. Generates a "?" and
pauses for input; assigns the value input
to the specified variable name.

Example:

50 1INPUT C

Assigns the value of the formula, expression,
or constant on the right to the variable
named on the left., All variables or
function arguments used on the right

must have been previously given a value.

Example:

60 D = 3%A 4+ 2%B + C
60 LET D = 3%A + 2%¥B + C

This would multiply 3 times the value of A,
2 times the value of B, and add these two
products to the value of C; this resulting
value would then be assigned to D.

Causes a direct, unconditional jump or
branch to statement number m.

Example:
80 agTd 800

§_3’ . ® . ’ "S__J_::_
Takes the integral value of A (if not an
integer) and goes to that numbered item

in the serles,§1,‘§2,_§3, v s s .y S

Example:

800 GgT# A OF 230, 740, 420, 630
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GFSUB m_

n  RETURN

If A has the value of 3, then the program
goes directly to 420, For A = QO or A > 4,
the command would be ignored.

Unconditional jump to a subroutine of any
length. Upon arrival at the RETURN state-
ment in the subroutine, the program returns
to the statement following the G@SUB state-
ment.

~ Example:

420 G@SUB 600

Terminates the subroutine, and returns

.the program to the statement following

the GPSUB statement. Must be the last
executable statement in a subroutine.

Example:

610 RETURN

n IF (expression) THEN m_

o s fs

ot e vy

=

S

ot

nn
g8
3 =3

ASASY

Examines the variables and their rela-
tionship in the expression., If the
condition is true or is non-zero, then
the program branches to statement number
m, If the condition is not true or is
zero, then the command is ignored.

Example:

600 IF A = 1 THEN 30
601 IF A THEN 50

STEP r

A looping command, performing the state-
ments between the FgR ... and NEXT ...
statements the indicated number of repe-
titions. The step size is optional, 1
unless otherwise given. Loops may be
nested, but not overlapped. After the.
last iteration, the program moves to the
statement following the NEXT ... state-
ment,
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Example:

230 FgR I = 1 T4 10
231 PRINT "Xv

232 NEXT I
233 FR I =174 5
23, FPR J =1 7¢ 3
235 PRINT vy

236 NEXT J

237 NEXT I

n  DIM A[20,20], F$[72]

Specifies the maximum working size of a
matrix variable (such as 20 rows and 20
columns for matrix variable A) or for a
string variable (such as 72 characters

for string variable F$). Every matrix

or string variable must be dimensioned

before it is used in a progran.

BASIC Functional or Operational Symbols

X,Y,AL, etc. ‘Variables; may be used for integral or
real values; any single letter or single
lebter followed by a single-digit number
may be used.

A,B[3,2], etc. Matrix variables; used to designate entire
arrays, or to designate a single element
of an array, as B[3,2], the element in the
third row and second column of the array
named B, It should be noted that consid-
erable sophistication in programming is
necessary before work with arrays should
be attempted.

A$,F$, etc, String variables; used to designate a
particular group of alphabetic, numerical,
or special characters., ZFach system contains
its own syntax for working with strings,
and these rules must be followed exactly.

1l

A dual function symbol. Used as an ordinary
algebraic equality symbol, when it appears
in an IF ... THEN statement.

250 1IF A = 200 THEN 610
Also used as an assignment operater; the
single variable on the left is assigned
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the value possessed by the variable or
numerical expression on the right.

260 A = 2¥X 4+ 3

270 LET B = A

280 A=A+ 2
It should be noted that every variable
appearing on the right in an assignment
statement must have been given some nu~
merical value previously. A frequent
procedure to take care of this involves
giving all variables a value of 1 or O
early in the program. Any subsequent
assignment will take precedence.

17 A =B =20

17 LETA =B =20
In example line 280 above, the same vari-
able is used on both left and right sides.
In such a case A will now have the value
of 2 more than its previous value (which
is now destroyed).

Symbols with usual algebraic meaning.,
Occur normally ohly in IF . ., . THEN
statements.

190 IF A<= B THEN 9999

191 IF C > A THEN 401

Not equal. Usually found only in compa-
rison in IF , . . THEN statements.

192 IF B # 3 THEN 9999

193 IF C + 2<> A - 5 THEN 293

Multipiication operator
101 A = 2¥B*(C

Addition operator
102 D=A+ B+ 11

Subtraction operator
103 B=D-A -3

Division operater

104 C = B/D \
As in all uses of real number arithmetic,
the value of the denominator must never
be zero, In some systems, the maximum
size of number representation places a

VIII-25



-~
| A N

SIN(X
Cgs (X
TAN(X

ATN(X)

SQR(X)

practical minimum size limitation on the
denominator; that is, the system may
interpret a very small number as it would
zero for these purposes.

The exponentiation operator. The base
may be an integral or real number, but
the exponent must be a one- or two-
digit integer.

105 B = Ct3 + DtA
This is allowed if A is an integral value
at the time of execution,

Grouping symbols. These are used as in
ordinary algebraic usage, and should be
used liberally to ensure both the operator's
and the machine's ability to properly
interpret a statement., Most compilers
treat both shapes of symbols interchange-
ably.

106 ¢ = (B - C)/A
is not the same as

107 C =3B - C/A

The order of operations is given from

first (at the top) to last (at the

bottom) unless grouping symbols change

the priorities. The operators * and

are taken in order from left to right,

as are + and -.
108 A = B + C/Dt3

would be evaluated as if it had been written
108 A =3B + [C/(D$3)]

Computes the usual trigonometric functional
values of the argument, such as X, which
is in radians.

111 A = SIN(3)
112 B = C@S(A) + 3
113 € = [TAN (A)]t2

!
Computes the inverse tangent function in
radians of the argument, such as X.
114 D = ATN(C)

Computes the square root of the argument,
if the argument is non-negative.
115 E = SQR(D + 2)
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ABS (X)

INf(X)
L¢G(x)

EXP(X)

@R

AND

NgT

Computes the absolute walue of the argument.
116 B = ABS(B + C)

Computes the greatest integer less than or
equal to the argument,
117 F = INT[SQR(B)]

Computes the logarithm to the base e of
the non-negative argument. -
118 G = LPG(B + E)

Computes the value of e raised to the Xth
power.

119 C = EXP(D)
System limitations vary, but the EXP
argument may usually be nonintegral.

Logical operator used in comparisons.
Uses usual Boolean logic approach: if
either comparison is valid, then the
transfer is made.
121 IF E(A = cg ZR (A = B + 3)] THEN 180
122 IF [(D < 5) ¢R (D > 20)] THEN LO1

Logical operator used in comparison.
Uses usual Boolean logic approach: only
if both comparisons are valid will the
transfer be made.
123 IF E(A = Dg AND (B > 3)9 THEN 298
124 IF [(D>=5) AND (D<= 20)] THEN 321
Other logical comparisons are possible, If
a given variable or expressivn is non-
zero, then its "truth value" is assumed to
be 1, and Boolean comparison is based on
that value., If a variable-or expression
is zero, then its "truth value" is also
Zero., . ,
125 IF A THEN 501 Vo
This would transfer control only if A had
a non~zero value.
126 IF A AND B THEN 521
This would transfer control only if both
A and B had non-zero values,

Causes the opposite truth value to be
assigned.
127 IF (NgT A) THEN 643
This would transfer control only if A has
a zero value, giving N@T A a non-zero value.
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CHAPTER IX

PRIVACY ACT

In 1974, the Federal government passed the "Privacy Act of 1974"
to restrict the dissemination of criminal record information.

In the past, police agencies could make criminal record informa-
tion available to anyone asking for it. These agencies could also
refuse this information to almost anyone. What occurred was that
private individuals could obtain criminal history checks on certain
persons if they were in "good" with the police. The Federal govern-
ment realized that this dissemination was discriminative in nature
and that controls were needed to protect the privacy of individuals
included in the records.

The Privacy Act seeks to protect the privacy of these individuals
included in the records of the Federal Bureau of Investigation,
criminal justice agencies receiving funds directly or indirectly from
the Law Enforcement Assistance Administration, and interstate, state,
or local criminal justice agencies exchanging records with the FBI,
or these federally funded systems. At the same time, these regulations
preserve legitimate law enforcement need for access to such records.

In order to interpret this Act and to establish guidelines for
all responsible agencies to follow, the Department of Justice released
information concerning this Act on May 20, 1975. The guidelines,
"Criminal Justice Information Systems", were submitted by Attorney
General Edward H. Levi to the federal register for documentation and
have become the basis guidelines for state and local government.

The remaining portion of this chapter contains these guidelines.
The Texas Crime Prevention Institute believes that this material will

be useful to you in your work within the criminal justice system.
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SUBPART A - GENERAL PROVISIONS

Section 20.1 ' Purpose.

It is the purpose of these regulations to assure that
criminal history record information wherever it appears is
collected, stored, and disseminated in a manner to ensure
the completeness; integrity, accuracy, and security of such
information and to protect individual privacy.

Section 20.2 Authority.

These regulations are issued pursuant to sections 501
and 524 (b) of the Omnibus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Control Act of 1973, Pub. L.
93-83, 87 Stat. 197, 42 U.S.C. 3701, et seqg. (Act), 28 U.S.C.
534, and Pub. L. 92-544, 86 Stat. 1115.

Section 20.3 Definitions.

As used in these regulations:

(a) "Criminal history record information system" means
a system including the equipment, facilities, procedures,
agreements, and organizations thereof, for the collection,
processing, preservation or dissemination of criminal history
record information.

(b) "Criminal history record information" means informa-
tion collected by criminal justice agencies on individuals
consisting of identifiable descriptions and notations of arrests,
detentions, indictments, informations, or other formal criminal
charges, and any disposition arising therefrom, sentencing,
correctional supervision, and release. The term does not in-
clude identification information such as fingerprint records
to the extent that such information does not indicate involve-
ment of the individual in the criminal justice system.

(c) "Criminal justice agency" means: (1) courts; (2) a
government agency or any subunit thereof which performs the
administration of criminal justice pursuant to a statute or
executive order, and which allocates a substantial part of its
annual budget to the administration of criminal justice.

(d) The "administration of criminal justice" means per-
formance of any of the following activities: detection, ap-
prehension, detention, pretrial release, post-trial release,
prosecution, adjudication, correctional supervision, or re-
habilitation of accused persons or criminal offenders. The
administration of criminal justice shall include criminal
identification activities and the collection, storage, and
dissemination of criminal history record information.
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(e) "Disposition" means information disclosing that
criminal proceedings have been concluded, including informa-
tion disclosing that the police have elected not to refer a
matter to a prosecutor or that a prosecutor has elected not
to commence criminal proceedings and also disclosing the nature
of the termination in the proceedings; or information disclos~
ing that proceedings have been indefinitely postponed and also
disclosing the reason for such postponement. Dispositions
shall include, but not be limited to, acquittal, acquittal
by reason of insanity, acquittal by reason of mental incom-
petence, case continued without £finding, charge dismissed,
charge dismissed due to insanity, charge dismissed due to
mental incompetency, charge still pending due to insanity,
charge still pending due to mental incompetence, guilty plea,
nolle prosequi, no paper, nolo contendere plea, convicted,
youthful offender determination, deceased, deferred disposi-
tion, dismissed - civil action, found insane, found mentally
incompetent, pardoned, probation before conviction, sentence
commuted, adjudication withheld, mistrial - defendant discharged,
executive clemency, placed on probation, paroled, or released
from correctional supervision.

(£) "Statute" means an Act of Congress or State legis-—
lature of a provision of the Constitution of the United States
or of a State.

(g) "State" means any State of the United States, the
District of Columbia, the Commonwealth of Puerto Rico, and
any territory or possession of the United States.

(h) An "executive order" means an order of the President
of the United States or the Chief Executive of a State which
has the force of law and which is published in a manner per-
mitting regular public access thereto.

(1)  "Act" means the Omnibus Crime Control and Safe
Streets Act, 42 U.S.C. 3701 et seq. as amended.

(j) "Department of Justice criminal history record in-
formation system" means the Identification Division and the
Computerized Criminal History File systems operated by the
Federal Bureau of Investigation.

SUBPART B - STATE AND LOCAL CRIMINAIL HISTORY RECORD
INFORMATION SYSTEMS

Section 20.20 Applicability.
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(a) The regulations in this subpart apply to all State
and local agencies and individuals collecting, storing, or dis-
seminating criminal history record information processed by
manual or automated operations where such collection, storage,
or dissemination has been funded in whole or in part with funds
made available by the Law Enforcement Assistance Administration
subsequent to July 1, 1973, pursuant to Title I of the Act.

(b) The regulations in this subpart shall not apply to
criminal history record information contained in: (1) posters,
announcements, or lists for identifying or apprehending fugitives
or wanted persons; (2) original records of entry such as police
blotters maintained by criminal justice agencies, compiled
chronologically and required by law or long standing custom
to be made public, if such records are organized on a chrono-
logical basis; (3) court records of public judicial proceedings
compiled chronologically; (4) published court opinions or pub-
lic judicial proceedings; (5) records of traffic offenses
maintained by State departments of transportation, motor veh-
icles or the equivalent thereof for the purpose of regulating
the issuance, suspension, revocation, or renewal of driver's,
pilot's or other operators' licenses; (6) announcements of
executive clemency.

(¢) Nothing in these regulations prevents a criminal
justice agency from disclosing to the public factual infor-
mation concerning the status of an investigation, the apprehen-
sion, arrest, release, or prosecution of an individual, the
adjudication of charges, or the correctional status of an
individual, which is reasonable contemporaneous with the
event to which the information relates. Nor is a criminal
justice agency prohibited from confirming prior criminal history
record information to members of the news media or any other
person, upon specific inquiry as to whether a named individual
was arrested, detained, indicted, or whether an information
or other formal charge was filed, on a specified date, if
the arrest record information or criminal record information
disclosed is based on data excluded by paragraph (b) of this
section.

Section 20.21 Preparation and submission of a Criminal History
Record Information Plan.
A plan shall be submitted to LEAA by each State within
180 days of the promulgation of these regulations. The plan
shall set forth operational procedures to -
(a) Completeness and accuracy. Insure that criminal
histoxy record information is complete and accurate.
‘ (1) Complete records should be maintained at a central

IX-5



State repository. To be complete, a record maintained at a
central State repository which contains information that an
individual has been arrested, and which is available for dis-
semination, must contain information of any dispositions occurring
within the State within 90 days after the disposition has
occurred. The above shall apply to all arrests occurring
subsequent to the effective date of these regulations. Proce-
dures shall be established for criminal justice agencies to
query the central repository prior to dissemination of any
criminal history record information to assure that the most
up~to-date disposition data is being used. Inguiries of a
central State repository shall be made prior to any dissem-
ination except in those cases where time is of the essence and
the repository is technically incapable of responding within
the necessary time period. (2) To be accurate means that no
record containing criminal history record information shall
contain erroneous information. To accomplish this end, criminal
justice agencies shall institute a process of data collection,
entry, storage, and systematic audit that will minimize the
possibility of recording and storing inaccurate information
and upon finding inaccurate information of a material nature,
shall notify all criminal justice agencies known to have re~
ceived such information.

(b) Limitations on dissemination. Insure that dissemina-
tion of criminal history record information has been limited,
whether directly or through any intermediary only to:

(L) Criminal justice agencies, for purposes of the
administration of criminal justice and criminal justice agency
employment;

(2) Such other individuals and agencies wnich require
criminal history record information to implement a statute
or executive order that expressly refers to criminal conduct
and contains requirements and/or exclusions expressly based
upon such conduct;

(3) 1Individuals and agencies pursuant to a specific
agreement with a criminal justice agency to provide services
required for the administration of criminal justice pursuant
to that agreement. The agreement shall specifically authorize
access to data, limit the use of data to purposes for which
given, insure the security and confidentiality of the data
consistent with these regulations, and provide sanctions for
violation thereof;

(4) Individuals and agencies for the express purpose
of research, evaluative, or statistical activities pursuant
to an agreement with a criminal justice agency. The agreement
shall specifically authorize access to data, limit the use of
data to research, evaluative, or statistical purposes, insure
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the confidentiality and security of the data consistent with
these regulations and with section 524 (a) of the Act and any
regulations implementing section 524 (a), and provide sanctions
for the violation thereof;

(5) Agencies of State or federal government which are
authorized by statute or executive order to conduct investiga-
tions determining employment suitability or eligibility for
security clearances allowing access to classified information;

(6) Individuals and agencies where authorized by court
order or court rule.

(c) General policies on use and dissemination. Insure
adherence to the following restrictions:

(1) Criminal history record information concerning the
arrest of an individual may not be disseminated to a non-
criminal justice agency or individual (except under Section
20.21(b) (3), (4), (5), (6)), if an interval of one year has
elapsed from the date of the arrest and no disposition of the
charge has been recorded and no active prosecution of the charge
is pending;

(2) Use of criminal history record information dissem-—
inated to non-criminal justice agencies under these regulations
shall be limited to the purposes for which it was given and
may not be disseminated further.

(3) No agency or individual shall confirm the existence
or non-existence of criminal history record information for
employment or licensing checks except as provided in para-
graphs (b) (1), (b)(2), and (b) (5) of this section.

(4) This paragraph sets outer limits of dissemination.
It does not, however, mandate dissemination of criminal his-
tory record information to any agency or individual.

(d) Juvenile records. Insure that dissemination of records
concerning proceedings relating to the adjudication of a juven-
ile as delinquent or in need of supervision (or the equivalent)
to non-criminal justice agencies is prohibited, unless a statute
or Federal executive order specifically authorizes dissemina-
tion of juvenile records, except to the same extent as criminal
history records may be disseminated as provided in Section
20.21 (b) (3), (4), and (6).

(e) Audit. Insure that annual audits of a represen-
tative sample of State and local criminal justice agencies
chosen on a random basis shall be conducted by ~the State to
verify adherence to these regulations and that appropriate
records shall be retained to facilitate such audits. Such
records shall include, but are not limited to, the names of
all persons or agencies to whom information is disseminated
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and the date upon which such information is disseminated.

(£) Security. Insure confidentiality and security of
criminal history record information by providing that wherever
criminal history record information is collected, stored, or
disseminated, a criminal justice agency shall -

(1) Institute where computerized data processing is
employed effective and technologically advanced software and
hardward designs to prevent unauthorized access to such in-
formation;

(2) Assure that where computerized data processing
is employed, the hardware, including processor, communications
control, and storage device, to be utilized for the handling
of criminal history record information is dedicated to purposes
related to the administration of criminal justice;

(3) Have authority to set and enforce policy concerning
computer operations;

(4) Have power to veto for legitimate security purposes
which personnel c¢an be permitted to work in a defined area
where such information is stored, collected, or disseminated;

(5) Select and supervise all personnel authorized
to have direct access to such information;

(6) Assure that an individual or agency authorized
direct access is administratively held responsible for (i)
the physical security of criminal history record information
under its control or in its custody and (ii) the protection
of such information from unauthorized accesses, disclosures,
or dissemination;

(7) Institute procedures to reasonably protect any
central repository of criminal history record information from
unauthorized access, theft, sabotage, fire, flood, wind, or
other natural or manmade disasters;

(8) Provide that each employee working with or having
access to criminal history record information should be made
familiar with the substance and intent of these regulations;
and

(9) Provide that direct access to criminal history
records information shall be available only to authorized
officers or employees of a criminal justice agency.

(g) Access and review. Insure the individual's right
to access and review of criminal history information for pur-
poses of accuracy and completeness by instituting procedures
so that -~

(1) Any individual shall, upon satisfactory verifi-

cation of his identity be entitled to review without undue
burden to either the criminal justice agency or the individual,
any criminal history record information maintained about the
individual and obtain a copy thereof when necessary for the
purpose of challenge or correction;
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(2) Administrative review and necessary correction of
any claim by the individual to whom the information relates
that the information is inaccurate or incomplete is provided;

(3) The State shall establish and implement procedures
for administrative appeal where a criminal justice agency re-
fuses to correct challenged information to the satisfaction
of the individual to whom the information relates;

(4) Upon request, an individual whose record has been
corrected shall be given the names of all non~criminal justice
agencies to whom the data has been given;

(5) The correcting agency shall notify all criminal
justice recipients of corrected information; and

(6) The individual's right to access and review of
criminal history record information shall not extend to data
contained in intelligence, investigatory, or other related
files and shall not be construed to include any other infor-
mation than that defined by Section 20.3 (b).

Section 20.22 Certification of Compliance.

(a) Each State to which these regulations are applicable
shall with the submission of each plan provide a certification
that to the maximum extent feasible action has been taken to
comply with the procedures set forth in the plan. Maximum
extent feasible, in this subsection, means actions which can
be taken to comply with the procedures set forth in the plan
that do not require additional legislative authority or involve
unreasonable cost or do not exceed existing technical ability.

(b) The certification shall include -

(1) An outline of the action which has been instituted,
At a minimum, the requirements of access and review under 20.21(g)
must be completely operational;

(2) A description of any legislation or executive order,
or attempts to obtain such authority that has been instituted
to comply with these regulations;

(3) A description of the steps taken to overcome any
fiscal, technical, and administrative barriers to the develop-
ment of complete and accurate criminal history record infor-
mation;

(4) A description of existing system capability and
steps being taken to upgrade such capability to meet the
requirements of these regulations; and

(5) A listing setting forth all non-criminal justice
dissemination authorized by legislation existing as of the
date of the certification showing the specific categories of
non-criminal justice individuals or agencies, the specific
purposes or uses for which information may be disseminated,
and the statutory or executive order citations.
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Section 20.23 Documentation: Approval by LEAA.

Within 90 days of the receipt of the plan, LEAA shall
approve or disapprove the adequacy of the provisions of the
pran and certification. Evaluation of the plan by LEAA will
be based upon whether the procedures set forth will accomplish
the required objectives. The evaluation of the certication (s)
will be based upon whether a good faith effort has been shown
to initiate and/or further compliance with the plan and regu-
lations. All procedures in the approved plan must be fully
operational and implemented by December 31, 1977, except that
a State, upon written application and good cause, may be allowed
an additional period of time to implement Section 20.21(f) (2).
Certification shall be submitted in December of each year to
LEAA until such complete compliance. The yearly certification
shall update the information provided under Section 20.21.

Section 20.24 State laws on privacy and security.

Where a State originating criminal history record infor-
matiy 1 provides for sealing or purging thereof, nothing in
these vegulations shall be construed to prevent any other
State . 'eceiving such information, upon notification, from
complying with the originating State's sealing or purging
requirements.

Section 20.25 Penalties.

Any agency or individual violating subpart B of these
regulations shall be subject to a fine not to exceed $10,000.
In addition, LEAA may initiate fund cut-off procedures against
recipients of LEAA assistance.

SUBPART C - FEDERAL SYSTEM AND INTERSTATE EXCHANGE OF CRIMINAL
HISTORY RECORD INFORMATION

Section 20.30 Applicability.

The provisions of this subpart of the regulations apply
to any Department of Justice criminal history record infor-
mation system that serves criminal justice agencies in two or
more states and to Federal, state, and local criminal justice
agencies to the extent that they utilize the services of
Department of Justice criminal history record information
systems. These regulations are applicable to both manual and
automated systems.

Section 20.31 Responsibilities.

(a) The Federal Bureau of Investigation (FBI) shall
operate the National Crime Information Center (NCIC), the
computerized information system which includes telecommun-
ications lines and any message switching facilities which are
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authorized by law or regulation to link local, state and Fed-
eral criminal justice agencies for the purpose of exchanging
NCIC-related information. Such information includes infor-
mation in the Computerized Criminal History (CCH) File, a
cooperative Federal-State program for the interstate exchange
of criminal history record information. CCH shall provide

a central repository and index of criminal history record in-
formation for the purpose of facilitating the interstate ex~
change of such information among criminal justice agencies.

(b) The FBI shall operate the Identification Division
to perform identification and criminal history record infor- ,
mation functions for Federal, state, and local criminal justice
agencies, and for noncriminal justice agencies and other entities
where authorized by Federal statute, state statute pursuant
to Public Law 92-544 (86 Stat. 1115), Presidential executive
order, or regulation of the Attorney General of the United
States.

(c) The FBI Identification Division shall maintain the
master fingerprint files on all offenders included in the NCIC/
CCH File for the purposes of determining first offender status
and to identify those offenders who are unknown in states
where they become criminally active but known in other states
through prior criminal history records. :

Section 20.32 Includable offenses. ER
(a) Criminal history record information maintained in

any Department of Justice criminal history record information

system shall include serious and/or significant offenses.

(b) Excluded from such a system are arrests and court
actions limited only to nonserious charges, e.g., drunkenness,
vagrancy, disturbing the peace, curfew violation, loitering,
false fire alarm, nonspecific charges of suspicion or investi-
gation, traffic violations (except data will be includzd on
arrests for manslaughter, driving under the influence of drugs
or liquor, and hit and run). Offenses committed by juvenile
offenders shall also be excluded uniess a juvenile offender
is tried in court as an adult.

(c) The exclusions enumerated above shall not apply to
Federal manual criminal history record information collected,
maintained, and compiled by the FBI prior to the effective
date of these Regqulations.

Section 20.33 Dissemination of criminal history record infor-
mation.
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(a) Criminal history record information contained in any

Department of Justice criminal history record information
system will be made available:

(1) To criminal justice agencies for criminal justice
purposes; and

(2) 7To Pederal agencies authorized to receive it pur-
suant to Federal statute or Executive order.

(3)  Pursuant to Public Law 92-544 (86 Stat. 115) for
use in connection with licensing or local/state employment or
for other uses only if such dissemination is authorized by
Federal or state statutes and approved by the Attorney General
of the United States. When no active prosecution of the charge
is known to be pending arrest data more than one year old will
not be disseminated pursuant to this subsection unless accom-
panied by information relating to the disposition of that arrest.

(4) For issuance of press releases and publicity '
designed to effect the apprehension of wanted persons in connection
with serious or significant offenses.

(b) The exchange of criminal history record information
authorized by paragraph (a) of this section is subject to can-
cellation if dissemination is made outside the receiving depart-
ments or related agencies. :

(c) DNothing in these regulations prevents a criminal
justice agency from disclosing to the public factual informa-
tion concerning the status of an investigation, the apprehension,
arrest, release, or prosecution of an individual, the adjudica-
tion of charges, or the correctional status of an individual,
which is reasonable contemporaneous with the event to which
the information relates.

Section 20.34 1Individual's right to access criminal history
record information.

(a) Any individual, upon request, upon satisfactory verifi-
cation of his identity by fingerprint comparison and upon
payment of any required processing fee, may review criminal
history record information maintained about him in a Department
of Justice criminal history record information system.

(b) 1If, after reviewing his identification record, the
subject thereof believes that it is incorrect or incomplete
in any respect and wishes changes, corrections or updating of
the alleged deficiency, he must make application directly to
the contributor of the questioned information. If the contri-
butor corrects the record, it shall promptly notify the FBI
and, upon receipt of such a notificaiton, the FBI will make
any changes necessary in accordance with the correction supplied
by the contributor of the original information.
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Section 20.35 National Crime Information Center Advisory

Policy Board.

There is established an NCIC Advisory Policy Board whose
purpose is to recommend to the Director, FBI, general policies
with respect to the philosophy, concept and operational prin-
ciples of NCIC, particularly its relationships with local and
state systems relating to the collection, processing, storage,
dissemination and use of criminal history record information
contained in the CCH File.

(a) The Board shall be composed of twenty~six members,
twenty of whom are elected by the NCIC users from across the
entire United States and six who are appcinted by the Director
of the FBI. The six appointed members, two each from the
judicial, the corrections, and the prosecutive sectors of
the criminal justice community, shall serve for an indeterminate
period of time. The twenty elected members shall serve for
a term of two years commencing on January 5th of each odd
numbered year.

(2)  The Board shall be representative of the entire crim-
inal justice community at the state and local levels and shall
include representation from law enforcement, the courts, and
corrections segments of this community.

(b) The Board shall review and consider rules, regula-
tions, and procedures for the operation of the NCIC.

(c) The Board shall consider operational needs of criminal
justice agencies in light of public policies, and local, state
and Federal statutes and these Regulations.

(d) The Board shall review and consider security and
privacy aspects of the NCIC system and shall have a standing
Security and Confidentiality Committee to provide input and
recommendations to the Board concerning security and privacy
of the NCIC system on a continuing basis.

(e) The Board shall recommend standards for participation
by criminal justice agencies in the NCIC systen.

(f) The Board shall report directly to the Director of
the FBI or his designated appointee.

{(g) The Board shall operate within the purview of the
Federal Advisory Committee Act, Public Law 92-463, 86 Stat. 770.

(h) The Director, FBI, shall not adopt recommendations
of the Board which would be in violation of these Regulations.
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Section 20.36 Participation in the Computerized Criminal

History Program.

(a) PFor the purpose of acquiring and retaining direct
access to CCH File each criminal justice agency shall execute
a signed agreement with the Director, FBI, to abide by all
present rules, policies and procedures of the NCIC, as well as

any rules, policies, and procedures hereinafter approved by the

NCIC Advisory Policy Board and adopted by the NCIC.

(b) Entry of criminal history record information into
the CCH File will be accepted only from an authorized state
or Federal criminal justice control terminal. Terminal devices
in other authorized criminal justice agencies will be limited
to inquiries.

Section 20.37 Responsibility for accuracy, completeness,
currency.

It shall be the responsibility of each criminal justice
agency contributing data to any Department of Justice criminal
history record information system to assure that information
on individuals is kept complete, accurate, and current so that
all such records shall contain to the maximum extent feasible
dispositions for all arrest data included therein. Disposi-
tions should be submitted by criminal justice agencies within
120 days after the disposition has occurred.

Section 20.38 Sanction for noncompliance.

The services of Department of Justice criminal history
record information systems are subject to cancellation in re-
gard: to any agency or entity which fails to comply with the
provisions of Subpart C.

Edward H. Levi,
Attorney General.

Richard W. velde,

Administrator, Law Enforcement
Dated May 15, 1975 Assistance Administration
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CHAPTER X

THE NEED FOR COMPUTER SECURITY

As the manipulation of data has been relegated to machine
control more and more, there has been an in¢reasing number of inci-
dents involving the misuse of stored information. The most notorious
of these incidents has been that of Equity Funding, in which dummy
records were created and stored on a computer system to pump up
the "net" worth of the company.

This event, however, was but one of the occurrences. For
the period between 1964 and 1972, the Stanford Research Institute
has noted a total of 76 separate cases of sabotage, theft, copying
data, tampering, masquerading, and fraudulent activities. of
these, 61% were cases of theft and tampering with data alone.

As an indication of the already expanded use of data
banks and other information storage and retrieval systems, one has
only to look around him. Figure 101 gives an idéa»of the vastness
of this use for only a few selected agencies.

As files such as these are expanded and new ones created,
the necessary considerations for keeping the data as well as the

system that manages it secure must be incorporated in any EDP

system.



FILE MAINTENANCE AGENCY

Defense Department files
Names of persons exposed to radiation

Family housing information system
Civilian personnel data bank

Defense industrial security programs

Navy manpower and personnel management information

system

Justice Department files
Civil disturbance file

Organized crime intelligence unit
FBI's National Crime Information Center

Other Government Agencies files A
National Driver Registration Service

Passport applicants of law enforcement interest

Banking Industry
Bank of America individual accounts

Bank of America personnel files

Commercial Report Agencies
TRW Credit Data

Insurance Companies
Mutual of Omaha ~ appiicant health records

Mutual of Omaha -~ benefit history files
Mailing List Companies

R. L. Polk & Company

names and addresses on file

College and Universities

NO. OF FILE
SUBJECTS

150,000
465,000
55,000

1,600,000

1,400,000

13,000
200,000

95,000

2,600,000

240,000

14,000,000

41,000

30,000,000

8,500,000

5,000,000

200,000,000

University of Maryland Personal & demographic records 158,000

Admission records

Accounts receivable from students

FIGURE 10.1
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Provisions for Security

Basically, system security is the protection against the
accidental or intentional destruction, disclosure or modification
by a person who is unauthorized to do so.

Providing for this security can be thought of as a three-
fold project. First, proper management of the computer facilities
is a must. A part of the reason the Equity Funding scandal sug=
ceeded is that there was no overseer of the company's programmers.
Several programmers were given the initial assignment at Equity
of generating model policies for the company. This included
creating fictitious records as a part of the models. These
modelled records were then sent to other programmers who were
unaware that they were mere models, and the records were processed
as though they were actual data. In a properly managed plant this
could not have been possible,‘

In addition to the appropriate controls on the workers,
care must be taken in deciding who .is authorized to access a
computer system, including its data étorage. This encompasses
the installation and maintenance of physical provisions for

securing a computer system, which is the second of the three

measures.



Some measures for material security include barriers
preventing entrance to the actual computer area. Locks, gates,
and alarms are already in use, particularly in applications where
safety and security were a major concern even BEFORE the installa~
tion of EDP systems. Nowadays, restricting entry to a system
involves not only such measures, but it incorporates the employ-
ment of guard personnel to check ID badges and oversee the use
of the system to prevent any misuse.

Devices that were originally designed to prevent acci-
dental data destruction now play at least a minor role in security.
Magnetic tape, for example, utilizes a write-lock ring to prevent
writing when the ring is removed. Similarly, most Disk Operating
Systems, as well as those using other system resident devices,
have WRITE LOCK or WRITE ENABLE switches that control the function
permitted on that peripheral device.

The final category of safeguarding a system is through
the application of software to monitor access to the system. Such
software can, of course, be ‘totally hardware independent, or it
can function with peripherals designed expressly as protection
devices.

Peripherals of this sort are primarily devoted to uniquely

identifying a user in order to permit or deny access to the system.



Systems already in use check punched or magnetic characters on a
special card, such as those employed in the on-line operations
just implemented for Master-Charge. In addition, there has been
early research in detecting patterns in signatures, voiceprints
and fingerprints. Measuring the length of a person's fingers,
supposedly as identifiable as fingerprints, has drawn some
interest.

Naturally, the control of similar devices could be
granted to system software of the right variety. At present
such programs already hold a protection function. In telecommuni-
cations environments, some Input/Output Control Systems are
responsible for encrypting data prior to transmission. Forqthe
most part, this encoding is done by adding/subtracting a random
key number to the data at the transmission poinﬁ. Upon reception,
the same key number is subtracted/added to yield the original
data. While such a key number algorithm can theoreticall§ be
broken, it provides a degree of protection in that only sender
and receiver really know the key. To prevent accidential
disclosure, the machine itself can be programmed to perform the
encryption.

Monitors in timesharing systems further sérve in identify-
ing users and in recording the essentials of a users account (time

used, cost and the like). When a user attempts to log onto a



system, the supervisor usually calls a routine that checks a
master file for the identifier, or user number. If it is a
valid number, the user'!s account is checked to see if his pass-
word is valid and his account is not overdrawn. If these checks
are all right, the user is permitted to continue. Where certain
devices require serial processing and are protected by the use
of passwords, a similar search routine is called so the monitor
can deny or permit access.

A splendid example of such file protection exists by
considering the use of protect (or access) codes. The PDP 11/20,
manufactured by Digital Equipment Corporation, utilizes the protect
codes as outlined in Pigure 10.2 and demonstrated in 10.3. The
directoryshown in 10.1. shows the files, their lengths, creation
dates (in this case, the dates are -default dates for the system),
and the access codes for the disk area with a user identification
code of (20,20). The protect code for the PDP is a three digit
octal number in which the G6th and 7th bits indicate functions
permitted the owner, and the bits 0-5 denote functions allowed
other users using (20,20). The chart in Figure 10.2. explains the

details of choosing a code to be assigned a file.



7th 6th 5th 4th 3rd 2nd 1st 0
BIT BIT BIT BIT BIT BIT BIT

OWNER USER GROUP OTHERS
OCTAL FUNCTI@NS PERMITTER USER
NUMBER DELETE WRITE READ RUN

0 YES YES YES YES

1 NO YES YES YES

2/3 NO NO YES YES

4/5 NO NO NO YES

6/7 NO NO NO NO
FIGURE 10.2
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DISK (20,20)

DIRECTORY DK@: (24,2%)
#1-Apr-74 ////,,’f~’“—_-'“‘CREATION DATE
RRFLIB.OBJ 26 16-JaN-78 {233
MEBLIB.OBJ 24 17-JAN-78 {33
BAJ@7 .OBJ 33 16~JAN~-T74 {2337
GLORIA.OBJ 8 17-JAN-78 4233
KSR  .OBJ 1 17-JAN-78 {233
GLORII.OBJ 8 19-JaN-78 (2337
TOTL BLKS: . 184
TOTL FILES: 6
PRPTECT C@DE
FILE NAME

FIGURE 10.3



Security Check Lists

Securing a computer system is one of the main concerns for
management. A number of precautions to increase safety of organi-
zations that rely heavily on computers are often overlooked. A
system can never be 100% secure but certain precautions may be
listed that should be examined to determine the security of a
computer system. The following checklists were completed by
DCF Systems Ltd., 74 Victoria St., Toronto, Canada, and have
appeared in various issues of COMPUTER WORLD magazine.

I. ACCESS CONTROL

1. Have a single entrance to the operations area monitored
by the receptionist or keep it locked.

2. Install a key lock, a cipher lock or a badge-operated
lock on the door to the operations area.

3, 1Issue badges with new encoding and change locks periodi-
cally.

4., Identify all keys to the operations area with a regis-
tration number, logged in a control book when issued, and
marked with the words "Do Not Duplicate."

5. Instruct the operations staff to memorize lock combina-
tions rather than write them on paper to avoid compromising
the security measures.

6. Establish a procedure to protect the integrity of
the security system if an employee loses a badge or key.

7. Keep all service entrances to the computer center locked
after normal working hours, attach entrances to an audible
alarm which sounds if any door is opened and inspect all
entrances to make sure they are secure.

8. Use sensors to detect magnets and to prevent them from
being brought into the computer center.



9. Locate the operations control area just outside
the computer room but adjacent to it.

10. Protect the computer input and output areas with a
glass partition, a teller's cage or passthrough window.

11. Maintain a log of all deliveries to and pickups from
the computer center, showing the date and time, description
of the materials and employee authorization.

II. INPUT AND OUTPUT CONTROL PROCEDURE

1. Establish a procedure for submitting jobs to the computer
room, such as having users fill out a job request card con-
taining their name and department, the account number to
which the job will be charged, a time estimate of the job,
and operator instructions.

2. Delegate to an I/0 control clerk responsibility for:
a. Recording receipt of input data, as well as input
control totals, in a control log.
log when they are re-entered into the system.

c. Insuring that rejections from the processing
cycle are entered in an error log.

d. Expediting important jobs.

e. Assuring an effective and efficient work flow into
and out of the computer room.

f. Reconciling output control totals to input totals.
g. Checking the quality of output reports.
h. Distributing reports to authorized recipients.

3. Retain original input documents in some form to serve as

backup or as proof in the case of fraud, and store them in a
secure location.

I b. Insuring that corrections are marked off in a



ITT.

4. Store blank forms in a secure location before they are
used, and establish procedures to control their usage and to
record destroyed copies of sensitive forms such as checks.

5. Maintain additional supplies of forms used in critical

jobs, so that operations will not be delayed after a disaster

while waiting for a new supply.

6. Distribute output reports quickly after completion,
and store them in a secure location until they can be
distributed.

7. Periodically review and update lists of authorized
recipients of output reports.

8. Establish stringent controls on the method of distri-
buting sensitive reports to other geographical locations.

9. Retain copies of key output reports as backup either
in their original form or on microfilm.

LIBRARY PROCEDURES:

1. Limit access to the library by keeping the door
locked at all times or by assigning a full-time librarian,
or an operator after normal working hours, to monitor access.

2. Prohibit programmer access to production tapes on disks
or documentation without written authorization.

3. Maintain a log of programs and data files in the library.

4. When not in use, store all programs and data files in a
locked safe or cabinet whose locks or combinations are
changed periodically.

5. Instruct the librarian to release programs and files
only when computer runs are authorized and scheduled.

6. Have the librarian record the return of programs and
files after computer runs, thereby providing a record of
their usage and a cross-reference between tapes or disks
and computer runs.
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7. Establish special stringent procedures for obtaining
sensitive files from the library.

8. Use tape reels and disk packs which have special labels
which can be detected by a sensor in order to prevent
theft.

COMPUTER ROOM OPERATING PROCEDURES

l. Consider using special printers or output terminals

to handle the printing of sensitive data, such as salary
data or market forecasts, and consider having a representa-
tive of the user department and the computer room shift
supervisor present.

2. Supervise computer operations at all times to insure
that no operator can use your computer equipment and time
to run jobs for outsiders without your knowledge.

3. Establish procedures for preauthorization of all
overtime use of the computer equipment, programs, tapes and
disks.

4. Insure there are operating instructions for every job
in the computer center, that they are properly updated when
changes are made, and that they are frequently reviewed

by the shift supervisor to insure that standards are being
maintained.

5. Clearly document rerun procedures for each system to
reduce the possibility of operator error.

6. Schedule all computer processing for operational systems
to reduce peak workloads and thereby reduce the risk of
operator error.

7. Delegate to a production scheduler or controller the
responsibility for dispatching jobs to the computer room,
recording which equipment is used, what time the job is
submitted and what time it is completed, and for following
up data not yet received when a job is scheduled.

8. Record the progress of jobs through the computer room on

a run control log showing estimated versus actual times, reruns,
errors, restarts and interruptions.
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9. Insure that all systems provide a set of standard
messages and instructions to the operator under various
conditions, thereby reducing the requirement for the
operator to make decisions.

10. Establish procedures to protect the computer during
off~shift hours, such as: locking computer room doors,
having security guards check all cabinets and dooxrs to

make sure they are locked, giving guards a list of authorized
off-shift personnel, keeping a log of off-shift computer
users, recording meter readings before and after off-shift
hours.

DATA SECURITY

1. Screen requests for new applications to determine their
legitimacy, and to determine if continual use of the system
by a given user yields more information than he is entitled
to have.

2. Use techniques such as verifying key input fields,

balancing input fields to predetermined totals, using computer-
generated input, and writing edit routines to check the accuracy
and completeness of data.

3. Design system with adegquate internal program controls to
insure the accuracy of data and the correctness of computa-
tions.

4, Maintain counts of the records on file before and after
processing, and reconcile file control totals for individual
computer runs with transaction and input control totals.

5. Compare output control totals with predetermined totals
to insure that no records were lost during processing.

6. Design systems with exception reports of transactions
rejectzd by the system.

7. Design systems with helpful console error messages.

8. Insure that programmed controls are not being over-
ridden, by performing periodic audit tests of the system.
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9. Provide the internal audit group with a copy of all
operational program documentation for computer systems
and notice of all system changes.

10. Maintain an inventory of all tapes, disk files, programs
and supporting documentation; update it regularly as system
changes are made; and audit the inventory periodically.

11. Xeep periodic tests of production programs, program
dumps or traces and transaction journals to provide an
audit trail of computer systems.

VITAL RECORDS PROGRAM

1. Have the internal audit‘department determine the specific
importance and sensitivity of all records.

2. Assign responsibilities to assure that information which
is necessary to reconstruct the vital records of the
organization is always up-to-date and readily available.

3. Have the internal audit department designate the files
to be considered vital to.the organization and, therefore,
to be protected by:

On~site protection, such as three-generation backup
for magnetic tapes, vaults or special £iling cabinets.

Duplication of records onto media such as paper,
magnetic tape or microfilm.

4. Maintain an inventory of wvital information needed to
recreate data and operate a backup facility (for example,
vital applications, equipment configuration, engineering
change levels, operating system .and version, program library,
data files, programs and program documentation, operating
documentation, supplies and other materials required for
immediate recovery processing).

5. As new systems are created and existing systems altered,

create new back-up for these programs and the associated
documentation promptly, and store it at the backup location.
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VII.

VIII

PROGRAMMING CONTROLS

1. Supervise your systems and programming personnel in the
careful design, testing and maintenance of programs.

2. Establish standards for designing, programming, testing,
documenting and operating systems and periodically review
programs and documentation to ensure that standards are
being met.

3. Establish a procedure for authorizing all program changes
and formally approving the changes before they become opera-
tional.

4. Keep a record of all changes to programs, the reasons

for the changes, dates of the changes, the authorization,
their effects on the program and cross-reference to other
programs that might be affected; notify users of the changes;
and have management review this change ;ecord periodically.

5. Establish controls to ensure that the review and
approval procedures are not being bypassed, for example:

a. Control final program assemblies so that only the
approved  program is installed.

b. Periodically compare disk programs to control copies
on another medium.

¢. Include with output a listing of the job control
language to ensure that an unauthorized program has not
been executed.

d. Keep a tight control over the access to, and use
of, programs and files by systems analysts and programmers.

e. Review the software library periodically to ensure
that a complete set operating documentation exists for
all applications.

EQUIPMENT REPAIR

1. Review statistical records of equipment utilization, job

accounting and on-line activity, such as input and output
volumes, processing and turnaround times, in order to anti-

cipate overloading and to ensure acceptable operating performance.
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2. Consider monitoring computer usage by separate console
in a secure area.

3. Run periodic tests on egquipment to spot malfunctions;
for example, before critical jobs are run.

4. Follow the manufacturer's recommended environmental
specifications and schedule of preventive maintenance for
the equipment.

5. Clean or change air conditioning filters periodically
as specified by the manufacturer. Use Underwriter
Laboratories Class 1 filters.

6. Clean magnetic tapes and drives periodically as
specified by the manufacturer. Use a nonflammable soclvent.

7. Note defective areas on tapes and disks encountered
during computer operations; keep a log of such defects
and use a tape tester periodically to identify defects on
tape.

8. Record each end-of-job on the console log along with
the operator's comments as to successful completion or any
unusual event which occurred.

9. Record all hardware and software "crashes", stating
the reason, the time, the remedial action, whether a core
dump was taken and who made the entry.

10. Retain the console log sheets for at least one year.
11. Instruct the senior shift supervisor to review the
console log sheets daily to detect improper operating
procedures, suspicious reruns or unauvthorized runs.

Data Securinag Enaineering

As the utilization of autcmated data systems increases,
there will be an increasing concern for "intruder interactions" and
the engineering and programming capacity to deal with it. (5) To

stave future episodes of Equity Funding, auditing and control
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programs are being developed. Cullinane Corporation has already

marketed an EDP Auditor and a Culprit package that uses a series

of monitor programs to control access to their systems.

To prevent physical tampering, basic designs have been
altered in a few cases. The Basic Computing Arts, Inc. of Palo
Alto, California, markets a system comprised of a minicomputer and

a larger host computer (an IBM 360 or 370). This Data Sentinel

has the minicomputer sealed in a "tamper~proof" case and *apped

with alarms and a single relay to the host. In this case, the mini-
computer peforms the guardian functions of user identification and
checking the legitimacy of all software. One of the singular
applications of this system, installed at the Crocker National

Bank in San Francisco, authenticates software by a check sum
algorithm and comparing this sum to a stored total input when the
software is first implemented. If the two sums check, the program
is permitted to be executed by thé host computer.

One of the systems now lauded as extremely secure did not
even begin as a security concern. Honeywell's MULTICS system,
developed in conjunction with MIT and the Bell Labs and now
available on the Honeywell 6184, has a file structure that
provides the added security now héiled.' In this system files
are divided into segments and arranged hierarchically in concentric

3

circles. The innermost rings, containing the monitor and vital
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system software, is accessible only by the MULTICS system itself.
Outer rings are available for users. By selecting the appropriate
access code (and thereby the segment) a user determines the
degree of file protection desired.

Advancements such as these will no doubt continue; however,
careful analysis of a systems needs is necessary since costs
increase as security measures are implemented. For example, the
MULTICS system, including CPU and a number of peripherals, can
cost upwards of $1.5 million. Furthermore, as checks of users
to determine accessibility increase, the efficiency of a system
is decreased due to the time necessary for table and file searches.
In addition, with the implementation of federal laws governing data
protection, file sizes will no doubt increase, thus requiring
more storage devices. Soon, files on persons (data banks, credit
bureaus, etc.) will be forced to contain source listing, creation
dates, list of those eligible to access that file, and other related
information. It has been estimated that, considering such required
information and a probable growth in numbers of files of 10%,
the files on people in existence would double in size in only
seven years.

Considering the present clamor over protecting data systems,
it is hardly necessary to expound on its importance. Effective
data security engineering is and will be of great concern to all

who use EDP systems.
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CHAPTER XI

COMPUTER CRIMES

Cropping up with disturbing frequency is a new brand of
criminal specializing in theft by computer. The computer, in the
hands of skilled operators bent on theft, fraud or sabotage has
become a major crime problem for business and government. In
fact, experts believe that illegal use of computers is the fastest
growing type of white-collar crime. Computer-related crime is
difficult to detect. It is more profitable, less dangerous, and
easier to commit than many other kinds of criminal activity.

The range of crimes made possible by computers runs from
simple embezzlement to destruction of official information
stored on data banks. Computer criminals have stolen trade secrets,
valuable equipment and millions of dollars from banks, private
companies and government agencies. Also, computers make excellent
partners in crime because they do exactly what they are told and
can be programmed to cover theilr tracks completely. Types of
fraud most easily accomplished with a computer include disburse-
ment, inventory and payroll fraud.

Disbursement Fraud

Disbursement Fraud has accounted for more embezzlement

losses than all others. This scheme is quite simple, "your company
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is fooled into paying for goods and services that it did not
receive or did not receive in full measure."

A perfect example of this scheme is the Equity Funding
Scandal where over a million dollars was embezzled., This was
the biggest insurance swindle and one of the biggest swindles of
any in history. In one of its subsidiaries, 58% of the 97,000
policies listed on the books were nonexistent. Also, on Wall
Street, Equity Funding's more than 7,000 stockholders were in
danger of losing at least $114 million; based on the deflated
price of their stock. The greatest fact of this incident is that
neither standard auditing practices nor Wall Street analysis was
sophisticated enough to detect it. Equity Funding's fraud went
to the extent of programming fake death certificates into the
computer, to cover the fraud trail further. Investigators found
an office with 10 employees whose job was to simply forge docu-
ments.

The common characteriétics in most disbursement frauds
is that the embezzler has to have inside help, someone who has
access to the accounting files and is able to manipulate them.
In other words one must be a responsible and trusted employee to
make this scheme work.

Inventory Fraud

Inventory Fraud is generally easier than disbursement

fraud since it is easier to convert goods to cash than it is to
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cash fraudulent checks. Computerized inventory systems lend them-
selves to penetration for two basic reasons: they account for a
large amount of materials, and the controls on access systems

are normally lax.

To demonstrate that size is of no factor, consider a
recent Boxcar theft as an example. Employees of Pen Central Rail-
road allegedly manipulated the inventory files to shuttle out 217
boxcars. The employees altered the inventory files to reflect
that the cars were either scrapped or wrecked when they were
actually shipped to another company's yard and repainted.

Sales Manipulation

Sales manipulation is the manipulation of shipments,

sales, and billing procedures. The embezzler confuses his company

into:

shipping a product to a customer without sending the bill,

shipping one thing and billing the customer for something
else,

billing a shipment at the wrong price,

granting improper credits or adjustments on returned or
damaged products,

manipulating the sales commission allowances, and discounts
on merchandise shipped.

An example of this type of inventory fraud is the Pacific

Telephone Company rip-off. Twenty-one year old Jerry Neal Schneider



broke the security code of Pacific Telephone and was able by
Touch-Tone telephone to place largé orders of equipment. In-
vestigators found $100,000 in stolen equipment and said that
Schneider was involved in the thefts for 5 years. Schneider
served forty days in jail, and is now into the business of
advising clients on how to prevent computer thefts.

The common characteristic of most inventory frauds is
that almost every embezzler sets up his own legitimate company
to sell the merchandise.

A suggestion for preventing inventory fraud is to have
a complete personnel department check of employees and to juggle
responsibilities between employees. A complete security check
on the ethics and responsibilities of the employees should be
conducted. This is costly but not as costly as illegal entry
into your system. |

Payroll Fraud

Payroll fraud is the act of padding the payroll with
nongxistent employees and/or leaving former employees on the pay-
roll after termination.

An example of this occurred when an employee at the
welfare department entered fraudulent data into the payroll system
and stole $2.75 million. He entered a fictitious work force

identified by fake social security numbers. The fake employees
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were processed and each paid. The conspirators were uncovered

by accident when police discovered a batch of over a hundred
fraudulent checks in a car. The companies had to be infiltrated
from within. Trusted employees were the embezzlers and had access
to manipulate the files.

For a larger company it is hard to keep track of all of
the part time employees that they hire. A responsible personnel
department would be greatly neetled in this case. The department
must keep thorough files on all employees and if extra help is
hired they must be thoroughly recorded into the system. The
delivery of ﬁhe checks to the employees should be orderly and
security should be tight. When picking up checks, employees
should be required to identify themsgelves and sign for their
checks. All checks should be accounted for when they are pro-
cessed and delivered to the correct person. As further examples
of computer crime, consider the following:

A chiéf teller at a branch of the Union Dime Savings
Bank in New York was charged with embezzling 1.5 million dollars
from the bank's deposits. He was caught when a bookie was
raided and it was found that the teller had been gambling up
to $30,000 a day. He was making $11,000 a year at the bank.

An insurance company employee heard that he was going to
be laid off, and programmed the computer to automatically erase
the payroll tape when his employee identification number was

dropped, resulting in a huge expense for the company.
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In another case, in Salinas, California, an accountant
embezzled $1,000,880 from his company by recording higher pay-
ments for raw materials in the company computer than the company
actually paid. He arranged for the computer to place the excess
cash in his own dummy companies, and then programmed it to advise
him how much money he could withdraw from those companies without
railsing suspicion. He was caught six years later when greed drove
him to start making withdrawals of $250,000 a year.

A Washington, D.C., man takes the pr;ze for elegant and
successful simplicity. He pocketed all the deposit slips at the
writing desks of the Riggs National Bank and replaced them with
his own electronically coded forms. For three days, every cus-
tomer who came in without a personal slip and used one of the
"hlank" forms was actually depositing money into the thief's
account.

Computer Criminals

Now let's take a look at what sort of pééple are involved
in éomputer crimes. Donn B, Parker of Stanford Research Institute
says that they are young and intelligent, usually between 18 and
30 years of age. They usually are not professional criminals.
They are outwardly loyal and trustworthy and have never been in
trouble with the law. They were in trusted positions before they
committed their crime and are highly motivated and seem to be

challenged by the prospect of beating a complex system and



overcoming protective devices, as much as by any monetary reward.
Many computer criminals strongly believe that any information

found unprotected in a computer is in the public domain and can

~ be utilized by anyone who discovers it. Others rationalize that

stealing from large corporations is not really a crime. Knowing
what the criminals are like has not solved the problem. Mr.
Parker says that spotting the crook before he commits a crime is
next to impossible.

For computer experts, this is the most disturbing aspect
of the computer crime wave, that most of the culprits have been
caught by accident. What makes these criminals so hard to catch is
the extraordinary complexity of the computer programs themselves.
The only sure way of detecting manipulations of such programs would
be to devise another computer program capable of auditing the ma-
chines' internal operations. Unfortunately, no one in computer
research today knows how to write such a program. Mr. Parker
guesses that the ratio of undiscovered to discovered crimes may
be on the order of a hundred to one.

For the time being, computer companies are restricted
to improving the security systems inside their computers. Honey-
well has devised a scheme called MULTICS, that restricts the total

amount of information available to any individual user of a
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computer system. In 1972, IBM began a $40 million, five-year

program to improve its data~security systems. The National Security

Agency and the Advanced Research Projects Agency of the Department
of Defense are conducting independent research on protecting
military and classified data storedﬁon federal computers. More-
over,‘the problem has given rise toJa peripheral data-security
industry made up of over 20 private companies. Computer manu-
facturers are trying to develop systems that will be more resistant
to manipulation. The consensus of the experts seems to be that

it is possible to design penetration-proof operating systems,

but that they are not likely to be commercially available in

large systems in less than four years, at the earliest. Then they
will have the problem of deciding what to do with the existing sys-
tems. Some advocate the use of separate minicomputers and software
as gatekeepers, to handle the chores of user identification and
access control. The main purpose is to remove these sensitive
functions from the intricate maze of a main operating sfstem. A
number of companies are working on devices that will recognize
personal insignia such as the shape of a hand or the unique motions
an individual makes as he signs his name. While some companies are
showing more and more interest in these new developments, other
manufacturers contend that it's pointless to bring out systems
capable of resisting sophisticated attack unless their customers
adopt better physical security measures in their own installations,

as well as better screening of computer employees. We
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approach the problem of computer security in more detail in the
next chapter. However, a brief list of computer crime prevention
tips are to:

Limit the number of employees who have access to
the data stored in the computer.

Switch computer users frequently to different
machines and programs.

Separate computerized check-writing operations from
the departments that authorize checks.

Use secret passwords to gain access to different
computer programs and change the passwords often.

Be sure the computer is programmed to sound an alert

auytomatically when repeated attempts are made by

computer users to enter incorrect passwords.

Adopt procedures whereby those using the system have

to enter their names or initials each time they have

access to the system.

Random monitoring of computer transactions.

Provide detailed accounting of computer-usage time.

If a job begins to take twice as long, analysis

may indicate it is because the program has been

modified to tamper with data files.
A last approach for controlling computers crime is for companies
to report the crimes and for the law to administer harsh punishment.
Some banks and companies admit that when an incident is discovered,

the corporate victims try to avoid the embarrassment and loss of

confidence that publicity might bring.
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About 85% of detected frauds are never brought to the atten-
tion of law-enforcement people. What often happens is that the
offender, once detected, is required to make restitution and
then leave - sometimes even getting severance pay and letters
of reference to speed him away.

Without adequate punishment the computer criminals will
never be stopped. The electronics expert in Los Angeles, having
served 40 days for his thefts from Pacific Telephone and Telegraph,
is now back in business, advising clients on how to secure their

computers against illegal entry.
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CHAPTER XII

PLANNING FOR DEFENSIBLE SPACE

Introduction

This chapter condenses and summarizes the principles which

have been put forth in Oscar Newman's book, Defensible Space and

covers the following topics in detail:

1. The Theory of Defensible Space;

2. Our Vulnerable Environment;

3. Planners Mistakes; and

4, Design Techniques to Improve Security

The Newman book explores the theme that crime can be prevented
through the use of the principles of architectural design. It is a
study of the effects of the physical layout of the residential en-
vironments on the criminal vulnerability of its inhabitants. The
goal of the author is the creation of communities which are able
to keep themselves free of crime.

Newman feels that much crime is crime of opportunity rather
than premeditated and that the reduction of opportunity would
therefore result in less crime rather than in its displacement.

He points out that there has been a breakdown of the social
mechanisms that once kept crime in check and gave direction and
support to police activity. He feels that within the present atmos-

phere of pervasive crime and ineffectual authority the only
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effective measure for assuring a safe living environment is "com-
munity control". Achieving such control will require a restructuring
of residential developments in our communities. The alternative

to "community control" could ultimately be a total lockup and self
imposed restriction of movement which could eventually lead to a
police state. The reason for having to choose between these
alternatives is that under our present system the police alone

cannot create or foster security. Society in the persons of its
citizens must adopt this function.

The Theory of Defensible Space

Defensible space represents a series of methods and techniques
which can inhibit crime by "creating the physical expression of a
social fabric that defends itself...it is a surrogate term for the
range of mechanisms~real and symbolic barriers, strongly defined
areas of influence and improved opportunities for surveillance that
combine to bring an environment under the control of its residents".

The major characteristics of defensible space are:

1. Perceived zones of territorial influence;

2. Surveillance opportunities for residents;

3. Reducing of the image of isolation and apparent
vulnerability of inhabitants; and

4. Geographical Jjuxtaposition with safe zones.
The key to the Defensible Space concept is the necessity of

linking territorial definition with surveillance capability.
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Defensible space cannot be created without both operating simul-
taneously. )

The Defensible Space concept hopes %“o create a clear under-
standing of the function of a space and who its users are and ought
to be. This in turn will lead residents to adopt potent territorial
and policing measures for themselves. Territorially defined restricted
areas can strongly indicate to residents and strangers alike that the
grounds and buildings are for the private use of residents. In-
truders can be easily spotted. Territorially defined restricted areas
correspond strongly with a concern for the maintenance of the law and
the belief in the possibility of its enforcement. Such areas also
correspond strongly with cleaning up and maintaining the buildings
and the grounds around them.

Defensible Space design formulates an architectural model of
"corrective prevention". The theory being that space can be made
to fall under the influence and control of residents. Through the mani-
pulation of buildings and spatial configurations, one can create areas
for which people will adopt responsibility.

The assumption on which much of the theory of Defensible:
Space”isAbased is that residents have strong territorial needs and
perrogatives. A piece of ground provided for the use of a family
will be cherished and defended. B2An additional assumption is that

public areas such as streets will tolerate a wide variety of
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behavior. While no attempt is made to gquestion the presence of,
or to identify, individuals on a public sidewalk, individuals
within a territorially restricted zone are required to efficiently
pursue a goal or purpose which residents find acceptable.

Another assumption on which the Defensible Space theory
is based is that the opening up of all activity in public spaces
to natural supervision will prove a powerful deterrent to criminal
acts.

Our Vulnerable Environment

The new physical form of the urban environment is possibly
the biggest ally the criminal has in his victimization of society.
The concentration and distribution of population has produced an
urban form that makes helpless victims of its occupants.

The crime rate is affected by a number of physical factors
including density as well as building height and type. As one
moves to denser and denser agglomerations (from row ﬁouses to walk
up flats to high rise apartments) opportunity for individual and
collective efforts at defining territory becomes increasingly
difficult. It is on such undefined territory where most of the
crime takes place.

Large size in combination with taller buildings contribute

to a more criminally active situation. Such projects encourage
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crime by fostering feelings of anonymity, isolation, irrespon-
sibility and lack of identity with surroundings. Project size
(number of acres) and the housing density (number of persons per
acre) are also two variables which impact the crime rate.

High rise, high density projects experience an abnormally
high rate of crime. Most of the crime that occurs within these
buildings occurs within their interior public or common spaces.

The specific common public space that is most vulnerable is the
elevator. The elevator is a space public in nature but totally
screened from all observation. Entrance lobbies are not much

safer nor are the fire stairs or secondary exits which are vertical
concrete boxes with a few or no windows and are continually used

by criminals as places to waylay and bring victims. Pursuit of

a criminal in these areas is almost impossible. In a high rise
double-loader corrider apartment tower, which is the most criminally
vulnerable structure, the only defensible space is the interior

of the apartment itself. Everything else is a no-mans land.

Large outdoor public zones often rival the interior corridors
of high rise apartment buildings for their vulnerability to criminal
activity. For example, unfenced public areas are seldom used either
by residents or by the surrounding community and make excellent
areas from which criminals can stage their attacks on unsuspecting

residents.
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Planners' Mistakes

One of the more important parts of the Neuman book centers
around the physical, political and social mistakes which planners
and bureaucrats have made in the past and are continuing to make
in the present. Many of these mistakes are listed below and will
be discussed in detail in the next few pages.

1. Physical

a. Bad Site Planning

b. Poorly Designed Buildings

c¢. The Use of The Superblock Concept
2. Political

a. Urban Renewal

b. "Free-Wheeling" Accessibility

c. The Housing Game of Quantity over Quality
3. Social

a. The Differentiation of Public Housing (Stigma of

Poverty)

b. Age and Economic Mixing

Physical

Physical characteristics that reinforce criminal behavior
are bad site planning, poorly designed buildings and the .use of the
superblock concept.

a. Bad Site Planning - Grounds and recreation space are

often determined by planners in terms of square footage only.
Without applying additional criteria such as creation of usable
space through play and sitting facilities such grounds would prove

too dangerous to use or send children into. Unfortunately, in
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most projects little effort is expended in developing relation-
ships between buildings and ground recreation activities.

b. Poorly Designed Buildings = Certain building types are

known to have disasterous effects on their occupants. Such poorly
designed buildings and projects have crime rates as much as three
times higher than those of adjacent projects housing socially
identical residents at similar densities.

O0f all housing, high rise, double loaded corridor,
multiple family projects, are those with the most difficult crime
problems. A double loaded cerridor denotes a building designed
with apartment units positioned on either side of a central corri-
dor. A single loaded corridor designates a building design in
which apartment units are located exclusively on one side of the
corridor and face an exterior wall which is glazed or in mild
climate left open to weather.

The costs of operating the high rise double loaded
corridor buildings are high. The social costs of operation are
even higher for as Newman pqints out, these buildings have become
“containers for the victimization of their inhabitants".

Other building design mistakes include designing lobbies,
elevators, stairwells and other common public spaces which are
completely hidden from view. Suw¢h screened areas make perfect

hidding and attack areas from which criminals can and do operate.
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c., The Superblock Concept ~ Planners have decided that
by closing off city streets they can produce more ground which
can be used for recreation and open space. Closing off streets
and creating a superblock closes the interior spaces to natural
surveillance, which acts as a crime deterrent. Planners then com-
pound the problems of residents by facing the lobby entries of the
buildings onto the interior grounds. Returning home a resident
must leave the street and wind his way through undefined and

anonymous grounds to reach the front door of a building. It

would have been safer for him to go directly from the street to the

front door. Streets provide security in the form of prominent
paths for concentrated pedestrian and vehicular movements,
Windows and doorways when facing streets extend the zone of resi-
dent and police surveillance.
Political

Social decisions that have reinforced criminal behavior are
Urban Renewal, the concept of “Free Wheeling" Accessibility, and
the Housing Game of emphasizing quantity over quality.

a. Urban Renewal - The successes of urban renewal seen

twenty years later are modest indeed. Urban renewal required a
commitment to the grand scale destruction of low income tenements
" in every major American city. The destruction of densely occupied,

semi~deteriorated urban ghettos to create cleared land for new
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businesses anxd middle income housing, in turn created the need for
replacement housing for the poor. Such replacement housing was
often the poorly designed criminally vulnerable double loaded

corridor high rise.

b. "Free Wheeling Accessibility" -~ Much of the "free wheeling"

accessibility to the interior areas of public housing is probably
the result of a federal policy which states that projects by law
and tradition are open to all members of the urban community.
Because of this the interior of project buildings and grounds
suffer the unique distinction of being public in nature and yet
hidden from the public view. The problem is that a building
which is open to entry by anyone, and in which it is very difficult
to distinguish resident from intruder, is one which is criminally
vulnerable. Another problem is that parks which have not been
designed for controlled access often attract all the bums and addicts
from the neighborhood.

¢. The Housing Game of Quantity over Quality = Success for the

department responsible for building new housing is measured by
how many new units are buil£ each year and not by what kind of
units, how much they will cost tc maintain, how long they will
last or how satisfactory and safe a living environment they will
provide.

In addition to being concerned with how many units are being

built, government bureaucrats are putting these units in on sites
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either in the interior or at the periphery of urban ghettos in
clusters of high rise buildings. Their reasoning is that if new
low income housing is built at five to ten times the density of
the old, then the poor could be housed on small out of the way
portions of cleared land. The remaining land could then be reserved
for business and middle income housing. It is important to keep in
mind that the high rise apartment tower is primarily a byproduct
of the need to build at higher densities to justify inflated land
cgts. Also keep in mind that public housing is not built cheaply.
In fact, the cost per square foot of public housing at times equals
the cost per square foot of luxur& high rise housing.
Social

Social decisions that have reinforced criminal behavior
are the Differentiation of Public ’..xsing and Age and Economic
Mixing.

a. Differentiation of Public Housing- The stigma of poverty

and minority group membership has been stamped onto public housing.
It has been made to appear as different as possible from its
surroundings; it has been marked off as clearly as if by quarantine.
The attitude toward interior finishes and furnishings creates an
institutional atmosphere not unlike that achieved in the worst

hospitals and prisons.
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The differentiation of public housing (its image and
design) and the social characteristics of the resident population
makes such housing a vulnerable target of criminal activity. Also
the practice of closing off city streets for the purpose of
gaining open space creates a crime problem. AS we have mentioned
previously, the "rectangular grid" street pattern with its constant
flow of vehicular and pedestrain traffic provides an element of
safety for each dwelling unit.

b. Age and Economic Mixing - City planners for idealistic

motives not always thought through or formulated advocate economic
and age mixing in their housing developments. Their values and
notions are often little more *han utopian and may not be shared
by everyone.

The decision to house the poor and the old together in
large public housing ghettos was and is a mistake. Contrary to
many planners idealistic formulations, housing authority managers
find that most elderly prefer to live among themselves, away from
noisy children and from phyéically active teenagers in particular.
Often the greater the percentage of elderly in a project and the
greater the percentage of teenagers, the greater the crime rate.
The elderly tend to be easily victimized and so suffer a greater
number of crimes than do members of middle aged families.

Design Techniques to Improve Security

Defensible space design was a natural product of a different
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historical era. For a variety of reasons - ecomonic, social,
building and fire codes-this natural design would be difficult
to reporduce now without the use of special physical and

electronic means.

In our present era, principles that could be used

to increase security are to:

1. Intensify tenant surveillance of the grounds.

2. Reduce the public areas of the project by creating
a hierarchy of public, semi-~public and private areas
and paths.

3. Increase the sense of propriety felt by the residents.

4. Reduce the stigma of public housing and allow residents
to relate better to the surrounding community.

5. Reduce intergenerational conflict among residents.

6. Intensify the use of the more semipublic grounds of
the project in predictable and socidlly beneficial
ways and so encourage the areas of felt, tenant
responsibility.

Building Design

A building through its basic design can make evident to
criminals either that they will be seen everywhere they go and have
only one avenue of escape, or as in the case of the double loaded
corridor high rise building that they will be out of sight
continuélly and have a virtual maze in which to hide and escape.
One of the most important things in building design is to provide a

high visability for common public spaces such as elevators, lobbies
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and corridors. Designers should employ windows, abutting doors,
street setbacks, etc. to help provide such visability. It is
also important to face as many entries as possible to surrounding
streets. Also limit the number of families sharing and entry to
no more than six.

Planners should make use of designs that facilitate the
surveillance of outside areas from within so that tenants can
observe children at play and monitor the comings and goings of
residents and strangers. Proper positioning of windows will allow
residents to naturally survey their exterior and interior public

areas. :
It should be noted that where extensive redesign is not

possible, use of electronic surveillance equipment should be strongly
considered.
Site Planning

Through exterior site planning and interior building design
it is possible for an architect to subdivide a high density project
so that occupants and outsiders will perceive wvarious portions of
it as being under the sphere of influence of particular groups of-
occupants. The grounds ideally should be subdivided into building
clusters in which no more than 3 or 4 apartments will share a
commonly defined entry area. Reducing the number of apartment
units grouped together to share a collectively defined tenitary
and limiting the number of buildings that comprise a housing
project are extremely important factors in creating defensible
space and have been found to have much lower crime rates than
projects containing many buildings.
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Physical subdivisions, if clearly defined and related to
access paths, amenities and entries, encourage occupants to adopt

proprietary attitudes. The location within térritorially

assigned grounds of amenities such as play and sitting areas, washer-

dryer facilities and auto repair facilities will tend to give an

area a higher intensity of use and further support any initial claim

of territory. If these areas are juxtaposed to building entrances

then still another means has been created for facilitating the screen-

ing of potential intruders.

An additional technique that can be used to reduce crime is to

fence off the interior grounds of a project from all access other
than from the building proper. It is also desirable to restrict
entry to rear access paths to groups of 10~15 families by fencing
them off into a collective rear yard and to group apartment units
and their front entries around a central public square or parking
areas. |

Conclusion

The major conclusion of Newman's book is that planning
and design concepts will directly influence the rate of crime
within an area. His analysis of two housing projects, Brownsville
and Van Dyke, in New York City, supports his contention. The
design of the Brownsville project conformed to many of the tenents

of the defensible space theory while the design of the Van Dyke
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project violated most of these principles. Both projects had about
the same number of people and they were in the same socio-economic
grouping.

The Van Dyke homes were found to have 50 percent more total
crime incidents with over 3-1/2 times as many robberies and 64
percent more felonies, misdemeanors and offenses than Brownsville
homes. Even though the Brownsville project is an older project
beginning to suffer from natural decay, Van Dyke annually required
a total of 39 percent more maintenance work. Also Brownsville tenants
themselves played agreater role in seeing to the cleanliness of the
buildings.

The author also concludes that the location of a housing
project within a low crime community will benefit the housing
project residents appreciably. Large housing projects composed
only of high rise buildings and located in a high crime area are
the worst possible alternatives and will produce crime rates four
to five times that of small projects of low density located in

relatively low crime areas.
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CHAPTER XITT

PLANNING FOR ENVIRONMENTAL MODIFICATION

. Introduction

This chapter represents the theories and observations of
criminologist, C. Ray Jeffery, as expressed through his book,

Crime Prevention through Environmental Design. Mr. Jeffrey,

a strong opponent of our present criminal justice system,
believes that behavior modificaton through environmental control
is the only way in which crime will be significantly reduced.

The chapter which consists entirely of gquotations from Mr.
Jeffery's book is intended to both spark discussion on the adequacy
and effectiveness of our present criminal justice system and
to help us analyze the feasibility of switching to a criminal ‘justice

|

system based on crime prevention through environmental modification.

Quotations

1. We have devoted thousands of pages and man-hours to
analyzing criminals and the institutions designed for them after
theycommit crimes but almost nothing for before they commit crimes.

2. The positivist school which emphasizes the rehabilitation
of individual offenders is based on the assumptions which are listed
below (This is the school of thought emphasized now) .

a. Criminology studies the character of the individual

offender, not the character of the environment in which
crimes are committed.
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b. Rehabilitation of the individual offender is the
major goal of American correctional practices.

c. Individual offenders can be rehabilitated through
the application of psychiatric, psychological, and
sociological concepts.

d. Punishment is not a successful means to change
human behavior, and deterrence as a goal of criminal
justice must be rejected.

e. The causes of crime lie in the past experiences
and heredity of criminals.

£. Criminal behavior can be controlled through the
manipulation of noncriminal behavior via therapy,
reeducation, and job training.

g. Criminology is concerned with treatment after
the criminal act, rather than with prevention and con-

~ trol before the criminal act is committed.

3.

argue that:

h. Services to individuals with problems are more
valuable than basic scientific research when it
comes to controlling criminal behavior.

In contrast to the above assumptions C. Ray Jeffery will

a. Crime cannot be controlled through measures designed
for the individual offender, but can be controlled only
through the manipulation of the environment where

crimes occur.

b. Prevention and not rehabilitation must be the major
concern of criminologists.

c. Given our present state of scientific knowledge
about human behavior, we do not know how to rehabilitate
offenders.

d. Punishment is a powerful means for controlling
human behavior.

e. The causes of crime are to be found in responses of
individuals to present environmental conditions and
future consequences of such behavior.
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f. Criminal behavior must be controlled directly through
measures which influence the criminal behavior itself.

g. Crime control programs must focus on crime before it
occurs, not after it has occurred.

h. Criminology must shift from a service orientation to
a scientifically based research orientation.

4. Direct controls of crime include only those which reduce
environmental opportunities for crimes. Indirect controls include
all other measures such as job training, remedial education, police
surveillance, police apprehension, court action, imprisonment,
probation and parole.

5. It is economically les$ expensive to design an environ-
ment in which crimes are not possible than to rehabilitate all
who have the opportunity to commit crimes.

6. Punishment is effective in controlling and shaping
behavior yet it is ineffective as used by the criminal law because:

a. Few criminal acts are ever punished.

b. The time gap between the criminal act and the punish-
ment is too great.

c. The legal system creates avoidance and escape re-
sponse systemn.

d. The criminal act pairs a reinforced conseguence with
a punished conseguence.

e. The punishment for a criminal act is often ineffective.
7. Physical punishment is the worst type since it brutalizes

both the punisher and the person punished. New types of punishment
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must be found which are negative in nature removing from the
criminal something he values. Deprivation of liberty is effective
on some people but not all.

8. Criminal law has been weakened by making it an instru-
ment of social reform and social welfare. By overloading the cri-
minal system with new laws designed to care for the poor, unwed
mothers, dependent and neglected children, vagrants, alcoholics
and sex perverts, we not only are failing to render effective
social justice but are corrupting the system of criminal justice
so that it is unable to perform successfully its legitimate func-
tions of social control.

9. Law enforcement system has been seriously wezakened by
the move from deterrence to treatment, for we no longer attempt
to prevent crimes rather we attempt to cure criminals.

10. How efficient are the police-~-

2,780,000 - reported crimes

Funnel 727,000 - arrests
Effect 160,000 - sentenced ‘
63,000 - prison

It is obvious that the police neither prevent nor control

crime.

11. Punishment does deter; however, most c¢riminals are not

punished by the legal process for their criminal acts.
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12. In order to control human behavior, we must be sys-
tematic in the application of the consequences.

13. The emphasis in some or even many criminal cases
has shifted from the guilit of the offender to the behavior of
the police. A defendant can go free if the police misbehave.

We therefore, control neithexr the police nor the criminal by
legal procedures. If we want to shape behavior we must use
a reward/punishment system with the police as well as with
criminals. |

14. If we had the technological means to detect and
capture criminals, we would nét need a large police force or a
large court system to arrest, prosecute and convict c¢riminals.

We need to develop a system so that as soon as a man commits a
crime, he is apprehended, convicted and sentenced by the scienti-
fic evidence. Scientific evidence is used in less than 5% of
the criminal cases.

15. If punishment must be swift and certain to be
effective, then the court system defeats the whole pufpose of
the administration of criminal justice.

16. Logical conclusion of the positivist theory. A murderer

could be released as cured one day after conviction, whereby an
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exhibitionist could be institutionalized until cured, even if this
meant for life in a mental institution. The whole issue boils down
~to the effectiveness of punishment vs the effectiveness of treatment.

17. The judicial system as it now functions has sacrificed
deterrence for treatment without either reforming criminals
or protecting the basic civil liberties of the accused. The
courts have contributed their fair share to the deterioration of the
criminal law as an effective instrument of social control.

18. The fact to be faced is that less than five percent
(probably two percent or less) of all known criminals are imprisoned.
The threat of imprisonment is very weak and in the far distant
future.

19. It is widely maintained among professional criminolo-
gists that prisons are a failure. The impact of imprisonment on
human behavior is more damaging than any potential benefits which
might be derived from its use. Sixty percent of those offenders
arrested for federal offenses were rearrested within four years.

20. The present philosophy is the old philosophy we have
criticized throughout-that is, changing the individual offender,
and not the environment. Until the environment in which crimes are
committed is changed, no great reduction in the crime rate will
occur. Prisons are violent places, where murder, assault, robbery
and rape are common events. Even the security system of a prison

does not prevent crimes.
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21. Imprisonment is weak because there is no way to
control good behavior. If a man has little to lose, he is harder
to control than if he had a great deal to lose. To be effective
punishment must be applied and rewards must be available for al-
ternative behaviors.

22. Criminal behavior has been explained in terms of the
individual offender and his psychological, biological and socio-
logical traits. Such a view of behavior ignores the environment
in which crimes occur and it ignores the fact that behavior is
determined by present environmental conditions and future conse-
guences rather than by past experiences.

23. The prevalent idea of criminal illness is highly mis-
leading. Criminals are not generally neurotic, psychotic ox
psychopathic.

24. The application of psychotherapy to the rehabilitation
of criminals and delinguents has not been successful. Rehabilita-
tive prison programs based on a therapeutic model have been used
throughout the nation's penal system, but without any measurable
impact on the recidivism rate.

25. One of the major developments in the handling of
behavioral disorders is to have ex-criminals or ex-addicts act as
therapists. Nonprofessional personnel have a greater dégree of
influence on inmates of prisons and mental hospitals than do the
professional staff of psychologists, psychiatrists and social

workers. The professional psychiatrist or social worker 'usually
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reinforces sick behavior with his sympathy, love and understanding,
whereas the ex-addict shows no mercy to the addict. Addict like
behavior is punished rather than reinforced.

26. BAnyone who believes that the relief of poverty will
bring a decrease in crime is in for some kind of.disappointment‘
Criminal opportunities, the sheer frequency with which situations
present themselves make crime both tempting and easy.

27. Three means are available for obtaining income: legi-
timate work, crime and welfare.

28. Low income, not unemployment, housing, medical care or
the like is the crucial variable we must manipulate to reduce crime
and delinquency. Crime within this framework of analysis is a means
to money and material goods.

29. The desire to reduce poverty via increased opportunities
is a noble ambitious and worthwhile goal, but it should not be
confused with crime prevention and control.

30. I have learned to undertake reform of the environment
and not to try to reform man. If we design the environment properly,
it will permit man and child to develop safely and to behave logi-
cally. (Buckminster Fuller).

31. 7The thesis of the book is that criminal behavior can
be controlled only by direct controls designed to control e¢riminal
behaviof, not through therapy, antipoverty programs, or other such

indirect measures.
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32. Our welfare system has created a cycle of dependence
and poverty which has grown tremendously over the pastvthirty years.

33. 1If crime can be viewed as a substitute for employment
and a means to income then welfare is a means to income without
working.

34. Today's revolutionary concept is that man's behavior
can be studied and explained, in objective terms without any
necessary reference to supernatural or spiritual or ﬁentalistic
entities.

35. Behavior is a mediating process, of the way in which the
organism adjusts or adapts to the environment. It is also a decision
process, based on past and present experiences which are used to
adapt to the environment through changing the environment of the
future. In short, behavior is adaption of the organism to the
environment.

36. Criminal behavior involves four elements:

(a) the reinforcement available from the criminal act,

(b) the risk involved in the commission of the crime,

(c) the past conditioning history of the individual
involved, and

(d) the opportunity structure to commit the act.

37. Crime is located in the environment, not in the indivi-

dual. There are no criminals, only environmental circumstances
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which result in criminal behavior. Given the proper environmental
structure anyone will be a criminal or a noncriminal.

38. We can see behavior, we can touch it and measure it--
and we can control it. Behavioral therapy works by rewarding
desired behavior and by punishing undesired behavior.

39, Is it kind to keep patients locked up for years in
bleak, grey wards when being momentarily strict or even cruel to
them will help get them out of hospitals in weeks or days or even
minutes.

40. The clinicigm does not deal with criminal behavior; he
deals with psychic conflict and motives. The sociologist does not

deal with criminal behavior; he deals with poverty, racial discri-

mination, unemployment and delinquent associations. The behaviorist

regards criminal behavior as the problem with which he must deal.
41. What is suggested is that we completely overhaul the
environment in which behavior occurs in order to prevent in
the future the types of behavior we wish to control (poverty,
crime, alcoholism, mental illness, and the like).
42. Science goes from cause to effect; clinical and
statistical studies go from effect to cause.
43. The fact that criminals come from backgrounds of

poverty does not prove that poverty causes crime. The analysis
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of causation is perhaps the weakest link in the total discussion
of crime prevention and control.

44. What variables do we alter or control in order to
reduce crime and delinquency. Do we alter unemployment, personality
development, discrimination and segregation, urban slum conditions or
what? We must know the influence of one variable on another before
we can start to plan an effective program for social rehabilitation.
If we pass social welfare regulations which force men out
of the homes, do we solve the problemor contribute to its further
growth? If we pay mothers for illegitimate children do we increase
or decrease the illegitimacy rate?

45. The prevention and control of crime is predicated
upon the prior discovery of scientific relationships between
crime and environmental variables.

46. The use of science and technology in todays system is
inadequate. If science and technology are to reduce crime then
a system with the following capabilities must be developed.

(a) It must be based on a science of behavior.

(b) It must be designed to control criminal behavior,
not welfare, poverty, education, etc.

(c) Prevention must replace detection, prosecution,

and imprisonment of criminals after they have
become criminals. '

(d) It must alter the environment in which crimes are
committed. Criminal behavior will occur so long
as the environment producing the behavior is
allowed to exist.

(e) It must be designed to minimize the unanticipated
future consequences that now accompany so many of
our social action programs.
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47. To control criminal behavior we must remove the
rewards from criminality while at the same time reinforcing lawful
behavior. Criminal behavior is maintained by the material and social
rewards which come from it, and if such behavior is no longer
rewarded, it will cease.

48. The most efficient way to eliminate a criminal act is
to remove the possibility of reward by means of environmental
engineering. The next best way to eliminate a c¢riminal act is
to increase the threat of punishment, however the inéffective use
of punishment leads to ineffective results. The punishment
used must be negative -i.e. the rémoval of a stimulus desired
by the punished person. Imprisonment must be replaced with loss
of monetary or social rewards.

49. A vast majority of property offenses are committed
because security measures are lax or nonexistent. The crime
rate is a direct result of the number of opportunities for crimes
existing in the community.

50. Victims cause crime in the sense that they set up
the opportunity for the crime to be committed. By changing the
behavior of the potential victim, we can reduce the crime rate.

51. Environmental changes that might apply to controlling
crimes against property can be classified as (a) alarm and surveil-
lance systems (b) urban design (&) environment and behavior and

(d) citizen participation.
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52. The welfare system not only does not rehabilitate
people, but it destroys the incentives to become productive.
If a man is paid for not working, why should he work. We must
establish a policy of full employment and with it we must control
the nonproductive means to income ~ crime and welfare.

53. The new model is based on prevention before the
crime has been committed through environmental and behavioral
engineering. The old model channels new criminals and recidivists
back into the system, whereas the new model channels new criminals
and recidivists out of the old system and into the new prevention.

54. Systems analysis can help us see the interrelatedness
of the parts to the whole system, or the consequences of action in
one part of the system on the system as a whole. For example,
increasing the efficiency of the police without also increasing
the capabilities of the courts and correctional parts of the
justice system not only will not aid in the fight against crime
but will further burden the courts and corrections to the point
they would stop functioning.

55. The alternative means to control crime have been
spelled out as (a) police, courts, and corrections or (b) urban
planning and design, science and technology, and environmental

behavioral control.
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56. The decision to commit a crime is made in terms
of the potential payoff versus potential loss. If the person
decides the odds favor the payoff he will commit the crime.
If he is aware of some potential danger, he will decide in
favor of temporarily bypassing the opportunity.

57. Little or no money goes to support basic behavioral
research.

58. The men hired to run our criminal justice programs
are the same men who have failed in the past to contfol crime. They
are intellectuals and scientists who enter public service as govern-
‘ment employees and are corrupted and frustrated by the

bureacracy.

59, The real evil is the indeterminate sentence.
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COMPUTER DATA STORAGE
(An Example)

One of the crime analyst's biggest jobs is the organization
of data for analysis. The electronic computer may be of most
use to the analyst as a data storage and retrieval system. By
use of the speed at which data can be recovered from the storage
devices and by using the programming languages of the computer
to sort information prior to print out, the analyst can save
many hours of "clerical" work and concentrate on analysis
and interpretation.

Figure 1 is an example of how a computer can "converse'"
for input of data on a burglary. The information typed by the
person entering data is underlined. Xeep in mind that a computer
programmer is responsible for the conversation. We do not want
to give the impression that the computer is really "talking".
Notice how easy it is to enter a report to the computer's file.
In practice, a simplified code similar to those previously
discussed, would most probably be used in order to speed up the
data entry.

Figure 2 shows how a computer can sort information out of
a file, based upon input from‘the analyst. Again the entry is

conversational and easily understood.



BASIC
GOo: _
{.D OR NEW FILE: POL+«+QLD

FILE NAME: POLICFE

FILE IDENTIFIER OR “RESTART': 7928
COPLED FILE POL I CE

READY

READPF 4016 POLFILE

COPIED FILE POLFILE

REALDY

RN 4

POLICE RECQORDS: VERSION 041775

FLEASE ENTER THE CODE TO ACCESS TH1S PROGRAM. 114

D0 YOU WISH TO ADD A RECORD? Y
POLICE RECORDS: INSERTING!
INTO WHICH DISTRICT DO YOU WISH TO INSERT THE RECOFD (1-8)7 4
INSERTING INTO DISTRICT 4 .
H.EASE ENTER THE TYPE OF RESIDENCE AS FOLLOWS:
¢ APARMENT
2« SINGLE FaMILY HOUSE
3+« MULTI-FAMILY HOUSE
4¢ TRAILOR
4
INTER THE LOCATION (MAX. 1 LINE)s
L7 NOBTH 16TH STREET
INTER THE DAYS OF THE WEEK WHEN THE CRIME TOOK PFLACE.
USING THE FOLLOWING CODE:

1« SUNDAY 2. MONDAY 3« TUESDAY 4.  VWEINESDAY
5« THURSDAY 6« - FRI DAY 7. SATURDAY

BTER A TWQ DIGIT NUMBER WITH THE FIRST DIGIT BEING WHEN
HE CRIME MAY HAVE STARTEI» AND THE SECOND WHEN IT IS
BELIEVED TO HAVE STOPPED. FOR EXAMILE» I¥ THE CRIME MaAY
HAVE OCCURED ANYTIME BETWEEN MONDAY ANL FRI DAY, THEN THE
CODE WOULD BE AS FOLLOWS: 26
67
ENTER THE TIME WHEN THE CRIME MAY HAVE BEGIN AND THE TIME
WEN IT STOPPED (MILITARY TIME). EX: 1700, 1900
1000, 2100
BTER THE DATE WHEN THE CRIME BEGAN IN THE FOLLOWING FORM:

EXAMFALE: DD, MM, YYYY

14,9, 1954 WOULD BE SEPT. 14, 1954. 4y 4 1975

Figure 1
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NOW INPUT THE METHOD OF ENTRY (MAX. 50 CHAR.)

L

KICKED IN THE BACK DOOR.

NOW INPUT COMMENTS (VEHICLE, SUSPECT)s MAXIMUM S50
GHiARACTERS PER LINE, 5 LINES. 1IF YOU DO NOT NEDD ALL
S5 THE TYPE A '-* ON EACH LINE.

g

SUSPECT: SUT+«STUDENT OF SOUTHVWEST TEXAS STATE.

TOTAL, VALUE OF STOLEN ARTICLES = $200.

VERIFY YOUR DATA.

I STRICT

P

REPORT
RESI DENCE DAY S TIME DATE
TRAILOR FRI- 1000 aM. 4 4 1975
SAT 900 R1.

ADDRESS
EN TRY

- e B G G S S R S W NN RS IR WO G S R WS R W R S D A WP A A 6 B NP Gy et s M Sae B

:3817 NORTH 16TH STREET
tKICKED IN THE BACK DOOR.

COMMENT :VEHICLE: WHITE MUSTANG

D8 YOU WISH TO
NOT INSERTING!

t SUSPECT: SSTUDENT OF SOUTHWEST TEXAS STATE.

: TOTAL VALUE OF STOLEN ARTICLES = $200.

et e T g R Y et e

INSERT THE RECORD INTO THE FILE? N

Figure 1 (Continued)



D0 YOU WISH TO ADD A RECORD? N_
IO YOU WISH TO VITHDRAW INFORMATION? Y

WE ARE CURRENTLY ABLE TO SORT RECORDS ON 7 ITEMS.

YOU MAY SORT ON JUST 1 OR YOU MAY SORT ON ALL 7 OR

YOU MAY SORT ON ANY NUWMBER IN BETWEEN.

WVHEN I ASK IF YOU WISH TO SORT ON A CERTAIN IYEM FLEASE
RESPOND WITH YES OR NO.

L STRICTS?N

RESIDENCE?N

DAYS OF THE WEEK? Y

INTER THE CODE AS FOLLOWS:

1« SUNDAY 2. MON DAY 3. TUESDAY 4. WEINESDAY
5. THURSDAY 6+ FRI DAY 7. SATURDAY

INPUT A4 TWO DIGLT NUMBER. EX. 26 = MON-FRI 34
TIME? N

DAY OF THE DATE?  N_

MONTH OF THE DATE? _AL
YEAR OF THE DATE? N
INPUT OF INFORMATION COMFLETE!

REPORT

DI STRICT " RESIDINCE DAY S TIME DATE

1 APART. SUN~ 1 A, 1 1 1975
SAT 1200 PM.

ADDRESS :516 BROADWAY, CORPUS CHRISTI TX. 78415
ENTRY :BROKEN LOCK ON THE SIDE DOOR.
COMMENT s VEHICLE: 1068 FORD CONVERTARLE
¢ SUSPECT: 2 WHITE mALES.
: THE PEOH.E WERE OGN VACATION. THEIR NEIGHBORS
$t SAW TWO MEN LOOKING AROUND THE YARD ABOUT
sNOON THE DAY BEFJRE.

S D, A e T KN Y RS W S R S B T A AR R S WA RO SN MDD G W N e W a0 W NP G e S e e

2 S HOUSE MON- 1200 AaM. 2 2 1975
FRI 1200 R1.

ADDRESS : 5209 LAMP POST LANE SAN MARCOSe.
ENTRY :BROKEN WINDOW
COMMENT tVEMICLE~ UNKNOWN
* SUSPECT- UNKNOW

:REFER TO REPORT 24464 FOR DETAIL INFORMATION.
THAT IS ALL THE RECORDS!

END -~ POLICE RECORDS

D0 YOU WISH TO ADD A RECORD? N

D0 YOU WISH TO WITHDRAV INFORMATION? N

READY -

Figure 2
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