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I. l'~'l'RODUCTION 

In 1973
J

Congress amended the Omnibus Crime Control and Safe 

Str{~ct Act of 1968 to providc/,' in Section 524b (42 USC 37716), 

for the collection, storage, and dissemination of criminal 

history record information maint~ined in records systems which 

received financial support under Title 1 of the amend~d Act. 

r nIl .... [OTTo\\,"- up'· a~cfiorf-;-t1i"e-D·epal'-'Errie11:1:6xJU'·rttt~"thTou-g-h"l:rrA"e~· --"'""-~-
I 

La"", Enforcement AS'sistance Administration (LE.A..A), published 

regulations implementing Section 524b in the Federal Register. 

These Regulations, effective since June 19, 1975, are included 

in th~ Code of Federal Regulations (Title 28, Chapter 1, Part 20). 

The nC\~ Regulations set forth standards applying to all criminal 

jus 1'3 ce infoTlp.ation sys tems '''hi'ch s tore criminal his tory recO'l:d 

information and ",hich have received LEAA funding support since 

Jul)" 1973. While some parts of the"Regulations are in-:.:ended to 
. 

be fUlly operational ",ith the submission of the State.Privacy 

Plan, all parts of the Regulations are cxpected to be fully 

implemented by December 31, 1977. 

The Regulations specify that each State, where applicable, must 

submit a Privacy Plan by March 16, 1976. This document presents 

tho Privacy Plan of the District of Columbia Government for 

tho Content areas of criminal history record safeguards and 

practlces. The Plan is responsive to Federal Regulations and 

l'e.t]octs the cUTrent' st,atus of the District's activities in -. 

• 

. ", 

" 

, . . .. 



-.---

\ 
\ I 

:. : 

,­
" , . 

. " . /' 

- 2 -

these content areas. The S~curity and Dissemination portions 

of the Privacy Plan will be submitted at a later date. The 

purpose of this document is to detail the steps which the 

District of Columbia will take to comply with all regUlatory 

requirements (except Security and Dissemination) by December 

31,1977 . 

......,... c== .. ='. i;:=e - ===-=-%7==--'-

The Mayor of the District of Columbia created a Privacy Revie\'! 

Committee and invested this body with the authority and respon­

sibility for development o~ the District's Privacy Plan. In 

addition, the Plan is subject to the review of the District's 

. Criminal Justice Coordinating Board i:lhich includes representa~ 

tives from the city's criminal justice community. At the request 

o£.the Privacy Review Committee, the basic research necessary to 

develop' this Plan was conducted by the staff 9f the District of 

Columbia State Planning Agency Ci. e. " the Office of Crindnal 

Justice Plans and Analysis) in collaboration lqith representatives 

of the criminal justice agencies impacted by the Regulations. 

( 

" 

• 
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II. THE CENTRAL STATE REPOSITORY 

Although the .Regulations fall short of mandating that each State 

establish a central repository for complete and comprehensive . 

criminal history information, it is clear that the intent is to 

firmly fix some point of ultimate responsibility for record 

"'------;irrte g);" iL;Y"';--T-r-f.-S-a:-1:s-oCl"~ar~tna~ne~c ernr cITO a"t a bas e en'­

\ 
\ I 

visioned by the Regulations is .the ~BTS/CCH system~as concept~ally 

delineated by PROJECT SEARCH documents and the LEAA Comprehensive 

Data·System Program Guidelines. Where central repositories do . 

not exist, s ta tes are encouraged to develbp t,hem. Where they do 

exist, they must be so designated for purposes of the Regulations. 

A. Authority 

The District of 'Columbia Government has the necessary 

legislative authority relating to the collection, mainten-

ance, and storage of criminal history records in a centralized 

location. Under § 4-l34a of the D.C. Code, the Metr6politan 
. 

Police Department (NPD) is vested with central custody of 

criminal records. 

" ••. [T]he Metropolitan Police force shall keep a record 
of each case in which an individual in the custody of 
any police force or of the Uni~ed States Marshal is 
charged ·' .... i th having commit ted a criminal offense in the 
District (except those traffic violations and other 
petty offenses to which the District of Columbia Council 
determines this section shall not apply) .11 
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This section of the D.C. Code also describes the ~lements of the 

criminal history recotd which are to be submitted to the MPD: 

including, the original and subsequent charges lodged against 

the individual, judgment ~f innocence or guilt by the courts, 
.. ""'~ ......... - - ... -......... ----.- .. -.--.... ----~ .... - ---.... -._ ... - ..... -'"-.. ~- .. ~---- .. ---~ ... --..... -.-... --~---- -~- ...... - .. ~,- ...... _,--,-,. 

, sentence if convicted, confinement to a 'correctional· institution, 
- .. "'.-:. .......... .. 

" - ~ .... - .......... -_."""'. anc1-t-he-s1:lb-s-eq ueFl-t~T~le as e 't~rom:-;-."" ~---""""""""""~-=----"""'---"""-""-'-""""'''--'-~ 

The D.C. Code § 4-134:l(b) further stipula~es that: 

. "The Attorney General, the Corporation Counsel, the 
Uni ted States Commissione.r for the District, the Clerk 
of the District Court, the Clerk of the Superior .Court 
of the Dis trict of Columbia, and th'e' Director of the 
Department of Corrections shall furnish the Chief of 
Police }vi th such information as the Commissioner (Hayor) 
of the District of Columbia considers necessary to en­
able the Metropolitan Police force to carry out this 
section." . 

§ 4-l34c also mandates that notice shall be given to the MPD of 

the authorized release of prisoners by the District Board of 

Parole, and D.C. Department of Corrections, and the U.S. Board 

of Parole. In addition, routine notification is given to the 

MPD concerning persons ''lho have escaped from correctional in­

stitutions and other fugitives from justice. 
--;,.. 

One reason for establishing a central records repository 'vas a 

recognized need for~ntralization, due to the co-existence of 

various federal and local criminal justice agencies in the 

District. 
\ 

Several police agencies contribute to the ~otal law 

enforcement of the city, c .. g., U.S. Park Police, Zoo. Police, 

o 
, . 
~''''J ... , . , 

, '·~""·mMH!!I'J'I_M.<iSi«Iiiifl~l!!\'«'l'!"dF.r~,. ___ ~; '!'I"'Jr ''',~~.I'-~~~,,';;' ~.,'l",j""".N~l>.t.\!.¢'.5."~,Ui@$$li'l:l~':"':!i%,jH2!,~#"~~"" 
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.and the Executive Protective Service. In the area of the courts, 

crimes committed agains t the Federal and D. C. lai'ls come under the 

jurisdiction of the U.S. District Court and.the D.C. Superior 

Court respectively. It can happen that criminal cases on the 

same individuals aTe concurrently active in both court systems. 

In corrections and parole, the exchange of offenders between 

federal and local corrections institutions, and between the U.S. 

Parole Board and the D.C. Parole Board has long been a practice. 

Given such an environment, the ~dvantage of establishing a 

central records' sourc~ to enhance the city's criminal justice 

system is apparent. 

Th~s, the legi~lative authority necessary to estab~ish a central 

state repository already exists in the District of Columbia. 
'. 

Further, this authority has been vested in the ce.ntral records 

system of the Metropolitan Police Department .. 

B. Current Status of the Central Repository 

The Metropolitan Police Department currently maintains various 

internal record systems and files which contain criminal history 
/ 

information. Some files serve specialized la1tf enforcement func-

tions and do not constitute an aggregated criminal history (e.g., 

warrant files). Portions of MPD records are manual, partially 

automated, or complet'el)~ automated. Presently J the most complete 
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file of criminal history information is maintained in the manual 

records of the ~WD Identification and, Records Division. 

The Identification and Records Division maintains extensive 

- - -historical information relating to criminal charges and sub-

--------s~ue-nt--.d-i.s.p_os.i--t.io.ns on ,j ndjvi dllal S -ar.x:..e..sted bV.\iPD in. the 

" , 

District of Columbia. Records for felonies and serious mis-

\ demeanors are supported by fingerprint identification and a 
\ I 

unique number is assigned to an individual's record. Historically, 

three sets of criminal history files '<lere maintained for law en­

forcement purposes. 

Since August 1974, with the assistance of a grant from the Law 

Enforcement Assistance Administration CLEM), the MPD has been 

consolidating the manual records into one central file which 

would conta"in the mos t complete and accurate info'rma tion on 

criminal histories available. Additional~y, the manual records 

are be~ng copied to microfiche to allow more rapid recor~ access 

and retrieval. In preparation for a computerized criminal 

history (CCH) system, the consolidation of information int~ one 

file was accompanied by the implementation of a~ automated 

Identification Index which contains the basic identifying infor-

mation on all persons arrested by the MPD. 
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,c. Proposed Development 

. \ ... 
\ ! " 

In July, 1975, the District of Columbia Government received an 

LEAA grant for the development and implementation of an Offender. 

Based Transaction Statistics (OBTS)/Computerized Criminal History 

(CCH) System. Funded by the LEAA Comprehensive Data System (CDS) 

··pr~ogT·a.ni ;- th-e-dtrrS""TCCH'"""'"grarrt:wa'S'""1rw-a-r"c:t-ed to' the Offi ce-0f--Gr-im-ina-:l:l~--., 

Justice Plans and Analysis (OCJPA) with the latter agency sub-

granting funds to the participating criminal justice agencies as 

necessary for system development and implementation, SubgTant 

agenc~es include the MPD, the D.C. Bail Agency, D.C. Department 

of Corrections, the D.C. Parole Board, and the Office of Crime. 

Analysis. 

, 

Although precluded from receiving LEAA funding support by virtue 

of its Federal status, the United States Attorney's Office (USAO) 

6f the Department of Jus t±Cf?, 1vhich prosecutes felonies. and maj or 

misdemeanors under the D.C. Code, has agr~ed to participate in 

the OBTS/CCH system. The USAO's computerized informaticn system, 

PROJ-IIS, captures court-related data pertaining to both District and 

Federal offenses committed in the city. 

The Office of Crime Analysis (OCA), a division of the Office of 

Criminal Justice Plans and Analysis, has been assigne~ respon­

sibility for coordinating the activities required to build the 

OBTS/CCH system. On'e of the key obj cctives of the proposed OBTS/ 

cell System is to provide timely, accurate, and comprehensive 
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criminal history information to criminal justice agencies with 

a need to know. 

As described in the D.C. Criminal Justice Information System 

Master Pla~, the OBTS/CCA System wili directly provide automated 

-, s erv i'c e s "'rela'featotnecoI1 e ct J. 0 n , ;"!rr01.ra-g-e, amI d-j 5 S em±rriItion~---"""'" 

of criminal history information to all authorized cri~inal justice 

agen~ies. Consis~ent with the Regulations, the system will 

acquire information concerning all dispositional transactions 

from ~he criminal justice agencies necessary to insure the com­

pleteness and accuracy of criminal ~istory information. Each 

participating agency will submit·information.that describes the 
.' 

individual's latest status at each stage bf th'e criminal justice 

process. 

The OBTS/CCH System is in the early stages of development and it 

is anticipated that the system will require eighteen to.twenty­

four months to become operational. 
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III. COMPLETENESS AND TUIELINESS OF CRIMINAL HISTORY RECORDS 

A. Background and Definitions 

Section 524(b) of the Safe Streets Act of 1973 requires that 

, 

, 
l 
t 

automated criminal history record information be kept current t 

-~--'---'~-------""''''''''''·~ancr·tha f-d'fSpos1tl"on··a-ata'-beTncTi:tc1eCl--wl'-tn-"-ci.'r'restcnifa~to"'~fh-:=e-~-'-'---·t 

maximum extent feasible. The Federal Regulations establish 

stan,dards by requiring tha t \'1i til respect to arrests occuring 

after June 19, 1975, "to the maximum extent feasib1E1:1 dis­

posit~ons must be reported to the central state repository 

wi thin 90 days of the time ''1hen they occur. Disposi tions mus t 

also be reported as quickly as possible to any other facility 
.' 

which disseminates criminal historY' records. ·As a further 

measure to insure that only the most complete uata is disseminated, 

th.e Federal Regulations require that, except in cases where "time 

is of the essence" and requisite response cannot be obtained with 

suffici.ent speed, disseminees must query the central state 

repository with regard to open or new arrests prior to disseminat-

ing criminal history data outside the agency. 

The '-lOrd "dispos i tion" is defined in Section' 20.3 (e) of the 

Regulations to mean "Information disclosing that criminal 

proceedings have been concluded ... " The intent of this section 

is to acquire and record significant events concerning an 

·1 
I 



.. 
• f 

. \ 

- 10 -

arrestee/defendant/offender as he passes thFough the criminal 

justice proce~s from entry into the system to eventual exit 

from the system. 

The word "dissemination" is not defined in the Federal Regulations~ 

.--'---NOi1tBVer,,--t-he--a-e·e-ompanying .. ins tr.uc.tions_d.efiu.e_th.e ,'[oI,"d,-1Q....!!!..e_a_n~a:.:..-____ ---.. ..... 

transmission of criminal history data to "agencies other than the 

criminal justice agency whjch maintains criminal history record 

information."l Thus, intra--agency transfers of information would 

. not normally constitute a dissemination except in the unusual 

c~se where there is an intra-agency transfer of data from a criminal 

justice sub-component to a non-criminal justice sUb-component of 

the same agency. For purposes of the "query befqre dissemination ll 

rule, the instructions also indicate that transfers of information 

relating only to a charge in process do not constitute dissemination, 

'provided that in the particular circumstances "it is clear ... that 

no disposition has occurred. 1I2 

The term "criminal justice agency" means either a court or govcrn-

mental age.ncy (or sub-uni t thereof) "which performs the administra­

tion of criminal justice pursuant to (state) s~atute 6r (state) 

executive order and which allocates a sUbstantial part of its 

annual budget to the administration of criminal justice," 

lpriv3cy'and Security Planning instructi6n, published June 30, 1975 
by LEAA, p.21. 

2 
Ibid .) p , 21 , 

... 
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(Federal Regulations, Section 20.3(c). The word "substantial" has 

been defined to mean in excess of 50 percent of the annual budget. 3 

Whatever accounting methods may be used to reach the SO percent 

figures, the Commentary to the Federal Regulations indicates that 

~t;'quarr:f); -a"sa -tttrtrina·l'"'i-us-t~c~~a.g..e.nc.y_~~ enc"m!ls"~ p~rform, 
/ 

as its principal function, one of the functions comprising the 

administration of criminal justice as defined in Section 20.3(d). 

As the definition of criminal hi~tory record in Section 20.3(b) 

indicatei, the ter~ refe~s to information collected by criminal 

justice agencie~ relating to individuals "consist.ing of identifi­

able description!? and notations of- arrest ... indictments, informa­

tion or other formal criminal charges and any disposition arising 

therefrom, sentencing, correctional supervision and release." On 

page ~,the Instructions state that the definition was intended to 

cover all of the standard 'OBTS/CCH (Offender Based Tran~action 

Statisti~s/Computerized Criminal History) data elements. Of per­

haps greater significance, the Instructions indicate that even 

''lhen the r"elevant data elements occur outside their normal CCH 

setting, they nevertheless fall within the scope of the Federal 

Regulations. Thus, all agencies which maintain records containing 

"notations" of citizens' prior criminal involvement may. parti-

cularly if they have received financial help from LEA-a\. for the col-

lection. storage, or dissemination of su~h records since July of 

1973 -~ be subject to the regulatory requirements . 

3 Ibid.,p.S 

I 

f 
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B. Criminal Justice System Components 

1. 'Police 

-lfuen an arrest is made for a serious misdemeanor or felony, the 

defendant's fingerprints are taken by the Identif~cation and 

Records Division of ~WD. After a defendant's initial arrest, a 

unique number called a PDID number is assigned.' 

If the individual should be rearrested at a future date, the same 

number ,,,ould be used. In this way, Hone-person-one-number" allows 

for linkage between previous and future contacts with the criminal 

justice system. The PDID number is also the basis for tracking 

the individual's contac~, if any, with other components of the 

criminal justice syste~ and it is the unique identifier forming 
I 

-the cornerstone of the District's proposed OBTS/CCH system_ All 

new entries are also entered in the automated Identification Index. 

Once the fingerprint card and the accompanying charge notation are 

;,;--



, . 

., 

J 

-13-

filed with MPD central records, a Police-Prosecutor Report (Form 

163) is filed with the Uni~ed States Attorney's Office or Corpora­

tion Counsel for further processing of the case with both the 

police and the prosecutor maintaining separate file copies. 

2. Prosecution 

Upon reception of Form 163, the prosecutor reviews the initial 

charges and reaches a determination of w'hether to prosecute . 
. , . 

The dispos i tion \v-hether it res'ul ts in proces sing or 

. dropping a case,is recorded in both the manual and automated systems 

of the prosecutor's office. This offic'e submits the fingerprint 

card and charge notations to the FBI to check '.;he'ther the defendant 

is a "TIlUl ti-state offender. 4 While the case is be.ing processed by 

the prosecutor, entries are made into the automated system, the 

Pl'osecutor' 5 Nanagement Information Sy'stem (PROl'-IIS). Transactions 

regarding pros~cutorial and court processing are transmitted to 

the ~WD central repository to insure completeness and accuracy of 

criminal 'record information. 

3. 'Courts 

Each criminal case entering the Superior Court is assigned a court 

docket number by the Clerk. This number serves as the tracking 

4A recent court decision prohibits the MPD from routinely disseni­
nating arrest records to the FBI except unden special circumstan­
ces. Sec Utz Y. Cul1in311e, 520 F211 4(,7 '(D.C. '1975). The Tuling was 
based on a local oi~i!lance, the Dunc,1Tl Ordi !lance; adop ted hy thl> 
D.C. Board of Commissioners on Oct. 10,.1967. The impact of this 
Tuling will be more fully discussed in the Dissemination portion 
of the plan to be submitted at a later date. 

fj, 

I 
[ 

I 
! 
I 
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'identifier for a large part of the court's record system. The 

court docket number is also captured by the PRO}.tIS sys tem to en-

hance the interface between the prosecutor and the courts, 

expecially with regard to the former's responsibilities for case 

management, assignment of resources, and a variety of rel'ated 

"'·prosec·utorra'rTant""t-lb"fls~A-tthough--the~eou-r-ts.....:mai-nt.a.in.~h.eix._Q.1<m __ ---.....~~ 

record system, it is more advantageous to utilize the PROMIS 

system for reporting of most court dispositions in the OBTS; 

Although not a full-pledged participant in an integrated OBTS/CCH 
. 

system, ~he Superior Court provides criminal history information 

to criminal justice agencies for administration of justice purposes. . ' 

The Court is in' the. process of implementing a probation reporting 
. 

system and the development of this module lvill furthe:r enhance 

disposi tj on reporting. Probation information is currently re'ported 

to the MPD in accordance with § 4-l34c of the D.C. Code. 

In the Capital City, the U.S. District Court has jurisdiction over 

the comm~ssion of Federal violations. These violations constitute 

a small percentage of the crimes perpetrated in the District of 

Columbia. ,All defendants, either Federal or local, corne to the 

attention of the D.C. Bail Agency which reviews the case and makes 

recommendations concerning pre-trial reiease. Under these circum­

stances, arrest data from Federal cases is known to the central 

repos i tory. In addition, the PR01'-lIS sys tern has recently ins ti tu ted 
. 

n program designed to capture Federal Court case information. 

" 

j 
I 
I 
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The D.C. Bail Agency was created by Congress in 1966 f Public Law 

89-465, 18 U.S.C. §§ 3146 et seq. (Supp. II, 1966), D.C. Code §§ 

23-901 .~~. Ci967 ed.) 5, to organi ze and supervise in con-

-f 

--I , 

junction loli th" t-Ii.-e· cour'ts a-~pT-e--:'·tr·laT-re-l-eClse-·'p·r-ogr-am-fo:r-,-de""=-~-,,,-~~. ___ -.! 

fendants ,.,ho '<lere eligible for pe~sonal bond. The statute 

applied to persons charged under the U.S. Gode and the D.C. Code. 

The functions assigned to the D. C .. Bail Agency i'lere more fully 
. 

clarified 'and amended by the Court Reorganization Act of 1970, 

~ublic Law No. 91-358, in particular, D.C. Code §§ 23-1301 

et~. ,The functions as'signed to tILe D. C. BaiI Agency 

can be descriBed ,in several Droad ca teg'ories. First, 'b'1e' . 

agency is the ~nfoTmation arm of the court in the initjal bail 

determination process. In that role, the agency interviews all 

arrestees brought before the court, evaluates their potential for 

pre-trial release i'lith respect to their community ties and prior 

criminal involvemen~and submits reports with recommendations to 

the bail-s~tting magistrates. Second, the agency supervises those 

persons granted a non-surety form of release, and reports vio-

lations of pre-trial release conditions to the court and the U.S. 

Attorney. Finally, the agency assists pre-trial releasees in 

securing employment or necessary medical and/or social services. 

SAIl ci ta tions to the D. C. Cod c are to' the cUT'}:en't cd i tion 
(1973 or Supp. II, 1975) unless otherwise noted. 
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6 •. Parole 

Paro Ie dispos i tions and decis ion -making res t ''ii th the D, C .. Paro Ie 

Board. The Board is autonomous in matters dealing with parole 

... ----... 'i;'~~;~-~;-~~-~'e-;o'~~'ti;-n ~-. -'Ho~~e'ver ,''''ii-i' practlce, -there are many 

--'---"--interrelationships between. the.Department .... o:CCor..r.Elctions and the 

Parole Board., This is particularly evident ,.."hen t.~e information 

system is considered. 

Automated parole data is maintained as a module on the CRISYS 

system .. Parole dispos~tions are entered and updated by means of . 

terminals hooked into the correctional data base. The automation 

of £arole data has come from OBTS/CCH funding fesources, and the 

development of this sUb-system is in the early stages of imp1e-

mentation. 

7. Office of Crime Analysis 

In June 1972, the District of Columbia submitted its "Action Plan 

for the Development of a Comprehensive Criminal Justice Data System". 

In'the Plan,'it was stated that the basic organizational philosophy 

was that each criminal justice agency, -i.e., the poli~e, courts, 

prosecutor and cOl'rections, would maintain responsibility for the 

operation of their systems. 

The O£fi~e of Crime Analysis, a division of the Office of Criminal 

Justice Plans and Analysis, is responsible for insuring th~t the 

o 

• , 
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necessa!y design modifications are implement~d and for the con­

tinuing development of crime statistics. Such an approach en-

ables each criminal justice agency to maintain its own organization~l 

enti ty ,"hile at the same time providing the capabili ty to collect 

data and develop crime statistics for the entire criminal justi~e 

.... ~.,,_, ...... system in the District of Columbia.----·· ~---"-' .. _._.--' -.~- .. -.-'-

In addition, the Office of Crime Analysis, ,dth the assistance of 

a grant .from the Law Enforcement Assistance Administration, has 

established a Statistical Analysis .Center (SAC) which also Will 

provide technical assist~nce to the Dist;rict"s criminal justice 

agencies. Among the objectives of the Statistical Analysis Center 

are: " 

To provide &eneral coordination of the entire 
Comprehensive Data System effort; and 

To provide a source of funds and technical assistance 
to criminal justice operating agencies to be used in 
developing the components of the Comprehensive Data 
System. 

Among the .primary 3.ctivi ties of the Office of Crime Analysis, in 

conjunction with the Statistical Analysis Center, was the initia­

tion and ongoing development and coordination oE the OBTS/CCH 

, System effort within the District of Columbia. Thus, the Office 

of Crime Analysis, in its established role as systems and statistics 

coordinato~ un~er the Comprehensive Da~a System program, and speci­

fically in relation to the program's OBTS/CCH component, provides . . 
o:vers i.~ht ass is tanccwi th regard to qual i ty con tTol aspects of 

automated criminal history information. 

I 
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C. Disposition Reporting 

As indicated in previous sections, authority for the central reposi­

tory is vested in the central records operation of the Metropolitan 

Police Department.§ 4-l34a of the D.C. Code also incl~des provisions 

-----·---whi-ch-apvear--t'o-s-atis£y~t-he__Regulat.i.on-J:.e.qJJir.g:Jl1ent_s~ for di§Rosi tion 
.. ---------

. -. 

f; 

- ! 

\ 
\ ! 

reporting. 

Disposi tions are reported to the MPD in compliance- l"i th the D. C. 

Code. All maj or criminal justice agencies, in various l"ays and in 

different degree$, submit criminal history' information to the NPD . 

Criminal Justice Information is exchanged between agencies in both 

manual and computerized forms. 

While dispositions are oeing reported, improvements in interagency 
. . 

transfer of ~nformation are oeing identified as part of OrlTS~CH 

development. Current reporting of post arrest events and disposi-

tions to the central repository is characterized by several 
/".-l deficiencies: (1) Lack of effective agency policies and procedures; 

(2) fragmented and relatively inefficient means of acquiring 

criminal history data, including source document reports, printouts, 
'\, 

. and terminal inquiries; and (3) lack of sufficient quali ty control-­

·---monitoring to ensure record completeness and accuracy; (4) general 

incompatibility of data elements due to individualized development 

of agency systems; and (5) minimal system interfaces ~egarding 

access and retri eval of inf orma tion Bl:10ng the cxis ti ~g au'tOl;ta ted 

cri~inal justice agencies. 
- , 
J 
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Quality control procedures aimed at closely monitoring delinquent 
.. 

disposition Feporting are being built into the OBTS/CCH system. 

The OBTS file will be structured in segments logically reflecting I 
the criminal history record. Thus, the record will be initiated I 

. by entry of identification data, followed normally by arrest, bail, I 
1,,_, ,._.,.- -~-prosecution, -courts', and correctional da ta-;--En~'ry--o-f-consecutTve ----'{ 

\ \ ! 

Ii" 

information presumes timeliness of, reporting in order for the 

system to function effectively. 

Typicall:;the system will be designed to reject an illogical 

sequence, "$uch as entering correctional data" prior to a court 

disposition. qu~lity control procedu~es will also insure that 

when the data elements in the data bases of the. criminal justice 

agencies are identical, that the data content is consistent. In 

addi tion, the 0f3TS/CCH System '-rill contain the case iden tifi..er 

numbers of the participating agencies in its master file, e.g., 

police number, court docket number, corrections inmate number, etc. 

The proposed OBTS/CCH will further alleviate existing information 

,: . deficiencies by establishing an automated data base ""'hich sharply 

defines and _su·.eamlines coordination of information among parti-

cipating agencies. With the exception of the courts, the criminal 

hist'ory dat~ bases are resident on the computer system of the MPD. 

The OBTS/CCH design calls for stronger linking of information 

to create complete criminal history records consistent ,.;i t~h the 

Regulations. 

'I , 
0, 

. I 
I 



" , .. 
" 

.. 

), 
't . , 

~. i 
I, 

i, 

\ ! 

" ! 

-21-

The administration of the District of Columbia court system rests 

with the Joint Committee on Judicial Administration which sets 

policies relating to the business of the courts and the improve~ent 

of the administration of justice (D.C. Code § 11-1701). The Joint 

Committee is composed of the, Chief Judge of, the District of Columbia 

Court, one associate ~ppe11ate judge and two Superior Court Judges 

elected annually by the judici'al communi ty. In addi tion, the 

respective Chief Judges are charged ,vith the supervision of the 

internal administration of each court. 

With respect to court records, the Executive Officer of the Courts; 

subject to the approval of the Joint Committee, is responsible for 
.' 

policies and practices surrounding the maintenance and' safeguarding 

of court information (D.C. Code 111-1745). Such information shall 

be made available at all "reasonab1e times" to: (1) the United 

States Department of Justice; (2) Mayo~; (3) D.C: Commission on 

Judicial Disabilities and Tenure; or '(4) such other agencies, as the 

Joint ~ommittee may specify. 

In the context of an integrated data base .1inking the city's 

criminal justice agencies, the D.C. Superior Court has expressed 

its concern over the constitutionality of mandatory participation 

in an OBTS-like system under the control of the executive branch 

of government. Such par~icipation, in the court's perspective, 

may encroach upon the separation of powers doctrine. It is 

I 

I 
t 
[ 
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anticipated that the OBTS/CCH System development process will include ... 
discussions ,..,i th court officials regarding participation in the 

sjstem, and the manner and extent to which record information may 

be submitted in the interest of the administration of justice ~n 
,,_ ...... _ ... -..... - ~-- . ... ,,-

the city. 

, "-~---'---""-------~--"-~~~----=----.........:..... ...... ~'-.::':"':';""':....;..' .~ . ..:.;:.. .. -:..:..::-.. ~' .. ~~~~~-t . -$ 

D. Querl Before Dissemination 

" 

" , 

r 
' .. 

As a further guarantee that decisions about individuals who have 

previou~ly been arrested are based on current information, the 

Regulations require that the central repository establish procedures 
, . 

to permit inquiry of its files prior to dissemination. An additi~nal 

requirement is that inquiries "shall be made prior to any dissemi-
... It l 

nation except ... where time is of the es'sence and the .reposi tory is 

technically incapable of responding ,,,i th sufficient speed." 

Inquiries pursuant to this requirement will require the record 

subject's name and Police Department ~dentification Number (PDID). 

Computer~zed access to the Identification Index containing this 

information is available to the major criminal justice agencies 

operating on the MPD computer. Once the OBTS/CCH System becomes 

operational, the complete record will be accessible by terminal 

inquiry. In contrast to other states, the District's system will 

operate in a much smaller geographical area. Timeliness of reporting 

the latest dispositions to the central repository is enhanced be-

cause virtually nIl inquiring agencies are located on the same 

o 
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computer system. 

-.2.3 -

Before implementing the pre-dissemination inquiry capability, 

appropriate procedures ,~ill be developed to insure the protection 

of the privacy and security of the central repository. The pro-

_______ ._~_edu.r.e __ ~i)J._in~J,ud~_r_u.1J~s __ :r.egax(l;i.n~1;eTTlJin~_LJ,.9..g~_v~lidrLtiQn_oL ___ _ 

\ , 

r. , 
i-

users and term~nals, physical security of terminals and limitation 

on disseminations. To a large degree, these rules are already in 

existence. However, the OBTS/CCH development will review existing 

,operations and, at a minimum, meet 'the privacy and security stand-
. 

ards embodied in the RegUlations. 

E. Juvenile Records 
.' 

Public Law 91-358, Section 196 allocated the responsibility for the 

administration of the Juvenile Court to the Chfef Judge of the 

District of Columbia Court of General Sessions. The court,by 
I 

authority of the D.C. Code,maintains restrictive safeguards on 
I 

access to. and disclosure of juvenile records. 

Three types of juvenile records are identified in the D.C. Code: 

(1) case records ( §16-2330); (2) social records ( § lci-233l); and 

(~) iaw' enforcement records ( § 16-2332 and § 16-2333). All 

record ty~es are kept confidential and not open to inspection, 

except ''lhere appropriate. Juvenile records can be made available 

to officers and staff of the court, prosecutor, child's attoTney, 

supervising agencies designated by the court, 0::'- other persons ;) 
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authorized to have access by special order, where it is recognized 

by the court that such party has a professio~al interest in the 

child's ,,,elfare. HOl'leVer, these exceptions not\vi ths tanding, and 

upon judicial discretion, "the Superior Court may by rule or 

'-" special order ,provide that particular items or classes of items 

in juvenile social records shall not be open to inspection except 

pursuant to rule or special order" (D.C. Code § 16-Z330(c)). 

\ Juvenile information acquired by the law enforcement agency 
\ I 

(Metropolitan Police Department) during the course of apprehension 

.and detention of juvenile is subject to D.C. Code§§16-2332-2333. 

These records are also closed to public inspection. Exceptions 

to inspection generally follow the exceptions listed in the pre-

" .ceding paragraph. Unla\'lful disclosure of juvenile records 
:-v ~ 

maintained in the law enforcement agency or the 60urt is a mis­

demeanor and p~nishable by a maximum penalty of- $250.00 and/or 

90 days in jail. (D.C. Code § 16-2335). 

Subject to a motion, juvenile records may also be sealed upun order 

of the court (D.C. Code § 16-2334). The sealing order shall apply 

to the law enforcement agency files as well as any other agency 

active in the juvenile case. Rbwever, it is possible for U.S. 

District Court judges to receive juvenile records in appropriate 

circumstances. 



\ , 

I 

. . ' 

. , 
I 

" 

-25-

~.: < 

IV. INDIVIDUAL RIGHT OF ACCESS AND REVIEW 

ihis portion of the Regulations provides that procedures must be 

insti tuted to "insure the individual's right to access and rcvie' . .: 

of criminal history information for purposes of completeness and 

a1:-curacy"-t·20,,;'2·ir:--P·r·o-ce.dures-mus.Lh.e~d_e._~ii.gn§d so that any in~ 

dividual "shall, upon satisfactory verification of his identity, 

be entitled to review, without undue burden to either the criminal 

justice agency or the individual, any criminal history record 

'information maintained about the individual and obtain a copy thereof 

'''hen necessary for the purpose of challenge or correction!! 

(20.2l(g)(1)). The Regulations require that these procedures be 

,"completely operational" upon Plan submission (20.22(b)(1)). 

The procedures developed and implemented by 'the District Government 
. 

are as follo,.;s: 

A. Verification of Identify 

The iI'l..dividual must provide identification ,.,rhich will verify that 

,he is the subject of the record sought. To assure certainty of the 

verification, fingerprints will be required. The prints will be 

matched against the existing set of prints ~rior to the relerise of 

any information or inspection of records. 

To expedite the record review or challenge process, the following 

procedures have been implemented by the Identification and Records 

Division of the },iPD. 



I 
I 
1 

. : 

, , 

" , 

" 
" 

I 

I . . , 

, . 

,~.26-

1. 'The individual shall be required to sign and complete the form 

"P.D. 70" and specify on the form his reasons for the review 

or challenge. 

2.The individual will be assessed a $3.00 fee to defray t~e cost 
... ._. -. -. _. -... .... ~ .. .-

0'£"1 il'cge-rp-r-trrrtn-g=-trmi-re--cmll-S-e-arch . -A ' paid' l'ecei."'pC"1"L'-irrW+-i J:-I~b-e''--'--~~~~ 

given. 

3.Fingerprints of the individual making the request will be taken 

and imprinted on the reverse side.of the P.D. 70. 

, . 
4.A search of the fingerprint files will be conducted by personnel . 

of the Identification and Records Division. As a result of the 

sea;~h, the ide~tity of the"individual will be confirmed or 

unconfirmed. 

B. Point of Review· 

The site for approved review of crim~nal history information will 

be the Metropolitan Police Department Headquarters. From the 

standpoint of records location, this site is ideally suited 

since this is the site of the central.ieposiLory. From the stand­

point of convenience to the individual, the lo~~tion is reasonably 

located within the city and readily accessible to the public. All 

reviews will be conducted in person by the subjec~ of record at 

the central facility. Due care will be taken not to inconvenience 
, 

any citizen) especially out of .::?':"n vis i tor~ from expecli tious 1y 

completing the purpose of their visit. 

o .. 

r 

I 
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G. Obtaining A Copy 

-27·~ 

The Regulations require that "a copy of the record should 

.. "ordinarily. be availab1e,only ~heI\J!._.i~_ ~~e~rly __ e~_t:a~li:s_h.~_d that 

it is necessary for the purpose of challenge (20.2l(g)(1)). The - f 
------~~-~.~.-'~. ~-~--~~~~~--~~~~~~--~~-~~~~~-=~--~~~----~~~! 

intent of this requirement in the Regulatio~s 'is to h;;een in 

the supplement'al planning instructions provided by the L'EM. 

'Any attempt by employers to subvert the restrictions 

on dissemination by requiring prospective employers 

to obtain a copy of their criminal history can thus 

be discouraged by making ita practice ?nly to give 

the subject a copy of that portion of the record 
. 

which is to be challenged, and then only after the 

challenge process is actually initated (such as by 

filing a claim of inaccuracy).6 

Accordingly, the individual will be required on the P.D. 70 to 

indicate that the request is for purposes of challenge. Following 

a review, a copy of the record can be issued provided that it is 
J ' . 

necessary to pursue or initiate the challenge,~nless it is clear 

that a copy of the record is not necessary. Local authority for 

the release of the record is to be found in the Duncan Ordinance, 

6privacy and Security Planning Instructions, Supplement No.1, 
August 20, 1975, LEAA. 

o .. 
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""hich s ta tes that) 

" copies or extracts of adult arrest records or 

statements of the non-existence of such records shall 

I 
I 

I 
be released to applicants therefore upon the pay~ent of . I 

.... - ........ '-" ~ -.-.• --T'~fee-s··-'to"Ife-=b~aseaupon--"tl1e = costs'--or edTtIn-g~an(f" produ~i~g~~ ~.~-"-" -"'-I 

I U h COPl.- es extract or statements ... ,,7 s c _, s, 

D. Content of Challenge 

Consistent with the Regulations, the individual questioning·the 

acc~racy bf criminal history informatio~ will submit relevant 
. 

information as to the correct version of the record and the 

reasons ""hy it is believed to be correct. The P.D. 70 form ""ill . 
be provided for recording all such challenges, signifying the 

name of the subject, date, and explanatio~ of iriformation areas 

thought to be incomplete or inaccurate. As noted earlier, the 

form 'viII require the signature of the person making the challenge. 

All indivioual challenges 1vill be recorded and filed for official 

documentation purposes. Basic descriptive information concerning 

the challenge will be transposed to a cross-refer~nce file logging 

all such requests. This file will contain a historical accounting 

of all challenges and serve as a pointer to the original documents 

of record. 

7Repo l't of the Committee to Investigate the Effect of Police Arrest 
RocoHIs on Employment Opportunities in the Dist.rict of t.:olumbia, 
December 1, 1967, p.835. 

\ 

\ 
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E. Administrative Review 
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The merit of each challenge will be reviewed by the personnel ot 

the Identification and Records Division of the Metropo1it~n t 
Police Department. If it is thought that the record is-incomplete 

.... ---. or -inaccur'a re-lnanY"-'re'spec t', . sup'ervi'sory-perS{)nne-1~H-i-1-1-infoTm-~-~_J 

\ , 

the individual that an invest~gati?n 1~il1 be ma~etand written 

notification of the resul ts will be provided i~i thin ten C ).0) 

business days. Consideration of each challenge under administra-
.. 

tive review will be weighed by the Difector of the Identification 

and Re~ords Division. Should the investigation acknowledge that 

the rec.ord isin'complete or inaccurate, the Director shall cause 
. 

the record to be corrected or updated and other agencies or indi-

viduals to Hhom the information was disseminated will be notified 

in accoidance ~ith the Regulations. 

F. Administrative Appeal 

The Regulations provide that "the State sh.1l1 establish and imple-

ment procedures for administrative appeal ,.,here a criminal justice 

agency refuses to correct challenged information to the satisfaction 

of the individual to wn~m the information relates" C20.2l(g)(3)). 

The appellate procedures':should also include provisions as to 

whether the individual may be present, whether he may have counsel, 

,.;hether he mar pres'en tey:i:.dence 2.nd examine '1'ori tness es, ,:lhether a 

record of the proceedings will be kept, and how the dec;:isio11 of the 

• 
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appeal will be implemented. If the judgment of the administrative 

appeal body fails tv satisfy the individual, recourse may be taken 

to a judicial appeal. In the District of Columbia, the I 
adminis tra ti ve body to cons ider appeals regarding challenges to the I 
accuracy or completeness of criminal history records will be the I 

,_ .. _- ~- .. Board 'of 'Appea-Is-and -Rell-ie1V ;.8---The-Board·,~es't-abl·ished-4ry~t'h-e41ayoT- . 

, 
\ ! 

pursuant to authority vested in him,by the District of Co.1umbia 

Administ!ative Procedure Ac.t 9 , is empO\l/'ered to review' all appeals 

of certain agency actions. Con~istent with this authority, the 
. 

Board 'viII ravie,,, all appeals filed oJ citizens regarding access 

and review of their criminal history record. The composition of 

the Board includes both D.C. government employees and private 

citiz~ns, some of whom have legal training. 

G. Correction Procedure 

Where the"challenge is deemed to be valid, i.e., a correction to the 

rec~rd is necessary, the central repository will take the appropriate 

steps to correct its records. In turn, the central repository will 

notify all criminal justice agencies to whom the information was 

disseminated. The criminal justice agencies will respond by certi­

fying to the central repository that the correction has been effected. 

Upon the request of the "individual, a listing of -all non-criminal 

~org. OTd. No. 115 (1955) Cas amended) 
D.C. Code §§lSOl et ~. 
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1 

justice ~gencies that received the information shall be provided 

so as to allow the individ~al to take steps to correct erroneous 

information held by such agencies. To facilitate the correction 

process, dissemination logs refleoting agencies or individuals 

that received information will be maintained. 
~-.~- ,,:,--~ .. --,--

....... '" -J 

~ \ 

II. Information Subject to Review 

\ I 

., 

As defined in Section 20.3(b) of the RegUlations, the information 

subj ect to an individual's revieH' of his o,,,,n record shall include 

factual d9 ta concerning formal stages of the criminal justice pro~ 

c~ss. Specifically, factual data are generally equivalent to the 

data elements contained in an OBTS/CCH System. The District's 

OBTS/CCH system is currently in its initial stages of development. 

However, the basic guideline for inclusion of data elements in the 

system is SEARCH Technical Nemorandum #4, January, 1972: 

Implementing Statewide Criminal Justice Statistics Systems - The 

Model and Implementation Environment. Intelligence and investiga-
. 

tive information are not within the purview of an OBTS/CCH 

repository, nor does such information come under the authority 

of the Regulations. 

I. Public Notice of Rights of Access 

The public notice concerning rights of' in~pection and challenge of 

criminal history record information will be made by press releases 

distributed to the public neHsmedia. Procedures regarding inspec-



., 

., 

tion and cliallenge 1..;-ill De pUDlished in the public notice section 

of the majoi newspapers and displayed in the major criminal justice 

agencies and other public buildings in the city. The notices ·will 

prescribe times and places for revie,.",) verification of identity 

procedures, rules regarding counsel, and submission of relevant 

materials supporting the request. 

with the official submission of the plan to Federal authorities. 

In accordance with the District of Columbia Administrative Proce-

dure Act (D.C. Code §§ 1-1504 et ~,), n.otice of the proc~dures 
. 

described 'in this section will be published in the District of 
. 

C~lumbia Register. The effective date of these procedures shall 

not occur ,in less than thirty (30) days- following ~uch notice, 

during which time ·any interested persons maY' peti tion and vo ice 

i:; tlteir opinion .. 

I 

1 
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V. AUDITS fu~D QUALITY CONTROL 

The Federal Regulations (Section 20.2l(a) and (e)] require that 

_ a.udi t functions be es tablished to assure the completeness and 
~ ~ .. ,. ,.... . - .•. ~- ....... ...- -- ... - .. -- _ .... " ..... _. - ...... __ ..... - -" -._- ... 

accuracy of criminal his tory records. Two, types of audi t;'"-are '. 

dictatecr:"'-Tne:rrrSl:·"I~"rSYSL;em'a:ti-c--audi.t"':"wl~~.c.h--s.er.:u:.es as -fl.n_ " """"'-....... _._._-
ongoing quality control function involving accuracy checks as 

the information is changed, added, or deleted in the central 
, " 

repository files'. "-The second is an annual audit conducted by 
• *" --: • 

an outsi~e agency, probably on a sampling basis, with tlie objec­

tive of appraising the extent to which the record keeping practic~s 

of the criminal justice system ar~ consistent with the Regulations 

and· the State's O1'ln Privacy Plan. The first type of ,audi t 

addresses the internal procedures which have been set up by the 

State to insure records 'integrity and safeguards, and it presumes 

the creation of audit trials and dissemination logs for ,tull 

aceountability of the collection, sto~age, and dissemination of 

records. The second kind of audit is periodic and comprehensive, 

in that it also includes a revie,ol of the internal procedures 

established in the systematic audi t. 

The responsibility for the systematic audit will be shared by the 

NPD and the Office of Criminal Justice Plans and Analysis, Office 

of Crime Analysis. The HPD will maint.ain audit responsibility over 

all manual reco~ds which serve its law enforcement needs and 

. ' 

.. 
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objectives, e.g., fingerprint cards and "rap sheets". In line 

with the division of responsibility anticipated in the development 

of the OBTS/CCH system, the OCA will monitor the quality control 

field visits to other 

of information .. ~he OCA will also initiate ~ 
components of the Cril"li11al justice. . ' t 

~--'- '.-::"':-__ ' _________ ..J;l..... __ -' __ a ___ • ~ 

of the automated. flow 

system where the modification of data entry practices is required 

or delinquent disposition reporting is apparent. This approach is 

consistent with OCA's mandate to coordinate the District's criminal 

justice information systems. It al?9 provides a proper balance by . 
, '; relieving· the MPD of the role conflict invol v·ed in their audi ting 

.. 
• f. 

the operations of other criminal justice agencies . 
. , 

;' accuracy and completeness of information between manual and automated 
,', 
:.; 
~I criminal history records. OCA staff performance of quality control 

'/ ( responsibilities is required by the OBTS/CCH grant funding, but 

the assumption of these duties aW'ai ts further development of the 

OBTS/CCH System. 

A. Systematic Audit 

A continuous systematic audit will be developed jointly by the 
. 

MPD and OCA to automatically edit and monitor the OBTS/COI 

System. The audit activities ,.,ill include: 

1) checking incoming data for completeness 

2) checking incoming data for consistency and accuracy 

" 

r 
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. 3) flagging delinquent dispositions 
. 

4) notifying other criminal justice agencies of incompleteness 
or inaccuracy 

5) resolving discrepancies in the data submi tted by t,,'o or 
more criminal justice _agencies _.-.- - '''---''''- .... __ ...... -.. __ ... 

6) developing- audit trails which permit tracking of individual 
--··-------d-a-ta--e-lemen t-5- b a c k-to-.S0.u:r-ce-d.o.cume.n:t ..... s~........., ___ ~ ___________ ---...: 

l/ 

j 

f 
J; 
.:t 

7) preventing non-criminal jus~±ce dissemination where in­
appropriate 

8) monitoring appropriateness of terminal reques~s. 

It should be noted that the MPD"has particular respons~bility 

for. "the last t,vo items. The maj or ro Ie of the OCA ,.,ill invo 1 ve 

the quality control of data submitted to the OBTS/CCH-System 

by ~he participating agencies. In essence; management control 

of access to the automated system and dissemination to non-

criminal justice agencies are the operational responsibilities 

of the ]\lPD. 

1. Delinquent Dispositions 

The instructions supplementing the Regulations suggest a need 

for a delinquent disposition monitoring system to oversee the 

timely reporting of dispositions. As part of the OBTS/CCli System, 

software will be written to flag all output which m~r contain 

potentially delinquent dispositions. Criminal history records 

requested by non-criminal justice agencies containi~g open 

.' 
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'~,arrests mOTe than one year old would be automatically withheld 
. 

unless permitted under the excepticns to Section 20.2l(c) (1). 

2. Dissemination Tracking Procedures 

In order to meet the regulatory requirements with respect to 
< ·0 ,_,-__ ~ __ """"-",,-,, ,_.,, __ , ____ ....... _ ."'_$~_""""_"'_"'.'''''''' _ ... _, _ ~". ___ ~".,,_ 

the record correction) the !-1PD '\"ill maintain a complete 

dissemination logon all criminal history r~cords. The .10gs 

will show': 

1) the requesting agency 

2) rdcipient Qf the .record 

3) date sent 

4) PDID number of the subject 

5) type of agency (criminal justice or non-criminal justice) 

Records will also reflect all corrections '''hich have been 

disseminated during the year, including the agency receiving 

the corrected record, the PDID or name of the subject and the 

da te 'that the corrected copy was transmitted. 

Agencies receiving cri~ina1 histories from the central repository 

would be required to execute a Use and Dissemination Agreement 

to maintain dissemination logs listing elements identical to 

those maintained in the 1-1PD dissemination log. 

o 
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B. Annual Audit 

To meet the requirement of Section 20.21(e), the NPD Central . . 
Repository staff together with staff from the OCA will design 

and implement an annual audit utilizing'random sampling procedures 
I----,-~~-"~~--~-- ~ __ ~_~~_~ __ ~ 

to test compliance by all user agencies ,~ith applicaoIe"pr"ovi'sicins----

" 

~, 
1 . 
(' ; 

. ";': 
;' 

,. 
i , 
, -,j , 
( 

,1 

of the Federal Regulations, District of Columbia law, and 

Executive Orders pertaining to the processing of criminal history 

reoords. All users ,.,ill agree, by signing a Use and Dissemina-

tion Agreement, to hold themselves open tp such audits and to 

maintain such documents as are determined to be necessary to 

f~ci Ii tate. adequa te auditing. .A t a minimum, all us er agencies 

-which contribut~ data to the Central Repository must maintain 

source documents from '"hich sur:h contributions ,,,ere derived plus 

full and complete dissemination logs. The ~nnual auditing system 

will be designed and implemented by JulYa 1977. 

The annual audit will be conducted in three basic parts as follciws: 

1. Procedural Audit 

This audit ,.,ill examine the extent to which procedures have been 

implemented to insure compliance with the Federal Regulations and 

local la' .... s. This section of the audit lvill coyer: 

~- completeness of records and disposition reporting procedures; 

o 
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accuracy of records; 

dissemination practices (query, limitations, tracking); 

security (hardware, software, personnel, physical); and 

individual's ri~ht of inspe~tion. 

",J •• _......u..-- --~""'--.~-.~-'---""-"--~--- .. -~_,.....n.. __ . __ ............. ,_ ..... 
Methods used in conducting this audi t wl11-incrude:~~--~-""-----

reviews of written procedures and manuals; 

personnel interviews to evaluate understanding and practice; 

~~ observation of the facility site and system operations. 

2., Records Audi t 

Ttiis audit will evaluate 1he completeness and accuracy of Central 

Repository files as measured against records ,of original entry. 

It .will be conducted by taking a random selection of source 

documents at local agencies to evaluate: 
. \.". ~,.\ .. 

-~ the percentage of entry of arrests and dispositions into the 
Central Repository and/or local files; 

the accuracy of data entry to provide the error rate for 
critical field data; 

the percentage of delinquent dispositions entered; 

delays in disposition reporting . 

. 
All evaluations will be based on statistically significant 

sampl~s of original, entry records. 
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3. Audit .of Activity Logs' 

This audit will evaluate the effectiveness of the system's 

tracking procedures. Records to be examined include dis­

semination logs, record corrections logs, and physical 

I 
. i 

__ ---.~ .. __ ~~~,_4.0 ______ ~_._._~-. __ ._. __ ... ~ .. ~_ ... ..,:::....... 

~~~~~~~~¥~.~~----~ 

" , 

and terminal access logs. Besides inspection of logs, the 

audi t team ,vi 11 : 

review logging procedures; 

interview personnel hand1in~'ieco~ds or processing records 
cotrections;. and 

--.'observe each system's daily operations. 

C •. Sanctions 

The informa.tion developed thro~:gh the annual and syst.ematic 

audits will be used to evaluate compliance with both Federal 

and local regulations. When an agency is found to be in 

error, the NPD or the OCA will provide technical assistance 

and guidance to correct inadequate procedures. The NPD may 

reserve the right to suspend the services of the central 

repository to any user agency, whether Federally funded or 

not, which violates any Federal or District regulation 

respecting the processing of criminal history records . 

. . 
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In addition, unauthorized dissemination of criminal history 

.records are _prohibited by.the Manual of the Netropolitan 

Police Department (enacted by the Cjty Council) and Police 

Department General Orders which govern the actions of . 

. ~-,-. -----Po.1.i cc-_Q££i~.e.J:s_. __ ltiJ.1 :tllL~~ne g 1 i g en t vi 01 a t ions 'vou Id be 

subject to personnel or disciplinary action. Only employees 

\ acting at the direction of the Director, Identification and 
\ I 

Records Division, are R:.lthorized to release central history 

records from th~ central rep~sitory. 

As previously noted, un1ai\Tfu1 dis-clos-ureof juvenIle records 
-

,.,. 
is:.punis-Jiab1.e 01' a 'maximum penalty- of $250.00 and/or 90 days 

in j ail· CD. C. Code § 16-2335) . 

·1· ... l' 
" 

.. ' 

. ; 
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Grant No. 

DF-03-0017 
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APPENDIX A 

District of Columbia Agencies Covered by 
Department of Justice Regulations 

~ency 

Metropolitan Police Department 

~ 
I 

i 

Project Title f 

Criminal Identification Systrm 
", ) 

.. ----.:.-- ~.----. -----.-~-.~~-.--._ -_, _____ ---'-L 

Office of Criminal Justice Pla~"5StatisticalAm1rysrs-Geritet'~~--· DF-03-0013 
ED-03-0013 

DF-03-0025 
ED-03-0005 

A03-0006 

A03.,.OOO7 

A01-0001 

DF-03-0025 
ED-03-000S 

DF-03-0025 
ED-03-0005 

DF-03-00'25 
ED-03-0005 

DF-03-0025 
ED-03-0005 

and Analysis (SAC) 

Office of Criminal Justice Plans . OBTSjCCH System 
and Analysis 

Metropolitan Police Departmel!t 

Metropolitan Police Department 

D.C. Superior Court 

Bail Agency 

Parole Board 

Department of Corrections 

Metropolitan Police Department 

o 

... 

Computer-Aided Dispatch 

Moderization of MPD Crim­
inal Records System 

M,;lnagement Information .,!' 

System Development (PARS)-

OBTS/CCH System 

OBTS/CCH System 

OBTSjCCH System 

o 

, , 

-' 
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l\oj··! ; ~ /l'~· C ,tl '.~ . .!.~_ ... ·.::.::c, 
~""""''''''''''''''.'r':'''-___ ~''''''''''A~. · .. .:.."""" .. ,..· ___ ..... _--..:..'"l'·~ ... --...r ... -.·~_ ..... t~_ .. ., __ ·~--...,...-.-__ ... ~.....-rw'~--...." .. .,~'~ ..... ___ t'.....-" .... ' 

I '" , ' I' - '. /SST,,'i..'C·;'[I.".\':; '4'. ·U. ~. DEP:..R';", -:.~:--:- OF JttSTIC£ , _ _ INfOR}'!""; It\N . t 
• LAYlHI;FOhCf.!h.,,- "!::~:'T.'t.cr. f,:::,lNI:;':;'I.TIC'N STI.T<-/II:I\"[ Phi- :".1Jro\·,df' tnt· lollo:\'Jr:,~ ,:dOT;7:~:'N).! 

NATIONAL CHI~\,:',~L Jl.~·:l~f: :",FC"';:'V,ATIO"'; AN::) , C "'- CC~'i'lc.'(' 11,(' lltr.1CJ:.:!d cl':t;flcntior: form ~ .. \ !;.TA' IS-;ICJ !>EkVI;:r: 
WASHIN(;,'CN, t., C. ;:~;;3: 

~~tropolitan Police Department 
300 Indiana A~enue, N.W. 
Washington, D.C. 20001 
.' 

I:!B erR 20.1 • 2J.3t:'1 lItlC' rc:h:1fI {til plitt" /0 I!I(! i/dcJTf)::S ,,,I} 

Ar'PLlc-;;~LZST •• T£ I rl:!! Icfl. C:/,TC f'R!::"'AR£::O I! 

CYash~Ilgt:on, D.C. 

Insp.Thomas J. Holfrey (202)626-3301 J 
C(JNTAC':NA~IE fTEL' hO. (o.v<, .o\rNJ CoJ,,) I 

$. 
• .~ ___ ' . --1. ' ,- . ',' ~=-.l 

l."DO"lS YO'lr a~e:1':'·Y "co~1:~(!~ .. :,:O:C, 0;: dIsseminate. c:i:mnal hislury recOid ir.i;:-.n':3tion proCt!Sfic::i by Cl:!lC'r manu.!l or i 
'; ,-•• 1 •• :'"l4 \"t"- _ ... V ..... ·f ~ •• 1.. ".~""" J • , L_ ••• 1.4. .J .",.\ d.__ .,. AI". 4 Ult. .... \,~. ' .. ' .. ,,I ..... J .. ,. C ~ 

J 
'''U'OI'''' .(' ''''''I' -' • .,.,"'')" "('r'''l'!:l! h''''''r'' "ecc·,i 1'''(0'' ']'IIJ'O' .. 11 "'\", iI"orl"'!'OIl c"~j·,,·t£'d b" cn~"I'''l 'US"t I .. 

, agencies vn indi ... lt:11:l1s which cons:st of idenlifwble d~:;criptions :lr:d no:atwns of arrests. ctt1tenliof&s, indici- i i 

'_~.__ _ __ 'IT.cn.ts ,_jnrorm,.tio:1~ .. or .o~r:~r . f(lr:r~[ll~ri:lli [1:1.1. 9f.!,1:g0~.~ ~IA .. ~ n;-:. di? i!.?sitiO:1. :lris}nl;)~S::,r~JFg:n-,.s.e.a~9112i 11j.!, cor~ccI1oToal __ L~; 
t supervision and r01ausi::, The t€:;m does not include iden~lfi(:ation inforn~a~iol1 such as fingerprint records to tte I ' 

I
:' \'1 " cxtcnt that such i"formalin, ooe, r:~~ud;te iuvnlveme~: o(~e individual in the criminal justice system, ! 

') 'If'the answer above was "Yes," have LEAA funds been made available to the agency su!J~equcnt to July I; 1973'" ( 

':~. 1o, lhe colleetio,. sto,age "' di.,e"i:::on ~ inio'mation? NO 0 I .. 
" 

" 

.' . 
; 

} . i I 
~ . I 

3':' Indicate the type of agency:, 

o pnCSECUTlot~ o PUBLIC DEf'ENOER 

I ::,1 

J-t.-,.-·-I-nC-'I-·c-a-te--t-h-e-t-y-pe~o-f-·s-y-S-l-C-nl-:----------------------~-S--,-I-s--th-e--s-y-s-te-m--a-u-t-o-m-a-te-d-?------~------------------I: 

o su OJ ECT IN P'R~'CE~S" [jg CRIMI N A L' ;,jim)",,- 0 YES 0 NO '0 PA "T'IAC I 'l I 
~ G? Docs the s)'stcm(s) ex(:har.ge information with other systems? ',- 0 YES 

f 'tf "Yes," specify which other systems: .... .- r 
, .-- _ .. _,---- .. -', . D. C, C. J. Agen._ci c_s.". __ '_ '.i:·:, I o NCIC ~ 01'HER(spccify) ---:-.,---""-- ~ 

_ ___ -'~ I 

.. ··0 REGiONAL 0 CENTRAL STATE REPOSITORY 

7:- Intlicatl' population of primnry geogrClphic jurisdiction 
being served: 

" 

7 SO, 000 

8, Indicate n~'~roximate nu.m~r of subj!.!cts i::t:lucicd 
system: 

o O·5:~00 o r.,Ct'O,2S,OOO 

o 100.000·500,000 o MORE THM, SOO,OD\) 

~ { 

II 
l~-----I------'! I 9, -t~amc (lC O\:thoriz_~d ar.ency official tlO. -~itl(; t 

Nauricc. J. Cu_l_l_-_in_a_n_e ____ . ________ ~n~-f-<2-N-e!=!.£Po1it:;n Police Dcp.:n:t;rlc::11t: ____ ... ' 

11, 1~1~~'nl'r n;I:n~ :Ind ;,ddrc-ss r:l. 'I'd. ~\(" (";'\'(1 Ar(,fI Ccx!(') , f _ ~ 

Metropolitan Police Department • 20}-629-2412 .. I 
300 Indiana Avenue, N.H. 13A~ .. f'j~" .l\HI' OJ.lI\1IP4ClriZl·JL()~iC~tl:,~. . I 
lva shing ton , D.C. 20001 ?II1 (/ tTl." 

• I ,/ -/I~"/v:!_U*' /, .. E0::'~J:1! __ ,,;t • ~ 1Iol~........,: .... _ ................ ....;.... ......... ~ ... - .... "_ • ..,.,. ___ ID •• __ ~_ ..... ___ .. __ ..........,. .. ~. l t:'\''4''"~~.......c ......,#" .... ~~td-~ ....... ~,. ....... ~-. .. 
LI:/V:o t \)HI.I l,t,'J •• /I' fl.;'!» -.. 1 }' I}" > . c J L/ " .. ' "'"'' . ; 

w,,~_ ~~~'Jilo •. ~Pi.~~~~, HoiB~~Ac::l!~·;;~~'t{'r&MPtt·KfJ,tt~~;t.'!#¥'1\*4~$a;,~~UAif!i'!KmA4"d1~ 
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(202 ) 629-3532 Mr. James Freem~n 
- - - -- - :::~==;::;::=-==::::-===-~ 

l."Doos YO:I~ -cf!eI1(:Y "collect, stil~e, or d i55cmill:d f! (::i;~lnal history ret:ord :nf0rr:::uion processed by !!l!h~r ::;;:::t::l! 0: ; 

8Iltomat('d· Clpr;:ratwns?" "Crimin3.l history reco=c1 inl'orm(ulon" mnn.ns information collectl'd by crlmmal justlce I 
pgrncies en ir.dh'idu:lls which con:;ist of id('r.tifi:lblc description:> [lnd no::!tions of ~mest5. dc!C'nticns. ;n-!ic:- J 
mcnts. iniormn tions.or other formal criminal cbrges. and any disposition'di'is'jnh therefrom, sentencill!!, correclwr,Jl l 
supervision and rcli!:lse, The term does not inclde idemification informat:on sllch as fin:;e-rprint records iO t!:e S 

-' CAI.nt Iha t" suon 'iuf"",," tion' doe. n:~~nd;,e - invol \'em":~-o~: -i:ldi viduar In -tfie 'cilmin.t" jU'tice sys,em: -'I 
[-------.----------------~--------------~----------~------------~~--------~~--------~----~------~ 2. If the .mswer above wns "\'f!S," have LEAA funds been made available to'-the agency ;ub;equent to Juiy I, i 973 i 

rl~-~-(_or.-th-c--c-O-L-le-c-t-io-n-,-.~st~o-r-a-g-e-o-r __ ~_is_s~e_m __ i:_:_t_~o_n_._~_f_i_n_f_o_rm __ a_ti_o_n_? __ N_O ___ [] ___________ ·· ________ ~ ____ • ____ · __ -________ , ________ f~, 
3. Illdic[jtc the type of agency: 

, ., o PROSECUTION o PUBLIC'DEFEN;JER 

o COURTS 51 CO-~-ECTioNS-
• 

'l:r PArH'IAL -. --I 5: Is the system autc' ,atc·d? 

DNO 

~ _____ '. __ . _L--_________ , ~j 
6.: DCI(!s the systcm(s) e};change information with ~ther s);~tems?, 'E YES·' - 0 NO 
• '1f "Yes," specify wl.ich other systems: • ~ 

, 0 REGiONAL B CElnRAL STATE REPOSITORY e:fNcic--'O O-TH·ER(.;~Ciiyj· ----~-----'---.--- i~· \ 

7: lndicn:c popUlation of primary geographic jurisdiction 
being served: 

750,000 . 
9. Nome of uuthori;:c:d ar,cncy official 

Mr. Delbert C. Jackson 

f 1]. Iq:cncy nn:ne nnd nddr('~;.; 

~
. C. Department of Corrections 

614 H Street, NN, Suite 1114 

N:~:~::~~~~ ___ u 

1.1' .... \ t ~lHM l.ttCIl/lJ : \- /[.1 

. 

8. Indicate upproximnte nt!r.11x.!r of subje:cts included .' 
system: 

00,5.000 o 5,000-25,000 

-, o 100,OOO-500,C.'OO o MOrtE: 'rHA~ !.co.ooo 

I 
t -----"-, lO.-Title:> 

Director 

. . 

" ... 
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A.Pt:1i":'?\,f~.IJ: 0";:1 "0, 4~-r'::><,7~ .... ----."!". -""---.~. ".. ... ,.~' ..... -.... ,,. .. --.......... ~ .. ....-....---I-.-....;-"--,.---.~-" ...... '·..-,. ... 
u S OEPA~i" '.~t1' (j"" JUSTIce 

/ LAW EtH.'OflCF-~~<'f.i·r' AS!. ,;; A t~C·F. A::.o"IINIS:;''''\ i'IO'/'i 
H""'ONAL. CRI!.'II~AI. JU:iTICC Il-iFOR'oIATlON "NO 

~ !-i'A;I:;TIC~ SCRVlCe 
WI\SHIHGTOH, O. C. 2:'531 

D.C. Bail Agency 
600 Indiana Avenue, N. W. 
Washington. D.C. 

INI-O~MJ. TION 
STATEMERT 

(2B CF\~ ?,O,' ; 20,36\ 

At'PLIC"'H.E ETA T C 

Washington, D.C. 

CONT AC,. NAME 

I'j,,<1 .(, fJro\,jtlt· (1,(, (vlloWI/I;~/nlo:II~"1 '0'1. i 
("omplc'/e tI,,, :Jttll.:hcd C'C'tlrf".,Uon fonr. f 
lJr;cJ r..turn 11/1 p,ut:; In lIre' adclrc.s.~ bt 

t~r: left. 

DATE PRi::PA~Ei) 

TEL. NO. rGj .... Ar<,a C""fo) 

Mr. Bruce Beaudin 727-2911 
,==--=======================,,=-====~========================'========1. 

1. "OooS YO'jr agency "concct, store, or d!sseminate crimmul hH.;:()ry recor,d int'orm:mon procl.!:)~l;d lJy e:.tr.et r~n~al or ~ 
autotn~tud operation!;;?" "Clirr.inal history record information" means information collected by cnm!ni'l:/j\lstiCe l 
:I.~encics on individuals which consist of identifiable ncscriptlons and no~:nions of :lirCS!S, dGtCnilO~,l). inJlct- i 

.~ mcnts. inform:ttions,or other formal cri~1innl ch::rgi)S, :md any dis;x>sition arl::il1~ therefrom, sentencmg. C(liit::ctiO:1al , 
supervIsion and release. 'l'lle term does nor include· identification informatlon. su~.h_ n~_I,i.!2g.:.rpril1t records to :he i 
extent that such information docs npt indic:!te involvement of the individuul in the cri\l~il~ii-justicc' system'. '. t 

YES [J NO 0 I·' \ 
~~.----------------------------------------------~~~----~--~----------~~=-~ I' .)2: 1£ the answer above was HYcs," have LEAA funds been made available ·to the agency sub~equcnt to July 1,"i 97'3 

, . Cor the collee.tion, storage or dissemination 01 information? 
I I L. 

· : 

3. Indicate the type of ag~ncy: 

O-PROSECUTION 

[g'.COURTS 

4. 'lndicate the typeo( system: 

YES l[] 'NO 0 

o PUBLIC DEFENDER 

[] CC)RR'ECTI ONS-

5. Is the system automated? 

~ 

J 
I 
t 

; , 
~~-~.----------------------------------------~--------------------.-----------------------~ 

6. D~s the syste:n(s) exchange information with ~ther s~;stems? --gs YES' , O· NO , 

• :1f "Yes," specify wnich other systems: , . f 
~D REGI'ONI\L 8J CENTRAL STATE REPOSITORY 'tJ'N'Cic--[j 01-H-ER(;pecifY) _____ , _________ i 

1-7"':":-' -'In-o-'i-::-o-tc-P-O-P-U-hi-t-io-n-o-r-r-.r-im-a-rv-.-£-,e-o-g-r-a-p-h-ic-ju-r-j-sd-ic-t-io-n---'--S--I-n-d-ic-(-\l-e-a,,-r-r-o-x-im-a-te-n-u-m-b-r.-r-o-f-s-u-b-j-e-c-ts-' .... in-c-I-u·d--.d---I 
being served: . . • system: l,' , '-'. 0;: " i 

- --.. 750,000 ... -- 00.5,000 05,000.25.000, t[] 2S.0CQ..IOO,CXlO ~ 

d \00.000:500.000 D,MORE THAN ~oo.o;o I J 

9. l\am~ of nulhori~cd ar.ency qU1.ci::ll 

Mr, Bruce BeCludin 

10. -Title 

Director, D.C. Bail Agency 
-------------------------t------------11. Ar.enc}' name nnti mhhess 

~ ,-'---1 
600 Indiana Avenue; N. W. 
Washington, D.C. 

12, . T<:l. No. (~t\'" Art· ... CoJc) 
J. 

202-7,)7-')Q11 . i 
~~~~~-----~-------------1 13. 'Sil;:ootUTC of lIuth9rtzcd cfiic,i:d I 

. (/ J ~ ,,/ 
b..(.(_~ / _ A/t A·!e4t'c.,~rYf.1~· 

tZt~" , OH~ ~~ ...... t~"_,,_,. __ """""' __ "" ____________ ... __ .. -.t. ____ ;._~_.;;:'lao ___ .... '~~_____...... .... __ .... ~~_ .. ,~~v ..... ~. 

})OJ,I'J1(,o\ 

... ~ .. ~ ... -- .... 
.. ,' 



" 

~. ! 
t: • 

'.',. I 

J. , 

I 
i 

'1 

I 

: I 
, " 

i f . , 
r t 

NA'~E/APDR:::S~ 01' SUUMIT'rIHG AGENCY APPLICAULE S)"ATE DAT~ PRt::PARCD 

," 

D. C. Board of Parole 
614 H·Street, N. W. 
Washington, ,D. C. 

I: 

District of Columbia 4-12-76 

CONTACT NAME:: TeL. NO. (01"" Aroa Cod,,) 

Edward J. Keightley (202) 629 -4501 
~. , 

1 :.DCJoJS yom agency" ('olleet: store, or d isseminllte criminal history rer-ord jnfcrmn tion processed by elllier m:!.Ilual or i 
autOWjLuJ ()peratiulI:)?" "Criminaj history record Information" means information collected by criminal JustICe I 
agencies 011 individuals which consist of identifiable descriptions and notations of arrests. detentibn!'>. indict- i 
men::;, mforr.K,:lO;ls,pr othi"!r. formal cn:1iiilal chmges, and 'any dispositlOn (lrlsing therefrom, sentencing, correetlO:1:l1 " 
sUlX'fvision and re]0usc. The term does not include icientifieation information such as fingerprint records to the ~ 

, .. ,ex, en' ,11. t sueh _in forma lion. dOes n~~nd; 'O-i "vol verne::Dr~~.i "divid".l, in ,th<;-crimina1,iUSlice sySl em,,, 'I 

, 

YES ~ NO 0 

~--~------------~--------------------------------------------------------------~'----------------------3. Indicate the type of agency: 

. .. o PROSECUTION [j PUBLIC fJf:rFENDER '0 POLICE 

(j CORRECTio'N-S-...... - --. 
DCOURTS 

" 

[2gPal'ole ; 
.l 

~------..... ----------..... ------------------..... ------~------..... -------------------------------------~ 
-(, Indicate the type or" system: 5~' Is' the system- automated? " 

. . 

I 
r--.:-~ ____ . _______ -L-________ --' ~.( 

6.: DCX's tr.c system(s) exchange information with other ~);~tems? '-~ YES - 0 NO • 'I 
': If "Yes," specify ":hich other systems: " . -" 

tJ Nci~--'d O'T·~{ER(SP<!_cii}') ---"---'·---:-,--------,---1 
7:' Indicate 'populntion of primary geograpr:c jurisdiction 

being served: 

.- --•.. : .. 7-50 {JOO , , 

9. Nrtmc of nuthorizC'd nr.C!ncy off:cial 

H. Albion Ferrell 

B, ~~~~e:~~o:pp<ox:.::::::~: SU::::::::::o " 1 
0100,000-500,000 OMORE THAN &OO.OCO i 

10. Title 

Chairman 

12. ·Tel. No:(~ivo ArC'n Codt·) 

(202). 629~4501 t 
/ ~ 

V( 1).11} '(,·M 
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UNIJ.ED S7 ATES DEPARTMENT OF JUSTICE 
Law Enforcoment As~;(stanco Admlnhtratlon 
Nati.,nal Crtollnol Ju&tlcu Information and 

Sfafh.fica; Servlco . 
Washington, D.C. 20531 

N"",l!./k.?DHl':5S OF SUSMITTING AGENCY 

APPROVED 
OMS ~lO 43 RO'7 . " 6 '. ~}'';' 

I \ 

. CERTIFICATrDN FOR A 

I CENTRAL STATE REPOSITORY .. 

APPLICABLE 5TATE , DATE PREPARED 

, 
~tctropoli tan Police Department Washington, D.C. 

~ 300 Indiana 'Avenue, N.W. 

I Washington, D.C. 20001 
CONTACT NAME ITELEPHONE NO. (Givo ar" .. emie) 

.. Xnsp.Thomas J • wolfreYI (202)626-~30l I 
f---

. 
1 

I INSTRUCTIONS: Compl"le the fol/owing as spproprJDlo. 

l 
. ~... . 

" ... - ~ ... -~. .,-.: . - .J.... CHECK Mf\RKS .J. r-- DATES ----., , 
~.- - " , "" y., 

RF:ASOt~S FOA F.5TIMATED i OPERATIONAL PROCEDURES 
NOW NON~MPLEM5NTATION 

IMPL.EMENTED cO~TITECHNICAd LACK OF 
IMPLEMENTATION 

! ,~ - ..... - DATE 
_" ••• J 'AUTHORITY -- "'t--.'- f-~' ---" 

Completeness and Accuracy 
Central State Repository: 

Statutory/Executive Authority x 
Faciliti[jS and Staff 'IX I x 7-77 

Complete Disposition RepJrting in 90 days from: 
Police x 
Prosecuter 

. . x 
Trial Coufts x 
Apejlate Courts 

_. - ". " 
.... _ ... x I . 

Probation x 
Correctional Institutions x , 
Parole x 

Query Before Dissemination: 7-77' Notices/Agreements-Crimi na I .bstice . x 
Systematic Audit: I Definquent Dispositi.on Monitoring JC 7,-77 

Accuracy Verification x 'l-T!'~ 

Notice of Errols x 7-77 I 
limits on Dissemination 

Contractual Agleements/Notices and Sanctions 
in Effact for: 

Climinal J,ustice Agencies 
Non-Criminal Justice Agencies Granted Access 
, by law or Execut ive Order 

Service Agencies Under Contract 
R('IJ:I':1I(~h f\rr.ilnilillinn~ ~ ----- -- _ . . - ... 

Vnlhthlhll: J\gullty IIIHhl"! J\I'III!;,! 1I1,r:IIII'IIIIII"- nil . 
---~ JIIVIIIII\!1 IhlLhll1 111','111111111,1111111 --._-. . . ... .... ~- -_._----

l;nlll II 1lIi11 11111 III Hl"l.ollll ~1~h\lIr" ~------ .... _-
• liI'I'IIII1I"IV 1l'ls!lPl1ll11al \1111 It\' NIlII,CIlItIIII:l1 } 

h"Ii\'1" 1\!\{1111'\tl~ f--_. t 
11,,,,,11111111.1\1111\ WIllhlul \11:l1'\1.-I\\hlll ~ 

Aooits aoo Quality Conlrol I Audit Tral I: -
Recr~atirr. Data Entry x 
Primary Dlssl!r::lnallon LOGS x I J 
Secondary Dissemination Logs 

I 
~-;4 I 

~. ~ ¥'1" '--'. 

I 

I - J J \ 

Annual Audit 7-77 

=~j ..... - -L " I . 
E"" FORM 66f10/!J (9-75\ 
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I 
I 
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• • .. CHECK MI RKS l r OAIL 
V 

Ht::ASONS FOR ESTIt.lATED 
OPERATIONAL PROCEDURES NOW _t-!0t~-IMPLt'/CNTATION 

IMPLEMl!tlTAT''-
IMPLEMENT EO cos-I T L,\CK OF OA,': , ECHNICAL AU-rflO<lITV .. 

'Ie Security 
Executive/Statutory Des igna tion of Rcspons ible 

Criminal Justice Agency 
Prevention of Unauthorized Access: 

HardwiliC Design 
Software Design 

Dedicated Hardware: . 
TermInals 
Communical ions Control 
Processor 
Storage Dev ices 

.... .,. .. -.. ' .. - Criminal Justice Agency Authority: .. _ _. -----_.--.---_.-
Computer Operations Policy : .. -~.-- ....... 

Access to ,'/ork Areas 
Selection and SUliCrvision of Persunnel 

Assignment of I\dministrative Responsibility: 
Physical Security , 

. Unauthorized Access 
~ 

Physical Protection Against: 
Access to Equipment 

. . 
Theft, Sabotage 
Fire, Flood, Other Natural' Disaster 

Employee Training Progr~m 
Individual Right o! Access 

Rules for Access x/ 
Point of Review and Mechanis'm x .. 
Cha Henge by Individua I . x 
Administrative Review x .... 
Administrative Appea I· x. 
Correction/Notif icalion of Error x .' 

SIGNATURE (lIomJ 01 ~/olo A!!"ncy 11""'~n8Iod 10 bo r08pons/blo 

CERTIFICATION lor these rel/uIa/lons 

Ch~~t. 
-

I certify that to the ma;<imum extent feasible, action has been 
taken to comply with the procedures set forth in the Privacy 
and Security Plan of the State. . . 

REMARKS ~-Cl/ . 
*NOTE: Section on "Security" not required to be co:-,pletcd. 
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- -..... ...-- --i- ,_.-.. ______ ••• _______ • _ ____.' ____________________ ' __ ---"II 

.~/ . 
- .f, . O?ERAIIOHAL PROCE~URES 
/ 'It Security 

Execu!ivc/SI.,\ulory Desir,lk1lion of Responsible, 
Criminal Justice fl'i,ency 

Prcvenlio;J of Unauthorized Access: 
H;;rc ... ·~re Di!sign 
s()n~o'iHe Design 

Derlic?:e:j Hilic"are: 
Tcrr:;inals 
CCf'jiffiunicalions COiltrol 
Processor 
SIQ(cgc G~vicl.?s 

Criminal Justice Agency Authority: 
CO;jo~uler Op!!ralions Policy_~ .•• __ .-,.---.... '--------~--....... ~.""'''-l;:=· •. I,:~ '/' ~~~-i-'-' .•. ,~--~.-~-

>.-' - ··--}\cc.t!ss 10 i'fork Alcas 
Selcelion and SUliOrvision of Personn~1 

Msigr,if'enl of Administrative Responsibility: 
Physical Securily 
Unauthorized Access 

Physical Ploti!ction Against: 
Access 10 Equipment 
TheU, Sabotage 
fire, Flood, other Natural Disasler 

Employee Tlaining Plogram 
Indh'idual RiGhI o! Access 

Rules fOI Access 
Poinl of I\e:vicw and Mecnaniim 
Challen!:!! by Individual 
Adn:inislialive Review 
Ad;ninislralive Appeal 
Correclion/Noli:jr ~tion of Error --

. 
X -

·X 

x . -x 
x 
x 

SIGNATURE (}lead ,,/ !'18re AI/l'ncy d"sl~nlJl"d 10 ,be :e6ponslble 

.' I "'lily Ihall' Ih' m"imum 'xlenl [easible, aclion has b,en /~.'.' '".<. ':'"'.".~. - ,:{./ . 
'~l.l Iz~.cn 10 comp,ty with the procedures set forth in the Privacy Jj;;;"'i..~-c.;../ ~d'Z0·-::.~~ 

CERTIFICATION 
::, 

. ar.cSecurityPlanoflheStJle. .... Chi1::f, }..ietQolitan Police Dept . 
. rl~t~~~~~R~~S:~----------~--------------------~-+~--~.--~~--~~+---------------~-------; 

*NOTE: Section on "Security" not required to be.completed. 
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Ut~ITED STATES DF.rAF(TMEtn OF JUSTICE 

Low Enfoicer-ll-rol A:.si~lonCt' Adrnini:;l,alic.n 

Nalional Crimir.ol Ju:;lic:c Iniormalion and 

S:ulislics Service 
Washinglon, O:C, ;20531 

CERTIl=;CJ\TION FOR 
AGENCY SYSTEMS OTHER THAN 

. THE' CE'NTRAL STAT:: REPOSITORY 

I\PPL.ICAOL.t: STATE "I 
-I 

I 

" , ' 

4-12-76 D. C. Bo~rd '0£ Parole' Distri~t of Columbia 

614 H St r e et, ,N. W. ' ~t;C::-;O:::N.';':T;:-A:-:C==T;"7.tl~A:7.IA:-:::'--------J-=T-::I::~L-'::C-'::P:-:-II-::0~11""t::--N-:oo-•. -CO","j"'\.-c-,,-r ... -,,-c-w-.. -J-',' 
Was~ington, D. C. - Edward J. Keightley (202) 6'29-4501 

, ' 

1';'''1: OF-I--;,.-c:iCv-.----------------- ----- [·lCORUF.CTIONAL I' 
: : POLlCt::, • r-:! PROSE~U!OR - [J COURT 0 PROBATION _ ItISTITUTION f19 PARCLE 

""" ,.-(---- CItEC~ '~I;~~-S-'-'--'-"------_,,(" J- 0';.; ~ I 
, , , . ' 

NOW _ NOIHMPL(,.I.'·c:r'/lTHHI L'STIMIIT·::O 
OPERATIONAL PROCEDURES 

10· •• 

• , nfJ\!'CI'l~ Fon I 
I~ '1I.·i'LE:,~F.:l'iJ.;ION 

'MPLEMENTEO CMT TECf,"'O'Ll~~~~~"~;v " DATE J 
CO:7:pleteness and Accuracy 

COlilptelc Disposition Reporting from: 
,Police 
PlOseclltor 
Trial Courls 

: Ar..:!llale COlirls 
Plo!J3tion 
Co':teclicnallnstitulions 
Parole 

, ' '. . ' .. 
Systematic Audii: 

" 

, ' 
,. 

Delillque'nl Dispusition ~,lo'Qilor,ng 
Accuracy Verification, . 

Limits on Oisscmir.<:lion 

' ...... 

.' .. ~ ... 

, Con:r?cluall\gr'eemcnls,'Nolices and SitllcliOilS 

in Efled for: 
Crimin31 JuslH:e Ap,cncies 
No~:CrimiI131 iusl1('e Age:1cies G:a,1!ed Access 
• by Law ot Executive Cider 

Service Agencies Under Con!rJd 
P.C'$rJfch O:g3ni7:ltlc;o!, 

.... . " 

". 

" 

r == ~ ...... : t 

V~li~Jlinf! Af,cr.,y Rq:l:\ (lr Accl'SS RCSl!;:l:cns (:il: 

Ju\'enile Reco:d D:ss~rl::2:;:::1 
Con!iri1':i\llii:\ of Rcc);d bIS:;?;1Cl' 

ScccndJry Diss!:"'I\::,lio:1 by ilon,Cli;:Jl:1:l1 
Justice Af.i:ncics 

(hsst'll:ir.;)\fO,l j'i::ho:J1 (llsp:>5itinn 

l\t;~i:~ .1~d Qt..1Iit', Co:,!rol 
i\u~:: Tr.1:1:, 

l\l'crcali:1~ OJI~ [r.tl,' 

PII::13IY DI!.SCri\:l:iil;;:1 lc~s 

• S::CQ,1C3ry D,ssCr.'I':il!.:)1 lCI~3 
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OPERATIONAL PROCEDURES 

t; Security , 
E:<c(ullvc 'Sliitulcry Deslr,nation of ResponsIble 
• Clinllnal JuslIC~ I\gcncy 
Prcvenl!cn of I:il?ulhoriled I\ccess' 

lIa:d/,'are [k:ir.n 
Software D~SICIl 

Dedicaled lIar1,1,<'I(,' 
TerminJls 
Cor:;mJllic<l!IO;1S Conlrol 
P,occssor 
SIOlage Devices 

., CI;~in:irj;;lir:e -AZ-encyAul~ority: ~ 
Co:nputer Or-cralJons Policy 
Access 10 \'fork ("e:lS 
Selection ar.d SurervislOn of Pcrsullnel 

Ass ignment of Mmi nis tralive Respons ibilily: 
. '. .Physical Security , 

, 'Unauthorize6 Access 
Physical Prolection Against: 
. Access lo.Eguiprnent . 
Theil, Sahotage . 

• Fire,' Flood, Other Natural Disaster 
Employee Training Program . 

Individu31 Richt or Access 
Ruins for hccess 
Point or RGvicw and fl~echaliism 
Cha IIcn~e by lnd iv idua 1 
Adminisirative Review. 
Mminishalivll Appeal 
Corlec.tion/Noliricalion of Error 

.. " ... .-., 

.. 
. , 

...... , ...... , .. ..... -;; •••• -j .. ':.- •• " 
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'. *NOTE: Section on."Security not required to be comp1c:ted. . " 
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UIHHD.5T ATES D~rAI\ TI~nlT or: JUSTICE 

Low Elllt'l C"rr,I'"' As s i SInne,' Admin!!; 110lioll 

Notional Crin,inol JusliC'c Infnrmotian and 

Stuliulc", S~rvic:c 
Wa!>hinglan, D.C. ;z.~IS31 

D. C. Dcoartment of Corrections 
614 II street, ~~'l, Suite 1114 
Nashingt'on, DC 20001 

7"':"'! or "'~E~~CV----------------

I 'POLIt. r . , 
, [' I PRoseCIITOR 

. " 

OPERATIONAL ~ROCEDUR ES 

... ' .. 
• 0' 

Completeness and Accuracy 

Complete Disposition Reporting from: 

, " 

PDlice • 
Prosecutor 
Tlic:I'Ccurts 
:Ar~l!~te COUlts 
Plob:ltion , 

.'~.: . 

Corle~lionJllnslitulions 
Paiolc 

, , 

SYSI~n:Lltic Aud';t: 

.. 

" 

Del illqilc'nl DispJ5 ilion r,~oQllor ing 
Accuracy WI if ical ion 

limits on Dissemination 

. ," : .. 

:: 

• 

, .' 

• Conlraclutll AClcemcnls.l~olices and Sanctions 

. --, ..... 

.' 
" 

in Effect fOI: ' .- J .,. , ..... 

Criminal Justice Ai!Cncics 
• Non·t:ti.ninal Ju~tlre Agencies Grantcd Access 

by Law (01 t)'.ccuiivc Order 
Scr\'ice A~cr.cies U.ldcr C\lalJact 
r:Csci!rch O:l!anlzalions 

" 

\'alt~:l\Il\r. f\p.c-nry H!~ht of J\c~css RrSlricl:cns un: 
Jt:\,rnilc Hi!coIC DI~3C:nI:;;llIon 
C):1IiIl:IZltl"n ('If R£'col(l E.xlslrnc~ 
Sccotr..\lry D:ssei11l1l."Itio·' by iioll·CrimlO,11 
. Jaslice ,ircnclrs . 
Dt~s('ml::.'\IIi)n WI!hou\ DISllOs:tl(1n 

Au~it!o an..1 O!JJlily COillrol 

I
' t.c:lt: 1'r;lIl: 

I\W('311111: DJ!J fi!ll~ 
. rWr.;U)· Dlf,SCnlli:ll:on lcf,S 

L ~cor.:laIY DI~semlnilll,)!1 Lo~s 

----' --

" 

: 

CERTIFICATION FOR 
AGENCY SYSTEMS OTHeR THAN 

. THE CENTRAl. STA TS REPOSITORY 

"pp"'lcr,OLE STATE: Of>, i t: PR<. .... "HCo 

District of 
Columbia 4-12-76 

Mr. James Freeman 

IWVI 
IMPLEIM·.tIT ED 

. 

. 
X 
x 
x . 
~ 
x 
X 

'-x 

.--'--

. '! ::' ~ ," 

. . ,---. . 

:----
~.-,---

. 

"V conne:CTIOfIAL 
~t'lINSTITUTICN 

llioi<SO'Io; FO"1 
NOII·IM "L 1:: .... ,: 'IT r. T 10 tI 

-- L"r: 0-cos, irb.HIIC"I.IAu9~-:ip,:;'., 

.. 't' " " . 

I , 

I 
- " 

, . -

" 

x' . 
x 

-" 
: 

. 
" 

'" .... .. ~ ... ,. : '. .- . j . -- :-- ... ,-... : - -.... """._--
. , 

-. 

I 
. ---

,-

.-
I ._.- -

I ., .. 

[J PARctr. 

i I 
tSil ... .\iF:n l 

1I.:1'LE'I.;::Wil.":IOH 
OArE,' 

. . 
'. 

0' 

I ~ .-

I -- J I 

I 

7-7:1 
, 

7-77 
. . 
" 

, 

, 

.-

. 
. ----, 

_--K_~ ~ I ~ j 

I 
------------..,-1.' .. 

f--._-- ----, }.". _.;1-=-.7.7 ----t ,. ___ x· . _7-71-____ j 

---...... -.-~ I ...... ..----- -------
({.', •. nIUiur f~1 ('" r¥'. ~r) , 

" f " 

f , 
• 

f 
I. 
I 
I 



I· \ , 

... 
OPERATIONAL PROCEDURES 

* Sp,culity 
Excc\::I'IC 'S:.:!tUtOIY Dcsir."'llion 0: HesDonsi~le 

Crir.llOal Justtce 'I~cncy 
Prever.lIon of Uni1:J!norizcd Access' 
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Terminals 
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. Accl:ss 10 Work Arcas - i 

St!lcc\ion and Supcr'Jision oi Personnel ~ ! 
Assl~n;ncnl of Administrativc Responsibility: - I J I 

Ph~'sical Sccuri~'l -. ' 
, Unauthorized Access j 

Physical PlOtection Against: 
, Access to Equipmcnt 
Theft, Sahotage 

• File, Flood, Other t{allHai Disaster 
Em~luyec Traininr; Program -

Indi\'idual Rieht o! Access 
RuillS 1m Access 
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-,. 

b---------~~------~------~-------------( 

1-------+:-, --+-----+-----f-----,---l' 

x _ 
b------X 

x " 

x ------
x' 

, x 
".' . 

'0 ...... 

'. *N()l't: Section. on "Security" not required- to be corapl,:t~d'. -

:" *, ..... -" 

• -- t~' ..... ! .. ". .. 
·'0 " .. " ". ... .. ~ 

.. : ~. " ..... ' ... .. ,." 
" 

-- . - " 

.. 

", ~ .. : ...... ~ .... 

-, 
, : 

" 

" "'-j 

,,-

." ." 
, , 

.; .. 0;" • 

... "\ . 

'-

.-

I. :.--'" ; 

: : " " 
~ .... , .. ~ ...... 0... "" 

-' 

.... ::. '" ............ 

" - , " . ~ .. }'. -, .. : .... ".. . .. ~":" ~ ...... 
, , .... ,'" 

eO , .... 

, ' . - .. , : ... 
,', --

", 

0-... , 

. . , , 
1 

.' 

I : 
i _________ .. .J ,I :,', 

~----------~---------------- -2, 

. ' 
,~:" ,i i*G,,9Jt/E{~·'!i·~\·?,':fh!titt ~i;.: ;.p 4 •. < 

.......... -,,-"-~ 

( 

.- ';:'j'"trt..~~~~ .. J§lk::,~ittN"_,dhM\W~~\Qh.4.d.,.,,~~;,i;..i~.S.t~~~~r 
... 



I 

I 

t 

\ 
I 

\ , 

-f 

~-: .- I' 

.J. 

. 
I 

r 

-. 

." 

" 

PRIVACY AND SECURITY PLAN FOR 
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Foreword 

This document represents Part II of the District Government's 
plan for p~ivacy and security safeguards regarding criminal 
history records. 

Th ":C" T"\'l,...1- 1"\-1= -I-ho. ~'I'l" """"ra,"",,C'" r-n.,..+';r\T\r n+ +1...n "C",l,,_ ..... 1 n",...."1,,,_ 
L ...... .J y ............. v ..... •• 14 .......... !-, ....... ""'" ........... v"""""'.L..> "''''''-''-'-V''''''''> v ... ",-.1 ... \",0 J.""':""''''' .... u. ..... "'''''5\,4..LU 

tions entitled, rlLimitations on Dissemination" (20.2l(b), (c), 
(d)j anu !lSccuri ty" 20.21 (f). 
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I. LIMITATIONS ON DISSEMINA~rION 

. A. Reguirements of the Regulations . 

The limitations on dissemination set out in Section 20.21(b), 

(c) and (d) of the Regulations apply only to IInonconviction 

data". This term is defined in Section 20.3(k) to include 

all acquittals and dismissals, instances where the police 

have elected not to refer a matter for prosecution or where __ ._ .... ..-..100. 

the prosecutor has elected not to commence criminal 

proceedings, and arrest information with no recorded disposi­

ti.on if a year has elapsed from the date of the arrest and 

no active prosecution is pending. The Regulations place 

no restrictions on the dissemination of conviction data and, 

with the exception of year-old arrest rec0[ds where no 

" ,·active prosecution is pending, no restrictions are placed 

on dissemination of data concerning open arrests or pending 

charges. 

The restrictions on nonconviction data become effective on 

December 31, 1977. After that date, dissemination of such 

data for noncriminal justice uses, other than for research 

or contractual criminal justice services under Section 20.21 

(b) (3) and (4), must be "authorized by st:atute, 'ordinance, 

executive order, or court rule, decision or order, as con-

strued by appropriate State or local officials or agencies" 

The existence or nonexistence of nonconvi3tion data to any 

o 
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person or agency not authorized to receive the data itself 

[Section 20.21(c) (2)], except that criminal justice agencies 

may cpnfirrn such data upon specific inquiry by a reporter or 

other person as to whether a named individual was arres.ted, 

detained, indicted or othervlise charge.d on a specific date 
.. ... . .. ~ 

[ 
[Section 20.20(c)]. 

~~~~~--"""-~~~,_""",,, _____ , _". ~J 
Finally, the Regulations prohibit the dissemination of juve­

nile records to noncriminal' justice ~gencies, except ~or 

research or contractual criminal justice-related servic~s, 

unless specifically authorized by statute or by court order, 

ru!e,or decision [Section 20.21(d)]. 
/ 

Noncriminal Justice Dissemination in the District of Columbia . 

• 
1. The Duncan Ordinance 

Dissemination of criminal history records in the District of 

Columbia is governed by a city legislative enactment known as 

the "Duncan Ordinance ll [Commissioners' Hemorandum Order No. 

77, Series 1967 (December 1, 1967).] This ordinance resulted 

from recommendations set forth in a 1967 report entitled/ 

"Report of the Committee to Investigate the Effect of Police 

Arrest Records on, Employment Opportunities in the District 

of Columbia". The report concluded that the then \..;ridespread 

availability of arrest records to employers caused severe 

and often unfair consequences to job applicants with arrest 

records, particularly if they had been found.not guilty or 

.. ,-_." ... 
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if charges against them had been dismisse.d. The report 

recommended the adoption of rules regulating the dissemina-

tion of criminal records to law enforcement agencies and 

prohibiting the dissemination of arrest records to non-

criminal justice agencies and invididuals if the charges 

had not resulted in a conviction or 'forfeiture of . 
-...-. ... '-_ ... -........--------. ' ~ coilater'af~Tnerec6inmenda tions-'-were--adopted-, by-- the-D.~ .c __ .~ __ ~ 

'; 

.' 

1 
1 , 

I 
i I 

I 

·1 
, 

" 

Board of Commi'ssioners, and thus acquired the force of law. 

Pursuant to the Duncan Ordinance and pOlicies developed to 

implement it, all requests for criminal records by non-criminal 
. 

justice agencies or individuals, from within or outside of 

the Dis~rict of Columbia, are directed to the Metropolitan 

Police Department. P.D. Form 70 is used for all such requests. 

The form must be signed by the record subject authorizing 

the release of his record. Pursuant to the Duncan Ordinance, 

the only record entries routinely released to non~criminal 

justice applicants are entries,relating to offenses which 

h~ve resulted in convictions or forfeitures of collateral 

within the past 10 years.-1:,/ Non-conviction data is released 

only in the relatively few instances when the requestor is 

-11 The la-year period is extended in cases where the record 
subject was imprisoned for all or part of that time to 
include entries in the record subject1s criminal history 
relating to such earlier conviction. puncan Ordinance, §4. 

, 
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a criminal justice agency or is specifically authorized 

to receive such data pursuant to a sta~ute, ordinance, 

court order or equivalent authority. 

An index of applicants with approved authority to receive 

'nonconviction records is maintained in the Identification 

and Records Division of the Metropolitan Pol~ce Department. 
!r ~_. _ ... • .-.-..........-._"' ___ ... ~: 

Any questions about the authority of a particular applicant / 

to receive nonconviction records is referred to the General 

Counsel of the MPD. In resolving such questions, this office 

takes the view that the law. or other authority relied upon 

must be clear and specific to overcome the Duncan Ordinance's 

restriction on the release of unexpurgated, arrest records. 

.' 'Language such as "good moral character II is regarded as 

insufficien~ for this purpose. An appli~ant relying on such 

authority vlOuld only be entitled to a "Duncan record," 

with the record subject's permission. 

2. Year-Old Open Arrest Records 

Since open arrest notations, however long they have been 

pending, are not disseminated to non-criminal justice 

recipients unless specifically authorized by statute, 

ordinance,' court order or similar authority, the District 

of Columbia is in compliance with the requirement in the' 

Regulations that year-old open arrests be treated as non-

conviction data, if prosecution is not actively pending. 

.. 

However, as part of the OBTS/CCIl System, special procedures 

o 

.' 

o 
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will be developed to flag such arrests to ensure that 

unauthorized disseminationsido not occur inadvertently. 

3. Criminal History Record Checks 

The M.P.D. does have a procedure for making a criminal 

history record check for individuals who apply in person. 
-.. ~ --- ... - ,~ .. -.. - _ ... ~. --....... -. . ... " - ... - - .. _ .. _-- -----_." .. ~ .- .... ~ - -.. -...... ~ -

Upon proper identification, payment 'of a $1.50 fee, and 

sigm':ng' orBie reIease-aii't.noYi"zat.Lofl"'-Un-P~IJ:-'-Form/'u,-such-' -~',~ 

individuals are given either a "Duncan record", or a "No 

Record ll certificat.ion. Thus, absent specific authorization 

as described, supra, there is no dissemination or confirma-

tion of arrests that have culminated in convictions or . 
forfeitures of collateral. The M.P.D.'s procedure, 

therefore, is in complete c9mpliance with Section 20.21 (c) (2)' 
, 

of the Regulations which prohibits confirming the existence 

or non-existence of a record to a requestor who is not 

authorized to receive the record itself. 

4. Sanctions 

As detailed more fully on pages 39-40 of the first section 

of the Plan submitted August 10, 1976, the District of 

Columbia has in force sanctions de,signed to deter violations 

of dissemination policies. The MPD reserves the right to 

suspend services to any user agency which violates any 

Federal or District regulation on the use and dissemination 

of such records. In addition, pursuant to the Manual of 

the 1>1PD (\vhich has the force of 1m·;) and HPD General Orders 

" .. . 
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governing the actions of police officers, willful or 

negligent unauthorized disseminations of records are 

punishable by personnel or disciplinary action. 

c~ Press Inquiries 

- -.. --,-_ ... '-'-'The'current"policy of theMPD concerning press ,inquiries 
. r 

-.~, _..I 
r-----_._n ---.. -<.'_. _.~c~o~m~E::...+i e s wi th the _ R~gul a tions . ______ l>1_p_D"'--p_e_r~s_o_n_n_e_l"__'w~i __ ll con fi uIn ~ 

~---.~.~,.~.---~--,~ 

f- l 

; 

'! 

J 

I 

a prior non-conviction data, entry upon receipt of an inquiry ! 

that is specific as to event and date. This policy has 

been based upon oral in.structions and internal memoranda. 

Prior to December 31, 1977, .the policy will be formalized 
. 

in written instructions or regul~tions. Willful or negligent 

violations will be made subje;ct to the sanctions set out in 

" " the previous subsection. 

D. Juvenile Records 

The maintenance, use and dissemination of juvenile records 

in the District of Columbia is governed by Sections 16-2330 

through 16-2333 of the District of Columbia Code. Under 

these provisions, juvenile records may be disseminated to 

noncriminal justice agencies, such as supervising agencies 

designated by the court; or, other agencies that, in the 

view of' the court, have a profes~ional interest in the 

juvenile1s weifare. However, since all such disseminations 

a're pursuant to express statutory authori'\:y and since un,lavlfui 

disclosure of juvenile records is punishable by civil and 

criminal penalties, the District of Columbia is in full 

compliance with Section 20.2l{d} of the Regulations. 

, . 
o 
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E. Use and Dissemin'ation Agreements 

'. ~ 
As stated previously in the section on Audits and Quality 

Control, when the central repository has been fully imple-

mented all user agencies in the District of Columbia will 

be requested to execute Use and Dissemination Agreements 
-.-... --,-- ....... - ....... ---- "',.... ••. ••• '. _ ..... ' ... ' -. -.. .. .. ........ ~ .. '_w .. _,_._"_,.._ ...... ____ ... __ .. ____ .. _ .••• __ _ 

.' 

binding them to full compliance with the Regulations and 
'{'.w - . 

the proced
1

{1res setout' ·illtl1TS~pl.crfi~Appropr±ate·-agJ:eements 

will also be developed for agencies and individuals who 

receive criminal records for the purpose of contractual 

criminal justice services under Section 20.2l(b} (3), or 

research, under Section 20.2l(b) (4). 

Numerous federal criminal justice agencies are involved in 

the criminal justice process in the District of Columbia 

on a day-to~day basis and receive criminal records from 

agencies of. the District of Columbia Government. These 

federal agencies include the U. S. Attorney's Office, the 

U. S. District Court, the U. S. Parole Board, the U. S. 

Bu~eau of Prisons, and various federal police agencies, 

such as the U. S. Park Police and the Executive Protective 

Service. The District of Columbia has no jurisdiction to 

enforce compliance by those federal agencies with the 

Regulations or with procedures developed pursuant to them. 

Moreover, since the federal agencies most actively involved 

in the criminal justice process in the District are agencies 

of the Department of Justice, compliance' by them with the 

Regulations is presumed. For these reasons, the District 

o 
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of columbia will not require these agencies to execute 

Use and Dissemination Agreements. Although efforts will 

.~, be made to secure the cooperation of these agencies in 

the procedures set out in this Flan, the District of 

Colw\bia will aSSwue no responsibility for complianCe by 

'these" agencies Vii th .. the -Regulation.s' ~?~.~'-'-'". ~ __ ~i_ ..... ~ ..... h ..... ~_~_l=a~. ~_.-....... p ..... ,r __ .~_'._C,-e .... d,-u_r_e_s ..... __ ,~_ .~ 
'--'----'F: - cri.mlnaf--'JUsB.·ce-Useand~DIs semln-at""ion ,. .. .... - P' •• 
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As of the writing of this plan, two cases· affecting the 

use and dissemination of criminal records by ~riminal justice 

agencies are pending on appeal in the courts of the District 

of. Columbia. Neither case involves ispues that will 

-directly affect the District's compliance with the Regula-

tions; however, both should be discussed here since their 

outcomes may ~ignificantlY af~ect the maintenance and 

dissemination policies of the MPD. 

The first case is utz v. cullinane, 520 F.2d 467 (D.C. 

Circuit 1975), decided by the United States Court of 

App'eals for the District of Columbia on October 3, 1975. 

In its decision, the Court ruled that the HPD's policy of 

routinely submitting arrest records (with fingerprint cards 

and Gharge notations) to the FBI violated the Duncan 

Ordi~ance. The 'Duncan Ordinance provides that adult arrest, 

records may be released to laYl enforcement agents upon 

request and representation that the records are to be used 

for la\v enforcement purposes. The term "1m-I enforcement 
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agent" is defined to ,include any person "~aving cognizance 

of criminal investigations or of criminal proceedings 

directly involving the individuals to whom the requested 

records relate." The' Court of Appeals ruled that this 

language requires a specific request and does not authorize 

I' 

l 

f 

.. --the-routille -trans fer of" arrest -records- -'1:-6 -"the ·-FBete be --_._- .. ·-1 
____ ~ _ _s.:to:r:ed_in Us. mas.ter....:r:ap-_..sheet fj 1 e-...~-=~~=.~~~~~~='-~~~~~ t 

" 

. " 

':.~.l· .. { ~ .. . 
,'. 

.. 

However, as noted earlier in the first section of the plan 

(po 13), the MPD does forward arrest information to the 

U. S. Attorney's Office in those cases' in which charges are 

fi~ed by that office, and the U. S. At~orney forwards this 

information to the FBI. This is done in response to a 

letter from the U. S. Attorney, dated October 8, 1975, 

requesting a~rest records in all such cases and representing 

that the records will be used for a law enforcement purpose . 

The U. S. Attorney forwards the records to the FBI to 

determine whether or not the defendant has a record in 

another jurisdiction and to ~dd the record to the FBI's 

master rap sheet file. The Corporation Counsel of the 

District of Columbia has issued an opinion stating that this 

practice is consistent with both the Duncan Ordinance and 

the decision and final order in utz. The D. C. Public 

Defender Service has challenged the procedure, however. 

On January 16, 1976, the U. S. District Court for the 

District of Columbia held that the above-described procedure 

does not violate the Duncan Ordinance or the Court of 

. , 

I 
I 

I 
I 
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Appeals decision in Utz. The District Court's judgment has 

b~en appealed to the U. S. Court of Appeals for the 

District of Columbia Circuit and is presently pending . 

As noted, the outcome of this case will not affect the com-

! 
i 

t , 
t 

pliance of the MPD with the dissemination limits set out in t, 
,n._ •••• _,_._._ .• ___ ._. ______ .• ______ .. __ • ____ •• __ ._o ---_ ••• _. __ ._. ____ • __ • _____ • _____ • ___ • __ . ___ ._. ___ .. __ .... _ ._. 

the Regulations. The Regulations expressly permit the 

"-~~'''''''-~~'aisserninal.:16rCoralT-£ype-s-'ofCrTmina-rn~s£6ryrecordS£o =--~----'--
t 
t 

criminal justice agencies for criminal justice activities 

including: criminal identification activities, and the 

collection, storage, and dissemination of criminal history 

re~ord information" [S~ction 20.3(d)] .. Thus, the Regulation~ 

would permit the original practice of the MPD which was 

found by the Court of Appeals 'to violate the Dunc~n 

Ordinance, and it would also permit the present practice of 

forwarding arrest records to the prosecutor's office to be 

transmitted to the FBI as a necessary part of the prosecution 

of cases by that office. The Regulations would seem to 

encourage the practice, since a check of the FBI's files is 

an'important element of the District of Columbia's efforts 

to ensure that its records are complete and accurate and 

th~t only complete and accurate r~cords are used' in the 

prosecution'of cases. Moreover, participation by the U. S. 

Attorney for the District of Columbia in the FBI's master 

rap sheet file system is an important benefit to criminal 

justice agencies in other jurisdictions which otherwise 

I. 

I 
I 
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might receive incomplete and inaccurate records on defendants 

with past or pending offenses in the District of Columbia. 

The second case is united states v. Hudson [103 Wash.L.Rep. 377 

(1975)], in which the D. C. Superior Court, the local trial 

, .... _.- .. - -,···_·· __ ·courti'·····ruledthat arrest- records of-persons· found···to be 
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innocent in certain circumstances must be expunged from the 

MPD's central criminal files. In previous opinions, the 

D. C. Court of Appeals has held that acquittal or other 

disposition records may be maintained and disseminated for 

law enforcement purposes and limited non-law enforcement 
. 

purposes as permitted by the Duncan Ordinance. The case 

has been argued on appeal before the D. C~ Court of Appeals 

and is awaiting a decision by that court. While not likely, 

it is possible that the Court of Appeals decision might 

alter the current record-keeping and dissemination practices 

described in this plan . 

II. , .SECURITY 

Federal Regulations establish comprehensive security 

standards to protect criminal history records from 

unauthorized access, loss, or physical d~mage. All 

repositories of such records are required to devise 

P~ocedures which will meet the federal standards and all 

such procedures must be fully operational not luter 

tnan December 31, 1977. This Section of ' the plan details 

o 
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the ways in which the District Government has met or will 

meet the federal standards at the central repository. 

A. Access and Physical Security 

r' ..... -,- __ .' _____ ._.~,_The _Central ,Record Repository, ~qri.r:ni~al d~s:.~ment ~:t0r~g~, 

l_ area) has been designate~.a ~estricted area by the 

, 
", , 

1 Director, Identifica'tion and Records Division. Large 

• 

.1 

I 
~ 
I 
• ,I 

! 

" . 

--

red and black signs have been posted at all entrances 

to the document storage ar~a, restricting entry to 

authorized personnel ~~ly. 

Access to the crjminal document ,storage area is 

controlled 24 hours a day, seven days a week by a police 

official and document storage area supervisors, whose 

responsibility it is to ,assure authorized access by 

d09ument storage area Gmployees or special authorized 

agents only. Authorized visitors are personally 

escorted by a police official or area supervisor for 

the entire duration of the visit. Visit.qrs are not 

permitted to take photographs, nor make or receive 

copies of criminal history data housed within the 

document storage area. Hours for official visits are 

restricted to 0800 - 1600 hours, Monday through Friday, , 

excluding holidays. 

. . 
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Access to the Central Computer Repositorywill be 

controlled by a security officer 24 hours a day. 

This officer will be supplied with a current roster 

of individuals with authorized access into the site . 
.. ' __ ._ ........ __ • r __ .... _ .. _ ......... ______ ... '" • _____ ... _ .. ______ ... _____ ...... _ ..... _. 

When a person request~ -~~~ess;- the -of-£1.cer wrrr'verify" 

---,--------+-'C'he-ir-ident·i t-y-by-checy,..i,ng -a-color.=.code~hadge~i_s$J.leg __ ~~_, 

by the Metropolitan Police Department (MPD). Once 

.' 

j 
! 

the person is granted access, the officer will direct 

that person to the authorized level of access. This 

will be determined by the color of the badge. Each 

level of access will be identified by a specific color. 

This badge will be worn by all employees and visitors 

at the site. Visitors will be required to, sign a log 

prior to the issuance of a badge and then will be 

escorted by a security officer. Upon co~pletion of 

a visit, visitors will be escorted to the area' in which 

they signed in, where they will sign out and return 

their visitors' badges. Official visits will be 

restricted to the hours from 0900 through 1700 on 

weekdays only. Rules and procedure~ regarding access 
, I 

• f t 
I to the central repository will be disseminated to MPD 

personnel, and appropriate signs indicating a restricted 

area will be posted at ,key locations • 

. , 
I 
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The following methods of ensuring additional site/data 

security will be investigated: 

Prohibiting cameras on site. 

Cryptography to encipher door entry codes. ." 

_. __ .. J;..oqking .. o.f.al;L.junction.box~s controlling any type of • . - 0,_ ...... .~~ __ • _H_. _ ...... _____ .~ .. _ ... _ .. _~ .. __ ,_ ..... ___ _ 

input (water electrical, phone, etc.). 

Installation of a burglar alarm, to include fire and 

smoke alarms. 

Uninterruptable power system. 

Site terminals and all visual type displays faced 

away from any area where unauthorized observers might 

compromise security of information. 

Enforcing of a desk policy to prevent data documents 

being cqsually picked up or copied. 

Shredding of all docum~nts and list~ngs used by or 

generated by programmers working on site. 

Privileged data listings being signed for and returned 

prior to issuance of a ~ew listing (currently 

implemented) . 

Destruction of all computer typewriter ribbons. 

Regular scheduled and non-scheduled ~urveys of premises 

security. 

Closed circuit television surveillance of entrance and 

areas secured upon completion of the duty day_ 

" 

+ ., 

i · . · 
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Programmers will not be allowed to operate the computer 

system. 

The day to day enforcement of security regulations 

concerning all personnel authorized to have direct 
" ", 
access to such information on site will be delegated 

Repository. Authorization of access to any individual 

shall be consistent with the security policies and 

guidelines to be developed by the MPD. Deviations 
/ ' " \ 

'b . from these policies and guidelines will only be' 
l/ 

authorized by ,the Chief of the Metropolitan Police Department. 

The,Metropolitan Police Department training academy 

will be used to provide all personnel.authorized on 

the site with training concerning the physical security 

of their terminal site along with the most current 

security and privacy regulations. This training will 

not be used for casual visitors. 

All communications lines/channels being used to trans-

mit criminal history information will be solely dedicated 

to crimina: justice use, i.e., there will be no 

terminals belonging to agencies outside the Criminal 

J~stice System sharing these line/channels. Avenues of 

protecting lines/channels against clandestine devices 

used to intercept or inject s~stem t~affic will be 

explored. 
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TERMINAL DEVICES HAVING ACCESS TO CRIMINAL'JUSTICE 
INFOR1vlA'l'ION: 

All agencies or units having terminals on the system 

maintenance personnel, will be accomp~nied at all 

times and will not be permitted access to criminai 

justice data. The agencies and units having terminals 

with access to criminal justiee data will be required 

to have terminal operators screened and to restrict 

access to the terminal to a minimum number of 

authorized employees. 

Copies bf criminal history data obtained from terminal 

devices will be afforded security to prevent any 

unauthorized access to, or use of, that data. When 

these copies of criminal history data are no longer 

'required for use or file they will be destroyed in a 

manner, such as shredding, to further prevent 

unauthorized access to data. 

Terminal agencies making inquiries of the criminal 

history file will maintain a hard copy file of each 

inquiry made for a period of 180 days, including those 

inquiries to which the response indicates that there 

~ ." - .. """""'jl 

1 
':1 
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.. 
is no record in file. These agencies will further 

maintain a permanent log ot all inquiries against 

this file, including the following information as a 

.. ,. - ." - ...... -.' '-·---·-··"mJ.nl.mum "for -each inquiry :-- - -- , 

____ ~~ ___ --..._----..,' pat.e __ a.nLtJ.JlJe th:e il:Lqpj~.!:~~s m_a_d_e..;.._~~·~·_~·~·_' _. "'--"'-'--~, ~,~~ __ ,~ 

The name of the authorized terminal operator who 

made the inquiry. 
;. 

The name of the authorized criminal justice rep~e-

" 
; sentative who requested the inquiry. 
, .. 

, . " The "name of the criminal justice agency represented 

; i~ different from that ,of the terminal agency. 

~ ; I 

~~: 1 I . ! 
~ 

~ 
j 

. ' .. 
The complete name inquired upon •. 

The reason the person above requested the inquiry. 

An 'automated record of all transactions related to 

" criminal history update information is currently 

"I 
t maintained at the Central Computer Repository. Under 

1 ; 

i 

I 
security controls currently available within the 

.I 
I 

operating system, special preassigned color codes are 

I 
! ! 

necessary in orde::- to access crimir"3.1 history files. 

" 
It is anticipated that security applications software 

development and use of the latest operating system 
:, 

techniques will proceed to allow rapid detection and 

to display on a security control terminal attempts by 

.. 
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unauthorized users, or terminals to enter the system. 

Regulations will be established which ",lill require 

the automatic cutoff of terminals used in violation I 
or other abnormal characteristics • 

'.. . .... of security requirements, o..,.r_w_h~i~_C~h~_i_n_d_i_c=a~t ... _e~~a~c_~J..'"",,-,--,-Vi t ...... y_ ~ __ ... ___ . _ _ l 
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