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¥ : I. INTRODUCTION

! : x?ln 1973, Congress amended the Omnibus Crime Control and Safe

3
Stroet Act of 1968 to providegain Section 524b (42 USC 37716),
for the collection, storage, and dissemination of criminal
history record information maintained in reéords systems which
ybrecoivcd financial support under Title 1 of the amended Act.’ |
If’f" TR G f"é’"l“.l.“é“x(r‘-*ﬁ’p""é“c’:’f'iﬁn"l, "t‘h‘e“D‘é‘“p‘?fr‘fin’e“lft*of"ﬂ'u“;‘t'rt'e”;“t}n‘nﬁg’h—"th’e“‘—'*—"—”‘*“‘ —
| Law Enforcement Assistance Administration (LEAA), published |
SN regulations implementing Section 524b in the Federal Register.

These Regulations, effective since June 19, 1975, are included

in the Code of Federal Regulations (Title 28, Chapter 1, Part 20).

The new Regulations set forth standards applying to all criminél
justice information systems which store criminal history record
information and which have received LEAA funding sﬁpport since
July, 1973, While some parts of the Regulations are intended to
be fully oéerational with the submission of the étate.Privacy
Plan, a1i1 parts of the Regulations are expecéed to be‘fully

implemented by December 31, 1977.

The Regulations specify that each State, where applicable, must

I

submlt a Privacy Plan by March 16, 1976. This document presents
the Privacy Plan of the District of Columbia Government for R

‘thO tontent areas of criminal history record safeguards and

Practices. The Plan is responsive to Federal Regulations and

reflocts the current status of the District's activities in -,
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these content areas. The Security and Dissemination portions

of the Privacy Plan will be submitted at a later date. The

purpose of this document is to detail the steps which the
District of Columbia will take to comply with all regulatory
requirements (except Security and Dissemination) by December

31, 1977.

L
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The Mayor of the District of Columbia created a Privacy Review
Committee and invested this body with the authority and respon-
sibility for development of the District's Privacy Plan. In

addition, the Plan is subject toc the review of the District's

Criminal Justice Coordinating Board which includes representa-

tives from the city's criminal justice community. At the request
of..the Privacy Review Committee, the basic résearch necessary to
develop this Plan was conducted by the staff of the Distriét of
Columbia State Planning Agency (i.e;,'the Office of Criminal
Justice Pléns and Analysis) in collaboraﬁion with representatives

of the criminal justice agencies impacted by the Regulations.,

s




II. THE CENTRAL STATE REPOSITORY

Although the Regulations fall short of mandating that each State
establish a central repository for complete and comprehensive
criminal history information, it is clear that the intent is to

' firmly fix some point of ultimate responsibility for record

—————jrtegrity Tt isTalsoclear that the central dat 2 base on-

1
;’
3 1]

visioned by the Regulations is the OBTS/CCH system,as conceptually
\ . delineated by PROJECT SEARCH documents and the LEAA GComprehensive

Data System Program Guidelines. Where central repositories do .

not exist, states are encouraged to develop them. Where they do

exist, they must be so designated for purposes of the Regulations.

"A. Authority

: The District of Columbia Government has the necessary
ff legislative‘authority relating to the collection, mainten-

ance, and storage of criminal history records in a centralized

i | location. Under § 4-134a of the D.C. Code, the Metropolitan

Police bepartment (MPD) is vested with central custody of

4% " criminal records.
{ "...[T]he Metropolitan Police force shall keep a record
] of each case in which an individual in the custody of

: . any police force or of the United States Marshal is

: ~charged ‘with having committed a criminal offense in the
5 District (except those traffic violations and other

E petty offcnses to which the District of Columbia Council
; determines this section shall not apply)."
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This section of the D.C. Code also describes the elements of the
criminal history record which are to be submitted to the MPD:
including, the original and subsequent charges lodged against

the individual, judgment of innocence or guilt by the courts,
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The B.C. Code § 4-134(b) further stipulates that:

»

"“The Attorney General, the Corporation Counsel, the
United States Commissioner for the District, the Clerk
of the District Court, the Clerk of the Superior .Court
of the District of Columbia, and the Director of the
Department of Corrections shall furnish the Chief of
Police with such information as the Commissioner (Mayor)
of the District of Columbia considers necessary to en-
able the Metropolitan Police force to carry out this
section."

§ 4-134c also mandates that notice shall be given to the MPD of
the authorized release of prisoners by the District Board of
Parole, and D.C. Department of Corrections, and the U.S. Board
of Parole. In addition, routine notification is given to the

MPD concerning persons who have escaped from correctional in-

stitutions and other fugitives from justice.

One reason for establishing a central records repository was a
recognized need for Tentralization, due to the co-existence of
various federal and local criminal justice agencies in the

District. Several police agencies contribute to the .total law

enforcement of the city, e.g., U.S. Park Police, Zoo. Police,




.and the Executive Protective Service. 1In the area of the courts,

erimes committed against the Federal and D.C. laws come under the
jurisdiction of the U.S. District Court and .the D.C. Superior
Court respectively. It can happen that criminal cases on the

e o st o o

same individuals are concurrently active in both court systems.

e

In corrections and parole, the exchange of offenders between

federal and local éorrections institutions, and between the U.S.
Parole Board and the D.C. Parole Board has long been a practice.
Given such aﬁ environment, the advantage of establishing a
central recofds'sourcg to enhance the city's criminal justice

system is apparent.

Thﬁs, the legislative authority necessary to establish a central
state repository already exists in the District of Columbia.
Further, this authority has been vested in the central records

system of the Metropolitan Police Department. -

Current Status of the Central Repository

The Metropolitan Police Department currently maintains various
internal record systems and files which contain criminél history
information. Some files serve specialized law enforcement func-
tions and do not constitute an aggregated criminal history (e.g.,
warrant files). Portions of MPD records are manual, partially

automated, or completely automated. Presently, the most complete

o




file of criminal history information is maintained in the manual

records of the MPD Identification and. Records Division.

The Identification and Records Division maintains extensive

“historical information relating to criminal charges and sub- =~ =~ -

sequent-dispositions_on.individuals_axrrested by MPD in_the

District of Columbia. Records for felonies and gerious mis-
demeanors are supported by fingerprint identification and a
unique number is assigned to an individual's record. Historically,
three sets of criminal histofy files were maintained for law en-

forcement purposes.

Since August 1974, with the assistance of a grant from the Law .

- Enforcement Assistance Administration (LEAA), the MPD has been

consolidating the manual records into one central file which
would contain the most complete and accurate information on
criminal histories available. Additionally, the manual records
are being copied to microfiche to allow more rapid record access .
and retrieval. In preparation for a computerized criminal ‘
history (CCH) system, the consolidation of information int¢ one
file was accompanied by the ;mplementafion of an automated
Identification Index which contains the basic identifying infor-

mation on all persons arrested by the MPD.




3 C. Proposed Development

et

In July, 1975, the District of Columbia Government received an
LEAA grant for the development and implementation of an Offender
Based Transaction Statistics (OBTS)/Computerized Criminal History

(cc) System. Funded by the LEAA Comprehensive Data é&stém (CDS)

Program, the OBTS/CCH BTalit wis awarded~to—the-Office~of~Criminal——o—
vJuétice Plans and Analysis (OCJPA) with the latter agency sub-

oo granting funds to the participating criminal justice agencies as
ﬂéceésary for system development and implementation. Subgrant
agencies include the MPD, the D:C. Bail Agency, D.C. Department
o£‘Corfections, the ﬁ:C. Parole Board, and the Office of Crime .

Axiaiysis. .

Although precluded from receiving LEAA funding support by virtue
of its Federal status, the United States Attorney's Office (USAO)
bf the Department of Justice,which prosecutes felonies and major

misdemeanors under the D.C. Code, has agreed to participate in

R ey
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the OBTS/CCH system. The USAQ's computerized informaticn system,
PROMIS, captures court-related data pertaining to both District and

Federal offenses committed in the city.

The Office of Crime Analysis (OCA), a division of the Office of
Criminal Justice Plans and Analysis, has been assigned respon-
sibility for coordinating the activities required to build the

% ; OBTS/CCH system. One of the key objectives of the proposed OBTS/

CCH System is tec provide timely, accurate, and comprehensive

R




criminal history information to criminal justice agencies with

a need to know.

As descrlbed 1n the D C Crlmlnal Justlce Information System

PEe—

Master Plan, the OBTS/CCH System w111 dlrectly provide automated

Services related to the Collectiom; "storager—and-dissemination-

of criminal history information to all authorized‘criminal justice
agencies. Consistent with the Regulations, the system will
acquire information concerning all dispositional transactions

from the criminal justice agencies necessary to insure the com-

£ >p1eteness and accuraéy of criminal bistory information. ZEach
participating agency will submit information.that describes the

individual's latest status at each stage 6f the criminal justice

process.

The OBTS/CCH System is in the early stages of development and it

is anticipated that the system will require eighteen to.twenty-

four months to become operational.

B Rt At Tt fovare ¢
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III. COMPLETENESS AND TIMELINESS OF CRIMINAL HISTORY RECORDS

3

A. Background and Definitions

Section 524(b) of the Safe Streets Act of 1973 requires that

automated criminal history record information be kept current

and that disposition data bé includ@d With arreést datad to the
maximum extent feasible. The Federal Regulations establish
standards by requiring that with respect to arrests occufing

aftef June 19, 1975, '"to the maximum extent feasiblgf dis-
positions must be reported to the central state repositéry

within 90 days of the time when thef occur. Dispositions must
also be reported as quickly as pbssible to anf other facility
wﬁich disseminates criminal history records. °‘As a further

measure to insure that only the most compleﬁé data is disseminated,
the Federal Regulations require that, except in cases where '"time

is of the essence" and requisite response cannot be obtained with

e

sufficient speed, disseminees must query the central state
repository with regard to open or new arrests prior to disseminat-

ing criminal history data outside the agency.

A The word "disposition" is defined in Section-20.3(e) of the

Regulations to mean "Information disclosing that criminal

proceédings have been concluded..." The intent of this section

is to acquire and record significant events concerning an
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arrestee/defendant/offender as he passes through the criminal
justice process from entry into the system to eventual exit

from the system.

amema

The word "dissemination" is not defined in the Federal Regulations.

e However;~the-gecompanying-instructions._define_the word to mean a

opmar SN Y

transmission of criminal history data to "agencies other than the
criminal justice agency which maintains criminal historf record
information."l Thus, intra-agency transfers of information would
‘not normally constitute a dissemination except in the unusual

case where there is an intra-agency transfer of data from a criminal
justice sub-component to a non-.criminal justice‘sub-component of

the same agency. For purposes of the "query before dissemination'
rule, the instructions also indicate that transfers of information
relating only to a charge in process do not constitute dissemination,

-provided that in the particular circumstances "it is clear... that

no disposition has occurred."?

-

The term "criminal justice agency" means either a court or govern-
-mental agency (or sub-unit thereof) "which performs the administra-

tion of criminal justice pursuant to (state) statute or (state)

executive order and which allocates a substantial part of 1ts

annual budget to the administration of criminal justice."

1Pr1vacv.and Sccurity Planning instruction, publlqhed June 30, 1975
b}' LE/’U\ P 21. .

2
Tbid .,p.21.
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(Federal Regulations, Section 20.3(c). The word '"substantial' has
been defined to mean in excess of 50 percent of the annual budget.3
Whatever accounting methods may be used to reach the 50 percent

figures, the Commentary to the Federal Regulations indicates that

togaﬁalif§.as'a'C?iminal“justieeaagencxfan‘ggghcyamps; perform,

as its principal function, one of the functions comprising the

administration of criminal justice as defined in Section 20.3(d).

As the definition of criminal history record in Section 20.3(b)
indicateé, the term refers to information collected by criminal
justice agencies relating to individuals 'consisting of identifi- .

able descriptions and notations of  arrest...indictments, informa-

tion or other formal criminal charges and any disposition arising

thérefrom, sentencing, correctional supervision and release;” On
page ?Pthe Instructions state that the definition was intended to
cover all of the standard TOBTS/CCH (Offendér Based Tranéaction
Statistics/Computerized Criminal Hiétory) data elements. Of per?
haps greater significance, the Instructions indicate that even
when the relevant data elements occur outside their normal CCH
setting, they nevertheless fall within fhe scope of the Federal
Regulations. Thus, all agencies which‘maintainArecords containing
"notations" of citizens' prior criminalAinvolvementbmay,-— parti-
cularly if they have received financial help'frbm LEAA for the col-

lection, storage, or dissemination of such records since July of

1973 -- be subject to the regulatory requirements.

31pid.,p.s
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B. Criminal Justice System Components

This section briefly describes existing procedures for reporting

dispositions to the central repository. In contrast to the pre-

- vious section which discusses the central repository in broad

terms, this section identifies the major segments of the District

i S T,

of Columbia's criminal jasticétgySfem—Ehat will be impdcted bi‘

the development of the OBTS/CXH System.

1.-Police'

- When an arrest is made for a serious misdemeanor or felony, the

defendant’'s fingerprints are taken by the Identification and
Records Division of MPD. After a defendant's initial arrest, a

unique number called a PDID number is assigned.

If the individuél should be rearrested at a future date, the same
number would be used. In this way, "one-person-one-number'" allows
for linkaée.between previous and future contacts with the criminal
justice system. The PDID number is also the basis for'tracking
the individual's contact, if any, with other componenté of the

criminal justice systemvand it is the unique identifier forming

‘the cornerstone of the District's proposed OBTS/CCH system. All

new entries are also entered in the automated Identification Index.

Once the fingerprint card and thekaccompénying charge notation aré
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filed with MPD central records, a Police-Prosecutor Report (Form

163) is filed with the United States Attorney's Office or Corpora-
tion Counsel for further processing of the case with both the
police and the prosecutor maintaining separate file copies.

2. Prosecution

Upon reception of Form 163, the prosecutor reviews the initial

charges and reaches a determination of whether to prosecute.

The disposition whether it Tesults in processing or

-dropping a case,is recorded in both the manual and automated systems

-

of the prosecutor's office. This office submits the fingerpfint
card and charge notations to the FBI té check whether the defendént
is a multi-state offender.4 While the case is being processed by
the prosecutor, entries are made into the automated system, the
Prosecutor's Management Information System (PROMIS). Transactions
regarding prosecutorial and court processing are transmitted to

the MPD cehtral repository to insure completeness and accuracy of

¢riminal ‘record information.

3. Courts
Each criminal case entering the Superior Court is assigned a court

docket number by the Clerk. This number serves as the tracking

A recent court decision prohibits the MPD from routinely disscmi-
nating arrest records to the FBI except under special circumstan-
ces. Sce Utz v, Cullinane, 520 y22 467 ~(D.C. 1975). The ruling was
based on a local ordinance, the Duncuan Ordinance; adopted by the
D.C. Board of Commissioners on Oct. 10, 1967. The impact of this
7uling will be more fully discussed in the Disscmination portion
~of the plan to be submitted at a later date.

L R .
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“identifier for a large part of the court's record system. The

court docket number is also captured by the PROMIS system to en-

hance the interface between the prosecutor and the courts,

~expecially with regard to the former's résponsibilities for case

management, assignment of resources, and a variety of related

i St L S

prosecutorial fumctionsT—Although—the—eourts-maintain-theiz._own

record system, it is more advantageous to utilize the PROMIS
system for reporting of most court dispositions in the OBTS.
Althougﬁ not a full-pledged participant in an integrated OBTS/CCH
system, the Superior Court provideé criminal history information
to criminal justice ageﬁéies for admin%stration of justice purposes.
The Coﬁrtlis in the process of implementing a probation reporting

system and the dévelopment of this module will further enhance

~disposition reporting. Probation information is currently répdrted

i

to the MPD in accordance with § 4-134c of the D.C. Code. i

In the Capital City, the U.S. District Court has jurisdittion over
the commission of Federal violation;. These violations constitute -
a small percentage of the crimes perpetrated in the District of
Columbia. -All defendants, either Federal or local, come to the
attention of the D.C. Bail Agency which reviews the case and mékes
recommendations concerning pre-trial release. Under these circum-
stances, arrcst data from Federal cases is known to the <central
repository. In addition, the PROMIS system has recently institutgd,

2 program designed to capturc Federal Court case information.

L2 tow- cd
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4. Bail Agency

,
e f
4

e

The D.C. Bail Agency was created by Congress in 1966, Public Law

-

... .. 89-465, 18 U.5.C. §§ 3146 et seq. (Supp. IT, 1966), D.C. Code §§

23-901 et seq. (i967 ed.)s, to organize and suﬁérvise in con-

junction with‘fhéléoﬁfté'a'ﬁ?%ttriai“reieasempfogram-£om;de- e

fendants who were eligible for personal bond. The statute

et dain - —

iAo et r 43

applied to persons charged under the U.S. Code and the D.C. Code.

The functions assignéd to the D.C. -Bail Agency were more fullf
clarified'and amended by the Court Reoréaniiation Act of 1970,
Public Law No. 91-358, in particular, 5.C. Code § 23-1301

et seq. .The functions assigned to the D. C. Bgil Agency

can be described in several Broad categoriest‘ Pi;st"thé' -
agency is the information arm of the court in the initial bail
determination process. 1In that role, the agency interviews all

arrestees brought before the court, evaluates their potential for

pre-trial release with respect to their community ties and prior

criminal involvemen?}and submits reports with recommendations to
the bail-setting magistrates. Second, the agency supervises those
persons granted a non-surety form of release, and reports vio-

lations of pre-trial release conditions to the court and the U.S.

Attorney. Finally, the agency assists pre-trial releasees in

& securing employment or necessary medical and/or social services.

SA1l citations to the D.C. Codc are to the current edition
(1973 or Supp. II, 1975) unless otherwise noted.

PR o ST o : ‘—W 7
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6..Pardle

Parole dispositions and decision-making rest with the D.C. Parole

Board. The Board is autonomous in matters dealing with parole

issuance or revocation. However, in practice, there are many
Corrections and the

e

Parole Board. This is particularly evident when t@e information

b

system is considered.

Automated parole data is mainfaingq as a module on the CRISYS

system. - Parole dispositions are entered and updated by meéns of
terminals hoqked into the correctional data base: The automation
of parole data has come from OBTS/CCH funding resources, and the ) -
“1 development of this sub-system is in the early stages of imple-

mentation.

7. Office of Crime Analysis

In June 1972, the District of Columbia submitted its "Action Plan
for the De#elopment of a Comprehensive Criminal Justice Data System".

In' the Plan, “it was stated that the basic organizational philosophy

was that each criminal justice agency, -i.e., the police, courts,
prosecutor and corrections, would maintain responsibility for the

operation of their systems.

The Office of Crime Analysis, a division of the Office of Criminal

Justice Plans and Analysis, is responsible for insuring that the
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necessary design modifications are implemented and for the con-
tihuingvdevelopment of crime statistics. Such an approach en-

ables each criminal justice agency to maintain its own organizational
entity while at the same time providing the capability to collect

data and develop crime statistics for the entire criminal justice

,.system in the District of Columbia.-

In addition, the Office of Crime Analysis, with the assistance of
a grant from the Law Enforcement Assistance Administration, has
established a Statistical Analysis .Center (SAC) which also will
provide technical assistance to the District"s criminal justice
agéncies. Among the objécfives of the Statistical Analysis Center

are: . ¥

~- To provide general coordination of the entire
Comprehensive Data System effort; and

-~ To provide a source of funds and technical assistance
to criminal justice operating agencies to be used in
developing the components of the Comprehensive Data
System.
Among the primary activities of the Office of Crime Analysis, in
conjunction with the Statistical Analysis Center, was the initia- I
tion and ongoing development and coordination of the OBTS/CCH
System effort within the District of Columbia. Thus, the Office .

of Crime Analysis, in its established role as systems and statistics

coordinator under the Comprehcnsive Data System program, and speci-

fiCally in relation to the program's OBTS/CCH component, provides
oversight assistance with regard to quality control aspects of

automated criminal history information.

A
D
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- C. Disposition Reporting

[

As indicated in previous sections, authority for the central reposi-
tory is vested in the central records operation of the Metropolitan
Police Department.§ 4-134a of the D.C. Code also includes provisions

;T ——which-appear-to-satisfy—the-Regulation. requirements for disposition

———

reporting.

Dispositions are reported to the MPD in compliance with the D.C.

Code. All major criminal justice agencies, in various ways and in

different degrees, submit criminal hisfory~in£ormation to the MPD.

“Criminal Justice Information is exchanged between agencies in both

. manual and computerized forms. . :

While dispositions are being reported, improvements in interagency
transfer of information are being identified as part of 08TS/CCH
development. (Current reporting of post arrest events and disposi-

tions to the central repository is characterized by several i,

R

( deficiencies: (1) Lack of effective agency policies and procedures;

(2) fragmented and relatively inefficient means of acquiring

§
4
5
<
£
i
5

. criminal history datg, including source document reports, printouts,
.and terminal inquirieé; and (3) lack of sufficient quality control-
-mmonitoriﬂg to ensure record completeness and accuracy; (4) géneral

incompatibility of data elements due to individualized developmgnt
-of agency systems; and (5) minimal system interfaces ?egarding
access and retrieval of information among the existing automated

i

criminal justice agencies. o . R
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Quality control procedures aimed at closely monitoring delinquent
diébosition reporting are being built into the OBTS/CCH system.
The OBTS file will be structured in segments logically reflecting
the criminal history record. Thus, the record will be initiated

by entry of identification data, followed normally by arrest, bail,

ﬁmu«mm~mwprosecution,vcourt5) and correctional datar—Emtry of cunsecutive
information presumes timeliness of reporting in order for the

system to function effectively.

(O *

.

i . Typicallzkthe system will be designed to reject an illogical

| sequence, such as entering correctional aata'prior to a c&urt
disposition. Quality control procedures will also insure that

" when the data elements in the data bases of the criminal justice

~ égencieé éfe identical, that the data content is consistent. In

addition, the OBTS/CCIl System will contain the case identif.er

numbers of the'participating agencies in its master file, e.g.,

police number, court docket number, corrections inmate number, etc.

e LR A A

The proposed OBTS/CCH will further alleviate existing information
"deficiencies by establishing an automated data base which sharply

. defines and streamlines coordination of information among parti-

cipating agencies. With the exception of the courts, the criminal
history data bases are resident on the computer system of the MPD.
%: The OBTS/CCH design calls for stronger linking of information °

to create complete criminal history records consistent wiph'the

‘Regulations.
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i

The administration of the District of Columbia court system rests

with the Joint Committee on Judicial Administration which sets
policies relating to the business of the courts and the improvement
of the administration of justice (D.C. Code §11-1701). The Joint
Committee is composed of the Chief Judge of the District of Columbia

Court of Appeals who acts as Chairman, Chief Judge of the Superior

Court, one associate appellate judge and two Superior Court Judges
elected annually by the judicial community. In addition, the
respective Chief Judges are charged with the supervision of the

internal administration of each court.

With rgspett to court reéérds, the Executive Officer of the Courfs;
subject to tﬂe-approval of the Joint Committee, is responsible for
policies and prac%ices surrounding the maintenance and safeguarding
of court information (D.C. Code §11-1745). Such information shall
be made available at all "reasonable times" to: (1) the United
States Départment of Justice; (2) Mayor; (3) D.C. Commission on

Judicial Disabilities and Tenure; or (4) such other agencies as the

Joint Qomﬁittee may specify.

In the context of an integrated data base .linking the city's
criminal justice agencies, the D.C. Superior Court has expressed
its concern over the constitutionality of mandatory participation
in an OBTS-like system under the control of the executive.branch
of government. Such participation, in the court's perspective,

may encroach upon the separation of powers doctrine. It is

-ty
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“anticipated that the OBTS/CCH System development process will include
discussions with court officials regarding participation in the
system, and the manner and extent to which record information may

be submitted in the interest of the administration of justice in

the city.

N : .- o . - B I T T TR
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D. Query Before Dissemination

As a further guarantee that decisions about individuals who have
previouély been arrested are based on current information, the
Regulations require that the central repository establish procedures
to permit inquiry of its files prior to disgemination. An additional
~requirement is that.inquiries "shgll be made prior to ény dissemi-

A nati;n except...hhere time is of the essence and the.repository is

technically incapable of responding with sufficient speed."

Inquiries pursuant to this requirement will requiré the record
subject's name and Police Department Identificafion Number (PDID).
Coﬁputerized access to the Identifiéation Index containing this
information is available to the major criminal justice agencies

operating on the MPD computer. Once the OBTS/CCH System becomes

EX .
T T i

operational, the complete record will be accessible by terminal

; inquiry. In contrast to other states, the District's system will

}, operate in a much smaller geographical érea. Timeliness of reporting
the latest dispositions to the central repository is cnhanced be-
causc virtually all inqu{ring agencies are located on the same

-~
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computer system.

Before implementing the pre-dissemination inquiry capability,
appropriate procedures will be developed to insure the protection
of the privacy and security of the central repository. The pro-

cedure will_include rules_regarding terminal logs, validation_of

users and terminals, physical security of terminals and limitation
on disseminations. To a large degree, these rules are already in

existence. However, the OBTS/CCH development will review existing

operations and, at a minimum, meet "‘the privacy and security stand-

ards embodied in the Regulations.

E. Juvenile Records

Public Law-91—358, Section 196 allocated the responsibility for the

administration of the Juvenile Court to the Chief Judge of the
District of Columbia Court of General Sessions, The courg/by
authority of the D.C. Code/maintains restrictive safeguards on

access to.and disclosure of juvenile records.

Three types of juvenile records are identified in the D.C. Code:
(1) case records ( §16-2330); (2) social records ( § 16-2331); and
(3) law enforcement records ( § 16-2332 and § 16-2333). All
record types are kept confidential and not open to inspection,
except where appropriate. Juvenile records can be made available
to officers and staff of the court, prosecutor, child's attorney,

supervising agencies designated by the court, or other persons
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authorized‘to have access-by special order, where it is recognized
by the éourt that such party has a professional interest in the
cﬂild's welfare. However; these exceptions notwithstanding, anrnd
upon judicial discretion, ''the Superior Court may by rule or

A

special order provide that particular items or classes of items

in juvenile social records shall not be open to inspection except

ke

pursuant to rule or special order" (D.C. Code § 16-2330(c)).

Juvenile information acquired by the law enforcement agency
(Metropolitan Police Department) during the course of apprehension

.and detention of juvenile is subjeét to D.C. Codes§§l6-2332-2333.

A These records are also closed to public'inspection. Exceptions
to inspection generally follow the exceptions listed in the pre-

ceding paragraph. Unlawful disclosure of juvenile records

Lsbne

maintained in the law enforcement agency or the court is a mis-
,év demeanor and punishable by a maximum penalty of-$250.00 and/or

90 days in jail. (D.C. Code§ 16-2335).

S .,.f P

Subject to a motion, juvenile records may also be sealed upon order
of the codrt (D.C. Code § 16-2334). The sealing order shall apply
to the law enforcement agency files as well as any other agency
active in the juvenile case. However, it is possible for U.S.
District Court judées to receive juvenile records in appropriate

circumstances.
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- IV, INDIVIDUAL RIGHT OF ACCESS AND REVIEW

This portion of the Regulations provides that procedures must b=a
instituted to "insure the individual's right to access and review
of criminal history information for purposes of completeness and

T accuracy" {20+ 21)—Procedures.must.be_designed so that any in-

dividual "shall, upon satisfactory verification of his identity,

be entitled to review, withoui undue burden to either thé criminal
justice agency or the individual, any criminal history record
‘information maintained about the individual and obtain a copy thereof
when necessary for the purpose of challenge or correction®

h - (20.21(g)(1)). The Regulations require that these procedures be

-"complete;y operational' upon Plan submission (20.22(b) (1)).

The procedures developed and implemented by 'the District Government

are as follows:

A. Verification of Identify

The individual must provide identification which will verify that

: " he is the subject of the record sought. To assure certainty of the

verification, fingerprints will be required. The prints will be

matched against the existing set of prints prior to the release of

any information or inspection of records.
To expedite the record review or challenge process, the following
procedures have been implemented by the Identification and Records

Division of the MPD.

»witny

VA
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1. ‘'The individual shall be required to sign and complete the form

70" and specify on the form his reasons for the review

"P.D.

or challenge,
2.The 1nd1v1dua1 w111 be assessed a $3. 00 fee to defray the cost

- ————

of*frngérprtnting*and*recvrd—searthT—‘ﬂ*pard“reLeLpL witi—be

given.
3.Fingerprints of the individual making the request will be taken
70.

and imprinted on the reverse side-.of the P.D
4.A search of the flngerﬁfint files will be conducted by personnel
As a result of the

of the Identification and Records Division.
search, the identity of the'individual will be confirmed orx

unconfirmed.

1

B. Point of Review-
The site for approved review of criminal history information will
From the

be the Metropolitan Police Department Headquarters.
standpoint of records location, this site is ideally suited
From the stand-

since this is the site of the central repository
the location is reasonably
All

point of convenience to the individual

located within the city and readily accessible to the public.

reviews will be conducted in person by the subject of record at
Due care will be taken not to inconvenience

s from C\delthUSly

J

;E' the central facility.
any citizen, especially out of town visitor

completing the purpose of th01r visit.

b RN i DS ZE T A R ik e e b
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C. Oﬁfaining A Copy

The Regulations require that "a copy of the record should

..ordinarily be available only when it is clearly established that -

it is necessary for the purpose of challenge (20 Zl(g)(l)) The

o e bme e

intent

of thla requllement in the Regulatlons is to be seen in

the supplemental planning instructions provided by the LEAA.

"Any attempt by employers to subvert the restrictions
on dissemination by requiring prospective employers
%o obtain a copy of their criminal history can thus
be discouraged by making it a practice only to give
the subject a copy of that portion of the record
which is to be challenged, and then only after the

challenge process is actually initated (such as by

filing a claim of inaccuracy).0

Accordingly, the individual will be required on the P.D. 70 to

indicate that the request is for purposes of challenge. Following

a review, a copy of the record can be issued provided that it is

necessary to pursue or initiate the challenge, unless it is clear

that a

copy of the record is not necessary. Local authority for

the release of the record is to be found in the Duncan Ordinance,

6Privacy and Sccurity Planning InStructions, Supplement No. 1,
August 20, 1975, LEAA. :

P SR T
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which states that)

PR

[OPESI

", .. copies or extracts of adult arrest records or
statements of the non-existence of such records shall
be released to applicants therefore upon the payﬁent of

o e o e L g oL 5 B Baged TPoR the Co5ts of editing and producing

such copies, extracts, or statements...'’/

D. Content of Challenge

Consistent with the Regulations, the individual questioning-the
accuracy of cfiminal history information will submit relevant
_information as to the correct version of the recqrd and the
reasons why it is believed to be correct. The P.D. 70 form will
be provided for recording all such challenges, signifying the
name of thu subject, date, and explanation of information areas
thought to be incomplete or inaccurate. As noted earlier, the

form will require the signature of the person making the challenge.

All individual challenges will be recorded and filed for official
documentation purposes. Basic descriptive information concerning
the challenge will be transposed to a cross-reference file logging

all such requests. This file will contain a historical accounting

of all challenges and serve as a pointer to the original documents

of record.

w N
o4

7chort of the Committee to Investigate the Effect of Police Arrest :
Records on Employment Opportunities in the District of Columbia,
December 1, 1967, p.835.
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E. Administrative Review

The merit of each challenge will be reviewed by the personnel ot
the Identification and Records Division of the Metropolitan
Police Department. If it is thought that the record is-iﬁcomplefe

“OF "inacdélrdteTin any-respect;supervisory-personnel-wiltl—inform

the individual that an invest;gatipn will be made”and written
notification of the results will be provided withinhten.ClO).
business days. Consideration of each challenge under administra-'
tive revipw will be weighed by thé‘bifector'of the Identification
and Recordé Division. Should the investigation acknowledge that
the record is incomplete or inaccuraté, the Director shall cause
the récord_to be corrected or updated and other égencies or indi-

viduals to whom the information was disseminated will be notified

in accordance -with the Regulations.

F. Administrative Appeal

The Regulations provide that "the State shall establish and imple-
ment procedures for administrative appeal where a criminal justice
agency refuses to correct challenged information to the satisfaction
’of‘the individual £o whom the information relates" (20.21(g)(3)).
The appell;te proceduregfﬁhould also include provisions as to

whether the individual may be present, whether he may have counsel,

whether he may present éyidence and examine -witnesses, whether a

record of the proccedings will be kept, and how the degision of the
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~ the Board includes both D.C. government employees and private
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appcal will be 1mp1emented If the judgment of the administrative
appeal body fails to satisfy the individual, recourse may be taken
to a judicial appeal. In the District of Columbia, the
administrative body to consider appeals regardlng challenges to the
accuracy or completeness of criminal history records w111 be the
Board-of ‘Appeals and-Review:8—-The-Boardj—established-by—the—Mayor ———m——
pursuant to authority vested ip him by the District of Columbia
Administrative Procedure Act9, is empowered to review all appeals
of certain agency actions. Consistent with this authority, the
Board~wi1} review all appeals filed’By citizens regarding access

and review of their criminai hi istory record. The composition of

citizens, some of whom have legal training.

o

G. Correction Procedure

Where the'challenge is deemed to be valid, i.e., a correction to the

record is necessary, the central repository will take the appropriate

steps to correct its records. In turn, the central repository will
notify all criminal justice agencies to whom the‘information was i
disseminated. The criminal justice agencies will respond by certi- V
fying to the central repository that the correction has been effected.

Upon the request of the "individual, a listing of :all non-criminal

8

901g Ord. No. 115 (1955) (as amcnded)

D.C. Code §§1501 et seq.
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justice agencies that received the information shall be provided
so as to allow the individual to take steps to correct erroneous

information held by such agencies. To facilitate the correction

that received information will be maintained.

o

Information Subject to Review

As defined in Section 20.3(b) of the Regulations, the information
subject to an individual's review of his own record shall include
factual data concerning formal stages of the criminal justice pro-

cess. Specifically, factual data are generally equivalent to the

data elements contained in an OBTS/CCH System. The District's

OBTS/CCH system is currently in its initial stages of development.
However, the basic guideline for inclusion of data elements in the

system is SEARCH Technical Memorandum #4, January, 1972:

Implementing Statewide Criminal Justice Statistics Systems - The

Model and Implementation Environment. Intelligence and investiga-.

tive information are not within the purview of an OBTS/CCH
repository, nor does such information come under the authority

of the Regulations.

Public Notice of Rights of Access

The public notice concerning rights of inspection and challenge of
criminal history record information will be made by press releases

distributed to the public news media. Procedures regarding inspec-

Ll . | ST ey e B S OTITRRTINRE: e L
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tion and challénge will be published in the public‘notice section
of the majof newspapers and displayed in the major criminal justice
agencies and other public buildings in the city. The notices will
prescribe times and places for review, verification of identity

procedures, rules regarding counsel, and submission of relevant

materials supporting the request. Public notice will be accomplished

with the official submission of the plan to Federal authorities.

-

In accordance with the District of Columbia Administrative Proce-’
dure Act (D.C. Code$§ 1-1504 et seq.), notice of the procedures

described in this section will be published in the District of

- Columbia Register. The effective date of these procedures shall

not occur -in less than thirty (30) days following such notice,
during which time any interested peréOns mays petition and voice

their opinion. ’ . . -

T A
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V. AUDITS AND QUALITY CONTROL

The Federal Regulations (Section 20.21(a) and (e)]require that

~audit functions be established to assure the completeness and

accuracy of criminal history records. Two types of audit are’

»
i

dictated. THE Fifgt 15 s systematic—auditywhich-serves. as an

RIS ST Y P

ongoing quality control function involving accuracy checks as

the information is changed, added, or deleted in the central
repositéry file§;ff?he'second is an annual audit conducted by

an outside agency; probably on a séﬁpling basis, with the objec-
tive of éppraising the eitent to which‘the recérd keeping practices
of the criminal justice system are consistent with the Regulations

and the State's own Privacy Plan. The first type of .audit

" addresses the internal procedures which have been set up by the

State to insure records integrity and safeguards, and it presumes
the creétion of audit trials and dissemination logs for full
accountability of the collection, storage, and dissemination of
records. The second kind of audit is periodic and comprehensive,

in that it also includes a review of the internal procedures

established in the systematic audit.

The responsibility for the systematic audit will be shared by the
MPD and the Office of Criminal Justice Plans and Analysis, Office
of Crime Analysis. ‘The MPD will maintain audit responsibility over

all manual records which serve its lawy enforcement nceds and

S v
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objectivés, e.g., fingerprint cards and '"rap sheets'". 1In line
with the division of respoﬁsibility anticipated in the development
of the OBTS/CCH system, the OCA will monitor the quality control
of the automated.flow of information. . The OCA will also initiate

field v151ts to other components of the crlmlnal Justlce

AR

R

R

system where the modlflcatlon of data entry p1act1ces 1s—requ1red
or delinquent disposition reporting is apparent. This approach is
consistent with OCA's mandate to coordinate the District's criminal
justice information systems. it also provides a proper balance by

felievingvthe MPD of the role conflict involved in their auditing

the operations of other criminal justice agencies.

The MPD and OCA will cooperatively develop the working procedures
for the audit plan.' The procedures will insure corresponding
accuracy and completeness of information betweeh manual and automated
criminal history records. OCA staff performance of quality control
responsibilities is required by the OBTS/CCH grant funding, but
the assumption of these duties awaits further development of the

OBTS/CCH Systen.

A. Systematic Audit -

L3

A continuous systematic audit will be developed jointly by the
MPD and OCA to automatically edit and monitor the OBTS/CCi
”éystem._’The audit activities will include:

1) checking incoming data for complcteness

2) checking incoming data for consistency and accuracy

PataanaG 5
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.3) flagging delinquent dispositions

PO

4) notifying other criminal justice agencies of incompleteness

or inaccuracy

5) resolving discrepancies in the data submitted by two or
more criminal justice .agencies

T S e 4 s atn 4 et b o e mebs

6) developing audit trails which permit tracking of individual

data—elements~back~to-source.documents

7) preventing non-criminal justice dissemination where in-
appropriate ‘ ‘

8) monitoring appropriateness of terminal requests.

It should be noted that the MPD Has particular responsibility
for, thé last two items. The major role of the OCA will involve
the quality control of data submitted to the OBTS/CCH System
bf.thé participating agencies. In essence,'ﬁanagement control
of access to the automated systeﬁ and dissemination to non-

criminal justice agencies are the operational responsibilities

of the MPD.

1. Delinquent Dispositions

The instructions supplementing the Regulations suggest a need
for a delinquent disposition monitoring system to oversee the
timely reporting of dispositions. A; part of the OBTS/CCH System,
softwaré will be w;itfen to flag all output which may contain-
potentially delinquent diépositions. Criminal history record§

requested by non-criminal justice agencies containing open
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‘~.arrests more than one year old would be automatically withheld

unless permitted under the excepticns to Section 20.21(c) (1).

2. Dissemination Tracking Procedures

A i s g SRt £ ¢t - o

In order to meet the regulatory requirements with respect to

e B ey we o wmmaieie B i e e d——

"~ the record correction, the MPD will maintain a complete
dissemination log on all criminal history records. The .logs
will show: -

1} the requesting agency

2) récipient of the record
3} date sent . ‘
4) PDID number of the subject o ' |

5)'type of agency (criminal justice or non-criminal justice)

Records wiil also reflect a2ll corrections which have been

disseminated during the year, including the agency receiving
‘Ti the corrected record, the PDID or name of the subject and the

date ‘that the corrected copy was transmitted.

Agencies receiving criminal histories from the central repository

l would be required to execute a Use and Dissemination Agreement

to maintain dissemination logs listing elements identical to

those maintained in the MPD dissemination log.

fat




B.“Annual Audit

To meet the requirement of Section 20.21(e), the MPD Central
~Repository staff together with staff from the OCA will design

and implement an annual audit utilizing random sampling procedures

BB St T a5 s

tbytest compizaﬁce by all user agencies with applicable PTovi§ions

- » of the Federal Regulations, District of Columbia law, and

| Executive Orders pertaining to the processing of criminal history
records. All users will agree,'by signing a Use and Dissemina-

tion Agreement, to hold themselves open to such audits and to
maintain such documents as are determined to be necessary to
fﬁ;ilitate,adequate auditing. .At a minimumfall user agencies : .

1
& . ¢

; »whicﬁ,confributq data to the Central Repository must maintain

P
SR

source documents from which such contributions were derived plus

e LW

+ full and complete dissemination logs. The annual auditing system

will be designed and implemented by July, 1977.

The annual audit will be conducted in three basic parts as follows:

1. Procedural Audit

This audit will examine the extent to which procedures have been
implemented to insure compliance with the Federal Regulations and

local laws. This section of the audit will cover:

4~ completeness of records and disposition reporting procedures;

R TRREE SR, B 08 P 03 ) St o R abigaps i “ .
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-- accuracy of records;

--"dissemination practices (query, limitations, tracking);
-- security (hardware, software, personnel, physical); and
-~ individual's right of inspection.

i ik

T L TR B T B

Methods used in conducting this audi€ will inelude

-- reviews of written procedures and manuals;
-- personnel interviews to evaluate understanding and practice;

-- observation of the facility site and system operations.

.

2. Records Audit

This audit will evaluate *he completeness and accuracy of Central
Repository files as measured against records .of original entry.
It will be conducted by taking a random selection of source

documents at local agencies to evaluate:

‘k il'\ -

~

-~ the percentage of entry of arrests and dispositions into the
Central Repository and/or local files;

-~ the accuracy of data entry to provide the error rate for

critical field data;
-~ the percentage of delinquent dispositions entered;

-- delays in disposition reporting.

All evaluations will be based on statistically significant

samples of original.entry records.
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3. Audit of Activity Logs’

This audit will evaluate the effectiveness of the system's
tracking procedures. Records to be examined include dis-

semlnatlon logs, record correctlons 1ogs, and physical

and terminal access logs. Be51des 1nspect10n of logs, the

audit team will:

-- review logging procedures;

-- interview personnel handling ‘records or proce551ng records
corrections; and .

--. observe each system's daily operations.

! C. Sanctions

The information developed throgh the annual and systematic
audits will be used to evaluate compliance with both Federal

and local regulations. When an agency is found to be in

error, the MPD or the OCA will provide technical assistance

: X and guidance to correct inadequate procedures. The MPD may

reserve the right to suspend the services of the central
repository to any user agency, whether Federally funded or

not, which violates any Federal or District regulation

respecting the processing of criminal history records.
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In addition, unauthorized dissemination of criminal history

.records are prohibited by the Manual of the Metropolitan

Police Department (enacted by the City Council) and Police

Department General Orders which govern the actions of .

A O

police.officers.  Willful or negligent violations would be

“subject to personnel or disciplinary action. Only employees

acting at the direction of the Director, Identification and
Records Division, are authorized to release central history

records from the central repository.

As previogsly-noted, unlawful disclosure of juvenile records

is;punisﬁaﬁle by a maximum penalty of $250.00 and/or 90 days
in jail- (D.C. Code §16-2335). ‘
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APPENDIX A

District of Columbia Agencies Covered by

Department of Justice Regulations

~_Agency

Metropolitan Police Department

S

Project Title

Criminal ldentification S’ystet%i

DF-03-0013
ED-03-0013

it DF-03-0025
ED-03-0005

A03-0006

A03-0007
z;} ; A0170001

- DF-03-0025
& ED-03-0005

4 DF-03-0025
ED-03-0005

DF-03-0025
ED-03-0005

DF-03-0025
ED-03-0005

Office of Criminai Justice F"Vlans

and Analysis

Office of Criminal Justice Plans
and Analysis

Metropolitan Police Department

Métropolitan Police Departm.ent
D.C. Superior Court

!5;ail Agency

Parole Board

Department of Corrections

Metropolitan Police Department

Statistical Analysis Ceriter -
(SAC) '

' OBTS/CCH System

Computer-Aided Dispétch

Moderization of MPD Crim-

inal Records System

Management Information . .
System Development (PARS):
OBTS/CCH System
OBTS/CCH System

OBTS/CCH System

OBTS/CCH System
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INSTRUCTIONS ]
“a 0. §. DEPART! 28T GF JUSTICE INFORMATION o .
LAV ENFGRCEMENT AL ‘T ” CL "““‘ NISTRATICN STATEMENT Pilce :«?'provtdo the tollowin 1nformatiovo,
NATIONAL CRIMNAL JLITIGE INFORMATION AND : sEER cemplete the attacked cestification for: ¢
STATIST'CS SERVISE , ) - '
WA&H?N(;TGN: G C. 2033° (28 CFR 20.1 - 22.30) 01‘1:’ reluen all pusts’to the addross i}
, j the left, }
HAME/ASDRESS OF SUBMITTING AGENRTY ARPPLICASLE STATE [ CATE PREPARED k:
Metropolitan Police Department Washington, D.C.
300 Indiana Avenue, N.W,. .
1\’/aShington , D.C . 2 0001 CONTACY 4'\r\“: TEL., NO. (Give Arco Codae)
Insp.Thomas J. Wolfrey (202)626 3301
l . . h
e ]
1. "Doss vo'xr agenty ‘‘collzel, store, of disseminate crinnnal history record inforn:ation processed bv ciihier manual or §
Ceutoipnted oporations?’’ Crumnal hislory u‘c 4 inforaition’’ muedag information collected by crimunal justice {
agencies on individnals which consist of identifiabie descriptions and nctzhions of arreésts, detentions, “indici- |
menis, informations,or other formal eramins] ctavge c..'q. 1 any disposition arising thereirom, sentencing, correctional ”L_
supervision. and relazse. The term does not include idennification information such as fingerprint records to the  § .
extent thai such infonnation does not mmdicate invoivement of the individual in the criminal justice sysiem. '
. . vEs [X Nno [ !
\ * ~ . - :
i $
% . 1f the answer above was ‘‘Yes,”” have LEAA f{unds been made available to the agency suasequent to July 1973 .
3 for the collection, storage or dissemination of information? - ,
‘ ves Kj .oNo [ ' - .
R
. . %
— +
3. Indicate the type of agency:, . . . :
' [JPresecuTion [ ruBLIC DEFENDER ! Povice E .
i . [OdcourTs - {7 corrECTIONS .
-} 4.7 Indicate the type of system: Too- S. Is the system antomated? i
- - L3 ' ) : 2
(JsuBsecT N Pchess X CRIMINAL HISTORY ] ves [no Xi PaRTIAL £ oL
i ,
[ . . ) | z
 G.” Does the system(s) exchanpge 1£ormatxon with other systemns? - YES NO
3 : g y
f "I “Yes, " specify which other systems: L e
B - .
h ' .
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[ recionaL [T} CENTRAL STATE REPOSITORY [JNCIC [X) OTHER(specify) = c J gencices | L
7. Indicate population of primary geographic jurisdiction 8. Indicale apgroximate number of subjects ircluded .. §
- being served: ‘ system: .
- e . 750 ', 000 e ) o-5.200 [ s.c00-25.000 XX 25000100 €35
] - ; {1 100.000-500,900 ) MORE THAR 506,000
8. Kame of authorized agency official 16. Title
Maurice J. Cullinane Chief, Metropolitan Police Departpent et
11, Apency nimie and onddess 12, Tell Nud(give Aren Code) . ;!
‘Metropolitan Police Department , 202-629-2412
300 Indiana Avenue, N.W. 13, S fiure of authorized ofticiad
i 200
\ Washington, D.C. 2,0U01 . i . L..l’ /Z'f’ . .
2 Gk - - . ~ . l ! /I{""y(m' e /’ML“ T e L
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APDEAVID:

¢+ NATIONAL CRIMINAL JUST
STATISTICS SERVICE
. WASHINGTCHN, U. Ci 27431

'\‘-N“l.m“ - Ty 2 YR 2Ll L L TN - ey L dl o AV RITEL TR g 20 2L S o (W] ‘-..o-\n-ll)
voee INSTR LG T IINS
. U. 5 DEPART! e NT OF MUSTICE INFORMATION ' N
LAW ENP2RCEN T ASSILTANRNCE ADM NIGTRATION STATEIAL DPlot e ,)r“v"\l‘\ the follawind wetetraation,
ICE INFORMATICN AND TATEIAENT

coniplria the st:ieéhsd ceslification fonn |
and refurn all poazts to the addreas ot

(28 CFRR 2C.1 - 27,38) R
} the left,

.

NAME/ACDRESS CF SUIMITTING AGENCY

D. C. Department of Corrections
614 H Street, NW, Suite 1114
* Washington, DC 20001L

APPLICAULE STATE DATE PREPARLED

District of

Columbia
CONTACT NAME

4-12-76

TEL. NO. (Give Arca Code)

(202) 629-3532

Mr. James Freemin

automated- aperations?”’
apgencies on individuals which consist of identifizble

sunervision and telaase,

i

YES EQ

L 1. Doss your zgency ‘‘collect, store, or disseminate crizpal histery record information processed hy exher yonval or
"*Criniinal history recozd informdtion’’ means information collected by criminal justice

ments, informztions,or other formal criminal charges, and any disposition'srising therefrom, séntencing, co
The term does not include identification informat:on such as fingerprint records io the
—== gxtent that such “information does not” indicate” involvement “of "the "individial in"the ‘crfiminal justice system.

4
o4
¢

descriptions and notitions of arcests, detenticns, indict-
rrectional

no [ .

ves [

2 If the answer above was ‘““Yes,”’ have LEAA funds becn made availsble {o the agency s.ubéeque‘nt to July 1, 1973 ;
for the coll ect,on storage or dissemination of information? - L

.- NO [j , S . -

3. Indicute the type of‘agency:

[} pros=cuTiON R

[35 CORRECTIONS

i, [Qcourts

[ rPuBLIC DEFENDER

) PoLice

4. Indicale the type of system:
[JsusJECT I PROCESS |

9 »

[33 CRIMINAL HISTORY

5. Is the system autc-.ated?

‘

CMND, SA.K0850

‘.rm-\.

} 6. Dees the system(s) exchange information with other sy.s.tems?; E YES

f .“Yes," specify which other systems:

[ REGIONAL {3} CEHTRAL STATE REPOSITORY

DQ.CIC._-DO.TH E.R‘('spem[y)

Qo S

.- v

7. ladicate populatxon of primary geographic le’lSdlCt'on 8. Indicate upproximate number of subjects included - .. .
- being served: system: ‘ ) .
e T . . — 3 o-5.000 ] 5.000-25,000 i_:g'! 25,000-109,(:0
750;000 . - : S
[ 100.000-500,c00 DMORE THAN £60,000
9, Name of vuthorized agency official 10. Tile -
Mr. Delbert C. Jackson Director , !
‘l!. Apency name aand address : 12, Tel. Bov(give Ao Godo) . ' ‘ , ‘1 '
- i
D. C. Department of Corrections (202) 629-3532 . ‘ -
614 I.I Street, NW, SUlte 1114 Si ipature of yuthorizpd official _ , S
“Washington, DC = 20001 /\ oAb
¢ .'L—L\k A o; " —fkk’k A L
Cauni-veig — amtua. RAR A T 2ls msuau.-x
LUAN FORM eb60/6 {1a70) . 1IOI 16 0}
“ . v . L .: o - * — i i % -'."1'{5 -

.
-
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ﬁ. YES [Jno’ TIParTIAL i
.t : : L,
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<. . , APDIIVEN: OMA NO, 45-F057Y ‘
" purars -—-n-'m .‘," At Phe e b S a0 Mmlrn-tlrl."\-l@ﬂ-‘im‘!:’
v ) oo - INNT TS T 0N ,
.. U. 5. DEPARTS tNT OF JUSTICE INFORMATION i ki L o
LAV ENFOHCEMENT ASL’ :.TANCF ATMNISTRATION STATEMENT Pive e provide the follownet infonmat on,
HATIONAL CRIVINAL JUSTICT INFORMATION AND

s ETATISTICS SERVICE

complete the attached cectification form
and return nll parts. to the address at

WASHINGTON, D« Cs 20331 ! (28 CFR 20, < 20.33)‘_

the left.

NAWE/ADDRISS

OF SuOMITTIRG AGENCY AVPLICABLE STATE DATE PREPARED

D.C. Bail Agency

Washington, D.C.
600 Indiana Avenue, N.W, .

CONTACT NAME TEL. NO. [Give Arca Cole)

Washington, D.C. .

Mr. Bruce Beaudin 727-2911 .

1.

"Doos your agency ‘‘collect, store, or d.sse'mn:ue crim:nal higtory record inforimation provessed LY either munual of
automated operations?”  *‘Criminal history record information’ means information collected by crim: mxf)\m ce
acencies on individuals which consist of identifiable descriptions and noiations of arrests, deteniions, indict-

. ments,informations,or other formal criminal charges, and any disposition ariging therefrom, sentencing, currnct:uval

3 o vEs ]

supervision and release. The term does nof include -jdentification. information, such as_fing
extent that such information docs not indicate involvement of the individual in me criminal justice’ syqtel...

erprint recor ds fot

NoD

- YES K]

.

. 'No [

2 "} the answer above was *‘Yes,”” have LEAA funds been made available to the agency sub:equcnt to july 1, 19737
_{for the collection, storage or dissemination of information? - .

3, Indicate the type of agency:

[(J ProsECUTION .

(B courTs - (] CorRRECTIONS

[ PusLIC DEFENDER

) poLice o

. B wrewgss Reicnse

} 4. Indicate the type of system:

.

[J suBJECT IN PROCESS E] CRIMINAL HISTORY

5. Is the system 2utomated?

[] YES K PARTIAL

DNO . g

‘ lf “Yes," specify which other systems: .

T REGIONAL K] CENTRAL STATE REPOSITORY

.
. .

6. Does the system(s) exchange information with other systems? KX YES

TIRcic™ ) oTHER(specily)

"CIno

.

7. Indicate population of pnmarv geogtaphxc jurisdiction 8. Indicate aporoximate number of subjects included .
being served: ARSI system: '
- e . S e e 0-5,000 5,000-25,000 25,0C0-100,000
750,000 Jo-s.00 Oso o Kes
' - ] voo,000-500,000 [T} MORE THAN £00,000

LS Y L 4. PO TR M S W L e 3T 1w

9.”Name of authorized apgency official

Mr. Bruce Beaudin i

10. Title
Director, D.C. Bail Agency -

Ll Apency name and addiess

600 Inaiana Avenue; N.W,
‘Washington, D.C.

L

12, Tel, Koo (ive drea Code)

202-227-2911

13, -Sipnoture of wutherized cfficial
/C,/”/?/CA{./WL/

,_/,;?.f.(,f £

EX AR ONM G660 {1700

Ce e

A PR R MG W 50

DOII9¢04

o e e

e

o
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. TTAPBRaVED: cMn NO 490578

4o LRk . o~ : ,
) TRICTIONS .
) u. s, DEP.:.P‘:'W'-‘T OF JUSTICE | : INFORMATION ‘ NSTRUCTIO t
CLAW ENFORCEMUNT ASSSTANCE ADMONISTERATION STATEM DPled e mo\'idr the follewng informalion,
i NATIONAL CRIMINAL JUSTICE INFORMATION AND  + EN rr\T completa the attached cort fication form
. . STATISTICS SURVICE ’ el ;
. wAshl‘NGTIcN. SRRV e (20 CFR 20.1 - 23 30) l[’l’:q"l [::c;:urn ull parts to the addross at
rNAHE/ADDR:-.’SS OF SULMITTING AGENCY ' ) APFLICABLE SYATE DATE PREPARED
N ‘ ;( . S . )
D.C. Board of Parole ..+ | District of Columbia 4.12-76
" 614 H.Street, N.W. . R T WA . » |
. . _ S _ |coNnTACT KAME TEL, NO: (Givo Area Code)
Washington, - D, C, v R | :
e d - . e, ;. .
' .. |Edward J. Keightley | (202) 629-4501

1."Doas your agency ‘'collect, store, or disseminate crinminal history record information processed by either manual of
auiomated operations?™  Criminad history record information'’ means information collected by criminal justice
agencies on individuals which consist of identifiable descriptions and notations of arrests, detentions. indict-
men:s, mformations,or othar formel cniminal charges, and any disposition atising therefrom, sentencing, correctional
supervision and release. The term does not include identification information such as fingerpeint recerds to the

__ _extent that such_information_dogs not indicate _involvement.of. the.individual.in.the-.criminal - justice -system.-

P . . )
P .
. ._,. -

[ reGioNAL [K] CENTRAL STATE REPOSITORY [ NCIC [:] OTHER(specify)

YES No [ ‘
2 "I the answer above was “Yes,’’ have LEAA funds been made available to the agency subsequent to July 1, 19737
for the collectxon storage ot dissemination of information? - , .
. YES, . nNo D ' < -
§Tlndica'tc the type of agency: : ' L.
+ [JProsecuTioN [JPusLIC xEFENDER roLice - R »
I [OJcourts [} correcTions - @Parofe : -
. . . . . ) -
47 Indicate the typ'c.: of system: ) ) 5, Is the system automated? . 1.
[JsussecT N PROCESS - [j cmt..mm_ "HISTORY [ ves CIno T3 PARTIAL
- . . ' . N . l’ '&
6 * Does the system(s) exchange information with other systems? ~ - (X] YES [:j‘r\;o. ; . )
ML “Yes,” specify "'hlch other systems. . ’ : ) —

paa g )

7. Indicate population of primary geograptic jurisdiction 8. Indicate approximate’ number of subjects included - ..
being served: . ) + . system: .
- e .750. 000 ) e Ce e [ o-5.000 ] 5.000-25,000 25,000-100,000
) A :
{73 to0,000-500,000 [CIMORE THAN 506,000
9, Name of authorized agency official . . {10, Title
H. Albion Ferrell ‘ ' Chairman -
11. I\;;oncy‘ name and address ; . §12, - Tel, No. (give Arca Code)
. D,C. Board of Parole : (202).  629-4501
£ e ] ' ‘ L
614 H Street, I\", .W‘, : 13, -Signature of uu(hori,zcd m'ficeﬂ .
Washington, D,C, . , . / S /C
: ! ==X/ ¢ /%,é’fszﬂ'—zt/ Ll /
TEAA TONM Lowrd (1o78) - - - U(.J-T'I-;;;:

.. - Vo E.
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APPROVED )
oMB NO. 43-RO576

ate UNITED STATES DEPA‘RTMENT OF JUSTICE
Law Enforcement Assistance Administration
National Criminal Justice laformation ond
Stotistics Servico

Woshlington, D.C, 20531

" CERTIFICATION FOR A
CENTRAL STATE REPOSITORY

NAAL/ADDRESS OF SUBMITTING AGENCY

! Metropolitan Police Department
300 Indiana Avenue, N.W.
Washington, D.C. 20001

APPLICABLE STATE

Washington,

D.C.

JDATE PREPARED

CONTACT RAME

TELEPHONE NO, (Givo area code)

Insp.Thomas J, Wolfrey! (202)626-3301

INSTRUCTIONS: Complete the following as appropriata.

OPERATIONAL PROCEDURES

e

r""—"——‘ CHECK MARKS

-4

1 DATES ~—
Y7

NOwW
IMPLEMENTED

REASONR
NON-IMPLE“

S FOR
ZENTATION

COsT

TECHNICA

DATE

ESTIMATED
IMPLEMENTATION

ARG o

...

—vi—

R 1Y

~

2 "“m:ﬁ'ﬁt;wz' S—

Completeness and Accuracy
Central State Repository:
Statutory/Executive Authority
Facilities and Stalf '
Complete Disposition Reparting in 90 days {rom:
Police
Prosecutor
Trial Coufts
Apejlate Courls
Probation
. . Correctional lnstitutions
Parole
Query Beforé Dissemination:
Notices/Agreements- Cnmmal Justice
Systematic Audit:
Definquent Disposition hnonltonng
Accuracy Verification
- Notice of Errors

Limits on Dissemination
Cenlractual Agreements/Nofices and Sanctions
in Effact for:
Criminal Justice Agencies
Non-Criminal Justice Agencies Granted Access
_ by Law or Executive Order
Service Agencics Under Contiact
Research Oiganizalions
Valisnting Agoncy Kight of Avcasa Rerlietions nn
Juvestlie Hutoud Dissaming b
Gonfunbion of Kecoid 1 xistonce
- Secamtary Dissenation by Non-Cominal
hislive Agonelex
Dt omination Without Decpasition

Awdits and Quality Control
Audit Trai:

Recreating Data Entty

Primaty Dissemination Logs

Secondary Dissemination Logs
Annual Audit

»

e

~I‘..J
>

PRI AR EE

Eat i)

T

P

X

b § A
[

~ti-2
NIy

LEAA FORM 661074 (5=75)

N daay

{Contlnue on Rervia ;

T~
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pro—

OPERATIONAL PROCEDURES
* Security
Executive/Statutory Designation of Responsible
Criminal Justice Agency
" Prevention of Unauthorized Access:
' Hardware Design
Soflware Design
Dedicated Hardware:
Terminals
Communications Control
Processar
Storage Devices

- w -~ Criminal Justicc Agency Authority: . _

r——.—‘—— CHECK M# RKS —"—-———‘J’ DATE
Y : : ;

NEASONS FOR
NOH-IMPLEMENTATION ESTIMATED

[ 4
COST| TECHNICAL ,\Uf.‘fﬁ{;;ﬁgy

NOW
IMPLEMENTED DATE

IMPLEMENTATIC

Computer Operalions Policy
Access lo Yok Areas
Selection and Supervision of Persannel
Assignment of Administrative Responsibility:
Physical Security
+ Unauthorized Access
Physical Prolection Against:
Access to Equipment
Theft, Sabolage , .
Fir, Flood, Other Natural Disaster
Employee Training Program
Individual Right of Access
Rules for Access
Point of Review and Mechanism
Challenge by Individual
Administrative Review
Administrative Appeal
Cortection/Notification of Ertor

B e el et A T

CERTIFICATION

I cetlify that to the maximum exient feasible, action has been
taken to comply with the procedures set forth in the Privacy
and Securily Plan of the State,

SIGNATURE (Head of §late Agoncy deslgnated (o ba ronponsibia
for these regulations

Chigef, MetropoYitan Police Dept.

REMARKS
P

*NOTE:

N/

Section on "Security" not required to be completed.

-

Hotaveol
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{ ‘/ - OPERATIGNAL PROCEDURES
o X

Securily
. Execulive/Statvlory Designation of Resporsible -
’ Criminal Justice Agzncy
' Prevention of Unauthorized Access:
) Hardware Design
Software Design
Dedicaled Hardware:
Teiminals
Communications Control
Processor
Storzge Gevices
Criminal Justice Ageacy Authority:
Compuler Opetalions Policy

CHECK M7 RKS

e

L

SR T S 3

AU RSONS
NOW ‘
IMPLEMENTED

COSTITECHNRICAL

| __NON-IMPLEVENTATION

FER ']
UALK OF

et AELEMEN T ATION
AUTHORITY|

-

ESTIMATED

LATHY

e

——

2R X et Mty e ot

et i - YW

e e =t Recess lo Vork Arcas
Selection and Supervision of Parsonnel
Assignient of Administiative Responsibility:
Physical Security
Unauthorized Access
Puysical Prolection Against:
Access fo Equipment
Thel!, Sabolage
Fire, Floed, Other Natural Disasler
Employee Training Pregiam
Individual Right of Access
Rules for Access
Point of Review and lechanicm
Chatlenge by individual '
Administialive Review
Adminislialive Appeal

“od:

" Canrection/Nolifir2tion of Error

515l 5| ¢ bl ¢

CERTIFICATION

} cotlity thal to the maximum ex{ent feasible, action has been
teien 1o comply with the procedures set forth in the Privacy
art Securily Plan of the Slate,

-~ -

for these re, }‘ulahons

Ch 1Zf

SIGP\ATURE (}eud ol State A gency designuated to be -espo'wlbla

> \Setr/oy;]oLlltan Police Dent

[HEMARKS

*NOTE:

W

Section on "Security" not required to be.completed.
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. 3 * AOPROVED
. U NG, E0 10T
un meEo ‘STATES D:f’ 'THEfLTdOFIJUST'CE . ° CERTIFICATION FOR
‘ Low Enfoicement Assistonce Administration . .
Natioaal Crimirol Justice lnformation and LGENCY SYSTENMS OTHER THAN
Stutistics Service . THE CENTRAL STATS m:POSITORY
Woshington, D.C. 20531 . .
HAME /2001 5% OF SUBMITTING AGENCY | APPLICABLEL STATE DATC FFREPARLD
. D.C, Board of Parole District of CGolumbia 4-12-76 .-
’ 614 H Street, .N. W, . CONTACT NAWE TELLPHONE RO, (Give aron coue)
r P C * . . .
Washington, D.C. Edward J. Keightley [(202) 629-4501
wnc‘or £RENCY - R i . .
i \poLicE " [ {PROSECUTOR - [[JcourT ] PROBATION [ EaIRESTIONAL (] PARCLE
sy RUGT 1015¢ Caompleto the io“ow:me, ax npprr:prm{o. T mim e T
T o . C——_— CHECK, MARKS ——-————-—L r— DAT FS ——}
" o L : ’ NOH-PAAL LI E TR IO ISTIMATTD
. . . B MPLEMENTATION
OPERATIONAL PROCEDURES ,,APLQ,,“’;“NTED Theroe] IMPLERENTATION
. Lo - "2 jeosTITECHNICAL] (T o T Y DATE |
Comple!eness and Accuracy . o e : ' :_' .- e T
Conplﬂc stpas:hm Repartmg from: . . ) . - . .
-Police C ... . : . :
. Prosecutor  ° . ... X . 2
. . Trial Coutls Lo . ’ X : -
« :Apli3le Coutts o : X ) -
. Pibation .. ol L X —
© Coeclional Institutions - Lo X : b S A .
. Patole . 0 . %
Systematic Audit: L L . ' ) ) 777 :
Delinguent Disposition Monitong - ) : * Z
Accuracy Verification S S S i -7 o
Limils on Disseminztion L C 1 B
. Contractual Agicements, Nolices and Sanchians . . S I I . ‘
. . Ce= t. e 4 JEYE R RS R e :
- in Efiect Tor: . S U A . A HEEUCR ) .
. Criminal Juslice Agencies ) MUY (NG B % AP P .
. Non-Criminal Juslice Agencies Granled Access .- .t
. b',' Law of Executive Cider : - -
Setvice Agencias Under Conlract 7
Pescaich Q:ipanizatioss ‘ : : :
: - Vahidoting Arency Ripit of Access Restriclicas Ca: i
Juvenile Record Dissarinatiza - - i
* Confirmalicn of Recaid Exisionce
. Socondaty Dissemuiion by Hon-Crimin2l . . :
Juslice Agencics
Dissoiniration Withoat MDispasiticn . - ;
! m.\.h ard Quality Control . ) ,° in
. wdi Trasks . *
. x t
Rcclcahug Bata Crliy < - i
d > » - _‘
Pumaty Dawseranaticn Legs S 0 S P ' SN £~ Jv ST §
Sscondsty Dissernnation Loy . = = - YA £
) Lo v o i1
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ML o VR,

e * Fire, Flood, Other Natural Disaster

|

| -

' [ Individual Right of Access TaAN e
l‘ . .
i

& *
; ‘ REMATRS K

r———— CHECK MARKS  =—————my
L. . i3

i
Xr.

P OATES

-

v .

+

OPERATIONAL PROCEDURES

IMPLEMUNTED

RU A ,ONs FOR
NOW

NCG M IS Fut ST AT 10N
s ~ —RTEeE
COST|TECHNIICAL

tvpPLEVEN
" JA

ESTIMATLD

TE

TATION

# Security
Execulive ‘Statutory Designation of Responsible

« Crininal Justice Agency

AuTHRRITY

Pieventica of Unauthorized Access

. -, Haidware Design .

' Soltware Design .
Dodicated Hardwace: ’
Tetminals

Communicalicns Contiol
Piocessor

Slorage Devices : Co

" " Cominal Justice Ageacy Authority’

Computer Operations Policy
Access to Work Areas

Selection and Supervision of Persaancl

Assignment of Administralive Responsibilily:

. Physizal Securily o .

- Unauthorized Access
Physical Protection Against:

“Access lo Equipment

! ’ Thefl, Sabotage

Employee Training Program

» Rules for Access
Point of Revicw and Mechanism |

Chatlenge by Individual

Adminisirative Review
Kdministiative Appeal

Currection/Nolilication.of Error

- . . -

.
hd .
-

. P
' 3

* +

", *NOTE: Section on "Security" not required to be compigtcd‘.
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- T H . L ARPROVED
b . Lot AY] fylay &% 7108 1,
. v.; .
UNITED.STATES DEPARTMENT OF JUSTICE CERTIF, CI\TICN FOR
Low Enfotcement Assistance Administration carpe " , _y .
National Criminal Justice Infanmation ond AGENCY SYST ‘}-(.S OTI‘!EP THAN
Statistics Scrvice ' THE CENTRAL STATE R"POSITOPY
Washington, D.C. 20531 - b= .
WAEFAIDAES: OF SUBMITTING KOENCY . APPLICADLE STATE DATEL PRLPARED
. . District of ‘
D. C. Dcpartment of Corrections Columbia 4-12-76 - ’
614 1l Street, NW, Suite 1114 CORTACT RAWE TELEPHUNE NO. [Give areil toda)
Washington, DC 20001
; Mr. James Freeman {(202) 629-3532
TR OF ALENCY
f e 5 - . 3 X CORRECTIONAL - 4
!oreoLik { |PrROsSECUTOR {j COURT []ProBaTiON X?x’msnwnc.n L) PARCLE
:’t‘ff:t !’.-':J.C_T‘ro'rl-s-:“‘amrlrlr-lh»lo!luwi-n;:rus-nnpn:pr|'nlc.__ e bt et Pt YAt e oo .
oo A . l—-———-—‘““c"n"e‘cmx gt ! T osTEs—
=~ . C e How NGn. w—‘:LS}'.r ‘E‘TI‘TIO‘! ESTIMATAD
OPERATIONAL RROCEDURES, MPLEMENTED [Cooalrriamicne N IMPLERENTATION
E a . " L. - . * EON IR
Complelcness and Accuracy : L S
Complele Dtsposmon Rnportlng hom
‘Police ", , TP % :
Proseculor * o . X i.
Trial Courts ST X - "
. iAseltile Courls S X |
Pigbation . . '
Cottectionat Inslitulions — x. : -
Paiole ‘ ‘ X -
Systemalic Augit: - ) ’ 977 :
Delingtient Dispasition Homitoring X
Accuracy Veriticalion X 7-71
Limils on Dissemination = et .
. Contraclual Amcemcnls ‘Notices and S'mchons L .
m E‘ICC( ‘Vf . P ] e g3 .- - . - R
R Criminal Justice Apencics o SIENG) SN LI S
« . Non-Cririral Juslice Apencies Granted Acccss . .
by Law or Execulive Cider
Setvice Agencies Uader Contract
Research Qipanizations ;
+ Valwatng Anercy Right of Access Resliictions Cn: ‘
_Juvenite Record Dissemation " -
Contitmalign of Record Existence 3
Secotdaty Dissemmalion by Hon-Criminal .
* Justice Apencies
Dissemination Withou} Disposition -, .
Andits and Qualily Coatrol :
fean Vra . ) . H
Recrealig Data Entry . X : : : — atiy
Pumaty Disserunalion Logs X ,71'—‘«:]1% e
Secondary Disserunalion Logs . ¢ ;

LEAA FORM (00710 (9+75)

(L enlimie s {ioxeise)
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L__._m_m_— CHECK MARKS ~

1

h-od

J:'——- DATES -“‘11{"

RLASWUNS FOR

3

IMATED

NOwW

NOIMPL L ENT STION

OPERATIONAL PROCEDURES IMPLEMENTED {Gosr

»

Sl acy
CA

¥
Tacmucu.{,‘j._‘;:.n ~y

IMPLEMENTATION
DAYE

# Securily

.

[EEPRN
s

Exceuive ‘Statutory Desigraticn of Responsible

Criminal Juslice Agency
Prevention of Unautnorized Access’
Hardaare Desipn

Soliwate Desipn

Dedicaled Hardware ' ’
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Foreword . ' > . : ot

This document represents Part II of the District Government's
plan for privacy and security safeguards regarding criminal 1
history records. !
, i
This part of the plan covers scctions of the Federal Regula- -4
tions entitled, '"Limitations on Dissemination' (20.21(b), (c), [
(d)] and "Sccurity" 20.21 (f). ‘
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I. LIMITATIONS ON DISSEMINA{JION

A,

Yy

Requirements of the Regulations.

The limitations onvdissemination set éut in Sectiqn 20.21 (b)Y,
(c) and (d) of the Regulations apply only to '"nonconviction
data". This term is defined in Secticn 20.3(k) to include
all acquittals and dismissals, instances where the police

have elected not to refer a matter_for_prosecution or where

o

4t aimanme

the prosecutor has elected not to commence criminal
proceedings, and arrest information with no recoréed disposi-
ﬁion if a year has elapsed from the date of the arrest and

no active prosecution is pending. The Regulations place

no restrictions on the dissemination of conviction data and;

with the exception of year-old arrest recc:ds where no

.-active prosecution is pending, no restrictions are placed

"

on dissemination of data concerning open arrests or pending

charges.

The restrictions on nonconviction daté become effective on
December 31, 1977. After that date, dissemination of such
data for noncriminal justice uses, other than for research
or contractual criminal justice services under Section 20.21
(b) (3) and (4), must be "authorized by scgtute,'ordinance,
executive'order, or court rule, decision or order, as éon—

strued by appropriate State or local officials or agencies"

The existence or nonexistence of nonconvi:tion data to any
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person or agency not authorized to'receive'theAdata itself
[Section 20.21(c) (2)], except that criminal justice agencies
may confirm such data upon specific inquiry by a reporter or
other person as to whether a named individual was arrested,

detained, indicted or otherwise charged,oh'a specific date

"ISection 20.20(c)].

Finally; thé Regulations brbﬁiﬁif»the dissemiﬁétion of jﬁvé—
nile records to noncriminal justice agendies, except for.
research or contractual criminal justice—relé%ed services,
unless specifically authorized by statute-or by court ofder,

rule, or decision [Section 20.21(d)].

- Noncriminal Justice Dissemination in the District of Columbia.

»

1. The Duncan Ordinance

Dissemination of criminal history records in the District of
Columbia is governed by a city legislative enactment known as
the "Duncan Ordinance" [Commissioners' Memorandum Order No.
77, Series 1967 (December 1, 1967);] This ordinance resulted
fram recommendations set forth in a 1967 report entitled/
"Report of the Committee tc Investigate the Effect of Police
Arrest Records on Employment Opportunities in the District

of Columbia". The report concluded that the then widespread

availability of arrest records to emplovers caused severe

‘and often unfair consequences to job applicants with arrest

records, particularly if they had been found‘nbt guilty or

A
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if charges against them had been dismissed. Tﬁe report
recommended the adoption of rules regulating the dissemina-
i ' tion of criminal records to law enforcement agencies and
prohibiting the dissemination of arrest records to non-
_qréminél jgstice agencies and invididuais if the charges

had not resulted in a conviction or forfeiture of '

sy i 7

collaterai. The recommendations-were—adopted by-the-D,...C...

D G ‘ Board of Commissioners, and thus acquired the force of law.

Pursuant to the Duncan Ordinance and policies developed to
implement it, all requests for criminal records by non-criminal
jhstice agencies or individuals, from within or outside of

the District of Columbia, are directed to the Metropolitan'

’f& ; < "Police Department. P.D. Form 70 is used for all such regquests. '

The form must be signed by the record subject authorizing

o 1 the release of his record. Pursuant to the Duncan Ordinance,

the only record entries routinely released to non-criminal

= justice applicants are entries relating to offenses which
have resulted in convictions or forfeitures of collateral
within the past 10 years. 1/ Non-conviction data is released

only in the relatively few instances when the requestor is

_1/ The 10-year period is extended in cases where the record
subject was imprisoned for all or part of that time to

é include entries in the record subject's criminal history

relating to such earlier conviction. Duncan Ordinance, §4.
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a criminal justice agency or is specifically authorized
to receive such data pursuant to a statute, ordinance,

court order or equivaient authority.

An indeox cf applicants with approved authority to receive

"nonconviction records is maintained in the Identification

and Records Division of the Metropolitan Police Department.

PO
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Any questions about the authority of a particular applicantwy
to receive nonconviction records is referred to the General
Counsel of the MPD. In resolving such questions, this office
takes the view that the law.or other authority religd upon

must be clear and specific to overcome the Duncan Ordinance's

restriction on the release of unexpurgated arrest records.

- "Language such as "good moral character" is regarded as
guag g

insufficient for this purpose. An applicant relying on such
authority would only be entitled to a "Duncan record,"

with the record subject's permission.

2, <Year—Old Open Arrest Records

Since open arrest notations, however long they have been
pending, are not disseminated to noﬁ—criminal justice
recipients unless specifically apthorizcd'by statute,
ordinance,‘cou;t order or similar authority, the District
of Columbia is in compliance with the requirement in the-
Regulations that year-old open arrests be treated as non-
conviction data, if prosecution is not actively pendingf

However, as part of the OBTS/CCH System, special procedures

nd
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will be developed to flag such arrests to ensure that

unauthorized disseminations do not occur inadvertently.

l

3. Criminal History Record Checks

The M.P.D. does have a procedure for making a criminal
hlstory record check for 1nd1v1duals who apply in pe;son.

Upon proper 1dent1f1catlon, payment of a $1.50 fee, and
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1ndlv1duals are giwven elther a "Duncan record" or a "No
Record" certification. Thus, absent specific authorization
és described, supra, there is no dissemination or confirma-
tion of arrests'that have cﬁiminated in convictions or

forfeitures of collateral. The M.P.D.'s procedure,

therefére, is in complete compliance with Section 20.21 (c) (2)

of the Regulations which prohibits confirming the existence
or non-existence of a record to a requestor who is not

authorized to receive the record itself.

4. Sanctions

As detailed more fully on pages 39-40 of the first section

of the Plan submitted August 10, 1976, the District of

Columbia has in force sanctions designed to deter violations

of dissemination policies. The MPD reserves the right to
suspend services to any user agency which violates any
Federal or District regulation on the use and dissemination
of such records. In addition, pursuant to the Manual of

the MPD (which has the force of law) and MPD General Orders

"



governing the actions of police officers, willful or
negligent unauthorized disseminations of records are

punishable by personnel or disciplinary action.

C. Press Inguiries

DT,

The current policy of the -MPD concerning press inquiries

complies with the_Regulations. MPD personnel will confirm

a prior hon-conviction data entry upon receipt of an iﬁqﬁiry4
that is specific as to event and date. This polic¢y has

been based upon oral instructions and internal memoranda.
Priorvto Decembexr 31, 1977, .the policy will be formalized

in written instructions or regulations. Willful or ﬁegligent
4 : " violations will be made subject to the sanctions set out in

{ ; . 'the previous subsection.

D. Juvenile Records

The maintenance, use and dissemination of juvenile records

in the District of Columbia is governed by Sections 16-2330
i through 16-2333 of the District of Columbia Code, Under
. these provisions, juvenile records may be disseminated to

" noncriminal justice agencies, such as supervising agencies

designated by the court; or, other agencies that, in the

view of-the court, have a professional interest in the

juvenile's welfare. However, since all such disseminations

are pursuant to express statutory authority and since unlawful

v i

disclosure of juvenile records is punishable by civil and

criminal penalties, the District of Columbia is in full

compliance with Section 20.21(d) of the Regulations.
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E. Use and Dissemination Agreements

.. As stated previously in the section on Audits and Quality
Control, when the central repository has been fully imple-
mented all user agencies in the District of Columbia will

be requested to execute Use and Dissemination Agreements

S S e . s wa e ——
. . e o

binding them to full compliance with the Regulations ana'

T e e

the procedures set OUEt In EATE plan- —Appropriate-agreeménts—
will also be developed for agencieé ana individuals who
receive criminal records for the purpose of contréctual
Eriminal justice services under Section 20.21(b) (3), or

research, under Section 20.21(b) (4).

Numerous federal criminal justicé agencies are involved in
" the criminal justice process in the Distriﬁt of Columbia
on a day-to-day basis and receive criminal records from
agencies of the District of Columbia Goyérnment. These
federal agencies include the U. S. Attorney's Office, the
U. S. District Court, the U. S. Parole Board, the U. S.
Buggau of Prisons, and various federal police agencies(
such as the U. S. Park Police and the Executive Protective
Service. The District of Columbia has no jurisdiction to
enforce compliance by those federal agencies with the
Regulatioﬁs or with procedures developed pursuant to them.
Moreover, since the federal agencies most actively involved
in the criminal justice process in the District are agencies

of the Department of Justice, compliance' by them with the

Regulations is presumed. For these reasons, the District

7



" of Columbia will not require these agencies to‘execute
Use and Dissemination Agreements. Although efforts wili
‘-~ be made to secure the cooperation of these agencies in
the procedures set out in this rlan, the District of
Columbia will assume no responsibility for compliance bf
“w * ™ “"these  agencies with "the Regulations or with"plan procedures.
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F. Criminal Justice Use and Dissemination

’f As of the writing of this plan, two cases. affecting the

use and dissemination of criminal reéords by criminal justice
X ' aéencies aré pending on appeal in the courts of the DisErict
| of Columbia. Neither case involves issues that will

?é ‘directly affect tﬁe District's compliance with the Regulé—
tions; hoﬁever, both should be aiscussed here since their

2 ' outcomes may significantly affect the maintenance and

dissemination policies of the MPD.

e The first case is Utz v. Cullinane, 520 F.2d 467 (p.C.

Circuit 1975), decided by the United States Court of
Appeals for the District of Columbia on October 3, 1975.

In its decision, the Court ruled that the MPD's policy of
routinely submitting arrest records (with fingerprint cards
and charge notations) to the FBI Jiolated the Duncan

Ordinance. The Duncan Ordinance provides that adult arrest.

records may be released to law enforcement agents upon
regquest and representation that the records are to be used

for law enforcement purposes. The term "law enforcement

Y T - -y e
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agent" is defined to:inelude any person "having cognizaqce
of criminal investigations or of criminal proceedings
directly involving the individuals to whom the requested:
records relate." The Court of Appeals ruled that this

language requires a specific request and does not authorize

Ve meemcsmeinan [ T T o —

the routine transfer of arrest records to the FBI to be
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stored—in-its-master .rap.sheet file .. . . . .. .70

However, as noted earlier in the first section of the plan
(p. 13), the MPD does forward arrest information to the
U. S. Attorney's Office in those cases in which charges are

filed by that office, and the U. S. Attorney forwards this

. information to the FBI. This is done in response to a

. letter from the U. S. Attorney, dated October 8, 1975,

requesting arrest records in all such cases and representing
that the records will be used for a law enforcement purpose.
The U. S. Attorney forwards the records to the FBI to
determine whether or not the deﬁendant has a record in
another jurisdiction and to add the record to the FBI's
maéter rap sheet file. The Corporation Counsel of the
District of Columbia has issued an opinion stating that this
practice is consistent with both tﬁe Duncan Ordinance and
the decision and final order in Utz. The D. C. Public
Defender Service has challenged thé procedure, however.

On January 16, 1976, the U. S. District Court for the
District of Columbia held that the above-described procedure

does not violate the Duncan Ordinance or the Court of

o
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Appeals decision in Utz. The District Court's judgment has
been appealed to the U. S. Court of Appeals for the

District of Columbia Circuit and is présently;pending.

As noted, the outcome of this case will not affect the com~

pliance of the MPD with the dissemination limits set out in

b - 3 8 o mae s o 4y e i 4 e & RN PR W gy Amebebmin A iy Ao

the Regﬁlations. The Regulations expressly permit the

R

“dissemination of all €ypes of ¢criminal history records €6

- Ordinance, and it would also permit the present practice of

found by the Court of Appeals to violate the Duncan

e frrryer

criminal justice agencies for criminal justice activities
including: criminal identification activities, and the

collection, storage, and dissemination of criminal histoxry

record information" [Section 20.3(d)]. Thus, the Redulations

would permit the original practicé of the MPD which was

- I'V‘ .

forwarding arrest records to the prosecutof's office to be
transmitted to the FBI as a necessary part. of the prosecution
of cases by that office. The Regulations would seem to

encourage the practice, since a check of the FBI's files is

p—y

an'iﬁportant element of the District of Columbia's efforts r
to ensure that its records are complete and accurate and
that only complete and accurate records are(used'in the
prosebution‘of cases. Moreovet, participa£ion by the U. S.
Attorney for the District of Columbia in the FBI's master
raé sheet file system is an important benefit to criminalb . ¥

justice agencies in other jurisdictions which otherwise
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——eourt; ruled that arrest-records of-persons-£found--to be e

- o meatin D RN e o T

might receive incomplete and inaccurate records on defendants

with past or pending offenses in the District of Columbia.

The second case is United States v. Hudson [103 Wash.L.Rep. 377

(1975)1, in which the D. C. Superior Court, the local trial

_innocent in certain circumstances must be expunged from the

wo - ka2 i

«
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MPD's central criminal files. In previous opinicns, the

D. C. éourt of Appeals has held that acquittal of other
Tdisposition records may be maintained and disseminated for
law enforcement purposes and limited non-law enforcement
éurposes as permitted by the Duncan Ordinance. The case

has been argued on appeal before the D. C. Court of Appeals
and is awaiting a decision by that court; While not likely,'
it is possible that the Court of Appeals decision might
alter the current record-keeping and dissemination practices

described in this plan.

II. . .SECURITY
Federal Regulations establish comprehensive security
standards to protect criminal history records from
unauthorized‘access, loss, or physical dgmage.' All

. repositoriés of such records are required to devise
procedures which will meet the federal standards and all

such procedures must be fully'opetational not latér

than December 31, 1977. This Section of the plan details
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.o the ways in which the District Government has met or will
meet the federal standards at the central repository.

A. Access and Physical Security

.WT~M,“;~w",*-wmhe,CentralARecord Repository‘(qrimigal document storage

area) has been designated a reétricted area by the

Direct;r, Iden£ifiéatibn éﬁd Récdfdé Division; "Lafge
4 red and black sigps have been posted at all entrances
to the document storage area, réstricting entry to’

authorized personnel only.
- Access to the criminal document-storage area is

! . controlled 24 hours a day, seven days a week by a police

official and document storage area supervisors, whose
5 | o responsibility it is to .,assure authorized access by

document storage area cmployees or special authorized

agents only. Authorized visitors are personally

.
4 -

escorted by a police official or area supervisor for
the entire duration of the visit. Visitgrs are not

permitted to take photographs, nor make or receive

.
i

copies of criminal history data housed within the

*

b Wi s

document storage area. Hours for official visits are

} restricted to 0800 - 1600 hours, Monday through Friday,

i - excluding holidays.

PR
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Access to the Central Computer Repositorywill be

i
controlled by a security officer 24 hours a day. )
This officer will be supplied with a current roster

of individuals with authorized access into the site.

n el ebme it et ek bt p e Stamt w4

When a person requests access, the officer will verify —~—— =™

”theifvidentity—by;Checking_a“color:boded*badge_is&ue@

bfithe Metropolitan Police Department (MPD). Once
the person is granted access, the officer will direct

that person to the authorized level of access. This

will be determined by the color of the badge. Each

'AleVel of access will be identifieé by a specific color.
This badge will be worn by all employees and visitors
at the site. Visitors will be required to.sign a log
prior to.the issuance of a badge and then will be

escorted by a security officer. Upon completion of

TR i
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a visit, visitors will be escorted to the area in which

A

they signed in, where they will sign out and return

their visitors' badges. Official visits will be

o e ot

restricted to the hours from 0900 through 1700 on

weekdays only. Rules and procedures regarding access

to the central repository will be disseminated to MPD

personnel, and appropriate signs indicating a restricted

. area will be posted at key locations.
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The following‘methods of ensuring additional site/data
security will be investigated:

Prohibiting cameras on site.

EIT . *

Cryptography to encipher door entry codes.

.Locking of all junction boxes controlling any type of _

SISO —

input (water electrical, phone, etc.).

PR e e v e me woa -

-ih;taiiaiion'of,ébburgiarAéiéfﬁ;wfé include fire and
;J . smoke alarms.

Uninterruptable power system.

Site terminals and.all‘v;sual type displays faced
away from any area where unauthorized observers.might
?% _ o * compromise security of information.

i R Enforcing of a desk policy to prevent data documents ' 1

S e
i

| _ being casually picked up or copied. , ¥

Fal

Shredding of all documents and listings used by or
generated by programmers working on site;

Privileged data listings being signed for and returned
(N prior to issuance of a new listing (currently

; 1implemented). |

Destructioh of all computer typewrite: ribbons. u 2

Regular scheduled and non-scheduled surveyé of premises

R

security.

Closed circuit television surveillance of entrance and

areas secured upon ccmpletion of the duty d@y.

.,
At
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Programmers will riot be allowed to operate the computer
system.
The day to day enforcement of security regulations
i ' concerning all personnel authorized to have direct
dccess to such information on site will be delegated

to..the manager of the .Central .Records_or_ Computer .

ROt N

Repository. Authorization of access to any individual

shall be consistent with the security policies and

; guidelines to be developed by the MPD.
. ",v“‘ R .
ﬁ;ﬁ;om these policies and guidelines will only he

authorized by the Chief of the Metropolitan Police Department.

i . - .
i i .

Deviations

L Eeene
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The Metropolitan Pclice Department training academy
will be used to provide all personnel authorized on

the site with training concerning thé physical sécurity
of their terminal site along with the most current
security and privacy regulations.

This training will

not be used for casual visitors.

-All communications lines/channels being used to trans-

mit criminal history information will be solely dedicated

" to criminal. justice use, i.e., therxre will be no

terminals belonging to agencies outside the Criminal

Justice System sharing these line/channels. Avenues of
protecting lines/channels against clandestine devices

used to intercept or inject system traffic will be

~explored.



B.

TERMINAL DEVICES HAVING ACCESS TO CRIMINAL JUSTICE

INFORMATION:

All agencies or units having terminals on the system

will be required to place their terminals physically

in secure locations within the authorized agency.

—

R e

‘Visitérs-to"these~locationS7~énd~technicalwand
maintenance personnel, will be accompanied at all
times and will not be permitted access toacriminai
justice data. The agencies and units having termindls
with access to criminal'ﬁustice data will be required
'to have terminal operators sgreened and to restrict

access to the terminal to a minimum number of

- authorized employees. .

A

Copies of criminal history data obtained from terminal
devices will be afforded security to prevent any
unauthorized access to, or use of, that data. When
these copies of criminal history data are no longer

‘ required for use or file they will be destroyed in a
manner, such as shredding, to further prevent
unauthorized access to data.

Terminal agenéies making inquiries of the criminal
ﬁistory file will maintain a hard copy file of each
inquiry made for a period of 180 days, including those

inguiries to which the response indicates that there

LRESTCSEEEY o
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is no record in file. These agencies will further

maintain a permanent log oif all inguiries against

this file, including the following information as a

minimum for

_.Date and.

'
!
t

A

b n—— 1 o ——

“each inquiry: ~ ‘ e

time the inguiry was made. e

The name
made the

The name

of the authorized terminal operator who

inquiry.

a

of the authorized criminal justice repre- -

sentative who requested the inguiry.

The "name

of the criminal justice agency represented

- if different from that.of the terminal agency.

The complete name inquired upon..

The reason the person above regquested the inquiry.

An ‘automated record of all transactions related to

criminal history update information is currently

maintained at the Central Computer Repository. Under

security controls currently available within the

operating system, special preassigned color codes are

necessary in ordexr to access crimiral history files.

It is anticipated that security applications software

development

and use of the latest operating system

techniques will proceed to allow rapid detection and

to display on a security control terminal attempts by

B R M EREARY W o
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-of security requirements, or which indicate activity

unauthorized users, or terminals to enter the system.
Regulations will be established which will require

the automatic cutoff of terminals used in violation

. e 5
or other abnormal characteristics. - !
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