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#76-55-99-6020 ~ Privacy and Security Plan

The goal of this project was to develop a Master Plan for Florida in .
campliance with Federal Departiment of Justice requlations for the Privacy and
Security of Criminal History Record Information. Since "Privacy and Security"
became such a controversial issue, numerous problems were encountered. LEAA‘s
late award of the grant, deadline changes for Plan sukmission, and regulation
alterations in mid-stream all helped to create chaos in Florida's Plan develop-
ment. Additionally, the Florida legislature failed to authorize the necessary
positions as included in the original project budget. Consequently, Florida
requested and received a grant adjustment modifying the implementation of the
Plan, several grant period extensions, a sole source procurement, and several
contract modifications.

Florida's Plan was finally submitted on October 2, 1976 and was approved
on January 7, 1977 with one special condition pertaining to an individual's appeal
rights for correcting his criminal history record. A response to that special
condition is being prepared and will be forwarded to LEAA from Lt. Governor J. H. :

"Jim" Williams arcund July 15, 1977.

Of the $19,933 awarded, $19,255.80 was expended by June 30, 1977, leaving
a balance of $677.20 to be refunded to LEAA. A firal financial report will. ,
be provided LEAA in August with other Bureau reports fram the month of June.

Attached is a copy of Florida's Privacy and Security Plan, as approved.
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INTRODUCTION

The Florida Privacy and Security Plan is intended to be used
for statewide compliance with Department of Justice Regulations, -
Title 28, May 20, 1975 and March 19, 1976 [28CFR Part 20], regu-

lations, commentary and relevant Florida statutes.

The requirement for the Plan, and ‘associated procedures, is
derived from Section 524b of the Crime Control Act of 1973
[PL93~83] which provides that:

(b) All criminal history information collected, T
stored, or disseminated through support under
this title shall contain, to the maximitm ex- :
tent feasible, disposition as well as arrest
data where arrest data is included therein.

The collection, storage, and dissemination of
such information shall take place under' proce-
dures reasonably designed to insure that all
such information is kept current therein; the
Administration shall assure that the security
and privacy of all information shall only be
used for law enforcement and criminal justice
and other lawful purposes. In additicon,: an
individual who believes that criminal history
information concerning him contained in an
automated system is inaccurate, incomplete, or
maintained in violation of this title, shall
upon satisfactory verification of his identity,
be entitled to review such information and to
obtain a copy of it for the purpose of challenge
or correction.

The use of criminal history information for "other lawful
purposes" has been deemed by the Attorney General of Florida,
to be particularly significant for the application of privacy
regulations in Florida. J

Section 20.21 of Title 28 provides that a "Plan shall be
submitted to LEAA by each state . . . to set forth" opérational
procedurés related to the privacy and security of criminal his-

tory records.
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OBJECTIVES OF THE PLAN

All criminal history record information, collected, stored,
or disseminated unfier the provisions of this plan shall contain,

o the maximum extent feasible, disposition as well as arrest data

where arrest data is included in the record. The collection,

storage and dissemination of such information shall take place

under procedures reasonably designed to insure that all such infor-
mation is kept current. The State of Florida shall assure that the
security and privacy of all such information is adequately provided
for_and that, consistent with FS119, this information shall only-

be ﬁsed for law enforcement, criminal justice and other lawful
purposes. In addition, an individual who believes that Criminal
History Record Information concerning him contained in a manual or
automated system is inaccurate, incomplete, or maintained in vioclation
of the provisions of the plan shall, upon satisfacto?y verification
of his identity, without undue burden to either the:in?ividual or

the criminal justice agency, be entitled to review such information
and to obtain a copy of it for the purpose of challenge or correction.

An objective of the Plan is to encourage uniform applications
of the law and federal regulations and to provide a forum for the
continuing examination of policy issues related to privacy and

security. 3

This plan shall provide a basis for identifying the need for
security and privacy legislation for the State of Florida and for
operating rules and procedures.

Achieving a balance between the public interest and individual
rights is a continuing objective of the Plan. This is reflected
in current procedures and will continue to be reviewed in the context
of the policy issues, both procedural and economic, which have been
identified for future resolution.




SCOPE OF THE PLAN

It is planned that the procedures, when implemented, will apply °

to the total spectrum of criminal justice activities in Florida

and to the manner in which the system interacts with the community.
Privacy and security considerations are being included in local CJIS
comprehensive plans and in Offender-In-Process/Case-In-Process
systems which are under development.

Although the applications of procedure will vary, the prin-
ciples of privacy and security apply to each of the criminal histqry
record users. The scope of the interactive relationships associated
with the in-process flow of information is indicative of the nee&§\
for the total system approach in the Privacy and Security!Plan. The
application of procedures will take account also of the pr1n01ples
of open access of publlc and judicial proceedings.

)

E The plan provides a discussion of current procedures, current
and proposed rules and the:policy issues to be resolved within
resource and statutory constraints. The management of criminal
record information within Florida is founded primarily on the
Florida Public Records law and the Opinions of the Attorney General
of Florida pertaining to theipublic character of criminal history
records. This version of thé Plan must, therefore, be considered
as an initial good faith effért to meet the intent and the reguire-
ments of the federal regulations consistent with the Florida laws
and practice. Florida réserves the right to continue to examine
privacy and security procedural problems and to address additional
issues as they arise iﬁ the review and implementation of the Plan.

ISSUES

The criminal justice planning process in Flgrida includes
extensive local and public participation in the development of

vconcepts and procedures. The results of this process in developlng

the Privacy and Security Plan, have 1ncluded the identification of,
specific legislative and procedural issues and needs. These issues
and needs are relatcd to both concepts and responsibilities aqp
apply to both the state and local management of c¢riminal history:
information. L




) Major questions still exist concerning, for example: specific
dissemination practices and dissemination log procedures; the nature
of audits and the responsibilities for auditing; the actual require-
ment for user agreements and the manner in which these agreements
are arranged; the manner in which Florida will interact with other
states which have different rules of access to criminal history
information; the authority and responsibility for disposition
reporting and the manner in which delinquent disposition reporting

" is managed; the relationship of sealing and expungement practices

to the privacy concept and the sufficiency of current law and

practices in these areas.

In developing the Plan the impact of the regulations and the
need for operational procedures have been.more clearly perceived.
At the same time the difficulties lof achieving ultimate solutions
have been acknowledged. The review of the issues has been a con-
structive process which has suggesﬁed areas of legisﬂative need

[

particularly a review of FS119. :

The Florida Public Record Statute (FS119) includes as public
records "material, regardless of physical form or characteristics,
made or received pursuant to law or ordinance or in connection with
the transaction of official business $y any agency."l It includes
records of state, county, and municipél agencies and provides that
the records shall be open for a persoﬁal inspection by any person
of Florida. The statute exempts from this inspection records which
-at present may specifically be provided "by law to be confidential
or which are prohibited from being inspected by the public whether
provided by general or special laws of the legislature...."z. In
1957, the Attorney General held that "FBI records in the sheriff's
office and criminal records in the sheriff's office are public

records and are available to the public and press if desired.“3

lchapter 119.011(1) Florida Statutes

2Chapter 119.07(2a) Florida Statutes
Opinicn of Attorney General, 057-157, p. 191




In 1969, the Florida District Court of Appeals, using very similar
language, reached the same conclusion.l Additionally, in 1972

the Attorney General reaffirmed the 1957 opinion in determining that
"....records of arrest (excluding those relating to juvenile offenses)
....are public records and would be available ta}thevpublic‘pursu§nt
to Chapter 119, Florida Statutes, absent local of special law to

the contrary."2

This structure covering criminal history record information has
been reaffirmed by the Attorney General in guidance to Florida
agencies and in presentations to the Florida legislature and the
Deéartment of Justice in 1975 and 1976. Additional relevance of
the Florida Statute is described in Chapters IV, V and VIII.“

Based on these factors, and following the recommendation of
. g
the CJIS Council, Florida will initiate the legislative review 7=

B
actions needed to determine which areas require the support of !

additional statutory provisions. -

The current status of privacy and security provisions in .
Florida is summarized in Figure 1-1 along with identified needs or
issues and a listing of options which will be reviewed for future

action.

i

lstate vs. Crawford, 257 $o. 2nd 898 (1972)
2Opinion of Attorney General, 072-168 .
3The CJIS Council is described on Page I1-9.
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FIGURE 1-1

SUMMARY OF ISSUES AND PLANNING OPTIONS

TITLE 28 D.O.J.

REGULATIONS

STATUS IN FLORIDA

FLORIDA PRIVACY AND
SECURITY PLAN PROVIZES

SEC. *

Provision or Requirement

Current Status

"Additional
Need or fssue

‘Procedures or Option(s)

In

Chapter

20.3

Definitions

Various definitions in
Statutes, Rules, practice
and opinions ‘
Definitions in Title 28
adopted by referejice 4n
FDCLE Rules

RO AN

Need for eventual
agreement or con=-

sensus on controver-

sial definitions

Use of definitions from
Sec. #0.3, Florida Statute
and PL 93-83.

Continuing review of
definitions as applicable
to Florida.

.fippendix
CPURA

20.20

Applicability of Federal Regu-
lations

LEAA Funded

Court Exceptions
Disclosure of individual's
current involvement in
Criminal Justice System
Other exceptions

Florida meets intent of
regulations.

Intends that applicability
extend beyond LEAA funded
activities

Observes information dis-
closure provisions
Specifically cites court
exceptions

Continue to re-
view the issues
of Judicial
Branch participa-
tion in CJIS
matters.

The manner in
which other CJIS,
8J1S OBTS or
OBCJIS programs
are formulated
should be jointly
reviewed

Continue CJIS Council as
established in Statu’es
{FSs 343]

Expand authorities, respor+
sibilities and membership
of CJIS Council.

Consider CJSIS commission .|
as proposed in communique
[April 1976].

L,

11
II

II

20.21

Completeness and Accuracy
(1) Complete records maintained

preferably at a central
repository

Records to includas disposi-
tion information within 90
days

Records to be accurate
based on validation and
audit

Agencies to make inquiry
to Central Repository
prior to dissemination

Errors to be corrected and
prior recipients notified
of correction

In

In

In

In

In

Compliance
Compliance
Compliance
Compliance

Compliance

Need some more
specific policy
statement and pro-
cedures concernin
disposition re-
porting and delin-q
quent disposition
monitoring

Need additional
‘specific state-
ments on responsid
bilities for.
accuracy b

Need for specific
designation of
options for audit

-]

-responsibilities

Current and proposed peolicyl
and rules

Continuing revision of
FDCLE rules

Review need for additicnal
legislation, policy state-
ments

Review need for administra-
tive agreements or statute
for audit program

III

VI

e

&
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FIGURE 1-)

TITLE 28 D.O.J. REGULATIONS

STATUS IN FLORIDA

FLORIDA PRIVACY AND
SECURITY PLAN PROVIDES

SEC.

Provision or Requirement

Current Status

Additional
Need or Issue

Procedures or Option(s)

In

Continuing refine-
ment of expunge=-
ment policies,
practices.

Modified expungement order.

Chapter

III,
Appendix
B

20.21 .
(b)

Limitations .

(1) (4) Designates categories
of éligible recipients of
non-conviction data

Dissemination

® Atforney General opinion
provides for open access
of Criminal History Record
Information

® Current interpretation is

that non-conviction records
are also open for public
access

To continue to assessg

needs of CHRI users
and actual authority
for access

To assess relation-
ship between open
access and record
control

To identify the ex-
tent to which local
jurisdictions may
establish more re-
strictive controls
on dissemination

Classification of users
(option)

Statewide Standards for
Access to Information
(option)

User Agreements (option)}
Additional Attorney General]
opinion requested by FDCLE
in June 1976 concerning
non-conviction data
Revision to FS119 which
would exclude non-conviction
data. Provision in P/S Plan
or FS119 to provide for
local options (option).

Iv

20.21
{c)

20.21
(d)

General Policies on Dissemina-
tion of Criminal History Recor
Information '

(1)
(2)

Limits use

Limits confirmation of
record existence or non-
existence

Limits dissemination of juvenil
record information

FDCLE Rules exceed federal
requirements in this category

Modification of dissemination
policies may be needed in
terms of Attorney General
opinions

f In Compliance

Additional refinement

of dissemination loggsuggested

Notification to all
users of rules,
policies and proce-
dures

Continuing review of
record management

policieg concerning
juveniles "

Dissemination records {(logs)

Notice of procedures for all
participants suggested

Education program suggested
Continuing review with local
jurisdictions of needs and

methods associated with
juvenile records suggested

i

Iv

Iv

1 VIII

Iv
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FIGURE 1-1

MY b b

) FLORIDA PRIVACY AND
TITLE 28 D.0.J. REGULATIONS STATUS IN FLORIDA SECURITY 'PLAN PROVIDES
Additional B In
SEC. Prow;sion or Requirement Current Status Need or Issue Procedures or Option(s) Chapter
20.21 |Audit °
(a) Systematic Audit to insure |In compliance VI
accuracy ’
(d) Annual audit to evaluate Compliance dependent on re- ® Need for addition-e Option suggested: VI
compliance with all pro- sources; potential capability al auditor re- - Audit Elements ’
cedures and system per- exists in state agencies sources - Audit Standards
formance e Additional identid - Audit Procedures
fication of FDCLE - Audit Staff Options -
role in audit ~-= Funding
mechanism -=- Staff Supplement
-~ Separate Annual Audit
Team
-~ Contract Audit
-- Audit Team Mix
-=- Auditor General
20.2) |Security In Compliance Additional Security r Standardized statewide
(£) [Security Compliance summary {legislation may be security program as an
is portrayed in Figure 7-1 desirable extension of current FDCLE
on Pages VII 2, 3] Extended use of user standards to pilcgnsédereg;
agreements desirable Any program wi € depen
dent on resources
Additional training
may be desirable
Additional audit pro-pescribed in Plan (20.21 above) VI
cedures are needed .
20.21 {Access and Review
(9) Verification of Identity In Compliance Desirable to have Example formats cited v
Review of Record without In Compliance with regulation |[‘Riform formats for
undue burden to individual and NAC Standard inquiry and appeal
c throughout Florida
or agency system
Obtain a copy ' Exceeds Requirement
Administrative Review and In Compliance Need more formalized Appeal Procedure and formats
Correction appeal procedure than| proposed "
Administrative Appeal In_Compliance urrently exists

Page 3 of
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FIGURE 1-1

N

TITLE 28 D.O.J. REGULATIONS

STATUS IN FLOR

IDA

‘FLORIDA PRIVACY AND

SECURITY PLAN PROVIDES

SEC.

Provision or Requirement

Current Status

Additional
Need or Issue

Procedures or Option(s)

In

20.21
(g)
ICont.

Providing names of non-
criminal justice prior
recipients

Notification of corrections
to prior criminal justice
agency recipients

In Compliance

In Compliance

Need for more de-~
tailed procedure
than currently
exists but cost is
questioned

pissemination logs being
developed

Public education program is
kBuggested which exceeds re-
qquirement but is resource
dependent

Chapter. .

v

VIII

20,22

Certification of Compliance
® Outline of actions taken

e Access and review procedures
operational

e Description
legislation
orders

of attenpted
or executive

e Descripticn of steps taken
to overcome fiscal, technica
or administrative barriers

e Description of existing sys-
tem capability ard upgrade
efforts

e A listing of categories of
non-criminal justice dissemi
nation

Compliance
Interim compliance, modifica-

tions plarnned
Compliance

Compliance
L

Compliance

Compliance at central
t+repository

Needs described in
Chapter V

and needs cited,
organizational for-
mats to be resolved

Need for additional
resources [Staff)

Information and
authority needs

Afaited

Designation of re-
sponsibilities for
implementing and
updating P/S Plan

Organizational issuesL

o Descriptions of current
actions in each chapter

 Additional staffing re-
guested by FDCLE

e Legislation cited; CJIS
coordination iand
sharing concept cited

Judicial-Executive Rela-
tionship under continuing
review.

¢ System descriptions

described as options

Procedures and formats
suggested

Revised rules and practices
including charges for
record information

I - VIII

Capabilities and needs citefd I - VII

® Categorization and standardF

I - VII

IV

I - VII]
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DRGANIZATIONAL COMMITMENT

The successful development and implementation of the Privacy
and Security Plan will require both legislation and organizational
commitments, which are directed toward consistent practices and pro-
cedures. Although a considerable amount of relevant organizational
structure and administrative authority already exist, it has
become evident that additional specific designations of responsibili-
are needed. During the preparation of the Plan discussions were
held with the Lt. Governor concerning concepts, authorities and
strategies. The executive objective}in Florida includes an
interest: in having extensive participation in the development and
the continuing refinement of the Plan. This will insure that desig-
nated prbcedures and responsibilities are practical for all compon-
ents of ‘the Florida system. The processes of disposition reporting
and auditing_fo; example are system needs which will require the
development of compatible state and local interests.

REQUIREMENTS

In the process of local and organizational review of the Plan,

~a number of requirements have been identified related to organiza-

tional responsibilities for functions which are inherent in the
management and implementation of the Privacy and Security Plan.

Example% include the following:

Insure that system audits are conducted.

° Establish standards for non-criminal
justice agency access to criminal history
information in accordance with Florida
statutes and the federal regulations.

lThe prerogatives of the Governor in relation to the administration
of the Privacy and Security Plan are noted in Section 20.21 of
D.0.J. Title 28 and the associated commentary on Section 20.21.

In Florida executive decisions include the Governor and Cabinet.

II -1




[ Augment procedures for individual challenge,
correction and appeal.

® Prepare an annual revision of the Privacy
and Security Plan.

° Report annually to the Governor on the
status of the privacy and security of
criminal history records information and
other related criminal justice information
system matters.

° Establish authority and responsibility for
disposition reporting and follow up.

Audits

In order to insure system conformance with the operational
procedures of the Privacy and Security Plan, responsibility will
be established for regular and periodic audits to be conducted by
the criminal justice system agencies or by "outside" reviewers.
I the event discrepancies are identified a schedule for corrective
action will be issued and monitored. [Section 20.21(a) (2);
20.21(e) D.0.J. Reg. Title 28].

Access by Non-Criminal Justice Agencies

Access and disseminatioﬁ standards will be developed as

: needed to provide consistent guidance for determining the conditions
unQer which non-criminal justice agencies will have access to
criminal history record information. The standards and procedures
will be developed in accordance with the pr&ﬁjsions of Chapters
119FS, 120 FS and sections 20.21(b) (c) (@) of Title 28 as appropriate.
Particular attention will be directed to non-conviction data.

Augment Procedures for Individual
Challenge, Correction and Appeal

Within the procedure described in this Plan for the "Indi-
‘vidual Right to Access and Review" is the right to appeal a
decision by a criminal justice agency not to make requested q@gnges.

II - 2
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Procedures may be established for reviewing unresolved requests
in order to effect the provisions of FDCLE Rule 11C-8.01 and to
comply with the provisions of Section 20.21(g)(3) D.0.J. Title 28.

Annual Plan Revision

An annual revision to the Privacy and Security Plan will be
developed and presented to tne Governor and LEAA for approval.
Modifications will be based on the year's assessment of progress
-made in meeting the plan's objectives, problems encountered, and
new ideas developed. [Section 20.23 D.0.J. Title 28]

Ve

Annual Report

An annual report on the conduct of activities proposed within
the Annual Plan will be submitted to the Governor for his review.
Included will be an assessment of the degree to which objectives
were reached, a listing and discussion of problems that becime
prominent, incidents worthy of note, new developments that Have
occurred, statistical and fiscal reporting data concerning implemen-
tation and recommended actions. Copies will be made available to
the Judiciary and Legislature. This activity is a Florida initiative
and is consistent with current practice among Florida criminal justice
activities. FDCLE, for examble, reports annually to the Governor
in accordance with 943.03(9) FS.

Disposition Reporting

Specific legislative authority will be sought to augment and
strengthen the Florida disposition reporting process. This will
provide for the designation of responsibilities for disposition
reporting at the various levels of offender processing and will
define the standards and schedules for delinquent disposition
monitoring and follow up. This legislative action will be designed
:to supersede current procedures through the adaptation of the shared
‘information concepts outlined in the recent joint communique
developed by all of Florida's criminal justice system compohents.
[Section 20.21(a) (1) D.0.J. Title 28]}

IT - 3




CURRENT STATUS

The existing structure of Statutes, Executive Orders and
operating practices provides a high degree of compliance with the
federal regulations. The organizational policy issues result from
requirements which are not specifically defined a£ present. Current
relevant authorities and responsibilities of the FDCLE, the
CJIS Council and the BCJPA are described below.

The Florida Department of
Criminal Law Enforcement

The State Central Repository for the collection, maintenance
and dissemination of criminal history information carries major
operational responsibility for the actions and procedures described
in the Privacy and Security Plan. Specific powers and areas of
responsibility of the Florida Department of Criminal Law Enforce-
ment are included in Chapter 943 FS. In addition to its other ;
authorities the Department "may make and enter into all contracts’;
and agreements with other agencies..." as the department determinés

appropriate to accomplish its mission.

It has the capacity to provide criminal identification and
criminal history record services to criminal justice agencies in
the State. The Plan assumes that a complete and accurate record
of the individual subject will be maintained at the central
repository (FDCLE) and that each of the other components of the
criminal justice system will contribute to the record through the
offense and disposition reporting mechanisms of the State. These

are to be additionally refined.

The Plan provides that dissemination to non-criminal justice
agencies will be accomplished after an inquiry to the State
repository and that this inquiry~disseminatioﬁ process will be
recorded at both the local and State level. The immediate opera-
tional information requirements of loca1/¢aw enforcement and prose-
cution, associated w1th, for example, d”tentlon, dlver51nn or 0
bail bonding will contlnue to be served by local information and

I1 - 4



the simultaneous acquisition of wanted/warrant information. Finger-
print submission to FDCLE, following arrests, enables the local
jurisdiction to acquire a current, complete criminal history

record, annotated, if appropriate, by the State repository, to

reflect interim dispositions.

The organization of the Florida Department of Criminal Law
Enforcement is included in Figure 2-1. Within the FDCLE, the
Division of Criminal Justice Information Systems has primary
concern with central repository matters. The organization of this

Division is illustrated in Figure 2-2.

Crime Information Bureau

The Crime Information Bureau (CIB) serves as the central state
identification center for adult offenders and provides the link
between the lo;al criminal justice agencies and the FBI Identifica-
tion Division. TIts responsibilities include the collection and
compilation of information as it occurs within the criminal justice
system. This information is then disseminated, routinely and by
special request, to the criminal justice community and other
agencies authorized by federal and state statutes. Figure 2-3

illustrates the prbcess.

The Bureau is made up of 124 positions divided into the Identi-
fication, Data Input Monitoring, and Special Services Sections. The
Identification Section provides technical fingerprint expertise ’
in classifying the arrest fingerprint cards which are not identified
with a prior record and through characteristic comparison provides
positive identification of incoming arrest fingerprint cards which
are to be added to an existing criminal history record.

The Data Input Monitoring Section records the arrest data from
the incoming fingerprint cards and either establishes a record for
a new offender or adds to an existing record using standardized
codes developed by the National Crime Information Center's (NCIC)

'
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FIGURE 2-1
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FIGURE 2-2
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Computerized Criminal History (CCH) Program. This section also

adds disposition data, incarceration and supervisory statuses (pro-
bation, parole, work release, incarceration, parole, etc.) received
from the FBI Identification Division which reflects national criminal
history activity. The data recorded by this section is then entered
into the Computerized Criminal History System (CCH) by the Law
Enforcement Data Center Bureau.

The Special Services Section provides twenty-four hour response
coverage for criminal history information to criminal justice
agencies naﬁionwide along with physical security of the FCIC building.
The section also provides authorized non-criminal justice agencies
with criminal history record checks on persons seeking employment

requiring licensing by the State.

%

Law Enforcemént Data Center Bureau
_ ,' ,
The Law;Enforcement Data Center Bureau (LEDC) provides the

Department of 'Criminal Law Enforcement and other state and local
criminal justice agencies with data processing services for the
development, implementation, and operation of criminal justice
information systems and related functions of the Florida Crime

]
Information;Cent%r (FCIC).

E . . 3 >

The Criminal Justice Information
' Systems Council

FS943.06 also establishes a Criminal Justice Information
Systems Council within the FDCLE and this representative council
has duties, specified in Section 943.08 FS which are directly
relevant to the Privacy and Security Plan. These duties are
indicated below:

943.08 Duties; Criminal Justice Information
Systems Council. The council shall develop

and recommend operating policies and procedures
relating to the following areas:
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(1) The exchange of criminal justice information
and criminal justice intelligence information

and the operation of criminal justice informa-
tion systems and criminal justice intelligence
information systems, both interstate and intra-
state,

(2) The installation of criminal justice infor-
mation systems and criminal justice intelligence
information systems and the exchange of information
by such systems within the state and with similar
systems and criminal justice agencies in other
states and in the Federal Government.

(3) The physical security of ‘the system, to
prevent unauthorized disclosure of information
contained in the system and to insure that the
criminal justice information in the system is
currently and accurately revised to include sub-
sequently revised information;

(4) The purging or sealing of criminal justice
information upon order of a court of competent
jurisdiction or when required by law;

(5) The dissemination of criminal justice in-
formation to persons or agencies (not associated
with criminal justice) when such dissemination is
authorized by law;

(6) The access to criminal justice information
maintained by any criminal justice agency by
any person about whom such information is main-
tained for the purpose of challenge, correction,
or addition of éxplanatory material; and

(7) Such other areas as relate to the collection
and dissemination of criminal justice information
and criminal justice intelligence information.

The CJIS Council has a broad representation from most com-
ponents of the criminal justice system, is actively engaged in
privacy and security matters and coordinates with the three other
advisory or policy committees engaged in information systems
development. The activities of and representdtion on the CJIS
Council could be expanded as an optional development in Privacy

©

and Security matters.
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The Bureau of Criminal Justice
Planning and Assistance (BCJPA)

The Bureau is part of the Division of State Planning of the
Florida Department of Administration. The BCJPA is, by Executive
Order, the State (Criminal Justice) Planning Agency and has been p
designated by Governor Askew to prepare the Privacy and Security |
Plan in accordance with Section 20.21 of Title 28.

The broad goal of the Bureau of Criminal Justice Planning
””””” and Assistance is to provide comprehensive planning and program
development coordination and assistance to all of the state's
criminal justice-related resources to ensure the orderly growth

and development of Florida's criminal justice capabilities. " In

line with this goal, the general objective of BCJPA is to coordinate
the criminal justice related program planning activities and pro-

ducts of state agencies and units of local government.

The BCJPA has become an integral component of the Florida
criminal justice system, capable of interacting directly with the
functional components of the system, with state agencies and
with local governments in the context of Florida law. In conjunction
with FDCLE and the CJIS council, the Bureau is capable of developing
consensus on major issues and effecting change in the criminal

justice system.

A The responsibilities of the BCJPA for privacy and security
matters and CJIS matters can be established in this context. For
example, it would be possible for the BCJPA to assume responsi-

bility for coordinating the training and public education proposed
in the Plan (Chapter VIII) and to develop these programs through
arrangements with the five Florida Metropolitan Planﬁing Units,
the 10 Regional Planning Councils, and the Florida Department of
Criminal Law Enforcement.

Similarly the BCJPA could assume certain planning and

coordination responsibility for the proposed audit program (Chapter VI)
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and assist in the development of this program with FDCLE, the
Auditor General, the Division of Electronic Data Processing, the
Department of General Services, and the local Criminal Justice
agencies. These actions will be resource dependent.

Figure 2~4 depicts the current organization of the Bureau.

ROLE OF LOCAL USER AGENCIES

Local criminal justice agencies will be responsible for:

® Assuring the initial accuracy of criminal
history information.

° Assuring that dispositions are reported in
accordance with established rules.

) Querying the FDCLE prior to the dissemination
of a criminal'!history record.

. Maintaining sﬁch records as may be needed
to accomplish!system audits.

® Assuring that proper security is provided
for criminal history record information.

° Assuring proper use of all accessed criminal
history record information.

° Purging or sealing criminal history infor-

mation as specified in a Users Agreement,
by court order, or . FDCLE regulations.
t

° Assuring proper prohibitions governing
access to juvenile records.

) Providing relevan& training of all personnel
involved with criminal history record infor-
mation.

ORGANIZATIONAL - POLICY ISSUES

In order to be responsive to the organizational issues which
are inherent in the management of Privacy and Security, Florida
wills ) g

° Continue to examine the requirements
and the participating roles of all criminal

justice agencies including Offender Rehab-
ilitation, Probation and Parole.
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FIGURE 2-4
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Develop uniform formats for privacy
and security procedures to enhance
consistency in the State.

Designate specific responsibilities for
the accomplishment of operational
procedures.
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III

COMPLETENESS AND ACCURACY

Completeness and accuracy of criminal history record infor-
mation are qualitative goals of the Florida system. Existing pro- (
cedures are directed toward the achievement of these goale. The |
planned procedures for both local manual systems and the state !
electronically stored criminal history records (CCH) will be
designed to: '

° Insure the accuracy of initial entry ' |
data, of disposition entry, and of all
data modifications and deletions

° Insure [the completeness of initial entry
data, of disposition entry, and of all
data modifications and deletions

e - Insure the timeliness;efxdata submiésion,
dispositipn entry, riotifications, and of
authorized modifications and deletions

° Establish specific responsibilities for
the management and control of criminal )
history record information of the crimi- .
nal justice:system
!
£

REQUIREMENTS

i

The basic requirement to insure completeness and accuracy
of criminal history information is included in the Crime Control
Act, PL93-83. Section 524(b) of this Federal Act provides, in
part, that:

(b) All criminal history information collected,
stored, or disseminated through support under this
title shall contain, to the maximum extent feas-
ible, disposition as well as arrest data where
arrest data is included therein. The collection,
storage, and dissemination of such information
shall take place under procedures reasonably de-
signed to insure that all such information is kept o
current therein;, . .

9
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This provision is developed in section 20.21(a) of the federal
- regulations which establishes the criteria and guidelines for com-
pleteness and accuracy of criminal history record information.
These are listed below.

I '

Completeness

. The elements of completeness are defined in section 20.21(a) (1)
and include provisions that:
° Complete records shall be maintained at a '
central state repository

° Central repository records must contain all
disposition information within 90 days after
the disposition has occurred.

In ordinary circumstances only complete records, containing
arrests and dispositions, should be disseminated. To insure that
this occurs, the regulations require procedures which provide,
in ordinary circumstances, for criminal justice agencies to query
‘the central repository prior to dissemination of any criminal
history record information. This inquiry condition may be waived
if information is required for operational purposes prior to the
time when the central repository can respond. This situation could
occur, for example, in the cycle of days related to the request
for and receipt of complete non-automated reports. In these
cases, local information which may be technically "incomplete"
could be used to meet immediate criminal justice needs;

Accuracz

The elements of accuracy are defined in section 20.21(a) (2)
and include provisions that:
° Records do not contain erroneous information
and that errors be minimized through

' Procedures to verify or validate data entries
: and to audit data collection, storage and use.

IIT - 2
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To insure that the provisions of accuracy serve both the criminal
justice system and the individual, the federal regulations require
that prior recipients of criminal history information be advised
of inaccuracies which are found and subséquent corrections which
are made.

CURRENT STATUS

The current status of the completeness and accuracy require- .’

ments is reviewed in reference to:

Disposition Reporting

7

Expungement and Correction
Inquiry Before Dissemination
i

‘Disposition Reporting

Dispositions are defined in the regulations as meaning "in-

formation disclosing that criminal proceedings have been concluded....

To be complete, a criminal history record should include dispositions’

that have occurred from arrest to final release of the individual
from the cognizance gf any segment of the criminal justice system.
Thus, an effective d%sposition réborting system includes procedures
for reporting dispos%tions by every relevant component of the crim-
inal justice system.: This is the intent of the Florida Uniform
Case Reporting System éf the Courts [25.075 FS] and the current’
FDCLE disposition reporting procedures.

In the FDCLE procedures, interim actions are reported as;part»
of the criminal fingerprint card submission and final dispositions
of prosecutor and courts are reported on the Final Disposition

Report. The disposition reporting of post adjudication corrections -

information is a problem area which is being addressed as part of
the CJIS development. FDCLE Rule 11-C 4.06 provides'for~dglin—c
quent disposition monitoring and correction. - If after 180 days
after an arrest no disposition report to FDCLE has been made thg
arresting agency is notified and will provide disposition data '

within 30 days of the notice.
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Court Unifibrm Case Reporting System
1 1

In Lccordance with Article V of the Florida Constitution and
Chapter 25.075 FS, the court administrator is in the process of
developing a uniform case reporting format. A version of this
Uniform Criminal Progress Docket is included as Figure B-l. The
provisions of Sec. 25.075 FS require mandatory reporting by the
Clerk of the Court and establish an audit of this disposition
reporting mechanism by the Auditor General-

FDCLE Disposition Reporting Procedures

The Florida system for reporting criminal history informa-
tion is completely documented. The documentation includes Florida
statutes; Rules of”{he FDCLE developed in accordance witﬁ the re-
quirements of Chapter 120 FPS, and the FDCLE Identificatién Manual.
The FDCLE Rules and operatlng manuals stay under contlnulng review
to insure currency and are in review at this time.

To meet the requirements of Title 28 the FDCLE has updated
the departmental rules to cover the requirements of the federal

regulations in a manner consistent with Florida procedures.

The basic reporting process originates with the:statew1de sub-
mission of the criminal arrest fingerprint card [Form IC-10]. The
FDCLE rule relating to this submissiocn is 11C-4.03 [Figure B-2].
The FDCLE fingerprint card is included as Figure B-3.

Specific guidance concerning completeness and accuracy are
included in the system instructions. For example, the ID Manual
provides specific guidance on disposition information in instruction
(5) pertaining to final disposition reporting.

(5) FINAL DISPOSITION

List final disposition in this field to correlate
with "the same numbered charge above. If the final
disposition is not available, show pre-trial or
initial disposition, e.g., released, no formal
charge, bail posted, etc., in the ARREST DISPOSITION
(aDN) field (26) on back of the fingerprint card.
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Florida uses a single fingerprint card su&hission §§ocess.
The procedural instructions are included in various FDCLE technical
memorandum dating to 1972 including TM 73-2, 73-4, 74-2, 74-3 and
other instructions such as those pertaining to registratidh of

convicted felons; primary and secondary dbntrlbutors, and deceased 7
notification submission procedures. Empha51a is on accuracy and ’
completeness. For example, the complete procedural guide for
completing the criminal history record of a deceased person in- Y
cludes: ’

° FDCLE Rule 11C-4.05. R
° FDCLE Identification Memorandum 75,1.
® FBI Form R-88. ~ :

This sequential guidance is illustrated in Figures B-4 and B-5, S
These figures portray an example of the procedural consistency < ‘
and detail in the/ Florlda system. L ‘ i

|

The characterlstlcs of completeness and consistency are re-
flected in the detailed rules and procedures which are concerned
with final disposition reporting. The formal guidance is included-
in FDCLE Rule 11C-4.06 and FDCLE Identification Memorandum 75-2.
Rule 11C-4.06 is based on the specific requirements of section
20.21(a) of Title 28 and requires that final disposition "be
submitted (to the central repository at FDCLE) within 90 days \
after the final disposition occurs." Rule llC-4.06ﬁis included §
as Figure B-6. # g

In order to refine the disposition process and to make the
criminal information (CCH) more meaningful to multiple users, Florida
revised the Final Disposition Repo¥t in 1975. The current report
[Figure B-7] replaced the FBI R-84 and expanded the information .
acquired for Florida purposes.

Procedural guidance in Identification Memorandum 75-2 provides

that:
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L) The arresting agency has the responsibility
for initiating this report and supplying all
fields of identifying and arrest information
requested on the top half of the form. The
impressions of the right four fingers should
be obtained and placed in the botton right
corner of the report. Both tasks should ke
accomplished at the time of arrest when the
full set of fingerprints are taken on the
arrest fingerprint card.

' Only final dispositions are reported in this format. Interim
transactions are included on the fingerprint card. To accomodate
local practice the procedures enable local Agencies to work to-
gether as follows:

If procedures permit within your area, it

is requested that the prosecutor complete

the report by filling out the bottom half

of the form if the case reaches his level
and is not being referred for court action.

-l

° If procedures permit within your area, it is
requested that the court complete the report
if the case reaches the court level for ju-
dicial action.

In all cases thé formal disposition report is provided to the
FDCLE Crime Information Bureau. Additional legislation is

i

planned.

" Expungement and Correction

Actions concerning the expungement and sealing of criminal.
history records are controlled by court prerogative and specific

" Florida statutes 893.14 FsS [1973] and 901.33 [1974] which is de-

rived from Ch 74-206 Laws of Florida. The implementation policies
and procedures for eéxpungement and sealing actions are provided
for in FDCLE Rules 11C-7.01; 11C-7.02; 11C-7.03 and 11C-7.04. Speci-

fic definitions and procedures are included in memorandums 72.5,

,74.1, 74.4, 74.4A and 74.5. Disposition reporting instructions

for purge and seal actions are included in 75.2. Additional
legislatiqn is desirable in this subject area.
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Policy and procedural guidance is related to:

° Statutory and court ordered expunction.

e Administrative expunction.

In this context court ordered expunction means "“an actual
court order to expunge or seal certain record, records, or a speci-

fic portion{(s) of a record or records."

Administrative expunction means "the expunction of a record,

records, or a specific portion of a record or records in any

manner other than by court order."”

This structure enables the FDCLE and Florida agencies to
also use the technical procedures and documentation of expunge-
ment for the correction of records [TM 72-5] and to include
formal sealing or expungement actions with the final Disposition

Report if appropriate [TM 75-2].

In accordance with Ch. 893.14 FS, an expungement of a first
offense of possession of drugs results in the creation by FDCLE
of a sealed record of the action which is subsequently accessable
only by the court through a court order. [ID Memo 74-1, Rule
11c—i301, 7.02].

ﬁn accordance with Ch. 901.33 FS, an expungement of a first
,offenée which results in an adjudication of not guilty or acquittal
can result, through appropriate court action in a sealed record
which is subsequently acceSsable'only by law enforcement agencies
for special purposes. [ID Memo 74-4, 74-4A, Rule 11C-7.01-7.02]

The rules provide the following procedural guidance c0nceﬁping
. \
positive identification and action to complete the individual's
record:

11C-7.02 Procedure on Court-Ordered Expunctions.

(1) The order of the court as to an expunction of
arrest records should specify the agencies to which
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"it applies, including this Department, and should
be directed to the law enforcement agency which
made the arrest and forwarded the arrest informa-

~ticn to the Department.

(2) Upon receipt of any order tc expunge a
criminal history record the arresting authorlty
shall:

(a) Make a positive association between
the individual and arrest covered by the
order and the arrest record generated by
it;

(b) Forward a certified copy of the order
along with a letter of transmlttal to ‘the
Department.

(3) The letter of transmittal shall make specific
reference to identifying information, including:

(a) Date of arrest;
(b) Arrest number and original charges.

(4) Thé_letter of transmittal shall be signed by
the chief police officer of the agency or a person
designated in accordance with rule 11C-7.03(4),
F.A.C.

(5) Order of courts of non-Florida jurisdictions,
when certified by the counterpart of the Depart-
ment in such other jurisdiction, shall be process-
ed as requests for administrative expunction.

An example of a &ﬁrrent expungement order is included as
Figure B-8. Additional refinement of tiie expungement process

is being undertaken to insure ihat all prior recipients are
“notified of court ordered or administrative actions. an example

‘ofua‘proposed~revised order is included as Figure B-9.

Florida currently observes the orders of out of state
courts, as provided in Section 20.24, Title 28, by treating

these orders as administrative expunctions [Rule 11C-7.02(5)].

In addition, Rule 11C-7.04 provid?s for notice to prior

- recipients in the following manner:

I
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11C-7.04 Federal Crlmlna] History Records.
Unless otherwise directed, all requests or
orders to expunge or seal criminal history R ,
records shall be deemed a request or order ' "4
to initiate the expunction of such informa- , g
tion from the Federal Bureau of Investigation's ; 3
National Crime Information Center and Identi- ;
~fication Division and to seek the expunction
of such information by such other jurisdictions
to which it may have been forwarded.

The procedures are directly related to the accuracy and

completeness of individual records. Technical Memorandum 72-5
provides for corrective action of administrative or technical
error. The following examples are cited: ’ .

° Examples of administrative error could be ;
the submission of a fingerprint card on an NGRS
arrested person thought to be an adult at 3
the time of arrest when in fact such person
was a juvenile; or the arrest of a person : E
subsequently determined to be mistakenly ) ]
identified as a suspect. ‘ ’ -

o Additionally, administrative error as per-
tains to the FDLE policy may be interpreted
as the arrest and fingerprinting of a subject
. who subsequently does not enter into the
- prosecutorial function because the prosecut-
ing authority refuses to file an information; :
. or where an information has been filed and = - o
the p{osecutlng authority subsequently nolle EERE R
prossés such chargs or charges. In the ot
latter instances, should the chief law @
enforcement officer of the arresting agency . - ;
-request the return of the fingerprint card o
and related criminal history information, R
such request shall contain corroboration = - :
from the appropriate prosecutlng authority ‘ : »Iﬁ
indicating such authority's refusal to pro-
secute, or of the nolle prossing, of pre- , J
viously filed charges.  %

1d
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INQUIRY BEFORE DISSEMINATION

Dissemination is definedkas the transmission of criminal
history record information to individuals and agencies othef ,
than the. cvlmlnal Justice agency whlchUmalntalns ‘the crlmlnal -
history 1nformatlon. ‘

N \\




r

c

- The capability exists in the FCIC/CCH system to provide
fast turn-around responses to agency inquiries. The major con-
stralnt on the unlversal application of the prior inquiry pro-

‘ceSS would be a large volume of activity which could delay

routlne response tlmes. In extraordinary circumstances, par-
tial 1nformatlon can be provided by the central repository staff
by administrative message or by telephone to known and properly
identified criminal justice personnel if this is necessary.

1t iscpessible to access information contained in the FCIC/

‘NCIC CCH files through four (4) types of message inguiries. These

types are:
° "QI" - Query Identification
A ° "FS" - Florida Criminal History Summary
(] "CS8" - NCIC Criminal History Summary
° "CH" - NCIC Complete Criminal History
Record

1
t

The summary procedures for CCH inquiry are included in ID

Memoranda 74-4, 75-3 and 74-6 and the detailed procedures are

1ncluded in the FCIC manual.

Thls process makes it possible for a requestor to acqulre an

immedlate response on record checks and summary information and

" to establish the nature and location of the complete criminal

history record. Criminal history records are mailed daily.

Because of the capability of the system, inquiry to the Cen-

_tral Repository will be made prior to dissemination.

All procedures related to accuracy, complateness, data
validation and audit are under continuing review. For example,
procedures were revised in January, 1976 to curtail the automatic
generatlon of FCIC criminal history records [rap sheets]. Thls
wxfﬂ reduce workload and dissemination logging and insure that

~only the most complete record is forwarded to users at the time

of actual need.
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In another example,; the FDCLE carefully monltors expungement
actlons to insure legal sufficiency and admlnlstratlve accuracy.‘r

By 1977 it is planned that the current CCH system will in-

clude more than 85% of the relevant disposition actions. Rules

and procedures will be additionally developed as needed.

POLICY ISSUES

While current administrative procedures and format. reflne-

ments have resulted in an improved level of accurate and completet

records the disposition reporting process remains as an issue.

Actions will be taken to: - ©

Establish authority for disposition reporting

Define respon51b111ty for reporting dlspOSl-
tion information

Define delinquent and follow-up procedures
to include: :

- Scheduled follow-Up on peéending
~or delinquent dispositions

- Specific follow-up procedures
on pending dispositions prior to
dissemination or disposition of
a record.

Authority and procedures for audltlng of
disposition actions.:

Specific legislative proposals will be made in 1977 con-

cerning the Florida disposition reporting‘system.

III - 11
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LIMITATIONS ON DISSEMINATION

As originally published, the Department of Justice "Regula-
tions, May 20, 1975, required specific statutory auéhority to
disseminate criminal history record information for non-criminal
justice purposes or to non-criminal justice agencies. There were
~specific restrictions on access to information by. the news media
and specific prohibitions on access to criminal history informa-

tion in court records.

The current federal regulations, March 19, 1976, introduce
a distinction between the categories of COthCthn data and non-
conviction data and differing llmltatlons on the dlssemlnatlon

of these categorles.

o Non&conV1ctlon data is defined iﬁ section 20.3(k) of Title
28: ' :

(k) = "Non‘conviction data" means arrest infor-
mation without disposition if an interval of one
‘year has elapsed from the date of arrest and no
active prosecution of the charge iis pending; or in-
formation disclosing that the police have elected
not to refer a matter to a prousecutor, or that a
prosecutor has elected not to commence criminal
proceedings, or that proceedings have been indefi-
nitely postponed, as well as all acquittals and
all dismissals.

REQUIREMENTS

The requirement for establishing.liﬁitaﬁions on dissemina-
tion is included in section 20.21(b). These provisions are cited
below:

(b) Limitations on dissemination. By
December 31, 1977, insure that dissemination
of non-conviction data has been limited,
whether directly or through any intermediary
.only to:

N
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in the state statute or 1oca1 ordlnance.

(1) criminal justice agencies, for pur-
poses of the administration of criminal
justice and criminal justice agency
employment;

(2) Individuals and agenc1es for any pur-
pose authorized by statute, ordinance,
executive order, or court rule, decision,
or order, as construed by approprlate State
or local officials or agenc1es.

(3) 1Individuals and agencies pursuant to

a specific agreement with a criminal jus-
tice agency to provide services required
for the administration of criminal justice
pursuant to that agreement. The:-agreement
shall specifically authorize access to
data, limit the use of data to purposes

for which given, insure the security and
confidentiality of the data consistent with
these regulations, and provide sanctions
for violation thereof;

(4) 1Individuals and agencies for the ex-
press purpose of research, evaluative, or L
statistical activities pursuant to an agree- . P
ment with a criminal justice agency. The i
agreement shall specifically-authorize
access to data, limit the use of data to -
research, evaluative, or statistical pur-
poses, insure the confidentiality and ‘
security of the data consistent with.

these regulations and with section 524 (a)
cf the Act and any regulations implementing
section 524 (a), and provide sanctlons for
the violation thereof. : )
Conviction data may be .disseminated w1thout 3
limitation. B

i
%,

Under these amended regulations, there are no restrictions

" on the'distributiOnbof conviction data, nor on criminal history

information contained in court records of public'judicial pro-
ceedings. Arrest information where prosecution is pendlng also

would be available. b

The amended regulations also would no longer requlre express

authority to dlstrlbute non-conviction records for non-crlmlnal
justice purposes, but would permit such dissemination 1£~1t “1s;
pursuant to and can be construed from the general requlrement"

IV - 2
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Section 20.20(c) concerning applicability of the procedures
includes these provisions: ﬁ

~ (c)> Nothing in these regulations prevents
a criminal justice agency from disclosing to the
public criminal history record information re-
lated to the offense for which an individual is
currently within the criminal justice system.
Nor is a criminal justice agency prohibited
from confirming prior c¢riminal history record
information to members of the news media or any
other person, upon specific inquiry as to whether
a named individual was arrested, detained, in-
- a dicted, or whether an information or other formal
x charge was filed, on a specified date, if the
arrest record 1nformatlon or criminal record in-
formation disclosed -is based on data excluded by
paragraph (b) of this section. The regulations
'do not prohibit the dissemination of criminal :
e ‘ history record information for: purposes of inter—~
- . BRI " national travel, such as issuing visas and grant-i
' ' ing of citizenship. i

AR - L S

The Department of Justice Commentary on these provisions

1

- is indicative of the relative flex1b111ty now available to the

State in: establlshlng procedures in this area.

: "The regulatlons, as now amended, provide that
, conviction data may be disseminated without

N R limitation; that criminal history record infor-
mation relating to the offense for which an in-
dividual is currently within the criminal jus-
j tice system may be disseminated without limita-
tions. 1Insofar as non-conviction record
information is concerned, the regulations require
that after December 31, 1977, most non-criminal
justice accdess would require authorization
pursuant to a statute, ordinance, executive order
i or court rule, decisicn or order. The regulations
! ‘ no longer require express authority, that is
{ specific language in the authorizing statute or
-~ order requiring access to such information,-but
, only that such dissemination is pursuant to and
i - can be construed from the general requirement in
! v the statute or order. Such statutes include
State public record laws which have been inter-
preted by a State to require that criminal his-
tory record information, including non-conviction

4
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-The federal regulations, as now amended, remove the prohi-
" bition that criminal history record information in court records

s

information, be made available to ‘the public.
Determinations as to the purposes for which

dissemination of criminal hlgtory record in-~
formation is authorized by State law, execu-

tive order,

local ordinance, court rule,

decision or order will be made by the appro-
priate State or local officials.”

of public judicial proceedings can only be accessed on a

chronological basis.

Therefore,

court records of vpublic

judicial proceedings are not covered by the federal regula-

tions.

} The federal regulations enable the State and local. govern-
ments to determine the policies and procedures needed to manage

CONDITIONS OF DISSEMINATION AND USE

the use and dissemination of criminal history information.

General

Section 20.21(c) (3) of Title 28 provides that:

In addition toﬁthis provision there are two additional con-
straints established in Section 20.21(c).

(3)

Subsection (b) does not mandate

dissemination of criminal history record
information to any agency or individual.
States and local governments will determine
the purposes for which dissemination of
criminal history record information is
authorized by State law, executive order,

~local ordinance,

order.

court rule,

as 20.21(c) (1) (2) of Title 28.

(1)

(2)

Use of criminal history record
~information disseminated to non-criminal
justice “ageéncies shall be limited to the
purpose for which it was given.

No agency or individual shall
confirm the existence or nonexistence of
criminal history-record information to

any person or agency that would not be ;
. eligible to receive the information itself.

IV - 4
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‘state, county and municipal records shall be open at all times".

Juvenile Records

The regulations establish a prohibition against the dissemina-~
tion, to non-criminal justice agencies, of juvenile records except
for purposes of authorized research, evaluation, or statistical
ana1y51s or in those instances in which there is an established
agreement with a criminal justice agency to provide services to
the criminal justice system.

The constraints on the dissemination of Juvenile records are
included in Section 20.21(d) which provides -that the State Plan
will:

"Insure that dissemination of records con-
concerning proceedings relating to the adjudication
of a juvenile as delinquent or in need of super-
vision (or the equivalent) to non—crlmlnal jus-
tice agencies is prohibited, unless a statute,
court order, rule or court decision specifically
authorizes dissemination of juvenile records,
except to the same extent as criminal hlstory
records may be disseminated as provided in
§20.21(b) (3) and (4) (research or agreement).

CURRENT STATUS

The Florida Public Records Statute, Ch 119Fs, is the starting
point for determining the limitations on access and dissemination
of criminal history information. This statute :provides that "all

Public records in Florida are those "made or received pursuant to
law or ordinance or in connection with the transaction of official
business by any agency".

Ch 119.07FS provides for exception to open access for public
records which are provided by law to be confidential or which are

prohibited from public inspection by general or special law.

Criminal history information with certain exceﬁtion such as
juvenile records and records expunged in accordancw with Sec 901.33FS,
have been deemed to be publlc records in’ accordance with Ch 119 FS. 1

lFlorida Cabinet Resolution, January 6, 1976
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The Attorney General of Florzda has testified, in specific
reference to the prov151ons of Tltle 28, May 1975, that:

"The Florida Legislature determined long
ago that the Florida public possessed a statutory,
if not inherent, right to information, information
such as records of arrest, conviction, arrest
reports of the arresting officer, copies of indict-
ments and information, and other like criminal his-
tory information. The Florida Judiciary has contin-~
ually stated that this basic policy of open govern-
ment could not be restricted except by a state
legislative policy decision. Williams v. State,
285 S0.2n 13 (Fla. 1973); Mahone v. State, 222 So.2d
769 (3 DCA 2969); Grays v. State, 217 So.2nd 133
(3 DCA 1969). Sensitive law enforcement records
relating to the apprehension and prosecution of
criminals, however, are within the confidentiality
purview of the "Police Secrets Rule." Lee v. Beach
Publishing Co., 173 So0.440 (Fla. 1937); Fla._ Atty.
Gen. Ops. 072-168; 073-166; 075-9; 075-203."1

\\{A
h

Accordingly, and consistent with the provisions of Section 20.21
(b) and FS119, both convlctlon and non-conviction data is available to
the general public. 1In addltlon, some agencies have authority to
receive federa} information based on statutory authority. ([For
example, the Secretary of State of Floridal.

As to information derived from NCIC,certain constraints still
apply to federal information.

{\

e

Florida Statutes

To balance the interests of individuals and society there ‘are
a number of ‘statutes and legislation (current and proposed) which
impose limitations on dissemination or provide for the expungement of

individual records. For example:

1

Statement of J. D. Whlsenand, Deputy Attorney General on behalf
of R. L. Shevin, Attorney General of Florida, December 15, 1975,
Washington, D.C. s
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Limitation on Dissemination or Use

Floridansﬁathte

Juvenile records are not open to 1nspectlon Sec©39.12 FS

by the publlc.

Conditions for arrest records to be expunged; Sec 901.33 FS .

non public record maintained; restoration of Sec 893.14 FS

individual to prior status. ) o /w
/

Exemptions from registration of convicted felons. Sec 775.13 FS

Differing construction offoriminal code Sec 775.021 FS
langquage construed most favorably to acoused.' §
Unlawful publication of names or parties to ~ Sec 934.091 FS
intercepted communicationms.

Modification of restrictions .on professions ° Sec 455.013 FS

and occupations; prohibiting use of non- [HB 851]

record for purposes of employment.

SealedCRecords : ) ; Sec 893.14 FS

- conviction data; removing restraint ion occupa-
tion employment for certain categories. of

convictions. ‘

‘ //// AN / i AR
Removes disqualification from public employ- Sec.112.011 FS
ment based on prior conviction. {HB 2451]
Restrictions and publications on inquiry, Sec 448.08 FS .
disclosure and dissemination of non felony [HB 840] J

l
1
§
1

FDCLE Rules and Regulatlons

\\\ e

The p011c1es and procedures for 1mp1ement1ng the dlssemlnatloﬁ
“provisions of Part B and C of Tltle 28 are in Rules of the Florlda
Department of Criminal Law Enforcemert and the FDCLE operating 1

manuals such as the Identification Manual. FDCLE Rule 1lc-6.02(1)
provides the following policy: ‘

1lc-6.02 Present Policy.

(1) Pending legislative or judicial direction
to the contrary and to the maximum extent that it
may act consistent with Chapter 119, Florida Statutes,

% the Department adopts by reference the definitions

contained in Ch. 1, Title 28, Subpart 20A, C.F.R.,

and will make and hereby authorizes disseminations

to the fullest extent authorized under Ch. 1, Title 28,.
Subpart 20B and Ch. 1, Title 28, Subpart 20C, C.F. R.,
also incorporated herein by reference.

T =
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e . : 0
"~ Bection 20.21(d) Title 28. Relevant prov131ons of Seu 39.12 and ‘
3v39 13 FS are 1ncluded in Figure 4- 1'.1 ‘ o , ' L

t
~and extent of some ]uvenlle crimes, there are proposal% in the

JuvenileaRecords

a

The currert statute governing the dissemination of juvenile
records is Ch 39FS. The Florida law is in complete compliance® with

w L

i

 Consistent with the concept of publlc records, and the nature - . ﬁ

Florida legislature to extend the dissemination of soﬂerguvenlle

criminal history information. : ; " Lo

CONTINUING PROCEDURAL DEVELOPMENT

Within the context of the current regulations additional

g

procedures will be developed to accomplish the purposes -and intent * °
of the regulations. There w1ll for example be additional work
done in the areas of: '

° Standards for access to infﬁrmation e
) User agreements . \

. . . ‘ ) : {“”L X
° Dissemination records (logs) : ‘ “ J T
. ; i N :

' 5o
Standards for Access to Informatioﬁ

The FDCLE w1ll develop additional rules which 1dent1fy condi- |
tions of access to records which are not avallable to the public “
or which are incomplete. The rules will also SpEley the need for - fQ
positive ideqtificétion as a basis for insuring &CCuratevdissemina- ‘
tion. In addition, the central repository and 1bca1-crimiﬁa1 justice : ¥
agencies may establish a llqtlng of prlorltles for access to informa- 3
tion based on the crlterla of Sec 20.21(b) of Title 28 and ex1st1ng

staff resources. = 4
. ' N o

Q. . . g
User Agreements

‘4
o

The format of usey agreements w111 be dependent cn the extent o
to which all crlminal hlstory information 1s made avallable generally.

AR T “ . v N ’ o
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FIGURE 4-1

CHAPTER_ 39 FS
JUVENILES, JUDICIAL TREATMENT

-39.12 Oaths; records; privileged informa-
~tion

1y ...

(2) . The court shall make and keep records of all
cases biought before it pursuant to this chapter

and shall preserve the records pertaining to a

child until 10 years after the last entry was made,
or until the child is 21 years of age, whichever

date is first reached, and may then destroy them,
except that records of cases where orders were
entered permdnently depriving a parent of the custody
of a child shall be preserved permanently; and except
that records made of traffic offenses in which. there
is ‘no allegation of delinquency may be destroyed as
soon as they can be reasonably accomplished. The
court shall make official records, consisting of all
petitions and orders filed in a case arising pursuant
to this chapter and any other pleadings, certificates,
proofs of publication, summons, warrants, and other
writs which may be filed therein.

(3) The clerk shall keep all official records re-
quired by this statute separate from other records cof
the Circuit Court. They shall not be open to inspec-,
tion by the publiec.  All records shall be inspected only
upon order of the judge by persons deemed by the

judge to have a proper interest therein, except that

a child and the parents or .legzl custodiaiis of the
child and their attcrneys shall always have the right
to inspect and copy any official record pertaining to
the child, The judge may permit authorized repre- -
sentatives of recognized organlzatlons compiling
statistics for proper purposes to ifispect and make
abstracts from official records) under whatever condi-
tions upon their use and dzsposxtlon the judge may
deem proper, and may punish by rontempt proceedings
any violation of those condxtlons.

(4} a1l informatisn obtained- pursuint to this

chapter in the discharge of official duty by any judge,
eniployee of the court, authorized acent of the Division
of Family Services, or authorized agent of the Division
of Youth Services shall be privileged and shall not be
disclosed to ahyone other than the authorized personnel

‘of the court, the Départment of Health and Rehabilitative

Services, and others entitled under this chapter to
receive that 1nformatlon, except upon order of the judge.

39, 13 Contempt. - The court may punish for

contempt’ any persdn interfering with the
administration of or violating any provision of
this chapter in order of the court relatxve
thereto.

History.-s. 1, ch. 26880, 1951, s. 19, ch 73~ 231.
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However, procedures will be developed related toCEutomated and non-

_the absence, in FS 119, of explicit authorlty for the dissemination.

7

i

automated access; secondary dissemination and non-disclosure. An

e i AR B 8 e

example of a non-disclosure agreement is included’ as Flgure 4-2,
g

Pt
Disseminsdition Recoxrds

In order to insure that the dissemination of criminal history
information is conducted in a manner which will provide a basis for
management actions, subsequent corrections and system audits, a
dissemination log mechanism will be used throughout the crlmlnal
justice system.

Dissemination logs are maintained by FDCLE to insure that
corrected information is communicated to all prior recipients.

The dissemination record is also requlred to facilitate the system
ahdlts requlred by Section 20.21(a) and 20 21 (e) of Title 28 '

Because of the volume of activity 1n the Florida system it is
likely that a basic dlssemlnatlon log, coupled with the extensive
operating knowledge of records personnel at all levels of the system,
will serve the immediate purposes of dissemination recording. ’

Dissemination logs will be adapted to local needs and practlces‘
consistent with meeting the requirements of the system. ‘

:Issues which will be reviewed include the dissemination log
data and format; the log retention period; the purposes to be
served by the logs and a designatien of who:will maintain the logs.

o
3

8
ey
g
o
E
E
B
:

POLICY ISSUE

In the course of developing and reviewing the Plan concern
has been expressed, at both the state and 1ocal level, concernlng

of non—conviction data. This concern relates to potent1a1 conflicts
with the provisions cf both Sections 20. 21(b) and 20.21(c) (3) of
Title 28 .and with recent Supreme Court dec151ons, partlcularly

Paul vs. Davis.

Lo IV - 10
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FIGURE 4-2

NON-DISCLOSURE AGREEMENT

; STATE OF FLORIDA
- - CRIMINAL HISTORY RECORD INFORMATION
NON-DISCLOSURE AGREEMENT

This agreement is made and entered into by and between

justice agency; and

, a-Florida criminal

, hereinafter called Recipient.

A

C.‘

F. ..

1.

Je

- The
agrees to provide Recipient with the criminal history record
information (CHRI) requested.

Recipient certifies that he is entitled, pursuant to the LEAA
;Regulations, to CHRI access for the purpose of

Re¢cipient agrees to 11m1t the use of the CHRI to the purposes
for which it was provided; and to destroy the information when
it is no longer needed for the purposes for which it was pro=-
vided.

‘Recipient agrees to implement reasonable procedures to insure
the confidentiality and security of the CHRI.

Recipient agrees that the only persons allowed access to the
CHRI are:

and not to disseminate the information to any other agency or
person.

Recipient agrees to abide by the laws or regulations of the
federal government and the state of Florida ({including pro-
visions of the Florida CHRI Security and Privacy Plan), and
any rules, policies or procedures adopted by the Florida
Department of Criminal Law Enforcement. ‘

The

reserves the right to suspend immediately furnlshlng CHRI under

this agreement and to demand return of information already fur-

nished under this agreement when any rule, policy, procedure,

regulation or law described in Section F is violated or appears
" to be vioclated.

In addition to any civil or criminal penalties applicable to
the use of the CHRI under Florida or federal law, Recipient
agrees to be subject to a fine not to exceed $10,000 for know-
ing violation of Title 28 of the Code of Federal Regulations.

Recipient agrees to indemnify and save harmless the state of
Florida, Agency, other signatory agencies of CHRI Non-
Disclosure Agreements, and their employees from and against
any and all causes of actions, demands, suits, and other pro-
ceedings of whatsoever nature; against all liability to others,
including any liabilities or damages by reason of or arising
out of any files, arrest, or imprisonment or any cause of
action watsoever; and, against any loss, cost, expense, and
_damage resulting therefrom, arising out of or lnvolvxng any
negligence on the part of Recipient in the exercise of enjoy-
ment of this agreement.

This agreement is to be in effect £rom
to ! .

Signature of Rec1p1ent

Signature of Agency

-Representative o Representative

Date: N Date:

v - 11
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, Options
Action has been initiated by FDCLE to acquire an Attorney
General Opinion en the implications of the revised Title 28.
CJIS Council 1is examlnlng the alternatives of recommendlng\ﬂxFS 119
revision to exclude non-conviction data or to prop051ng additicnal
legislation which will clarify responsibilities and authorities
for dissemination of non-conviction data. |

Action

A coordinated review of legislative needS‘pertaining‘to
dissemination will be undertaken by FDCLE with BCJPA, the CJIS
Council and other: state and local criminal justice agencies.
lation will be recommended as appropriate, following this review.

|

Nakbmes v e e
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INDIVIDUAL ACCESS AND REVIEW

Insuring the right of the individual to review his criminal
history record can be a significant factor in establishing the
credibility and accuracy of the information in his file. The
right of review can provide an additional measure of protection
for both the individual and the agency from potentlal or actual
harm or injury, caused by the use of inaccurate or incomplete
crlmlnal hlstory 1nformatlon. The principle of individual
access and review is complemented by the requirement that in-
accurate or incomplete records be corrected. Both of these
principles are included in provisions of Florlda statutes, rules
and procedures. The general practice of openness has contribut-
ed to qu}lc acceptance of records systems in ﬁlorlda. Chapter
119 FS provides, for example, for the 1nspectlon and examination
of public records.

REQUIREMENTS

The pr1nc1ple of individual access and reV1ew has been
recognized and incorporated in federal law and the Department
of Justice regulations. For example, Section 524(b) of the
Crime Control Act (P.L. 93-83) provides in pert that:

...an individual who believes that criminal
history information concerning him contained
in an automated system is inaccurate, incom-
plete or maintained in violation of the title,
shall upon satisfactory verification of his
identity, be entitled to review such informa-
tion and to obtain a copy of it for purpose of
challenge or correction.



Department of Justice Regulations

‘Section 20.21(g) of the federal regulations requires that
there be operational procedures to insure the right of individuals
to review criminal history records concerning them (exclhding“
all intelligence and investigative files) for the purposes of
challenging their accuracy and completeness. These operational
> procedures must include provisions for:

e Verification of individual identity
[20.21(g) (1)]
) Reviewing any criminal record informa-.

tion, maintained about the individual,
without undue burden to the individual
or the criminal justice agency [20.21(g) (1)]

° Obtaining a copy of subject record for
purposes of challenge and correction v h
[20.21(g) (1)} S . , ﬁ

' An administrative review and necessary ‘ S
correction of any claim by the indivi- , s
dual that the information is 1naccurate S
or incomplete [20.21(qg) (2)]

[ An administrative appeal in those cases
which cannot be resolved between the
individual and the criminal justice
agency which is maintaining the infor- L
mation [20.21(g) (3)] ‘ : LTI

[ Providing the individual, upon request,
with the names of non-criminal justice
agencies to which subject information
has been disseminated prlor to correction ’ E
[20.21(g) (4)] - h

° Notification of corrections by the correct-
ing agency to all criminal justice agencies
to which the information has been dissemi-
nated prior to correction [20.21(g) (5)]

- The extent of the procedures related to individual access
and review are new. However, the concept of individual access
and review for purposes of appeal does already exist as parE
of Florida administrative due process. Federal commentary
on these procedures includes the follow1ng.f ’




3

20.21(g) (1). A "challenge" under this section
is an oral or written contention by an individ-
ual that his record is inaccurate or incomplete;
it would require him to give a correct version
of his record and explain why he believes his
version to be correct. While an individiual
should have access to his record for review, a
copy of the record should ordinarily only be
given when it is clearly established that it is
necessary for the purpose of challenge. Verifi-
cation of identity can be established by the
State of Florida. 1

20.21(g) (5) requires that the correcting agency

notify prior recipients of corrected information.

Not every agency will have done this in the

past, but hence-forth adequate records including
: those required under 20.21(e) must be kept so

; . that notification can be made.

20. 21(g)(6) emphasizes that the right to access’
and review extends only to criminal history ;
record information and does not include other
information such as intelligence or treatment :
data. ‘

The National Advisory Commission Standard on the Right to
Review suggests' that: ”

Except for intelligence flles, every person g
should have the right to review criminal justice
information relating to him. Each criminal !
justice agency with custody or control of
criminal justice information shall make avail-
able convenient facilities and personnel neces—
sary to permit such reviews.

P

‘The National Advisory Commission standard is amplified in
the Standards for Security and Privacy of Criminal Justice In-
formation developed by the SEARCH group.1 Standard 14, Access
by.IndividuEls for Purposes of Challenge, includes provisions

for:

)
!

@

lSEAR_CH Technical Report, No. 13, October, 1975




® Individual review of criminal history
record information coricerning him any-
where in the State in which he applies .
in person or through counsel (14.la) “

An appeal hearing with or without counsel

° A judicial review procedure, if appro-
priate, after an administrative appeal
hearing

CURRENT STATUS

Not only is it possible‘for an individual in Florida to
review his records but there is a positive attitude of assistance.
In this respect, the individual's criminal history is an "open
record" to the individual. The individual review procedures which
were initiated at FDCLE in 1973 for statewide use [TM 73-3],
have been supplanted by FDCLE Rule liC—B.Ol, Review {Procedures.

Individual Reguest [20.21(g) {1)] o

An individual in Florida may initiate a review of his criminal
history record anywhere in the state by submitting a request in k
writing either to a local law enforcement agency or, if he prefers,

to the Florida Crime Information Center in Tallaha§see. FDCLE Rule

e

11C-8.01(1) and (9) provide that:

(1) Any individual wishing to review hlS crim=
inal history record must submit a request in writ-
ing to a local law enfiorcement agency and should
specifically indicate whether a multistate (FBI/
NCIC) check is desired.

(9) Persons not wishing to deal with a local
law enforcement agency may secure a copy of
their criminal record, if any, by presenting
themselves at the Florida Crime Information
Center (FCIC) Building, 408 North Adams Street,
‘'Tallahassee, Florida. Fingerprinting and a writ-
ten request are nonetheless required and two
appearances are necessary to allow for the process-
ing of the request using positive 1dent1f1catlon S
procedures. .

V-4




Chapter 119.07(1) FS-also provides guidance on the manner
\pf review. This provides that public records ‘custodians "shall
permit the records to bekinspected and examined by any person
,dbsiring to do so at reasonable times, under réasonable conditions
and under supervision of the records custodian. Charges may be
made for copies or for duplication.

Verification of Identity [20.21(9)(1)]

Verification of individual identity is accomplished in Florida

through the use{ﬁf fingerprints. The Florida fingefprint cardé
\ (Figure B=3, Pagé/B - 3) is annotated to indicate th&t it is
| being used for a record review. The fingerprint card is searched
{ _, ‘ - . by the central repository [FDCLE] and if a positive fingerprint
o identié{gation is established on an existing criminal history
| recordﬂ é‘printout of the record is obtained from the FCIC/CCH
system. ghe procedures associated with the verification of
identity dt the point of initiation'and the match with FDCLE
records are included in FDCLE Rules 11C-8.01(2)(3) (4). Thesz
are inc}uded below:

i (2) The individual must then be fingerprinted
S ! 1 by a local law enforcement agency for identi-
S ’ - , %fication purposes. The fingerprint card will
’ icontain all required identifying data and a
‘fconsplcuous notation that the card is submitted
}in order to provide p051t1ve 1dent1f1catlon
for a personal record review.

(3) Requests and completed fingerprint cards
received by local law enforcement agencies will
{ o © then be mailed by the local law enforcement
% agency to the Department,

: (4) The fingerprint card will be processed by
: the Department and if a positive fingerprint
identification is established against an exist-
- ing criminal history record, a single copy of §
the record, the submitted fingerprint card, and |
the original letter of request will be returned
= : to the local law enforcement agency. If no
. ‘ arrest record is found in the Florida Crime In-
: ‘ formation Center/Computerized Criminal History
, N




D)

System, the fingerprint card and the 1etter of

request will be so stamped on theé reverse side

and will be returned to the local law enforce-'
ment agency forwarding same.

=)
)
4
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- Cbtaining a Copy and Review [20.21(g)(1)]

The FDCLE advises the individual requestor, directly, that
a copy of his record is being made available either at_a 1local )
agency or in Tallahassee. Upon a second appearance and verification
of identity, the individual has access to the record and may have
a copy for his review or challenge if appropriate. These pro-
cedures are in FDCLE Rules 11C-8.01(5) (6) (9) along with the
procedure for logging the review action.

(5) The Department will mail a letter to the = ©

requesting individual advising him that a copy ¢
of his criminal. hlstory record, if any, has AT,
been mailed to the - 1ocal law enforcement agency.

(6) It will then be the respon51b111ty of the
individual requesting said record to personally
call for such record at that local law enforce-
ment agency. It will be the responsibility of
the local law enforcement agency to determine -
that the person reviewing the criminal history
record is the same person that was fingerprint-
= ed by that agency. A statement will be placed
on each criminal "history record or fingerprint
card returned by the Department which states, =
"Released to (subject's name) Date (date released)
by (releasing agency)". This statement must '
be completed by the local law enforcement agency
that delivers the record to the individual.

Paragraph 7 of TM 73-3 provides that the "individual
requesting the record may receive a copy of his criminal hlstory
record as known to FDCLE".

Administrative Review and Correction [20.21(g)(2)]

Corrections“areimade by the cognizant agency and the central
repository- [FDCLE] is iadvised of correction or deletion.  It is
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possible for a chief law enforcement officer of the agency to use
the administrative expunction procedures for correction of errors.
The procedure for this action is included in TM 72-5. The general

procedure for review and correction is included in Rule 11C-8.01(7):

(7) If after reviewing his record, the indi-
vidual feels that the record is incorrect or
incomplete, it is his responsibility to contact
the agency submitting that part of the record
in question. It then will be the responsibility
of that agency to determine the merit of the as-
- sertion, to make any and all corrections or dele-
tions that may be required, and to notify the
Department of any corrections or deletions.

Appeal [20.21(qg) (3)]

The process of administrative appeal is an integral part
of Florida administrative practice and procedures and is defined
in several statutes.

* . This process includes an agency hearing through either
formal or informal proceedings and a possible judicial follow
up to these hearings to resolve actions which can be properly
identified as adverse to the individual. [120.68 FS]. It is
also possible for the individual to petition the court for cor-
rective action in accordance with 901.33 FS.

The initiation of these procedures is provided for in FDCLE

Rule 11Cc-8.01(8):

(8) 1If, after the foregoing steps have been
taken, the agency submitting the record in
question and the individual cannot resolve
their differences, the agency shall subject
itself to such further administrative or
judicial proceedings as are indicated.

Figures 5«1 and §;2 are examples of formats which could,pe‘

used to initiate administrative or judicial appeals. Figure

5-3 is an example of an appeal decision format including directed
actions and notifications. 'Procedures and formats will be re-.
flned by the CJIS council and the Court Administrator in accord-

anna_w:.=th~;_ne~prov1s:l.ons of Section 943.08(6) FS.

==
e
i
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FIGURE 5-1

STATE OF FLORIDA
INDIVIDUAL APPEAL OF DECISION

TG DATE:

T
FROM: SEQUENCE

I hereby exercise my right to appeal the action of the _ . y
i (Agency)

, which decided not to change, amend,' 

or delete certain specifically identified information in my eriminal

history record, as requested by me on . In denying
(Date) .

“my request, the agency provided me with guidance on the appeal procedure’

and a copy -of their decision (attached }. I have reviewed
the appeals procedure and am prepared to attend and participate in a N
hearing on the issues still in contention and I unders&end that my only
appeal.of the results of this hearing, if unfavorable t) me, is through
formal j@dicial action through the Florida Courts.

I h‘reby affirm that I am the individual whose record I am.requesting
to be amended or altered and further, that I am the same individual wko>
prdcesséa the Form IC-10 with my name and signature appearing on it,
dated .

&

ATTACH : Signature

[

S




FIGURE 5-2 .

STATP OF FLORIDA
INDIVIDUAL APPEAL OF DECISION
PETITION

DATE:

R

SEQUENCE

Q

o

4
I hereby exercise my right to appeal the action of the

, o : ' (Agency)

E ) : , whlch decided not to change, amend,

or delete certain specifically 1dent1f1ed information in my crlmxnal

hlstory record, as requested by me on . In idenying
f . . (Date)

; my reqmest, the agency provided me withl guidance on the appeal procedure
and a copy of their decision {attached ). 1 have reviewed
the appeals proceduré and am prepared to attend and participate in a

hearing on the issues still in contention.
]

i
d . 3

ﬁc Y hereby affirm that I am the ipdividual whose record I am reguesting
' to;bq‘amended or altered and further},that I am the same individual who

b : processed the Form IC~10 with my rname and signature appearing on it,

i dated . ' ‘

Signatuve

ATTACH:

‘a




FIGURE 5-3
. oy " »
J
. STATE OF FLORIDA
PART I
TO: ‘ Date:

FROM: Sequence °No.

The State of Florida Court has heard the appeal applica-
tion of , dated , pertaining to changes in subject's
individual criminal history records and flnds that these records should be
changed as described bdelow:

Corrections to the crlmlnf 1story records of this subject maintained
in your Agency must be made wil.ah 30 days and all prior criminal justlce
agency recipients of the record Jnust be advised to take similar action’
within 30 days. The individual has been furnished a list of prior non-
criminal justice agency recipients of the record so as to allow these '

changes to be made in those records, as well. - E

Signature {Date)
Clerk of the Court

Copy to Individual
Copy retained by Court

Original to Signature T (Date)
B Individual
PART II
T0: Date:
FROM: ‘ ‘ Sequence Nb; o .,
The State of Florida Court has Heard the appeal _appli-
cation of dated , pertaining to changes in the o, ’

subject's’ 1n81v1auai crimindI History record and based on the 1nformatlon {
presented to this court, finds that there is not sufficient.cause to RS ,
change, modify or delete the contested data which now appears in the record. "5 M =

The subject has been informed of this decision.

! .
Signatury : (Date)
Clerk of the Court et

Copy to Individual N
Copy retained by Court ,
Original to

Signature
Individual

v - 10
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Names of Prior Non-Criminal Justice Recipients

'The dissemination logging mechanism will be modified to
accomodate the potential need for providing information about
non-criminal justice agency prior recipients of criminal history
‘information. This particular aspect of the review function may
_require an apparatus which is disproportionate to the need and
demand For this reason the most efficient and economical
methods will be devised. '

- Notification of Corrections

The procedures now in effect provide that individual
agencies furnish correcced 1nformatlon to the central repository
[FDCLE] in accordance Qafh Rule 11C-8,.01(7). The extension of
Rule 11?-7 .04 will provide that FDCLE initilte corrective action
with Nc;c and such other jurisdictions to which the individual

record may have been previously provided.

N

x,,z///

3
e

Public Reporting of Procedures

7Upon implementation of‘the Privacy and Security Plan, a
‘public education pf%gram may be initiated for the purpose of
~informing Florida. C1tlzens of the right to review and challenge
criminal hlstory data pertalnlng to them. The program~could
include procedures descrlblng how and where individual reviews
can be made, the costs involved, and any other information
necessary to allov access without undue burden to criminal

justice agencies cr individuals.

SUMMARY OF COMPLIANCE STATUS

~ - Except for procedural additions to the appeal. process and
aécme addltlonal logging mechanisms, Florida's procedures for in-
d1v1dua1 .access and review are in compliance with the require-
ments of Title 28.

i

v <11
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Although there has been a very small volume of activigyﬁgn
the area of individual“review and corrections, it ié anticipated
that this volume will increase. If the experiences of the FBI/
NCIC system, under the provisicns of the Freedom of Information

,Act, are indicative of increased requests associated with indi-

vidual review, this process could become a major cost item.

o
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AUDTIT AND PENALTTIES

, The féde:al regulations require two kinds of audits, a
systematic audit and an annual audit. The systematic interngl
audit performed regularly by the Florida Department of Crimibal
Law Enforcement and local agencies is required by Section 20.21(a).
This audit is intended to insure that criminal history records

are complete, accurate, and current. The annual audit is requir-
ed by Section 20.21(e) of Title 28. This audit is intended to
insure that there is adherence, by the participating agencies,

to the regulaﬁions and operating procedures.

In support of the audit activity, the federal regulations

‘require that records be maintained which will facilitate the
‘accomplishment of audits. Dissemination logs, discussed in

Chapter IV, are part of this requirement.

FEDERAL REGULATIONS

Although the specific audit requirements of the regulations
address different lezﬂgézof activity, they are interrelated to
total system effectiveness. The intention is to make audits a
regular part of the criminal history management process.

Section 20.21(a) provides for systematic audit in the con-
text of record accuracy:

To accomplish this end (accuracy), criminal
justice agencies shall institute a process

of data collection, entry, storage and system-
atic audit, that will minimize the possibility
of recording and storing inaccurate informa-
tion and upon finding inaccurate information
of a material nature, shall notify all crim-
inal justice agencies known to have received
such information.

VI - 1




In this context systematic audit is linked to both the
accuracy of records and the process of notification of correc-
tions. This notification process assumes the maintenance of a
digsemination record. . -

_ Section 20.21(e) of the federal regulatlons establlshes ) \gﬁ;;,wh
the annual audlt .process: ‘ :

f#é’ “Audit. Insure that annual audits of a

reprasentative sample of State and local crim- - gy
inal justice agencies chosen on a random basis ‘ e

shall be conducted by the State to verify adt
herence to these regulations and that approprlate
-records shall be retained to facilitate such
audits. Such records shall include, but are
not limited to, the names of all persons or

: agencies to whom information is disseminated

; and the date upon which such information is

i disseminated. The reporting of a criminal

i justice transactlon to a State, local or Fed-

‘ eral rep031tory is not a dissemination of in-
formation. ;

The scope of the annual audit, in effect,: includes a re-
view of all of the procedures which are included in the Privacy
and Security Plan. There is also a‘specific requirement, in
this section to develop audit ﬁrails to records which include

specific dissemination control |data.

There is a recognition;infthe federal regulations «f the
costiimpact of the audit requirement. Of all aspects'of the
Plan, the audit requirement will be the most costly to imple-~
ment. To insure that audits become a regular system feature,
but not an overwhelmlng econonic burden, the Section 20.21(e)
provides for the annual audit of criminal justice agencies to :
be conducted on a random selection basis. . |

CURRENT STATUS

The systematic audit. program related to the managément and
use of CCH in Florida is in compliance with the federal regu-
lations. In addition to the précedures,described in the FCIC

=)




“manual for editing and security, there are additionel established

procedures and regulations pertalnlng to data verification, error
detectlon and notification.
‘ A

Systematic Audit

The systematlc audit is a regular ong01ng quallty control

procedﬁfe, conducted by personnel within FDCLE and user agen01es,

~which verifies that the system functions with regard to accuracy,

completeness and timeliness. This is, in effect, a daily process.
The primary objective of this audit is to detect, isolate, and
correct departures from the quality factors of accuracy and com-—
pleteness._~Editing occurs at each level including selection and
reformatting ofjmessages as appropriate. Data verification and
suspense control on the daily dispatch of criminal records occurs
at FDCLE.

; In order to comply with the quality control factors necessi-
tated by the collection, maintenance, and processing of criminal
justice and cr1m1na1 hlstory record information, individual
agencies are encouraged to 1mplement systematic internal audit
procedures. The procedures for achieving qualitative controls
may include the following provisions:

° Daily monitoring by FDCLE of criminal
justice and criminal history data col-
lected, processed and transmitted.

‘e Automatic edit and monitoring by FDCLE
of information stored and disseminated.

° Periodic or daily monitoring and main-

tenance of all data and system logs,

to include logs for inquiries, received
‘data, transactions, computer operatlons
and destroyed documents. Monitoring'is
periodically followed-up by specific
internal audits of these actions and
documents.,

° Frequent quality sampling of system op-
erations, source documents and products.
Close supervision of tasks being per-
formed by system personnel and super-

‘VLsgrs.
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"can provide management information about inguiry patterns.
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] Vigilance with regard to, and inspection:
of, compliance with all system and fa-
c111ty security regulations and user’
agreements. , \lw;

° Implementation of structured system gafe-

guards which inhibit error, willful ‘or

inadvertant, and omission of data in the
system process. The safeguards may in-
clude audit points and audit "traps."

The safequards include a detailed audit

trail, leading to the data originator and

the recipient of transmitted data.

° Dellnquent disposition report monitoring
and quality improvement by FDCLE. '

° Validation and correction of punge and
seal orders and requests by FDCLE.

[ Regular review by FDCLE of rules and
procedures related to operations which .
affect accuracy, completeness and control.‘ ’
Dissemination logs are maintained by FDCLE to prov1de audit
support [20.21(a) (2), 20.21(e)]; record correctlon notlflcatlon ,
[20.21(a) (2); 20.21(g)(5)1; and individual 1nformatlon [20.21(g) (4)].

At a minimum the record logs contain subject and reCipientj
names, dates of dissemination and FDCLE and FBI identification num-
ber%. Additional detailed data is being considered, such as the
purpose of the inquiry and record destruction data. Thesesentries‘

ANNUAL_AUDIT -

The annual audlt will be an examination of the extent to
which the system, and. participating agencies, are Operatlng in.
compliance with Florida statutes, the Federal regulations and™
relevant procedures set forth in the Privacy and Securlty Plan.

When the Annual Audit Program is completely formulated and
operatlonal it is planned to include the following elements:

) Designation of Responsibilities including .

_Quality Control Officers :




Annofincement procedures
Agency Sampling techniques
"Records sampling procedures

On site visit procedures

-~  Observations

-- _ Checklists

==~ Audit lists of sampled records
Site manager critique

Follow-up procedures

Training and technical assistance
capabllltles and scheduling

'y Management information control system

The audit program #%ill include the capability ts perform

. {

system audits of: i

g
3

Procedures Sy

1

Records )
Dissemination Cohtrols

Security

There will be occasions &hep deficiencies are of sufficient
seriousness or gravity that a special audit is needed. This non-
routlne [or ad hoc] audit may be conducted upoh local request, by
an FDCLE audit team to 1dent1fy and correct the specific' causes
of loss of quality control. If\there is a serious problem which
seems to indicate a major system deficiency, this may be cause

for scheduling a complete annual audit at this time.

Audit Standards

Standards for audits of the criminal justice system will be
developed in coordination with the State of Florida Auditor General
[Ch. 23 FS] and the‘Attorney General. Standards for audit can

be adapted from the Standards for Audit of Governmental Organlzaw;y

~tions, Programs, Act1v1t1es and Functlons (1974) , developed by

the U.S. Comptroller Geheral. Examples of these standards modi-
fied for criminal justice audits are included in Figure C-1.

i . . . b

o
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General Procedures ‘ q ’

R

The audit program is to be described to individual agencies
in regular intra system FDCLE memoranda, during training se551ons
and in other communications. Individual agencies to be audlted,

are to be advzsed prior to site visits.

NI

The auditor is to be furnished with documentatlon and 1nfor
mation concerning the individual agency. -In addltlon, he w1li
have available detailed copies of the criminal hlstory 1nformaj
tion furnished by FDCLE to the agency and with checklists which
are subseQuently-correlated to an AGENCY AUDIT REPORT. Auditors
will use a checklist of DOJ regulations and FDCLE Rules to examine
compliance with relevant provisions, including reqord aecuracy ' R 8
and completeness; disposition reporting;ﬁsystematic.audit prd?
cedures; dissemination records; security proviSions and the

s individual right of access. Source éocuments, recordszand»logs,
will be physically examined. Recordé will be reconstructed to
include source documenﬁsgand current dispOsitions. ~?racking of

documents through the system will be conducted.. ~ c s

Upon the completlon of the audit, a wrltten list of relevant ;
corrections to achieve compliance will be glven to the agency g
head. The agency head will review the dlscrepan01es list w1th = 1
the auditors and annotate his recelpt of the list to certlfy

that corrections can be made, as noted. i ,
The program is de519ned to be a constructive audit in which.
the agency can indicate problems and needs as well as requests

for assistance. ' The audltor will document compllance and needs as
well as discrepancies. - In addltlon to providing a record of ;
the agency' s~status,the audit is to be 1nstruct1ve. It could lead to‘
subsequent training, technlcal‘a551stance and correctlve action.

The results of the audit will be recorded on’ an Agency Audit
Report. An example of this Report is included as Figure C~%._ﬁ

w
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Follow-Up Actions

The credibility of the audit program is established both
through the expertness of the audit process and by the thorough-
ness of follow=-up actions. The audit program should include
boﬂuimmediate'follow-up, such' as onésite assistance, and a
written follow~-up describing deficiencies or discrepancies
which require corrective action by the responsible individual.

Management Information

The histories of agency audits are to be recorded in an Agency
7
Audit Record (Figure C-3). This record is designed to accumulate
status information, corrective éétions and follow-up transactions.

o

The record can be used for subsequent actions or as a suspense
system to insure that audit actions are completed.

'
o

Audlt Trall

An audit of the total system, from the federal legislation
o to an offense or incident report at the smallest police depart-

ment, can be made by examining the following categories of refer-

. . . : ¥
ence information: '

|

® Operating and Dlssemlnatlon Record
Documents

° Files and Records

® Data Elements

- .o - Data Source Documents

Figure C-4 portrays the elements’which'ééuld be examined at
each agency in an evaluation of system consistency and compliance.
These designations are tentative until specific responsibilities |
are documented.

Specific Procedural Audits

The procedural audits will be primarily directed toward the
specific examination of the way information is managed to insure




“generally examine file types, individual records, data elements

‘accuracy, completeness, timeliness and control. This trail will

and sources. For example, the information in an individual sub- .
ject file in the state central repository can be -examined in
terms of origin, validity, éompleteness, uses and status. This
trail wil; lead from FDCLE to the originator,®to the criminal
justice agéhcies with wﬁich the subject has been involved and

to agencies which have acquired information about the individual.

The information route coﬁld be through the disposition pro-
cedure. The second route is through the dissemination log pro-
cedure. In each case the focus is on the individual record and
the links are through State identification numbers and sequence
numbers which are recorded at each level of activity. These
types of audit trail are portrayed in Figures C-5 and~¢46, which
briefly portray what the auditor could look for at’thefFlorida ;
Department of Criminal Law Enforcement and opérating agencies.

Security audits will follow a similar and related pattern;
It is possible to follow a controlled document’, such as a crim-
inal record [rap sheet], from the state central repository through

to the final user and to determine the date and nature bf des-~- o b
i ;

truction or other disposition of the record.

v o v ke g

SANCTIONS AND PENALITIES

The Crime Control Act [PL 93-83] and the federal regulations?
[Title 28] mandate penalties for violations associated with the e
management of criminal history record information. ) -

® Section 524(c) of the Act provides that:

(c) Any person violating the provisions

of this section, or of any rule, regu-

lation, or order issued thereunder, shall

‘be fined not to exceed $10,000, in ad-

dition to any other penalty imposed by -
law. , , N .

2 : Q
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® Title 28 provides sanctions and penalties
' in Section 20.25:

Section 20.25 Penalties.

Any agency or individual violating sub-

part B of these regulations shall be

subject to a fine not to exceed $106,000.

In addition, LEAA may initiate fund cut-

off procedures against recipients of LEAA

assistance.
While there are no current Florida Statutes which specifically
address violations of privacy and security rules and regulations,
it is anticipated that statutory sanctions and penalties will
be developed in a manner consistent with Florida administrative

and judicial practices. It is planned that the CJIS Council

‘participate in this activity.

There are, for example, specific penalties 1mposed in Chapter
119 Fs pexta;nlng to violations of the Florida Publlc Records
law These prov151ons are relevant to the management and use
of crlmlnal history records.

® ' Sections 119.02 FS and Section 119.10 FS
provide that:

119.02 Penalty.--Any public official who

shall violate the provisions of subsection
119.07(1) shall be subject to suspen51on

and removal or impeachment and, in addition,
shall be guilty of a mlsdemeanor of the second
degree, punishable as provided in s. 775.082
or 775.083.

119.10 Violation of chapter a misdemeanor
--Any person w1llfully and knDW1ngly violat~
ing any of the provisions of this chapter
shall be guilty of a misdemeanor cf the
first degree, punishable as provided in

s. 775.082 or s.. 775.083.

There are sanctions and conditions in the FDCLE/FCIC user

~agreement. These provide for the suspension of participation in

the FCIC/CCH program in the event of privacy and security viola-

tlons. These conditions are included below:

VI -9
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- FLORIDA DEPARTMENT OF LAW ENFORCEMENT i )
FLORIDA CRIME INFORMATION CENTER o
INTRASTATE EXC!IM\GE OF CRIMINAL JUSTICE INFORMATION AGREEMENT

The Florida Department of Law Enforcement (FDLE) through the Florida Crime Informatien Center (FCIC) agrees to
furnish to , s criminal justice agency, suchi {criminal

history information 21 is svailable in FCIC files subject to the following provisions:
agrees 1o abide by all present pules, policies
and procedurcs of the FDLE, as well as any sules, policics and proccdum hereinafter adopted by the FDLE upon notification.

The FDLE rescrves the right to immediately suspend fumxshmg criminal history data, and to rsiaove any and al FDLE
equipment provided to when either the security or dissemination ‘
requirements adopted by the FDLE are violated, The FDLE may reinstate the furnishing of data upon receipt of satisfactory &
assurances that such violation(s) has been corrected.

POLICY ISSUES

of the procedures mandated by federal regulations, thg audit
regquirement williimpose the most signifiéant cost impact oﬁ<Florida.
The annual audit is a new requirement which crosses many juris-
dictional lines. There are no current specific definitions of
audit scope, responsibilities, or authorities. There are, for
example, residual- questions related to %ﬁo will conduct audits,
what specific data and processes will be audited, and how the :
audits will be financed. |

Audit Staff Options

A number of options will be examined to designate the most
appropriate and cost effective placement of audit responsibility.

‘Among the options to be reviewed are:

<\\~.

° An audit staff augmentation of FDCLE

A separate'audit;team maae up of representatives
of the criminal justice systeiv

® A contractual arrangement with "outside" auditors
o A mix of criminal justice staff, Auditor
General staff- and out51de audltors
e A Prlvacy and Securlty audit staff augmentatlon ]

of the Florida Auditor General

R
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“,& of the audit program: ’ e

Planned Actions

-The following actions will be taken to support impleméntation

™ A recommendation will be made to the Governor
that the Florida Auditor General assume the
audit responsibilities in accordance with the
Florida administrative procedures.

° Additional specific statutory amendments will
be sought to include responsibilities for the
annual auditing of criminal history records,
dissemination logs and compliance with Title 28
~  1including a definition of the relationships between
- the auditor and FDCLE.

i
® The resources required for the initiation and
maintenance of the annual audit will be specified
and additional funding and manpower will be
identified in coordination with the annual
criminal justice system Action Plan.

o

!
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‘policy~considerations, Security is accomplished through organiza—

VII . -
V4 SECURITY ' | o .

‘The security requirements for both automated and non-automated
system operations are defined in Section 20.21(f) of Title 28,
March 19, 1976. . | v o

“\
A listing of these requirements, portrayed dgalnst a current

status summary in Florlda, is included in Figure 7-1 w1th source
references. This illustration also includes refenences tc chaﬂ{ers

&

in the Plan in which some of the requirements are addressed

As indicated in Figure 7-1, Florlda systemsm\rf/éenerally in ° e
compliance with federal; regulatlons. The areas in which addltlonal"ﬁ
actions are belng taken ‘or planned are cited. The central rep051-
tory, FDCLE, is in compllance and has supporting leglslatlon.

Although there have been rery few known incidents in the ' E
State involving the theft or destruction of criminal justice '
records, nther than as a result of acc1dent, the potential for such
occurrences contlnues to exist and may lncrease in the fyture.l
To insure that securlty remalns a matter ©f continuing attention,

security actlons are in effect or planned in all criminal justlce

records centers, crlmlnal justice data processing centers, and

other areas in which crxmlnal hlstory records are malntatned or "
processed. The CJIS Counc11 is influential in this act1v1ty as'ﬁ‘
part of its statutory authority and will continue to made recommenda-:
tions.

“ CURRENT STATUS

4

As compared to Privacy whicbkrelates primarily to legal and

tional, procedural, technical and mechanicalyprocésses. Security
involves physical, personnel and system factors. . - ‘ :\\*\ﬁ,

o

“For example see latest (Feb 1976) FBI data on bomblngs of crimi
justice facilities; current COngre551ona1 hearangs, and GAO Re)
(May 1976) on security of computers in the Fe@exal Government,
National 1nc1dents of bomblng as a polltlcal %nstrument.

0
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REQUIREMENT

| gec. 20, zl(f)'Tltle 28

GENERAL

(%]

o

RITY STATUS

CURﬁENT STATUS SUMMARY

L

PLAN

Chapter

R ¢ ) Sccumy Wherever criminal his-
‘Sory ‘record information is collccted.
stored, or dissemninated, each State shall
. fh¥ure ‘that the following reqturements
are satished by security standards eslab<
Nished by State Jegiilatlon, ¢r in the ab-
sence of such Iegislaticn, by reculations
approved or fssucd by the Gc.cmor of
the State,
<1) Where computerl?ed data p.-occss-

! ing s employed, efiective and techno- o -

Jogleally advanced software and hard-
. ware desigris are instituted to prévent
unauihorized ngcess to such infcrmaton.

+ (2} Access to crininal history record
ln!ormltlon system - faciinies, syitemis
operating ernvironments, data file con~;
{ents whether winle §ni usc or when stored
n & media lbrary. and srstam decumen-
tation is réestricted to author:zed organi~
zations and personnel.

«

i

In

oCompliaQCe

Additional Standards
Legislatiqn planned

System in compliance:.
CJIS Master Plan, FCIC
System Standards, FCIC
System Security Stan-
dards, User Agreement

.

COMPUTER OPERATIONS

B < formatian system contedl or in

€3) (A) Compirter operatiors, nhether
dzdicated or shared, which suprort crim-
fnal justice information systems, operate
in sccordance witly procedures developed
or approved by the particiating erim-
Inal justice agencies that assure mn;.

) Criminal history recard informas
tlon is stored by the computer in such
znanner. that it cannot be modified, de~
stroyed,: accessed, changed, purged, or
overlaid in any fashion by noxx-i:‘rmiual
Justice terminals.

() Operation pro*rams are used that

will prohibit Inquiry, record updates, or
‘destruietion of records, from any terminal.
other-than criminal justice system ter<
. mlnﬂs which are so desiznated.

$ (M) The destruction of  records -is

Jimited to designated terminals under the

direct control of the crimtinal justice

agenty responsidble Jor créating or stor-

g\g the eriminal history record informa~
on.

v) Opcr'\uonnlqaro"rams are used to
detect and store for the output of res‘*-
nated crliaipal justice agency eniploye
sll unauthorized attempts to Dcnclr-ue

sny criminal history record hlorm:mon :

s L system mrogram or fils.
{¥) The proarams snnc:ﬁm tn ¢ and
Uv) of this subscction are known only
to criminal justice agchicy emnlayess re-
_—=nonsihle for eviminal histors record i"

and ngcnci%purum it to o specil

mait with the' criminal justice agency

to provide such programs and the pro-

=, gramis) are kemg continuéurly under
miaximpm secirily conditions,

o . (vi) Procedures are instituted to nze
Jzure that an individual or agency au-
therized direct access is responsible for
‘A the physieal security of eriminal his-
tory record information vnder its control

2 or i ifs custody and 3 the protectich of
suchinformation from unauthorized ne-
-cess, disclosure or dissemination.

i) Progedures greinsutiited to pro-
tect any centrel vepesitory of eriminal
history record informaticn from unsiue
thorized access, - theft, sabotaee, fire,
fload, wind, or other mmr.ﬂ or manmade
disasters. .

[

NS Snhbhe “natmiaobthe

Compliance SR

i

Dedicated ‘primary

systen
CJIS Maéﬁér Plan

FCIC Manual

~Other state/local
information system
master; plans

SYSTEMATIC AUDIT
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o (B). A criminal Smlicc Anency shall
h:nc the witht to nu(lu moniwr and

General Compliance P

'ser Agreements
System Operations
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*Audit Plan
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FIGURE 7-1

REQUIREMENT

3

" CURRENT STATUS

PERSONNEL

= 44X The criminal justice agency will:
(A) Screen and have the right to re.
Ject for emplovaient., based on geod
cause, all perscnrcl to be autherized to
have divect ascess to criminal thu
record informalticn.

o be fnittated ad:ninsirative  ast:on
Ieading to the transfer or removal of
persouncl authoriied (o have diect ag-
cess Lo such 1ntormation where such per-
sonnel viclate tlu: pruviainis of these
regulations or other securnily require-
ments establishedd for the coliectian,
storaze, or dissemnation of cyiminal his-
tory record information.

(B) Have the nizlit 1o initiate or cause

e Compliance -

p

- Operatlng Procedures

~— User Agreements

- Leglslatlon De51rable

NON~-AUTOMATED

(C) Institute proceriures, where ¢oms-
Cputir preeessing is not utilized, o assure
that an individual or azency authorized
direct access is respons:ble for i) the
physical security of ¢rirunal history rec-
ord informatisn urder is enntrol or in
-~ custody and i) the protection of such
information from urauthorized ACCESS,

_ -diselosure, or dissemination.

o (D) Institutc procecures, where com-
puter processiny iy noe utilized, to pro-
teet any central repes:ory-of criminal
history record information frcm unau-
thorized - access, thefe, sabota,m fire,
ficod, wind, or other natural ol ‘man-
made disasters.

() Provide that direct aceess to erime
fnal history record information shall
. be available only ts authorized oficers
or enminlovees 9! a eriminal justice aceney
and; ps necessary, ciher autticriced pors
sonnel essentinl Lo the proper operation
of the criminal history record inforina-
tion systern.

e General Conpliance

- General Agreement Between
‘ FDCLE and Users

ety ;
-- Controlled :Access, and
Operating Security in

Central Rep051tory
-~ Operating Procedures
-- Pending Legislation

Vs

)

e

L

_TRAINING

(5) Each employee working with or

. having access 1o eriminal history record
information shall be made famiiine with
the substanac and intcot of these regu~

' Compliance
-- On Going Traiﬂing

Lations. -- Additional Training
. Proposed
o
P ” : P
u : IR
" N

AUDITS - ANNUAL
20.21(e)

® Compllance
== Audit Authorlty, Audit
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. Proposed el
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"interdependent system development with NCIC. There are established

- screening procedures,

ments; field staff audits of security; and legislation (Ch 943.08 FS)

In Florida the security processes are the result of more
than six years of experience with central computer systems; long
‘term participation in the SEARCH deVelopment efforts; and direct

FCIC secufity standards both for operations and terminal site
selection. The central repository computer complex is a dedicated
msystemkand there are stringent access standards. The FDCLE facility
has established access and identification controls and staff selection

Other system charagteristics include established user agree-

'which‘establishes‘continuing review and development of operating
policies and procedures which insure the physical security of the
criminal. justice information system.

At the local operating level there are some security deficiencies
in respect to records accessibility, particularly in non-law enforce-
.ment agencies, which will be alleviated as standards are observed
system~w1de. : ;;‘ | : {

f Wlthln the FDCLE D1v151on of Criminal Justice Information |
SyStems, the Computer Operations Section is responsible for data :
1niut -and schedullng, operation, and control of the computers and

° related equlpment. The section maintains an eight computer front- end/

' ,back-end system W1th communlcatlon message processing taking place e
" on the front end and information processing on the back-end. SR

Information proce551ng is performed+ Jn two Burroughs B2700

k computers which share 2.5 billion characters of direct-access storage
:used for the FCIC information systems. At present, there are .5

"billionycharacters of direct users storage available. Communi-
‘cations processing is handled by two Burroughs B3700 computers each
withwtwo Burroughs B774 communications control computers attached.n

N

The System configuration consists of redundant computers and
;sepa:ated functions to iheure maximum flexibility, security, and

g e
o
. /5
4
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a constant level and serves as the main power source when prlmary

reliability. This reliability factor is further enhanced’by an
uninterruptible power system which regulates the city power to prov”

power fails. The Operations Section also has communication _ :
coordinators who provide statewide training and assistance on the
FCIC information and communication services and instruction in the
operation of the terminal to the FCIC users. Figure 7-2 is aﬁgeﬁeg
lized schematic of the system configuration. o | :

The Florlda Crime Information Center (FCIC) network is the\‘f
llnk betws:2n the crlmlnal justice community and the 1nformat10n’
systems and communications capabilities prOV1ded by the DlVlSlon of
Crlmlnal Justice Information Systems. Flgure 7~ 3 111ustrates the

coverage of the FCIC network 1nc1ud1ng the act1v1t1es associated -
with criminal histories. ?

The FCIC Operating Rules and Procedures include the folloW1ng
provisions designed forvmaﬁlmum system protectlon- ‘

° Termlnals shall remain turned ON 1n COMMUNI»ATE i
mode 24 hours a day. (See sectlon 1.4, Termlnal
Operation) B

° Terminals shall be located so as to ellmlnate
access by unauthorized personnel.

L all FciIC messages shall be treated as co /4dent1a1,
unless otherW1se specified by the orlglnatlng :
agency. - .

e The FCIC System will be used only by 1aw enforce~ -
ment and criminal justlce agencles and for off1c1a1 -

- purposes only. : .

CONTINUING PROCEDURES

Securlty is regarded, in Florlda, as an ong01ng procese.@u
Because there are a variety- of local condltlons the FDCLE rules
and procedures provide model guidance which are 1ntended to 1nsure :
both max1mum service and system protection. The, securlty proce- o
dures . will Erov1de that local agencies accompllsh a securlty assesi
ment of faﬂlfmtles and practices to 1dent1fy needs, objectlves

and prlorltleg\over ‘the next 2 year period. ' \

&

uﬂ]



FIGURE 7-2

Generalizéd Schematic Diagram of
FDCLE Data Processing Center
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FIGURE 7-3

COVERAGE OF THE FCIC NETWORK
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Existing rules, regulations, pelicies and procedures can be
assembled in a Security Master Plan along with specific individual
plans and prioritieékfor each participating agency. The écope and
extent of each individual plan can depend on the individual agency's
size‘and requirements. Accompanying the plan could be a training
‘schedule and a multi-year action budget to include correction,
 remedial or mainterance items necessary to insure compliance with

established security standards.

The general quide for security programs includes khe following
steps: ' g "

Q’ Establish a security program

- Resolve that a program is needed;
determine how much security is
adequate

- Appoint permanent §ecurity officer(s)

- Develop an interim4security plan
(passive and/or active) and security
regulations

~— Iiiplement interim security plan
and ,regulations
° Conduct a short-term risk analysis

-- . Estimate probabilities of security
breaches and natural hazards

- Identify "weak links“ in security
chain -

- Estimate potential losses

- Predict consequences of losses and
determine acceptable level of security
risks

- Project annual loss expectancy and

security breaches
- Implement "stop gap" security measures
--  Devise short-term remedial measures

- Revise security Plan and regulations

o Implement security plan and regulations

VII - 8
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®  Phase in short- term remed1al securlty
measures

®  Designate spec1f1c and detailed security : o
responsibilities for facility personnel P

® Initiate on~going security tralnlng program‘ e
--  Awareness ‘
- Procedures
-~ Responsibilities

° Conduct long-range risk'analysis ,f” .

-~ Follow steps in short-term risk
analysis, as appropriate

- Consider relocation of act1v1t1es, if
necessary

- Implement costly remedlal securlty {
measures as budget allows, in balance
with evaluation of acceptable levels
of security risk ‘

[ Phase in long-range remedlal securlty
measures

° Plan for contingencies

° Conduct perlodlc security audlts and
inspections

- Simulate securlty breaches and
penetratlon : 1

-- - Report on status of" securlty

- The total program can be made applicable to either automated or
v non-automated activities by observ1ng the appllcable component
requlrements of the federal regulatlons.

R Al

o SCHEDULE OF SECURITY PROGRAM IMPLEMENTAIION

Figure 7-4 details a. typlcal schedule of 1mp1ementat10n of“'
‘the securlty program considered in this chapter. The schednle i
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includes ten major steps toward a complete security program to be
completed in a two year period. Major milestones and associated |
documents'are identified. The schedule can be adapted to the

. individual needs of specific agencies. The model will be similar
to that of the National Bureau of Standards, May 30, 1975 which is
included as Figure 7-5.

MANAGEMENT CéNTROL OF CENTRAL REPOSITORY

~ The Florida Department of Criminal Law Enforcement's dedicated
central repository system is a model for the state. The manage-
ment control of the central repository will be retained by FDCLE.

A

h

i

POLICY ISSUES

gf : | - In the large Fiorida System, security conditions can be

' expected to, and doé vary widely from the state to the local
level and amongxcoméonent agencies of the criminal justice
system. Security planning actions will emphasize consistency.
Major issues to be resolved include:

L The assessment of actual needs

o ‘ ° The costs and benefits of corrective
’ ‘ security actions

L

) [ T@e management control of local -
AR ‘ ‘ computer systems and subsystems

Additional legislation related to security matters will
be sought.

p)
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VIII

SUMMARY OF COMPLTIAN CE | N

it

‘Many of the Florida administrative and legislative provisions
related to the management of criminal history records preceded the
' federal regulations. in addition, there has been a continuing
e - modification of regulations and procedures designed to meet the

‘ needs of Florida citizens and the criminal justice system and
additional actions are planned. The activities associated with
criminal history records in the Florida criminal justice system

are supported by a complete spectrum of statutory and administra-
tive mechanlsms 1ncludlng- :

Relevant Florida Public Records and
Administrative Procedures Statutes

,(FS 119, 120)

A series of Attorney General Opinions
related directly to public records and
criminal history records

Statutory deflnltlon of responsibilities
for the central repository for CHRI
policy and ‘procedures (FS 943)

Statutory definition of dedicated state
law enforcement data processing center
(Fs 23) : Y :

Statutofy provisions supporting an audit
programﬁw1th semi-annual reports to the
Florlda\leglslature (CH 11.45 FS)

Statutory creation of a CJIS Council
with definition of policy and procedural
responsibilities for CHRI (CH 943.06,
08 FS) . o

(Established mechanism for the development

and promulgation of CHRI procedures, o
rules, regulations and advisories by the
FDCLE in accordance with the provisions

of the Florida Admlnlstratlve Procedures
Act. (CH 120_FS) ;

[N
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() Establ;shed mechanlsms for rlghts of
review and appeal of decisions in e
numerous Florida statutes 1nclud1ng
FS 119 and FS 120 ‘ ¢

) Contlnulng appralsal of privacy and
‘ security issues and legislation, both
federal and state, by the CJIS COuncil

[ Standard Operaﬁing Manuals for both:
reporting of informazion and the manage-
ment of the information/communication
system

® Established mechanismé: through BCJPA
initiatives, for the coordinated and

interactive development of essential . f?n\‘
CJIS components such as disposition R -&k
reports. " ‘ ' =

In reference to Sectlon 20. 22.of Title 28 these elements are °
indicative of ithe extent of current compliance in Florlda. The
primary concern at the local level‘has been the degree to whlch
information could be disseminated consistent with Federal regula-
tions and Florida law. An<additional local concern continues ,to.
be with improvements in the physical and administrative security
of records. I A

i

CONTINUING OR PLANNED ACTIVITIES ' ; %1 BRI

]

System refinement has been, and remalns, a contlnulng process R

in Florida. Among system cons iderations under rev1ew or planned
the following are examples of actions dealing w1th matters of crlmlnhl :7
hlstory information, prlvacy and securlty which will be undertaken.

7

® ‘The development of addltlonal leglslatlon
defining security standards (Section
20.21(f) Title 28). Chapter VII.

° The development and proposal of additional ’ -
legislation pertaining to comprehensive o -
disposition reporting. Disposition L :
reporting modifications are being examined
through a joint effort of all criminal ‘
Justlce components and additional legis~

Y R S R WY “Rnga#.aﬂ_hcr_hh;:s_nvnuv\wt SR 5 VN o SR

=S TIOR-WAS-BUFGFEESECQ—ay —CaxS—gEOupy—to—mae—=—=""""
: Florida Legislature, in a communique of - R
@ ~May 1976. Chapter III. ; Sy

2
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- The development of a coordinated state pro-
cedure, including definition of authority,
for developing a formalized audit program o
of criminal history record management o
processes. This procedure would evolve
from existing, but uncoordinated authorities

. or from proposed legislation. Chapter VI.

A pilot test project related to revised
privacy and security procedures will be
considered.

An examination of the benefits to be achieved
through a standardized training program, or
training blecc in existing curricula, to insure
that privacy and security principles and regu-
lations are applied uniformly throughout the
state. This effort would be in accordance with .
section 20.21(f) (5) of Title 28 and would be
‘an- extension of existing practices of training
and communication. There are already statutory
provisions for an effort of this type whizh is
developed and conducted in the context of

" Ch 943.09-17 FS and Ch 943.26- FS. This
statute provides for standards, training,
technical .assistance and field support by FDCLE
to locall agencies

An examination of the benefits to be achieved
through a public education program related to
the provisions of Title 28 along with the
Privacy Act and Freedom of Information Act
{1974). This effort would be consistent with
current Florida practices both in respect to
the Public Records law and the Florida Stan-
dards and Goals program procedures of exten-
sive local participation. -The program would
have the following objectives:

== To provide public information concerning
criminal history record information.
This will include information on why

it is maintained and the existing
policies through which the information
is kept secure and dissemination is
controlled ‘

- To inform citizens cf their rights
to review and appeal for the purpose
of correcting records and the proce-
‘dures for doing this




1

)

' --  To develop procedures for assisting
vulnerable groups

- To provide information concernlng the . X Ca

processes of purging and sealing of - , R
records. '

The overall objectivevdf the educafipn program would be
to improve the effectiveness of the criminal justice information
system through the process of informing the public of the equity

i~
and security of the system, and the provisions of Florida law.

° An examination of standards for non-dis- , SR
closure, as experience develops. Exper- " S
ience with gther similar legislation
indicates that individual events and
cases frequently establish substantive :
principles which can be applied by the . E
3udlc1ary and 1eglslature as the system - : » E
is used . v : : :

° The development of dissemination logs and , ;
user agreements has begun in FDCLE and will :
be a continuing effort which will include IR
local agencies. One objective will be to AT
develop a maximum degree of unlformlty and ‘
consistency. &

®  The preparation-and distribution of a
brief annual report related to matters
of Privacy and Security of Criminal
History Records.

G

e b

e

ThlS report is consistent w1th current Flor1dd°adm1nlstrat1ve : |
procedures. It will also be a useful guide to the status of thls e e
subject in Florida. The experience of the U.S. Department of | -
Justice, with a high volume of law suits related to the Freedom .
of Information Act and the Privacy Act, is indicativefof't%e need ;
to keep the State leadership 1nformed of the status of this public

lssue. ' ‘ o

S

2}

The annual report will be prepared for the Goverﬂor and sub-
seqﬁent dlstrlbutlon to the Legislature and Judicial Branch and
w11£ describe activities associated w1th achlevement(of the. pro-
gram objectives. The report Wlll 1dent1ty accomplishments and ‘

o

 WIII - 4




S

major areas of public concern or éontroversywrelated to the issues
of individual privaby and the public interest. The report will
be action oriented, directed toward gaining support for the
implementation of activities which have been identified as public

interest priorities.
o . i

" i : IMPLEMENTATION PLANNING SCHEDULE . .

Figure 8-1 is a detailed portrayal of each of the planned

This schedule is tentative.

activ1t1es under con51derat10n. The

major planning actlon will be directed toward the resolution of ;

A

identified issues.

CERTIFICATE OF THE CENTRAL REPOSITORY

ghe Certification pertaining to the Florida Central Reposi-
tory (FDCLE) is included as Figure 8-2.

o
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. STATE OF FLORIDA
MANAGEMENT IMPLEMENTATION SCHEDULE
MILESTONE}S 1976 N , 1977
’ ’ i JAN | FEB | MAR JAPR |MAY | JUN | JUL |AUG| SEP|OCT) NOVDEC | JAN | F£0 | mar] arn[mav|aun | sut|auc) s | oct Inov Joec
I. " Privacy and Security Program Initiation )
A. Privacy and Security Plan Reviewed ’
1. BCJPA & Attorney General
2. CJIS Council and FDCLE
3. -Affected A/’ency Heads
B. Right to Review Announced - Interim -9
Procedure . 1.
C. Modifications Completed r— L 4
1. Pollice Moditications ® !
2. Reviewed by Operational Staffs and N
BCIPA \ X
3. Operational Modtfications —-— - ~ @
DL Plan Initiated by Executive Orders = ? [ 1 ‘
2 B. Legislation Proposed as necessary NI l“.l“"“
F. Press Announcement if appropriate . ; 5
. G. Appeal, Review Established by @
- . Eg:eeutive Orders :
K. Systems Component Duties Assigned , : = ‘
L. Regulations/Standards Developed (Draft)
J. Consultations with CJA's Held r = b Gy
1. Regional Conferenres Held : \ i
2. Plan Modified — - +—9 : s
) K. Regulations Compiled into Revised - - “ : -
ke P&S Plan - ‘ . " - :
" L. Pilot Project Considered 1 ——jungunn mFuI
1. Site~Participants Identified : z
2. Participants Training Developed ; :
3. ' Pilot Project Implemented o .
4. Project Results Assessed : }\ .
" M. Plan Revised - Final e ae r
N. Public Education Conducted S R i
i 1. Informational Materials Déveloped .o o ’ e -
T 2. Materials Distributed . +—
. 3. Public Education Campaign Con~ - ‘ _— -
ducted = - » = . >
i +=Vulnerable Group Procedures : -
& Developed - - e -
K " " 2 N ) "
I i
o =
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MANAGEMENT IMPLEMENTATION SCHEDULE

'MILESTONES - 1976 © 1977

MN FEB [MAR{APR MAY JUN [ JUL |AUG I SEP| OCT| NOV|DECEIAN | pEp MAR| APR IMAY JUN | JUL[AUG| sEP | OCT [ NOV | DEE o
L (Continuca) ‘
O, Interim dndividual Access and Review L
Implemented® -
. I, Inlerim Procedures Implemented . - 6 . &
2. Access/Review Staff Desipnated ; : : o,
3. Standards aud Regulations Developed ‘ f)—@ ‘ ;

P. Tralmng Program Completed
1. staff Oricnted

2, Tralning Schedule Devetoped ‘ . N
3 Training Manual Completed » - e e - -L ST N - : T ’ ST
4. Pllot Project Training Conducted d o SR | .

.g'

Q. State-Wide Nolificalion of Pertinent P&S o o
o Procedures and Standards b !

4 - IIIA

R, Uscr's Agreemient Incorporated : '

1 : 1. User's Agreement Finalized : -9

I . - a. Existing Agreement,, '
Incorporated ) i i E -

Manual/Regulations/ Forms : 2 .

. Developed : ‘ g

T " Standards for Access to Sealed : i ‘ b

(24
.

records by non-CJA's . . ] ‘ 3
4. Pilot Project . 2 . : N T . -
a. Training Program Developed * o :
@ b. Personnel/Sites/Time Sclected : : & s ) .
c. Pilot Project Implemented ‘ bt nn tghigiall _ o
d. Project Assessed .

~0 X e. Agrcement Modified . - - . i n_!. ¢
- ; §. AUl Poteatinl Users Netilied :

User's Agreement Implemented N — et "“"n
a. Users Oricented . ‘ ; ! )
b. Provisional Approvals Granted s <fon e 1
to Qualified Users

€. On-Site Inspcctions Conducted
d. Provisional Approvals Granted o
" “to other Users - 3
e, Training Provided
» L 1. Technical Assistance Provided
i : g. Permanent Agreemeants Granted
° . 7. Existing Agreementa"Phased-Out

=0

]

: ’ 1 *Department olJusuceuc..ulauou Title 20' sl 0
puz@xx] .
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MANAGEMENT IMPLEMENTATION SCHEDULE

N St

S

MILESTONES | 1976 - | <1977 5

- ITIA

g

JAN | FEB [MAR{APR [MAY | JUN [ JUL [AUG|SEP|OCT NOV [DECLIAN | rEp MAH APRIMAY{JUN | JutTRUE NGV (oEe
3 - o . h -

. Procedural Milestones

« Ay Stale“Wide Pramuliztion to CIA's . . Y
of Final P&S Plin Compleled - :

and Control Procedures Cperational ‘

3. Records Managemént ’
2, Validution
3. Disposition Heporting : *
4. Dispusilion Reporting Form | 1 | i .
& Disposition Vusling J - b S

|

1

€. Procedures on"Dissemination Y, i i i I JRES - : [ B - . '
Limitation Initialed ‘ : ‘ : —ju "I . |

|

B. Accuracy, Completeness, Modiflcation ‘ 11} F'" | ’ T ’ =

1

1, Purging/Sealing/lxpungement ‘
a. Records Custuding Designated 2 ' , 5 .
b.  Non-CJ Uscer's N‘o'mcd Tl S . e |
¢, Lops and Indices Devedoped L _

d. Records Sepropated : ) .
e. Necords Management Prow
cedures Sct
L. Securily Established S - e A
§. Suspense Dates Posted ¢ s A1 b .
2. Uscrs Classified ,
3. Juvenile Record Procedures . ) , .
Refined as Necessary ’ o
a, Records Septepmted ' o

D, Individual Access and, Review ‘ : : L i
1. Permancnl Procedures Implemented ) : . . of o 5 ‘ .
"~ 2, Public Notified . e | “1 ! SO I . o
E. Training . ' . ¢ - ot
" 1. Stale-Wide Tratning Implémented < T I |

F. Security Program as Necessary . 4° .
1. Interim Sccurity Program Initiated 9o - +

I T

2. Short-Term Remedial Program :
Begun {As Required) . : g 2 . L

3. On-Goljig Security Program - - 1in

4. LosgsRange Planning and Remedial - - .
Actlor:Conducted

it
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)
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MILESTONES 1976 1977
) . ‘ JAN FECO AR |APR [MAY ] jun | JuL JAaug SerlOCT NoVv DECLIAN I rin|man| apn MAY wilauelauciser teerinovioee
IO,  Promram Review and Modificalion ° B "
A, Annual Audit Conducted N oy ¢
1. Auistal Audite Schediled :
g.._ Anencles Notified e - £ m ""
. »  Audit Cunducted i fm . 1111
S A Remedial Action Intiated. o ] ! '
. b. Remedial Action Monitored
B, Annual llcpuri St b e

1. Quicnfition Mecting Conductod
2, Ity Colteeied :

3, Annul Repiort Prepased

4. Govervors Review

5. Judiciury and Legslalure

Recelve Coples

Annudl Plun Revised
1, Orientatiop-aiccling Conducted

2. RegionalBublic lea rings Held

3. Plan Revised and Sulsitied

LEAA Ceriificatlon (Annuit)
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FIGURE 8-2

CERTIFICATION L ) '

CENTRAL REPOSITORY, FDCLE

STATE OF FLORIDA

Now Reasons For Estimated
- Imple- ‘Non-Implementatiqn Implemen=~
OPERATIONAL PROCEDURES nented | Cost | Technical | Anthority tation Date
Completeness and Accuracy :

Central State Repository:
. Statitory/ Exegutive Authority X
Facilities and Staff D¢
Complete Disposition Reporting in S
90 days from: " ‘ o
Police
Prosecutor S ' ¢
Trial Courts
- Appellate
Probation. .
Correctional Institutions
. Parole )
Query before Disseminatién: .
Notices/Agreem mts--Cnmmal !
‘ Justice
Systematic Audit:
Delinquent Disposition Monitoring
Accuracy Verification
; Notice of Errors
o . Limits on Dissemination¥
: ‘ Contractual Agreements/Notices and
Sanctions in Effect For:
Criminal Justice Agcencies ___2_‘_
'Non-Criminal Justice Agencies
Grarnited Access ~ __X
Service Agencies Under Contract X
T Rescarch Crganizations X
AR _ “'Validating Agency Right of Access X
X
___K
X
X
X

|

1]

ot to]

1977

1977
1977

. 1977

O
0]
Q

1

bcies Bt

pe 4> P

]

B

1T

e Restrictions On:
¢ Juvenile Record Dissemination
Confirmation of Record Existence
Dissemination Without Disposition
Audits and Quality Control
Audit Trail: E
s Recreating Data Entry

Z

"
£

. Primary DisSemination Logs “ .
. = Secondary Dissemination Logs 1 X : Dec. 1977
Annual Audit ; ' 1 X ' : Dec. 1977

<

% Thexe is no requirement that a reason be given for nonimplementation
_ of these procedures before December 31, 1977, : ‘ : ‘

VIII - 10 . Page L of 2
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PIGURE 8-2
CERTIFICATION:

CENTRAL REPOSITORY, FDCLE

7

STATE. OF FLORIDA

Es‘ti‘m.\féc ‘

Now (. Reasons For
Imple~ Nofi-Implementatian .| Implemen.
OPERATIONAL PROCEDURES Imented I Cost | Technical |Authority Jtation Date .
.Security ' - RE
Execulive/Statutory Standards X

|

Prevention of Unauthorized Access

and Tampering:
Hardware/Software Designs for
Computer Systems. A X
Designs for Manual Systems : X

I

Criminal Justice Agency Authority: -
Computer Operations Policy De-
velopment or Approval
Approval and { “earance of

Personnel X
Physical Security: - E % :
Theft, Sabotage X X '
Fire, Flood, Other Natural
Dangers X =
Employee Training Program X T
Individual Right of Access S
"Rules for Access 1 X !
Point of Review and Mechanism X
Challenge by Individual X
Administrative Review X
Administrative Appeal _-)_S:
Correction/Notification of Error # X =

o

I certify that to the maximum extent feasiblé action has been taken ‘
to comply with the procedures set forth in the Privacy and Sccunty
Plan of the State of Florida _ s

o

Signed o v .
(Head af State Agency desxgnated to bc rcsyonsxhle o
for thefsc regulatxons.)
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APPENDIX A

N

DEFINITIONS
)
. Thp deflnltlons used in the Plan are listed below. These

deflnltlons have been derived" from Title 28 [Section 20.3]; FS
llQ;yFS 943; current usage in Florida, and Rule 11-C- 6 of the
FDCLE‘in which definitions and commentary in Title 28 are
adoppéd by reference. These definitioné are subject to revision

in Florida and will be refined and modified in the future.

Act

The Omnibus Crlme Control and Safe Streets Act, [P193-83]
42 USC!3701, et seq, as amended. [Sec. 20,3(f), Title 28]

’

Administration of Criminal Justice

Performance of any of the following activities: detection,
apprehension, detention, pretrial release, post-trial release,
prosecution, adjudication, correctional supervision, or rehabi-

'1itation of accused persons or criminal offenders. The adminis-

tration of criminal justice shall include criminal identification
activities and the collection, storage, and dissemination of

criminal history recérd information. [Sec. 20.3(d), Title 28]

Agencz ; o
~Any state, county, district, authority, or mun1c1pal officer,
department, division, board, bureau, comm1551on, or other sepa-
rate unit of government created or establlshedkby law and any other
public or‘private agency, person, partnership, corporation, or
business entity acting on behalf of any public agency. [Ch. 119.011(:
Fs] ‘ _ . ‘

&3




Systems for%définitions in Florida statutes.

\\ ' )
N . ‘

Criminal History Record Information , e

Informatlon collected by crlmlnal Justlce agencies on iﬁ—
dividuals consisting of 1dent1f1able descrlpulons and notations
of arrests, detentions, indictments, informations, or other formal
criminal charges,’and any disposition arising therefrom, sentenc- &
ing, correctional supervision, and release. The term does not ‘
include identification information such as fingerprint records :
or photographs to the extent that such information does not in- ‘
dicate involvement of the individual in the criminal justice
system [Sec. 20.3(b), Title 28]. See Criminal Jue§ice Infor- .
mation for definitions in Florida statutes. Excldsions are

listed as the last item in this appendix.

Criminal History Record Information System

A sysﬁém inéluding the equipment, facilities, procedures, o
agreements)?and organization thereof, for the collection, pro-
cessing, preservation, maintenance or disséminationkgf criminalb
history record information, whether automated or non-autdmated{

[Sec. 20.3(a), Title 28] Co S L R

See Criminal Justice Information‘SYs;em and Information

o
1
2

i Criminal Justice Agency ©

~Criminal justice agency means: (1) courts; (2) a govern-
ment agency or any subunlt thereof which performs the adminis=~
tratlon of ¢riminal justice pursuant to a statute or executlve‘
order, and which allocates a substantlal part of its annual '
budget to the admlnlstratlon of criminal Justlce [Sec. 20. 3(c),
Title 28]. Spec1f1c agencies are to be deslgnated in Florldak

W

o
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. Criminal Justice Information

Information on individuals collected or disseminated’ as

a result of arrest, detention, or the initiation of a'criminal
proceedlng by criminal justice agencies, 1nclud1ng arrest record
information, correctlonal and release 1nformatlon, criminal ‘

“ _history record information, conviction record information, ldentl—
fication record information, and wanted persons record information.
The term shall not include statistical or analytical records or
reportswln which individuals are not identified and from which

“their identities are not ascertainable. The term shall not

include criminal justice intelligence information. [943.07(3) FS]

Criminal Justice Inflormation System
A ot ’

i : | An information system for tﬁe collection, processing,
g - Ppresentation or dissemination of driminal justice information.
| ' [943.07(2) Fs] _ "

Criminal Justice Information Systems Council

T

of Crlmlnal Law Enforcement. [943.06 fS] —

Criminal Justice Intelligence Information

Information about an individual on matters pertaining to
the administration of criminal justice, {(or alleged criminal
involvement) other than criminal justice information, which is

Z2 indexed under an individual's name or which is retrievable by'
y\ureference to identifiable individuals by name or otherwise.
/) This~term'shall not include information 6nucriminal justice

agency personnel or 1nformat10n on lawyers, victims, w1tnesses,'
or ]urors collected in connection with a case in which they were
“involved. [943.07(4) FS] . ) o

b]

@ .

o o The CJIS counc1l established w1th1n the Florida Department - -

&

X
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‘have elected not to refer a matter to a prosecutor or' that a

Criminal Justice System

That part of government jurlsdlctﬁon which encompasses the

broad functions of police, prosecution, defense, crlmlnal courts,

probation, correctional institutions, and péroler

Law enforcement and criminal justice means any activity
pertaining to crime prevention, control or reduction or thei»
enforcement of the criminal law, including, but not limited |,
to police efforts to prevent, control, or reduce crime or tof
apprehend criminals, act1v1t1es,of courts having criminal Jur-

/
’dlctlon and related agenc1es H ncluding prosecutorlal and

defender se1v1ces), act1v1t1es of corrections, probatlon, or

parole authorltles, and programs relating to the prevention, con-
trol, or reduction of juvenile delinquency or narcotic addlctlon.
[Sec. 601(a) PL93-83] J |

Direct Access

Means having the authority to access the criminal°histOry
record data base, whether by manual or automated means. [Sec.
20.3(e), Title 28] ' - ’

—t
R
i
.

Disposition k i

Information disclosing that criminal proceedings have been
concluded, including information disclésing that the police

prosecutor has elected not to commence criminal proceedings
and also disclosing the nature of the termination in the pro-
ceedings; or information disclosing that proceedings have been,vV .
indefinitely posiponed and also disclosing the reason for such .
postponement. Disposition shall include, but not be limited
tokwacqu1tta1 acquittal by reason of insanity, acquittal_by
reason ¢f mental incompetence, case continued without findin&,
charge dlsmlssed charge dismissed due to insanity, charge d;s—. -
mlssed aue to menta* incompetency, charge still pendlng due -
to insanity, charge still pendlng dué to mental 1ncompetence,
nolo contendere pleg,ﬁ

e

guilty plea, nolle °prosequi, no papen,



h

sentence commuted,

convicted, youthful offender determination, deceased, deferred
disposition,haismissed -~ ¢civil action, found insane, found
mentally incompetent, pardoned, probaﬁion before conviction, &
‘ adjudication withheld, mistrial -- defendant

'discharéed, executive clemency, placed on probation, paroled,
or released from correctional supervision. [Sec. 20.3(e), Title

Dissemination

In 943.07(5) FS dissemination is defined as the transmission
of information, whether orally»or‘in writing.

In the context of the Prlvacy and Security Plan, an expanded
descrlptlon of dissemination means

<

Transmission of criminal history record information tw indi- '

}v1duals and agen01es other than the criminal justice agency which

malntalns the crlmlnal history information. Includes conflrmatlon

of the existence or non-existence
Includes interagency transfers@in
; radio, personal’ exchange, mail or

of a criminal history record.
writing, orally, by machine,
any other manner. Does not

information such as dispositions,

5 « i include intra &gency transfers of

f charging or processing transfers.

‘J |
!
The” reportlng of a criminal justlce transaction to a State,

local or federal repository is not a dissemination of information.
20.21(e), Title 28]
‘record"

[Sec.

nor is "in-house" use or a "no

response.

Individual Priwicy

The legal ahd common law right to be safeguarded against
unwarranted persgonal intrusion as a result of having sensitive
personal information come 1nto the position of an unauthorized

T

recelver. TR o

i
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Informatlon System

A system, _whether automated or manual, operated or leased
by state or local government or governments, 1nc1ud1ng the
equipment, facilities, procedures, agreements, and organlzatlons
thereof, for the collection, processing, preservation, or dis=-
semination of information. [943.07(1) FS]

Non-Conviction Data

""Non-conviction data" means arrest information without dis-
position if an interval of one year has elapsed‘ffom themdate
of arrest and no active prosecution of the charge is pending;
or information disclosing that the police have elected not to
refer a matter to a prosecutor, or that a prosecutor has elected
'not to commence crlmlnal proceedlngs, or that proceedings have
been 1ndef1n1te1y postponed, as well as all acquittals and all
dismissals. [Section 20.3(k), Title 28]

A

"Public Records .

Chapter 119 Florida statutes pertains to public records
which are defined in Section 119.011(1) as Zollows:

(1) "Public records" means all documents,
papers, letters, maps, books, tapes, photo-
graphs, films, sound recordings or other
material, regardless of physical form or .
characteristics, made or received pursuant
to law or ordinance or in connection with the

- transaction of off1c1al business by any - 4 g
agency. T

2}

Addltlonal prov151ons of this chapter whlch are of partlcular
relevance to the Privacy and Security Plan are FS 119.07 and
¢ FS 119.11(1} (2)." Thee are cAted below: 2

14




119.07 Inspection and examlnatlon of records,
exemptions. -

(1) Every person who has custody of public
records shall permit the records to be in-
spected and examined”by any person desiring:

to do so, at reasonable times, under reason-
able conditions, and under supervision by the
custodian of the records or his designee. The
custodian shall furnish copies or certified
copies of the records upon payment of fees as
prescribed by law or, if fees are not prescribed
by law, upon payment of the actual cost of dupli-
cation of the copies. Unless otherwise provided
by law, the fees to be charged for duplication
of public records shall be collected, deposited,
and accounted for in the manner prescrlbed for
other operating funds of the agency.

(2) (a) All public records which presently are

o provided by law to be confidential or which are
prohibited from being inspected by the public,
whether by general or special law, shall be exempt’ <
from the provisions of subsection (1). :

(b) All public records referred to 1n ss. 794.03,
198.09, 199,222, 658.10(1), 624,319(3), (4}1
: 624,311(2), and '63.181, are exempt from the pro-
! : ? visions of subsection (1).

(c) Examination questions and answer sheets of
examinations administered by a governmental agen-
cy for the purpose of licensure, certification,
or employment shall be exempt from the provisions

of subsection (1). However, an examinee shall
have the right to review his own completed ex-
amination. :

Exemptions in 119.07(b) are certain records or information per-
‘ ; taining to rape, estate taxes, personal property taxés, banking,
Ll - insurance and adoption. FS455.08 exempts certain administrative

board actions.

N
L J)

5 . .
There are also other Florida Statutes and common law dec151ons;
”whlch relate to confidentiality -of records.

N
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119.11 Accelerated hearing; immediate compliance.

{1) Whenever an action is filed to enforce the
provisions of this chapter, the court shall set
an immediate hearing, giving the case prlorlty -
over other pendwng cases. n

(2) Whenever a court orders an agency to open
its records for 1nspect10n in accordance with
this chapter, the d©ency shall comply with such SRR
order w1th%9 48 hours, unless otherwise provided® . %
by the_ gourL 1ssu1ng such order, or unless the '
appellate court issues a stay order within such
48-hour period. The filing of a notice of appeal b
shall not operate as an automatic stay. ’ i

Securitz

The reasonable protection of information in storage or tran-

sit from unauthorlzed access, tampering, or destruction through

accidental, negllgent malicious, capricious, or hostile mgans.
y b // ) ) e

System Security .-

W

The ability to reasonably restlictﬁthe 5§ai1abiiity of
specific 1nrormatlon to authorized 1nd1v1duals, and the ability ’ e
to phy51cally protect all parts of the system, 1nclud1ng the
data, the 'system that processes that data, and the fac111ty from
any form of hazard that might endanger its ilitegrity or relia-
blllty.; System security also involves the ablllty to insure
that system personnel are selected with due regard for security

requirements. : b o

e

v ‘_r' Q,‘//
EXCLUSIONS A l

The definition of criminal hlstory pbrecord
information - does not. include 1ntelllgence or
investigative information. Thus, the regulations do not
apply +to such information as suspected criminal

= activity, assocxates, hangouts, financial 1nformat10n,

§% or ownership of property or vehicles. They also do not
apply to information such as statistics "derived from
offender-based transaction statistics systems which do
not reveal the identify of individuals. Criminal
.records of <corporations are not included in. the
definition of criminal history record information since
1dent1f1able individuals are not 1nvolvedw : i

A-8"



The regulatlons specifically exclude certain
types of information that might otherwise be included
within . the definition of criminal history record.’
information. These specific exclusions 1include
information contained in:

1) Posters, announcements, or lists for
identifying or apprehending fugitives or
wanted persons. '

2) Original records of entry such as police
blotters maintained by <c¢riminal Jjustice
agencies, complled chronologically and re-
guired by law ‘or long-standing custom to be
made public, if such records are accessed
solely on a chronological basis. {

3)  Court records of public judicial proceedings.

4)  Published court or administrative opinions.
5) Public judicial, administrative or
legislativeproceedings.
. W ’ b
6) Records of traffic offenses maintained by
State departments of transportation, motor

vehicles or the equivalent thereof for the

o purposes of regulating the issuance,
suspension, revocation, or renewal of
driver's, pilot's or other operators'
licenses. . '

7) Announcements of executive clemency.
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COVERAGE OF THE PRIVACY AND SECURITY REGULATICNS Y

‘\\
EXAMPLE OF THE EXTENT OF

Type of |

‘Field interview file

Local ordinance violations

- Intelligence files

Alphabetical indexes to

police case files

M. O. files

Court case files

State J udxcxal Information
Sys tem :

S0

Court calendaring -

Alpha-indexed appellate
decisions ’

or by alphabe‘ﬁcal 1ndex

Citizen interview by police officer
Arrests/detentions for vagrancy, traffic,
disorderly conduct, etc,

Investigative observations, associations .
Name vs. case number

Data on all persons arrested/ convicted
for a partmular offense

State vs, - , filed-chronologically

Da.fca. on case flow and defendant flow, court v
management information, court statistics, may
also include “‘CCH component or link to CCH
Scheduled dates of actions, names of
participants {excluding references to

arrests or dispositions)

Court opinions of public judici(s;]a proceedings

- Record System ‘ Features , ‘ Coverage
Subject-in-process Intra-Jurisdictional scope, multiple agency Yes :
: * input, temporary storage, multi-agency access ‘ :
‘ R
Crime incident file Time, place, characteristics:of event .o Ne, if arrestee not
‘ indicated

No, unless also used to
record detention/arrests

Yes

No, (only.any CHRI
contained therein)

Yes

Yes, (geed not be complete
if only used internally)

No




RARTON P I

. DOCUMEF * RELATED TO COMPLETENESS ; O ACCURACY, =
CHAPTER III O -

FIGURE B-1 .
, Conih uk. 112/ : UNIFORM CRIMINAL PRQGRESS DOCKET
B W et a . - - i
e | JULFENDANTS RAMCL (LAST, FINST, MIODLL) R ] COURT CASE NUMBER &
i YEAR NUMBER | TYPE | LOC. | DEF. | COUNTY
) lA‘l’ SEX DATE OF BIRTN y ARREST AGENCY NUMBER DATE OF ARREST DB*S NO. i
| b [ Y ) M0 : =
i1 4 I ] N »
. FILING INFORMATION
FILIWE STATUS o PTG BATE COMPANION CASE
_J ! , O ves 0O ~o
X - ) NCIC TYPE COUNSEL {CHECK ONE)
CHARGES {LITERAL] cTS STATUTE CODE [k Tvpe NAME)
e " ' PUBLIC
i K1 . : DO perenpen
. B CTYT)
i COURT
b ta. O XrronteD
: - - ; TTTTTTNAMEY
- &
= .3! 3
) 0 PrIVATE
B INAME}
4, . . 0 sevr
DISPUSITION INFORMATION
oatEOF - VI y |RELEASE ACTION OATE OF ™ ) Y
« . LFIRST APPEARANCE | P =L Ol suReTY s Clror | PRELiMiNARY MEARING | |
JATE OF ARRAIGNMENT | DATE SPEEDY TRIAL TRIAL  wm o v |TRIAL TYPE [JJuRY PRE-SENTENCE INVESTIGATION:
N : A [
5 . ! | WAIVED | Y | oam | Cinon-uury  [JPLEA DATE
e i - - 7 PLES DATE DISPOS5| 110N DATE
; R T ) . c osP-1 & D Y-
: CHARZES &T DISPOSITION €Ts STATUTE el Efm ® N
: v ¥t Cein CNEER TR JON —. 3 CODE | & [ s I
(CHARGES CHANGED YO)
. . O [ S|
( , TCHARGES CHANGED T0) !
. g 2 0O 1 1 forth
o {CHARGES CHANGED TO) =
13 ) ot L
» (CHARGES CHANGED TO) g
A, : ;
. g L L
p H .
SENTENCING INFORMATION
. x - -
oo 10:1‘: oro SENTENCE ‘SENTENCE {LITERAL)
H l :
y L a '
i
F
; CASE PROGRESS (Continue on Continuation Sheet) .
, w OATE
o |

) @ ‘

ORIGINAL - CLERKS OFFICE
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THE FLORIDA DEPARTMENT OF CRIMINAL LAW ENFORCEMENT
b CHAPTER 11C-4
CRIMINAL HISTORY RECQnQF FINGERPRINT CARD
AND DISPOSITIGN/REPORTING PROCEDURES

)

31¢-4.03 Arrest Flnqerprint‘Card Submission. In order: for the .

Department to properly carry out those mandates in Sectgon 945.05,

N

Florida Statutes, pertaining to the establishment and maint qi\n e
' Ny

of criminal histories based on positive identification using y
gerprint comparison, all law enforcerent agencies of the Stg:e\\
shall take the following action on all misdemeahor and felony \
arrests made: .

(1) Complete at the time of arrest, as outlined in

the Department’s Identification Manual and on

forms provided by the Department, a criminal
azfest fingerprint card.

(2) Suﬁmit on a daily basis all completed finger- -
Pgint cards to the Department, attention:

H

Crime Information Bureau, using procedires

further detailed in the "Single Fihgerprint

:

Card Submissxon Progtam + in the Department's

T

[

Jdentification Nanual.

{3) The only exceptions to the foregoing requirements
shall be;that ckarges regarding drunkenﬁeSS'and
ninor t:étfic offenses as well as chargesﬁﬁade
the subjéct of a field citation under“sta&utes
such as section 901 28, Florida statutes; need
not be submitted to the Depa:tment unless. of

course, the ar:esting agency requires a criminal

Fav]
i

“ i
.history check or major charges are associated

with such charges.

(4) Charges redarding’ *minar traffic offenses' do
,f\\ -
<" not Includes’

&)

{a): Driving while 1ntox1¢ated, v
0 " {b) Leaving:the scene of an accident;
‘ {c) Fleeing or attempting to g}udema;police
offlcer: e 0 43
?  ¥ ~{a) Making a false accident rﬁéott:
< (@) - Reckless driving; '
G

(£) Other offen;es agalnst‘thgq§r§ffic andkﬁoto:
’ vehicle laws which’ have not been decrxmrmnlized.

; LR GcncraIOAutho:ityt 943 03, 943, os, F.S. Law Impxemcntcd:’
) ' 943.05, F.S. S o
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-, FIGURE B-4

RULES
. OF
THE FLORIDA-DEPARTMENT OF CRIMINAL LAW ENFORCEMENT
F CHAPTER 11C-4 :
' i . CRIMINAL HISTORY RECORDS; FINGERPRINT CARD

/J/ AND DISPOSITION REPORTING PROCEDURES

11C-4.05 Deceased Notification Submission.
(1) The cognizané law enforcement agency shall submit a
> get of fingerprints on unknown déceased individuals to the
Department for the purpose of positive identification,
(fZ) If agencies are unable to prin£ the deceased or furnish
a previous set og prints, they shall submit to the Department the
F.B.I. R-88 Death Notification form, furnishing as much informa-

tion on the deceased as possible.

R ORISR SR

General Authority: 943.03, 943.05, F.S. Law Implemented: 943.05, F.$,

‘ STATE OF FLORIDA
DEPARTMENT OF CRIMINAL LAW ENFORCEMENT

% . : P.O. BOX 1489
E TALLAHASSEE 32302

28
# - WILLIAM A, TROELSTRUP . TELEPHONE
COMMISSIONER . 4R3-7880

{ IDENTIFICATION MEMORANDUM 75—1:

TO: All Fingerprint Card Contributors

SUBJECT: Submission of Deceased Notifications

The purpose of” this memorandum is to set forth guxdellnes
for submission of death notifications,

In order to delete a subject's record from the FCIC/NCI/
. CCH files due to death, a positive identification must. oe A
L ' effected.  To insure positive 1dent1f1catlon, flngerprints

g are required., If unable to print the deceased subjecf/or

n ‘ : furnish a previous set of prints, it will be necessary
: ‘submit to FDCLE the FBI R-88 Death Notification form,/fur—
& nishing as much information on the subject as possxbﬂe~ i.e., N

the last date of arrest, arrest number, offense, rB)l number,
and FDCLE number if known. All fields of informatign on the
R-88 death notice form should be supplied and any nadltlonal
information.should be listed in the "Other Identzfvxng Isfor

matxon

'I

1f agency suﬁhlttlng the death notice desxres a gbpy of the
deceased subgect s criminal history record, it will be neces-
sary to so indicate on the fingerprint card or the R-88

Death Notice form.

All questidns regarding submission of deceased notifications v(
should be directed to the Crime Information Eureau, Florida
Department Of Criminal Law Enforcement, P. O ‘Box 1489,

Tallahassee, Florida, 32302, Telephone Numbgr 904-488-4761.
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Ve e e e b e as el e

I

A
R-RA (Rev, 5:9-72)

DEATH NOTICE

Federal Bureau of Investigation
B ) United States Department of Justice Date
" Washington, D. C, 20537

. . o Attention: 1dentification Division
The following is the record of a death of an individual whose finge}prinls are on file in the Idenliflcaixe.: Do wnn
of the FBI: v . " i
' : h /f = u
Name (Last, first, middle) ; Date fingerprints submitted " ‘ .
Aliases = Other identifying information {Armed Service enlistment 0., ctr.. '
‘ L
o |
Sex FBI Number - ‘ ‘ )
. = : . ;
[OMale | N , :
) Female \\ Contributor's No. (Original)
Date of birth ;Place ¢{ birth . - Fingerprint Classification F5I ,{,
Date of death  [Cause of death i
Post Death Notice in Record on Authority of: ‘ ) 6
. ‘ . = » Name . : i 7 4
= Contributor and Address ‘ ‘ ] : RS-

The Name, Number, Agency should be exactly the same as they appear on the fingefprint card in the filo of the FRL. )

la oll.instonces when the FBI No. is known it should be indicated. When the FBI No. ig indicated {¢ is not accessars

to indicate the fingerprint classification.

This form can be used by a _l,.aw:'Enforcement Agency when it receives accurate and po\g\iliur informatior eo-nn-:n-'
ing the death of an individual whosé fingerprints are in the file of the FBI. As a general rule insthose cases uhfrf nloa
Enforcemcnt Agency is‘investigating a death the ten inked impressions should bc taken on g regular fingerprint corA,

i

o
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FIGURE B-6

11C-4.06 Final Disposition Reporting.
A (1) In order for the Department to properly carry out those
mandates set forth in §943.05, F.S5., Ch. }, Title 28, Part 20,

C.F.R., and 42 U.5.C. 3771 in regard to the establishment and

maintenance of current, compléte, and accurate crimin%l histories,
agcqciés, offices and officers in the Florida criminal justice

- community shall, to the maximum extent feasible, submit disposition
data on criminal arrests, pretrial dispositions, trials, sentencing,
confinement, parole and probation.

(2) The arresting agency shall initiate the disposition re-
pé?t and supply all fields of identifying and arrest information
requestéé on the top half of the form provided by the Department
for this purpose. Fhe impressions of the right four fingers shall

o be obtained and placed in the bottom right corrner of the report.
Thesc actions sﬁall be accomplished simultaneously with the taking

of fingerprints following an arrest. 5,
i ¢

( »
! {3) Other agencies, d%ficers and offices shall, to the maxi-

mum extent feasible, spubmit disposition data to the Department for

each arrest as follows:

{a) If the'vase is not forwarded. to the prosecutor

R S I

for action, the arresting agency shall complete

the final disposition report. .
(b) If the case is taken by a prosecuting authority,

the arresting agency shall tuxn over thé dispo-

" ;— ‘ sition report form to the pro#ecutor. There~

B

after, the form will be executed by the prose-

cuting authority.

i ‘ {c) Subsequent disgosi{ion reports shall be
f~ . . initiated by ;bpropriate authorities to
augment the record in regard to correcs

‘ tional, parole and probation information.

}l) Althouch interim trahsactions (i.e, turned over to, held
for, pending) should be indicated in the designated area of the
fingerprint é%;d but not made the subject of a disposition report, i
it is essential that final disposition reports, as more fuily
described in ¢h. 1, Title 28, C.F.R. 20.3(e), be submitted within

90 days after the final disposition occurs.

NN y )
Geheral\ﬁgthority: 943.03, 943.05, F.S., Ch. 1, Title <28, Part 20
C.F.R. Law Implemented: 943.05, F.S., Ch. 1, Title ;&, Part 20,
C.F.R., 42 U.5.C. 3771 (b). (ﬁ l

ot

AN

v




FIGURE B-7"

o

FBT NUMBER ]
‘ FINAL DISPOSITION REPORT 2 ~—S5TS NOMBER
NOTE: This vital report must be prepared on each individual whase arvest fingerprintihave been forwarded to the Florids =
Department of Crimxml Law Enforcement without final disposition noted théreon. If no final disposition is available to arresting
agency, also obtain subject’s right four fingetrs on this form, supply identification data and furnish asresting sgency information I J
and forward when case referred to prosecutor and/or courts. Agency on notice as to final disposition should complete this form -
and submit to: Florida ent of Criminal Law Enforcement, P.O. Box 1489, Tallahassee, Florids 32302, Attention: Crime Information B
3 ] (See instructions on reverse side)
FDCLE NUMBER NAME ON FINGERPRINT CARD SUBMITTED TO FDCLE :
i LAST FIRST MIDDLE
CONTRIBUTOR OF FINGERPRINTS ‘
DATE OF ARREST . ARREST NUMBER SEX | RACE DATE OF BIRTH
p M 1 3 Y , M D Y
' ; RIDA
: 3 OFPENSES CHARGED AT ARREST i ; NCIC CODE g'rlgik'm
R ) . )
§ /
i
. ‘ - ,
G b ‘ :
A L3 . L ' :
G ' 40 :
Ere ’ A\
(o - i 4 \\ s
v 185,
' O  COURT ORNHERED EXPUNGEMENT:
CONTRIBUTOR OF DISPOSITION DATA]  DISPOSITION DATE Return Arrest Finge/,?;ﬁit Card to Contributing AA‘“X'
M D Y Certified or Authen/cated Copy of, Court Order Atta ad.
Y Y 3 [
g/ &
COURT DOCKET NUMBER|. §§g§ 2/ /5 ed £ladE./ g; ?’
c 8sc 51358959 §/5959495959 §
0 sNEA &1 Ef /3558 S8 s 7
i zof<a/~<[31SIT&CY F/<FI5535 |53
R FINAL CHARGES S & & & 67 g
T
A B
il J
e
o]
N L3 i
. }
nd_S: B
" / .
SENTENCE PROVISIONS * Explain ise of “Other” in Sentence Provision Fields

RIGHT FOUR FINGERS PRINTED SIMULTANEOUSLY

g e

<
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FTGURE B-8
IN ™E COURT IN AND FOR COUNTY , LFLORIDA

STATE OF FLORIDA,

Plaintiff
vS. N
CAS No.
Defendant
ORDER 'TO EAPUNGE
Thisdcause came on to be heard before me on this date, upon the

Dcfendant'§ Motion to Expunge certain Court and law enforcement record
pursuant to: ' -

1. State statute 893.14

2. State statute 901.33

3. Discretionafy power of the court

and the Court having considered said Petition finds as follows :

0

1. That the above named accused was on the day of

A. D., 19__, arrested for the offense(s) of:

By the ‘ ‘ ) Department.,

‘Accordingly, it is

ORDERED AND ADJUDGED that said Motion to Expunge be and is here-

. by granfed: and all Court and arrest records pertaining hereto are

hg;eby expunged, in compliance with the above cited authority: and

-

'FURTHER ORDERED that the Clerk of this Court forward certified

”c0pies of this Order to Expunge to the State Attorney and the arrest-

ing agéncy.; The arresting agency will forward copies of this oxder

to expunge to the FLORIDA DEPARTMENT OF CRIMINAL LAW E{{FORCEMENT.

CDOWNE AND ORDERED in Chambers at ' County,

Plorida, thas day of . 19 ;
>

¥




. . FIGURE B-9 ¢
ORDER 70 1X PUNGE OR SEAL

CRIMINAL IS TORY RECOID )

WIHEREAS, {retitloner's mune)  haw petttioned thid gourt to order the (scaling/ . ?

cxﬁmllon) of records reliuting (o hls ov her arrest on__{thite) on the ’chnrr.g(s)

of In violatlon of the Jaws of Florida, ’

fand his or her conviction on  filate) on the charpeis) of | ) ‘ B

snd R
© . 3

WHERFAS, Thi Statc of Florldn, by ‘ has reviewed the. >

criminral bistory record of petitioner and has not shown cause why this reliel should not :

bo granted, and P

—

WHEREAS, this court has jurisdiction to grant the relief requested pursuant to (Section

893, 14/Section 901,23, Ilorida Statites/the cetraordinary. cquitibie powers of this cnurj?ﬁt

A aow = o

IT 1S THEREYORE ORDERED AND ADJUNGED that upon ' fate) - ¢ when, i ;

tf not stayed or overturncd, this order becomes final or as soon therealfter as Is possible, : a
the fitresting arency) » the Florida Departinent of Criminal . 5 %
law Enlorcement, the__ fjirosccutor) o, the {oublic dcfémlcr) ’ ' ;
the elerk’of this. Court, and such otlier public offices and agencies as have records of the ¥ i
tarrest/and conviction) on the chargc's aslaforesaid shall {destroy all“records of the same "i
fexcepr for the nonpublic recards sealed l‘ﬁ accordanee with (statutey ). : i

1T IS FURTIIER ORDERED AND ADJUDGED that 0o notation regarding the aforesaid ’ » . ;
' aFrest, shall otherwise therealier Le maintained In the public or nonpublte records of

soy of the above offices or agencics, provided, however, that a notatiop shall be madcﬂ

. . '3

and retalned as follows: !

. o |

1. officinly ! herchy ecrtify that on .

(ilale}) B , I personally took all =

aclion required under the Ordee of Judue, ) N

piame) , of the feourt) ' A i

tn and for intrisdiction) s in case < . ]

fhumber) » which Leeae final . . !

i 5:

. ) - | .
. Elpned) . i
‘ . " . . 5
) °

1T 1S FURTIHLR OItDERED AND ADJUDGED that the Clevk of this Court shall teansmit ¢ :

« eoples of this order to the officials anmed hére'n, that such coples shall he ulc:il'oycd ﬁ

4

ecatemporancously with compliance with this mangdate, and thiat this original order :

. h‘

shall bo maintalncd as 3 noupublic record available ouly to this Court. 13 ' 1

< . o
I F . . i ;
L 1T IS FURTHER ORDERED AND ADJUDGED that the Flerida Dc;;'\rlmcnl of Criminal * 1

IAw Enfor L shall req that all other authorities who have recelved informaltion

xelating to the aforesald arrest (and conviction) whizh Is ldentifiable to the petitiener

,

‘shall purge such Information from all recocdy, fllcs, and tnformation systcms malfi- il

tatned by them,

0 = , ,
DONE AND ORDERED at : ) » Florida, this
t
' day of__ ’ L.
DRAVT - Chiel) Jedge

M e e Y L TN : .2
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FIGURE c-1

o

AUDIT STANDARDS

i

|
GENERAL STANDARDS
i

o 1, The full scope of an audit of a criminal justice

i ‘ : program, functlon, act1v1ty, or organization should
encompass the following in the context of the Florida
Privacy and Security Plan:

a. An examinhation of criminal history trans-
actions, records and reports, including an
‘evaluation of compliance with applicable
laws and regulations.

T “view of confi dentiality and security in
tne use of criminal history records.

L c. A review to determine whether desired results =
b : . are effectively achieved.

i In determlnlng the scope for a particular audlt,

. : ’ responsible officials should give consideration to
the needs of the potential users of the results of
th&t audit.

2. . The auditors assigned to perform the audit must

S collectively possess adegquate professional profi-

o ciency for the tasks required.

;’ 3. In all matters relating to the audit work, the
‘ ‘ : audit organization and the individtal auditors
shall maintain an independent attitude.

- & : 4. Dye professional care is to be used in conducting

the audit and in preparing related reportgs
1

EXAMINATION ‘AND EVALUATION STANDARDS

1. Work is to be adequately planned.
2 H ’ s
) 2. Assistants are to be properly supervised.
3. A review is to be made of compliance with legal
and regulatory requirements.

4. An evaluation is to be made of the §ystem of internal
control to assess the extent it can™be relied upon to
, s ensure accurate informatipn, to ensure compliance
: . : with laws and regulations, and to provide for efficient
- and cffective operations.

5. sufficient, compstent, and relevant evidence is to be
obtained to"afford a reasonable basis for the auditoi's
opinions, judgements, conclusions, and recommendations.

Adapted from Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, comptroller General of the
United States, January 15, 1974,

Page 1 of 3
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FIGURE C-1

STANDARDS -

1.

I
Written audit reports are to be submitted to the
appropriate officials of the organizations re-
quiring or arranging for the audits. Copies of
the reports should be sent to other officials

who may be responsible for taking action on audit
findings and recommendations and tc others re-
sponsible or authorized to receive such reports.
Unless restricted by law or regulations, copies -
may also be made available for public inspection.

Reports are to be issued on or before the dates
specified by law, regulation, or other arrangement
and, in any event, as promptly as possible so as ‘
to make the information available for timely use ¢ n

by management and by legislative officials if 8
appropriate. = ’ ¥

e & ©

Each report shall ) £

a. Be as conc1s é/; possiblé but, at .the "samew
time, clear: a complete enough to be under- N ‘ =
stood by the users. ° s

s N

b. Present factual matter accurately, completely,
and fairly.

c. Present findings and conclusions objectively
and in language as clear and simple as the ook
subject matter permits. ; |

@

R e i e

d. Include only factual information, findings, and

: conclusions that are adequately supported by -
enough evidence in the auditor's working papeyg
to demonstrate or prove, when called upon,: the
bases for the matters reported and their .correct= ,
ness and reasonableness. Detailed supporting

information should be included in the report to o
the extent necessary to make a convincing pre- g , ,
sentation, °

e. Include, when possible, the auditor's recommen-
dations for actions to effect improvements in
problem areas noted in his audit and to other- =~
wise make-improvements in operatigns. Informa-
tion on underlylng causes of problems reported
should be included to assist in. implefienting or E
devising corrective actions.

£. Place primary emphasis on improvement rather than Lo
on ¢riticism of the past; critical comments should
be presented in balanced perspective, recognizing
any unusual difficulties or circumstances faced o
by the operating officials concerned. : s

Page'2 of 3




FIGURE c-1 .

- . el
Identify and explain issues and guestions

" needing further study and consideration by

the anditor or others. v
Include recognition of noteworthy accompllsh— S
ments, particularly when management improve-

ments in oneé program or activity may be appli=-

cable elsewhere.

£

Y
3

Include recognition of the views of responsible
officials .of the organization, program, function,
or activity audited on the auditor's findings,
conclusions, and recommendations. Except where
the possibility of crime or cther compelling
reason may require different treatment, the,
auditor's tentative findings and conclusions
should be reviewed with such officials. When
p0551b1e, without undue delay, their views should
be obtained in writing and objectively considered
and presented in preparing the final report.

Clearly explain the scope and objectives of
the audit. o

State whether any significant pertinent informa—
tion has been omitted because it is deemed pri-
vileged or confidential. The hature of such in-~
formation should be described, and the law or
other basis under which it is withheld should

be stated. ,

audit‘reportAcontaining financial reports shall:

Contain an expression of the auditor's opiniodn
as to whether the information in the financial
reports is presented fairly in accordance with
generally -accepted accountlng principles (or
with other spec¢ified aécounting prlrololes
appllcable to the organization, program, func-
tion, or activity audited), applyed on a- basis
consistent with that of the precedlng reporting
perlod. If the auditor cannot express an
oplnlon, the reasons therefor should be stated
in the audit report.

Contain appropriate supplementary explanatory
information about the contents of the financial
reports as may be necessary for full and informa-
-tive disclosure about the financial operations of
the organization, program, function, or activity
audited. Violations of legal or other regulatory
requirements, including instances of non-
compliance, and material changes in accounting
policies and procedures, along with their effect
on the financial reports, shall be explained in
the audit report.

900




A

e AT S g R

12
AGENCY AUDIT REPORT : . AT
AGELNCY - PHONRE NUMSER -
OHVINUMDI.R . . FULL TIME SVWORN PLHSONNEL GIVILIAN PLRSCNNCL f
7 » <
K Agency ticaa T itle . i 7 : )
! Name . Totle
PERSONS
INYERVIZWLD -
Namo Title
. CONDITION OF REGULATIONS AND PROCEDURES- o
D 0 . FDCLE : NCIC: :
MAIL PROBLEMS: (Desernive)
? 0
) 4
Cyﬂnl’.NT CORHECT ADDRESS IS
DOES THIS AGENCY HAVE ANY PROBLEMS OR COMIMENTS REGARDING: o
FCIC/CCH - ~ :
. [y
NCIC:
By
(4
B "
. . 3
Other Comments: . : //
CORRECTIVE ACTION REQUESTED
P |
,;" . J,
* ° R ¢ ’ 'i
2 S 1
a g
o
s}
4
i 5
oy D ¥
Attion Yehen:
- © "
: ) @ , i
< .
* o - N - = 5

0




. ‘ : 5

L o A
FIGURE Cc-2
- W ey s - L T A TR S T R e e i T T 3 TR
CHRRI'AVDIT: Are the Tugaing tequitermsnty Loing foliowed: Y {No {Descrvie)
[ ; . i

it
Adtion you took:
DILCUSS DISSLAMINAT 1O LIMITAYIGHS VT RLSFONSKILE SUPEAVISOR. Who 013 you tals sith: T
Aoy Viu'ovblnmn : )
GENLRAL COMMENTS:
1] Bty
l
it
g ’
i ,
it \ )
3 .
COMMENTS ON SECURITY.OF RECORGS FACILITY AND PROCEDURES
i
y
a

Page 2 of 2




R e ey © 3wy

N | FIGURE C-3 o . EERRER

AGENCY AUDIT R

Agency

Dote of Audit j Comncrts




/ 3
FIGURE C-4.

PRIVACY AND SECURITY AUDIT ELCZMENTS

W W

{7

o AUDIT TRAIL < AGENCY SFQUENCE
: ann-
Operating ~ Local -

Stiate Level Criminnl Justice !

State of Florida Criming

Jdueglice

AUDI'T TRAIL

IN FORMATION
AND :
DOCUMENTATION

Operating Documents

Federal-State Legislation/Statutes

=
»
(o]
o]
[e]

aFederal-State Regulations
: State Comprekensive C.J. Plans

Privagy and Security Plan

MM X ok X

“Privacy and Security Manual (OPT}
Security Plan x Ixixlx e
A

O X OO
>
=
>
%

Training Documents
A\ Managenment Implementation Plan
\ Standards for Access’

X O M X

i ' "\\ T Annual Privacy & Security Report

LN Written Policies, Procedures X

>
»
»
4

\ Internal Audit Procedures

B
o

b\ : Operating Policies X X

Sy Files and Records
3 Lisling of State C.J, Agencies
\ Catalogue of Non-C.J. Agoencies
Y Audit fample File
\\ Audit Reports

A Corrective Action Records

O 0 O % x % X

3
[\ Deficicncy Suspense File
\vecord of T/A

Minttes of GJIS Council

\ e )
Miriutes of Training Conference

010 |00 0|00 |00]|0

o]
»

Y
UserAgreements

>
C
o
[]
Q.

Let(cx\"s\ of Attcess File

e

KO O M M XX MM XXX

Cel\'lil‘i@:«ptes of Campliance
TermifikLogs

P

i Criminal History Indices

-
LR
E

Criminal History. Subject Files

~<
>
»
=

Juvenile Indices

N

E -

Juvenile Files x| x| Ix LEGEND

©o o 0
%X

YePrimary Source
OSecondary Source

>

" Seated Records Index X xioix

b
c
”
=<
=4
o

Seall Records 1ile




[

FIGURE C-4

State of Florida

AUDIT TRAIL
INFORMATION
AND
DOCUMENTATION

AUDIT TRAIL - AGENCY SEQUENCE

Non= '
Operating - Loeat <jCriminal . et
Stale Level Criminal Justice - Justice

Data Elements

Subject Name

State ID (FDCLEY)

FBI ID

Print Class

Spquence Number {(or OBTSH)
Local Subject Number
Docket Number

Corrections ID

ORI -

Event Incident Dates
Administrative Action Dates
Seal/Purge Coding

CHRI Destruction Date

Data Source Décumcnts
Fingerprint Cards
Photographs

- Offense Report“

Arrest Report

Complaint

Initial Disposition Report

Final Disposition Reports

Court Disposition Report
Dissemination Log. Ind. Record

Corrcections Disposition Repq-ts"

3
Al X XXX X X[ XXX X
x| lojojojojolo jojojojo ’ :
x| lojojojojololojojof ’
x| lolx {x{ |of
x| jolojojo oo |ololalojo0 ) ‘
0 xlo]ololo|olo]o]o 3
o|-| |x|ojd’lolo]o| [of |
o] ix lolo|x|ojo
ol Ixixlx! =l x| {x] . 2
) x{olo|o )
Ix o} g 0
x| |x]x x| x| |x .
x| |ojojojojojofoj0j00l0], '
. b

X X X 1X L
X X Txl x| A e

x x|

x| X

xlo X .
X x|x| |o X
X ofx}. X ’
of{ 1 lojol ix X LEGEND
X X X X=Primary Source SE
o x| o] % O=Sccondary Souracd




B

RN

S

. i =
FIGURE C-5

7

- CENTRAL REPQSITORY (FDCLE)

pdolt
Criminal
llistory
_Subject
*iln

Juvenile

ek
AUDIT TRAIL
FRUILITE RECORDS
Terminal Master
- Logs 1 - hane Ly
(Lf Approp.) Indices
Ieourity ) "
acdit L—b »
i
{
tail Sealed
Lﬂ Telethone L{ Record -
Entries Index
\g N
[
I
ix L "’ﬁ""-—;‘@gggv;

b4

Records

Sealec
Criminal
Record File

Dissemination
LogrIndividual
7 Record

T T
Disseninction
Log=rqeoncy |

fingerp:inn
Cards

rhoto

Initial
Digpositicy

. Final
Disposition
Reports

v

Oprating

Aaency

\ 4 .

‘ --J Inqniry‘rl D

Oissemination

"! Trail l

Locai~5tate
Iinguicy Log

£
.




" o Yo —————
(/] « r‘ X 3 . 2, N :
FIGURE C-6 - S
AUDIT TRAIL - OPERATING -AGENCY
SOURCE DOCIRMENTS
# . FACILITY : RECORDS FILES : . K
o Offense/
r— Incident
Reports )
4
" . ) ) . Arrast ’
S Cane, Case/ o Booking, '
| : | Terminal |e——p| (Chrono) [ -] | Incitient complaint -
: Index Files Documents -
- +- Corrections /)
W
a {
, . . Prosecution/pef
e i Onerating ’ Fingerjprint o
! lpxgency | security [P g I N | Cari, | Criminal
: i ] - i Justice
1 [ H - 8vyst
1 o P | Nane . | ’ xfoooystem e
) i {Alpha) - ‘1 Subject o Actions -
; . . Indices | File
. b o
a ’ - . i Photosraph
B - 7
L
~ 5 . s ‘ ‘Other
¢ Criminal
L . Sealed 1 Sealed —] Initial _—b‘ Justice
: N X Records File Dispocition N
Index . o -
. . : . O } ivide
e - : Eisseminatiog Initial "L SRR S ;d‘\:;d\.al
f Log-Individua 3 pissemination v \72
: : \ Recor ] u Nz
. . . I e 1 criminal
< ’ Justice
4 ) et Ppissemination
Control
=TGR







7
4






