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STATEMENT OF IMPACT

Any tEAA~subgrantee contemplating the design, development, operation, or
maintenance of any information system containing sensitive and identifiable
criminal case histories which comes under the purview of Title 28, Chapter I,

Part 20 of the Federal Register; South Dakota Compiled Laws; the Administrative

Rules promulgated by the South Dakota Attoxrney General; or the State Privacy
and Security Plan shall assure that individual(s) having primary responsibility

‘for such a system shall be cognizant of the requirements of the Privacy

Protection Act of 1976. Otherwise, the LEAA subgrantee shall take all actions
necessary to ensure that the information system is designed, developed, imple-
mented; and operated in confoymance with the Federal Prlvacy and Security
Regulations stated above. :
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TO THE CITIZENS OF SOUTH DAKOTA:

The number of adult criminal arrests as well as the relative
number of adult criminal offenders has continued on the incline
over the past several years in South Dakota. The accompanying
number of criminal case file requests, responses, records, and
updates have also evidenced a sharp increase. But, new and more
stringent requirements (Federal Privacy and Securlty Regulations -
‘Title 28, Chapter I, Part 20 of the Federal Register) have been
placed on system resources in meeting these information needs

~as they relate’ to criminal history record data. Largely because

of these, factors, the development of a Privacy and Security Plan
for South Dakota was deemed necessary to clarify and address these
requirements in a comprehensive manner.

While South Dakota has already made considerable progress in
ensuring the security and privacy of criminal history rccord
information, this document can hopefully serve as a valuable
resource tool for state and local criminal justice agencies in
the voluntary development of operational procedures to provide
additional guarantees against the misuse of this information.
While it remains the underlying purpose of the State Plan to
carry out the rules and regulations issued by the Department of
Justice, this document recognizes the fact that in many instances
we have already gone beyond the minimum provisions outlined in
the federal regulations (i.e. passage of the state statutes,
promulgation of administrative rules, etc.).

It is essential then that criminal justice practitioners and
citizens alike renew their commitment to guaranteeing the
confidentiality of sensitive criminal history recerd information.
By so doing, the deliberate or unintentional misuse of information
which chronicles,a private person's contact(s) with the criminal
justice system caa be prevented to the maximum extent possible.
Hopefully, the South Dakota Privacy and Security Plan represents

a significant step toward accomplishing that end.

Sincerely,

QESHN‘£Qj§ Cl.<€;¥5SL&;JN\

- Donald C. Dahlin,
Chairman
Criminal Justice Commission

DCD/BLW: ck1
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I. BACKGROUND P S , -
The criminal history record (illustrated in Exhibits I-A & B on the following |
two pages) is an integral part of America's criminal justice system. The

criminal history record chronicles each contact that an individual has with the
criminal justice process by documenting such events as arrests, disposiﬁions,
sentences, and correctional commitments The criminal history record in the

United States is "the informational thread that weaves together the. functlons

performed by law enforcement, prosecutors, defense, courts, correctlons,
probation and parole." o B

A record is initially established when an individual is arrested for the first _
time. Entries concerning charges, dispositions, and sentences are made as the
individual is processed through the criminal justice system. If an individual ¥
is arrested more than once, additional entries are appended to the same record. o

The possible forms of the criminal history record are as complex as the criminal
process itself. After an individual is arrested, the charge may be dismissed,
plea bargaining may result in a lesser charge, or the defendant may be tried

and found innocent. If found guilty, the offender may be incarcerated, placed

on probation, fined, receive a suspended sentence, or receive a deferred R
sentence. According to Crime in the United States -1974, 8l perxcent of those’
arrested in 1974 were subsequently tried in the courts. Further, 75 percent

of those tried were found guilty, either of the .same or lesser charge; 45.2
percent of those focund guilty were incarcerated; 41.4 percent were placed :
on probation; 6 percent were fined; and 7.4 percent received "other" dispositions.

A criminal history record, if ccmplete, will contain an 1nd1v1dua1's entlre

criminal past, describing the consequence of every arrest.

The FBI, as part of its "Careers in Crime" program conducted an analysis of
207,748 records in its Computerized Criminal Hlsfory (CCH). file, and found ;
that 34.8 percent of the records contained a single arrest, 18.1 percent o °
contained two arrests, 10.9 percent contained three. arrests, and 36.2 percent
contained four or more arrests. The "average" record reported four arrests
over a period of five years. ' ‘ ¢

Prior to this study, there was no eg tlmate of the number of crlmlnal hlstory
regords that exist in the United ‘States. The FBI has 21.4 million. ‘In.
addition, most states maintain separaté files -in central rep031tor1es.

Further, local criminal justice agencies often maintain criminal history files

of their own. Since a total of 57,575 criminal justice agencies have been
identified by the Law Enforcement Assistance Administraion, the number of
crlmlnal history records is potentially very large. : ) R

In 1975, the United States maintained ovér 195 million c¢riminal history
records at state and local lewvels. These records, stored in manidal,

automated, or electro-mechanical form, were in addition to the 21.4 million
records in the files of the Federal Burepu of Investigation. South Dakota
alone presently maintains 90, 000 crlmlnal history record files in the state
repository at the ‘Division of C:lmlnal Investlgatlon in Plerre.
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UNITED STATES DEPARTMENT OF JUSTICE

FEDERAL BUREAU OF INVESTIGATION
IDENTIFICATION DIVISION Ty
WASHINGTON, D.C. 20537 o '
FICTITIOUS RECORD ' ‘

n0o0 D00 X

The fb"owing FBl record, NUMBER ,’ it furnished FOR OFFICIAL USE ONLY.

' Information shown on this Identification Record represents data furnished FBI by fingerprint contributors.
. WHERE DISPCSITION IS NOT SHOWN CR FURTHER EXPLANATION OF CHARGE OR DISPOSITICN IS

. o EEAT O o B . \“,\4 - i

DESIRED, COMMU\HCATE WITH AGENCY CONTRIBUTING THOSE FINGERPRINTS.
‘_“’F:‘JGRL?{':;‘,’,?.‘?F NAME AND NUMBER AR Ok CHARGE BIS?(AQ;';TION ,
50 Clanton AL John Doe 3-9-65 susp rel
A-Q00 :

o ‘50 Clanton AL John J. Doe 6-11-65 vag rel
| E A~000
'@ | 80 Clanton AL | John J. Joe 9-18-65 intox $25 or 25
i . A-000 das; pd
@ | PD Montgoméry Joseph Doe 6-11-66 forg
] AL CC-000
‘@ | St Bd of Corr John Joseph '10~18-66 forg 2nd deg 2 yrs & 1
! Ul'lontgome 'y AL Doe C-00000 : : day par -
6-15-67
k N St Bd of Corr Joseph John = |returned PV (forg 2nd to serve
: E Montgomery AL Dee C-00000 9-5-67 deg) : un-expired
- term of 2
S yrs & 1
//’a A day
— ’PD Montgomery John Doe 2~-20-68 burg & TOT St Bd
E AL A-0000 escaypee of Corr
Montgomery
3 AL
s St B4 of Corr Jonn J. Doe returned - burg & 2 yrs
( ; ~ Montgomery AL C-00000 - |2-21-68 escapee :
i) UsM ; John J. Doe  |[10-~14-70 ITSMV
-gw | Jacksonville 00--C
o usp John . Jogeph 11-15~70 ITSMV 18 mos
E - Lewisburg PA Doe 00-NE par 8-1-71
a Exhibit I—A. A Sample Manual Criminal History Record
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,“’QDAT.E Q7=02=76 vreron oSTATE UF v Yg

70 R¥. R TRANS NO 0uCPS
TIME 1335 DIVISION OF CRInIvAL JUSTILE vazcrs PAGE
- BANY, nEw VORK  1320A B & REBOTTY
RUM NO 9996 , DOB  (7=ih=31
CONFIDEXTIAL TOg ALTHDRIZED AGENCY RAC  MWHITE
-ﬂunﬂwuu‘mm---uu-nu-;-bun‘-—-n--unnﬂvw B o g§¥ gﬁlﬁg .
i! NAHE  SA4PLE ) SAY {1 NYSIO 56791864 | SO 131~?g;§§26
- CAUTION = IDENTIFICATIQN NOT BASED ON FINGERP;INT coggxﬂlséh
. |  NAMES USED HY SURJECLT '
Bepuoiescuoe SRR At o
JoHN§oﬁ,skaEL Hebh .
ii« , = = = = = SUMMARY OF NYS CRIMINAL HISTORY INFORSATION = = w = =
 DATE | CHARGES | | . DISPOSITINA
5-28=69 L D FEL DANG INST/INT USE ILL 2ND OFF  06=01=69 ststsen
, PL D FEL ROBBERy=3IRD 06e23mp9 4 YEAR s
LH6=07=71 FEL ASLT 04e10=71 PROB 3 YRS
‘ LL E FEL CHARGE CLASS E FEL LIEN LAS ‘
v BL 0 EEL BURGLARY=3RD
. PL D FEL BURGLARY«3R -
g < ¢ € € < < ¢ CRINMIVAL HISTORY > > > > > > > |
' O‘Ragg;“-‘“.’w”a?‘wnm-nn‘Z;EE§;¢E;Z§EE§-.---‘.‘GT--.‘m-‘5-§;6§;?55Ra:a~“-‘-~““' -
g&i IREGRVARIOE | » | céaeecvxoms DA?A e
Ng JERSEY j2A=31a] POSS STLN PROP {R2A=3ie PR3 ? TBN PROP
j | ozsmxssgn O0R ACBY 13 :
RREST DATE 28=94e RRE
i?ea 15,1958 2A=94=1 To LS
s 2A=90e1 ABB CONY PLEA GUILTY Z80VEOFFENSE
ARREST AGENC ~ |
NEW BRUNSWICK BD i ‘ GOURT o REPORTED
| FINErs10/40, DA 1
| | AEhbledex” ca”axﬂse
| <DISPOSITION® = -
E EA-QO-% , Aga.-,
- CoNVICTED "
.v GOURT NOT REPORTED
g ENT; 1 YEAR
R : E:RCDRRECTION DATA »  ©
I! ; | | M%DB%_%%X €0, KNRSE 15&3452A |
REAsoNs UNKNGNN .
Eg AL L il es 5 GLASS D FEL 5°!3P2§§73°g’§
E 1L D gFF M L .
cg % PL 3§N$ =65, o0 1;”3;LIN;L‘:S ; FELN 0 o?@ IN?? A InA?@N xND HEAQING
| g? HoNT. nE isﬂ; ) . B | =
!ENMHDENHAL - | y Fm:?umm T
E yrpetion a,'.“':;““"”mpsm""ﬁ”"""’ ""m'.'&u'*'"' bese DCIS - 5 (4/79) Summary Cave Wistory  Commindner
a » Exhibit I-=B. A Samplej Cicmputerized (,r:Lm:Lnal Hlstory Record
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Since 1969, the United States has been developing a cimputerized system

- for the interstate exchange of criminal histories. At present, research

reveals that 28 states have computerized name indexes and 17 have computerlzed

at least some of their records. Overall, of the 28.5 million criminal histories

maintained at the state level, 3.9 million have been computerized.

Criminal history records have heen maintained in the United States since before
the tuxn of the century. Common practice has been to maintain a record
indefinitely, regardless of whether the individual ever comes into contact with

. the criminal justice system again, or even whether he is alive. Consequently

a large number of records are no longer active. Some indication of the
proportion of inactive files can be gained from a recent experience in the state
of Minnesota where the criminal history files were purged in preparation for
development of a computerized criminal hlstory (CCH) system. The purge criterxia
were the elimination of: ‘

- all records of individuals over 75

~ all records of individuals who had had no contact with the criminal
justice system fpr ten years or more

- all records for which the dispositions after arrest were unknown

Using these purge criteria, the Minnesota criminal history file was reduced

from 300,000 to 100,000 recoxrds, a two-thirds reduction.

Using 1974 FBI data, it was calculated that only 12 million records would be
required nationally to account for the number of first time and repeat adult

“"criminal offenders.  This is approximately one-sixteerth the numher presently
‘being kept. R

Whether active or inactive, criminal histories are often incomplete. The FBI,
for example, has reported that an examinaticn of 835,000 charges revealed that
dispo@ition data had not been received on over 372,000 (45%). The problem of
incompleteness is. more severe at the state and local levels where agencies do
not possess the extensive data collection capabilities of the FBI.

The criminal history record is used for a wide wariety of purposes. Among these

-are prearrest investigations by law enforcement officers and prosecutors; arrest

and bail release decisions; plea bargaining, court case preparation, and witness
verification; juror qualification, witness verification, and sentencing; and
post-trial corrections and probation/parole activities such as estimating the
likehood of -escape and violence.

Nationally, criminal histories are also used for such non-criminal justice
purposes as making security checks and verifying license applications. (Nevada,

for example, requires that &ll persons employed in the gambllng industry undergo a
crimindl history check.)

Based upon the results of the FBI research, only one~-third of the operational
criminal justice agencies in the United States need criminal history information
to conduct primary criminal justice functions. More importantly, only local
police.and local corrections have immediate, real-time requirements to obtain

this information. Local law enforcement alone accounted for 80% of all requests
for criminal histories in 1975.

-
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Files maintained by local police served as the source for 70 percent

of criminal history requests. This data suggests that local law enforcement
is serving as a secondary source for information -- independent of the centrallzed

‘state and federal files.

The existence of redundant, unmanageable criminal history files'and the multiple
ways to request this information enlarges the problem. .Today, wheh local
criminal justice practitioners obtain criminal history records to make
decisions, 30 percent of those records are missing requlred data.” Moreover,
10% of these records have erxroneous data contained in them. -

If the state repository record is considered the master criminal history record,
two factors contribute to inaccuracy and 1ncompleteness at that level. Fixst,

.30 percent of- the states do not have mandatory reporting requirements.

Secondly, in many of those states with mandatory reporting, reporting t1me~frames
as well as compliance are difficult to enforce. Nevertheless, arrests in

1975 generated 19 million input transactions to the criminal history system.
(Input transactions are reporting of intermediate events and final dispositions).

The number of adult criminal arrests as well as the relative number of adult
criminal offenders is expected to increase through 1985. One can expect the.
number of requests, responses, recoxrds and updates to increase also. New
requirements will continue to bhe placed on system resources.

To determine what the system will look like in 1980 and 1985, projections _
were made by the FBI. Based upon these projections, the number of requests
for criminal history will increase 22 percent by 1980 and 37 percent by 1985.

The number of input transactions will also increase. The 19 million event~

‘reportings in 1975 is projected to increase to an average of 23.5 million by

1980 and 27 million by 1985.

Because of these and numerous other factors,“the necessity of developing

guidelines for the complete and accurate collection of criminal case histories

on a timely basis to a central receiving point was reCOgnized. It was felt

that if the federal govermment could assume the lead role in attempting to
address the problems associated with the collection, storage, and dissemination
of criminal history record information that many of these problems could

be mediated. This rationale proved to be the impetus for the promulgation of
the Federal Privacy and Security Regulations which is the subject of >g .
discussion in subsequent sections of the South Dakota Privacy and Securlty\Plan.
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'II. PURPOSE - OBJECTIVES OF THE PLAN

On May 20, 1975, the United States Department of Justice issued rules and
regulations governing data contained in criminal justice information systems
(see Attachment A). These regulations called for each state to prepare a
state plan. The purpose of the plan was to ensure the development of
operational procedures necessary to guarantee the security and privacy of
criminal history record information in systems funded by LEAA. But, more
importantly, it is hoped that this plan will also serve as a resource document
for all state and local operational agenc1es to ensure the confldentlallty of

« identifiable c¢riminal case histories.

All state and local agencies awarded LEAA monies after July 1, 1973, in whole

or in part for manual or automated systems which collect, store, or disseminate
criminal history record information are subject to the federal regulations (refer
to Attachment A). These regulations do not apply to agencies which have received
LEAA funds for general purposes other than for the collectlon, storage, or
dlssemlnatlon of criminal case histories.

The chart on the following page indicates the factors which govern the impact
of the regulations and the consequent procedures required of criminal justice
agencies in South Dakota. To use the chart simply find the column (1 through
13) that corrpctly indicates the combination of applicability criteria that
characterizes your agency. Then read down the column to find out which of

the optional prncedures are required of your agency. For example, if your
agency is LEAA ~ funded for maintenance of a criminal history record 1nformat10n
system, but neither receives records from other agencies nor disseminates
recoxrds to other agencies or individuals, you would select column 9. If your
agency does disseminate these records to other agencies or individuals, you
would select either column 12 or 13. Once you have selected the correct column,

‘simply read down the column to find which of the operational procedures

(lower left column) are required by your agency ("x" indicates that the particular
procedure is requlred) For example, if column 12 or 13 characterizes youx
agency (which is in fact the case with the central repository in South Dakota),

“then all of the llsted operational procedures are required.

The following LEAA block grant applications were funded in South Dakota which
sexrve to bind the state to the federal privacy and security regulations:

Fiscal Yr. Project Title Project Sponsor Federal Funds Awarded
1973 Digital Message Switches (St. wide)DCI $ 30,176.00
1973 High Speed Line Printer DCI $ 9,375.00
1974 -~ State Teletype Operations - DCI $115,230,27
1974 Improving Message Switches BCI : $ 6,300.00
1975 State Teletype Operations DpCI $ 99,749.00
1975 State Teletype Operations DCI $125,000.00
1975 Career Criminal Index : A.G.'s Office S 9,962.43
1976 Microwave Frequency Counter DCI ‘ $ 5,100.00
1977 . State Teletype Operations DCI $100,000.00
' : ‘ TOTAL $500,892.70

It is important to remember that the federal regulations apply enly to criminal
hlggq;“/kecord information. The definition presented in the regulations states
tha A

“criminal history record informaticn"'means information collected by criminal

- justice agencies on individuals consisting of identifiable descriptions and

notations of arrests, detentions, indictments, 1nformatlons, or othéxr formal
criminal charges, and any disposition arising therefrom, ‘sentencing, correctional

6-;
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supervision, and release. The term does not include identification information
such as fingerprint records ox photographs to the extent that such information -
does not indicate involvement of the individual in the criminal justice system." .

The regulations were written with the intent of covering collections of records
containing historical references to identifiable person's involvement with
criminal justice agencies. Such a collection of records would have (potentially)
a listing of more than one event (e.g. a listing of all arrests). This file
would also be accessible by the name of the person, so that an inguiry by name

could produce a listing of many or all actions taken relating to the subject o

by criminal Justlce agencies.

Two tests are created to determine whether or not any particular collection of

records is criminal history record information. Essentially, to qualify for

inclusion in the definition, the individual records assembled must contain both
(1) identification data sufficient to identify the subject of the record and
(2) notations regarding any formal criminal justice transactlons involving the
identified individual.

The federal privacy and security regulations apply primarily to traditional -
"rap sheet" record systems, however, many other flles or record systems
criminal hlstory rrcord information (e.g. prosecutor files 1ndlcat1n§\Ehe
convictions or arrests relatlng to an individual; accumulations of presentence
or probation reports containing information omn prior criminal 1nvolvement, etay)

The definition of criminal history record information does not include
intelligence or investigation information. Thus, the regulations do not apply

- to such infomation as suspected criminal activity, associates,. "hangouts",

© = -Court records of public judicial proceedings.

'

financial information or ownership of property or vehicles. Even if "South
Dakota were to develop such an information system, the information derived
from an offender - based transaction statistics (OBTS/CCH) system should
not reveal the identity of individuals.

The regulations specifically exclude certain types of information that might
otherwise be included within the definition of criminal history record 1nformatlon.
These specific exclusions include information contalned in:

~ Posters, announcements, or lists for Jdentlfylng or apprehendlng fugitives
or wanted persons.

- Original recoxrds of entry such as police blotters maintained by criminal
justice agencies, compiled chronologically and required by law or long-
standing custom to be made public, if such records are accessed solely on
a chronologlcal basis. :

“

-~ Published court or’adminietrative opinions;

- Publie judicial, administrative orlegislative proceedings.

- Records of traffic offenses maintained by‘State,departments of
transportation, motoxr vehicles or the equivalent thereof for the
purposes of regulating the issuance, suspension, revocation, or

rénewal of driver's, pilot's or other operators' licenses.

- Announcements of executive clemency.

7.
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. "QPERATIONAL PROCEDURES REQUIRED:

N§§

Exhibit 11-a. APPLICABILITY AND IMPACT OF REGULATIONS

' Find the column that characterizes your agency in
terms of the four applicability criteria, then rcad
down the column to find the impact of the regulations.

Possible Combinations of Applicabiiity Criteria

“APPLICABILITY
CRITERIA: Jilz|3{4]s|e6|7|s]|s]| 10| 11] 12] 13

Received LEAA ;
Funds for CHRI - No |No [No [No {No |No [No {Yes|Yes|Yes|Yes]|Yes|Yes

Collects/ »
Maintains CHRI No |YesiYesiNo [Ye¢s|Yes|No |No |Yes|No [Yes|Yes|Yes
‘Disseminates o ' ;
CHRI - {No {No Ygs No |No |Yes|Yes|No [No |{Yes|No |Yes]Yes
Receives . ' ‘ |
CHRI No |[No {No {Yes{Yes|Yes|{Yes|Yes|No |Yes|Yes|{No | Yes
i : \ iy 7 —— -

Totally Required to

Unaffected Comply Only As

By Regula- Specified in

tions CHRI Use Agree-

ments v | v v ] V

»
o

Required to submit certification X
Completeness (Disposition Reporting) ’
Query before dissemination
Accuracy--~quality control and audit X X
Prepare procedures/agreements limiting '
 diss emination

Maintain dissemination logs
Technical*provisions limiting access
Controls% approval of computer operations
Physical‘security/protection :
+ Individual right of access X

>

o

ey
R

P

MNP MM b MM
bbb MK b MM X

P8R
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The table on the following page shows the extent of covérage of some typical
record systems (Exhibit II-B). It should be emphasized that the procedures
required in the event a particular system qualifies for inclusion will vary,
depending primarily on the extent of dissemination.

Although "dissemination" is a key concept in the federal regulatlons, the 4/
regulations do not define the term. However, it can be interpreted to apply “to
the release or transmigsion of criminal history record information by an
agency to another agency or individual. Intra-office use of the information
by the agency maintaining the records does not constitute dissemination for
purposes of the regulations. ~ Further, reporting the occurrence of and the
circumstances of a criminal justice transaction is not dissemination (i.e.

reporting of an arrest/disposition +to the state or FBI repository.) olmllarly'

reporting data on-a particular criminal charge to another criminal justice

agency so as to permit the initiation of subsequent criminal justice proceedings

is not considered to be dissemination. For example, police departments pay
deliver arrest reports to a prosecutor as part of the documentation required
for prosecutorial action. Because of the "subject-in-process" nature of these
uses of records, there will be no possibility that a transaction has occurred
that is unknown to the agency transmitting the record. Hence, such
transinissions need not be considered disseminations. v :

In summary, it is the purpose of this plan to carry out the rules and regulations
as set out by the Department of Justice and explained by the Law Enforcement
Assistance Administration, to assure that criminal history record information
wherever it appears is collected, stored, and disseminated in a manner to
insure the completeness, integrity, accuracy, and security of such--information
and to protect individuals' privacy pertaining to these records. Too often

in the past, prospective employers, vengeful individuals, etc., have tried to
launch a "general fishing expedition" into a person's private life. Therefore,
it is the intent of this plan to provide a model for state and local‘’criminal
justice agencies in South Dakota for guaranteeing the confidentiality of
sensitive criminal history recorxrd information and thereby helplng to prevent
‘the deliberate and malicious misuse of information which décuments an
individual's contact(s) with the criminal justice system.
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Exhibit II-B.
COVERAGE OF THE PRIVACY AND SECURITY REGULATIONS

. . s i wo ) S N r «
R B R W
| ,

EXAMPLE OF THE EXTENT OF

: /)‘-; o ‘e . ‘M . o " " i" !

Type of
Record Systemn

Featureé

Coveiage

Subject-in-process

' Crime incident file

Field interview file

Local ordinance violations

Intelligence files

Alphabetical indexes to
police case files

M. O. fileg

Court case files

State Judicial Information
System S o

Court calendaring T

Alpha-indexed appellate
decigions

S \1

;
\

Intra-Jurisdictional scope, multiple agency

- input, témporary storage, multi-agency access

Time, place, characteristice of event
Citizen interview by police officer

Arrests/detentions for vagrancy, traffic,
disorderly conduct, etec.

Investigative observations, associations
Name vs, case number

Data on all persons arrested/convicted

for a particular offense
. D]

State vs, , filed chronologxcally'

or by a,lphabein.cal 1ndex

i, t

Data on case flow and defendant flow, court

" management mtormatlon, court statistics, may

algo include CCH cj:y"“p“\unent or link to CCH

Scheduled dates of actmkxe, names of
participants (excludmg r ferences to
arrestq or dispositions

Couzt opinions of pubh&udlcml proceedmgs‘

N

Yes

No; if arrestee not
mdlca,tv!zl

No, unless also uséed to
record detention/arrests

Yes

No, (only any CHRI
contained therein)

Yes
2

Yes, (need not be complete
if only used internally)

No
’ 8]
W,
No - B |
N
gl
) N
No
_\\\\;\

No )

IR
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III. APPROACH TO ACHIEVING OBRJECTIVES
Seétion 524(b) of the Omnibus Crime Control and Safe Streets Act States:

“{p) All criminal history information collected,
gtoreG, or disseminated through support under
this t%tle shall contain, to the maximum extent
feasible, disposition as well as arrest data
where arrest data is included therein. The
collection, storage, and dissemination of such
information shall take place under procedures
reasonably designed to insure that all such
information is kept current therein; the
Administration shall assure that the security
and privacy of all information is adequately
provided for and that information shall only

be used for law enforcement and criminal justice
and other lawful purposes. In addition, an
individual who believes that criminal history
information concerning him contained in an
automated system is inaccurate, incomplete, or
maintained in violation of this title, shall,
upon satisfactory verification of his identity,
be entitled to review such information and to
obtain a copy of it for the purpose of challenge
or correction."

To implement this provision, the regulations provide that each state
plan must set forth operational procedures on: (4) completeness and
accuracy, (b) limitations on dissemination, (c) general policies on

use and dissemination (relating to non-criminal justice purposes),

(d) jugenile records, (e) audit, (f) security, and (g) access and review.

Therefore;”this section of the South Dakota Privacy and Security Plan

~includes a brief discussion of the objectives as part of the federal privacy

and security requirements along with the operational procedures and actions
required. Progress made in the state to satisfy the requirements will be
noted. Any shortcoming or significant veids which exist in South Dakota

to adequately satisfy the provisions of the federal regulations will be
outlined in a subsequent section (Section IV: Schedule of Major Milestones).

%. Completeness and Accuracy

The federal regulations state that each plan is to set forth
procedures to insure that criminal history record information

is complete and accurate. "Complete" means, in general, that
. arrest records should show all subsequent dispositions as the
case moves through the various segments of the criminal justice
system. The approach of the regulations !is that complete records
should be maintained at a central state repository, and the
minimum completaness requirements included in the regulations

are made applicable to records maintained at such central
repositories. "Accurate" means containing no erroneous information
of a material nature. The regulations require operational
procedures to minimize the possibility of erroneous information
‘storage and a system for notification of prioxr re01p1ents when
erroneous information is discovered.

11.
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Chapter 2:02:02 of the Attorney General's Office Administrative
Rules ‘entitled Bureau of Criminal Statistics is devoted to ensuring.
the completeness and accuracy of records kept in the state registry.
These rules were promulgated on October 22, 1977, and retroactively
took effect on March 19, 1976 (Section 2:02:02). Section 2:02:01 .

of the Administrative Rules see Attachment C) speak to the need of
having error~free 1nformat1§n as part of the criminal case history
file. This particular provision requires that if arrest information
is to be a part of the file, information on the disgposition-of that

~arrest must also be included. Therefore, the state registry is making

every attempt to ensure that all criminal history record information
is kept current and that disposition data is included with arrest
data to the maximum extent feasible.

The system employed by the Division of Criminal Investigatidn is the _ .

Qi

logging method. A log is maintained which chronologically lists any -
criminal history record information which DCI is in receipt of. This
log is kept for a minimum of one year. In the event that erroneous
data has been found, this log is used to contact the sending or
receiving agencies in order to correct these errors. This log also
serves as an aid in notifying the affected individual (i.e. the.
subject of the criminal case history file). o

1.

Central State Repository

Cleariy, the most effective, efficient and economical way of
sdtisfying both of the complete and accurate requlrements is

,through the establishment of a central state repository to
“gerve all criminal justice agencies in the state, requiring

the prompt reporting of all dispositions to this repository, and
requiring all criminal justice agencies in the states to quexry the
repository before disseminating criminal history record information

to be sure the informatien is' the most current available. *?
Inquiries of a central state repository should be made prior ‘
to any dissemination except in those cases where time is of the essence
and the repository jis technically incapable of responding within

the necessary time period. N

Currently, South Dakota has a central state repository for the
collection, maintenance, and dissemination of criminal history
record information. The Division of Criminal Investigation
serves this function pursuant to Chapter 23-3, 23-5 and 23-6 of
the South Dakota Compiled Laws (refer to Attachment B). These
laws spell out the fagt that there is a central recordkeeping
system for criminal histories and that each criminal justice
agency in South Dakota is reguired to report all criminal justice
transactions to this central recerdkeeping system -~ the D1v1s10n
of Crimihal Investigation.

Also, included in the Administrative Rules promulgated by the
South Dakota Attorney Gensral is Section 2:02:02:03 External

_Audit Procedure. This section authorizes local and state criminal

justice agencies to make inquiries of the state registry on-.a
periodic basis to verify that the most current dispositional
data is being used. While it does not mandate that an inquiry be
made in every instance where criminal case histories are to .be

] g . k ’ ) If‘

%
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disseminated, it does permit such an inquiry to be made on a

regular basis by local operational agencies to ensure that the
state registry's files are kept up-to-date.

Reporting of Dispositions

Section 524{b) of the Safe Streets Act requires that dispositions
be included with arrests "to the maximum extent feasible." Thus,
the plan is required to set forth procedures designed to insure
reasonably prompt reporting of dispositions.  Since it is expected
that all states already have or will establish central state
repositories for the maintenance of complete criminal histories,
the regulations set minimum standards for reporting of dispositions
to these central repositories. As a minimun, the plan must
establish procedures to insure that all dispositions occurring
within the state are reported to the central state repository
within 90 days after occurrence for inclusion on arrest records
avallable for dissemination.

Again referring to Section 2:02:02:01 of the Bureau of Criminal
Statistics Administrative Rules, a provision of this section calls
for the timely reporting of criminal history information. This
particular provision satisfies the requiréments of the federal
regulations by stating that: "...the registry shall also include
information of any disposition in South Dakota which has occurred
in regard to the particular case and individual, w1th1n ninety
(90) days after the disposition has occurred.”

"Disposition” is defined to include the formal conclusion of each
stage of a case as it moves from arrest through the criminal justice
system. The term includes police dispositions such as decisions
not to refer charges; prosecutor dispositions such as elections not
to commence criminal proceedings or to indefinitely poe+pone them;
court digpositions such as convictions, dlsmlssals, ac_ lttals

and sentences; corrections dispositions such as paroles or releases
from supervision; and such other dispositicns as pardons or
executive clemency or state supreme court decisions reversing or
modifying earlier dispositions. To be "complete" under the
regulations, a criminal history record must include all dispositions
that have occurred in the case from arrest to final releage of the
individual from the cognizance of any segment of the criminal
justice system. fThus, an, effective disposition reporting system
must include provisions for reporting of dispositions by every
component of the system ~- police, prosecutors, courts and
corrections.

SDCL 23-6-4 permits the Director of the Bureau of Criminal Statistics
to compile all dispositional information from all segments of the

1Qgrim5nal justice system in South Dakota (refer to Attachment C).

/rhls provision serves the dual purpose of: 1.) Permitting the

L Attorney General's Office to present an acculate statistical picture

7

of the number and character of crimes in the state, the extent and
nature of the juvenile delinguency and the operations of the
agencies in each facet of the criminal justice system in the state
as well as 2.) requiring the disposition reporting from police,

13.
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courts, prosecutors, corrections, and other public agencies
serves to provide a mechanism for ensurlng that the dlsposltlon

© ~files include the most curxrent data. . . v c

1\

‘The federal regulations, in the interest of req»iranc the development

of a system which records all disposition,! mazdates that:the dlSpQSltiBn’
reporting system in each state should provide for the positive ~
identification of an individual through flngerprlnt identificatidn,
South Dakota Compiled Laws in Chapter 23-5 specifically add:ese’this%%
particular requirement (see Attachment B). SDCL 23-5-3 enables

~the Attorney General to procure .and file fingerprint impressions of

any persons who are in confinement in any correctional {institution
in the state. SDCL 23-5-8 requires the Warden of the South Dakota
State Penitentiary to furnish fingerprints, photographs, and

other identifying information of all inmates and transmit them '_ B 'g»

to the state registry.

SDCL 23-5-4 makes it the duty of all law enforcement officers in
the state to take fingerprints of all suspects after making the
arrest on forms designed by the Divigion of Criminal Investigation.

Once this has been done, the information is then forwaxded along - @%Q =

with any other discriptions to the state central reposw%ory in

Pierre for classification and filing. These records are simultanecusly
set by local agencies to the FBI in Washington, D.C. This séction.

of Chapter 23-5 also imposes penalties (i.e. upon’'misdemeanor

conviction, a fine of not more than $100 or confinement up to"

thirty days) for wiolation of thls section by any law enforcement
officer.

Promptness of Disposition Reporting

The regulations provide that, in states that have central state
repositories, dispositions occurring anywhere within the State
must be reported to the repository within 90 days after occurrence.
The regulatlons make this requirement applicable “to "all arrests
/ccurrlng subsequent to the effective date.of these regulations."

~/Thus, the 90-day limit is applicable only to arrests occurrlpg
- after June 19, 1975. Dispositions relating to arrests made prior .
‘to that date are not subiect to the limit even if the dispositions | s

occur after that date. Such dispositions are, however, bound to
be reported as promptly as possible under prevailing circumstances.
Moreover, even with respect to arrests that o¢cur after June 19, 1975,
the 90-day period should be considered a minimum requirement. Every
State plan according to the federal regulations should provide for’
the reporting of dispositions as promptly as/feas1ble considering
the existing state of development of criminal justice systems in tHe
state. : 7

('»
Under Chapter 2:02:04 General Reporting Requirements of the Bureau
of Criminal Statistics Administrative Rules, the federal¢”r1vacy
and security requirements are adequately satisfied. Section
2:02:04: 01 states that all agencies in the #pate required to report
criminal nistory record information to the state registry "shall :
submit the necessary information within ten working days" after O
the 1nformatlon has been made available /< gthe local or state <
criminal justice agency.  The rules pror.:igated by the Attorney -
General's Office are more restrictive ﬁﬁén the federal regulations

;\\./
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particularly with respect to reporting ¢riminal case histories

" to repeat offenders. Section 2:02:04:02 requires all agencies

to report criminal history record information within ‘forty-eight
hours if the information relates to persons who have been

arrested for their fourth time or if they have had two felony
convictions. Santion against noncompliance with the two

rules stated previously are spelled out in Section 2:02:04:03
entitled Consequences of Noncompliance. This rule states that
failure of any agency to report criminal history record
information in a timely manner will exempt them from receiving

‘any information from the state central repository or any assistance
from the director of DCI until all necessary information is completed
and forwarded to the state registry.

Query of Central Repository Before Dissemination

As was mentioned previously in the Central State Repository
section of this plan, the Attorney General's Office authorizes
inquiries of the state pegistry by all local and state criminal
justice agencies. This serves to ensure that the most accurate,
complete, and up-to-date information is enclosed in the c¢riminal
history file on the individual which the agency is requesting
information on. Sectioh 2:02:02:03 of the Administrative Rules
allow inquiries on a routine and periodic basis. They do not,
however, mandate that a query be made of the central repository
in every case where an agency is considering dissemination of
criminal history information. The Attorney General's Office does
nét have the statutory authority to order such an inquiry of

‘local agencies and it is doubtful whether he would want such

authority for practical reasons. It should be remembered that the
central state repository in South Dakota basically employs a

‘manual system. From the standpoint of the manpower necessary and

the technical capabilities requisite to enforcing such a rule,

DCI would be largely incapable of meeting many of the rapid access
needs of police and prosecutor offices in the state. The annual
report of the Division of Criminal Investigation indicates that
approximately 4,000 information requests are received yearly,

the vast majority of which are received from local law »
enforcement agencies. At present the central repository in

South Dakota can respond quickly enough for most criminal

justice agencies purposes. However, this would be severely
jeopardized if inquiries were made prior to all disseminations.

Therefore, the requirement that criminal case histories be kept
current as to dispositions is being accomplished "to the maintain
extent feasible." When the central state repository in South
Dakota resorts to a fully automated system, thereby upgrading

the level of its technical capabilitiess to sezrve all the

- information needs of all criminal and non-cfiminal~justice
" agencies, then DCI should be able to respond in a very reasonable

time for every query between and among all criminal justice agencies
in the state. "

5. S
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Limitations on Dissemination

"Digsemination" means transmission of criminal history record
information to individuals and agencies other than the criminal
justice agency which maintains the criminal history record
information. Dissemination includes confirmation of the existence
or nonexistence of a criminal history record, and thus such a
confirmation may not be communicated to anyone who would not be
eligible to receive the records themselves (i.e. prospective
employers, mass media, etc.)

Section 524 (b} of the Safe Streets Act requires that dlssemlnatlon
and use of criminal history record information be limited tc
"criminal justice and cther lawful purposes.” The regulatlons
require each state plan to contain operational procedures relating
to dissemination of nonconviction data for such non-criminal justice
purposes as licensing, employment checks, security clearances and
research. The regulations also require procedures for limiting
the dissemination of juvenile records for non-criminal Jjustice
purposes. It should be noted that the regulations place no

limits on dissemination of conviction data or data relating to
pending cases.

Since 1939, South Dakota has had a number of statutes which Erohlblt
the dissemination of criminal history record information to all

‘non-criminal justice agencies. The spirit of these laws is that criminal

justice agencies share information which is relevant to. the :
administration of criminal justice in the state. The statutes -
which address the topic of dissemination are as follows and can be
referenced in Attachment B of this document:

-= SDCL 23-5-7 Records for identification of prmsoners——
© Piling and preserv1ng in department: or 1nst1tutlon~—
Restrictions asto use. no

SDCL 23~5-8  Warden of penitentiary-éFurnishing of identification
‘ of immates -~ Transmission to division of criminal
investigation. : ‘

SDCL 23-6-9 Copy of available 1nformat10n —— Furnlshlng to law
enforcement agencies.

SDCL 23-6~14 Access to files and records of bureaus

Pursuant to SDCL 23-6-14 the Attorney General's Office promulgated
Administrative Rule 2:02:03:06 Specific Agencies Authorized Access
to Registry Information. This rule serves to clarify and amplify -
the intent of SDCL 23~6-14. The rule states that the director of
the central state repos;tory specifically authorizes access to
érlmlnal history information for official purposes only to the
fdﬂlowlng.

v

"l. The Governor of the State of South Dakota.’

2.. Criminal Justice Agencies for the Admlnistratlon
of Criminpal Justice.

3. Criminal Justice Agencies for the,purposevaf

a4 ; v - ecriminal justice agency employment.

o
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4. Federal agencies where required by federal
statute or federal executive order for security
clearance, employment or international travel.

5. Pursuant to court orders." = :

The flow diagram (Exhibit III-A) shown on the following page
illustrates the procedures and requirements which exist in
South Dakota with respect to the dissemination of criminal
history record information. The procedures provide for direct.

inquiry to the central repository by criminal justice agencies as

well as inquiry through another criminal justice agency.

.l.

Conviction Data and Pending Charges

The regulations place no limits on the dissemination of
conviction data, that is, information indicating that an
individual pleaded quilty or nolo contendere to criminal
charges or was convicted. Nor do they prohibit the

release of information concerning cases that are pending in
some stage of processing or prosecution. All such information
may be disseminated, both to criminal justice agencies and to
non~criminal justice recipients to the full extent that such
dissemination is not in wviolation of any state or local laws.

As stated in the previous section, South Dakota statute and
all pertinent administrative rules do not draw a distinction
between conviction and non-conviction data. The operational
procedures used by the Division of Criminal Investigation
limit dissemination of all criminal history records to
non-criminal justice agencies. In this respect, South Dakota
has taken the position of being much more restrictive than the
federal privacy and security guidelines.

Nonconviction Data

The only dissemination limits imposed by the regulations on
applicable agencies relate to "non-conviction data," defined
by Section 20.3(k) to include information disclosing that
(1) the police have elected not to refer a matter for
prosecution, (2) a prosesutor has elected not to commence

~criminal proceedings (3) proceedings have been indefinitely

postponed, (4) all dismissals (5) all acquittals, and

(6) arrest records without dispositions if a year has elapsed
and no conviction has resulted and no active prosecution is
pending. = The term thus includes, among others, the following

dispositions: "no paper", nolle prosequi, indefinitely postponed,

acquittal on the merits, acquittal due to insanity, acquittal
due to mental incompetence, charge dismissed, charge dismissed
due to insanity, charge dismissed due to mental incompetency,

dismissed ~-- civil action, and mistrial -- defendant discharged.

Where prosecution is deferred or postponed in order to divert
the defendant to a treatment alternative program, such a case

is still actively pending and the deferral disposition is not considered

non—convictionyggta until the charges are ultimately dismissed.
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EEXHIBIT
g PROCEDURES AND
’EEQM\"EEN\EM‘TS FOR
T DISSEMINATION
OF CRIMINAL CASE

 Request fox
g OF criminal

information
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(CHRI)

dissemination
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} HISTORY ReCORN
g/ NFORMATION

A

DCI performs
CHRI file
search and
records in-
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C=)

Access denied
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by non=crim-
inal justice
agency or

individual

STOP
(Prohibited by

SDCL 23-6-14)
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identity
verified
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conducts
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In order for a year~old arrest record with no recorded

~ disposition to he still under "active prosecution," the case
must be still actively in process, that is, the first step,
such as arraignment, must have been completed and the case
docketed for court trial. Where prosecution has been officially
defexrred to divert the defendant to a treatment alternative
program, such a deferral is a disposition and should be
entered on the record.

For those agencies or individuals who are not bound by the
fegderal requirements, it is advisable to develop user agreements,
(see Subsection 4 on User Agreements). While the criminal history
data in the state repository cannot be disseminated to anyone who
is not affiliated with a criminal justice agency, other state
agencies or local agencies may choose to adopt operational
procedures to permit the dissemination of non-conviction data.

It is recommended, however, that the agencies to which this
infoxmation is disseminated only include those which perform
criminal justice services for the "parent" agency. In other
words, individuals and agencies could be allowed to access
non~conviction data if it serves the needs of the criminal

justice agency.  However, the user agreement should be entered
into which specifically authorizes the access to the sensitive
data, limits the use of the data to the purpose stated in the
agreement, and insures the security and confidentiality of the
data which is consistent with state law and the federal regulations.
Such an agreement could permit private agencies such as private
criminal justice consulting firms to receive criminal case histories
where they perform a necessary administration of criminal justice.
This would also include private consulting firms which commonly
assist criminal justice agencies in information system and
development and operation on the local level.

The user agreement in this instance should express the purpose of
allowing dissemination only for the purposes of research,
evaluation, or other statistical activities. This would permit
any "good faith" researchers or private individuals to gain access
to cximinal history information for research purposes only without
violating the Splrlt of the South Dakota statute or the federal
regulations.,

It ig important to remember that in satisfyifig existing state
statute or in fulfilling the requirements of»fhe federal privacy
and security regulations,, only the outer limits of dissemination
are set. Any agencies in the state which have stricter requirements
are, of course, permitted to enforce such requirements. Neither

the Omnibus Crime Control Act nor the federal privacy and
confidentiality requirements mandate dlssemlnatlon.

0

3. Juvenile Records

Dissemination of juvenile records to non-criminal justice agencieg
is prohibited by the federal regulations except where the dissemination
takes place pursuant to (1) a good faith research agreement,
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(2) a contract to provide criminal justice services to the ,
disseminating: agency,; ot (3) a statute, c¢court order or rule 9
or court decision specifically authorizing juvenile record ’
dissemination.: The federal regulations clearly state that these
authorizations must expressly mention juvenile records; authorlty

to receive crlmlnal hlstory records will not sufflce.

Another important point about thls’sectlon of the federal regulations
concerns what the federal regulations do not say. This section of )
the regulations can only be strictly construed as nothing more than
a limitation on dissemination of juvenile records. It applies to
particular records only after there has been an adjudication that

a youth is delingquent or in need of supervision (or the equivalent).
The provisions: of the regulations concerning completeness and
accuracy, right of access for challenge, and other matters do not
apply to juvenile records. '

The state of South Dakota is already in full compllance with this
section of the regulations.: - Relevant sections of state statute
which address the dissemination of juvenile records are as follows
(can be found in Attachment B in their exact language):

1. sDCL 26-8-19.5 Police records of childreh taken into
temporary custody.

2. SDCL 26-8-19.6 Transmittal of flngerprlnts, photographs
or other information prohlblteq except on court
order. i .
3. SDCL 26-8-33 Records of court proceedings and social ¢
. studies and reports not open to public
inspection -~ Persons permitted to inspect.

4, SDCL 26-~8-34 . Court order required for publication or
o broadcasting names in news media.

5. SPCL 26~8-57.1 Sealing of records of adjudicatian.

User Agreements

The federal regulations require each state to ensure that the

dissemination of non-conviction data has been limited, "“whether
directly or through any intermediary,"™ only to criminal justice
agencies and specified categories of legally ~ authorized non-
criminal justice agencies and individuals. In the event that -
non-criminal justice agencies may be granted access to criminal
history record information by issuance of a court order or some

other legal means, it is advisable to develop a user agreement. c
This, agreement ensures that criminal justice agencies will themselves
comply with the limits of dissemination, and also that thesé limits
will be observed by non-wcriminal justice agencies or individuals to .
whom they disseminate records; that is, that secondary disseminations
will conform to the federal regulations and state statute. = - i
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In practice, this means that, whenever a criminal justice agency
subject to the regulations receives a request for a record that
includes non-conviction data (and only if the dissemination is
- authorized through some legal authorization), the agency must,
. ’ before releasing the record, determine that the requesting agency
BT \ or individual is (1) an eligible recipient and (2) aware of and
willing to satisfy the requirements limiting the use and dissemination
E‘ o . of criminal case histories. '

User agreements should specify the basis of eligibility, the
o o specific purroses for which the released records may be used, and
' should contin an acknowledgement by the recipient agency or
individual that the records are subject to limits or use and
dissemination set out in the federal regulations. The agreement
shoild outline the penalties and sanctions which may be imposed as
a ‘result of violation of the limits on dissemination. The
user agreement should expressly state that the user agency or
individual agrees to be bound by the terms of the federal regulations
~and appropriate state statute on a continuing basis with respect
‘to any criminal history record information recelved from any
agency within or outside of the state.

In developing the form for these agreements, state or local !
criminal justice agencies may wish to refer to Project SEARCH
Technical Memorandum No. 5, published in November of 1973, entitled,
“Perminal Users Agreements for CCH and Other Criminal Justice
Information."

5. Validation of Requestor's Authority

Before any di,ssemination of criminal case data takes place, all
disgeminating agencies should be certain that the:potential recipient ;
is an agency or .individual permitted to receive such information. i

If a potential recipient claims to be authorized to receive information :
pursuant to & statute, ordinance, executive oxder, or court order, S
rule or decision, and the disseminating agency (e.g. central S !
g repository) is not certain that the claimed basis is proper ;
authority for dissemination, it shbuld refuse to release the
information pending a cursory investigation. As in the case of ;
user agreements, discussed previously, criminal justice agencies §
may accept written or oral representations from requesting agencies ;
or individuals that their authority to receive criminal history o

- records has been reviewed and approved by the central state , i
a . repository. , L

The Division of Criminal Investigation in Pierre which serves as
the state central repository uses a less formalized means of ‘ o
identifying the potential data recipient. A coding system for !
each criminal justice agency in the state has been developed to .
identify the requestor's affiliation with a bonafide criminal
justice agency. DCI refuses to release the requegted information
to the potentla;\re01plent if his/her identity is in question, ;
A call-back procedure is utilized in those cases where the ' |
E : ; ~ reguestor's identity has not yet been confirmed. These two i

T
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simple yet effective procedures serve to verify the identity
of the requestor and help to ascertain their eligibility in

receiving sensitive and identifiable criminal history record
information.

6. Access by the Military

Section 504 of title 10 of the United States Code provides that

no person who has been convicted of a felony may enlist in the
~armed forces, except with special permission. Since implementation
of this statute requires armed forces recruiters to review only
conviction records, this statute is not adequate authority for

the dissemination of non-conviction data on the state or local

' . ©  level. Furkther, since the statute does not contain any specific
! : reference to juvenile records, it does not satisfy the requirements
of Section 20.21(d) and hence may not be relied upon as authority
for allowing military recruiters to access juvenile records.

The state registry in Pierre will allow dissemination of criminal

history recoxrd information only after the requestor has properly

! identified himself as a military recruiter and a written
dissemination request is f£illed out. The state registry will
then contact the person who is the subject of the information

. jacket and ascertain whether or not he/she is willing to sign

! a waiver for the transfer of the information to the military

recruiter. Only after these procedures have been closely

adhered to will the state registry make the requested information

available to the military recruiter,

C. Audits and Quality Control

The federal regulations call for two different forms of auditing.

The "systematic audit" is required for a repository as a means of
guaranteeing the completeness and accuracy of the records being
maintained. This audit is actually a quality control mechanism
which should be a part of the systems and procedures designed for -

a criminal history repository (either state or local). The "annual
audit" is an examination, usually by an outside agency, of the extent
to which the repository is tomplying with the regulations.

1. Systematic Audit ’%45,,

This process refers to the combination of systems and procedures

i employed to ensure completeness and to verify the accuracy of

=7 the records on file in the state registry. . Ideally, it would
be most beneficial to institute a delinquent dispeosition
monitoring systém. This system would be based on estimated.
expected arrival dates for final dispositions which would reflect -
anticipated processing times for each type of criminal ‘offense.
If an expected disposition is not received by the central
repository by the estimated due date, then the appropriate
contacts are automatically made to obtain the disposition
information.
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Because South Dakota makes ﬁée of a manual case File system,
the cost would be prohibitive of developing'a rather sophisticated
delinquent monitoring system. In lieu of a system of this type,

. the Director of the Divigion of Criminal Investigation is called

upon to select a representative sample of files and conduct ah

- audit of the files, The records are compared against the source

documents to determine if the data-handling procedures utilized
by the DCI are being followed correctly. The requirements
prescribed in the Bureau of Criminal Statistics Administrative
Rules Section 2:02:02:04 entitled Internal Audit Procedures
(refer to Attachment C of this document). N

Audit Trail and Dissemination ILogs

It is imperative that provisions be made to provide a clear and
specific audit trail for staff personnel in»the state registry
to ensure that a maximum level of system accuracy is maintained.
The audit trail covering input into the system should be followed
by records of transactions in disseminating data in the system

so that accountability can be maintained over the entire process
of collection, storage, and dissemination of criminal case ‘
histories. Logging is required for support of the audit process
and also as a means of correcting erroneous information.

" From an operational standpoint the regulati@ns require that

procedures be identified for maintaining a listing of the
agencies or individuals both in and outside the state to which
criminal offender record. information is released.

Section 2:02:02:05 of the Bureau of Criminal Statistics
Administrative Rules is entitled Records Required to Facilitate
Audit. For internal and external audit purposes, this rule statesg
that "the state registry will maintain records which show the

date on which the criminal case history information was received
by the state, if such information is disseminated to someone other
than a state, local, or federal repository, the date of the release
of such information and the identity of the person or agency to
whom it is released."

Annual Audit

The federal regulationg call for annual audits of those agencies
(i.e. the state registry) where the requirements apply to ensure
that adherence to the regulations are being made and that
appropriate records are being retained to facilitate these audits.
The regulations acknowledge that annual audits are probably cost
prohibitive. It also states that the audit of the state central
repository should be performed by another agency. In the case of
the state central repogitory in Pierre, the Attorney General will
possibly be responsible for designating staff of the Division of

~ Criminal Investigation or possibly representatives from another

state agency to ensure that the provisions of the regulations
are being upheld. 'The auditing team will inform the Attorney
General fully of its findings. The audit findings will also be
made available for LEAA inspection, upon request.

24.
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The annual audit should encompass all elements relative to

the adherence of the federal regul:iions. ‘Sampling procedures
have been developed (to include at a minimum 2% of the records
on file). The records at the central state repository will

be traced through internal update procedures back through

input processing to terminate at the source documents, Areas

to be reviewed will include, but not limited to: 1) record
accuracy; 2) completeness; 3) review of the effectiveness of the
systematic audit procedures; 4) examination of the evidence of

dissemination limitations; 5) security prOVlSlOnS, and 6) 1nd1v1duals

right of access and review.

Data elements required for an adequate audlt trail will 1nclude
the following:

1. Name (including any aliases), race, sex, date of birth
2. Fingerprint classification

3. Local identifier number, arrest report numbers, circuit/
magistrate court case (indictment) number, parole/probation
case number,; inmate number, state identifier number, and
NCIC number

4. Arrest disposition (e.g., xeleased, not charged), and
associated dates

5. Magistrate/circuit court disposition (e.g., bond status,
court action, final disposition, sentence), and associated
dates

6. Probation, parole, and corrections dispositions (e.g.,
beginning date of supervision or custody, location,-
termination), and associated dates

Securit

The regulations specify a number of requirements to ensure the
confidentiality and security of criminal case history data. These
requirements are set forth in general terms and are to be implémented
by security standards established by each state through regulations,
legislation, or internal agency operating procedures.  While it is
not necessary to delineate the details of these security policies,

it is necessary to describe the essential elements of the standards
and should describe how the state 1ntenda to 1mplement and enforce
them. :

This particular section of the regulations applies to both manual
and computerized record systems, although some requirements apply
only to computerized systems. Although a criminal fustlce agency

is ultimately responsible for compliance with the regulations, this can

be accomplished by review and approval of procedures developed by
another agency and monitoring the implementation of such procedures -
to assure compliance with the regulations. For example, the.
operational programs and procedures for computerized data processing

.

S
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required by Section 20.21(f) (3) may be developed and implemented
by a non-criminal justice agency operating a shared computer system
with a criminal justice component, provided the procedures are
approved by the participating criminal justice agencies and they are
afforded the right to monitor the operations of the system to assure
that the procedures are being properly implemented.

All agencies in South Dakota maintaining criminal history record
information should make these records safe from environmental and
phy51cal hazards. The following procedures apply to the Division,

of grlmlnal Investigation and Central Data Proce531ng but couid siso
be applied to any agencies covered by the federal privacy and security
regulations.

1. Physical Security

The central repository is located at the Division of Criminal
Investigation in a building one mile east of Pierre, South

Dakota. The building was constructed in 1971 in part with

LEAA funds and is solely dedicated for criminal justice purposes.
It currently houses in addition to the state registry, the State
Police Radio Center, the State Chemical Laboratory and the Criminal
Justice Training Center. This building is. open dally only during

regular working hours and is locked batween 6:00 pm and 6:00 am weekdays

and for the entire weekend. All main entrances to the building are
constantly monitored by close circuit teleVQSLOn by employees of the

State Police Radio Cenmter. Other entrancés to the building are the type

that automatically lock when entering or leaving. State
Police Radio has at least one employee on duty 24 hours a day
and seven days a week.

In addition, the Division of Criminal Investigation has drafted
operating procedures which govern the conduct of employees and
visitors to the facility.

Central Data Processing is located in the Department of
Transportation Building within the Capitol complex in Pilerre.

It occupies approximately 1/3 of the ground f£loor of this

building. The computer room has bullet proof plastic installed
over the inside and outside windows and combination locks on the
computer room entrances. This building is considered fireproof

and there are hand operated fire ‘extinguishers located in the
computer room and in the hallways. CDP has policies and regulations
on entrance and movement within the center. '

2. Computer Systems
The regulations set out in some detail the operaticonal procedures
that must be developed to protect computex systems against
unauthorized access. Compliance with these provisions of the
« regulations will require direct 1nvolvement and final decision-
making powers for criminal justice agencies in developing ‘policy

v
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governing the operation of a computer used to handle ¢riminal N
history record information. Where the computer is “owned" by/V
a criminal justice agency and the agency's staff is responsmkﬁe
for all operations, the reguired policy authority is presen%‘and
will be excercised directly. However, where the computer center

is managed by a non-criminal justice agency, such as a central 6"

data processing division that does not meet the test of Eﬁing a
criminal justice agency, the regulations require that opéfational
policies and procedures must be developed or approved by the
participating criminal justice agencies and such agencies must
have the right to audit, monitor and inspect the procedures to
assure that they are being implemented in a manner agreeable to -
them and in compliance with the regulations. Thus, it is possible
to satisfy the reqgulations with a system that is neither dedicated
nor under the direct control of a criminal justice agency, provided
the criminal justice agency users have the right and capability of
assuring that operational policies and procedures are adequate T
to achieve an acceptable level of security. This means that the
criminal justice agency or agencies so designated must be able to -~
inspect the operations and review procedures as well as have a
mechanism for 1n1t1at1ng action to change an unsatlefactory
operation.

\‘ - it
i :

It is readily acknowledged that the Division of Crbninex Investigation
presently does not have a computerized criminal history \ formation
system. However, in the event that a computer environment is
envisioned by the Division of Criminal Investigation or another

state or local agency, procedures should be outlined by that

criminal justice agency to ensure compliance with the federal
regulations in the operation of the computer.

Software and Hardware Designs

Again it is recognized that since the Division of Criminal
Investigation presently uses a manual system, the federal
requirements which relate to computerized systems are not
applicable. But, while the changeover to an automated system

has only received limited discussion, this section on computerized
systems is included to serve as a reference tool in the event that®
such a system-is resorted to. '

7

7
veffective and technology advanced software and hardware designs"
to prevent unauthorized access to criminal history record informatio

It is not useful or desirable to the implementing agency to attempt ? B
to define all of the technological design features which would =~ /-
achieve the objective of preventing unauthorized access. Rather, SR R
the agency Should describe the functions related to security which, i
w1ll be 2¢ﬁ1eved by the system design. ‘

/ ‘ - _
The regulationeﬁprovide that computerized systems must éploy J

-

Based on the present level of experience by experts in the field,
it would appear that the probability of teélephone line interception

Eor the purpose of gaining access to criminal history information ‘is

G : h . =0 '
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so low as to permit the use of telephone lines for this

purpose. Also, information transmitted in digital f£orm,

using standard telecommunication codes, would be sufficiently
difficult to reconstruct so as to permit such transmissions
unless transmitting agency has reason to doubt the securiky

of the medium. While there is no requirement in theé regulations
for scrambling or other encryption of transmissions, the
transmitting agency must assure itself that the receiving

site sustains a reasonable level of security.

System design can be one way of minimizing’the likelihood of
unauthorized access, although the system design cannot be
expected to totally prevent unauthorized access. The

-+ institution of these designs should be aimed at both prevention

7 and notification of attempts to penetrate the system.

Preventlon is accomplished by making it difficult fo.:an
unauthorized user or terminal to access the files. Design
features would include techniques such as:

1)
2)
3)

4)

5)

Terminal identification number which are checked by

‘the computer before responding to an inquiry:;

Software which limits terminal access to only certain
files or data (depending on eligibility criteria);

Further restrictions on terminals used for making changes

“or deletions, such as limiting this function to specific

terminals in well-controlled environments;
User authentication software or hardware devices; and

Braging or eliminating residual information in unprotected
storage or at remote terminals.

In addition to preventing unauthorized inquiries of criminal
justice information systems, the regulations require procedures
to prevent unauthorized tampering with information in the
system, This includes procedures to ensure that non-¢riminal
justice terminals may not modify, change, update or otherwise
affect the gtorage media used for criminal history record
information and that such information may not be destroyed
except by specifically designated terminals under the direct
control of the agency that created and contributed the record
or an agency with the responsibility for maintaining it. This
would apply to any form of storage, including tapes, discs, core
memory in the computer, or any peripheral storage devices.

Computerized systems must employ operational software programs

to protect against such unauthorized inquiries, modifications

or destruction of records and to record and report all attempts
to penetrate the system for such an unauthorized purpose. This
special software must be accorded a higher level of security than
the normal operations or application software and should be known
only to limited individuals, either in a criminal justice agency
or in the programming agency responsible for system control, in
which case an agreement must be executed to provide maximum
security for this software. The purpose of these programs should

"
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be to alert system operators of attempts to penetrate the
system. Software should be deésigned to detect and display
attempts by unauthorized users or terminals. Other desirable
features would jinclude automatic cutoff of terminals used in
vioclation of security requirements, load monitoring to determine
unusual activity, and similar detection techniques.

For further guidelines in developing such procedures, the reader
may wish to refer to Project SEARCH Technical Report No. 6,
entitled "Criminal Justice Computer Hardware and Software
Securlty Considpration." ;

Personnel

The regulations distinguish two levels of authority to be
assigned to criminal justice agencies relative to personnel
assignment. First, where employees of a criminal justice agency
(employees include civil service staff, contract employees, and
anyone else who is totally supervised by the agency) are the

only persons who handle data or files, it is assumed that the
requisite authority is achieved. Of primary interest then is the
instance where personnel of a non-criminal justice agency are
involved. In such cases, the designated criminal justice agency
must have the power to exclude, for good cause, individuals from
having direct access to criminal justice records. ‘This power

is limited to a veto over personnel assignment, and does not
imply any right to make personnel selections. It would apply

to secretaries, guards, maintenance personnel, computer operators,
and the personnel who work in areas where c¢riminal justice records
are stored and who have the opportunity and capability to access
the records, as well as individuals whose duties clearly require
direct access (file clerks, applicationg programmers, etc.).

There is no intent to conflict with civil service practices already
in existence for the selection process, and it may well be that
candidates are screened and presented to the criminal justice
agency by another agency of govermment. - However, the criminal
justice agency must make the final decision as to the acceptablllty
of the person and must be able to initiate or cause to be .
initiated administrative action transfer or remow: persons who
violate security requirements or other procedures required by the
regulations.

Where the system is operated by a criminal Jjustice ageéncy, the
regulations essentially recommend developing a personnel
clearance system. Such a system could be used in agencies which
have the responsibility for maintaining or dissemindting criminal
history record information. Policies could be developed to
establish procedures for granting clearances for access to

,crlmlnalfhlstory information as well as areas where crlmlnal‘
- history data is maintained. These clearances should be

granted in accordance with strict "right-to-know" and
"need-to-know” principles. The personnel clearance system
should provide for selective clearances, allowing less tlien
unconditional access to all areas. The clearance should be
selective to the point of denylng agcess because of the abgence
of the need to know.
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The use of non-criminal justice personnel (such as individuals

from other government agencies or contractor services) is
permlsSLble under the regulations for purposes of system
development and operation, including programming and data
conversion. Access to criminal history data by these

individuals is authorized by Section 20.21(f) (4) (E),

but only to the extent that such access is "essential to

the proper operation of the criminal history record information
system." Access must be granted by means of an agreement or
contract which specifieg limitations on use and provides

sanctions for the breach of security procedures. When such
personnel are utilized, they are under the direction of and
performing duties for the benefit of a criminal justice

agency. - It would be reasonable to consider such individuals,

for the purposes of the security section of the regulations, to

be equivalent to employees of a criminal justice agency. Therefore,
the same security procedures could -be applied. In practice,

this approach would mean that where a person has unlimited access
to the data base, the same level of personnel clearance should

be obtained as would be sought for a full-time criminal justice
agency employee in similar situations. It is not mandatory that all
persons having physical access to a data center be required to have a
security clearance. Procedures such as escorts, equipment access
limitations, etc., can be used where appropriate.

Indiﬁidual Right of Access and Review

One of the mogst effective ways to relieve the concern of many people
about the kinds of information maintained in criminal justice
information systems and at the same time help to insure the

accuracy and completeness of the information is to permit the
individual to review information maintained about him and to

challenge and correct it if he deems it inaccurate or incomplete. -
Thus, Section 524(b) of the Crime Control Act guarantees this right.
The regulations set out in some detail the kinds of procedures that
must be established to implement this right. Included are procedures
for access and challenge,‘administrative'review:and appeal of criminal
justice agency actions, notifying prior recipients whenever information
is corrected and advising the individual of the identity of non-criminal
justice agencies that have received erroneous information about him.

Although the regulations set out in some detail the essential elements

~that must be included in these procedures, maximum latitude is left
I in allowing the.state to devise procedures that best fit our system.

The federal regulations provide that any individual "shall, upon
satisfactory verification of his identity, be entitled to review,
without undue burden to either the criminal justice agency or the
individual, any criminal history record information maintained about
the individual and obtain a copy thereof when necessary for the
purpose of challenge or correction."  Procedures to implement this
provision should address the previously stated issues at & minimum.
These requirements have been adequately implemented through the
promulgation of Chapher 2: 02:02:03 entitled Access and Review of
the Attorney General's Administrative Rules dealing with the South
Dakota Bureau of Criminal Statistics which is outlined in the follow1ng

”five steps.
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Verification Method

.The commentary on this subsection of the federal regulations
states that the drafters "expressly rejected a suggestion that
would have called for a satisfactory verification of everyone's
identity by fingerprint comparison." Thus, states are left free
to use other methods of identity verification. For example,
fingerprinting need not be required where the requestor is well
known to the official responsible for verifications. This
approach leaves open the use of verification methods. -

The Division of Criminal Investigation (as was mentioned

previously in the section on the Validation of Requestor's®

Authority) makes use of a call back system for information

requests. Where the identity of the potential information

recipient is in question, two forms of identification are

required to verify the identity of the person requesting the
sensitive information~~the coding system and the cursory 1nvestigat10n
(call back) system.

Section 2:02:03:01 on Access and Review of the Bureau of Criminal
Statistics Administrative Rules states the following:

"Any individual shall have the right to review his or her
criminal history record information file maintained in the
state regigtry and to obtain a copy of the same at his or
‘her expense. Review of criminal history record information’

"under this rule shall be available only upon verifidation of
the identity of the individual and at times which do not
place an undue burden on the state registry.”

Obtaining a Copy

As provided for in the previous section, a copy of an individual's
record can be provided to him. However, this copy-should be
prominently marked to #hdicate that it is for the purpose of
challenge only that the record is being provided. This subsection
of the federal regulations states that "a copy of the record 7
should ordinarily only be given when it is clearly established
that it is necessary for the purpose of challenge." Consequently, .
the individual requestor while inspecting his criminal history
record may make notations based on the record. However, the
individual bears the burden of showing his need for a copy of the
record. The individual should be given a copy of his record if
after review he actually initiates a challenge and indicates that
he needs the copy to pursue the challenge. In this instance, it
is necessary to release only a copy of that portion of the record
that is challenged

Any attempt by employers to subvert the restrictions on
dissemination by requiring prospective employees o obtain

a ¢opy of their criminal history can thus be disgrnuraged by
making it a practice only to give the subject a copy of that
portion of the record which is to be challenged, and then only
after the challenge process is actually initiated (such as by

s o
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filing a claim of inaccuracy). Furthermore, the regulations
do not require any written documentation to be given to an
individual attesting to the lack of a record. Such a "good
character" letter would be confirmation of the existence or
nonexistence of criminal history record information, is defined

to be disgemination, and is therefore limited by Section 20.21 (c) (2).

The fee charged for providing a copy of the case history record or
segments of it should not exceed the actual costs of making the
copy (including labor and material costs incurred by the Division
cf Criminal Investigation).

Assess. and Challenges

The commentary to the federal regulations states that a "challenge"
is "an oral or written contention by an individual that hisg record
is inaccurate or incomplete.” The commentary also prov1des that,
ag part of a challenge procedure, the individual should be

required to give a correct version of his record and explain why
he believes his version to be correct.

Section 2:02:03:02 of the Bureau of Criminal Statistics rules
which are in effect in South Dakota state that "if an individual
finds material in his criminal record history information file
in the state registry which he believes to be inaccurate or
ingomplete, he may request that the necessary correctlons be
made in his record file...."

An individual wishing to challenge his or her record may do so by
setting forth in writing notice of the challenge including a
statement of the portion of the record to be challenged, the
reason for the challenge, documentation or other evidence
supporting the challenge (e.g., certified court docket entry),
and the change to be made in order to correct or complete the
record. The challenge should also include a sworn statement by
the individual that the challenge is accurate and is made ln good
faith (subject to penalties of perjury).

CorrectiOn Procedures and Appeals

The federal regulations state that the plan must prdvide for

“review and necessary correctiocn of 'any claim by the individual

to whom the information relates that the information is inaccurate
or incomplete." This requirement is understood to mean that an
individual who challenges his record is entitled to have the record
approprlately corrected if there is no factual controversy concerning
his challenge. If there is a factual controversy, he is entitled

to an audit of the appropriate source documents to determine the
validity of the challenge.

South Dakota does not have an administrative procedure to allow

for appeals to reviewing reco¥d challenges. Section 2:02:03:02 of the
Administrative Rules states that if the state registry (for

whatever reason) refuses to make the requested changes, individuals
can appeal this decision under the provisions of SDCL 1-26-30 (See /
Attachment B.) SDCL 1-26-30 provides for the right of judicial
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review of contested cases. In part this statute holds thih

"a person who has exhausted all administrative remedies available
within the agency...is entitled to judicial review.... A preliminary,
procedural, or intermediate agency action or ruling is immediately
reviewable if review of the final agency de01510n would not provide
an adequate remedy."

- The privacy and security regulations also provide that record:;

found to be incorrect or incomplete must be appropriately corrected,
and that "upon request, an individual whose record has been corrected
shall be given the name of all non-criminal justice agencies to whom
the data has been given." This requirement is addressed almost
verbatum in Section 2:02:03:03 of the Administrative Rules
promulgated by the South bDakota Attorney Generdl. - This réquiremgnt )
enables the individual to take steps to corrxect erroneous TR
information that may have beén given to other criminal justice
agencies, since the regulations do not require that such agenCLes

be notified of corrections by the correcting criminal justice

agency. This requirement is, of course, directly related to

the requirement in Section 20.21{e)} of the regu@atlons, which
requires that records be kept of the names of all individuals

or agencies to whom criminal history record information is
disseminated. It should be noted that the regulations do not

mandate that the .individual requestor be given a list of non-criminal
justice agencies or individuals to whom the 1nformat10n has been
disseminated.

Consistent with the requirement spelled out in the federal
regulations that procedures must be outlined concerning the
keeping of appropriate logs of disseminations to criminal justice
agencies and fixing the responsibility for notifying those
agencies that have received inaccurate information, South

Dakota employs an administrative rule which embodies this:
requlrement Notification of Agencies Receiving Informztion
(Section 2:02:03:04) states that "if an individuals record is
corrected under the provisions of rule 2:02:03:02, the state
registry will notify all criminal justice agencies of the
corrected information." Transfer of this information is based

on the accuracy and completeness of the dissemination logs; it is
advisable that these logs be maintained for a minimum of

one year.

Information Subject to Review
The individual's right to review under the regulations extends
only to criminal history record information concerning him, as
defined by Section 20.3(b) of the regulations., Hence, he is
entitled: to review 1nformatlon that records essgentially the

fact, date and results of each formal stage of the criminal
justice process through which he passed to ensure that all

such steps are completely and accurately recorded. He is o
not entitled under the regulations to review juvenile records

nor intelligence and investigative information. Nor is he

33.
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entitled to review substantive reports compiled by criminal
justice agencies, as distinguished from a record of his movement
through the agency. Thus, he would be entitled to review the
record of his admission to bail, but not the bail report; the
record of his sentencing, but not the presentence report; and the
record of his admission to a correctional institution, but not
medical records and other records of treatment at the institution.

If any of these reports are subject to dissemination, such as

bail reports, probation reports, or parole reports, and any
corrections are made in the individual's criminal histoxry record
as a result of a successful challenge, then appropriate corrections
should of course be made in any of these reports that contain the
erroneous information. , '

34.
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RESPONSIBILITIES OF INVOLVED AGENCIES

The étate agency with responsibility for development and implementation
of ruies and procedures with respect to the security and privacy of

-criminal history record information is the Division of Criminal

Investigation under the administrative supervision of the South Dakdta

' Attorney General's Office. The Division of Criminal Investigation is

responsible for maintaining the central repository for criminal history
record information and for the development of the mechanisms for the proper
dissemination and use of the information. The Office of the Attorney
General is also responsible for the development of mechanisms for reporting-
police identification and arrest dispositional activity and state
correctional parole and institutional dispositional activity to the state
registry.

The Court Administrator's Office of the Unified Judiciary System in

South Dakota assumes the responsgibility for the development of court»related
information (i.e. probation data) and reporting mechanisms which would
report court-related disposition information to the state central
repository at DCI.

The Divison of Law Enforcement Assistance has assumed the responsibility

" for the writing of the South Dakota Security and Privacy Plan. The DLEA -

is available as-a technical assistance resource upon request to ensure

that the provisions of the federal privacy and security regulations are being
adnered to. Neither the staff of DLEA nor the members of the State

Criminal Justice Commission will have any administrative or supervisory .
authcrlty in enforcing the requirements of Fnderil Reglster (Order No.

€01~ 75) 1 ‘ 2
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;NON~COMPLIANCE,@§?H THE REGULATIONS -

N ,‘.é/
Agencies may be subject to the penalties of the Act for & knowing and
willful failure to comply with any of the following requirements:

1) failure to submit an adequate plan,

2) failure to submit adequate certification,
and

3) faillure to comply with the specific requirements
- of the regulations, including failure to implement
operational procedures set forth in the plan by
March-1l, 1978.

A good faith misinterpretation or lack of knowledge by an agency or
individual of the regulations or operational procedures set forth in
the state plan may excuse failure to comply.

violations.

LEBA will recommend violations for court imposition of fines (Wthh
may be up to $10,000) only in cases of.clearly willful and knowing

Submigsion of the plan and certification is the responsibility of the
Division of Law Enforcement Assistance which has been designated this
duty by the Governor of South Dakota. A maximum of 90 days will be

‘granted, for an extension which will be permitted in the case of
inadequate plans or certifications by the LEMA Central Office. The

extension period could, however, be legss than 90 days, if in the
judgement of the LEAA Central Office the deficiencies can be corrected
in a ghorter period of time. Failure to provide an adequate plan or
certification may subject South Dakota to partial or total fund cutoffs
by the Law Enforcement Assistance Administration and to the imposition
of a 510,000 fine.

ltjf/
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VI. CERTIFICATIONS OF COMPLIANCE

A.

R

This section contains the completed LEAA Privacy and Security
Certification Form for the Central State Repository located at

the Divison of Criminal Investigation in Pierre. The appropriate

form has been caompleted by this criminal justice agency which has
received federal funds made available by the Law Enforcement Assistance
Administration for the collection, storage, or dissemination of
criminal history record information subsequent to July 1, 1973.
refer to page 6).

(Please:

=




In-

CERTIFICATION FOR A CENTRAL STATE REPOSITORY

frucs Now Reasons For Estimated
tions o Imple- Non-Implementatiqn f— Implemen~
® Pagd OPERATIONAL PROCEDURES mented | Cost JTechnical J]&u‘iﬁorltv tation Date
Ref. Cornpleteness and A.ccuracy :
120 Central State Repository:
: 321 Statutory/Exegutive Authority Yes
21 Facilities and Staff :,; . Yes e ; o
Complete stposmonReportlng_m T Co .o S S
E 90 days from: ‘ P SRR SR :
24 . Police e . yes* L. S
24 Prosecutor = N Yes* | e
524 Trial Courts Yeg* o
24 Appellate Yes* —
24. Prcbation Yes* :
24 Correctional Institutions Yag*
24 Parole Yes* -
, Query before Dissemination:
§26 Notices/ Agreem ents--Criminal
. Justice Yes
‘ Systematic Audit:
s Delinguent Disposition Monitoring Yes* : ——— —
537 . Accuracy Verification Yeg* ] ,
38 |  Notice of Errors Yes* | _ :
m2® °|Limits on Dissemination '
E Contractual Agreements/Notices and
’ Sanctions in Effect For:
30 Criminal Justice Agencies Yes* -
E Non-Criminal Justice Agencies
=31 Grantad Access Yeg*¥ —
30  Service Agencies Under Contract Yes**
30 Research Organizations Yesh*
w35 _Validating Agency Right of Access Yes
i “ Restrictions On:
2 Juvenile Record Dissemination Yes
8 Confirmation of Record Existence Yes ——
36 Dissemination Without Disposition Yes
7 |Audits and Quality Control
‘ Audit Trail:
38 Recreating Data Entry Yes* —
38 Primary Digsemination Logs Yegk: ‘
0 Secondary Dissemination Logs Yoshk
9 Annual Audit Yes
* addressed by Bureau of Criminal Statistics Administrative Rules promulgated by 7

W

the Attorney General effective October 15, 1976, for those c¢ases initiated after

March 19, 1976,

%%  Addresseéd by Sout}-‘Dakota Compiled Laws (refer to Attachment B of the South
Dakota Privacy and Security Plan).

38.
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CERTIFICATION }"OR A CENTRAL STATE REPOSITORY (Continued)

Now Reasons For Estimater
Imple- Non-Implementation . | Implemen. © |
OPERATIONAL PROCEDURES mented | Cost | Technical | Aulhority Jtation Date
Security ‘
Exccutive/Statutory Standards (for DCI} Yes .
Prevention of Unauthorized Access N
and Tampering: ~ / :
Hardware/Software Designs for e
Computer Systems o N/A - o 5
Designs for Manual Systems 7l Yes i, H
Criminal.Justice Agency Authority: i E ;
Computer Operations- Policy ’[,Ze-_ T A ' .
velopment or Approval ‘- f/a N o
Approval and Clearance of '
Personnel Yes. €
Physical Security:
Theft, Sabotage Yes ’
Fire, Flood, Other Natural ‘
Dangers Yes o
Employee Training Program (OTJ) Yes s
Individual Right of Access ;
Rules for Access Yes*
Point of Review and Mechanism Yag¥
Challenge by Individual Yes*
Administrative Review Yes*
Administrative Appeal N/A¥*
Correction/Notification of Error - Yes*

I certify that to the maximum extent feasible that action has been taken
to insure compliance with the provisions of 41 Federal Register 11714.

S . : - (Head of statelfgency desiginated to be
o ' ‘responsible for these :pegulatibns.) .

Don Licht, Director
Division of Criminal Investigation

EN
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Applicants for LEAA Funds

Procedurally, the Federal Privacy and Security Requlations require
that any application.for LEAMA assistance in connection with a
project containing a research statistical component (including
evaluation components of other similar efforts resulting in the
collection of identifiable data) be accompanied by a "Privacy
Certification" ensuring compliance with the regulations and setting
forth procedures to be followed in this connection. The “Privacy
Certification" shown on the following page will be used as an
attachment to all block grant applications where funds will be
used to collect, maintain, and disseminate criminal history record
information. Completing of this one-page form should ensure that
the potential subgrantee is knowledgeable of and willing to satisfy
the provisions of the Federal Privacy and Security Regulations.

ST
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Project Title

CERTIFICATE OF

FEDERAL PRIVACY AND SECURITY -

REQUIREMENT COMPLIANCE

7

SDDLEA Project
Application #

e

All agencies receiving LEAA federal funds under Title I of the Omnibus Crime - !

Control and Safe Streets Act of 1968, Public Law 90-351, 82 Stat. 197, as amended,

e g e -

for the collection, storage or dissemination of information identifidble to a private b

person, must submit a certificate of compliance as it relates to the Federal
Privacy and Security Regulations. Contact the. Division of Law Enforcement

Assistance or your local District Planner for an explanation of these requirements.

«

B

o

Title of Project:

Name of Grantee:

The grantee certifies that the above information is correct and that the grantee

is knowledgeable of and willing to take the necessary actions to eﬂburg/that the :

requirements of Sec. 524(a) of the Omnlbus Crime Control Act of 1968, aé amended,

and the Regulations promulgated thereunder contained in.28 CFR Part 22 are

satisfied.

. Name and Title of Project Director or
other Official (responsible for ove'

.s¢eing the use, mainteéenance, and dlSpOSltlon

confidential criminal history record
information.)

41.
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Title 28— Judicial Administration
CHAPTER |—DEPARTMENT OF JUSTICE

PART 20-—CRIMINAL JUSTICE
INFORMATION SVSTEMS

On May 20, 1975, regulations were pub-
lished in the FFEpErAL REGISTER (40 FR
22114) relating to the colicetion, storage,
and dissemination of criminal history
record Information. Amendments to
these regulations were proposed Octo-
ber 24, 1975 (40 FR 49789) based upon
a re-evaluation of the dedication re-
quirement contained in § 20.21(f). Hear~
ings on the proposed changes were held
November 17, 18, 21 and Deccember 4,
1975, In addition, hearings were held to
consider changes to the dissemination
provisions of the regulations (40 FR
52846), These hearings were held De-
cember 11, 12 and 15, 1975, to consider
comments from interested parties on the
limitations placed on dissemination of
criminal history record information to
non-criniinal justice agencies. The pur~
pose of the hearings was to determine
whether the regulations, as they were
drafted, appropriately made the balance
between the public’s right to know such
information with the individual's right
of privacy. .

As a result of these hearings modifica~-
tions to the regulations have now been
made to better draw this balance, The
regulations are based upon section 524
(b) of the Crime Control Act of 1973
which provides in relevant part:

“All criminal history Information collected,
stored "or disseminated through support
under this title shall contain, to the maxi-
wum extent feasible, disposition as well ag
arrest dasta where arrest data is included
therein. The collection, storage, and dissem-
ination of such information shall take place
under procedures reasonably designed to in-
sure that all such information is kept cur-
rent therein; the Administration shall assure
that the security and privacy of all informa-
tion 1s adequantely provided for and that in-
formation shall only be used for law en-
forcement and criminal justice and other
lawful purposes, In addition, an individual
who belleves that criminal history informa-
tlon concerning him contained in an asuto-
mated system s inaccurate, incomplete, or
malntained in violation of this title, shall,
upon satisfactory verification of his iden-
tity, be entitled to review such information
and to obtaln a copy of {t for the purpose of
challenge or correction.” ,

The regulations, as now aniended, pro-
vide that conviction data may be dis-
semihated without Mmitation; that crim~-
inal Mistory record information relating
to the offense for which an individual is

currently within the criminal justice sys-"

tem may be disseminated without limita-
tions. Insofar as nonconviction record in-
formation 1s concerned (nonconviction
data is defined in § 20.20(k) ), the regula~
tions require that after December 31,
1977, most non-criminal justice access
would require authorization pursuant to
g statute, ordinance, executive order or
court rule, decision or order. The regula-
tions no longer require express authority,

that is specific language. dn-the.authon-..

izing statute or order requiring access to

RULES AND REGULATIONS

such information, but only that such dis-
semination is pursuant to and can be
construcd from the general requirement
in the statute or order. Such statutes in-
clude Slate public record laws which
have been interpreted by o State to re-
quire that criminal history record infor-
mation, including nonconviction infor-
mation, be made available Lo the public.
Detérminations as to the purboses for
which dissemination of criminal history
record informadtion is authorized by State
law, execubive order, local ordinance,
court rule, decision or order will be made
by the appropriate State or local oﬂ'icia&s.
The deadline of December 31, 1977, will
permit States to obtain the authority, as
they believe necessary, to disseminate
nonconviction data.

The regulations, as now amended, re~
move the prohibition that criminal
history record information in court rec-
ords of public judieial proceedings can
only be accessed on a chronological basis,
§20.20(b) (3) deletes the words *“com-
piled chronologically”, Therefore, court
records of public judicial proceadings
whether accessed onh a chronological
basis or cn an alphabetical basis are nof
covered by the regulations.

In addition, the regulations would not
prohibit the dissemination of criminal
history record information for purposes
of international travel (issuance of visas
and granting of citizenship), The com-
mentary on selected portions of the reg-
ulations have been amended Lo conform
to the changes.

Pursuant to the authority vested in the
Law Enforcement Assistance Adminis~
tration by sections 501 and 524 of the
Omnibus Crime Control and Safe Streets

“Act of 1968, as amended by the Crime
Control Act of 1973, Pub, L. 93-83, 87
Stat, 197 (42 U.S.C. 3701 et seq.) (Aug, 6,
19735, these amendments to Chapter I
of Title 28 of the Code of Federal Regu-
lations are hercby adopted to become
final on April 19, 1976. These amend-
ments only amend subparts A and B.
Subpart C remains the same,

° Subpart A~—General Provisions

Sec.

20,1 Purpose.
202  Authority.
20.3 Definitions,

Subpart B—-State and Local Criminal History
Record information Systems

20,20  Applicability,

2021 . Preparation and submissfon of' a
Criminal History Record Informa-
tlon Plan.

2022  Certification of Compliance,

20,23 Documentation: Approval by LEAA,

20.24¢  State laws on privacy and security.

2026 Penalties. .

Subtpart C—Federal System and Interstats
Exchange of Criminal History Record information

20.30 " Applicability.

20,31 Responsibflities,

2032 Includable offenses,

20,33 ~ Dissemination of criminal hlstory
record information,

20,34 Individual's right to access criminal
history record information,

20.35 - National Crime Information Center

Advisory Policy Board.
Criminal History Program.

44,

See, - )

20.37 Responsibility for. accuracy, com-
pleteness, currency,

2088  sonction for nonGompliance,

Aurnotiry: Dub. L. 95,83, 87 Stat, 197 4
USC 3701, ol seq; 28 UEC 834), Pub, L., 92-544 }
86 &tat, 1115, '

Subpart A—Cencral Provisions
§20.1 Turposc.
1

It is the purpese of iliese regulation
to assure that eriminal history record in-
formation wherever it appears is col-
lected, stored; and disseminated In &«
manuer {o insure the completencss, -
tegrity, accuracy and security of such
information and to protest individua
privacy.

§ 20.2  Authoriiy,

These regulations are issued pursuant
to sections 501 and 524(h) of the Omul-
bus Crime Control and Safe Strects Aot
of 1968, as amended by the Crime Con-
trol Act of 1973, Pub. L. 93-83, 87 Stat
197, 42 USC 3701, et seq. (Act), 28 USC
§34, and Pub, L. 92-544, 86 Stat. 1115,

§20.3 Dcfinitione,

As used in these regulations:

(a) “Criminal history record Informa«
tion system” means a system including
the equipment, TIacilities, procedures
agreements, and organizations thereof,
for the collection, processing, preserva-
tion or dissemination of criminal history
record information,

(b) “Criminal history record informae

" tion" means information colleoted by

criminal justice agencies on individuals
consisting of identifiable descriptions and
notations of arrests, detentions, fndict
ments, informatioxis, or other formal
criminal charges, and any disposition
arising therefrom, sentencing, correcs
tional supervision, and release, The term
does not include identification informu-
tion such as fingerpriné records to the
extent that such information does not
indicate involvement of the individual in
the criminal justice system.

(¢) “Criminal justice agency” means:
(1) courts; (2) a government agency or
any subunif, thereof which performs the
administration of criminal justice pur-
suant to o statute or executive order, and
which allocates a substantial part of its
annual budget to the administration of
criminal justice, :

(d) The *administration of criminal
Justice” nmieans performance of any of
the following activities: detection, ap~-
prehension, detention, pretrial release,
post-trial release, prosecution, adjudicn-
tion, correctional supervision, or rehabil~
tation of accused persons or crimingl of«
fenders. The administration of criminal
Justice sliall include criminal identifica.
tion activities and the collection, storage,
and dissemnination of criminal history
record information.

(e) “Disposition” means Information
disclosing that criminal proceedings have

. been ‘concluded, including information

disclosing that the police have elected

e h b b o i e e e e e B B
P ETGIPRVIOET AT V0o GoIDPUTerized "oy W TCIGT & INBIWE W W PLUSeCamt or

that a prosecytor has elected not to comi
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£+ menee erimingl proceedings and also dis-
- glosing the nnturs of the termination in
@ 1 the procecdings; or information disclog-
T ' Ing that proceedings have been indefi-
ik 1 nltely postponed and algo dlselosing the

Loreason fer sueh postponesnent, Digpogts
4 tons shnll Include, but not be limited to,
seaultinl, sequittal by reacon of insan-
ag ity nequittal by reacon of mental in-
% compelenice,  enie - continued  withoud
B Nndiyg, chorge dismissed, chorge dis-
8 mieved duo to Insanity, ehnrge dlsmlssed
W dus to mental incompetency, charge sill
& @ ponding due to Inotanity, charge still
§ mnding due to tnental incompetence,
¥, gullty plea, nolle prosequl, no paper, nolo
gontondere ples, convieted, youthful of~
. fonder debovminntion, deceased, deferved
P dsponibion, dismissed--clvil netion,
Wt fottnd dnsang, found mentally incoms
gmmc, pardoned, probation before cons
¢ vickion, sentenco commuted, adjudica-
* Hon withhield, miotvial-~defendant dig-
v charged, exesutive clemeney, placed on
= provntion, pavoled, or releosed from cop-
o rectional supervision,
o () "statute” mepns an Act of Con-
Wl gross or Bialo leglelature of o provision

¥ of the Congtitulion of the Unlied States

Forof o Biato.
o (g MBlale" means any State of the
- United States, the Distriet of Columbia,
tho Commonwealth of Puerto Rlco, and
L any Leveitory or possession of the United
84 ftaten,
» () An “executlve order” means an
ordsr of the President of the United
y Blates or the Chlel Executive of o State
| whieh hag the force of law and which lg
S paillehed In & munner pexmitiing vegue
* ny publio access therato,
(B “Act” meons the Omnibus Crime
{1 Control and Snfo Btreets Act, 42 UBC
3701, of seq., ng amended,
& ) "Depprtment of Justice criminal
e history  record  Information  system"
¥ means the Tdentifleation Dlvision and
g the Computorized Crlminal History File
% ayotemy opevated by the Pederal Bu-
4 rean of Investigation,

34 (k) "Nonconviction data” meang ab-

ey R

TR e

[ reat infpemotion without disposition Iif

W su Interval of one year has elapsed from
£ ¢ the dade of arrest and no aotive prosecus
%% i ton of tho charge fs pending; or infor-
3 % metlon diseloaing that the police have
- ﬁ fleated nok to vefor o matter to & prose-
217 outor, or that o progecutor hag elected
N4 not 1o commenes oriminal proceedings,
&1 or that proceedivgs have been Indefinitely
o pastponed, ns well ny ol nequittals snd
1 all dlamissalg,
% 41y "Divest neeeas” meons haviog the
& anthority 4o aceess the erimingd history
&4 ¥ record data base, whelher by manual or
g1 subomuted methods.

j} + Sabpart B=-State and Locol Oriminal

o AHistery Record Information Systems
00 Applicahilhy,

;{ () The regulations i this subpart
& . ooply to gl State and Joon! arencley and
& ¢ Indivkiuals colleeting, storing, or dis-
%, seminnting erimingl bistory record Infop«
g:° matlon processed by manual or auto-
£ mated operations where sueh cellection,
g - storagy, or  dbsemination has _been

i

=S ——funded-tn-wholy oF fn puTy Wt funds

; AsT
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made availoble by the Law Enforcement
Asgsistance Administration subsequent to
July 1, 1973, pursuant to Tifle I of the
Act, Use of information obfalned from
the #BI Identification Division or the
FBI/NCIC system shall slso be subject
to Imitations contained in Subpart C.

(b} The regulations In this subpart
gholl not apply to criminal history record
information contained In: {1) posters,
gnnouncemdnts, or lists for identifying
or apprehending fugltives or wanted per-
song; (2 original records of entry such
ag polica blotters maintained by criminal
justice agencies, compiled chronologically
st requirved by law or long standing cus-
tom 1o he made public, if such records
are organized on a chronological basis;
(3) court records of public judicial pro-
ceedings; (4) published court ¢. admin-
Istrative opinions or public judicial, ad-
ministrative or leglslative proceedings;
(5) records of traffic offenses maintained
by Btate departmtents of transportation,
motor vehleles or the equivalent thereof
for the purpose of regulating the Is-
gsuance, suspension, revocation, or re-
newnl of driver's, pilot’s or other opera~
tors' licenses; (6) snnouncements of ex~
ecubive clemency.

(¢) Nothing in these regulations pre<
vents o criminal justice agency from dis~
closing to the public criminal history res-
ovd information related to the offense
for which an individual is currently
withinn the criminal justice systemy, Nor
is & criminal justice agency prohibited
from confirming prior criminal history
record information to members of the
news media or any othier person, upon
specific Inquiry s to whether a named
individual was arrested, detained, in-
dlgted, or whether an Information or
other formal charge was filed, on & spec-
ifled date, if the arrest record informa-
tion or criminal record Information dis-
closed Is based on data excluded by paras-
graphh (b) of this sectlon. The regula-
tions do not prohibit the dissemination
of criminal history record information
for purposes of international travel, such
ag Issuing visag and granting of citizen-
ship. :

§ 20,21 Preprration and submission of
Criminal Uistory Record Information
Plin.

4 plan shall be submitted to LEAA by
each Siote on March 16, 1976, to set forth
all operational procedures, excepb those
portions relating to dissemination and
security. A supplemental plan covering
these portlons shall be submitted no later
than 90 days after promulgation of these
amended regulations. The plan shall set
foyth operational procedures to—

{a) Completeness and acctiracy, Insure
that criminal hdstory record information
is complete and accurnte.

(1) Complete records should be main-
talned at o central State repository, To
e complete, n record maintained at a
cenbral State repository which contains
information that an individual has been
arvested, and which is available for dis-
semination, must contain information of
any dispositlons ocourring within the
TWIRLE WIthin 80 days after the dlspesi-

45‘
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tion has oceurred. The above shall apply

10 all arrests occurring subsequent to the -

effective date of these regulations, Pro-
cadures shall be established for criminuil
Justice agencles to query the central re-
pository prior to dissemination of any
criminal history record information to
assure that the most up-to-date disposi-
tion data is being used. Inquiries of a
central State repository shall be made
vrior to sny dissemination except in
those cases where tlme is of the essence

and the repository is fechnically incapa~ .

ble of responding within the necessary
time period.

(2) To be accurate means that no rec-
ord containing criminal history record
information shall contain erroneous in-
formation, To accomplish this end, crimi-
nal justice agencles shall institute s proc-
ess of data collection, entry, storage, and
systematic audit that will minimize the
possibiiity of recording and storing in-
accurate information and upon finding
Inaceurate information of a material
nature, shall notify all criminal justice
agencles known to have received such
infoymation.

(b} Limitations on dissemination. By
December 31, 1977, insure that dissemi~-
nation of nonconviction data has been
limited, whether directly or through any
intermediary only to:

(1) Criminal. justice agencies, for pur-
poses of the sdministration of criminal
justice and criminal justice agency em-
ployment;

(2) Individuals and agencies for any
purpose authorized by statute, ordinance,
executive order, or court ruls, decision,
or order, as construed by appropriate
State or local officials or agencies;

(3) Individuals and agencles pursuant
to a specific agreement with a criminal
justice agency to provide services re-
quired for the administration of eriminal
justice pursuant to that agreement. The
agreement shall specifically authorize
access to data, limit the use of data to
purposes for which given, insure the se-
curity and confidentiality of the data
consistent with these regulations, and
provide sanctions for viclation thereof:;

(4) Individuals and agencies for the
express purpose of research, evaluative,
or statistical activities pursuant to an
agreement with a criminal justice agen-
cy. The agreement shall specifically au-
thorize access to data, limit the use of
data to reseaich, evaluative, or statis-
tical purposes, insure the confidential-
ity and security of the data consistent
with these regulations and with section
524(n) of the Act and any regulations
implementing section 524(a), and pro-
vide sanetions for the violation thereof.

These dissemination limitations do not
nbply to conviction data,

(¢) General policies on use and dis-
semination. (1) Use of criminal history
record information disseminated to rion-
crirninal justice agencies shall be limited
to the purpose for'which it was given.

(2) No agency or individual shall con-
firm the existence or nonexistence of
criminal history record information to

ANy person ar aganor that would not bo

eligible to receive the Informziion itself,
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(3) Subsection (b) does not mandate
dissemination of criminal history record
information to any agency or individual.
States and local governments will deter-~
mine $he purposes for which dissemina-
{ion eriminal  history record
informatlon i{s authorized by State law,
executive order, local ordinance, coirt
rule, decision or order.

(4) Juvenile records. Insure that dls-
semination of records conceérning pro-
ceedings relating to the adjudication of
8 juvenile as delinquent or in need or
supervision (or the equivalent) to non-
ciiminal justice agencies is prohibited,
unless & statute, court order, rule or court
decisfon speelfically authorizes dissemi-
nation of juvenile recerds, except to the
same extent as criminal history records
may be disseminated as provided In
$20.21(b) (3) and (4)."

(e) Audit. Insure that annual audits of
a representative sample of State and
local eriminal justice agencles chosen on
2 random basis shall be coriducted by the
State to verify adherence {o these regula~
tlons and that appropriate records shall
be retained to facilitate such andits. Such
records shall include, but are not limited
to, the names of all persons or agencies
to whom information is disseminated and
the date upon which such information
is disseminated. The reporting of & crim=-
inal justice transaction to a State, local
or Federsl repository is not a dissemina~
tion of information.

(f) Security. Wherever criminal his-
tory record information is collected,
. stored, or disseminated, eath State shall
insure that the following requirements
are satisfied by security standards estah-

lished by State legislation, or in the ab- -

sence of such legislation, by regulations
approved or issued by the Governor of
the Btate.

(1) ‘Where computerized data process-
ing 13 employed, effective and techno-
logically advanced software and hard-
ware designs are instituted to prevent
unauthorized access to such Information.

(2) Access to criminal history record
information system facilities, systems
operating environments, data file con~
tents whether while in use or when stored
in a media library, and system documen-
tation is restricted to authorized organi-
zations and personnel.

(3) (A) Computer operations, whether
dedicated or shared, which support crim-
inal justice information systems, operate
in accordarice with procedures developed
or approved by the participating crim-
Inal justice agencies that assure that:

(1) Criminal history record informa-
tion is stored by the computer in such
manner that it cannot be modified, de~
stroyed, accessed, changed,, purged, or
overlaid in any fashion by non-criminal
justice terminals,

{11) Operation programs are used that
will prohibit inquiry, record updates, or
destruction of records, from any terminal
other than criminal justice system ter-
miinals which are so designated.

(iil) The destruction of records is
Hmited to designated terminals under the
direct control of the. criminal justice_

“ggency responsible Tor oraafing or stor-

FEDERAL

RULES AND REGULATIONS

itx;g the criminal history record informas«
on.

{iv) Operational programs are used to
detect and store for the output of desig~
nated criminal justice agency employees
all unauthorized attempts to penetrate
any criminal history record information
system, program or flle.

(v) The programs specified in (i1) and
(v) of this subsection are known only
to criminal justice agency employces re-
sponsible for ¢riminal history record in-
formation system control or individuals
and agencies pursuant to o specific agree-
ment with the criminal justice agency
to provide such programs and the pro-
gram(s) are kept continuously under-
maximum security conditions.

(vi) Procedures are Instituted to as-
sure that an individual or agency au-
thorized direct access is responsible for
A the physical security of criminal his-
tory record information under its control
or in its custody and B the protection of
such information from unauthorized ac-
cess, disclosure or dissemination,

* (vii) Procedures are instituted to pro-
tect any central repository of criminal
‘history record informstion from unau-
thorized access, theft, sabotage, fire,
flood, wind, or other natural or manmade
disasters

" (B) A criminal justice agency shall
have the right to audit, monitor ang
inspect procedures established above,

(4) The criminal justice agency will:

(A) Screen and have the right to re-
Ject for employment, based on good
cause, all personnel to be authorized to
have direct access to criminai history
record information.

(B) Have the right to initiate or cause
to be initiated administrative action
leading to the transfer or removal of
Jpersonnel authorized to have direct ac-
cess to such information where such per-
sonnel violate the provisions of these
regulations or other securlty require-
ments established for the collection,
storage, or dissemination of criminal his~
tory record information.

(C) Institule procedures, where com-
putler processing is not utilized, to assure
that an individual or agency authorized
direct access Is résponsible for (1) the
physical security of eriminal history rec-
ord information under its control or in
its custody and (i1) the protection of such
information from unauthorized access,
disclosure, or dissemination,

(D) Institute procedures, where con-
puter processing is not utilized, to pro-
tect any central repository of criminal
history record Information from unau-
thorized access, theft, sabotage, fire,
flood, wind, or ofher natural or man-
made disasters.

(E) Provide that direct access to ¢rim-
inal history record information shall
be available only to authorized officers
or employees of & criminal justice agency
and, as necessary, other authorized per-
sonnel essential to the proper operation
of the ¢riminal history record informa-
tion system.

(5). Fach emn]nupn, working. .
Taving access to criminal hisf history “record

i svvale it
aith ok —madaaush-sapabiityto—mterine 117*"*“‘

Information shall he made famillar with
the substance and intent of these regite
lations,

(g) Access and review. Insurs the lu-
dividual's right to anccess and review of
criminal history information for purs
poses of accuracy and completeness by
instituting procedures so that—

(1) Any individual shall, upon salis-
Iactory verification of his 1dentity. be ens
titled to review without undue burden to
either the criminal justice agency or the
Individua), any criminal history record
information maintained about the in«
dividual and obtain & copy thereof when
necessary for the purpose of challenge
or correction;

(2) Administrative review and neces-

sary correction of any clalm by the in-. :

dividual to whom the information relates

that the information is inaccurate orln~
complete is provided;

(3) The State shall estoblish and ime
plement procedures for administrative
eppeal where o ¢riminal justice agency
refuses to correct challenged information
to the satisfaction of the individunl to
whom the information relates;

(4) Upon request, an individual whose
record has been corrected shall be glven
the names of all non-criminal Justice
agencles to whom the data has been
glven;

(5) The correcting agency shall no»
tify all criminal Jjustice recipients of
corrected information; and

(6) The individual's right to access
and review of criminal history record
information shall not extend to data
contained in intelligence, investigatory,
or other related flles and shaoll not be

construed to include any other informa~

tion than that defined by §20.3(b).
§ 20.22  Certification of Compliance,

(a) Each State to'which these regu-
lations are applicable shall with the sub-.
mission of its pian provide a certifica~
‘tion that to the maximum extent
feasible action has been taken to comply
with the procedures set forth in the

plan. Maximum extent feasible, in this.

subscetion, means actions which can he
taken to comply with the procedures get
forth in the plan that do not require
additional legislative authority or fn-
volve unreasonable cost or do not ex-
ceed existing technical ability,

(b) The cértification shall includg-—

(1) An outline of the actlon which
has been instituted, At a minimum, the

requirements of access and review under

§ 20,21(g) must be completely opera~
tional;

(2Y A description of any legisiation -

or execulive order, or altempts to obtain
such authorily that has been instituted
to comply with these regulations;

(3) A description of the steps taken
to overcome any fiscal, technlcal, and
sdministrative barriers to the develop»
ment of complete and accurate criminal
history record information;

(4) A description of existing system
capabmty and steps belng taken to Yo up+

quirements of these resulations; and

REGISTER, VOL 41, NO, 55-——FRIDAY, MARCH 19, 1976 o

46.



-

i %

5y A Mating setting forth eategories
2 5. ol nop-crimingl justice dissemination.
Ry Beo § 20210,

§ 20.%%%'Dmnnwmmimu Approval by

Within 00 days of the recelpt of the
vlati, LEAA shisll approve or disapprove
the adequney of the provisions of the
. plan and eortification. Evaluation of the

+ planby LEAA will be baged upon whether
B the procedures oot forth will accomplish

+ the requived objectives. ‘The evsluation
' gt the cortifieation(y will be based upon
¥, whether o good falth effort hos heen
w shown to inttiate and/or further coms

T plinnce with the plan and regulations.
> All procedures In the approved plan must
- be tully operational and Implemented by

Decembior 31, 1077, A finnl ¢ertifleation

shull be pubmitted In Decembey 1977,

' 520.2?: Sraty Iuws on privacy and sceus
rHY

Whare o Btate oviginating eriminal
mstory record Information provides for
- genllpg or purging thercof, nothing in
these regulationn shall be construed to
prevent any other State recelving such
Information, upen notification, from
- complying with the ovlgitnting State's
B, senling or purglag requirenienta.

§2025  Penaltes,

Any ngency or Individual violating
subpret B of these regulationg shall be
aubjest to 1 fine not te exceed $10,000.
n addltion, LEAA may inltlate fund
git-0ft procedures agninst reclplents of
LEAA apglstunce,

Racuarn W, VELDE,
Adininisiralor,

APPEHDIR--COMMENTARY  ON  BELEGTED
Broriong - OF tHE  REGULATIONS ON
st Hinrone Recond INPORMATION
Bysrewms

Bubpirt A--} 20.3(0). Tho definition
of erimingl history record Information
i intended to inelude the hasle offenders
Y baged fronsaction statistles/computer-

ired erlminal hlstory (OBTE/COH) datn
glements. If notations of an arrest, dis-
position, or othey formal erlminal justice
transnctions peeur in records other than
the traditional Y'rap sheet” such s are
yest roports, any eriminal bistory record
fnformntion contained in auch reports
coines under the definition of this sub-
i aection.
F:3.  The definitlon, howover, does not ex«

o tend to other information contained in
eriminnl Justice apeney reports, Yntelli-
genee op Investigative information (e,
suspected crdminal activiby, nssocintes,
hangouts, financial Information, pwner«
ship of property and vehicles) {8 not in=
eluded in the definition of crimingl hig-
© tory Information.

§ 208¢ck, Thedelinttions of criminal
Justies agoney and administention of
exlminal justies of 20.3€e) must be con-
by aldered togethed. Included as erlminal

. fustles ageneles would bo traditional
police, eourts, and corrcetions agoncies
2 ez well as subunits of non-eximingl jug.
the administration of orimmal Justice
putsuant o Federnd or State statute or

o
B

g
o
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gxecutive order. The above subunits of
non-eriminal justice agencies would in-
cinde for example, the Office of Investi-
gation of the 1.8, Department of Agri-
culture which has asg its prineipal func~
tion the collection of evidence for
criminal prosecutions of fraud, Also in-
cluded under the definition of eriminal
Justice agency are umbrella-type admiri-
istrative agencles supplying criminal his~
tory Intormation services such as New
York's Divislon of Criminal Justice
Berviges,

§ 20.3¢e),. Disposition Is a key con-
copt dn section 524(h) of the Act and iIn
20.21(a) (1) and 20.21¢b). It, therefore,
i1 defined in some detail, The specific
digpositions listed in this subsection are
examples only and are not to be con~
gtrued as excluding other unspecified
transactions concluding criminal pro-
seedings within g particular agency.

§ 20.3(k), The different kinds of ac~
quittals and dismissals as delineated In
20.3(ey are all considered examples of
naonconviction data.

Subpart B—§ 20.20(a), These regula~
tions apply to criminal justice agencles
recefving funds under the Omnibus
Crime Control and Safe Streets Act for
manual or automated systems subse-
quent bo July 1, 1973. In the hearings on
the regulations, a number of those testi-
Iying challenged LEAA's authority to
promulgate regulations for manual sys-
tems by contending that section 524(h)
of the Act governs criminal history in-
{grmattou contained In sutomated sys-

ms’

The intent of section §24(b), however,
would be subverted by only regulating
automated systemis. Any agency that
wished to clrcumvent the regulations
would he able to create duplicate manual
flleg for purpoges contrary to the letter
and spirit of the regulations.

Regulation of manual systems, there~
fore, is authorized by sectlion 524(b)
when coupled with section 501 of the
Act which authorizes the Administration
to establish rules and regulations ‘“‘neces-
sary to the exerclse of its func-
tlong ¢ * *)”

The Act clearly applies to sll criminal
history record information collected,
stored, or disseminated with LEAA sup-
port subsequent to July 1, 1973,

Limitations ss contained in Subpart
¢ also apply to Information obtained
from the FBI Identification Division or
the FBI/NCIC System,

§20.20 (b) and (o). Section 20.20 (b)
nnd () exempts from regulations cer-
tidn types of records vital to the ap-
prehension of fugitives, freedom of the
press, and the public’s right to know.
Courd records of public judiclal proceed-
{ngs are also exempt from the provisions
of the regulations.

Section 20.20(h) (3) attempts to deal
with the problem of computerized police
blotters. In some local jurisdictions, it
{s npparently possible for private Indi-
viduals and/or newsmen upon submis-
slon of  speelfic name to obiain through
A gombuban ssneal o8 Lhe DIGUET & Dis~
tory of & person’s arrests. Such files cre-
ate & partial eriminal history data bank

47,
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potentially damaging to individual pri-
vacy, especially since they do not contain
final dispositions. By requiring that such
records be accessed solely on a chrono-
logical basis, the regulations’limit in-
quiries to specific time periods and dis-
courage general fishing expeditions into
a person’s privste life,

BSubsection 20.20(¢) ' recognizes that
announcements of ongoing developments
in the eriminal justice process should not
be precluded from public disclosure.
Thus, annnoucements of arrest, convic-
tions, new developments in the course
of an investigation may be made. It is
also permissible for a criminal justice
agency to confirm cerfain matters of
public record information upon specific
Inguiry. Thus, if a question is raised:
“Was X arrested by your agency on Jan-
uary 3, 1975" and this can be con-
firmed or denled by looking at one of
the records enumerated in subsection (b)
above, then the criminal justice agency
may respond to the inquiry. Conviction
dats as stated in 20.21(b) may be dis-
seminated without limitation,

§ 20.21. The regulations deliberately
refrain from specifying who within a
State should be responsible for prepar-
ing the plan, This specific determination
should be made by the Governor, The
State has 90 days from the publication
of these revised regulations to submit the
portion of the plan covering 20.21(¢b)
and 20.21¢0), ‘

§20.21¢a) (1), Section 524(h) of the
Act requires that LEAA insure criminal
history informsation be current and that,
to the maximum extent feasible, it con-
tain disposition as well as current data,

It is, however, economically and ad-
ministratively impractical to maintain
complete criminal histories at the local
level. Arrangements for local police de-
partments to keep track of dispositions
by agencies outside of the local jurisdic~
tions generally do not exist, It would,
moreover, be bad public policy to en-
courage such arrangements since it would
r?sult in an expensive duplication of
files.

The alternsatives to locally kept crimi-
nal histories are records maintained by
a central State repository. A central
State repository is a State agency having
the function pursuant to a statute or
executive order of maintaining compre-
hensive statewide criminal history rec-
ord information files. Ultimately, through
automatic data processing the State level
will have the capability to handle all
requests for in-State criminal history
information. o

Section 20.20(a) (1) is written with a
centralized State criminal history reposi-
tory in mind. The first sentence of the
subsection states that complete records
should be retained at a central State
repository. The word “should” is permis-
sive: it suggests but does not mandate a
central State repository.

The regulations do require that States
establish procedures for State and local
criminal justice agencies to query cen-

.tral State repositories whergver they

exist, Sugh procedures are intended fo
insure that the most current criminal
Justice information is used.
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As a minimum, criminal justice agen-
cies subject to these regulations must
make inquiries of central State reposi-
tories whenever the repository is capable
of meeting the user’s request within a
reasonable time. Presently, comprehen-
sive records of an individual's transac-
tlong within a State are maintained in
manyal files at the State level, if af all,
It is probably unrealistic to expect man-
ual systems to be able immediately to
meet many rapid-access needs of police
and prosecutors. On the other hand,
queriés of the State central repository for
most non-criminal justice purposes prob-
ably ‘can and should be made prior to
dissemination of criminal history record
information.

§20.21(b). The limitations on dis-
semination in this subsection are essen-
tial to fulfill the mandate of section
524(b) of the Act which requires the Ad-
ministration to assure that the “privacy
of all information is adequately provided
for and that information shall only be
used for law enforcement and criminal
justice and other lawful purposes.” The
categories for dissemination established
in this section reflect suggestions by
hearing witnesses and respondents sub-
mitting written commentary.

_ The regulations distinguish between
.conviction and nonconviction informa-
tion insofar as dissemination is con-
cerned. Conviction information is cur-
rently made available without limitation
in many jurisdictions. Under these reg-
ulations, conviction data and pending
charges could continue to be dissemi-
nated routinely. No statute, ordinance,
executive order, or court rule is necessary
in order to authorize dissemination of
conviction data. However, nothing in the
regulations shall be construed to negate
a State law limiting such dissemination.

After December 31, 1977, dissemina-
tion of nonconviction data would be al-
lowed, if authorized by a statute, ordi-
nance, executive order, or court rule, de-
cision, or order. The December 31, 1977,
deadline allows the States time to review
and determine the kinds of dissemina-
tion for non-criminal justice purposes to
be authorized, When a State enacts
comprehensive legislation in this area,

 such legislation will govern dissemina-

tion by local jurisdictions within the

State. It is possible for a public record

law which has been construed by the

State to authorize access to the public .

of all State records, including criminal
history record information, to be con-
sidered as statutory authority under this
subsection, Pederal legislation and execu~
tive orders can also authorize dissemina~
tion and would be relevant authority.
For example, Civil Service suitability
investigations are conducted under Ex-
ecutive Order 10450. This is the au-
thority for most Investigations con-
ducted by the Commission. Section 3(a)
. of 10450 prescribes the minimum scope of
investigation and requires a check of

FBI fingerprint files and written inquir- .

jes to appropriate law enforcement agen~
cies.

§ 20.21(b) (3). This subsection would

Institute. to receive criminal histories

RULES AND REGULATIONS

where they perform’a neécessary admin-
istration of justice function such as pre-
trial release. Private consulting firms
which commonly assist criminal justice
agencies in infcrmation systems devel=
opment would also be included here.

§ 20.21(b) (4). Under this subsection,
any good faith researchers including pri~
vate jndividuals would be permitted to
use criminal history record information
for research purposes. As with the agen~
cles designated in §20.21(L)(3) re~
searchers would be bound by an agree«
ment with the disseminating criminal
justice agency and would, of course, be
subject to the sanctions of the Act.

The drafters of the regulations ex-
pressly rejected a suggestion which
would have limited access for research

purposes to certified research” organiza~

tions. Specifically “certification” criteria
would have been extremely difficult to
draft and would have inevitably led to
unnecessary restrictions on legltimate
research.

Section 524(a) of the Act which forms

part of the requirements of tlis section -

states:

“Except as provided by Federal law other
than this titie, no officer or employee of the
Federal (overnment, nor any reciplent of
sssistance under the provisions of this title
shall use or revesl any research or statistical
information furnished under this title by
any person and identifiable to any specific
private person for any purpose other than
the purpose for which it was obtalned in ac~
cordance with this title, Coples of such in-
formation shall'be immune from legal proc-
ess, and shall not, without the consent of the
person furnishing such information, be ad-
mitted as evidence or used for any purpose
in any action, suit, or other judicial or ad-
ministrative proceedings.”

LEAA anticipates issuing regulations
pursuant to Section 524(a) as soon as
possible,

- §20.21(c) (2). Presently some employ~
ers are circumventing State and local
dissemination restrictions by requesting
applicants to obtain an official certifica-
tion of no criminal record. An employer’s
request under the above circumstances
gives the applicant the unenviable choice
of invasion of his privacy or loss of pos~
sible job opportunities. Under this sub~-
section routine certifications of no record
would no longer be permitted. In ex-
traordinary circumstances, however, an
individual could obtain & court order
permitting such & certification,

§20.21¢c) (3), The language of this
subsection leaves to the States the ques-
.tion of who among the agencies and in-
dividuals listed in ¥ 20.21(b) shall ac-
tually recelve criminal records, Under
these regulations a State could place a
total ban on dissemination if it so wished,

The State could, on the other hand,-

enact laws authorizing any member of
the private sector to have access to non-
conviction data. .

$ 20.21(d) . Non-criminal justice agen-
cies will not be able to receive records of
juveniles unless the lariguage of a statute

~or court order, rule, or court decision

specifies that - juvenile records shall he

- TR DrivEe BEencies SUCH 6y the Verd  most controversial part of this subsection

fs that it denies access to records of

Juveniles by Federal agencies conducting
background investigations for eligibllily
to classified information under existing
legal authority.

§ 20.21(e). Since it would be too costly
to audit each criminal justice agency in
most States (Wisconsin, for example, has
1075 criminal justice agencies) random
audits of & “representative sample” of
agencles are the next best alternative
The term “representative sample” is used
to Insure that audits do not simply focus
on certain types of asgencies. Although
this subsection requires .that there be
records kept with the nabes of all per-
sons or agenocies to whom informatlon s
disseminated, criminal justice agencies
are not required to maintain dissemings
tion logs for "no record” responses.

§ 20.21(0), Requirements are;set forth
which the States must meet in order to
assure that criminal history record in-
formation is adequately protected. Auto-
mated systems may operate In shared
environments and the regulations requite
certaln minimum assurances. - .

§2021¢g) (1). A “challenge” under
this section is an oral or writien conten-
tion by an individual that his recoxd is
inaccurate or incomplete; it would re-
quire him o give & correct version of his
record and explain why he believes his
version to be correct. While an individ-,
ual should have access to his record for
review, a copy of the record should-ordi+
narily only be given when it is clearly
established that it Is necessary for the
purpose of challenge.

The drafters of the subsect%‘pn eXDresss
1y rejected n suggestion that/would havi-
called for a satisfactory virification of
identity by fingerprint cgmparison. It
was felt that States oughf to be free W
determine other means of/identity verifi»
cation. -

. $20.21(g) (5). Not 2very agency will
have done this in-ide past, but biicex
forth adequate records including thoss
required under 20.21(e) must be kept 20
that notification can be made, .

§ 20.21(g) (6). This section emphasizes
that the right to sceess and review ex
tends only to criminal history record in-
formation and does not include other in-
formation such as intelligence or trewt-

+ ment data. ,

§ 20.22(a) . The purpose for the certifi-
cetion requirement Is to indicate the ex~
tent of compliance with these regula~
tions, The term “maximum extent feast~
ble" acknowledges that there are some
areas such ag the completeness require-
ment which create complex Iegislative
and financial problems.  * :

Norw: In preparing the plans required by =
these reguiations, States should ook for
guldance to the following documents; Na-
tional Advisory Commission on Criminni
Justice Standards and Goals, Report on the -
Criminal Justice System; Profect BEARCH!
Securlty and Privacy Couslderations in Crine
inal History Information Systems, Technical
Reports No. 2 and No. 13; Project SEARCH;
A Mode)l State Act for Crimindl Offender
Record Information, Technical Méemorandum
No, 3; and Project SEARCH: Model Admin~
{strative Regulations Yor Criminal Offender

E-Xﬁ-uﬂb.l&.fﬂt_disseminaﬂﬂn.l!!p.rh%the:yimrdlnlnmnﬂnn.mhnimn-mn.uh....»_

No. 4.
[FR Doc.76-1689 Flled 3-18-76;8:45 am ]
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LIMITATIONS ON DISSEMINATION

¢ 3 b

LAW ENFORCEMENT RECORDS~~-RAP SHEETS

PRITR  §20.21. AVMENDMENT

Criminal Justice Access No limit | Mo limit
Non-Criminal Justice Access |
1. Arrest/Conviction Information No limit | No limit

concerming current offense for

" which individual is under

Jurisdiction of. criminal justice

system. ' . : , 4
2. Conviction Data Allowed, if expressly author— | No limit

3. Ron-Criminal Justice Access/Acquittal
and Dismissals Arrest Records w/o
disposition over one-year old and no
active prosecution pending (No disposition).

1zed by statute or executive

,oxder or couxrt order or rule

Same as above except that 1t |
may be disseminated to Federil
or State governments for
employment suitability and
security clearance.

Same as above until December 1977.
Allowed thereafter if authorized

by statubte, executive order,
ordinance, court rule, decision, or
order, as construed by appropriate
State or local officials.
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1-26-30. Right to judicial review of contested cases—Prelim-

inary agency actions.

—A person who has exhausted all adminis-

"Court review of administrative de-
‘cision, effect of, 79 ALR 2d 1141.

Propriety of certiorari to review
decisions of public officer or board
granting, ‘denying, or revoking per-

S e
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mit, certificate, or license required as

condition -of exercise of particular

right or privilege, 102 ALR 534,
Propriety of certiorari to review

decisions of tax boards, 77 ALR 1357.

trative remedies available within the agency and who is aggrieved
by a final decision in 2 contested case is entitled to judicial
review under this chapter and under procedures set forth in
chapter 21-33. This section does not limit utilization of or the
scope of judicial review available under other means of review,
redress, relief, or trial de nove provided by law. A preliminary,
procedural, or intermediate agency action or ruling is immediately
reviewable if review of the final agency decision would not pro-
vide an adequate remedy.

23-5-8. Criminal records of inmates of penal institutions-—Pro-
curing and filing.—The altorney general shall procure and file for
record the fingerprint impressions and other means of identifica-
tion .and statistical information of all persons contained in any
workhouse, jail, reformatory, penitentiary, or other penal institu-
tions, together with such other information as he may require
from the law enforcement officers of the state and its subdivisions.

Source: SL 1966 ch 159, § 15; 1972,
ch 8, § 26.

Agencey.

The state commission on elemen-
tary and secondary education is an
“agency” within the meaning of the
Administrative . rocedures Act and
electors and taxpayers of a school dis-
triet had right to judicial review of
the commission’s action creating a
new school district. Elk Point Inde-

State Bank of Canton (1973) — SD
—, 213 NW 2d 459.

Competing bank institutions were
the only parties having sufficient in-

terest to appeal errors of the banking .
commission in chartering an addition- :

al bank in a manner contrary {o the
legisiative standards set forth in
chapter 51-17. Valley State Bank of
Canton v. Farmers State Bank of

Canton (1973) — SD —, 213 NW 24,

459.

Source: SL 1935, ch 97, §6 (3);
1937, ch 104, § 3; SDC 1939, § 55.1606;
SL 1966, ch 161, § 5.

Cross-References.

Compilation “of statistical informa-
tion by director of criminal statisties,
§ 23-6-4.

Warden's register of convicts re-

ceived, §24-2-3.

Warden’s register respecting con-
duct and personal history of prisoner,
§ 24-2-19.

23-5-4. Fmgerpunts to be taken and fouvarded on arlests--

pendent School Dist. No. 3 of Union
County v. State Comm. on Elemen- School Districts.
tary and Sccondary Education (1971)

85 SD 600, 187 NW 2d 666. mentary and secondary education de-

. tached part of independent school
Parties to Appeal. . district and attached it to another

Since §§ 51-17-15 and 51-16-39 indi- independent school district, county
cated legislative intent to protect in- bhoard of education had right of re-
terests of -existing banks in hearings view under this act. Custer County
on applications for new bank char- Board of Edication v, State Comm.

ters, competing bank would be “ag- - on Elementary-and -Secondary. Educa- '

grieved” if its interests ‘were not tion (1072) 86 SD 215, 193 NW 2d
properly protected, and competing - -586.

bank slleging -disregard of those in- ]

terests by banking commission was  Collateral References.‘ ‘

entitled to appeal. Valley State Bank R
of Canton v. Fazmers State Bank of Administrative Law and Procedure

, - €651 et seq.
ggglton (1973) — SD —, 213 NW 2d 2 AmJur 2d, Administrative Law,

. e § 563 et seq.
Competing banking institutions ag- 73 C©JS, Public. Administrative
grieved by action of banking commis- Bodies and Procedure, § 160 et seq.
sion were entitled to appeal even
though not specifieally named as par- Constitutionality of statute penaliz-
ties, and even absent hearing appar- ing unsuccessful appeal to court from
ently required by §1-26-1. Valley aciion of administrative board, 39
State Bank of Canton v. Farmers . ALR 1181

Where state commission on ele-

Failure of officer to take and report, misdemeanor, penalty.—It is
made the duty of the sheriffs of the several counties of the state,
the chiefs of police, marshals of the cities and towns, or any other
law enforcement officers and peace officers of the state, immediately
upon the arrest of any person for a felony or misdemeanor, exclu-

sive of those exceptions set forth in §23-5-1, to take his finger- -

prints according to the fingerprint system .of identification estab-
lished by the division of criminal investigation, on forms to be
furnished such sheriffs, chiefs of police, marshals or other law

enforcement or peace officers and to forward the same together

with other descriptions as may be required with a history of the
offense alleged to have been committed, to this division for classi--
fication and filing. A copy of the fingerprints of the person so
arrested, shall be transmitted forthwith by the arresting officer to
the federal bureaw of investigation in Washington, D.C. - . |

“"Any officer required under the provisions of this section to take
and;:report fingerprint records, who shall fail o tdke ‘and report
~guch" records as is reqmred *by this section, shall be guxlty of a
““misdemeanor, and upon-conviction thereof, shall be punished by a
fine of not more than one hundreéd dollars or imprisonment not ex-
ceeding thirty days, or by both.

Bource: SL 1935, ch 97, § 6; 1937,

ch 104, § 8; SDC 1939 §§ 55.1607, bb.- ‘ :
9806; SL 1965, ch 161 §6. ’
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23-5.7. Records for identification of prisoners—Filing and pre-
serving in department or institution—Restrictions as to use~—All
photographs, impressions, measurements, descriptions, or records
taken or made as provided for in §23-5-6 shall be filed and pre-
served in the department or institution where made or taken and
shall not be published, transferred, or circulated outside such de-
partment or institutions, nor exhibited to the public or any person
or persons except duly authorized peace officers unless the subject
of such photograph, measurement, description, or other record
shall have become a fugitive from justice, or shall have escaped
from a penal or reformatory institution.

Source: SL 1921, ¢h 186, §2; SDC
1939 & Supp 1960, § 24,1614,

23-5-8. Warden of penitentiary—Furnishing of identification of
inmates, transmission to division of criminal investigation.-—The
warden of the penitentiary shall furnish photographs, fingerprints,
and other identifying information of all inmates received at such in-
stitution and shall transmit the same to the division of criminal
investigation,

Source: SL 1935, ch 97, §6 (2); Cross-Reference,
1937, ch 104, § 3; SDC 1939, § 65.1605; ‘Warden’s register of convicts re-
SL 1966, ch 161, §4. ceived, § 24-2-8.

23-6-4. Statistical information—Compilation by director.—The
director shall collect and compile information, statistical and oth-
erwise, which will, as far as practicable, present an accurate sur-
vey of the number and character of crimes committed in the state,
the extent and character of delinquency, the operations of the po-
lice, prosecuting s attorneys, courts and other public agencies of
criminal justice, and the operdtions of penal and refor matory insti-
tutions, probation, parole, and other public agencies concerned with
the punishment or treatment of criminal offenders. He shall include
such information as may be useful in the study of crime and delin-
quency and the causes thereof, for the administration of criminal
justice, and for the apprehensmn punishment and treatment of
eriminal offenders. ,

Source: SL 1989, ch 138, §3; SDC  Cross-Reference.

Supp 1960, § 5. 15A08. Procuring and filing criminal rec-

ords of inmates of penal institutions,
§ 23-5-3.

23- 6-9c Copy of available mformatmn-——Furmshmg to law en-
forcement agencies.—Upon request therefor and payment of the
reasonable cost, the director shall furnish a copy of ali available
information and of records pertaining to the. identification and his-
tory of any person or persons of whom the bureau has a recm'd
o any similar governmental bureau, sheriff, chief of police, P o

cuting attorney, attorney general, or any officer of similar rank and,

description of the federal government, or of any state or territory
of the United States or of any insular, possession thereof, or of the

District of Columbia, or of any foreign country, or to the judge of

any court, before whom such person is being prosecuted, or has
been tried and convicted, or by whom such person may have been
paroled.

Source: SL 1939, ch 138, § 10; SDC
Supp 1960, § 55.15A10,

23-6-14. Access to files and records of bureau.—The Governor,
and persons specifically authorized by the director, shall have ac-
cess to the files and records of the bureau. No such file or record

of information shall be given out or made pubiic except as pmvidedi

in this chapter, or. except by order of court, or except as may be
necessary in connection with any criminal. mvestlgatlon in the judg-
ment of the Governor or director, for ‘the apprehensmn, identifica-
tion or trial of ‘2 person,. or persons, accused of cnme, or for the
identification of deceased persons, ar- £or the 1dent1ﬁcatmn of prop-
erty.

Source: SI, 1939, ch 138, §14 sDC
Supp 1960, § 55.15414.

26-8-19.5. Police records of children taken into temporary cus-
tody.—The records of law enforcement officers concerning all chil-

" dren taken into temporary custody or issued a summons under the |

provisions of this chapter shall be maintained separately from:
the records of arrest and may not be inspected by or disclosed to-
the public including the names of children taken into temporary
custedy or issued a summons, except: .

(1) By order of the court; {

(2) When the court orders the child to be held for criminal plo-l
ceedings, as provided in § 26-114:00 .. . .. s

(3) When there has been a criminal conthlon, and"a presen—
tence investigation is being made on an application for
probation.

Source: SDC 1939, § 43.0340 as en-
acted by SL 1968, ch 164, § 14,

See Colo Rev Stat Ana 1973, § 19-
2-102 (5).



26-8-19.6. Transmitial of fingerprinis, phofographs or other
informition prohibited except on court order—Except in the case
of a felony or misdemeanor involving moral turpitude, no finger-
print, photograph, name, address, or other information concerning
identity of a child taken into temporary custody or issued a sum-
mong under the provisions of this chapter may be transmitted to
the federal bureau of investigation or any other person or agency,
except when permitted by order of the court.

Seprce: SDC 1939, §43.0320 a3 en- Sce Colo Rev Stat Ann 1973, §19-
acted hy SL. 1968, ch 184, §14. 2-102 (6).

26-8-33. Persons permitted to inspect records of court proceed-
ings and social studies and reports.—Records of court proceedings
shall be open to inspection by the parents or guardian, their at-
torneys, and other interested parties in proceedings before the
court, and to any agency to which custody of the child has been

- transferred,

“7¢

With consent of the court, records of court proceedings may be
inspected by the child, by persons having a legitimate interest in
the proceedings and by persons conducting pertinent research
studies. .

Probation officers’ records and reports of social and clinical
studies acquired for use by the court in dispositional hearings shall
not be open to inspection, exeept by consent of court.

For' the ptrposes of this section the records of juvenile proba-
tion officers shall be deemed records of the court.

Source: SI. 1921, ch 141, §2; SDC
1939, §43.0327; SI, 1968, ch 164, §16.

26-8-34. Court order required for publication or broadeasting
names in news media~The name, picture, place of residence, or
identity of any child, parent, gnardian, other custodian, or any

" person appesring as a witness in proceedings under this chapter

shall not bo published or broadeastin any news media, nor given

~ any other publicity, unless for good cause it is specifically permit-

ted by order of the court. :

Source: SIy 1909, ch 298, §1; 1915, 1939, §§ 43.0301, 43.0827; SI, %968, cb
gh 119, §1; RC 1819, §9572; SDC 164, §16.

e

am a2 o

Z6-8-57.1. Sealing of reeords of adjudication.—Any person who
has been adjudicated under this chapter may petition the court for
the sealing of his record and shall be so informed at the time of
adjudication. Such petition shall be filed no sooner than two years
after his unconditional release from parole supervision.

Upon the filing of a petition, the court shall set a date for a
hearing and shall notify the state’s attorney and anyone else whom

the court has reason to believe may have relevant information

. about the petitioner. ’

The court shall order sealed all records in the petitioner’s case
in the custody of the court and any such records in the custody of
any other agency or official, if at the hearing, the court finds that:
the petitioner has not been convicted of a felony or of a misde-
meanor involving moral turpitude and has not been adjudicated -
under this chapter since the termination of the court’s jurisdiction
or his unconditional release from parole supervision; no proceed-
ing concerning a felony or a misdemeanor involving moral turpitude
or a petition under this chapter is pending or being instituted
against him; and the rehabilitation of the petitioner has been
attained to the satisfaction of the court.

Copies of the order shall be sent to each agency or official named
therein. :

Inspection of the records included in the order may thereafter
be permitted by the court only upon petition by the person who is
the subject of such records, and only to those persons named in
such petition,

Source: SDC 1939, § 43.0321 as en- See Colo Rev Stat Ann 1973, §19-
acted by SL 1968, c¢h 164, §15. 1-111,
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ARTICLE 2:02

BUREAU OF CRIMINAL STATISTICS

CHAPTER
2:02:01 Definitions
2:02:02 Completeness and Accuracy of Recoxrds
2:02:03 Access and Review
2:02:04 General Reporting Requirements
2:02:05 General Administrative Procedures
i
CHAPTER 2:02:01
DEPINITIONS
Section
2:02:01:01 Definitiions
2:02:01:02 Scope of Applicability

2:02:01:01., Definitions. Words used in Chapter 2:02, unless

the context plainly requires otherwise, mean:

(1) "Criminal history record information"” means information
collected by criminal justice agencies on individuals consisting
of identifiable descriptions and notations of arrests, detentions,
indietments, informations, or other formal criminal charges, and
any disposition arising therefrom, sentencing, correctional super-
vigion, and yelease. The term does not include identification
information such as fingerprint records to the extent that such
information does not indicate involvement of the individual in the -
eriminal justice system;

(2}  "Criminal Justice Agency" means a governmental agency or
subunit which performs any of the following activities: collection
and dissonination of criminal histroy records information, detection;
apprehension, detention, pre-trial release, post-trial release,
prosecution, adjudication, correctional supervision or rehabilitation

of persons accused of or convicted of a criminal offense.
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(3) "Director" means the director of the bureau of criminal
statistics as defined in SDCL 23-6-2;

(4) "State registry" means the registry of criminal history
record information méintained pursuant to § 23-3-16 and Chapters
23~5 and 23-6 of the South Dakota Codified Laws.

General Authority SDCL 23-5-1, 23-5-2, 23-6~2, and 1-~26-~1(7)
Law Implemented SDCL 23~5-1, 23-5-2, 23-6-2, 23-6-4 through

23-6~-6 inclusive.

2:02:01:02. Scope of’Applicability. The rules in Article

2:02 apply only to the criminal histoxy record information kept
in the state registry by the division of criminal investigation
pursuant to § 23-3-16 and Chapters 23-5 and 23-6 of the South

Dakota Codified Laws.

‘General Authority SDCL 23-5-1, 23-5-2, 23-6-2, and 1-26-1(7)

Law Implemented SDCL 23-5-1, 23-5-2, 23-6-2, 23-6-4 through
23~-6-6 inclusive.

CHAPTER 2:02:02

COMPLETENESS AND ACCURACY OF RECORDS

Section

2:02:02:01 Completeness and Accuracy of Records
2:02:02:02 Retroactive Applicability

2:02:02:03 External Audit Procedure

2:02:02:04 Internal Audit Procedures

2:02:02:05 Records Required to Facilitate Audit

2:02:02:01. Completeness and Accuracy of Records. Criminal

history record information maintained in the state registry shall
be complete and accurate and if the registry contains information
that an individual has been arrested, the registry shall alsc

include information of any disposition in South Dakota which has
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occurred in regard to the particular case and individual, within
ninety (90) days after the disposition has occurred.

General Aduthority SDCL 23-5-1, 23-5-2, 23-6~2, and 1-26-1(7)

Law Implemented SDCL 23~5-1, 23-5-2, 23-6~2, 23-6-4 through
23~6~6 inclusive.

2:02:02:02. Retroactive Applicability. Rule 2:02:01 shall

apply to all arrests made after March 19, 1976.

General Authorxity sSbCL 23-5-1, 23-5-2, 23~6~2, and 1-26~1(7)
Law Implemented SDCL 23-5-1, 23-5-2, 23-6-2, 23~6-4 through
23«6~6 inclusive,

£

2:02:02:03. DIExternal Audit Procedure. Local criminal justice

agencies making inguiries of the state registry of criminal history
records are authorized to make periodic inquiries of the state
registry for current disposition records to insure that the cur-
rent disposition information required by rule 2:02:02:01 is entered
on the state's registry files.

General Authority SDCL 23-5-1, 23-5-2, 23-6-2, and 1-26-1(7)
Law Implemented SDCL 23-5-1, 23-5-2, 23-6-2, 23~6-4 through
43-6~6 inclusive.

2:02:02:04. Internal Audit Procedures. At least once every

year, the director shall select a representative sample of files
in the state registry and audit such files to insure compliance
with the provisions of 41 Federal Register 11714.

Genaral Authority SDCL 23~5-1, 23-5~2, 23-6-2, and 1-26-1(7)

Law Implemented SDCL 23-5~1, 23~5-2, 23-6-2, 23-6-4 through
23~6=6 inclusive.

2:02:02:05. Records Required to Pacilitate Audit. To facili-

tate the audit provided by rules 2:02:02:08 and 2:02:02:04, the
state registry shall maintain records which show the date on which
eriminal history record information is received by the state

rogigtyy and, if such information is disseminated to someone other
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than a state, local or federal repository of criminal history
record information, the date of the release of such information
and the identity of the person or agency to whom it is released.
General Authority SDCL 23-5-1, 23-5-2, 23-6-2, and 1-26-1(7)

Law Implemented SDCL 23-5-1, 23-5-2, 23-6-2, 23-6-4 through
23-6-6 inclusive. -

CHAPTER 2:02:02:03

ACCESS AND REVIEW

Section

2:02:03:01 Access and Review

2:02:03:02 Requests for Corrections in Record

2:02:03:03 Request for Dissemination of Information

2:02:03:04 Notification of Agencies Receiving Information

2:02:03:05 Limitation on Access and Review of Criminal
Record Information

2:02:03:06 Specific Agencies Authorized Access to Registry
Information

2:02:03:01. Access and Review. Any individual shall have the
right to review his or her criminal history record information
file maintained in the state registry and to obtain‘a copy of the
same at his or her expense. Review of criminal history record
information under this rule shall be available orily. upon Verifi~
cation of the identity of the individual and at times which do
not place an undue burden on the state registry.
General Authority SDCL 23-5-1, 23-5-2, 23-6~2, and 1-26-1(7)
Law Implemented SDCL 23-5-1, 23-5-2, 232-6-2, 23-6-4 through
23-6-6 inclusive.

2:02:03:02. Requests for corrections in record. If an individ~

wal finds material in his criminal record history information file
in the state registry which he believes to be inaccurate or incom-
plete, he may request that the necessary corrections be made in
his record file. If the state registry refuses to make the

requested changes, individuals shall be entitled to appeal the
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decision under the provisions of SDCL 1-26-30.

General Authority s0CL 23-95-1, 23~5~-2, 23-6-2, and 1-26-1(7)
Leww Implemented S5DCL 23-5-1, 23-5-2, 23-6-2, 23-6-4 through
d3~bH=6 inclusive.

4:02:03:03. Peguest for Nissemination of Information. Upon

reduest, an individual whose record has been corrected pursuant to
rule 2:02:03:02, shall be given the names of all non-criminal
jusbice ageneices, i1f any, to whom the data has been given.

voneral Authority sSbecl 23-5-1, 23~5~2, 23-6~2, and 1-26-1(7)

Ly Implemented SDCL 23~5-1, 23-5-2, 23-6~2, 23-6-4 through

23=f=6 inclusive.

2:02:03:04. Notification of Agencies Receiving Information. If

an individual's record is corrected under the provisions of rule
4:02:03:02, the state registry will notify all criminal justice
agencies of the corrected information.

teneral Authority snel 23-5-1, 23~5-2, 23-6-2, and 1-26-1(7)

Law Implemented ShUL 23-5-~1, 23-5-2, 23-6~2, 23-6-4 through
23=b=0 inclusive.

2:02:03:05.  Limitation on Access and Review of Criminal Record

An individual's right to access and review of his

or her eriminal history record information, shall not extend to

datda gontained in intelligence, investigatory or other related

files, and shall not be construed to include any other information
than criminal history record information as defined in rule 2:02:01:01.
fieneral Authority SbCn 23~5-1, 23-5-2, 23-6~2, and 1-26-~1(7)

Law lpplementoed SpoL 23-5-~1, 23-5-~2, 23-6-2, 23-6-4 through

A3t inclusive,

4:02:03:00. dpecitic Agencies Authorized Access to Registry

Information. Pursuant to SDCL 23-6-14, and without jeing limited

tey the ftollowing, the director specifically authorizes access to
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information in the state registry to the following, for official

purposes to: *

1. The Governor of the State of South Dakota.

*2. Criminal Justice Agencies for the Administration of
Crinlinal Justice. .

3. Criminal Justice Agencies for the purpose of criminal
justice agency employment.

4. Federal agencies where required by federal statute or
federal executive order for security clearance, employ~
ment or international travel.

5. Pursuant to court orders.

General Authority SDCL 23-5~1, 23-5-2, 23-6-2, and 1-26=1(7)
Law Implemented SDCL 23-5-1, 23-5-2, 23-6~2, 23-6-4 through
23-6=-6 inclusive and 23-6-14.

CHAPTER 2:02:04

GENERAL REPORTING REQUIREMENTS

Section ,
2:02:04:01 Reporting Deadlire for Criminal History Records

Information ‘
2:02:04:02 Reporting Deadline for Criminal Records History ‘ |
Information on Repeat Offenders
2:02:04:03 Consequences of Noncompliance

2:02:04:01. Reporting Deadline for Criminal History Records

information, All agencies required to report criminal histoxry

record information to the state registry shall submit the

information to the state registry within ten working days of

the availability of the information to them.

General Authority SDCL 23-5-1, 23-5-2, 23-6-2, and 1-26-1(7)
Law Implemented SDCL 23-5-1, 23-5-2, 23-6-2, 23-6-4 through
23-6~6 inclusive.

2:02:04:02. Reporting Deadline for Criminal Records History

Information on Repeat Qffenders. All agencies required to report

criminal history records information to the state registry shall
report all information relating to persons having their fourth

felony arrest or second felony conviction within forty-eight hours
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of the information being availab'e to them.

Guneral Authority SDCL 23-5-1, 23-5-2, 23-6-2, and 1-26-1(7)
Law Implemented 8DCL 23-5~1, 23-~5-2, 23-6-2, 23-6-4 through
23~6=6 inclusive.

2:02:04:03. Consequences of Noncompliance. Failure to

comply with rules 2:02:04:01 and 2:02:04:02 will make an
ageney requesting information from the state registry
ineligible to receive any information from the state registry or
assistance {rom the director until the submission of all required
criminal history records information is completed according to
the rules in ARSGD Article 2:02.
General Authority SDCL 23-5~1, 23-5-2, 23-6-2, and 1-26-1(7)
Law Implemented SDCL 23-5~1, 23~5~2, 23-6-2, 23-6-4 through
23-6-6 inclusive.

CHAPTER 2:02:05

GENTRAL ADMINISTRATIVE PROCEDURES

Yoot ion

4‘
2:02:05:01 Regquests for Declaratory Rulings

2:02:05:01. Requests for Declaratory Rulings. Petitions may

be filed with the director for the purpose of requesting a declar-

atory ruling as to the applicability of any statutory provision
or rule included within the scope of Article 2:02 or any final
order of the director to a given set of facts included under
Article 2:02. The petition shall be in writing and contain all
pertinent facts necessary to inform the director of the nature
of the problem on which a ruling is requested. The director may
regquest more facts where necessary upon which to make his ruling.
Genoral Authority SDCL 23-5-1, 23-5-2, 23-6-2, and 1-26-1(7)

Law Implemented 8DCL 23-5-1, 23~5-2, 23-6~2, 23-6-4 through
23-6=6 inclusive.
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