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AN ACT TO COMBAT INTEI;NATIONAL TERRORISM—
S. 2236

MONDAY, JANUARY 23, 1978

U.S. SENATE,
CoMMITTEE ON (GOVERNMENTAL AFFATRS
Washington, D.C.

The committee met at 10 a.m., pursnant to notice in room 3302 of
the Dirksen Senate Office Building; Hon. Abraham Ribicoff (chair-
man) presiding.

Present: Senators Ribicoff, Glenn, Percy, Javits, Stevens, Mathias,
and Heinz.

. Staff members present: Richard A. Wegman, chief counsel and staff
director; Ellen Miller, professional staff member; Brian Conboy,
special counsel to the minority; John Childers, chief counsel to the
minority ; Ken Ackerman, professional staff member; Robert V. Hef-
fernan, research assistant.

Chairman Risicorr. The committee will be in order.

While the hearing is today on the Omnibus Terrorist Act I do want
to thank you, Mr. Secretary, for coming here after a grueling week
in the Middle East.

You spent all of this time on an airplane. You arrived home last
night and now you are here on the Hill testifying. I do want to take
this opportunity to express my personal confidence in your activities
and action in the Middle East. v

I kept pretty close touch with you since December 1976, and I
realize the deep commitment you and the President of the United
States have in trying to bring peace to the Middle East.

It is a tough job and the news of the last 24 hours indicate that
there has been a postponement. I, too, have recently come from some
of the Middle Eastern countries and I realize the failure of Israel and
Egypt to undertake a real peace initiative and come to a real peace
agresment will result in an unparalleled tragedy for Egypt, Israel,
and the entire world.

I know how steadfast your commitment is. I know your quiet di-
plomacy, some of it in the front pages and some quietly behind the
scenes.

I have the highest respect for your actions and your thinking. And
I would hope that you would take an opportunity after the opening
statements or even now, to give us a capsule idea of the reasons for
the present postponement, the prospects for resumption in the future,
this is not the Foreign Relations Committee, but you have come home
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and I think it is important for the parties, important for the Con-
gress, and important for the people of this Nation to try te have an
understanding of what the situation is as of this morning.

Secretary Vawce. Thank you very much, Mr. Chairman.

I appreciate your kind words and confidence in the efforts which
we have been undertaking to help the parties move towards a settle-
ment of the Middle Rast problem.

The meetings between the parties, after commencement of the Cairo
meetings, as all of us know, were conducted in two separate forums.

One was the security committee which dealt primarily with mili-
tary matters relating to the Sinai, and the other the political com-
mittee dealing with the broader issues which related to the subijects
of a declaration of principles, guidelines for the resolution of the
problems of West Bank and Gaza and the delineation of the essential
elements of peace treaties which would be achieved, hopefully, at the
end of the road.

Insofar as the meetings in Jerusalem are concerned, we all know
that. those meetings were suspended as a result of the decision taken
by President Sadat to recall his delegation for consultation with him.

The reasons for that were expounded at considerable length by him
in the statement which he delivered to the National Assembly on Sat-
urday night.

There is little really that I can add to those factors. I think that
there is a feeling on both sides, as the two heads of government have
indicated. that each feels he hias made a major step in the direction of
peace and that that has not been sufficiently recognized by the other
party.

As a consequence of this and other specific matters, such as the
issue of settlements in the northern Sinai as raised by President Sadat,
and other matters as raised by Prime Minister Begin, the meetings
have been suspended. Yesterday there was an announcement that the
decision with respect to the continuation of the meetings of the mili-
tary committee would also be postponed but would be reconsidered
in the future.

It is my belief, and it has been repeated by the heads of both of the
governments, that they desire peace. That peace is an objective which
thev will continue to pursue.

The door to peace is not closed. I believe that they sincerely do
believe that and that that is the fact.

I believe that we are in the midst of one of those down periods
that one finds in any negotiation. There are always ups and downs.

I believe that the parties will pass through this peried and that
discussions between them will be resumed again.

I do not want to predict at this point when that will happen be-
cause it will depend upon events which are within the hands of others
and which are often diffieult to predict, in any event.

I would say one further thing. I would hove very much that it
would be possible for the amount and. strength of rhetoric on both
sides to be reduced.

I think this would propagate an atmosphere in which it would be
possible to begin discussions again.

I know both of the parties do desire that, and I remain hopeful in
the long min that we will get the negotiations back on the track and

-
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that the ultimate objective of all of the parties is a comprehensive
settlement of the problem.

OPENING STATEMENT OF SENATCR RIBICOFF

Chairman Risicorr. Thank you very much.

Today’s world has a serious terrorist problem. Recently, we have
seen people willing to risk their own lives for political aims. We are
the hostages. We who believe in democracy and progressive social
change are being threatened. Today a desperate person can seize an
airplane or a powerplant or a building and demand that the world
conform to his desires.

‘We in the United States have been relatively lucky so far. But we
have no reason for complacency. No international flight is taken to-
day without some apprehension. Some of our West European part-
ners live today with posters everywhere and armed guards around
public places and prominent leaders.

The terrorist now is a threat to our basic values. And the level of
our technology gives him the means to wreak havoc upon a society
which does not protect itself. Frankly, we’re here today to protect our-
selves. I wish this set of hearings was not necessary. I've been a U.S.
Senator for 15 years. Most of the hearings I've attended have sought
social or economic progress. Unfortunately, today we have to spend
some time examining how to control or prevent evil.

I am convinced that the United States can face the growing prob-
lem of terrorism with confidence. The American people see hijacking
and assassinations and cold violence, and they are outraged. They
want to know who is in charge. And they want to see some Jeadershin
stand up and say that we need not let terrorists bend our country afl
out of shape.

The purpose of these hearings is to help the United States face
terrorism before we have to react to terrorism.

‘We must understand the modern terrorist, who he is or she is, and
why the terrorist lives his destructive life.

‘We must be organized as a Government and a society to thwart the
terrorist and to protect every individual.

‘We must staff whatever organization we have with experts at all
levels to manage terrorism with flexibility and firmness.

‘We must be prepared to deal with an unknown array of threats.

And we must be prepared as a country to deny tho terrorist the
subversion of our free society. This last point is the most diffir alt. We
have to take our gloves off and fight within the law in order to pro-
tect the rule of law. .

There is no way to have all the answers to all contingencies. But
the American people are looking for reassurance that we can cope
with the unexpected. It’s no longer enough to say that our bureauc-
racy has a terrorism officer or that a secret “P.R.M. 30” exists and
we should rest assured. If our citizens are going to be asked to per-
severe in time of crisis, they have a right to know that we are
prepared for crisis.

On the international level, other countries operate unsafe airports
which endanger the American traveler. Some countries train, equip,
and provide safe haven to guerillas. Some use diplomatic facilities to
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support this activity. It’s time that we join with other countries in
striking back at the promotion of terrorism. Those who would tol-
erate terrorists have no reason to expect the tolerance of the civilized
world.

The legislation pending before the committee, S. 2236, combines
diplomatic initiatives with strong unilateral U.S. policy to combat
terrorism. The thrust of this legislation is to ensure that we have
an adequate structure to handle ferrorist problems as they arise and
to assure the citizens of this Nation that our handling of terrorist
incidents will be with a firm hand. Further, it is the intent of this
legislation that the United States take swift and direct action against
any country which aids terrorist acts.

It is an outrage and even unthinkable that the civilized world could
tolerate the practices of some nations whose governments directly
support terrorist activities against innocent citizens. The United
States must lead the world comunity in our response and prepared-
ness for such actions.

I am very pleased that some extremely impressive witnesses have
agreed to help us in these hearings. During the next few days we will
have a chance to learn about various aspects of the terrorist threat.
From their testimony, we will be better able to shape this particular
legislation and to face this problem with greater confidence.

‘We are honored to have as the leadoff witness our distinguished
Secretary of State. Mr. Vance hus been hard at work on one of our
main foreign policy problems—and one not unrelated to the business
before us today. I understand, Mr. Vance, that you arrived in Wash-
ington from the Middle Fast only last night. You have the gratitude
of this committee by appearing before us today. We are most eager to
hear your testimony.

Senator Heinz, Senator Glenn, Senator Hodges, do you have an
opening statement ? ’

OPENING STATEMENT OF SENATOR HEINZ

Senator Heinz. T have a brief opening statement, Mr. Chairman.

Mr. Chairman, Mr. Secretary, let me just say briefly, I welcome
these hearings. I want to commend you, Mr. Chairman, for taking the
lead in this area, and for beginning this examination of your legis-
lation, S. 2236, the Omnibus Antiterrorism Act. I think these hear-
ings are particularly important because they represent an impressive
effort on the part of Congress to deal comprehensively with what is
becoming an increasingly important and diflicult problem.

Although improved U.S. security measures in the past few years
have resulted in a decrease in the number of domestic hijackings, on
the whole terrorist incidents, including those ori the rise, involving
Americans, are notably bombings and assassinations.

In 1977, there were dramatic incidents such as the Lufthansa inei-
dent, which ended in Somalia, and the terrorist attack on industrialist
Hans-Martin Schleyer.

Each such incident promotes new incidents and tests security and
uneven commitment to solving the problem multiply those cases into
a situation that is rapidly becoming unmanageable. The American
people clearly share this view. A Harris poll last year showed broad
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support for a tough antiterrorism policy, including some of the pro-
visions in this bill, S. 2236.

Mr. Chairman, I would also like to point out that these hearings
have 2 special interest for me, as it was 1 year ago this week that I
introduced one f the first pieces of legislation in this Congress to
deal with the p.oblem of terrorism.

I am pleased to see some of the elements of that bill, which attempt
to impose meaningful sanctions against countries which aid or abet
terrorism, have been included in S. 2286, which we are discussing in
those hearings, although the latter is more comprehensive.

That very comprehensiveness, while making the bill a better vehicle
for a broad-based approach to the parameters of terrorist activity,
raises questions that the committee will want to answer. Although
there should be no question that all Senators should support the bill’s
objectives, certain details will be the subject of debate.

The committee should think carefully whether the reorganization
mandated in the legislation is the most appropriate for an effective
antiterrorism policy or whether the bill effectively structures the
relationship between Congress and the executive branch in admin-
istering the list of nations which aid or abet terrorism.

In addition to this close analysis of what is in the bill, I hope the
committee will also think carefully about some of the things which
are not in it. For example, about the effects and the role of the media
in publicizing terrorist incidents while they are happening, what
responsibility the Federal Government has to provide training in
counterterrorist tactics for both our own defense and for that of other
nations; whether policies or negotiations with terrorists and pay-
ment of ransom should be clearly articulated or developed on an ad
hoc basis; whether there should be an effort to coordinate Federal
policy with that of local governments, or that of private companies;
and what role the intelligence community should play in a compre-
hensive antiterrorism policy.

Mr. Chairman, I wouldn’t want you or anybody else to believe that
I have the answers to all of these questions about what is in the bill,
or what is missing from it. But I do have some thoughts which I
expect to offer from time to time as we proceed. )

The results of our efforts will, I hope, be the creation of a compre-
hensive strategy for dealing with terrorism on a worldwide basis.
Such a strategy is overdue, and I congratulate you, Mr. Chairman,
for your work thus far in seeking to develop it.

Thank you.

Chairman Risrcorr. You may proceed, Mr. Secretary.

STATEMENT OF CYRUS R. VANCE, SECRETARY OF STATE, AND
HEYWARD ISHAM, DIRECTOR, OFFICE OF COMBATING TERROR-
ISM, DEPARTMENT OF STATE

Secretary Vance. Thank you, Mr. Chairman.

Mr. Chairman and members of the committee: I am pleased to
appear before you today to discuss a subject of greatest concern and
urgency: how to defend our citizens and our national interests
against threats of terrorism around the world. Congress and the ad-
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ministration must work closely on this vital issue, so ‘that as a
Government we are prepared to deal with terrorist acts rapidly, de-
cisively, and effectively.

Terrorism is one of the most inhumane phenomena of our time. We
must do everything we can to combat this problem. As your first wit-
ness, let me present the administration’s position on the overall prob-
lem of terrorism and the need for effective legislation.

It is clear from the pending legislation that the administration and
Congress share common goals: to deter terrorist attacks, to discour-
age other governments from cooperating with or giving refuge to
terrorists, to capture and prosecute those who participate in such
crimes, and to do this in cooperation with other governments.

Strong legislation can help achieve these goals. It will demonstrate
to the world that the American Government and people will not
tolerate such violence and that we are prepared to act promptly and
firmly. Effective legislation can strengthen our ability to work to-
gether with other governments toward this shared goal.

Let me begin by describing the scope of the terrorist threat, as we
see it today.

International airplane hijackings have increased in the past 2
years, after a brief pause in their frequency.

Worldwide, the number of terrorist attacks, including bombings,
assassinations, ambushes and arson, has been higher in the past 2

“years than in any previous comparable period.

There has been a shift away from attacks against U.S. Government
officials and property to attacks on American businessmen and cor-
porate facilities. The indications are that these threats on overseas
facilities of U.S. corporations and their employees could continue at

" least at their present level.

Cooperation among terrorist groups, with totally different goals,
appears to be growing. Groups such as the Popular Front for the
Liberation of Palestine, the Japanese Red Army, and the Baader-
Meinhof Gang increasingly cooperate in lethal attacks against inno-
cent victims, regardless of their nationality.

Some terrorist groups find their ideology in a radical nationalism
that allows no compromise. Others seek to destroy the political order
of their countries, either because they reject all authority or because
they seek to intimidate the established authorities.

‘While the motivations of individual terrorists vary, however, it is
clear that there is one common thread: they will attack the forms of
organized society by all the means they can comand.

In their common pursuit of violence, they share information,
weapons, money and, at times, logistical support. In the expression
of tlﬁab violence, they threaten the personal freedom and security of
us all.

Before I talk about what the United States is doing to combat
this threat. let me briefly discuss the international response that is
emerging, for as much as any other problem we face, the fight against
terrorism must be international in scope.

There have been some encouraging developments: Hijackers find
they can no longer count on landing in countries which once gave
them sanctuary. During the recent Japan Air Lines and Lufthansa
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hijackings nearly every nation in the Middle East where the hijackers
sought refuge turned them away.

‘We must, nonetheless, gain universal acceptance of the responsibil-
ity of nations to prosecute or extradite terrorists apprehended within
their jurisdiction, as prescribed by The Hague and Montreal
Conventions. '

On November 3, 1977, the U.N, General Assembly passed a reso-
lution condemning hijacking and urging the adoption of effective
measures to combat it. The approval of this consensus resolution re-
flects a growing appreciation by nations throughout the world of the
need for more effective action against this form of political violence.

The successful actions of the Israelis at Entebbe and the West
Germans at Mogadiscio demonstrated that terrorists can be defeated
by a combination of appropriate rescue capacity, flexible contingency
planning, and skillful tactics.

~We should recognize, however, that such operations entail great
risk to the hostages and may not always be feasible.

For our part, the United States has taken strong actions on a
number of fronts:

First, we have made clear to all that we will reject terrorist black-
mail. We have clearly and repeatedly stated our intention to reject
demands for ransom or for the release of prisoners.

Second, in this and past administrations, we have strengthened
airport security within the United States. There has been only one
successful hijacking of a U.S. scheduled air carrier since November
1972. We will continue these essential security measures.

Third, we have improved safety measures to protect U.S. officials
and property abroad. We have provided protective armor for of-
ficial vehicles and mandated security training for all personnel posted
overseas.

Together with the Department of Commerce, the State Department
is advising private corporations, and their employees, how to protect
themselves and their property against terrorist attacks. In most
cases, we have been able to carry out these measures in close co-
operation with foreign governments.

Fourth, through action initiated this fall by Secretary Adams at
the International Civil Aviation Organization, we have been work-
ing to upgzrade the international standards for sirport security. The
primary focus of this effort is to require mandatory preflight inspec-
tion of all passengers and accompanying baggage.

Fifth, we have intensified our efforts to move other countries to
ratify the Tokyo, Hague, and Montreal Conventions. As you know,
these Conventions provide for the apprehension, prosecution, and
extradiction of those who hijack or sabotage commercial sircraff.

To date, 62 countries have ratified all three Conventions; 55 have
ratified none. We are not satisfied with these numbers; worldwide
acceptance of these basic prineiples is essential.

Sixth, we have developed, and are improving, procedures for co-
operating and exchanging information among law enforcement agen-
cies around the world. For example, during the hijackings of the Japan
Air Lines and Lufthansa aircraft last fall, we provided background
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information on terrorist groups and their past operations, and
guidelines for protecting and obtaining the release of hostages.

Seventh, we have made major organizational changes within the
executive branch that are designed to improve our ability to combat
terrorism. Shortly after assuming office, the President reorganized
the structure of the National Security Council. Among the actions
taken was the establishment of the Special Coordination Committee
to handle, among other matters, crisis management.

The Assistant to the President for National Security Affairs chairs
this committee; its members are the statutory members of the NSC
and other senior officials as necessary.

In a crisis situation, the Special Coordination Committee would
cenvene immediately.

This committee ensures that necessary decisions will be made at the
highest levels of the government.

The Special Coordination Committee supervises a senior-level
interagency group to ensure coordination among agencies dealing
with terrorism. The interagency group has an executive committee
consisting of representatives from the Departments of State, Defense,
Justice, Treasury, Transportation, Energy, the CIA, and the NSC
staff. Tt is chaired by the representative of the State Department;
the deputy chairman is the representative of the Department of
Ju'?};{ice. It has met frequently since it was established in September
1977,

The Chairman of the Executive Committee, Ambassador Isham,
is sitting here on my right.

To fulfill our responsibilities within this framework, the State
Department has developed its own procedures.

Our operations center is fully staffed on a 24-hour basis to manage
crisis situations. It has instantaneous communications to all parts of
the Government, direct access to top officials, and prompt communica-
tion to all posts overseas. It has performed well in the past, and it
will do so in the future.

Our procedures are designed to anticipate terrorist attempts, as well
as to deal with ongoing incidents.

Specialized units in the U.S. intelligence community, as well as
other agencies of the Federal Government, place high priority on
the collection and evaluation of necessary intelligence.

We are working to improve the effectiveness and promptness with
which we exchange this information with friendly agencies abroad.

When U.S. citizens in foreign countries are threatened, we immedi-
ately communicate with foreign governments and make available to
them our information, advice, and experience to assist them in carry-
ing out their responsibilities.

Finally, cooperation on antiterrorism has become an important
part of our bilateral relations with other nations. We are urging
other governments to take appropriate steps to combat terrorism and
bring terrorists to justice.

Obstacles to effective cooperation among governments remain.
Some governments, sympathetic to the asserted cause of particular
terrorist organizations, not only provide safe-haven, but also arm,
train, and provide cover.
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Others shy away from resolute action, to avoid jeopardizing rela-
tions with countries that support terrorist organizations; still others
prefer to avoid the apprehension or prosecution of terrorists for fear
of new terrorist attacks aimed at freeing comrades. We will con-
tinue to press these governments to assume the full measure of their
international responsibilities.

The administration and this committee have the same goals—
stopping terrorism. We will continue to work closely with you, as
you develop effective legislation.

Let me address the provisions we hope will be embodied in such
legislation.

One, we are prepared to submit regular reports to Congress on
acts of international terrorism that affect American citizens or inter-
ests. We suggest that these reports be issued quarterly, and in a form
that can be made public, so that all concerned Americans will have
authoritative and current data on terrorist incidents.

The Department of Justice will address these reporting require-
ments in greater detail in its testimony.

Two, we will appear periodically before this committee to supple-
ment these written reports. I know that the committee will appreciate
that much of this information will be sensitive. As a result, we
strongly urge that these briefings be in closed sessions and on a
classified basis.

Three, the administration supports the concept of a public list of
countries which aid or abet terrorist actions. Public exposure and
condemnation can be effective in discouraging support for terrorist
activities. Removal of a country from the list would signal a change
toward greater responsibility and restraint.

Four, we are prepared to support appropriate sanctions against
countries appearing on such a list; indeed, we already impose sanc-
tions against certain countries which have been identified with
terrorist operations.

We believe that any such sanctions should be considered on a
case-by-case basis, taking into account probable effectiveness, the
interests of U.S. citizens living abroad, and our overall political,
security, and economic relationships.

In addition, to be effective, sanctions must be fashioned so that they
can be altered or lifted in response to evidence of change.

Five, we support the objective of publishing a list of airports that
are deficient in their security measures. However, we must recognize
that there are significant technical constraints on evaluating the
security of foreign airports and that we must work together with
the responsible government to upgrade these procedures. The De-
partment of Transportation will address this issue in greater detail
in its testimony.

Six, we hope that Congress will enact enabling legislation that will
result in full United States compliance with the terms of the Mon-
treal Convention on Aireraft Sabotage. In this connection, we seek
provisions for civil penalties to complement the criminal penalties
already available under aircraft security legislation.

Seven, and finally, it is our hope that the legislation developed by
this committee will be consistent with the NSC-SCC reorganization
_I'have described to you. )




10

Let me say again that we welcome the action of this committee,
and we will cooperate with you fully in the development of legisla-
tion that will be effective in dealing with this dangerous threat.

Chairman Rmsrcorr. Thank you very much, Mr. Secretary. Why is
it that certain countries such as Libya and Iraq are able to promote
terrorism without suffering the sanctions of other countries?

Secretary Vawce. The reasons are varied. Sometimes the reasons
are political reasons, where other countries in the area do not wish
to take positions which are contrary to the positions of such countries.
Other times, the relationships which exist on an economic level affect
the unwilingness of other countries to take action against such coun-
tries. And thirdly, there are overall political reasons which may
affect it.

However, there are countries which will be willing to take actions;
we have indeed taken actions in the United States with respect to
Libya as a result of their actions in this area. Insofar as Iraq is con-
cerned, which has been another country which has permitted the
training and has supported terrorist organizations within its borders,
we simply do not have any diplomatic relations with them.

We have really no practical way of affecting relationships with
them, We have communicated our unhappiness and dissatisfaction
with the situation and have urged them to change through the low
levels of diplomatic intercourse which we have, but this is not a very
effective way to treat this.

Therefore, I think we must develop ways of working together
within the international community as well as unilaterally if we are
going to become effective in mobilizing the world against this action.

Chairman Risrcorr. What reaction do you get in discussion with
other countries, which have suffered as a result of terrorist tactics,
about developing a code of international sanctions that the major
countries in the airline transportation field will live by and live with?

Secretary Vanor. It depends on what you're talking about. The
fact we were able to get a consensus resolution in the United Nations
this fall, even though it was somewhat watered down in its final
form, indicates a growing willingness to move in this area.

That was followed, as I indicated in my statement, by the meeting:
in Montreal which was held at which Mr. Adams, our Secretary of
Transportation, appeared and as a result of which it was agreed that
there would be a tightening of airport safety regulations, and X think
that that can and will be implemented.

If you’re talking about a broader code, the problems there rest in
the kinds of issues I have indicated earlier, and that’s the political-
economic types of problems that affect their willingness to act. And
these are the basic types of factors which affect the decisions of these
various countries.

Chairman Rrsicorr. In the modern world, could any nation of any
economic or political size survive commercially and politically, 1f
international aircraft refused to use the airport facilities of these
countries that cooperated or even encouraged terrorist activities?

Secretary Vance. It would be very difficult in the modern world
for a eountry to carry out effective trade in commerce and its day-to-
day business with other nations if it were denied access to the airports
of other nations throughout the world.
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Chairman Rmrcorr. Suppose the United States, Great Britain,
France, West (Germany, the Scandinavian countries, the Netherlands,
Japan—the nations with the big international air fleet—-got together
and had a common policy. Would that type of sanction have a sal-
utary offect against the so-called outlaw countries who encourage
terrorism?

Secretary Vawce. T think this is a proposal or suggestion that
should be followed up, and I think that we should pursue it with
vigor.

Chairman Riprcorr. You mentioned in your testimony the United
States from time to time has imposed sanctions. Would you explain
some of the sanctions our country has taken against other nations?

Secretary Vawoce. Yes, sir. In the case of Libya, we have refused
requested sales of eqnipment which have a potential military use.
We have refused some licenses required for the export of aircraft
which are nonmilitary in nature. We have refused requests for expert
help in other areas which have been requested. We have denied
license for third-country transfers of United States origin equipment
and technology which would enhance the military capability of that
country.

Those are some of the types of things.

Chairman Riprcorr. In most countries in Western Burope, the ter-
rorist activities are handled basically by justice ministeries as crim-
inal acts. By establishing the primacy of the State Department, don’t
we infuse this as a politieal act as opposed to a criminal act? Do you
believe it should stav in State, should be transferred to Justice, or
should Justice and State have a cochairmanship depending on the
typie1 Ofe activity we are talking about? Have you given any thought
to that?

Secretary Vance. I have given thought to that and I would like
to comment, and then I would like to ask Ambassador Isham to
comment.

It seems to me, Mr, Chairman, that when we are dealing with a
situation that involves o foreign nation, the principal concern is the
protection of American citizens. And this has to be carried out
through the channels which will be most effective in dealing with tl.e
situation that exists. We have the normal channels through our dip-
lomatic relations with these countries. These channels have been used
in the past, such as the incident which occurred in the hijacking in
Bangaladesh very recently.

We worked very effectively there. When we pulled together the
task forces which worked on these, we had the various elements of
the Government working hand in glove together on it. Therefore, it
seems to me that the responsibility should be left in the Department
of State, which can deal with this with the help of the other agencies
on a timely and effective basis.

In addition, in these incidents, one has to always take into account
the political relationships between the various nations. These are
complex and difficult matters and it’s appropriate that these matters
should be in the hands of the Department of State, which has the
principal responsibility for advice to the President in regard to these
matters.

47-428 O - 18 = 2
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Do you want to speak to that?

Mr. Iszam. Yes, sir. I would add to that that the new organization
of the working group and the executive committee, of which the De-
partment of Justice representative is the deputy chairman. In fact,
Mr. Gibson is here with us today and our cooperation is extremely
close and would be tailored to whatever incident, international or do-
mestic, might arise. :

Chairman Risrcorr. Senator Heinz.

Senator Heinz. Thank You, Mr. Chairman.

Mr. Secretary, in your testimony you expressed support for appro-
priate sanctions against countries which aid or abet terrorism. First
of all, does the State Department have a list of countries now that
you have determined do aid or abet terrorism ?

Secretary Vance. Yes, we do.

Senator Hrinz. Do you publish this list ?

Secretary Vance. That list has been made available to Senator
g avits and it was published, I believe, after it was made available to

im.,

Senator Hrinz, It has been made public?

Senator Javrrs. I made it public, but I ask unanimous consent that
my exchange of correspondence be made part of the record.

Chairman Rieicorr. Without objection.

[The material referred to follows:]

U.S. SENATE,
Washington, D.C., February 23, 1977%.
Hon, Dovaras HEoK,
Ooordinator for Combating Terrorism, Department of State, Washington, D.C.

DeAR AMBasSsapor Heox: I intend to follow up the Senate’s passage in the
94th Congress of S. Res. 524, which condemned the August 11th terrorist attack
at Yesilkoy Airport, Turkey, with hearings before the Senate Foreign Relations
Committee. As one who wasg particularly concerned with our efforts to combat
terrorism and who was tragically and intimately affected by the Yesilkoy
Airport attack, I have been particularly disturbed by reports of assistance
rendered by the Government of ILibya to facilitate that and other terrorist
attacks. In addition, I am sure that you are aware of reports of assistance by
the governments of Iraq, South Yemen and Somalia to terrorists. Accordingly,
I would like to have from the Department  of State a report, in writing,
preferably unclassified, setting forth in detail the operations, assistance, and
methods that Libya and any other countries have pursued in furtherance of
terrorists and terrorism,

In addition, I am interested to know what new approaches, if any, the
Administration intends to take to comhat terrorism, I hope that any new
departures that will be taken will be formulated in consultation with the
Congress where I believe a most cooperative and constructive attitude will be
found.

I believe that the information I am herein requesting will be most helpful in

laying a constructive basis for the Senate Foreign Relations Comimittee hearings
which I intend to request.

With best regards,
Sincerely,

Jaoor K. JAvITS.

DEPARTMENT OF STATE,

Washington, D.C., April 27, 1977.
Hon. Jacos K, JavIiTs,

U.8. Senate.

DeAR SENATOR JAavirs: With further reference to your letter of February 23
to Ambassador Heck and to the interim reply of March 8, and consequent to
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Ambassador Heck’s discussion with your staff, I have enclosed summary
sfatements in response to your request for information on assistance given to
terrorists by various governments in recent years. Also enclosed is a short paper
on the present status of our thinking with regard to new initiatives against
international terrorism which are currently under consideration by the
HExecutive Branch.

‘We fully share your concern about terrorism and value your support of our
efforts to cope with it. There is, unfortunately, every indication that inter-
national terrorism is on the increase and we will have to prepare ourselves to
deal with further attacks on American citizens and installations abroad
including those of American companies. The initiatives set forth in the enclosed
paper are designed to prepare us to handle such threats more effectively in the
future and hopefully to deter as many as possible. There may be other initiatives
and measures that should be considered. Ambassador ¥leck will be pleased to
meet with you or members of your staff if you wish to discuss these questions
at further length.

Sincerely,
Dovucras J. BENNET, Jr.,
Assistant Secretary
for Congressional Relations.
Enclosures.

LIBYA

Although the Libyan Government claims that it is opposed to terrorists it
has qualified this by saying that “freedom fighters” are not “terrorists” and
have the right to carry on their struggles “by whatever means” they deem
necessary.

The Libyan Government, since at least 1972, has actively assisted a number
of terrorist groups and individuals. These have primarily been members of
the several ‘‘rejectionist” factions of the Palestinian movement who have
broken away from more moderate Palestinian leaders on the issue of the
legitimacy of politically motivated violence as a means of carrying on the
struggle against Israel.

It is a matter of public record that Libya hag received and given refuge to
international ferrorists involved in a long history of terrorist acts, including:

The perpetrators of the October 1972 massacre at the Munich Olympics;

The hijackers of the Lufthansa aircraft in October 1972;

The hijackers of the Japanese Air Line Boeing blowrn up in July 1973;

The terrorists who attacked the TWA plane at Athens airport in August 1973;

The terrorists who attempted to shoot down the X1 Al plane outside of Rome
in September 1973 ;

The terrorists who commandeered a train in Czechoslavakia bound for
Austria in Septémber 1973 ;

The hijackers of the BOAC plane over Dubai of November 1974;

The kidnappers of certain OPEC oil ministers in December 1975.

IRAQ

The Government of Irag is a major supporter of Rejectionist Palestinian
elements which repudiate a negotiated settlement to the Arab/Israel dispute.
The Rejectionist Palestinians include groups which use terrorism as & policy
instrument.

Baghdad lends political and moral support to all rejectionist groups. To what
degree Baghdad provides financial, military, logistical or training support is
unclear, but it appears that a substantial degree of some such support goes to
one renegade Fatah group and the Wadi Haddad wing of the Palestinian
Front for the Liberation of Palestine (PFLP), both of swhich carry out
international terrorist activities.

PEOPLE'S DEMOCRATIC REPUBLIC OF YEMEN (EDEN)

There is some public evidence that the People’s Democratic Republic of
Yemen has on occasion allowed its territory to be used as a sanctuary for
terrorists. The absence of any U.S. representation in South Yemen and the
general restrictions placed on the movements and contracts of foreigners there
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make it difficult for the United States to verify the existence and extent of
PDRY support for terrorism,

In recent months there have been some tentative movements toward improve-
ment of relations between PDRY and certain of its moderate Arab neighbors
which have consistently repudiated international terrorism. We are not able to
predict with any certainty, however, whether this trend will have a significant
effect on PDRY’s attitude toward terrorism.

SOMALIA AND TERRORISM

There have been two major terrorist incidents involving the Front for the
Liberation of the Somali Coast (FLCS), a Somali Government-supported group,
in the past two years. In March, 1975, three members of the FLCS seized the
French Ambassador to Mogadiscio, and only freed him five days later in ex-
change for money and two FLCS members who were prisoners in France. The
exchange took place in Aden at the public request of both France and Sormalia.

In February, 1976, a group of FLCS commandos seized a school bus contain-
ing 31 French children in Djibouti and attempted to drive it across the border
into Somalia. The bus was halted before it reached the border. French sharp-
shooters eventually killed six of the commandos and re-took the bus. Two of
the children were killed.

There is open cooperation between the Somali Government and the FLCS,
a cooperation which the Somali Government justifies on the grounds that the
FLCS has been recognized by the Organization of Afriean Unity as a legitimate
liberation movement, While it is generally agreed that the FLCS is dependent
on Somali Government support, there is no evidence which establishes that the
two incidents described above were precipitated with the knowledge of the
- Somali Government.

In a December, 1976 meeting in Somalia, the Central Committee of the FLCS
expelled five of its top leaders. While the FPLCS leadership did not use the
oceasion to renounce terrorism as policy, some of the reasons cited for the
expulsions were the infiltrating of armed gangs into Djibouti without consulting
the FLCS policy-making body, conspiracy to assassinate other members, kid-
napping, killing, robbing, and misappropriation of funds. The disciplinary
action appears to be in accord with the apparent Somali Government decision
to cooperate peacefully with the French in bringing about Djibouti’s inde-
pendence, Independence is expected in June of this year.

NEW INITIATIVES AGAINST TERRORISA

There are numerous ongoing efforts by the Department and other agencies
to improve our counter-terrorist capabilities and activities. These include
developing close bilateral - and multilateral cooperation ywith other like
mindéd governments, better physical security, expanded intelligence data bases
and intelligence exchange practices, improved aircraft security as well as other
anti-hijacking measures at home and abroad and closer bilateral and multilateral
cooperation on political and legal measures for controlling, apprehending, and
prosecuting those guilty of committing or abetting acts of international
terrorism.

Specifically we have encouraged all of our posts to seek additional parties fo
the Hague, Moutreal and Protection of Diplomate Conveuntions. Moreover, we
have actively supported the FRG initiative in the UN General Assembly to
draft a hostage convention and expect to take an appropriate role in the UN’s
consideration of that convention. Qur bilateral contacts with other countries
sharing an interest in combatting terrorism continually explore new avenues
to address the problems of international terrorism through international law
and new bilateral and multilateral initiatives in this area. We are encouraged
by what we have achieved, but the threat persists and there is much more that
can and should be done,

In this connection, the question arises ag to the feasibility of multilateral
enforcement agreements against countries which fail to maintain minimal air-
port security standards or to cooperate in other efforts against tervorvists,
Based upon experience in the International Civil Aviation Organization
regarding a previously proposed enforcement convention, we believe there
would be significant resistance among member states {o compulsory enforce-
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ment of such measures as the minimal security standards set forth in Annex 17
to the Convention on Infernational Civil Aviation (the Chicago Convention).
Although there has been a number of terrorist attacks and bombings at major
airports in the past few years and despite US support for implementation of
security standards, the prospects of success for a multilateral enforcement
agreement arc not considered good. However, we continue unilaterally to urge
other governments to adopt Annex 17 standards as we search for new ways
and means to increase international support for enforcement.

Within the existing institutional framework of the Cabinet Committee to
Combat Terrorism and its operating-level Working Group, this administration
is energetically searching for new approaches as well as the improvement of
currently employed methods and techniques to cope with international terrorism,
‘We are presently exploring the prospects for further advance in several areas:

Crigis management—We are seeking to improve the management of terrorist
acts committed in the United States whick have important foreign policy
implications. We are considering recommendations for a new interagency
effort to integrate and refine our policy options in this area and to identify
realistic procedural alternatives for the management of such incidents.

Guidelines on mass destruction terrorism.—We believe aftention should be
focused on the development of a government-wide policy and an operational
mechanism to deal with terrorist threats of mass destruction. There is an
urgent need for esiablishing clear and coordinated policy and operational
guidelines which identify and instruct the lead and supportive agencies whose
capabilities to deal with terrorist threats of nuclear, bacteriological or chemical
mass destruction are yet untested.

Counterterrorism technology—We have been examining the need for the
research and development of equipment to improve our counter-terrorist
capabilities. Requirements in this area have been tentatively identified by
studies on mass-destruction and intermediate terrorism and in an overview of
technology requirements,

Ready reaction teams—Our experience with terrorist incidents abroad has
revealed a need at overseas posts for the early on-scene assistance of specialists
in the procedures and techniques of managing terrorist inecidents such as
kidnappings and hostage-barricade situations. The peculiarities of a given
situation will determine whether such a team is needed, and if so, its number
and composition. We have in mind an experienced ecrisis manager and a
phychiatrist with terrorist/hostage-barricade training as being the key members.
We hope to develop the Ready Reaction Team concept into an operational
procedure to give immediate Washington support to overseas Missions con-
fronted by a terrorist challenge.

Chairman Riercorr. Sinee our curiosity has been aroused, Senator
Javits will read the list of names.

Senator Javirs. It’s brief. There are four countries involved which
the United States has named as aiding or abetting terrorism., The
People’s Democratic Republic of Yemen, Somalia, Libya, and Iraq.
I was going to ask the Department today whether the Department
wished to veview the inclusion of Somalia.

Secretary Vaxce. Since we furnished that list the situation changed
in Somalia. Somalia helped effectively in the Lufthansa incident. In
light of those circumstances and those which have changed since the
time we sent the letter to Senator Javits, we would no longer include
Somalia on the list.

With respect to South Yemen, let me point out the situation there
remains under review, They refused to accept in the Lufthansa inci-
dent the landing of the aircraft in that country. They indicate that
their position with respect to terrorist situations has changed from the
past and therefore the matter should be veviewed.

Senator Heinz, Mr. Secretary, what are the criteria by which a
country malkes that list?
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Mr. Iszam. There would be a whole range of criteria. The degree
to which a country would aid or abet a terrorist act by protecting
from prosecution, under the laws, hijackers or terrorists that might
come into its territory.

This would, of course, violate the Hague and the Montreal Con-
ventions.

Second, the degree to which it would provide logistic support, finan-
cial support, training, weapons, diplomatic facilities, and other means
of support for a terrorist, all of these factors would be taken into
account.

Senator Hrinz. What I hear you saying is that there are no firm
guidelines. It is done on a case-by-case basis, unless I misinterpret the
term “the degree to which.”

What you are saying is, that you are reserving judgment in each
and every instance as to how bad the situation is, and that there are
no clear guidelines that a potentially proterrorist country may refer to.

You are saying if you get toc bad in aiding or abetting terrorists,
too bad in providing logistical support, you might get on the list.

Am I unfairly characterizing the State Department’s policy?

Mr. Isgam. No. The aiding and abetting is a firm policy guideline
which is effected in legislation.

Senator Huinz, Are those guidelines available to the Congress?

Mr. Ismam. Yes. For example, they are contained in our Foreign
Assistance Act. It contains these prohibitions.

The Export Control Act makes reference to such matters.

Senator Heinz. But I am interested in how the State Department
makes a determination that a country has crossed the unacceptable
threshold of aiding or abetting terrorists.

Secretary Vance. The decision is one which has to be made after
evaluating what the specific factors are in the field of aiding and abet-
ting. Then a determination has to be made.

That would be made by making a recommendation to the Secretary
of State, namely, to me. I would then make the decision that it should
be included.

Senator Hrrwz, Mr. Secretary, maybe you or Mr, Isham can answer
Ehis. Agre there any triggers that force that review through channels

o you?

Secretary Vawce. There is a continuing review going on by the
working group and the executive committee of the intelligence infor-
mation with respect to terrorist incidents, and potential incidents, and
what is going on within each of these countries. That kind of informa-
tion, and the reports coming out of that are indeed trigger incidents
which would generate the kind of reports to me and to others involved
in the process to male such & decision.

Senator Heuinz. Let’s take a specific example, so that we can get
down to cases, as apparently you do in the State Department.

The Abu Daoud case involving the failure, in my judgment, of the
French authorities to give the German authorities any real opportu-
nity to seek the extradition of the terrorist Abu Daoud. What was, in
fact, our role, if any, if you know, in that matter? And what did we
threafen to do, if anything, to the French? What words did we have
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with our former NATO friends—at least they are still our friends,
but they have been less active militarily than maybe we would prefer.

It seems to me that was a pretty reprehensible act by the French.
Did we ignore them?

Secretary Vawncr. Further investigation has been made of that.
There are a number of factors that relate to it that I would be happy
to go into in closed session. I do not think it would be appropriate,
frankly, to go into that in this open session.

Senator Hrinz. Let me turn, then, if I may, to a different issue.
What are the kinds of sanctions that we do and don’t use against
countries that do get on the list.

Maybe in closed session we will have to come back to some of the
cases, and how you do work it in the State Department. It is not en-
tirely clear to me, but I don’t pretend to be an expert on this.

Have we got an embargo against the sales of commercial aircraft,
or the use of Eximbank credits, one or the other, or both, with respect
to Libya, Iraq, South Yemen, and Somalia &t this point?

Secretary Vaxce. There is, in the case of Libya, an embargo on the
sale of commercial aircraft with significant unilateral capability and
the granting of licenses for that.

Senator Hemvz. In 1976 we sold both these countries, Iraq, for ex-
ample, $31 million of one category of aircraft, $89 million of another
category of aircraft. That was in calendar 1976,

Are you saying that with respect to Iraq, which is one of the major
supporters of international terrorism, particularly logistic support
of terrorism, we did not have in effect during 1977, or at this point
in 1978, a policy that proscribes, forbids commercial aircraft sales to
that country; is that correct ? '

Secretary Vanor. That is correct.

Senator Hrinz. The same would be true with respect to South
Yemen and Somalia ?

Secretary Vance. With respect to South Yemen, the situation has
not arisen with respect to it.

Senator Hernz. Why don’t we have such a policy in effect with re-
spect to Traq?

Secretary Vance. There were some indications that Iraq might be
willing to change its position. It has come out against skyjacking. It
has indicated it was willing to consider other steps which would move
aweay from its past policies.

In light of that, it was felt that it would be premature at this point
to take that step until we see what might be able to be resolved.

Senator Heinz. Do you believe that it was wise of this country in
1976—and that was a prior administration—to sell such a large
amount of commercial aircraft to Iraq?

Secretary Vawnce. This is a crucial question—the impeding of com-
mercial transactions to foreign nations, that is, private sales, as long
as they are not military aircraft.

Senator Hrinz. Is there something wrong with imposing an em-
bargo on a country? ‘

Secretary Vawce. No, but it is one which I say must be taken with
care.
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Senator Hrmvz. T seem to remember you, Mr. Secretary, before the
Banking Committee testifying that although you and I might disagree
on this policy, the Saudis and other Arabs had every right to enforce
a primary embargo against Israel.

Seeretary Vawce. [ did, indeed, say that. But the decision to enter
into an embargo in the case we were talking about, and generally the
decision of embargoing commercial transactions with another coun-
try, is a very serious decision that usually is taken only after consulta-
tion with the Congress, and it is not something done lightly.

Senator Hrinz. I applaud the caution in your statements.

My time has expired.

Tt is, nonetheless, a subject to which T hope we will return because
the issue of support, and commercial transactions with countries that
aid or ahet tervorism is, I am sure, of great concern to you and the
members of this committee. I think we have to pin the policy down a
little more clearly, because if we fail to do so, countries will look at
our policy with respect to the most intransigent countries, such as
Iraq, and they will think they have nothing to lose because Iraq,
which has been supporting terrorists unless a miracle has taken place
in the last few hours is having free commercial transactions with the
United State, for all T know, subsidized by the Export-Import Banl.
I am not sure of that. This is a question we have to return to later on.

Thank you, M. Secretary.

Chairman Risrcorr. Senator Glenn.,

Senator Grenw. Thank vou very much.

I think any time we are dealing with tervorists, we are dealing with
unstable people. They are not people who respond rationally. I think
any time we give in to them, whatever their minor demands, their
incentive is increased. T think this is true of refueling aiveraft. If,
when terrorist activities fivst started, we had made a flat rule, no re-
fueling, no nothing, there probably would not have heen as many
incidents.

That is easy to say. If my family was aboard a hijacked airplane, I
might feel quite different.

I think any time we give in, however, even to refueling a plane, we
encourage them more,

Do you have anything in mind that would affect the whole terrorist
picture that is not being done now in the executive branch? What
ideas have been advanced that have not been put into place?

Secretary Vaxcr. I think we have to look further at the question
of whether we should not, if we cannot accompish it within the
framework of the existing conventions, look for further actions such
as the German suggestion with respect to outlawing the taking of
hostages under any circumstances whatsoever, We would support very
enthusiastically such a convention. ‘

It seems to me that this is one thing that ought to be pinned down
and it ought to be made clear that this should be a crime, a crime
which is prosecuted ; and second, we ought to see if we cannot broaden
the scope of those who will participate in the activities mandated by
the existing conventions.

The numbers that we have are really very, very small when you
look at the 55 I talked about. We must find ways of better working
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together to increase those who will agree to abide by even the existing
conventions, I’'m sure that as we go forward there ought to be new
ideas that can be generated. That will be constructive.

I hope in our dialog with this committee we can come up with new
thoughts, within the new structure we have in the Government, and
within the interagency working group; I hope that through the inter-
action of this group, which is charged with the daily responsibilities
of devoting themselves to these issues, we will be able to come up with
new thoughts as well as better ways of implementing the existing con-
ventions which exist, but which have not been followed by too many
countries.

Senator Grexx. Considering the German proposal and broadening
the scope of our study of this problem are the only two things you
know of right now that we are not doing?

Secretary Vance. At this moment.

Senator Grexwn. I spent considerable time last week with Mr.
Isham——

Secretary Vaxeos, Let me add one other thing. At the moment we
are also taking a look at a number of airports to see whether they
should be put on the list of dangerous airports and whether or not it
will be possible to get the countries involved to take the necessury
actions to remove the danger situation which exists there. If it is not
possible to get this done in a cooperative way, then I think we will
have to take concrete action with respect to these particular airports.

This is another specific area in which I think we can and should
move.

Senator Gueny., You mentiored that enabling legislation was
needed. What snecifically were you referring to in your statement?

Mr. Tsmaar. This would be the enabling legislation to provide fuil
compliance with the Montreal Convention by this Government. That
has been submitted on November 11 and it is also contained in this
bill. We thinlk this should be done.

Senator Guexxy. Who needs to take action on that, the Senate?

Mr. Ismadn Yes, as well as the IHouse of Representatives.

Senator Grenw. In the form of a treaty, executive agreement?

Mr. Ismaar. The Senate gave itg advice and consent to the Montreal
Convention and it was ratified in 1972 as a treaty. The legislation is
now necessary to enable us to discharge fully our obligations under
that Convention.

Senator Grexw, Are there major differences among the Tokyo,
Hague, and Montreal agreements?

Secretary Vaxces. In what vespect ?

Senator Gvexnx. Do they differ or arve they the same?

Secretary Vance. No, they really complement each other. The Tokyo
Convention first mandated the necessity for criminal jurisdiction with
resnect to hiiacking incidents.

My recollection as far as the Hague Convention is concerned is
that the Hague Convention requives the parties to punish by severe
penalties persons who have unlawfnlly seized aireraft and obliges
the parties having custody of the offenders to prosecute or extradite
the offender.

That left a loophole. Therefore. you had the Montreal Convention
and that requires parties to punish by severe penalties persons who
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commit acts of violence aboard aircraft in flight, damage or sabotage
aircraft in service, or air navigation, and also provides for prosecution
and/or extradition. And the latter was enacted to plug the loophole
that had been left as a result of the Hague Convention.

Senator Grenw. You have the Special Coordination Committee
which was placed into effect this past spring or early summer. Now,
I met for some time last week with Mr. Isham and some of his asso-
ciates, going into some information that I wanted in advance of these
hearings, particularly with regard to nuclear questions. I wound up
at the end of our session wondering whether the bill that we are con-
sidering here, S.2236, was not duplicating what has already been done.
Do you think that this bill would add anything to what was done as
far as giving you jurisdiction, better authority, or better language?
Does it accomplish anything that you have not already accomplished
in advance of the bill’s passage.

Secretary Vawnce. Insofar as organization is concerned, we believe
that the steps which have been taken by the establishment of the Spe-
cial Coordination Committee, by the establishment of the interagency
working group, and by the establishment of the executive committee
of the interagency working group, plus the implementing, further
steps taken in each of the departments, has established a reorganiza-
tion which is necessary. Therefore, we do not need the proposed reor-
ganization in terms of the council proposed for the White House, the
Special Council on Terrorism, nor do we need a special Assistant Seec-
retary for Terrorism within the Department of State, nor indeed
another Assistant Attorney General. But the Department of Justice
will have to speak to that.

We believe the steps taken by the President in his reorganization
of the NSC structure have, from an organizational standpoint,
strengthened our terrorist capability within the Government from an
organizational standpoint.

However, there are other aspects of that bill which we think are
very important and which we endorse. We would hope that after
examining fully what has been done in the reorganization of the
National Security Council and the establishment of the special coor-
dinating committee, that this committee would conclude that it is a
sufficient organization and would in fact endorse it in its legislation.

Senator GrenN. There is one area of concern I have followed espe-
cially closely in the international field: the spread of nuclear weapons
around the world. As the Secretary is aware, because we have worked
together closely on legislation, along with Senator Percy, we have a
bill ready to go to the floor.

I would submit, as far as terrorism goes, that we haven’t reached
the worst stage yet. We have spread thousands upon thousands of
artillery shells of nuelear capability around the world. We have in-
creasing capability to miniaturize these weapons. Some day, one or
more of them will turn up missing. Someone will be able to carry
them in a backpack.

I don’t think once that happens and once we send our teams out to
try to determine whether we reaily have an atomic weapon planted
under a building in New York or in a major population center or in
the Capitol of the United States, we are really going to get into the
general issue of terrorism at that time.
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With Mr. Isham, I went into some of the things that will happen
when this occurs, because we have threats of this happening occasion-
ally now. Fortunately they have proven to be untrue up to this time.
One day when there is material really missing out of our stockpile
we will have a real problem to deal with. It is bound to happen some
time in the future, that something is missing and we think this may
be a real threat. We haven’t seen terrorism like that is going to be.

I would like to have comments before the gentlemen leave today,
certainly on exactly what happens when we get a threat like that,
what goes into action, who checks it out, as much as we can give in
open session, because I think the American public is entitled to an
answer to that question.

Chairman Ripicorr. I will allow time for the answer to that ques-
tion.

Mr. TIsmasr, Senator, as we mentioned in our briefing the other day
with you, the procedures that the Department of Energy have and
the Nuclear Regulatory Commission have for the detection and the
reaction to threats are elaborate, well-established, and have been
tested. The whole Defense Department mechanism exists for achiev-
ing the same purposes in the military. I think that we should, how-
ever, examine very closely, in the light of your comments, what
additional measures we need to strengthen these existing procedures.

I would have to say that these are long-established and administered
by the agencies responsible, that is, the Department of Energy and the
Nuclear Regulatory Commission, with the utmost attention. And it
would be there, I think, that we really need to go into them, with the
zlvitneisses from those two Departments, into this subject in greater

etail.

Senator Guenxy. Mr. Chairman, perhaps that should come at a more
detailed, later session. We went into this in detail in my office the
other day. I asked if this subject matter was classified at that time.
Tt was indicated then that all of the things we talked about were not
classified, in the public domain. I think this morning, or later on, we
want to go into that in greater depth.

There is a sequence of events which occurs with a team: who does
what, goes where, and who has to request that. It is a reasonably
organized approach. It should be brought out in public so people are
aware of the procedure. One of these days we will have a real emer-
gency on our hands and people should know what the procedure is.

Chairman Risrcorr. Senator Stevens ?

Senator Stevexs. Thank you.

Mr. Secretary, you say 55 nations have not ratified these conven-
tions. Have you provided the committee with a list of nations that
have not ratified the conventions? Will you do so?

Secretary Vawxce. I certainly will do so, Yes, indeed.

I have been away for a week so I don’t know if they have been
provided or not.

Senator Stevens. Would it be possible to ask your staff to identify,
of the 55, how many are receiving any foreign aid or are the recipients
of any military sales?

Secretary Vance. Indeed you can and we will.

[The information requested and subsequently supplied follows:]
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Page 43
Lines 9, 13
January 23, 1978

The following states are not parties to any of

the three aviation security conventions (Tokyo,

Hague, Montreal).

Those states receiving US

economic or military assistance for Fiscal

Year 1978 are annotated E and/or M respectively.

Albania

Algeria - E

Angola - B

Bahrain -~ E
Bangladesh - E, M
Bhutan - E

Bolivia - B, M
Botswana —- E

Burma - E

Central African Empire - E
People's Republic of China
Comoros

Congo - E

Cuka

Democratic Kampuchea
Democratic Yemen
Djibouti ~ E
Equatorial Guinea
Ethiopia - E

Gambia - E

Grenada

Guinea - E

Haiti - B, M
Honduras - E, M
Jamaica ~ E

Kuwait

Liberia - E, M
Malaysia ~ B, M
Maldives - E

Malta - E :
Mauritius -~ B
Mozambique - E

Nepal - E, M

Peru - E, M

Qatar

Samoa - E

Sao Tome & Principe - E
Seychelles - E
Sumalia - B

Sri Lanka -~ E, M
Sudan - E, M
Surinam

Swaziland - E

Syria - E

United Arab Emirates

United Republic of Tanzania - E

Venezuela - M
Vietnam
Yemen ~ E, M
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Senator Stevens, Have we taken any initiatives to have the United
Nations step forward to have a cellective sanction on the countries
that do not follow the principles that are recognized in these three
conventions?

Secretary Vance. We were active and really the most active of the
countries in trying to get something through the U.N. this fall.

We came out with the consensus resolution and that got watered
down, unfortunately, in the process.

It is difficult to get anything with real teeth in it out of the United
l\{ations in this area. So at this point, we don’t really have anything
else.

Senator Stevens. Would it be effective, with regard to the coun-
tries that have not ratified, that we indicate we are prepared to take
some steps against them if they do not agree in advance to recognize
these three conventions?

Secretary Vance. The answer is this would have, I think, to be done
only after very careful examination of what the consequences would
be in respect of our relations with these various countries.

In some cases one runs into the question of the claim of sovereignty
and their right to execute or to make their sovereign decisions with
respect to what they will and will not ratify.

I don’t want to try to make a broad, sweeping statement with re-
spect to it. I think it is so complex that it would be inappropriate.

Senator Stevexs. You have indicated we are not satisfied with these
numbers. I think the committee would agree with that.

I wonder if there is some role the Congress can play in connection
with the foreign aid bills, and military sales bills that might grant
you some additional authority to suspend sales or to suspend aid if
there is not an acceptance of those conventions within a reasonable
period of time.

Mr. Tsmanr. I think we would be glad to consider that. We have
found that approaches, diplomatic approaches have somewhat better
chance of having the right effect, and we are engaged in such an
effort right now which I would be glad to tell you about in private
session.

I will be frank to tell you that there are a number of nations that
want to make sure that whatever they do would seem to be as their
(éwn initiative and not as a response to any ultimatum of the United

tates.

‘We must be frank to concede that this whole matter of sanctions
iélvolve sovereignty, political considerations, and deeply rooted con-

icts.

But I do think it would be good to discuss how we could support
these initiatives. .

Senator Stevens. Maybe the chairman or some of the people on the
Foreign Relations Committes ought to do that. »

Let me ask one last question about your crisis management organi-
zation. I commend you for it. I think that we have seen crises in this
country that indicated that crisis management procedures were not
really on a 24-hour basis.

Has it been tested ¢
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Secretary Vance. Yes, it has been tested. One of the tests occurred
at the time that one of our helicopters was shot down in Korea. The
system went to work immediately.

I, the Secretary of Defense, and the National Security Advisor
immediately assembled. We took all of the necessary steps including
getting in touch with the various necessary parties within our own
governmental structure, including those in Korea and overseas, both
military and diplomatic.

‘We were in touch with other governments immediately so as to seek
their assistance should it be necessary in connection with the resolu-
tion of the matter.

The President participated in the process and joined us within &
very short time. I think the matter was handled promptly, expedi-
tiously, and efficiently and I think the matter worked well.

Senator Srevexs. Thank you very much.

Chairman Risrcorr. Senator Percy %

Senator Percy. Mr. Chairman, I am sorry I was not here at the
outset of the hearing.

I would like to ask unanimous consent to incorporate an opening
statement at an appropriate point.

Chairman Risrcorr. Without objection.

Senator Percy. I would like to quote a few figures from my open-
ing statement which indicate that we are making progress in curbing
air piracy but that we still have a terrible problem.

Terrorist groups continue to flourish and threaten the safety of
citizens of all nations. Since 1975 we have had 14 terrorist bombings
in the city of Chicago alone.

I ask unanimous consent to incorporate the details of those bomb-
ings in the record.

[The information referred to follows:]

JANUARY 20, 1978,
To: Ken Ackerman.

Fm: Barbara Klein.
Re: Terrorist incidents in Chicago.

June 14, 1975, 12:45 a.m.

Bombs planted at the Mid-Continental Building, United of America Bank and
the Champlain Building. (main offices of Trans World Airways)

The bomb was left by an unidentified man near the Chagall mosaic at the
First National Bank Building. The case in which the bomb hidden was picked
up by several people. They opened it in their car, discovered it was a bomb and
threw it out the window near the Mid-Continental. The bomb exploded injuring
the {1 persons in the car and causing damage to the entrance of the Mid-
continental.

The bombs at the United of America and the Champlain shattered windows,
no injuries.

October 27, 1975, 3 a.m.

Bombs exploded at the Continental Bank, the Sears Tower, and the IBM
Building shattering windows and causing minor structural damage, no injuries.

A fourth more powerful bomb was discovered at the Standard Oil building
but did not detonate.. Because of its close proximity to the Continental, Windows
were shattered at the Federal Reserve Bank in Chicago.

FALM claimed credit for the bombings. That same night bombs went off in
‘Washington, D.C., New York
June 8, 1976

Four bombs exploded between 10:41 and 11:02 p.m. bombs were placed in
garbage cans.
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TFirst National Bank Plaza : 4 people injured, 2 seriously by flying shrapnel

John Hancock Center : Damage to door and windows broken

Bank Leumil Israel

Chicago Police Headquarters : eleven plate glass windows shattered
September 10, 1976

Bomb left on the 700 block of North Lasalle, in midtown Chicago exploded
breaking windows of buildings alonf the block. Believed that bomb was intended
for the Puerto Rico Department of Labor located at 734 N. LaSalle.

A bomb exploded in the womens restroom of the Pinnacle Restaurant on
Lakshore Drive. Xnocked down heavy door, toppled stalls, shattered mirrors
and tiles. The bomb was believed to have been left at the restaurant by mistake;
a Puerto Rican group was to meet at a restaurant nearby.

November 4, 1976 '

Bomb factory found at 1117 North Washtenaw. Dynamite, propane tanks and
timing devices.
February 18, 1977

Two bombs exploded at the Merchandise Mart and the U.S. Gypsum Building,.

The merchandise Mart bomb exploded in a publie coin locker, causing $100,000
damage to € stores. Broken windows, ruptured waterpipe, smashed cinder
blocks.

1J.8. Gypsum: over $25,000 damage. Broken windows (15) on 1st, 2nd and
3rd floors, damaged heating plant.

Senator Percy. Only 5 days ago an Ecuadorian airliner was forced
to fly to Cuba. The recent Lufthansa skyjacking endangered the lives
of several U.S. citizens and resulted in the brutal murder of the pilot.
Only the intervention of West German commandos prevented further
disaster.

We all agree that the people of this country have the right to expect
their Government to do everything in its power to protect them from
eriminal acts of terrorism. We must also look to the future and con-
sider the possibility of more serious terrorist threats which are unfor-
tunately made possible by our present advanced state of technology.

I think we should indicate that despite the occasional inconvenience
to travelers at airports and the fact that one Senator objected to being
searched, our present airport security has had a tremendously bene-
ficial impact.

During the 5 years prior to 1972 there was one successful skyjacking
every 20 days in the United States.

Since the introduction of electronic searches of airline passengers
and luggage 5 years ago, the FAA reports only one successful sky-
jacking in the United States.

Still, the threat persists, and the figures are quite startling. Eight
hundred and seventy-four firearms were detected in the possession of
potential airline passengers during the first half of 1977 alone and
there were 370 arrests that occurred in this country in connection
with those firearms.

Since January 1, 1974, the Civil Aviation Security Service of the
FAA estimates that as many as 72 additional hijackings have been
prevented. All of the inconvenience we go through is more than com-
pensated for by those statistics. If we hadn’t introduced those security
measures, airline hijackings would have continued to be a very serious
threat to travelers in this country.

Despite the progress we have made, citizens of the United States
continue to be threatened by terrorism when they travel in countries
with less thorough security measures.
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During the first half of 1977 there were 14 attempted airline hi-
jackings in other parts of the world, seven of which were successful.

I think the whole purpose of these hearings and the extraordi-
narily fine testimony and spirit of cooperation evidenced by you, Mr.
Secretary, and Mr. Isham, indicates that the Congress and the execu-
tive branch do intend to do something more about combating
terrorism.

My first question pertains to the legislation mentioned by Senator
Glenn, reported out of this committee unanimously and by the Foreign
Relations Committee and the Energy Committee, S. 897, which is a
nuclear nonproliferatioin legislation, passed by the House—ELR.
8632—and now to be scheduled by the Senate. _

The President has mentioned the importance of this legislation in
his State of the Union message. _ o

Has the State Department placed a high priority on the passage of
S. 897 so you can get underway with the provisions of the bill in
other countries?

Secretary Vance. We do indeed. As Senator Glenn knows, we have
said this has the highest priority and we have been urging that action
be taken to pass that legislation as soon as possible.

‘We think it is extremely important.

Senator Prray. In using our persuasive abilities with other coun-
tries, and I am thinking of India because of its detonation of the so-
called peaceful nuclear explosion and the President’s recent conversa-
tions there in which you engaged, Mr. Secretary, are countries being
made aware by us of the potential threat that Senator Glenn has
pointed out? This must terrorize everyone when they recognize the
potential that does exist for nuclear blackmail in the hands of ter-
rorists. '

Secretary Vawce. The auswer is clearly yes.

This has been made erystal clear time and time again to country
after country.

Senator Prrey. I would like to ask what role you see the U.N. adopt-~
ing in the fight against terrorism.

A resolution was adopted by the T.N. General Assembly last No-
vember condemning acts of aerial hijacking and calling on member
nations to take necessary steps to upgrade their airport security and
exchange information on combating terrorism.

Do you envision the TT.N. as a viable forum to bring about effective
curbs against acts of international terrorism considering the ideo-
logical divisions within the U.N. which are quite pervasive and make
diffieult the passage of very, very strong measures in this regard?

Secretary Vawce. I think we must continue to work within the
United Nations and do what we can to try to get further support.
further concrete support; and the obvious wav to do this would be
for the countries who are in favor of the U.N. resolution, which
passed by a consensus vote, to sign and ratify the treaties which already
exist. )

I must be very frank in saying, however, that I think it is going
to be difficult to get anything with real teeth in it to finally come out
of the United Nations,

fr
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Therefore, I think we will have to not only continue to work within
the United Nations but to work outside as well and bilaterally with
these various countries to try to move forward in a concrete way.

Senator Percy. Specifically, one approach we have taken, and I
think wisely so, is to neither pay ransom or release prisoners in re-
sponse to terrorist demands, believing that ceding to tervorists’ de-
mands would further whet the appetite for terrorist acts.

Other nations have agreed to pay high ransoms. In October, Japan
paid $6 million and freed six terrorists in exchange for the release of
a Japanese Airlines plane and its passengers.

Has our Government agreed to unite in a front against ceding to
terrorist demands?

If so, what success have we had in this regard?

Secretary Vaxor, This had been the object of discussion with other
countries. Some other countries have a different view with respect to
what the policy should be in terms of dealing with demands for black-
mail payments.

Our position as you have indicated is very clear, and we have re-
peated it on many occasions. We have discussed it with other coun-
tries. Some, however, do not share our views on this, as I think the
staff of this committee knows from their recent trip.

Senator Prrey. Following up on Senator einz’ questions on what
mandatory steps can be taken, here we have a delicate relationship
between the executive and the legislative.

We don’t want to mandate impractical things. On the other hand,
it helps to mandate to strengthen the executive’s hand, because they
are always under pressure not to do something.

In 1974, we passed the Antihijacking Act authorizing the President
to suspend air transportation between the United States and any
foreign nation aiding or abetting international terrorists.

Neither President Carter nor his predecessors have explored this
right to impose sanctions against nations aiding terrorists.

What questions come up in the President’s deciding whether he
should use the power that the Congress provided to him? In light of
this, would it be well for Congress to pass, under certain circum-
stances, legislation which would take the question of sanctions out of
the discretionary area, or would that tie yvour hands too much?

Secretary Vance. I'm opposed to mandatory sanctions, I think to
straitjacket the executive branch in the conduct of what is in large
part an issue which affects foreign policy would be a mistake.

I do think that the authorizing authority which exists in the Hi-
jacking Act is important. I think it can and counld be used, but it has
not been. Right now, as I have indicated, there are investigations
under way with respect to airport security in certain countries.

My own view is that if discussions indicate after those meetings
which will be had with respect to these particular airports, which I
do not want to list at this point, then I think we ought to use the
authority which exists in the 1974 act with respect to that matter.

Otherwise, I think it may well not get done.

Senator Percy. Mr. Secretary, I want to thank you for your ex-
traordinarily good testimony and again for the cooperative approach

274428 O - 78 -3




28

that you have always taken in working with committees of the Con-
gress.

‘We intend to work very closely with you on this.

I would also like to say that Mr. Isham has taken on an extraor-
dinarily tough job. Many of us have had the chance to see the meas-
ures you have taken around the world to protect our Ambassadors and
American citizens, and we commend you on an outstanding job.

[The prepared statement of Senator Percy follows:]

PREPARED STATEMENT OF SENATOR PEROY

Mr. Chairman, I am pleased that the Governmental Affairs Committee is
today opening hearings on the Omnibus Anti-terrorism bill which proposes to
strengthen our present measures for combatting terrorism.

Terrorist groups continue to flourish and threaten the safety of citizens of
all nations., There have been 14 terrorist bombings in the city of Chicago since
the beginning of 1975. Only five days ago an Hcuadorian airliner was taken
over by armed hijackers and forced to fly to Cuba. The hijacking of a Lufthansa
jet last October by terrorists seriously endangered the lives of 87 persons,
including several American citizens, and resulted in the brutal murder of the
pilot. Only the intervention of well-trained German commandos prevented
further disaster. .

The people of the United States have a right to expect their government to
do all in its power to protect them from the criminal acts of terrorism. The
purpose of these hearings is to determine whether current measures being taken
by government are adequate, and how we might make them more effective.

Efforts to combat air piracy in this country have so far proven highly effec-
tive, During the five years prior to 1972 there was one successful sky-jacking
attempt every twenty days. Since the introduction of electronic searches of air
passengers and luggage five years ago, the Federal Aviation Administration
reports only one successful sky-jacking in the United States.

Still, the threat persists, as evidenced by the detection of 874 firearms in the
possession of potential airline passengers during the first half of 1977, resulting
in some 370 arrests. Since January 1, 1974, the Civil Aviation Security Service
of the FAA estimates that as many as 72 additional domestic hijackings have
been prevented,

Despite the progress made in this country, citizens of the United States
continue to be threatened by acts of international terrorism when they travel
in countries with less thorough security measures. During the first half of
1977 there were 14 attempted airline hijackings in other parts of the world,
7 of which were successful.

In almost all of these cases the international hijackings would have been
prevented by our security measures. According to Newsweek magazine even
such countries as Italy, Spain, France and Greece have insufficient security
requirements at their airports. Certainly a major consideration of these hearings
then is for us to determine how we might persuade other nations of the need
for tighter airport security.

Hopefully, internatioral cooperation will result in a worldwide tightening of
security measures. The International Civil Aviation Organization and several
international conventions have served to voice the imperative nature of airport
security, and the A A has provided advice and instruction in security techniques
to officials from 63 countries. )

However, some nations, such as Algeria, Libya, and South Yeman, which
deliberately harbor and aid terrorists, and any other nations who ignore the
need for a cooperative international security effort, must face the possibility
of strong sanctions being imposed against them, The Anti-hijacking Act of 1974
gave the President authority to impose sanctions, yet the authority has gone
unused. We must consider today the possibility of making compulsory the
imposition of sanctions against delinquent nations.

Yinally, we must consider our preparedness for the future. A highly
industrialized soclety such as ours, which depends so greatly on technology, is
vulnerable to catastrophe for that very reason, Terrorist attacks against a
natural gas pipeline, an electrical power system, a city’s water supply, or a
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nuclear power facility would all pose threats to many thousands of lives. The
recent New York City blackout provides us with a frightening picture of the
chaos which could arise from such a situation, It is our task to determine
whether we have ample cooperation between different levels and departments
of government to be able to act quickly and effectively in such an event, or
whether the threat of mass terrorism warrants a reorganization of our security
measures.

With the help of the witnesses here today and throughout the week, we will
have the opportunity to explore the state of our preparedness for dealing with
terrorism, and to consider the possibility of adopting more stringent measures
to ensure the safety of our citizens at home and throughout the world.

Chairman Rigicorr. Senator Javits?

Senator Javirs. Thank you.

First, T wish to pay tribute to the Chairman for initiating this
legislation, for giving me and others opportunity to join with him
in it.

It is now recognized as an absolutely indispensable legislative issue.
I believe this is all for the good.

Second, Mr. Secretary, this is the greatest market in the world.
That is why we are having our problems with Japan and other coun-
tries on protectionism.

Now, the way to, in my judgment, deal with much of the problem
we have is to deny this market.

You don’t even have to impose sanctions to deny it. All you have
to do it tell people that certain airports are unsafe and the American
can take a hint or a little instruction.

So, to me, the most practical and immediate application of this
measure is in the travel advisory which I see with great satisfaction
that you like, too.

I think it is also interesting, Mr. Secretary, that you are taking
Somalia off the list, because they have shown a different attitude.

‘Whether that was because they were first on the list or not, I sup-
pose only the Lord will know.

But, in any case, it worked.

Now, do we want to put anybody else on the list that we have taken
Somalia off

Secretary Vawce. I think there are others one should consider. It
is just as well not to discuss it in open session. I would be glad to do
it in closed session.

Senator Javirs. I think that is fine.

Chairman Ripicorr. There are a number of issues that have been
raised.

The Secretary, at the committee’s convenience, will arrange for the
closed session.

Senator Javirs. Senator Percy gave a list of figures. It so hap-
pens we got the FBI to compile the figures domestically for the
country.

And the incidents of terrorism are enormous; 106 in 1977 alone. We
have them broken down by States, and I regret to say my State and
California stand out, markedly. Forty such inc¢idents in New York
and 32 in California. ,

International terrorism is a very serious problem. I happened to
be hit hard personally when Hal Rosenthal, one of my assistants, was
killed in a terrorist attack at Istanbul Airport in August of 1976.
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In the last 7 years there have been 1,800 major incidents, 512 people
killed in bombings and assassinations, 551 wounded, 363 kidnapped,
$146 million paid in ransom to obtain the release of kidnapped vic-
tims, and $92 million in bomb damage.

That is very, very appreciable.

Lastly, Mr. Secretary, what can we do, if anything, through the
ICAOQ, the International Civil Aviation Organization?

Obviously, the T.N., as has been well pointed out by you and others
here, is too diffused to really get into this thing in the right way and,
unhappily—I must say this really with grave concern—I don’t know
where these LDCs get the idea that by countenancing terrorism, maybe
not aiding and abetting it, but countenancing it, they are aiding inter-
national movements. They are inviting a more oppressive and totali-
tarian world. That is the worst thing in the world for them.

Secretary Vawce. I agree with you. By countenancing terrorism,
this is the worst thing they could be doing.

Senator Javits. Would you mind if I interjected there? I would
express the hope to you in public that the President of the United
States would be as vehement about that as he is about human rights. -
The biggest human right of all is to hold onto your life. I think it is
time for that kind of denunciation outrage, and indignation, and a
reim{H,v combined position by the United States that we simply won’t
take it.

I think that is why Senator Ribicoff initiated that whole effort.

Secretary Vaxce. I think the President and the administration has
made it very clear that we do not condone or accept terrorism in any
way, that we oppose all of its aspects, and we will do everything we
can to see that those who re involved in it are apprehended and are
brought to trial and penalized for their action.

So there should be no question about where the administration
stands on the whole question of terrorism.

That is one of the reasons that I welcomed the opportunity to come
here today and applaud the hearings which are being held here and,
indeed, to move forward in taking further concrete and effective steps
to deal with this matter.

Senator Javrrs. On the ICAQ—

Secretary Vawce. On the ICAOQ, as you know, Brock Adams in
November went to Montreal to the ICAO meeting and there urged
that action be taken which would require mandatory preflight inspec-
tion of all passengers and accompanying baggage.

I think this would be a terribly important step if this would, in-
deed, be carried out.

As you and other Senators have indicated, what we have been able
to do here in the United States by our inspection procedures has made
an immense difference.

If we could get the same thing adopted throughout the rest of the
world, it would have a maior positive effect.

Senator Javirs. Is the TCAQO the best channel for that?

Secretary Vaxce. I think it is a good channel, yes.

Senator Javirs. Would you keep us in close touch with progress in
that negotiation ?

Secretary Vance. Yes, we will.
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Senator Javirs. Do you think periodically you ought to make
public a list of countries aiding and abetting terrorism?

Secretary Vawce, Yes, in my testimony I so indicated.

Senator Javire Fiually, as to the organization of the Department.
We are lawyers and we have an aphorism. It isn’t what the facts are,
it’s what the judge thinks they are that counts.

Secretary Vawnce. Right.

Senator Javirs. I don’t think the American people really believe
that we are as up to it as the West Germans, for example, or the
Israelis. I deeply believe, Mr. Secretary, and I think you know my
deep identity with you and your purposes, your aspirations and good
faith, that we have to present a more implemented picture of our
readiness to act, including the military and other means, which we
propose to make available, including training and other assurances
to the public that we are really on the ball on this thing.

Secretary Vawnce. Let me comment briefly on that to say that, as
you know, we do have a military capability. We do have people who
have been trained in this area with special training for this particu-
lar purpose. When the Defense Department testifies in these hearings,
they will go into the details of the numbers of people, the kinds of
training, where it has been conducted, where these teams are located
and the like. All T want to say here is—and to say it publicly—that
the United States has not neglected this aspect of the problem.

Chairman Ripicorr. Will Senator Javits yield ?

The Department of Defense will be testifying on Wednesday, Feb-
ruary 22.

Senator Javirs. Thank you very much, Mr. Chairman, and M.
Secretary.

Chairman Risrcorr. Senator Hodges.

Senator Hobaegs. Thank you, Mr. Chairman.

Most of the questions which I had have been answered with the
exception of looking again at the 55 countries who have yet to ratify
any of the three conventions. Have you analyzed those 55 countries
and are you able to determine whether there is any common reason or
a series of reasons?

Secretary Vaxce. There ave a series of reasons, Senator Hodges. The
bulk of them relate to questions which are either political or economic
in nature, and another large segment are concerned with the issue of
sovereignty. Some of the countries simply have not got wround yet to
ratifying, But those are the three main sets of reasciss why action has
not yet been taken.

Senator Hopese, I made the observation that we get very serious
once the horse is cut of the barn, Terrorism has occurred. We don't
seem so serious aboui keeping the bara door locked. Is that a fair.
observation ?

Secretary Vaxon. We are serious about trying to prevent these acts
from oceurring and not waiting until after they happen. That's why
we have set up mechanisms within the T7.S. Government to develop
and evaluate all of the information that we can around the world
with respect to the possibilities of incidents and to keep in touch
with other governments on not only a regular but even a daily bass,
to forewarn them with respect to information which we may have re-

_ceived which might prevent incidents occurring.
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I think that the cooperation which we arve beginning to receive in
this field is encouraging. .

Senator Hopges. You indicated earlier in your testimony you would
be hesitant to favor sanctions against countries who failed to ratify
these treaties. Would you favor such sanctions at some point if signifi-
cant numbers did not do so?

Secretary Vance. I don’t want to deal with it in such broad num-
bers. I don’t think you can take 55 countries and lump them together.
I think you have to look at it country by country, see what the rea-
sons are and deal with them in that fashion. It’s just in my view a
mistake to try to lump a complex set of problems and give one simple
answer.

Senator Hopees. Can you foresee circumstances where sanctions
would be used against countries that failed to ratify the treaties?

Secretary Vance. I can conceive of it, yes.

Senator Hopoezs. That’s all I have.

Chairman Riercorr. Senator Mathias.

Senator Martrias. Thank you.

Mz, Secretary, I certainly think your presence here today after an
arduous trip which you returned from only last night speaks for itself
in giving evidence of your concern over this problem of terrorism.

‘We appreciate not only your efforts in the places you have been but
your energy in getting here today and being with us to discuss this
problem.

Secretary Vance. Thank you very much, Senator.

Senator Marmras. Obviously there have to be priorities in our
foreign policy. I don’t think any of us here today could think of a
priority much higher than suppressing this problem of terrorism, but
sitting where you sit there are other considerations that come into ac-
count. I'm just wondering if you see another side of this coin. For
example, if an airport such as the one in Athens, where there has
been severe terrorism, were to be declared an unsafe airport, and
closed to U.S. air traffic, can you see overriding considerations that
might make this difficult, might make it adversely affect our relation-
ships with the country in which such an airport was located ?

Secretary Vance. The answer is yes, I can, and this is the kind of
problem to which I was adverting when I said I did not think you
could deal with these problems except veally on a case-by-case basis.

There ave various types of foreign policy issues and factors which
will have to be brought to bear in the decision of whether or not to
apply sanctions in a given case, and whether it be sanctions of the
type which would be a secondary boycott which is authorized under
the 1974 legislation, or cutting off of our flights into that particular
country, or indeed even the closing down of access to the airport.

And these have to be weighed very, very carvefully and you have
to see what the other foreien policy issues are that may hang in the
balance upon the making of that particular decision. That’s the reason
I am opposed to mandatory sanctions which take away from the
President and his foreign policy advisors any flexibility with respect
to the making of a decision which could have far-reaching effects on
the velationshins of the United States with that particular country,
and indeed with the situation in a given region.
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Senator Marrras. In this bill we have not attempted to deal with
broader aspects of terrorism such as the domestic terrovism they are
suffering from time to time in the Federal Republic of Germany and
in Italy. Could you tell us what, if anything, we are doing to coop-
erate with other countries to combat this kind of largely internal ter-
rorism and whether you as Secretary of State or the President should
have greater authority, greater help in cooperating in stamping out
terrorism of this kind ?

Secretary Vance. We are exchanging information with countries
such as Germany and Italy, with respect to the problems of terrorism
both in terms of their problems and in the way in which they are
coping with their problems. I specifically asked a team of our people,
both on the civilian and military side, t¢ discuss these mafters with

~some of these countries and they have done so.

Mr. Isham perhaps may be willing to say something about this in
closed session when one gets into the exact techniques and the kind
of things we have been discussing. Obviously, this is something we
should not discuss in open session. Perhaps you might be willing to
say something about the trip which I asked you to take.

Mr. Isman. We have had consultations with a number of countries
in Western Europe, particularly with respect to the whole question
of advanced intelligence, law enforcement, crisis management, the
links with other organizations and some of the underlying causes of
the terrorist phenomena. This is something which is very much of
interest to these governments, and I think we can pursue that.

Senator Marrzas. In these conversations that you have had, has
there been any evidence of links between the various terrorist groups
that are operating worldwide in the situation today ? Could you reflect
a little on these kinds of connections?

Secretary Vawnce. Yes. The answer is that there is an increasing
linkage between the various groups and this is part of the phenomena
that is of increasing concern, I think, to all of us, that one does see
increasing cooperation and support at times between these various
groups. :

This, of course., makes the problem more complicated and even more
dangerous than if these were isolated groups dealing on their own.

Senator Marnras. How about any sources of material support or
training?

Is it clear as to any pattern which may have developed in that
respect ? .

Secretary Vance. Let me ask Mr. Isham.

Mr. Tsmanr. Yes, Senator, For example, some of the Japanese Red
Army people and some of the West German radicals have been trained
in the Middle East countries, Iraq for one. There has been coordina-
tion operationally between certain so-called radical rejectionist Pales-
tinian elements; Wadi Haddad in the Lufthansa hijacking planned
the operation as a second strike in hopes of the German Government
capitulating as to the prisoners in jail. There’s a direct and close tie
in those circumstances.

Senator Martmias. Is there evidence of the origins of financial sup-
port for these training centers?

Moy, Isman. Yes, there is.
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Secretary Vawoe. That’s as far as we should go in open session.

Chairman Risrcorr. Senator Heinz, Senator Glenn, Senator Percy,
Senator Javits, Senator Fodges, any more questions?

Senator Javirs. No one said anything about the IRA. I understand
the speeches of Senator Kennedy and Congressman O’Neill and the
strong speech by the Governor of New York, Hugh Carey, seem to
have diminished U.S. contributions there. I have been for Irish unifi-
cation all my life. I realize the deep feelings involved. I think there,
too, the attitude of our country expressed in the public policy sense
can have a considerable effect and again indicates the clout which
sheer public statements and public disclosure have in this country.
Do you agree with that?

Secretary Vawce. I certainly agree with that. I applaud the initia-
tive which they took. As you know, this initiative was supported by
the President and by me. We both made public statements in support
of what they did. I have since talked to the Irish about this and they
would agree with the conclusion which you have stated that this has
resulted in a diminishment of financial support for the IRA.

Senator Javrrs, This would indicate, does it not, that the policy
of publicity, more rather than less made public—not that I for a
moment challenge you on the need for executive session, as the Chair-
man has provided-—but this is a very potent weapon; is it not?

Secretary Vaxce. I agree fully.

Chairman Risicorr. Senator Glenn.

Senator Greny. Yes, thank you.

I would like to ask one Jast follow-up question.

Do you now feel you lack the money or lack the authority to do
anything you think should be done in this field ?

Secretary Vawce. No, I don’t at this moment.

‘We are continuing to review the situation, and at any time if I feel
I need more I will not hesitate to come back.

Senator Gren~. I'm not foreclosing the proposed legislation because
as you indicated, there ave parts that would make your program more
viable or add to it. But as far as ideas in the Department or Govern-
ment of things that could be one today to stop terrorism, you don’t
feel you lack authority or money to move?

Secretary Vance. I do not feel we lack at this point authority or
nmoney.

Chairman Risrcorr. Senator Heinz.

Senator Hurnz. Mr. Secretary, your testimony has been excellent.
I have one last area to explore. I think Senator Percy asked you about
the use of your authority under the Antihijacking Act in response to
which I think you said that you did not want any mandatory sanc-
tions to be written into any laws.

I think we can all appreciate that. But between the granting of an
authority which gives you the ultimate flexibility and the requiring
of mandatory actions there are inbetweens. One of those would be to
indicate that it is our congressionally expressed desire, if this were
our will, that certain nations be placed on certain lists unless you
found a reason not to.

Now, the purpose of such a requirement would not be to put a
burden on you or on the executive branch, although administratively




35

we have to recognize it would impose some, but to impose a greater
burden on the countries that do aid or abet, or to use Senator Javits’
excellent word, countenance terrorism in some form. Without asking
you to endorse any specific proposal, would it be helpful to you and
to administration efforts to combat tervorism for the Congress to put
you in a position where we did require other countries which counte-
nance terrorism in some way to explain to you why we shouldn’t take
certain kinds of steps against them?

‘Would that be helpful or would that not be helpful?

Secretary Vawce. It would be helpful in many cases. I can con-
ceive of a case, however, as we sit here right now, where it could give
us more difficulties, if in dealing with the situation, one then had in
effect to publicly come out and debate the issue on why a particular
country was not at a given period of time to be placed on the list.

I would like to think further about iv before I give you a final
answer.

Senator Heinz. Thank you, Mr. Secretary.

One last question if I may, Mr. Chairman. Has the State Depart-
ment given any thought to attempting either unilaterally or through
the United Nations to bring about the publication of a list of the
internationally most wanted or-most dangerous terrorists?

Mr, Ismgan. We have not considered the publication of such a list.
The agencies do maintain this kind of information among themselves.
As to making it public, we have not considered that. It’s a good idea
to look at that.

Senator Hrinz. Thank you.

Mz, Glenn.

Senator Grenwy. May I ask one last question ?

Do you think it would be productive if we passed a law making it
illegal to refuel an airplane that had been hijacked or to substitute
another aircraft for it?

Secretary Vance. For the United States to refuel ?

Senator Grexw. That would be a domestic law basically. The point
of first. landing would be as far as a hijacked plane could go. Do you
think that would be productive?

Secretary Vance. I would rather have the flexibility to make the
decision.

Chairman Rreicorr. Senator Percy.

Senator Prroy. Mr, Secretary, just a couple of last points.

Perhaps the key element in any strategy to prevent terrorism rests
in our foreign intelligence. Could you comment on how effective our
foreign intelligence-gathering capability is in anticipating terrorist
attacks on civil aircraft or Americans abroad?

Secretary Vance. Our foreign intelligence capability is quite good.
I am not saying it couldn’t be improved, but it’s quite good and is
improving.

We have had a number of incidents with which' I am personally
familiar where the information which we obtained through our intel-
ligence capabilities and contacts enabled us in advance to head off
incidents which would have been damaging to either our own person-
nel or to personnel of other countries.
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I think the new process which is being set up under the revised
Executive Order, with respect to intelligence, will strengthen even
further our capabilities in this area, and I look forward in the future
to a strengthening of our overall intelligence capabilities.

It's good, but we can make it even better.

Senator Peroy. Very good. Finally, it is our policy to place primary
responsibility on the host government when an incident occurs. What
are the problems with that policy if you have a foreign government
that proves to be acting ineffectively and improperly in handling a
terrorist incident? What do we then do? What is our recourse as
against that policy?

Secretary Vawce. Really, you have little recourse that can be applied
at the moment. We have found that in the cases that we have had to
face so far, such as in the Bangladesh situation where one of our
personnel is involved, we were able to work closely with the govern-
ment to advise them on a continuing basis, not only about the kind
of steps that we thought they might take, but about the psychological
aspects about the people with whom they were dealing.

‘We were able to take this out of our files, and it helped them in
that particular case and led to a satisfactory result as far as our per-
sonnel were concerned.

There are undoubtedly going to be situations in the future where
we are going to run into problems when we are not going to have
such a cooperative kind of situation, and I can’t give you any good
answer to that right now.

Senator Percy. Thank you.

Chairman Risrcorr. Mr. Secretary, we spent all morning, basically,
talking about terrorism. But the problem of dangerous airports
around the world, to a great extent, is even more impertant, because
the incidents are much move frequent,

It is all right in answer to Senator Mathias to say you would think
carefully about putting Athens on the list as a dangerous airport. If
Athens or Madrid or Paris is a dangerous airport that doesn’t provide
the minimum safety standards, then why shouldn’t American travelers
be made aware of it? Why shouldn’t sanctions be put into effect?

I can’t imagine why in a country like Athens or Spain or France,
the people and the government countenance the continuation of safety
standards that are dangerous to Americans, world travelers, and their
own people, or why they won’t immediately put into effect what is
necessary to make it a safe airport. At the minimum we should expect
the President of the Tnited States and the Secretary of State to list
those airports which are unsafe throughout the world.

Secretary Vance. I think there is a difference between making
aware and applying sanctions, which I thought was the question put
to me. As I indicated in my testimony, we ave prepared to see in
legislation a requirement that we list what we believe to be unsafe
airports.

The question of applying sanctions, however, which would cut it
off. is a different question.

Senator Marmras. That was my question, yes.

Chairman Risicorr. Let’s say an airport is listed as unsafe and
notice is given for so many days to remedy the unsafe feature, and the
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nation refuses to do so. Why should the lives of thousands and thou-
sands of Americans be jeopardized year in and year out by the refusal
of that nation to take the necessary minimum steps to malke that air-
port safe?

I think we have a basic problem here. I’'m not sure we should give
absolute discretion to the President to allow American aircraft to land
American passengers and to take off for that airport when we know
that airport is unsafe.

My feeling is, once you listed an airport like that and showed you
meant business, there isn’t a major country in the world that won’t
remedy the unsafe conditions.

Secretary Vance. My guess is, you are probably right on that. That
is why I think you may not have to get to the question of sanctions. If
you get to the question of sanctions, I'm saying you have to look at
all of the factors.

Chairman Riercorr. I know every once in a while you can’t be “Mur.
Nice Guy.” I'm not talking about you personally. I mean the country.
I think every once in a while, when you have a situation that jeop-
ardizes the lives and safety of Americans, we have an obligation to say
so and to do something about it.

And there are airports in this world that are used by thousands and
thousands of Americans who do not realize how unsafe they really are.
T think this is a field that we must go into very, very carvefully. I know
in the opening statement when I listed some of the airports that were
unsafe in the world, there was a great hue and cry from the ambas-
sadors of those countries over the fact that their country was listed.

You would find the remedy to that situation by listing deficient air-
ports publicly.

I'm sure the International Airlines Pilot Association would agree.

In subsequent testimony, I expect those people who fly airlines, who-

have the responsibility for thousands and thousands of nassengers of
all nationalities, their own lives, and their own families, will feel
strongly that we, as a country, have an obligation to call the tune and
name names of countries whose airports and facilities are unsafe for
international travel.

Secretary Vawnce. Let me say one more word. I agree, we should
list unsafe airports, and so indicated in my opening statement.

Chairman Risrcorr. Suppose you list an unsafe airport, give them
60 days to remedy that or 6 months or what is necessary for them to
put in the minimum screening devices we use in our airports in this
country, and they fail to do so.

Should we then shrug our shoulders and do nothing about it?

Secretary Vaxce. The answer is obviously no, Senator. I think
that in most cases one would go ahead. All I'm saying is there may be
a particular case where there are other factors which come to play
that will have to be taken into consideration if it affects such a broader
issue that also involves the vital interests of the United States.

Chairman Rieicorr. Because many of the

Secretary Vancs. You would have notice to the people by saying it
was an unsafe airport. '

Chairman Rinrrcorr. Becanse the analvsis of terrorism and where the
terrorists start from would indicate that many of these terrorists start
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from airports in which the security is lacking. That makes it possible
for them to board the plane with these nefarious weapons in which the
hijackings start.

We can’t determine what West Germany will do or France or
England or the Scandinavian countries, but we have an obligation to
protect the lives of American citizens traveling abroad.

Senator Javrrs. Mr. Chairman, as your cosponsor, I would like to
support you in what you have said.

Chairman Risrcorr. Thank you very much.

I want you to know how much I appreciate your coming here, and
it indicates that you too think this is a serious problem.

Secretary Vance. I do, indeed.

Chairman Rieicorr. Frankly, if you had called me and said, “I
just got back from an onerous week. Could I be excused?”, I would
have said, “Certainly.”

The fact that after all that hard traveling, you came here, indi-
cates your deep concern and your commitment that we do something
about it. I'm confident that our committee and staff working with you,
Mr. Secretary, can bring forth a good, meaningful bill.

Thanks again for coming.

Secretary Vawce. Thank you.

[Whereupon, at 12:05 p.m. the hearing was adjourned. ]
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The committes met at 10 a.m. in room 8302 of the Dirksen Senate
Office Building; Hon. Abraham Ribicoff (chairman) presiding.

Present: Senators Ribicoff, Chiles, Glenn, and Percy.

Staff members present : Richard A. Wegman, chief counsel and staff
director; Ellen Miller, professional staff member; Brian Conboy, spe-
cial counsel to the minority; John Childers, chief counsel to the
minority; Ken Ackerman, professional staff member, and Robert V.
Heffernan, research assistant.

Chairman Risrcorr. The committee will be in order.

. Our first witness is Secretary Brock Adams. We are delighted to
ave you.

Your department has primary jurisdiction over airplane hijackings.
If an airplane is in flight or found aground with its doors closed,
DOT has primary responsibility for handling of the incident.

So you have a lot of problems and a lot of authority. We are de-
lighted to have you and are anxious to have your testimony.

Senator Percy. Secretary Adams, I want to welcome you. I will
resist every temptation, I hope, to lobby you on any of the projects we
need in our area; a second airport in St. Louis, and so forth.

‘We welcome you. Air terrorism is a subject of intense interest and
we are grateful for your testimony.

TESTIMONY OF BROCK ADAMS, SECRETARY, DEPARTMENT OF
TRANSPORTATION; ACCOMPANIED BY RICHARD ¥. LALLY, DIREC-
TOR OF CIVIL AVIATION SECURITY, FEDERAL AVIATION
ADMINISTRATION

Secretary Apans. I have asked Mr. Lally to accompany me to the
table so the Members would be aware of who he is and what he does.
Mzr. Lally heads up FAA’ civil aviation security program and is in
charge of the FAA complex that handles individual hijackings and
maintains liaison with the particular carrier that is involved. I wanted
you to know who he is and that there is elaborate machinery in the
United States to handle hijackings.

We have had two hijackings since I have been Secretary, Mr.
Chairman. Both of these have been solved without loss of life of
either passengers or crew.

(39)
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Senator Percy. I did, by the way, read the security record of the
past 5-year period. We have achieved great progress in this country.
1t’s absolutely remarkable considering the number of hijackings we
had before.

We certainly commend you for carrying out this program.

Secretary Apans. Senator, that will be the basis of my testimony
this morning.

Mr. Chairman and members of the committee, we at the Depart-
ment of Transportation feel the same concern you do over the alarm-
ing increase in terrorist acts throughout the world and the increasing
tendency to use terrorism to achieve political objectives. We need to
strengthen worldwide measures to condemm, prevent and eliminate
terrorism from the political scene.

‘We endorse the obiectives of S. 2236, and we applaud the work of
this comumittee to build on the steps already taken by our Government
and governments around the world to free all nations from this threat.

DOT’s last report to the Congress on the effectiveness of the U.S.
civil aviation security program was submitted less than 3 months ago.
It warned that growing cooperation among terrorist groups through-
out the world poses an increased threat to civil aviation. There were
30 scheduled airline hijackings worldwide during 1977—almost double
the total for 1976 and more than any year since the 196872 peak
in worldwide hijackings. This is an alarming increase if the trend
should continue.

Within a week after submitting that report, I appeared at a spe-
cial meeting of the Council of the International Civil Aviation Or-
ganization in Montreal to point out the increasing severity of the
threat and to state to that group the United States’ position that we
must adopt more stringent international standards for the security of
aviation worldwide.

On behalf of the U.S. Government, I told the TCAO that the most
basic action, one which we must have, is an upgrading of the current
ICAO security standard dealing with passenger screening. To be
effective, that standard must require screening of all passengers and
all carry-one items on all flights at all times.

Twenty-one of the 25 foreign air carrier hijackings during 1977
were caused by weakness of the passenger screening procedures. The

“weapons involved in those incidents should have been detected and
intercepted by effective passenger screening measures.

In contrast to the foreign experience, no U.S. hijackings since 1973
resulted from real firearms or explosives passing undetected through
passenger screening points. When this strengthened sereening require-
ment is established as an international standard under TCAO Annex
17—that is Annex 17, Mr. Chairman, to the Chicago Convention—
then countries which have not adopted it can file differences with
ICAO so indicating and this will provide a list of deficient or dan-
gerous situations.

The United States’ concerns and nroposals nresented to ICAQ are
supported by many other nations of many different ideological view-
noints. These pronosals are now under active consideration, and we
have stated that there must be positive resnlts in the very near future
to protect the very existence of a worldwide aviation system.
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In 1968, there were no international aviation security standards.
Since then, the United States has worked vigorously providing tech-
nical assistance to other nations and using the international coopera-
tion system, particularly ICAQ, to make worldwide improvements in
the security of civil aviation.

Since 1968, ICAO has established security standards and recom-
mended practices for its 140 member states and has published a
technical security manual on how to implement them. The basic in-
ternational aviation treaty, the Chicago Convention, now incorporates
those security standards.

Building on the Tokyo Convention, which came after Chicago, are
two new international treaties, the Flague and Montreal Conventions,
which are now being ratified. They provide for extradition or prose-
cution of persons responsible for hijackings and acts of sabotage
against aviation facilities.

During this past year the General Assembly of the United Nations
adopted a resolution condemning acts of unlawful interference with
civil aviation. The International Air Transport Association (TATA)
passed a resolution urging states to ratify the Tokyo, Hague, and
Montreal Conventions and suggesting that states who do not ratify
them should not remain members of ICAQ. In December, after my
visit, the ICAO Council adopted a resolution which has gone to all
member states nrging implementation of specific antihijacking meas-
ures, including the screening of passengers and cabin baggage on all
flights.

Most nations and most airlines of the world now have active civil
aviation security programs in place and are making significant im-
provements in the security of their air transportation systems. The
United States has led this movement through technical assistance,
guidance and motivation for those countries who have not had experi-
ence in this field.

Even with this progress, we are prepared to take whatever addi-
tional actions may be required to protect U.S. citizens, crews, and
aircraft abroad. We have available the sanction provisions of the
TFederal Aviation Act to suspend air service or act on airline operating
authorities.. I have already instructed the FAA Administrator to pro-
ceed to identify those foreign airports which currently present the
greatest concern from the standpoint of security. I have requested
security inspections of the United States and pertinent foreign air
carrier operations at those airports to identify any security weak-
nesses, so we can obtain the necessary improvements.

Mr. Chairman, I would like to indicate the scope of this problem
because I know the concern that the committee has.

The FAA. security regulations currently cover 36 U.S. and 73
foreign airlines operating some 15,000 scheduled passenger flights
each day to and from 620 U.S. and foreign airports and boarding some
585,000 passengers and 800.000 pieces of carry-on baggage daily. In
spite of the vast comiplexities involved in this system, and the fact
that the person or package we are looking for is one among hundreds
of millions, the measures currently applied afford air travelers a level
of security unmatched in any other type of travel.

We are pursuing an aggressive program of technical assistance with
other nations, so that they will have full access to our knowledge and
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expertise in security efforts so that air passengers, of whatever nation-
ality, can use the international air system with increased security.
FAA techunical assistance teams have already visited 20 countries to
provide advice and assistance in developing or improving civil avia-
tion security programs. Over 200 foreign officials have attended the
aviation security training school in Oklahoma City. We have given
in-depth briefings on all aspects of aviation security and provided
training materials to foreign government and airline officials.

Mr. Chairman, this is In addition to what we do with our own
domestic airlines.

‘We regularly conduct security inspections of U.S. flag carrier and
certain foreign carvier facilities outside the United States. This in-
volves visits to most of the major foreign airports. The purpose of the
inspections is to assure that the airlines are in compliance with the
Federal Aviation Regulations mandated by the Air Transportation
Security Act of 1974. During the course of the inspections, our rep-
resentatives meet with responsible foreign airport security officials
and any airport security weaknesses or deficiencies observed are called
to the attention of those authorities.

This inspection activity has produced improvements at many for-
eign airports, as well as assuring the continuing effectiveness of airline
security measures required by Federal aviation regulations.

The security problems facing the international civil aviation system
generally are not easy ones. Maintenance or engineering problems are
precise, and specific measures normally correct the problem. This is
not true in aviation security. We are dealing primarily with human
factors. We must cope with the reality that people who are operating
the system are subject to human error. Also, matters of basic sover-
eignty, national traditions, and local habits may complicate & solution
that would work in the United States. The task is further complicated
by the fact that we are facing trained and dedicated terrorist forces
that will attempt again and again to penetrate the system.

Conditions at an airport change continually and are not necessarily
uniform throughout the airport. A security deficiency noted one day
might not be apparent the next and again might show up the follow-
ing week. Moreover, a problem may involve only one air carrier or
only one screening station while the rest of the airport has excellent
security.

The point is that the dynamic nature of the air transportation
system requires continuing attention and monitoring of the many
facets involved in the total effort necessary for effective security. It
is not susceptible to a static remedy.

The best way to achieve immediate improvements in a field as
complex as aviation security is through continuation and expansion
of our programs of cooperative assistance, But it should be clear, and
we have made this clear when I spoke to ICAQ in Montreal, through
the State Department at the United Nations, and throngh our direct
cortact with other nations, that we arve prepared to take direct 1I.S.
actions, including the imposition of sanctions against other nations
and their airlines, if such actions become necessary to protect U.S.
citizens, flight crews, and aireraft.
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In enacting the Antihijacking Act of 1974, the Congress gave the
President and the Secretary of Transportation the authority to im-
pose different types of sanctions in the interests of civil air commerce,
The President can act against any nation that supports terrorist or-
ganizations which use hijacking as an instrument of policy. He can
suspend direct air service between that country and the United States
or between third-party nations serving that country and the United
States.

In addition, the Secretary of Transportation, with the approval of
the Secretary of State, can withhold, revoke, or impose conditions on
the U.S. operating authorities of the airlines of any nation that does
not effectively maintain and administer security measures equal to, or
above, ICAO minimum standards.

These tools are available to us and we will use them if and when it
becomes necessary. I would point out in this regard that our primary
objective is to assure the safe and secure international air transpor-
tation system that is essential to the economic and social well-being
of all nations. If we have to shut down the system, that cbjective is
not achieved. Our goal is thus the balance of adequate security with
the primary purpose of the system, which is the reliable, efficient, safe
and secure flow of people and property.

Mr. Chairman, the Department strongly endorses the objectives of
S. 2236 which protect U1.S. citizens traveling abroad using commercial
air services, We would particularly urge that the provisions of title
IV be enacted at the earliest possible time. They will complete U.S.
implementation of the Montreal Sabotage Convention and will also
make available additional prosecutive provisions that will strengthen
existing deterrents for persons who would commit crimes affecting
the security of air transportation. As you know, last November the
Attorney General submitted identical legislative proposals to the
Congress.

We have some reservations about the United States unilaterally
publishing a list of foreign airports, as suggested in the bill. T have
discussed this matter with the Secretary of State and I know he
testified before this committee earlier in the week on this matter.

Such a list could, by negative implication, suggest that all airports
which are not on the list are safe. Because of ever-changing conditions
and human factors, or because of sheer lack of U.S. resources to in-
spect all of the world’s airports completely or regularly, the list might
give inaccurate information.

Chairman Risrcorr. Let me ask you, Mr. Secretary, since there is
reluctance to publish a list, how is an air traveler to know which is &
safe airport or which isn’t a safe airport ?

Don’t you think the American traveling public is entitled to know
what airports are unsafe?

Secretary Apaars. Mr., Chairman, we have now gone to ICAO with
our proposals for strengthened security requirements. These proposals,
along with those of other nations, are now under active consideration
in JCAO. Once adopted as ICAO standards, if a country does not
use those standards, they file “differences,” as they are called.

27-428 O - 78 -4
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That itself, Mr. Chairman, will create what the committee is search-
ing for, in that there will be a public list that will indicate which
airports have differing degrees of security available.

_ Chairman Riprcorr. You have a list now, do you not, in which yov
indicate what airports you consider unsafe?

Secretary Apans. I have sent our inspectors to check five airports
we are concerned about, Mr. Chairman. I have specifically directed
the FAA teams to inspect U.S. and certain foreign air carrier opera-
tions at these airports and report back to me by the 15th of February
if their security and screening effectiveness has been raised.

Chairman Risrcorr. Do you have any airports on your list now that
you consider unsafe?

Secretary Avans. T can say that we have on our list five airports
we are concerned about, Mr. Chairman,

I can’t say they are unsafe; their security will go up and down as
days go by in terms of screening. That is why I have directed our
people to go to them and to inform their officials that we wish to have
improvements made. The FAA is to report back to me by the 15th
of February whether the improvements have been made or whether
weaknesses still exist.

Chairman Risrcorr. Are these five airports heavily used by Amer-
ican travelers?

Secretary Apans. Yes, siv, they are.

Chairman Riprcorr. This is a dilemma. If I wanted to get on a
plane tomorrow to travel abroad or to leave from one of those air-
ports that come to the United States, why shouldn’t T or my constitu-
ents be able to make a choice between a safe airport and an unsafe
airport?

Secretary Apas. We think you should, Mr. Chairman.

What I am concerned about is that the level of security at some air-
ports varies—up and down—all the time. If we say that these are the
airports we are concerned about or these are dangerous, by implica-
tion the others are all right. And we can’t give that kind of assurance.

Chairman Risrcorr. I don't follow you at all. If you definitely know

an airport is unsafe, why shouldn’t the American public know it is
unsafe?

Why should they be in jeopardy?

Secretary Apnaars. We can indicate and will to the committee the
results of our inspections and what the weaknesses are. I am saying
the definition of the word safe or unsafe is not one that I think we
can take on as a Government.

e can and will indicate to you what our problems are at particular
airports. They involve basically the screening of baggage and pas-
Sengers.

Chairman Riprcorr. If you can’t do it, who can?

I am not qualified to judge whether an airport is safe or unsafe.
You have the organization, you make the inspections. You have to
draw the conclusions.

Within the domestic United States, you have the authority to come
up with regulations or directives as to what should or should not be
done.

When we have millions of Americans traveling abroad, everyone
has the right to know whether he is going to and coming from a safe
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airport, as judged by inspectors of the FAA or the Department of
Transportation. ‘

Secretary Apams. I will tell you how we do it now. Currently, we
run a worldwide, continuing visiting system to over 600 U.S. and
foreign airports. At the present time we ave out inspecting air carrier
security operations at the following aivports: Paris, Madrid, T.on-
don, Amman, Karachi, Teheran, Brussels, Shannon, Lisbon and the
Azores. We are conductin% o special inspection at Athens, Rome,
Casablanca, Istanbul and Ankara. We have had similar inspections
at these airports in the past.

- As a result of our inspections, we may recommend that the govern-
ments take a particular corrective action. We have had very good
cooperation from most governments. In other words, when we say
a certain action should be taken, they generally agree. Then e send
the team back to see whether it has been done.

T am concerned, as I indicated to you, about security procedures at
these five particular airports. When that inspection team comes back
we will know whether or not necessary improvements have been
made.

But if you were to ask me as of today, whether or not the facilities
ab those airports were maintaining o day-by-day “safe character”
which we would so represent to the American traveling public, T
would have reluctance in doing that.

Chairman Rirrcorr. But after February 15 I think you have the
obligation to make that known to the committee.

The committee could then go into executive session and make a
decision.

My feeling is the one way you will get a safe airport is by stipu-
lating whether Americans may or may not use that airport.

If there is one thing airports and countries want it’s the tourist
business and the traveler. Once people start boycotting an airport
because of safety deficiencies you can rest assured they will be
corrected.

It would be a bad investment for those countries not to correct it.
An American pilot and his crew who have the responsibility for the
life and safety of his passengers, as well as the crew, have a right
to know whether American authorities have certified that he is taking
his passengers and crew into a safe airport or out of a safe airport.

Secretary Avpaxs. Mr. Chairman, we will be most pleased to come
before the committee in executive session after the 15th of February
and discuss with you precisely what has been done in the ingpections,
and what we have found, and discuss with you what you fesl is the
best next step to take at that point.

Chairman Riercorr. If you tell the airport authorities you are
going to make these recommendations to a committee of the U.S.
Senate, it wouldn’t be very long before those facilities would be
corrected in these airports.

Secretary Apans. Mr. Chairman, we are getting people to correct
weaknesses. Our problem with most of them is that this is a continuing
day-to-day operation with people standing there and inspecting, and
on a particular day if somebody is lax—that is what I meant in my
testimony about the human factor that appears—with the sheer
volume of the people coming through, someone might get through.
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‘We are most happy te appear before the committee and give you
everything we have as to what we have done in inspections and what
we have found at those points. I think probably the sheer mentioning
this morning of our concerns will undoubtedly raise some problems
in terms of various sovereign states saying, well, is it being done and
is it being done sufficiently.

Senator Peroy. Will you yield?

Chairman Risicorr. Certainly.

Senator Prroy. I would like to express the same concern that Chair-
man Ribicoff has.

I am wondering about your statement which indicates that security
conditions at foreign airports change. You did say there are five
airports you are concerned about.

How long have you been concerned about the same five airports?
What is the longest period of time that any one of them has besn
on your concerned list?

Secretary Apams. Within the past year our inspection teams went
through on the grouping I indicated to you. They are constantly
traveling and these problems appeared within the last year when our

" team went through. That is why we are going back to see if the

problems we noted have been corrected.

Senator Peroy. What is the longest time, the number of months,
that any single airport has been on the concerned list? Has it been
as long as 6 months, for instance, that you have been concerned
about any one of them?

Secretary Apams. Yes. When I said concerned, Senator, we don’t
just say we are concerned and go away. You then go to the appro-
priate authorities and you say these are the things that need to be
done. They are in the process of doing them, and you come back
through to see that they are done.

We expect those things to be corrected. If they aren’t, we will
appear before the committee and tell yon what we have found and
take it from there.

Senator Prroy. From my observations in traveling, we have better

security at airports in our country than in any other countriez I
have visited.

Sore foreign airports are good and some are lax. Qurs are all
pretty good.

I would think airports all around the world would welcome this
service. It is not only protection for our own carriers and people, but
also a service to foreign airports as well. Yon are willing to help
them to solve the problem of insufficient security.

I can understand why you are reluctant to put them on a list right
away. If they corrvect their problems promptly, fine. I understand
that if I were a hijacker I would go to the airports on your list.

Then we would be blamed for having flagged an unsafe airport.
It is like saying I don’t have & burglar system in my house and I
have half a million dollars worth of jewelry there.

g If you put it in the paper then you are going to have a burglar
1ere.

I have been in private clubs where they have a membership list and
it says the following members haven’t paid their dues. Believe me, they
get paid awfully fast.

o p——
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My feeling would be that the Chairman is making a good point.
When a certain period of time has elapsed after you have given
them notice that there are things we have found to be insecure in
their airport, and if corrective action has not been taken, then after
that certain period of time we would publish a list.

I would think you would want to give them a reasonable period
of time to correct the deficiencies in the interest of good relations
and also in the interest of security.

Secretary Apans. You have put your finger, as the Chairman did,
on how the system works. People do not refuse when we come in
and make these suggestions. They say, yes, we will do it. We are not
encountering resistance from these nations in improving their secur-
ity. But there are local problems which affect whether or not they
can actually make it better and keep it better as compared to what
we do in the United States. They do not say to us, no, we are opposed
to what you are trying to do. You touched on the point that was the
next point of my statement.

I have some problem in publishing a list because it can backfire
and say to those who would attack the system, well, this is the system
and these are the deficiencies. That is why I would like to discuss that
in executive session.

I am not saying that these five airports, at this moment, are dan-
gerous or unsafe. I am saying I am concerned about them, but I
would like to report to you in executive session what we found.

Chairman Riprcorr. Let me make this comment.

Some of the most sophisticated minds in the world are the terrorists.
They are highly educated, they are careful and they know what they
are going to do.

They have a pretty good idea what airports are safe and unsafe.
You have your surveillance and they have their surveillance. This
isn’t something they do on the spur of the moment.

They have studied. They know what they want. They know what
the security at that airport is and what they can get away with.
If they know it and you know it, you are not kidding anybody by
flagging them.

The point I make is, millions of American travelers, the pilots
and their crews are entitled to know, too. Then they have the obliga-
tion or the right themselves to make a decision, to choose one airport
over another. That is a choice they should make.

Senator Percy. It should be a weapon you have available so that
after you have done everything else you could still get them to move.
Identifying their airport as unsafe would really move them. It would
cost them revenue, bring a little shame to them. Maybe there would
be nothing else you could do.

I could see some reasons why you would want to give notice ahead
of time, giving them an opportunity to correct the deficiencies.

If after 6 months they haven’t done it, there still might be a
problem with publishing a list. My concern is that other potential
hijackers, maybe not terrorists, but unstable persons, could see the
list as an incentive. They might learn of insufficient security at an
airport and that might cause you to think twice about publishing
a list.
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Secretary Apams. I think it would be helpful to the committee
when our team returns if we meet with you again and indicate
precisely what is occurring. Then a judgment can be made as to
whether you think cooperat:ion has taken place.

Chairman Risrcorr. Will you notify the committee when you have
finished your February 15 report?

Secretary Apams. Yes, Mr. Chairman, we will notify the com-
mittee and be happy to appear before you.

One of the provisions of S. 2236 addresses security and safety
provisions for charter operations, commuter airlines, supplemental
carriers, and additional U.S. airports. Under existing law the FAA
Administrator is responsible for issuing the security and safety reg-
ulations dealing with all these aspects of air transportation. The
flexibility that present law gives should be retained.

ICAO is moving ahead. I want the committee to know that if addi-
tional United States actions become necessary in the public or na-
tional interest, including the imposition of sanctions, you can be
assured we will take them.

The Secretary of State, Mr. Vance, and I are part of the Special
Coordination Committee of the National Security Council and we
have worldwide communication systems in the State Department
and the FAA which are available to assist in these efforts.

Mzr. Chairman, that completes my prepared statement. I would be
happy to answer further questions the committee may have.

Senator Prrcy. The Chairman is thoughtfully letting me proceed,
because I have to go to Foreign Relations to question a witness there.

The 1976 Airports and Airways Development Act authorizes you,
Secretary Adams, to pay compensation to American air carriers for
the cost of installing security measures in airports above and beyond
the cost passed on to the consumer.

As of this point, no appropriations have been made or requested
by your Department for this program. I couldn’t find in President
Carter’s budget proposal released on Monday, any request for ap-
propriations under this act. I understand that some airlines have
made such requests. Does this fact represent a decision on your part
not to implement this foreign airport security program, a program
enacted by Congress, or are you intending to ask for appropriations
at a later date?

Secretary Apams. We will ask at a later date, as soon as our infor-
mation of the amount of requests can be documented, so we can
present it.

Senator Prrcy. Is there any reason why when carriers have made
requests, the appropriations were not requested in this year’s budget?

Secretary Apaars. We have to resolve the question of whether the
reimbursement has already been collected in the fare structure.

Senator Prroy. The Antihijacking Act of 1974 authorizes you to
withhold, revoke or condition the operating authority of foreign air-
lines from countries which do not maintain effective airline security
measures above minimum standards established by the Convention
on International Aviation.

The purpose was to arm this Government with sanctionary discre-
tions to encourage other nations to upgrade security at airports.
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Since passage of the act, neither you nor your predecessor have
used the authority to impose sanctions against unsafe foreign airports.
Could you tell us why you have never utilized this authority and
why, in the light of this past failure, Congress should not act to
make these sanctions mandatory in certain situations?

Secretary Apaars. Because in each case, Senator, when we have
asked forecign officials to do a particular thing, they have done it. We
have received cooperation to date from the various people with whom
we have been working for improvements.

As I indicated in my statement, if we have somebody that says,
“We will not do this,” then we are prepared to move with these
sanctions.

Senator Percy. Hew about the five airports that are on your list,
at least one of which you indicated could have been on there for 6
months? When they don’t act in that period of time, and maybe
there are others that have been on the list longer, what do you do to
get them to move?

Secretary Apams. We would then notify their authorities that we
are prepared to move with those saunctions, unless they make those
corrections. At that point, after we have notified their government,
a time limit would be set within which they are to comply, and if
they don’t comply in that period of time, then I would consult with
the Secretary of State and determine whether a sanction will be
imposed against a particular air carrier by limiting its rights.

If it goes to the other section that you are referring to, the sanc-
tions that are available to the President, then we make recommenda-
tions to the President and the President makes determinations as to
whether or not he wishes to, in effect, apply primary or secondary
boycott sanctions against a particular country for aiding terrorists.

Senator Prrcy. I would like to get from you some comments on the
1l(}egree of compliance U.S. carriers have and what their attitude has

een.,

In 1976 the FAA issued 271 warnings, 110 letters of correction,
108 nonenforcement actions, and collected 84 civil noncompliance
penalties against air carriers for violations of air carrier regulations.
There were 572 closed investigations in all.

In the first 6 months of 1977 there were 276 closed investigations
against U.S. carriers for security regulations violation with 60 inves-
tigations still pending.

Despite the fact that our overall record, as I have indicated at the
outset, was quite good, these figures seem quite high. )

Do they reflect in any way a reluctance on the part of 11.S. carriers
to adhere to U.S. airline regulations established by the FAA ¢

Secretary Apams. No, we simply have a continuing enforcement
program, Senator. When we discover that something is wrong, we con-
tinue to follow up on it. But the air carriers have been cooperative.

Tt is just that you have so keep reminding them, and you have to
keep at the job. That is what we do. We have literally millions of
people and individual items of luggage that go through the screen-
ing process.
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For example, we will fine people for knowingly using a malfunc-
tioning X-ray machine. The X-ray machine would go out, and they
let people through anyway. We fine them. Sometimes they failed to
detect a gun. We find out later they didn’t detect it, try to find out
why, and we find that an error occurred in their system.

Grenerally, the airlines are cooperative, but we keep at them.

Senator Percy. The cooperation has been good. Airlines are cog-
nizant of the need for it. On the part of American travelers and
others using our systems, is there now full public understanding of
the need for this?

Secretary Apams. Yes. It was very difficult at first, and I happen
to know that from a different experience from when I was a U.S.
district attorney

Senator Percy. I think we had a fellow Senator that resisted a
little bit. For the most part I detect complete compliance, full un-
derstanding, and very little annoyance even in a crowded peak period,
when the line is long.

Secretary Apams. Our complaints have been about weaknesses,
not about failure to cooperate.

Senator Prroy. One can consider the present record against the
previous one of an attempted skyjacking every 12 days, before we
had these security measures.

The safety and convenience it offers give a favorable statement
for our program. As long as you are getting full cooperation and
the end results are good, that is fine.

Finally, on page 7 of your statement, at the bottom of the page,
you state:

We are prepared to take direct U.S. actions, including the imposition of
sanctions against other nations and their airlines, if such actions become
necessary to protect U.S. citizens, flight crews, and aircraft,

In light of this statement and the fact that sanctions in the past
have not been imposed, do I understand you to say that you are
essentially satisfied with security conditions around the world, that
in no cases are the situations bad enough to impose sanctions?

There is no case today that, in your judgment, would be sufficient
to warrant a sanction against that airport? ,

Secretary Avans. Not as of this day. As I say, we have teams out
in the world. We are constantly reassessing how the system is work-
ing.
Senator, it is plain day-to-day hard work. If we come back and
are concerned about a situnation, we will not only reveal it to the
committee at that point, but we will discuss whether there should be
a sanction.

Senator Percy. There is no reluctance to use it, if you have to use
it, or to use the other weapon, public notification, if all else fails?

Secretary Apams. That is correct.

Senator GrLenn. Most of the discussion this morning relates to
efforts of screening people at the airport. That is only part of the
problem. I fully support all of those efforfs. But it seems to me we
have to assume that somebody is going to get aboard some way.
There is no 100-percent security.

The machines fail or something happens. They are not set right.
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It seems to me very little has been done in the way of action that
might discourage the terrorist or the hijacker from thinking that his
mission will be completed. So far, we have given in completely to
these people. It seems to me had we started earlier saying something
like we absolutely will make it illegal in this Nation and hopefully
other nations, too, to refuel a hijacked airplane or to transfer to
another airplane, the man knows when that plane comes down some-
place, it is coming down, he is there, and he is surrounded, and that
1s it. Once they get aboard, even with a plastic weapon which won’t
trigger the screening devices at the airport, I can have a plastic
weapon in my pocket and walk all day through the screening ma-
chines. Once I am on the airplane, they don’t know whether it is
real or not. We hopscotch over the world, refueling the airplanes
and it encourages others to go through the same procedure later on.

While the screening process is good, you can walk around the end
of the fence, come out, and I look at this as a discouraging mech-
anism for the terrorist, but I don’t look at it as being the end
ANSWer.

Until the terrorist feels he has little chance of succeeding in his
mission, which is multiple flights and getting to an alternative for-
eign destination that will be receptive to his caunse, until we discour-
age that, we will continue having this.

I don’t think we have approached this problem. The only way of
disconraging his mission is that when he knows when that airplane
comes down, at whatever spot that is his point of landing, from then
on, he is ground-bound. Have you thought of this, worked on this
and what are your objections toit?

As T said the other day, if my family was aboard that airplane, I
wouldn’t have this hard-nosed attitude.

But if we had started a long time ago being hard-nosed like this,
we would not have had the proliferation of this around the world.

If they knew their mission would end in failure when they started
out—now they can fly all over the world, give them ransom, refuel
them, it is extortion of the worst possible kind.

What would be your comments on a procedure like that? If we
passed a law that made it illegal to refuel or substitute another air-
craft in case of a hijacking?

Secretary Apams. We have worked each hijacking within the
United States, where we have control, on a case-by-case basis. We
have not paid people off, and we have gotten those hijackers off of
the airplanes in the last several years. In both cases that we have
had this year, we saved the aireraft and the people on it, but in one
case the hijacker committed suicide, so that was a death. On the
other one, we got the hijacker off.

There is an effective and cooperative system with crew training,
backup, the FBI, and the FAA. The Defense Department will tes-
tify on our worldwide capabilities for dealing with the problem on
levels other than sereening and protection.

Frequently, the hijacker is somebody who is mentally unbalanced.
That is a different problem than a highly organized group, and the
response is different. :

Worldwide, one of the problems we have is that the airliners that
have been hijacked have been foreign airlines landing in other na-
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tions’ airports. There are only a certain limited number of things
that we, as a sovereign Nation, can do with somebody else’s carrier
taking off from another airport and landing in another nation’s
airport. Those nations make that decision. We have an elaborate
system for TJ.S. carriers and U.S. passengers. ,

Senator Greny. What would you think of a law' that would make
it illegal to refuel a hijacked plane or to substitute one hijacked
plane for another?

Secretary Apams. If we get international agreement on it, that’s
a good standard. That is why we are asking that the Montreal and
Hague Conventions be confirmed, which remove safe havens. These
conventions require that once the plane lands, the person be extra-
dited or prosecuted at that point. Those objectives can be achieved
by the signing of those agreements. They have been signed by well
over half the nations of the world. ’

This approach covers all ideologies. For example, the Soviet Union
supported our position vigorously in Montreal. But there are certain
dedicated groups not attached to any nation that strike, and at that
point the nation has to decide what gives the greatest safety for their
carrier’s people, the passengers, and the equipment.

Senator Grenx. Let me shift to a different direction.

I follow closely our nuclear program. We are now working on a
bill to create nuclear proliferation controls.

I am concerned that we have not yet seen the worst days of the
terrorism. So far we have had people aboard airlines with pistols,
guns, shotguns, bombs, and grenades. But we haven’t seen anything
until we have hijacking with plutonium, nuclear weapons, and
things like that, which I'm sure will happen. :

What’s the Department of Transportation’s role in protecting
nuclear material in transit ?

We ship most nuclear material by air. What role do you play in
that? What kind of security arrangements are there? Much of this
material is carried on commercial flights, commercial air freight, any
way.

In what special way does the DOT handle that?

Secretary Apams. We coordinate that with the Nuclear Regulatory
Commission, which will testify on how we handle those hazardous
materials as they move in air transportation. It’s done on an individ-
ual case-by-case basis because we do not have a large traffic in these,
as you might well imagine.

As T'm sure the Secretary of State testified, we have established
the Special Coordination Committee of the National Security Coun-
cil, on which the Department of Transportation sits, the Depart-
ment of Defense, Department of State, and so on, that deals with
crisis situations. ;

Senator Grex~. Do you have primary responsibility in that area
or does NRC or does the coordinating council?

Secretary Apams. NRC has primary responsibility with respect
to the nuclear material. You are referring to the nuclear material?

Senator Grenw. Yes.

Chairman Riercorr. The NRC chairman will be the next witness.

Senator Grexw. That’s all I have.
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Chairman Risrcorr. Senator Chiles?

Senator Crmies. Mr. Secretary, I note that you took issue with
some of the provisions of the act that would require the listing of
unsafe airports or those considered to be unsafe. Are there sanctions
izix) theg act which you don’t support or which you have reservations
about?

Secretary Apams. We believe that we need the flexibility to apply
differing types of sanctions in differing kinds of situations. We are
concerned about there being an automatic or a mandatory sanction
for each case.

Senator Cmiues. You said that well over half the nations have
joined in the provisions to amend the agreements of the Hague and
the other necessary conventions in order to allow extradition and
to allow prosecution.

How do we put leverage on those nations that are not going to
see fit, or haven’t yet seen fit to comply with the provisions of the
Hague Convention?

Secretary Apaxs. Senator, the State Department, representing the
United States, is dealing directly with those nations. As the Secre-
tary of State testified, we already have applied certain nonaviation-
type sanctions to particular countries that have said they will not
participate.

I think we should have a positive note at this point. The number of
countries that have not cooperated, have said we will give sanctuary,
is now down to four.

Senator Crmnes. For the record, what are those nations?

Secretary Apams. They are Algeria, Libya and Iraq. There’s a
question about South Yemen.

Somalia at one time did give sanctuary and they have said they
will not do that any more.

We are trying to keep this in a technical area, protecting the whole
system, rather than to make it a political, ideological thing. All
countries are joining in saying we should not have safe havens or
sanctuaries.

Those are the four with which we have problems now. That’s a
national problem. It has to be dealt with by the Congress or the
President.

Senator Crmies. I would think that one of the things this bill is
trying to do is to have Congress assume a dirvect responsibility in
moving this hijacking problem to a solution. By passing this bill,
the United States will be signalling that it is going to assert pres-
sure towards resolution of the problem. The United States believes
that a policy allowing for any havens for hijackers, even if its only
four countries, will only lead to move problems in the future.

Secretary Apams. It’s far more than just negotiations. We have a
firm position that has .been established in the international com-
munity, covering broad differences of political and ideological
thought, which has said we are trying to build total international
pressure and not just U.S. pressure.

We want this to happen. We have been joined by the Japanese, by
the West Germans, and by many of the other nations. And as I said,
the representatives of the Soviet Union supported us in Montreal
before ICA.O, when we proposed strengthened screening standards.
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Ratification of the Montreal and the Hague Conventions is most
important. .

Chairman Rmrcorr. Among the countries you gave Senator Chiles,
are the United States carriers flying into any of them?

Secretary Apams. No.

Chairman Risrcorr. No U.S. carriers go into these countries?

Secretary Apams. No.

Chairman Risrcorr. Are there any countries which you refer to
which allow you to inspect their airport facilities?

Secretary Apams. No. We inspect the airports where U.S. flag
carriers go, about 170 separate foreign airports.

Senator Cmmes. Do you have an estimate of what the cost is for
the security arrangements, let’s say first in the United States to
protect against hijacking, screening devices?

Secretary Apams. United States cost is estimated to be 41 cents
per passenger. That’s in the fare structure. The carriers have been
allowed to raise their fares to cover that.

Chairman Risicorr. What’s the total?

Secretary Apams. There are 225 million passengers a year, ap-
proximately. The cost would be approximately $75 to $80 million.
It will vary with the number of passengers.

Senator Hopnges. Mr. Secretary, is there any authority or stance
not in this bill that you feel should be added to the bill to aid you
in accomplishing your objectives in this area?

Secretary Apans. No, sir. I think we have adequate authority.

Chairman Risrcorr. In what areas do you feel we can improve
domestic security at our airports?

Secretary Apasnrs. Senator, we have a very comprehensive system
and it covers all of the airports and airlines. Our basic problem now
is making it work. As I told Senator Percy, we have to continually
monitor and police the system to see that people are maintaining
security standards. And one of the biggest problems, Senator, is that
if nothing happens for a sustained period of time, people get com-
placent and somebody will penetrate the system.

That is our problem. But the system itself is functioning and it’s
functioning well at this point.

Chairman Risrcorr. The British use actual hand search of baggage
as opposed to X-ray techniques.

Is their system better than ours?

Secretary Apams. We use both, Senator. I don’t think their system
is better than ours. And the results do not indicate that it is better.

I don’t want to give the impression that we think either the system
or the personnel are perfect in any way. We constantly talk with
all of the other countries doing different things. If I thought that
their system had any improvements over ours, we would recommend
it and install it. But I don’t think it has.

Chairman Risrcorr. What are we doing about safeguarding air-
port perimeters ?

Secretary Apams. We have required fencing, lighting, and we have

tried to deal with the whole problem of baggage lockers and the
terminal itself.
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We also have for each airport in the United States a security
plan, which has to be approved by the FAA. At each one we try to
tailor the plan to make it work at that airport.

Chairman Risrcorr. What do you do about security of airport
personnel ? How do you check that out?

Secretary Apams. In the airports themselves, each one has to have
an I.D. system. The system has to be in place and operable.

Chairman Risicorr. Do you check the background or security
questions of people employed in the airports?

Secretary Apans. The Federal Government does not, but each
local airport operator may do so consistent with its airport personnel
hiring procedures.

Chairman Risicorr. Thank you.

Any other questions?

Senator Greny. May I follow up on the Chairman’s statement?

It surprises me that people try to get through your machines. They
can walk around the fench easier. If a man has a gun there, he could
hijack it on the ground or wherever. He doesn’t have to wait for it
to take off.

Secretary Apans. The system may not be perfect, but it’s designed
to prevent that, to challenge people when they come on to the run-
way.

Senator Gren~. In 90 percent of the airports in the country, you
could get onto the ramp if you wanted to.

T’'m not talking down the system. I think there are other things
we should be doing that would make it less likely that a person
would try to hijack a plane.

Secretary Apams. We are prepared to keep trying to improve the
system. It’s not perfect, but it is the best we have been able to develop
at this point. As we receive additional suggestions from people as
to how to make it better, we will implement them.

Chairman Riprcorr. Thank you very much, Mr. Secretary.

Secretary Apams. Thank you, Mr. Chairman.

[The prepared statement of Mr. Adams follows:]
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STATEMENT OF BROCK ADAMS, SECRETARY OF TRANSPORTATION,
BEFORE THE SENATE GOVERNMENT AFFAIRS COMMITTEE ON
S, 2236, OMNIBUS ANTITERRORISM ACT OF 1977, JANUARY 25, 1978,
Mr. Chairman and Members of the Committee:

We at the Department of Transportation feel the same
concern you do over the alarming increase in terrorist acts
throughout the world and the increasing tendency to use terrorism
to achieve political objectives. We need to strengthen worldwide
measures to condemn, prevent and eliminate terrorism from the
political scene, We endorse the objectives of S.2236, and we
applaud the work of this Committee to build on the steps already
taken by our governmen't and governments around the world to free
all nations from this threat.

DOT's last report to the Congress on the effectiveness of
the U.S. Civil Aviation Security Program was submitted less than
three months ago. It warned that growing cooperation among
terrorist groups throughout the world poses an increased threat
to civil aviation. There were 30 scheduled airline hijackings
worldwide during 1977--almost double the total for 1976 and more
than any year sirce the 1968-72 peak in worldwide hijackings. This

is an alarming increase if the trend should continue.
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Within a week after submitting that report, I appeared at
a special meeting of the Council of the International Givil Aviation
Organization in Montreal to point out the increasing severity of
the threat and to state to that group the United States' position that
we must adopt more stringent international standards for the
security of aviation worldwide,

On behalf of the U.S. government I told the ICAO that the
most basic action, one which we must have, is an upgrading of the
current ICAO security standard dealing with passenger screening,

To be effective, that standard must require screening of all
passengers and all carry-on items on all flights at all times.
Twenty-one of the twenty-five foreign air carrier hijackings during 1977
were caused by weakness of the passenger screening procedures,

The weapons involved in those incidents should have been detected

and intercepted by effective passenger screening measures. In
contrast to the foreign experience, no U.S, hijackings since i973
resulted from real firearms or explosives passing undetected through
passenger screening points. When this strengthened screening
requirement is established as an international standard under ICAO
Annex 17, then countries which have not adopted it can file differences
with ICAO so indicating and this will provide a list of deficient or

dangerous situations,
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The United States concerns and proposals presented to
ICAQ are supported by many other nations of many different
ideological view points. These proposals are now under active
consideration, and we have stated that there must be positive
results in the very near future to protect the very existence of
a worldwide aviation system,

in 1968, there wee no international aviation security
standardai‘" Since then the U.S. has worked vigorously providing
techn‘i.cél' assistance to other nations and using the international
cooperation syste:'n. particularly ICAO, to make worldwide improve-
ments in the security of civil aviation.

Since 1968, ICAO has established Security Standards and
Recommended Practices for its 140 Member States and has published
a technical security manual on how to implement them. The basic
international aviation treaty, the Chicago Convention, now incorporates
those security standards. Building on the Tokyo Convention are two
new international treaties, the Hague and Montreal Conventions,
which are now being ratified., They provide for extradition or
prosecution of persons responsible for hijackings and acts of sabotage

against aviation facilities.
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During this past year, the United Nations General Assembly
adopted a Resolution condemning acts of unlawful interference with
civil aviation. The International Air Transport Association (IATA)
passed a Resolution urging States to ratify the Tokyo, Hague and
Montreal Conventions and suggesting that States who do not ratify
them should not remain Members of ICAO. In December, after
my visit, the ICAO Council adopted a Resolution which has gone to
all Member States urging implementation of specific antijacking
measures including the screening of passengersand cabin bagpage
on all flights.

Most nations and most airlines of the world now have
active civil aviation security programs in place and are making
significant improvements in the security of their air transportation
systems. The U,S. has led this movement through technicai
assistance, guidance and motivation for those countries who have
not had experience in this field.

Even with this progress, we are prepared to take whatever
additional actions may be required to protect U.S. citizens, crews
and aircraft abroad, We have available the sanction provisions of the
Federal Aviation Act to suspend air service or act on airline

operating authorities. I have already instructed the FAA Administrator

27-428 O -8 -5
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to proceed to identify those foreign airports which currently

present the greatest conc;zrn from the standpoint of se:curity.

1 have requested security inspections of the U.S. and pertinent
foreign air carrier operations at those airports to identify any
security weaknesses, 80 we can obtajn the necessary improvements.

FAA security regulations currently cover 36 U.S. and 73
foreign airlines operating some 13, 000 scheduled passenger flights
each day to and from 620 U.S. and foreign airpox;\ts and boarding
some 585,000 passengers and 800{ 000 pie.ces of ca:rry-on baggage
daily. In spite of the vast complexities involved in this system,
and the fact that the person or pagkage we are looking for is
one among hundreds of millions, the measures currently applied
afford air travelers a level of security unmatched in any other

1
type of travel,

We are pursuing an aggressive program of technical
assistance with other nations, so that they will have full access
to our knowledge and expertise in security efforts so that air
passengers, of whatever nationality, can use the international air
system with increased security. FAA technical assistance teams have
already visited 20 countries to provide advice and assistance in

developing or improving civil aviation security programs, Over 200

77 -
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foreign officials have attended the aviation security trainine school
in Oklahqma City. We have piven indepth briefings on all agpects
of aviation security and provic,i;d trainihg materjals to foreign
government and airline officials,

We regularly conduct security inspectionsof U.S. flag carrier
and certain foreign carrier facilities outside the U.S. This
involves visits to most of the major foreign airports, The purpose
of the inspections is to assure that the airlines are in compliance with
the Federal Aviétion Regulations mandated by the Air Transportation
Security Act of 1974, During the course of the inspections, our
representatives meet with responsible foreign airport security
officials and any airport security weaknesses or deficiencies
observed are called to the attention of those authorities. This
inspection activity has produced improvements at many foraign
airports as well as assuring the continuing effectiveness of airline
security measures required by Federal Aviation Regulations,

The security problems facing the international civil aviation
system generally are not easy ones. Maintenance or engineering
problems are precise, and specific measures normally coérrect the

problem. This is not true in aviation security, We are dealing
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primarily with human factors. We must cope with the reality
that people who are operating the system are subject to Fuman
error. Also, matters of basic sovereignty, national traditions
and local habits may complicate a solution that would work in
the U,S, The task is further complicated by the fact that we
are facing trained and dedicated terrorist forces that will attempt
again and again to penetrate the system.

Conditions at an airport change cqr-.tinually and are not
necessarily uniform throughout the airport. A security deficiency
noted one day might not be apparent the next and again might show
up the following week, Moreover, a problem may involve only
one air carrier or only one screening station while the rest of
the airport has excellent security. The point is that the dynamic
nature of the air transportation system requires contiinuing att~ntion
and monitoring of the many facets involved in the total effort
necessary for effective security. It is not suscept.ible to a static
remedy,

The best way to achieve immediate improvements in a
field as complex as aviation security is thxlough continuation and
expansion of our programs of cooperative assistance. But it
should be clear that we are prepared to take direct U,S. actions, '

including the imposition of sanctions against other nations and their
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airlines, if such actions becorne necessary to protect U.S. citizens,
flight crews and aircraft,

In enacting the Antihijacking Act of 1974, the Congress gave
the President and the Secretary of Transportation the authority to
impoge different types of sa,nction; in the interests of civil air
commerce. The President can act against any nation that supports
terrorist organizations which use hijacking as an instrument of
policy, He can suspend direct air service between that country
and the U.S. or between third party nations serving that country
and the U.S.

© In addition, the Secretary of Transportation, with the
approval of the Secretary of State, can withhold, revoke, or impose
conditions on the U.S. operating authorities of the airlines of any
nation that does not effectively maintain and administer security
measures equal to, or above, ICAO minimum standa.rds.

These tools are available to us and we will use them if
and when it becomes necessary, I would point out in this regard,
that our primary objective is to assure the safe and secure international
air transportation system that is essential to the economic and sccial
well-being of all nations, If we have to shut down the gystem, that

6bjective is not achieved. Our goal is thus the balance of adequate
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security with the primary purpose of the system, which is the
reliable, efficient, safe an’d secure flow of people and property.

Mr. Chairman, tlle Department strongly endorses those
objectives of S.2236 which protect U.S. citizens &raveling abroad
using commercial air services, We would particularly urge that
the provisions of Title IV be enacted at the earliest possible time.
They will complete U.S. implementation of the Montreal Sabotage
Convention and will also make available additional prosecutive
provisions that will strengthen existing deterrents for persons who
would commiterimes affecting the security of air transportation.
As you know, last November the Attorney Gerneral submitted
jdentical legislative proposals to the Congress.

We have some reservations about the U,S. unilaterally
publishing a list of foreign airports as suggested in the bill, Such
a list could, by negative implication, sugpest that all airports
which are not on the list are safe, Because of ever-changing
conditions and human factors, or because of sheer lack of U.S.

resources to inspect all of the world's airports completely or

regularly, the list might give inaccurate information. A list of
dangerous airports made available to the public also might backfire
by providing terrorists with information about security deficiencies of

those airports, Obviously it is important that we know about those
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airports and that we act to improve their conditions. The actions
which I have directed the FAA to take--to identify airports of
particular security concern and to move to correct the problems--
address this. !

One of the provisions of S5.2236 dddresses security and
safety provisions for charter operations, commuter airlines,
supplemental carriers and additional U.S. airports, Under existing
law, the FAA Administrator is responsible for issuing security
and safety regulations dealing with all these aspects of air
transportation, Expansion of FAA safety requirements raises a
number of issues which really are outside of this bill's focus
on security, and I w‘()uld urge that the two not be combined. In
strengthening security, we must continually be aware that the
problem is extremely complex. For example, the security
requirements for a small airport serving commuter airlines which
board fewer than half a dozen passengers per flight need not be
the same as those required at larger airports, On the other hand,
given the chanpging nature of charter travel, the FAA is already
proceeding with rulemaking to propose security procedures for

charter operations.
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We want highly effective international security stardards.
During the last six months, we have made available to almost
40 pations the standards and procedures used by the U.S. to
agsure effective performance and operation of screening equipment.
We expect material results from this effort. We also expect
results through ICAO toward the adoption of improved international
standards for security in aviation. As I previously indicated,
specific U.S. proposals, together with the propcsals of other
Member States, are currently being moved ahead through ICAO.
We have strongly stated to that body that the security functions
and cazpabilities of ICAO can be strengthened to better enable ICAO
to ensure that minimum standards are being applied by all nations.
This should produce the strengthened international security measures
necessary to combat the increase in crimes against civil aviation.

Nevertheless, if additional U.S. actions become necessary,

in the public or national interest, including the imposition of sanctions,

you can be assured that we will take them. The Secretary of

State, Mr. Vance, and I are part of the Special Coordination Committee

of the NSC and the worldwide communications of the State Department
and the FAA are both available to assist in these efforts.

Mr. Chairman, this concludes rmy prepared statement,
1 will be pleased to respond to any questions or comments the

Committee may have.
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Chairman Risrcorr. You may proceed.

TESTIMONY OF JOSEPH M. HENDRIE, CHAIRMAN, U.S. NUCLEAR
REGULATORY COMMISSION; ACCOMPANIED BY CLIFFORD SMITH,
DIRECTOR OF NRC OFFICE OF NUCLEAR MATERIALS SAFETY AND
SAFEGUARDS, AND CARLTON STOIBER, ASSISTANT GENERAL
COUNSEL

Dr. Hexprie. I have asked to accompany me up here this morning,
on my right, Clifford Smith, the Director of the Commission’s Office
of Nuclear Materials Safety and Safeguards. On my left is Carlton
Stoiber, the Assistant General Counsel of the Commission. I thought
it would be useful to have them ready at hand so they can answer,
in some detail, your questions.

Chairman Rieicorr. You may proceed, sir.

Dr. Henprie. Thank you.

Mr. Chairman, members of the committee, I am pleased to appear
before you today to support this committee’s efforts in formulating
national policies to combat terrorism. Let me say at the outset that
the Nuclear Regulatory Commission endorses the underlying concept
of S. 2236 to establish an organizational framework for coordinating
Federal activities to deal with the threat of international and do-
mestic terrorism.

As the committee knows, NRC safeguards activities and respon-
sibilities arise from the Atomic Energy Act cf 1954 and the Energy
Reorganization Act of 1974. Under these statutory regimes, NRC
licenses and regulates atomic energy activities including construe-
tion and operation of nuclear power plants, the possession, transfer
and use of special nuclear materials and imports and exports of
nuclear facilities and materials. Before issuing a license, the Com-
mission must find, as appropriate, that the issuance would not present
undue risk to the U.S. public health and safety or be inimical to the
common defense and security of the United States. These findings
directly involve the Commission in ¢uestions of potential nuclear
terrorism in efforts to reduce its risks. Congress unmistakeably under-
scored these Commission responsibilities in the Energy Reorganiza-
tion Act of 1974 when it created the new Office of Nuclear Material
Safety and Safeguards and directed it, through its licensing and
regulatory function, to provide and maintain “safeguards against
threats, thefts, and sabotage of such licensed facilities, and materials.”

The NRC safeguards responsibilities require our attention and re-
sponse to potential terrorism in both our domestic and international
licensing activities. Domestically, tervorists could threaten or attempt
to sabotage nuclear facilities, including power plants, or to steal
nuclear materials that might be used in a clandestine nuclear explo-
sive or a dispersal device. As to our international responsibilities,
that is, licensing of nuclear exports, we are concerned both with pre-
venting the proliferation of nuclear weapons capability, and with
assuring that physical security programs are adequately cesigned to
protect nuclear materials.

Our thinking has led NRC to conclude that the possibility of
terrorist interest in a nuclear capability cannot be discounted. Our
investigations have not disclosed a demonstrated interest in such a
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capability. However, we must and do recognize that we may not have
advance warning of terrorist intentions and must frame our safe-
guards policy accordingly. The only responsible course is to prepare
for the possibility that terrorists may seek a nuclear capability or
attack nuclear targets. In our own regulatory activities, this is what
we have done and are continuing to do.

With regard to domestic nuclear activities, individuals or compa-
nies licensed by NRC to possess or use strategic special nuclear ma-
terials—that is, nuclear materials that could be used in a clandestine
fission explosive—are required to protect the materials against theft
or diversion by terrorists or other groups or individuals with maley-
olent intentions. There are 12 licensees who currently possess suffi-
cient amounts of special nuclear materials to be subject to full NRC
safeguards requirements. Their activities are predominantly defense-
related. Safeguards measurves that they are required to employ in-
clude, for example, armed guards and barriers and access controls for
the physical protection of nuclear facilities; vaults and alarms for
the containment of nuclear materials and for the detection of un-
authorized persons or activities where the materials are stored; and
a material control and accounting program to assist in the detection
of theft or diversion of nuclear materials.

In July 1977, NRC published in the Federal Register, 42 F.R.
38395, proposed rules for additional safeguards requirements for
NRC licensees that would strengthen the protection of strategic
quantities of special nuclear materials. These rules, if adopted, would
make detailed and specific changes in the safeguards regimes re-
quired of licensees. There is wide public debate on the need for, and
sufficiency of, the requirements we have proposed. We plan a final
decision on the proposal later this year.

Domestic nuclear power plants, as well as other major industrial
installations, are also conceivable targets for terrorist action. To
protect against the sabotage of a plant, licensees are required to use
safeguards measures similar to the measures described above for the
protection of special nuclear materials. The potential theft of nuclear
power plant fuel by terrorists is not a central concern because such
fuel is not suitable for use by terrorists in a nuclear explosive. We
are currently working with power plant licensees to implement
strengthened security plans and procedures against sabotage which
we required by rulemaking last year. :

Supplementing these NRC safeguards requirements are other
NRC activities concerning advance detection of threats to nuclear
licensees, a system to evaluate the credibility of threats against nu-
clear facilities, and a program covering contingency planning for
and response to actions by terrorists.

On tlie international side, NRC’s licensing activities relating to
the exports of significant quantities of special nuclear materials re-
quire our attention to possible terrorism ih other countries. Stolen
strategic special nuclear materigl in the hands of terrorists any-
where would present a threat to all the world, including the people
of the United States. Consequently, strategic special nuclear material
requires a high level of protection against theft or diversion by
-terrorists anywhere.
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International physical security standards have been formulated
under sponsorship of the International Atomic Energy Agency,
INFCIRC 225, and, if uniformly adopted, would provide a level of
protection comparable to that currently provided by U.S. domestic
licensees possessing significant quantities of special nuclear materials.

Also, the TAEA is currently in the process of developing an inter-
national physical security convention which, would commit nations
adhering to that instrument to take certain measures for the pro-
tection of their nuclear activities. The United States has played a
major role in this initiative, and should continue its efforts to insure
that the convention is as strong and effective as possible.

Quite apart from the level of international safeguards standards,
our licensing responsibilities over nuclear materials exports impose
on NRC an obligation to assess the adequacy of the physicatl security
measures of other nations. In my opinion, S. 2236 underscores the
singular importance of this NRC responsibility. Before the Com-
mission licenses any export of strategic special nuclear material, we
inquire as to the physical protection which will be applied by the
recipient nation. We participate in physical security visits to foreign
countries with the Department of Energy and other concerned agen-
cies to evaluate the adequacy of physical security measures applied
by our nuclear trading partners.

In addition, we require specific physical security evaluations from
the executive branch in their review of specific license applications
for nuclear exports. In pending nonproliferation legislation, we have
actively supported, as an export licensing criterion, that physical
security arrangements of recipient nations be adequate, and we will
continue to assist in this general effort.

Finally, S. 2236 provides for an automatic ban on new export
licenses for the sale or transfer of any nuclear equipment, materials

_ or technology to any country on the list of countries aiding terrorist

enterprises. On balance, I believe the Commission should defer to the
Congress and the foreign policy and national security agencies on
the desirability of such a provision in the legislation as a general
sanction against harboring or aiding terrorists. NRC will, of course,
implement this provision if it becomes law and it would be quite a
simple and straightforward procedure for us to do so. However, I
should note tha it may not be so straightforward for exports licensed
by the Commerce Department that may be considered “nuclear-
related.”

This point was made in a letter from the NRC staff to the State
Department commenting on S. 2236—letter R. F. Burnett, Director
of NRC’s Division of Safeguards, to Ambassador Heyward Isham,
Director of the State Department’s Office for Combatting Terrorism,
November 18, 1977. In that letter Mr. Burnett stated :

Deletion of Section 106(a) (9) is recommended. The ban on nuclear exports is
artificially grafted onto the list of sanctions. It would be just as appropriate to

impose a ban on all Commerce licensed exports since many Commerce exports
- are of cqual or greater national security coneern than NRC's exports. Also, the

ban on nuclear exports would be difficult to administer since Commerce licenses &
broad range of ‘nuclear-related” equipment and material and the dividing line
between banned and approved exports would be difficult to define. We believe
that the remaining sanctions addressed will be adequate to implement the
legislation.
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Mr. Chairman, this concludes my prepared remarks. I would be
pleased to answer any questions which members of the committee
may have.

Chairman Rieicorr. What is your plan to combat nuclear theft,
should a real nuclear theft take place?

Dr. Hexprie. To combat the theft?

Chairman Risrcorr. What do you do about it, if one takes place?

Dr. Hewnorie. If one takes place. We have established a group
whose purpose is evaluation and assessment and then have authority
to move with other agencies of the Government, if such a theft
oceurs.

Mr. Smrrm. I would add, in addition to that, Dr. Hendrie, that
each licensee will be required to have an approved contingency plan
which, in effect, gives them instructions, detailed instructions as to
what to do in the event of such an occurrence. It is rather elaborate.
We would be glad to submit one. One of the first things is notifying
us and notifying the FBI. v

In addition to each of the licensees’ contingency plans, as to what
role each plant would play, we are working on a national licensee
contingency plan which would involve not only the NRC, but the
FBI and the Department of Energy.

So, I think we are well prepared. ,

Chairman Risrcorr. Could you provide us with a list, or have any
nuclear thefts taken place up to now?

Dr. Henoris, I don’t believe so, sir?

Chairman Rieicorr. Do you know, or don’t you know? You say
you don’t believe so. Do you know whether any nuclear thefts have
taken place to date?

Dr. Henprie. The obvious case that comes to mind, Myr. Chairman,
is the Apollo incident of the mid 1960s. In those days, I was working
on research reactors in Brookhaven, and most of the present NRC
staff was in other places, so I have no personal knowledge of this.

I notice people in my Agency and others seem to create a good
deal of turmoil angd difficulty by statements they make on the matter,
and I approach it with the utmost caution. I don’t know that ma-
terial was removed in that case. If I can set that Apollo case aside
for you, I don’t know of nuclear thefts of any significant amount
of material. '

Sen?uuor GrewN, Mr. Chairman, may I interject something at that

oint
P The subcommittee I chair is looking into the NUMEC incident.
We are 10th in line in investigations over the last 10 years or so in
that area. We are still trying to get to the bottom of what happened.
It has been up to the Presidential level through past several presi-
dencies, as the Chairman is aware. We are still looking at it.

Chairman Ripsrcorr. Do terrorist groups operating in the world
today have the ability to develop a nuclear weapon device?

Dr. Hexprmz. That is a hard question to answer, Mr, Chairman.
We don’t have, in terms of the information that comes into the Com-
mission from the intelligence community—and we do have good

1 See p. 021,
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laison and information flow there—we don’t have any indications
that such is the case.

P’m glad to see that, but I must say that it does not relieve my
concerns on the matter.

Chairman Risrcorr, Do you think there is a chance that one will
be developed in the future?

Dr. Hexpriz. I think it is possible.

Chairman Risrcorr. Are there any countries which aid and abet
terrorism that are the beneficiaries of nuclear export licenses?

Dr. Henorrz. I certainly hope not, Mr, Chairman.

Chairman Risrcorr. Do you know?

Dr. Hexprre. I don’t think so. I guess the doubt that I am express-
ing here has to do with how do you define “aid and abet terrorists.”

Certainly, countries to whom we do export nuclear materials have
under the duress of specific incidents done things like refuel a hi-
jacked airplane or supplied an additional airplane or substitute air-
plane, That is certainly the case. But in the sense of an active aiding
and abetting, providing training sites, sanctuary, and so on, I don’t
believe so.

Chairman Risicorr. Senator Glenn?

Senator Grexw. Thank you, Mr. Chairman.

Mr. Hendrie, I'm deeply concerned about the issue of nuclear ter-
rorism. It is not a hypothetical or abstract problem. Even though we
may not have identified at this time any groups with a demonstrative
interst in nuclear terrorism, we need only to look to the history of
the past decade to see that nuclear materials and facilities are objects
of many groups with terrorist intentions. I have obtained from the
NRC and Department of Energy a compilation of threats and other
incidents involving nuclear materials and facilities which I would
like to enter into the record of these proceedings.? .

I might say, Mr. Chairman and Mrs. Hendrie, that NRC has a
listing of 94 incidents involving threats of violence and acts of vio-
lence to licensed nuclear facilities going back to 1969. We received
from BRIDA another listing of 91 incidents going back to 1969 of
threats of violence and acts of violence to unlicensed nuclear facil-
ities. Most of these were bomb threats, pipe bombs found near reac-
tors. These have not been idle threats. Some have involved explosives,
break-ins and breaching, at least of the outer periphery of security
at some facilities.

It is not just idle speculation that terrorist groups will make every
effort to get into these facilities and get whatever material they can.

This is not limited to crank calls. Since 1969 there have been 14
attempted or actual unanthorized intrusions at facilities licensed by
the Nuclear Regulatory Commission, and at least two bombings.

Fortunately, none of these activities appear to have resulted in any
release of radioactivity or injury to the public.

We have been fortunate so far. This record of past events males
it clear that the security of nuclear materials and facilities must
continue to receive the highest level of attention.

* See p. 640,
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Therefore, I was greatly troubled by a recent report of an interview
you gave to the Washington Post, in which you displayed a surpris-
ingly indiffevent attitude toward nuclear terrorism. According to the
article, you would not consider a nuclear terrorist bombing of Wash-
ington or Chicago to be an event of catastrophic proportion, since
in contrast to nuclear Soviet exchange, only a fraction of U.3. popu-
lation would be affected, leaving the society, as a whole, intact.

This attitude on the part of the Agency required to protect the
public from terrorvism would make me fearful. I read your letter to
" the editor defending wyour statements or your views. I would like
these entered into the record, both of these articles?

T'm concerned because NRC is now considering an upgrade of its
domestic safeguard rules covering strategic nuclear materials. I want.
to be confident, and I am sure the American public wants to be con-
fident that the starting point for NRC consideration is a sober
respect for the dangers of terrorism. Because of these articles, the
publicity they have received, and the aspersions that have been cast
on you by their contents, I would like to have a clear and precise
statement from you, and I would presume you would welcome the
opportunity to make such a statement, perhaps without comparisons
to all-out nuclear war, of the gravity you would attach to terrorists
threatening to detonate a nuclear device in this country.

These were most disturbing articles.

I would think you would selcome a chance in this forum before
the committee to set straight your views on this.

I would welcome any comments you could make at this time.

Dr. Hexprize. Thank you, Senator.

I do welcome the chance to comment first on the article and then
mare generally on the issue you have raised.

The article you cite is one that does not represent my views and
feelings and attention to these matters. You have noted the publica-
ii{on gf my response to that article in the Washington Post this past

onday.

I attempted in that letter, without running on at enormous length
on these difficult and sobering matters, to make clear that I am, in
fact, deeply concerned about these matters, about the possibilities of
terrorism, proliferation of nuclear war, and that they are matters in
which I have some professional expertise which, I may say, only
leads me to more concern, rather than less.

I feel deeply about these things, about the need for the utmost
caution in the handling of these things and, in effect, what I have
said in this letter, and what I affirm here is that I bring to my de-
cisions the most careful consideration I can, and all the depth of
feeling and seriousness which attaches to these matters.

They will always have careful consideration from me. I made the
point in that letter that that on the other hand does not mean that I
think it appropriate to approach these decisions or discussions in a
highly emotional state.

Senator Grenw. The article, I believe, stated that you felt perhaps
the Nuclear Regulatory Commission should net have a role in estab-
lishing what was safe with regard to foreign shipments.

1 See pp. 665 and 666.
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Now, the Nuclear Regulatory Commission was set up as an inde-
pendent agency making recommendations both to the Congress and
to the President, of course.

The functions of this organization are unique, We have depended
on the Agency for guidance in foreign as well as domestic, policy.

Now, what are your views on this? Are your views correctly stated
that you do not propose to carry out your mandate on the mterna-
tional scene, as well as on the domestic scene?

Dr. Hexporiz. That certainly is not the case. I took an oath of
office coming here to uphold the laws of the United States, and I am
doing and intend to do that to the best of my ability. What I did
note in that discussion was that in passing upon nuclear export appli-
cations, the Commission, which is required to make a finding.that
the export would not be inimical to the common defense and security
of the United States, seeks the advice of the executive branch. What
we receive then, where the executive branch favors an export, is a
finding on behalf of the President, State Department, Department
of Energy and other agencies concerned, that the proposed export
would, in fact, not be inimical to the common defense and security
of the United States.

I simply noted that, in my view, that finding has very deep and
serious foreign policy and national security connotations, that there
are probably other agencies of the Government who have more of a
lead in those roles than the NRC. And that was the context in which
that discussion went forward.

Any suggestion that I would propose that we not fulfill our re-
sponsibilities under the law just isn’t so.

Senator Grexn. We ounght to clarify what we are loking to NRC
to give us guidance on, it seems to me. We are not looking to NRC
for guidance on general foreign policy. We are looking to it as the
Agency of expertise on whether safeguards are adequate. Is security
there or not? In the past, we have invited the ERDA people to go
with you on some of those trips. We have looked to NRC as the
guiding light in that area.

As I read your remarks, and what you just said, I wonder whether
you really see your job as including that or not. If you are not to
perform that function, then who should? We are relying on you to
do that now.

Dr. Henprre. We certainly carry out those visits and evaluations,
particularly in the physical security area and there, I think, the staff
18 able to do a good and sound job on making an independent evalua-
tion. We have somewhat more difficulty on the side of material ac-
counting procedures in foreign nations where these sre being done
and are being inspected under the JAEA. The difference in the two
situations is primarily that the physical security, our ability to inspect
physical security measures in other sovereign nations, 1s based on
bilateral agreements, the understanding with the particular nation.
On the material accounting side of safegnards, it works through the
international agency.

W are signers of the treaty that establishes the TAJA. The other
nation we are interested in is also, and there is that additional inter-
national body involved in inspecting and verifying the safeguards
measures. In that case——
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Mr. Grenw. If you were relieved of the responsibility for assessing
TAEA safeguards and whether they are adequate, who do you think
would be the appropriate representative to do it? If you statement
in the Arlington paper was correct, that you feel you should be
relieved of the responsibility, and should not pass judgement on
whether these exports should be made, that would leave no one to
back up TAEA and to say whether they have incorrect instrumenta-
tion to make the judgment. You are our expert in that area. It dis-
turbs me to hear you say you shouldn’t be in that loop someplace and
have approval or disapproval capacity in it.

I don’t think you should be setting foreign policy or have the
power of sole determination. I sure think it is important that you
be able to say “No, because there is not adequate safeguards” or “No
instrumentation may be adequate to protect what we are shipping
abroad.” You should be able to toot the whistle and say “Hey, State
Department, there is a dangerous situation. Terrorists may be able
to get this. It is not adequately taken care of.” I have depended on
you and your office to be our watchdog in that area. Now I read you
as feeling you should be taken out of that loop. That disturbs me.
I don’t see anybody else in that capacity.

Dr. Hexpriz. The point I was making, Senator, was not to remove
us in total from this process but the matters indicated by the finding
that a given export would not be inimical to the common defense and
security of the United States, leaving those matters finally in the
hands of the regulators may not be the best place in terms of the
technical things you are talking about.

I think we have a role, particularly on the physical security side.

Senator Grexw. If the security is not adequate, the terrorists can
get the nuclear material. If they can get it, our safety and security,
and that of a lot of other people, is being stretched, it seems to me.
I look to that as coming under your inimical clause.

Dr. Hewxorie. I would like to add that the executive branch, State
Department people, Arms Control and Disarmament people, and the
Department of Energy people, in fact, are very concerned and they
look closely at the TAEA safeguards matters. It is not quite as if
NRC were the only arm of the Government concerned and watching
in these matters.

Senator Grexn. Mr, Chairman, I don’t know how we are doing
on time. '

Chairman Riercorr. Go ahead.
~ Senator Gren~. There is another aspect of this which is very, very
important. That is the avea of how we transport not the low enriched
uranium, but the highly enriched uranium which would be suscep-
tible to weapons use if it fell into the hands of terrorists. It is an
attractive target for terrorist groups. I am concerned about whether
the security arrangements covering the shipment of the material,
which are the responsibility of the NRC, are adequate. As an examnple,
T understand that because of his concern on this score, Mayor Bilandic,
from Chicago, has halted further shipments of highly enriched
uranium from O’Hare Airport, pending a full study of the security
measures. )

. L have also recently learned, as an added security measure, we have,
m a few cases, requested that foreign nations purchasing large quan-
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tities of this material fly it back to their countries in their own mili-
tary cargo aircraft. Some of these shipments have originated where
I live in Columbus, Ohio, and then gone out of Dulles in Washington.

Also, at least one import of highly enriched uranium will be made
to our Columbus Airport in Ohio by a foreign military carge plane,
However, most shipments are still made by commercial jet, as I
understand it. Could you deseribe the security arrangements for
these exports and the status in Chicago? Does NRC intend to rec-
ommend farther use of military aireraft or what is the view of
other agencies? Do we still use civilian aircraft for the transport of
highly enriched uranium—major shipments? What is the status of
our shipping practices and what happens in the event of a crash?

Dr. Hexprie. Let me start at the top of the list and work my way
down and T will ask you to prompt me if I forget things, Senator.

On December 1, Mayor Bilandic released a public statement ex-
pressing concern about the transportation of enriched uranium
through O’Hare and sought the cooperation of the President to insure
the safety of the citizens of Chicago. We responded along with other
agencies of the Government. We have agreed with the mayor to re-
view with him the measures to cover thess shipments and the environ-
ment.:* effects. In the meantime, shipments of highly enriched uranium
are n¢. being made through O’Hare. We have just completed a com-
prehensive study of the environmental impact of transportation of
these materials by air and other modes and copies of this study are
being presented to the mayor and a briefing will be laid down for
later this week, as 2 matter of fact.

Following on then, to the question of shipment from other airports,
you mentioned Columbus and the fact that military aircraft seem
to have been used at some time in the past. There was a time about
a half year ago, June of 1977, where we had a number of licenses for
the export of highly enriched uraniwm which were cleared by the
executive branch and passed over to NRC in a group. The Commis-
sion looked at those and for the ones which it granted, these con-
stituted, all of a sudden, a lot of activity in the shipment area. There
were, in particular, 12 licenses for highly enriched uranium, with
10 of the shipments to the Federal Republic of Germany, and 2 to
France. In view of the number of them and the publicity attendant
on the final approval of the licenses, it, was thought wise to attempt
to consolidate the exports and, in effect, reduce the number of move-
ments that were being made and the vulnerability of these move-
ments.

At the suggestion of the Arms Control and Disarmament Agency,
the Federal Republic of Germany was queried about the possible use
of German military aireraft. They agreed to that use for this single
consolidated shipment with the agreement that it was not to set a
precedent for subsequent activities. The NRC had no objection to
the use of military aircraft. Qur view is that either commercial cargo
aircraft or military aireraft would have provided a satisfactory level
of protection. That flight went out of Dulles because it was centrally
located to the three points of origin of the material making up this
consolidated shipment. Ten of the licensed packages went that way.
Two others went from Columbus, Ohio because the French, who had
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at first agreed to put their shipment in with the Germans, decided
later to utilize 2 French military aireraft.

Senator Greny. These are highly enriched ?

Dr. Henpriz. These are all highly enriched uranium shipments.

Senator Greny. On highly enriched uranium, is it transported by
special aircraft or commercial air freight aireraft?

Dr. Hexprie. Typically, they do go by commercial cargo aircraft.
They do not typically go on passenger aircraft.

Senator GLen~. What kind of studies do we have on the containers
for these shipments?

Dr. Henprie, It is a Department of Transportation packaging for
highly enriched material, for special nuclear material. I don’t be-
lieve they are an impact-resistant package.

Senator Grenn. I was told by one of your predecessors that you
had under development a container for shipment of this material
that would take an impact into a solid rock wall at 600 miles an hour.
Has that been developed, and is it now being used?

Dr. Henprie. Yes, it has been in development. I would point out
that the development of that container was specifically in response
to concerns about air shipment of plutonium, to provide for any
plutonium shipments and a really impact-proof container. Cliff,
would you amplify on the status of that?

Dr. Surra. The answer is, we have developed a package that has
been approved by the National Academy of Sciences and other re-
view groups and at present, the Advisory Committee on Reactor
Safeguards is making its veview of it. We should be in a position in
a month to certify to the Senate that we have a crash-proof package.

Senator Grenxy. What would be the dangers now to a community
or area or how debilitating would it be to what size area if an HEU
package was impacted and broken open in an area after a crash?

Dr. Henprie. We would move in rapidly, clear the area, and estab-
lish contamination levels. I think the toxic aspects are considerably
less than in the case of plutonium, which wag the basis for the differ-
ence in going ahead with the crashproof shipping container devel-
opment, for plutonium.

Senator Grenw. If there was a crash now, you feel there would be
a serious radioactive problem around that fuel or what would be the
situation ?

Dr. Hewprie. I am inclined, Senator, on balance, to think that
there probably would not be, but I would certainly take the attitude
that one would regard it as serious unless proven otherwise in the
particular case in the field. We and other radiation emergency re-
sponse groups would be moving very rapidly and aggressively if
that happened. '

Senator Grexy. You have pending proposed rule changes to up-
grade further our domestic safeguards. Once these rules are made
final, U.S. safeguards will almost certainly be tougher than those
required wider international security standards of TAREA.

Does NRC intend to continue to make transports, exports to coun-
tries where standards are less stringent than our own when these
rules are completed ?

Dr. Henprie. I think that will have to depend on the circum-
stances in the particular countries, as is generally the case in con-
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sidering an export application, Senator. If we go ahead and upgrade
the safegnards provisions at these fuel cycle facilities as we proposed
in this rule, then that will immediately open the question of working
with TABA and other nations to upgrade on an international basis.
Where we find an agreement with the executive branch that, on
balance, a given export now is an acceptable proposition from the
standpoint of United States interests, I would not think that 3
months from now, if we had implemented the upgrade rule for our-
selves in the meantime, that that would necessarily rule out further
exports until there had been an upgrading in the country in question.

Senator Gren~. I am concerned that we set high standards and we
hope we can attract other nations into following along these much
increased standards. I don’t see this as a single nationality problem.
We know from past experience that hijacking an airplane has not
been a big problem. Once we find any major terrorist group in the
world with these supplies, plutonium or HETU, it won’t make any dif-
ference what nation it came from, but it will be a concern for all of
us around the world.

Dr. Hexorie. You are right This is of worldwide concern.

Senator Grenn. I am concerned that we make every effort to up-
grade foreign standards as best we can, after we upgrade our own.
Do we have efforts under way to get foreign nations to upgrade their
own standards to our levels?

Dr. Henorre. We do, and have strong efforts in working with the
agency to increase the stringency and vigor of the agency’s safegnards.

Senator Grenx. Have they been cooperating in this regard ? What
results have you had with your efforts to get them to upgrade their
own standards and those of foreign nations?

Dr. Hexprie. I will make a brief comment, and ask Dr. Smith to
add to this.

I think they are very cooperative. I was in Vienna recently and had
opportunity to talk there to the inspector general. I had, more im-
portantly, it seemed to me, a chance to talk to a number of U.S. citi-
zens, some of them NRC employees on special assignment, and so on,
who were on the safeguard staff.

My impression from talking to our people there is that the morale
of that staff is good. They feel considerably encouraged by the steps
that have been taken in tightening things up. They are anxious to get
on with more.

Senator Grexy. With our technology we may have to take the lead.

As I am sure you are aware, there 1s a special TAEA staff report
that shows that agency’s own inadequacies. They are not happy with
their own methods of monitoring, We have to take the technological
lead in the world. I hope we are doing that.

That is the reason I was concerned about the remarks in the paper
that indicated maybe you are feeling that your role was primarily a
domestic role, and not a foreign role, and that your role in the inter-
national realm was not as great as maybe some of us thought it was
going to be.

That was another reason for my concern about the Rosenfeld ar-
ticle in the paper.

Dr. Hexprie. My reluctance was to be in a prominent role in for-
eign policy. The question we are talking about here is the implementa-
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tion of the safeguard measures, and the physical security measures.
We understand these, and are working hard on them.

Senator GrLenw. You indicated in your testimony you are nof; ready
‘o embrace the idea of cutting off nuclear exports to countries which
harbor terrorists. ,

Would you favor a provision to cut off nuclear exports to countries
which aided or abetted nuclear terrorists?

Dr. Henoriz. The question of whether the sanction list was the way
to optimize resistance to terrorists, in discouraging terrorists, was a
question I would rather leave to people more expert in the area than
myself or this A gency.

I think about the sanctions list, that it might be useful if there
were some degree of flexibility in it so that the punishment. could fit
the crime, so to speak. And in that regard, you might want to cut. off
exports, if there had been any sort of a connection with » nuclear-
related matter involved in the incident.

Senator GrLenn. Has NRC prepared a list of countries where the
safeguard of nuclear materials is not adequate?

Dr. Henorie. I don’t believe so.

Let me ask Dr. Smith to answer.

Dr. Suxra. From the standpoint of physical security, Senator, we
have not had any difficulty in terms of getting the recipient country
to upgrade the physical security to the level we have required.

When it comes to material accounting and control, that gets into
international safeguards in TATEA. We really don’t have any infor-
mation from the TAEA that would enable us to determine how well
the various TAEA countries are implementing the TAEA safeguards.

Senator Grenw. As far as physical security of those plants, and
resistance to terrorist groups coming in, or resistance to that material
getting out by that method, you are satisfied wherever we ship mate-
rial around the world, you have no qualms about it being adequately
safeguarded in that respect.

Dr. Sarrrrr. In terms of physical security, that is correct. That is
on the basis of visitations our own people make to those particular
countries, and then we might stipulate certain other additional re-
quirements if we don’t feel it is adequate.

Generally, we are using the TAEA INEFCIRC 225. We don’t have
qualms in that area.

When we get into the other area, as the Chairman has alluded, we
have problems.

Senator Grenn. With regard to air shipment of plutonium, or
highly enriched uranium, are these crews specially screened and se-
lected and trained? Do we run an FBI check on the crews? Do we
know there will not be a crew diversion of shipment to a foreign
country as occurred with a mysterious shin which wound up at an
unknown destination with the uranium and so on on board? This is
another factor in the Apollo NUMEC deal? It is not all that classi-
fied ; it has been in the papers. i )

Is there possibility of a diversion of an aircraft with highly en-
riched uranium or plutonium? Does plutonium get shipped by air
now?
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Dr. Sarrra. It has been banned by air until we can certify to you
a crasn-proof container. '

Senator Grex~. What screening or protection do we have against
an air crew diverting that HEU ? '

Dr. Hewprm, We don’t screen test crews. They are regular crews,
employees of the major aircraft carriers that are used.

Crew reliability statistics we look at, because the question you
raise is a matter of concern. But the crew reliability stafistics, as far
as we know, are really very good.

I think our feeling is that the possibility you mentioned exists. We
guard the material carefully at the terminals on the ground transfer
points, during the ground transportation. The cargo aircraft has
regular crews; we use national flag lines in countries who have na-
tional flag lines.

Senator Grenw. Is the NRC able to say now that the TAEA safe-
guards are adequate?

Dr. Hexoriz. On balance, I think our feeling, Senator, is that they
are. :

I think it is fair to say that there is considerable upgrading and
improvement that is needed, that this ought to go forward as fast
as 1t possibly can, and we will be pushing that hard.

The Commission staff is not able to go itself and examine on a
country-by-country basis the specific measures. The staff, therefore, is
not in the same position with regard to these material accounting safe-
guards of the agency, to offer the same degree of independent evalua-
tion and assurance of adequacy that it is in the physical security area,
or in the normal conduct of our business, in regulating domestically.

Senator Grex~. Mr. Hendrie, I appreciate very much your answers
to these questions. I think it is important to bring up these issues for
discussion.

Some of my questioning is directed to you. You can appreciate the
importance to the American people and to all of us is of bringing
these matters out. When we question NRC operation or your adminis-
tration of that Agency, I think it behooves us to bring these things
out, so we can clarify them. :

My questioning here this morning is meant to bring these issues
out in the open as completely as we can,

Mr. Chairman, I appreciate your indulgence in letting me continue
as long as I have. We have gone over our usual time limit. )

I think these things are of such importance that I think it was
important. .

Chairman Risicorr. They are important, and, Senator Glenn you
have devoted so much time, and are so knowledgeable in these fields,
that under no circumstances would I cut you off, directly or indirectly.

Senator Hopers. I have no questions.

Chairman Rircorr. Senator Percy? v
Senator Percy. We appreciate very much you and your colleagues
being here this morning. Certainly the thrust of Senator Glenn’s
queitlions have indicated that we are dealing with a mind-boggling

problem,
" Certainly the prospect of a terrorist constructing a nuclear weapon
with stolen nuclear material, as Senator Glenn mentioned yesterday,
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is a prospect that is there; and it is frightening, indeed, when we have
a young college undergraduate who is reported to have put a bomb
together. We know it 1s not that complicated, particularly when a
destructive element can be carried in a knapsack.

Our concern about adequate security is probably well warranted.
’I}‘iﬁs is why we feel that your Agency has such an important role in
this.

To put it a different way than Senator Glenn has, what degree of
satisfaction do you have that security at nuclear facilities in this
country and around the world are adequate to prevent the theft of
significant quantities of nuclear fuel, and what is your view of security
measures for transporting such materials?

What degree of assurance do you have inside your own conscience
that we are in reasonably good shape here and around the world to
protect ourselves against nuclear theft, and to protect ourselves against
the diversion of transporters of nuclear materials?

Dr. Henoriz. Senator, it is a good question, and a fair one.

My feeling is that where one is attempting to protect against things
of this kind, it is very difficult to say that additional measures, no
matter what one is doing at the present time, to say that additional
measures would not help. Clearly, they would.

T think on balance, as best I can assess the situation, domestically
and internationally, there is a reasonable balance of protection against
the risk levels. I think it is not a matter to be cheerful or complacent
about, by any means.

I think it needs considerable upgrading, but I don’t find it to be
a situation where we ought to say, “stop everything—we will need
10 years to make this good enocugh to be endurable.”

I don’t feel it is that way. On the other hand, I am not——

Chairman Rreicorr. Would you yield for a second ?

It seems we are running much beyond our schedule. I think it is
udfhir to keep Mr. Civiletti, Mr. McGiffert, and Ms. Godley here. We
will not be able to hear them today.

My apologies to you for being here all morning. We will find an-
other day for our mutual convenience.

Under the circumstances, I thank all of you for coming here, and
I apologize for taking your morning. We will try to get together on
a day that we know you can be reached in due time.

Thank you for coming.

Senator Percy. The Nuclear Regulatory Commission reviews the
level of physical security in other nations when considering requests
for nuclear export licenses. Have any countries been reluctant to
allow American inspectors to view their facilities for this purpose?

Dr. Henorie. I don’t think so, but I will let Dr. Smith answer for
us. His office does the job.

Dr. Surrm. We have not had any difficulty in terms of our visita-
tions, if I can call it that. The word “inspection” conjures up a lot
of nroblems with sovereignty, and so forth.

In terms of the visitations, no, we have had opportunity to sit
down with them, review their national approach to physical security,
and, indeed, make site-specific inspections.
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Dr. Henpriz. I should have noted for the committee that Mr. Robert
Burnett, the Director of our Division of Safeguards, one of the divi-
sions under Dr. Smith, has joined us at the table.

Senator Percy. Would you want to make any comment on this
particular point?

Mzr, BurwnerT. No, sir. I came up so that in the event the discussion
gets into sufficient detail, I can respond.

Senator Percy. Are you satisfied with the current procedure for
determining the adequacy of physical secur‘ty measures overseas?

Dr. Hewprre, Yes, I think so.

Senator Percy. Is there any way that procecure conld be strength-
ened, improved, or should be modified, that you can think of?

Dr. Henprie. Our visitations and evaluations and so on?

Senator Percy. For determining the adequacy of physical security
measures.

Dr. S»rrrer. What would help is if we had international agreement
as to the degree of physical security that each nation that has received
material would apply. We are trying to do that now through an
IAEA-sponsored international security convention.

‘What we find is the level of physical protection in each nation
varies. There is nothing wrong with the variations. There are certain
fundamental things, certain baselines that we like to see across the
board, and that is what we are working for through the international
community.

Senator Prrcy. Would you care to comment on the desirability or
necessity of negotiating an international convention to ensure that
other countries attach a high priority to physical security at nuclear
facilities?

Could you update us as to what has been done in other countries
in this field ¢

Dr. Heworie. There is an effort under way in conjunction with the
International Atomic Energy Agency to do just that, We have been
very active in that, and Dr. Smith and Mr. Burnett can respond.

Dr. Snrra. Mr. Burnett, my director of the Division of Safeguards,
returned from Vienna not too long ago, where he represented the

USNRC on that. He might speak to you about that.

Mr. Burwerr. At that meeting, Senator, we attempted to establish
a minimum level of physical security during transport of SNM. We
are using as a basis the INFCIRC 225 which is a document circu-
lated by the IAEA. It has not been enforced by the TAEA yet, and
that was suggested also at this conference. I am told they are going
to prepare a convention to establish that as a minimum level.

There is another meeting scheduled in April to go back and, hope-
fully, come up with a final draft of the physical security requirements.
I believe with that, we will be vastly ahead of where we are now.

Senator Prrcy, Very good. I have no further questions. Thank you
very much.

Chairman Risrcorr. Thank you very much.

The committee stands adjourned until Friday morning at 9:30.

[ Whereupon, the hearing was adjourned, to reconvene at 9:30 a.m.

on Friday, January 27, 1978.]
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nan, research assistant,

Chairman Rmicorr, The Committee will be in order.

I want you to know how much I appreciate the three of you being
with us. Without question, the world is in a new phase in the whole
ﬁelcll Olf terrorism. It is against individuals, groups, nations, society as
a whole.

And we better learn something about it and see what we can do
about it. All of you come here with the highest recommendations,
Mr. Hassel, Dr. Ochberg, and Dr. Russell.

We are most appreciative for giving us your time and sharing your
knowledge with us.

Gentlemen, will you proceed, the three of you as you will.

TESTIMONY OF FRANK M. OCHBERG, M.D, ACTING DIRECTOR,
OFFICE OF PROGRAM DEVELOPMENT AND ANALYSIS, NATIONAL
INSTITUTE OF MENTAL HEALTH; CHARLES RUSSELL, OFFICE OF
SPECIAL INVESTIGATIONS, U.S. AIR FORCE; AND CONRAD
HASSEL, SUPERVISORY SPECTAL AGENT, FBI ACADEMY

Dr. Ocurere. Thank you, Mr. Chairman.

We are purt of a briefing team that has just returned from Europe
where we have met with the major commanders of the Air Force. We
have been in Japan before this.

The other members of our team are Special Agent Thomas Strentz,
Special Agent Thomas Reillv of the FBI, and Major Peter Colangelo
of the security police of the U.S. Air Force.

We have been on this briefing mission because the Air Force wants
a balanced picture of transnational terrorism, of experience of the
various law enforcement agencies and others who have paid attention
to the problem.

(83)
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Your staff met with us in Germany and asked for a distillation of
our briefing for you and we were quite pleased to arrange this. What
we intend 1s the description of the problem of transnational groups,
some illustrative incidents, some of the law enforcement approaches
and some of the medical and psychiatric issues, especially those affect-
ing the victims of the hostage-taking situation.

VVedwill be brief. Additional material has been provided for the
record.!

Dr. Russell of the OSI will lead off. He will describe the foreign
groups, the growing sophistication of these groups, the linkages among
each group and some examples of their tactics.

Dr. Russerrt. What I would like to do today is to examine, statis-
tically, the problem of terrorism on an international scale and then
look at what these statistics may mean to the United States and other
countries in the Western World.

I would also like tc evaluate the common ties and linkages between
various terrorist groups as well ax the increasing sophistication and
capabilities of some of these organizations.

My background has been essentially in the Office of Special Inves-
tigations, U.S. Air Force for the past 27 years. I have been involved
in the study of terrorism for the last 17 years. The statistics I will
be using are from a private data base which a number of my asso-
ciates and myself compiled. We have focused on major terrorist inci-
dents throughout the world, but specifically in the European area,
Middle East, Latin America and Far East.

At present, the data base contains 1,775 major incidents, covering
the period January 1, 1970 to November 1, 1977. For our purposes
and your benefit, we describe a terrorist incident as an offensive act
by an identified terrorist group.

Within the data base, we are concerned primarily with kidnap-
pings, assassinations, bombings involving major targets, attacks
against facilities, and hijackings.

Sources of information used in compiling the data base were, ba-
sically, the foreign press, U.S. press, various chronologies, and police
reports, when these were available.

The data base does not include the United States, Israel, Northern
Ireland, or Africa south of the Sahara. .

In Jooking at the problem of terrorism, with these data base caveats
in mind, we find there have been 1,775 major terrorist incidents since
January 1, 1970.

Chairman Riercorr. That’s worldwide?

Dr. Russerr. Yes, sir, with the exclusions I have mentioned. The
figure does not include Northern Ireland, Israel, United States and
most of A frica south of the Sahara.

Chairman Rieicorr. Why do you exclude those countries?

Dr. Russerv. In the case of Northern Ireland, much of the activity
has been the bombing category, It is difficult to keep pace with these
activities. This is a private effort on our own part, after working
hours. To be honest, we couldn't keep up with the bombings.

Chairman Risrcorr. This is something that the three of you are
doing on your own ?

1 See pp. 667 and 726.
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Dr. Russerr. Yes.

Chairman Risicorr. Do you coordinate this with terrorism experts
in other sections of the world ?

Dr. Russere. We have. Initially, building the data base was for
the purpose of working with Dr. Yonah Alexander in regard to the
preparation of various articles for his journal. We continued the effort
to try to establish where the terrorist problem was greatest; to deter-
mine if there are common patterns or trends in terrorist operations;
if there are new methods of operation; if they are significant; if there
are changes in weaponry; and where most terrorist acts take place.

Chairman Risicorr. It would seem to me that the Israeli experi-
ence could be very valuable here. That is why I am curious why you
did not coordinate with some of their research information, intel-
ligence.

Dr. Russern. We have, in the unclassified area. Last summer the
three of us attended a conference in Evian, France, and talked with
Israeli representatives who were there. In regard to our own data
base, it’s a totally unclassified one and not classified. Continuing, it
contains 1,775 incidents with 1,082 persons killed during the Janu-
ary 1, 1970-Noveraber 1, 1977 tirae span.

Total dollar damage in one-half of the incidents amounts to $283
million.

‘While I’'m not going to deluge you with statistics, I would like to
pick out some of the major types of terrorist acts and discuss these.

First of all, assassinations. In regard to assassinations during the
time period January 1, 1970 to November 1, 1977, we have had 257
such incidents with 890 victims. The target normally was one person,
and the average size of the attack team, three persons. Most of the
assassinations occurred in Western Europe and Latin America.

The primary targets for assassination have been police officers.
Twenty percent of those assassinated have been rival terrorist group
members, 17 percent businessmen and 15 percent diplomats. Over 78
percent of all assassinations attempted were successful. About 69 per-
cent of these assassinations, which is a rather high figure, occurred
in the last 3 years.

This would seem to indicate, at least to me personally, there is an
upward trend of this type of activity. In the avea of kidnapping, we
have had 232 incidents with 363 victims during the same time period.
The average victim per incident was 1.5. The average size of the
attack team. larger than in the case of assassinations, was 4.2 nersons.

Most of the kidnapings took place in Latin America and Western
Europe. The major occupation of most kidnap victims was business-
man, Forty-three percent of all persons kidnaped were businessmen.
Of this figure. one out of five was an American businessman.

Chairman Risicorr. In your study, is the primary purpose of kid-
nappings and assassinations of businessmen to get money or is it
ideological?

Dr. Russerr. In most cases, in my experience, it has been for the
purpose of deriving money to continue terrorist operations and, sec-
ond, where possible, as in the case of Dr. Schlaver. to force the release
of political prisoners. Ninety percent of all the kidnaps took place
between the victim’s home and place of work.
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Chairman Riercorr. Is it because the kidnapers don’t like business-
men or industrialists? That isn’t the basic reason ¢

Dr. Russerr. No, the basic thrust in at least present-day kidnap-
pings by terrorist groups appears to be for the purpose of obtaining
funds. Businessmen, as you know, are a lucrative target in this regard.
Eighty percent of all attempted kidnapings were successful. As I
stated, 90 percent of these took place while the victim was en route
between his home and place of work or vice versa.

In the case of kidnapings, they have been used to force the release
of 267 terrorist prisoners by pressure on various governments. The
trend in kidnapings appears to be up; over 77 percent of the total
number have oceurred within the last 3 years.

The other two categories of terrorist incidents I would like to men-
tion briefly, are bombings and attacks against facilities. During the
January 1, 1970-November 1, 1977 period there were 924 significant
bombing incidents. This figure does not include those in Israel or
Northern Ireland.

We define a significant bombing as one where the target was an
important facility, where a great amount of damage was done or
where there was a unique technique employed.

Dollar losses in the case of bombings amounted to over $92.5 mil-
lion. These figures are based on data available in slightly over 50
percent of the cases.

The bombing trend seems to have peaked in approximately 1974.
Since that time it has dropped off gradually, statistically speaking.

In looking at attacks against facilities, and we define these as an
effort to take over, let us say, a bank or business firm, there have been
290 incidents wherein 358 persons were killed. These figures are based
on data available in only 90 of the 290 cases.

An additional 332 persons were wounded in 90 of these 290 cases
and 664 hostages were taken in only 37 of the total of 290 incidents.

The average size of the attack team was 4.2 persons. Most of the
attacks against facilities took place in Latin America and Western
Europe.

The largest individual targets for facility attacks were nonmilitary
government, facilities, 17 percent; 17 percent for domestic and foreign
banks; 1414 percent for military installations and 13 percent for other
corporate entities.

Total dollar losses exceeded $31,300,000. This is based upon infor-
mation available in 92 percent of all of the 290 incidents.

1 recognize these are a lot of statistics. Do they mean anything—
what do they mean? In my personal view, they reflect an increasing
sophistication in the terrorist grouns operating today.

If we may, I will turn on the slide projector. This slide attempts
to show that the unsophisticated terrorist group normally begins with
a bombing type of oneration.

The reasons are simple. Bombs are easy to manufacture; the knowl-
edge to construct them is simple to obtain. The equipment, in the sense
of explosives, not difficult to acquire. In short, vou do not require a -
sophisticated terrorist organization to conduct bombing overations.
Accordingly, as terrorist organizations become more sovhisticated;
they normally progress up the line to such activities as facility attacks.
assassinations, hijackings, and kidnapings.
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In these operations, they need a large infrastructure. They require
automatic weapons and safehouses for their kidnap victims. In the
case of hijackings, they need safe locations to bring aircraft down.
They require a great deal of complex support in these types of opera-
tions. If the statistics I have mentioned show one thing, they show a
rise, for example, in assassinations, a rise in kidnapping and at least
a constant figure for facility attacks and a drop in bombings, statis-
tically speaking.

Thus, in speaking of overseas aveas, the data reflects increasing
sophistication for most of the groups operating there.

Chairman Risrcorr. When you say “sophistication,” does your
study show that most of the groups involved in terrorist gangs are
educated, iniddle class, and knowledgeable?

Dr. Russernt. Yes. I will move to that point rather quickly. Some
of the sophistication and the links between the groups result from
the points you just made. We are not dealing, in this sense, with
uneducated persons. The links between terrorist groups generally seem
- to be based on a common sociological background of the members, a
coramon ideology which often is anarchism, common training, com-
mon operational techniques and joint operations.

As you pointed out, Mr. Chairman, these people are basically simi-
lar in background. In research we did 2 years ago, covering the pe-
riod January 1, 1968 through the early part of 1976, we examined
350 persons who had been involved in major terrorist operations
worldwide. In looking at these people from a sociological standpoint,
the slide shows what they look like.

If one were to redo this research currently, there would be a
dropoff in age figure. It’s somewhat lower; I would guess, person-
ally, about 21 or 20.

The other major change would be in the increased use of females
for terrorist operations, not only in the Federal Republic of Germany
where there has been a tradition in this direction but also throughout
the rest of the world.

The other factors shown on the slide would remain as they are. In
the sense of ideology, many of these people are anarchists. Marxism
is a gloss used to justify their operations.

Chairman Rimicorr. From your experiences, are they acquainted
with one another across national lines? Do they know each other?

Dr. Russerr, Yes, they do. Many of them do.

Chairman Risrcorr. Where do they get the knowledge and under-
standing of one another and the friendship? o

Dr. Russerr. Based on the research we have done, it comes initially
from common training. Many of these people train together.

I will move on to that slide, if I may. )

The ideology of these individuals. as I say, is basically anarchism.
However, if we look at the slide under training, we are talking about
Palestinian training of the Irish Republican Army, Japanese Red
Army, Baader-Meinhof and Movement 2 June, ‘Carlos, Turkish
groups, Iranian groups, and Dutch. .

If one views all but the Dutch groups, the training took place in
basically the same time span. It began, essentially, in 1970 in the
camps in Lebanon. It was continued in Syria. Many of these people,
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as you mentioned, Mr. Chairman, do know each other and did train
together.

They are personally acquainted with one another. They read one
another’s literature fully. ‘

I should also say that the training continues to go onj; not in
Lebanon but essentially in the People’s Democratic Republic of
Yemen.

These slides illustrate two concrete examples of this training for
two individuals recently involved in terrorist operations.

This woman is Gabriele Kroecher-Tiedemann. She was one of the
individuals freed in the kidnaping of the West Berlin mayoral
candidate, Peter Lorenz, in February 1975.

You 1ay recall this incident wherein the kidnapers demanded
the release of six terrorists. Three of the six were females. This is
one of them,

After release, Kroecher-Tiedemann proceded directly to the Peo-
ple’s Democratic Republic of Yemen, underwent terrorist training
there, returned to Austria and participated with “Carlos,” Ilich
Ramirez Sanchez, in the December 1975 OPEC operation.

Chairman Risicorr. Who runs the training institute in Yemen?

Dr. Russerr. I would guess the Palestinian groups.

Chairman Riprcorr. So would the Palestinian radical groups be
in the forefront of most of this training?

Dr, RusseLr. Yes, in the sense of training. It’s known that Germans
also have participated in the training. Siegfried Haag, a German
terrorist was arrested in November 1976 in Birtzbach, Federal
Republic of Germany, shortly after returning from the People’s
Democratic Republic of Yemen wheer he had instructed terrorist
trainees.

Senator Javirs. I would like to remind the witness that four coun-
tries were named by our country £5r aiding and abetting terrvorism.
They were Somalia, Iraq, the People’s Democratic Republic of
Yemen, and Libya. And the Secretary of State took Somalia, in
effect, off the list. But we have actually named publicly as countries
aiding and abetting teirorism the People’s Republic of Yemen.

Senator Javirs. Your research has indicated that that is the hot
spot. Do you want to say anything to us about Libya or Iraq?

Dr. Russerr, I think to the best of my knowledge. most of the
training is now done in the People’s Democratic Republic of Yemen.

Unquestionably, as the Chairman and you are aware. assistance
also has been provided by Libya in the sense of the incident which
took place at Yesilkoy, the International Airport in Istanbul,
Turkey in which terrorists embarked on the operation from Libya,
transited Rome. went to Yesilkoy, and attacked an E1 Al flight about
to depart from Tel Aviv,

From a personal basis. one could add Libya.

Chairman Riercorr. Haw is a person like Tiedemann recruited

Dr. Russeur. Many individuals similar to Kroecher-Tiedemann,
particularly in the case of the German groups, came out of the
student movement of the 1960’s. And moved into radical commune
groups during the early 1970’s. Mast ave anarchist in outlook. Their
philosophy can best be summarized simply as follows: “Society is
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corrupt; it must be destroyed. That which comes later will be bet-
ter.” In many ways, these views are similar to those of the Russian
anarchists of the 1900’s. Coming from middle-class or upper-class
groups, these individuals seem to be totally disenchanted with the
existing social-political-economic system. '

In that sense, normally, there was a long period of time during
which they gradually evolved from radical groups and moved into
the terroist movement, particularly in Germany.

Another leader who meets the same criteria is Verena Becker. She
also was freed in the Lorenz kidnaping. Subsequently she went to
the People's Democratic Republic of Yemen, came back and is
probably the one responsible for the execution of Siegfried Buback,
the Federal prosecutor in Karlsruhe, Federal Republic of Germany
on the Tth of April, 1977, As is obvious, the training did not dis-
continue when the base was moved from Lebanon, but it continues
rﬂi_ow, at the present time, in the People’s Democratic Republic of

emen.

The common ideology and background of the groups as well as
the people involved often lead to a large number of nationalities
involved as terrorists for groups such as the Popular Front for the
Liberation of Palestine.

The Chairman mentioned Israeli sources earlier. The Israelis have
reported that in September 1976, they arrested a Dutch woman,
Ludvina Janssen, in Lod Airport. According to the Israelis, was
trained in the Peoples Democratic Republic of Yemen and was in
Israel surveilling airline routes. ’

Germans also have been involved in the Popular Front for the
liberation of Palestine over a long period of time. Wilfrid Boese,
for example, was connected with Carlos in Paris during the 1975 at-
tacks on El Al facilities at Orly Airport. ITe was killed at Entebbe,

Brigitte Kuhlmann, another ‘German, also was killed at Entebbe.
Still another German, Bernard Hausmann, entered Lod Airport in
May of 1976 carrying an explosive device. The device exploded
when he removed it from the baggage carousel.

Hans XKlein, alsc German, was involved with the Popular Iront
for the liberation of Palestine in the OPEC operation. One can track
down other nationalities in this group although time prohibits it
at this point.

The common background, ideology, and training of these people
tends to lead them, in some cases, to collaborate in operations. This
slide reflects some joint operations: The Lod operation. There you
had Japanese Red Army involvement, with the operation being con-
ducted for the Popular Front for the Liberation of Palestine with
German assistance, in the area of false documentation: the Hague
operation also involved Japanese Red Army participation.

This aperation focused on obtaining the release of Japanese Red
Army personnel held in French prisons.

Orly involved a mixed group of individuals as did the OPEC op-
eration,

As I'm sure the committee is well aware, Entebbe also included
mixed nationalities—Germans, Palestinians and possibly Latin
Americans,
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When one considers all of these factors the complex operations
the people are involved in, the close ties between them in background,
ideology, and training and their study of one another, one tends
to see an increase in professionalism within most present-day terror-
ist groups,

To illustrate this, I would like to use two examples. One, the as-
sassination of Dr. Hanns-Martin Schleyer; and secondly, the at-
tempted assassination of Kurt Rebman, the federal prosecutor in
Karlsruhe who replaced Siegfried Buback, the previous prosecutor
killed by terrorists on April 7, 1977. ‘

On the left of this slide you see Dr. Hanns-Martin Schleyer, age
62, president of the Federal Association of Businessmen in Ger-
many. He was kidnaped on the fifth anniversary of the Munich
maessacre, September 5, 1977, at 17:30 hours en route from his office
to his home.

Caught at the intersection of two streets in Cologne, the following
slides depict some of the terrorist professionalism involved in this
operation, .

This slide shows Schleyer as a terrorict prisoner. RATF stands for
Red Army Faction, a follow-on group to the German terrorists of
the early 1970%.

That’s an overhead view of the incident itself. These slides were
provided by various sources in Germany. The vehicle in which Dr.
Schleyer was riding is the blue-colored Mercedes. The one behind
is a police escort vehicle. The yellow Mercedes was used by terrorists
to block a portion of the street. As Schleyer’s driver approached
the intersection, a woman with a baby buggy began to cross the
streets. Since the vellow Mercedes was blocking Dr. Schleyer’s ve-
hicle, and driver chose not to hit the woman with the baby buggy,
he halted the car.

As he did so, five terrorists opened fire, firing at Schleyer’s vehicle
and the police escort, vehicle, :

This is a photograph of the baby buggy used, pushed by the female
terrorist. It contained an automatic weapon rather than a child and
she participated in the attack,

This is Schleyer’s vehicle, again.

In the sense of professionalism, please note there are no bullet
holes in the right-rear door. Dr, Schleyer was sitting in the right
rear of the vehicle.

The white marks seer: here represent bullet holes in. other portions
of the vehicle, but none where Schleyer was sitting.

This is the police escort vehicle, which suffered a good bit more
damage, as you can see, The marks represent the entry of a bullet.

This is the rear of the vehicle. As you can see, some of the
terrorists fired through the rear window which assured killing the
police officers in the vehicle.

Again, we are talking about professionalism, and capability and
training. If one looks at a pattern such ag this, one sees automatic
weapons fire, fully automatic, in a very tight group. This reflects
highly professional weapons discipline.

Dr. Schleyer was talen away in this van after the shooting took
place. There were 5 terrorists engaged in the actual shooting, 15 in-
volved overall in the operation.
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Again, professionalism. The terrorists needed automatic weapons;
firing discipline; a method to block the intersection; and an escape
vehicle; all of which were available.

As you know, Dr. Schleyer was killed and the body recovered on
the 19th of October 1977, in Mulhouse, France. This additional series
of slides reflects some of the further increase in sophistication
among modern terrorists.

This device is referred to as a “Stalin organ.” Actually, it is a set
of mortar tubes. It was to be used to kill Dr. Kurt Reébman, the
successor to Siegfried Buback, the federal prosecutor in Karlsruhe
who was killed on the 7th of April 1977.

This device was installed in an apartment across the street from
the prosecutor’s office, 100 meters away. Sophistication is evident
here. This is rather complex electrical circuitry. The tubes were de-
signed to be fired sequentially, not all at once. The electrical firing
mechanism was located in this box and the timing device was set
for slightly after 4 p.m. In this instance, an apartment had been
taken over by the terrorists. The individuals in the apartment were
tied up. Fortunately, the captives managed to slip their bonds, go
out and notify the police. The police responded and aborted the
operation before it conld take place.

This is the side of the box, again. As you are looking down, the
clock would be on the other. side. The circuitry is complicated. This
slide shows one of the 40 firing tubes. Each of these tubes is 134 inch
in diameter.

The so-called rockets, and one might better say mortars, were to
be fired electrically. However, the striker mechanism for each
“rocket” was primitive, simply a nail.

This slide illustrates the shrapnel under the wrapping you saw as
well as the device itself. The purpose would be to scatter shrapnel
throughout the vicinity of the target office.

Again, from my personal standpoint, terrorist groups have become
much more sophisticated in recent years. We have seen an increase .
in sophistication in the sense of operational complexity and in the
professionalism of those terrorists involved. How much more this
sophistication can progress I cannot state.

Thank you very much, Mr. Chairman.

Chairman Rieicorr. Thank you.

Dr. Ocusere. Dr. Russell has emphasized the professional groups
who have been operating, fortunately for us, outside the United
States. We have had limited experience here with anything like this,
but there are imitators. There are many criminal and disturbed in-
dividuals who have given our law enforcement agencies quite a bit
of experience and precipitated the development of negotiations and
expertise in special weapons and tactics groups.

To discuss the law enforcement approach within the United States,
Special Agent Conrad Flassel of the FBIL.?

Mr. Hassen, I have been with the IBI for 17 years. My back-
ground is as a lawyer, background work in criminology. I’m the unit
chief of a small unit within the training division of the FBI known
as Special Operations and Research Staff. Among our functions is

1 See p, 726.
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the study of terrorism as it affects the United States and particularly
training of law enforcement officers, military, support, and our own
people 1n dealing with the problems that the terrorist causes.

I would like to pick up a little bit on what Mr. Russell said. In
looking at our terrorists here in the United States and our groups,
we find that there are some very strong similarities to those over-
seas. First of all, the social status of the leadership in the terrorist
movement tends to be upper middle class. They tend to be, in fact,
middle class. They tend to be, in fact, some of the brighter people
coming out of the dissident student groups, movements, small num-
ber, minute number out of the 1960,

The tactics, however, although the philosophy is similar, their
tactics have been unsophisticated. They have not been able to reach
the level of sophistication that the European groups have.

GENERAL LINKAGES

We see over gnd over again indications that people within Euro-
pean groups with similar philosopliies have been contacted—or these
people have been in meeting there in Europe to study their types.

Chairman Risicorr. How does someone from the United States get
together with a German or a South American or a Palestinian ?

Mr, Hasser. Under the guise of an international meeting of cooper-
ation and goodwill, or a students’ group, something to this effect.
They usually do get together. We see no organized conspiracy here.
These groups, as we had unsophisticated groups in the 1960’s, the
Klan, leadership is a difficult thing, to let someone take over a leader-
ship position and direct the entire realm of terrorism.

THEY DO COOPERATE

Their initial phase is destruction of Government and society, but
they can’t get together on what is to follow. Conspiracy, yes; but
central conspiracy, no. .

I would like to discuss my particular area in this whole realm an
where we get involved in training and discussing the problems that
American law enforcement, including the FBI, face in regard to the
hostage situation, which, as Mr. Russell indicated, is the most sophis-
ticated of the terrorist devices.

‘We have had good luck so far in the United States. It is more than
luck; it is training and intelligence on the part of the local law en-
forcement that has caused our success, a high degree of success in
in this area. These are some of the priorities we use to discuss in hos-
tage negotiation techniques.

We do this not only in terrorism but any hostage situation that
occurs. We believe the most important thing is the preservation of
life. A, B, C: whose life is more important? You can argue about and
change the priority. One we sometimes overlook and we like to em-
phasize is the life of the hostage-taker himself. We think that all hu-
man life has value and this is the difficulty for a command decision.

Here is a situation that happens over and over again, whether a
terrorism scenario or criminal scenario, A bank, for example. The
commander says, “you can take out the hostage-taker.” That com-
mander has to make the. decision to shoot or not shoot.
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“How long should we negotiate before taking the ultimate step ?”
We want commanders and future commanders to think about that.
We are taking an irreplaceable thing, the human life, and we will
go to great lengths within the American law enforcement community
to save everyone’s life. The last thing anybody wants in a hostage
situation, whether or not it involves terrorism, is the assanlt. The as-
sault is the worst way of handling it. Statistically almost 80 percent
of hostages worldwide are killed during the assault phase.

If we cannot use that phase, get them to surrender before that
stau%e, we hopefully can use those. We have to be prepared to use as-
saults.

There are varying views of opinion as to how to treat these cases.
Some departments have taken & very hard stand in the past, saying
that, “We will surround the area and we will demand surrender and
we will communicate, however, with the hostage-taker but we will
not, in fact, negotiate.” When you say “negotiate,” you imply a
bargain and sale. You imply that you are going to give up some-
thing to get something back.

We encourage negotiation to a certain degree. To what degree
things should be negotiated, of course, is a policy decision of the
degzmtment, or in this case, of the Federal Government.

ome of the things that have been negotiated—and the interesting
one on this chart is 2 under “d.” One department I am aware of, even
the hostage-taker is allowed to leave the scene if he is willing to give
the hostages back alive. That is quite a far cry from others where it
says no, it only encourages them if you allow that to happen. I can’t
criticize either view. But the New York Police Department does want
it known that they will, in fact, allow that hostage-taker to leave the
scene. That does not offer him immunity but it allows him to get out
of there if he will give back the lives of the hostages.

‘Weapons have been universally negotiable. Money, yes, we have ne-
gotiated money; the FBI has, on airline hijackings and things like
that. That has been a matter of negotiation. That money is generally
not paid by the Federal Government or police department but rather
by the corporation that is being extorted.

EXCHANGE OF HOSTAGES

Someone is being held as hostage and the law enforcement, officer
says, “Take me instead of the hostage” in that particular situation.
We suggest it is probably not psychologically the best idea ; however,
we cannot criticize people who believe that this is the job of a law en-
forcement officer. The FBI has used this tactic most recently 3
months ago to get hostages released. They have exchanged themselves
for those being held hostage.

MEDIA COVERAGE

Here we have a delicate area. I personally feel that the media has
had a fairly decent record in regard to cur domestic situation. I can’t
speak for overseas. There have been mistakes made on both sides, of
course. But I think that the first amendment is sacred dogma. We
must use everything we can to accommodate that press.
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We can have, certainly, if we wanted to, a nation free of any kind
of terrorism but the cost would be so great in limiting civil liberties
that we would not want to make that step at all. I think the press
has been responsible. In the recent Hanafi situation that was shown.
‘What we attempted to do was te allow the leader of that group to
ventilate, get this frustration that he had out; a very excellent tactic
because he finally wound down. It is true to say, as the terrorist to-
day and most of the experts will agree, 80 percent of what they want
is publicity. That seems to be one cf their major goals. And perhaps
without the electronic media, without worldwide media communica-
tion that exists with the press today, we wouldn’t have so many ter-
rorist attacks.

‘Who ever heard of Croatia? How many had heard of the Black
September organization prior to Munich? If one of the major objec-
tives is publicity, then he certainly has been successful in that regard.

This is not to say it is the press’ fault, certainly. The press has so-.

phisticated tools to cover these various happenings and there is no
way you can limit those tools. Qur suggestion to our people to whom
we give the message and training is that they look carefully to the
media and that they not try to control them but at least meet the peo-
ple in their communities in the media. The same percentage of the
media are honest, hardworking people as are law enforcement offi-
i{i;fﬂs. The press never wants to be responsible for taking of human
ife.

‘Some rapport should be made between local law enforcement com-
munities and the press so that this is known, first-name basis, per-
haps not that any control should be put on or any sweetheart agree-
ments should be made. The press feels, and I think preperly so, that
it is the watchdog of the establishment and that position, the fourth
establishment position should be maintained and they should remain
to some degree at arm’s Jength.

As to the problems within the United States, they seem to, as Mz,
Hassel was stating, start with bombing and they escalate higher and
higher. We have seen this type of thing start in several groups. We
have seen the SLA, for example, and if you listen to the political
rhetoric of DeFreeze or any of the people involved in that, it was
less than sophmoric as far as any type of real thought or feeling that
had gone into it. But they started with assassinations, very sophis-
ticated assassinations using poison on impregnated bullets, and they
finally went on with the famous Patty Hearst kidnaping, rveally the
only terrorist kidnaping we have had, not counting the hijacking
situations. '

It appears that the American terrorist group, for whatever reason,
cannot gain a constituency within the United States. This has caused
many of the groups to backtrack, to explain to other groups, above-
ground groups of similar feelings, what they are doing. Because they
don’t seem to understand.

Chairman Risrcorr. Mr. Hassel, how broad is the constituency sup-
porting terrorists in other countries?

Mr. Hasser. They seem to have a support group, sir, that supports
their operations a lot better than, say, the FLAN within the United
States. They have professional people, ways of getting sophisticated
automatic weapons, and we don’t see that here. If they do that here,
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it has to be through burglary of an armory, theft of weapons from a
military post. We don’t see that type of weaponry getting into the
hands of those groups within the United States. I think the American
law enforcement agencies have handled that problem within the
United States extremely well.

This is not due in any way to the efforts of the FBI. Many police
departments, including New York, Los Angeles, have been in this
field, working in this field, have done groundbreaking work before
we even got into it.

As far as our domestic groups are concerned, American law en-
forcement has had a high degree of success under sometimes very
trying circumstances. If you bring in the specter of the possible oper-
ations, which have been minimal today, of foreign groups operating
within this country, then you have a new dimension added.

“Will foreign groups eventually operate within the United
States?” That has been asked us many times, since we are supposed
to be a research group. And this is a geopolitical question, sir. What
are the Palestinian feelings toward the United States as an honest
broker in the Israeli negotiations, so to speak? Suppose they perceive
us in the future as a dire enemy. Certainly they could operate here.
We are an open society; extremely lush target.

“Will they operate here?” I don’t know and I don’ know anybody
who can answer that question for you. One of the things we have
been extremely interested in within the FBI—and I met Dr. Frank
Ochberg as a member of the National Task Force on Terrorism and
Disorder and we recruited him into our group—is the victims,
which probably have not been given too much attention as to terror
in the United States and overseas.

Dr. Ochberg had a unique experiance in this regard. We have
drawn upon that experience for our training programs as well as
for our own expertise to know what is happening to the victim on
the inside of, say, the Moluccan train or in the Hanafi situation at
B’nai B’rith.

“Is there an optimum time for law enforcement to strike?” This
is one of the primary interests that the FBI has in this whole area,
at least our unit has, the vietim and can you trust him. In that case I
would like to turn this over to Dr. Frank Ochberg.

Dr. Ocueerg. Mr. Chairman, as you know, I’'m a psychiatrist with
the National Institute of Mental Health.! Our Director testified 2
years ago before the Senate Internal Security Committee about the
limited role of the NIMH with respect to the topics we are covering
now. I'm not speaking on behalf of the Institute. As Mr. Hassel
mentioned, I did serve on the National Task Force on Terrorism and
Disorder and after that had an opportunity to spend a year in
Europe at the behest of the Public Health Service looking at the
forensic psychiatry programs and spending time at Scotland yard.
There we held exercises in negotiations and we interviewed victims
who had endured sieges in Britain

I went on to review the situation in Italy and Ireland and did
rather extensive work with the Dutch and was in the Command
center there during the last siege.

1 8ee p. G67.
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I’m interested in the general impact of the terror method on West-
ern democracies. We might ask, “Why focus on the victim at all?”
One of the reasons is that the victim stands as a surrogate for all
of us in this crime, which is an attempt to coerce government, to make
decisions in a circumstance of duress and distress.

The public identifies with the victim. The victim has some moments
where a world audience is provided. If that victim copes reasonably
well and expresses his feelings in a way that relates to the people at
large, there can be a sense across the general public that we are all
doing reasonably well in facing irrational circumstances.

If the victim portrays some “overidentity” with the terrorist cause
or a sense of outrage at how an incident has been bungled by unpre-
pared authorities, the public feels that.

Chairman Rieicorr. When you talk about funding, suppose a ter-
rorist incident takes place in @ city, which had no prior experiences
like this. How are you gentlemen brought into this? Do you volun-
teer, are you asked, how do you coordinate the national knowledge
and national experience with the local problem ?

Dr. Ocmsere. That is a question for Mr. Hassel. We are at the
earliest stages of developing a capability to help the local groups.
I’m sure that is what you’re interested in, how a Federal cadre can
assist in local preparedness.

Mr. Hasser. Let me explain that briefly.

My unit includes five agents, and four clerical employees, special
agents plus all of the people we have as consultants. It’s funded
through the enlightenment of LEAA in this regard. They have
funded us, and our commission is this: to travel onsite nationally or
internationally where we are invited to observe, and bring back
knowledge and put it in a comprehensive form for our own purpose.

If its’ an FBI situation, where the FBI is involved and it has
happened we have been asked to give advice, and we’ll give advice.
Whe're not an operational unit. We’ll not take charge of the situation.
That is not our function,

But we’ll try to be available to give advice where appropriate on
the situation within our jurisdiction, and we’ll try to observe in
other situations. We have experts in many fields: tactics, weapons,
sociology, psychology, criminology, and law; to get that group of
experts looking at the problem and advising where possible.

We're not an operational unit where we can take over the siege
management or anything like that, and probably it’s not appropriate
for us to do so.

Chairman Riercorr. In your experience, when an incident occurs,
do local authorities call on you,%or help, or do they go on their own?

Dr. Ocmsere. ' We hoped this hearing would promote tapping the
full range of experience in our country. The answer is, we have not
yet done that. .

We're getting a sense that it should occur, and that the ground-
work should be laid by having groups such as the one Mr. Hassel
is assembling made available.

Chairman Risrcorr. What do you think ought to be done? It’s a
national problem. We have a big country, a large population. How
should we exercise our responsibility as a Tiation?
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Mr. Hasser. In two ways, we are now proceeding in this area.
Starting in March we’re bringing back selected local police officers
around the country, in small classes, to teach them the basic hostage
methods and philosopsy.

Second, in July of this year we intend to have an international
conference at the FBI Academy, where we will bring in leaders of
group, the group in Germany, Karl Wagner and people in Japan
who had dealt with the Japanese Red Army, into a symposium
situation, inviting the best in local law enforcement throughout the
United States to join us and discuss these problems with experts in
this area.

Chairman Risrcorr. I see that on an international basis you have
cooperation. The countries and agencies responsible are working
closely together to be helpful to one another.

Mr. Hasser. Yes. The cooperation is close. Karl Wagner has
trained to some degree in 1974 at our FBI Academy. We have close
links with Scotland Yard and the sieges they have met. We are
bringing in members of Scotland Yard in March to help us set up
our program so it can be relevant to their experience as well as our
own.

This is a training and education function, not an operational
function.

Dr. Ocusere. It’s easier through the training route. Mr. Hassel
is based in and represents this group at Quantico, so that in the area
of training law enforcement and ancillary personnel, and in dis-
cussing operational approaches, this can be done.

It becomes a bit more sensitive when dealing onsite with the man-
agement' of an explosive incident. What I would like to do is to
illustrate for you what the victim goes through, to take you through
an actual incident and discuss it in some depth.

‘What I will be talking to you about occurred 2 years ago. [Slide
1 shown: Railroad route in Holland.] This is a stretch of rail be-
tween Assen and Groningen in a flat, desolate, and at this time of
year quite cold stretch of northeast Holland. This was the first
Mollucean train hijacking. Approximately 1 year ago I was in
Holland going through the events with a rather unique observer,
Mr. Vaders. He is the editor of the largest newspaper in the north
of Holland, and was held on that train for the duration. I kept up
with him, and I will bring you up to date with the latest that has
gone on, because as you might suspect, the victim from the first
hijacking becomes involved in a way with the second, and these
things come up again and again for this person, his family, and
the whole community that has been affected.

[Slide 2: Summary of the event.] The event we are going to talk
about began at 10 a.m., December 2, 1975. It lasted 12 days, occurred
out of the little city of Beilen. The captors were seven South Mol-
luccans. The hostages numbered over 50 at first and 23 at the end.

Now, it has been stated that the Molluccans learned from experi-
ence that they needed to have a larger target group. So the second
time they kept 58 hostages and they also included 105 school children
at the Iittle town of Bovensmilde. The goal was to establish a free
and independent South Molucca. The demands were policy change,
prisoner release, and publicity. Their weapons included sten guns
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and sham explosives. As far as the passengers were concerned, the
doors were wired to explode at any moment. Casualties in this case
were three hostages killed, one captor injured. The outcome: major
publicity ; public antipathy, but also some Dutch Moluccan support.
There were 14-to-17-year prison terms for the seven who engineered
this incident. The fact they were in prison became an inducement
for the second event, the more recent hijacking of last May and
June. [Slide 8: The Train.] Now, that is a schematic of the two-cax
train. I want to point out that there is a passageway about two
thirds of the way back in this first compartment which separates the
area that the Moluccans used as their command center from the rest
of the {rain occupied by the victims.

This ends up being an important piece in Mr. Vaders’ narrative.
He assured me he has no objection to me putting this before you.
He closed the door to his newsroom, and said, “It’s complicated. T
know I have to get back into this life and out of the train. But
there are many on that train still waiting,

He said,

From the bheginning it was difficult for me. I recognized the situation;
the moment the Moluccans came in I felt back in the war. I was thinking,
keep your head cool, face the crisis. I knew there would be choices, times to
take risks; for instance, it was risky to take notes. That destroys your
anonymity. I made the choice and took notes.

That was a critical event for this man, a journalist, to decide that
in the face of Moluccans carrying automatic weapons, he was going
to take notes and demonstrate he was different from the crowd.

T asked him early on if this experience reminded him of others in
his life. He thought back and he said,

Yes, there was an early experience, I must have been 17. I was sleeping in
the room with my brother and all of a sudden the SS were standing there with
pistols. They were on a reprisal raid, because the resistance had murdered a
Dutch collaborator.

We were sent to a concentration eamp in Holland. I was young looking, had
fair hair, and came to the attention of the SS officer in charge. He asked my
age. I lied: 16. I remember him saying, My God, are we fighting children, and
I was released the next day.

In a second incident which he recalled, he was serving with the
Dutch Army in Indonesia, 1949, and he said,

I felt we had no business in that war. Two hand grenades were thrown at
me ; I saw them there, and neither one exploded.

Two close calls. He has a certain amount of guilt left over from
those survivals. And he, in thinking about the war, said,

I still am very guilty over the war. I did nothing bad, but not enough good;
not enough for the Jews. My sister did more and was in Dachau, Then I made
the choice not to take too many risks. On the train, I did risk writing, and did
it .openly. The Moluceans came in, saw me writing, and didn't say anything but
tied me up with my hands behind my back, and tied me by my arms to the
doorway. I faced away from the passengers and toward the pool of blood from
the driver. ’

The Moluccans had killed the driver on their entry into the train.

People could walk past me under my arms. I knew they were going to exe-
cute some people. On the first day. while I was hanging there, they killed a
gsoldier. The first Moluccan demand said hostages would be shot every 30 min-
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utes tuéxtil requests for bus, plane, political recognition of their cause, was
ranted.
¢ I could see them shooting, and hear a howl !ike a dog.

They let him down in the afternoon. A fellow hostage whose name
was Mr. Prins had been carrying blood samples, and people thought
he was a doctor. Prins massaged Mr. Vaders arms for about an
hour. Throughout much of the day Vaders described being cool,
calm and collected. He said, “the first night T was shivering, and the
next morning I was full of fear, sweating, cramps in the stomach,
and now I was taking notes.”

“On the third day,” he said, “they had me sit in a certain place.
The one who was most psychopathic kept saying, your time has come,
say your prayers. They had selected me for the third execution. They
had me tied up all night.” I had no idea when I went to interview
him that he was targeted as the third one to be executed in this
ordeal. It was shocking to me. He described: “I had different im-
pulses. One was to reason with them. I suppressed that. I thought
that would strengthen their resolve. The second impulse was to
flee.” But he would have had to untie both hands and feet and he
thought the doorway was tied to explosives.

He said, “basically, I was preparing for execution, making up a
balance. My life philosophy is that there is some plus and some
minus and it all ends close to zero. I was 50. It wasn’t a bad life, I
was happy with my life, satisfied, and I had everything that makes
life human.”

I said: “but you weren’t executed. How did you feel?” He said,
“Disappointed. I had the impulse to say, let me go in their place,
but the words stuck. I felt, I feel now, guilty.” Let me tell you what
happened. In the morning, when he knew he was going to bs executed,
he asked to talk to this Mr, Prins, to give him a message for his fami-
ly. The family situation was complicated. Mr. Vaders was having
marital difficulty. He had a 15-year-old adopted daughter in addition
to other daughters. This daughter was not getting along well with the
wife. Vaders was afraid with his death the family would disintegrate,
because the wife would ask the daughter to leave. He went into a
long, detailed explanation to Mr. Prins, including everything he was
embarrassed about. The Moluccans insisted on listening.

After this was finished, they simply couldn’t execute him. He
wasn’t a hero. He was no longer this human curtain. He was a human
being with all of his flaws showing, and they said, we have others to -
kill. They walked over to the man next to him, 83-years-old, father of
two, took him out and shot him.

‘When you consider Vaders’ previous survivals, the feeling around
this one has to be excruciating. He dealt with it. He continued to
write his journal, and he described a few other elements of the siege
which I want to bring to your attention.

It became clear there would be no more hostage killing, After the
third day, things calmed down, as often happens, and n certain
amount of order prevailed within this strange new society. They’ve
even developed a certain amount of affection between the terrorists
and the terrorized. The way Mr. Vaders put it, “You had to fight a
certain feeling of compassion for the Moluccans, I know it’s not
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natural to people outside. In some way, they come over human. I'm a
heavy smoker; they gave me cigarettes. I also realized that they were
killers. You try to suppress that in your consciousness. I kmew I was
suppressing that. I also knew they were victims as we, even more.”
I'm going fo come back to that. We have been calling this the Stock-
holm zyndrome. It was first noticed in a bank vault incident in Stock-
holm. where one of the victims had intimate exchanges with the cap-
tor. It has important implications. _

Then he described the last days, and this is rather telling. “You
experienced the disintegration of their personalities, the growing of
despair, things dripping through their fingers, and you couldn’t help
but feel a certain pity. People in the beginning with egos like gods,
ending up small and desperzte, feeling all that was in vain.”

In siege management you hope that occurs. 1f this end can come
where the terrorist feels it is all in vain, you can have a bloodless
resolution and nothing has been given up.

[Slide.] This is a picture of Mr. Vaders. He is in the train. He
hadn’t finished taking his notes. Everyone else was out, rescued and
he was doing his last day’s entry. There he is emerging, further along
and back with his wife.

Now, I have talked on several occasions with him and his wife. In-
terestingly enough, they are doing very well together. This is not that
uncommon. The crisis situation can have positive or negative effects.
They have made decisions to spend time togetker and they are doing
well. His eldest daughter suffered quite a bit.

She had to drop out of an advanced training program in psychiat-
ric social work. She had some physical and emotional disturbances
that needed help. It is not uncommon for the family members in this
kind of stress situation to suffer as much as the victim, perhaps more,
because they don’t have the social network around identifying them
as the one who was targeted, and they don’t have the same repertoire,
the physiological reserve which might be raised within someone who
had been targetad.

Mr. Vaders himself had a period of nightmaves beginning one week
after the siege and lasting for 1 week. e lost 40 pounds. He went
through a bout of drinking more, smoking more, and then cutting it
out precipitately. He had 9 months of fairly severe abdominal pain
and that was resolved when he had a gall bladder operition. These
physical after-effects are also quite common,

Finally, his feelings about the Moluccans, positive feelings about
them, diminished. He had negative feelings about the authorities and
they diminished also. e now sits on a national task force that is
looking at the Government’s responsibility for the victims of these
incidents and, as well, is paying some attention to the whole problem,
community problem, between the Moluccans and the vest of the Dutch.

The point of talking about Mr. Vaders is not that he vepresents
what happens with every victim. If you have a case, I think you can
look at the generalities with a bit more compassion and insight.

Mr. Vader encountered tremendous stress, and then he went
through a range of stress responses: cool, then aroused, then a dor-
mant period, and then the physical after-effects.

He coped with his stress, and he coped by putting himself in a
familiar role, the role of a journalist. For him, it might have been
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more important to undo some of the guilt from the past and to be a
person of whom he could be proud, than to avoid any risk to himself.

Let’s look more closely at stress in general. Professor Hans Selye
has described three stages of the individual stress response. The first
one is alarm. The sutor mic nervous system is working, cardiac out-
put is improved, muscle tone is improved, because the blood is shunted
away from the gastrointestinal tract and out to the heavy mmuscles.
This alarm reaction moves into a countershock phase, and the adrenal
glands are in their peak output.

Moxt there is o middle stage of resistance, where we are maximally
adapted to handle the stress; and finally, a state of exhaustion, when
the adaptive mechanisms collapse.

The adrenal glands can’ handle it anymore.

"The siege can go through some of these stages, The Dutch used a
psychiatrist as their principal negotiator, He has described in manag-
ing the siege, the opening phase, which is chaotic, emotional, irra-
tional. When this is going on, you try to use whatever mechanisms
are probable to move to the second stage, a more rational, calm one
where bargains can be struck, where deals could be made or partial
}flulﬁllment, perhaps, of terrorist demands in exchange for release of

ostages.

If the talking strategy work, you hope for a final stage which is
similar to the stage of exhaustion. Perhaps by putting our heads to-
gether, those who understand the physiology of stress and those who
understand siege management can find points of commonality.

Chajrman Risrcorr. Will you all be participating in these seminars
you are conducting?

Mr. Hasser. Yes, sir, this is a brief description of what has been
happening in briefing over the last 6 to 8 months.

Chairman Riercorr. How many people will attend the sessions in
March and July?

Mr. Hasser. We will do them on a continuing basis. We will use a
small group of 12 people, actual people in the police department who
want to be negotiators; repeat that training once every month for a
year.

Chairman Rieicorr. Is there much interest displayed by police de-
partments across the country?

Mur. Hasser. Extremely high interest, yes.

Dr. Ocmeera. Let me conclude this. Have you heard about the
Stockholm syndrome? Is that something new to you?

bChairman Risicorr. Vaguely, T think I know what you are talking
about.

Dr. Ocmsere. People have talked about identifying with the ag-
ressor. This seems to be somewhat different. And the victims have
escribed that from the opening hours, not all of the victims, but

some of the victims, described from the opening hours they sense a
certain affection for one or more of the terrorists. This affection could
last 2 or 8 years. We have been trying to determine which kind of
vic@lilms do develop this, why they develop it, what the implications of
it all are.

Of course, consequent to their developing this, they have negative
feelings about all of the rest of us on the outside, the authorities try-
ing to bring this to a close.
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Implications: On the one hand, if the police or the negotiators are
trying to send a message through a victim, for information, or to say
we are going to enter the scene in a period of time, or we want you to
duck down, sometimes you can’t trust the vietim: the victim is in a
close bind with the terrorist.

Second, after the successful resolution. of the siege, the victim is a
prosecution witness, but there may be a period of irrational affection
for the terrorist, and this doesn’t help the prosecution.

Third, the victim has this world audience for a period of time, par-
ticularly in a notorious siege, and the victim can use that platform
to express an irrational attachment to the terrorist.

Finally, and this undoes all of the others, this particular mechan-
ism is in the service of survival for all concerned.

‘We want it to happen. We are hoping that the Stockholm syndrome
will occur. There was a time, the second night in Assen when, at
2 a.am., I was the only medical person in the command center. The
negotiator was a psychologist, going back and forth from the hotline
to the school, and the hotline to the train. We had what appeared to
be a heart attack on the train. It turned out it was hyperventilaion.
One of the elderly men was breathing too rapidly because of anxiety
and had fainted and they thought it was a heart attack.

We had little contact with the terrorists up-to this time. It was that
early emotional phase, and we were hoping something would happen
to settle it dowmn.

‘What I was discussing with the people in command was the tactic
of getting the terrorist to take the pulse, respiration, lay hands on, in
order to give us medical reports. That would have promoted the
Stockholm syndrome and we wanted that to occur. It turned out there
was a medical student on the train, and she took over, and we lost
that opportunity.

That is an example.

Chairman Risrcorr. How many psychiatrists are deeply involved
in this? Are there many of you?

Dr. Ocugera. There are a few. I do not recommend psychiatrists to
be deeply involved or principally involved in this. I served as chair-
man of the American Psychiatric Association Task Force on Inter-
vention in Crisis. We reviewed this type of training, and so forth.

There are some attracted Lo it, but our training does not necessarily
equip us for this.

Certain psychiatrists are particularly endowed, like people from
other walks of life, endowed with talent for this kind of activity. This
Dr. l\gulder, who worked with the Duich, is extraordinary in that
regard.

The police will frequently attempt to get a liaison with a prison

" psychiatrist, because they have jurisdiction together. I’m not sure
that is the best approach necessarily.

I would caution the police agencies to be quite careful in developing
relationships with outside experts and be sure they have the right

€S0, .

T wanted to summarize some of this now. In doing it, let me move
to a diagram which has brought a lot of these issues together for
this whole team.

I'm going’'to delete discussing the negative effects.
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I think we have talked about that and, if you are interested, we
could handle that on another occasion.

But we have been talking about a particular crime. This crime has
not affected so many people. There aren’t that many victims of ter-
rorism that we need to have special hearings and special international
a}ll)proaches to it, were it not for some of these intricate interrelation-
ships.

I?et’s look at what happens. [Slide: Diagram of hostage incident.]
On the left is the incident. In a hostage-taking terrorist incident, the
terrorist threatens the victim, What the terrorist is doing is sending
demands up into the political arena. That is what it is all about.

In that political area, the Government in a democracy is linked to
the public through a bond of trust and the media is reporting on the
incident.

And the Government is making decisions in a way, hopefully, that
will maintain trust between Government and governed.

The Government has various policy options, and it puts them out
through the bureaucracy.

Various options are delegated to police forces or other groups who
then can exercise tactics.

These tactics have an impact on an incident. If they work well, if
the incident is managed effectively and in a way that the public deems
appropriate, the trust is maintained.

If it is mismanaged or if the Government finds that it is pushed to
respond in an suthoritarian or chaotic way, that trust is endangered.

Insofar as this cycle remains a positive one, the important thing is
that democratic institutions are maintained.

If not, they are jeopardized and that is what the political terrorist
is attempting to do, make the Government look overly punitive or
chaotic in the eyes of the people.

In sum, we are concerned about & rise of incidents.

‘We hope that the overall response is not a hysterical one.

We are not interested in promoting draconian answers,

But we do think that we are exploring a new field. It requires con-
siderable patience and understanding.

We don’t think there are many true experts, but there are many
whose expertise in closely related areas will advance our knowledge
and improve our capacity to act.

Those who have the responsibility to develop Government policy
or implement authorized strategy ave of necessity developing their
own expertise.

Obviously, each of us brings a different viewpoint, different idiom
and set of circumstances to the topie.

The victim of terrorism represents our own vulnerability in this
age.

“As he copes, we cope, and as we reconcile our differences and pool
our abilities, we survive.

Chairman Risicorr. This has been valuable and interesting.

But as I understand, there are international and transnational
terrorist organizations, but few transnational negotiations develop
between the U.S. terrorists and terrorists around the world.

Dr. Russern. No. At least in my experience, no. As Mr. Hassel
indicated, the close links which have been common throughout
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Furope among the various terrorist groups, the linkages that have
even existed between the groups in Europe ‘and those in Latin
Anmerica, the links between the Japanese groups and the Palestinian
groups, do not appear to have been duplicated at least in that
strength in the United States.

My focus has been outside the United States totally. The links
have developed there.

Chairman Riercorr. What does that say about world society and
American society in comparison? You find these linkages between
these ‘diverse groups—dJapanese, South Americans, Germans, Arabs,
Yemenites, Iragis—from all over, yet you don’t find linkages within
the United States?

I am fascinated by that.

Dr. Russeun. I am, too, frankly. I have expected to see American
individuals turn up in some of the these operations and they have
not.

Chairman Risrcorr. As I looked at the list, I didn’t see any.

Dr. Russerr. No, sir, you did not. This has always been something
of particular interest to me. I don’t have explanation for it. Whether
it is a different culture, greater severity of the student movement in
Europe in the 1960’ vis-a-vis the United States, I don’t know.

I don’t have an answer for that.

Chairman Rmrcorr. Everybody talks about the weaknesses in
American society. Would this indicate our society is a lot stronger
than we give ourselves credit for?

Dr. Russerr. I think so, personally. This is my personal opinion.

Chairman Risicorr. What do you gentlemen see are the problems
or biggest problems we face in the United States in terms of the
threat of terrorist actions? :

Mr. Hasser. Sir, the preesnt level threat of terrorist action in the
United States is not a significant one criminologically, when you look
at other crimes committed in this country. Dr. Jenkins made the
point that more people arve injured in this country by dog bite
than they are by terrorism. As a significant criminological pheno-
menon, so far it’s not one. It’s certainly one we have to stay close
to. We have to monitor this movement. Is it going to increase
significantly? So far it has not. It has been unsophisticated. Cer-
tainly if we get indications that the linkages you were discussing
are enforced to a certain extent or if the sophisticated foreign groups
operating in Europe and the Far East operate in this country, then
we have a whole different ballgame.

Now it’s not a significant threat and it’s well handled by our
law enforcement agencies.

Chairman Risrcorr. You’re keeping your channels open with other
governments?

Mr. Hasser. Yes, sir.

Chairman Risicorr. Is the cooperation close and strong between
governments in dealing with terrorism?

Mr. Hasser., Yes, sir.

Chairman Risrcorr. Do other governments make the information
on terrovists available?

Mr. Hassrr, It flows freely between us and the Western European
enforcement agencies and military agencies.
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Dr. Ocusere. I would like to add a little bit. There are two major
things to be concerned about. One is a level of violence perpetrated
by these terrorists. So far, it has not been mass destruction and has
not involved mass sabotage of vital industries.

Dr. Robert Kupperman has joined the group and will be testifying.
‘We need people like Dr. Kupperman examining the ways in which
such groups could strike at large masses of people who are at vul-
nerable points in our interconnected society. That has not been their
tactic so far, but it could be.

That’s one expansion of things to be concerned about. The second
thing to be concerned about relates to that chart we put up. It’s the
responsiveness of our own police forces, our own Government. If we
are not prepared to handle even a minor incident in a way that the
people feel has been as effective and efficient as possible, then we
could have this spiral which brought down Uruguay.

Chairman Risrcorr. What should our policy and organization be
to be prepared? Is there something we should be doing as a nation
that we are not?

Dr. Ocaegre. That’s the $64,000 question; isn’t it? That’s what the
hearings are about. I do think from my own perspective really as
an outsider to law enforcement or to State Departmnet operations,
thaﬂil we need to give the law enforcement community a better crack
at this,

As far as any violence which would occur domestically, it’s the
police who are charged with peacekeeping and it’s they who have
the experience of balancing concern for the victim, the populace, the
perpetrator, balancing that against the demands made and the need
to use force. I am not sure at the highest levels of Government
domestically enforcement has been put in the lead in thinking about
this and getting us prepared for it. )

Chairman Rmrcorr. The question of the National Security Council
and the State Department having the lead responsibility interna-
nationally, if you’re hijacking an American plane in a foreign
country is a logical one.

But if you have the problem of domestic terrorism it would seem
to me that the lead responsibility should be in the Justice Depart-
ment or the police, and I think that’s very valuable.

I hope our staff can be in touch with you gentlemen in the days
ahead as we try to prepare this. I am most appreciative. There is a
vote on, so we will recess for seven or 8 minutes. )

I do appreciate your coming here and we will take the next series
of witnesses as soon as I return from the vote.

Thank you very, very much.

Dr. Ocusrre. Thank you, sir.

Dr. Russerr. Thank you.

Mr, Hasser. Thank you.

[Recess. ]

Chairman Rmrcorr. Mr. Jenkins, your statement is a valuable one.
I would like to be able to ask you a few questions and also have
an opportunity to listen to Mr. Kupperman.

I wonder if we could ask you to summarize your statement. The
entire statement will go into the record at the conclusion of your
testimony.
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TESTIMONY OF BRIAN M. JENKINS, RAND CORP.

Mr, Jengins, I have already submitted my written testimony. I
will try to briefly summarize it.

The point I have made in my prepared testimony is whether the
U.S. Government is adequately prepared to deal with terrorism
depends on one’s perception of future trends, which in turn depends
on one’s view of the historical origins of the problems.

Some see today’s terrorism as exclusively a result of the political
circumstances prevailing in the late 1960’s:

The Israclis defeat of the Arabs, which caused the Palestinians
to abandon their dependence on Arab military power and turn to
terrorism tactics; increasing emphasis on urban guerrilla warfare
in Latin America, and with it, the resort to terrorist tactics; and
the anti-Vietnam war demonstrations in Western Europe, Japan,
and the United States, which ultimately spawned terrorism groups
" such as the Japanese Red Army and the Baader-Meinhof gang.

According to this view, terrorism will decline as circumstances
change, as the original conflicts are resolved. Present organizational
arrangements are considered therefore adequate.

If, on the other hand, the current wave of terrorism is seen as
a result not only of unique political circumstances, but alse of recent
technological developments to include international travel giving
terrorists worldwide mobility, improved mass communications pro-
viding them access to a worldwide audience, increasing availability
of weapons and explosives, and new vulnerabilities in a society
increasingly dependent on fragil technology, or if terrorism is seen
as a new set of tactics, then terrorism will continue.

Those who see terrorism continuing criticize the lack of
preparedness.

My own view is terrorism will persist as a mode of political
expression, of gaining international attention and of attaining lim-
ited political goals, Our research would confirm some of the trends
described previously by Dr. Russell. Terrorists are mobile, they can
strike targets anywhere in the world, they appear to be more sophis-
ticated, and they are strengthening their links with each other.

Tt is possible that some nations in the future may employ terrorist
groups as a means of surrogate warfare.

Although we may look forward to an era of formal peace, at least
between nations, we may be entering an era of increased political
violence at lower levels.

I pointed out in my testimony that combating terrorism poses
unique problems. Terrorists do not operate according to any estab-
lished rules of warfare or diplomacy. Terrorists operate in the
cracks, between organizational boundaries and missions, making
coordination difficult.

Each terrorist incident is unique; there are no fixed solutions.
Terrorism is sporadic. It may be regarded as a relative nuisance, but
suddenly it may become an issue of national importance. Terrorism
receives spasmodic attention; attempts to formalize efforts to combat
it have been hampered.

Terrorism can no more easily be eradicated than murder or war.
Tmproved security can prevent certain kinds of terrorist attacks. We
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can try to anticipate, however, terrorist attacks through intelligence
and information systems. Such techniques as crisis management
might improve the Government’s ability to respond effectively to
those terrorist incidents that occur. We must not dismiss military
action dealing with terrorism as a measure of last resort.

It will be difficult, in my view, to fully develop capahilities and
coordinate activities in all of these areas without an organizational
structure to provide some impetus. A common organizational solution
to problems that cut across the responsibilities of several agencies
has been to create interagency committees. All such groups tend to
share the same weaknesses. The chairman often has no real power
between dissuasion over the other representatives who report to their
own bosses, They may meet infrequently. They often lack staff
backup, Given the lack of lateral incentives, the vertical parochialism
of the line agencies and departments dominates.

The Council to Combat Terrorism proposed in the bill might
generate a higher level of concern in the executive branch, although
P'm not sure to what extent concern can be legislated. But without
staff backup. I'm not sure it can do more than the now defunct
Cabinet Committees to Combat Terrorism or the present inter-
agency working group.

I have suggested in my testimony providing the Council with its
own small permanent staff within the Executive Office of the Presi-
dent. As a permanent body with- a White House perspective, such
a staff could moniter and coordinate activities of the line agency and
departments; identify needed capabilities; identify special resources
that might be mobilized if an international incident occurs; pull
together current intelligence and ongoing analysis and research
efforts; ifentify terrorist incidents; develop scenarios and formulate
plans, I* would see to it that the necessary resources and capabilities
are there when they are needed. In an actual crisis, it could function
as a small battle staff for decisionmalkers.

The staff would not duplicate work of offices in the Cabinet
Departments. Its task should be to encourage the development of
needed capabilities within the line agencies and departments with
thia staff in the Executive Office playing a catalytic and coordinating
role.

With regard to the proposed sanctions against countries aiding
terrorists, caution should be exercised so that the issue of terrorism
itself does not become the sole determinant of American foreign
policy. Neither should requirement to impose sanctions which would
foreclose options that might be utilized to conclude a terrorist
incident. Sanctions should be imposed but ought not to be mandatory.

Publication of a list of countries that aid terrorists and dangerous
foreign airports may have some effect. It could discourage tourists
from visiting them, and businesses from operating in them.

None of these measures will solve the problem of terrorism.
Terrorism is not a problem that can be solved. We ought not to
think of it that way. There will be no ultimate victory in the war
against terrorism. In dealing with this enduring and often emotional
problem, governments must above all demonstrate competence. Gov-
ernments must show that they, and not the terrorists, are in charge.
If governments appear helpless or incompetent in dealing with

27-428 0 - 78 -8
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terrorism, public alarm will increase and so will the clamor for
draconian measures. Therein lies the real threat of terrorism.

I would be happy to answer any questions you may have.

Chairman Risrcorr. You state that the U.S. handling of terrorist
incidents has been deficient. Could you detail these deficiencies, for
example, in coordination, communication, response capability and
media relationships of which you are aware? What was the cause
of these deficiencies? How do you think we ought to eliminate them
in the future?

Mr. Jenkins. Let me say first that the shortcomings that I
merntioned in my testimony refer specifically to some of the more
serious incidents of terrorism that have occurred, those, which for
reasons of multiple jurisdiction and foreign involvement, were by
their very nature complex episodes. Problems have arisen in the area
of organization, often matters relating to the jurisdictional disputes,
discussions during an incident as to who has the action, who will be
in charge, and so on.

Chairman Risicorr. Could you give us some examples of this
shared crisis management. which has caused problems?

Any specific problems of any incidents?

Mr. JEnkINS., A recent example of these sorts of problems, would
be the hijacking of the TWA airliner by Croatioan extremists in
September 1976, when according to one Government official who
was involved in the handling of the episode, the responsibility for
the action “bounced around the Government like a floating crap
game.” Tt was not certain who would maintain full jurisdiction over
the episode. The FAA claimed jurisdiction. Because it was an
American airliner hijacked in the United States, the FBI became
involved. Once the airline crossed the national frontiers and flew
to Canada and ultimately France, there was a definite State Depart-
ment involvement. There was, I understand some difficulty in deciding
at the moment who precisely was making the decisions that had to
be made.

A further shortcoming that would show up in many of these
incidents would be the lack of an institutional memory which could
provide the basis for contingency planning. Although, again I
emaphasize that each episode tends to be unique. The only thing you
can predict with certainty is that the next episode would not be
quite like previous episodes. When I say “contingency planning,”
therefore, I mean it in the broadest sense, something more along the
lines of “contingency thinking.”

Chairman Risicorr. Were you here when Dr. Ochberg and Mr.
Russell and Mr. Hassel testified ?

Mr. Jewgins. Yes, sir.

Chairman Risrcorr. It’s obvious they are as concerned as you are.
They are reaching for an operational way of handling this. They
are trying to get more education, more knowledge, more involve-
ment. Do you think we are ready to have a permanent staff? I
question just having the bureaucracy. Or do you think they are just
feeling their way toward a solution? How do you think it ought to
be handled ? ‘

Mr. Jengins. I must say I share your concerns about creating even
the embryo of some minibureaucratic empire in the Office of the
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President, which seems to be another traditional approach of dealing
with these problems. Therefore, I have tried to emphasize in the
testimony that I would consider such an effort to be small. There
are_efforts going on through the Department of Justice and the
Federal Bureau of Investigation which Dr. Ochberg and Mr. Hassel
spoke to you about. There are related but separate efforts going on
in Department of State, and also within the intelligence community.

The single overdiding problem that I see is one of really gettmng
the act together. There are the capabilities; there are these individual
efforts; there are people within Government, three of them who were
testifying here this morning, who have considerable expertise and
experience in handling these episodes. There are resources that can
be bfiought together to deal effectively with those more serious
episodes.

StCha%rman Risicorr. Do we have our act together in the United
ates?

Mr. Jengins. We don’t have the machinery, the focal point for
bringing these capabilities together on a continuing basis. In a
crisis, the Government has the ability, of course, to call in people
within and outside of Government. However, in my view, there needs
to be(,i continuing attention devoted to the problem between the
episodes.

I am always amazed to discover in the course of discussions with
Government, officials, some of whom have testified and some who
will testify here, how many of these efforts have been the result of
individual initiative, people with a personal interest in the problem,
people who see from their own vantage point some peculiar
deficiency in this area and address that issue, not because somebody
told them to, not because there was any requirement to do so. But
they have done so, as I say, largely at their own initiative.

There is an informal network among thees people in Government
and outside of Government who all know each other, and who in-
formally exchange views. I would see the utility of is finding some
more organized way to efficiently and effectively exploit that exper-
tise and experience, some way of bringing it together, at least for the
decisionmalkers in these serious episodes.

Chairman Risrcorr. In your experience and your study, would you
say there is one nation over another that secems to be doing a better
job than the others? Do they understand this problem better? Are
they coordinated better? Is there one country you would single out?

Mr. Jewriws. There is no single country that is doing better. It’s
a problem that tends to pose the same problems in all demoor‘atlc
systems ¢f government. It falls within the cracks of the various
agencies of the government, whether they are called cabinet: depart-
ments or ministries. It’s a unique problem that all governments are
finding themselves compelled to cope with.

I would not select any single Government as being a mentor or a
model to be duplicated. Even if there was such, its approaches, its
organizational solutions might not be applicable to our own system
of government.

However, I do believe that there are other governments who have
had, unfortunately for them, trying experiences in dealing with these
episodes and have developed various organizational approaches,
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which we might profitably study. For example, both the problems
faced by the West German Government and the solutions arrived at
in dealing with the recent series of episodes in West Germany might
be examined. The approaches to siege management, management of
these episodes developed by the Dutch Government. The approaches
taken by the British (Government and perhaps the Israeli Government
might also be studied.

I mention countries that have had a vast amount of experience
in having to deal with thees problems. We may learn from these.
This is being done informally through individual contacts. It’s not
being done systematically.

Chairman Risicorr. Do you have any thought whether the State
Department, National Security Council, or the Justice Department
should be the lead agency ?

Mr. Jenxins. I don’t think you can determine in advance who will
be the single lead agency in dealing with these episodes. I think the
circumstances of the episode itself may determine a different lead
agency for different types of episodes. In an episode that might take
place here in the United ‘States, clearly one would see the greater
role being played by the Department of Justice, although if it were
to say, involve foreign nationals or internationally-protected persons,
diplomats for example, it certainly would have a heavy State Depart-
ment involvement. In an episode taking place overseas, involving
relationships with other governments, one certainly sees the Depart-
ment of State, with its machinery for dealing with other govern-
ments being the appropriate lead agency.

The thing I have tried to keep in mind in thinking about this, and
reflect in my own proposal for a permanent staff backup for this
Council on Terrorism as proposed in the bill, is that the staff would
function under whatever lead agency or official who took charge of
the episode, or was placed in charge of the episode.

Chairman Risicorr. I wonder whether a permanent staff attached
to the Council, or a loose arrangement where key men like we had
here today would have the responsibility and coordinate their efforts,
would be better than having any bureaucratic organization? I don’t
know, because we have to consider the diversity involved here with
all of the problems, abilities and experiences we are going to have.
You can’t anticipate what form any of these acts are going to take.

My. JeNgiNs, You can anticipate the form, At the same time, in
making the point that each episode is unique, I don’t want to totally
dismiss the possibility of identifying the kinds of incidents that
might take place, the kinds of problems that would arise in dealing
with these episodes, and formulating some contingency plans to deal
with these specific problems. In other words, I don’t want to dismiss
advance preparations on the grounds that we will have to perform
ad hoc, when an incident actnally occurs,

That still may be the case. It may have to be approached ad hoc.
But it can be approached ad hoc with.advanced preparation or with-
out advanced preparation.

‘Whether or not one can create a means by which the persons, the
offices with the special tasks in these areas, all the capabilities, can be
exploited, brought together, their activities coordinated without creat-
ing some single focal point in government, I'm not sure.
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As you, sir, I really do resist the creation of special units, wherever
they may be located in Government. There is a natural resistance to
this. But having looked at it again and again, having looked at the
previous organizational arrangements, the interagency working
groups, the Cabinet Committee to Combat Terrorism, these, as I see
them, tend to suffer the same weaknesses. They don’t quite do it, in
my view. And, therefore, something more is needed. Its precise form,
how it would be staffed ; whether by representatives from other agen-
cies on an attached basis. These are things I haven’t yet fully ad-
dressed. But I'm persuaded that such a capability is needed. Other
people have realized the problem of creating a special organization to
deal only with this narrow problem, given all of the other problems
of Government and, therefore, have suggested that it be incorporated
in some larger crisis management capability within the Government,
perhaps some form. of new Office of Emergency Preparedness, that
would deal with not only serious terrorist incidents, but could also
deal with other forms of crises that may emerge.

‘Another approach would be to merge the functions of a group con-
cerned with terrorism with those of a larger group concerned with
broader problems dealing with political crises, short of war, an
episode such as the Mayaguez affair, which although not a terrorist
incident, had some of the same attributes. I am thinking of something
along the lines of the old Washington Special Action Group, the
WSAG, which was abolished, I believe, in 1976, but different from
the WSAG, in that it would be a permanent entity, examining poten-
tial problems in this area, identifying resources in advance as op-
posed to a group of high-level officials who would be called upon only
after the crisis has begun.

Chairman Riprcorr, Let me ask you, as T understand it, you were
called in to give some postmortem critiques of terrorist incidents
hanpdled by the State Department. '

Did the State Department learn anything from the critiques?

Mr. Jenkins, The Rand Corp. was contracted to conduct case
studies of a series of terrorist incidents. We did produce a series of
reports, many of them still classified, that were delivered to the
Department of State and the Working Group of the Cabinet Com-
mittee to Combat Terrorism,

I am never really sure what ultimately happens to Rand Corp.
reports after they are delivered to the client.

Chairman Ripicorr. I'm curious about that. When you get a report
like that, do you send the report and then forget about it, or are you
called in for a discussion about what was in the report? Is there a
give-and-take with the pecple involved? How does that work?

Mr, Jexkins. Among the case studies, there were several that
were issues of some discussion and debate within the Government. In
that case, a working note, that is, an earlier version, a draft version
of the report, was distributed widely to officers within the Govern-
ment who had some participation in this episode for their comments,
critiques, objections, corrections; and that resulted in some feedback,
which we took into account in the preparation of the final report.

Chairman Riercorr. I don’t mean feedback. Say the Rand Corp.
conducts a critique. You send it up to whoever asks for it. Are you
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then called into Washington, where everybody involved sits around a
table and says, “Let’s discuss this back and forth”?

Mr. Jengins, In the case studies, no, sir. :

Chairman Risrcorr. Wouldn’t it be more valuable if the study
authors got together with the people who were the subject of the
critique for a general discussion?

Mr. Jexxins. I think it might be useful. I should say that occa-
sionally we have had the opportunity to discuss some things
informally.

I think that there could be a more systematic exploitation of the
knowledge, and research done by the Rand Corporation and that done
by other vesearch institutions, that already exists. There is a con-
siderable amount of knowledge in this area. I’m not persuaded that it
is being systematically exploited.

Chairman Risicorr. If the staff gets a report, what happens? Is
there a give-and-take with the people involved, or if the Rand Corp.
makes a critique, what happens to the critique? Does it get tossed
into a file cabinet and then forgotten? :

‘What happens with the case study, with the principals involved,
after the study is there? Is it forgotten, or is there general discussion
to find out how it can be improved?

Maybe I am giving you additional work in the future that you do
not want. The person or group that was responsible for the critique
should be meeting with the people involved for a general, overall
discussion and not try to do it on paper.

Mr. Jenxins. This is something that T have been urging. Indeed, it
is being contemplated.

(Chairman Risrcorr. Let’s take that contemplation and make it a
reality. Mr. Jenkins, thank you very much.

There is another vote, and I have to go to that vote.

I appreciate your statement and your testimony. And Dr. Kupper-
man, if you will be patient, I will be back as soon as I vote, and then
we will have your testimony.

Thank you very much.

[Additional information subsequently supplied for the record by
Mr. Jenkins, and his prepared statement follows:]
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Dear Senator Ribicoff: . '

In going over the transcript of my testimony before the -
Governmental Affairs Committee, I have thought further -
about two questions you raised during our discussion. The .
first dealt with the problem of creating a permanent staff

(to coordinate all government efforts in combatting terrorism

and to assist decisionmakers in responding to terrorist inci-

dents) as proposed in my testimony without at the same time

burdening the Executive Office of the President with yet

another bureaucracy. The second dealt with the appropriate

role of Rand researchers in critiques of the performance of

U.S. government officials involved in responding to past

terrorist incidents.

I have discussed both issues with members of your staff and
suggested that the following additional comments be added to
the record of my testimony.

Sincerely,
%ﬂw ;-wm-s
Brian M. Jenleffis :

Enclosure: Additional comments to be added to "Testimony Before
the Senate Governmental Affairs Committee, January
27, 1978,

BMJ;ar
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Additions to “'Testimony Before the Senate Governmental Affairs
Committee, January 27, 1978," by Brian M. Jenkins.

2 March 1978

A PART-TIME PERMANENT STAFF
We might think of another way of creating a permanent staff without

at the same time creating a new bureaucracy. An informal network of
officials concerned with, or personally interested in terrorism already
exists within the government. Some of these persons are, or were,
members of the Cabinet Committee to Combat Terrorism Working Group,

its successor, the Interagency Working Groun, or have worked in special
offices in agencies that dealt with the problem. Others have been more
indirectly involved because of a personal interest. Together, the
informal network may represent more experience and expertise than the
current formal structures.

Because of the change of administration and lack of a serious
terrorist incident directly involving the U.S. Government in the past
year, few officials 1likely to have responsibility in the event of an
incident will have had a firsthand recollection of previous terrorist
incidents, except, perhaps, the Hanafi episode.

Selected members of this informal network could provide the core of
the proposed permanent staff, giving them an official standing within
the government. As it stands now, about the only way they meet is circum-
stantially at occasional meetings or conferences outside of the govern-
ment. That is neither adequate nor sufficient. A

There would be no need to reassign people to a new office. The
members could serve on a part-time basis, that is, they could be detailed
one or two days a week to carry out the functions of the proposed permanent
staff. Their only requirement would be some office space and a few

secretaries. No new bureaucracy would be created.
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THE ROLE OF RAND RESEARCHERS IN FACE-TO-FACE CRITIQUES

Thinking further about this portion of our discussion, I want to

make sure that my endorsement of a more effective use of the lessons
learned in past incidents is not misunderstood. The case studies com-
pleted by The Rand Corporation under contract to the Department of State
should provide the basis for useful discussions by those government
officials who were in some way involved in the incidents, with the
objective of improving future responses. Beyond conducting the case
study and issuing reports, Rand Corporation personnel should not
participate directly in a critique of government officials. It would be
inappropriate and would imperil Rand's ability to conduct further case
studies.

We were able to do these case studies successfully, in my view,
because we were given access to the written material, including the
classified cable traffic, and because we were able to interview U.S.
and, in some cases, foreign government officials invelved in the episode.
A prerequisite to candid discussions about these emotionally-charged
episodes is our promise of confidentiality. The fact that The Rand
Corporation is an independent organization outside of government was an
important factor here. I doubt that government officials would be quite
so cooperative if the case studies were conducted by another government
office. To have the authors of our case studies participate in a subse-
quent face-to-face meeting with the officials involved in an incident
would place the authors in an extremely awkward situation, and could
undermine the position of neutrality and discretion that makes it possible
to successfully do the case study in the first place.

Rand can appropriately and usefully participate in the process of
disfilling lessons learned from past incidents and present them in a
format that can be atilized in handling future episodes. A proposal

to do this is under consideration within the government.
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TESTIMANY BEFORET THE SENATE GIVERMMSMYAL
AFFAIRS CIMUMITTEE

January 27, 1978

arian Yichasl Jenkins

This is ny second opportunity to address o Senate Comwittea
regarding Jefense ajainst terrorisyy and 1 thank the moabers of
this comaittee for inviting me to testify in conisigeration of
Sepote 111 2236,

1T would like to praface my coaments by statinj thaty although the
research carriel out by The Rund Corporastion in this ara2a has
been funded by various ajencies of thoe federal Govornment, the
views oxprassed here are entiraly ay own and are not necessarily
shared ny Rand or any of its resedrch sponsarss

Let me deyin with a briet historical survey that will aive us
semy incihts into whit the future of terrorism halds: and wshat
neasures may be required to defena against it As  you Knows
views on that subject are divided: Somz think more nonds to e
donzy others do not.

Som» observers verceive today's terrorism as  the outgrowth of
unigue politica) circuastances prevailing in tha late 1900s: the
Israeli defeat of the Arabs in the Six Ray war of 1967» whicth
caused Palestiniins to abanden their dependence on Aray military
powsr apnd turn  to torrorism; increasing emnpnasis on urban
guerrilla warfare in Latin Americas and with ity the resurt to
terrorist tactics; and the widespread anti-Vielnaaa Jar and  anti-
governmant demonstrations in lestern Eudropey Jipons  and tne
United States which led to bloody confrontaticns witn police.
These confrontations resulted i injuriesy arrests, and further
vialences a radicalizing process that ultimately sp ey
terrorist wgroups such as the Baader-Heinhof Gang it wesht Soermany
and the United Rea Army of Japane

According to this viewy terrorism will decline as political
circumstinces chang2s as original problems such as the Hiddle
Fast conflict are solvady as governments effectively combat
terrorism, and as remnaining terrorist groups are destroyeds

There is some casuse For such optimish. Many urban  guercillas
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responsible for past terrorist incidents have been wiped oute
Since tha civil war in Lebanons tne numuer of seriosus incidents
that <can be traced to the <gonflict i1 th: diddle Fast nave
declined. Terrorist yroups operating in  Europ2 are under
increasing police pressurce. And histurically, terroricm has
tended to be episodice Those who subscribe to this viewy thens
feel prescnt oryanizational arrangements ara 3jde-uate.

Ify on the other handy the current wive of intornational
terrorism is seen 23s the resulty not only of unique political
circumstanczsy put also of recent tuchnological developmonts --
intarnational travel giving terrorists worldwide aobility;
improved mass communications providing thumn with almnst
instantanenus uaccess to a worldwide audience; th2 increasing
availability of weapons, axplosivas, and other munitions; and new
vuinarabilities in 3 socinty increasingly dopendant on comaplex
systemns and othar fragile technolugy -- or if terrorist is
betieved to bhe the latest step in the avolution of political
violanczy a new set of tactics whose use inspires and instruccs
othar droupse then terrorism is likely to continics Those who
believe terroriswm will continue criticice the current lack of
preparedness to deal with really serious incidents, or cven to
competently "andle the same kind of incidents that have occurred
in the past. [ want to emphasize that tnis sccond vicw dors not
depend on a forecast thuat terrorism will necessarily get  Jorsey
or that tarrorists will ultimately escalate to acts of greater
vinlence.,

My own view is that the use of terrorist tactics 4ill persist as
a mode of political expressiony of yaininyg international
attentions and of achieving limited politicel goals. Al thouyh
few terrorists hava reacned their statad longy-rance goals -- and
in that respnct terrorisn may he coasiderad o failure -- the use
of terrorist tactics has won them publicity and occasicnally some
political concessions. Their actioans hive also had considerable
subsidiary effectsy such &s the diversion of m2npawer and monaoy
into security functionsy and the effects that terrorist violence
has had on political life and socizty in many notions of the
worldes To terrorists, who toend to be politically shartsighted
anywayr these limited tactical successes may suffice to preclude
the abandonment of terrorist tacticss.

Terrorists will remain mobile, able to strike tarjets anywhere in
the world. They apprar to br agetting more sophisticeated in their
tacticsy thzir weaponse and their exploitation of the nmediae
They will continus: to emulate each otner's tacticsy esnecially
those that win international publicity. Terrorist groups appear
to be strenthening %“heir links with each othery forming
alliancesy ¢nd providing autual assistances Una result is  the
possibie emerqgunce of multinational freelance terrorist groups
that are willing to carry out attacks on behalf of causes they
sympathize witins or to undertake specific camdaigns of terrorism
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on commission from client groups or governmentss Nations or
groups unadble or unwilling to mount a serious challenge on the
battlefield may employ such groups or adopt terrorist tactics as
a means of surrogate warfare against their opponentss.

Even though we may foresee an era of formal peace betwezn natiens
{(at least insofar as the major powers are concerned)s free of
open warfare except for brief parioads, at the same time we may be
entering an era of increased political violence at iower levels
as intermittent *nonwars® rage hetween nationsy subpational
entitiess national liberation fronts, querrilla groupsy and
terrorist organizations, some of which are linked togethar in
vague alliances, some perhaps the proteges of foreign statese.

Is the U.S. governmant adequately prepared to deal with the
thireat? wWhather or not the U.S. governinent is in fact adequately
prepared to deal with one or more serious terrorist incidents is
a bit like arguing whether or not its arsenal is sufficient to

-successfully wage a nuclear ware You will never really know

without a pucledr ware Until that timey if evers UsS.
capabilities may be judged adequate or inadaquate depending on
one's. paoint of views It can be arguedy of courses that the world
has never seen a nuclear wary but we have witnessed incidents of
Lerrors Truey elsewhare. The United States has not yet been
tested oy @ sustained campaign of terrorism or by a ma jor
incident in which the lives of American citizeas hang in the
valancey demnnds are made on the U.Se governments and terrorists
have demonstrated their resolve to kill. The seizure of hostages
by Hanafi Muslim extremists at three Jlocations in Washinqtony

DaCey last vyear is apout the closest we have coma to a serious

domestic incidant. QOther incidents include the muttiple
hijacking of three airlipers to a desert field in Jordan in
August 1970, In that incidents terrorists held over 300
passengars hostagey many of them Americaonse. The seizure of the
Saudi Arabian Embassy in Khartoum in 1973 was another serious
incident. in that instancesy the terrorists demandad the release
of Sirhan Sirhan, the convicted assassin of Ssznator Robert
Kennedy. -4hen their demands were not mets they murdered three of
their hostages including two American diplomats. Aaother serious
incident was the hijacking of a Twa airliner in Septembar 1576 by
Croatian extremists who demanded the publication of their
cominunique in several newspaperse

Fortunately, with the exception of the tragic outcome at Khar toum
and the deaths of a newsman in Washington and of a policeman who
was attempting to defusa a bomb planted by the Croatians, the
incidents ended without disaster or major concessianss which may
be equally important. At the same times the handlipg of these
incidents revealed certain deficiencies in coordination,
communicationsy response capabilitiessy and media relationshipse
If we all agreed that either a sustained campaign of terrorism
wagad in the United States or against the United States abroads
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or a serious incident of terrorism here, was imminenty we could
probably agree that some further organizational steps would ope
necessarys

Comoatting terrorism poses a number of unique problams. The
terrorist adversary does not act according to a1y established
rules of warfore or diplomacy. Diplomats and gunerals know -- at
least they think they know -- what to expect from other
governmants and how to deal with them. BSut coming to qrips with
a8 band of terrcrists is an altogether diffarent matters. Because
terrorists do not limit their attacks to any particular class of
targets or to any specific locales or to any pariod of timey
defanse is difficult and costly to provide Terrorists have
fewer compunctions about kiltling or injuring persons who have
nothing at all to do with their struggls. Because they have no
bordersy no citiesy no populations to protect, tzrrorists have
fewer vulnerabilities. Petaliation in kind is a meaningless
threat. Daterrence raquires apprehension and punishment; with
regard to international terrorismy the record is not gooda

Another proolem is that terrorists operate in the crackss between
organizastional boundarizs and missionse Thare 1is5 no single
departmanty’ ajgencyy or office in the UeSe government with
responsibility for comhatting terrorism that has the authority
and means to do so. Everybody seems to share some part of the
responsibility. A single wepisode may cut across several
buresaucratic domains, making coordination difficult. Individual
satrapies are jealously gquarded: and there is no clear line of
authoritye €ach incident may be handled by different 3lead
departments. Circumstances may determine who takes charge
initially. Changes in the situation can bring in naw departments
and agencies who then coupete for leadership.

Each terrorist incident is unique. The 1location and political
circumstances in which the incident occursy the identityy
ideologys and objectives of the terrorist groupy the nature of
the target, the identity of the victim or victimse al} varye
Lessons can (and should) be learned, contingency plans
formulated, but there can be no prescribed course of action based
solely upon precedents established in previous episodes. There
are no fixed solutions or requirements. Customary modes of
operation may not works a fact that drives bureaucrats up the
walle Each incident must be dealt with 3d hoce To do so
successfully requires a flexible policys good communicationss
total coopsration between jurisdictionss ratviavable information
that can be assemblad rapidlys and earlier developmant of special
expertise.

The unique character of each episodey howevery should not
preclude efforts to accurately reconstruct how zach one “went
down." Each episode should be carefully examined for any lessons
that might be Jlearneds The lack of an institutional memory is
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one of tha2 major problems. Given the normal rotation of
personn2l,y any new incident will involve a nes set of players who
have no personal recollection of the problems that arose in past
incidents. They will have instead a vague memorys often
secondhand and incorrects of how solutions were reached in past
incidentsyand the specific steps necessary to deal effectively
with an incidents 1In tnis regard, I se2 a continuing need for
detailed cose studies of major terrorist incidentss whether or
not they involve tha U.S. governments as 3 means of better
preparing ourselves to handle any future incidents.

The intermittent nature of terrorism itself poses another
problem. Except for places like Belfast or vbuenos Aires where
terrorist activity is almost constants most countrizs experience
only sporadic terrorist problens. The amoynt of terrorist
violence in the world compared to the worltd volume of violence is
miniscules. The world's terrorists have Killed fewer persons in
the last decade than are murdered every year in the United
States; annual losses from shoplifting in the United States alone
axceed the total amount of property damage causad by tarrorists
worldwide. Faced with other pressing international problemss it
is zasy to see why ygovernment of ficials may consider terrorism a
relative nuisance.

How2very as we have secen in The Netherlands, Japans and most
recently in Mast Germanys 3 single incident of terrorism may
suddanly become an issue of considerable national importance and
one that commands the attention of ofFicials at the highest Teval
of government. Terrorist incidents have 'virtually paralyzed
governments for days or aven weekss shilz everyonatls attention
is riveted to the event, normal business halts. Mational leaders
may perceiva their political survival or stature determined vy
decisions they are compelled to make on very short notices« There
is little timz to sound out the viewss of others, little time to
build a consensus witnin the government or among thz publice. How
the decisions will be roceived by the public cannot be predicted.
The risk of tragic cutcome is great.

Characteristically, every serious incident s followed by 3n
enormous amount of media attention, denunciationsy debatey and
verbal retributions which wusually wane rapidlys Between
spectacular 2pisodesy the problem of terrorism usually reverts to
a remote and nonpressing issue« (Although attention to it in the
United States has increased in recent weeks despite the lack of
major incidants.) Clommittees sat up to deal with the problem
seam to hava no functions Special military units seems a waste
of money. For examples before the succassful rascuz of hostages
at Mogadishu, soae in Jest Germany questioned the utility of the
special commando unit that the German government established in
1972 to deal with terrorist incidents. I imaygine there is little
argument in West Germany now concerning its wortie (But there
may be again a year from now.)} Because terrorism receives only
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spasmodic attentionsy attempts aimed at more formally oryanizing
efforts to combat it have been hampereds Tarrorism is simply not
regarded as an issue of m@major importance within the UeSs
govarnmante. The Unitad States has not sufferad the kind of
terrorism that has recently erupted in West Germany or Italye.
With a few exceptionss foreign terrorists have not operated in
the United Statcss. American government officials and executives
of American firmns abroad have often been targets of terrorist
attackss but the kidnapping or assassination .of a diplomat or
businessman in Sod4th America or North Africay 21though shocking
and tragics does not directly touch the Americar publicsy or
elevate thz problem to a level of concern within the American
govarnmznta

A furthar obstacle to efforts aimed at better organizing th2 U.Se.
government to combat terrorism is the idea that combatting
terrorism is an unavoidably unsavory businesse. To those who hold
this viows governmental efforts aimed at combatting terrorisme
and organizations created to deal with the proplem, recall the
counterinsurgency programs of the 1960sy the YSAID Public Safety
Proyram whichy as allegad by its criticsy involved J.S. advisors
in the qguestionable tarrorist suppression activities of foreign
policey illegsl intelligence gathering by the Dopartment of the
Armyy and by tha White House during the Mixon Administratione.
Although not widespready this attitude does exist in government
and plays a role in keeping the effort minimala

Terrorism provokes overreactions I think we can detect some of
that in the results of a recent Harris Survey. According to the
surveys 90 percent of Americans view tefrorism 35 a very serious
norla problem. Sevanty-six percent of those yuestioned about the
causes that have stimulated the growth of terrorism in recent
years feel that ™terrorisn is growing in the world because the
countrias of the world have been too soft in dealing with
tarrorists." By 55 to 29 percents Americans would support the
organization of a "special world police force which would operate
in any country of the world and which would investiyate terrorist
groupsy arrest themy and put their leaders and membzrs to death;
55 to 31 percent favor the death penalty for those caught
commi tting acts of terror. Terrorism creatas an atmosphere of
alarm and fear that causes people to exaggerate the strength of
the terrorists and the importance of their cause. That perhaps
is the greatest threat posed Dby terrorists. If a government
appears helpless or incompetent in dealing with a terrorist
incidenty public alarm will increase and so will the clamor for
draconian measures. And sos perhapssy will terrorist acts
increasea Frightened "people seem inclined to accepty and may
even demand that government take measures ordinarily regarded as
repressivees

Givan its ability to create highly wvisible crises and public
emotionsy terrorism itself may bcome a political issue that can

.
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easily be exploited. Some may see it as easy political capital.
Who would not go on record against terrorism? There are also
those with Yess benign motives who would exploit pualic alarm and
trade on fear to advance tneir own ideologies or political
agendase.

Terrorism can no more easily be eradicated than murder or wWare
Howavers certain types of terrorist attacks can ba prevented by
improved securityy and certain categories of targets can be put
beyond demonstrated terrorist capabilities. That will not solve
the entire problen fore as we have seen, to tefrorists everything
and anything represents a potential target. If diplomats are
effactively protected: businessmen may be kidnapped. If
businessmen improve their own physical security, terrorists may
abduct school children as they did in Djibouti and Hollandy of
nuns as happened recently in Argentina. It is impossible to
protact everything and everyone.

He can try to anticipate terrorist campaigns and attacks through
better int2lliyence and information systams. ut intellience
abput terrorist groups is hard to obtain. fnowing what is going
on inside a terrorist group s mainly a motter of human
intellience work —— infiltrators and paid informants -- but most
terrorist groups are smally tightly knity and difficult to
penatrate. Such efforts require months or years of patient worke.
In soma casesy the chances of preventive action may be so low
that the costs and risks are not worth the efforty or, on the
domestic sczney the invasion of privacy that may results

Howavers to what extent might racent legistation and directives
impose wunintended and unwarranted restrictions on intelligence
gathering regarding terrorist danyerss, and on thz sharing of
intalligence information by goveriment agencies? Hithout
reversing the intent of these restrictionsy to what extent can
and should exceptions be made?

Perhaps mor2 ctan be done with respect to an analysis of the
available information. How the relevant information can be
rapidly assembled and conmunicated to decisionmakers in an actual
crisis situation should be explored. HWhen a terrarist incident
occurss there is little time to comb through fites or read
sevaral hundred panes of reporis. Too much unprocessed
information stuffs up decisionmakinge.

The governmant can try "crisis management® to improve its ability
to respond effectively to incidants of terror that may occurs
This function has been the 'subject of considerabla qovernment-
sponsaorad research recentlys for it pertains not only to
terrorist incidents but to a broad range of political and
economic prohlems that arise. The ¥“managemant® of serious
terrorist incidents is a complicated affair thaty. depending on
the incidents may involve the formation of special task florces
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within government; the mobilization of relevant information and
of 12qal experts; area specialists, psychologists or
psychiatristsy intermediariesy or other human Fesources. In sowme
casesy special’ aquipment will be peeded as well as the
mobilization of military assetse. The need to consult with
leaders or representatives of the political oppositions
communication and negotiation with other governments and possible
communication with terrorists will be required. Relations with
the news media may be difficult.

We must not peremptorily dismiss military action in dealing with
terrorism as a measure of last resort. An incident may occur at
any time in which a band of political extrenmists seizes a large
number of American hostages on foreign tarritorys neqgotiations
faily the captors appear at the point of killing the hostagess
and th2 1local government is unwilling or unable to protect the
potantial victimse .

Public pressure would not permit political leaders to stand by
while Americans are shote The government would 2ither have to
yield to the terrorists' demands or risk the use of mnilitary
forces. At stake will be the lives of the hostayges as well as the
standing of the U.Ss government.

At 3 State Department conference in March 1976y I offered the

forecast that "“confronted with terrorist violence 2manating from

abroads and frustrated vy the lack of international cooperationy
national governments are more likely to take direct military
actiones » o «" In facty of 29 international hijackingsy and
barricade and hostage incidents that occurred in 1976 and 1977,
13 were forcefully concluded by specially-trained police or
commands unitse.

As in tha case of the U.S. government's capabilities to manage a
terrorist-caused crisisy it is a matter of some debate whether
the capability of a military rescuz operation with some
reasonaole expactation of success existse Certainly that option
should axist« Howevery details of the nature and state of
readiness of such U«Se military capabilities should probably not
be discussed at a public hearinge

It will be difficult to fully develop capabilities and coordinate

activities in these four functional areas -- securitys
intelligences the management of govarnmant response to incidentss
and military action ~- without an organizational structure that

will provide some impetus. The Interagency HWorking Group does
not do thise I will come to the reasons for that belief in a
momants

As I read ity the proposed legislation is intended to generate a

higher level of concern and impart a greater sense of urgency in
the Exacutive B8Branch by creating organizations within the

27-428 O ~78 -9




Executive 3ffice of the Presidenty the Jepartment of Statey and
the Departmant of Justice, and by mandating specific sanctions
against countries that aid terrorists.

Terrorism is Obut one of several problems that cut wcross
responsibilities and functions of many agencies and departments.
A common so2lution has been to create a cabinet committee or
interagency working qgroup representing all concerned agenciess
Howevers all such groups tend to shire the sane wenknesses. The
chairman is often viewed as little more than a representative of
his own aqgencys and has no real power beyond persussion over the
other representatives wno report to thair own bosses. Ands
neither the chairman nor the group os a whole has the authority
to back up any decision reached by the group. The meetings,
which may take place once a weeky or once a month as in the case
of the Interayency Working Groun on Terrorismy or once in five
years of its existence (3s was the case of the Cabinet Comnmittee
to Comvat Terrorism)y merely provide a means of kesping in touch
with one anothery & useful but inadequate exarcise. Real
decisionsy if any, are made back in the individual departmant or
agencye.

I do not want to portray a picture of quarreling bureaucratse
This certainly 1is not the case with the Interagency Working
Groupe. The representatives to this group arey, for the most parts
genuinely concerned with the problemy and get along well with one
another. It is sinply thaty given the lack of lateral incentivesy
the, vertical parochialism of line aqencies and departments

dominatese As a resul ty the individual represantatives
themselves mi3y swing little weight within their oen depnartment or
agency and the yroup itself has vevy iittle power. A related

prodlem is Jlack of staff backups some group tdo continuously
monitor developments and activities. :

The Council to Cowbat Terrorism called for in the Bill isy in its
membershipy and in most of its functionsy a re-creation of the
Cabinet Committer to Combat Terrorism that «as abolished last
year. I am not certain what more the new Council will do than
the present Interaagancy Yorking Group on Terrorism doessy or its
smaller exacutive committee established oy Presidential Review
Memorandum 30, other than prepare the list of countries aiding
terrorists that is called for in sections 105 and 107 of the
Bille

The proposed Council to Combat Terrorism nay not meat frequentlye.
Between meetingss no continuing attention will be devoted to the
problem except that provided by the present Interagency Working
Group on Terrorismy the Department of State's Office to Combat
Terrorisme and similar offices or ad hoc comnittees in other
departmentsy or that wnich may be provided by th2 proposed new
Bureau for (ombatting Terrorism in the Department of State and
the new Office for Combatting Terrorism in the Department of
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Justice.

I suggest you consider providing the Council with its own small
permanent staff. The creation of such a staff within the
Executive Office of the President might even obviat: the need for
creating new offices in the Depirtment of State and Qepartment of
Justice. A permanent staff could give its full-tim2 attention to
developing and wmaintaining U.S. capabilities for anticipating,
preventings and compatting terrorismy and increase government
effactiveness in dealing with serious incdents of terrorism that
may require the attention of the Federal Government.

As 2 permanant body with a fhite House perspectiv>y the staff
will be able to identify and promote needed capabilitiess It
will be able to monitor and coordinite the activitizs of the line
agencies and departmenrts. It will be able to identify potantial
problem areas such as jurisdictional coaflict and bring them to
the attention of the Ccuncils It will be able to identify
special resaurces inside and outside of gqovaernment that may be
nobilizad in an actual incidente This would includa persons with
specialized skillsy or individuals with unique contacts or
retationships. It would pull together current intelligence and
ongoing analyses and research efforts. Tt would manitor trends
in world terrorism and examine potentialities for more serious
incidents. It could identify potential Kinds of terrorist
incidentsy develop core scenarios, farmulate contingency planss
and enjage in gamin) and simulation exercises (hop=fully
involving the same senior officials who would have Jecisionmaking
responsibilities in an actual crisis)s It woulds in sums see to
it that the necessary resources and capabilities are there when
they ara needed. And, in an actusl crisis, it could function as
a small "hattle staffy™ assembling relevant informations
assisting decisionmakers by providing them with altarnate coursas
of actiony and moni toring the implementation of their
instructions. These functions of such an experty up-to-the-
mipute staff are particuloarly important: as a serious terrorist
incident may briny in a set of officials wunfamiliar with the
problems of terrorism.

The staff would not replace the Interagoncy dorking Group on
Terrorism or duplicate the work of special offices in the cabinat
departmants. The staff's relationship with these other offices
would have to be worked oute There would be a clear division of
responsihility. 1ts principal task should be to 2ancourage the
devalopmant of needed capabilities in the 1line agencies and
departmentsy with the staff in the Executive D3ffice playing a
catalytic and coordinating roles as well as doing the necessary
ovarall planning.

The creation of even & small permanent staffy perhaps something
between & a4and 12 membersy and its locstion in the Executive
Jffice of the President poses certain problams.s In recent yearss
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it has become codmon practice to sulve all problems that require
coordination amonj several cabinet departments and agencies by
creating new offices in the Executive Office of the Presidents
As a resulty there has been a growth of both tha power and the
siza of the Executive Office. Periodic reorganizations of the
Executive Office result in such entitins being dismantled or
pushad oute A staff dedicated to the problems of combatting
terrorismy no matter what its sizey would be particularly
vulnerable to elimination in thec absence of any miajor terrorist
incident to justify its existence. If that happenaeds the
expartise and capavilities that had been developed would be wiped
out.

Recognizing this problemy some advocates of a permanent
govarnment 2ntity to deal with terrorisn have propssed placing it
within a larger office with broader responsibiltities for crisis
managemants for exampley making it a component of a new Jffice
of Emeryjency Praparednesss Another possible approach would be to
nerge the functions of the staff dealing with terrorism with
those of a staff that would be concerned with handling low-level
conflicts and crises just short of wary, such as the Mayaquez
incident. This would be something roughly equivalent to the
Washington Special Action Group (WSAG) that was abolished in
1975« Tt would differ from the WSAG in that it would be &
permanent staff able to do soma advance thinking as opposed to a
high-level group called upon only after a crisis had developed.

The possibility of learning from foreign experience should not be
overlooked. The yovernment of Canada has a speciil unit within
its Solicitor Genaral's office to deal with major incidents of
terrorism in Canada. Its staff consists of approximately a
dozen professionals with backyrounds in law enforcepent, military
operationsy ond the social sciences. dest  Germany's recent
trying exparience with terrorism producad some interesting
organizational solutions from which the United States might
profite

‘A further problem with voth the Council proposed in the Bill, and
the addition of a permanent staff suggested in my testimonys is
that concern cannot be leyistated. Congress csnnot impose any
organizational arrangement upon an unwilling Exacutive Branch and
realistically expect it to work as intendade. Critics of the
organizationsal arrangements created by PRM-3) call it a
"bureaucratic papar shuffle” that does nothing to consolidate
anti-terrorist activitiesy solve jurisdictional problemsy or
impart & sufficient sense of urgency. Howevery some of those
involved in the preparation of PRM-30 argue that the present
arrangement was tne most that could be achiavede It reflects the
current level of concern about the issue in the White House and
[is compatible with the President's own style of decisionmaking.

Presidential involvement in terrorist incidents is certainly not




desirable. Politicasl extremists ought not (in a figurative
sense) be able get into to get into the O0Oval Offica throuyh
kidnapping and bombimg. Some have d objected to the creation of
any machinery in the Executive 0ffice of the President as
tantanount to involving the President too visibly in terrorisie
Others have argued that given the lack of adequate coordinating
machinery in government, and givan the jurisdictional disputes
that may arise in an actual incidenty the President will
inevitanly be drawn in to resolve conflictse The fact is»
whether or not the President gets involved will not be determined
by the existence or absance of any vrganizational structures. In
some instancess presidential involvement is inevitasles« Only he
will 2z aple to make certain decisionss In some casesy the
President may sinply choose to becowme involved, as have other
heads of governments in such incidents. He will want to be seen
as neing in charge. This depends on presidential personality and
styles It cannot be legislated or necessarily controllade.

An unfortunate feature about the existing as well as the proposed
organizations chargjed with combatting terrorism is their namae.
Clearly some machinary is necessary to coalesce and coordinate
govarnmant afforts in this area, but the word "terrorism" in
their title elevates and may even exaygerata tha problem. I do
not know if it makes sense to try to substitute som2 white-washed
platitude or a crypntic acronym for the task of combatting
terrorisme but it troubles me to see terrorism so visibly
institutionalizued at high levels of goveramant. Torrorists sook
this kind of attentions And they ought not to receive ite.

With regard to the proposed sanctions agaiast countrias aiding
terroristsy caution should be exercised so that tha issue of
terrorism itself does not inadvertently determine American
foreign policys. At timessy foreign policy objzctives may be
judged more important tnan the question of whether a particular
nation supports a certain terrorist group. Neither should any
requirement to impose sanctions foraclose options that may ve
used to conclucde a terrorist incident. To give you an examples
in the recant Lufthansa hijacking th2 gavernment of Somalia
permitted dest German commandos to land at Mogadishu and rescue
the hostages. It has since been reported that in return for
Somalia's cooperation, West Gerwmany provided a no-strings loan to
the Somali government; that loan is currently being used to buy
armse Mithout guestioning the accuracy of these reports or the
merits of such an arrangements note that if wWest Germanys before
this incidenty had passed leqgislation such as that proposed herz,
would this option have been open? ahile we share the desire that
nations actively supporting terrorists be punished, the very
nature of terrorism requires that aaxiaum flaxibility be
preserved in dealing with terrorist incidantsy terrorist
campaignsy terrorist groupsy and even the countries that support
thems Sanctions should be imposed but they ought not to be
mandatorye.
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Even the compilation and widespread publication of lists of
countrius that aid terrorists and dangerous foreign airports in
my opinion will be usefuly and by itself may have somz2 effect.
It could wall Jiscourage American business fron operating in
these countriesy and American tourists from visiting theme It
could also increase airlinesy Dbusinessy and travel iasurance
premiumsy which may act as a further deterrant to commerce and
travel. The 1lists could also ke considerzd in ronewals of
ltanding rights and used to persuade countries to improve their
security. A combination of threatened U.S. govarnmeznt sanctionss
econonic pra2ssure through loss of tourist dollarss and possibly
plain embarrassmant at being puplicly identified as a nation with
inadequate girport securitys may bring about some improvementse

Nona of thase will solve the problem of terrorisme Terrorism is
not 2 problam that can ve solvedy and we ought not to think of it
that way. Government can try to ameliorate the conditions that
nay lead to terrorist violences It can attenpt to contain
terrorism within tolerable limits. It can try to deter or
prevent the nore heinous terrorism actions. It ca3 equip itself
to respond effectively to terrorist incidents that do occure I
have chosen these varbs carefully. None of them imply a final
sotutiony but rather reflect un enduring problem and suggest a
continuing taske Thera will be no ultimate victory in tha war
against terrorism.

By desijn of the adversarys terrorism is a hiohly theatricaly
visible and emotional mode of conflict. In this contesty
govarnmants aust Above all demonstrate compatence. If
govarnments can't always wins they must at lTeast shos that they,
and not the terroristy are in charge.
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[Recess.]
Chairman Riercorr. Dr. Kupperman, please.

TESTIMONY OF DR. ROBERT H. KUPPERMAN, CHIEF SCIENTIST,
U.S. ARMS CONTROL AND DISARMAMENT AGENCY

Dr. Kueeermaw. Mr. Chairman, thank you very much for inviting
me here.

For 3 years T have been concerned with the problem of terrorism—
particularly the potential for higher order acts. I have led classified
studies for the former Committee to Combat Terrorism on Mass De-
struction Terrorism and intermediate-level terrorism. ¥ have also led
a Governmentwide study of counterterrorism technology. Since that
time, under the Law Enforcement Assistance Administration spon-
sorship, I have done additional research on the question of managing
incidents of terrorism.

There’s no question that the T.S. Government, the executive branch
of the Government, is taking the problem very seriously. Since the
formation of the new National Security Council-SCC group, many of
the problems—internecine rivalries and coordination issnes—that
have existed in the past have been worked out.

Although I feel that we are developing honed tools—military res-
cue operations, negotiating techniques, et cetera—I'm not as con-
vinced about any nation’s ability to deal with higher order episodes.

In 1978, there was an attempt at Rome to shoot down an El Al air-
plane. Good intelligence saved us. There was a similar attempt last
year in Kenya. In Paris in 1975, at Orly, an attempt was made on a
Yugoslav airplane by Palestinian terrorists. They weren't bright.
They hit the wrong airplane. )

One has to look at terrorism as a changing, mutating organism.
Terrorist incidents are theatrical events, promoted, if you will, by
the media. We cannot guarantee that the United States will remain
forever immune from serious acts; that the world, including the
United States, may not suffer far more serious conseguences.

Obviously, if an airplane or airliner—a jumbo jet lifting off from
Dulles or Kennedy—were shot down by Palestinians, the tragedy
would be obvious. Over 300 people would die. But we may suffer even
more: the airline pilots may refuse to fly until the Government can
protect them,

If terrorists were to attack power systems—New York witnessed a
recent blackout—the derivative effects from an extended blackout,
say, in New York City, could be monumental.

I’'m not going to belabor horror stories, although they aie all too
feasible. Let me come to what I think needs to be done. ,

The U.S. Government executive branch has come a long way. But
there is a contradiction in terms.

In one sense, we don’t wish to create specialty units to solve the
terrorism problem simply on the ground that you inflate the im-
portance of terrorism. In the military sense, no matter how you wish
to measure, terrorists are far weaker than the smallest imaginable
army. Yet they prey on the institutional and physical networks of an
open society.
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My greatest fear is the problem of knee-jerk reaction of a demo-
cratic society attempting to counter a frightening incident with dra-
conian means. Certainly, many countries, including this one, have
histories of vigilante justice and McCarthyism.

There are three defenses against terrorism. First, obviously, is good
intelligence, including penetrating organizations and subverting their
goals. Within the framework of the Constitution and the guidelines
that are set down both by statute and the executive branch, we need
to obtain as much information as we can. Thwaring an event before
attack is preferable to living through one.

The second line of defense is creating what the engineer would
term “high pass filters,” barriers which increase the costs of inflicting
serious acts of terrorism. In the case of airlines, we do this now with
magnetometers and X-ray devices as you check in to board an air-
plane. You ought to keep the amateurs out of the business as much as
possible. You have to make the costs high. Therefore, I urge that we
do cost-benefit and vulnerability analyses to ascertain how much it
will cost and what degree of protection we can expect to obtain. The
key nodes of society must be hardened.

Finally, there’s the issue of incident management. We inust not
fibrillate at a time of crisis. One does not want to express the feeling
to a very, very upset public that its Government doesn’t know what
it’s doing, that it has not planned for such events.

I think what is needed is political-military gaming, simulating
events as best one can for training and research purposes. We need
to find the right experts on a timely basis, and not be hung up for the
silliest of logistical reasons. We must find the experts who know
about a specific insecticide contaminating a water supply, such as
happened recently in North Miami.

‘We should absorb our planning and operational procedures within
the routine disaster, law enforcement, diplomatic, et cetera mechan-
isms of Government.

I think this should be done by every government. To use the ex-
ample of an electrical power failure, we would be dealing with a
disaster of significant proportions. Such incidents are not that dif-
ferent from other disasters. Yet there are difficult coordination and
policy questions to face; and there would be a high state of public
anxiety as well.

The best statement I can make is that we should develop a viable
civil emergency preparedness program which should include terror-
ism as one of its components.

I do not wish to suggest that the emergency preparedness agency
take over the functions of the FBI, State Department, et cetera. Co-
ordination will be needed. Lead agency concepts will have to prevail.
Government is on the right road; the executive branch is doing a
aeasonable job. I’'m rather encouraged, but there is a lot more to be

one.

‘Chairman Riercorr. This basically isn’t your field. You are a Chief
Scientist for the U.S. Arms Control Disarmament Agency.

Dr. KurperMaN, Yes.

Chairman Risrcorr. How did you get involved in this?

Dr. KuppermaN, Terrorism is nobody’s particular field, especially
if you look at the higher order problems.
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‘Chairman Risicorr. Is this something you got interested in or did
someone ask you? How did you get involved?

Dr. KuppermaN. The Cabinet Committee to Combat Terrorism be-
came interested in mass destruction issues. I had the right back-
ground, and I was asked to conduct a Governmentwide study. I went
on from there.

Chairman Rieicorr. Have you sat down with Dr. Ochberg, Mr.
Russell, or Mr. Hassel? Do you ever meet with them ?

Dr. Kupperaran, Quite often.

‘Chairman Risrcorr. Is this an informal group of men in various
fields who are interested, and who get together in their spare time, or
is this something you do regularly ?

Dr. Kupperman. I think the answer is that there are two mechan-
isms. One is the formal mechanism. There is an informal mechanism
as well. We get together regularly to discuss ideas. I have spoken
before symposia at the FBI Academy. There is no formal terrorism
agency, and in this sense, oite may have to improvise at times of crisis,

Chairman Rieicorr. Why do you feel a central crisis management
structure would be more effective in handling a terrorist incident?

Dr. Kupperman. I think what I’'m saying is that the big problem
we're %oing to face at the fime of a major incident is to try to come
up with policy options as well as that physical data. I don’t feel that
a civil emergency preparedness operation is intended to run the
entire Government. I feel, by contrast, that if one has a strong civil
emergency preparedness component, whether it’s the National Securi-
ty Council running it or another White House board, the coordina-
tlon job needs to be done and the planning should be accomplished
ahead of time,

Chairman Rieicorr. You feel there ought to be a paramilitary
ability to perform rescue operations. Should this be in the Defense
Department or in the FBI?

Dr, Kurperman. I think it’s now in both. I think it should be in
both areas. The FBI has SWAT teams. They are very good. Mr.
Hassel knows a great deal about them. In the case of the Department
of Defense, we are no pushovers. We have done our homework in
that area.

Chairman Rieicorr. Well, the Department of Defense and Justice
will be testifying some other day. I do appreciate your coming be-
fore us. I know you by reputation and the outstanding work you have
done. I would hope that before we put this in place on a committee
level, that you would be available to the staff together with those of
you who have worked in this field, formally and informally, to see
what we could do to get a good bill.

Iulwould like a vehicle that could be effective and bring us some
results.

Dr. Xupeerman. T would be delighted to help in any way I can.

Chairman Riercorr. Thank you for your courtesy. We appreciate
it.

[The prepared statement of Mr. Kupperman follows:]




132

PREPARED STATEMENT OF ROBERT H. KUPPERMAN, CHIEF SCIENTIST
U.S ARMS CONTROL AND DISARMAMENT AGENCY

’

Introdyction

As you may appreciate, I am both pleased and honored
to appear before you. I have been ‘studying counterterrorism
for nearly three years -- especially its crisis management
and technological aspects. On behalf of the “srmer Cabinet
Committee to Combat Terrorism, I have directed three

government-wide, classified studies of terrorism: the Mass

Destruction Terrorism study, The Near-Term Potential for

Serious Acts of Terrorism, and An Overview of Counter-

Terrorism Technology. In addition, I have examined the

crisis management needs of a large nation coping with a
sizable terrorist incident. This effort, as well as the
three interagency studies, were supported by the Law Enforce-
ment Assistance Administration. My final report to LEAA,

Facing Tomorrow's Terrorist Incident Today, was recently

published by the Government Printing Office. Having both
a scientific and a national security policy background, I
am concerned about the complexities of higher-order acts

of terrorism.
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Possibly the most striking ‘feature of terrorism is
its great public significance. However measured, the
strongest band of terrorists is far weaker than the
tiniest national military force. Yet the terrorist does
not fight in a conventional way. Even more elusive than .
the guerrilla, he prevs upon open societics, gaining his
leverage from their physical and institutional vulnerabili-
ties and dramatizing his cause through massive media coverage.

A good illustration of the erosive effects of terror-
ism can be found in the Harris Survey of December 5, 1977,
The Survey states that, "Terrorism is viewed as a very
serious world problem by 90 percent of the American people
and a very serious domestic problem by 60 percent."

The Survey goes on to state, "By 55 to 25 percent,
Americans would also support the organization of a 'special
world police force which would operate in any country of
the world and which would investigaté terrérist groups,
arrest them, and put their leaders and members to death.'"

Thus far América has been spared, for the great
majority of terrorist assaults have occurred abroad,
especially in the Mideast, South America and Europe.
Spectacular airline hijackings, hostage episodes such as

Munich in 1972 and OPEC in 1975, a myriad of bombings and
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assassinations -- these have set the tone of world opinion.
On a tactical level, terrorism is a success. On the stra-
tegic front, however, the score in the game of nation-state
vs, terrorist group is not clear. .

However, one maxim is self-evident: if terrorisn is

to abate, our preeminent goal must be to make terrorism a

strategic failure., This can happen only if there is inter-

national cooperation and the tough-mindedness of the inter-
national community makes significant political gains for
terrorists unlikely.

A mature, sober atmosphere.must prevail. Governments
need to convince their publics that they can knowledgeably
and efficiently manage terrorist incidents without suspend-
ing civil liberties. A government-imposed news‘blackout and
widespread invasions of privacy are unmistakable invitations
to disaster.

Terrorism has become a spectator spért, a theatrical
event. But we become bored easily. The next airline
hijacking -- or the next hostage episode -- is no longer
spellbinding news. We are "media-saturated," As a conse-

quence, the terror-organism may mutate, changing its

Y
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targets and awaiting its press reviews. Among government's
most important jobs, therefore, is to '"out-invent" tervor-
ists, asscssing as yct unexploited tactical possibilities

and devising countermeasures.

The Omnibus Antiterrorism Act of 1977

Turning to the main businesg of this hearing, the
Omnibus Antiterrorism Act of 1977 (S. 2236), I feel that
the bill could go a long way toward combating international
and domestic terrorism. While I agree with the spirit of
the bill, I disagree with its form.

Although the Administration and the Congress have
begun to take the terrorism matter seriously, I believe
that we are all groping, especially for the case of the
higher-order act. For example, I fear the bill may unduly
constrain the flexibility of the Executive Branch and
inflate the importance of terrorists by having created a
White House office to combat terrorism and corresponding
sub-cabinet positions within the State and Justice Depart-
ments. I seek a vigorous program, but I am concerned that
the present bill would create bureaucratic machinery which

would quickly grow stale.
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As an alternative, I support the formation of a
White House crisis management mechanism such as t