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FOREWORD 

In recent years, the application of computer and communi,cation~ 
technology to criminal justice systems ha:s increasingly drawn the at
tention of Congress. Such concern is €;,xemplified by requests from the 
House and Senate Committees on the Judiciary that OT A undertake 
an assessment of the Department of Justice's National Crime Informa
tion Center and the Computerized Criminal History System. 

Thi~ report, a background planning document for that assessment, 
identifi'e$" and analyzes some major issues in the future development of 
this Fedetal-State system. These are': the information needs for admin
istering criminal justice programs ctnd assuring constitutional rights; 
federalism, including division of authority, and cost apportionment; 
organization, management, and OVE'fsight; the planning process, and 
social impacts such as the effects on the administration of justice and 
the creation of a dossier society. Ivlany of the policy and technical con
cerns discussed in the report are common to other major national 
information systems being assessed by OTA in the National Infor
mation Systems Study which addresses, in addition to the National 
Crime Information Center, electronic funds transfer and electronic 
mail. 

The following background report was prepared by the Office of 
Technology Assessment with the assistance of an ad hoc inter
disciplinary working group of experts in law, public administration, 
State and local criminal justice and law enforcezpent, computer 
sciences, civil liberties, and other related areas: 

RUSSELL W. PETERSON 
Director 

I' ~) 
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CHAPTER 1 

Summary 

The National Crime Information Center 
(NCIC) is a nationwide information network 
operated by the Federal Bureau of Investigation 
(FBI) since 1967 which provides criminal justice 
agencies throughout the country with access to 
information on stolen vehicles and other stolen 
property, wanted persons, and missing persons. 
In 1971, a Computerized Criminal History 
(CCH) file was added, containing records of in
dividual offenders' criminal histori~s. The CCH 
program has been slow to develop; only 12 
States and the Federal Government contribute 
records to the system. 

Although questions have been raised regard
ing the effectiveness of the entire NCIC net
work, CCH has been the most controversial as
pect of the system. The controversy over CCH 
has focused on the question of whether the FBI 
should be authorized to provide a message
switching service to route inquiries and re
sponses regarding criminal history information 
between States. However, this question rests on 
broader issues, including the system's potential 
impact on constitutional rights of citizens and 
on the relationships between the Federal and 
State governments in tIle administration of 
criminal justice. The possible longer term im- . 
pacts of the system on society, both desirable' 
and undesirable, have also been the subject of 
speculation. Because of these and other major 
covcerns, the Office of Technology Assessment 
(O'tA) was asked by the Judiciary Committees 
of the House and the Senate: to undertake an 
assessment of the NCIC system, with emphasis 
on the CCH portions. 

This report'is the result of a preliminary effort 
by the OTA staff and an ad hoc working group 
of experts to assess the critical issues raised by 
CCH and to identify the important questions re
garding each issue. As a preliminary effort, the 
document systematically identifies issues but 
does not try to answer the questions they raise. 

, 

Although CCH has been the subject of numer
ous studies, conferences,. and hearings, there is 
only limited information regarding the ways in 

which law enforcement and .the criminal justice 
decisionmakers as well as other government and 
private individuals and the press make use of 
criminal history information, its benefits, the 
value of nationwide access to this information, 
and the value of rapid access. Even more limited 
is information on the quality of criminal history 
records in terms of completeness, accuracy, and 
currency, and the effects of inadequate quality 
on decisionmaking and constitutional rights of 

,. individuals involVed. It must be recognized that 
computerization can eliminate certain kinds of 
errors which plague manual records. No com~ 
puterized information system is perfect. Since, 
with computers, increased transaction volumes 
are to be expected, the potential for harm from 
dissemination of inaccurate or incomplete 
records also increases. 

Much better information is needed concern
ing these and other questions raised in the report 
in order to make assessment and evaluation of 
the policy alternatives regarding CCH. 

Because of the decentralized nature of the 
U.S. criminal justice system and because the 
generation and use of criminal history informa
tion occurs mostly at the State and locallevels 
of government, the States have a primary stake 
in establishing standards and procedures for the 
keeping and dissemination of criminal history 
information. On the other hand, minimum na
tional standards also are required for an in
terstate CCH system. Attempts at comprehen
sive Federal legislation to control the collection 
and dissemination of criminal justice informa
tion have failed to produce legislation or a con
sensus as to how authority for this important 
area of control of the system should be allocated 
between the States and the Federal Government. 
The lack of·resolution'of this issue is a very 
serious obstacle' to the successful development 
of eCHo This federalism issue underlies issues 
raised in the report with regard to management, 
oversight, and planning process for the system. 

The role of the FBI as a manager of the CCH 
system should be rc:iised as an issue for f,y.rther 
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examination. By some standards, the FBI is uni
quely qualified to run the CCH program; they 
have the cooperation and respect of law enforce
ment agencies throughout the country; they 
have an extensive fingerprint identification 
function, which is necessary to support effective 
use of CCH where identity is in question; and 
the transfer of the CCH system to ~me other 
Government agency might be viewed with great 
alarm by the law enforcement community. By 
other standards, and in light of changing public 
attitudes towards privacy, civil liberties, and 
governmental controls, the FBI is placed in a 
position of great conflict of interest in bearing 
these records management responsibilities in ad
dition to its primary investigatory responsibil
ities. An argument can be made that higher 
public confidence would be attained by placing 
CCH operations in a more neutral agency. 

The Computerized Criminal History system is 
now undergoing an extensive review in Con
gress, in the Justice Department, and in the 
States. Thus art important and immediate issue 
is how to accommodate the needs and interests 
of the various levels of government, the 
Criminal Justice Community, and other 
stakeholder groups in~~,e planning process. 
Although some Federaragencies use it, the 
essence of the CCH system is that primary 
sources and users of the data are the State and 

4 

local criminal justice agencies. The history of 0 

CCH development has shown the importance of 
the States participation in the planning process. 
It is questionable that a blueprint for a workable 
system can be created without their playing a. 
direct, perhaps even principal role in the plann
ing, including participation by a cross-.section of 
interest groups who will be affected. by the 
system. 

In rethinking the CCH system, a number of 
technical system alternatives should be con
sidered. Alternative approaches to managing 
message traffic are available that might relieve 
some of the concerns raised about the' FBI mess
age-switching plan, while raising questions of 

. their own regarding costs and auditability. 
Again the federalism issue is important. Those 
who see the responsibility for maintaining and 
disseminating criminal history records as falling 
primarily with the States argue for viewing 
CCH as many different State ~ystems with a 
need to exchange information, not necessarily 
through NCrc. Those who see a strong need for 
Federal oversight and Federal standards for in
formation dissemination argue for a centrally 
managed system. 

In a future full-scale assessment, QTA will ex
amine these issues, the policy alterniltives avail
able, and their long-range implications for 
society. 
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CHAPTER 2 

Background 

NATIONAL CRIME INFORMATION CENTER SYSTEM 

(r\ The National Crime Information Center 
II (NCIC) is a national system, managed and 

operated by the Federal Bureau of Investigation 
(FBI) which uses computers and telecommunica
tion technology for transferring and sharing 
criminal justice information among Federal, 
State, and local agencies. The center is physical
ly located in the FBI's computer facility in. 
Washington, D.C. and includes a telecommuni'~ 
cation network that reaches automated or 
manual teletype terminals in all of the 50 State~, 
the District of Columbia, Canada, Puerto Rico, 
and some large cities. The service of NCIC is 
free to the participating States and the funds for 
it come from the FBI's authorization. 

II 

In addition to the Computerized Criminal 
History (CCH) system, which is the subject of 
this report, NCIC has eight files containing in
formation about wanted persons, missing per
sons, stolen vehicles, and other missing proper
ty. The summary information in these files is 
available online in response to inquiries from 
law enforcement agencies throughout the coun
try. Confirmation of the validity of the data and 
further details must be obtained from the agen
cy that originated the record. Each State has a 
single control terminal connected to the NCIC 
computer in Washington through which all in
quiri~s and record updates must be transacted. 
At the present time, there are well over 6,000 
law enforcement terminals connected to NCIC, 
averaging over 250,000 transactions daily., 

The CCH file was added to NCIC in 1971, 
following a successful demonstration of feas
ibility sponsored by the Law Enforcement 

As~istance Administration (LEAA). Originally 
conceived as an index file, pointing to records 
held in State repositories, the system, as im
pleIlJented in NCIC, stoI,'es full details of crim
inalrecords that are sUP1,lied by the States and 
the Federal Government. 

The CCH fi1e now makes available. instantly, 
more than 1,287,6421 criminal histories of peo
ple who at one time or another have been ar
rested on certain felony and misdemeanor 
charges which have been established as "cri
terion offenses." 

After 6 years of slow development, and 
despite heavy Federal funding of State systems 
by LEAA, only 12 States in addition to the 
Federal Government are contributing records to 
this national data bank for use by their own 
agencies, by other State agencies, and by 
Federal agencies. Two of the earliest States to 
develop CCH programs, New York and Penn
sylvania, withdrew from the system in 1974, 
finding that they could'not justify the cost of up
dating the duplicate records held by NCIC. 

Despite this slow development, criminal jus
tice practitioners are virtually unanimous in 
their view that interstate exchange of criminal 
ldstory information is necessary for the effident 
and effective administration" of justice. State of
ficials express the view that implementation of 
CCH has been slow~d by indecisiveness and 
confusion on the part of the Federal Govern
ment. 

lAugust, 1978 NCIC Newsletter. 
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m~nt to develop a plan for collecting and shar
ing the records of people involved in the ad
minis~ration of crimirtal justice. 

The early Project SEARCH reports on ~he 
need for privacy, confidentiality, and securlty 
in the new systems addressed the social and 

.. political concerns being expressed in Congress 
and elsewhere in the Nation about the ways of 
achieving a just and fair society, accountability 
in government, how to prevent unwarranted 
surveHlance and other invasions of privacy, and 
how to combat crime effectively. Principles 
were laid down concerning data content, rtUle~ 
of access and data use, dissemination, rights of 
challenge and redress, and administration. 

LEAA began funding· the development of 
State information technology that would enable 
States to computerize their files and participatcr 
in the system. By congressional mandate, they 
also began deveioping legislation to provide 

o standards for information syst.ems that they 
f~nded. In 1973, Congress amended the Safe 
Streets Act of 1968 to require that all criminal 
history information collected, stored, or dis
seminated through LEAA support shall contain, 

. to the maximum extent feasible, disposition as 
well as arrellt data where artest data is included. 
These activities afe to take place under pro
cedures reasonably designed to ensure that all 
such information is kept current; the Adminis
tration shall assure that the security and privacy .. 
of all information is adequately provided for 
and that information shall only be used for law 
enforcement and criminal justice and other 
lawful purposes. In a,ddition, an individ~al who 
believes that criminal history informatIon con
tained in an automated system is ihaccurate or 
incomplete is entitled to review and correct it. 

During the 92d, 93d, and 94th Congresses the 
House Judiciary Subcommittee on Civil and 
O:mstitutional Rights and the Senate Juqiciary 
Subcommittee on Constitutional Rights held 
hearings on the various legislative proI;>osals to 
set privacy, confidentiality, and secunty stan-

. dards for arrest records and for any Federal or 
federally supported, criminal justice information 
systefils. . 

Testimony included that of Federal and State 
law enforcement officials and admirtls-trators in
volved in many different criminal justice pro
grams; groups concerned with protection of pri-

10 

vacy and civil liberties: spokesmen for pre~s, 
radio and television interests concerned 'WIth 
unfettered access to information; constitutional 
law experts concerned with acc,?untability in 
government; computer professlOnals; State 
officials concerned with demands and controls 
that would be placed on standards and uses of 
computer technology, and partic?-larly on Sta~e 
computer opetations; representatives froln bUSI
ness, industrY, and other organizations who 
used arrest records; and many others q>ncerned 
with the effects on rights to due process of. law 
under current practices as well as the range of 
possibilties for affecting such rights in future 
programs. 

During these congressional studies, according 
to one expert observer, five major issues dom
inated the agenda:2 

1. What general rules if any should be set by 
Federal law to restrict the exchange of 
criminal justice information between 
criminal justice agencies? /_ 

2. What general rules should gover.i;j the 
. release of criminal justice information out
side the criminal justice community? 

3. The extent, if any, of sealing or purging of 
records? 

4. What rules should govern the collection 
and exchange of criminal justice intell
igence and investigative files? and 

S. Who should administer any Federal 
legislation-the Attorney General or a 
Board composed of private citizens and 
representatives of the States and Federal 
Government? 

The problem of how to set controls on intel
ligence and investigative information with other 
criminal justice arrest records was a particularly 
difficult legislative task. Some congressional 
sponsors of legislation and many witnesses felt 
that it wo'uld b~ impossible and unwise to set 
specific stanQ.ardb"for.colledion and .dissemina
tion of criminal history records WIthout any 
statutory controls on dissemination of more 

. sensitive and potentially damaging intelligence 
information which Federal and State agencies 
maintained about people. 

The extensive congressional hearings on this 
draft legislation produced a high degree of co-

2Mark Gitenstein, address before the International 
Seal;ch Symposium, 1975. 
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operation between Congress and the executive 
,branch, and, among Federal and State law en
forcelftent and criminal justice officials, press 
. and media, civil liberties representatives, and 
other interested parties. However, no consensus 
could be reached which was strong enough to ' 
supporl;:o final passage of legislation specifically 
to control law enforcement and criminal justice 
records. This was connected to and reinforced 
by the fact that the Justice Department under
took to draft regulatiofis to reflect the consensus 
already developed and to set privacy and securi
ty. standards for routine exdlimge of criminal 
history information by the FBI as well as for the 
federally funded criminal history record.systems 
a~ the State and locallevel. 

The further deve)opment of a national con
sensus on what the public demands from offic~al 
information systems was fueled by a Depart
ment of Health, EducatiOil, and Welfare (HEW) 
Report on records on computers in early 1914 
which summarized many of the current con
cerns about fairness and accuracy in govern
ment information programs and use of personal 
records. The report called for an application of 
"fair information practices" in the management 
of aU personal records systems, including pro
cedures for access, challenge, and rebuttal, for 
keeping da~a accurate and current and control
ling improper dissemination. However, the 
scope of its recommendations generally ex
cluded law enforcement and criminal justice 
records.' 

The report's findings encouraged the intro
duction of bills in many State legislatures and in 
Congress. 

In Congress, such bills were introduced and 
.. the Senete and Hource Government Operations 
Committees held hearings on what was to be
come the Privacy Act of 1974. This statute, for 
the first time, ',' established broad management 
principles and standards for the protection of 
privacy, confidentiality, and security in the 
Federal Government's computerization,collec
tion, management, use, and disclosure of per
sonal information about individuals. 

In considering the scope of the act, the com
mittees took note of the pending criminal justice 
bills and the forthcoming Jt~fltice Department 
regulations, and refrained from completely in
cluding law enforcement and criminal justice 

records. However, with respect to criminal his
tory records under the control of Federal agen
cies, Congres~ did require application of the 
ad's general rules for pt,lblic notic:es of record 
systems, for individual rights of access and 
challenge,. !:.!ld for standards governing' tonH ... 
dentiality, security, and data quality. 

A preliminary review of the hearings, doc
uments, reports, and commentaries shows that 
many of the issues and questions raised in this 
report are not new. They have been raised and 
discussed ever since the CCH plan was con
ceived. Some of them have been discussed since 
the f~unding of our country. They have been 
the subject of numerous congressional hearings, 
of countless studies and conferences by private 
organizations, of judicial decisions, and of 
scholarly commentaries by experts. They have 
concerned Presidents, legislators, and judges; 
special interest groups in the public and private 
sectori public interest groups; and professional 
organizations of all kinds. They continue to 
concern directly every citizen who has been 
caught up in the machinery of criminal justice 
and whose record profile, however accurate or 
inaccurate, relevant or irrelevant, stale or time
ly, may be part of this Federal-State data sys
tem. 

They concern every person whose chances for 
employment, professional license, and many 
other rights, benefits, and privileges may de
pend on someone searching a computerized file 
for information. '~, 

\\ 

Ultimately, these questions and issues also 
concern every American who is a potential sub", 
ject for some government decision on that per
son's arrest, detention, bail, prosecution, trial, 
sentencing, Amprisonment, parole, rehabilita
tion, and employment. Finally, since they relate 
to matters of proper, fair I constitutional gather
ing, use, and disclosing ·of personal information 
about citizens, the issues raised by the applica
tion of technology for the CCH data system di
rectly relate to the well-beix{'B' of our Constit~-
tion and to the health of our society. I ;<' 

In addition to these individual concerns, these 
issues, potentially involve every community that:] 
wants to use the best available means for fight
ing crime through effective law enforcement and 
swift, fair justice for offenders, The)5 concern 
those who see popular control over local go,,-

11 
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ernmen~s the most desirable instrument for 
democruiic self-government. To others, Federal 

controls and sanctions for this kind of system 
are the best guarantees for 'freedom. 

THE PRESENT SITUATION 

()T~e present situation (~volves pla~s for ex
pansIOn of NCrC for message-swItchmg capa
bility including the CCH records. 

In July '1973/ the PBI asked Attorney General 
Richardson's permission to implement message
switching capability that "would allow NCIC 
users t.O take advantage of the NCIC telecom
munications network to transmit and receive 
messages to and from other NCIC users." The 
Deputy Attorney General on October I, 1974 
wrot~ the FBI Director "that it was deemed ap
propriate for the FBI to engage in limited mes
sage-switching but that any action to implement 
the decision must be preceded by the estab
lishment and approval of an implemenfation 

, plan." The NC-IC Limited Message-Switching 
Implementation Plan was distributed in April 
1975. Attorney General Levi did not act on it. 
FBI Director Kelley requested permission to ter
minate FBl participation in the CCH system. 
Action on this request was also deferred and the 
FBI was directed to proceed wi th decentralizing 
CCH records back to the participating States. 

Members of Congress and concerned subcom
mittee chairmen have been informed that this ef
fort would be based on adoption of a compre
hensive "Blueprint" for a decentralized CCH 
program, and the Justice Department has agreed 
that this will be developed with the NCIC Ad
visory poHcy Board, interested Members of 
Congress, State CCH program officials, and 
State identification officials. Justice Department 
officials have also indicated that the FBI will not 
be authorized to perform message~switching un
til the approval by the Attorney General and 
Congress of whatever "Blueprint" is finally 
developed by CCB decentralization. 

I 
The Deputy Attorney General states: "the I 

Department ha.s no preconceived notion as to I 

what ultimate \~olution will be adopted." "The 1 
goals which we shall be striving toward include i 

identifyLl1g and implementing the type of -,sys
tem(s) which satisfy both the spirit of QUI'con
stitutional democracy and the needs of our 
1:riminal justice community." The Department 
views these as "fully compatible goals." 
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At the same. time, the States are preparing 
their own positions as to the future of CCH, 
both individually and through their member
ship in SEARCH Group, Inc. 

Reasons for the FBI's lack of enthusiasm fqr 
continued participation in the CCH system were 
described as follows in an Apri116, 1976 FBI 
memorandum: lack of State participation, un
derestimation of costs and effort which would 
be required to establish, collectl and maintain 
data for the more elaborate CCH record format; 
nonexistent or slowly developing State technol
ogies; a lack of required discipline and coopera
tion within State criminal justice systems; and 
the controversy surrounding establishment of 
the CCH file which has been disruptive to the 
growth and progress of the CCH program. In 
addition, there have been misunderstandings 
regarding the reason the FBI is attempting to 
gain approval for limited message-switching; 
for instance, it is feared by some that the FBI is 
attempting to supplant the National Law En
fereement Telecommunications Systems, Inc. 
(NLETS), ('ind that they would be in a position 
to monitor all law enforcement communica
tions. The Identification Division has a criminal 
history record file representing 21.4 million 
records contributed by all 50 States and the FBI, 
while CCH has records contributed by 8 States 
and the FBI. Most States continue to rely 
primarily ¢h the Division services and this 
diminishes -motivation for taking part in the 
CCH program. Finally, there is uncertainty 
about the permanence of legislation and regula
tions to govern NCIC-CCH, particularly those 
on privacy and secu;ity. 

In the course of this planning process, the 
Department of Justice and FBI officials have in
terviewed and evaluated the views of a number 
of State officials and CCH user groups. Excerpts 
from their report appear in appendix B. 

If some of the issues and questions are old; 
what is new is this critical moment of decision 
for the future development of the system which 
is now faced by Congress, the Justice Depart-

',~ Cj 



ment, and the State and local agencies who use 
such information. Decisionmakers now are 
presented with new opportunities for applica
tion and rearrangement of the informaHon
processing and telecommunications technology 
in the light of changes in our society I in our 
economy, in concepts of federalism, and in the 
public expectations of effective law enforcement 
work combined with effective government rec
ordkeeping and fair use of information wher
ever it affects the citizen. 

Changes in juri,sdictions of the Judiciary 
Committees and in the congressional budget < 

process mean that for the first time in the debate 
over the issues, responsibility for substantive 
policy and legislative oversight is joined with 
responsibility dUthe FBI budg!,!t. What is new, 
furthermore, is increased awareness of the need 
for careful fact-finding on matters which may 
determine the successful structuring of the CCH 
system according to the changing and varied 
needs of government and society. 

13 
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CHAPTER 3 

Issues 
INFORMATION NEEDS 

Criminal Justice Requirements 

ISSUE 

The requirements of the criminal justice 
systC:!m for Computerized Criminal History 
information are not identified sufficiently 
to SUpport planning and evaluation of an 
interstate system. 

SUMMARY 

Criminal justice and law enforcement practi
tioners are virtuallv. unanimous in their view 
that interstate exch~nge of criminal history in
formation is necessary for the efficient ana ef
fective administration of justice. Criminal jus
tice agencies at all fUilctionallevels, from police 
to prisons, could benefit. Interstate exchange of 
criminal history information cou1d aid ongoing 
efforts to identify career criminals, to fit deci
sions and treatments to the indi'\1idual criminal 
as well as the crime, and to reduce disparities in 
prosecution, sentencing, commitment, and 
parole decisions. The benefits of rapid access to 
out-of-State criminal history records are sug
gested, but not conclusively demonstrated, by 
preliminary studies. As many as 30 percent of -
individuals with criminal history records show 
arrests in more than one State, and many crimi
nal justice agencies perceive a need for im
mediate access to criminal histories. As the mo
bility of the population increases in the next 
decade, this demand will also increase. 

Yet 'attaimnent of these promised benefits re
qtpres that c:riminal history records themselves 
bez,\::omplete, accurate, and current. Moreover, 
the mechanism to permit interstate exchange 
must be designed to conformity to State and 
Federal restrictions on the dissemination of 
criminal histories. The value of ouf-of-State 
criminal history information might be limited if 
positive identification linking the subject with 
the record cannot be made promptly. The_~.('tent 

3S-738 0 - 18 - 4 

or problems of the identification requirement 
are not well established. 

Much more investigation is required to assess 
the merits of the proposed Computerized Crimi .. 
nal History (CCH) System and to evaluate alter
natives. 

QUESTIONS 

1. In what ways do, or could, the various 
State criminal justice agencies use CCH in
formation to support the administration of 
criminal justice including criminal justice 
decisionmaking7 

2. How do, or could, the numerous Federal 
law enforcement agencies make use of q:H 
information? 

3. To what extent do in-State criminal 
histories satisEy the needs of State criminal 
justice agencies? 

4. To what extent, and for what types of 
crimes, would access to out-oE-State ClCH 
information on a regional basis satisfy the 
needs of State criminal justice agencies? 

5. In what ways are the requirements for na
tionwide access to CCH of Federallaw-en
forcemen~gendes different from the nEleds 
of State and local agencies? 

6. To what extent do differences in laws 'and 
practices among States constrain or limit 
the value of interstate dissemination of 
CCH information? 

7. To what extent, and in what circumstances, 
could CCH needs of~,criminal justice aglm
cies he satisfiedby system response times, of 
1 or 2 days or a few hours? ' i, 

8. Do police users of CCH information r,e
quire significantly faster response times for 
investigatory purposes? Why? 

17 
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9. To what extent is positive fingerprint iden
tification required before using CCH in
formation in criminal justice decision
making? 

10. What will be the operational impact if iden
tification bureaus cannot respond to iden
tification requests within a few hours? 

DISCUSSION 

The criminal justice system has operated over 
the years with inadequate information, lacking 
completeness, accuracy, and timeliness. It is 
only in the last 10 years that any significant 
progress has been made towards improving the 
level of criminal justice information systems. 

Despite its limitations, the law enforcement
crimi rial justice community has recognized the 
great value of criminal history information. 
Since 1924 the Flederal Bureau of Investigation 
(FBI) Identification Division has maintained a 
manual file of arrests, and dispositions when 
supplied, based on records submitted by local, 
State, and Federal law enforcement agencies. 
Routinely, but on a voluntary basis, these agen
cies send arrest records accompanied by finger
prints of the individual involved to the FBI 
where a search for an existing record is con
ducted. If found, the record iscaugmented with 
the new information; otherwise a new record is 
created. At present, the Division's identification 
records represent over 21 million individuals. 
When supplied with a fingerprint card, the FBI 
is able to search its files and determine if the in
dividual has a prior record on file. This major 
service of the FBI is routinely 'Qsed. by law en
forcement. Inquiries and responses are made by 
mail with a response time of about 2 weeks. In 
addition to the FBI fiies, some States have main
tained their own State criminal history files. 

These manual criminal history records, or rap 
sheets, tend to be incomplete. Since the historic 
relationship is between the FBI and local police 
departments" and not with the prosecution or 
courts, there has been no guarantee that disposi
tions following an arrest will be reported to the 
FBI. One internal FBI studyl showed that less 
than 50 percent of entries examined contained 

G 

lDisposition Systems .and Procedures-Feasibility 
Study, Final Report, Nov. 11,1976, Identification Section, 
FBI. 
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disposition data. Furthermore, of those records 
with dispositions, almost 20 percent were not 
posted until more than 18 months after the 
arrest. * 

Criminal history information is used through
out the justice system as a basis for decision
making. Police rely on criminal history infor
mation in evaluating potential suspects in cases 
under investigation. Prosecutors look to prior 
involvement with the justice system as a consi
deration in determining whether or not to pros
ecute a case. The information is used to deter
mine whether an arrested individual should be 
detained, released on bCli!, or on his own reca'g
nizance. Corrections workers and judges have 
similar mandates and the Defense Bar has, 
through discovery procedures, obtained back
ground on their clients from criminal history 
records. 

Federal law enforcement agencies both con
tribute to and use criminal history information. 
In addition to the FBI itself, there are 27 Federal 
agencies with law enforcement authority that 
have access to this information, including for 
example, the Bureau of Alcohol, Tobacco and 
Fire Arms, the U.S. Department of Agriculture, 
the State Department Passport Office, the Inter
nal Revenue Service, and the various branches 
of the military service.:.! 

In the past, obtaining this information could 
take 2 weeks or more. This often meant that it 
wasn't available for use at points such as 
arraignment occurring early in the adjudication 
process. i'vfore recently, in at least some States 
(e.g., California and New York) the magistrate 
before whom the subject must be brought with
out unnecessary delay has been required by 
statute to consider criminal history in making 
the decision whether to retain the subject in 
custody. The prosecution is similarly required 
to evaluate criminal history as part of the charg
ing process. These uses of criminal history in
formation require rapid access, usually within a 
few hours. In New York, there is a legal require
ment for positive fingerprint identification 
before the information is used and the State has 

*Some of these late disposition postings are no doubt 
attributable to long adjudication times rather than report
ingdelays. 

lNCICMailing/Telephone List, Nov. 7, 1977. 



installed a facsimile network to make this possi
ble. 

Studies have shown that about 30 percent of 
individuals with criminal history records show 
arrests in more than one State. This evidence, 
and a desire to speed up and improve the quality 
of criminal history reporting have been impor
tant motivations for the development of the 
CCH program. Efforts have gone both in the 
direction of improving the data-handling and 
reporting procedures, including automation, 
within the States, and developing a nationwide 
CCH program to make out-of-State criminal 
history information rapidly available. 

A better and more quantitative assessment of 
the situations in which out-of-State data could 
be useful and the rapidity with which the in
formation is needed would greatly assist the 
CCH planning process. Some survey should be 
c(>I),ducted on the state of the law concerning the 
reqhirement that prior criminal history be con
sidekd in charging, receiving evidence, and 
passing sentence. Also useful would be an 
analysis of the extent to which interstate CCH 
information exchange would be regional in 
nature. It has been estimated, for instance, that 
more than 90 percent of the multiple-State of
fender records associated with people arrested 
in California come from contiguous States. 

If positive fingerprint identification becomes 
a strict requirement before CCH information 
can be used in criminal justice decisionmaking, 
the utility of rapid access to out-of-State 
criminal history information may·depend on the 
speed at which the identification proces;s can be 
accomplished. The potential problem lies in the 
case where an arrest is made in State A where 
the person has no prior record and the CCH 
system discloses a record in State B. Unless a 
mechanism for interstate transmission and iden
tification of fingerprints is created that will 
allow positive identification in a few hours, 
these out-of-State CCH records will either be 
unusable or will be used with less than positive 
identifica tion. 

There is no question that access to a subject's 
criminal history might be appropriate bey\ond 
the area of its occurrence: the Federal and S\~ate 
legislatures are im;:reasingly requiring not only 
that the punishment fi~ the crime, but the pros
ecution fit the criminal. And on the face of it, 

the criminal justice user is working with only 
part of potentially available information if out
of-Stat~ records are not available. But there 
have been no analyses performed to show the 
potential benefit to any criminal justice deci-
sions of the use of out-of-State data. However, 
surveys of potential user's perceived needs do 
show a general desire to have this data avail
able. 3 

The potential benefits of the timely avail
ability of complete and accurate criminal 
history information come from the potential of 
improving the quality of decisionmaking. The 
first offender who might otherwise have been 
detained before trial would benefit. Society 
would benefit from the imprisonment of the in
dividuals with multiple out-of-State convictions 
who otherwise might have been put on proba
tion. But hard information on the potential 
benefits of timely availability of criminal 
history is lacking. The data quality needs of 
criminal justice decisionmaking are also not 
understood. 

The consequences of defects in record quality 
such as incomplete, incorrect, or ambiguous 
criminal history entries on decisionmaking is 
simply not known. That the criminal history 
files presently in use are woefully incomplete 
seems clear. Undoubtedly a concerted effort 
must be undertaken to improve disposition re
por:ting. But since no system can ever be made 
perfect, some tevel of error will always exist. 
Quantitative measures on data quality matters 
will be difficult to come by. However, the at
tempt is essential because of the apparent con
flict between the perceived needs of the justice 
system and the concerns discussed in the next 
section that defects in record quality could lead 
to significant harm to individuals' rights to due 
process and privacy. 

,1oSearch Group Inc., 'The American Criminal History 
Record," Sacramento, Calif., Technical Report No. 14, 
1976. 
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Constitutional Rights 

ISSUE 

The threats to constitutional rights poten
tially posed by a CCH system are not suffi
dently identified for planning and evalua
tion of an interstate system. 

SUMMARY 

The CCH system was conceived to enhance 
the administration and effectiveness of the 
criminal justice system. This objective is certain
ly in the public interest. Also certainly in the 
public interest are the protection of the privacy I 
civi11iberties, and rights to due process, of in
dividuals affected by the system together with 
rights of freedom of information. Harmonizing 
these parallel and sometimes conflicting in
terests will require public policy decisions. The 
present climate is clouded by the absence of 
well-established information on the complete
ness, ambiguities, and accuracy of criminal his
tory data, and on the nature of injuries to indi
viduals that could be caused by improper use of 
CCH records or inadequate CCH records. The 
extent of actual incidence of such injuries is also . 
unknown. . 

It must be recognized that computerization 
can eliminate certain kinds of errors that plague 
existing manual records. Yet, because manual 
records are not disseminated widely, the errors 
tend to be localized. With computers, the trans
action v(jlume and dissemination will increase, 
as will the capacity to widely disseminate inac
curate or incomplete records. The potential for 
harm is therefore much greater with computer
ized systems. It is important for policymakers to 
understand the origins, frequency, and conse
quences of erroneous or incomplete .records in 
order to strike a fair balance between potential 
harm and potential benefits. 

CCH information is also used for evaluation 
of applicants for employment or licenses as per
mitted by Federal and State statutes. Since State 
practices differ considerably, the effe\:t of in
terstate CCH could be significant. The harm to 
individuals' employability that. can 'be caused by 
incomplete, inaccurate, or improperly disclosed 
records is recognized, but information on the 
extent of the problem, is not available. 
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There has been considerable debate on the 
merits of purging or sealing criminal history in
formation based on considerations such as age 
of record, or the principle that such information 
is unlikely to provide a reliable guide to the 
behavior of the individual. While a few States 
have established such procedures, present Fed
eral regulations set no such requirements. 
Again, little hard information is available to 
guide policy on this matter. 

Another viewpoint is that criminal history in
formation is public record material that should 
be made available under freedom of informa
tion principles. 

Dissemination of CCH information is limited 
and controlled by statute in some States and by 
Department of Justice regulations. However, in
dividual State planning, modification of the 
regulations, and demonstration of compliance 
has moved very slowly. The Law Enforcement 
Assistance Administration (LEAA) extended the 
deadline for submission of State dissemination 
plans to March 1978, an extension of 2 years 
from the original schedule, an indication of the 
difficulties involved. Generally, the plans sub
mitted are expressions of intent, not of com
pliance actually achieved. 

Further information is needed to assess the 
potential danger to constitutional rights, as well 
as the needs and benefits of CCH discussed in 
the previous section, before conclusions as to 
the proper data quality standards and dissemi
nation restrictions can be drawn. 

QUESTIONS 

1. To what extent do the records submitbed 
by the individual States and the Federal 
Government comply with the existing 
standai'ds\ of accuracy, completeness, se
Gul'ity, currency, etc., established in Title 
28CFR? 

2. What sorts of injury to individuals can 
result from the use of incomplete or inac
curate CCH information in any category 
of criminal justice dedsionmaking? 

3. To what extent do these injuries occur? 

4. What other uses of the CCH files or in
quiries, such as "flagging" the names of i1l
div~du~ls involved in 'activities protected 
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by the first amendment, for example, 
might present a threat to individual rights 
or civil liberties? 

5. To what extent, if any, might the in
terstate dissemination of CCH informa
tion create or increase civil liberties prob
lemsin: 

a. differences among States in definition 
of crimes causing error or confusion in 
criminal justice decisionmaking based 
on out-of-State CCH information; 

b. Disclosure of out-of-State information 
to employers or others that would not 
be permissible in the State record? 

6. What purging or sealing policy, if any, 
should be established to limit the "mem
ory" of the CCH system for individuals 
wht) have had no recent arrest history? 

7. Are existing access controls and logging 
requirements sufficient to control unau
thorized use of CCH data 7 

8. How can the system be effectively moni
tored and audited to ensure that the sys
tem standards are met? 

9. What monitoring and auditing mecha
nisms can ensure that actual occurrences 
of injury to individual liberties will 
become known to the system and to the 
public? 

10. Which local, State, or Federal programs 
for handling CCH information have bee'n 
most effective· in protecting constitutional 
rights? How might other National Crime 
Information Ct!nter (NCIC) participants 
be encouraged to consider adoption of 
th~ae programs? 

11. What changes, if any, should be con
sidered in standards regarding listing of 
arrest charges, CCH disposition entries, 
investigative uses of CCH records, and 
validation of CCH records to protect the 
civil rights and liberties of persons whose 
records are contained in the system? 

12. What changes, if any, to existing Federal 
resolutions or laws, should be considered 
for protection of individual rights when 
CCH information is used for preemploy
ment or licensing purposes? 

1a. If the privacy act is amended to cover 
criminal investigatory records, if Federal 
agencies lose their sovereign immunity 
protection, and/or State courts decide to 
remove such immunity for State govern
ments, to what extent will there be less 
need for congressional action regarding 
NCIC privacy safeguards 7 

DISCUSSION 

A variety cf concerns have been expressed re
garding the effect of the CCH program on con
stitutional rights. The most immediate concerns 
deal with the possibilities of direct harm to in
dividuals involved in the criminal justice proc
ess through the use of CCH information to sup
port decisionmaking. Similarly, the prospective 
effects on individuals of dissemination of CCH 
information for preemployment and licensing 
purposes has raised concerns. These are the 
main subjects discussed in this section. Less im
mediate civil liberties issues such as potential 
long~term effects of CCH on the criminal justice 
system, or the potential of the system to be 
manipulated illegally are discussed under Social 
Impacts (p. 44..) 

CCH AND CRIMINAL JUSTICE DECISIONMA1<A~G 

Criminal history records are used by all 
segments of the criminal justice community for 
a variety of purposes. During the investigat:ion 
of a crime, police may examine criminal hist,ory 
records of potential suspects under the belief:
that a prior history of arrests for crimes similar 
to the one in question, or the lack thereof, is 
suggestive of the subject's likely involveme\llt. 
Criminal histories can provide usefulleadg to an 
investigator such as aliases and prior addresse:~. 

After arrest, if available in time, criminal 
history records are commonly us_cd to evalUiHe 
the defendant's right to release on bail. In m3:py 
jurisdictions, criminal history rec'Prds influetlce 
the district attorney's decisions as to obtainin1~a 
felony indictment, or willingness to accept' a 
misdemeanor disposition. In some States, laws 
specify that prior convictions raise to the felony 
level a crime that otherwise would have been a 
misdemeanor. 

After conviction, most State laws require the 
court to consider the defendant's criminal his-
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tory recQrd in determining the sentence. Proba
tion officers and officials in many other pro
grams use criminal histories to assist in their 
decisionmaking. Correctional officials use the 
information to assist in assigning the individual 
while he is institutionalized. Finally, parole 
boards in some States request criminal history 
records when determining whether an inmat.e 
ShO.lld be released en parole. . 

The speed of response needed for these dif
ferent uses of criminal history records varies 
widely. Response time measured in hours is 
probably adequate for most purposes. Law en
forcement agencies have expressed .a need for 
much faster response times, 4 but strong substan
tiating arguments have not been presented. 

This pervasive use of criminal history in
formation throughout the justice system was 
one of the motivating forces for development of 
CCH so that the information would be available 
in a timely manner, and to improve the tracking 
of events in the processing of each case so that 
the criminal history record would reflect the 
final disposition. Following the recommenda
tions of a Presidential Commission in 1967,5 
rapid development of State computerized crimi
nal history programs took place. According to 
the FSI, 20 States are now either full par
ticipants in the NCIC/CCH program or in the 
final stages of program development. 

CRIMINAL HISTORY RECORD QUALITY 

The operations of the criminal justice system 
impose some limitations on the quality of crimi
nal history records. First, an offender's record is 
not necessarily representative of the behavior 
which mandated the creation of (or additions to) 
his record; and second, some criminal justice 
agencies are more cooperative and responsive 
than others in furnishing the data. Both of these 
situations affect fundamental aspects of data 
quality. Other important aspects would include 
policies on who can enter or change data, how 
can the data be changed, when data are to be 
sealed, and to what extent they are sealed from 
different users. 

4lbid. 
'President's Commission on Law Enforcement and Ad

ministration of Justice, The Challenge of Crime in a Free 
Society, U.S. Government Printing Office, 1967. 

22 

The ability of the written record to accurately . 
document the past criminal behavior of an of
fender is poor and will remain so for the foresee
able future. First, not all of the offender's known 
offenses result in conviction. A rule of thumb is 
that it takes about three arrests before a convic
tion is secured, because of formal and informal·' 
diversion programs. Second, even when a con
viction is secured, plea bargajning often makes 
it unlikely that the charge at conviction reflects 
the nature of the criminal event. And since plea 
bargaining is more prevalent in urban than rural 
areas, this means that a rural offender commit
ting the same offenses as an urban offender will 
probably look a lot worse on paper (or on CCH) 
than his urban counterpart. On the other hand, 
the charges at arrest may exaggerate the nature 
of the event. The police may overcharge an indi
vidual, knowing that it will probably be bar
gained down to a lesser charge. 

Criminal history records are often in
complete. Arrests are recorded quickly, while 
dispositions are recorded more leisurely, if at all 
(in some jurisdictions). Part of the reason is the 
fact that the police are responsible for supplying 
arrest data to the FBI, while the prosecutor and 
courts have the disposition data and do not have 
as strong a relationship with the FBI as the 
police. Furthermore, the judiciary is a separate 
branch of Government, so its cooperation in a 
CCH system run primarily by and for enforce
ment agencies has been limited. 

There is evidence that disposition reporting is 
slowly improving. Certainly the intent is clear. 
The LEAA. regulations mandate disposition re
porting within 90 days. The States are now 
preparing plans setting forth their operational 
procedures to comply with this requirement. 
Successful implementation of profllpt and com
plete disposition reporting is of utmost im
portance to any future success of CCH systems. 

RECORD QUALITY DEFICIENCIES 

The implementations of CCH has brought in
to focus a number of concerns about criminal 
justice decisionmaking, most of which relate to 
claimed defid"",'lcies in some aspect of rec:ord 
quality, e.g., .accuracy, currency, or com
pleteness. The most appa.rent of these deficien
cies is absem::e of disposition information asso
ciated with arrest entries in the record. Because 
of delays and gaps in the reporting procedures it 



has been estimated that 50 percent of the arrest 
records do not have disposition information. * 
Other alleged deficiencies include partial, er
roneous, and ambiguous disposition listings. 

Many of the civil liberties questions regarding 
CCH-in particular questions of due process
center on the effects of record deficiencies on 

''.:C,riminal justice decisionmaking. The criminal 
justice process is characterized by the exerd,~ of 
great discretion and bargaining at key points. 
Much of this discretion is exercised informally t 
and is in part influenced by the criminal history 
record of individuals. In some urban areas, 
more than 50 percent of those arrested by police 
are screened out of the judicial process before 
formal accusation; of those who do make a 
court appearance, the vast majority plead guilty 
in accordance with pre-arranged bargains struck 
between defendants, prosecutors,. and police. 
(This topic is discussed in more detail in the 
Social Impacts section of this report.) 

Those questioning the CCH system have 
argued that an individual's prior arrests count 
against him in the bargaining process even 
where the arrest charges were eventually 
dropped or the case resulted in an acquittal 
because this information is often not contained 
in the criminal history. The argument is made 
that the situation is so serious that entries 
without dispositions should not be permitted to 
be used, even by criminal justice agencies, 
unless the case is definitely known to be still 
pending. Others argue that this measure . .Would 
deny highly useful information to officials who 
ate fully competent to understand the limita
tions of the data, and would result in saturation 
of the system. 

;:rrhis debate is now being argued in the courts. 
A(tJp.ast one majorcase6 is in process at this time 
arguing that the State CCH records maintained 
and disseminated by the New York State Divi
sion of Criminal Justice Services and supplied 
by the New York Police Department have poor 

I' 

"The FBI, in a recent internal study (see Footnote 1) 
found that less than 50 pen:ent of the entries in their 
manual criminal history file contained disposition data. A 
recent sample of New York State records (see footnote 6) 
showed 3. blank disposition colum~ in 57,3 percent of listed 
arrest events since Jan. 1, 1973. 

bTatum, et al. vs. Rogers, 75 Civ. 2782 (S.D.N.Y.) 
Plaintiff's Pre-Trial Memorandum of Law, Sept. 9, 1977. 

data quality with the consequence that constitu
tional rights of individuals have been violated. 
Although the issues in this case are directed en
tirely at New York State's own CCH system, its 
outcome may have profound implications on aU 
aspects of interstate CCH. 

This whole isslle is badly clouded by lack of 
information. We need to know the real extetlt of 
quality deficiencies in both the existing manual 
and computerized criminal history systems. It is 
unfortunate that so little assessment of data 
quality has taken place. Neither the State CCH 
repositories nor the FBI have conducted the 
kinds of audits that would supply this informa
tion. Nor is there much documentation other 
than anecdotal evidence of the extent to which 
individual rights are actually being affected by 
the present system. Also, the data is not avail
able to estimate the relative extent of under
charging (plea bargaining,' etc.) and over
charging and the conditions under which each 
occur. 

Standards for access and security and privacy 
have been the subject of extensive debate. 7 8 9 

But in the absence of qti~.mtitative information. 
about the weaknesses of existing practices, ana 
an understanding of the obstacles to their im
provement, the necessary discussion of what 
standards should be becomes very difficult. 

PREEMPLOYM,fNT AND LICENSING USE OF CCH 

Criminal history record information is also 
disseminateci for local and State employment or 
licensing purposes to the extent that it is author
ized by Federal or State statutes. It is estimated10 

that 20 percent of the requests for State CCH in
formation originate from noncriminal justice 
agencies. By present regulafions,ll arrest data 
more than 1 year old is not disseminated for 

7Search Group Inc., "Standords for Security and Privacy 
of Criminal Justice Information," Sacramento, Calif" 
Technical ~eport No. 13 (Revised), January 1978. 

sSearch Group Inc., "Access to Criminal Justice In
formation," Sacramento, Calif., Technical Memorandum 
No. 14, October 1977. 

9M. D. Maltz, "Privacy, Criminal Records and rnforma~ 
tion Systems," in Operations Research in Law Enforce
ment, Justice, and Societal Security, Lexington Books, 
1976. 

lOSearch Group Inc" "The American Criminal History 
Record." 

1I28 CFR-Judicial Administration, 20.33(3). 
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these purposes without accompanying disposi
tion information unless active prosecution of 
the charge is known to be pending. Federal 
agencies authorized to obtain information for 
employment background checks under author
tty of Federal Executive Order receive criminal 
history information wHhout restriction and 
generally have access to Federal investigative 
and intelligence information as well. 

Individual States have their own regulations 
and statutes to govern dissemination for these 
purposes. The State regulations vary drastically 
.r:egarrung the types of employments and licens
ing for which criminal histories can be used.12 

Furthermore, some regulations contain pro
~dures for deleting information not de~med 
relevant to these uses of the data. As a 'conse
quence of the diversity of State regulations, it is 
likely that information may be obtainable from 
another State that is nofpermissible for use in 
the inquiring State. Furthermore, information 
now available for Federal agency background 
checks through the FBI files might become un
available if the inquiry is made directly to the 
State of origin. Careful control and monitoring 
over interstate dissemination for these purposes 
may thus be required to ensure that all appro
priate regulations are being met. 

One member of the working group felt that 
the private sector is entitled to more access to 
CCH information and that denial of this access 
only forces the use of illegal or roundabout ap-

UAmerican Bar Association, "Laws, Licenses, and the 
Offender's Right to Work," National Clearing House on 
Offender Employment Restrictions, 1974. 
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pro aches to obtain access.13 For example, in 
TIIinois, a Firearms Ownership Identification 
Card (FOIC) is required for an individual who 
wishes to own a gun legally. Grounds .for deny~ 
ing an individual an FOIC include conviction of 
a criminal oHense. Some firms require a pro
spective employee to obtain an FDIC (at the 
firm's expense) as a precondition of employ
ment. In this way, they find out if the prospec
tive employee has a criminal record. Numerous 
examples o.f illegal disclosure of criminal history 
information by police personnel have also been 
reported . 

He further argues that too stringent restric
tipQ~ on access by private sector employers 
cl,rJ. ) make matters worse, especially in light of 
thi:.riberal access permitted Federal Government 
employers. As the law presently stands, the 
Department of Labor can check the record of 
every clerk-typist it considers hiring, but the 
Potomac Electric Power Company cannot deter
mine if its prospective meter readers ,have 
records of home invasion or rape; the Social 
Security Administration can prevent those with 
criminal records from becoming janitors, but a 
small business cannot ensure that it is not hiring 
a newly released embezzler as a bookkeeper. 

In this view, a better balance of access is 
needed and might be obtained through a less 
restrictive approach to the private sector's in
formation needs. 

13M.D~ Maltz, "Privacy, Criminal Records and Informa~ 
tion Systems," in Operations Research in Law Enforce
ment, Justice, and Societal Security, Lexington B~oksl 
1976. 



FEDERALISM 

Division of Authority 
r, 

ISSUE 
c' 

What authority should be allocated among 
the units of Government to control the con
templated CCH system in terms of efficacy, 
legality, and accountability? 

SUMMARY 

Because of the decentralized nature of the 
U.S. criminal justice system and because the 
generation and use of criminal nistory informa
tion occurs mostly at the, State and ~~callevels 
of government, the States have a prirl~flry stake 
in establishing standards and 'procedur~Jor the 
keeping and dissemination of criminal history 
information. On the other hand, minimum na
tional standards also are required for an In
terstate CCH system. Attempts at comprehen
sive Federal legislation to control the collection 
and dissemination of criminal justice informa
tion have failed to produce legislation or a con
sensus as to how authority for this iinportant 
area of control of the system should be allo
cated. The lack of resolution of this issue is a 
very serious obstacle to the successful develop
mentofCCH. 

QUESTIONS 

:l. How should the authority for establishing 
dissemination constraints, and purging "'or 
sealing requirements be allocated between 
the Federal and State governments? 

2. To tvhat extent can control of operational 
procedures, including access control and 
employment standards 'be left to the discre
tion of the States? 

3. What provisions shall be Illade for resolu
tionQf intergovernmental and interagency 
COnflit.1tS over system control? 

\\ t\ 

4. How ~)est can audit resp~~sibiJities be ap
portioned among levels of government, 
participating agencies, and representatives 
of the general public? 

5. How should authority be divided between" 
Federal and State .governments for deter-

mination of violations and imposition of 
sanctions? 

The extent to which interstate dissemination 
of CCH data presents civil liberties problems 
because of the diversity in State regulations is 
difficult to assess without more information on 
current practices. The questions' about data 
quality raised regarding criminal justice uses of 
the data apply here as well. Since it is required 
that entries without disp()sition are not to be 
distributed for employment and licensing pur
poses, the data quality questions here focus on 
the clarity, accuracy, and completeness of 
dispositiori";;istings. 

DISCUSSION 

Almost every aspect of the NCIC/CCH prob
lem encounters difficulties resulting from the 
historic, constitutional division of powers and 
duties in our Federal system. This division, 
while providing protection against tyranny, 
corruption, and other abuses, nevertheless in
vites conflict, error, and confusion in the ac-. 
complishment of valid governmental purposes. 
With respect to criminal justice, the foundations 
of the federalism issues are: 

• State governments have basic jurisdiction 
over law enforcement and criminal justice 
within their borders, under their constitu
tionally reserved powers. Within that sys
tem, local governments playa strong role. 

• Due to the mobility of both State and Fed
eral law violators, effective law enforce
ment increasingly requires exchange of in
formation among States and between 
States and the Federal Government: 

• The Federal Government's superior taxing 
power and its expanded functions under the 
commerce clause h!;l.ve led to its involve
ment in law enforcement at iocal and State 
levels; many an intrastate crime is a Federal 
crime. 

The ;;heer existence of the technical capability 
that can speed information across e~isting poli- \) 
tical-organizational barriers challenges a poli
tical struc~ure inherited from a previous era. 
Organit;aHot~~l problems arise because a chang-

25 



Ing political environment increasingly is sen
sitive to the infdrmation policies of exeEutive 
agencies, More traditional questions arise con
cerned with the sharing of costs among State 
and Federal levels of government, interstate 
relationships, and the relation between Federal 
and State criminal justice functions. " 

Given thi~' diversity of American political a~)I 
administrative culture, the CCH system is vel~Y 
ambitious when compared to othel Federal 
computer systems of national scope: Compared 
to the Internal Revenue Service's Tax Adminis
tration System, which administe.rs a uniform 
Federal tax code with personnel trained in ao.: 
cordance with uniform standards and criteria, 

(-;-J the g;:H system seeks to coordinate the law en
forcement activities of a very diverse group of 
agencies, whos~ personnel and indeed whose 
laws are very different from one another. 

'/ 

If it is going to work, the CCH system will re
quire data and procedures that meet prescribed 
minimum nationwide standards of quality and 
uniformity. At the same time most of the basic 
source records originate within local and State 
law enforcement agencies. State and local gov
ernments vary in their resources, their philoso
phies of privacy and publicity, and their sophis
tication in data systems technology. Decisions 
that are necessary to assure an effective nation
wide ~ystem may conflict head-on with State 
laws and rules governing access to criminal 
justice records, the format and content of such 
records, and their modification or '2xpunge
ment. Such:#ecisions may require State and 
local governments to adopt procedures incon
sistent with or excess to their own operating 
necessities. Both levels of government could be 
pressured to appropriate money, install equip
ment, and employ personnel against their will. 
Court systems, despite long-standing, cherished 
traditions of independence, would have to con·· 
form to bureaucratic reporting requirements im
posed by others. Some of these ccnflicts could 
result in li~igation, which would be time-con
suming and which could result in over-narrow 
decisions necessarily based on the issues 
brought to trial in spedfic cases. 

Many of the system management problems 
will call for accommodations among States, be-c 

tween State and local gov~p~ments, between 
Federal and State governmerits;\ among Federal 

I\agencies, and among componenis":of the crimi-
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nal justice system at all three levels. This argues 
for control by a representative intergovernmen
tal consortium, which would presenJ its own 
problems of management, ft:J,nding, and over-
3ight. 

Further complexity is added by the need for 
protection of civil liberties and privacy. No 
governmental mechanism well-designed for 
such a purpose now exists, and it may be 
necessary to invent one. 

The issue is complicated even further by the 
apparent need for legislative oversight. The 
Judiciary Committees of both Houses of Con
gress, among others, can logically claim such 
responsibility. However, their ability to oversee 
adequately a complex, sensitive, and detailed 
system may be questioned, particularly when 
they are compelled to turn their attention from 
old and continuing responsibilities to newly 
urgent problems. 

State legislatures may also legitimately claim 
the right to oversee the participation of their 
own governments in the contemplated system. 
They will be concerned with costs, operational 
effectiveness, security, and protection of 
citizens' rights under their own laws. 

Another aspect of control is audit. There will 
be a need to review the system for fiscal integ
rity, general effectiveness in achieving States' 
objectives, and quality of management. There 
may also need to be a detailed operational 
audit, using sampling techniques, of the com
pleteness, accuracy, and currency o{i the data in 
the file and in seleGted transmissions. Both an
nounced and unannounced audits may be re
quired, Systems users should participate in the 
conceptual planning and review of such audits. 
There must also be provision for audits of costs 
and effectiveness. 

The issue of how authority should be divided 
is closely related to questions of management 
and oversight and can directly affect the techni
cal configuration of CCH. Those who see the re
sponsibility for maintaining arid disseminating 
criminal history records falling primarily with 
the States, for example, will argue for viewing 
of CCH as many different State systems with a 
need to "exchange inbrmation. * This State-

*The SEARCH Group Inc., Board of Directors has 
recently adopted a position paper that articulates this 
viewpoint, entitled "A Framework for Constructing an Im
proved National Criminal History System." 
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centered concept implies a minimum of Federal 
oversight.' It also would have no compelling 
n~ason to remain affiliated with NCIC. 

\) 

Some of these unresolved problems of over
lapping authority in the system will be settlecl 
only by the disposition of individual co~icts as 
they come up. Others may be solvable by coop
erative effort among the Ie' leIs of government in 
the planning process. (See The Planning Proc
ess, p. 35.) The question remains, however, 
whether sufficient consensus on these matters 
exist to permit resolution at this time. 

Cost Apportionment 

ISSUE 

How shall the costs of developing and 
operating the contemplated system be ap
portioned among Federal, State, and local 
governments? 

SUMMARY 

When all of the system development, data 
conversion, and operating costs assodated with 
CCH are considered, the costs to aU levels of 
government have heen estimated to amount to 
several hundred millions of dollars over a 10-
year period. Costs of related activities, such as 
building capability in State icientification bur
eaus could considerably raise the overall ex
penditures that will be required to achieve a ful
ly operational CCH system. 

It has been Government policy t9 support the 
developmenf of CCH in part thr6tlgh the De
ptirtment of Justice Comprehensiv£! Data Sys
tem Program (CDS). However, the great bulk of 
the anticipated expenditures are operating costs 
that will be incurred in the State and local crimi
nal justice agencies. The ability or willingness of 
the States and local jurisdictions to provide 
these operating funds v~ill in large part deter
mine the' actual rate at which a nationwide CCH 
system can become operational. 

The issue of eq¢ty in funding is particularly , 
knotty. Some States will perceive a high benefit 
from the system; others may feel that they are 
burdened with excessive expenses to provide in
formation to other States and Federal agencies. 
Finally, some argue that the costs of complying 
with regulations imposed by higher levels of 

Government, whether State or Federalt should 
be subsidized. 

Since funding policy will have a crucial role in 
the rate and success of CCH implementation, it 
is an issue that should be d~aIt with at this time. 

QUESTIONS 

1. What will it cost to develop a sat,:,ltfactory 
system covering all States? 

2. What are e~,timated annual operating costs? 

3. On what basis should development and 
operating costs be app.o.rtioned among the 
three levels of Government? 

4. To what extent should funding plans take 
into account the variation in capabilities 
and resources among State and local gov
ernments? 

5. To what extent should Federal funding be 
provided to State and local agencies to 
cover operating expenses which these agen
cies feel are federally mandated'" 

6. What advantages, if any, would a system 
of user charges offer in the manageinertt of 
this system? What charging mechclnisms 
might be employed? 

DISCUSSION 

The very modestinWal conversion costs esti
mated in the FBI memoranda are trickles that 
will lead to a flood of expenditures.14 Any local 
jurisdiction participating in the contemplated 
system will have to provide for complete, timely 
reporting by' 'all components of the cdminaI 
justice system; an information system fully con
gruent with the State and Federal sy-'stemsi and 
sufficient trained staff to assure reliable oper
ations and to maintain data quality to estab
lished standards. The State agency concernedr 
whether it is a criminal justice planning and 
coordinating- agent.'}' or a bureau of iflvtistiga-

;;Ition, will also have to maintain a congruent sys
tem, including thoroughly effective data collec- ' 
tion and follow-up procedures. To the extent 
States handle data and reporting matters 
through sub-state regional criminal justice 

14U.S. Senate. Hearings: Criminal Justice Data Banks, '0 

Subcommittee on Constitutional Rights, Committee on the 
Judiciary, 1974, volume II. 
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organizations, system modifications will have 
to' be made at that level. A 1975 study15 for 
LEAA concluded that the 10-Ye~r development 
and operating costs for CCH would be $361 
million of which $241 million will be incurred in 
the participating States. This report also 
presents detailed models of the processing of 
CCH information and estimates transaction 
Costs. However, the analysis assumed away a 
number of State costs such as development of 
full State identification bureau capabilities. 
Thus the total dollar cost will be much higher. 

Criminal justice expenditures in total are met 
60 percent by local governments, 27 percent by 
S!tate governments, and 13 percent by the Fed
eral Government (1975 figures). Such an inter
governmental division, however, is probably a 
poor guide for financing system developments, 
for the system improvements in the past decade 
are attributable in large measure to LEAA 
money, particularly at the local level. Typical 
city governments claim, usually with ,good 
evidence, to be hard~pressed financially, and in
capable of financing improvements in informa
tion systems. They and their State governments 
wil1100k to the Federal Government to pay the 
costs of the contemplated system. It can be 
argued on the other hand that State and local 
governments should pay a significant share, 
despite fiscal strains-if they have a stake in the 
game they will play better than if they do not. 
Yet this is a time when some fiscally troubled 
local governments are unwilling to put up the 

o "matchlf money required to obtain some Federal 
grants. 

Significant implementation costs for partici
pation by aU States will be incurred even if the 
smaller States arc not forced to fully automate 
their criminal history recor~s:,. 

If the State and local governments are re
quired to participate in financing the system the 
strain of finding "new money" for this purpose 
or of cutting back other expenses to pay for it 
may lead to nonparticipation or inadequate par
ticipation in the system. On the other hand, sys
tem operations cbu~Q well be handicapped if it is 
looked at as a "big brother pays all" operation-

l'Insntute for Law and Social Research, "Costs and 
BenefHs of the Comprehensive Data System Program," 
Wasl1ington, D.C., June 1975. 

28 

in a nation where States are in many respects 
sovereign and where crime control is a local re
sponsibility • 

A difficult subissue which must be explored in 
an assessment of CCH, is how to assure equity 
in interstate funding in relationship to benefits 
received. States vary as enormously in the so
phistication of their criminal justice information 
systems as they do in geography, population, 
and finances. The "have-nots" will argue that if 
the Federal Govrnment wants them to par
ticipate in the contemplated system it should 
pay the developmental costs. The "haves" will 
contend that a dispropGrtionate share of Federal 
money should not go to States with underdevel
oped systems. The States themselves have a 
similar problem in apportioning funds to local 
governments which vary greatly in systems de
velopment, as in their own rr')ourCes. And 
again, the problem is complicated if planning 
and financing are accomplished through sub
state regional organizations. 

Furthermore, States which expect great bene
fits from the system may be more willing to 
shoulder the costs than States not similarly situ
ated. It is apparent that there are enormous 
regional differences 1n the volume of interstate 
criminal movements. Some States, such as Cali
fornia and New York are the unfortunate vic
titus of large numbers of criminals immigrating 
from other States; significant numbers of crimi
nals leave these same States to prey in other 
States. Yet States like Vermont, New Hamp
shire, and South Dakota, do not experience sig
nificant migration of criminals. Put in other 
words, the FBI reports large regional variations 
in arrest activity with 8 States accounting for 62 
tletcent of the arrests (Director of FBI, letter 
dated April 16, 1976; and Hearings, S. 2008, p. 
306). The FBI believes there is a high correlation 
between arrest activity and future use of CCH 
message switching. 

Under a decentralized CCH system, 'the States 
that are large, automated, and charaCterized by 
transient populations would bear the largest 
burden of out-of-State inquiries. If out-of-State 
inquiry volume is significant compared to the 
inquiries from within the State, questions of pri
ority of service will arise, and the costs of serv
iCe to out-of-State inquiries wiIllikely be seen as 
an inequitable burden by the State legisla~ure. 
Pressure for Federal subsidies or interstate 
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charges to cover these costs would be likely to ~_ 
develop.-

It is apparent therefore that States differ in 
terms of perceived benefits, and will continue to 
differ on the distribution of costs between 
Federal and State levels, and among the States 
themselves. " 

Generally, it is assumed that costs will be met 
directly through appropriated funds-,-from 
whatever levels of government. It may be"feasi
ble and desirable, however, to impose user 
charges on agencies (at whatever level) seeking 
information through the system. Such charges 

I! II 

could serve to relieve inequities in the system 
due to disproportionate demands on the various 
States. Charges would also provide a mech
anism for limiting the volume of system traffic, 
as users would not see CCH information as a 
free good. Howevelt, the differences in ability to 
pay might result in less affluent agencies being 
discouraged from using the system. 

The very process of seeking legislative ap., 
proval and appropriations at possibly all three 
levels of government will lead to public debate 
over costs, effectiveness, .controls, civil rights, 
privacy, and the entire range of issues. 

ORGANIZATION, MANAGEMENT, AND OVERSIGHT 

Management Responsibilities 

ISSUE 

Considering the decentralized nature of the 
criminal justice system, what sort of man
agement structure is required for CCH? 

SUMMARY 

It is generally assumed that the FBI runs the 
NCIC/CCH system and has full resonsibility for 
its activities. Actually the FBI's role is very 
limited since it must deal with the individual 
States as autonomous entities. Theresponsibil
ity for accuracy, completeness, and cu;rency of 
records lies with the States as does the respon
sibility for an annual audit. Both the/FBI and 
State criminal history repositories have tended 
to view themselves as conduits for records pro
vided to them by others. Thus, the chain of 
management responsibility is weak and am
biguous. 

This loose, decentralized, assignment of re
sponsibilities is in part a direct consequence of 
our decentralized criminal justice system and a . 
persistent national concern over concentrating 
too much power in a Federal law enforcement 
agency. On the other hand, serious questions 
arise about accountability in such a decentral
ized system, th:at would apply no matter what 
agency~s assigned the responsibility for system 
management. " 
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This question was also addressed under Fed
eralism. (See p. 25.) 

QUESTIONS 

1. What authority should be allocated among 
the units of government to control the CCH 
system? 

2. To what extent would the centralization of 
management lead,to excessive Federal con
trol over State and local criminal justice ac
tivities? 

3. What would be the advantages of sepa
rating CCH from the NCIC system? 

4. Is there a need to designate a singl~ agency 
to have overall responsibility for the ad
ministration of the CCH system? If so, 
what responsibilities should be assigned to 
the agency responsible for managing the 
CCH system to ensure and validate CCH 
data quality? 

a. What responsibilityshotlld be placed on 
the system management agency to ensure 
that data disseminated through the CCH 
systf.!m is used properly? 

b. W4at responsibility should he placed on 
th(~ system management agency to report to 
Congress and the public on the "health" of 
thesystem7" 
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c. What authority for audit and monitoring 
of data submitted by the States and Federal 
user agencies is required to satisfy these 
responsibilities? 

I:' 

d. What sanctions should be provided for 
violations of standards orprocedures7 

e. What appeal mechanism should be estab
lished? ' 

f. What would be the merits of restructur
ing the Advisory Board for CCH to include 
representation of noncriminal justice public 
interest groups? 

g. What new Federal legislation, if any, 
would be required to provide authority for 
the system management agency? 

. DISCUSSION 

DECENTRALIZATION OF MANAGEMENT 

The responsibility for interstate CCH dissemi
nation is distributed rather widely at present. ' 
The FBI runs the NCIC central facility and is 
re~ponsible for the NCIC procedures governing 
access to the system. The LEM has established 
regulations on collection, storage, and dissemi
nation of criminal hi~tory information that 
apply to all criminal justice agencies receiving 

. LEM funds directly or indirectly-covering 
essentially allpartidpants in NCIC/CCH. 
These regulatJons in turn call on the States to 
submit a Crimi.nal History Record Information 
Plan setting forth each State's CCH operational 
procedures. As of the latest revision of the 
regulations, these State plans must be submitted 
by March 1978. The regulations are explicit in 
allowing a wide variation among States in their 
dissemination policies including freedom to 
limit dissemination of both conviction and non
conviction illformation as each State sees fit. 

The existing Federal law and regulations also 
place the responsibility for annual audit of the 
operation of every State's system with each 
State and limit the Federal involvement primar
ily to approval or disapproval of each State's 
plan. On the other hand, considerable concern 
about the need for congressional over~ight and 
Federal supervision of the system has been ex-
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pressed in Congress in numerous hearings16 11 

on the subject of criminal justice information, 
resulting in a number of bills attempting to 
establish Federal standards and procedures to 
control collection and dissemination of such in
formation, as well as providing for Federal audit 
authority, 

The Federal Government's role in the day-to
day management of the NCIC/CCH system is 
therefore somewhat ambiguous, and neither the 
FBI nor the States are sure what their respon
sibilities are. The management solution to this 
dilemma may require imagination and new 
forms of Federal/State cooperation. 

ROLE OF AN ADVISORY BOARD 

The primary operationalHnk between the FBI 
function as NCIC system manager and the State 
participants is through the NCIC Advisory 
Poi:cy Boal,':l. The decentralized nature of the 
system's reg~lations argues for a strong accoun
tability of the central operation'to the users of 
the system. Yet the historical experience with 
the use of advisory boards as the formal liaison 
between system users and the system executive 
suggest that this arrangement provides for only 
weak accountability. 18 

Typically, members of the advisory board are 
not familiar with the operational intricacies of 
the computer system, and often are not familiar 
with the day-to-day system failures which 
become apparent to lower level, ultimate end
users. Typically, the advisory board meets in
frequently; its members are only engaged part.;. 
time in monitoring the system's activities. More
over, the operational staff of the computer sys
tem is responsible to the executive director, not 
the advisory board. Therefore, advisory boards 
have little knowledge or authority with respect 
to operation of the system. 

16U.S. Senate, Hearings: Subcommittee on Constitu
tional Rights, Committee on the Judiciary, S. 2542, S. 
2810, S. 2963, and S. 2964, March 5, 1C)74. 93rd Congress, 
2dsession. 

17U.S. Senate, Hearings: Subcommittee on Constitu
tional Rights, Committee on the Judiciary, S. 2008, S. 
1427, and S. 1428. July 15 and 16, 1975. 94th Congress, 1st 
session. "Criminal Justice InformCltion and Protection of 
Privacy Act of 1975." 

18Kenneth C. Laudon, Computers and Bureaucratic 
Reform, New York: Wiley, 1974. 



For all of thEise reasons the advisory board 
method of attaining accountability to users is 
structurally weak. Instead of representing 
ultimate users to an executive, they are just as 
likely to function in reverse to represent and ex
plain executive policy to lower level users. 

A second issue of accountability raised by the 
existing NCIC Advisory Policy Board concerns 
the question of defining users: who are users 
and how shall they be defined? The current ar
rangement recognizes users as those directly in
volved in the creation of the data base and who 
ultimately use the data base. This confines the 
definition of users to the criminal justice cQm~ 
munity, and within that community, it is largely 
law enforcement agencies who are represented 
on the Advisory Policy Board. The historical in
sistence on law enforcement agencies for com
plete control over their information processes is 
reflected in the existing definition of user. 

But CCH is not primarily for law enforcement 
users. Whether or not CCH continues to be part 
of NCIC, some means of strengthening the ad
visory role of ~he rest of the criminal justice 
system for CCI1 is needed. Furthermore, addi
tional participation may also be desirable. 
Several local criminal justice agencies (Alameda 
County, California's CORPUS System, for ex
ample) have appointed citizens not employed by 
criminal justin~ agencies to their advisory 
boards. Their experience has been that inclusion 
of such groups is"initially uncomfortable, in that 
issues that might otherwise be avoided in a club
like atmosphere of like-minded individuals are 
forced ont-o the board's agenda. But, on the 
other hand, generally acceptable solutions have 
been found that have stood the test of the in
evitable public scrutiny. 

Thus, it may be fruitful to examine alter
natives to the present advisory board. At the 
opposite extreme would be an independent Ex
ecutive Policy Board with substantial authority 
over policy decisions and ultimate responsibility 
for system operations. There are marty alter
natives between the extremes which might be ex
plored in a future assessrpent. 

",\ 

Oversight 

ISSUE 

What c>versight mechanisms are needed to 
ensure .that the CCH system will operate in 
the overall public interest? 

.' 

SUMMA.RY 

The history of computer systems parallels 
that of other institutions; they routir.ely fail to 
record, and analyze their failures. In large 
systems it is difficult to assign responsibility for 
system shortcomings. Exercising effective over
sight over such a system challenges the intellect 
of exp(!rts and the patience of ordinary'citizens. 

The purpose of oversight· is first, to assure 
political executives, managers, Congress, 
courts, and the public that the system is oper
atin~within boundaries defined by Congress. 
Second, oversight mechanisms can alert Con .... 
gress and the public to system problems which 
emerge in the course of operation. 

Oversight is closely linked to system audit 
since audit is one of the strong mechanisms 
available for disclosing system problems. The 
present NCIC regulations do not provide for 
Federal audit of NCIC operation. Beyond Pri
vacy Act reporting requirements for system uses 
and new systems involving personal records, no 
public disclosure of system operati()ns is man
dated. Therefore, it is difficult to believe that 
th~re is adequate information available for ef
fective executive branch, congressional, press, 
or public oversighb of the system/s activities. 
Justice Department and FBI officials, however, 
believe this problem is met by public relations 
activities for purposes of educating the public 
through speeches, lectures, films, and invited 
public observance of meE:tings of the NCIC Ad~ 
visory Policy Board .. 

Among the mechanisms which could provide 
Congress with additional inform(ltion by which 
to judge system operation are mandated man
agement reports on system operations and ran-
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dom audits of CCH files and transactions by an 
external ~oup of Jluditors, such as the GAO. 
'However, additional legislative authority may 
be required to provide for audit and access to 
records held by State or regional criminal 
history repo:dtories. 

QUESTIONS 

1. What provisions should be made for legis
lative oversight, apart from normal Federal 
and State appropriation processes? 

2. Is establishment of a special legislative 
wat<::hdog agency for this purpose 
justifiable? 

3. What monitoring an9 reporting procedures 
regarding system operation and audits are 
required to allow effective congressional or 
public oversight? 

4. What audit mechanisms should be estab-
lished for the system? f 

5. What further legislative authority~:~\~f any, is 
required to support audit requirements? 

DISCUSSION 

The history of computer systems parallels 
that of other institutions; they routinely fail to 
record and analyze their failures. A survey19 of 
the American Federation of Information Proc
essing Societies conducted fn 1971 found that 34 
percent of the American adult public li.ad prob
lems in the recent past with a computer. Most of 
the problems related to computer billing errors. 
Yet a visit to any of the major credit card com .. 
panies in the United States and Canada would 
find none had ever analyzed why the errors oc
cur.20 The attitude is widespread that errors 
simply don't occur, if they do occur, ~hey are 
too insignificant and random in character to 
worry about. Errors are commonly attributed to 
IIhuman problems," hot system design. Rarely is 
it pubHdy recognized that system errors are fre
quent, and that they are systematic, related to 
system design and corporate cost-decisions of 
senior management. 

19American Federation yf Information Processing Socie-
ties, A N~tjonal Sllroey of the Public's Attitudes Towards 
Computers, Montvale/l':J.}" 1971. 

zOTheodore Sterling and Kenneth C. Laudon, "Humaniz~ 
ing' Information Systems:' Datamation Magazine, 
December 1976. 
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In large systems it is increasingly difficult to 
find individuals responsible for system errors. 
Exercising effective oversight over such systems 
challenges the intellect of experts and the pa~ 
Hence of ordinary citizens victimized by poor 
systems. 

The present FBI message~switching plan21 

does not clearly specify oversight mechanisms. 
The purpose of such 'oversight: 1.) to assure 
Congress and the public that the proposed sys~ 
t~m is operating within boundaries defined by 
Congress; and 2.) to alert Congress and the 
public to system problems which emerge in the 
course of operation. 

The FBI plan suggests two internal audit 
mechanisms. One is an internal audit team 
"which will travel to the States to work with 
State representatives to ensure that the State is 
complying with established rules and pro~ 
cedures." Secondly, routine reports are mailed 
to each State of CCH records deleted from the 
CCH file by the FBI which, presumably, States 
~an check against their own records and inform 
the FBI of errors. The proposed internal audits 
do not authorize public disclosure of system ac
tivity or system errors and difficulties. There
fore, it is difficult to believe these internal audits 
would allow effective congressional or public 
oversight of the system's activities. 

Assessment of the NCIC/CCH plan should 
consider if the proposed internal audit 
mechanisms are sufficient to permit effective 
oversight of the system's operation by Congress 
and! or the public. The assessment should con
sider alternative audit mechanisms which may 
provide Congress with additional information 
to judge system operation. Two approaches 
seem possible here. ' 

First, a management report on system oper
ation with specific categories of information 
specified in advance by Congress. Such a report 
would, of course, include tallies of routine sys
tem activity, e.g., numbers of cases on file,par
ticipation levels of States (inquiries and submis
sions), etc. More important, the report should 
account for system irregularities, errors, and 
abuses. A report of legal actions against the FBI 

nu.S. Senate. Hearings: Criminal Justice Data Banks, 
Subcommittee on Constitutional Rights, Committee on the 
Judiciary, 1974, volume I!. p. 992. 



or State CCH repositor!~s involving the 
NCIC/CCH file, an account of internal audit 
results concerned with data quality, confiden
tiality and security. The question of data ac
curacy seems especially important here. In light 
of the FBI approach to the CCH records, that; 
basically, it has custody of State records, it ap
pears that, for puposes of auditing, the FBI 
would in practice construe "accuracy" as the 
degree to which FBI and State computer files 
agree. * But equally, if not more important, is 
the extent to which CCH files agree with local 
PQ3ice arrest and court disposition data. 

A second possible congressional oversight 
measure is a random audit of both NCIC/CCH 
and State CCH files by an external group of 
auditors such as the General Accounting Office 
(GAO). Banks are routinely required to file such 
reports, and in certain circumstances are subject 
to Federal audits on demand. If criminal recoras 
are thought to be as important as bank records, 
if the potential for abuse is large, then such a 
Federal audit is in order. 

However, Federal legislation may be neces
sary to provide th GAO with adequate author-

. ity to carry such an audit. In a letter22 to the 
Senate Subcommittee on Constitutional Rights, 
Committee on the Judiciary. The Comptroller 
General advised: 

. . . . we believe explicit access to the necessary 
criminal history data should be provided to our 
office in this legislation because of the sensitive 
nature of t.he data involved. We also need access 
to the records of all non-Federal criminal justice 
information systems subject to the legislation for 
the purpose of evaluating the Attorney General's 
or the Federal Information Systems Board's 
operations under the legislation. An explicjt 
statement of congressional intent regarding this 
matter should preclude future executive agency 
reluctanc~ to allow us access to documents we 
believe we must review to properly discharge 
our responsibilities." 

*According to the'FBl, for their purposes,;'the accuracy 
of a CCH record is based upon the original source docu
ment, i.e., the fingerprint card submitted by the arresting 
agency, conviciton data submitted by the courts and con
finement data submitted by the corrections facility. The . 
source document is the basis upon which the CCH record is 
prepared and submitted and remains in the custody of the 
original agency for ultimate verification if required." 

uFederal Bureau of Investigation, "National Crime In
formation Center-Proposed Limited Message-Switching 
Impl~mentation Plan," April ~4r 1975 (Revised). 

Managing Agency 
ISSUE 

" What are the requirements for an agency to 
manage the CCH System? 

SYSTEM 

By some standards, the FBI is uniquely quali
fied to run the CCH program; they have the ad-c;\ 
vantage of the cooperation and respect of law \\.. 
enforcement agencies throughout the country; h 
they have an extensive fingerprint identification \\ 
function which is necessary to support effective 
use of CCH where identity is in question; and 
the transfer of CCH to some other Government 
agency might be viewed with some concern by 
the law enforcement community. By other 
standards, and in light of changing public at
titudes towards privacy, civil liberties, and 
governmental controls, the FBI is placed in a 
position of great conflict of interest in bearing 
these records management responsibilities in .. 
addition to its primary investigatory respon
sibilities and its responsibilities for other non
criminal records. An argument can be made that 
higher public confidence would be attained by 
placing CCH operations in \) a more neutral 
agency. 

The responsiveness of FBI management to the 
needs and priorities of the State and local crimi
nal justice agencies is also in question. Some feel 
that NCIC is at a disadvantage since it must 
compete for priority with internal FBI data 
processing applications because it is runl by and 
large, as an internal FBI operation. The. NCIC 
Advisory Policy Board is supposed to provide 
guidance to the FBI Director on the relationships 
of NCIC with local and State systems. It has 
been suggested that the Board could carry out 
those functions better if it were given a more 
direct role in setting system priorities and direc
tion. 

QUESTIONS 

1. To what extentl if any, do the FBI's respon
sibilities as an investigatory agency conflict 
with its responsibilities for the maintenance 
of noncriminal files, records of criminal 
history, and the production of criminal 
"statistics? 
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2. Tophat extent, if any, would separation of 
~se functions into relatively autonomous 

{1J;ganizations reduce the potential for 
abuse of power7 

3. Does the investigatory nature of the FBI in
hibit individuals in the exercise of their 
rights to examine and challenge informa
tion in their files? 

4. To what extent, if any, does the FBI's exten
sive identification capability argue for 
keeping CCH organizationally within the 
FBI? 

5. To what extent, if any, does the respect·and· 
,cooperation afforded the FBI by law en
. forcement agencies throughout the country 
give them important advantages as CCH 
system manager? 

6. When all of NCIC is considered, what addi
tional advantages of FBI operation come 
forth? 

7,' Could the FBI's management of CCH be 
more responsive to the user community? 

8. Is NCIC in conflict with internal FBI data 
pl'ocessing requirements with regard to 
priority and budget to the disadvantage of 
NCICusers? 

9. Is there a need to increase the authority of 
the NCIC Advisory Policy Board to make 
it independent of the FBI? 

10. What advantages and disadvantages would 
be associated with placing management 
responsibility for CCH in: another part of 
the Department of Justice; a congressional 
board or corporation; or an entity estab
lished by a consortium of States. What 
other organizational options are feasible? 

DISCUSSION 

Currently the NCIC (which includes eight 
other files besides CCH) is organizationally 
located within the FBI and operates much as a 
division of the FBI whose director is responsible 

" to the Director of the FBI. There is an Advisory 
Policy Board composed of 26 members, 20 of 
whom are representatives of local, State, and 
regional users, and the other 6 members are ap
pointed by the FBI. The Advisory Policy Board 
reports directly to the Director of the FBI. 
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The historical experience in the United States 
is that law enforcement agenci.;sdemand con
trol over their investigative and other informa
tion handling procedures. UnlIke other agencies 
at State and local levels, such as welfare, health, 
employment, and other information gathering 
State agencies, police, and to a lessor extent the 0 

other criminal justice agencies I, have vigorously 
guarded against the intrusion of civilian over
sight, handling, or control over law enforce
ment information. During the early computer 
years, and continuing to the present, this de
mand for near complete autonomy and total 
control has meant computer operators, even 
programers, were required to be employees of 
law enforcement agencies. The demand for au
tonomy and control by law enforcement agen
cies in the handling of criminal information was 
generated in part by their des2re to ensure the 
timely availability of the information. But it has 
also reflected a broader societal concern that 
said, in effect, only the police would be trusted 
with this information. 

There are a number of reasons why both 
public opinion and the opinion of experts have 
begun to challenge the notion that law enforce
ment agencies (particularly the FBI) should be 
solely entrusted with the responsibility of 
gathering, storing, and retrieving criminal in
formation. There has been (and likely will con
tinue to be) a change in the political environ
ment: recent history suggests that the FBI and 
other law enforcement agencies have used in
formation systems (both manual and auto
mated) for the pursuit of political goals. 

The changing political environment has 
. caused many to wonder if there can be sufficient 

public acceptance of the.FBI's role as developer 
and manager of a national message-switching 
capability for criminal histories. If, as the FBI 
proposed, the CCH message-switching capabili
ty is added onto the current FBI-NCIC opera
tion, what will prevent future misuse of the 
system? How will Congress exercise control and 
oversight, and how can such a system be made 
accountable to both Congress and the public? 

These concerDs" which essentially involve 
questions of political trust, are relevant to 
organizational issues because some ways of 
organizing the proposed message-switching 
capability may be efficacious from the point of 
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view of control, oversight, and accountability ~ 
than other forms of organization. 

A second set of concerns argues f91' 'serious 
consideration of the organizational location 
questi'd>n. It has been argued that the FBI is 
burdened with too many contradictory:i:..-or at 
least conflicting-responsibilities. The 'FBI is an 
investigatory agency whIch also bears a heavy 
responsibility for the maintenance of criminal 
records, stolen property records, and the pro~ 
duction of criminal statistics. It is also involved 
in a number of programs involVing training of 
State police officials, maintenance of an exten
sive forensic laboratory", and significant local 
aid pt:pgrams. ~. 

A widely respected principle of organization 
suggests that unique functions (like investigaw 

Hon as opposed to criminal staHstics) be em~ 
bedded in specialized and relatively auton~ 
omous social units. Separation of the CCH 
system from FBI management would have 
serious implications without doubt. FirstlYI 
there are the operational problems that may be 
incurred by organizational separation of CCH 
from the fingerprint identification services of 
the FBI. Close technical coordination with the 
rest of NCIC would have to be maintained to 
prevent awkward and expensive interface prob
lems for the users (unless all of NCIC were 
moved to other management). The benefits of 

the FBI's long involvement and rapport ,"lith 
local law enforcement agencies would be lost .. 
Perhaps mdst important~ the implied criticism 
and official endorsement of various group's 
suspicions of the FBI might have very high 
political costs. Nevertheless$ because of the fun
damental issues discussed above, other manag~ 
ment structures should be examined. 

The a1J:ernatives considered need not be 
limited on the basis that NCIC requires law en~ 
forcement management. If the system is re-
garded as a utility to the criminal justice system 
and the communities which it serves, the alter .. 
natives 'of control might be considerably 
greater. Some readily apparent alternatives are: 
the criminal information function might be con~ 
Hnued as a responsibility of the FBI; it could be 
separated entirely from the FBI and organized as 
an autonomous division within the Department 
of Justice; it might be organized as a congres~ 
sional board or corporation; and finally it could 
be developed as a consortium of States. 

The relevant criteria on which to judge these 
or other organizational alternatives would in ... 
dude the following: degree and likelihood of ef
fective accountability, oversight, and respon .. 
siveness of the criminal justice information 
process; convenience of funding; and appro· 
priate division of authority between States and 
the Federal Government. 

THE PLANNING PROCESS 

Participation in Planning 

ISSUE 

How can the needs and interests of the 
various levels of Government, the law 
enforcem~t-criminal justice community 
and other stakeholder groups best be 
accommodated in the planning and design 
of the contemplated system? 

SUMMARY 

The Justice Department is now in the process 
of developing a blueprint for CCH. It is antic
ipated that this blueprint will present a new pro-

posal for decentralized CCH, and will include a 
plan for telecommunication, 

However, the essence of the CCH system is 
that the primary sources and users of the data 
are the State and local law enforcement and 
criminal justice agencies. The history 'Of CCH 
development has shown the importance of the 
States' participation in the planning process. It 
1s questionable that a blueprint for a workable 
system can be created without their playing a 
direct, perhaps even principal role in the plan. 
ning. This should be through a process which 
includes and integrates the views of a broad 
cross-section 'Of interest groups and categories of 
citizens and decisionmakers in Government and 
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elsewhere in society who will likely be affected 
by the future development and use of the CCH 
system and related information systems. 

The nature of the information in the CCH sys
tem has raised public concern and debate about 
privacy and due'process. Special interest groups 
and others have had the opportunity to expres/? 
their views at sever<ll, congressional hearings. 
But there has not beeI'. any mechanism for in
volving these groups in the planning process. 
Such involvement may be necessary to the. 
development of a workable system. 

Also to be considered in the planning process 
should be the public at Iaxge. It would be valu
able to disseminate information on the proposed 
CCH system and to assess the views of the pub
lic through various forms of citizen partici
pation. 

QUESTION 

1. To what extent should the Federal Govern
ment dominate the CCH planning process7 

2. How can rich States and municipalities, 
poor States and municipalities, and ad
vanced and backward criminal justice sys
temsbe properly represented in the plan
ning and design process7 

3. Has there been any citizen or public interest 
group participation in the development of 
CCH7 

4. What participation by citizens or public in
terest groups might be appropriate in future 
CCH planning? 

5. What mechanisms for informing the public 
about CCH and obtaining participation in 
planning might be appropriate in the 
future? 

DISCUSSION 

Two major themes have reappeared through
out this report. Firstly, the State and local agen
cies of the criminal justice system; police, 
courts, prosecution, and corrections, are the 
primary users of criminal history information in 
the system. They are also the basic source of the 
data entries that make up thes~ r~cords. Further
more, the serious problems of data quality 
plaguing criminal justice recordkeeping can be 
solved only by the efforts by these agencies. The 
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second theme has been that the CCH system 
cannot be considered the exclusive province of 
the criminal justice community. The general 
public has a direct interest in it because of the 
very nature of the dataand its use in dedsion
making for criminal justice, employment, li
censing, and other noncriminal justice purposes 
both public and private, as well as the access af-,. 
forded to the press in varying degrees by the 
various States. 

At the Federal level, there are three additional 
stakeholders. The FBI, as operator of NCIC/ 
CCH, has a clear interest. The LEAA, with its 
major Comprehensive Data Systems Program 
for ~timulating and funding the development of 
a State and local intormation syst€m infrastruc
tqrf:, and its responsibilities for promulgating 
and ensuring compliance with regulatiops for 
criminal justice information systems is an addi
tional stakeholder. In addition to these two 
components of the Department of Justice, there 
are the numerous Federal agencies with law en
forcement powers who have an interest in the 
system as users. 

With all of these diverse stakeholders, it 
should be obviou\~ that the type of process 
employed for syst.em planning, system modi
fications, and decisionmaking can have a very 
significant impact on the acceptance of the 
system, on the speed and smootr41ess of its im
plementation, and on its ultimate viability, 

At the pre&ent time, the primary mechanism 
-for system planning is the "blueprint"a,ctivity in 
the Department of Justice. This effort is being 
conducted by Justice and FBI staff, although it 
has had the benefit of visits to .numerous State 
and local user agencies. * However, any plan, no 
matter how well founded, is bound to have con
troversial elements. Therefore, some thought 
should be given now as to the extent to which 
other stakeholders should be included as prin
cipals in this planning process and as to the 
nature and extent of a ratification process 
among the stakeholders will be required. 

The question of participation by stakeholders 
arise from another consideration as well. As dis
cussed under the section on Transition Planning 

*See appendix B for a summary prepared by the Justice 
Department of the viewpoints expressed 'by State olficials 
during these visits. 
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{see p. 40.}, there will be a long transition path 
between today's criminal r~cords system and an C" 

eventual smoothly functioning CCH system. 
Numerous pitfalls are inevitable along this path 
and modifications in system operation, proced
ures/ anq design, perhaps large ones, are in
evitable, there appears to be a need therefore to 
have a continuing planning process rather than 
a one shot "blueprint." The nature of this proc
ess, and its relationship to the operation of the 
system also needs further examination. 

Technical Alternatives 
ISSUE 

What technical alternatives to the proposed 
message-switching system might offer ad
vantages when the full range of system re
quirements and social concerns are con
sidered? 

SUMMARY 

The need for message traffic between Stah.~s is 
inherent in any system based on decentralized 
CCH files. The proposed FBI message sWitching 
would provide telecommunications for this mes
sage traffic in a manner that would route all 
traffic throu~ a "hub" under control of the FBI. 
This appro~c'h would integrate the CCH traffic 

(into the existing NCIC communications net
work and would provide the service at no 
charge to the States. However, the message~ 
switching concept has raised a. furor, in part 
because of concern that the resulting CCH sys
tem would be equivalent t6 a national data bank 
even though the files are physically decentral
ized, and that control of the message switch 
would give the FBI excessive control over the 
user agencies. 

Alternative approaches to managing message 
traffic are available that might relieve some of 
these concerns, while raising questions of their 
own. Grouping of States for CCH exchange into 
a number of regional networks rather than one 
nati()nal network may also have some advan
tages that should be explored. 

The need for positive identification of individ
uals before criminal history records can be 
applied wit,h confidence to criminal justice deci
sionmaking has been discussed since the early 
days of project SEARCH. At least one State, 

\1 
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New York, requires P()sitiv~ fingerprint i~en
tification and has set up an intra~state facsimile 
network to facilitate identification within 3 
hours. Projection of this requirement nation
wide could lead to extensive additional telecom .. 
munications requirements. New techn~logy of.. 
fers some promise, and needs further explora
tion. 

QUESTIONS 

1. To what extent could the message-switch
ing system be designed to prevent or detect 
illicit moriHoring of CCH message traffic 
by the message switch operating agency? 

2. To what extent might the system be vulner
able to monitoring or tampering with CCH 
files by unauthorized persons; requiring ad .. 
ditional physical and data security 
measures? 

3. What are the advantages and disad~ 
vantages in cost, operational character .. 
istics, and auditability of a multinode dis
tributed data network which would not re
quire all messages to be routed through 
'YVashington? 

4. What advantages and qisadvantages, if 
any, would regional systems have with 
regard to economY,ease of management, 
responsiveness to local needs, protection of 
privacy and accountability and resolution 
of conflicts between units of Government? 

5. Might a regional configuration obviate the 
need for a national pointer index'~y permit-, 
ting economical broadcast inquiry to the 
regional systems? ' 

6. If some smaller States chose to remain with 
manual criminal history records/ would 
regional or' national computerized pointer 
to these records adequately serve the needs 
of the other States? 

7. How soon would the fingerprint and fac
simile technologies be available for crimi
nal justice use in a cost-effe<;:tiv.e manner to 
satisfy the identification requirements ac-
companying CCH? /~ 

8. What are the likely changes in c~ st of these ~
d 

technologies with time7 \,~ 
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9. What will be the effect of these technologies 
on thehoptimum national fingerprint system 
with regard to centralization or decentral~ 

; ization7 

10. What consideration, iE'any, should present 
CCH system planners give to these tech
pologies1 

DISCUSSION 

There is no d~tibt that present technology in 
data processing and communications is ade
quate to meet NCIC system performance re
quiremenfs. Furthermor-8t over the past 10 
years, the cost of da~ processing technology 
has been decreasing contInuously. In particular, 
the· technology associated with digitc<~ com
munications has undergone majorf.;hanges 
which make the concept of distribt,ued data 
processing more realizable from a cost point of 
view. 

HoweVfJ'., it is not so dear that present tech
nology and system design and development 
tools and techniques are able to ensure adequate 
controls and protection to ensure the confiden
tialityof the information as it passes through 
the system, is stored on tapp.s and discs for rapid 
access, or is archived for historical purposes. 

AJ this time, when the alternatives for imple
mentation of CCH are being re-examined, some 
time should be given to looking at the possi
bility that newer technology could provide a 
more effective means of meeting the systems re
quirements or relieve some of the serious prob
lems of social concern about the system. 

MESSAGE SWITCHING 

Message traffic between NCIC user agencies 
is a fundamental aspect of the system. !naddi~ 
tion to routine administrative traffic, th1ire are 
two important sources of operafional message 
traffic between NCIC user agencies. The. first is 
concerned with validation of NCIC "hits." For 
e)(ample, if a routine NCIC inquiry about a per~ 
son reveals that the NCIC wanted person file 
lists him as the subject of an arrest warrant held 
by the Chicago Police Oepartment{, the inquir
ing agency must contact the Chicago PD direct
ly· to det~rmine if the warrant is still vaUd before 
it can take action. Rapid and direct communica-
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Hans for this purpose is obviously,necessa.r;y and' 
can minimize the likelihood of a stale or inac
curate record leading to an improper action on 
the part of the recipient agency. A second source 
of message traffic between user agencies isasso
cia ted with any concept of, decentralized CCH, 
in which crimhll;~l histories on file in one State 
must be communicated in response to h\quiry . 
from another State. These messages are pres
ently handled either on the National Law En
forcement Telecommunications System 
(NLBTS) 1 by mail, or by direct telephone com
munication. 

The FBI's proposed Limited Message-Switch
ing Plan would provide for transmission of 
these types of messages over the NCIC telecom
munications nernrork in addition to the current 
traffic of messages transmitted to and from the 
NCIC .files. The term "message switching" refers 
to the routing of messages between user criminal 
justice agencies by m>0ans of the NCIC com
munications network and its cCl,ltral computer. 
The communications network can be viewed as 
a wheel with the FBI computer as the hub and 
the communications lines leading to each of. the 
States as spokes. Transmission of data messages 
between agencies over this network therefore re
quires transmission from the inquiring agency 
to the hub and then retransmission to the ad':' 
dressed agency. Replies:would operate the same 
way. Use of the NCIC communications network 
in this fashion could be a rapid and economical 
way of managing the system's message traffic. 

Although the message-switching approach to 
data communications is becoming ouite com
mon, it has encountered potent of'1'1Qsition when 
applied to the NCIC situation. One primary 
reason for this opposition is concern that the 
FBI, in managing the message switch, would 'Db~ 
tain excessive control pver th~ user agencies and 
an opportunity to monHor the traffic for poli- . 
tical purposes. This opposition is also fed by a 
fear that message switching would provide the 
capability of integra~ing CCH data held by the 
States for purposes Jot intended for th~ system 
and that consequently CCH could become an 
uncontrollable national data bank. In this 
respect message s\vitching for NCIC has become 
associated with more generalized concerns 
about the creation and abuse of national data 
banks in our society. 
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The choice of technological cOllfigurations for 
the CCH system can have a very strong intetac~ 
tion with the organizattmal and social architec
ture or the system. The centrally controlled fea ... 
tures of the proposed message-switching plan 
are inextricably linked with the organizational 
assumption that the system is to be operated by 
the FBI and funded by the Federal Government. 

Other technical approaches to managing mes
sage traffic between users may be feasible that 
would not require traffic between States to be 
routed through a central hub, with its overtones 
of Federal control. At the same time, such a con
figuration would be likely to place more respon
sibility on the States for traffic logging and for 
identifying and correcting errors in the CCH in
dex. AlSQ, removal of the Washington hub for 
message traffic would tend to focus oversight at
tention towards o~~~~§tilJ:~s. 

With all of these interactions as well as con
siderations of security and economy in mind, 
alternative technical approaches to message 
switching should be explored. 

II 

ALTERNATIVE SYSTEMS CONFIGURATIONS 

Three general configurations for a "national" 
CCH system can be contemplated. On one ex
treme is the centralized dafa base; on the other, 
the completely decentralized system in which 
record segments, identified from a central index, 
are collected from the various States and assem
bled I at the site of the: inquirer. In the middle is 
the 197.5 FBI proposal of State-held records on 
single:-State offenders and centralized records on 
multi":State and Federal offenders, all controlled 
through a centralized index. 

The centralized data base concept is the one 
~presently in operation. Its deficiencies are well 
demonstrated. It requires complete duplication 
of records a~ ":e central~o];ation and a means of 
maintaining their currency in addition to the 
maintenance of the State files. The States lose 
operational control of the dissemination of their 
data. For both political and economic reasons, 
manyf\tates have not· joined the national 
system. )j'l. _ 

The c<J Jl,1Puletely decentralized system would 
leave all/;aiminal history records in State reposi-
tories w,lth only Federal offender records and a 
pointrfindex at the ~ationallevel.Jocal crimi-

/~~ ... 

nal justice officials argue that the Stati:! is best 
qualified to interpret information on offenses 
occurring within the Sfate, and consequently it 
is the most appropriate and effective repository 
for such records. Furthermore, decentralization 
would retain for the States much more effective 
control over the disseminatjon of records than is 
possible with a centralized system. 

I 

On I the other hand l the fully decentralized 
system with centralized message switching 
would have rthe maximum amount of, and ex-. 
pense for, message traffic of all alternatives. 

The middle ground involving centralization 
of multi-State offender records has the potential 
adv~ntage of reducing the amount of message 
traffic as compared to the fully decentralized 
concept. However, it also partakes of the'dis6d
vantages of the fully centralized system dis
cussed above. 

A concept of regional shadng of information, 
with regional criminal history repositories inter
connected in a natjpnal system, appears to have 
few,. if any, advocates at the present time. How .. 
ever, if criminal activity has a regional charac
ter, as the fragmentary data available suggests, 
then suitably chosen regional repositories would 
find that most inquiries are intraregionaL Most 
inquiries to the national pointer index would in: 
dicate no out-of-region record, and national 
message traffic could be significantly reduced. 
Existence of regional repositories might also 
benefit smaller States that otherwise would be 
reluctant to computerize their own records. 

The political, organizational, administrative, 
and economic dimensions of regionalizaHon 
have not been explored, however. 

Corii(sidermoo~h~ interolay already discussed .. \ ~ \... , 

betweerrfhe technl>logical, political, organiza-
tional, and social .architectures of this system, 
detailed examination of these alternatives 
should be explored further. before a choice is 
made. 

IDENTIFICATION TECHNOLOGY 

Identification technology is an area in which 
future technology developments could make a 
significant difference. As discussed previously I' 

in this report, one of the weaknesses of the CCH 
system as currently conceived is that rapid iden
tificatiou. by fingerprints i~ not available on a ' 

, ~-.;::..-.~ 
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routine basis. The two bottlenecks to achieving 
this ate the time-consuming and expensive proc
ess or manual technical search of fingerprint 
f.iles, and the present high cost of facsimile 
transmission of fingerprints. 

Tc:lchnology offers the prospect of solving 
both of these problems, The FBI has invested 

, heavily in the past 10 years in the development 
of th~FINbER system for fingerprint encod,ng 
and search. This system, now being installed in 
the Fa! Identification Division, is almost com
pletely automated. Total equipment and soft
ware costs until completion have been estimated 
at $p7.2 million. In addition, the training and 
skills required to operate the system are exten
sive. Nevertheless, a highly automated finger
print idel'!tification system is on the verge of 
being demonstrated to be economical, at least 
for the FBI's -Very large collection. More recently 
the Canadian Government has ordered a similar 
system to be installed at the RCMP headquar
ters in Ottawa. This system, with a file of 2 mil
lion fingerprint records is about the size that 
would be required by a State identification 
bureau. The problem of economical fingerprint 
transmission still remains. But here too, recent 
developments in digital facsimile systems, in
cluding some technology developed with LEAA 
support, shows promise of leading to practical 
and economical hardware. 

It is not dear without further study how soon 
these technologies are likely to be available and 
economical enough for widespread use. Further
more, depending on the relative costs of the 

. FINDER and facsimile technologies, they could 
have the effect .of encouraging either centraliza
tion or de(:entralization of the Nation's finger
print identification activities. 

TransitiQn Planning 

ISSUE ' 

Considering the significant change in 
criminal justice recordkeeping that CCH 
implies and the hmg transition period 
before it can be implemented fully, what 
aspects of this transitional period require 
planning now? 

4-0 

SUMMARY 

Much discussion of CCH tends either to 
criticize problems and imbal~.c;;es. of toclay's 
system environment or to focus on '~~sign bf an 
ultimate system operating at some time 5n the 

. future. It is tacitly assumed that a transition 
path between the two can be found. However, 
explicit planning will be necessary to avoid 
dangerous pitfalls along this path. 

The gradual conversion from manual to auto
mated criminal justice recordkeeping is accom
plishing a steady improvement in both the ac':' 
curacy and completeness 6f records. At the 
same time, more extensive use of the records has 

CObeen made possible. There is good reason to 
question whether the quality of today's records 
i5:,adequate to support the uses to which they are 
beginning to be put in criminal justice decision
making. System planning should recognize that 
there will be an extended period in which most 
criminal history recrods do not meet standards 
of quality. Interim procedures and monitoring 
may be desirable, as is coordination of the pace 
of implementation of improved intrastate in
formation systems with the rate of interstate 
CCH implementation. 

A large number of cost-related questions not 
currently addressed,. by the FBI need to be ad
dressed. The rate of development of State 
systems needeci to support CCH is in large part 
determined by Department of Justice policies 
and funding which affect systems development 
primarily. Yet the States have concerns about 
the operating cost impact of the new systems 
and may resist Federal requirements, such a~ 
audit, that could add to their operating costs. 

Also related to CCH planning is the relation
ship between the FBI's Identification Division, 
the State Identification Bureaus and CCH. For 
the next 5 years or more, until CCH is substan
tially operational, the manual rap sheet activi
ties of the Identification Division will have to be 
continued. In the long run, maintenance of· the' 
two systems will obviously be duplicative. 
There is no FBI plan dealing with this question. . 

Finally 1 there are some questions about poor 
response time in the existing NCIC system. FBI 
statistics made available to the working group 
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support the inference that long delays in system 
response have been caused by system outages 
resulting from both hardware and software fail
ures. while a long-term solution to these prob
lems should be addressed as part of the overall 
planning process, it will be 3 to 4 years, if not 
longer, before longer term plans can have effect. 

It will be highly desirable if all of these transi
tion questions are addressed in the blueprint for 
NCIC/CCH now being developed by the Justice 
Department. 

Bureaus to have remote online access to 
the Automated Identification Division 
System (AIDS)? 

DISCUSSION 

The Justice Department is now in the process 
of developing a blueprint for CCH. It is antic
ipated that this blueprint will present a new pro
posal for decentralized CCH t and will include a 
plan for the necessary telecommunications. 

Because of the significant change in criminal 
QUESTIONS justice record keeping that CCH implies, al'\d the 

long transition period that will be required 
1. What planning exists or will be developed before the system can be fully implemented, it is 

in the CCH blueprint for ensuring the im- crucial that the CCH blueprint should lay lOut a 
provement of CCH data quality and ade- plan dealing explicitly with how the transition 
quately minimizing the effects of poor will be managed. 

data quality? The following pages deal with several trans!-
2. What is the proper balance of emphasis tion issues! the problem of poor data quality 

between building intrastate CCH capabili- during the transition period; the problem of 
ty and stimulating interstate dissemina- managing a mix of manual and computerized 
tion? record systems in different States; the issue of 

system costs and financing; the relationship be-
3. Are special audit procedures required to tween the CCH program and the FBI Identifica-

monitor the social risks of CCH during thl} Han Division; and finally, the issue of response'-
early years of operation? ~' . > time problems in the existing systems. 

4. How will the CCH blueprint plan to in-
corporate States that choose not to com- TRANSITION FROM MANUAL 
puterize their criminal history records? TO COMPUTERIZED RECORDS 

I d In the typical system with a large data base, 
5. Will the CCH blueprint inc u e cost the transition from manual records to com-

estimates and a financing plan for the 
system7 . puter-based records is a period in which many 

errors and gaps in the manual records are 
6. What will be the short- and long-term systematically uncovered. System managements 

relationship between the FBI Identification differ in the treatment of deficient records: the 
Division and the CCH program? files may be expunged entirely, they may be 

flagged, but entered in the system, 9f they may 
7. What is the relevance, if any, to be reconstructed and then entered. Hit.ch strategy';' 

dissemination of criminal history infor- presents certain costs and benefits to manage-
mation from the Iden.tification Division ment. The transiti&h to computerized records 
files of questions that have been raised offers management the opportunity to signifi-
regarding CCH dissemination? cantly increase the quality of the data base. This 

8. What would be the adv~antages and disad- process is occurring as States and local agencies, 
vantag~s of integrating CCH and Iden- convert their criminal history records to com-' 
tification Division recqrd formats? puterized form. The quality of criminal historY .. 

records is cert~in1y being improved. ,The prob-
9. What would be the advantages and disad- ler.n of poor dIsposition reporting, for example, 

vantages of making CCl{ an integral part was far worse before eCHo 
of t.~e Identification Division data base? 

Interstate message switching differs from 
10. What would be the adva~tages and disad- other existing and proposed national data banks 

vantages of allowing'State Identification because the potential for harm to individual 
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citizens is very large. While erroneous and in
complete iruorn:'lation in private credit data 
banks may lead to credit difficulties, criminal 
history data of poor quality can lead to arrest 
and incarceration. 

o Even if development of an interstate message
switching capability eventually may improve 
data quality, there will be a transition period of 
several years during which the system will have 
to rely on data of varying quality. Consequent
IYf the role of the CCH program in improving 
the quality of criminal history data should be 
recognized explicitly in the planning process. A 
plan to bring the data up to acceptable stan
dards, to monitor the quality of data over time, 
and to minimize the effects of data imperfec
tion:; is needed. Without such a plan, it will be 
reasonable for critics to question whether the 
system's data quality will ever come under con
troL 

MIX OF MANUAL AND 
COMPUTERIZED RECORDS 

The rate of records automation has varied 
widely among the States because of their wide 
diff~rE;:p.ces in size, funding I and priorities. Some 
smaller States will probably not computerize 
their criminal history records for many years, if 
ever. A systems approach is required to deal 
with this difference in the speed of implementa
tion. Allowing the computerized pointer file to 
contain pointers to records held by both com
puterized and manual states mi.ght be desirable. 
In any case, the CCH blueprint should deal with 
this aspect of the system. 

SYSTEM COSTS AND FINANCING 

The blueprint for the proposed system must 
answer a large number of cost and cost-related 
questions not currE'ntly addressed by the FBI. tn 
the first instance, an estimate of costs for all 
systeril participants (or total system cost) must 
be included. The cost projections should distin
gUish between fixed costs and operational costs 
(entry and file maintenance costs, programing 
and personnel costs, and audit costs). 

Second, acceptable use-cost concepts must be 
established. Questions of equity arise when 
some States who do not develop extensive CCH 
capability will nevertheless be able to use the 
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fil~ of other States who have invested heavily 
in ~ Stat~FC~ capability., 

Third, fhe blueprint shoulddarify the Federal 
funding for the operational costs of maintaining 
CCH files in a manner acceptable to the existing~ 
Federal standards. Clearly, the States are re
sisting acceptance of Federal dedication stan'" 
dards, and may well resist Federal auditing re
quirements. Therefore, these costs may have to 
be assumed by the Federal Government. The 

. current FBI plan makes only a cursory remark 
about auditing costs. The Department of Justice 
has estimated that when CCH is fully opera
tional a permanent FBI audit staff of five people 
could perform the audit function, with an an
nual travel cost of $90,000. This estimate does 
not include any of the State and local auditing 
costs, which are likely to be mltch larger. 

Fourth, there is an obvious relationship be
tween distribution of costs and organiza
tional! accountability issues which must be ex
plored. If the Stafes are expected to shoulder a 
major part of the fixed and operational costs, 
and if they are to bear ultimate responsibility 
for the adequacy of the data base with respect 
to a variety of criteria, then it would seem that 
States should have a higher level of control or 
authority in operation of the system than cur
rently envisaged by the FBI. Otherwise States 
will be in the position of being held accountable 
for system shortcomings without having the 
authority to remedy the defects. Thus questions 
of cost, organization, and accountability are in
extricably linked. 

THE FBI IDENTIFICATION DI\'1SION 

The FBJlis Identification Division has main- ,/ 
tained a ce~tral index of fingerprint records on 
criminals and manual criminal history records 
or "rap sheets" since 1924. These files now con
tain records on over 22 million people. They in
clude not only arrestees and offenders, but 
military personnel, Government employees, 
aliens, people with security clearances, and 
those with voluntary personal identification 
cards. Until CCH, these FBI files provided the 
only mechanism for determining if an individual 
had a criminal history when an inquiring agency 
could find no prior record in its own State files. 

The FBI will continue to respolld to inquiries 
to the Identification Division file until "a suffi-
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cient number of eCH records are amassed to 
satisfy operational law enforcement needs:'23 
Even if the States begin to join CCH at an ac
celerated rate, this period is likely to be a 
minimuni of S, perhaps 10, years. 

Even with a decentralized CCH program, the 
FBI Identification Division will play a (:entral 
role. While States with their own records of of
fender fingerprints will be able to identify of
fenders with prior records in the State, checks 
with the master fingerprint file will still be 
necessary if no finr,rprints are on file in the 
State. Thus theprocedure~~f submitting finger-

d 
\\ J'/ 

print car s tq the FBI otr\ ffenders with no State 
record must be continuec?!; Only in the unlikely 
event of extreme improvement in accuracy and 
cost of electronic processing of fingerprints 
could a centralized national file be eliminated in 
favor of multiple search of all State files. 

The FBI is in the process of automating its 
identification process through a program called 
"AIDS" (Automated Identification Division 
System). AIDS will eventually provide for auto
matic name and fingerprint searching at the na
tional level. While discussions with FBI repre
sentatives have clearly identified the close link 
between the Identification Division program 
and CCH, OTA is not aware of any long- term 
FBI plan encompassing both activities. Since it 
do>.:!s appear that the two criminal history files 
will eventually become duplicative, and the 
fingerprint search function is so central to both, 
it seems necessary that long-term planning in 
the FBI and the Department of Justice should 
describe the eventual relationships. This would 
apply particularly to the blueprint for CCH now 
beirig prepared by the Department of Justice. 

Another reason for examining both activities 
together is that the, arguments concerning over
sight and accountability for protection of in
dividual liberties may apply with equal force to 
both systems. Special auditing and management 
procedures that may be determined to be needed 
for control of CCH information dissemination 
may therefore apply equally to dissemination of 
Identification Division criminal history files as 
well. C 

Z3F~9"'f-al Bureau of Investigation, "National Crime In
fO~,M)t\ Center-Proposed Limited Message-Switching 
Imp),:",...-w.ation Plan," April 14, 1975 (Revised). 
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~ClC RESpoNSE TIME AND DOWNTIME 

There have been numerous reports of long 
delays, some 10 minutes or more, in respons~ to 
NCIC inqu,jries. Furthermore, the system'ls 
downtime level is thought to be excessive. The 
working group received from the FBI some 
statistics regarding both response time and 
downtime. 24 This data indicated that the NCIC 
central facility was unavailable to process trans ... 
actions because of unscheduled downtime of an 
average 23.9 hours per month during the first 9 
months of 1977, for an average in-service avail
ability of 96.7 percent. There were an average of 
5'1 outages in excess of 2 minutes in the average 
month. The average duration of these outages 
was therefore 25 minutes. 

From the viewpoint of the user making in
quiries to the system, this downtime result!:; in 
delays at least as long as the outage. Conse
quently, the data suggests that over 3 percent of 
the NCIC transactions may have incurred de
lays of several minutes because of system out
age. The local agency experiencing this delay 
receives no message explaining the nature of the 
problem or the delay to be expected. The user is 
thus left with uncertainty about the delay that is 
probably as operationally serious as the delay 
itself. 

When the central processor is in service, the 
data provided by the ~BI suggests that on the 
average, response time should be quite good. 
However, data on the peak busy period process
ing load would be needed to confirm this im
pression. 

A long-term solution to NCIC's response time 
and downtime problems should be addressed as 
part of the current FBI computer system plan
ning and the NCIC "blueprint" exercise under 
way in the Department of Justice. However, it 
should be recognized that it is likely to be 3 to 4 
years, if not longer, before these longer term 
plans begin to have their effect. 

., - ... 
In the' interim, the FBI has submitted a Re

quest for Proposal (RFP) for a front-end com-o 
munications controller which would be used in 
conjunction with the IBM 360/65 central proc-

24Letter from Jay Cochran, Jr., Assistant Director, FBl 
. Technical Services Division, Nov. 10, 1977. 
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essor for the purpose of relieving that machine 
of the burden or managing the NCIC communi
cations traffic. OTA's working group members 
did not conduct an investigation into the 
reasons for the alleged downtime and response 
time. However, given the data provided in the 
RFP and the explanation which F~I. officials 
made of their problems, and given th~Vechnical 
purpose of front-end processing, and its wide
spread use to perform economically the general . 
housekeeping functions associated wi~~ message 
control, such a procurement request }(buld be a 
common technological solutioll toward relief of 
such communications problems as are described 
fOl: NCIC. The procurement, however, con
tained a provision for message switching as a 
mandatory'option. The FBI's stated argumellt 

for this was pri,marily economic: if message 
switchint;were to be authorized later, the option 
would have ensured minimum cost to its im
plementation. Inclusion of this option met 
strong opposition, as some saw it as a possible 
subterfuge to obtain message switching without 
authorization. The inclusion of the message
switching option tiell this RFP into the CCH 
. debate, and therefor]/ delayed the procurement. 
The RFP was rewritt/~n by the Bureau to remove 
all references to message switching and on April 
24, 1978, was presented to the General Services 
Administration. As of December, procurement 
authority had so far been witheld pending 
resolution of a difference of interpretation sur
rounding the question of the exact nature of the 
procurement and procedures for obtaining it. 

SOCIAL IMPACTS 

ISSUE 

Effects on the Criminal 
Justice System 

In what ways, desirable or undesirable, 
might CCH cause, or contribute to, 
chan-ges in the operation or organization of 
the criminal justice system? 

SUMMARY 

Practitioners and critics of the criminal justice 
system suggest that the traditional "due process" 
or "adversary" model of criminal justice is no 
longer appropriate for describing the reality of 
criminal justice decisionmaking. Organizational 
resource constraints and opportunities for dis
cretion have increased the importance of admin
istrative decisions in managing the workload of 
criminal justice agencies. CCH is an important 
tool supporting these mechanisms. 

In the long term, CCH has the potential either 
to improve the quality of criminal justice deci
sionmaking or to introduce further inequities in 
the system. Careful investigation of its potential 
impact on administrative procedures is re
quired .. ' 
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QUESTIONS 

1. Will the proposed CCHsystem strengthen 
trends towards administrative justice as 
opposed to traditional conceptions of 
legal due process, presumption of in
nocence, and full, fair, and open hearings? 

2. What is the likely effect of the proposed 
CCH system on the administrative process 
and relationships between criminal justice 
agencies? 

3. Will the proposed CCH system make it 
more difficult for former offenders to rein
tegrate into society and thus impede their 
rehabilitation? 

4. What is the likely impact of use of CCH in 
criminal justice decisionmaking OIl case
loads, detention and prison populations, 
and requirements for judg.es and at
torneys? 

DISCUSSION 

It is widely recognized by those who have ex- . 
amined the criminal justice system in detail that; 

. traditional, legal definitions of "due process" no 
longer characterize the bulk of criminal justice 
system activities. Such conceptions would re-
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quire a presumption of innocence and truly ad
versary proceedings, full, fair; and open judicial 
hearings, free from even the taint of coercion, 
threats, or considerations of advantage either to 
the accused or the justice system. While a few 
accused criminals do receive such treatmentr the. 
vast bulk of the 5 million or so persons reported 
arrested annually do not. In most jurisdictions, 
from Manhattan to rural Wisconsin, over 90 
percent of the convictions result from guilty 
pleas.25 

Police officials, criminal lawyers, judges, and' 
scholars, who have observed the reality of 
criminal justice decisionmaking have character
ized this system, variously, as "bureaucratic due 
process,"26 27 "organizational due process,"2S the 
"crime control model,"29 and in the popular 
press as"assembly line justice. "30 

At the heart of each of these descriptions is 
the notion that the criminal justice process, 
operates under a presumption of guilt. The 
goals of the criminal justi~e agencies are ra
tional/instrumental goals. 'The criminal justice 
process-in this view-is seen as a screening 
process in which each successive stage-pre
arrest investigation, arrestJ post~arrest invest
igation, preparation for trial, trial or entry of 
pleas, conviction, disposition-involves a series 
of routinized operations whose success is 
gauged, by their tendency to efficiently pass 
along cases to the next agency. 

The period of the 1960's is very inlportant for 
understanding cur!ent trends in criminal justice 
administration. It was a period of growing pub
lic awareness and fear of crime. This in turn 
brought crime to the foreground as a political 
issue, resulting in, among other things, a Pres- : 
idential Commision on Law Enforcement and 
Administration of Justice. It was a period of 

2SDonald J. Newman, "Pleading Guilty for Considera" 
tions: A Study of Bargain Justice," lcmmal of Criminal 
Law, Criminology, and Police Science 46 (1956): 780. 

,26Abraham S. Blumberg, Criminal justice, Chicago: 
Quadrangle Books, 1970., 

27Arth1!f Niederhoffer, Behind the Shield, Garden City, 
N.Y.: Anchor Books, 1969. 

28Jerome Skolnick, Justice Without Trial, New York: 
Wiley, 1967. 

29Herbert 1. Packer, The Limits of the Criminal Sanc" 
tion, Stanford: Stanford University Press, 1968. 

30Jerome SkolnickFJustice Without Trial, New York: 
WHey, 1967. 

social strife among whites and blacks~ and be
tween anti- and pro-Vietn~m War proponents. 
The activities of the police in particular were a 
focus of national attention both by those who 
saw them as brutal defenders of the status quo; 
and::others who wanted to solve the crim,e prob
lem by removing all constraints from thepolice. 
It was also a period of increased reports of 
crime, increased arrest activity of police, and 
resultant pressures on prosecutors, courts, and 
prisons to administer the large caseloadfi. The 
President's Commission released a report in 
1967, The Challenge of Crime ina Free Society, 
which itself became an important trend-setting 
document both in Jerms of future policies and 
value a~sumptions on the control of crime. 

The report recognized that criminal justice 
administration in this country is highly frag
mented. Each of the 60,000 agencies involved 
had its own record~eeping practices and needs. 
Th~s observation ~ontributes to the pressure fol;' 
computerized criminal histories as a manage
ment tool for tracking persons through the maze 
of the justice system. 

The report also roecognized the prohlem of 
recidivism. About 68 percent of persons ar
rested for felonies the first time will be arrested 
at least one more time for a subsequent felony. 
This has added impetus to a program af com
puterized criminal histories both at the State 
and national levels, and also has led to the de
velopment of "careers in crime" programs both 
at the FBI and local levels which seek to ensure 
that repeat offenders are dealt with severelypy 
prosecutors and judges. -

The Commission also reported a lack of in
formation, poor management, and lack of coop,,: 
eration among agencies. This encouraged the 
establishment of new funding mechanisms to 
entice local agencies into compliance with 
Federal and State executive branch programs. 

The recommendations of the President's 
Commission led to the rapid development of 
State CCH programs; criminal histories havEi':::, 
come to playa central role in the administrative 
justice process. The nature of the treatment that 

::J 

an individual receives from the criminal justice 
system has come to depend strongly on the ad- (J 

ministrative screening of his criminal history 
records at numerous points in the process. (See 
Information Ne2ds, p. 17, fer discussion of the 
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constitutional rights and data quality issues in
volved here.} Thus, CCH is an important, and 
sucessful tool supporting the gradual shift 
towards bureaucratic criminal justice processes. 
As the use of computerized records becomes 
more widespread and the workloadj:qf criminal 
justice agencies continues to increase, further 
applications of CCH as a management tool can 
be anticipated. 

, The availability of criminal history records to 
,\ support criminal Justice decisionmaking will 
necessarily change the quality of those deci
sions. To take just one example, consider the 
use of CCH to aid the decision to set bail. This 
will operc;i.te to increase the probability that per
sons with criminal histories meeting certain 
criteria would be detained. Two alternative con
se4uertces would flow from this result. Either 
detention facilities would become increasingly 
overcrowded or incarcerating officials would 
adjust their decisionmaking process so that 
some people who would be detained under cur
rent procedures would be permitt.~d bail. 

This sort of shift in decisionmaking might be 
in the direction of a more rational, fair, and ex
plicit system, allowing officials discretionary 
decisions to be factually based on appropriate 
Jnfortnation about the individual :involved. Cer
. tainly studies show that, at pres1ent, great ine~ 
quities are observable in decisions for reasons 
having to do with social class, ethnicity, and a 
host of other nonlegal Bodal distinctions.31 But 
it is also possible that:-one ~t of inequities will 
be replaced by another. For example, use of in
complete, inaccurate criminal histories has been 
attacked as systematically unfair in a current 
court case.32 A future assessment could examine 
theeffed of CCH on this trend .. 

The Dossier Soci~~ty 

ISSUE 

To what extent, if any, might C:CH contrib
ute to the growth of Federal s(lcial control, 
or become an instrument for subversion of 
the democratic process? 

31Charles BaM, "Sentence Disparity and Civil Rights," 
U.S. Commission on Civil Rights, December 1977. 

3ZTatum, et al. vs. Rogers. 
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SUMMARY 

Some possible consequences of new techno
logical systems are of such magnitude that, even 
though speculative and remote, they deserve 
serious attention, particularly if the conse
quences have the potential tc.I be irreversible. 
Falling into this category is the possibility that 
CCH might become part of a drift in bureau
cratic growth leading to ever larger instruments 
of Federal social control, or even to internal 
subversion of the normal democratic process. 

More explicit technology coritingency asses- Ii 

ment i:t3 required to permit eva:luation of this 
issue. 

QUESTIONS 

1. To what extent, if any, dCJe~1 the proposed 
CCH system in combination with other 
Federal systems in the Inh~rnal ReveJ;lue 
Service, Social Security, HEW, and other 
agencies expand the potentiall surveillance 
capacity of the Federal Government 
beyond reasonable limits? 

2. To what extent, if any, will the develop
ment of a national interstate CCH capabil
ity expand criminal justice demand for 
and use of CCH records? 

3. Given. the potential for linkage between 
the proposed CCH system and the many 
other, new, massive Federal d,tta banks, 
to what extent is it advisable for Congress 
to establish an agency specifically charged 
with monitoring or controlli1:1g these 
systems? 

4. Are the available oversi~t and· ,auditing 
mechanisms strong enough to ale~",t society 
to adverse consequences in time Ito avoid 
or reverse them 7 

DISCUSSION 

Although American society rejected!, the idea 
of a national statistical-administratilve data 
bank, it is apparent that through incremental 
decisions in a number of areas-HEW; Internal 
Revenue, Sodal Security, Occupation~t Health, 
and so forth-the building blocks of a,lnational 
data bank are, or shortly will be, in exi~:\tence. It 
is well known that the demand for infdrmation 
is often encouraged by the supply of cheap, 
reasonable quality information. And iIi: is con-

'.) 



ceivable that through the pressure of day-to-day 
administration of large Federal programs, or 
through popular political pressure, certain 
groups of Americans will be routinely tracked 
through Federal data banks. Fathers wh'o have 

i: abandoned their families provide an interesting 
example of a group thought particularly anti
social by Federal welfare officials, the public, 
and Congress .. The recent program established 
by HEW to compare local welfare records with 
Federal social security files in order to track 
down ..these fathers illustrates how a combina
tion of political and administrative forces 
responds to the supply of information. Such a 
program would be inconceivable without exten
sive computerization of State-local welfare files. 
Moreover, there are no inherent limits on this 
process: popular passions, fed by the technical 
capability, and supply of informationl may 
gradually extend the dossier society to many 
population subgroups. 

In such a context, CCH must be considered 
another important building block for a national 
data bank. The extensive use of CCH in law en
forcement, criminal ju~tice, employment, and 
licensing could be extended beyond present 
limits under pressure of new perceived needs. 
For example, CCH and the NCIC wanted per
sons and missing persons files could be used to 
assist in tracking and locating individuals exer
cising first amendment rights, and identifying 
members of political groups. 

In exploring these possibilities, perhaps the 
limiting case is the possible abuse of CCH, and 
other systems with files on individuals, through 
internal subversion of the democratic process 
and/ or cultural draft towards a bureaucratic 
leviathan. In the recent past, reports and hear
ings show that the existence of FBI criminal files, 
as well as some other Federal Government files 
on individuals, has proven a powerful tempta
tion for some political executives to abuse the 
democratic process and threaten the civil liber
ties of Americans. In some instances, Federal 
administrators and other personnel with direct 
responsibility for the integrity of these informa
tion systems have indicated they often felt 
powerless or acted in concert with the abuse of 
these systems. 

These possibilities may seem remote, but the 
magnitude of their consequences could be cata
strophic. Furthermore, the ability of our social 

organization to recognize and control the inere-
mental growth of data banks has not been firm
'ly demonstrated to say the least. 

A future assessment should examine the vuI· 
nerability of CCl{ to these abuses, and the proS" 
pects of strengthening safeguarqs against them. 

Privacy and Civil Liberties Trends 

ISSUE 

Is there a conflict between maintaining na~ 
tional privacy and civil liberties trends and 
decentralizing responsibility,. for the CCH 
system? 

SUMMARY 

The national dialog on computerized criminal 
histories~ has produced some slow progress 
towards achieVing a recognition of the need for 
restrictions on the dissemination of records. The 
effect on the health of this movement of a possi
ble decentralization of CCH to the States is not 
clear. It may become more difficult to maintain 
a national spotlight on these sensitive questions. 

QUESTIONS 

1. What would be the impact of decentraliza
tion of CCH on the opP:Jrtunity for over
sight .of constitutional rights protection 
throughout the country? 

2. Would it be more or less possible for in
terested groups to focus attention on 
violations or' patterns of governmental 
abuses? 

3. Would a decentralized system be more or 
less responsive fo the privacy concerns of 
individuals? 

DISCUSSION 

The creation of a computerized file with 
criminal histories under Federal auspices has of
fered a unique opportunity to mak~ some slow 
national progress toward' achieving social goals 
of fairness, privacy, and freedom ofcinforma
tion thro~~statutory and administrative re
strictions on abuses in use of personal records 
and on careless or malicious or unwise dissem
ination of records. It allowed, indeed f(Jrced~ a 
long-needed dialog on the need for relevancy, 

47 



accuracYt,and timeliness of informatioIl on peo
ple when it was used by those agencies which 
most intensely exercised the force of govern
ment. Many hundreds or studies, articles, 
essays, and speeches have analyzed the implica
tions of these issues which were inherent from 
the beginning of NCIC/CCH. 

Although reflecting diversity, this dialog, and 
the laws, rules, and judicial decisions it 
generated, moved the Federal and many State I 

governments very far along the way towards a I 

national information policy. In itself, it has 
helped to weld together the diverse political 
arenas in our society where these issues were 
debated. It energized reforms in other areas of 
recordkeeping and many of these are doc
umented in recent reports or the Privacy Protec
tion Commission. 

Some analysis needs to be given to the health 
of this movement insofar as law enforcement, 
criJ!1inal j1J;;;ti~e records a..l1d comE~tc:Lized sys
tems are concerned. Returning CCfI files to the 
States or to another entity, under different um
brellas/ might reduce the opportunity for over-
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sight of the wayJrnportant constitutional rights, 
interests are being ptotected throughout the 
country. It is not ,dear whether interested 
groups would find it~sier or more difficult to 
turn a spotlight on a violation or pattern of 
governmental abuses with the intensity suffi
cient to effect changes. Restructuring of NCIC 
Plight result in throwing such political interest 
groups into an arena dominated by influential 
police chiefs and political executives in the law 
enforcement and criminal justice agencies of 
each State. On the other hand, such a scenario 
might make it easier to advocate changes and 
promote oversight in areas of concern to con
stitutional rights groups and others concerned 
with maintenance of effe~tive criminal justice 
systems. 

A future assessment of this issue should take 
notice of identifiable trends in public attitude 
concerning civil liberties, fear of scientific
technological development, and towards in
creased levels of powerlessness and alienation 
with regard to political institutions. Such trends 
are evidenced by numerous surveys, reports, 
and legislative activities. 

o 
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APPENDIX A 

Letters of Request 

flt;TQ W. fIIOO4f«), $". (N.J.), ctWftMAtt 

INn( aPlOOf!l'f TIX. RCaPl1' MCC'-O"" •• u... ,,,,;1""'" W, KArrmMIJC", Wi.. TOM "AlU~ ILJ... 
oaf{ C('1W",.O_. CAYI!". CHAPILCa. C~ Wll'l4t .... l!AU,.. 
"OHHU''''~''d. J"~ MICH. H"M,I..TOH ,JfJir-t'''" H.Y. 
JOIIHtJII. r,,,"lfIKt; tll\. .... CAI..Owr~ BUTL!", 'lA, 
WiJ..TIft' 'LOW'M, M.A. WU.UAM •• "nfl:~ M.4tHI 
JAMU "~M""'t4t 'oC, CARIAS J. MOOft"UO • .:AUt'. 
JottH tt, UI.I"UHd. 01410 JOHN ,." ASHallOOf(. OHIO 
MOffa' .... QAN'IUOH, C!AU"~ "'CH"'" J, "vee. ILl.. 
~p,.,.,.. P"I~ tWAllt THoMAI H, ,ulm,.. ... , .oH=-
IIAII .... "A JOfliDAH, TlX. H ... ftOl.o _. ~wrl"~ M!CJ.(. 
rlJ%A'mt kO'-nMAk. N.y. 
~"'AHO t.. "'Anou~ x.,. 
WIt .. LJA;" ,1, JiUOHU. N.J, 
~A! t!.; "Au... J" .. TI'J(, 
LAMA" CWOI'''; N.c. 
t4.VtcU.Q .... VO,,",,""""' Mo. 
UI1I"M' C. K.l,.,tll II. Vft, 
,11104 t.AH'f1k'. NIV. 
~LJ.tH r, ,m .... ,.,., . 
• ,t,J..y LeC r:vl>,"I, oil. 
"HTHOHY' c. N"UH&OH. cJ,u,. 

armtgr~$$ of th~ 2£lltit~a ~ta:b5 
~mmumu~nn~~W~ 
~ of ~pre!lcuhdWe!l 

;wrus1ji.'tghm. ~.Qt 20515 

m,~p~one: ZOZ-Z25.3951 

September 12, 1977 

Senator Edward M. Kennedy 
Chairm~n of the Board 
Office}of Technology Assessment 
119 D Street, N.E. 
Washington, D.C. 20510 

Dear Senator Kemiedy: 

4'D1CftM.. COUHI«S.4 
A~A."A .. I("" 

aTA,.,.. aUU:CTO"t 
llA.'UU,ft J. e1..)~1t-

AI.ocfAl'"l ccx.~I:L.t 
,." ...... KUN Q. POLK 

The House Committee on the Judiciary, Sub
committee on Civil and Constitutional Rights, pursuant to 
its legislative and oversight responsibilities over the 
FnI, is currently undertaking a study of the FBI's 
criminal justice information systems and related matters. 
The Committee has been interested in this area for some 
time, mo:;t recently in connection with the BU1::eau' s 
request to the Department of Justice for new equipment 
and message switching capability for its National Crime 
Information Center. The Subcommittee has focused its 
att~ntion on the system's cost-effectiveness, efficiencY'., 
security and privacy protections. In addition, the .; 
larger issue of what should be the role of the federal 
government in this exchange of information by and for 
local law enforcem~nt agencies has been raised. 

'. . In view of the technical complexity of 
riationwide computerized information and telecommunications 
systems, the Committee would like to have the assistance 
of the Office of Technology Assessment. In particular, 
we believe that OTA's assistance would be most helpful in 
addressing the following issues: 

1. Evaluation of the Bureau's NCIC system 
in terms of benefits to the users, accuracy of the :data, 
speed, efficiency and reliability. 

2. The' Department of Justice is currently 
developing a proposal with both short and long ra.nge 
plans for the future of NCIC, the FBI I S role' in law 
enforcement telecommunications systems and message 
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Senator Edward M. Kennedy 
September 12, 1977 
Page 2 

switching gener~L'j.'y. An analysis of the proposal is 
needed in terms of the issues raised above, i.e.: 

does the proposal call for implementation of 
the newest and best technology available (Is 
that technology necessary to carry out the 
functions described in the proposai?); 

does it provide for app:ropris:te privacy and 
securi ty measures and safegl;;;J.rds for cansti tu
tional rights and civil liberties; 

does it take into account the needs of its 
primary users, the states, on an ongoing basis; 

does it or should it, provide for systematic 
audits of the system, both intern!i.l and external, 
announced and unannounced; 

will it improve the speed of response and reduce 
the current downtime levels, both of which are 
cited as problems by some users and outside 
computer experts (Are these in fact serious 
problems?); 

does it strike the appropriate balance between 
state and federal control of this system, 
keeping in mind that the Subcommittee leans 
toward the least intrusive federal (FBI) in
volvement possible, consistent with efficient 
operation of the system. 

These questions and issues are not meant to be 
al1~inclusive.For example, in a reportprepar.'ed for the 
Subcommittee by the Scientists' Institute for Public 
Information, a copy of which is enclosed, additional 
problems were cited, and suggestions for change were made. 
Your ev~luation of those problems and suggestions would 
i:llso shed much light on this inquiry, Finally, your answe'I'S 
to all of these ques'tions may, in turn, lead you to 
identify and assess alternatives, which would be useful to 
the Subcommittee's study. 
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Senator Edw~rd M. Kennedy 
September //12, 1977 
Page 3 f! 

Your assistance in this matter would be 
greatly appreciated. We look forward to hearing from 
you in the n\ear future. 

(j~~ 
PETER W. ~ODINO, JR. 
CHAIRMAN 

o 

Sincerely, 

~~~ 
Don Edwards 
Chairman 
Subcommittee on Civil and 
Constitutional Rights 

< .. 1 
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SCIENTISTS INSTITUTE FOR PUBLIC INFORMATION 
355 Lexington Avenue 
New York, N.Y. 10011 

(212) 661·9110 

TASK FORCE ON SCIENCE AND TECHNOLOGY 
IN THE CRIMINAL JUSTICE SYSTE'M 

Project on Criminai Justice Information Systems 

Report on inspection and briefing at the National Crime Information Center, 
July 12,1977, and follow-up, August 2,1977. 

On July 12, 1977, a group representing SIPl's 
Task Force on Science and Technology in the 
Criminal Justice System performed an on-site 
inspection of the National Crime Information 
Center at Hoover FBI Headquarters in Washing
ton, D.C. A briefing was conducted by Ray
mond J. Young, Assistant Section Chief, NCIC, 
and a lengthy question period followed. The 
SIPI group consisted of the following computer ' 
scientists: Daniel D. McCracken, Task Force: 
Chairperson, and Vice-President of the Associa
tion for Computing Machinery; Joseph Weizen
baum, Professor 'of Computer Science, Massa-

'chusetts Institute of Technology; and Dr. 
Myron Uretsky, Dir~ctor, Management Deci
sion Laboratory, New York University Gradu
ate School of Business Administration. They 
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Prepared by: 

JohnJ. Kennedy, Esq. 
Director, Criminal Justice Task 

Force 
August 3,1977 

were accompanied by John J. Kennedy, Esq., 
Task Force Director, and Alan McGowan, 
President of SIPl. After a preliminary report of 
that visit was prepared, Mr. Kennedy returrled 
on August 2, 1977 to meet with FraL1~ B. Buell, 
Section Chief, NCIC, and with Mr. Young, to 
give the FBI an opportunity to respond to the 
preliminary report. As a result of that follow-up 
visit, some corrections were made in the pre
limina,ry report. The thirteen points discussed 
bel9w represent some problem areas of the 
NCIC as they appeared to the SIPI group as a 
result of these vjsits. 

1 .. - ',\ 

1. 1~here is no regular auditing of NCIC data 
and procedures by a relatively independent 
auditing authority. Department of Justice 



Regulations place the responsibiHty for the 
auditing of, Computerized Criminal History 
data on each state to perform its own audit. 
The NCIC Advisory Policy Bc'ard state
ment of October 20, 1976, also mandates 
systematic audits on the part of the states 
with respect to CCH data. There are no 
Regulations at all which mandate any audit 
of non-CCH data. Therefore, neither the 
FBI nor any other agency except the sub
mitting state audits what goes into the 
system and how it goes in. The FBI only 
scrutinizes state systems when it is invited 
to do so by that state, or when the FBI 
suspects wrongdoing on the part of em
ployees of the system. The FBI does point 
out errors in procedure and obvious data 
errors that come to its attention. However, 
the opinion of the Task Force was that ir.
dependent auditing, both annOllnced and 
unannounced, as in the case of bank audits, 
is crucial to maintaining the accuracy and 
integrity of data, and to ensure that ade
qu~te computer management practices and 
safeguards are being followed. For exam
ple, the rate of inaccurate records can best 
be determined by independent audit, but at 
the present time such figures for the system 

_ as a' whole are unavailable. Finally, one 
. Task Force member felt that the "friendly" 
relations between the local law enforce
ment agencies and the FBI, and the desire to 
keep those relations friendly, militated 
against a system where one part was truly 
looking over anotherparUna critical way .. 

2. There has been no in-depth evaluation of 
the actual benefits of NCIC either per
formed by the states or by the FBI despite 
10 years of operation. Except for a number 
of highly dramatic incidents that are 
reported on occasion to indicate that NCIC 
works, there have been no studies, evalua
tions, or reports which give hard data on 
the benefits that have resulted to criminal 
justice as a result of NCIC. For example, 
what use does the criminal justice com
munity make of NCIC data, and how does 
this improve criminal justice efforts? The 
actual benefits of NCIC still remain in' the 
area of surmise, rather than demonstrated 
results. 

3. For s1,.l,ch a vast system, containing over 6Vz 
million records, with 250,QOO tran!?actions' 
per day, the hit ratio was not demonstrated 

,to be impressive. The system has about 
1,000 hits per day; of which 50% were for 
stolen vehicles, 20-25 % for wanted per
sons, and the rest scattered over the other 
six non-CCH files. There was no reliable 
data available for the CCH hit ratio. With-
out studies of the context of the hits, even 
in cases involving the "hot" files there is no 
proven demonstration of the significance of 
these hits. There is insufficient available 
proof of whether an extremely rapid re
sponse, which NCIC is designed to pro
vide, is of such vital significance in a great 
proportion of these 1,000 daily hits. In ad
dition, all of the jnformation obtained 
through Nc::IC could be obtained else-·· 
where, admitt-cdlYr by a less rapid manner, 
since all the data is kept at the state leveL 
There are other sources of criminal justice 
informati6n in addition to this state main
tained data. For example, there is a stolen 
car list maintained by a consortium of in
surance companies which the FBI admits is 
in some respects more accurate and up-to-
date than the NCIC stolen vehicle file 
which relies on state-supplied information. 
Perhaps the NLETS system, in the case of 
much interstate information, is an ade
qua~e, alternative communication device. 
The maintenance of the huge NCIC system, 
growing every year, may be subject to 
question when there is no demonstration 
that the 1,000 daily hits prOVide a signifi-
cant benefit to law enforcement, and tha~\, 
r:omparable information may be ayailable~) 
by other means, at cheaper cost, and with 
less significant problems involving in
tergovernmental relations. 

4. The downtime of the system was viewed as 
excessive. There are about 30 hours per 
month of unscheduled downtimpr" and 
about 2-3 hours per month of scheC1uled 
downtime. On 7/12177 the syst&m had 
operated for eight straight days without 
downtime, but has had other occasions 
when the system was down for as long as 
11 'hours . .It requires a minimum of 4S 
minutes to restart the system after down
time; it requires a cold start; and the down-
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time is more due to hardware than soft
Ware. Although the system has 91/ro up
time, the Task Force said that this would be 
an unacceptable record in most commercial 
enterprises. If such downtime existed in a 
bank O.r insurance company, it would be a 
situation requiring immediate corrective 
action. The FBI plans to request additional 
funds for some costly equipment upgrad
ing, designed, in part, to solve this problem 
of downtime. 

5. "Expungement" from the system does not 
mean true expungement of a record. Back
up tapes and a log are necrssarily main
tained by NCIC for system reliability pur
poses. This is a necessary precaution com
mon in computer systems. However, since 
back-up tapes and a log are maintained, 
"expungement" ("cancellation," "dear") 
from NCIC really means. that the expunged 
data is not available on-line, but does exist 
on tapes that are kept at FBI Headquarters. 
Expungement from NCIC can occur due to 
the fact that the initial entry was incorrect, 
among other reasons, but even this sort of 
expungement would still entail a record be
ing maintained by the FBI, even of the er
roneous data, kept on back-up tapes. The 
problem of expunged data does not involve 
insignificant numbers. For example, in a re
cent ten-day period, there were cancels and 
clears on 17,000 stolen vehicles, 2,500 CCH 
files, 1,000 "articles," 2,000 license plates, 
6,200 wanted or missing persons, and 1,800 
guns. There are a variety of reasons for 
these clears and cancels, but some percent
age of them involve errors that pat people 
into the files who never belonged there in 
the first place, Yet, these records will be 
maintained on NCIC back-up tapes. 

6. There have been at least eight lawsuits 
resulting from the use of NCIC data, one of 
which was directed against the Section 
Chief of NCIC. These suits can result from 
false arrest, unlawful search and seizure, or 
other improper practices. One of the side 
benefits of not fully expunging data is to' 
defend law enforcement personnel ffrm 
lawsuits by pointing to data' that Rad 
previously been ll!aintain~d in NCIC at one 
time, which may have" given "probable 
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cause" for the law enforcement action that 
the lawsuit arose over. 

7. The FBI admits that there has been poor 
disposition reporting by the courts. This 
means that arrest records remain in the sys
tem without updating of the' outcome of 
that arrest. The arrest records do not drop 
out of CCH even if no disposition is ever 
reported. Although there ar«7 limits on the 
dissemination of arrest data to non-crimi,
nal justice agencies, nonetheless, data on 
stale arrests are not removed from the sys
tem. One Task Force member suggest~d 
th~t arrest data in CCH be removed unless 
there is prompt disposition reporting. As 
the system is now operated, a person will 
have an arrest record maintained indefi
nitely in CCH whether or not he is ever 
convicted in a court. 

8. NCIC requires a cumbersome correction 
and updating procedure. When an entering 
agency corrects an error or wishes to up
date a record, it must transmit that data to 
the central state control terminal, for fur
ther transmission to NCIC central head
quarters in Washington. However, in aqdi
tion to the clata having to pass through sev
eral different steps for correction, this pro
cedure doesn't provide for complete correc
tion or updating of NCIC data. For exam
ple, assume that Florida has made an input 
of incO.rrect data to NCIC, or certain data 
that it has input is now stale. Suppose that 
this is CCH data concerning John Doe. If 
Michigan makes an inquiry to NCIC about 
John Doe, Michigan will receive either in
correct or stale data. Further assume that 
Florida then corrects or updates John Doe's 
record. Nonetheless, Michigan is still in 
possession of the stale or incorrect data on 
John Doe, and unless Michigan makes 
another information request on John Doe, 
Michigan will not receive the correct and 
up-to-dat.e data through NCIC. It is not 
possible for Florida to directly update or 
corre,ct Michigan's record on John Doe 
. through NCIC. Under current procedures, 
even after Florida has carried out the proc
ess of .correction on-line, nevertheless, the 
FBI still mustinform Michigan through the 
mails that there has been an expungement 
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on John Doe. There is n'u mail correction or 
updating on non-CCH files. Local law en~ 
forcement agencies are advised not to act 
on old NCIC hits. Only fresh hits are 
viewed as being adequate, and even then, 
the person who gets the hit must confirm 
this information with the entering state by 
another means than NCIC. 

9. The procedures for the verification and cer
tification of data by the states does not pre-

I C\:, vent at least some stale and incorrect data 
from being in NCIC at any given time. 
Every six months the FBI sends to each state 
either a print-out or tapes of the data that 
that state has submitted to NCIC that is still 
being maintained in the system. The state 
must certify that this data is correct. How
ever, unless the state at that point takes af
firmative action to correct the data sent 
back to it by the FBI, the data will remain 
in the system. That is, the state certification 
procedure makes the implied assumption 
that the data, as it is already being main
tained, is correct and up-ta-date. One Task 
Force member suggested that an alternative 
method would be for NCIC to periodically 
start with a clean slate, and have each state 
submit all data at that point which it could 
certify as correct and up-to-date. By the 
former method, there is an implied assump
tion( that the data in the system is correct 
andup .. bo-date. By the latter method, no 
such assumption is made, and a greater 
burden of verification and certification is 
placed on each stat.e. A second problem is 
that the certification procedure is carried 
out only every six months. This can leave a 
substantial t!me gap in the correction of 
records which allows a certain percentage 
of bad data to remain in the system during 

,Jhat time gap. Finally, the sanction for a 
state which certifies data incQrrectly can in
clude being cut-off from the system, which 
can also be applied in cases of improper 
practices of other kinds. However, because 
the sanction of cut-off is viewed as dracon
ian, it is applied sparinglO. No state has 
ever been cut off from the hot files. Only 
one local law enforcement agency has ever 
been cut off from NCIC, and that was an 
action taken by the State of Ohio. Three 
other states in the past have been tem-

10. 

11. 

12. 

porarV-:; cut-off from the CCH file due to 
reorganization of procedures in those 
states, but have since been restored to 
CCH. In a system where the only effective 
sanction is cut-off~ the problem of enforc
ing procedures is a delicate one. 

People are not informed when a CCH rec
ord is maintained on them. They do have 
the right to check their own file through a 
cumbersome process and the payment of 
fees in some cases, but figures were not 
availabl~ on the number of people who ac
tually do check. There was some feeling ex
pressed by Task Force members that people 
should be informed periodically if a record 
is being maintained concerning them. Ad
dress in(ormation of the people on which 
records are maintained appears on the fin
gerprint cards related to. the record in CCH. 

There are serious security and privacy con
siderations when between 6,600 and 7,000 
terminals can access NCIC nationwide. As 
the number of terminals increase, with a 
potential of 45,000 local, state, and Federal 
criminal justice use terminals, the oppor
tunities for abuse also increase. As long as 
someone can either gain unauthorized ac
cess themselves, or gain indirect access 
through an authorized user, a system con
taining sensitive data is open to abuse. 

Despite nearly six years of operation, only 
11 states are participating in the CCH por
tion of NCIC by providing some input, and 
of these, only 2 are fully participating in the 
sense of providing input of all arrest rec
ords. FBI Director Clarence M. Kelley, in 
an April 15, 1977 memo to Attorney Gen
eral Bell, reiterated his previous request to 
terminate FBI participation in the CCH 
portion of NCIC. Director Kelley's reasons 
repeated his previously advanced reasons 
such as excessive cost of the system, lack of 
participation by the states, and the absence 
of authority for a "message-switching" 
capability which caused duplication of data 
at both the state and Federal levels. CCH 
records make up about 16 % of the total 
number of records in NeIO, yet even the 
head of the agency that manages the system 
questions the efficacy of this portion of it, 
and catllsJor the end of this portion. 
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13. In a May 19,1977 memo, Peter F. Flaherty, 
Deputy Attorney General, wrote to Direc
tor Kelley that the Justice Department had 
undertaken a study to see if "interstate 
message switching should be authorized for 
the CCH program." Message switching 
wo-uld entail keeping CCH data on Federal 
and multi-state offenders centrally main
tained by -the FBI, but having data on 
single-state offenders (about 70 % of the 
total) maintained by the states. The FBI 
would keep a "pointer" file which would 
direct an inqufry from State X to the proper 
state where that CCH record was being 
maintained, and the capability would exist 
for State X to query State Y through the 
NCIC. The FBI would supply the facilities 
for a state to inquire over FBI maintained 
lines to each of the other states. However: 

58 

this raises at least two questions. One, with 
direct state-to-state access, through the FBI, 
would there be a tremendous increase in the 
amount of criminal justice information that 
would be available on-line? For example, ... 
California's CLETS system submits only 
about 10% of its criminal history data to 
CCH, determined by the gravity of the of
fense, residence of the defendant, and other 
factors. However, with direct access, 
would the entire CLETS system be avail
able to other states? The Task Force felt 
that as interconnection increases, problem 
areas multiply. Two, in this electronic con
text, due to the design of this central 
switching system, would this mean that the 
FBI would control the flow of ever-increas
ing amounts of criminal justice information 
throughout the country? 
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February IS, 1978 

Dr. Russell W. Peterson 
Director' 
Office of Technology Assessment 
Congress of the United States 
Washington, D.C. 20510 

Dear Dr. Peterson: 

COMMITTEE: Oil! THE: JUDICIARY 

WASHINGTON, D.C. 20510 

It is our understanding that the Office of Technology Assessment 
is now engaged in a preliminary analysis of the National Crime 
Information Center in response to a request for an assessment 
which you received from Chairman Rodino of the House Judiciary 
Commi ttee and Chairman Edl'lards of the Subcommittee on Civil and 
Constitutional Rights. 

, As Chairman of the Senate Judiciary Committee ahd as Chairmen of 
the Subcommittee on Administrative Practice and Procedure and the 
Subcommi ttee on the Cons(':~ tution, we join in this request for a 
full scale assessment and evaluation of the NCIC. In view of the 
prPysent and proposed role of the Federal Government in' the operation 
and management of this e~~hange of information for local law 
enforcement agencies, we believe there is an urgent need for an 
evaluation of the NCIC for: (1) its benefits to the users and to 
taxpayers in terms of the accuracy of its elata, its speed, efficiency 
and reliability; and (2) its consequences for effective protection 
of constitutional rights in the administration of justice. 

The Department of Justice is currently considering various plans 
for updating and expand.ing NCIC which would include returning the 
computeri~ed criminal histories (CCH) records of NCIC to the states 
which have already put them into the system and operating a central 
message switching center for local and state police agencies ''lhen 
they request information from other jurisdictions. This would 
result in a l!lajor expansion of this nation-wide system, ''lith impli
cations f'er the right of states to control local law enforcement 
and to develop related information systems in light of their own 
statutes governing privacy and freedom of information. Justice 
Department plans also raise major constitutional rights problems 
of privacy, confidentiality, security, due process and civil liberties 
where the technology may interact with administrative and judicial 
policy. 
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The Senate Judiciary Committee has conducted hearings and. considered 
legislation on these issues for some several Congresses without 
the ~enefit of a thorough evaluation of exactly what information 
is in the system, and who needs it and why. 

Especially interested in these issues is the Subcommittee on 
Administrative Practice and Procedure 'vhose oversight jurisdiction 
encompasses both the substantive and procedural internal practices 
and procedures of federal agencies. Thp. Subcommittee is strongly 
in favor of a comprehensive and efficient system of law enforcement, 
and joins with the Justice Department iri\ seeJdng this goal. However, 
the importance of assuring a citizen's constitutional rights of i~ 
due process, privacy, and civil liberties is also of prime concern. 

The SubcomInittee on the Constitution also has a p.articular interest' 
in the NCIC. Over the past several years it has held several hearings 
on the issues raised by criminal information storage and retrieval 
systems and the various constitutional and privacy concerns 
presented by them. The Subcommittee has recently engaged in an, 
exchange of correspondence with the Attorney General on the 
Department's plans and intentions for NCIC. 

We are, in addition, concerned with the issue of Federal control 
over State information, and how th~t issue will be dealth with in 
the proposed system. If the long term social consequences, beneficial 
as well as adverse, Qf this law enforcement information system 
are to be fully identified for Congress, we believe several areas 
need to be fully explored by your current working group. 

First, with respect to the issue of the impact of the interrelation
ship of the many information policies which govern the administrative 
practices of Federal and State agencies which use or are affected 
by NCIC--particularly by the computerized criminal history files, 
(CCH)---

a~ An analysis from the perspective of the right 
• of privacy, freedom of information, due process 

rights and civil liberties in generql should be 
made \'Ii th respect to the above question. 

b. An analysis of the Pederal vs. State roles with 
respect to the hand3ring of the information in the system: 
i.e., which perspn or entity will control what data in the 
new NCIC system, and which person or entity will be helfd 
accountable for the quality of information in the system-
and by 'to/ha t method this 'vill be done. c::'-
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c. An analysis shoula be made of the-effective
ness of the policies, both for the present and 
future NCIC system, with respect to expungement 
of irrelevant, old, or inaccurate data. For 
instance, how would the s~andards for such a process 
be set and maintained and/or changed, if 
necessary? Who or what entity would be respon
sible for the accuracy of all records in the system? 
How would this be audited or reviewed in 
light of the right of privacy, due process and 
civil liberties concerns? 

Second, there should be an analysis of any efforts being made to 
identify and address "flagging" as a potential civil liberties 
problem. 

Thirdly, we believe that an evaluation of the efficiency of NCIC 
and of any proposed technological changes should encompass the 
effect of those changes on all other Federal users of NCIC files. 
This would include, for instance, the Department of Agriculture, 
the Veteran's Administration, Customs and the other Treasury 
Department Bureaus, the State Department, the Secret Service, and 
other interested Federal agencies. In connection with this issue, 
we would also like to know whether the Department of Justice 
plans for NCIC have considered possible alternative future 
relationships between those federal agencies and CCH records 
and NCIC data banks and computerized files. 

What would be the effect on individual constitutional rights and 
other guaT:~ntees if the present NCIC relationships are altered? 
How would an enlarged system such as proposed, compare with the 
p!'~sent system in terms of privacy, due process and civil liberties 
safeguards? Would certain rearrangements of NCIC tend to~magnify 
or extend some undesirable features of the Federal use of NCIC? 
On the other hand, would certain rearrangements make it more 
difficult or costly for some agencies to use and support NCIC 
to the detriment of their programs and of the rights of citizens? 

The fourth area which concerns us as ~embers of the Judiciary 
Committee is the relationship of NCIC programs, operations and 
controls to the Federal and State Judiciary. Could proposals 
to change NCIC tend in the long-run to fester or threaten the 
constitutional separation of the Judiciary from the Executive 
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branch' a.nd the Legislature, at all levels of government? Would 
pending·proposals to change NCIC tend to promote or retard the 
ability of State judicial officials to make the most efficient 
use of data systems in order to protect the rights of citizens 
involved in the judicial process? We are not familiar with any 
studies that have dealt directly with this question. 

Fifth, the ramifications of Federal message switching, when 
incorporated into such a law enforcement information system 
as NCIC, need to be thoroughly explored for its impact on the 
rights of the individual in our society, and on the powers of 
the States, (and on the ability of private enterprise to compete 
with the Federal Government). We realize that message switching 
is a common technique whic"h is useful in a great variety of 
government and private information progranlS. However, there 
are aspects of some of the current NCIC proposals in this area 
which need further study in light of civil liberties and other 
concerns which have been often voiced by the public and press 
and emphasized in Congress. 

Last, but not least, we have yet to see an evaluation of the NCIC 
concept, that is, of whether or not an NCIC-type system is the 
most efficient way to accomplish the law enforcement goals 
desired, and whether or not we actually need a nation~wide 
system such as that proposed. Should private enterprise play 
a greater role in providing services? To what extent should the 
Federal ~overnment compete with private industry? An OTA 
assessment should, in view of your statutory mission, include 
an r.:-nalysis of alternatives to NCIC. For instance, would an 
alternative arrangement be more effective in achieving our goals? 
How effective, £01' instance, would it be t~ develop a system 
based on regional data banks? Under various alternatives, what 
would happen to political rights an~ privileges of citizens? 

We believe Congress will benefit from OTA's assessment of NCIC. 
This system represents the first and most important nation-wide 
use of" computer and telecomm~nications technology to link federal, 
state and local government$, and to apply the technology to 
seriou$ law enforcement and criminal justice problems of concern 
to our entire society. Many of the issues involved in NCre 
are those common to any such Federal-State information system. 
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The Federal and State governments will spend millions of dollars 
to d~~yelop fully the NCIC and the data programs and technology 
which ieed and support it. It is difficult:t if not impossible, 
to reverse the effects of misjudgment or poor planning in such 
prog:rams. Therefore we believe it is important to ask hard 
questions now and to have them resolved than to have them fester 
as social and legislative issues for years to come simply 
betause governments and taxpayers have let themselves become 
indentured to costly and complex technology. 

Sincel'elYt 

~~ Jilii8SAOUie~, ~ 
Chairman 
Subcommittee on Administrative 
Practice and Procedure 

B~rch BaYl 
Chairman 
Subcommittee on the Constitution 
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NI~I£TY -FIFTH CONGRESS 

(£ongtt~s of tfJe itniteb ~tate~ 
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GOVERNMENT INFORMATION AND iNDIVIOUAL RIGHTS 
SUaCOMMIT1'E£ 

OFllIE 

COMMlmE"'~ GOVERNMENT OPERATIONS 
RAYBURN HOUSE ~'IFFICE BUII .. tlINGt ROOM B.349.B·C 

WAS'AINGTON. D.C. 2Qsts 

September 19, 1977 

Mr. Daniel V .. DeSimone 
Acting Director 
Office of Technology Assessment 
Senate Annex #3 
Washington, D.C. 20510 

Dear Mr. DeSimone: 

As Chairman of the Subcorrmittee on Government Information and Indi
vidua1 Rights of the House Government Operations Committee, I wish to confirm 
the previous request made by this subcommittee on September 8, 1976 for the 
assistance of the Office of Technology Assessment, and to seek your help in 
further projects of concern. The subcommittee has assignments involving the 
field of computer technology and other means of electronic cOllununications 
which flow from our legislative jurisdiction, particularly from the mandates 
of t~e PrivacY Act of 1974 and the Freedom of Information Act. 

The earlier request, a copy of which is attached, was in connection 
with the need for technical support for the Congress in its review of 
Executive agency proposals to alter or establish information systems. That 
OTA can perform an important service in this area is clear from its aS$¢ssment 
of the proposed Tax Administration System. OTA involvement on a more/regular 
basis would, of cOUl~se,. be most desirable. 11'1 this regard, I and my ~(taff 
would welcome the opportunity to discuss this matter with you. " 

Of equal, if not greater importance is the subcommittee's concern over 
the impact of technological advances on the development of government infor
mation programs in general. Our interests in this"area would, I believe, be 
best served, through listing the subcommittee as a sponsor f:l ..... the upcoming OTA 
exploration of the need for a government-wide policy on computers and tele
communications. This sponsorship wou1d afford ample opportunity for subcommittee 
input on those aspects of the exploration study which relate ,to our jurisdiction. 

Thank you for your consideration and continued cooperation. 

\' 

7d.1:Lt 
Richardson Preyer ~ 
Chairman 
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, GGVEllNMt'NT INfORW;'(lON AND ,lNOIVIOUA1.. RIGHTS 
:~tH3COM M ITrnZ 

Or:THt 

:COMM!TiEE otl GO'i£RNMENl' OPERAi10NS 

fi4yalJRN Hcu!>F. fjfficl= Eiii!l.UiNG, POOM a-349~S-C 
WMJHIN~7'Oro.o. t),C, lOSt' 

September 8. 1976 

,," 

Emilio Q. Daddario. Director 
Office of Technology Assessment 
J.19 D Street, N.E.. . 

I l~asM;lgton, D.C. 20510" 

Dear }Ill". Daddario: 

.. 

The Subcommittee Oil C10VCmmcnt Infonnation and IndividuaJ. Rights of 
the House Government Operations Committee, whi(",h I chair, has assigmnents 

.1 involving the field of' computer tecimolQgy and other meallS of electronic 
co1Tlmunications which flow from our legislative jurisdiction, particularly 
from the mandates of tha P.dvacy kt of 1974 and the FreOOoni of Information 
Act~ . 

. ." . . '. " . '. . . .., . 
. '. The Privacy Act of 1974 requires the departments M.d agencies to mike 

provisions in their. infC):nnation systems for observing privacy, confidentiality, 
seQ1l~i ty of '~yStems II and ,cenain due process rights of the. individual with 
respect ,to personal. records, and fC?r recognid.rig c.ertain 'principles of good 
administration in agency rec.Qrd-keep~g. Repor~s to Conp-ess are made for 
each major alteration or new informatlon system, indicating how these admini .. 
stl"ative 'yalt:es are incorporated in the ~:~.Ia system and in the information 
practices.' . .; . 11 •• ~ 
\ . . .' ... 

Altho1.Jl!h the Act 1"equir(}s reports to Congress, it does not provide 
fot the logistical scicntific$~wp(~~'t needed fot' a qualitative review of 
tJ\ese reports. The proposals are ili;'~~a11y dra\"/Il by computer scientists iu 
tecimolo,gicnl terms and frequently giw only l)TO forma recognition to those 

~., operational ~ of ,concern to Congress :when it passed tltel'rhzacy Act. The 
" ~prelinlinary revl.(;lWS a!-for4ed them tdthin the agencies311d the Office of 

f.fanagement and Budget, as we~l as the review affQrded in the appropriations 
1\ process in Congress address economic and . technical feasibility problems, 

unless the proposed data system ,~'OUld result in a. glaring violation of indi
vidual privacy.. BOliever. the wryCOl~plexities of tbl3se systems JiAr dis~se 
significantchangess I~rtant amninistTative and constitutional values of 
priwcy md duo process ~y ooa£fected 'by the teclmologyss it is apI~lied to. 
various prog~ unless certain technical and administrative guaranteesaro _ 
established in Mvance~ :---
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.... As 'new technology becomes available at1d existin.g systems are strained. 
billions of dollal's will continue to be spent on these new Qr expanded data 
systems. Due to their size and complexity. aT.o1 errors or nea~tive .impacts 
on individWll. rights in tho o~,}·atio.ns of federal programs 'WiU be expensive 
and difficult tq:)correct. It i,:S important the~fore that on certain vital 
USlIe5 the union of the technof,Logicn.1 and poliey dimensions be established' \) 
from the beginning, and it is ~lot at all clear that this is currently being 
dqne or will be done in the fUhu:e. I believe tilia~ ~ffectiVe O\ICrsl~t by 
Cw.gr~ss must incorporate these two elt'mJents and must result in inst1tutional" 
izing it at S~ pomt in the process. 

nlis search £Or the union of policy and tcclmology seems to 100 to be 
a particularly appropriate ar~a in which the Subcommittee might benefit from 
the advice and assistance of the Office of Tedmology Assessment. Con.srcss 
sorely needs education and help in its evaluation of these scientifically· 
oriented systems reports, and it appears to be precisely the type of project 
for which the ~ isuniquoly suited. 

• 1 

,.' .' Por example. the proposal for a new Tax Administration System is 0Il$ 
suCh report on'Mlich the Subcontnit~ce \\'OUld \t.'elcorne the advice or reconmen .. 
dation of ':the Office of Technology Assessment with respect to th0 adequacy of .' 
the Internal Revenue Service's stated, guarantees O'mCcnrlng privacy and other 
individual rights. 

I ~ staff would welcome the opportunity to' discuss with you the 
pdSsibility.of receiving OTAts tf;dm.ical assistance on a regular basis,or . 
its advice in developing a format fot' tOO Subcomnittec's routioo consideration 
of those aspeCts of the agency systems reports filed with tbo Gavenaent 
OperatiOlls Conm.ttoe which relate to our jurisdiction. 

. j 

Your cooperatitm.. is deeply appreciated. . . 

. : , 

. .; .. , 
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APPENDIX B 

Pertinent excerpts from the Department of Justice 
Rep'ort: Representative Viewpoints of State Criminal 
Justice Officials Regarding the Need for a Nationwide 
Infe'~hange Faeilitys March 6, 1978 

: 

QUESTIONS PRESENTED 
AND SOURCES OF INFORMATION 

In order to ascertain the needs of the crimirial 
justice community, the Department of Justice 
and subcommittee staff officials visited 10 States 
during the period November 1977 through Feb
ruary 1978. The States visited were California, 
Florida, Georgia, Illinois, Massachusetts, Min
nesota, New York, North Carolina, Texas, and 
Wisconsin. Department of Justice and subcom
mittee staff officials believed these States to 
have both representative qualitie-s and relevant 
experiences in terms of the issues to be con
sidered. 

Specifically, while all of the States routinely 
used National Crime Information Center 
(NCIC) facilitiea in acquiring information for 
wanted persons, wanted properties, etc., all of 
the States also had fully developed State capa
bilities for the intrastateexcha;nge of this type of 
information. All of the States had regular access 
to the NCIC-Computerized Criminal History 
(CCH) file, but only five States were ,"full" 
NCIC-CCH IJarticipants in that they were 
NCIC-CCH record contributors. Conversely, 
and for various reasons, five of the States were 
not contributing records to the NCIC-CCH file. 

Indeed, these ,10. States offered particularly 
valuable insights with respect to the NCIC-CCH 
issues because of the variety of experiences they 
had ncquired in dealing with the CCH program 
at~,I.he State level; e.g., some States had a high 
degree of success in implementing the present 
CCH concept while oth~r States had less suc-

!" 
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cessi some States were eager to participate in the 
NCIC-CCH program, while other States condi
tioned future participation on the need for a 
clear position being taken by the Federal 
Government, i.e., an unqualified commitment 
to the CCH concept. 

Further, these States possessed representative 
qualities in term~< of requisite criminal identifica
tion capabilities. Specifically, several States had 
already adopted and implemented progressive 
measures and capabilities, such as the: single 
source submission of fingerprint cards to the 
Federal Bureau of Investigation (FBI) Identifica
tion Pivisioni the single card submission (Le., 
the submission of a card only when the identity 
of the subject was questionable, etc.); while 
other States were only beginning to recently ad
dress the need for a modern State-level iden
tification facility as a corollary to the effective 
statewide management of criminal records. 

In the course of these visits, the Department 
of Justice and subcommittee staff officials asked 
State criminal justice officials a series of ques
tions dealing with the neeq'" 9f the specific State 
which the officials represented, and how such 
needs might best be satisfied. The principal 
questions were: 

1. In discharging intrastate criminal justice 
responsibilities, is it necessary to acquire 
out-of-State criminal justice data for (a) 
wanted persons, (b) wanted properties, 
and (c) prior criminal offenses? 



2. If it is necessary to obtain out-of-State in
formation for (a) wanted persons, (b) 
wanted properties, or (c) prior criminal 
offenses, which data could be obtained 
satisfactorily by means of bilateral agree
ment between States? Which of this data 
could be obtaiJled reasonably by means of 
regional arrangements? Must any of this 
data be the subject of a routine nationwide 
inquiry? 

3. If a nationwide information interchange 
facility is required to exchange crimin~": 
justice information for (a) wanted per
sons, (b) wanted properties, or (c) prior 
criminal offenses,. what is the proper and 
preferred role of any participating Federal 
agency? That is, should the role and 
responsibility of a participating Federal 
agency be similar to that of a participating 
State, or should the participating Federal 
agency have responsibility for the ad~ 
ministration of the nationwide criminal 
justice information interchange facility? 

4. If a Federal agency is to be responsible for 
the administration of a nationwide crim
inal justice information interchange facili
ty, should that agency be one which does 

not have operational law enforcement 
responsibilities? More specifically! if a 
Federal agency is a proRer and preferred 
agency to administer such a faCility, 
should that responsibility be vested in the 
FBI? 

5. What changes, improvements, etc., are 
needed in terms of the existing capabil .. 
ities, procedures, etc., which govern the 
interjurisdictional exchange of crintinal 
justice information? What problems, if 
any, are associated with the present 
criminal identification process in which 
local criminal justice agencies submit 
identification requests directly to the FBI? 
Are the present methods of processing 
such requests adequat~~nd responsive to 
the needs of the State criminal justice com
munity? What alternative methods would 
be preferrable? 

6. Do the present methods associated with 
the collection, storage, and exchange of 
criminal records afford State officials ade
quate control over access to, and dissem
ination of criminal records? What, if 
anything, must be done to remedy any ex
isting shortcomings? 

RESPONSES OF STATE 
CRIMINAL JUSTICE OFFICIALS 

Without ~xception, all of the State officials 
agreed that the convenient and rapid acquisition 
of out-of-State data pertaining to wanted per
sons, wanted properties, and priOf' criminal of
fenses was essential to the proper discharge of 
their statewide responsibilities. State officials 
emphasized the increasing level of contact be
tween criminal justice authorities in their States 
with nonresidents, and offered convincing argu
ments that the equal treatment of offenders is in 
part dependent upon the equal availability of 
:lppropriate and relevant information at all 
stages of the criminal justice process. 

With respect to the acquisition of criminal 
justice infor~ation, State officiaJs ert\phatically 
rejected bilateral or regional al'rcmgemenf:s for a 
variety of reasons. Frequently, the State of-

ficials cited shifting priorities within many 
States as a result of changes in administration, 
the tensions which occasionally arise between 
neighboring States, the fact that offenders with 
whom State criminal justice officials come in 
contact are not exclusively from any particular 
grouping of States, the constraining experiences 
and limited success associated with previous 
localized or regionalunderlakings, etc. 

In strongly endorsing the need for a nation
wide reference (index) capability for wanted 
persons, wanted properties, and prior criminal 
offenses, State officials repeatedly and without 
exception f:xpressed a preference for a federally 
adniinistered facility. The State officials fre
'quently pointe~\ out that a federally"Oadminis~ 
terr.d facility is~ neutral" in terms of its dealings 
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with State agencies and tends t6' be uniformly 
responsive to all States. Fu~ther, recognizing the 
sensitivity of the subject matter which would be 
processed by such a facility I many State officials 
expressed the view that a federally administered 
facility would be subject to greater scrutiny and 
hence, would more likely be in compliance with 
existin~ laws, regulations, and policies than a 
ltleility"' administered by :1 non~Federal entity, 
such as a consortium of States, etc., (In respond
ing to .. this particular question, State officials 
were J:lsked to assume that Federal funds would 
be available to any nationwide servicing facil
ity, whether administered by a Federal agency, 
or otherwise.} 

While many State officials expressly or im
plicitly recognized that in the longer term a 
Federal agency other than the FBI could provide 
the services expected of a nationwide criminal 
justice information interchange facility, there 
was a clear consensus that. the FBI should con
tinue to provide such services in the foreseeable 
future. The State officials. repeatedly stated that 
notWithstanding creditability problems which 
the FBI might have with some public or private 
organizations, officials, etc., it enjoys substan
tial creditability within the criminal justice com
munity in terms of professional qualifications 
and capabilities. Some State officials appeared 
to be of the opinion that the question of the FBI's 
lack of creditability within the community at 
large is exaggerated, and insofar as they were 
concerned or insofar as the citizens of their State 
might be concerned, it was nnt a significant 
public~i<;sue. Nevertheless, virtually all of the 
State officials recognized the problems con
fronting the FBI, but believed that the establish
ment of proper oversight measures would be an 
appropriate response to most criticism of pres
ent or future servicing arrangements. 

However, State officials were outspokenly 
critical of the Federal Government generally I 
and specifically of the Department of Justice, the 
FBI, and to a lessor extent, LEAA. Each of the 
following criticisms was frequently expressed by 
officials in many of the 10 States which were 
visited, and in some instances, the criticism was 
encountered in every State. The most important 
cri Hcisms addressed: 
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1. The indecisiveness of the Federal Govern
ment in terro..5 of its support for both 

NCIC generally, and the CCH program 
specifically. State officials frequently 
spoke of the degradation of NCIC services 
in recent years, and the apparent inability 
of the Department of Justice to establish a 
clear direction for the CCH programo In 
this regard it was learned that a number of 
States which are not presently con
tributim~ CCH records to the national 
system -have already· established opera
tional CCH capabilities at the State level 
and are ready to participate in a decen
tralized CCH program. However, they 
will not do so until a clear policy decision 
is reached by the Federal Government. 

2. State officials were critical of fragmented 
responsibility within the FBI with respect 
to criminal history records. Some were 
particularly critical of the fact that the 
Identification Division "rap sheet" opera
tions was organizationally separated from 
CCH program operations; that neither the 
Identification Division, the CCH pro
gram, nor the NCIC Section of the FBI 
had authority to establish effective and 
binding priorities for system services; that 
the automatic data processing services, 
telecommunications services, etc., which 
support the activities of the States were 
subject to a decision process in which in
ternal FBI needs were addressed vis-a-vis 
the needs of the States, etc. 

3. The need to remedy a long-standing 
source of difficulty associated with the 
direct, routine, and frequently unneces
sary submission of fingerprint cards from 
the arresting agency to the FBI Identifica
tion Division. Specifically, officials in 
every State endorsed an improved pro
cedure by which arresting agencies within 
.their State would submit fingerprint cards 
to the State Identification Bureau, and the 
State Identification Bureau would only 
forward to the FBI Identification Division 
fingerprint cards pertaining to persons 
whom the State Identification Bureau 
could not definitively identify (first-time 
offenders within that State, persons using 
an alias, etc). State officials strongly sup
ported the proposal that where the iden
tity of the arrestee was n01 at issue 
because of a prior contact with State 
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criminal justice authorities, etc., the prac
tice of rOi.1tinely submitting fingerprint 
cards to the FBI should be discontinued. 
(State officials did recognize that this 
would, in many instances, require States 
to accept increased responsibility for 
managing the criminal identification pro
cess as weII as increased responsibilities in 
terms of criminal records operations. 
State offici;!ls also pointed out that this 
would require the cooperation of the FBI 
Identification Division. Various State of
ficials acknowledged that the FBI had been 
generally supportive of such efforts, but 
several officials indicated that occasion
ally the FBI Identification Division has 
been less than fully supportive of innova- . 
Hons of this kind.) 

4. The present methods governing the inter
jurisdictional exchange of criminal 
records, stressing that it is not meeting the 
needs of State and local criminal justice 
agencies. That is, when an arresting agen
cy forwards a fingerprint card to the FBI, 
the typical elapsed time bcl9re the ar
resting agency receives any response is in 
excess of 2 weeks. State officials time and 
time again stressed the growing needs of 
criminal justice officials such as pros
ecutors, magistrates, judges, etc., for 
more timely responses. The officials em
phasized that such responses were no 
longer expected in timeframes such as 
weeks, days, or even hours; rather, some 
officials expressed the view that data per
taining to prior out-of-State criminal of
fenses must be immediately available. 
While not all State officials set so for
midable a requirement, all State officials 
did express the view that such data must 
be available within hours if they are to 
comply with the emerging expectations of 
the States which they serve. (It should be 
noted that this level of system response 
was discussed in terms of prior criminal 
offense data only.) All State officials 
believed that vi~~ually instantaneous ac
cess/response was absolutely ess~ntial in 
terms of wanted persons, wanted proper
ties, etc. And, in this regard, all of the of
ficials believed that the Federal Govern
ment generally, and' specifically the 
Department of Justice, the FBI, NCIC, 

etc., were failing to' support pl'operly the 
various State criminal justit;e t(.)mmunmes 
which NCIC was established t<> serve. 

S. The lack of State contrel over Stat\~ 
criminal records presently held in the cen·· 
tral repository maintained by the FBI 
Identification Division. In this regard, it is 
necessary to recognize that the manually 
mgintgined crimin(lj record, or "rap 
sheet, " now held in the central repository, 
is a composite chronological listing of of
fenses/dispositions associated with a par
ticular individual. Offensesl disposition 
from multiple jurisdictions may be in
cluded in any particular record, and this 
criminal record is updated and released by 
the FBI whenever an authorized agency 
makes a request for the records. This prac
tice has become particularly objectionable 
to officials in States which have enacted 
legislation mandating strict State control 
over access and dissemination of criminal 
records. 

6. Many, although not" all State officials, 
were critical of the composition of the 
NCIC Advisory PoHcy Board. It was fre
quently pointed out that while the various 
NCIC "want" files are o(pi'fu~ipal interest 
to the law enforcement community, the 
CCH program is of jnterest to the entire 
criminal justice community and that the 
NCIC Advisory Policy Board is not prop
erly constituted for addressing CCH pro
gram requirements. (Indeed, some State 
law enforcement officials acknowledged 
that CCH was of primary interest to pro
secutors, judges, court pers.onneI 
associated with pretrial diversion pro
grams, correction officials, etc., and was 
of only limited interest to law enforcement 
agencies, per se.) 

7. Dissatisfaction with LEAA funding con
cepts, particularly with the "bundling" of 
numerous functions within the LEAA 
Comprehensive Data Systems (CDS) pro
gram. This program required States which 
wished to undertake a CCH implementa~ 
tion plan with LEAA funds to agree to 
engage in other program activities which, 
at least in some instancest were of interest 
to LEAA rather than to ~he State whi~h 
LEM was purporting to assist. Further in 
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the course of the visits to the various 
States, it bec<:\me quite clear that LEAA 
never adequately comprehended or ad
dressed programmatically the critical rela-

\\ 

tionship between the crimin~, identifica
tion process and the interjuriscUctional ex
change of criminal records. 

A CONSENSUS CONCEPT 

Possibly because of the lingering impasse, and 
the spreading and intensifying dissatisfaction 
among officials in all of the States, officials in 
the 10 States eagerly analyzed and commented 
on alternative concepts for a nationwide crim
inal justice information interchange facility. 
There was marked agreement as to what con
ceptual arrangement would best satisfy the 
needs of the States. The concept which enjoyed 
the unanimous support of State officials is most 
easily described by a discussion of the process 
and procedures associated with the concept. 
Specifically: 

Identification Procedures 
1. Following ~ an arrest the arresting agency 

would send/transmit the subject's finger
print card to the State Identification 
Bureau. If this arrest was the first contact 
between the subject and the criminal jus
tice authorities of that State, a definitive 
identification could not be made as the 
subject might have engaged in criminal ac
tivities in either the same jurisdiction 
under a different name or in another juris
diction under either the same or a different 
name. (Note: If the State had a fully devel
oped "technical" fingerprint search capa
bility it would be able to make a definitive 
identification of all subjects who had pre-. 
vious contact with the criminal justice 
authorities of that State.) Accordingly, 
the State Identification Bureau would for
ward/retransmit the fingerprint card for 
each first offender (within the jurisdiction) 
to the FBI Identification Division i!\()rder 
to e~tab1ish the definitive ident,jfication {(f 
the subject. In all such ins~ances, t~!e 
response from the FBI would c6nsist of {he 
FBI identification number assigned to the 
subject, and any other identities which the 
subject is known to have previously used. 

2. The FBI identification number and such 
identification information as is necessary 
to establish the identity of the subject 
would be transmitted by the most rapid 
means to the State Identification Bureau. 
At that point, the State identification 
record could be completed, and thereafter 
would contain both the State identifica
tion number and the FBI identification 
number. State officials would then deter
mine whether the offense was of such a 
nature that the existence of the criminal 
record should be reflected in a nationwide 
index. If the offense met both State and 
national criteria for entry in a nationwide 
index of decentralized criminal history 
records, then the State authorities would 
transmit, for index entry purposes only, 
the identification segment of the record 
established at the State level. 

3. On all subsequent and appropriate con
tacts between the criminal justice authori
ties of that State and a person for whom 
the State Identification Bureau has pre
viously created a record, the arresting 
agency would continue to send/ transmit 
the subject's fingerprint card to the State 
Identification Bureau. However, since the 
State would ordinarily be able to make a 
definitive identification based upon prior 
contact, it would not be necessary to for
ward/retransmit the subject's fingerprint 
card to the FBI, nor ordinarily would the 
State have to take any action with respect 
to the nationwide index (unless there was 
a significant change in the identification 
data contained in the index, e.g., amputa
tions, etc.) 

Record-Accessing Procedures 
4. In contrast to present procedures whereby 

each arresting agency,. or authorized crim-. 
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inal justice agency now routinely obtains 
"rap sheet" or CCH record data from the 
one or both of the centralized FBI reposi
tories (Identification Division or NCIC
CCH files), under the revised procedures 
access to the criminal records of all States 
would be subject to multiple, albeit in
creasingly automated review processes. 
Specifically, any time an arresting 
agency-or a criminal justice agency mak
ing an inquiry under nonarrest pro
cedures-wished to access a criminal 
record it would transmit the inquiry to its 
State crime information center. Each such 
inquiry would contain a "purpose" code 
as well as a "scope of search" code
indicating whether a statewide or a na
tionwide search was desired. 

5. If a statewide search was requested or 
otherwise indicated, the State crime in
formation center would p;))cess the re
quest in accordance with State law, reg
ula~ion, and policy and respond directly 
to the inquiring agency. No search of the 
nationwide index would be necessary and 
there would be no interjurisdictional 
(jnterstate) exchange of data. 

6. If a nationwide search was requested, the 
State crime information center would de
termine whether a nationwide search for 
the purposes specified was consistent with 
State law, regulation, and policy. If so, it 
would log the request and retransmit it to 
the nationwide criminal justice informa
tion interchange facility (nationWide ser
vicing facility). Upon receipt, message
control data associated with the inquiry 
would be logged at the nationwide servic
ing facility and a search would be ex
ecuted against the nationwide" index 
dat<J- p.;:vvidlrtg that the purpose of the 

--'~se'arch conformed to Federal law, regula
tion, and policy. If the nationwide index 

'c search revealed no prior entry, the inquir
ing State crime information center would 
be notified promptly, and they in turn 
would furnish the inquiring agency of the 
results of the search of State records, as 
well as· the "no record" result of the na
tionwide/mdex search. 

7. If the search of the nationwide index 
revealed a prior entry, the nationwide 

-- ---------------------------~ ...... 

criminal justice information interchange . 
facility would further retrannmit the re
quest for the subject's criminal record 
(along with the identity of the requesting 
agency and the purpo~e for which the rec- . 
ord is being requested) to each of the 
States to which the index lipointslf as being 
in possel3sion of relevant cri~it).al record 
information. No response \.\lould be made 
by the nationwide servicing facility at this 
stage of the process to the inquiring State 
crime information center, nor by it to the 
agency which initiated the inquiry. 

8. Upon receipt of a record request from the 
nationwide criminal justice information 
interchange facility, each State crime in
formation center which had been 
"pOinted" to as holding relevant criminal 
record data on the subject would log the 
request and determine whether the release 
of the data to the inquiring State crime in
formation center (and the inquiring agen'
cy) for the indicated purpose was consis
tent with its State laws, regulations, and 
policies. If the request met the release 
criteria of the StCJ;t~(s) holding the rec;ord, 
and if the data nfet the standards (which 
must be established or vC;1lidated in each 
State) of accuracy, completeness, and cur
rency, then the State crime information 
center(s) would transmit back to the na
tionwide servicing facility the requested 
information in a standardized format. 
Conversely, if for any reaSon any Stat~ 
holding a record declined to release a 
record upon which an inquiry was made, 
an appropriate response would be trans
mitted to the nationwide servicing facUity, 
In either event each State crime informa
tion center would log its reply transmis
sion. 

9. Upon receipt of responses from the 
State(s) to which the nationwide index 
had pointed, the nationwide criminal 
justice information interchange facilJty 
would log message-control data associ-_ 
ated with all replies, modify the index 
pointers (as necessary to conform to cer
tain negative responses), and assemble the 
replies into a single integrated response to 
be transmitted back to the inquiring State 
crime information center. Message-con
trol data associated with the integrated 
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response from the nationwide servicing 
far,ility, and the receipt of the message by 
the inquiring State crime information 
cwnter wouI'd be logged. 

10. Upon receipt, the inquiring State informa~ 
tion center would further assemble the in~ 
tcgrated response from. the nationwide 
servicing center with any relevant data 
held in the subject's State record, and for~ 
ward the final response to the inquiring 
agency. 

This conceptual design of a decentralized na~ 
tionwide system of criminal history records pro
vides State officials with maximum control over 
State records while permitting the reasonable 
exchange of these records between identifiable 
agencies for known purposes. If implemented, 
State officials would be in a position to ensure 
comoliance with State law, regulations, and 
policies. Most importantly, however, it pin~ 
points responsibility, and affords maximum 
auditability of either the entire system or a,ny 
component part of the system. 

CONCLUDING OBSERVATIONS 

The brief description of a consensus concept 
and the accompanying procedural changes are 
not intended to be a definitive systems design. 
Rather, they are indicative of the principal fea~ 
tures of a system which would restore a balance 
of responsibility among the States and the Fed
eral Government. This balance has been absent 
for the past half-century in the areas of criminal 
identification and criminal records. 

But the purpose of restoring a balanc.e long 
lost is not the principal reason why corrective 
action should be taken immediately. Rather, the 
more compelling reasons arise from the Indefen
sible situation which presently exists; that is, a 
situation in which State criminal records are 
maintained in a fashion which does not put 
State and local criminal justice agencies in the 
best position to ensure the accuracy, complete
ness, and currency of State criminal records; a 
situation in which the respons~ to a record re
quest is so lengthy iI\,~erm of elapsed time that it 
works to the advan.tage of the career criminal 
and to the disadvantage of the first offenderi 
and a situation which affords State offficials vir
tually no effective control over dissemination of 
State criminal justice data. 

If this situation existed under circumstances 
where it was the best that our society could do, 
it would be unfortunate; for it to exist in a sode-
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ty such as ours, where we know-we can do much 
better, there is no reason for further delaying 
the necessary corrective efforts. 

In terms of corrective measures, the next 
logical step would be for the Department of 
Justice to acquire validating endorsements of the 
conceptual and procedural features indicated in 
this report. This might best be done by the 
broad circulation of this report to all relevant 
Federal and State agencies, appropriate public 
and private organizations, etc. Thereafter, the 
next logical step would be for the Department of 
Justice to obtain Program and System Design 
Proposals. In this respect, the Department, in 
concert with the cognizant congressional au
thorities, could select a distinguished panel of 
State officials to develop and present for ap
propriate consideration the required Program 
and System Design Proposals. Alternately, the 
Department, in similar concert with the cogni~ 
zant congressional authorities, could commis
sion several qualified private organizations to 
develop and submit the required Program and 
System Design Proposals. 

In either event, an unr~lated panel of Depart
ment officials, congressional authorities, State 
officials, and other public representatives 
should be constituted to review and recommend 
implementation of the most suitable approach. 
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SEVERAL FOOTNOTES 

This report, apart from its conclusions nd 
recommendations, attempts to set forth faithful
ly the views of many State officials on a highly 
controversial and important criminal justice 
matter. It obviously will not be pleasing to all, 
nor is it so intended. Nevertheless, to the degree 
that it reflects accurately (he prevailing sihtation 
and the views of the officials in the 10 States 
which were visited, the public is well served. 

In the interest of furthering the readability of 
a report dealing with a highly complex situa
tion, detailed distinctions, amplifying commen
taries, etc., have been avoided throughout the 
body of this report. However, several important 
footnotes are appropriate at tM!) point; specif
ically: 

1. Not mentioned elsewhere in this report is 
the fact that these issues were discussed 
with a number of general government 
State officials, as well as municipal and 
county officials, including Mr. Doug Cun
ningham and his associates in the Califor
nia Governor's Office, Assistant Sheriffs 
Tom Anthony and Robert Edmonds of 
Los Angeles County, and Messrs. 
Frederick Gustin, Victor Riesau, and 
Richard Humphries of the Los Angeles 
County Sheriff's Office Technical and 
Detective Divisions, respectively. Further, 
the findings contained in this report were 
reported to the Board of Directors of the 
National Law Enforcement Telecom
munications System (NLETS), Inc., and 
an ad hoc meeting of SEARCH Group, 
Inc., representatives. While it would be 
presumptuous to attribute a position on 
this matter to either organization, it ap
peared that there was a considerable level 
of support for the same concept and pro
cedures which appears preferrable to State 
officials. 

2. All State officials were asked to ~omment 
on the possibility of using NLETS services 
in lieu of NCIC generally, or in lieu of 
NCIC-CCH services specifically. All of
ficials considered such a proposal totally 
unacceptable and endorsed the June 12, 
1975 agreement between the NCIC Ad
visory Policy Board and the NLETS Board 

of Directors. This agreement dealt with 
the proposed distribution of service re~ 
sponsibilities between the two systems. 
One State (lllinois) suggested, howevert a 
minor modification to the agreement in 
one area, that associated with NCIC "hit" . 
~(jiifirH1atioli messages. 

3. Most, if not all State officials believed that 
LBAA must address more directly the 
needs of the State identification functions, 
and the relationship between the iden
tification process and criminal record 
operations. Notwithstanding the fact that 
LEAA has funded several attempts at in
novation in this area, its contribution to 
the improvement of State identification 
capabilities is generally regarded. as 
modest, if not meagerin nature. 

4. One prominent State official astutely 
pointed out that the NCIC Advisory 
Policy Board may serve a valid purpose as 
an advisory instrument for the Director of 
the FBI and might be left undisturbed so 
that it can provide continuing operational 
insights. However, this official stressed 
that it lacks the broad public and criminal 
justice community representation which is 
appropriate for the formulatiqn of na
tional policy in this sensitive area. This of
ficial recommended consideration be 
given to the establishment of a truly in
dependent regulatory commission. 

5. Although the description of the;consensu$ 
concept in this report does not acidress the 
readiness of the various States to par
ticipate in the improved conceptual ar ... 
rangement, attention has been given to 
this in the meetings which were held with 
State officials. There is no prohibitive or 
even formidable reason that would pre
vent the consensus concept from being im
plemented promptly by all States. 

6. The represel1~atives of the Federal Govern
ment who participated in this fact-finding 
effort included Messrs. T. Breen and R .. 
Starek of the staff of the House Judiciary 
Subcommittee on Civil and Constitutional 
Rights; E. Dolan of the Department of 
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Justice; J. Daunt in the capacity of special 
consultant to the Department of Justice; J. 
Cochran, F. Still, F. Buell, and R. Young 
of the FBI: H. Bratt, and S. Ashbon of 
LEAA; L, Bastian of the Departm'~nt of 
Justice, and M. Lane of the Department of 
Treasury. Both Mr. Bastian and Mr. Lane 
are presently serving with the Preliident's 
Reorganization Project for Law Enforce~ 
ment. 

/i 

7. Since footnotes have not been employed 
in the preparation of this report each of 

the participating officials indicated in I, 

footnote 6, above, have reviewed this 
report and have been invited to provide 
individual concurring, dissenting, or amp
lifying comments. By and large, the com
ments which have been received were 
orally communicated, and have resulted 
in modifications to the language employed 
in earlier drafts of this report. "Vritten 
comments received by March 3,1978, are 
attached. 
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APPENDIX C 

Chronology of CCH 

(This c;:hronology de5c~ibes sOme NCiC/CCH events brought to public attention by the press and 
Congress. It is by no means complete. A more definitive list would form part of the formal OTA 
assessment.) 

February 1967 
The President's Commission on Law Enforce~ 
ment and the Administration of Criminal 
Justice recommends use of computer technol~ 
ogy by criminal justice information systems 
ona decentralized basis. 

July 1969 
Project SEARCH, a consortium of 10 States 
receiving LEAA funds, is created to develop a 
prototype computerized network to exchange 
criminal history information on a decentra
lized basis. 

July 1970 
Project SEARCH privacy report is issued, 
calling for adoption of restrictions on crim
inal history data collection to safeguard 
privacy. 

October 1970 
Mathias Amendment to Omnibus Crime' 
Control and Safe Streets Act of 1968 requires 
LEAA to submit legislative recommendations 
to regulate the exchange of criminal justice 
data. 

December 1970 
Attorney General Mitchell authorizes FBI to 
take control of the Project SEARCH criminal 
history index. 

June 1971 
Menard vs. Mitchell decision limits dissem
ination of FBI arrest records outside the 

" Federal Government. 
September 1971 

S. 2546, LEAA's recommendation pursuant to 
the Mathias Amendment, is introduced. It 
gives the Attorney General broad power to 
determine access to criminal justice data 
banks. No action is taken on the bill. 

November 1971 
FBI announces that it has added the nation
wide criminal history data b;mk to NCIC. 

November 1971 
Bible Rider to the Supplemental Appropria
tions Act of 1972 gives FBI authority to con
tinue dissemination of arrest records negating 
the effect of the Menard decision. 

January 1973 
GAO report says Department of Justice has 
not determined costs of developing a fully 
operational CCH system, thus preventing 
States from determining whether they t:an af~ 
ford to participate. Also, users have no as .. 
surance that data entered into CCH is com .. 
plete/accurate because not all arrests/disposi
tions are being reported by participating 
States. Report adds that LEAA/FBI agree 
with above critique but aren't doing enough 
to correct problems. Specifically, LEAA is 
collecting cost information as part of its Com
prehensive Data Systems program (COS), but 
not all States exchanging CCH records are re
quired to participate in CDS, and State sub
missions to CDS will not show separately the 
costs of developing CCH exchange capability. 
Regarding the arrest/disposition ref"orting 
problem, GAO says NCIC's plan to inform 
participating States, periodically, of the 
specific CCH records for which no disposi
tions are available, will. fail to remedy lIa 
serious system deficiency" because simply in
forming the States that certain records are in
complete will not prevent users from ac~,uir
ing the information and acting on it despite 
this shortcoming. (~\ 

Spring 1973 
Alaska and Iowa enact statutes governing use 
of criminal history records. 

JUl'le1973 
lvfassachusetts refuses to participate in the 
CCH program until safeguards are adopted at 
the Federal leveL Justice Department sues to 
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gain access to data in the Massachusetts State 
fileg by the Sman Business Administration. 

July 1973 
Kennedy Amendment to the Crime Control 
Act of 1973 requires LEAA to i~ue regula
tions controlling LEAA-funded State c.riminal 
justice data systems. .. 

July 1973 
HEW Report, Records, Computers, and the 
Rights of Citizens, is published. It proposed 
limitations on automated personal data 
systems on the Federal Government. 

August 1973 
Massachusetts Governor Francis W. Sargent 
and others petition Justice Department to de
velop standards governing criminal history 
records. . 

February 1974 
LBAA proposes regulations to control crim
inal justice information systems which receive 
Federal funds. 

February 1974 
S. 2963, drafted by Senator Ervin, together 
with S. 2964, drafted by the Justice Depart
ment, and introduced by Senator Hruska, are 
referred to Senate Constitutional Rights Sub
committee. (Neither bill was enacted.) 

October 1,1974 
Deputy Attorney General Silberman author
izes FBI to engage i.n Jllimited" switching of 
NCIC-related messages, provided the Bureau 
prepares an implementation plan that is ap
proved beforehand by the Attorney General. 

April 14, 1975 
FBI releases a "National Crime Information 
Center Limited Message-Switching Imple
mentation Plan." 

May 20,1975 
Justice Department, after redrafting ff.~gula
tions proposeo in February 1974 on the,pasis 
of subsequent comments, publishes the- new 
Rules in Federal Register "governing dissem
ination of criminal records and criminal 
history information." These regulations pro
vide privacy safeguards of individual records 
in files maintained and administered by the 
FBI, criminal justice exchange of records. 
Also, the regulations require State criminal 
history record information to be stored and 
processed in dedicated computer system. 

June 19,1975 
LEAA regulations become effective. 
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July 1, 1975 
Senator Tunney, Congressman Edwards ilf,' 
troduce S. 2008/H.R. 8227 to control 
dissemination of information from criminal 
justice information systems. The bills, iden
tical to each other, include a Federal 
regulatory commission similar to one pro
posed the previous year, by Senator Ervin in 
S. 2963. (The Tunney/Edwards iegisiation 
was not enacted.) 

Odober 24, 1975 
Justice Department modifies regulations to let 
States use shared computer facilities, if proper 
precautions are taken. Justice also announces 
it will hold hearings to consider changes in 
provisions covering dissemination of criminal 
history record information. 

Novemlber 1975 
Attorney General Levi defers decision grant
ing FBI permission to implement NCIC mes
sage-switching capability, after congressional 
critics and others express fears that agency 
will gain too much power. 

March 19, 1976 
Following December Justice Department 
hearings to assess balance between public's 
right to know such information and right to 
privacy t LEAA adopts amended regulations 
covering r~Fords dissemination and sharing of 
related computer systems. In effect, rules 
leave the dissemination up to the individual 
States. Each State must submit a plan describ
ing its dissemination and security procedures. 
After review and approval by LEAA, these 
procedures must be implemented in each 
State by December 31, 1977. States must de
vise plans that comply with requirements 
specified in amended regulations and are 
allowed to use shared computers to store and 
process criminal history record information, 
provided systems satisfy criteria specified in 
regulations. 

April 16, 1976 
FBI Director Kelly requests permission from 
Attorney General Levi to terminate FBI par
ticipation in CCH program because the cost 
and effort of maintaining the centralized CCH 
system was "grossly underestimated," the in
tergovernmental relations problems ar-e "le_ 
gion," and the Bureau "cannot move ahead 
with its plans to decentralize CCH because it 



does not have message-switchinq authority or 
capabHUy:' .'. 

AprilS, 1977 
FBI Director Kelley requests authority from 
Deputy Attorney General Flaherty to imple
ment a new NCIC message-switching plan, 
unrelated to CCH. Th0!~lproposed s'A'itch 
would provide Federal agencies "and local
ities such as Puerto Rico" with access to 
NLETS through NCIC communication cir
cuits. It would also enable the Royal Cana
dian Mounted Police information center in 
Ottawa, Canada to access non-CCH NeIC 
files. 

April1S,1977 
FBI Director Kelley reiterates his request to 
terminate FBI participation in CCH. 

May 10, 1977 
Congressman Edwards, in a letter to Deputy 
Attorney General Flaherty, suggests that the 
ultimate decision by the Justice Department 
regarding CCH and message !twitching should 
be preceded by testimony before the House 
Subcommittee on Civil and Constitutional 
Rights. 

May 19, 1977 
Deputy Attorney General Flaherty approves 
FBI April 5th proposal but cautions that "this 
approval should not be construed to author
ize the switching of CCH messages." 

May 19, 1977 
Deputy Attorney General Flaherty advises 
FBI Director Kelley not to terminate FBI par
ticipation in CCH pending review of the mat
ter by Flaherty's staff. 

June 7,1977 
Congressman Edwards asks Deputy Attorney 
General Flaherty to defer approval of FBI's 
April 5th request for limited messsage
switching capability "until we have test
imony" from the Department of Justice and 
other interested parties. 

July 11, 1977 
Deputy Attorney General Flaherty revokes 
his May 19th memo authorizing FBI to pro-

. ceed, with limited message-switching plan. 
Flaherty says "we are thoroughly reviewing 
:the subject of message-switching ... in coop
eration with Members of Congress.'~ 

August 3,1977 
Scientists Institute for Public Information 
(SIPI), after evaluating NCIC at request of 
!,Edwards subcommittee, issues critical report. 

It alleges, among other shortcomings. that 
NeIC data and procedures (lit! nOt audited 
regularly, and that the system'sac~ual bene .. 
fits "remain in the areao! sunnise.u 

September 12t 1977 
Congressmen Edwards, Rodin<.\ ask OTA to 
conduct study of :NCIC for House Subcom
mittee on Civil and Constitutional Rights. 

September 28, 1977 
FBI responds to SIPI report, disagreeing with 
most of its findings. For example: NCIC is au· 
dited, although not by an independent agen
cy, and it is "incorrect to ljay that the actual 
benefits of NCIC 'remain in the area of sur
mise.' II 

September 29,1.977 
Deputy Attorney General Flaherty, in,letter 
to Congressman Edwards, proposes "interim 
measures" to improve NCIC operation. They 
include: 

a) Continuing FBI participation in CCH 
while taking steps to decentralize the files. 
The first step w.ould be adoption of a CCH de
centralization bluepri.i'\t, developed "in con
cert Vvith Congress" and other interested par
ties. 

b) Adding message-switching capability to 
NCIC's computer system but not employing it 
until the blueprint is approved. 

c) Negotiating with GAO to provide an in·, 
dependent NCIC system audit capability. 

d) Reviewing NCIC Advisory Policy Board 
reporting procedures to ensure their Jlmax-
imum effectiveness." Deputy Attorney Gen,· 
eral says he favors having Bt..ard report 
directly to the Attorney General or Deputy 
Attorney Geliera~ through the FBI Director. 

October 20,1977 
Congressman Edwards, answering Deputy 
Attorney General F~aherty's September 29th 
proposal, emphasizes need to develop stand
ards assuring that CCH records, when dis
tributed to the States, will be protected 
against misuse. Congressman Edwards also 
says the Justice Department blueprint should 
consider seriously whether another agency
NLETS or some similar one-should perform 
message switching. He recommends that. 
Justice consider adding "persons not directly 
involved in the NCIC Systemlt to ,the NCtc 
Policy Advisory Board. 

Dec~~?er 6, 1977 " .. . 
Justil:e Department gives States until March . 
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1,1978, to implement disf;eminatioll/securil:y 
regulations issued in March 1976. The Qrig
inal deadline was December 31, 1977. 

December 13, 1977C 
'0 AUorZley General Ben proposes abolishihg Ir 
EM and replacing it with a Nati~nal1nstitu'te' 
of Justice, The official reorganization pro
posal is to ~e submitted to Congress in the 
spring of 1978. Major provisions! State1:rim
inal justice plans and projects would no 
longer require prior Federal approval; re
gionai cl'iminal justice planning boards would 
hO longer be subsidized by the Federal Gov
ernment; administrative CO!l,ts would be 
funded by the Federal Gov~rnment on a more 
limited basis, requiring dolIar-for-c!oIlar mat
ching by Sta.te/local recipients. 

January 6, 1978 

f/ 

SIPl responds to FBI comm.ent on 1977 SIP! 
study of NCrc. lilt is our considered ,")pini~n 
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. that an indepth study of NCIe, performed by 
the Office of Technology Assessment, the 
General Accounting Office, a qualified mde
pendent organization, {).r all three is called 
for." 

95th Cong., 2d Session: No legislation was 
eftacted. Hearin~$ and studies contim,ted on 
LEAA restructurfng and guidelines before the 
House Judiciarv Subcommittee on Crime and 
the Senate JudiCiary Subcommittee on Crim
illal Laws and Procedure. The full Senq.te 
Judicil:lT'l/ Committeel'llso corlduc~ed hearings 
and studies related to the f"Bl statutory 
charter. This subject is also of concern to th~ 
House Judiciary Commjttee. 
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APPENDIX 0 

Glossary 

J\.1DS-" Automated Identification Division 
System," a computerized system being devel
oped for use within the FBI Identification Divi
sion that will eventually provide for automatic 
name and finge'~?rint searching. 

ar.rilignment-The judicial process by which 
an itit\:avidual accused of a criminal offense is 
brought before a judge to enter a plea to the 
charge. 

arrest record information-See Criminal Jus
tice Information. 

audit-The processes by which: a) the ac
curacy, 'completeness, and relevance of CCH 
record data are verified; b) CCH recordkeeping 
practices and CCH data are ~'xamined for com
pliance with applicable regulations. (See over
sight.) 
Compreh~nsive Data Systems Program

Launched in 1972 by LEAA, this program 
finances the development of State systems to 
standardize, integrate, and centralize the assem
bly and processing of criminal justice statistical 
data. Each system must include capability to 
tra~k offenders through the criminal justice 
process and exchange crimir::SlI history records 
with other jurisdictionfl. 

CCH-Computerized Criminal History-A 
record, maintained in machine-readable form, 
which contains inform2i:ion colkcted by a crim
inal justice agency on an individual and which 
includes: identification record in!\. ~l'nation, ar
rest record information, crimin.ll r~cord in
formation, and/ or dispositi(cl information. (See 
"criminal justice infOrL,lClHon" for definitions oj 
these terr:.-:s.) An individual whose recorded 
charges were filed '(Nithin a singk: St:1te i;g 
represented by a "sL~ale-State" CCH record. If 
the charges wen; filed in more than one State, 
the entries compris::: a "multi-State" CCH rec
ord. 

conectional and relense informatioln-See 
Criminal Justice Information. 

Cdminal History Rc.,,;on~ Information Sys
tem--A system including the equipment, facil
ities, procedures, agreements, ~~nd organizations 

/1 

thereof, for the collection, processing, preserva
tion, and/or dissemination of criminal history 
record information. The Department of Justice 
criminal history record information system en
compasses the Identification Division and the 
Computeri;:ed Criminal History (CCH) file sys" 
terns operated by the FBI. 

criminal intelligence information-See Crimi
nal Justice Information. 

criminal investigative information-See 
Criminal Justice InformJtion. 

criminal justice agency-a) any court with 
criminal jurisdiction; b) a government agency or 
any subunit th{'reof which, pursuant to statute 
or executive order, has responsibilities involv~ 
ing the apprehension, detention, pretrial re
lease, post-trial release, prosecution, defens(', 
adjudication, or rehabilitatio~, of accused in
dividuals and! or con'l:\;:ted offenders. 

criminal justice information·=inc~udes an~cor 
all of the following: 

a} Identification record-informati<tA1 de
scribing an individual that does not suggest he 
has comn'itted a crime-e.g., voiceprint!;, pho
tographs, Hngerprints. 

b) Arrest record-information concerning 
the arrest and charging of an individual who has 
been accused of a criminal offense. Arrest rec
ord information does not includp any reference 
to disposition of charge(s). 

c) Criminal record-when disposition in
formation is added to an arrest record, it 
becomes a "criminal record" (sometimes called a 
conviction reccrd). 

cl) Disposition-a record entry or entries 
disdosing 1) that a decision has been made not 
to bring climinal charges against the subject of 
the record, or 2) that criminal proceedinga have 
been concluded, abandoned, or indefinitely 
p ,)stponed. If em indtvidual is convicted and 
r:,;ntenced, the relat~f4 disposition information 
includes the nature of the sentence and subse-' 
quent events-·e.g" release from correctional· 
supervision, the outcome of appellate review, 
and/ or executive clemency action. 

81 



(}y Correc:;ti~',l'r:al .and relea<;e record~'-infor~ 
mnthn on ,jillndiviciual corr'piled in ( (mnedion 
wW. bail, pretrial or post-' cll rekuse p.roceed~ 
iIi'. J, presentence \i~westi$:ations, ,lnd proc~~g,<.{.. 
iug'J to d, ermine the f :Hvidual's physical or 
mental nmditin~' Thp; erm alr;o incl~1es infor~ 
rnation on a~ mm;)~e's padi<. .pation in correcF 

tional!rehab~,atativ(· prograus, as weB as infor~ 
mation related tf' ptobat:on/parole p.roceed~ 
ing'J. 

f) ('Hmina~ intelligence record-informa~ 
f ion ;Oil identifiable individuals compiled in an 
eJforf to anht ipate, prevent, or monitor possi~ 
bl!, f iminal activity. 

g) Criminal invEstigative record -informa
tion on identifiable individuals compiled 1n the 
course of invesHgating specific crimmal acts. 

h) tt!anted person record-identification 
record imormation on an int1ividual against 
whDtn there is an outstanding arrest warrant. 

criminal record information-See Criminal 
fustic.e Information. 

data quality-A measure of the accuracy, 
recency, completeness, and validity of NCIC 
records. 

dedicated system-A computer or terminal 
complex, managed by a criminal justice agei'lcy, 
and used entirely for a criminal justice data 
processing application. 

disposition-See Criminal Justice Informa
tion. 

disITibuted data processing (DDP}-An ar
rangement of computers and! or intelligent ter~ 
minals that allows some processing to be done 
at a centrai location and the rest at remote loca
tions connected to the site by communications 
circuits. In the NCIC system, remote processing 
usually occurs at the Stene level, but there may 
also be some done within terminals operated by 
local criminal justice agencies. 

dossier society~A society in which com
puterized records are maint~ined on individual 
citizens and are used by government to monitor 
citizen activities so as to discourage political dis
sent and other types of disapproved behavior. 

downtime-The total time that a computer 
system is out of service because of system out
ages and! or maintenance. "Outage time" refers 
to downtime which is due solely to system/ com
ponent failure. 

expung~ertt .. -In connection wiLl-t NCIC rec
ords, this, :term has been used interchangeably 
with "purgingll or IIsealing" of record informa-
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tion. It mayor may not mean that i.nformation 
has been phY5kally destroyed, 

FBI message-switching plan-A proposal, 
currently under review within the Department 
of Justice and Congress, which would alter the 
operation and architecture of the NCIC system. 
Basically, the p:an caUs fer locating all single
State CCH records within the States originating 
thee records and installing a computerized mes
sage-swttching subsystem at the NCIC in \Nash
Ington so that a user requesting information 
from such a r~cord could be connected directly 
to the agency holding it. 

flag-A proposed entry to the identification 
portion of S$ORI and full CCH records. The 
flag would signify that a specified criminal 
justice agency wished to be informed if and 
when certain events occurred. subsequently. For 
example, the flag could indicate that a parole or 
probation agency wanted to know if the subject 
of the record had been arrested prior to the ter
mination of his parole or probation. 

front-end .!:ontroller-An interfacing device, 
placed between a computer and an associated 
communications network, which manages com
munications between the computer and remote 
terminals attached to the network circuits. This 
function generally includes, but is not limited 
to, initiation and termination of meSGage trans
mission, error detection and control, routing of 
each message to its proper destination, and con
trol of the message flow to prt'event excessive 
transmission delays for specified types of mes
sages and! or users. Tht;! front-end controller 
may also switch message~ among multiple users 
of the network. 

hit--A positive response to a req1J.est from an . 
authorized tlSer for an NCIC record. The re
sponse consists of either the text of the record (if 
it is held by the NCIC compute!' center) or an 
abbreviated summary I:;:ontaining a numeric 
code which identifi~s the State criminal justice 
agency holding the full text. . 

identification r~cord information-See Crim
inal Justice Information. 

Justice Department Blueprint-The popular 
name of a plan for future development of the 
Nation's criminal justice information systems. A 
basic ai:n of this effort, which began in the fall 
of 1977 after consultation with the House Sub
committee on Civil and Constitutional Rights, is 
to achieve a consensus-among users, Con
gress, and public interest groups-regardIng the 
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needs for and uses of the NOC system. 
LEAA-An acronym for the Law Enforce

ment Assistance Administration, a part of the 
DElp<;U'tment(6f Justice. LEAA dispenses Federal 
funds to the States for criminal justice informa
tion systems and establishes many of the poli
cies concerning their operation. 

NCIC-Anacronym for "National Crime In
formation"Center," the physical location within 
the FBI's Washington, D.C., headquarters of the 
NCIC system's eentral compue!:!f complex. 

NCIC Advisory Policy Bo"rd-A 26·member 
group which makes recommendations concern
ing NCIC operations and procedures to the di
rector of the system. The Board includes 20 
representatives of local, State, and regional 
users, and six others appointed by the FBI. 

NLET5-An acronym for "National Law En
forcement Telecommunications Systems," a na
tionwide communication network operated by 
State law enforcement agencies, which provides 
them with the capability to exchange adminis
trathre messages. Exchange of full, single-State 
CCH records between States is, -oart of the 
NLETS communications traffic strt:Cltn. 

node-The point where a communications 
network intercormects with access circuits to
lfrom a user's computer and/or terminal equip
ment. Typically, the node contains switching 
equipment designed to mute messages among 
network users. The node may also include hard
ware/ software to perform speed/code conver
sion, error-detection/control, and other 
communications-related functions. 

o~ersight-The process by which Congress 
examines NCIC policies and practices to deter
mine whether they comply with relevant legisla
tion. (See audit.) 

plea bargaining-The process of pleading 
guilty to a lesser charge in order to avoid stand
ing trial for a more serious one. 
, pointer index-See "SSOR!." 

Project 5EARCH-A cooperative, 18-month 
Federal-State effort, begun in June 1969, to de
velop a prototype, online, computerized crimi
nal history exchange system. A key feature of 
the design for SEARCH ("System for Electronic 
Analysis and Retrieval of Criminal Histories") 
was the use of the central index~ containing 
references to criminal history records stored 
within each participating State. A major goal of 
the project was to test the effectiveness of this 
index as a means of relating record inquiries to 

the actual recQrds. In December 1970, when the 
SEARCH demonstration endedt Attorney Gen
el"al Mitchell authorized the FBI to take control . 
of the index .. This file became the nucleus of the 
present NCIC/CCH system. Project SEARCH 
was incorporated in 1974 as SEARCH Group, 
Inc., a research and policy advisory group rep .. 
resenting present and prospective users of NCIC 
services. It includes participation of repre
sentatives from each of the SO States and 3 ter
ritories. 

purging-As used in connection with NCIC 
records, this term means the complete removal 
ofi;information concerning an individual from 
access, via either routine or special access pro~ 
cedures. Purged information is 'not necessarily 
destroyed. However, a recommendation to 
make destruction mandatory for purged records 
has been proposed by the Committee on Securi~ 
ty and Privacy of SEARCH Group, Inc. 

rap sh~et-Synonymous with /tarrest record." 
response time-A measurement of the speed 

with which inquiries can be answered by an on
line information system. The response time 
measurement generally begins with the instant 
the first message character leaves the inquiring 
terminal and ends when the last character of the 
answer is received by that terminal. 

sealing-As used in connection with NCIC 
records, sealing means the removal of informa
tion concerning an individual from r0~tinely 
available access. The information remains avail
able but only through speci,d access procedures. 
(See also: "expungement," ·~purging".) 

550RI-An acronym for the proposed "Sing
le State Offender Record Index," central 
("pointer") index proposed to he incorporated 
into the NCIC/CCH file under the FBI's pro
posed limited message I'witching implementa
tion plan. The SSORI file would contain a phys
ical description, and possibly information on 
the first arrest, of each individual represented ,. 
by a single-State NCIC/CCH record. Complete 
details of each such record would be stored in 
the State which compiled it. When NCIC re
ceived a CCH inquiry, the SSORI file would be 
searched automatically to determine whether a 
single-State CCH record, relating to the subject 
of the inquiry, was in any State file. If such a . 
record was found, the inquiring agency would 
be so informed and could then obtain a copy by 
communicating directly o/ith the "holding" 
State. . ,) 
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'stakeholders-As applied t~ NCIC, the term 
means individuals Ot groups whose interests will 
be materially affected by the manner in which 
the system is oper~ted andlor its records are 
used. 
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wanted person information-See Criminal 
Jus~ice Information. 
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, j~ @ , The Office of Technl?logy Assessment {OTA~ was cr~ated $n 1972. 0' 

as anadvi$b~arm of-Congress. or Ns basIc function is to heiR legislative 
PQIicymakers anticipate' ~d plan for th~d'nstlquentes of technological 
chanse~ ~l1d to examine "the. many' ways, expected . a~d unexpected;. ill;, 

G '0 which teChnology af£ectspeople's Jives. The assesSlYlent of technolo$Y v 

o 

calls for exploration of the physical, biological, economic/: 89clal,aml 
noliticab impacts whichean result Itom applications Qf sdenafic . (P" 

J<rt0i"ledge~ OTA provid~s O;:mgress with independent and timely in .. 
formatjpn abollt the potentia} £ffects-hoth benefidal.an<;t hannful-of "Di:=" 

~ "" 8tech~o10gica1 applications. ~"'t\ '. n a ,~ 
o Requests for studies are made by chairmen of'standingcomrrtittees: 
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'of theHQuse of Representatives Of , Senate; by the Technology Assessme.nt 
~ BQatp, ~e governi~ ~otty'oF OTAi at lay the D.ir~t0rQ~ dTA in consul;.,. 
o ta~iohwi'lh the;B~?:~ .' "'..0 . "f 

'. < . ' The TechnolJlgy Asses~t Board is compQ~ed orsix n)emhu~rs @f co 

the H01,1se, six members of the Seniilte, ¥fld theOTA Directol', wIlo j$ a 
no!wotingmemb~r. 0 • • v '~~," . . ',"". . e" 

,< . OTAcutrently has llAderwaystudies:in'clghtgeneral areas~ehevP' 
G;~ gy, £000, h~alth, rnaterials,'\1~~f{nS/' transporta,Hl;)n, ~ternational f:.l'at!er 

and polici~s a.nd priorities fCt~re5earchJ:nddev~~g~ebt p{Q,grams6; " .~. 
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