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Law enforcement officers of other 
than Federal jurisdiction who are 
interested in any legal issue discussed 
in this article should consult their legal 
adviser. Some police procedures ruled 
perm$smleunderFederal 
constitutional law are of questionable 
legality under State law or are not 
permitted at a/l. 

Under the editorial caption,:' 
"Whose Privacy Matters Most," a large 
metropolitan newspaper recently de
cried decisions by the U.S. Supreme 
Court that, in the opinion of the editor, 
represented a steady erosion of indi
vidual privacy rights guaranteed under 
the .. fourth amendment. The author 
stated, "Why the Court so denigrates 
the right to privacy is not clear. Per
haps in its anxiety to make the job of 
the police easier, the majority has for
gotten the idea of the sanctity of a 
citizen's home." 1 The editorial was 
prompted by the Supreme Court's re
cent decision in United States v. Dalia, 2 

decided April 19, 1979, sanctioning co
vert elltries into private areas for the 
purpose of installing court-ordered 
electronic listening devices. 

Law enforcement officers should 
justifiably be concerned by such com
mentaries and should strive to examine 
objectively the police procedures and 
court decisions that prompt such harsh 
criticism. 

The purpose of this article is three
fold: First, to examine the facts of the 
Dalia case and provide an analysis of 
the constitutional issues involved and 
the rationale employed by the majority 
in upholding such covert entries; sec
ond, to recommend that due to the 
significant privacy interests embraced 
in this area, law enforcement agencies 
afford consideration to implementation 
of administrative safeguards that sur
pass the constitutional requirements 
set forth in the Dalia case; and third, to 
examine the possible detrimental ef- -
fects on the successful prosecution of 
a case, when a police .agency adopts 
more restrictive administrative rules, 
only to find that the conduct of the 
officer measuree up to the constitution
al standard but falls short of the more 
restrictive rules established· by the 
department. 



" .. in the area of electronic listening 
devices and installation thereof, 
extraordinary safeguards ar'e appropriate." 

Any discussion of covert entries to 
install court-ordered "bugging" de
vices should be preceded by a quick 
review of the conflicting vie.."s that pre
vailed in the Federal appellate courts 
prior to the Dalia decision. It should be 
noted at the outset that the Federal 
statute authorizing electronic surveil
lance 3 (hereafter referred to as title III) 
makes no mention of covert entry pro
cedures to install monitoring devices, 
As a result, controversy devel~):ied as 
to whether such entries were permissi

. ,ble at all, and if so, under what circum
stances. The second circuit 4 adopted 
the more permissive view that title III 
implicitly authorized break-jns without 
prior specific judicial approval. The 
eighth circuit 6 held that conducting a 
surreptitious entry to install a court
ordered listening device could be "rea~ 
sonable" within fourth amendment 
standards, provided specific judicia! 
approval was first obtained. The Dis
trict of Columbia Circuit 6 also permit-

I.,' t9d such entries to install court-ordered 
listening devices, but required careful 
judicial control of the method, time, 
duration, and numbei of entries re
quired to accomplish the task, By:bon
trast, the ,sixth 7 and ninth 8 circuits 
recently held that no statutory authority 
exists (implicit in title III or any other 
statute) empowering district courts to 
authorize covert break·ins. As a result, 
all technical coverage by Federal offi
cers in the sixth and . ninth circuits in
volving court-ordered listening devices 
installed by covert entries had to be 
terminated and future coverage irWDlv
ing such entries could not be contem
plated. An impaisse hadbeel1 reached; 
the stage was 'set for review by the 
Supreme Court. 

Analysis of the Dalia Decision 
The Dalia case involved a.criminal 

investigation by FBI Agents using 
court-ordered wiretaps of the defend
ant's business telephone, followed by 
a court-ordered listening device in
stalled in the same business office by 
means of a surreptitious entry. The 
method of installation was not men
tioned in the court order ior the listen
ing device and was left to the 
discretion of the agency. 9 Two covert 
entries were made in the early morning 
hours by prying a window, The first was 
for installation and lasted approximate
ly 3 hours. The second was for removal 
of the equipment. 

In a 5-to-4 decision affirming the 
conviction, the Supreme Court held that 
there is no basis for a constitutional rule 
proscribing all covert entries, stating 
that police frequently make forcible en
tries to execute search warrants pro
vided such' a procedure is reasonable 
under the circumstances. to While not
ing that covert entries are unique in that 
they must be carried out without any 
prior notice, the majority expressed the 
view that title III provides a constitution
ally adequate substitute for notice by 
requiring the notification be given to 
certain classes of people upon comple
tion of the operation,u 

Having decided that covert entries 
for otherwise lawful purposes are not 
unconstit;.Jtional per se, the Court held 
that title III implicitly tontained statu
tory authority enabling Federal courts 
to approve covert entries in such 

'cases, Though recognizing that title III 
does not refer explicitly to covert en
tries, the Court cited a variety of fac
tors 12 supporting the majority view of 
implied authority, not the least of which 
was the observation that V/ read the 
statute otherwise would impute to Con
gress a "self-defeating if not disingen
uous purpose." 13 

The third issue addressed by the 
Court involved the ne9!,!ssity for explicit 

,judicial approval asa condition prece
dent to any covert entry. The Court 
held that prior approval was no~ consti
tutionally required,'! Details regarding 
entry and manner of execution are 
generally left to the discretion, of the 
officer, subject to later review by the 
courts to insure that the "reasonable
ness" standard of the fourth amend
ment is followed. Refusing to treat 
warrants for electronic surveillance as 
unique, the majority stated that it would 
be engaging in empty formalism to re
quire a statute to make explicit what is 
unquestionably implied In the monitor
ing authorization; namely, that a covert 
entry may be needed for installation of 
surveillance equipment. 14 

Adoption of Administrative Guide
lines 

While the Supreme Court in the 
Dalia case conduded that prior judicial 
notification of an approval for the covert 
entry is not constitutionally required, the 
majority did suggest its preference for 
s,uch an approach.1~ It can be argued 
that law enforcement would be well
served to seize upon such a suggestion 
and unilaterally establish departmental 
rules in this area that surpass consti· 
tutional requirements. Although it is 
understandable that additional adminis
trative requirements would possibly 
have a demoralizing effect on many 
officers who subscribe to the view that 
their crime-fighting efforts are already 
too encumbered with constitutional and 
procedural safefjuards, it is the conten .. 
tion of this article that in the area of 
electronic listening deVIces and instal~ 
lation thereof, extraordinary safeguards 
are appropriate. 
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"The Court encourages law erlforcementagencies 
. . . to establish unilaterally additional safeguards 
in the form of internal regulations and procedures." 

~ i 

It is Imperative that law enforce
ment officers recognize that while 
many States and the Federal Govern
ment have enacted wiretap statutes, a 
large percentage of citizens and judges 
in the post-Watergate era look upon 
Wiretapping and covert entries as a 
very serious, if not "dirty," business. 16 

Many have expressed the fear that 
wiretapping and eavesdropping by 
Federal and local police could; spread 
and become routine. Such investiga
tive procedures delve into the most 
guarded and sensitive areas of privacy 
and should be used only in significant 
cases, where all other investigative 
methods have failed. Concern for po
tential abuse is heightened where co
vert entries are used to install 
"bugging" devices, since more than 
one privacy interest is involved-the 
protection of one's speech and com
munications and the trespass and in
trusion upon property interests. Such a 
view was recently expressed by the 
U.S. Court of Appeals for the Sixth 
Circuit when it stated, "The breaking 
and entering aggravates the search, 
and it intrudes upon property and privacy 
interests not weighed in the statutory 
scheme, interests which have inde
pendent social value unrelated to con
fidential speech." 17 

Accordingly, it is recommended 
that in those States that have enabling 
statutes permitting court-ordered elec
tronic listening devices, the following 
departmental policies be considered in 
all cases where a covert entry is antici
pated: (1) The probable cause affidavit 
should Include a statement by the af
fiant justifying the need for a covert 
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entry; and (2) the application for the 
court order should include a request 
that the court order for the listening 
device also specifically authorize co
vert entry for the purpose of installing, 
servicing, and removing the equip
ment. 

In drafting the statement justifying 
the cOllert entry, consideration should 
be afforded the following factors: (1) 
Furnish a description at the particular 
area of the premises where the listen
ing device is to be installed; (2) estab
lish that a less intrusive means of 
installation is not available because ac
cess to the area is limited to a certain 
class of people; (3) artiCUlate why entry 
by means of a ruse is not feasible and 
would jeopardize the secrecy of the 
operation or not afford sufficient time 
or access to permit proper installation; 
and (4) include an assertion that offi
cers were instructed beforehand that 
entry will be limited in scope to installa
tion purposes only. and of course, in
sure this is accomplished. 

Due to the many variables that 
could be encountered and the need for 
confidentiality to insure the success of 
future covert entries, officers need not 
include detailed accounts regarding 
the antiCipated techniques and meth
ods used to accomplish entry.lS 

The Dalia decision specifically in
terprets the Federal Wiretap Statute 
and offers guidance in establishing 
Federal constitutional standards. As 
most State wiretap laws are modeled 
after the Federal statute, Dalia also 
should offer substantial assistance in 
interpreting reqUirements of the State 
statutes. However, it should be recog
nized that if the State enabling statute 
or State court decisions interpreting 
the statute establish higher standards, 
such State standards must be com
plied with. 

Effect of Violation of Administrative 
Guidelines 

Having stated the recommenda
tions regarding 'prior Judicial approval, 
one remaining area of concern merits 
examination. Suppos"e that a depart· 
ment adopts the recommended proce
dures. What are the consequences if 
one of its officers, in making a covert 
entry to install a court-ordered listening 
device, follows the constitutional man
dates of the Dalia case, but inadvert
ently fails to follow the more restrictive 
departmental rules? What penalties 
would be appropriate in order to deter 
such conduct and insure future compli
ance? The department could certainly 
take. internal administrative action to 
discipline the derelict officer. Defense 
attorneys could capitalize on the offi
cer's failure to comport with depart
ment guidelines by seeking damaging 
admissions in the presence of the jury. 
It has even been argued that applica
tion of the Exclusionary Rule would be 
an appropriate remedy in such a case. 19 

In United States v. Caceres,20 de
cided April 2, 1979, the Supreme Court 
dealt with just such an issue. Factually, 
the case involved a consensual monitor
ing 21 operation by Internal Revenue 
agents in violation of their own admin
istrative guidelines. 22 Suspecting that a 
taxpayer who was under investigation 
would attempt bribery, the auditing 
agent was "wired," and incriminating 
remarks made by the taxpayer were 
recorded. The monitoring procedure 
was a violation of agency policy, which 
required prior approval of the Depart-

() 
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".. . State courts; in interpreting their own . 
State constitutions and wiretap laws, are free 
to set higher standards of reasonableness." 

ment of Justice. The lower Federal 
courts suppressed recorded state
ments obtained in violation of agency 
rules. 23 The Supreme Court, in revers
ing, held that the consensual monitor
ing did not violate any procedural· or 
constitutional rights regarding privacy, 
"due process" of law. or "equal pro
tection'1) under the law. 24 The Court 
quickly disposed of the defendant's 
equal protection claim by stating that 
even if the monitoring of other taxpay
ers in a similar position was conducted 
with prior Department of Justice ap
proval, the fact that the defendant's 
was not "does not even arguably 
amount to a denial of equal protec
t;on." 25 Directing its attention to the 
al/eged violation of due process, the 
Court held that the defendant "cannot 
reasonably contend that he relied on 
the regulation, or that its breach had 
any effect on his conduct." 26 

The Court refused to endorse a 
rigid rule requiring exclusion of evi
dence obtained as a result of a viola
tion of an administrative regulation. 
Recognizing the hidden dangers inher
ent in such a policy, the Court noted, 
". . . we cannot ignore the possibility 
that a rigid application of an exclusion
ary rule to every regulatory violation 
could have a serious deterrent impact 
on the formulation of additional stand
ards to govern prosecutorial and police 
procedures. . • . In the long run it is 
far better to have rules like those con
tained in the IRS Manual, and to toler
ate occasional erroneous administra
tion . . . than either to have no rules 
except those mandated by statute, or 
to have them framed in a mere preca
tory form. II 21 Based ont,he Caceres 
decision, it would appear that violation 
of internal department regulations such 
as those proposed in this article should 
not result in application of the Exclu
sionary Rule. 
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Conclusion 
The Da/ia d~cision endorses the.· 

view that not every investigative proce
dure or search and seizme technique' 
had to be founded on sp~cific statutory 
authority or preceded by prior judicial 
approval. On the contrary, when ex
ecuting a search warrant, it is generally 
left to the discretion of the officers to 
determine the best way to proceed, 
provided their actions are deemed 
"reasonable" under the fourth amend
ment. The Court encourages law er
forcement agencies, especially in 
highly sensitive areas involving elec
tronic surveillance and covert entry, to 
establish unilaterally additional safe
guards in the form of internal regula
tions and procedures.28 The Caceres 
decision ensures that when a police 
agency implements such poliCies, it will 
not suffer application of the Exclusion
ary Rule merely because one of its 
officers, acting in good faith, fails to 
comply with the regulation. The proce
dures highlighted in this article surpass 
the Federal constitutional standard es
tablished in the Dalia decision and rep
resent the current policy of the Federal 
Bureau of Investigation. However, it is 
important to note that State courts, in 
interpreting their own State constitu
tions and wiretap laws, are free to set 
higher standards of reasonableness. 

Accordingly, State law enforce
ment officers should carefully review 
the law· in their particular States to 
insure that covert entry procedures 
are judicially sanctioned and that the 
manner in which the procedure is 
implemented conforms to State 
requirements. rJJI 
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