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A Simultaneous-Parallel 
Approach To Testing 
Computerized Systems 

The co-authors believe that traditional audit methods will not 
suffice for auditing computeri;:ed systems. They hat'e, therefore. 
det'eloped a new methodology for evaluating both the internal 
controls and system performance oflarge. complex com· 
puteri;:ed systems. 

In the past auditors have used many 
l!ethods to evaluate computerized 
I)'!tems. Their objective was to see 
-Lether the systems were operating in 
Ittordance with design specifications 
and applicable policies and procedures. 
The methods used gave the auditor the 
Ihility to evaluate specific aspects of 
computerized systems (input controls, 
programing controls, output controls, or 
IfStem performance), but ieldom was 

the entire system reviewed, at one time, 
unless the auditor integrated a test 
facility into the system's design. 

To add an integrated test facility to 
an ongoing system apparently has re­
quired almost an entire redesign of the 
system. However, we have developed a 
methodology (the simultaneous-parallel 
approach to an integrated test facility) 
for testing both the internal controls 
and performance of an entire comput· 
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TESnNG COMPUTERIZED SYSTEMS 

erized system, even though that system 
has bl~en operational for several years. 

But why all this interest in testing 
computer systems anyway? Wt:II, in re" 
cent years, computer systems have goOf! 
from simple punched card input systems 
to highly complex on· line systems. Also, 
morE: systems are interfacing, or e1ec· 
tronically exchanging data. In the 
future, use of on-line systems and real· 
time updating of master files will in· 
crease. As systems become increasingly 
complex, the independent auditor will 
be called upon more and more to insure 
that systems are functioning properly. 

This means that the independent au· 
ditor will have to playa larger role in 
system design to make sure thai proper 
controls and audit trails are built into 
the system. He will have to be highly 
proficient in data retrieval and analysis 
techniques so he can evaluate the in· 
formation accumulated on the computer 
files. He must be able to(1) test the com­
puterized system's internal controls, 
since manual controls are being in· 
corporated into the systems, and (2) 
evaluate the computerized system's per· 
formance, since the speed and reliability 
of output is becoming increa\singly im­
portant. Techniques like the integrated 
test faciJity and our simlUltaneous­
parallel approach should be flelpful in 
c\'aluating internal controls and system 
performance. 

Definition of Terms 

It might be best at this point to define 
what is meant by internal controls and 
performance of a computer system. 

Internal controls, as defined by 
AICPA, are those functions which assure 
the independent auditor that errors and 
irregularities arc discovered with rea· 
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sonable promptness, thus aS8uri~~~ (:: 
'reliability and integrity of finan~ 
records. I In other words, internal'''''' 
trois are those checks and balances'; 
tell 'he auditor that errors have no~" 
curred .in processing, that aU recli. 
have been accounted for, and thal''t 
regularitie&, such as bad data, caJinai 
enter the system. f'~. 

System performance, as we derU1~ 
is ~ow responsive. a computer systelii', 
to Its user. By thiS we mean: DQ!O.s"~ 

system provide output reports pro", 'I' 
Iy? Are output reports useful? Does llIi 
syste:n lose data during data tra~ , 
sion? Does the system provide eno.1,(, 
time for correcth'e action?, ~ 

By evaluating these two areaS '11> 
gether, the auditor can draw . ',' 
and make specific rer'OlTlm •• nC<lnt;n ... 

improving system controls and 
ance. 

Previous Approaches 
To Computer System Audits 

As we mentioned earlier, 
ha\'e used several different me~lll('as 
evaluate computerized systems. 
pros and cons of each follow. 

Auditing Around the Computer 

Auditing around the 
probably the cheapest, easiest, and 
widely used approach for auditing 
puterized systems, but to us it is 
least effective method because it 
the "big black box"-the 
Reconciling input documents to 
reports (and vice ,'ersa) info 
auditor of nothing more than 

"Auaiting Stallaards alia Proc~dur~s. 
InSlilute of Certified Public Accounlanls, 
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that information sent through the com· 
puter system came back iii a particular 
manner. But suppose that transactions 
are rejected by' the system? \Vhy were 
they rejected? What happened to them 
after they were rejected? These and 
Dlany other questions cannot be an­
swered when auditing around the com­
puter. 

Auditing around the computer does 
not address internal controls such as 

\ edit checks, limit checks, etc., unless a 
p:lr!icu!o.r transaction being monitored 
has an irregularity. Dreaming lip possi· 
ble conditions of errors is not normally 
done by the initiator of a transaction. 
However, the auditor should do this 
because, by monitoring only the normal 
transactions running through :1 system, 
the auditor cannot be sure that all errors 
or irregularities can and are being dis­
Co\·eren. 

Furthermore, suppose an output doc­
ument is not received for a particular 
input. How can i>uditing around the 
computer identify where the data was 
lost? It can't! Not knowing where the 
data was lost certainly decreases the 
chances of improving the system. Also, if 
there are delays in processing transac­
tions, auditing around the computtr will 
not point out where the bottlenecks are, 
only that they exist. 

It is for these reasons that auditing 
around the computer is now only part of 
a computer system audit. 

Parallel Test Decking 

The next major audit approach is 
parallel test decking. A test deck is a sct 
of simulated transactions designcd to 
test for the e.'(istem·c anrl effcctin:ncss 
of programed controls and prucedural 
operations in computerized syste!ll~. 

TESTING COMPUTERIZED SYSTEMS 

Tests should be made up of both normal 
and irregular conditions, with expected 
test results already calculated. Thcoe 
tests shouid sh~w how proper transac· 
tions are processed and how improper 
transactions arc identified and rejected 
from further Iirocc$sing. Actual results 
from the tests should be compared to 
the expected results so that deficiencies 
in processing can be noted and appro­
priate improvements llIade. 

Test decks are vcr)' good for evaluat· 
ing batch processing systems and can be 
designed to thoroughly evaluate the 
computer programs making up the 5)'S­

lem. HO\\'ever, traditional test decking 
docs not allo\\' the auditor to test the 
performance of a computer system be­
cause the test decks are normally proc­
essed parallel, in a separate processing 
run requiring that computer resources 
and personnel be specifically assigned. 
With systems that process around·the­
clock, it becomes even more difficult to 
schedule the test run. Furthermore, with 
on-line systems, test decks become pro­
gressively more difficult to design and 
process because the input format is 
sometimes difficult to simulate in a test 
mode and front-end programs may have 
to be modified for the special run . 

Because parallel test decking does not 
addres~ system performance, the auditor 
cannot be sure that the users of the com· 
puterized system are receiving useful 
data promptly. Likewise, bottlenecks in 
processing cannot always be seen 
because the volume of system traffic 
during the parallel test is normally 
lower, and ADP operations personnel 
take special care in processing the 
"auditor's rUII." Thereforc, parallel test 
dccking becomes another part of a corn· 
puter system audit. Actual ob~ervation 
of cOlJlputer system processing and 
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TESTING COMPUTER/ZED SYSTEMS 

some moniloring of syslem lraffic can be 
added 10 Ihe audil scope, bUI analysis of 
lolal performance at one period of 
lime-from initiation of the tranf-action 
to final system output-is still difficult 
10 achieve with this method. 

Integrated T~$t Facility 

The latest approach 10 compuler 
system audits is the integrated lest 
facility. This technique allows the 
audhor to enter test transactions into 
the system together with regular, live 
transactions. The auditor then compares 
the outputs with his expected results 
(like parallel test decking), so he can 
verify processing accuracy. He can also 
evaluate the system's performance by 
monitoring his test transactions as they 
proccss through the system. Master files 
contain both live and test records and 
the auditor can retrieve his information 
for detailed review, using data retrie\'al 
and analysis techniques. Bottlenecks 
IIrld loss of records can be noted by 
observing and analyzing the flow of in­
formation to the m&ster or intermediate 
files. 

With integrated test facilities, how­
ever, special care has to be taken to ad­
just critical outputs, such as accounting 
reports. In systems which make direct 
payments to banks or produce checks, 
"blockages" must be inserted to keep 
test payments from being made. These 
adjustlllents of critical outputs normally 
mandat" that the integrated tl.'2st facility 
be built into the system as it is being 
designed. 

Howe\'er, auditors aFe not as ill\'oh'ed 
as they should be in system design; 
therefore, test facilities arc not being in· 
teerated into systcms. To try to dC\'elop 
a test facility after the systcm is opera-
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tional and insert the approp . 
troIs and "hlockages" tnea:ate ~ 
total redesign of the systetn. 1'b " 
the integrated test facility, a1tho~~ J 
most thorough method for evaluati ~ f 
ternal control!> and perfortnance,~" , 
least used, and may not always b ... 
. I tPt.t \ 

:: 'Simu~.neous,parallel "'.t 1 
Approach '.~. i 

What we have devised to solvt ~ 
problems is a combination of the . 1 
vious approaches-auditing around': \ 
computer, parallel test decking, and \\t 
integrated tflst facility. Our approldl. 
especially applicable to on-line 8)'~ 
and can be used witli systems both " 
the design stage and those that ~ 
been opefating Cor a period of time. 1', 

,have laheled our methodology "­
simultaneous-parallel approach-slm. 
taneous since tc;;t transactions 1ft 

entered into the system at the sametL.t 
as live transactions, and parallel be. I 
cause, once in the system, test but 
actions are processed separately ~Ii 
the final outpu' phase, where they", 
merged with live data for on-line ~ 
mission back to the initiator. Our It 
proach requires little program modirQ 
tion, relying mainly on the job conlJd 
language of the operating system, aM 
two new programs-splitting test friia 
live transactions and merging tliell 
back together again. All of this soun~ 
ominous, but in reality these are minot 
changes to the computerized system. ~' 

Let's first look at a \'ery simplifiel 
management information system.,fat 
ure 1 will be used for discussion llUi' 

."',,,: poses. .: 
As you can see in Figure I, tranS&t 

tions are keyed from district o~1* 
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TESTING COMPUTERllED SYSTEMS 

through an on· line EDIT program to a 
magnetic tape. This tape is suhsequent. 
Iy Latch processed through an UPDATE 
program which matches the transactions 
to the appropriate master record, mak· 
ing a new master file for the next system 
cycle. The new master file is then 
entered into the FAN program where er· 
roneous transactions are wrillen to an 
e)(ception file, and «:ach changed master 
record is formatted and wrillen to a file 
for printing. These files are then read 
into the FEEDER program, an on·line 
program for transmitting information 
back to the originating district office. 
The new master file is also entered into 
the FORMAT program, where manage· 
ment information reports are produced 
for the district offices. 

As we said earlier, auditing around 
this system would require reconciling in· 
put transactions to output reports. A 
parnllcltcst deck would require not only 
a special processing cycle but also pro­
gram modifications to the on·line EDIT 
and FEEDER programs, since a differ· 
ent form of data input and output would 
have to be used for test data. Further· 
more, neither of these approaches would 
test the system's performance unless ad· 
ditional steps were taken to trace specif· 
ic live transactions through the entire 
system. If an integrated test facility were 
used to test this SySIt~/U, audit records 
would be stored on all files and renected 
in each of the district offices' manage· 
ment reports. As discussed. each of 
these approaches has its drawbacks. 

Description of the 
Simultaneous·Parallel Approach 

With the simultaneous· parallel ap­
proach, two new programs are nceded­
one to split test transactions from Jive 
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transactions at the beginnin 
d 80r" system, an one to m{'rge th .... 

. I I' . ern J.. \\'It I I\'e transactIOns at the e d --. 1 
system. The~e should be ve; ;r ~ I 

pf('grams which look for 8 ceria' ~ I 
hination of data fields, selected I:" 
auditor, which identify tranS8eti {~ • 
test cases. Figure. 2 shows whe~­
SPLIT and MERGE programs wo'd4" 
inserted into our management in(, .. 
tion syst(;;m. . ~ 

Once test Iransactions are split. L. 

need to be put somewhere! We ,." I 
mend that they be put on a direet~ 
device so that they will beeolne "'­
parent to ADP operations personnel. .. 
other words, ADP operations persoblll 
will not be required to mount and "­
mount additional files containing il.\ 
test records and thereby distort '" 
system's performance. Since the volu_ 
of tile test data is normally less thijj .. 
tual Ii\'e traffic. the space requirtd III 
the direct·access device should be mit 
imaJ. Of course, if the required d~ 
access devices arc una\'ailable, tapes-J 
ha\'e to suffice. , I J.> ''J,',-

Now that test transactions are store4 
on the direct',llccess de\'ice, there haS .. 
be a means for getting them through ... , 
system. This is done by the operatiDc 
system's job control language (JCQ. 
The JeL is the machine instructi_ 
used to define input and output fib. 
the program to be executed, and the. 
mat of listings or other outputs whicl 
should be written. With the simulb: 
neous·parallel approach, a 3·step me' 
od of JeL is used, The first step or Iii 
JeL is the same os that used in norm. 
production, calling the tape files ror,~ 
particular program being elecul~ 
Step 2 is simply a check program to~ .. 
if the test portion, step 3, should bera 
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TESTING COMPUTERIZED SYSTEMS 

The JeL for step 3 is identical to that 
uSl'd in step I, except thai the test facili· 
ty's direct-access dl'vice is substituted to 
define it as input an.~ output, rather 
than tape files. 

As our management information sys­
tem operates, Jive and test transactions 
will be entered simultaneously, through 
the on·line system, and separated onto 
the live and test data bases by the 
SPLIT program. The first JeL step is 
then used to process the live trans­
actions through the UPDATE program 
as usual. Before the new master can go 
into the FAN program, the second step 
of the JeL will check to see if test data 
should be run, and, if it should, the third 
step of the JeL will call for the test data 
to be processed through the same pro­
gram as the live production. Once both 
new masters have been crcated, they will 
both be called by the MERGE program, 
which will put them together for the 
F,\N operation. Live and test transac· 
tions will thus be stored together on the 
exceptions file and onihe changed mas· 
ters file for simultaneous transmission 
through the on-line system. 

The FORMAT program creates im· 
portant management reports for the 
various district offices. These reports 
obviously should not include test trans­
actions; therefore, we use the same 3· 
step JeL method to produce separate 
reports for the district offices and the 
auditor. 

One additional requirement for the 
auditor using this approach is that he 
will have to make sure tha.t test data is 
not treated differently from live data. 
Also, program modifications will have to 
be controlled to make sure that changes 
are not made which would affect only 
test data. An automated documentation 
package can be used to fulfill !his reo 

( 
quirement, identifying and tr' , 

aClllD 1- , 
of program code which aff .. q"" 

ect Cri' 
items of t(~st data. "~ t 

Advantages of the .. J"1; I 
Simultaneous-Parallel Approach 

;, 
The basic advantage is that ~h:: .... 1 

can simulate the entire workingS u, t': 

system without affecting critical or, 
or system operations_ SpeCifjca~~~ I 

Ii Test records are on a separat~.'a.. 
base a~d thus cannot a~ect ... 
productIOn. . . t";:<1 I 

• Test records are on a separate ~ . 
base and can be effectivel, I 
trolled by the auditor. "'~ 

• Auditors can evaluate syste~~.' 
r . I' ~ ormance since Ive and test in".. 
and outputs are merged tog~ 
and p.rocessed at essentially "­
same time. 

• Auditors have assurance that'·r. 
transactions are subjected to ~ 
sa~e ~rogram as live produc~ion" 
venfYlng the JeL (step 3 to step'J~ 

• Step 2 of the JeL allows the ~ 
facility to be turned off when not. 
use. 

• Step 2 of the JeL allows the t~ 
facility to be turned off if prohltmt 
arise which would prevent critil1l 
processing. 

• A mini-version of the entire system 
is available for validation of n~ 
programs or program changes wi~ 
out running the entire live systeiu. 

• A permanent test facility rem~iDt 
for testing at a future date. .'.-

• The test facility requires a minillllJ 
amount of new r>rogramin, 
(SPLIT and MERGE progr~ 
and can be added easily to ana-
isting system. . 

• Recommendations for improve-
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ments to internal controls and per­
formance can be made at the pro­
gram level, showing exact lines of 
the 'program code that need to be 
modified. 

For these rea:ions, we believe that this 
.!pproach benefits not only the auditor's 
(!!valuation of the computerized system 
but also the system analyst and pro­
pamer when changes are needed. 

txsadvantages ot the 
Simultaneous-Parallel Approach 

Out.;ide of the programing effort of 
the SPLIT and MERGE programs and 
the 3-step JeL, the only major drawback 
of this approach is the allocation of the 
direct-access device(s) for storing test 
records. It lIIay not always be feasible to 
acquire these de~'ices, and if the system 
being tested is small and not time de-

TESTING COMPUTERIZED SYSTEMS 

pendent, test records can be allocated to 
magnetic tapes. The investment in 
direct-access devices must be weighed 
against the additional burden this ap­
proach would have on actual processing 
operations . 

Conclusions 

In summary, we believe that the 
simultaneous-par:dlel approach for 
testing computer systems is a valuable 
new tool for evaluating both internal 
controls and system performance. It is 
pertinent today, and even more so in th'e 
future: with the increased use of on-line 
and real-time systelIls this approach will 
permit the auditor to continuously mon­
itor the system's internal controls and 
performance. 

GAOandADP 

In the II years since enactment of the Brooks Act GAO has 
issued a staggering 175 reports dealing with the AD£> problems. 
This lwerages about one every three weeks. 

GAO's theme throughout all of this has bcen greatcr 
Government-wide coordination and centralization. 

"The Federal ADP Procurement 
Maze" 

Government E:ceculiL'e 
April 1977 
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