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NATIONAL BUREAU OF STANDARDS 

The National Bureau of Standards" was establiBhed by an act of Congress March 3, 1901. The Bureau's overall goal is to 
strengthen and advance the Nation's science and technology and facilitate their effective application for public benefit. To this 
end, the Bureau conducts research and provides: (1) a basis for the Nation's physical measurement system, (2) scientific and 
technological services for industry and government, (3) a technical basis for equity in trade, and (4) technical services to pro
mote public safety. The Bureau consists of the Institute for Basic Standards, the Institute for Materials Research, the Institute 
for Applied Technology, the Institute for Computer Sciences and Technology, the Office for Information Programs, and the 
Office of Experimental Technology Incentives Program. 

THE INSTITUTE FOR BASIC STANDARDS provides the central basis within the United States of a complete and consist
ent system of physical measurement; coordinates that system with measurement systems of other nations; and furnishes essen
tial services leading to accurate and uniform physical measurements throughout the Nation's scientific community, industry, 
and commerce. The Institute consists of the Office of Measurement Services, and the following center and divisions: 

Applied Mathematics - Electricity - Mechanics - Heat - Optical Physics - Center for Radiation Research - Lab
oratory Astrophysics' - Cryogenics' - Electromagnetics' - Time and Frequency'. 

THE INSTITUTE FOR MATERIALS RESEARCH conducts materials research leading to improved methods of measure
ment, standards, and data on the properties of well-characterized materials needed by industry, commerce, educational insti
tutions, and Government; provides advisory and research services to other Government agencies; and develops, produces, and 
distributes standard reference materials. The Institute consists of the Office of Standard Reference Materials, the Office of Air 
and Water Measurement, and the following divisions: 

Analytical. Chemistry - Polymers - Metallurgy - Inorganic Materials - Reactor Radiation - Physical Chemistry. 

THE INSTITUTE FOR APPLIED TECHNOLOGY provides technical services developing and promoting the use of avail
'\ble technology; cooperates with public and private organizations in developing technological standards, codes, and test meth
ods; and provides technical advice services, and information to Government agencies and the public. The Institute consists of 
the following divisions and centers: 

Standards Application and Analysis - Electronic Technology - Center for Consumer Product Technology: Product 
Systems Analysis; Product Engineering - Cepter for Building Technology: Structures, Materials, and Safety; Building 
Environment; Technical Evaluation and Applic<ltion - Center for Fire Research: Fire Science; Fire Safety Engineering. 

THE INSTITUTE FOR COMPUTER SCIENCES AND TECHNOLOGY conducts research and provides technical services 
designed to aid Government agencies in improving cost effectiveness in the conduct of their programs through the selection, 
acquisition, and effective utilization of automatic dnta processing equipment: and serves as the principal focus wthin the exec
utive branch for the development of Federal standards for automatic data processing equipment, techniques, and computer 
languages. The Institute consist of the following divisions: 

Computer Services - Systems and Software - Computer Systems Engineering - Information Technology. 

THE OFFICE OF EXPERIMENTAL TECHNOLOGY INCENTIVES PROGRAM seeks to affect public policy and process 
to facilitate technological change in the private sector by examining and experimenting with Government policies and prac
tices in order to identify and lemove Government-related barriers and to correct inherent market imperfections that impede 
the innovation process. 

THE OFFICE FOR INFORMATION PROGRAMS promotes optimum dissemination and accessibility of scientific informa
tion generated within NBS; promotes the development of the National Standard Reference Data System and a system of in
formation analysis centers dealing with the broader aspects of the National Measurement System; provides appropriate services 
to enSUre that the NBS staff has optimum accessibility to the scientific information of the world. The Office consists of the 
following organizational uriits: 

Office of Standard Reference Data - Office of Information Activities - Office of Technical Publications - Library -
Office of International Standards - Office of International Relations. 

1 Headquarters and Laboratories at Gaithersburg, Maryland, unless otherwise noted; mailing address Washington, D.C. 20234. 
• LOcated at Boulder, Colorado 80302. 
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Reports on Computer Science and Technology 

The National Bureau of Standards has a special responsibility within the Federal 
Government for computer science and technology activities. The programs of the 
NBS Institute for Computer Sciences and Technology are designed to provide ADP 
standards, guidelines, and technical advisory services to improve the effectiveness of 
computer utilization in the Federal sector, and to perform appropriate research and 
development efforts as foundation for such activities and programs. This publication 
series will report these NBS efforts to the Federal computer commu?it~ as well as. to 
interested specialists in the academic and private sectors. Those wishmg to receive 
notices of publications in this series should complete and return the form at the end 
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FOREWORD 

The need for standards in computer security has risen along with 
the need for improved record keeping practices throughout the Federal 
Government. The increasing use of computers by Government and private 
industry for the processing, storing and communication of sensitive 
as well as valuable data has fccused this need and has resulted in an 
extensive standards development program in this area. The development 
of the Data Encryption Standard is the first major result of this 
program. 

The Conference on Computer Security and the Data Encryption 
Standard was organized to disseminate information about the computer 
security technology available, undergoing development or identified as 
needing additional effort. The Conference was jointly sponsored by 
the National Bureau of Standards and the Civil Service Commission to 
provide this information to Federal supervisors, managers, computer 
specialists, communication specialists, standards personnel and others 
with an interest in computer security. The main objective of the 
Conference was to present a perspective of the use of data encryption 
as a computer security measure. 

The proceedings of this Conference, held at NBS on February 15, 1977, 
are intended for use by all Federal and private organizations seeking 
to improve the sf;curi ty of thei r computer systems. The views expressed 
in the papers do not necessarily reflect those of the National Bureau 
of Standards or the Civil Service Commission. The material presents 
the present .state-of-the-art technology for encrypting data and 
introduces many applications of encryption either implemented or 
contemplated. 

M. Zane Thornton 
Acting Director 
Institute for Computer 
Sciences and Technology 
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PREFACE 

The National Bureau of Standards (NBS) initiated a project in 1972 
to develop standards in Computer Systems Security. Among the needs for 
physical, administrative and technical security measures and procedures, 
the need for a method of protecting computer data during transmission 
and storage was identified. As a result of this initial evaluation of 
security requirements, a project was initiated that led to the 
publication of the Data Encryption Standard. 

The Data Encryption Standard was published on January 15, 1977 and 
became effective on July 15, 1977. The Standard specifies an algorithm 
for use by Federal Departments and Agencies in the cryptographic pro
tection of unclassified computer data during transmission or in storage. 
The algorithm, developed by the Int€!rnational Business Machines 
Corporation, was one of several algorithms submitted to NBS for consid
eration as a standard. The algorithm and the proposed standard containing 
the algorithm were reviewed and coordinated within the standards-making 
process. The publication of the Standard culminated this process. 

The Conference on Computer Sf;curity and the Data Encrypti on Standard 
was structured to answer many of the questions typically raised concerning 
computer security and data encryption. Nearly 500 people participated 
in the Conference. Experts from industry and governrnent were invited to 
present their views and recommendations on when, where and how to apply 
encryp~ion to a computer system or network. The presentations were 
organized to give full coverage to the applications as well as the 
implementations of the Data Encryption Standard. 

These proceedings are structured along the same lines as the 
Conference. Pictures of the speakers as well as their submitted papers 
or an edited version of their presentations are included. The Appendix 
contains the questions that were raised at the conclusion of the 
Conference as well as the answers prepared by the speakers. 

The National Bureau of Standards wishes to thank all who participated 
in the Conference and helped to make it a success. 

., ".- _~_'''_'''M· ......... _r· ____ ~.~ .. ___ ., ___ ~_._ .. _"' __ .... ,. --- '-., . -"-_.- -. "-~--~-----"' .. 

,. I 

iv 

S. Jeffery 
Conference Chairman 

Dennis K. Branstad 
Program Chairman 

" 

\ 
\ 

; , 

,', 

-, 
, . 
,', , 

J " 

.. if 

'
"'''' , ' 
\ ' , ' 

~ 
~" : .it i 
~'f; 1 

i; 

ABSTRACT 

These proceedings include . 
ations of the f'ft papers or summar1es of present-
Conference on C~m ~~~ speake~s who participated in the 
Standard held at ~he ~a~~~~;~t~uand thfe Data Encryption 
February 15 1977 R .reau 0 Standards on 
and pr!vate'industry ~~~~!~~!~t~~e~ ~ro~ ~ederal ~gencies 
and gUHlance with respect to \ nlca 1n~ormatlOn 
the Datil Encryption Standard compu,er secur1ty and 
and presentations include PhYSi~~~J~~~~r~:ythe .pakPers 
assessment, software se . t ' rl s 
applications and implem~~~~t~~nc~~p~~~rDn~twork sec~rity, 
Sta~dard. The questions raised at th a a Encrypt10n 
the1r answers are included l'n th e cO~ference and e proceed1ngs. 
Key \'!ords: Compute~ securi ty, cryptography; Data 

Encrypt10n Standard; encryption' key 
management; network secur; ty'. ' 
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WELCOME AND INTRODUCTION 

S. Jeffery 
Conference Chairman 

Systems and Software Division 
National Bureau of Standards 

Washington, D.C. 20234 

On behalf of the National Bureau of Standards, I would like to 
welcome each of you to the Conference on Computer Security and the 
Data Encryption Standard. The Conference is being sponsored by the 
National Bureau of Standards and the Civil Service Commission. The 
program that we have organized for you today has been structured to 
place the new Data Encryption Standard as published in Federal Infor
mation Processing Standard 46 into perspective with other measures 
that can be used to provide computer and data security. 

The Conference has been organized into four sessions. The first 
addresses the major computer security aspects related to the DES. 
These include risk analysis, physical security and computer systems 
security. The second session involves those topics that should be 
consi dered in the use of data encrypt'j on. These i ncl ude communi cati ons 
security devices, key management and system design. The third session 
covers the applications of the Data Encryption Standard that are 
presently identified. These include security projects involving en
cryption at the Federal Reserve network, the ARPA network and in 
electronic funds transfer. The final session will cover various imple
mentations and uses of the DES. These will be discussed by members of 
various companies that are interested in implementing and using the 
DES. 

In order to cover a very large subject in one day, we request that 
all questions be written and they will be responded to following the 
last session. Whenever possible, the question should be addressed to a 
specific speaker. Each speaker will prepare short written answers to 
the questions. During the question and answer period at the conclusion 
of the Conference, the four session chairmen will take turns reading 
a question and the speaker's response. The questions and answers will 
be published in the proceedings. 

We hope that today will be beneficial to each of you and that you 
will find the program enjoyable. 

2 

Dr. Ruth M. Davis, Keynote Speaker. 
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The Data Encryption Standard in Perspective 

Ruth M. Davis, Director 
Institute for Computer Sciences and Technology 

National Bureau of Standards 
Washington, D.C. 20234 

The Data Encryption Standard was approved as a 
Federal Information Processi~g Standard bY,the Secre
tary of Commerce on November 23, 1976. Th1S ~tandard 
was developed as a part of the Computer S~cunty Pro
gram within the Institute for Computer SC1ences and, 
Technology at the National Bureau of S~anda~ds. Th1S 
paper places this standard in perspect1ve w1th other 
computer security measures that can a~d should be 
applied to Federal computer systems e1t~er before 
or coincident to using the Data Encrypt10n Standard. 

NBS initiated the standards development.effor~ 
leading to adoption of the DES in 1972. ~unng t~lS 
period, NBS solicited for algorithms and 1~format1on 
upon which a standard could be based~ p~bl1shed for 
comment the algorithm which best sat1sf1ed the ~e-
uirements of an encryption standard, and coord~n~ted 

ihe effort with both the potential using commun1t1es 
and supplying communities. 

This paper outlines the environment surrounding 
and the history of the Data Enc~y~tion Standard and 
discusses the objectives of add1t1onal,standards to 
be developed within the computer secur1ty program. 

Key words: Computer security; encryption; standard. 

1. Introducti on 

There are very few of us today whether we, are comp~te~ scientists, 
ADP facility personnel or communicat1ons spec1al1sts who ~ave ~~~:~~~~~e with encrypting and decrypting information in any operat1onal 

environment Therefore, there are very few of us who know what to ex
ect when w~ first begin to use data encryption procedures. As we en~ounter problems or unexpected happenings there will be very few p;e

cedents we can draW upon for guidance. We should, therefore, try 0 
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get the most from those individuals and organizations who have already 
stumbled and learned from their experiences. We will need to know who 
they are, whether they are in industry, Government or academia. 

First, however, we need to remind ourselves as to why there are so 
many of us now concerned with data encryption when there were so few in 
the past. As might be anticipated, since we are still at the beginning 
of the first real sign of general or public interest in encryption, it is 
difficult to pull apart the underbrush and identify any real pathway. But let us try. 

2. Who Has Been Using Encryption? 

Prior to the mid-to-late 1960 l s almost the only use of encryption 
was for national security purposes. National security is still the 
predominant motive for data encryption. Other long-established uses 
of data encryption have been principally in foreign countries by inter-' 
ministry networks, police and gendarmeries and embassy communications 
systems. How do we ascertain these other principal users of data en
cryption? Not surprisingly, we used the traditional market indicator-
namelY,who are the buyers of data encryption equipment sold by vendors. 
HEre, even for U.S. vendors of cryptographic equipment the market is pri nci pa l1y forei gn buyers. ' 

In the Uni ted States at the present time, a very small percentage 
of companies use cryptographic equipment and encryption procedures. 
Hence, it is quite apparent that if we are to find and lise available 
expertise and experience in cryptographic application, it will be from 
within the U.S. national security community, foreign organizations and 
govelMnments and a very few U. S. compani es. 

3. Why Is Encryption More in Demand Now? 

Since the late 1960
l
s there have been a few newly emerging but 

impor~ant moti vati ons other than ,nati ona 1 security for empl oyi ng crypto
graph1c equipment and procedures. Categorized in terms of technologicallY-induced changes they are simply that: 

o Computer and communications technology have combined to 
encourage dramatic increases in the volume and speed of 
information collection and distribution. 

o The principal mode for distribution of time-sensitive 
data is now electronic. 

o Advances in electronic technology have made electronic 
surveillance and interception inexpensive and available 
to individual buyers. 

5 
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, , d transportati on technology 
o Computer, communlca~lo~h:ngeOgrQPhiCallY dispersed 

have combi ned to rna e more common organi zati ona 1 
company or g~vernment the t lmost totally dependent 
entity with,ltS manag~m~~fo~mation transmission. Cat
on electronlc meansfo e~l or perceived threats, thes~ 
egori zed in terms 0 r 'n encrypti on can be put 1 n 
new motivations for emplo~l 9 rough chronological order different terms--namely, ln a, 
of emergent threat as follows, 

Orga.~ i zed and, lC' n~~n ~~ ~~:~ f ;~~~~;~i ;~ 
obtaln economl " the 
from competitive organizatlons ln 
private sector. 

, d d' tentional attempts to Orga~lze an ,lcninformation from governobtaln economl 
ment agencies. 

Inadvertent acq~isition of economic or 
market informatlon. 

Inadvertent acquisition of information 
about individuals. 

, f d through illegal access 
Intentlonal d~~~ banks with emphasis i~ , 
to comp~ter d f importance on acqulsl-
decreaslng or er 0 ic data law 
tion of funddl'n

g
t dat~'d:~~n~~out individuals. enforcement a a an 

Governmental intrusion on the rights of 
individuals. 

Invasion of individ~al rights by the 
Intelligence Communlty. 

1 ?II What Is The \1 Cryptographi c Marketp ace. , 

4. . . demand for cryptograph, c 
Faced with this sporadic but ~rycr~:~~~iplace exists? Obvi~US1Yt' 

' nt what kind of cryptograp lC history since equlpmen ~~~'~~Pt~graPh~C m~~~~;~~~~~n~a~a~aVi~{ol~~rntelligible ~o~ra~~o~~:~dS 
and procedure~ or 't 'telligible form have been use transforming lt back ln 0 ln 

of years. f th NBS 
1970's before the advent 0 ,e However, looking just at the hic marketplace was and lS

11 f:~~e~n~~~~~~~i~;a~~~r~~et~~ ;~¥~~o~~~~~tl~~P~~~u~~c~~~~~~ ~~w~~crete was the prevalent theme. T ere ar 
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cryptographic deVices world-wide of which somewhat less than 100 are 
American companies. Most cryptographic equipment is now electronic 
where just a few years ago it Was either mechanical or electro-mechanical. 
There are a lso a very few--probab ly less than fi ve--compani es worl d-wi de that sell software encryption packages. 

If YOU really dig in and read company brochures, yoU will find about 
a dozen major manUfacturers with what we would call a full line of cryp
tographic equipment, e.g., equipment for data with different trans-
m; ss ion speeds, for di ffe ren t types of channe 1 s an d transmi ss ion meth ods, 
for off-line and on-line use, etc. My estimate is that more than 75% of 
these dozen companies are foreign manufacturers. 

The commercial equipment is generally described in the above term
inology, with additional descriptors of allowable key variations and in 
"worki ng pri nci p 1 es. " We can refer to the working princ; pl e as the encrypti on a 1 gori thm. 

As yoU may recall, the marketplace was described earlier as one of 
"buyer beware." Thi s ; s because the i ntri caci es of re lating key vari a
tions and working principles to the real strength of the encryptionl 
decrypti on equi pment were and are vi rtua 11y unknown to almost all buyers, 
and informed decisions as to the right type of on-line, Off-line, key 
generation etc., Which will meet buyers' security needs have been most difficult to make. 

It was into this arena that the National Bureau of Standards entered in 1972. 

5. legislative And Governmental Responsibilities 

Responsibilities for design, use and applications of cryptographic 
equipment were not clearly defined in 1972; they are still not clearly defined in 1977. 

NBS, under its Brooks Act (P.l. 89-306) responsibility for setting 
Federal standards for effective and efficient uses of computer systems, 
initiated a much needed program in computer security in 1971. It pur
sued as an essential Part of computer security the development of data 
encryption standards. The purpose of the NBS data encryption standards 
development effort Was to protect computer data in transit or resident in computer systems and networks. 

The primary constituency under the Brooks Act for NBS' data en
cryption standards were Federal agencies; the secondary constituency 
deriving from NBS' responsibilities as a member of the Department of 
Commerce was the general buyer not operating under national security provisions and directives. 
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Responsibilities for cryptographic R&D and use in national security 
activities are fairly well defined under the National Security Act of 
1947 and under the amending Executive Order 11905 of Febr'uary 18, 1976. 
Under this Executive Order, the National Security Agency serves "under 
the Secretary of Defense as the central communications security authority 
of the United States Government" and is responsible for the "conduct of 
research and development to meet the needs of the United States for sig
nals intelligence and communications security. II NBS has asked for and 
received the unique and very valuable assistance of NSA since 1972 in 
NBS I effort to provide data encryption standards for its constituencies. 

The only recent relevant Congressional legislation is the Privacy 
Act of 1974, under which OMB assigned NBS responsibilities for the de
velopment of computer and data standards to meet the needs of the Act. 
Data security is not a requirement of the Privacy Act of 1974. However, 
data security is one of the means best suited for meeting requirements 
of the Act. 

As of 1977, NBS I data encryption program and its recently issued 
Data Encryption Standard (DES) have not, to the best of our knowledge, 
decreased existing competition in the cryptographic marketplace. In
deed, at least five new hardware and/or software encryption products 
have entered the marketplace as a direct result of the DES. 

Probably the principal change in the marketplace that can be 
attributed to NBS I DES is the lessening of the "buyer beware" character
istic. Anyone buying cryptographic equipment which has been validated 
against the DES can be assured of a specific level of data security: 
namely that 255 attempts and the use of the method of exhaustion are 
required to obtain anyone key for the encryption algorithm used in the 
DES. 

6. History Of The Data Encryption Standard 

As I remarked earlier, the development and history of the DES have 
been most interesting. NBS has been directly involved for more than 
five years. The active standards development effort, beginning with 
collection of relevant information, was initiated in 1973. We solicited 
for information that was available in the field of cryptography that 
could be used in guiding our efforts. We were looking for the techni
cal specifications of a method of encryption which could be economically 
employed in a variety of computer security applications typical of our 
assigned constituency. We wanted this information to be publicly avail
able so that anyone desiring to adopt the standard could do so. We 
wanted the method of encryption selected as a standard to be amenable 
to various types of equipment built by the many vendors of computer and 
terminal equipment. We wanted the specifications of encryption to be 
unambiguous so that anyone would be able to decrypt the data encrypted 
by anyone who also adopted the standard if he had the "key" or secret 
variable that had been used. 
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Our first solicitation in M 19 
fied these wants This solicit t~y 73, produced nothing that satis-
and algorithms" that could be u:e~o~ r~que~te? "proposals for information 
lot of unsolicited proposals to dev~n eve opln~ a standard and we got a 
that a lot of mathematicians had ide1~Pt~nCryptlon algorithms. It seemed 
ment of e~crYPtion algorithms is not some~y.wlshed to pursu~. Develop
The algo:lthm that we received which h d tglng yoU do ove:nlght, however. 
Was recelved scratched in pencil ah e est theoretlcal foundation 
that a random stream of character~nba s ~et of paper. It was suggested 
tapes which are sent to the partie e.w~~tten onto two infinite length 
should add the random stream to th S W1S lng to communicate. The sender 
tract the random stream from the e message and the receiver should sub
per~e~t security system, but welv:e~~~g~:ff!hif tur~s ?ut to be the only 
lnflt1lte length tapes. In addition tl,l lCU ty flndlng suppliers of 
problems. ' 11S system has other practical 

, Even though we recei ved no usef 1 1 ' 
tatlon, a positive step was made I~t a g~rlthms from the first solici
and a need for an encryption st~~d d eres

d 
was shown in cryptography 

when a second soli~itation was ar, was emonstrated. In addition, 
were sub~itted. Some were too ~~~~i~~,AUa~st 1974, sev~ral algorithms 
was recelved that showed great me 't lze. some ~ere lneffective. One 

rl as an encryptlon algol"ithm. 
7. Review Of The Data Encryption Standard 

This algorithm was published f b' 
¥~?er~oing Government review for ac~;p~~b~~~tcomment in March 1975, after 

lS lS,the third phase of a standards 1 1 Y as a Federal standard. 
and reVlew. However, even before ' development effort: coordination 
o~t between NBS and IBM, the devel thls was done, pr?cedures were worked 
rlg~ts for making, using and selli~per of the a~gorlthm, for having the 
avallable to interested parties undgra~haratu~ lmplementing the algorithm 
by IBM. The terms and conditions of th e clalms of certain patents held 
exclusive, royalty free licenses e agreement by IBM to grant non
the May 13, 1975 and August 31 l~~~e: these patents are spelled out in 
the United States Patent and T;ademar~s~~ef~ of the Official Gazette of 

1 ce. 
The comments received concernin th 1 ' 

The most prevalent need that was g e a gorlthm were most interesting 
general edUcation in encryption atparent from,the comments was for a . 
mation on the subject or made c~ o~mentor~ elther Simply wanted infor
stand the,applications and re ui~men s showlng tha~ they did not under
was organlzed by NBS and CSC io s:~~n~s ~:,enCrYPtlon. This Conference 
uncovered an important issue re ~s y lS need. The comments also 
menting encryption in various c~ardlng the ~ompetitive aspects of imple
long and hard by both the legal ~~t~; archlt~ctures. This was studied 
of ~ommerce. Alternative modes of e t~chnlcal staff of the Department 
defl~ed and evaluated, and the bestemploYlng the proposed standard were 
archltectures. These modes can b ones suggested for use in various 
to satisfy those concerned about teh~se~ to provide the efficiency needed lS lSSUe. 
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The complexity and security of the algorithm were discussed in sev
eral comments. The algorithm specified in the DES is very complex. A 
cryptographic algorithm that provides a high level of security must be 
complex. In order to minimize the impact on a general purpose computer 
system, a hardware implementation was specified in the standard. Hard
ware implementations also can be validated and are nearly immune to 
unauthorized, undetected modification by a pot~ntial system penetrator. 
Software programs are susceptible to modification and are difficult, if 
not impossible, to validate. However, the security of the algorithm be
came the most controversial issue. 

A standard should be acceptable to a broad range of users. It can
not, however, satisfy all possible needs of all possible users. A stan
dard should be amenable to change when new applications or new technology 
evolve. It should be reviewed periodically to evaluate any need for 
change. The DES was developed within this framework. Some commentors 
felt that the security and complexity of the algorithm was not needed in 
their application: they wanted a simpler one. Some felt that the secur
ity was inadequate for their needs: they wanted a more complex one. 
They felt that the standard should satisfy all security requirements for 
all possible users for all time. 

The matter was studied at great length by NBS. A workshop was or
ganized to evaluate current technology and any technology in the foresee
able future which might reduce the effectiveness of the standard. An
other workshop was organized to analyze the mathematical foundation of 
the algorithm and identify real or potential weaknesses of the algorithm. 
Both workshops resulted in a consensus that the DES It/as satisfactory for 
the next ten to fifteen years as a cryptographic standard. No methods 
for obtaining a key that you, as users, select to protect your data are 
known short of trying all theoretically possible keys. 

There are 7.2 x 1016 possible keys for use with the DES. This means 
that a key would have to be tested every microsecond for the next two 
'centuries in the fastest computers expected in the next few years. A 
machine consisting of a million special purpose electronic chips, each 
doing a test in a microsecond was suggested as a threat in the comments. 
Our workshop on technology concluded that such a machine, although capable 
of deriv"ing one key in a day, given matched plaintext and cipher, would 
cost over $70 million to build between now and 1990, be 256 feet long, 
draw millions of watts of power, and anyone attempting such a task would 
have a very low probability of success. I do not want to understate the 
issue of security but I do want to put it into its proper perspective. 
The risks to data encrypted by the DES will come from sources other than 
brute force attacks. 

Before leaving this issue, I would like to provide some special 
guidance. The key used with the DES is the key to security. A cliche, 
disgusting as it may be, is often easy to remember. No matter how good 
the algorithm and no matter how good the equipment, the security pro
vided by encryption is only as good as the protection you give the key. 
Methods for accomplishing this will be discussed today and for many 
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~ears as systems are developed. Keys should be random; keys should be 
1ndependent; keys should never have any part predetermined. Failure to 
follow these rules or compromises in their achievement will compromise 
the security equivalently. 

8. Related Security Measures 

Other secu~ity m~asu~es related to the use of encryption are 
sche~u~ed for d1Scuss1on ~n the next session. A risk analysis is 
spec1f1cally recommended 1n the DES before encryption is selected 
Tor use. Administrative security should be adopted before encryption 
1S used and ~ust,be,expanded to inclu~e the procedures of key handling 
~hen e~crypt1on 1S ~mplemented. Phys1cal security is always required 
1n varl?us degrees ,ln all, computer systems. Additional requirements for 
protect1~g encrypt10n equ~pmen~ must be satisfied when encryption is 
used. F1nally, the techmcal 1mplementation of encryption equipment 
m~st be p~rformed for an effective cryptographic system. These areas 
w1ll be d1scussed in depth throughout the day. 

The DES was adopted as a Federal standard on November 23 1976 
and published as Federal Information Processing Standards Pubiicati~n 46 
on January 15, 1977. Each of you received a copy in your registration 
packet. The standard is divided into two sections: the announcement 
secti on ,a~d tile, specifi cat; on secti on. The announcement porti on gi ves 
the adm1n1strat1ve ground rules for following the standard Every 
agency is respon~ible for complying wi~h the standard. En~ryption 
~hould onl~ be d1cta~ed, for use from w1thin an agency and only after an 
1n-depth r1sk ana,lysls 1S ~one. ~'/hen encryption protection is required 
and 1f the ~ata 1S ~ncla~slfied, then encryption hardware should be pro
cured when 1t compl1es w1th FIPS PUB 46 and used to provide the desired 
protection. The specification portion defines unambiguously the algorithm 
to be used to encrypt and decrypt data. Relqted administrative in
formation should be o~tained from the announcement portion. The effective 
date of the standard 1S July 15, 1977, and Federal agencies are to com
ply with the standard after that date. 

. . In a communications application the DES does not stand alone. Ex
~st~ng standards must be used and additional standards are needed. Ex-
1st1ng.Fed:ral Information Processing Standards (FIPS) and Federal Tele
~ommun1ca~10n~ Standards (FTS) are to be used when implementing the DES 
ln commun1cat10ns. However, additional standards for the electrical 
mechanical and functional aspects of stand-alone, add-on communicati~ns 
security equipment utilizing the DES are needed. Standards for incor
porating DES devices in terminals and communications processors are needed 
for an effective cryptographic system. 

,A techni~al ~ubcommittee for developing a standard for the use of 
D~S ln commumcatlon~ has been established by the· Federal Telecommunica
tlons Standards Comm1ttee (FTSC). An ad hoc committee under the leader
s~ip of NBS, investigated the need for such a standard: The recommenda
tlOI1S of the ad hoc committee were adopted by the FTSC and endorsed by 
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the FIPS Coordinating and Advisory Committee. The recently approved for
mal subcommittee is drafting a standard for review and approval as a 
joint Federal Telecommunications and Information Processing Standard. 
The formation of the subcommittee was recently announced in the Federal 
Regi ster. Techni ca 1 contri buti ons and comments are welcome from i n
terested parties from both the public and private sectors. 

9. Support of the Data Encryption Standard 

The final topic I would like to discuss this morning is the support 
of the standard, the final phase in standards development. NBS will sup
port the standard in various ways and you as potential users can obtain 
assistance from several sources in adopting the standard. A Data En
cryption Testbed has been established within the Institute for Computer 
SC'iences and Technology at NBS to provide some of the assistance. Two 
major services are being performed. First3 a validation service is being 
established to test hardware devices for compliance with the specifica
tions of the standard. The standard specifies a transformation of 64 
input bits into 64 output bits based on a 64-bit key. It also specifies 
that hardware be used to perform this transformation. NBS has defined a 
set of tests which provide a high degree of assurance that the hardware 
implementation performs the transformation correctly. Vendors intending 
to supply such devices to Government users must have the devices vali
dated. This service will be done by NBS on a cost reimbursable basis. 
The service will conform to the administrative regulations found in NBS 
Special Publication 250, Calibration and Test Services of the National 
Bureau of Standards. Agencies seeking to procure DES devices should use 
the wording of Federal Property Management Regulation 101-32 presently 
being amended by the General Services Administration. Finally, the 
responsibilities of the National Security Agency, formulated in Executive 
Order 11905 dated February 18, 1976, include assisting Federal depart
ments and agencies in implementing communications security and determin
ing specific security requirements in this area. 

The second use of the Data Encryption Testbed is to develop and 
evaluate methods of using the DES in various applications. Additional 
standards are required for assuring compatibility among devices employ
ing the DES in specific applications. A fundamental goal of the DES was 
to provide a basis of compatibility among various devices in various 
applications while providing a high level of security. A standard should 
not dictate all of its applications within the standard. Innovative im
plementation and application are the bases for competition in providing 
products or services meeting a standlrd. No standards effort should 
attempt to stifle competition or inncvation. Standards should either be 
adaptive or amenable to change. Add;tional standards can be built on 
fundamental standards in selected applications to provide compatibility. 
The DES is a fundamental standard for data communications security. A 
Federal task group has been established to assess the need for and scope 
of additional standards in cryptographic systems. Information regarding 
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the validat~on ~ests of D~S devices, as well as the standards efforts in 
d?t? ~ommunlcatlons securlty, is available from the Systems and Software 
Dlvlslon of the Institute for Computer Sciences and Technology at NBS. 

10~ Concluding Comments 

In summary, the Data Encryption Standard has been a forerunner in a 
stru~t~r~d·~tan~ards development process. The Federal Government took 
t~e lnltlatlve ln deve~oping a standard which satisfied its own identi
fled need. A cooperatlve effort was established within the Federal Gov
e:nment and between the Government and pri vate indus try. For the fi rs t 
t~me, a ~ederal standard is publicly available that can be used to pro
v~de a hlgh level of cryptographic protection for computer data A very 
hlgh level of publi~ inte:est has b~en demonstrated throughout the devel
?pmen~ process. Prlvate lndustry wlll be the suppliers of devices comply
lng.wlth t~e standard. Government agencies, as well as private organi
zatlons, wlll be the users of the devices and consumers of the services 
based on the standard. 

Al~ ~ederal agenci~s have been requested by NBS to state their needs 
for addltlonal Federal lnformation Processing Standards and to support 
the subsequent efforts in satisfying these needs through a cooperative 
st?ndurd~ p:o~ram. Only through efforts such as these, supported by 
P:l vate 1 ndl Vl dual sand organi zati ons, can computers be made more effec-
tlve and more secure. . 
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computer Security Risk Assessment 

Robert H. Courtney 
IBM Corporation 

Systems Research Institute 
291 E. 42nd Street 

New York, New York 10017 

The following paper has been extracted from 
the verbal presentation of Mr. Courtney at the 
February 15th Conference. A written paper had 
not been submitted at the time of publication of 
these proceedings. 

1. Introduction 

My objective today is to convince you that you should not spend 
one nickel on computer security unless you can cost-justify that nickel, 
that there is a way of cost-justifying that nickel, and that in all 
probability you should be getting on with it. A convenien·~ way to 
start is by sharing with you some of the observations that were made 
after looking at over four hundred data processing installations. These 
installations had already become aware of computer security for some 
reason. They did not have to be made aware of the problem; they were 
already aware. However, for one reason or another, they had not 
achieved a level of security which they considered adequate. 

The most probable reason for not achieving an adequate level of 
security is their failure to prioritize the problem. For most of us 
human beings, especially those who are technically oriented, we would 
like the problem to be technically challenging. This is a difficulty 
i~ the area of data security; the fundamental problem is not intellectu
ally exciting. 

2. Prioritized List of Computer Security Problems 

I feel that there are six major problems in data security. The 
first major problem is simply errors and omissions. The employees com
mitting errors or failing to perform specific acts are typically 
honest. They simply are not competent to perform the job adequately 
at all times. The dishonest people of this world will never be able to 
contend with the incompetent in the damage they do. The incidence of 
errors and omissions probably accounts for 50-80% of the data security 
problems I have encountered in my discussions with ADP managers. If a 
manager does not account for the problems in this first category, he 
will never be able to cost justify the security measures that he chooses 
to implement. 
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The second major category of data security problems is that of 
dishonest employees. It is apparent after analyzing this category 
that the vast majority of incidents dQ not deal with highly techni
logical failures. For the most rart they are clerks and operational 
people who are misusing their powers in not just doing their job, 
but in doing something else. Who steals from Accounts Payable? The 
person working in Accounts Payable. Who steals from Payroll? The 
person working in Payroll. The people working in Inventory do not 
steal from Accounts Payable; they steal from that part of the system 
they know bes t. 

In the third place clearly is fire. It is not because ADPpro
cessing equipment is highly flammable. The last significant fire we 
had in a computer was an old IBM-650 computer in 1957. For the most 
part, computers burn because the fire starts in them~ but they keep 
burning because of the flammable material around them. Most people have 
put their fire protection where the computer installations are rather 
than where the combustibles are. We seem to p1ace our security measures 
where they do the least good. There is a longer lead time for obtaining 
pre-printed forms requi'red for the rlay-to-day operation of many companies 
and Federal organizations than there ;s in the CPU that does the pro
cess i ng. 

In a clear fourth place is the category of disgruntled employees. 
As opposed to dishonest employees, disgruntled employees do not have 
an economic motive for doing what they do. There are relatively few in
stances of problems caused by disgruntled employees but unfortunately 
the dollar value of these incidents is high. The important point here 
is that there is not a case known in which an employee, happy and honest 
on Tuesday, came into work on Wednesday and took the place apart. For 
the most part, the disaffecti'on grows over a significant period of time 
and it is partly the insecurity or cowardliness of first level manage
ment that keeps us from catching these potential problems. Rather 
than meeting a problem head on, we would rather hope that it will go 
away. It is better to move such a person out of a sensitive position 
than to suffer the possible consequences. 

In the fifth place is water. Floods are not the major problem in 
this category; bruken water pipes and leaking roofs are the big prob
mems. One can deal with this problem primarily with a fifteen foot 
roll of polyethelene plastic and a pair of scissors. The higher the 
buil di ng or the newer the building, the hi gher the probabil ity that 
it will suffer water damage. A fire on the 23rd floor of one build
ing, quenched with water, knocked out a center on the 8th floor be
cause of leaking water. 

In last place are strangers. These are the people who we do 
not know an dare not our emp 1 oyees. These are the peop 1 e who tend 
to mount more technologically superior attacks against our system. 
As we grow toward Electronic Funds Transfer systems, we may see a 
higher number of incidents in this c&tegory. Given this order of priori
tizing, you may be able to get a measure of the risks associated with 
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Data Encryption 
and its Relationship to Physical 

Security Planning 

Robert V. Jacobson 
Chemical Bank 

New York, New York 10041 

Data encryption is a powerful tool f~r protect
ing data against discovery by an unauthor~zed pe:son. 

of data encryption does not automat~cally However, use , 
solve all security problems. The ADP secur~ty planner 
must examine the attacker's perception of an encryp-, 
tion protected system if he is to select other secur~ty 
measures wisely. 

Key words: Encryption, data security. 

1. Introduction 

decade, growing emphasis has been placed on s~curity 
Over t~e past '(ADP) systems for three reasons. F~rst, 

for automat~c data process~ng , 1 to have 
ADP hardware and software are very costly. It ~s not unusua _ 

d 't' of $1000 to $3000 per square foot. Second, many organ 
value ens~ ~es 't' n If the ADP 
izations noW use computers to control da~ly opera ~o s. , , 
s stem ceases to operate for whatever reason, the organ~zat~on may 
s~ffer serious losses. Consequently, security measur~s to protbect 

, f' e floods, sabotage and the l~ke have ecome 
aga~nst damage from ~r " " t f'nd ADP systems 
increasingly important. Th~rd, 1t ~s now common ~ ~ , 
which control valuable assets, money, goods, se:v~ces or,propr~et~~~a 
information. Most recently, we have see~ great ~nterest ~n pro,ec ~ 
ersonal information against improper d~sclosure. As a r~sult ~t has 

~ecome important to provide effective controls over phys~ca~ acc7s~ to 
ADP resources to minimize the exposure to fra~dulent ~amper~ng w~t 
data, programs, hardware and to the theft of ~nformat~on. 

The objective of the ADP security planner is to sel~ct an ar:ay 

of security measures with an attractive cost/benefit rat~o. That ~s,to 
say that the cost of the security program is exceeded by the redu7t~on 
in expected losses which the security measures are expecte~ to br~ng, 
ab t He makes this selection based on the results of a r~sk ana ys~s. 
Heo~i~st forecasts the loss which each of all possible risks can be 
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expected to cause. (Of course, to make the process feasible, he will 
aggregate similar risks into a finite number of risk types e.g. major 
fire, minor fire, small fire, etc. and he will use simp'lifying assump
tions and jydgemental predictions.) Next, he looks at the expected 
losses, beginning with the lar~est one, and looks for security measures 
which can reduce the losses at a cost less than the reduction, so that 
there will be a net gain to the organization. This sort of analysis has 
led to a general emphasis on physical security measures simply because 
the cost/benefit ratios are more attractive than other more abstract 
security measures. As a rule this stems from uncertainty about the 
effectiveness of the more abstract measures. However, once satisfactory 
physical security measures have been installed, the prudent ADP manager 
will want to look at other measures like data encryption. 

When contemplating data encryption, there are two key points that 
orle should keep in mind. The first point is that data encryption only 
accomplishes one thing: it makes the discovery of the encrypt.ed infor
mation by an unauthorized person more difficult and accidential dis
covery becomes extremely unlikely. It is important to note the distinc
tion between more difficult and impossible. Bearing in mind the 
specific function performed by data encryption, it should be obvious 
that the adoption of data encryption as a security measure does not 
eliminate the exposure to other computer security risks. 

The second point is that the management of data encryption keys 
will not somehow take care of itself. Explicit procedures, safeguards 
and audits must be adopted for the management of keys at the same time 
that data encryption devices are installed. Depending on circumstances 
these costs may not be trivial. It is not uncommon to hear that an 
access control device for a door only costs X-dollars. No mention is 
made of the costs to install and service the device, prepare and issue 
special I.D. cards and train personnel in its use. Without doubt the 
same sort of thinking can apply to data encryption. It seems likely 
that the cost of hardware to implement the NBS Encryption Algorithm 
will drop dramatically as a volume market develops. The price history 
of four-function pocket calculators during the period 1972-1975 
provides an excellent model of a learning curve for large scale inte
gration production costs. Therefore, the security planner must guard 
against the temptation to equate the total cost of data encryption with 
the cost of the hardware. 

Given these considerations, what specifically should the computer 
security planner do regarding physical security as it relates to data 
encryption? 

2. The Criminal's Viewpoint 

Let us consider for a moment the problem that data encryption 
poses for the criminal as he attempts to gain knowledge stored or 
transmitted by our computer system. And let's begin by assuming that he 
cannot extract encrypted data without a key. We will assume that analy
tical extraction of a key is economically infeasible and we will assume 
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that trial and error extraction of a key is seen by the criminal to be 
more expensive than other, more conventional modes of attack. Our 
criminal has three choices. He can attack the unencrypted parts of the 
system, he can seek to compromise the encryption key by bribery or 
extortion or he can give up and go elsewhere. Of course, we hope he 
will give up but bear in mind that he will do so only if it is his 
lowest cost option. If the desired information is not available else
where and the cost of failure is greater than the cost of success, we 
should assume that he will continue his efforts.* Hence, we should 
first consider not how valuable the information is to us or how great 
our loss would be if it were improperly disclosed but rather what 
reward the criminal gets for stealing it and where else he might go to 
get the same information. 

Crime prevention specialists often speak of crime displacement. If 
we double the foot patrol in the ninth precinct we can cut street 
crime in half. But can we? Sadly, we find that crime in the neighboring 
precinct.s has increased almost proportionately to the decrease in the 
ninth precinct. Therefore, if our analysis of the criminal's percep
tion of his reward-to-risk-ratio suggests that he will not choose to go 
elsewhere, we should assume that we have only displaced, not eliminated, 
the crime. If it appears that data encryption will only displace the 
attack to some other part of the ADP system, it would seem as though 
data encryption were of no value. 

Of course, this is not the case. The objective of the security 
planner is to use each security dollar he spends to prevent as many 
loss dollars as possible. The way he reduces crime losses is by making 
the reward/risk ratio less attractive to a prospective criminal. Since 
the operative re\'l'ard/risk ratio is the one which applies to the most 
weakly defended pa,rt of the system, strengthening that part of the 
system will, in fact, reduce crime losses. In the ideal case, all parts 
of the system would be perceived by the potential criminal as having the 
same reward/risk ratio. 

3. Analysis of a Typical Case 

Figure one shows a specific example of these considerations. Assume 
that the criminal wants to see the transactions performed by the oper
ator at the remote termin,aL He has five reasonable possibilities: 
(1) subvert the remote te~minal operator; (2) obtain the information at 
the remote terminal without the operator's knowledge from emanations, 
discarded printout, hidden camera, etc.; (3) tap the data circuit to the 
terminal; (4) subvert the c0l1s01e operator and get from him a printout 
of the transaction journal for the terminal; (5) obtain possession of 
t~e transaction journal medium. (There are, of course, other more remote 

*In this regard it is important to understand that generally speaking 
the rational criminal is motivated by his perception of the ratio of 
his reward to his costs, risk of discovery and punishment, out of 
pocket expense, etc. regardless of the amount of the victim's loss. 
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Figure One: A re,presentative data communications system 
showing fiVe points of attack. 

~OSSib)il~ties but these five are adequate to illustrate the point at 
and. F~g~r~ ~w~ sho~s how the criminal is likely to evaluate each of 

these Poss~b71~t~es w~th and without data encryption of the data' 't 
~dtthe term~nal transaction file. The evaluations placed on eachc~~c~~e 
ac ors are the ~uthor's and the reader may not always agree but he will 

pr~bably agree w~th the overall conclusion. An attack on the dat ' 
cu~t is by far th t tt ' , a c~r-" " e mos a ract~ve ~n most instances. The skillful 
7r~m~nal w~th ad~quate resources can arrange the tap so that once it is 
~n Pla~e, ther~ ~s no traceable link between the tap and the criminal's 
,ase 0 operat~ons. As a result, the danger of discove and uni 
l.S" m~ch reduced compared with attacks on other element; where p he ::~nt 
~h:lsl.CallY enter protected areas. He ~.·:~ll get exactly the information 
c:s:~ts and he will get it in real time which may be important in some 

4. Physical Security Requirements 

the How will the criminal respond if he finds the circuit protected b 
t NBSkEncryption algorithm? Assuming the algorithm to be uneconomic y 
~ crac , he only has two choices; get the key or attack elsewhere 

~~g~~~ ::~ ~~~g~:~si~~:~f~e will go after the terminal unless he b~lieves 

The physical security requirements can now b6 seen to be these: 

1.) The protection of the remote terml.'nal ' 
aga~nst snooping must 
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Real 
Time? 

Danger of 
Discovery 

Probable Success 
No D-E With D-E 

Preference** 
No D-E with D-E 

Target 

1. Terminal 
operator 

2. Terminal 

3. Data 
circuit 

4. computer 
operator 

5. Transaction 
journal 
file 

yes 

maybe 

yes 

no 

no 

high 

fairly 
low 

low 

high 

fairly 
low 

high 

very' 
low 

high 

fairly 
low 

low 

high 

very 
low 

zero* 

fairly 
low 

zero* 

4 

2 

1 

5 

3 

* 
Assumes data circuit and journal file are encrypted and 
keys are not compromised. 

** Probable order of preference perceived by the potential 
, most p"referred and 5 least preferred. criminal, 1 be~ng 

D-E = data encryption 

Figure Two: The criminal's evaluation of alternate targets. 

2 

1 

4 

3 

5 

deflect the criminal. There must be no eas,y way for 
be strong enough to k 
h' to tap into the terminal where text is in the clear, to p~c -up , 
e~~ctromagnetic or accoustic emanations from the terminal, t~ ~:~b~~~~~s 
~~vl~~~1~~th~rS~~ui~a~~tab~ ~~:e~~ ~~tO~~:~:yt~~o:c~:nt:~inal itself. 

2.) Similar measures must be ta~en 
facility where the terminal transact~ons 
in clear-text. 

at any point in the computer 
can be displayed or intercepted 

them to the terminal and 3.) Methods used to generate keys, carry , 
to install them must be proof against undetected comprom~se. 

4.) Access to the computer and 
least number of individuals and all 
record. 

the terminal must be limited to the 
such access must be a matter of 

The last point seems obvious but may have implications not imme-
d 

t 
diatelyapparent. Let us a~sume th~t we have,inst~;~e~h~;:hi~ ~~c~~ec~ a 
encryption and such effect~ve phys~cal s~~ur~t~ ~ our criminal might very 

to et the desired information. At t ~s po~n h 
way gk 't 1" 1 h~s "tap" inside the computer. Rather than approac 
well see to ~ns a -
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the terminal operator or computer room personnel, both obvious targets, 
he might try a more indirect route. Without revealing his real objec
tive, he might try to patch the computer's control program to allow him 
to eavesdrop on the remote terminal or the key generation process. How 
do we stop this? Only by complete control over all changes to hardware, 
system software and applications programs. Obviously change controls 
are meaningless if they are not implemented with credible controls over 
physical access to system resources. 

5. Evaluating Data Encryption 

A natural reaction at this point is to question the value of data 
encryption. It seems only to have forced a lot more security measures 
on us. Of course, that is not the point. What we have done is to iden
tify all the points at which the information is exposed to criminal 
attac~nd tried to make all the points equally difficult to attack. 
Failing that we will simply displace the crime from the weakest to the 
next weakest point, perhaps at little added cost to the criminal. 

What we must do is to evaluate data encryption as a security 
measure in terxrts of the kinds of losses it can reduce and in comparison 
with other measures which achieve the same loss reductions. We recognize 
that data encryption protects against losses resulting from unauthorized 
disclosure of information but nothing more and only protects at the 
points where it is used. Consequently, we won't expect data encryption 
to solve any other security problems. We can also see that there are 
other ways to protect the data circuit and transaction journal in our 
example. The journal medium (tape reel or disk pack) could be r:emoved 
from the ADP hardware by a two man team and kept in a safe with two 
combination locks. Likewise, we could use special pressurized coaxial 
cable for ,the data circuit which alarms if an attempt is made to but 
through the jacket. As a back-up, special electronics could measure the 
characteristics of the data circuit and detect the slight electrical 
changes caused by a tap. The reader probably can imagine additional 
measures. We can estimate the cost and probable effectiveness of each 
of these potential measures with some confidence. 

The reason we are interested in data encryption is that in most 
cases it will be much cheaper than any other potential security measure. 
Once, data encryption has been identified as the most economical security 
measure, we should consider the relative merits of hardware and software 
implementations. Cost differences will depend on particular circumstances 
but hardware has a number of advantages. Fraudulent alteration of the 
algorithm is much more difficult and when LSI is used it will be sub
stantially impossible. With well designed hardware, the key will 
"evaporate" if power is turned off or the container is opened. In 
extremely critical applications, the container can be equipped with 
devices to sense tampering and signal key erasure. The security auditor 
will certainly prefer these features since they are all auditable. 

This leads us to a final point. We can never be sure that our 
defenses will work as expected or that we have correctly anticipated 

23 



how the potential criminal will attempt to attack our system. For both 
reasons it is important to have an effective audit program which oper
ates unpredictably in both time and space. Both the criminal and in
house personnel who might be his targets should be able to predict 
neither when a given function or area will next be audited nor how the 
examination will be conducted. The credible audit program will deCrease 
the criminal's assurance that he will not be caught and so further aid 
in detering the crime. This is particularly significant when the crim
inal would, except for the audit program, predict a zero probability of 
discovery. Thus, even though he knows that an area key to his planned 
crime has never been audited, if he knows that it might be audited 
tomorrow he will think twice before going ahead. 

In summary, data encryption will provide a very high level of 
protection for data but other points at which the data are exposed 
must have commensurate levels of protection if we are to enjoy the full 
benefits of data encryption. Security measures used during generation, 
distribution and installation of encryption keys should be strong enough 
to discourage attack. All 3ecurity measures should be supported by a 
high quality audit program with an unpredictable schedule and scope. 
Finally, management mllst recognize the need to analyze all security 
needs in terms of both risk and loss exposures and to strive toward a 
balanced, economically sound security program. 
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Computer Systems Security 
and the NBS-DES 

(Beyond Line Encryption) 

Clark Weissman 
System Development Corporation 

2500 Colorado Avenue 
Santa Monica, California 90406 

The recent adoption of the Data Encryption 
Standard (DES) by the National Bureau of 
~tandards has created significant interest 
ln the area of cryptography. There are 
num~ro~s considerations to be made when 
deslgnlng a cryptographic system. The NBS
DES mus~ be embodied in a system employing 
automatlc, down-line key management and 
~nd-to-end encryption to be truly effective 
ln a com~uter n~twork. This paper reviews 
sever~l lssues ln this area and suggests 
SolutlOns. 

Key words: Cryptography, end-to-end 
encryption, key management. 
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INTRODUCTION 
Encryption can do more than protect data in transit. It can 
be employed to enhance the security of computer systems as 
well as to authenticate users, grant them access to system 
resources, and dynamically enforce that authorized access. 
The NBS-DES is an exc~llent vehicle for achieving these ends 
when used in a system-wide manner that employs automatic, 
down-line key management and end-to-end encryption. 

System Development Corporation is involved in developing these 
hardware and software encryption techniques and practically 
applying them to improve the computer security of Electronic 
Funds Transfer Systems (EFTS). In this paper I review the 
security issues and suggest solutions. 

PROTECTION: A SYSTEMS PROBLEM 
Security is a "weak link" phenomenon with exposure arJ.sJ.ng 
from high-valued assets leaking from a flawed information 
system through the planned efforts of e~loitative criminal 
interests. The information system consists of entry/display, 
delivery, and processing subsystems which depend on vulnerable 
computers and software. Countermeasures must be balanced to 
raise the protection of "weak links" in a uniform manner by 
application of a system-wide plan. 

The p.lan elements shown in figure 1 are: (1) a pro'cection 
policy, reflected in the requirements for the system; (2) 
omnipresent enforcement of that policy by the total hardware, 
software, and people components of the system: and (3) trust
worthiness accreditation of the system at each stage of its 
lifecycle development. Let us look at each plan element in 
turn. 

POLICY PROTECTION REQUIREMENTS 
Protection policy requirements may be geared to counter 
threats from different sources. Safety requirements counter 
failure or accidental exposure of sensitive data. Counter
measures are based upon using trusted components, component 
redundancy, and trouble-detection and backup procedures. 

Privacy requirements deal with constraints placed on author
ized users who disclose data inadvertently or by exceeding 
their authority. Countermeasures depend on increasing the 
granularity and control of information. If users and data 
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are explicitly identified and differentiated in terms of data
item sensitivity labeling and levels of user authority, control 
can be imposed to limit access to the least amount of privilege 
necessary to accomplish a job. Also, the improved granularity 
can enable fine-grain transaction journaling and accounting for 
authorization checks. 

Lastly, security requirements address the sophisticated planned 
penetration attack on the system to steal data or sabotage the 
system. Figure 2 summarizes these threats and countermeasures. 
Most noteworthy is that human intelligence can seek out or plant 
system hardware or software flaws to achieve these security 
violations. 

LIFECYCLE ACCREDITATION 
Once the protection policy is defined, the resulting requirements 
must be satisfied by the enforcement system. Trustworthy en
forcement options increase with the lead time available before 
delivery of the system, from future research, through new system 
developments, to operations on existing systems. Figure 3 
summarizes the state of the art: only future systems show promise 
of solving the security problem. However, privacy and safety 
requirements can be addressed today with procedural and physical 
barriers, and with some new design retrofit. 

In future systems, the security policy must be enforced by the 
total information system in the entry/display, network delivery, 
and CPU processing subsystem elements. Since each of these in
volve computers and software, they are all vulnerable to common 
generic problems. However, the specific nature of the tasks 
for the entry and delivery subsystems makes the use of encryp
tion quite attractive. Furthermore, the central processing 
subsystem plays the important support role of ensuring the 
security integrity of the other subsystems. 

PROTECTION ENFORCEMENT IN THE ENTRY/DISPLAY SUBSYSTEM 

User and system authentication is the principal enforcement 
function addressed by the entry/display subsystem. Threats 
and counter measures are described below according to the in
creasing virulence of the threat. 

Impersonating someone is the simplest threat, effective on 
systems without mandatory ID checks. These checks should be 
made based on a unique Personal Identification Number (PIN) 
manually entered on the terminal. It is best for the PIN to 
be committed to memory and otherw~se carefully protected, 
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PROTECTION POLICY: SECURITY REQUIREMENT 

THREAT 

1. ASSET THEFT, FALSIFICATION, 
SABOTAGE 

2. FLAW FINDING 

• STRESS SYSTEM LIMITS, 
PROHIBITIONS 

• PLAN TRAP DOOR, TROJANHORSE 

• MODIFY SYSTEM CODE 

• PROCESS TO PROCESS SIGNALING 

3. FLAW EXPLOITATION 

• BY-PASS OR DISABLE CHECKS, 
AUDITS, RECORDING 

• FALSIFY PARAMETERS 

• IMPERSONATION USER 

• PiGGY-BACK DATA COPY 

• COMPONENT SUBSTITUTION 

• OPERATOR, USER SPOOF 

COUNTERMEASURE 

1. SUBJECT AND OBJECT DEFINITION 

2. PROCESS (SUBJECT) ENCAPSULATION 
(SECURITY PERIMETER) 

3. SUBJECT/OBJECT ACCESS RULES 
(CONTROLLED SHARING) 

4. ACCESS CONTROL MECHANISM 
(ACM) 

5. SELF PROTECTION 

• ACM ALWAYS INVOKED 

• ACM OBEYS POLICY 

• TRUSTWORTHY 

Figure 2 
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since it is the basic security authenticator of a user's iden
tif~cation credentials. The user's ID (not the PIN), a 
Personal Account Number (PAN), and the Cryptographic Check 
Digits (CCD)--an encrypted form of the PIN--can be written on 
a plastic card which is readable by the terminal. Lost or 
stolen credentials (cards) can be countered by positive ID 
authentication of the PIN against the CCD at the terminal, if 
it has the "smarts" and the host processor is offline, or 
downstream at the host processing subsystemm if it is online. 
Auxiliary checks are necessary to protect against altered or 
counterfeit credentials. These include secondary credentials, 
e.g., credit cards and drivers' licenses, or online CCD/PIN 
check at the host processor. 

An unusual, but simple form of fraud involves spoofing a user 
to surrender his PIN with simulated system messages from a 
counterfeit system. The best protection approach is knm'1-
ledgeable, alert users who authenticate the system on the 
other end of the dialog based on a prearranged "handshake" 
of randomly selected data from a user-exclusive data base. 

Finally, the terminal itself may be stolen and counterfeited, 
permitting PIN capture and storage for later playback. Phys
ical protection is necessary, including tamper and disconnect 
detection and alarm. Logical protection is possible and de
sirable employing the NBS-DES. DES-keys can be automatically 
erased upon terminal disconnect, and terminal lD's can be en
crypted in transaction messages to thwart bogus message 
originators. 

PROTECTION ENFORCEMENT IN THE DELIVERY SUBSYSTEM 

Data exposure from theft of data in transit on the communica
tions line is an old threat solved by line encryption. How
ever, the increased use of digital traffic has led to new net
work architectures using security-vulnerable store and forward 
switches, packet processors, communication front ends, and 
value-added network (VAN) processors. The old line-tap 
threat is compounded by misrouting of messages, data leakage 
and theft, or message modification in these intermediate com
puters of the delivery subsystem. Furthermore, simple line 
encryption is insufficient protection as cleartext flows 
through these intermediate computers to permit them to perform 
their routing and value-added tasks. The solution is to 
separate message text from control text, encrypting the former 
(from originator to destination) and having the latter in 
clear text within the delivery su~system computers. This con
cept of End-to-End Encryption (E ) counters the new network 
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threats but requires new hardware and systems technc'logy to 
perform the "smart" selective text processing. 

A number of other threats can be addressed by .NBS-DES and E3 
technology. Encrypted messages may be copied off the line 
and altered or duplicated for later playback. Protection 
measures include full message text encryption with the text 
containing both message sequence numbers and redundancy codes. 
The NBS·-DES is cryptanalytically sound to resist code
breaking threats. Thus, new threats will arise from opera
tional and management employment of the NBS-DES and E3 tech~ 
niques. For example, separately evolving networks will at 
some future time need to exchange data. Incompatible encryp
tion algorithms or key management schemes will restrict such 
system interchange. The NBS-DES is fully reversible, and 
all employment schemes should maintain that feature. Counter 
arguments advocating irreversibility based on fear of key 
loss and theft which can compromise'data, have merit; how
ever, those fears are best addressed by frequent, automated 
key change. 

Frequent key changes (weekly, daily, or as needed) limit the 
useful key life for the thief, but only i.f such frequent key 
handling does not itself expose the keys. Frequent manual 
key change is both a security vulnerability and a high-cost 
key-management operation for any moderate sized network. 
Less frequent key change increases key life and theft expo
sure. The solution is automated key management based upon a 
secure, hearty protocol for loading keys downline through 
the delivery subsystem itself. One scheme, explored by SDC 
for the National Bureau of Standards, is the use of smart 
Network Cryptographic Devices (NCDs) controlled by a Network 
Security Center (NSC) as shown in figure 4 and described in 
the following section. 

THE NETWORK SECURITY CENTER 

The NSC is connected to the network, like other hosts, via 
a smart encryption device, i.e., an NCD. The NSC maintains 
a security access control data base consisting of users (sub
jects) and network resources (objects), and the access autho
rizations of each to the others. During operation, a user 
terminal or host calls. the NSC via an omnipresent clear chan
nel and requests an authorized connection to another resource 
(e.g., terminal or host). The NSC consults its access data 
base to validate the authorization for the connection. Since 
the data base is on-line to the NSC, cautious and controlled 
data base changes can permit revokable access authorization. 
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The NSC establishes the connection "logically" with positive 
action by distributing a "connection" key to the NCDs of the 
authorized and requesting parties. This procedure allows se
cure, dynamic, creation and termination of authorized connec
tions. It permits site mobility of personnel, since their 
"clearances" are centrally stored and accessed at the NSC. 
It offers central net-wide access aUditing. Also, inter
operability to other nets is possible, with the NSC acting as 
"gateway" to the other nets or to another NSC. The NSC ap
proach offers logically separate subnets to share network 
facilities and costs, thereby yielding improved security at 
competitive costs. 

PROTECTION ENFORCEMENT IN THE PROCESSING SUBSYSTEM 

Protecting the CPU and its software for shared use is the 
most difficult security problem. Numerous penetration studies 
and system software audits of current commercial operating 
systems have established without doubt their vulnerability 
to intentional, intelligent attack. Hence, those considering 
shared processor use among multiple applications must proceed 
cautiously. The best current countermeasure is not to share, 
but to dedicate the system to a single application within 
physical and personnel barriers. Another, less extreme 
measure, but one with less security, is to prohibit concurrent 
transaction-oriented applications use and software development 
on the same machine. Then, the only threat is from and be
tween the application users who are constrained from genera
ting programs to attack the system by the language of the 
transaction processor. It is already established that the 
data management application system cannot give better security 
than the operating system under which it operates, but it can 
provide finer control granularity of data objects of interest. 
Of particular interest, here, is the processing subsystem 
support to the entry and delivery subsystems security. 

PROCESSING SUBSYSTEM SECURITY SUPPORT FUNCTIONS 

A user enters his PIN and ID credentials at the terminal. The 
most secure authentication of the ID is by the on-line host 
which checks the PIN against the CCD for the designated user 
account. Offline checks at other than the host expose the 
system to organized fraud that counterfeits cards and PINs 
simultaneously. The host processor is also necessary to 
detect duplicate, missing, or altered messages by checking 
message sequence and redundancy-check numbers. Furthermore, 
the host must see to it that t~ansactions are securely and 
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SUMMARY 

In figure 5 we return to our se . 
compl~te with second-level det 7~r~ty plan cornerstone, now 
secur~ty are to the system ass:~' Threats to computer system 
flaws. All security counte s by exploitation of system 
th~ ~hre~ts by eliminatin ~:~:~ure strategies aim to reduce 
el~m~nat~ng exploiters (e

g 
b s (e.g., data encryption) 

bon~ing), and/or repairin~g~~ak~ckgroUnd investigations, , 
de~~gns are now possible with 'thess (e.g.~ new design). New 
wh~ch employ the new techni . e NBS-DES, NSC, and NCD, 
end-to-end encryption. ques of DES key distribution and 
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Considerations in Applying 
an Encryption Device to a 

Communications Network 

Barrie Morgan 
Datotek, Inc. 

13740 Midway Road 
Dallas, Texas 75240 

This paper outlines the basic consid
erations which must be met in applying a 
data encryption device to a communications 
network. Although the following informa
tion applies to most enciphering devic7s, 
the DES algorithm does have several un~que 
features which merit special attention. 

Key words: Cipher feedback; codebook formi 
forbidden characters. 

1. Introduction 

The recent adoption of the Data Encryption Standard 
(DES) by the National Bureau of Standards has.spurre~ many 
potential users and suppliers of data encrypt~on dev~c7s to 
investigate the application of this Standard. As prev~ously 
discovered by many engineers and cryptographers knowledgeable 
in the area of secure communications, there ~re n~merous.con
siderations to evaluate when applying an.enc~p~er~ng dev~ce 
to a communications network. 'l'hese cons~derat~ons apply not 
only to the DES but to data encipherment in genera~. The 
DES (basically a block cipher) presents several un~que prob
lems when applied to a network which mayor may not be block 
oriented. 

All the parameters which must be appraised in ~ecuring 
a communications network are too numerous to cover ~n detail; 
however, some of the more prominent parameters are: 

Initialization 

Suppression of forbidden characters in the cipher
text 

Synchronization 

Error rate and recovery. 
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2. Properties of a Block Cipher 

The DES, as adopted, describes a mechanism by which 64 
bits of input data are operated on by a complex iterative 
algorithm to produce 64 bits of cipher. In the case of com
puter file enciphering, it can be seen that this algorithm 
works quite well. For example, assume one wished to encipher 
a file consisting of 64-bit words as shown in figure 1. Each 
word is pulled from the file, enciphered by the DES and re
placed. Notice that each word of the file is a separate 
entity and can be enciphered one at a time in any order. The 
fact that each file word is handled separately provides the 
user with a great deal of flexibility. Enciphering can occur 
in sections. The enciphered file words can be rearranged, 
and portions of the file can be deleted with no effect on the 
subsequent deciphering. 

COMPUTER FI LE: 

54-BIT WORDS 

~ 

r-------l __ J 
-l 

I 
I 
I DES 
I 
I 
I 
I 
I L ______ --l 

Figure 1. 

When used in this manner, the block cipher requires no 
special initialization or synchronization. Errors are un
likely in such a local process, and forbidden characters 
(illegal combinations of bits) normally do not present a 
problem in a data file. Therefore, the block ciphering method 
seems to be an ideal approach for protecting a computer file. 
The problems appear when the secure file is transmitted. 

3. Considerations in Secure Data Transmission 

Let us assume that the problem is not merely to encipher 
a sensitive file but to transmit it via a computer switch 
from location A to location B and to protect it from unauthor
ized eavesdroppers during transmission. Normally the words 
are concatenated to form a serial bit stream which is then 
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embedded in a format required b~th7 ~roto~ol of ~he ~witch-
, In fi ure 2 a s1mp11fled d1agram 1S sown 
1n9 ~o~puter. G e~ator (KG) in the conventional method of 
utl~1hz1n9 a ~~~h :nbit strea~. The data bit stream is pre-
enClp er1ng . 'It 1 with a pseudo-

t d t the modulo-2 adder S1mu aneous Y 
sen eo. G E h data bit and key 
random bit stream produced oy the K. ac 

INPUT _---;~ 
DATA 

Figure 2. 

RECOVERED 
DATA 

bit produces a cipher bit which is transmitted via the com
munications channel. ,At the receiving devic~~ ;~~u~~~~r:~ded 
process occurs. The 1ncoming c~Pher,strle~m the key stream 
with the identical key stream (1dent17a, to 
used to encipher the data) and the orlg1nal data is repro-

duced. 
'd the format of the message shown in Next let us conS1 er f'l 

3 Prior to transmitting the secure data 1 e, a 
~~~~~~ m~st be transmitted which instructs the comp~ter t 
switch as to the proper routing of the ~essage. T~~si~~Ica_ 
of the me~s~ge must ~em~in clear (U~~~c~l~:r~~) the start-of-

~~~td~~~~~nlst~~e~e~~n~~~gK~ft;h~t~rt the enciphering process. 

~ HEADER \ ~ R~:R~M SECURE DATA \ ~ TRAILER 

Figure 3. 

To synchronize the two key generators crYPtogra~h~callYd 
a starting point must be identified by both the r~~e~v~n~yan 
the transmitting devices. This is usually accomp 1S e . 
letting the transmitting device generate a random st~r~1ng 
point. This random start is transmitted to the recelvlng 
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end to enable the two key generators to begin at the same 
random point. This provides additional security to the sys
tem. The random starting point guarantees that identical 
m~ssages enciphered with the same key variables always pro
duce different cipher. This is particularly important if the 
messages are highly formatted and are similar in content. 

After the starting point is established, the KG's are 
stepped in synchronism as some function of the data, or of 
the modems. Finally, the end-of-text (ETX) halts the enci
phering process and allows the trailer of the message to be 
transmitted in the clear. 

From this one example, most of the basic problems of 
adding encryption to a co~unications channel can be illus
trated. (The following summary applies to data encryption 
in general and not to the DES specifically.) 

3.1 Initialization 

The header of the message must be cl~~r for proper com
puter routing and the enciphering is initiated by the STX 
character. The random starting address completes the re
quired initialization of the KG's. 

3.2 Forbidden Characters 

Control characters normally are reserved for control of 
the communications channel. Therefore, it is required that 
control characters such as STX, ETX, etc. be transmitted in 
the clear. Conversely, no control characters should appear 
in the enciphered text. The occurrence of these control 
characters in the cipher could cause spurious and erratic 
operation of the channel and the computer switch. 

3.3 Synchronization 

Once the key generators are started, they must be incre
mented or stepped under control of the data or by the modem 
depending upon the type of transmission. Normally, the data 
start-bit is used to step the KG's in asynchronous channels. 
In synchronous channels, the modem clock provides the step
ping signal. In either case, if a character or a bit is 
dropped during transmission so that the KG's lose synchronism, 
the remainder of the message will be indecipherable. When 
this happens, the ETX will not be recognized by the receiving 
device and the KG will not be switched off. Some recovery 
procedure must be initiated to start the transmission again. 

3.4 Error Rate and Recovery 

A single bit error in the cipher occurring during trans
mission will cause a single error in the deciphered data. 
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However, if a bit is dropped (or added), causing the two KG's 
to get out of step, the rest of the message will be lost. It 
is essential to activate a recovery procedure, usually a time
out, then restart the transmission. 

4. DES in Codebook Form 

Codebook form refers to the DES as publ~shed i~ the 
Federal Register in that a 64-bit data word 1S ~ppll~d and ~ 
64-bit cipher word is produced. When operated ln thlS fashl0n 
the DES is somewhat analogous t~ a lar~e look-up table or code 
book. If the same 64-bit word 1S appll~d r~peated~r. t~ the, 
input, thle same cipher is produced. ThlS wll1 contl.nuf;:: untl1 
the key variables are changed. 

Most of the basic problems mentioned ~bov~ re~ain when 
the DES is used in the codebook form. Notlce ln,flgure 4 
that the KG has been replaced with the DES algorlthm: A 
64-bit re ister has been added to accu~ulate the serl~l da~a 
bits and ~resents them to the DES in parallel for enclpherlng. 

INPUT _~ 
DATA L.------...-J 

DES 
COMMUNICATIONS 

CHANNEL 

,;V ,. 

Figure 4. 

DES 

RECOVERED 
DATA 

The requirement for initializat~on,still exists since 
the header and the trailer must remaln ln the c~ear. However, 
the random starting address used by the conventl0nal KG ap
proach is not meaningful when using the DES because each 
64-bit block is a separate entity. This is ~ne of the char
acteristics of the DES, which should ~e consldered b~ the u:er. 
The cipher produced is solely a functl0n of the 64 bltS pr~, h 
sented and does not depend on previous blocks. Messages w 1C 
are highly formatted such as Electronic F~nds T~ansfer, (EFT) 
will produce the same cipher if ~he s~m~ lnput 7s appl7ed. of 
This may produce "recognizable clpher ln certaln port7ons 
the message which may not be acceptable from the securlty 
viewpoint. 

The forbidden character proh.lem is still present and is 
complicated by the fact that the cipher being produced in 
blocks is not necessarily character oriented. 
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Synchronization still remains critical. If a bit is 
dropped during transmission, the remainder of the message 
will be lost since the receiver will be operating on the 
wrong 64-bit block. The same type of error recovery proce
dures described above will be required. A single bit error 
now generates a 64-bit burst error, because the algorithm 
operates on each 64 bits as a block. A single bit error in 
the block produces a deciphered block which has little re
semblance to the original. 

A final problem in applying the DES occurs when the 
message is not an even multiple of 64 bits in length. The 
controller must recognize this situation and provide enough 
fill bits to complete the block. 

5. DES in Cipher Feedback Mode 

Some of the shortcomings of the codebook approach can 
be overcome by using the algorithm in an entirely different 
configuration. Figure 5 illustrates the cipher feedback 
mode of the DES. Here the DES is used (more or less) as a 
key generator. The output of the DES is modulo-2 added to 
the data to produce ciphertext. In this case, the key and 
data are added character serial/bit parallel. The cipher
text produced is transmitted and at the same time loaded into 
the input register which supplies the 64-bit input to the 
DES. The previous contents of the input register are shifted 
eight bits to the right prior to loading the new ciphertext 
character. The DES now executes another cycle and uses the 
f~rst eight bits of the output to encipher the next eight 
blts of data. The other 56 bits are discarded. This process 
continues until the input register has been completely loaded 
with ciphertext. Notice that the receiving device is con
nected differently in that the ciphertext is fed directly 
into the input register. As soon as the input registers in 

INPUT __ ~ 
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DES 
CIPHER CIPHER 

COMMUNICATIONS 
CHANNEL 
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both the transmitting and the receiving devices have received 
64 bits of ciphertext, they will sta~t producing identical 
output. Enciphering continues in this manner on a character
by-character basis. 

What advantage does this configuration offer? The most 
obvious advantage is that the two units are self-synchronizing. 
All that is required for identical output is identical content 
in the input register. Since the input register in each 
device is being loaded with the same ciphertext, the output 
of each DES is the same. Should a bit be dropped during 
transmission, the receiving unit will generate invalid output 
until the input register has been properly filled. ~herefore, 
we see that the loss of a bit does not cause the remainder of 
the message to be lost, but only a 64-bit burst error gen
erated. Unfortunately, the DES reacts to a single bit error 
in exactly the same manner. In other words, each single bit 
error produces a 64-bit burst error. This is referred to as 
the "error multiplie.r." or "error extension II of the system. 

To initialize the cipher feedback mode, the message must 
be preceded with eigh·t dummy (preferably random) fill char
acters. The message format using the cipher feedback mode 
may appear as shown in figure 6. Again, the clear header is 
necessary for computer switching, and the STX character can 
be used to start the enciphering process. The random fill 
guarantees that the input register has sufficient data to 
start generating valid key. These eight fill characters can 
be ignored or discarded by the receiving device. 

HEADER RANDOM 
FILL SECURE DATA 

Figure 6. 

TRAILER 

The forbidden character problem is still present, but 
since the ciphertext is being generated on a character-by
character basis, additional circuitry can be included to 
suppress unwanted cipher characters before transmission. 

This configuraton offers the distinct advantage of 
being self-synchronizing at the expense of loss in potential 
throughput. On high speed circuits, the maximum throughput 
of the DES may become more critical in cipher feedback mode. 
Since each enciphering cycle of the DES produces only eight 
bits of cipher instead of 64 bits of cipher as in the code
book configuration, higher speed is required to produce a 
given data rate. 

44 

'l I 

I " 

j 

I: 
li 

6. Conclusion 

The DES algorithm a 
step toward standardizin~P~~ved by the NBS is a significant 
?ver communication channels e encryption of data transmitted 
~s only one of the requirem~nt~owev~r, the,algorithm itself 
data system. Althou h the nee ed to ~mplement a secure 
adaptable to enciphe~ing fi~ta~d~rd as adopted is readily 
op~ions remain as to how theeDE: ~, numerous v~riables and 
sw~tched netWork The 'h ~s to be appl~ed to a 
DES more readily·adapta~~~ ~r !~edback mode does make the 
mente However, more standar~s e ~e~ecommunications environ
compatible networks are ensured~us e adopted before totally 
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The Management of Encryption Keys 

David J. Sykes 
Honeywell Information Systems, Inc. 

P.O. Bo x 6000 
Phoenix,. AZ 85005 

In a system where the ...... cails of the encryption 
algorithm are publicly knowr, the overall se~urity of 
the system is heavily depe: ,.ant on the secur1ty of the 
keys. This paper discusses the various aspects of key 
management such as key generation, key storage, key 
distribution and key loading. Techniques to perform 
these functions are described with emphasis on data 
communications applications. Rather than recommend a 
general solution to the key management problem, numerous 
factors are presented for consideration by the system 
olanner. The need for a trade-off between complexity 
and practicality in a real world environment is stressed. 

Key words: Encryption Ke.'/s; Key Distribution; Key 
Generation; Key Loading; Key Storage. 

1. Introducti on 

The NBS algorithm is based on a 64 bit key. The key can exist 
physically in the form of manual switch settings, a series of bits 
stored in a memory, holes in a punched card or bits r~corded on a . 
magnetic stripe card like a credit card. Of the 64 bltS, 8 are parlty 
bits and as such are determined by the other 56 bits. The number of 
possible keys is 20b or approximately 7.2 X 1016 • ,The strength ~f the 
NBS algorithm is based on the large number of posslble keys comblned 
with a non-linear enciphering process. A good key management system 
must therefore make proper use of the very 1 arge nunber of keys 
avai 1 ab 1 e. 

Now that the NBS encryption algorithm has been adopted, and 
several devices based on it are appearing in the marketplace, the 
subject of key management becomes very important. If we assume the 
adversary knows all about the algorithm, its implementation i~ your 
system, your operating procedures, the knowledge of the keys 1S the 
only critical thing he does not have. It has been accepted that the 
determination of the key by trial and error is not economically 
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feasible, and consequently the criminal must resort to methods of 
directly obtaining the key. This paper addresses the methods of safe
guarding the keys during their generation, storage, distribution, 
loading and handling. 

2. General Principles 

There are no standard methods for implementing key management. 
Each organization must plan and implement its own system based on the 
particular risks and consequences of a key being discovered and used 
by an unauthorized person. It should be assumed that there is col
lusion between a person inside the organization and a person on the 
outside. 

A quantitative assessment should be made and a key management 
scheme tailored accordingly. In particular, the differences should 
be recognized between a communications application where the keys can 
be changed frequently, and a media encryption scheme where the keys 
need secure storage during the valuable life of the data. 

Whereas the encryption algorithm and its implementation details 
will be publicly available, all aspects of key management should be 
kept IIsecretli within the organization. Only the minimum number of 
trusted employees should be involved in key management. A well thought 
out plan should be made, and tight discipline enforced. A key manage
ment scheme which is loosely handled will produce chaos and could re
sult in a reduction in overall security. A trade-off should therefore 
be made between additional complexity and the need for smooth day to 
day operation. 

3. Key Generati on 

Keys themselves should be unpredictable and changed as frequently 
as necessary (based on ri sk assessment). It may be better to change 
them at unpredictable times. It makes the criminal's job easie~ if he 
knows keys are changed at the same time on the same day each week. 

Any temptation to relate keys to other entities (such as names, 
dates, 1.0. numbers) should be avoided. Neither should keys be 
chosen so as to form an easily memori.zed sequence of characters. This 
would limit the number of usable keys to a quantity far less than the 
maximum. The keys should be generated so as to be statistically in
dependent and uniformly distributed over the range 0 to 256 i.e., there 
'2.loul d be an equa 1 probabil i ty of any key bei ng generated as shown in 
figure 1. Computer programs which always generate the same sequence of 
rcmdom numbers obviously should not be used. Instead, programs using a 
variable seed obtained from an external source provide a much superior 
method. Note that the key generation must be done on a 56 bit basis 
and 8 parity bits added subsequently because a 64 bit random number 
wOI:Jld be rejected by many encryption devices if the key parity check 
fa'iled. Figure 2 shows a simple scheme for generating keys. A 
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hardware counter running at several hundred kHz and in no way syn
chronized to the processor is read by a random number subroutine. The 
counter contents at the time of reading are used as the seed for the 
random number generation. Since the time at which the subroutine is 
called is random relative to the counter, the seed is totally unpre
dictable. In many systems the time of day clock can be used as the 
source of a seed. 

Random number generation is a subject in itself. Reference [1] 
gives a good overview of the topic and also discusses methods of test
ing the randomness. This reference also contains an extensive set of 
further references. 

Needless to say, the key generation program must itself be care
fully scrutinized to ensure there are no inputs or outputs other than 
the intended ones. Also, the key generation program must be run under 
strict supervision and memory used during the key generation process 
should be erased after use. 

4. Key Storage 

Once keys have been generated they should be stored in a protected 
area of memory until use. They should not be printed out unless 
absolutely necessary. The time keys are in storage should be minimized 
by generating them as late as possible. If long term storage is un
avoidable (as in the case of file encryption applications) the keys 
themselves should be encrypted with another IImaster ll key. This latter 
key should not be resid~nt in any part of the system. 

5. Key Loadi ng 

There are four basic methods by which a key can be loaded into the 
encryption device. Not all are available in the marketplace; they only 
indicate possibilities. 

5.1 Manual Switches 

Most of the first available products will use this approach. 16 
hexadecimal switches can detenmine 64 bits. Since this 16 hex digit 
number will be difficult to remember, it must be written down on paper 
which must be properly safeguarded. The devices should be locked up 
out of sight within a secure area. 

5.2 Plug-in Modules 

A small moduh.~ containing read only memory can be used to convey 
the key to the encryption device. Once the ROM's have been programmed 
under strict security controls, the module can be handled and the key 
loaded into the device without anybody knowing the actual key. 
Furthermore, compared to a device with manual setting, changing the 
key is made much more difficult for the criminal. 
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5.3 Magnetic Stripe 

This method is less expensive than the ROM above and still has 
the advantage that the key is not visible to the person handling it. 
The magnetic stripe reader may be built into a terminal device or can 
be in the form of a separate portable device only accessible to persons 
authorized to handle the key. 

5.4 Electrical Interface 

If the device is physically adjacent to (or built into) a com
munications processor, the key can be loaded via an electrical con
nection to the processor I/O. This enables the keys to be transfer
red from tables in memory to the device without human handling. 

An extension to this method is the transmission of the key down a 
communication line to a remote encryption device. Obviously special 
precautions have to be taken in this mode. 

6. Key Distribution 

There are only three basic ways of distributing keys: 

6.1 Registered mail with its attendant risks. 

6.2 Courier, which for a price, can be as secure as desired. 

6.3 Down line load which is very dangerous unless the new key is 
encrypted with a special key which ;s never transmitted over 
the line. Encryption of the new key solely by the current key 
is not recommended for obvious reasons. 

One way not to transmit keys is verbally over the telephone. One 
may become so preoccupied with the security of the data link that a 
little carelessness when talking on the telephone could easily give 
away the key. 

7. Link Encrypti on 

Link encryption is probably the method most users will elect to 
use in their first encryption applications. This is because it will 
be the method which has the minimum impact on hardware and software 
in existing systems. Keys will be set manually in most cases, and 
the rules mentioned earlier must be observed. 

If dedicated lines are used, which is the preferred way, there 
should be a different key for each link, and possibly a different key 
for each direction of traffic on the same link. 

If dial-up lines are necessary because of a high ratio of termi
nals to ports on the communications processor, then each terminal 
should have its own key. Figure 3 illustrates a subset of such a system. 
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The keys Kl through K4 have been previou~ly inserted in th~ 
terminal encryption devices, and a ~able ~appl~g I.~.,and,keys l~ 
stored at the central site. A termlnal flrst 1dent1f1es 1tself ~n the 
clear and this enables the network processor to set the appropr1ate 
key i~to the device associated w~th the port to which ~he dial-up con
nection is made. When the call 1S completed, the key 1S erased from 
the device at the central site. 

8. User Ori ented Keys 

In some cases it may be beneficia; to have user oriented keys, 
instead of or in addition to, device or link oriented keys. With 
this appro~ch, each user has his own key. He,may or may not know 
the actual key depending on the form of handl1ng. 

In a EFTS application the key can be in the form of a Personal 
1..0. number (PIN) which is used to encrypt the Personal Account 
Number (PAN). The resulting encrypted PAN is then further encr~Pted 
by using a device oriented key. If the PIN has to be entered V1a a 
keyboard, the user must know the PIN. 

Another scenario for user oriented keys is where a high level of 
security is required. Each user has a key on a magnetic card, and 
the card is surrendered to the guard as the user leaves the secure 
area where the terminals are located. The user does not know the key 
nor does he know when it has been changed. To gain access to th~ 
system, he first identifies himself in the clear and then after l~
sertion of his key, switches to encrypted mode. He then enters hlS 
own password, date and time of day which are,encrypted an~ tran~
mitted to the central site. He is only permltted.to cont1nue hlS 
dialog if the password decrypted by the key assigned to him checks 
with the password on file. The time and date is also ~hecked to 
guard against the possib'ility of a recorded message belng played back 
into the system at a later time via an active wiretap. 

9. Compels i te Keys 

In cases where very special precautions have to be taken, t~e 
concept of composite keys can be employed. The actual key used 1S 
derived from one or more keys by some simple process such as modulo 2 
addition. The encryption equipment must be design~d so as to perf?rm 
this operation prior to loading of the actual key lnto the encryptlon 
chip. The individ~al keys can be handled ~y sep~rate persons or one 
key can be user or1ented and the other devlce or1ented. Each key must 
be the full length. Giving half the key to one person and h,alf to 
another WQuld drastically reduce ~he securi ty level since, tht~ ratio 
256 to 228 is the same as the rat10 of 1000 years to 10 mlnutes. 
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10. Summary 

Key management schemes must be tailored to the needs of the 
in9ividual organization. One can conceive of lIultimate ll solutions 
uS1ng end to end encryption with key generation and loading performed 
automatically by a computer assigned to the task. It will be several 
y~al"s bef?re such schemes can be considered a reality, and in the mean
t~me we w1l1.hav~ to use ~ore down to earth approaches. Human beings 
w~ 11 b~ heav11y 1nvolved 1n key management, and as in any security 
sltuatlon, careful steps must be taken to ensure their integrity. 

In practice it will be necessary to sacrifice extra complexity 
for the sake of smooth operation. In addition to careful planning, 
tl,le cho~en system shoul d be thoroughly tes ted and parti cul ar atten
t10n pa1d to what woul~ happen in abnormal situations such as loss 
of a key or recovery from a system crash. 

,All possible eventualities should be considered and a compre
hens1ve set of rules established. A tight discipline must then be enforced. 

A final reminder, if the key management scheme is not designed 
p~operly or adequately enforced, the result could not only be 
dlsastrous from a security viewpoint but the viability of the entire 
system may be jeopardized. 
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Design and Specification 
of Cryptographic Capabilities 

Interbank Card Association 
Carl M. Campbell, Jr. (Consultant) 

809 Malin Road, Newtown Square, Pa. 1907.1 

Cryptography can be used to provide 
data secrecv, data authentication, and 
originator ~uthentication. Non-reversible 
transformation techniques provide only the 
last. cryptographic check digits provide 
both data and originator authentication, 
but no secrecy. Data secrecy, with or 
without data authentication, is provided 
by block encryption or data stream en~ryp
tion techniques. Total systems secur~ty 
may be provided on a 1ink-by-1ink, node
by-node, or end-to-end basi~, d~pending 
upon the nature of the app1~cat~on. 

Key words: Cryptography; data security; 
encryption. 

Introduction 

Up to the present, cryptography has been ~ ~e1ative1y 
unknown science, used primarily to secure sens~t~ve govern
mental communications. However with the introduction of the 
Data Encryption. Standard (DES) Tile expect to see <?rypto!?raphy 
widely applied in data processi~g systems, es~ec~ally 7n 
digital communications, to prov~de data secur~ty. It ~s 
thus essential that the designers of these systems gain an 
unde~standing of this new technology. 

2. Uses of cryptography 

Cryptography can be used to provide three aspects of 
data security: 

(1) Data secrecy. 

(2) Data authentication. 
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Originator authentication. 

The first use of cryptography, data secrecy, is rela
tively well understood, and will be an important'use in an 
EDP environment. 

Data authentication and originator authentication are 
less understood, but will be very important uses of cryp
tography in the future. To understand data authentication, 
assume that "A" is transmitting data to liB." liB" wants 
assurance that the data it is receiving is precisely the 
data which "A" transmitted. Though conventional error con
trol techniques can protect against communications errors, 
"B" is concerned that someone with a sophisticated "active 
wiretapping" capability may have deliberately modified the 
data from "A," and made the appropriate modifications in 
any associated error control fields. Cryptographica11y
implemented data authentication provides assurance that the 
data was received as originated. 

Originator authentication is similar to data authenti
cation. This time liB" requires assurance that it is receiv
ing data from the "real 'A'" and not from an impostor who 
may have assumed "A's" identity. Again, cryptography can 
provide the solution. 

There are an almost unlimited number of ways in which 
cryptography can be applied. Some applications meet only 
one or two of the above objectives, and some meet them all. 

3. Originator Authentication 

A simple use of cryptography meets only the third objec
tive, originator authentication. In this approach, figure 1, 
each authorized user of a system is given a secret "authori
zation code." Each terminal incorporates a cryptographic 
capability into which he enters this code. The code is "non
reversibly transformed" into another code. This means that, 
given the transformed code, there is no way to determine the 
actual code except for an exhaustive "t~ia1 and error" proce
dure, which is presumed to b~ non-feasible if the original 
code is quite long (approximately 56 bits) and reasonably 
randonl The system's central processor stores, in a manner 
which may be non-secure, each user's transformed code. A 
simple comparison is thus sufficient to authenticate the 
user. 

Note that this approach does not require a unique ter
minal key, so imposes no "key management" requirements. Note 
also that it does not require anyon-line cryptographic capa
bility at the central facility. 
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4. Data Authentication 

A very useful cryptographic technique, cryptographic 
check digits, provides data authentication and can provide 
originator authentication, but provides no data secrecy. 
Cryptographic check digits may be likened to parity check 
digits or to a cyclic redundancy check in that a check field 
is added to the message by the originator and verified by 
the recipient. However, unlike a conventional error-control 
check field, the cryptographic check digit field is genera
ted by a cryptographic algorithm and utilizes a secret key 
known (desirably) by originator and recipient alone. Thus 
the field protects not only against accidental garbles, but 
also against deliberate attempts to modify the transmitted 
data. Without knowing the secret key, the one attempting 
such data modification would be unable to make the appropri
ate changes in the cryptographic check digits field which 
would be required for his modification to escape detection. 

Note that originator authentication is provided if the 
recipient is certain that only the authorized originator 
posesses the secret key. 

DES may be used to generate cryptographic check digits, 
as, for example, is illustrated in figure 2. Each group of 
64 message bits is passed through the algorithm after being 
combined ~Yith the output of the previous pass. The final 
DES output is thus a residue which is a cryptographic func
tion of the entire message. Allor part of this residue may 
be used as the cryptographic check digits. 

Cryptographic check digits alone cannot detect the 
fraudulent replay of a previously valid message, nor the de
letion of a message. To protect against these threats, each 
transmission of a message must be m~de unique. One technique 
is to insert a cryptographically-protected sequence numbe~ 
into the message. Another is to use a different key for each 
message. 

5. Data Secrecy 

Secrecy of transmitted data may be provided by a number 
of techniques, some providing data authentication and some 
not. All of the suggested techniques utilize a secret key, 
and so provide originator authentication if -this key is prop
erly controlled. 

5.1 Block Encryption 

The Data Encryption Standard is inherently a block en
cryption algorithm, requiring blocks of precisely 64 bits. 
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Given a plain-text block of 64 bits, a secret key, and the 
"encrypt" command, the DES algorithm produces 64 cipher bits 
Given these 64 cipher bits, the same key, and the "decrypt" 
c~mmand, the algorithm produces the original 64 plain-text 
b~ts. Thus, as long as the block size is exactly 64 bits, 
block encryption with DES is extremely sir"CI,f:. 

Short blocks. If the block size is less than 64 bits, 
these bits must be "padded" (with any fixed or variable 
pattern) to make 64 bits if the algorithm is to be used in 
its normal block-encryption manner. All 64 of the resulting 
cipher bits must be transmitted to the recipient even though 
only 20 bits of underlying information are present. The 
recipient block-decrypts these 64 bits, resulting in 64 
plain-text bits. All but 20 of these must be discarded, 
leaving the 20 original information bits. 

The use of DES fo:r a '0lock size of less than 64 bits 
is thus somewhat inefficient, in that the full 6L~ bits must 
still be transmittei. Different techniques for using DES 
are possible, which overcome this disadvantage, but they 
introduce other disadvantages. 

Multi-blocks. Where the block to be encrypted is long, 
it can be broken up into groups of 64 bit blocks, and each 
such block encry:;rt< <l independently. This simple approach 
provides secrecy, ~ut it does not provide a high degree of 
data authentication. For example, assume two block-encrypted 
messages, one reading: "PAY TO J. JONES $9,000.00" and the 
second: "PAY TO S. SMITH $1,000.00." If the "$9,000.00" 
and the "$1,000.00" should each fall precisely within a 
block, it would be possible to replace the cipher block for 
"$1,000.00" with that for "$9,000.00" so tha.t when the recip
ient decrypts the second message it reads: "PAY TO S. SMITH 
$9,000.00." 

This process, by which cipher is manipulated, is called 
"spoofing." Note that the "spoofer" knows corresponding 
cipher and plain text, but does not know the secret key. 
His objective is to intercept, modify and then retransmit 
the cipher, all in such a manner that his deception is not 
detected. 

Encryption techniques can be devised which prevent 
"spoofing," but in order to do so it is necessary to intro
duce something called "garble extension." This means that 
if any portion of the cipher becomes garbled (i.e. changed) 
the decryption by the recipient of a certain amount of sub
sequent cipher is also garbled. 
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Figure 3 illustrates one method by which garble exten
sion, and hence spoofing prevention, can be incorporated 
into a block encryption system. The "E" boxes perform block 
encryption, and the "D" boxes block decryption. Tl:;1e "+" 
function indicates exclusive-or. The approach of Iigure 3 
provides "infinite" garble extension. That is, any change 
to the cipher garbles the decryption of all subsequent cipher. 
Infinite garble extension has the features that the origina
tor can place in the final block a pattern expected by the 
recipient. If the recipient finds the expected pattern at 
the end of the message, he is assured that the entire mes
sage, regardless of length, was receiv~d precisely as 
originated. 

5.2 Data-Stream Encryption 

The term "data--stream" refers to the serial flow (seri
al by bit, by character, or any other increment) of data, as 
over a communications line. "Data-stream encryption" refers 
to the encryption of such data in real-time, for subsequent 
"data-stream decryption," also in real-time. It is possible 
to use block encryption for data-stream encryption, but this 
is not desirable. In DES block en~ryption, the first bit 
cannot be encrypted until the 64th bit has been received, so 
that a block-encryption technique in a data-stream environ
ment inherently imposes a delay of 64 bi~ times. Block de
cryption imposes an equal delay. Thus, communications 
delays would be unacceptably increased where block techniques 
are to be used. 

Fortunately, DES can be applied to a data-stream 
environment so as to minimally impact communications delays. 
TvlQ such techniques are "internal feedback" and "cipher 
feedback. " 

Internal Feedback. The internal-feedback app,roach to 
data-stream encryption uses DES to generate a stream of 
pseudo-random "encrypting bits." These bits are exclusive
ored \vith the plain-text bits to form the cipher bits, as 
illustrated in fi~ure 4. The decryption process operates 
the same way, with the exact same pseudo-random stream of 
"encrypting bits" being generated. Exclusive-oring these 
bits with the cipher bits then produces the original plain 
text bits. 

To use DES in this manner, any number of the 64 output 
(i. e. cipher) bits may be used. For simplicity of explana
tion, it is assumed that only 1 bit is used, and the other 
63 discarded. The selected bit is not only used to encrypt 
the plain-text data, but is also fed back as the input to 
DES, and another algcrithm cycle initiated. Thus, one 
algorithm cycle is required per "encrypting bit." 
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To ensure that the decryption process generates the 
same pseudo-random "encrypting bits" as does the encryption 
process, the DES input registers of t~e two devices must 
commence operation with the same "initial fill." The pro
cess by which this is accomplished is called "crypto syn
chronization." 

Cipher feedback. This approach to data-stream encryp
tion is very similar to the internal feedback approach, the 
difference being that cipher bits, rather than "encrypting 
bits," are used as the DES input. note t.hat this approach, 
Figure 5, if used in a one bit feedback mode, is "self syn
chronizing" because after 64 bit times the D:2S input reg
ister of the decryption device will contain the same data as 
does the input register of the encryption device. Note also 
that the approach provides garble extension, thus providing 
anti-spoofing protection. 

6. System Philosophies 

There are three basic approaches to incorporating en
cryption into a communications system: link-by-link, node
by-node, and end-to-end encryption. 

Link-by-link encryption, figure 6, is the technique most 
commonly used today. It may be implemented in a transparent 
manner with currently available devices, which are placed in 
series with the circuit between data terminal equipment and 
data communications equipment. This approach has the disad
vantage that it allows all traffic to pass through the CPU of 
any node in plain-text. 

Node-by-node encryption, figure 7, is a modified version 
of link-by-link encryption to overcome this disadvantage. 
Each link uses a unique key, but the "translation" from one 
key to the next occurs within a single "security module" 
which might serve as a peripheral device to the node's CPU 
In this way plain-text data does not traverse the node, 'but 
exists only within this physically secure module. Note that 
enough message data must remain encr.-ypted so that the node's 
CPU can properly route the message. 

End-to-end encryption, figure 8, requires a "Key Control 
Center," located somewhere within the communicatiop system. 
Each end-point in the system holds a unique "long-term" key, 
and this center alone holds a copy of each such key. When 
one end point wishes to communicate to another, a request to 
this effect is sent to the Key Control Center. This center 
then generates a temporary "per conversation" key, encrypts 
this in the long-term key of originator and also in long-term 
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key of the recipient, and sends the appropriate version to 
each. The originator decrypts this just-received encrypted 
temporary key using its long-term key, the recipient does 
likewise with its long-term key, and the two parties then 
converse with end-to-end encryption using this temporary ~ey. 

7. Procurement Considerations 

For retrofitting an existing system, link-by-link 
encryption utilizing transparent link encry?tion devices is 
a reasonable approach. DES feedback is a desirable choice 
fo!.' these d'·'lices. 

For a new system, in which cryptography can be "design€ld 
in" rather than "added on," block-encryption techniques 
should be considered because of their more efficient use of 
the algorithm, and their absence of initial synchronization 
requ,trements. For a transaction oriented system, in which 
messages are very short and routed to varying destinations, 
the node~by-node approach appears preferable because it does 
not impose any per-conversation overhead for key distribution. 
However for a "session" oriented environment in which conver
sations may be relatively long, end-to-end encryption appears 
to be the obvious choice. 
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A Bit-Slice, 4-Chip Implementation of the 
Data Encryption Standard 

Kris Ral1apalli 
Fairchild Semi-Conductor 
Mountain View, California 

The following paper has been extracted from 
the verbal presentation of Mr. Rallapalli at the 
February ~5th Conference. A written paper had not 
been su~mltted at the time of publication of these 
proceedlngs. 

1. Introduction 
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In the block diagram of the DES, the next major operation is to 
expand the right hand 32 bits to 48 bits. The next major operation is 
the XOR function of 48 bits of the key with the expanded right hand half. 
Each of the four devices will contain two sUbstitution (S) tables. De
vice 1 will contain tables 1 and 2, device 2 will contain tables 3 and 
4, etc. The four devices must be connected in such a way that they 
receive the necessary bits from the neighboring devices at the proper 
time to makE the algorithm work. As far as the key is concerned, I am 
going to divide the key into 4-bit slices similar to the 2-bit slices 
used for the data. In order to do this efficiently in the four chip ap
proach, I must maintain duplicate copies of the key across the four de
vices. In analyzing the DES, especially in the permutation of the key 
(PC-l and PC-2), it is obvious that the C register must be in devices 1 
and 2 and the D register must be in devices 3 and 4. The trick will be 
to input the key in 4-bit slices and to keep two copies. To control the 
devices, I propose two control lines. I am planning to use a micro
processor to control the four devices via the two control lines. 

3. The 4-Chip DES 

In summary, we are going to use four of these devices, where each 
device consists of two 8-bit shift registers for the data, four 8-bit 
shi ft regi s ters for the key and two 64 X 4 ROM I S for the Stab 1 es. 
Each device will have a parity check facility for the key and other 
required control logic. The four devices will work in parallel 
from a single clock. Our estimate of the speed is that it could be 
clocked at 5 megahertz. The two control lines ~hat I mentioned would 
implement four control functions. The first is load key, the second 
is load data, the third instruction is to encrypt and the fourth is 
to decrypt data. 

The device will check parity of the key as it is entered and set 
a flag for the microprocessor control if the p ... dty is incorrect. It 
will not, however, prevent operating with a "bad" key. It takes eight 
clock pulses to load the key and eight more clock pulses to load the 
data. Then the devices require sixteen more clock pulses to either 
encrypt or decrypt the data, and eight additional clock cycles to unload 
the devices. However, the next eight bytes can be loaded at the same 
time that the unloading is taking place. Therefore, only twenty-four 
cycles are used for a complp.te operation of the DES unit. With a clock 
operating at 5 megahertz, tnis gives an effective throughput of 13 
million bits per second, or in other words, each 64-bit block requires 
5 micro-seconds to encrypt or decrypt. 

Our company is planning to build these LSI devices and market them 
in various forms to our customers. 
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Federal Reserve Communications Security Project 

Howard Crumb 
Federal Reserve Bank 

33 Liberty Street 
New Yorks N. Y. 10045 

The following paper has been extracted from 
the verbal presentation of Mr. Crumb at the 
February 15th Conference. ~ written p~p~r.had 
not been submitted at the t1me of publ1cat10n of 
these proceedings. 

1. Introduction 

This afternoon I plan to discuss the Federal Reserve Communi~ations 
System some of our concerns for security, and the type of operat10ns 
that the communications system supports. The Fe~eral R~ser~e System 
was created by an act of Congress in 1913. Its Job was to 1nsure.an 
orderl economic growth, supervise and regulate ba~ks,act aS,a f1S-
cal ag~nt for the United States Treasu~y, ~n~ pro~lde for an 1m~~ov~d 
collection system. The United States 1S d1v1ded 1nt~ twelve Fe ~ra 
Reserve regions and there is a Federal Reserve bank 1n each of the. 
regions Each bank is an independent corporation. The overall gU1dance 
for the'FQderal Reserve system comes from its Boa~d of Gove~nors loc~~ed 
in Washin~ton, D. C. However, each of the banks 1S respons1ble for 1 s 
own operat·;on. 

2. FEDWIRE Communlcations System 

With this introduction, I would like to talk about the communica
tions system between these banks frequently referred to as the FEDWIRE. 
This system is used to transfer balances between Federal ~e~erveF~~~~~~ 
banks throughout the country. There was a manual system e ore 
was ins ta 11 ed consi s ti ng of couri ers whi ch transferred money among the 
member banks and as a result was vulnerable to those hazards and 
threats affe~ting physical transportation. The FEDWIRE was de~eloped 
to eliminate charges for transfer of funds imposed by the cour1er sys
tem and to make the transfer of funds much faster. 

The FEm~IRE consists of a central communications site at 
C 1 Vir inia and communication lines to each of the,Federal , R~s~~e:rBanks~ Similarly, each Federal Reserve Bank is 11nked to 1ts 
member banks within its own region or district. FEDWIRE became opera
tional in late 1970. At that time each Federal Reserve bank was 
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connected to Culpeper by teletype circuits. Subsequently, magnetic 
tape transfer capabilities were added to the twelve main communication lines. 

The system was next upgraded by replacing the teletype circuits 
with computer communications switches. Each district was allowed to de
sign, select and implement its own computer system but was required to 
meet standard interface criteria. Some of these standards in turn have 
been adopted for use within each district for interconnection to member banks. 

CurrentJ~, the FEDWIRE system averages over 50,000 transfers per 
day, carrying well in excess of one hundred billion dollars. This is 
equivalent to transferring the Gross National Product every 15-18 days 
or transferring the National Budget every five days. 

The Federal Reser've System ha~ been fulfil1ing it~ role as fiscal 
a~ent by transferring Government securities for some tiril€. The opera
t10n has evolved as a natural extension of FEDWIRE services to transfer 
the securities on a timely basis. ihis system has helped to eliminate 
much manual handling of Federal paper securities and in making this 
system much more efficient. Presently, about 83% of the National Debt 
is contained in this "Book Entry" form. 

As a part of its fiscal responsibility, FEmJIRE is being used to 
transfer payrolls to approximately 250,000 Air Force personnel. These 
paychecks are being forwarded directly to many financial institutions 
across the country in a paperless form. This Air Force payroll is 
only a forerunner of a much larger operation. Concurrently, over 
five m'illion Social Security payments are being transferred to Social 
Security recipiemts in a paperless form across the country. Other 
Government payrolls are planned to be converted to a paperless form in 1977. 

In order to assure that network facilities will be able to handle 
these increased demands, we are planniw" to extend the system to handle 
this expanded load on a specified priori~y basis. In addition to ex
panding this syst~m due to the increased load, we are planning to im
prove the security of the FEDWIRE. The FEDWIRE system must be protected 
for both availability and security reasons. The system must be avail
able to make all the necessary daily tr8nsactions and these transactions 
must be protected against several threats and vulnerabilities. These 
vulnerabilities include sabotage, fraud and mischief. At present, sig
nificant controls exist to minimize these vulnerabilities. The security 
of the capability consists of physical security, operational security, 
personnel selection and network concerns, as well as the management as
pects such as legal agreements and audit procedures. 

We recognize that it is impossible to prevent all possible security 
p~oblems. However, the system is de~igned to bring any exception to 
11ght as soon as possible after it Occurs. We continuously monitor 
the operations to detect any fraud, accident or misuse. Our security 
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prl9ram is based on a ~ost effective approach in assuring users of 
high reliability and security to support daily operations. 

3. Federal Reserve Communications Security Project 

To assure the security of the Federal Reserve Communications System, 
we have undertaken a project to evaluate and improve the security of the 
network. It was initiated by publishing fii request for information re-
1 ati ng to security requi relTlents of an .:1 e'ttroni c communi cati ons network. 
This request was issued in January, 1975. The principal purpose of the 
request for information was to seek those methods which would provide 
cost eff:.;..;tive security for preventing modification, deletion or in
sertion of messages during transmission. The request for information 
was widely distributed throughout the country. The responses 
ranged from requests for support in developing software security, to 
we 11 concei ved approaches to network securi ty. ~~e were fortunate that 
the NBS algorithm was published for comment in 1975. Most of the re
sponses to our request for information were encryption dependent and 
several recommended the use of the NBS encryption algorithm. Subse
quently, several of those responding were asked if they would partici
pate in a test of using the NBS encryption algorithm in hardware devices 
on the FEDWIRE network. The FEPWIRE Security Task Force decided that 
functi ona 1 specifi cati ons had to be made by the group for a 11 vendors 
as each vendor had different criteria that they felt sho~dd be met. 
The Security Task Force was not only interested in the security aspects 
of the devices, but also in their interfaces and their impact on the 
eXisting FEDWIRE system. 

One of the major requirements for the security of the FEDWIRE sys
tem is to protect the encryption key used with the NBS algorithm. This 
protection must be provided during key generation, distribution, storage 
and in the operational device. Detailed guidelines for managi~g the 
encryption keys are in the development process. 

The functional technical specifications required that the device 
be transparent to the existing communications system. The Task Force 
also required that using the devices would not imply any change to ex
isting hardware or software in the network. The system consists of full 
duplex, half duplex, synchronous and asynchronous communications proto
cols. We desired that the device provi~e unattended service, prompt 
notification of abnormal operation, have no apparent impact on through
put, restart automatically, be ~asily installed and removed and be 
available in excess of 99% of the time. 

The need was recognized very early that the device should be com
patible with a variety of networks so that it can be easily retrofitted 
when others share our recognized need for transmission security. Test
ing of the prototype device is to begin in mid 1977. Upon receipt of 
these devices, there will be extensive testing to assure that the net
work and the security devices meet the stated requirements • 

72 

-, 

____________________________________________ '~~_.. ______________ 'c~· ______________________________________________ ~ __ 

Evaluation 7riteria for the test and managing th~ encryption keys 
are currently belng developed for the operational tests. 

No specific a~tion fol~owing the tests has been specified but it is 
hoped that commerclally avallable devices will be offered to the Federal 
Reserve Sys tem and anyone else based on the res ults of thi s prototype 
system. ~e feel that encryption will also be needed in the future as 
one technlque to meet requirements for privacy of information. 
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ARPA NETWORK SECURITY PROJECT 

Stephen T. Walker 
Defense Advanced Research Projects Agency 

1400 Wilson Blvd. 
Arlington, VA 22209 

The A~PA computer network has become an 
operational Defense Department packet switched com
munications system. A recent ARPA resc.:rch proj ect 
has developed techniques for achieving tnd-to-end 
encryption processes in a sophisticated networking 
enviconment such as the ARPA network. The National 
Bureau of Standards' (NBS) Data Encryption Standard 
(DES) Algorithm has been employed as the basic en
cryption mechanism for the initial demonstration of 
this capabi.lity. This paper gives the background 
and current status of that research project. 

A research project in computer networks initiated in 1968, by the 
Defense Advanced Resear.ch Projects Agency, pioneered the development and 
demonstration of packet switched communications systems. Today the 
ARPANET is one of the largest and most sophisticated operational com
puter controlled communications systems in the world. The network de
picted in figure 1 extends from Hawaii to Norway with approximately 60 
nodes and 120 host computers cor.'lected by 50 kilobit dedicated communi
cation circuits. The ARPA network is now an operational Defense Depart
ment facility under the management of the Defense Communications Agency 
(DCA). While grvwth in terms of number of nodes on the network has 
leveled off in recent years, traffic on the network has continued to 
double yearly.' In late 1976 average daily traffic handled on the net
work exceeded ten million packets per day. 

The technology employed in the ARPA network has provided the foun
dation for DCA's common user data network, Autodin II. This system will 
be the major data communication network for the Defense Department in 
the 1980's and 90's. The ARPA network has also served as the basis for 
a number of commer~ial and private networks and many foreign systems. 

The ARPA network has evolved from a basic research project to a 
fundamental cc,;,'ponent in the development of a wide variety of advanced 
computer science techniques. It has for the most part been associated 
with unclassified research organizations throughout the U. S., and with 
the exception of a recent limited capability to transmit classified in
formation, it remains primarily a non-secure facility. However, a major 
concern from the inception of the ARPANET has been the need within the 
Defense Department for efficient secure data communications mechanisms. 
Developing techniques for securing packet switched networks is the prin
cipal research objective of ARPA's network security program. 
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In the implementation of secure computer systems there are basically 
three levels of complexity to be considered: physical/administrative, 
communications and operating system (or software) security measures. 
Computers have been processing classified information for many years in 
what i~ called "system high mode" where the computer is physically iso
lated ~n a protected area and all personnel associated with the computer 
are cleared to the highest level of classified data processed by the 
system. The first level of complexity consists of the well known physi
cal and personnel security measures, involving locks, alarms and clear
ances. When two or more secure computer systems are linked over commu
~ication lines, the second level of complexity, communications security, 
~s employed. The universally accepted approach to communications secur
ity is the use of encryption on data while it is being transmitted over 
unsecured communication lines. Communications security techniques have 
been employed for many years in link encryption mode where each end of 
the communication line is attached to an encryption device. Both ad
ministative and communication security measures are used to protect 
computer systems from unauthorized external access. 

The third level of complexity influencing the use of computers 
handling classif~ed material is the operating system or software securi
ty problem. In this case the integrity of the software running in the 
computer must be relied upon to provide protection among authorized 
users of a computer system. A special case of operating system security 
is the control of encryption devices operating in a sophisticated net
working environment. The computer controlled nature of advanced commu
nications systems requires solutions to the security problem in addition 
to the already existing communications security issue. 

The ARPA System and Network Se~urity Program is addressing the 
third complexity factor described above. Considerable progress is being 
made in the operating system security area with the application of sev
eral certified secure ADP systems in the Defense Department anticipated 
within the next one to three years. A particular concern of the govern
ment, being addressed by this ARPA research program, is the employment 
of computer controlled encryption techniques to provide communications 
security within sophisticated computer networking environments. 

In mid-1975 ARPA, in conjunction with other government agencies, 
began an effort to provide an effective demonstration of end-to-end 
encryption with remote key distribution. The basic concepts of this 
approach were first published in a paper by Dr. Dennis Branstad in 1973 
(1). The system is designed to work in multiple networking environments 
allowing the encrypted data to pass unaltered among several interconnect
ed networks. The system uses the newly developed transmission control 
protocol by Cerf and Kahn (2) to provide a highly reliable communica
tions path. It makes heavy use of the layering effects of network 
protocols, insuring an essentially error free environment regardless of 
the communication path being employed. 
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For this demonstration system it was des:lrable to work with a 
sophisticated "real" encryption algorithm. With the announcement early 
in 1975 by NBS of the proposed DES algorithm, it was decided to employ 
this algorithm for the demonstration system in order to achieve a sophis
ticated demonstration in a minimal amount of time. 

The basic hardware elements of the system are the encryption control 
units (called BCR boxes) consisting of two LSI 11 minicomputers con
trolling the basic encryption functions, and a key distribution center 
currently being developed on a PDP-ll/40 minicomputer. Figure 2 illu
strates the basic system which is presently being employed in a demon
stration of the functions of the encryption system. In a typical 
scenario, the user activates his terminal and inserts his unique key 
variable card into the BCR box. The key distribution center is notified 
of the user's identity by the unique variable and dialog is begun with 
the user asking him to type a password. Once this initial authentica
tion has been completed, the user specifies the destination he would 
like to reach on the network. The key distribution center checks that 
the user is authorized to access this facility and then initiates a 
separate dialog with that facility to insure that it is ready to accept 
the new connection. If all authentication checks are successful, then 
the key distribution center generates a unique key for this conversation, 
transmits it, encrypted, to both parties and authorizes them to establish 
communication using this new key. At any point the key distribution 
center can disallow the communication through its control of the key 
storage process within the BCR device. Once the key associated with 
this unique conversation has been distributed, the two ends of the con
versation establish communications in the same manner that they would 
on unclassified networks such as the ARPANET. 

Figure 3 illustrates a possible configuration for multiple BCR 
units employed on the ARPA network. Some form of a "secure" subnetwork 
of this type will be established in the Summer of 1977 for purposes of 
rigorous checkout of the protocols necessary to allow this end-to-end 
encryption process. 

1 
Branstad, D. K., Security Aspects of Computer Networks, AIAA Paper #73-
427, Computer Systems Conference-Huntsville, AL/Apr 16-18, 1973 

2Cerf , Vinton & Kahn, Robert, A Protocol for Packet Network Intercommuni
cation, IEEE Transactions on Communications Vol Com-22 #5 May 1974 
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Electronic funds Transfer Application 

Jack McDonnell 
EFT Commission 

1000 Connecticut Avenue 
Washington, D.C. 20036 

The following paper has been extracted f~om 
the verbal presentation of Mr. ~cDonnell athtde 

~~~r~:~~ ~~~~i~~~~e~~n~~~ t~m~r~;t~~b~~~:~iO~ of 
these proceedings. 

Introduction 

t curity by introducing you I would like to.pr~face my commen.s ~~n~~ Transfer. The EFT Com-
to the National Commlsslon on E~e~tronlcs two years ago because Congress 
mission was created by an act 0 ongr~~ rob1ems in the II check1ess il 

anticipated that there.wou~d ~~ea ~~~ent banking environment. Co~gress 
society that do n?t ~Xlst ln Problems and report back wlth 
created thi~ Commlsslon to study ~~e~~r~t report is due to Congress on 
recommendatlons on wha~ to.1~·b °an interim report and makes only n~n
February 23, 1977. T~lS Wl Th efina1 report will include our technlca1 technical recommendatlons. e 
recommendations. 

. t The Federal Reserve has been using this mode of E FT 1 S non ew • t . 
1 . the nati on's II checkbook ll for some lme. ba anclng 

. f EFT The first I will call a low-There gre three rnaln ar~gs Q -em"t -ified by the FEDWIRE system. 
volume, high-dollar trans~ct~on1~~s~a11e~Pthe automated clearing house, 
The second is the system {~lC~ pe to transfer money. The third is the 
which primarily uses ~agne l~ da . it is the une which has a high 
one I would like to dlSCUSS ¥haY'last incorporates automatic cash 
visibility t~ the con~umterf· 1: t~rmina1s and automatic teller maissuing termlna1s, OOln 0 sa 
chi nes • 

. f t of the material that I am I would like to give credlt or m~sthe Federal Deposit Insurance 
going to present to Mr~ Paul H~ve~~rtOentit1ed IIIntroduction to EFT 
Corporati~n w~o has1w~lt~e~h~S ~~cu~ent displays the various p~ints 
Security. .F~gur~ - ~FT stem In particular, the automatlc teller 
of vu1nerabl11ty ln an sy • EFT s stem to a customer. The 
machine is the direct in~e~f~ce of.an e..Yto the machine to prove 
customer must p~esen~ a dlTghl.ta~.sl.~~~t~~gnature is called a Personal the customer's ldentlty. lS 19l 
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Identification Number (PIN). T~~ical1y, a customer is issued a plastic 
card with a magnetic stripe on the back in conjunction with the PIN. 
This magnetic stY'ipe contains information in a 1, 2 and 3-track format. 
The combination of the card and the PIN causes the system to operate. 

The effective use of encryption in the EFT environment requires 
several things. First, the banking community and its customers must 
be educated to the threats of an EFT system and the use of encryption 
in reducing these threats in order to establish a viable National EFT 
system. Second, the encryption of the PIN or other information on the 
plastic card re~uires several standards in order to be viable. Third, 
these standards must be available on a non-proprietary basis to be used 
at will throughout the system. 

2. Threats to an EFT System 

A cash issuing terminal usually has between twenty and forty 
thousand dollars at the beginning of a day. The largest II r ip-off

li 

that has been identified in an EFT environment did not occur in this 
country but in Switzerland. A customer with a valid card and a valid 
PIN used his knowledge of the off-line system to perpetrate his crime. 
He simply started visiting each of the cash issuing terminals in a large 
European City starting at 5 a.m. on a weekend to IIjackpot li each of the 
terminals. To the best of our knowledge, he acquired the equivalent of $100,000. 

I woul d 1 ike to look at the vul nerabil i ti es of an EFT sys tern and 
see where encryption can alleviate some of the potential risks. One 
application is to encrypt the data on the magnetic stripe of the card. 
If the PIN is used as part of the key for the encryption operation, 
anyone who finds or steals the card, but does not know the PIN, cannot use the card. 

The simplest threat to the communications of an EFT system is 
passive wire tapping. In this threat a pel~etrator simply records the 
information going across the communication line and duplicates the 
magnetic card from the information contained in a transaction request 
to commit fraud. If the PIN or other input data of this communication 
were encrypted, the penetrator would be thwarted in this attempt. 

The second threat is called active wire tapping. A penetrator is 
not only' able to monitor the communications between a cash issuing 
terminal and a bank, but is also abJe to modify the communications. 

~Je can look at encryption as being a security measure for communica
tions. Unlike a Simple communication sysJ~em in which all of the data 
and central information is encrypted, a Viable EFT network requires that 
on ly the val uab 1 e data be encrypted and the address/control i nformati on 
remain in the clear. This latter information is required in the switch 
between communicating devices. We feel that the Cryptographic Check 
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Digits (CCD)* hold great promise in securing an EFT network. 

The final threat exists within the computer of each financial 
institution. I cannot emphasize too strongly that this is the most 
vulnerable point in any system. We feel that there is a definite ap
plication for encryption on the account files within the computer it
self. 

We hope to develop a set of security guidelines for the financial 
community through an inter-agency task group that we have established. 
It is too early to tell exactly how extensive these guidelines will be. 
Our first step is to inventory the cases of fraud that have occurred in 
EFT systems. Before the Commission is terminated in October, we hope 
that we can have a set of guidelines for financial institutions to en
force. In all probabi1ity, we will make the recommendation that this 
inter-agency task group conti nue in some fo!rm, perhaps in conj uncti on 
with NBS, to develop the technical security standards needed for an 
EFT system. 

*Editor's Note: See the paper by Carl Campbell in these proceedings. 
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Implementation & Use 
of 

The Data Encryption Standard 
withi n 

The Data Communications Environment 

Mr. Ed. Lohse 
Corporate Engineering Headquarters 

Burroughs Corporation 
World Headquarters Building 

Room 5E30 
Burroughs Place 

Detroit, Michigan 48232 

With the standardization of the DES, product. 
and system designers can proceed to i~plement var10US 
security devices. Applications for llnk and end-to
end protection can and will be ac~ommodate~. How'M 
ever, if these applications are llk~l~ to 1n~olve 
communication within a system con~a:n1ng equ1pment 
from different manufacturers, add1t:onal.standards 
are needed: key management, electr1cal 1nterf~ce, 
encryption mode, initialization and resyn~hron1za
tion. This standards development effort 1S already 
started. 

Key words: Encryption; security devices; standards. 
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The Data Encryption Standard (DES) has gone a long way in providing 
a tool with universal applicability for those who wish to ensure data 
protection. 

The type of security required in some environments may be such that 
the message can be transmitted in clear text as long as its integrity is 
safeguarded. Other environments may require the, contents of the message 
be concealed during transmission from unauthorized observation. In the 
former case authentication will suffice, that is, the message text is 
operated upon by the DES to produce a series of check digits which are 
appended to the message and this entire format transmitted. If, at its 
destination, the message integrity has been preserved the same set of 
check digits will be generated and a simple comparison will serve to 
validate the message. In the latter case, the text of the message will 
be transformed, using the DES, into cypher which is transmitted. This 
process is known as encryption. 

These levels of security may be implemented in either of two data 
communications modes: link or end-to-end. 

,Figure I illustrates the levels of protection provided for each 
technique used. 

Figure IIa and lIb show how these techniques are implemented in 
some data communication networks. 

In the link mode the device is transparent to the data on the line, 
encrypting and decrypting without modifying any of the data in the 
process and without affecting the source or destination processors. 

Data on the line between the devices is protected for both message 
integrity and secrecy (privacy) sinre it is unintelligible to unauthor
ized listeners and cannot be altered without detection. 

lin some communication networks with multiple nodes, link encryption 
does not protect the data within the node where the message is in plain 
text and subject to tampering or misrouting. By encrypting at the 
source onl y and not decrypti ng until the communi cati on reaches its 
ultimate destination the information content of the message is only 
usable by recipients who possess the appropriate key. This technique 
is known as end-to-end encryption, and requires that the message header 
which contains routing, priority and other information used by the net
work itself be kept in clear text. In this case, the data security 
device must be sensitive to the data communication procedures used in 
the network or be,capable of detecting START ENCRYPTION/STOP ENCRYPTION 
instructions in the text. 
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Areas where standardization is required in the application (imple
mentation) of the Data Encryption Standard are: 

• definition of pin-outs - several of the IC manufacturers have 
undertaken to implement the DES using LSI technology. It;s 
imperative that these packages be standardized as far as the 
assignment of input/output signals and voltages to a common 
pin configuration. This would permit interchangeability of 
the DES device while permitting flexibility in th2 application 
of the device. 

• power dissipation - particularly with in-built modules where 
an excessive power drain could have an impact on existing 
equipment. 

• key management - the ability of the user to change' the key 
without the manufacturer's involvement. This area alone is 
deserving of a great deal of attention. It involves the 
generation of the key code book and key assignments to corre
spondent users; the physical protection of the keys. The ' 
methodology of changing the keys and the impact of this change 
warrant investigation. Should the keys be generated by a com
puter? How often should they be changed? What is the proce
dure if the keys are compromised? These and many other ques
tions should be resolved in the near future by a key management 
standards committee. 

• data rates - at the present time 56K bits per second is the 
fastest rate at which data is transferred in data communica
tions networks, excluding multiplexing. However, in the fore
seeable future transfer rates may increase and depending upon 
clock rates and loading and unloading schemes we may find the 
algorithm processing time, or throughput, reaches a limit. This 
area should be analyzed and limits (or standards) placed on the 
parameters which would affect the DES operation. 

• data communications interfaces - between the DTE (Data Terminal 
Equipment) and security devices should be carefully specified 
particularly in light of new and proposed Federal Standards as 
well as those of industry. 

Table 1 illustrates the number of interrelated standards for 
data communication system interfaces. Standardizing this inter
face will enable security device manufacturers to produce com
ponents and devices with greater assurance of wide applicability 
while assuring functional interchangeability. " 

Various committees including ANSI X3 committee, as a result of 
a request of the IEEE and the NBS/NCS program within the Federal 
Government are starting to work to structure this standard. 
Burroughs has proposed an interface standard project to ANSI 
X3/SPARC committee for consideration. 

91 

-

\: 
L 
I, 
Ii 
I: 

I' 
r: 
Ii 
Ii 

Ii 
Ii 
II 

II 
t( 
i\ 
II 
Ii 
i I 
1\ 
I j 
I; 
II 
i ~.f~ 
j ';l 

} ·t 
I~' 

!~ 

Ii·" , J' , 
I' 
i, , 

I, .. 
I, .. 

: ... 



r i 

ASSOCIATED INTERFACE STANDARDS 

FEDERAL 
STANDARD MIL-STD EIA ANSI CCITT ISO 

1020 188-114 RS-4:Z2 X. 27, V. 11 

1030 188-114 RS-423 X.26, V. 10 

Proposed Proposed 
1031 RS-XYZ V. 24, V. 1 0 OP4902 

Proposed Proposed V. 24, 
1029 RS-ABC V.10, V.ll DP4902 

!Proposed Proposed 

i 

1040 "ANSI 
X.21" X. 21, X. 24 DP4903 

RS-232C V. 24, V.28 DP2110 

TABLE 1 

Summary of Associated Standards 

(FROM NCS TIB 76-1) 

• initialization procedures - me~hods for the initial loading of 
the key and starting the algorlthm process. 

• res nchronization - standards Qre needed prescribing the,met~ods 
fOrYreSynChrOnizing the encryption proces~ w~en synchronlzatlon 
is lost due to power transients or transmlSSlon errors. 

• levels of security provided by the user - if the physical, 
't of the user's facility is maximum then the securlty securl y " d' However device need not have in-bullt protectlon eVlces. , 

where physical security is easily compromised the key ~~~rage 
should be such that upon unauthorized access the key Wl 
be destroyed. 
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• error detection - when the integrity of the message is lost 
through fraudulent alteration a prescribed alarm should be 
given. However, for parity errors or errors caused by loss 
of synchronization a different alarm should be raised. 

Each of t:.ese sal ient points requires an exhaustive study as it 
applies to the use of the DES in order to assure the users that they 
have equipment which will de'liver the desired level of security. 

While there are a finite number of applications known to date, 
there will be many new ways to employ this powerful tool. Before these 
new methods are applied they must be carefully scrutinized to determine 
what, if any, impact will result in the data communication community. It 
is conceivable that as major computer switching networks become inter
connected the innocent introduction of any non-standard element into 
the system could cause great confusion and prevent system operation. 

Some points to consider in any application are: 

• Strive for transparency. 

• Key storage should be non-volatile except Upon 
tampering by unauthorized personnel. 

• Key entry should be uncomplicated. 

• Universal applicability is more desirable than 
special purpose eqUipment. 

Encryption is the time-honored way to keep data safe and secret. 
The DES algorithm now offers a standardized tool to government and 
the private business sector which through proper use affords the 
necessary level of security to meet the new regulations on privacy. 
It remains with us to standardize its applications for the mutual 
benefit of the entire community. 
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1. 

Integrated System Design 

Dr Walter Tuchman , 
International Business Machines Corporat10n 

Kingston Development Lab 
Neighborhood Road, D69L 

Kingston, New York 12493 

The following paper has been extracted from 
the verbal presentation of Dr. ~uchman at the 
February l5tbh,~t'Otnefderaetn~~~ t~m~r~~t~~b~~~:~;~~dof 
not been su m1 
these proceedings. 

Introduction 
, h entations today that many of 

I also have observed dur1ng t e P~~siCS that I wish to discuss. 
the speakers have ~overed s~me o~ ~~~r l~ok into the system archi: 
However, I would llke to ta e a e , In articular I would 11ke to 
tecture required t~ ~u~porthe~crYPt~~~~ired ~o generat~ and distribute 
talk about the facllltle~ t a aree Data Encryption Standard. My re
the encryption keys reqUlre~ ~y ~hl as I will not be discussing any 
marks should be taken aS,a u ~r1~11 be discussing an integrated ap
particular product Offe~lnhg· d ~llking about some of its pros and cons 

roach to the DES algorlt m an a 
~s contrasted to a non-integrated approach. 

2. Implementing the DES at the Terminal 
, '1 ted in LSI for use to computer 

The DES can no~ be,readlly lm~ emen e DES and its necessary c?n-
terminals. The entue lmplementat10~ o~et~ard and located in a terlTt1nal. 
trol logic can be imp~em~ntedb,~n ae~~~~cond can be achieved in this ap
A throughput of one mlll10n 1 s-p 
proach. 

, that a message packet 
For the integrate~ appr~ach, I am assum'~~rminal and the central 

communications system 1S ava1lable b~tweent~cted is carefully delineated 
processing unit (CPU). The data,to e ~~o , th~ packet. In this 
from the addressing and c~n~ro~ 1nf~~~~t:~n ~~ter~ediary nodes ;n the 
approach, where only the a a 1~,e~ capabi;ity nor even know that the 
netwo~k need notdhaveW,atn

h 
ethn~~y~p1p~oach performance and security are 

data 1S encrypte. 1 ,'" ' 
improved and the cost is m,nlmlzed. 

, , 't 11 bei ng desi gned into the newer 
A vulnerab111ty ?f data 1S ac ~: v~lnerabilitY is especially 

computer n~twork archltectu
k
res D• tTh from all termin'als co-exists on a 

Prevalent 1n a loop networ. a a 
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common communication line and every terminal has the capability of 
reading the traffic passing through the line. Encryption of the data 
in an end-to-end security network offers a unique and cost effective 
solution to this problem. 

If we contrast the end-to-end approach with the simpler approach 
of link encryption, which I call line bracketing, we find some interest
ing comparisons. First, the line bracketing approach can be implemented 
quite simply and will provide security on a simple communication line. 
Line bracketing boxes have very little degradation, typically use all 
codes, can be used on practically all line disciplines and can become 
very nearly a universal box for use between any modem and terminal. We 
probably will see the integrated approach and the line bracketing ap
proach used concurrently for the foreseeable future. 

Some of the disadvantages of the line bracketing process are read
ily apparent, i.e., in dial-up networks there is no key management 
service~ and the keys in many devices must all be the same and must be 
manually changed. Line bracketing units usually encrypt the control 
information as well as the data and hence, cannot be used either in loop 
applications or in most packet-oriented networks. 

3. Implementing the DES at the CPU 

There are three different ways of implementing the DES at the CPU: 
locating the DES device in the front-end communications processor, lo
cating it in the channel within the CPU or locating it in a hardware 
devi ce controll ed by the CPU. The advantage of the fi rst is that the 
identical DES deVice may be used in the front end processor that is used 
in the terminal. The DES in a channel requires very high speed capa
bilities, perhaps 50 million bits-per-second throughput. The CPU im
plementation reqUires, as does the channel implementation, a multi-chip 
DES for high speed reasons. 

The integrated approach of implementing the DES as a CPU hardware 
device requires a yery careful solution to the key management problem. 
With that in mind, I will define what I call an "optimum" solution to 
key management and key distribution in an integrated CPU and DES facil
ity.* 

Let us design a network consisting of N devices attached to a CPU. 
Each terminal has an imbedded, private Device Key (the encryption key 
to be used wi th the DES). Each key is di fferent for good security. The 
question is, "How can any device talk to any other device if all of the 
keys are different?" The solution is to maintain a list of all of the 
private Device Keys in the memory of the CPU and let the CPU generate a 
new key for use in protecting the data between any two common devices. 

*Editor's Note: Dr. Tuchman tuld a lengthy~ humorous story at this 
point to illustrate his definition of the word "optimum." 
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To prevent this list of keys from being stolen or accidentally lost, we 
will encrypt this list of keys with another key which we call the 
Master~. This key is located only on the DES device and cannot be 
read by anyone. 

The following happens during a "session" of communications between 
any two of the devices. Let us say that terminal 2 wants to talk to 
terminal 8. The private keys for terminals 2 and 8 are both contained 
in the encryption key list which, of course, is encrypted by the Master 
Key. The CPU generates an encrypted Session Key from a device that is 
time-dependent and pseudo-random, such as the system clock. This en
crypted Sess i on Key (defi ned to be encrypted under the. Mas ter Key and 
never appearing in the CPU in its plain form) as well as the Private 
Key for terminal 2 and the Private Key for terminal 8, are all sent to 
the DES device controlled by the CPU. The Session Key is decrypted 
using the Master Key; the encrypted Device Key for terminal 2 is de
crypted using the Master Key; and then the Session Key is encrypted 
using the Device Key of terminal 2. Similarly, the encrypted Device 
Key of terminal 8 is decrypted using the Master Key and the Session Key 
is encrypted using it. The encrypted Session Key is then sent to ter
minal 2 protected by the Device Key of terminal 2 and the enct'ypted 
Session Key is sent to terminal 8 protected by the Device Key of terminal 
8. The Session Key ;s then decrypted at terminal 2 and at terminal 8 
using their respective Device Keys. Thus, both terminal 2 and terminql 
8 have the same Session Key and will be able to communicate. 

That is the "optimum" solution we have found for key management in 
an integrated system design. 
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An LSI Implementation 
of the 

Data Encryption Standard 

Howard O. Wright 
Roc~wel1 International 
Mall Station 503-200 

4311 Jamboree Road 
Newport Beach, CA 92663 

Thi s paper descri bes n LSI . , 
to perform data encryption au , ~hlrcu1t designed 
adopted by the National B slng e algorithm 
the Data Encryption Standureau of Standards as 
~nciphers/deciphers data f~d64_J~~ ben1cryption unit 
1nput data and out t d locks. Both 
the unit to s ustai ~ua d:;a ar~ buffered, all owi ng 
The unit has tri-state a,ra e up to 1.6 Mb/s. 
a v~rsati1e LSI unit d~u~lngdcapabi1it~ and is 
var1ety of app1icati~ns slf~e f~r ~se 1n a wide 
small in size and low" e un1t 1S sufficiently 
that it will allow dat 1n po~eh consumption and cost 
systems in Which the u:eeg~lp e:ment to be used in 
viously economically unfeasi~~~~Pherment was pre-

Key words: Encryption; LSI; MOS; security. 

1. Introducti on 

Collins Radio Group of Rockwell ' 
ple~ented an MOS circuit that' d ,Internat1onal Corporation has' _ 
des1gnated by the National Bur~s eS1gned to perform the algorithm 1m 
Stan?ard (DES).lI The 64-bi t b ~u ~f St~ndar?s as the Data Encrypti on 
~ons1sts of a method of e . h ~c enc1pherll)g system described h ' 
1nput data into a 64-bit gf~~ke~}ng ~r decipher1ng a 64-bit block ~~e1n 
key. ou put data w1th a variab1e:

1 
56-bit 

~ Single, 40-pin MOS circ 't . , 
a1g0r1t~m function and accompl~~he1S descnbed herein that performs the 
~~Ot~r~lpum sca]e integration (MSI)\frJ~~~st~~t.prelviOUS1Y required over 
. aper 1S to describe a 1 1mp ement. The purpos 
1mp1ementation of this a1gorithmarg~ ~~a1e integrated (LSI) circ~it e 
some of the ways envisioned for the ~.10n~t1e for ~he imp1ementa'~ion and 

1 rcul use w111 be discussed. 
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2. Archi tecture 

The architectural design of the LSI Encryption unit was influenced 
by a number of application and technical parameters. The largest anti
cipated application for the units is in the terminal field. Many ter
minals are being designed around 8-bit, character-oriented microproces
sors; therefore, architectural design was directed toward an 8-bit 
parallel input/output (I/O) terminal with busing capability. The de
sign was also influenced by initial customer requirements for a unit 
with a throughput capability of at least 1 Mb/s. 

The basic data path architecture for the LSI encryption unit is 
shown in figure 1. The data enciphered/deciphered are loaded into a 
64-bit input buffer register, 8 bits at a time, using the data input 
strobe line to control the transfer. Eight data input strobe pulses 
ate required to complete the load of the 64-bit input buffer. The 
64-bit input register is implemented using eight 8-bit shift )'egisters. 
The initial permutation defined by the DES is accomplished at the input 
register by connecting the 8-bit input to the shift registers. Follow
ing a load of eight 8-bit bytes of data, the contents of the input reg
ister will be as defined by the DES initial permutation table. 

Once the input buffer has been loaded, the start line will be 
pulsed to initiate operation of the algorithm section. The start pulse 
causes the contents of the input buffer register to be transfe"l"ed to 
the algorithm section, and frees the input buffer register to receive 
another block of data. One pin on the unit is used to specify whether 
the processing is to encipher or decipher the input message. In either 
case, I/O ;s identical. 

To allow the unit to sustain a data rate up to 1.6-Mb/s in a pipe
lined mode of operation, 64-bit buffer registers are used on both input 
and output. This type of architectural design allows simultaneous data 
input, algorithm unit processing, and data output. 

The output buffer is a 64-bit buffer that is organized as eight 
8-bit ~hift registers. The inverse of the initial permutation is 
accomplished at the output buffer in the same manner as the initial 
permutation was accomplished at the input register. A data output 
strobe line is used to transfer 1 bit from each of the eight registers 
to the output pins of the unit, and the data in each of the output 
buffer shift registers is shifted down 1 bit on the falling edge of the 
data output strobe. Eight data output strobe pulses are required to 
extract the contents of the output buffer register. 

Two additional control signals are required to use the unit in the 
pipelined mode of operation: one is the busy signal, and the other is 
the enable output buffer load Signal. 
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When the algorithm section is processing data or when it is holding 
previously processed data while waiting to load the output buffer, a busy 
condition is indicated by the busy signa1. The busy signal goes high 
following a start pulse, and remains high until the algorithm section 
has transferred a block of 64 bits to the output register. The falling 
edge of the busy signal is an indication to the external control logic 
that data is available in the output buffer and that the start line can 
be pulsed to start a new processing sequence. 

The enable output buffer load signal line is pulsed to indicate to 
the algorithm section that the output buffer can be loaded when data is 
available. For normal block enciphering, this line will be pulsed after 
the eighth data output strobe has emptied the output buffer. Although 
the buffer empty signal could be generated internal to the chip by 
counting eight data output strobe pulses, there are cases in which only 
a few of the 64 output bits are actually used; therefore, allowing the 
external logic to determine when the oUtPl1t buffer can be loaded in
creases unit versati lity. 

2.1 Key Variables 

The key variable used by the algorithm section is stored in an in
ternal 56-bit key register. The method of handling key variables during 
load of the key register was influenced by the requirement in some sys
tems to ensure complete physical separation between key variables and 
normal data p~ths. Consequently, eight pins on the package were de
voted to a clear key port for use in entering clear key variables into 
the unit, as shown in figure 2. 

A key strobe is used to enter key variable data, 8 bits at a time, 
into the unit through the clear key port inputs. Each 8-bit group is 
checked for odd parity as it is entered. Following removal of the 
parity bit, 7 bits of key variable information are entered into the key 
register each time the key strobe line is pulsed. A parity error line 
is available on an output pin and will be set if odd parity is not pre
sent on the clear key port while the key strobe line is high. 

In 'addition to having the capability of loading a clear key through 
the clear key port, as described, the unit has a provision for decipher
ing key variable data in the algorithm section, checking the resulting 
clear key data for correct patity, and transferring the result to the 
key register. This process allows keys to be entered into the system 
in enciphered form. The enciphered keys ca~ be carried to the unit by 
courier or can be transmitted to the unit via the normal communications 
path. ' 

When enciphered key variable data are entered into the input buffer 
over the normal input data lines, the rekey line is pulsed instead of the 
start line to start the algorithm. When the algorithm unit has completed 
decipherins the key variable, it is loaded into the output buffer, checked 
for proper parity, and fi na lly loaded into the key regi ster. Ouri ng thi s 
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process, the tri-state drivers on the output are forced off to prevent 
clear key variable data from being observed on the output. 

An important security precaution is taken during the rekey process 
by gating off the tri-state output drivers and clearing the output buffer 
following the rekey process. This feature, when coupled with a suitable 
key distribution procedure! can help prevent a covert attempt to obtain 
key variable information from the unit even though an intruder has access 
to the unitls circuitry. This is particularly important at an unsecured 
remote terminal site. 

The capability to power the key register through a separate power 
pin, which allows a small battery backup to be designed into the system 
to provide nonvolatile key storage (lasting up to several days during 
power outage condition), is an additional feature designed for use at 
a remote terminal. 

2.2 I/O Busi ng 

To facilitate using the unit in systems built around a bus concept, 
two signals were added that allow the control signals previously des
cribed to be bused. A control enable signal was ANDed with the start, 
rekey, encipher/decipher and the enable output buffer load lines. The 
control enable signal is designed to be connected to the addressing 
function associated with the bus; and, when a bus output sequence is 
addressed to the control inputs of the algorithm unit, the control en
able signal is momentarily raised to gate the state of the four control 
signals from the bus into storage elements within the unit. 

The busy and the parity error signals are gated to the output pins 
of the unit through tri-state drivers. The drivers are enabled by a 
status enable signal that allows the busy and the parity error signals 
to be gated onto the bus when addressed by the bus addressing function. 
For systems that do not employ busing, the control enable and the status 
enable signals can be tied to a logical state and ignored. 

2.3 Algorithm Section 

The block diagram shown in figure 3 illustrates the complete en
cryption unit including the algorithm section. As previously described, 
the initial permutation (IP) is performed at the input buffer. Data are 
transferred from the input buffer to the 32-bit registers Land R to 
begin a processing cycle. A processing cycle, either encipher or de
cipher, is accomplished in 16 processing iterations. As defined by the 
E bit selection table in the DES, 48 bits are selected from the R regis
ter, and are EXCLUSIVE ORed with selected bits from the key register as 
defined by Table PC-2 of the DES. The resulting output is used to ad
dress Read Only Memories (ROM's) Sl through S8. Output bits from the 
ROM's are selected according to the primitive function P, and are ex
~lusive.ORed ~ith the 32-~it contents of the L register. The final step 
ln an 1t~rat1on process 1S to transfer the contents of the R register to 
the L reg1ster, and to transfer the results of the last exclusive OR into 
the R register. 102 
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Between iterations, the key data are rotated in the key registers, 
as defined by the DES. Following the sixteenth iteration, data are 
transferred to the output buffer register; and the inverse permutation 
(IP-l) is accomplished at the output of the output buffer registers, as 
previously described. 

2.4 Final Product 

The circuit is built using PMOS technology, and is contained in a 
40-pin package. The unit requires +5 and -12 volts and dissipates 300 
MW of power. A free-running clock is required to run the algorithm 
section. The time to process a 64-bit block of data is dependent upon 
the speed of the clock, and is defined by: 

Time = (Period Clock) (64) 

The maximum clock frequency cannot exceed 1.6 MHz. 

3. Applications 

Figure 4 presents an example of how the unit can be used in a 
microprocessor system. The unit is completely under the control of the 
processor. The processor loads the unit with 64 bits of data to be en
ciphered or deciphered, starts the unit, and then reads out the 64-bit 
result. For applications requiring higher throughput, more than one unit 
can be connected to the bus; also, the unit could be connected to the 
bus through a DMA channel to relieve the processor of handling each byte 
of data. 

There are many applications in which the requirement to handle en
ciphered data in blocks of 64 bits is too restrictive (i.e. the case of 
an interactive terminal connected to a processor). For such applications, 
the algorithm unit was designed to support a cipher feedback system. In 
this mode of operation, data are enciphered by EXCLUSIVE ORing it with 
the output of the algorithm unit. The enciphered data are then loaded 
back into the algorithm unit and the algorithm unit is started. After 
the algorithm unit has loaded its output register, the next clear text 
data are enciphered, and the cycle repeats. Only 8 bits of the 64 bits 
generated each cycle at the output of the algorithm unit are used, and 
the unit is cycled after only 8 bits have been loaded into the input 
register. The input to the algorithm for each cycle then becomes the 
previous 64 bits of enciphered data. 

This system has the advantage that, once eight characters have been 
passed through the system to synchronize the receiving algorithm unit, a 
character will be deciphered at the receiver for each character input at 
the transmitting end. Therefore, the block encipherment requirement is 
eli mi nate d . 
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Similar techniques can be applied to handle serial data or data in 
any character width from 1 to 64 bits; however, when data path widths 
other than multiples of eight are used, an accumt,llating register at the 
input to the algorithm units is required. 

4. Conclusion 

The 64-bit block enciphering circuit is a versatile LSI unit with 
high throughput capability that was designed for use in a wide variety 
of applications. The unit defined herein provides the system designer 
with a powerful and cost-effective tool for solving many of the data 
security problems that currently face the industry. The unit is suffi
ciently small in size, and low in power consumption and cost, that it 
will allow data encipherment to be used in systems in which the use 
of encipherment was previously economically unfeasible. 

5. References 

1/ II Data Encrypti on Standard, II Federal Informati on Process ing 
Standard Publication 46, National Bureau of Standards, January 15, 1977. 

106 

I 

I 
I 
I 

I 
I 

I 

I 
I 
I 

- 1 

I 

I 
.~_"10-=_ 

A Microprocessor Controlled 
LSI Implementation of the 
Data Encryption Standard 

Keith Warble 
Motorola Inc. 

Government Electronics Division 
Scottsdale, Arizona 

and 

Durrell Hillis 
Motorola Inc. 

Government Electronics Division 
Mail Station 2289 

8201 E. McDowell Rd. 
Scottsdale, Arizona 85252 
Telephone: (602) 949-4735 

Presented is an LSI implementation 
of the Data Encryption Standard. The 
device has been developed for use with 
microcomputer based data processors, with 
encryption or decryption of 64 bit blocks 
inputted and outputted through a single 
8 bit tri-state bus port. A single +5 
volt supply powers the LSI chip; block 
processing time is 160 microseconds, 
allowing typical MPU configurations to 
operate over 200 Kb/s. The unit possesses 
two key registers to facilitate downline 
loading of encrypted key, with on-chip 
decryption and error checking under the 
control of a resident master key. Con
tinual checking of the operating key 
during algorithm execution as well as 
during key load provides an economical 
degree of security for many applications. 

Key words: Communication; encryption; 
LSI; microprocessor; MOS. 
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1. Introduction 

A hardware LSI implementation of the Data Encryption 
Standard has been developed at Motorola Government Elec
tronics Division. The device, called the Data Security 
Device (DSD) , performs the 64 bit block encryption or 
decryption according to the Federal Standard algorithm, 
utilizing one of two 56 bit keys stored on chip. Plain 
and cipher data blocks are inputted and outputted through 
a single 8 bit tri-state I/O port, so that minimum load 
is presented to a microprocessor data bus. 

The DSD is configured on a Silicon Gate N-Channel MOS 
Depletion Load LSI chip contained in a 24 pin package to 
minimize device cost. 

This paper will discuss the flexible control features 
of the chip design, and applications of these features in 
secure data module implementations. 

2. Data Security Device Construction 

The Data Security Device was designed to provide the 
DES security function for many existing terminal, link and 
computer systems. Since a large number of these systems 
now utilize microcomputer devices for processing and for
matting of data, emphasis has been placed upon the ease of 
implementing security with the DSD chip in existing micro
processor hardware. Use of a single 5 volt power source, 
conventional clock sources, and minimum data bus loading 
are features of the DSD. 

3. DSD Architecture 

The Data Security Device appears to an MPU system as 
an Interface Adapter device. An illustrative example of 
such a system, with the encryption function added, is shown 
in figure 1. 
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Intern~l construction of the DSD is illustrated by 
t~e block ~1agram of figure 2. The device consists of a 
s1ngle 8 b1t Data Bus Buffer with tri-state operation 
th~ough Which. data may be entered into 64 bit Active ~r 
MaJor Key Reg1sters or a 64 bit Data Block Register. 
Output data from a Status Register or the Data Block 
Reg~~;er is also switched through the Data Bus Buffer. 
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h D t Sed~rity Device (DSD) At the ~us interfacebl; :em~r; locations to the MPU, 
appears as e1ght address~ . mode of the chip may be 
through which the operat1~~al d key or data written into 
~~!e~!~~~e~h!~ds~:~~sr:~~1f~~: the device. 

ration of the DSD is split As show~ in tabl: 1, the ~~eEnCrYPtion, (2) Data De-
into five maJor mo~es. f(~)tDaor Encrypted Key, (4) Data 
cryption, (3) Load1ng 0 a at These and additional 
Readout and (5) Statu~ Reta~o~y'three address input lines control modes are act1va e 
and a Read/Write input command. 

0146·4 

CONTROL ADDRESS OPERATIONAL MODE 

AO A1 I A2 R/W 

0 0 0 0 WRITE DATAI"C" KEY OPERATION 

1 0 1 0 ENCIPHER DATA 

* 0 0 1 0 DECIPHER DATA 

0 0 1 1 READ DATA 

1 0 0 1 READ STATUS 

* Instruction performed during eighth byte of Data 
Block entry. 

Table 1. 

MAJOR OPERATIONAL MODES 
OF DATA SECURITY DEVICE, 

., I ontrol operations Table 2 illustrate~ add1t~0~a m~ne the operational 
which initialize t~e ch1~ a~~it~n:rOf ciphered key appears 
key to be used. S1nce t e ontrol address present at 
as data to be processed, the c is used to determine 
the eighth byte of data ~IOCkne~!r~ade available for output 
whether the processedddd~ ~oc~he Active Key Register. (valid data) or loa e 1n 
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0146,$ 

CONTROL ADDRESS 
CONTROL MODE t--. 

AO A1 A2 R/W 

1 0 0 0 RESET IINITIALIZE 
0 1 0 1 ACTIVATE MAJOR KEY 
1 1 0 0 ACTIVATE PLAIN SECONDARY KEY 
1 1 1 0 DECIPHER SECONDARY KEY 
IJ 1 1 0 ENCIPHER SECONDARY KEY 

* Instruction performed during eighth byte of Key 
Bfock entry. 

Table 2. 

CONTROL MODES Of' DATA SECURITY DEVICE. 

Chip Initialization 

A RESET signal input to the DSD is used to initialize 
the internal contrc)l logic, status flags, and counters. 
The RESET function should be coupled with the system power 
on reset to provide orderly system initialization and also 
may be used as a master reset to the chip during system operation. 

Reinitialization may also be performed under softWare 
control by a write command under address control AO = 1, 
Ai = 0, A2 = 0, R/W = 0. 

5. Key Operations 

Two key registers in the DSD allow storage of a Major 
Key while processing data with an Active Key. Both key 
registers are loaded through the data bus port, with com
mand addressing dependent on the form and destination of the key. 

The prime or master key is entered into the Major Key 
register and simultaneously checked for parity error anrj 
loaded into the Active Key Register. During algorithm 
operation, the DSD continually performs parity checking 
on the contents of the Active Key Register. 

A secondary key may be loaded into the Active Key 
Register in plain or ciphered form. If the secondary key 
load command shows a cipher key operation, the DSD will 
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, th resent Active Key. The DSD must process t~e key uS1n
g

l ~ ~ ith either Major Key or another 
have prev10usly been oa e '~hm rocessing the DSD trans-
Secondary Ke~. Af~e~ ~~~~~;y Ke~ to Activ~ Key Register 
fers the de~1phere, e hould the Secondary Key contain 
while check1ng par~.ty. Sible with down line loaded data, 
parity errors, as 1S poss, rna be performed using a 
a repeat cipher key oper~t10necO~dary Key or transfer oper
Major Key transfer. DUfrt1~g ~aJ'or Key Register are preserved. ations, the contents 0 e 

6. Enciphering of Data 

" ess to take place a key, major For 'the enc1pher1ng ~roc in the Active Key Register. 
or secondary, mu~t be res~de~t in eight eight-bit bytes 
Data is written 1nto ihe T~:1~~rst seven bytes are written 
under software contro . ontrol AO = 0 Ai = 0, 
into the device under a~d~~~Sb~te is written'under address 
A2 = 0, R/w = O. T~e e1g = 1 R/w = O. After the eighth 
control AO = 1, ~1 - 0, A2 "n of the Data block auto
byte has been wr1ttent"el~c~Phe~~egkey stored in the Active matically commences u 1 1z1ng 
Key Register. 

, 1 ·'th is initiated, the key is As the enc~pher1ng a g~~~h ~f detected, sets the Key 
checked for par1ty error, ~ rnal action other than a read 
Parity Error flag. Any ex e1 -0 A2 = 0 R/w = 1) during t t (AO = 1 A -, , request of s a us , 'II be ignored by the the actual enciphering process W1 
device. 

of the enciphering process, the At the completion f om the device under software 
enciphered data may betr:a~ ~ications, e.g., cipher feed
control. F~r so~e sys ee d~~irable to enter a new block 
back operat10n, 1t m~y b t the total block previously 
of data without read1ng oU

i 
t without total readout is enciphered. Input of new (a a .. 

therefore not precluded by the DSD. 

7. Deciphering of Data 

, , f data is operationally The process of,dec1~her1~~c~ss with the exception that 
the same as the enc1pher~ng Pitten into the device under 
the eighth byte of data 1~ :ro A2 = 1, R/w = O. address control AO = 0, A , 

Reading of Data and Status 8. 

th d 'ce in eight-bit bytes Data may be read from e e~10 A2 = 1 R/w = 1. d ontrol AO = 0, Ai -, , , "'11 under ad ress c the device is 'busy W1 Any attempt to read data while 
be ignored. 
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Two device s ta tus bi ts are provided which can. be read 
from the deVice under softWare control (AO = 1, Ai = 0, 
A2 = 0, R/W = 1). Key Parity Error (PE) appears on bus 
data line DO, and Device Busy appears on bus data line Dl. 
D2 through D7 are held to logic 0 during a read of status. 
PE and BUSY are also provided in complement form as "open 
drain" discrete outputs from the device as IRQA and IRQB 
for Use as interrupt requests and/or status display. 

9. Device Operating Configurations 

The DSD is packaged in a 24 pin Dual In-Line package. 
In addition to Data, Address and Status Interrupt pins, six 
pins are used for Chip Enable and five Chip Select lines, 
so that several DSD's may be operated under the control of 
one microprocessor. A free-running 2 MHz clock synchro
nizes the DSD with MPU configurations; for M6800 configura
tions, the MC 6871 or MC 6875 clock generator provides 
1 MHz system clock to the MPU and 2 MHz to the DSD. Under 
this configuration, a block processing time of 160 micro
seconds, and typical input/output of 120 microseconds yield 
a maximum data encryption rate of approximately 230 Kb/s. 
DSD operating power dissipation averages 450 milliwatts in this configuration. 

Figure 3 shows a typical system application of the 
DSD/MPU configuration operating in the Cipher Feedback 
(CFB) Mode. A Peripheral Interface Adapter is used to 
input unciphered data and output Cipher data on a byte
bY-byte basis. The configuration makes Use of the MPU's 
exclusive OR instruction and the DSD's encrypt and decrypt 
capability on consecutive operations. Each character or 
byte of data is encipbered by exclusive DRing with a byte 
of the last encrypted ulock from the DSD. The DSD then 
decrypts the cipher block to recover the previous enciphered 
data block and updates this block with the new enciphered 
data byte. Because approximately 400 microseconds are 
required for each character processed, the data rate in CFB 
is slowed to 20 Kb/s. A minor modification to the DSD chip 
address logic is required to perform CFB operation inaccor
dance with NBS Guidelines. However, it may be desirable to 
allow room for differing versions of CFB to reduce the bit 
error extension difficulties anticipated for some communications links, 
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PERIPHERAL I'v---(L==:.J 
~:::::::~ INTERFACE ~I : __ ...... 

.-~~-, ~A=DA=P~T~ER~~B~L~,AB~ 

CiPHER FEEDBACK MODE OPERATION 

PIA 
CYCLE MPU DSD A B 

1 FETCH DATA ENCRYPT LAST BLOCK - READ DATA 

2 FETCH CIPHER READ CIPHER BYTE - SENSEDAT'A 

3 COMPUTE DATA DECRYPT BLOCK - STORE DATA 
<±> CIPHER 

4 READ D <±> C UPDATE BLOCK WRITE -
WITH D <±> C D <±> C 
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Figure 3 
DATA SECURITY DEVICE SYSTEM 

APPLlC.ATION WITH CIPHER FEEDBACK OPERATION 

The block diagram of a versatile unit for data 
encryption is shown in figure 4. The unit is configured 
as a plug in Security Module for the M6800 EXORciser Micro
computer development system. A 9" by 6" board containing 
the DSD, Address and Data Bus buffering allows the M6800 
Security Module to adapt the EXORciser to a secure data 
terminal. Optional Erasable Read Only Memory in the module 
can be addressed to load selected encryption keys into the 
DSD. The Module can be programmed to operate in the Block 
or CFB cipher mode to provide the EXORciser capability for 
use as a flexible secure data terminal. 

. '1 ! 

1/)2 
R/W 

RESET 
VUA 
IRQ 
1/)2' 

EN 
R/W 

CONTROL~R~ _________________ ~ 
BUFFER ~~=-_______________ :..:I 

~..l:B~l.:U~SY.!........ _____________ -IEi'tiSY 

1/)2' 
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10. Conclusion 

The Data Security Device, an LSI implementation of the 
~ata Encryption Standard, provides a flexible means of 
~ncorporating data security into microprocessor based ter
minals,and minicomputer systems. Design features which make 
the.ch~p appear as an additional member of a microcomputer 
fam~~y allows economical hardware and software solutions to 
grow~ng computer security needs. 
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APPENDIX 

Question and Answer Session 

d' ·t The following questions were submitte ln ~r~r~d 
ing during the conference. The.answ~r~ wereu~rthe 
by either the speaker, the seSS10n c alrman 
editor. 

To Scott Taylor, Collins of Rockwell International 
Question: 

ld d ease at the same time that the 
Did you say that the cost W?u LSle~~~h-0109Y so that we get a factor 
speed and densi ty increase 1 n . \..,11' • ? 
of 1000 improvement over the next flve years. 

Answer: 
. . ne of the parameters but you canno~ 

No. You can optlmlze on any 0 time so that you will get thlS 
optimize on all of them at the sa~e. in the next five years. The 
high a !actor of imp~olvledd LSI de~fp~~l~~~{ever factor is being optimized 
actual lmprovement ~1 . ~pen 
and the cost of optlmlzatl0n. 

Question: 

copy Of the document referenced by Mr. McDonnell 
How does one obtain a 
on EFT security? 

Answer: 

Na 7'1'onal Commission on Electronic Funds Transfer, 
By writing to the ~ 
Washington, D. C. 20429 

M Datotek, Incorporated Question: To Barrie organ, 

1 characters in the cipher text of a DES 
How do YOIl suppress contro 
devi ce? 

Answer: 
f bidden characters depends on 

The a 1 ~or'ithm use~s~~ I s ~~~r~~~DI ~r each requ; re different forms 
set beln~ used. a look-up table can be used. 
suppression. In some cases, 
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Question: 

Whom may I contact to obtain more information on DES protocols in 
communications applications? 

Answer: 

There are two sources: Dr. Dennis K. Branstad of NBS, phone number 
301-921-3861; and Mr. Ed Stephan, GSA, phone number 202-566-1180. 

Question: 

Would NBS please reconcile the fact that an encryption algorithm 
capable of being implemented in either hardware or software is 
needed, but that the DES is only to be implemented in hardware? 

Answer: 

The DES is only to be implemented in hardware, i.e., electronic de
vices with read-only memory, micro-programs or in dedicated micro
processors. The DES can be validated easily in these forms and 
is very difficult to be modified by unauthorized people. Soft
ware may be used to interface the DES device to its application. 
Software algorithms were not considered in our solicitation or 
our evaluation for these reasons. 

Question: To Barrie Morgan, Datotek, Incorporated 

If messages consist of digits only (typical of EFT transaction data), 
is the security provided by DES compromised by enciphering only the least 
significant bits of an 8-bit code? 

P,nswer: 

To the best of our knowledge, the security provided by the DES will not 
be compromised if only the least significant bits of the data code are 
enciphered. This technique may be used to assure that control characters 
do not appear ~n the cipher stream. 

Quest'ion: To Stephen Walker, ARPA 

In a packet oriented system, such as HOLe, how can encrypted data be 
routed? 

Answer: 

End-to-end encryption techniques, applied in packet-switched networks, 
require that one encrypt the data only. The headers and control 
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, 'the clear If the address information information must be ~ransmltte~,ln must be u~ed also between the switches. is sensitive, then llnk encryp lon 

To Scott Taylor, Collins of Rockwell International Question: 

What is the overall effective speed in the Collins implementation 
DES? 

Answer: 

of the 

On the Collins chip, input, output and processing are all 
1.6 megabits. l'n order to achieve this high throughput. done in parallel 

Question: To Kris Rallapalli, Fairchild Semi-Conductor 

What is the approximate cost of the Fairchild four-chip 

Answer: 

The estimated price at ~his time is $200.00. 

Question: 

DES device? 

What interest has the Government expressed in implementing the DES in 
military cryptographic equipment? 

Answer: 

in military applications. This is The DES was not designed for use 
clearly stated in FIPS PUB 46. 

Question: 

, , P l' C'rcular 15 significantly The Office of Telecommunlcatlo~~ °tlC~ro~ect privacy in data communi-
downplayed the ~eed for e~ct~yp l~nNB~ in response to this question? cations. What 1S the POSl lon 0 

Answer: 

l' 'tl require encryption. This The Privacy Act of 1974 do~s no~ e~~V~~lofYprotection be provided for 
law does require that an a equa e, t Circular 15, as drafted 
sensitive data in high threat ~nvlronme~ ~~ta handled within the Govern
by OTP, simply states that mos ~erson~ts It does not say that enment does not exist in these enVlronme • 
crypti on cannot be used. 
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Question: To Kris Rallapalli, Fairchild Semi-Conductor 

How would a DES device encrypt a file on a storage unit such as a mag
netic tape so that it is "different" from a similar file on the same unit? 
Answer: 

Encr~Pted data is not inherently different from unencrypted data. The 
DES ~s totally transparent to data codes and likewise protects all 
Possl~le data codes. Therefore, a data file must be marked in some way 
as bel ng encrypted. In additi on, the cryptographi c protectf on of stored 
data requires a different approach from that of communications. First 
of all, the encryption key used to protect the data must itself be 
stored and protected as long as the data is to be 'retained for later 
use. The key used to encrypt the data must in some way be associated 
with that file. Methods for achieving this are being developed. 

Qyestion: To Keith Warble, Motorola 

What is the cost of the M6800 security module that he presented? 
Answer: 

Our estimated cost for the security module including a DES chip and 
related interface devices on a 6" x 9" card is $495.00, and will be 
available some time in mid 1977. (Editor's Note: Motorola has announced 
an M6800 Data Security Module for $475. and an Intel 8080 Data Security Module for $495.) 

Question: To Barrie Morgan, Datotek, Incorporated 

Why not process the enCiphered data and send the ETX (end of text) in 
the clear so that single bit errors would be far less likely to disrupt communications? 

Answer: 

That is the normal procedure. In ASCII the control characters are 
passed u~encfphered and all control characters which happen to occur 
ln the clpher stream are flagged to prevent their being interpreted as control characters. 

QUestion: To Clark Weissman, System Development Corporation 

How are automated key management keys protected? 
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Answer: 

, 1 ctronically transmitted must be encrypted under a key ~h~~Yh~~a~e:!reb~en transmitted through the electronic network. 

Question: 

Is the DES under export control? 

. Answer: 

h' 'nt is controlled under Code of 
The export of a~l crY22p~oglr2af_~~8equ~h~eOffice of Munitions Control of the 
Federal RegulatlOns, . '1 t' It is ex-
United States State DePl~rtment ennfO~~e~bi~~~e~ef~ :x~~~t DES devices. pected, however, that lcenses ca 

Question: To Carl Campbell, Interbank Card Association 

Wh t impact wi 11 the DES have on communi cati ?ns ,networks, 
ne~work management and compatibility with eXlstlng common 
networks? 

Answer: 

i . e. , 
carrier 

The DES can and should be im~lement~d so th~t i~ti~nt~~~s~:~~~~kt~t_ 
network management and,has l~ttl~, ~~uf~y~o~mb: affected by the DES 
self. The common carrler ne wor s l' ible effect will 
if it is implemented and used prop~rly: Onl~ a ~eg If 'y If there 
be apparent to users if the communl~at~~~~s l~~~elSt~~ i~~~~t'Of using 
are many ~atural e.rr~rs o~ a co~~~n~~~ will multiply single bit errors, 
~~~a~~; ~~l~ ~~cf~~aO~r64~~eH~wever, error detection protocols should 
minimize any effect of this phenomenon. 

Question: To Keith Warble, Motorola 

Is a preliminary specification sheet available for the Motorola 
Data Security Module? 

Answer: 

A co y of the preliminary specs can be obtained by writing to 
Mr. gurreli Hillis, Motorola, G.E.D., 8201 East McDowell Road, 
Scottsdale, Arizona 85252. 
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guestion: To Clark Weissman, System Development Corporation 

How do the DES and CRC (cyclic redundancy check) complement each other 
to prevent fraudulent modification of messages in a packet? 
Answer: 

The CRC error detection code or any similar polynomial code may be used 
in conjunction with the DES to provide message authentication. The 
error detection code should be generated on the plain message, then en
crypted along with the message and the resulting Cipher transmitted. 
The receiver should decipher the message, compute the error detection 
code from the received data and compare it with the error detection code 
transmitted with the data. This schema will ensure that a message can
not be modified even by an authorized person, without being detected by the receiver" 

To prevent a "record and replay" threat from being used, a message 
sequence number must be generated, encrypted and transmitted with 
a message. The receiver must then verify that no messages have been 
lost, inserted or retransmitted. 

Question: 

Isn't there a problem with encrypting data for storage and not being able to read it later? 

Answer: 

If encryption is used to protect valuable data in 
must be used to assure that it has been encrypted 
stored, and then that it is also stored properly. 
are possible: 

storage, some method 
properly before it is 
Several alternatives 

1. An independent device may be used to read the storage 
medium to assure that it has been written properly. 

2. An independent device may be used to write a second 
copy which is then compared with the first. 

3. In many data storage applications, the DES device 
may be completely duplicated and the results of the 
two independent devices compared before the data is 
written. 

Question: To Robert Courtney, International Business Machines 

Given a data storage environment, e.g., tape library or a shared 
disk system with combinations ,of both sensitive and non-sensitive 
data files, would you recommend protection of the sensitive data by 
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anonymity, i.e., not labeling it a~ bei~a.~ensi~iye, or.physically 
labeling the sensitive data and uS1ng r1g1d adm1n1strat1ve pro
cedures for protecting the sensitive data? 

Answer: 

Sensitivity is a "degree-to-which" sort of thing. It is rarely a 
simple binary variable. If you have relat!vely few sens~tiye tap~s 
or disk packs which can reasonably be put 1n a vault, th1S 1S tYP1-
cally adequate given that the physical security is good. In general, 
3ensitive data should be labeled as such and be given adequate pro
tection. Security through anonymity generally is only adequate in a 
benign environment. In nearly all cases such as you. describe, ?ne 
should also examine the threats to the data from acc1dental or In
tentional modification and destruction. One usually finds that all 
stored data should be protected against these threats becaus~ th~ . 
organ'ization (company, agency) is often dependent on the avallab1l1ty 
of the data. 

Question: 

To what extent has NSA participated in the DES development? 

Answer: 

IBM developed the algorithm as published in the DES and submitted it 
to NBS during its public solicitations. NBS requested NSA to evalu
ate the algorithm for use in unclas~ified applicatio~s in ~he ~ederal 
Government. IBM designed the algorlthm and NBS publlshed lt wlthout 
any change. 

Question: 

What procedure will be followed and what criteria must be met in order 
for a waiver to be granted for a DES implementation in software? 

Answer: 

As stated in FIPS PUB 46, the DES 'j s to be used by Federal agenci es 
when encryption is desired and when the data to be protected ~s un
classified. The standard requires implementatiQn of the DES ln hard
ware for Federal usage. Software implementations in general purpose 
computers are not considered as complying with the standard: . Federal 
agencies may waive the provisions of the DES ~fter th~ condltl0ns and 
justifications for the waiver have been coordlnated wlth NBS. Software 
implementations for operational use must receive a waiver. However, 
software implementations for testing or evaluation do not require a 
waiver. The criteria to be considered when waiving the provisions of 
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the 'DES include the intended use of DES, how often it will be used, 
the impact on the system of a software implementation and the secur'ity 
required in the application. 

Question: 

The GSA recently responded to an agency's request to implement a secure 
telecommunications system to meet mandated confidentiality requirements 
by indicating that the Communications Act of 1934 outlawed interception 
and misuse of communications. GSA indicated that communications secur
ity for civilian agencies was therefore not needed. How should you in
terpret this in light of today's conference? 

Answer: 

The Communications Act of 1934 made the aural interception of communi~ 
cations illegal. A Federal Communications Commission investigation over 
the last several years has addressed the issue of interception of 
digital communications; the common interpretation is that the inter
ception of digital communications does not violate the 1934 law. In
cidentally, just making an act illegal does not necessarily stop it from 
occurring. 

Question: To Clark Weissman, System Development Corporation 

Doesn't the network security center approach to computer network secur
ity have a problem if an 'intruder gets the key used to protect future 
keys to be distributed within the network? 

Answer: 

If an intruder does obtain the device key used to distribute a working 
key to the device, it is obvious that the intruder can obtain all such 
working K~yS. Therefore, the device key must be given a very high level 
of protection and be changed on a regular basis, as well as whenever a 
security breach is suspected. The distribution and entry of device keys 
should be done by manual methods and the process must be protected. 

Question: 

In what time-frame is it expected that there will be sufficient demand 
for data encryption in commercial timesharing networks offering 
services to the Federal Government to warrant implementation? 

Answer: 

Data encryption will probably be requested as a feature in a time
sharing service for the Federal Government in two to five years • 
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Question: To Clark Weissman, System Development Corporation 

What are the disadvantages of a network security center (NSC) for key 
generation and distribution? 

Answer: 

None has been built to date but the cost of an NSC will probably be high 
initially. There will be some overhead associated with the distribution 
of keys in the network. The security of an NSC must be very high. 
Maintenance of the data base of authorized users, terminals and computers, 
as well as their associated keys will be difficult and therefore costly. 
In addition, the normal costs of data base maintenance will be incurred 
at the NSC. 

Question: 

A recent paper by Professor Hellman of Stanford U~iversity has. 
criticized the DES from various aspects. In partlcular, he clalms 
that a characteristic of the DES can be used to cut the search time 
for an unknown key by 50% under a partially chosen plaintext attack. 
He also claims that the substitution tables are "fairly close to 
linear", that S-4 is 75% redundant and that the algorithm may con
tain a trap door. How were the substitution tables developed, are 
they truly random or do they have specific structure? 

Answer: 

The DES algorithm was reviewed by experts in encryption, including 
Professor Hellman, at a workshop held at NBS in September 1976. 
The characteristic of the algorithm identified by Professor Hellman 
is well known and can be used for various purposes. In particular, 
the characteristic is that if all of the inputs to the algorithm 
are complemented, the output is complemented. The chosen plain-
text attack requires that a penetrator be able to collect not only 
matching plain and encrypted data, but also be able to collect 
matched plain and encrypted data that is the complement ?f the 
first data. This is not always possible. If an exhaustlve 
search is made to find an unknown key, all of the possible keys 
must be potentially tested, but only half, namely 36 quadrillion, 
of the actual encryption operations must be performed. In actual 
work factor, the reduction is less than 50%. The characteristic is 
useful to implementors in that the encryption complementing device? may 
be easily tested during operation by simply complem:nting all of ~ts 
inputs and being sure that the results of an encryptlon or decryptlon 
operation are also complemented. 

The results of Professor Hellman's work show that the S boxes were not 
linear. No one at the September workshop could demonstrate the ex
istence of a "trap door" in the DES algorithm. The designer of the 
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?lgorithm stated that the SUbstitution tables are not random, that they 
lndee? have,str~cture based on a selected set of necessary and sufficient 
sec~rl~y crlterla, and that a set was chosen to particularly minimize 
then lmplementation in LSI technology. 

Questi on: 

Technic?l ~uEstion~ on the follo~ing subjects were also posed: cost of 
DES devlce, me~n t~me between fal1ure; delay imposed on communication 
system; reductlon ln data transfer rate; increase in transmission errors' 
test method for devices? ' 

Answer: 

The answers to. thes~ ques ti ons wi 11 vary with many factors. The cost of 
an LSI DES devlce Wl~l depend on market volume, the technology used, 
th~ speed of the devlce and the yield of its products. Typical purchase 
p~lces may ra~ge from $50-$200 per LSI chip. When imbedded in a ter
~lnal, the p~lce may range from 5-15% of the cost of the terminal. When 
$lm

Plemented ln a stand-alone encryption unit, the pY'ice will range from 
1500-$4000. 

Mean time between failure for most encryption units will be measured in 
years .. De~ay in communications will be measured in micro-seconds and 
reductl0n ln ?ata transfer rate will be negligible, and will often be used 
to ~ete~t accldental errors or intentional errors induced in the com
munlcatlon system. 

The devices will be tested in various ways. Redundant DES devices may be 
used and output compared before encrypted data can be transmitted or 
stored. The complementary characteristic of the algorithm can be used 
to test an operational d~vi~e. Loop-back tests can be used. Known test 
patterns can be used perlodlcally. Independent devices can and should 
be ~sed bef?re critical data is stored in encrypted form for a long 
penod of tlme. 
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the basic technology underlying sland,lrdization. Also in
cluded from time to time are survey articles on topics closely 
related to the BlII'eau's technical and scientific programs. As 
a special service to subscribers each issue contains complete 
citations to all recent NBS publications in NRS and non
NBS media. IsslIed six times a year. Annual subscription: 
domestic $17.00; foreign $21.25. Single copy, $3.00 domestic; 
$3.75 foreign. 
Note: The Journal was formerly published in two sections: 
Section A "Physics and Chemistry" and Section B "Mathe
matica! Sciences." 
DIMENSIONS/NBS 
This monthly magazine is pUblished tu inform scientists, 
engineers, businessmen, industry, teachers, students, and 
consumers of the latest advances in science and technology, 
with primary emphasis on the work at NBS. The magazine 
highlights and review~ such issues as energy re~carch, fire 
protection, building technology, metric conversion, pollution 
ab:ltemcnt, health and safety, and consumer product per
formance. In addition, it reports the results of Bureau pro
grams in measurement standurds and techniques, properties 
ot matter and materials, engineering 1>tandards and service~, 
instrumentation, and automatic data processing. 

Annual subscription: Domestic, $12.50; Foreign $15.65. 

NON PERIODICALS 
Monographs-Major contributions to the technical liter
ature on various subjects relateci to the Bureau's scientific 
and technical activities. 
Handbooks-Rccommended codes of engineering and indus
trial practice (including safety codes) developed in coopera
tion with interested industries, professional organizations, 
and regulatory bodies. 
Spedal Publicutions-Include proceedings of conferences 
sponsored by NBS, NBS annual reports, and other special 
publications appropriate to this gl'ouping such as wall charts, 
pocket cards, and bibliographies. 
Applietl Muthcmatics Series-Mathematical tabl.::s, man
uals, and studies of special interest to physicists, engineers, 
chemists, biologists, mathematicians, computer programmers, 
and others engaged in scientific and technical work. 
National Standard Reference Data Series-Provides quanti
tative data on the physical and chemical properties of 
materials, compiled from the world's literature and critically 
evaluated. Developed under a world-wide program co
ordinated by NBS. Program under authority of National 
Standard Data Act (public Law 90-396), 

NOTE: At present the principal publication outlet for these 
data is the Journal of Physical and Chemical Reference 
Data (JPC'RD) published quarterly for NBS by the Ameri
can Chemical Society (ACS) lind the American Institute of 
Physics (AlP). Subscriptions, reprints, and supplements 
available from ACS, 1155 Sixteenth St. N.W., Wash., D.C. 
20056. 
Building Science Series-Disseminates technical information 
developed at the Bureau on building materials, components, 
systems, and whole structures. The series presents research 
results, test methods, and performance criteria related to the 
structural and environmental functions and the durability 
and safety characteristics of building elements and systems. 
Techni<:al Notes-Studies or reports which arc complete in 
themselves but restrictive in their treatment of a subject. 
Analogous to monographs but not so comprehensive in 
scope or definitive in treatment of the subject area. Often 
serve as a vehicle for final reports of work performed at 
NBS under the sponsorship of other government agencies. 
Voluntary Product StandardS-Developed under procedures 
published by the Department of Commerce in Part 10, 
Title 15, of the Code of Federal Regulations. The purpose 
of the standards is to establish nationally recognized require
ments for products, and to provide all concerned interests 
with a basis for common undelstanding of the characteristics 
of the prodUcts. NBS administers this program as a supple
me;,! to the activities of the private sector stand".rdizing 
organizations. . 
Consumer Information Series:-Practical information, based 
on NBS research lind experience, covering areas of interest 
to the consumer. Easily understandable language and 
illustrations provide useful background knowledge for shop
ping in today's technological marketplace. 
Order above NBS pllblications from: SlIperillfendent of 
Docl/ments, GOI'erllmellt Printing Off/ce, Washington, D.C. 
20402. 
Order following NBS puvlications-NBSIR's and FIPS from 
the National Tee/mica! [II/ormation Services, Springfield, 
Va. 22161. 
Federal Infonnation l'cOI:essing Standards Publications 
(FIPS PUB}-Publications in this series collectively consti
tute the Federal Information Processing Standards Register. 
Register serves as the official source of information in the 
Federal Government regarding standards issued by NBS 
pursuant to the Federal Property and Administrative Serv
iClls Act of 1949 as amended, Public Law 89-306 (79 Stat. 
112l) and as implemented by Executive Order 11717 
(38 FR 12315, dated May 11, 1973) and Part 6 of Title 15 
CFR (Code of Federal Regulations). 
NBS Interagency Reports (NBSIR)-A special series of 
interim or final reports on work performed by NBS for 
outside sponsors (both government and non-government). 
In general, initial distribution is handled by the sponsor; 
public distribution is by the National Technical Information 
Services (Springfield, Va. 22161) in paper copy or microfiche 
form. 

BIBLIOGRAPHiC SUBSCRI)PTION SERVICES 

The following c-.::,:,ent-awareness and literature-survey bibli· 
ogrullhies are issued periodically by the Bureau: 
Cryogenic Data Center Current Awareness Serl'ice. A litera

ture survey issued biweekly. Annual subscription: Domes
tic, $25.00; Foreign, $30.00. 

Liquified Natural Gas. A literature survey issued quarterly. 
Annual subscription: $20.00. 

Supcrconducting Devices and Materials. A literature survey 

issued quarterly. Annual subscription: $30.00. Send subscrip

tion orders and remittances for the preceding bibliographic 

services to National Bureau of Standards, Cryogenic Data 

Center (275.02) Boulder, Colorado 80302. 
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