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INTRODUCTION 

Systems standards, by definition, apply to the entire realm of 

c'['iminal just;Lce activities, from law enforcement through corrections. 

They are concerned with agencies' operations and interrelationships, 

especially with regard ,to the collection and use of information. 

Standards in this area are vital because t'he criminal justice "system" 
{ J; 

is loosely constructed with no single agency traditionally responsible 

for uniformity or inter-agencyc9mmullications. 

T'ne Statistical Analysis Center was established to provide a 

coordinating influence a~?ng criminal justice agencies in South 
" 

Dakota. Moreover, the initial thrust was toward data systems. For 

these reasons, and Deca~se of their e~~ertise, the Advisory Committee 

to the Stati.stical Analysis Center served as the Systems Task Force. 

, /:~=~\ c' 

The systems stanaa'rds were formuiated as part of a la,rger effort, 

the South DakotCl Criminal Justice Standards and Goals Project. A 

companton volume, Criminal Justice Standards & Goals for South Dakota, 

1;ocuses on the separate components of police, courts, correcti~ir§, 

community crime prevention, and reservations. All task forces met 

numerous times during 1975 and 1976, with resea,rch staff support, to 

adopt standards appropriate for South Dakota. 

The Systems Task "orce rel:ted extensively upon a publication 

of the, National Advisory Commisslon on Criminal Justice Standards 

and Goals, entitled Criminal Justice Syste~ • Where part or all of 

",'1 

I 

I 
, 
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a standard was deem.ed valid ~for sou~h D~kota,"the same or similar 

wording was used; where the connnentary adequately 
, . 

o 

committee's views, it was tak7n direct~~, in full 

expresped the 
" 

!~ /\,. I, )) 

or in parot, Lrom 

the national publication. Both refie~t ~ompromises dictacted by th~ 
~ v 

• Q 

b'lentC! and ~~eed;.' The implementation sections state' sspecial pro...,." " " 0 " tJ 

«;,0 

were specifically m.:itten for and tailored to South Dakota. 
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.1URISDIC.TIONAL RESPONSIB I~ITY,' 
o 

, " 

standard 1. 1 Coordination of Infor.mation Systems DeveZopmento 
" () ." 

'South Dakota shouZd create:' an organizational- structure for coordi
nating the devel-opment of information systems and for making ma:x:iTl'tU.'7I 
use of coUec-ted data in suppotat of crim'i'J'zaZ justiae management by taking 
the foZZowing steps: 9 

1: ~stab7..isi'/, a cnminat justice int,or.mation pZanning and anaZysis 
'unit'that wiZZ coordinate the development of an integrated network 
, orinfomation systems in the State,):J.nd"wiU satisfy infor.mation 

o needs of management decisionmaking for state :Iand ~ocaZ criminaZ 
juB'tioe agencies d~weU as satisfying estabUshed FederaZ require-
~~n'(;s fo~ i.nfor.mation. . . 1\ ',' 

2. WhiZe making provisions for" continuaZ review and refinement., 
prepare a master pZan for the deveZopmtimt of an integrated net
wo~k ofcrimina.7, jU$tice information systems tinaZuding the pro
dudtion of ' data needed for stati~,ticaZ purposes) speaifyingor-

, ganizgt~onaZ roZes"and timetabZes. ' 
. :;,:) 

'S. 'Provide technicaZ assistana? and training to aU jurisdiction 
ZeveZs~and agef;}aies in cJatar;.otZect'iron methods., system (jona~J!P 

.. deveZopme1'zt., and zoeZated are~>. " 
() 

~. , A,r'ra1};(1eC' fo~ . sys.tem aufli t. and inspectio~ to insure . the main-
tenance, of max1.-1ml1n quaZ't:ty 'Z·n each oper~t1,ng system. tP ,,' 

,:5 l} ,,0 

, Commentary 
o 

(;'1 Ij' "I ,I (:;J 

'The emergenc~ of ~omputerized criminal justice information systems has (; 
occgrr'ed in many states without serious. attention be;i.ng given to the interre
:!..adonships between these systems'~ Neither have clear' definitions of appropriate 
orole~ w:i.thin'these' systems bean formul~ted. This has. resulted in substantial 
losses due to' incompatible systems., and unneeded duplication~ of' effort and 

;, Q ') money. " 
A separate t!init, sufficiently "removed from the d§ly-to-day operating ftlnctio:Q.s 

,of other agencies, ,is required to combat this lack of organization. This unit ;,;' 
must not only fillr,,,the gap in planning which presently exists but it must aJ,{3o 
mak~ usedo£ the criminal justice statistics which are the product of such .f!i.)~ystem. 

state and local agencies cannotb~e expected to implement 'this system, 'Without 
some form of technical assistance and training. Such assistance must "be available 

l72»to insure that the quality of data is maintained and that information systems 
-'-.....:.Jare properlYoimplemented." c. 1\.7) 

0;\\' )} 

Implementation 
,:~) , 

A~ Agencies Involved: '" 0 

"All criminalj ustice agenciesma.in taining~ colJ,ec ting, 
exercising control over criminal justice iI\formatioh 

State Criminal Justice Conlnu.ssion 
Cri1llinal Justice Statistical Analysis Cen'ter (SAC) 

o . 

3 

or in some manner 

Q 

- \ 

'I 

, 

l 



~', 
, f 

B."Administrative Actions: of force""to 
While statutory authority would lend the proper amount 

guaranta~ing continued existence of th: SAC~ ~ well-supervised series of 
ad'llinistrative decisions could accompll.sh s1.1lll.1ar ends., ,;\ '., 

C. Funding: I', 'bility for funding\the SAC, \the 

Law Enfo~~:~;n~h:S:~:~:n~:nA:~~~:t~:~i~:~~hOUld be encouraged~~? provide such 

funding as;.may be necessary. c 

State Rote .. in eriminat ~us, tice Informat~on a~ Statistics Stand.ard 1.2· 

Where feasibte and appropriate~ South Dakota s~outd es~aqt~sh a oriminaZ 
justice infor.mation'system that provides the, fottow~ng serv~ces. 

1. On-tine fites futfi~ti~g a ~ommon ~e~d of att 
inc Zuding wanted. personsJ-{fe tony and Tftl,sdemeanor) 
items; 

criminat justic~ agencies, 
and identtfiabte stoten 

" 2. Co uterized criminal history fi~es. ~ox: persons arrested for an ~~IC
quatiftedo!fense, with on-line a'Ya~lab~t~t'1i of a~ teast,o a swruna~<l 
criminaZ activit':d and curpent status of offenders., ,! 

c:J 

h · ~ and driver files~ if computerized 
5. Access by computer interface to ve ~cve 
and maintained separately by another state agency; 

~, 

4. A high-speed interface with.NCIC (NationaZ crime !nfor.mation Center)~ 
providing access to aZZ NCIC f~Zes; ;co 

. . . d' andter.minaZs foY' providing 
5. All ntec~ssaz;yutsee:esc0":::h~~a;;yo~~mpm:t~~_to_computer inte;'face or direct 
access 0 voca'L~. J. ~ 

terminaZ aC(Jess; 

60 The computerize~ switc~ing of agPrncy-to-agendYfmessa~~i}~~da!!e~:~~~~ate 
users and routing (format~ng) of messages to an rom q , 
in other States; 

.. . . and re orting of Unifo1!m Crime Reports (UCR) 
7. The coZZect~onj Dprocess~ng~ . . ~he State with report generatiop Jor' 
fpom aZZ 'law enforcement ageYl;c~es ~n priate State agencies~ and contributors; 
the l!edera'l Gove~ent agen(J~es ~ appro 

8 ·I:n~~~u~tionwith criminaZ.history fites., the CO'l~?ctionf.~qpdd stobrageed ~\. 
. .... ..... ...,.,. ..' . ~ t t upport 0 J en er- as ' 

of addi tiona" data e tements and other'. J ea ures 0 s. IJ 

transaction· statistics; ., ,,,,-~ 
(' 0 

d . dating of data to a natiorzaJ index. of cri.minaZ') offe'Y?de:rs as 
9. EntrY an up, . . t H' t f~te' and envisi'oned in the N.CIC' Comput'?-?ri-zed C1!~m~na ~s ory .~ . 

. d· t' t tistics <;0 the l!ederat Government. 
10;' Repo%'~i?i:pg offender-base transac ~on sa. . . 

Commentary 

o A 
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be established, and .. it gives South Dakota the role' of developing computerized 
criminal histories and an Offender-Based Transaction Statistics·(OBTS) system. 

Besides calli~g on South Dakota to ini~iate new programs at the State levei~ 
Standard 1. 2 t:el1U~ists the Sta~j to take the initiative of making sure.,/hat 
UCR reports are collected and forwarded to the FBI. " 

Implementation 

A~,Agencies Involved: 
Office of'Criminal Investigation 
Highway Patrol 

,; Central Data Processing 
B. Legislation: 

Budget Appropriations must be promulgateq, by the agen.cies involved. 
C. Administrative Actions: 

Coordination and implemeritationagreements must be fashioned. 
D. Fu~ding : I) 

ThQ So.uth Dakota Legislature and LEAA would be the primary funders. 

Stand.ard 1.5 Loaa'l ~"riminal, Justice Info1!mation Systems 
,,\ 

Every 'local,ityin South Dakota shoul,d be serviced by a 'local, criminal, justice 
infoTmatfon system which supports the needs of criminal, justice agencies. 

If 

1. The LocaZ C1!iminat Justice Information System (LCJIS) shoul,d cont_ain 
info1!mat;ion concerning 'everry person arres.ted within that ZocaZity from the 
time of anest until, no further criminal, justice transactions can be 

'expected within the tocaUty concerning that arrest. . 

2., The LCJIS shouZd contain a record of every Zocal, agen(JY transaction per
taining to a criminal, offense concerning such persons~ the reason fop the 
transaction~ and the pesuU of each such transaction. A transact;ionis 
defined as a for.maZ and pubZic activity of a driminal justice agency~ the 
resuZts of which are a 'Tatter of a pubZic record. . 

5. The LCJIS shoul,d contain the present criminaZ justice status for each 
individuaZ under the cognizance of criminal justice agencies. 

4. "The LCJIS shouZd provide proniPt response to inquiries from criminaZ 
justice agencies tnq.t have provided info1!mation to the database of LCJIS. 

= 

5. If the LCJIS covers ageogmphicaZ area containing contiguous jurisdictions~ 
it shouZd provide investigative field supportta poZice agencies withirJ. 
this totaZ area. . 

" 6. LCJIS shouZd provide a master name index of persons of interest 'to the 
criminaZ justiae agenc'Zesin its jurisdiction. This index shouZd, inoZude 
i,dentifying information concerning perlions within theZ,ocaZity under the 
cognizance of criminal justice agencies. 

7. The LCJIS shouZa. provide to the proper'"state agencies aU infor.mation con
cerning postal'!'e?t offender statist.,icaZ data as required. (J 

8. ,The LCJIS shou'ld provide to ~the prope! State agenoies q.l'l ~posi;arrest 
data necessary to maintain a current criminal, history recordpn persons 

:, 
~ ) .. , 
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arrested and processed within a l,ocaUty. 

9. If 'automated~ LCJIS shouZd provide tel,eaommuriiaatiorL~> in~;!afaae between 
the State CJIS and ar'iminal, ju:tiae agenaies within i.ts Z0rt::iity,. 

Commentary 

Standard 1.3 'provides' the groundwork for the establ~shment of 'Lpcal Criminal 
Justice Information Systems which transcend the bound~Fies of agencies within a 
certain locality, county, or counties. I) r 

The primary reason for the establishnH~mt of LCJIS :i:acilit:i.es is to .fulfill 
the need of South Dakota's law enforcement, prosecution, courts,and corrections 
personnel for prompt access to data concerning individual~ and events within a 
locality. The goal of an LCJIS is to av:oid duplication of data entry for data 
needed by more than one agency, to minimize the operating costs of m.aking the 
data available, and to provide a single source for reporting to State and 
Federal systems. 

The LCJIS is'not intended to deny or restrict the larger cities or counties 
from developing their own component systems, but ~ather to promote the logical 
de'llelopment of systems t;~at best serve the users. v 

(-) 

Implementation 
~~ 
~-J 

A. Agencies 'Involved: . 
Incorporated counties in South Dakota 
Major South Dakota cities 

B. Administrative Actions: 

.. ="" 

<::) 

Cooperation between all criminal justice agencies at the local le'llel 
must occur. " 

C. Funding: 
LF.AA., the South Dakota LegislatJlre, and ind±vidual county and city 

law enforcement budgets will be contributing to the establishment 'of local 
information systems. , 

StanciaPd 1.4 Criminal, Justiae qomponent Information System£! 

Every aomponent agency of the anmiru,xi justice system (po Uae ~ aourts~ . 
aorpections) shoul,d be servff.d by an information system whiah supports i t~s 
intraagenay needs. ., , ' ~'" . ":;\ ". 

'\, 
1. The Component I17.formation System (CIS) shouZd provide the rational,e jor 
the internal,al,l,oca:ti.on- ,of personneZand otheL' reSOUl'ces of the)agenay,. 

2. The. CIS shoul,d provide a rational. basis for sah~duUng of events~ 
aases ~ ,and transaatio11;,s wi thin the agenay.o 

5." The CIS .shoul,d provide the agenay adm:inistr'iztor 'with aZear in4ications of, 
ahanges: in workZoad and workl,oad aomposi·t'ion~ arid provide the means of 
distin.~fishing between . short-term variations (e.g • ., seasonaZ vCb:>i.ations) 
and 'Zohg.:i7;8rm trends. if' 

4 .• The CIS snouZd provide data~equired for "the propel' funationing of 
other ?ystefps"'-asappropnate~ and",shouZd retain onl,y that data required ,_ 
for its ownspeaific purposes.' . '0 
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to fiZes needed by its users 
criminal, justiae information 

? The CIS shoul,d support the aondua~ f"" h ~.:1 to - 0 researa wt.U. program eva7.- t· serve ,agency managers. ,ua ~on 
\) " 

'Commentary 

The Component Informatio~' Systems are desi ed 
agency administrators The CIS . i . f gtl to serve the n.eeds of 

. . ..' . cons sts 0 t"operatiomil file i 1· 
courts, ana corrections systems which more h. s. n. po l.ce, 
systems. The. CIS should /be d '. d t an ll.kely area unl.que to those 

eSl.gne to meet the needs of th' . ' r 
managers and operational'users but W±th t' , e agencl.es , 
those info,rmation services ava'l.!lable th hhe constraint of not duplica:ting . roug an LCJIS " 

It must be kept in mind that users ith· • 
LCJIS but other information systems also ~ l.n .. ~n agency may use -not only the 

. au~om~:da:;!~~:~~ a~~ ~~~!S!!~t~~n~l ~~:~O~Sibili~y c~vers both manual. an~') 
prl.marily suggests that component s;s~ems Shu~~~tl.on l.S nec~ssa~ •. Thl.s standard 
needs which are not proper 'subject f . ~u. ocus on satl.sfYl.ng l.nternal 
justice information system~., s or l.nc USl.on in a local or State criminal 

Implementation 

A. Agencies Involved: 
All law enforcement agencies State and local 

' State ',s, Attorri~y Offices ' 
Judiciary Department 
All correctional institutions State 'an.d local - " 

B. Funding: ' . 
The State Legislature sho ld i 1f'J 

wish to either implement or upgra~e a~~actt ~vorablY toward those agencies that 
indicated that in many cases ma 1 oma e systems. Of cours~, it should be 
b nua sys.tems will suffice so i· e lessened and, still ac"omplish th d =~ d' .. , ' appropr atl.ons m<;1y - '-. e eSl.re goals. !,? 
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·OOLICE' I'NFORMATIO~ SYSTEMS 

Standard 2.1 Po~ioe Info~tion Systems 

Every poZioe agency should have a we~~j,defined information system. Proper 
funotions of such a system inolude: ' CJ 

1. Disp;toh infor.mation~ inoZuding the ~enerati~n of ~ta desoribing 
the dispatoh operation and data usefu~ ~n the d~spatoh~~g prooess; 

2. Event information~ ino~uding the generation and anaZysis of data on 
incidents and orimes; 

3. Case information~ ina~uding data needed during fo~ZOUJ-up until, poZioe 
disposition of the oasel' is oompleted; 'c' ' , 

4. Reporting and aO,oess',I'to other systems whioh pro v, ide required data, 
for operationa~ or stat1.'lstiaal, purposes; and , '" 

5. Patrol, or investigative support data no~, p'rovided .by~xter-rzal, s~stems~ 
suoh as misdemeanor want/warrant data~ trarf~o and o~tat~on report~ng~ and 
l,ooaZ property data. o 

Gommentary 
" , 

.. ~ ... 
Th;~~ iiv; basic functions, when combined with the capabilities of external 

systems, provide the police department with the i~fo~ation essential to 
operations and management. Sys'tems should be des~gned, to support resource . ' 
allocation and crime analysis, as well as other ,administrative needs o~ a police 
department. Careful considerat)ton o~ the.design ~ndthedata el:ments that 
are to be stored is essential ±1: informa,t~on use ~s to beeffect~ve. 

, Information is the basic tool °inthe operaticon of a police departmen~ 
from both ap. administrative and a tactical planning viewpoint. It must t~,)one 
of everY department's higher priorities., " ,. . . 0 , • 

The dispatch information function increases the efficiency of unit ass~gnment 
and also provides a record of the police response to a cali for service, including 
elapsed time. " " . ' 

The event information should support all agency needs for cr~me data ~nd 
generate Uniform Crime Report~ (UCR) and other.reports as a by-produc:. 

Case information, includ;Lng the necessary J.:ndexes to offenders, v~ctims, 
and events; thest;:ttus of follow-up ±nve~tigation; and the scheduling of~ro
secutorial and court actions are needed to support management as well as ~n
dividual investigatory decisions. 

The other systems referred to in part 4 above migqt..pr,?vide d;:ttaon the 
criminal justice system (e.g., Offender-based ~ransaction Statist~c~, or OBTS), 
data on behavior (e.g., alcoholism and drug a\)Use), data on t~e env~ronment 
(e.g., l;:tnd'typology), and methodological:oo~s ~e.g., ~eoco~~ng). 
" Some departments do not report "noncr~me d~sposit~ons ~n any det~il. . 

When a patrol is called into service,it simply states that no.repo:t ~s re~u~red. 
Therefore,the basis for audit is not as accurate as more deta~led ~nformat~on 

, on the reasons ,for not reporting. 
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Implementation 

A. Agencies Involved: 
All law enforcement agencies, State and local" 

B. Legis,l.ation 
Whencortsidered together, the state radio system and teletype network 

form::a solid base with regard to this standard. An expansion of such services 
would be best accomplished by enabling legislation, particulariJ:y where funding 
will be necessary. L,agi'slation presently exists which empowers the Attorney 
General to create and maintain the state radio and teletype systems. It may, 
therefore, be a relatively simple matter to administratively expand the quantity 
an~ quality of transmitted information. 

In ord~r to provide~;data on court actions (dispOSitions, etc.) an arrangement 
(statutory if necessary)~with the court information system will certainly be 
necessary. The question of information exchange will have to be dealt with 
by any two agencies that wish to use each other's, data. 

C. Funding 
" The Attorney,Gen,7ral is, by statute, authorized -to expend funds on such 

information systems as contemplated by the standard. 

Standard 2.2 Crime AnaZysis CapabiZity 

EvepY .poZioe department shoul,a improve its orime anal,ysis oapabiZity by 
util,izing information provided by its information system within the department. 
Crime anal,Ysis. may ino·Zude the utiZization of the foZZowing: 

1. Methods of operation of individual, oriminal,s; 

2. Patte~ reo6~7rlition; 
" 

3. Fie l,d interro',gation' and arrest data; 

4. Crime repor-pdata; 

5. Inoident repo~~t information; 

6. 
' 1! 

Dispatoh"information;' and 

1$'. Traffio !'eports~ both aooidents and oitations. ::' 

Thes,e el,ements must be oarefuZZy soreened jor information that should be 
routinel,y reoorded for orime anaZysis. 

Commentary 

The purpose of cr~me Clnalysis is to support investigative operations, 
field operations, and administration on a day-to-day basis~ and when possible, 
to prepal;,e management information statistics. It involves crim~ data collection, 
crime data correlation, analysis, dissemination, feedback and evaluation. 
Patternreco,g].lition has two dimensions, both, essen~.;ialto reduce crime. The ~;Ci 
first attempts to recognize a specific pattern of criminal activity, such as . 
in burglary. C) The second is much"broader and :t'ecognizes a general cr:i.me picture 
deve.,g,;opinginareas of a jurisdiction. 
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, ' 1 sis has been crime-event-oriented and has 
Characteristically, cr1me ana Ii f'les data which is unavailable to the 

ignored data routinely stored in po ce 1 t'h ds used Routine information ~ 
, b se of the storage me 0 • ~ 

crime analys1s team ecau h Id b refully analyzed for all possible uses, 
filed in police depa:tments s oU

h 
1: ~a designed to view the activities of 

and the crime analys1S package s ou , e", 't 
h h comprehensive'v1ewp01n • f 

the department t roug one 'd its resources argue against expansion 0 
Where the ·size of a department an 1 t' the department could process and 

, b 'I' ty agencies externa 0 :) 1 d crime analys1s capa 1 1 , , " 1 Guidelines should be deve ope C 
, f th department's interna use. "i f analy.ze data or e f. crime analysis appropriate ,for age~c es 0 

to indicate the types and extent ~ : t' s "Even a one-person department can 
d i h ' ous cr1me ra e • ' , ' various sizes an w t var:, tic inquirYJwith regard to the infor-

benefit by adopting an att1tude of systema " 
matio'n it holds. ;:r 

Implementation 

A. Agencies Involved: St te nd local 
All law enforcement agencies, a a 

B. Administrative Actio~s: , ct and maintain complete information 
$ach ~~e~cy must ~~g1n f1~:~e~~tC~;~: analysis. Such collection efforts 

before it can hope to der1ve any 1 f h law enforcement agency. Reluctance 
may have to begin at the ~o~nd leve',; ~l e:~oUld be countered by decisions from 
,to inititate data coll, ,ect10n 1ndepend:t1 Y (It hould be noted that fingerprint 

1 b statutory author1ty. s ' i h upper eche ons or y... k' t t te yet not all agencies comply w t , 
cards are required by .::iou,th Da ota s au, 
this provision.) 

C. Funding· -if f State county and municipal funds may'," 
A combination,. necessary, ~aciliti~s and p~rsonnel for management of 

be utilized to "provide the necessary t assumes that some agencies will 
data that has beencollect: d • Thi:l:~r~:g~::~ to insure compliance with 
have manual systems. Fund1ng may , b t with a slightly reduced 0 

directives; unsatisfactoory data collect10n may e me i (J 

budget. 

stawiard 2.3 Personne% Resource A%%ocation and Contro% 

", 7, resource a% location and contro l 
police agencies should deveZop personne 

that ",ill suppop'f; major efforts itO: systems w 

1. Identify through=.~mpir.ica% me~s the 
need for personnel within agencies; 

'd '7" ' .{l.or maximum utilizatipn of avai%able resources; 2. Pt'OV1., e p "ann1.,n(J J 1 , ';, ,-.:,:" 

'~ '.{l. ,t 'on' .{l.o' r' the,0a Uocation andinst, ruction of patrol officers 
:3 Pt'OV1.,ue 1.,nJ orma 1., "J 1, • 

~ specia%ist officers; and ,. 

4 ~ 'de .(l.o~ the eva%uation . J:..L,oV~" J 1 .I.' 

of adopte~T?lans. 

if Commentary 
ff 'el allocated without ~J;lfficient 

Personnel resources canno: be e ect1V i Y ificant period of time.) The 
input data~-data gathered,rout1nely ov~~ asss~m are ,the time and date a call 
basig data in a patrol workload Iep~~t t

g t~e incident type, the cars dispatched 
is received, the address of the inc1("e)n" " is terminated. Use of this data 
and times of dispatch, and t:he:t me s ser'l1ce 
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and of crime analysis information along with a close examination of the goals 
appropriate for the agency and the community under consideration will facilitate 
personnel resource allocation and control. 

Objectives of patrol distribution may include diminishing opportunities for 
criminal acts~ shortening response-distance arrival-time, equalizing suppressive 
patrol time and training and exposure hazard among patrol officers, increasing 
the likelihood of ~ssistance' from one officer to another, and concentrating 
officer strength in the areas where more police control should occur. Personnel 
resource allocation is predicated on determining the type of police service 
required and its distribution in space and time. Personnel resource control 
builds upon successful personnel allocation. Allocation deals with gross areas 
~ t.e., beats) and large blocks of time (i.e~, shift duration), satisf,l.es routine 
needs, and is concerned largely with police response in rela~ion to events already 
completed. In contrast, control deals with the detailed ac£V,6ns of individual 
officers, satisfies unexpected or varied needs, and is concef:ned primarily, 
with crime prevention and apprehension of cr~minals during criminal acts. A 
personnel control system would provide a list of individual crime-prone locations 
to be investigated and specific times ~or each investigation. ' 

Personnel resource allocation and control are used to optimize performance 
and aid in the reduction of crime. When information from command ~nd control is 
available, a large portion of preventive control can and must be directed by a 
command center. For those agencies which are too sma,ll to adequately study 
their own personnel needs and engage in short-and long-term planning ,there must: 
be leadership exerted .by law enforcement agencies and organizations so that systems 
applicable to the small agencies are designed alld evaluated. No matter how 
,simple or basic the proposed system" the, crucial factors are that it would 
,be a conscious attempt to exatpine pergonnel problems and that it would be based 
on the needs of the"ar:ea served. 

There is little sound resear~h in this complex area, and the unique aspects 
of any department would require. evalu~tion.()f the application of even widely, 
tested methods of allocation and control,. .Evaluation is a difficult concept 
to promo;te. It must be considered a tool of a professional law enforcelllent 
agency, :got a judgement of performance. The judgment should be directed at the 
methodology by which resources have been allocated, not at the effectiveness 
of individual, officers. If evaluation is viewed negatively, then the effect of 
planning, allocating, and controlling of patrol activity wiil be lost. Only by 
evaluating planned approaches and viewing their results can the tool of resource 
allocation bring ab9ut the reduction of crime. 

Implementation 

A. Agencies Involved: 
All lawo enforcement agencies, Sti3.te and local, pll,ls associated 

governmental bodies 
B,. Funding: " 

Funding should be sought from the Law Enforcement Assistance Admin
istration (LEAA) to conduct" such a study where the size of the police department 
requires outside evaluation. The State or county should be responsive to police 
agencies that wish to i~prove delivery of services. 

Standard 2.4 Police Information System Response Time 

Information shouZd be provided to users in sufficient time to Clffect the" 
outcome of their decisions., The maximum aZZowabZe deZay foX' information deZiverY3 
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measured from initiation of the request to the deZivery of a response3 varies 
acaording . to user type. 

1. For users eri~uged in unprediotabZe fieZd activity of high potentiaZ 
danger (e.go 3 vehieZe stoP)3 the maximum deZay shouZd be 120 seoonds. 

2~ For users engaged in fieZd aotivity without direot exposure to high 
potentiaZ danger (e.g' 3 oheoking parked vehioZes)3 the maximum delay 
shouZd be 5 minutes. 

3. llor users engaged in investigatory aotivity without personaZ oontaot 
(e.g' 3 deveZoping suspeot Zists)3 the maximum deZay shouZd be 8 hours. 

4. For users engaged in postapprehension identifioation and oriminaZ 
history determinations3 the maximum deZay shouZd be 4 hours. 

Commentary 

Mast information systems are designed to establish response priorities by 
type of data requested rather than by type of user. Thus an officer making 
a "wanted check" during a vehicle stop, and another officer making identical 
checks on' .parked or abandoned cars, .receive the same response priority despite 
the different degree of danger to ~hich they are exposed. There is also a 
.tendency to establish response time cri..teri'ii of "as soon as possible" rather 
than of specific acceptable delays. Establishment of inquiry codes and 
segmented inquiry queues would alleviate these problems. 

State Radio and the Division of Criminal Investigation (DCI) can now:. 
respond within these maximum allowable delays, under optimum conditions. 
However, dispatchers' ~use their discretion and experience to de,termine priority 
levels and response times, rather than formalized rules. This standard ' 
applies not only to state;..level r'esponsiveness to inquiries from local 
systems, but also to the ability of the loca:!. systems to provide their own 
information to their own officers within acceptable time limits. 

, 
Implementation 

A. Agen~~es Involved: 
Allilaw enforcement agencies, State and local 

Q 

B. Funq:ing: 
Much~ of the standard depends in part upon more sophisticated information 

delivery and: categorization systems. On the local level, in particular, before 
agencies can worry about minimUI!l response times, a commitment must exist to 
upgrade collection and processing of data; the key, of course, is for an agency 
to receive the funds to accomplish these objectives on a continuing basis. D 

standard 2. 5 UCR Partioipation 

Every poUoe agenoy shouZd3 as a'minimum3 partioipate fUUy in the Uniform 
crime Reporting program. 
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Commentary 

, ,Participation means collecting the required data, processing it (classifying 
cr~mes, and so on), and reporting to a higher level for aggregation. The FBI 
has been encouraging each state to collect the data from all police agencies 
in the state and then make a single submission to the FBI; the DCI is working 
on such an arrangement for South Dakota. This standard urges cooperation with the 
change to ~tate-based reporting, and implici~lY recognizes that exhausive 
reporting ~s necess~ry for the success of the program. South Dakota does not 
have a law mandating participation and the data which has been gathered has not 
been sent to a central place in the State so that crime trends and problems 
could be examined. More widespread reporting, and availability of data on 
the State level would allow the information to be put to use for the state 
rather than merely passed. on to the Federal level. ' 

Implementation 

A. Agenc~es Involved: 
All law enforcement· agencies, State and local, with special emphasis 

on the Division of Criminal Investigation 
Criminal Justice Statistical Analysis Center 

B. Legislation 
SDCL 23-6-12 (Cooperation of Bureau with Federal Government ••• ) indicates 

that the State ~hall participate in developing a system of criminal identification' 
however, ~here ~s no statutory provision requiring compliance with the FBI's' , 
request :for UCR da,ta. The validity of UCR data is not presently under c'!nsideration 
by the stan~a:d; th: important point is to accumulate usable data. 

C. Adm~n~strat~ve A.ctions: 
~arring creation by statute, coordinatio~ of efforts to supply UCR 

data. could be accomplished by an opinion from the Attorney General and through 
the D~I and by assistan,~: ~rom the Statistical Analysis Center and the FBI for 
techn~cal aid and/or tra~n~ng. Because many: police departments are small and 
are spread out over great distances in South Dakota, coordination and planning 
will be nece~sary to make the system function properly. 

D • Fund~ng: . 
, . Agai~, while not recommended except as a last resort, monetary pressure 

can ~e used~n order'to force compliance from more recalcitrant agencies. 
Cons~deration should be given to the use of existIng expertise. The Statistical 
Analysis Center, the Attorney General's staff, and larger police departments 
can supply the needed expertise. ' 

standard 2. 6 Expanded Crime Data 

o 
Fox: use' at the ZooaZ ZeveZ3 ox: for st:at~ and'regionaZ pZanning' and 

~vaZuat1"On3 da~a .ooUeoted oonoerrnng an 1"no1"dent regarded as a orime shouZd 
1"noZude as a m-z,n1"mum: 

1. Inoident definition3 inoZuding oriminaZ statute vioZated and UCR 
offense o~assifioation; H 

2. Time3 inoZuding time of day3 day of week3 month3 and year; 

~ • Looation; 
() 

~ 
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4. Incident characteristics~ including type of weapon used~ method of 
ent'1'Y (if app~icable) ~ and deg'1'ee of intimidation 0'1' fO'1'ce used; 

5. Incident con8equ~nces~ including type and value of p'1'ope'1'ty 8tolen~ 
dest'1'oyed~ 0'1' X'ecove'1'ed~ and pe'1'sonal injuX>'y suffe'1'rJC1; 

6. Offende'1' characteristics (each offende'1')~ including '1'elationshi~ 
to. victim~ age~ '1'ace~ Bere~ residency~ priO'1' c'1'iminal '1'eco'1'd~ c'1'iminal 
justice status (on pa'1'ole~ etc.)~ employment and educational status~ 
appanent intent~ and alcohol/na'1'cotvcs usage history; 

7. TYpe of a'1"1'est (on view~ etc.); and 

8. Witnesses and evidei~e. 

The data should be obtained at least fo'1' mu!'de'1'~ fO'1'cible '1'ape~ '1'obbe'1'Y~ 
agg'1'avated assault~ and bU'1'g~y (both '1'esidential and comme'1'ciaZ). 

Commentary 

, The routine procedures required for the conduct of criminal justice business 
can provide the necessary data for the most basic information system. MOre 
detail is required than that whicn enters the UCR system, and the elements 
mentioned in this standard are widely regarded as data which must be collected. 
Universal factors ,for crime analysis have been classified as crime type, geo
graphical, chronological, victim target descriptive, and property loss des
criptive. As long as it is understood that the standard sets up a minimum 
level of data collection and there are considerable precedents and reasons 
for expansion, its brevity makes it~asier for even the smallest department 
to comply~' . 

Offender characteristics must be described . for use in correctional 
information systems. To the extent that these and other data are available 
from other systems, the collection effort should not be duplicated and the 
information should be shared. 

Expanded crime data are needed for problem identification, >&effective 
allocation ofresourc~s, and evaluation of new programs. Data needs change 
as different and new ways of focusing on the more serious crime problems are 
developed. Crime specific planning, for example, demands more detail on the 

Aevent than have past planning models. 
, To direct an adequate program against specific crime, the distribution and 
characteristics of the criminaL events should be determined. To allocate 
resources'~ffectively the distribution of offenses must be examined in terms of 
both time and space. In such a study, it is important to know the tl.mes of 
day when the target offenses pccur, as well as the days of the week, and to some 
exten,1:, the season of the year. ' 

It is equally important to .know where. crimes occur. Response tactics and 
strategies will vary~ depending upon whether the crimes occur on the street 
or elsewhere, and by the type of pl~ce in which off-street crime occurs, e.g., 
liquor stores, filling stations, ap~rtment buildings, or public transit. The 
area or neighborhood in which street crimes occur is also important. 

Beyond the specifics of time and location, data on the chara'Ctel."istics 
of the event can often provide tactical direction. Information about the number 
of offenders, their apparent age, weapons, and so on, can be useful. For 
planning, too much reliance on the usual classification of offenses can be 
counter-productive. Thus, for example, one might cite the intended offense as 
well as the most;serious offense that occurred during a criminal incident. 

The primary source of information about offenders is the arrest record. 
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While there is no assurance that the characteristics of persons arrested are 
representative of al,l those committing similar offenses, we have little choice 
but to use arrest statistics as a substitute for true offender statistics. In 
describing."ail offenders," using data derived from "offenders apprehended," we 
may make m1stakes in analysis. The only alternative, unfortunately, is no 
ana~ysis. Arrest data used in conjuuction with incident reports can produce 
estimates of offender ~haracteristics for crimes within specific areas. Arrest 
rates must be used with extreme care; a primary measure should be "effective 
'arrests"--those which ,result in prosecutable cases. 

Implementation 

A. Agencies Involved: 
All agencies involved in the collection or maintenanca,of criminal justice 

data, but with special emphasis on law enforcement agencies, State and local 
B •. 4dmillistrative Actions: 

An effort aimed at standardarizing the method of collection, type 
(variety) of the data, and storage requirements should be initiated across the 
State ~t all levels of law enforcement. Statutory authority would necessarily 
have to be vagu~~ it presently is, in order to allow agencies the requiSite dis
cretion to successfully accomplish "their jobs. The force of such a move toward 
standarization should originate from a source common to all agencies such as 
the Govenlor's Office, or from the Attorney General's Office. 

C. Funding: 
.' Again', funding may provide an unpleasant but necessary lever to promote 

compliance " 

Standa'1'd 2.7 QuaUty Cont,'1'oZ of Crime Data 

Every poZiceagency shouZd make p'1'ov~s~on fo'1' an audit of incident and 
a'1'I'est '1'epo'1'ting. The audits hou ld 'I,le'1'i fy that: 

1/ Crime '1'epo'1'ts a'1'e being geneT"ated when app'1'opriate; 

2. Incidents a'1'e being p'1'ope'1'Z.y t~Zassified; and 

3. Rep0'1'ts ,a'1'e being p'1'ope'1'Zy p'1'E~pa'1'ed and submitted. 

Comment,~ry 

The success of an information sy~tem is reflected in the usefulness of the 
crime analYSis component, whigh in t~:rn is based upon the kind, accuracy and 
completeness of data input. To assespthe quality of the data and determine 
where improvement or correction is ne¢ded, audits of incident .and a:t;'rest statistics 
should be reutinely carried out. This is essential in order to maintain the 
integrity ~nd credibility of crime statistics. 

: The audit program is intended to identify and correct sources of error, not 
to verify the honesty or integrity of the reporting unit. There are sources of 
error in any statistical program--interpretation of instructions , method of 
asking questions and recording answer};, and steps in 'processing~he original 
r.eportsto, the final format of the statistica:I. tables. A quality control program 
will sometimes ,help find the sources 'Or the extent of errors. ;, 

Whenever possible, report review processeS and audit trails shOUld complement 
and support the ')audit program. Report review consists of editing reports, 
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reviewing their contents, determining the effectiveness of the report flow 
process, classifying events~ initiating corrective actions, assuring proper 
distribution and routing of reports, and evaluating the effectiveness of the report 
system. This permits checking on a regular basis and insures that the audit's 
verification procedure will periodically reveal a small number of random or 
systematic errors rather than a host of problems which require drastic measures. 
In order to verify the accuracy of reports in relatil~nship to the facts of 
events and to provide basic documentation needed by rnallagement, all police 
responses should be recorded (whether, the event is classified as crime or 
noncrime, or the assignment is self-initiated, etc.) and dispatch and other 
reports should be munbered to facilitate their linkage. 

Implementation 

A. Agencies Involved: 
All law enforcement agencies, State and local 
Criminal Justice'Statistical Analysis Center 

B. Administrative Actions: 
A commitment from those in charge of each agency is necessary to insure 

that the proper'records are kept and audits are anticipated. In order that 
comparable standards adhere throughout the law enforcement system, external audits 
should supplement regular internal audits. ,\Thus, for external audits or where 
agencies' have difficulty conducting; interna:l audits due to lack of trained 
personnel, the services of the SAC should be called upon. 

C. Funding: 
Administrators and employees should receive training in audit procedures, 

perhaps thro,ugh the DCI and funded by the Attorney General's Office. SOII!.e 
agencies may ne'ed one-time budget supplements to reorganize their records and 
procedures, but most agencies large enough to conduct internal audits have the 
requisite staff and budget. Funds for externally conducted audits could i~itially 
be requested from LEM, but eventually the State would have to insure quality 
control. 

Standa:r>d 2.8 Geocoding 

Where praaticaZ~ poZice shouZd estabZish a geogr«phicaZ coding system 
that aZZows addresses to be Zocated on a coordinate system as ,a basis for 
coZZecting crime incidence statistics by beat~ district~ census tract~ and by 
other "zoning" systems such as schooZs~ pZanning zones~. and zip (Jodes • 

Commentary 

This standard calls for the development in medium: and large j urlsdic tions 
(e.g., more than 100,000 population) of a computerizecLgeographical coding system. 
The best and most readily available system in 1IlB.ny cities is_J:he Geographic 
Base File (GBF) developed by the Bureau 6f Census. In this system, each record 
in the file describes a straight line segment with the following information: 

1. Coordinates at each end; 
2. Tract and block number on each side; 
3. Other geographical codes' (,~uch as precinc:t,:) 
4. Name of the line (such as street, railroad~ 

boundary); and 
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5. Address ranges on each side (when applicable). 
A,GBF can provide data in fine geographic detail for planning and evaluation. 

MOre important; it becomes a useful tool in determing day-to-day and hour-by
hour allocation of patrol personnel. It c.~n be usef~ in the dispatch process or 
to ~~trieve geographic information for investigative purposes. It'can be used 
to match" or compare data f;nom police operations agai~.~t data from other departments. 

Geographic Base Files, with the appropriate computer and ancillary equipment, 
can draw maps with crime rate information or spot maps recording specific 
incidents. Through crime maps or tables, the location-based file can highlight 
areas with concentrations of various incidents by seasons, as required by police 
administrators. 

Under the most advanced application of such maps, the ~omputer together 
with an administrator having other specialized information can suggest changes in 
beat assignments6n the basis of expected workloads. Geocoding forms the basis 
for computer-aided dispatching systems, anq is useful as an investigative tool 
for various geographical matching problems. 

A detailed level of' geocoding is essential in scientific experimentation., 
or program evaluation, where definition and measurement in experimental versus 
control areas is anticipated. 

Geographic Base Files are used by other local agencies as well. Some of 
these may n,ot be compatible with the needs of the police agency. However, the 
costs to the police agency 'of having an existing or a forthcoming system up
graded to meet its needs would be substantially less than the costs of completely 
independent projects. If the police are using th/; same GBF as other city agerlcies, 
it would be possible to compare police data with data from school systems, health 
and.,'welfare departments" and engineering and building code departments. Also, 
results from the census, such as demographic and housing characteristics, will 
be available for areas defined by police administrators. 

The census approach'is a by-product of the tefhnique of taking the 1970 
census by mail~' The Diial Independent Map Encoding (DIME) file is developed by 
entering each street ,or ,road segment, other line segments, such as railroads, 
streams and poIitical boundaries, the "nodes" where these line segments 
intersect, and the block number for the areas bounded by the segments. Further, 
the highest and lowest numbered street addresses in each street segment are 
entered, as well as tract number and local cpdes as selected by the local 
;agencies. The street address, which is usually on any incident report, is the 
only g~og~aphic code required for the DIME system • 

I 

Implement~tio11. 

. ):, 
Ii 

A. Ag,encies Involved: 
L~w enforcement agencies in towns or counties with over 100,000 people 

, G?resentl~ Minnehaha County/Sioux Falls) or in the State (e.g., Highway Patrol) 
B • Ftlnding: n 

G~ocoding systems exist in Sioux Falls and at the .HighwlllY Patrol. Given 
their valt:fe in planning;;lnd analysis both for law enforcement and for other 
governmental agencies, these systems should be taken advantage of more fully 
and shared:. For increased use, ,the holding agencies will hav~ to enlat:'ge their 
budgets. Agencies sharing the, systems will have to allocate money for such a 
purpose. :No othef systems need ge established in the near futur~. 
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COURT INFORMATION SYSTEMS, 

standard 5.1 Decisio~~king in Individual Cases 

A coupt info:rzmation system should provide information uniquk to the 
defendant and to the case. Useful information includes: 

1. Defen~t background data and other characteristics ne~ded in d~cisi~n
;making. s.uch as, defendant's family status~ employment~. res1.,dence" eaucat1.,on~ 
past histo:r!y~, indirJ.ency" informat~on rela'Uv~ .toappo1.,n"tjnent o.fcounseZ::; 
and such data as m-z,ght'be dete!'TTl1.-ned by a ba1.,l agency 1.,nterV1.,ew. 

2., Current case history' stating'.:the proceedings already completed~ the 
lerigthof time between proceedings~ continuances (by reason and source)~~) 
resp~esentatvan~ and other participants. 

;;.. ::;" 

Information should be made available only to those who need and have a right 
to know incl'uding cowt 'Workers~ officers oj" the court~ and the defendant~ at the 
appropriate time. ". '.' , . . 

All copies of the information referred to 1.,n sect1.,on 1 wh~ch.ar~ not made part 
of the permanent court !!{lecord or required by .law should be penod1.,ca"ly purged 
to insure that informat-r,on is current and accurate. 

'_c Commentary 

In each indi~idual case current information on the,! defendant's emplo]lI!-ent, 
residence, family status, etc .. , is relevant to decisionmaking for such matte:-s as 
bail setting, bail reduction, release on own recognizance, approval of negot~ated 
pleas, and sentencing. The past criminal history of the defendant is also ' 
essential and should be included. ' 

In' order to protect the privacy of the, defendant, all data collected in any 
form by the courtiuformation system should be made available only to those who 
need to know"",a:n:d", have··a 'right to know and only at a 'time appropriate to each case. 
To insure the accuracy of information about the defendant's backgroundan~ t~ 
guard against the compiling,'.)f individual dossier files, all copies of such 

y \. d b information which are notnUide part of the courtcrecord or are not requ~re y 
law should be purged' periodically and new information/gathered if needed for 

I~ 

o· 

another case. 
Information abo1lt the individual case before the court increases the ~o, 

opportunity fo~elEla6\t{;e prosecution and fairn,es,s to all parties •. With verified 
information on the history ot'each, judges could control the grant~ng of 
continua~ces and the '8cheg~;fingof cases which might create attorney conflicts. 

/;/ ~ 

;f'~~./(" 0 Implementation 
-' (.): 

,,/;~, 
," , f.'l 

A. Agencie~'Involved: 
Judic;.ity Department (/ 

B. Administrative Actions: 
:"1 ," Couft order will suffice in terms of prompting personnel to comply with 

the section dealing with purging. There is no real need to co~?el court's to 
collect data because an adequate job is presently being done. 

_ Until the courts haVIa had sufficient time to, implement; test 8cnd evaluate 
the in:fprmation system presently under construction,external dec~sions or action 
should be, held to a minimtIlll • 

C. Funding: ~i3, prov4sl.",on ,of techn4cal exp:rt,±se., The Clo~ely allied with funding ..... ~.... ... 
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Statistical 'Analysis Center (SAC), should undertake to offer whatever technical 
advice or profesE!ional assistance it can. 

,) 

Sta~d 5.2 Calendar Management in the Courts 

CriminaZ courts should be provi4ed with suffia"i,(mt information on case 
flow to permit efficient caZendar management. Basic data t08upport this 

'aotivity include the following: 

1. Periodio disposition r-ates by proceea1.,ng; these statistios can be used 
to formulat~, and-adjust calendtii:' a,aseload limits; 

2. An age 'indea; of all cases in pretrial or awaiting trail (by type of trial 
requested) to determine if special attention is required or. "the speedy trial 
rule enda:ngered;" ' ',' 

<} 

5. An index relating' scheduled oases to whether the defendant is confined~ 
released~" r.earrested~ at large~ or undergoing adjudication on a separate 
offen~e; . 

4. A recapitutdtion of offenders booked in jail but not released~ to determine 
if special attention is required. 

Commentary 

/' ,.' 

Strong calenda;'management by the courts isa major factor in eliminating 
delay'and congestion. Much of the criticism directed at delay in courts relates 

,to the calendar management function. These criticisms range from assembly line 
justice to delay in adjudication; ~they include the massing of defendants in 
crowded courtrooms and long waiting times for attorneys, defendants, and witnesses. 
Overset calendars-- by scheduling more than one trial to be held at the same 
time in.the same courtroom--and the granting of an excessive number of continuances 
are two other problems in calendaring cases. While each of these problems .in ' 
calendaring are relatively rare in South Dakota, they do occur and the information 
system needs to address them. 

, Calendars of optimum si~e, scheduled with a ~n~mum of conflict~are a 
reasonable ~nagement goal. The information required for this function can also 
provide the 'data base for automat~d completion of such regular judicia:L paper, . 
work as dockets' and indexes. \," 

''::'; 

Implement:atio~ 

Q 

A. Agencies Involved: 
Judiciary Department \. 

B. Administrative Actions: 
Legislationn~ed not be obtained for implementation. A tlecision by the 

, court adniinistrator orchi'<;lf_,iQstice, w:i,ll doubtl~ss\~uffice. statutory authority 
Dpresently exists for the presiding judge of the circuit court to arrange and 
superviseo&alenda:ting (SDCL 16-2-2" 8L, 1975). It" is assumed that this statute 
also provides authority to request an analysis of data to improve suchcal'Emdaring. 

o 
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Sta:nil.ard 5. 5 Court Management Data 

Fop effective court administpation~ cPiminaZ courts must have the capab~Zity 
to deter.mi~e monthZy ca~1~e fZow and judiciaZ personneZ wopkZo~d p~ttePns. Th~s 
capabi'Zity \\'fquipes the )fOZ"Zowif~,-~tatisticaZ data fop both ~n msodemeanops and 
fe Zonies : I] ,.,r-

1. FiZing and disposition--numbep of cases fiZed and th~ numbep of defendants 
disposed of by offense categoPies;, 

2. Mo~thZy backZog--cases in ppetPiaZ OP ppeZi~~ heaPi~g stage; cases 
scheduZed fop tPiaZ (by type of tPiaZ) oppreZ~mnaPy he~ng~ ~ c~ses 
scheduZes fop sentencing with deZay since ppevivus step in ad;jud~cat~on; 

5. status of cases on 'ppetPiaZ~ settZement~ OP tPiai caZendaPs--numbep and 
percent of cases sent to judges; continued (Zisted by peason and s~urce) ~ 
settZed~ pZaced off-caZendaP; noUe prosequi~ bench wappants; terrmnated by 
tpiaZ (accora:~ng. "to type of t~f!.\';' :)" 

4. Time pePiods between majop.~~-F).pS in adjudication~ incZuding /,ength of 
tnaZ ppoceedings by type of tJ:>iaZ; 

.j 

5. Judges' workZoad--numbep of cases disposed of bV type of disposition and 
numbep of cases heapd pep judge by type ofppoc:e.ed~ng OP caZendaP. 

Q 0 

Commentary'" 

Applying modern management and~dmix;i~tra'tion t,~chx;iquesto th: courts is a 
fundamental step in the promotion of effJ.cJ.ency and.~qUJ.table handlJ.ng of the, 
criminal caseload. Information is a tool of effectJ.ve court managemenf:. A, 
great many courts today are plagued with congestiol} "and drawn out handling of . 
cases. In addition to ,inefficient calendar management, causal ·factors'are limJ.ted 
physical resources', a kgh rate of. jury trials $ and attorne~attitudes.. The 
results are delay of due process .and a growing loss of publJ.c respect. 

The application of modern management and admittistration techniques t? 
alleviate these problems depends on the availabilitY'(Jf informatio~ ·about. what 
courts actually do.. Most court systems lack information about t~leJ.r'personnel, 
products (i.e., case dispositions and judicial workloads) ,facill.ties,a~d the 
var,ious participants in the court's processes. ", ' . 
o Appropriate management ~11formation systems canprovJ.~e these kJ.nds of d~ta: 
Thei-:l: users are able to make:"sound decisions based on valJ.d current informatJ.on, 
they can fost~+ the,) best use' 'l,f money, manpower, and material in daily opera~ions ~ 
They can determine what policies to adopt and can measure the results of polJ.cy , 
adoption. . . 

The mea.surement of judicial workloads for weighting purposes, whJ.le possibly 
useful for m~nagement, has been in ,practice so. cumbersome and expensive th,"ilt 
wieghtingcaseloads is not recoininended for South Dakota. (') C; 

Implementation 

A. Agencies Involved: 
JusIiciary DepartlIlent 

o 

C);'J 

'" 

C)) 

(! 

B. Administrative Actions ~of th' e court J.·n· for .. mation sys.t.,em has been expl.ored, 0 () Until. the full potential . 
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it is difficult to speculate as to what data the courts are actually without. 
Among other reasons, the lack of such information prompted the creation of a 
Court information system. It should be pointed out,·· however, that wherever 
practical the SAC should lend its assistance. 

Agreements may also be worked out whereby an" interface between the law 
enforcement iIlformatio,P syste~ and the court information system may be 
"built-:-in" to promote information excha.nge. Appropriate safeguards of privacy 
should be recognized as an integral pattof any such arrangement. 

Standapd 5.4 Case Management fop Prosecutops 

Fop the purrpose of .case management~ ,!?posecutiJps shall be ppovided with the 
data and statistics., tq, suppopt cl:J,ax>ge determination and case handling. Phis 
capability shaU'iincZude~ as apppopPiate~ the foUowing: 

1. DaiZy caZendaP wOPkZ(~;3 and dispositiq~s; 

2. Age of cases in ppetPiaZ OP awaiting tpiaZ(by type of tPiaZ) to determine 
in papt whethep the Pight to a speedy tPiaZ is enfopced; 

5. Case scheduZe index Zisting poZice witnesses~ expept witnesses~ defense 
counseZ~ assigned pposecutop~ and type of heaPing. 

Commentary 

o 

.For case management,. prosecutors need a system of information on case flow 
and statistical charac''teristics for their entire caseload. Severa.l successful 
systems, including PROMIS, JURIS, PACE, and LEXIS, were reviewed. Unfortunately 
all of theseco~puter-based systems require far higher caseloi3.ds than we 'have 
in South Dakota, even in Sioux Falls, to be, economically feasible a1: this time. 
Therefore manual systems, involving cO.operative efforts by Stat~' s Attorneys and 
the court's manual and automated. information syste.ms.,~,hould be· utlized (~"'\,il 
automated systems for prosec~tors become feasible:, ~ \ 

The courts should provide the State r s Attorneys with., all information -0 
necessary for case management ; however, the offices of the Sta,te' ~ ,Attorfi~Ys 0 

should be responsible for the maintenance of the information. Calendar workloads 
and.dispositions should be provided by the court sufficiently often (perhaps 
weekly in the smaller jurisdictions) to ena.ble the State's Attorneys.' offices 
to maintain daily case lists. . 

'State'$:A:ttorneys should'also bear some responsibility for the efficient 
movement of cases. Although case calendaring is a" function of the courts in 

. D . . 
South Daltota,the State's Attorneys cancontribUt:e significantly to case flow 
through expedi1;ious management "of those resources anci policies which they control. 
Charging practices, for example, have a significant effect on court workloads • 
With regular infoJ'mation on patterns of. case f16w~ StCjl.te's Attorneys can identify 
bottlenecks, allocate resources, and modify dubious policie$. ~ 

State's .A'bt5drneys sbould also be notified by the court "of the age of 
pretrial ,cases and cases awaiting trial,cla~sified as felony or misdemeanor 
cases, in order to guarantee to the defendant his right to< a speedytrlal. 

Finally State 's Attorneys~ witb.'i the help of the' court; shsuld prepare and 
maintain a cnrrent case schedule list detailing witnesses, defense counsels, 
prosecutor assigned, and type of hearing. . 
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Implementation 

A. Agencies Involved: 
State's Att9rney Offices 
Judiciary Department 
Office of the., Attorney General 
State Bar Association 

B. Administrative Actions: 
Legislation ,YTou1d not be necessary if the Office of the Attorney General 

would issue an administrative recommendation to all atate's Attorneys and the . 
Chief Justice were to perform the same action within his sphere .of influence. 
Special interest groups', such as the State Bar Association, could be instrumental 
in pressing for such change. 

C. Funding: ,:' 
For'computer-assisted systems that may ultimately be developed, Federa1 J 

State, and county funding (in colla.boration) will be necessary. Interface 
with the court information system will also be necessary, and costs can perhaps 
be divided amoIig various uSer agencies as req11ired. . 

Starul.a.rd 5.5 Research and Eval,uation in the COUI'ts 

To create the capabiUty for continued research and eval,uation., courts sho'lA;l,d 
participate in or adopt for their own use a minimwn set of data on the transact-z,ons 
be'tween defendants and various court agencies incZuding the outcome~of such 
transactions., as deterrrr;"n~d by. the offi,c~s . of the C1;ief Jus~ic~.q.nd Court. 
Administrator in cooperat-z,on w-z,th the crim-z,nal, Just-z,ceStat-z,st-z,cal, Analys-z,s Center. 

Commentary 'J 

South Dakota's Court is now planning and implementing a Judicial Information 
System to provide management ahd research information to the Court. This system 
has plans to p~pvide information necessary 'for a statewide Offender-Eased Trans
action Statisti,cs (OBTS) System and will be made compatiblewit~, any such 
system when adopted by South Dakota, as determined by the Officer of Court Admin
is,tration in cQoperation with the SAC. Other Statistical and informational 
research and evaluation work should be planned and implemented as needed by 
the Office qf Court Administrat~on. 

. ~ 

" Implementation 

A. Agencies Involved: 
Judiciary Department 
Criminal Justice Statistical Analysis Center 
Office of, the Attorney General 

B. Administrative Actions: 

a 

The ,Court. in South Dakg,ta is , preseIitly developing its own'information. 
II, system a1;ld will untima~ely participate ,in the statewide OBTSsystem.The SAC 

stands ready to assist in any fashion possible. Interface with the law enfdrce
mentiuformation system would be of optimal value. The various agencies involved 
E,lhouldbe apprised of the potential value, ,of ;information e~change.(.o The same 
agencies should also be notified of the potential abuse that"may result from 
iIiformatioIi exchange cOIlducted withqu,t adequate guidelines to. insure privacy 
and security. ' ."" 
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C. Funding: 
Where technical or research expertise for planning and implementation 

is required, the Statistical Analysis Center can provide SUch expertise at a 
minimum cost to the State agencies involved. 

" Stqndard5.6 Case Counting 

Transactional and event, data eZements shall, be recoX'ded for counting 
pux:p~ses ,:s f~ Uows : Data elements that describe events occurring in. the 
cr-z,mz,.nal ;;ust-z,ce'system shaZZ record the numbeX' of events and the number of 
defendant transaations involved. Those data elements shall, report the number 
of individual, transactions as an additional e~lanatory item. 

, Under this standard., if two men are charged for the same criminal activities., 
this is reported as one charge with two defendants. If two charges are con
soZidated at one t~aZ., it is to be reported as one trial on two charg?s. If 
a jury trial is held for three men for the same crime., the event should be 
reported as one jury 'trial for three defendants. 

Commentary 
o 

In order to provide and report OBTS in a manner uniform throughout the 
United States, the South Dakota Judicial Information System should be capable 
of distinguishing i1;ldividual defendants and charges. At the same time the 
information system should be capable of consolidating charges and defendants 
for reporting trial and case10ad statistics in regard to consolidated trials. 
These capabilities' are planned in the current Judicial Information Syste~. 

Imp 1 emen1£ation 
/". 

A. Agencies Involved: 
Judiciary Department 
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.D 
CORRECTIONS INFORMATION SYSTEMS 

(I 

standard 4.1 DevelO'pment O'f a CO'rrections InfO'rmatiO'n System 

A cO'rrectiO'ns infO'rmatiO'n system must satisfy the fO'llowing requirements: 

1. The;!.infO'rmatiO'n/statistics functiO'ns O'f O'ffender accO'unting~ administra
tive decisiO'nmaking~ O'ngO'ing research~ and rapid respO'nse to' questiO'ns 

() shO'uld be suppO'rted. ' 
j 

2. The infO'rmatiO'n now used O'r neededby cO'r:rectiO'ns persO'nnel at eaah 
decisiO'n pO'int in the cO'rrectiO'ns system shO'ula be ascertained befO're the 
infO'rmatiO'n system is designed. 

5. The requirements O'f O'ther criminal ;justice infO'rmatiO'n systems fO'X' 
cO'rrectiO'ns data shO'uld be cO'nsideTed in the data base design. Interface 
between the cO'rrectiO'ns system andO'ther criminal ;justice infO'rmatiO'n systems 
shO'uld be develO'ped. 

Commentary 

The corrections information system should be designed to support the 
management functions outlined in this standard. This systemshouid be designed 

= so that its data base is Qroad enough to incorporate future changes and so that 
the overall system is compatible with otheffj)criminal justice information systems. 

State and .. local agencies cannot be exf"Jcted to develop this system without 
some guidelines. It is therefore recommended that national guidelines fo.r 
correctional information systems be used to assist these agencies in the 
establishment of an adequate data base. 

Implementation 

A. Agencies Involved: 
I,) 

Judiciary Department 
All correctional institutions, State and local 
Board of Charities and Corrections 
Board" of Pardons and Paroles 
Office of the Attorney General .1: 
Criminal Justice Statistical Analysis Center I~' 

o Agencies not officially designated as Correctiotial but that collect, 
maintain or in some other fashion utilize corrections information" 

B. Legislation?-
Doubtless the most efficient and effective method for the creation of,~ 

an outstanding corrections information system is to legisJ,a£e a unified corrections 
system, state-wide. It is not so much that information systems are part of the 
utlification process or necessarily a result thereof but, rather, implementation 
of a unified system would create an administration not only sympathetic to an 
information system but also best able to structure and maintain ~ system. 

Only larger municipalities can p"resently avail themselves (economically) 
of a computerized data system for evaluCl,ting correctional mea:;ures and oollect~ng Q 

data ,in general. ,Smallercommunit'ies tor counties) must either resort to a 
manual system wli:iJcli.is frequently chaotic, or worse ye 1:;, no system at all. 

,0 
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Processing data from a central point within the State for analysis and dis
tribution to aid decisl.~nmaking would be a,ttractive, but coordinated systems 
may also be developed. 'Until unified corrections is a reality in South Dakota, 
administrative actions will have to suffice. 

1\' It should be noted that o~ce the decision to proceed with unified corrections 
is generally accepted in this State, the, entire procedure would take approximately 
3 years (part~y because of the constitutional amendment that will be necessary). 

C. Admin1strative Actions: " , 
At present, the Judiciary Department and the Board of Charities and 

Corrections have primary responsibility forcorr,ections. Until corrections 
are uni~ied~ all systems planning must occur as a coordinated effort between 
these agencies. ~pe Statistical Analysis Center (SAC) could playa role in 
this type of planning. '" ' , 

Many of the same problem~ facedl'by other criminal justice components attach 
here as well: shared versus dedicat€cf computer systems , control of information 
(how many hands does it pass through; should 'it pass through) control over 
dissemination qf data, staff, loyalty '(can pressure be used to'force staff to 
allow unauthorized persons or agencies access to data?), and any ot a multitude 

9 of other complications. Many of these can be\~orked out and handled adm1.n
istra~ivelY. However, when correctional functions are split among vario~s 
agenc1es and departments,:the policies followed in one agency can be different 
from and even work against the policies followed in other agencies. Legislation 
provides the basic impetus or thrust to generate interest in, and prompt 
development of, a corrections information system. 

D. Funding: 
Funding would be greatly simplified were unified corrections a reality. 

In the past, there has been considerable duplication9 0f effort (pre-sentence 
r~ports being done on, the same person by two different agencies, for example). 
Where compilation of data for management decisionma!cing is concerned, such a 
waste of time and effort must be minimized, if not eliminated all together. 
Even with only probation and institutionalization/parole separated, information 
and decisions about Cl.n in~ividual may be handled so that the same information 
is collected more than once or rehabilitation programs do not complement each 
other. Common record repository, hardware needs, personnelo training, and 
reduced budget allocations a~e a few of the reasons supporting shared facilities 
and information. Federal funds could be sought for the major portion of the . 
initial converSion/creation expenses that a unified system would require. 

standazod 4.2 UnifO'rm ClassificatiO'n O'f Data' 11 
i\\ 

UnifO'rm definitiO'ns shO'uld apply to' alZlike data in aZl institutiO'ns and 
divisiO'ns O'f the cO'rrectiO'ns system. StandaX'd prO'cedures shO'uld be eS1;abZished 
andcleaX'Zy O'utlined fO'X' X'ecO'rding~ cO'lleating~ and prO'cessing each item O'f 
statistical data. ' . ' 

Commentary 

o 

Where feasible, an indiVidual report on each offender should be used as 
the basis for compiling the. statistics to insure complete uniformity i.n coding;, 
counting, and summarizing suchc;;data~ ., ' 

The records of the correceions information/statistics data must be controlled 
a~d,c~msistent with all data coded by objective procedures. 

a, 
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Implementation 

A. Agencies Involved: 
Judiciary Department 
All correctional institutions, State and local 
Board of Charities and Corrections 
Board of Pardons and Paroles 
Attorney Gener.al' s Office 

B. Administrative Actions: -
If nOlJlenclat.ure are to be st~tndarized withiJJ.

c

- a~y sub.,..system of' the Criminal 
Justice System, an effort should be" made to standarize such classificat:ions across 
the system. For example, where polic~, courts, and correctio;s share common 
designations for criminal justice data, the problem of misinterpretation of 
data may be largely absent. Lack,of under!,;tauding of the other components' 
data may result in simply ignoring the info:r:mation, causing unnecessary 
communication gaps.. (, 

Standard 4.3 Expansion of Correopions Data . Base 

D 

Thecorrect~ons info:romati~n/statistic; f!ystem shoul-a. be fl-exibl-e .enough to 6 
aZZow for e:x:panSl"on of thedat.a ,base and to meet new info:romation needs. A 
modul-a;r system shoul-d be de~ign,ed and impl-emented to provide this fZexibiZity. 
Technl"qu~s shoul-d ~e es..tab7;l,,/?hed for testing new modul-es without dis:r:>upting 
~he ongol"ng operatl"on of the fJystem.Inte1'qction with pl-anners and admin-
l"st:r:>~tors shoul-d take pl-ace before th~ data base is expanded or new techniques 
a:r:>e l"nt:r:>oduced. ' - , O~ 

CommenJ:ary 

The initial design of the corrections data base should take into account 
the fact that change is'continual; therefore procedures to assure- smooth 
transitions should be established. As new theories about variable factors are 
developed, new da,tawill need to be collected to supply sufficient information 
for long-term reseCl.1c,ch\ and evaluation. The time it takes for the corrections 
system to w~rk mearlos1 that today's programs cannot be evaluated for 3 to 5 years. 
Therefore, ~t is necessary to callect the data that will be reqUired £ar analysis 
in 5 years. . 

Implementation 
"'-. 

A. Agencies Involved: 
Judiciary Department 

'" .All correctional institutions, State and local 
Board of Charities and Corrections 
Board of Pardons and Paroles 
Also"if un:i:fied corrections is not operative ,the group, connnittee, 

or agency designated to coordinate such implementation . 
Bo6ActministrativeActions: 

There ~y be some minor conflicts to be resolved where statutes that 
limit the ki~dS of data to be gathered conflict with those that attempt to 
expand.the ~ame dat;=a base •. If ~he expansion involved is only qualitative 
expans~on (~ncreas~ng the l~kel~hoQd of accurate data) rather than quantitatiye 
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expansion (gathering more information on more people),' the conflict will be 
largely absent'. Additionally, when expansion involves interface, for example, 
with the courts information systemor the National Crime Information Center 
(NCIC),then conflicts may surface. 

C. Funding: 
In an effort to reduce the overall costs, system sharing may be seen 

as advantageous. However, when such shari~g results in data overflow into 
other systems (e.g., police information into courts or corrections), system 
breeches of confidentiality may result. 

,\ 

staruiaI'd 4.4 Offender statistical- Data . 

The fol-Zowing types of corrections data about the offender shoul-d be 
coZZected. Minimum requirements a:r:>e: 

1. Official- aata" incZuding date of entry~ into the correctional- system" 
offenses and sentences" concur.rent or consecutive sentences" recommendations 
of theco~t" conditions of work rel-ease or assignment to hal-jWay houses 
or'other community supewision" and county (cou:r:>t) of commitment or 
entry into the correctional- system; 

2. Personal, data" incl,uding age, race" and sex; ma:r:>ital,/famil,y status; . 
inteZZigence cZassification; miZita:r:>y e:x:pePience; cZassification category; 
other test and evaZuative info:r:>mation" job pl-acement, housing a:r:>rangements" 
and diagnostic data; and -

('.J 

3. Histo:r:>icaZ data" incZuding famiZy backgpound" educationaZ backgpo~d" 
occupationaZ record, aZcohoZ and d:r:>ug use backgroound" and pPior cPiminaZ 
histQry. 

The correctionaZ system may not need aU of theinfo:r:>mation descPibed 
above for persons invoZved in short-te:rom cUstody. Each system shouZd make 
a ca:r:>efuZ determination of its info:r:>mation needS, concerning short-te:r:>m 
detainees. 

Commentary 

Standard 4.4 cites' the minim~m requirements for offender statistical data. 
This personal and historical datal~s necessary for effective program planning 
and administrative decisionmaking. 

All of the types of data listed in thi~ standard should b.e coded into 
categories, that me.et administrati-:le needs and satisfy the requirments of the 
cent~alized information system. 

Implementation "" .' 

A. Agencies Involved: 
Judiciary Department 
All aDrrectional institutions J Sta.te and local 
Board of Charities. and Corrections 
Board of Par~ons and Paroles. 
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B. Legislation: , 
Because the type of information to be collected, the length of time 

such information ~y be maintained, the extent of data collected, etc., are 
presumably to be set forth by statute as per standards 7.2 and 7. 3inf"ra 
(and seetiQn 7 generally), there must be a compromise to satisfy both standards. @ 

standard 4.5 Corrections Population and Movement 0 

The corrections info~ation and statistics syspem should account for the 
number of offenders in each corrections program and the daily changes in those 
numbers. Offenders should be identified by the institution or jail in which they 
are incarcerat8d or the probation, parole, or other community program ~ which 
they are assigned. 

Movement of an individual from one institution or.program to another should 
be recorded in the corrections information system as soon as possible. Assignment 
to special status such as work release o~ weekend furZough also should be 
recorded to enable the system to account for aZZ persons- under supervision. 
Sufficient information must be recorded to indentify the offender and the reason 
for movement. Each agency shouZd record admissions and depru1tures and give the 
reasons for each. 

Commentary 

The basic requirement of the correction,s information system is to account 
for a+l individuals supervised by the corrections system. This is essential for 
institutions that submit daily movement reports detailing the inflow, out.p;o, and 
special assignment status of all individuais. Oiher programs such as probation 
or parole should not be required to submit daily reports but they should record 
all admissions to and departures from their programs. 

With the'information from these agencies" the corrections information 
system can update its files to ref;lect the current status of the corrections 
population. 

Implementation 

A. Agencies Involved: 
Judiciary Department 
All correctional institution~, State and local 
.Board of Charities and Corrections 
Boara of Pardons andQParoles 

,Standard 4. 6 Corrections Experience Data 

Prior to the release of the offender, data d?scribing his corrections 
experiences should be added to his statisticaZ record. When associated with 
postf'eZease outcomes, these. data can be particuZarly valuabZe in evaluation 
dOrrectional programs. Such data shouZd inc Zude : 
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1. SummaFy of work and training experience, attitude, job placement, 
salary, etc; 

2. Summary of educational experience and accomplishments; 

3. Participation in counseZing or other ~pecialized programs; 

4. Participation i~ tredtment for drug addiction or alcoholism' , 
5. Pcu:tic;ipation in special organizations (se'lf-help groups, civia 
assoc1"at1"ons); 

61.' . .pFrefj.!A-ency, of contac;ts with corrections staff, attempts to match 

b
o Jenhaers w-z,th co~ect1"Ons personnel, and direat services provided 
y t e staff; " 

7. Services provided by other agencies ouside the corrections system; 

8. Summar-y of discipZinar-y infractions in an institution or violations 
of probation or paroZe; and 

9. Speaial program exposure. 

h t ~ch of t~i~ information will not be aPplicable to persons involved in 
~tor ,-/rm ctfs 0 y. Each sys~em should make an appropriate determination of 
1" s 1"nJormat1"on needS conaern1"ng. short-term detainees. 

Commentary 

liste~n~~r~~~n!~~da4c~m~~~~~dP~cture °df dan off7nder t~ b7 compiled, the data 
• , e appen e to h~s stat~st~cal record Such 

information is vital to the evaluation of programs and the analysis'of the 
re~ations~ps betwe7n corrections program~ and postrelease outcomes. By 
us ng thisinformat~on, each program type c'anfinally be evaluated from the 
standpoint of its relevance to the successes of- a cl~ent E h 
h uld b hI' "', ... • ac program type 

s 0h e , e d constant, with variations occurring in other data elements 
s~c aS,offense, ag~ range, number of exposures to the program, and type 
~ te~nation. By evaluating the programs in this manner patterns may 
, eChomeliapparent that may indicate the most effective types' of programs for 
eacc ent. 

Implementation 

A. Age~cies Involved: 
Judiciary Department 
AlI.correctional institutions State and local 
Board of Charities and Correc~ions 

" Board of Pardons and l?aroles 

Standard 4.? EvaZuati'Yfg the Performance of the System 

'" 
that ~:r~nformat~on,sy~tem for co~rections should pro~ide performance measures 

e.as oa as1"S Jor evaZuat1"on on two ZeveZs--overaZZ perfoPmance or 
syste!! reV1"ews as measured by recidivism'anil other performance measures,' and 
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program reviews that emphasize more immediate p~O~hm goa~ 
.... '0 ...... " ~achievement. 

'Commentary 

Perforn~nce measurement is critical to evaluative program review 
., ~f measuremez;tt should be uniform for external review and comparison • Th~tandard~I' 
"~eq~i~ementbJ.s especially important for flJ,nd-g:t;anting agencies ~li:i'c:h must smak 

ec sons a out program support on the basis of evaluated 0' , e 
Unless these measurements are based on standard criteria r~~ational performan~e. 
valid and comparisons cannot be made. ' ews c;annot be 
, T~~ two levels of evaluation suggested in this standard are 1) 

reviewll" in which performance of the ti ' ' system 

~! =~:~~~~::nft:n:b~~c~~~!r~: ~::!~;~::~r:h~~~t~~ea~:f!~~i;~:!:Sa~: !h;r~:;:~t 
Implementation 

a 

c? 

" 

A. Agencies Involved: 
Judiciary Department 

,All correctional institutions, State and local 
,B'oard of Charities and Corrections 
Board of Pardons and Paroles 
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'\ TECHNICAL SYSTEM DESIGN 

To estabZish appropriate communications among ZocaZ~ State and Fed~raZ 
criminaZ justice agencies, the data eZements for identification, offense 
category and disposition on each offender shouZd be consistent with specifications 
prescribed by the NationaZ Crime; ,InfoX'Tllation Center (NCIC), SEARCH Group Inc., and 
u1ie Law Enforcement Assistance J .... dministration (LEAA). There may 1?ii'a need for (,I 

additionaZ or tr.ansZated equivaZents of the standard dataoeZement)i at individuaZ 
agencias; if so, it shaZZ be the responsi'biZity ,of :Ahese ager;,r;ie.s to assure that 
the basic requirements of this standard are met.' " 

Commentary 

The overall purpose of Standard 5.1 is to provide the basic terminolqgy and 
definitions to f~cilitate communication between~criminal justice agencies at 
every level. 

Both NCIC and SEARCH (System for the Electronic Analysis and Retrieval of 
Criminal Histories) data elements were developed by a team of criminal justice 
,agencies working together to achieve a specific, goal. Any data elements used 
should be dynamic and subj ect to future modification,. 

a \::\\ 

Implementation 

A." Agencies Involved: 
All criminal justice agencies, State and Ibcal 
Criminal JustiGe Statistical Analysis Center 
SEARCH Grol:lP, Inc. "'" 

B., Administra ti ve ~Ac tions : """ , ' 
Included above by viFtue ,of the S~1J.dard itself should be any Federal 

agencies which have data ties to State and local agencies. Suffice it to say 
~that, some agency should be desi~natedas a cb~,aringhouse and d;Lstribut~9ncente:t'r" 
fo1:') purposes of insuring that al\~ involved agencies receive and understand any 1) 
changes proposed at the Federalleve~.. ,<1 

The initial program of standardization should be coordinated by or through 
the Statistical Analysis Center (SAC). ,In this way, there will exist<a single, 
identifiable agency where all original material is readily avai.lable;. " There 
will also be a staff i1,1~;i:matelyfaJrlliar ~ith all ctt~ng'es and procedures. 

Standard 5. 2 P1'()graming Languages 
~ Q 

'Every agency 0 conterrrpZating the irrrpZementation of ()9mputerized information f? 

systems shouZd insure that sp~cific programing 'language requirements are 
estabZished prior to the init,z,ation of any Pt{'ograming effort. The coni;roZZing 
age,ncyshouZd provide the ~irection qpncerningprograming ''language requirements 
aZready in force, or" estabZish reqUirements ba(!!ed on the functionat compatibiZity 

CO of language~ data structure, and interface 9f present aru1. potentiaZ users. 

~, 
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Commentary 

Individual agencies at the state, 
have statutory limitations on'specific 
be used because of the hardware in use 
compatibility agreements. " 

county, and "iocal lev~ls in some instances 
programing' language that mayor may not 
or planned, o~ d~e to local language 

~_ 0 0 

There are many factors t6 be considered in the selection of a lang~age, 
but it is to ."the advantage of each agency 'to establi.shsuch a sfandard at the 
highest 0 poss:f.'ble' governmental level. "c! 

• 'V. .' II' 
The Systgms TasktForce feels that it is in~the beSt :I.nterest of South Dakota 

to not specify a cert;,ain r~~uired language at this time. This ewill allow the 
state to establish requirements concerning program languages at a time when a 
computerized criminal justice system is 0 established in South Dakota. 

Implementation 

A. Agencies Involved: 
A]"l criminal j'ustice agencies~ State and loca! 
Criminal Justice S.tatistical A,tlalysis Center 

B. Adminis tra ti ve Actions:' 

o 

AlternativEasexist in terms of de'signating a controlling agency. The 
SAC or the Attor~ey General's Office are two plausible choices.~e decision will 
turn on which agency J;!c:(s the requisite expel:tise to evaluate language requirements.., 
and necessary changes. If the SAC assume~ a predominate role in the entire process, 
as contemplated by the systems standarDs, its role in the above capacity will not 
be inconsistent. 

Standard 5.:5 21el,eprocessing 

During the design phase of the devel,opment of information and statistics 
systems~ 'each agency mus.t provide sufficient resources to assure adequate 
tel,eprocessing capabiZity to satisfy the intra- and inter-agenoy .coTTlllTU.nications 
requirements. ,Attention shoul,d be given tri other criminal, justice information 
sys~ems £pZ'iinned ~r ir: operation) ~t. the oot~oYlCf~"?,s~~te~.and l,ocal, l,evel,s 

"to t-nsure the dest-gn 1.-ncl,uaes prov1.-s1,on for1.-nt'erfac1.-ng unth other" systems as 
appropriate. AdditionaZZy~ the specificreqdirements for -internal, cOTTlllTU.nications 
must be incZuded in the technical, system design. . 

Commentary 

o 
The development of information systems tends to focus on lqcal communications 

need,swithbut considering the rectuirements and c~pabilities of other agenc.ies 
with which future interfacing is essentiaL Communications ,nth NCIC "'hnd the 
appropriate State and local systems are essential to the e'st.ablishment of an 
effiactive, integrated in,formation system to SUppOl;'t criminal justice operations 
and adminis.tration. . 

."'~ " '0 

Implementa t~.On 
"~~ ,------=:: 

,,,,,"---

A. Agencies Involved: 0 

('; fl 

All criminal justice agencies, State arid local 
. j Criminal Justice cBtatistical An,alysiS! Center 
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B. Administrative Actions: 
, ~~. Divisi~n of Criminal Investigation is already in the position of 
controll~ng all.relevant teleprocessing in South Dakota and is empowered by 
statute to continue doing so. The SAC should certainIy\ give assistance in 
coordinating interfaces with other agencies. J . 
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OPERATIONS 

() c c~' 

. Standard B. 1 OB!S/CCH' Data EZements., Data",. CoZ~ection a~nd FiZe p:r>eation 
...,' (~) ~ .'.-.- , .,' G ,:, 

Identical. data eZements shouZd ~e used to satisfy requirements for si~tZar 
information to be. deveZoped fro7TL either an Offender-Based Transaction Eiatistics 
(OBTS) system q1' g: Computerized Criminal. History (CCF) system over aU Ctreasvc>f 
South Dakota'cs aioiminaZ justice system." .' 

'J:ne designs oj" both systems shouZd be determined by' advisory committees, which 
() shouZdhave some mem,bership in corrunon to assure data e,~ement compat,z,b'iZity. 

Before compZetion of the data eZernent Ust 7for both systems., conferees fY:'om 
both advisory committees shouZa meet 'to confirm data eZement. cQnformi-ty. 0 

The coding' strua~UX'e of aU over Zapping data eZements shouZd be deveZoped 
to guarantee that statistical. and operational. information is avaiZabZe., comparabZe., 
and that it meets nat'fpnaZ specifications and requirments.. 

The coUeation of data required to satisfy the OBTS and CCH systems shouZd ~ 
be gathered trom South Dakota's criminal. justice agencies. in a singZe coZZeation.~ 
Fo~s and procedures shouZd be ~signed to deter dupZication' of data and 
assure that the data coded by agency personnel. meets aZZ of the requirements 
of the system. . , • c:, 

FiZes created as data bases for the OETS and CCH fJystems shouZd be deveZoped 
simuZtaneousZy an.d maintained as much as possibZe within a singZe activity. .1' 

\J JuveniZe record info:Pmation shouZd not be entered into aduZtcriminaZ
c 
historY 

fiZ-es. .,,' G . ) 
. Commentary 

. ~ ~ " 
Standard·6.l is a thrust towards a comp~terized system for South Dakota. 

The Systems Task Force feels' that many of the elements con~Jained in Standard 6.1 ' 
sl?-ould also cover a manual OBTS/cCH systeIn. " 

I;' Although the OBTS and CCH systems each have specific objectives Cl.nl uses in 
s1l'Q.port of criminal justice, some of the data el~men1rs are ,th~ Same for both ,~, 
systems. ' 

" Standard 6.1 assumes that South Dakota will develop CCH and OBTSrsystems 
concurrently. If these systems are not developed simultaneously: ,then long " 
range planning mus,t be done. Such plannip,g should insure against' (:lata and' time 
duplication. In order for thes~ systems to b~ developed logically', they shou,ld 
be overseen by advisqry commit:tees w:piqh arE: aware of the indivig.ual needs of ' 
the systems. . q 

T~is type of logical planning with input from adv~sory committees should 
allow that operational data be collected in a systematic :nature and that forms 
to collect this data be designep. to in.sure that required data is collected and 
~data duplication is held to a minim~)n. 

Implementation 

o 

A. Agencies Involved: 
All criminal jU$tice agencies, ,State and local 
Criminal Justice Statistical Ab.alysis Center 

B. Administrative Actions: . . 
o 

Agencies must cooperate, I; with the daid ·of the Statistica,l Analysis Center. 
(SAC) as a coordinatingbody~ in order to restructure and supplement .thE:ir data 
gathering and reporting .p" rocedures. ",," 
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C. Funding: 
Federal funds are available for initiation of better data systems, but 

there will also be some ongoing activity above the .current level for all types of 
agencies. Agency budgets must be adjusted so that each agency can contribute 
accurate, standardized information. 

standard 6.2 EstabZ.ishment of Computer Interfaces for Computerized Criminal. 
Justice Information Systems 

!l.'he estabZishment of a computer interface to other computerized criminal. justice 
information systems wi~"? constitute the acceptana.e of responsibiZity for a control. 
unit for those agencies serviced by the ir1;t~rfac~. 

1.: Each computer interface in the criminal. justice heirarcny from ZocaZ 
, c'nminaZ justice',i,nformation systems thfJough the national. systems wiZZ be 
considered a control. terminal. and aZZowed to interface if aZZ of the identified 
responsibiZities are accepted by that control. unit. 

() 

2.' Each control. unit must ,-maintain technical. Zogging procedures and aZZow 
for 100 percent audit of aZ'l traffic handZed by the interface • . Criminal. 
'history response Zogs shbuZd be mtlintained for 2 years--others'7 for 1 year. 

o 

u 5. ~.The GontroZ unit mus''j3'inq.intain backup or dupZicate copies ot its fiZes 
'in secur.e 'locations.away from the ppimary site • 

.4. AZZ personnel. invoZved 1,.n a system are subject ~o security checks. 

5. The c~ntroZ unit must estabZish ~ Zog checking mechanism where maahine
generated Zogs of' other than ,~o record" responses are compared with manual. 
tfi'l'rrtinaZ Zogs' and discrepancies between the two resoZved. 

Commentary 

\\\ 
Standard 6.2 lends itself to the problems of establishing computer interfaces 

with other comput~rized criminal justice information systems~ . Standard 6.2 
establishes the methodology that will' allow agencies that cannot affOl;d dedicated 
equip~entto interface as lo~g as the necessary control of ~he information is 
maintained •.. 

This standar4 is futuri3Eically, oriented and isvappli~able only if computer-
ii'zecL information systems are developed in South Dakota. 

q 

, Implementation 

A. Agencies. Involved: " 
All criminal justice agencies flarticipating in the criminal justice 

information. system 
B. Administrative Actions: 

Because such $ophisticated computer capabilities as con~emplated in the 
st~ndardwill not become a reality in South Dakota until some time in the 
future, implementation is not practical at present. Without a doubt, however, 
careful regulation will become a necessity. 
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Standard 6.3 The Avai'labiZity of Crimina'l Justice Information Systems 

c· 

The avai'labi'lity of the information system (the percentage of time when 
the system is fuZZy operating and can process inquiries) shouZd not be 'less than 
90 percent. This avai'labi'lity mu.st be measured at tn.l!(output devide serving 
the user and may in fact be severa'l times removed (tedhnica'l'ly) fpom the data 
base providing::the .information. 

Conunentary 

.,-::: -;~, 

The probiem causediby interfaci~gc6~puters from'Federal to state·to region 
to user can cause considerable system downtime while each of the individual 
operating centers is reporting a high degree of availability. When this reported 
availability is degraded by the failure of the needed repairs of anyone of 
the technological links that connect the user to the data base, the reported 
reliability is significantly reduced. The standard requires that the availability 
of a total system (all elements) be measured at the user's device. Information 
centersuwhether Federal, state, regional, or city, must begin to measure the 
aV'ailability of their systems at their output devices. This availability then 
will be the true measurement of the effective availability of the system. 

In the past.::;it has been the practice of the central computer cQmple~es to 
report availabilitY",measured in terms of central computers or conununication 
computers or some other similar devices. Such computations can be misleading 
because information may not be available due to failures in lines, terminals, 
an:d in systems with which they are interfaced. 

An index of the available data should be established and its availaQility 
measured at the user's terminal device for each funct=i;lJnal cae"egory of data. 

Once these measurements have been accomplished, efforts should be undertaken 
to uphold the standard of 90 percent availability for the information system. 

Implementation 

See Standard 6.2 supra. 

o 

.. ' 

o 

o 

= ....... -

PRIVACY AND SECURITY 

Standard 7.1 Triggering of Data Co'llection 

With the exception of inteZZigence and,~investigative files, coZZection of 
criminal justice information concerntng individualsshou'ld be triggered on'ly, by 
a forma'l event in the criminal justice process and contain on'ly' verifiab'le data. 
In any case where dissemination beyond the originating agency is possible, this 
standard shou'ld be inv~o'lable. 

Conunentary 

c 
The requirement that criminal justice information files be triggered by 

an external and formal event between an individual and the criminal justice 
system may reduce the amount of data collected to some extent. However, it 
insures that the information that is retained will serve a va:J.id purpose and 
be verifiable. The exception of intelligence and ~nvestigative files allows 
law enforcement agencies the necessary leeway to record data from informal 
events which may prqve valuable in preventing or solving crimes. ( 

In order to formulate stand~rds on information, a consensus on the~ 
definitions of various types of information must be reached. Criminal histories 
consist of identifiabl\~' descriptions and notations of arrests, detentions, 
indictments, informations, or other formal criminal charges, and any disposition 
arising therefrom, sentencing, cO,rrectional supervision,,. and release. The 
term excludes i:dent:i:'f:ication; information such as fingerprint records to the 
extent that such information does not indicate involvement of the individ~al 
in the criminal justice system. The Police Reference No:tsbo(fk, published by 
the International Association of Chiefs of Police (IACP), defines a criminal 
investigation as "a police inquiry into an alleged act or omission, wherein 
the inform.ation obtained infers or implies the commission or an attempted 
commission of a crime or an offense of a criminal nature." This information 
gatliered in the process of ascertaining the facts about and the persons responsible 
for ,crimes can be contrasted with intelligence data. The latter is collected 
about persons or or~anizations engaged in or contemplating engagement in illegal 
activities. While the ultimate' objective of an investigation is to present 
phYSical evidence and a suspect to a court of' law or to pr,esent data on an event 
or an individual so that decisions can be, made with respect to that event ~c\ 
qr individual, the objec~ive of intelligence gathering is ,to .anticipate an~ 
prepare for events~ either in a taqtical and inunediate' sense o,r in a, strategic 
and general sense. Either type ,of :i.,nformat:i.on may become use:ful for the other's 
p,ur:pose:S"'. : ' 

Implementation 

A. Agencies Involved: 
All criminal justiceagenciesempow'ered by law 1:0 collect data. 
Where Grand Jury indictment or civil litigatiol1 are present, presumably 

withQut the police originating the inquiry o:r investigation, the courts and 
prosecutors'off;i.ces must particularly be includedin guidelines restricting 
collection and m.a.~ntanence of information. Courts and others may escape control 
by defining whatever they do as constittitin~, investigation. ' 

i 
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B. Legislation 
Present statutes extend to fingerprints (SDCL 23-5-4), criminal 

records of inmates (SDCL 23-5-3), access to public records by a pureau of 
statistics (SDCL 23-6-11), gathering information on a particular offender 
(SDCL 23-6-5), and compilation of -general statistical information by the Attorney 
Gen,eral (SDCL ,,23-6-4) •. Of more :i,mportance,is the fact theft there is no statutory 
expression of when data collection will COlDDlence. SDCL 23-6-4 (Statistical 
Information COmpilation by Director) in the final lines states that information 
may be gathered "for the administration of criminal justice, and for the 
apprehension, punishment, and treatment of criminal offenders." There is no 
indication that arrest need follow police contact before information may be 
gathered and used. In this case, it is all a matter of how liberally one construes r\ . 
the statute. Ij, 

C. Administrative Action~: 
_\ Unless otherwise prescribed by statute, law enforcement agencies 

must devel'op their own policy designed to exclude "mere contact" individuals 
from becoming the subjects of police information systems. 

Staruiar'd ? 2 Saope of Fi'les 

An item of data may be ao'l'leated and stor'edin a arimina'l justiae info:t'TTlation 
system on'ly if the potentia'l benefits fr'om its use outweigh the potentia'l irlJ~u:t'y 
to privaay and J!e Zated pr'otected inter'ests. Centr'al,ariminal,. history systems 
shou'ld be Zimited to inform"ation fr'om fo:t'TTlal, 'legal, events. 

COlDDlentary 

, 0 
The less there is in a file about an individual, the less the potential for 

invasion of privacy. From the privacy perspective, I'~O file" may be the best . 
file. Against this must be balanced the Government's right to" collect and employ 
information about its citizens. Frivacy considerations relate to the quanitity, 
quality, character, and intended uses of data to be collected. Since a balancing 
of intfFsts is involved, from a privacy point of view'. no more data collection 
can be justified "than is essential to the performance of the criminal justice 
function in question. Any data collected in excess of this amount poses a " 
potential threat to privacy without providing any offsetting benefit.fUl too " 
frequently, our ability to use data effectively is exceeded by our ability to 
collect it. Clear definition of the purposes of data collection and its int.enCied 
uses, prior to cO,llection, would restrict acquiSition to w9at is essential. 

Thus two major questions to ask of any system are what purposes it and 
its data. serve and how might the same purposes be accomplished without. collecting 
these data. Further, the need for computerized files, once automation is 
feaSible, and for permanent files should be examined carefully in light of the 
harm to =individuals that could result from their use. Lest a concern for 
privacy inhibit intelligent decisionmaking by overly restricting information 
collection, there should be a conscious focus on gathering enough information which 
is pertinent. to a particular case or event. Exemplit:ying this dltype of focus 
are t~e proviSions of this and. the previous standard to limit c'entral criminal 
history systems .to information from formal legal events, taken in conjunction 
with the standard generally mandating completeness and accuracy of recQrds. 

" 'More specific guidelines can be drawn up by a policy-setting agency. 
Open disclosure and justification of e~f>h item of information and, ,J10W it Will. 
cbe used would be one way of forcing a weighing of utility against privacy 
considerations. If an' announcement and jusQtificationprocedtire were followed, 
adequate opportunity for receipt and assessment of public reaction could occur. 
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Implementation 

A. Agencies Involved: 
Policy-setting agency or agencies 
All criminal justice agencies empowered by law to collect information 

and ,maintain files on individual citizens 
B.Legislation: 

The "'basic rationale behind involving data-collecting agencies that have 
a statutory basis for their activities was, first, to indicate that such activity 
should be restricted to only those agencies presently operating under statutory 
authority. Secondly, agencie~ collecting information by virtue of administrative 
policy of "general practice" should either be empowered by statute to do so or 
p~ohibited from continuing to gather information. Such constraints pro'bably 
speak more to the "kind" of datcC:ahd to its use than to the activities of 
collecting the data. Before being authorized'by law to collect information, the 
agencies'. needs for such data \~hould be carefully scrutinized •. Even if the ends 
are deemed worthy, lawmakers s~ould evaluate the means' of achJ.eving.such ends 
and decide whether data collec~)ion by those agencies is the be~t ~eans. It 
must be made clear that author,~zation does not constitute permJ.ssJ.on to gather 
any information desired and dlat the criterion expressed in the standard applies 
to all items collected. 

C. Administrative Actions: 
Unless or un,tilspe$ittied by law, all data collection by agen:~ies ~ 

presently so authorized shall be curtailed by the supervising division. An 
avenue of appeal should eXist to allow an agency to continue gathering data on 
a reduced and supervised basis. If such an agency cannot justify satisfactorily 
th§ continued collection of information or if .an agency legally permitted _to 
gather data cannot satisfactorily justify the collection of a particular item 
of information, that agency must be ilDIIlediately restrained fr,om continuing to 
collect that data by court order if necessary. 

u 
StancJ.a:r.d ?:5 C.orrrp'leteness and Aaau:t'aay of Offender' Data 

Agenaies maintaining data or' fi'les on per'sons designated as offender'S 
shoul,d estabZish method~ and pr'oaedu:t'es to insu:t'e the aompZeteness and aaau:t'aay 
of data~ inal,uding the foZ'lowing: 

1. Every item of infor'mation shouZd be aheaked for' aaau:t'aay and aompZeteness 
befor'e entry into the system. In no event shoul,d inaaau:i>'ate~inaomp'lete~ 
unal,e~~ Or' ambiguous data be enter'ed into a ar'imina'l justiae infor'mation 
system." Data is inaoTtlp'lete~ unal,eaP~ Or' ambiguou~ when i~ might mis'lead 
a r'easonab'le per'son about the tr'Ue natu:t'e of the 1.,.nfor'mat1.,.on. 

2 .. A system of verifiaation and audit shouZd be instituted. Fi'les must 
be designated to e:x;a'ludeambiguous Or' inaomp'lete data el,ements. Steps 
must be taken duPing the data aaquisition pr'oaess to verify al'l entries. 
Systematia audits must be aonduated to insUr'e that files have been 
r'egu'lar'Zy and aaau:t'ately updated. Wher'e fiZes aPe found to.beinaorrrpl,ete~ 
aZZ per'sons who have r'eaeived misZeading info:t'TTlationshou'ld be immediatel,y 
notified. 

:5. The fo Uowing J:>Ul,es shaU app'ly to pu:t'ging these r'eaor'dsJ 
a. Gener'al,. fil,epu:t'ging ariteria. In addition to inaaau:t'a.te~inaorrrp·Zet~~ 
misZeading3 unveX'ified~ and unverifiab'le items of ifLfor'mation3 infor'mat1.,.on 
thq.t~beaauseof its. age Or' for' .other r'easons~ is Zike'lyto be an 
un;peZiabl,eguide to the subjeat's pr'esent attitudes or'behavior' shou'ld 
be pUr'ged fr'omthe system. Fi'les sha'l'l be r'eviewed pe:t'iodida'l'ly. 
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cPirrrinaZ histo:t,y items shal,Z be'f1estroyed from the fiZe after one 
year unZess the aase is stiZZ penaing or unZess a disposition is shown. 
b. Use of purged information. Information that is purged but not 
returned or destroyed shouZd be he Zd in aonfidenae and shouZd not be 
made avaiZabZe for review or dissemination by an ind~~iduaZ or agenay. 

When information has been purged and the individual, invoZved is subsequentZy 
wanted or arrested for a arime~ suah reaords shouZd be reopened onZy for 
purposes of subsequent investigation~ proseaution~ and disposition of that offense. 
If the arrest does not terminate in aonviation~ the reaords shaZZ be reaZosed. 
If conviation doesZ'esuZt~ the reaords shouZd remain open and avaiZabZe. ~ 

Upon proper notiae~ a arirrrinaZ justiae.agenay shouZd purge from its 
ariminaZjustiae information system aZZ information whiah has been reviewed and 
found inaaaurate. Further~ information shouZd be pi,a>ged by operations of statute~ 
administrative reguZation or ruUng~ or aourt 'deaision~ or wherf..; the information ~ 
has been purged from the fiZes of the state whiah originated the; information. '4' 

Commentary 

G "< ... -... ~\ 
These guidelines' recognize the need to maintain accurate and ':cbifiplete 

records and to institute formal checks insuring that the procedures estiablished 
to accomplish these ends ar'e working. Accuracy and completeness of dat'a should 
improve the efficiency of .criminal offender recordkeeping. However, the" primary 
purpose is to provide a guideline for protecting security and privacy_ ' 

The file design itself can play an important role in data quality control. 
If one knows in advance that certain items of information may be incomplete or 
inaccurate, then the information should, if possible; be excluded from the system. 
When mistak~s do occur, it is vital to notif)~ users as soon as possible to':}' 
minimize the effect that such an error might have on an individual. 

For a variety of reasons, some of which are related to privacy considerations, 
it is sometimes desirable to remove records or remove records or entries on 
records from criminal justice files • ,I Two such reasons consist of the possibilities 
of rehabilitation and of innocence. Since absolute rules are difficult to . 
devise, the need for purging can be acknowledged through a general statement, 
while leaving decisionmaking power to the courts and agency discretion. At a ' 
minimum, the notation of an arrest not followed by a final disposition within 
a year should be considered incomplete if the case is not aC.tive and should be 
remov.ed from an individual's record. Purging rules can become more elab~ate 
within a particular agency as technical developments allow. Where information 
is removed but not destroyed, limitations on its use will guarantee that an 
individual is adequately protec~ed. 

Implementation 

A. Agencies Involved: 
All criminal justice agencies, State and> local 

B: Legislation: 
As covered in Standard 7.1 supra, there are statutes in the area of 

collecting information; however, they do not restrict collection of information 
by various conipQnents of the criminal justice system. Similarly, there is no 
statutory p~)wer to guarantee accuracy, completeness, or purging with regard to 
the same records. Currently, juveniles enjoy the right to petition: to ,have 
their records "sealed" (the relevant statute provides. that only the petitioner 
and 'persons named in the petition may ther~after inspect such records, SDCL 26-
8-57.1, 8.L 1968) .Fo~~ adults, SDCL 23-5-1 restricts distribution of records; 
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however, only one provision is made for the sealing of records at some future 
date. A &irst felony offender's records may be sealed and his or her pre-arrest 
status restored (SDCL 23-57-4.1, SL 1976). Statutory authority similar to that 
granted juveniles should be created for adults in order to conform in part 
with this standard. 

C. Administrative Actions 
Where statutory authority fails to be created, law enforcement agencies 

and the criminal justice system in general should seek to create a viable 
standardize'dmethod of dealing with inaccurate information, purging of files, 
and sealing records. Court order would probably be the next best method after 
statute, followed bY,an Attorney General's opinion. 

Standard 7.4 Aaaess and Disserrrination. 

1. General, Limits on Aaaess. Dissemination of arirrrinaZ ,justiae information 
wiZI be Zimited to the foZZowing individuaZs and agenaies: 

IndividuaZs and agenaies whiah require ariminaZ justiae information to 
impZement a statute or exeautive order that expressZy refers to arirrrinaZ 
aonduat and aontains, Z'equirements and/or exalusions based upon suah aonduat. 

\; 

2. Terminal Aaaess. Criminal, justiae agenaies shouZd be permitted to have 
terminal, aaaess to aomputerized ariminaZ justiae information systems where 
they have both a need and a right to know. Non~arirrrinaZ-justiae agenaies 
having a need OZ' right to know or being authorized by statut~ to reaeive 
arirrrinaZ information shouZd be suppUed with suah infqrmation only through 
arirrrinaZ justiae agenaies. . '_ 

5. FulZ and Limited Aaaess to Data. Criminal, justiae agenaies shouZd be 
entitZed to aZZ unpUZ'ged data aonaeZ'ning an individual, aontained in a 
ariminaZ justiae information system. Non-ariminaZ-justiaeagenaies 
should reaeive onZy those~statistiaaZ portions of the file direatly reZated 
to the inquiry and should maintain the anonymity of the persons invoZved. 
SpeaiaZ preaautions shouZd be taken to aontroZ dissemination to non~ 
ariminaZ-justiae agenaies of information whiah might aompromise personal 
privaay~ inaZuding striat enfora~ment of need to know and right to know. 
ariteria. 

4. Arrest Without"Conviation. If a aourt order is presented .0.'1' upon formal, 
notiae from one ariminal, justiae agenay to another~ aZZ aopies of information 
fil~d as aresuZt of an arrest that is ZegaZly terminated in favor of 
the arrestedindividualshouZd be returned to that individual, within 
60 days of final, disposition. Suah information shouZd not be disseminated 
outside ariminal;, justiae agenaies. c 

However~ files may be Z'etainea if another arirrrinaZ aation or proaeeding 
is pending against the arrested individuaZ~ or if he ,has pZ'eviousZy been 
aonviated in any j~sdiation in the united States~f an offense that wou~~ 
be deemed a arim~ in South Dakota. 

5. AaaountabiUty for ReaeiptJ\ Use~ and Dissemination pf Data. Eaah 
person .and agenay that obtains\. aaaess to a:r.>irrrinaJ jw?tiae information 
shouZd be subjeat to aiviZ~ ariminal~ and administrative penaZ,ties for 
th~ improper reaeipt~ use~ and:dis$emination of suah informat;ion. 
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The penaZties imposed wouZd be those gener'aZZy appZiaabZe to br'eaahes ,: 
of system r'UZes and r'eguZations as noted ear'Zier'. 

6. CUI'r'enay of Difor'l7lation. Eaah anminaZ justiae agenay must enSUI'e 
that the most aUr'rent r'eaor'd is used or' obtained. 

Commentary 

Since sensitive data will continue to be collected, its treatment while 
on file will determine whether a goal of confidentiality is reached. An imp?rtant 
foundation for appropriate treatment is the granting of access only when there 
is an explicit legal basis. This is a formal way of identifying those agencies 
with a need and righ1;: to receive certain kinds of diita. The need for data must 
be proven by demonstrating that the collection a~4 use of that data is the best 

,".means for reaching certain goals. The right to have data must be deterinined by 
establishing the legitimacy and. worth of those goals as well as whether it is 
that particular agency which should be achieving those goals. 

In automated systems, access can be direct or indirect. To insure security 
and privacy it would be advisable to limit such access to the most reliable 
terminal users. These, presumably, would be criminal justice agencies. Non
criminal-justice agencies that are eligible to receive information would have 
to initiate inquiries and receive responses through criminal jus'tice agency 
terminals. The slight inconvenience that this method of access imposes on non
criminal-justice users is more than offset by the increased level of control 
over access. 

While information will vary in relevance to user requests, some data should, 

t 

as a general rule, 'be given special attention. In particular, arrest dat~ is 0 
potentially very damaging to an individual. The economic and personal damage 

o resulting from an arrest that does not lead to conviction is unnecessary. The 
principle of presuming an individual's innocence until he is proven guilty' should 
guide not only the criminal justice system, but other public and private systems 
as well. Allowing an individual to remove his/her record upon acquittal, through 
a ,court order, reflects the judgment that injurious effects would not be worth 0 
any gains for law enforcement from keeping such records and, thus, that an 
individual should have the opportunity to intervene and prevent such injury. 

Dissemination is closely related to the problem of access. O~ce data is 
received, security and privacy considerations dictate imposition of adequate 
controls over its subsequent use and distribution. Dissemination to criminal 
justice personnel for their own use presents the fewest proble~s. The chief 
precaution to be exercised is IIthat agency personnel have both a need and right 
to see the information. Within any agency, which employees may have access to what 
data should be specified. Each agency receiving information must enforce these 
standards and-monitor their employees to see that they observe them. When other 
governmental, non-criminal-justice agencies are involved in receiving data, 
greater care must be exercised. Inquires, requests for data, should be satisfied 
only if a need and right to know are confirmed and with the minimum amount of 
data possible. It is virtually impossible to monitor and restrain the use of 
data once it passes out. of the government. 

There must be accountability; commensurate with responsibility. Rights of 
access and dissemination are: ·limited licenses to invade another' person 's privacy 

(.) 

il 

0' 

for a legitimate purpose. The user of criminal justice information must be held (.11 
strictly accountable for the proper use of the information. To pernrlb an audit 
of access and dissemination, it is imperative that accurate records be kept of 
those who received criminal justice information. 
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Implementation 

" A • Agencies Involved: \ 
All criminal justice agencies einpow(~re,d by law to collect information 

and maintain files on individual citizens ' 
B. Legislation 

to "The immense and confusing problem of defining "need to know" and "right 
,know must first be dealt with by the legislature and those agencies necessarily 

af~ected. A:!.so involv:-d in defining the above phrases is the question of distin- . 
gtush~ng non-criminal-Justice agencies (and personnel) from quasi-criminal-just:ice 
agencl.es. Tl'ie former have very little official contact with recognized agencie~ 
and the latter d~ a substantial portion (but not all or even a majority) of thei; 
business with crl.minal justice agencies--schools and the Division of Motor Vehicles 
respectively, are examples. ' 

Of extant statutory authority, SDCL 7.3-5-1 authorizes the Office of the 
Attorney General to procure criminal identifying 'lnformation on persons who 
may be taken into custody. SDGL 23-5-6 authorize~ law enforcement and corrections 
~ersonnel to procure identif~cation records, and SDCL 23-5-7 prohibits the dis-

em:tnation of this data outsl.de of such agencies and prohibits its exhibition 
except to peace officers. The Attorney General has the power to disseminate ' 
~~formation held by his "bureau of statistics" to law enforcement agencies (see 
f CL 23-6). There are apparently no statutory restrictions governing the extent 

o this and other information collected. What happens to said information if 

bafter taken into custody, the person is released? To what uses may such data' 
e put? Once data are gathered, the law is silent.: 

A Restrictions presently exist in the form of opinions rendered by the 
ttorney General, to wit: . 

and, 

Law enforcement personnel only to have access to criminal files placed 
in federal computer system. No. 72-63 (emphasis added); 

'0 

~rimil nal files to be placed into federal computer system to be handled only 
y aw enforcement personnel. No. 72-63 (emphasis added); 

furthermore, ' 

Collection, compilation, conversion, storage and processing of criminal 
information may be performed only by persons under direct supervision of 
Attorney GeneraL No. 72-63. 

" .' The last opinion may be interpreted to suggest that the courts and 
corr.ec~ions agencies I d h . . . , un ess un er t e Attorney General's supervision may not 
collect data-- an interpretation which would n?t withstand even brief'argtunent. 

Of equal importance are duplicate information systems. The. courts fo 
example, are presently developing their own system and, by virtu~ of .. SDCL' 16-~-20 
(SL 1973), have statutory authority to do so. A rather perplexing. question 
~or the legislators will involve guaranteeing safeguards across t~e criminal 
Justice system. In other words, will agencies be able to gather information 
~:entica~ to a companion iigency but differ as to tim~ and method of disposing 
~ such,l.nformations?Some agencies may be allowed to keep data on file 
l.ndefin~t71!,. while others may be required to dispose of identical data at 
some specl.fl.ed time in the future. 

Other questions of a similar vein would include: to what extent and with 
what frequency will information exchange be allowed ·l.'f a't all' wii~ all I b i . .. , .., , . -.1.... agency 
personne, y v rt,ue Qf employment, have some acce~s to data fro!fu other agenci es 
where e~change is involved ~thi~ is particularly acute with manual systems); .-
will one agency be able to Justl.fYmaintaining data longer than Cl,nother on the 
basis of less s~ringent criteria; if one agency is able to j"tlStify keeping 
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information almost indefinitely might it not become a "respository" for a.ll . 
kinds of data, some of which comparat~ve.jlgencies would have otherwise be.en 
forced to destroy. ," 

C. Administrative Actions: 
There is a likelihood of some conflict where statutes are not sufficiently 

explicit, thus forcing agencies to promulgate their own policy and proced?re, 
which may be substantially more liberal than was the legislative'intent. Policy
setting agencies such as the Attorney General's Office, the Supreme Court, 
and especially,the Governor, could issue guidelines. Each agency must take on 
some additional responsibilities, such as keeping track of access and dissemination 
in log fbrm, in order to demonStrate compliance with the laws or policies 
established. 

An ongoing problem arises where sanctions must be used to curb violations 
by criminal justice agencies. It might, for example, be hoped that violations 
would be infrequent and therefore not merit undue apprehension. 

c 

= 

~ 

D. Funding: 0 
Where the intent is to force compliance from more recalcitrant agencies, ty 

budgets might be used in two ways. First, requested funds could be suspended , 
until compliance with the statute, regulations, e~c., is accomplished. Secondly, 
if consolidation of information is the ultimate goal (and this would make security 
much easier), then an agency's budget for data collection, storage and so ~orth () 
might be reduced until compliance is the only economical way tofoperadte. Of i . 0 
course, in the second instance, the system the agency has been . orce to part c~pate 
in must be as good.c'(preferably better) 'than the system it has abandoned. 

Standard 7.5 InfoPmation Review 

1. Right to Review InfoPmation. Exaept for intelligenae and investigative 
files" evepY person should have the nght.to review anminal Justiae 
infoPmation relating to him. Eaah anmind.l justiae agenay with austody 
or aontrol of anminal justiae infoPmation shalZ make available proaedures 
for suah a review. 

2. Review Proaedures. 0 

a. Reviews should oaaur only within the faaiUties of a anminal justiae 
agenay and only under the supervision and in thepresenae of a designated 
empZoyee or agent of a anminal justiae agenay. The files and reaords 
made available to the individual shouZd not be removed fI'om the "premises 
oj' the anminaZ justiae agenay at whiah ther~aords are bei~g reviewed. 
b. At the disaretion of eaah anmirtal justi-ae agenay" suah reviews may 
be Z:imited to ordinary dayUght business hours. And suah °aFJe~y may. 
require advanae notiae by the individual that he wishes to inspeat h~s 
file. 
a. Reviews' $(:u;uZd be pre¥tnitted only after venfiaation that the r~questing 
individual is the subjeat of the ariminaZ justice infoPmation wh~ah 
he seeks to review. Eaah·anminaZ justiae agenay shouZd require finger
pnnting for thisc!Opurp1f3se. Upon presentation of a SWO:i'n ~uthonzation 
from the individuaZ involved" together with proof of identity" an 
individual's attorney may be pePmitted to ''examine the infoPmation 
reZating to suah individual. 
d. A reaord of suah review should be maintained byeaah ari;;ni~Z justiae 
agenay by the completion and preservation of an appropT'iate foPm. Eaah 
foPm shouZd be aompleted and signed by the sUPervisoi>y empZoyee pr 
agent present at the r'e1)iew. The I'eviewing individual should be asked" 
but may not be required" to venfy by his signature the aaauraay of 
the anminal justiae infqrmation he has reviewed. The foPm shouZ:d 
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inalude a reao-eding of the name of the reviewing individual" 
the data of the review" and whether or not any exaeptionwas taken 
to the a~guraay" aompZeteness" or aontents of the information reviewed. 
e. The reviewing individual may make a wnttensWTllllaray or notes in his 
~ handWnting .of the info~tion reviewed" and may take with him suah 
aopies. Suah individuaZs may not" however" take. any aopy that might 
reasonably be aonfused with the onginal. CI'iminal justiae agenaies 
are not required to provide equipment for aopying. 
f. Eaah reviewing individual should be informed of his rights of 
ahanenge.. He should be infoPmed that he may submit written exaeptions 
as to the information's aontents" aompleteneS8 or aaauraay to the 
anminaZ,. justiae ·agenay with austody or aontrol of" the infoPmation. 
ShouZd the individual" eleat to submit suah ereaeptions" he should 
be furnished with an appropnate foPm. The individual should reaord 
any swh exaeptions on the foPm. The fOlWl shouZd inalude an a;f}fiPmartae" 
signed by the individual or' his legaZ representative" that tn.£ '.' 
e:;;aeptions are made in good faith and that theyar'e .. true ,to the best 
0[0 the individual's knowledge and beZief. 
g. Theanminal justiae agenay shouZd in eaah aase aonduat an audit of 
the individual's anminal' justiae infoPmation to detePmine the aaauraay 
of the exaeptions. The individuaZ should be infoPmed in wnting of 
the results of the audit~ ShouZd the audit disaloseinaaauraaies or 
omissions in the information" the a::t>iminaJ justiae agenay should c;Jd'Use 
appropnate aZterations or additions,.to be made to the infoPmation" and 

0,~ shouZd aause notiaeof swh alterations or addi.tions to be given to 
" the individual, invoZved and to any othel.' agenaies in this or any 

'. other ju:t'isdiation to whiah the anminal justiae infoPmation has pre
vie>...l.f:ily been disseminated .. 

Commentary 

A major component of the right to control ~he flow of information about 
one's self, which is one way to conceptualize the right to privacy, is the ability 
to review ~~~ challenge data on oneself that is held b~ an agency. This standard 
is designed to implement the right of acce,ss . and, isintEl.nded t·cy achiev.e two· ,com
plementary::'goa1s: to make the tight of ac:bess reasonably and conveniently avail
able to all citizens, and to create reasonable restrictions on the times and con
ditions under which the right may be exercised to assure the security of criminal 
offender records. 

The ~sellof a hearing officer, who is to determine whether there is prima 
facie evidence that criminal''' offender record informa.tion is in~cc~rate or in
complete, is intended to dispose of frivolous complaints expeditio-q~ly. The 
standard. also'. provides administrative arrangements for the dissemination of 
noticesothat criminal offender record information has been found to be inaccurate 
or incomplete. 

Imp 1 e.ment a tion 
n 6 0 - ,; 

A. Agencies Involved: 
All criminal justice agencies that are primary information collectors 

(that Feceive or gather data for their own }lse and may or may not thereafter 
release to secondary user agen~ies) "; • 
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B.Legislation: ., » 

Problems will doubtless arise where agencies ~_.:re required tq open" their 
files to the subj:ects of such files.. . ¥or this reas6n statutory force may be. 
required to insure compliance .(:) For example, if intelligence and investigative 
fil~s are exempted, then it may be a simple matter"to place almost anything 
int'o such f~Jes, knowing "that the individuals involved will not be able. to protest 
retention of s.uch' material. Gra~ted, such ac'tibns may not be illegal .Eer se; 
however, it does pr~sent some ethical problems and compromises the intent "of 
privacy and security standards. ,) 

Review ang citallenging procedures are consp.±cuouslyabsent frqmpresent 
statutes. One ~xception exists with regard to the recording of a convic~,'s 
conduct-- the person is notified of any notation and has 30 days to challenge 
the entry (SDCL 24-2-17). On the' other hancl, parolees are forbidderi tO,illspect 
their own case histories (SDCL.23-60-2), and "the public" cannot inspect identi-

'-fication rec~rds (SnCL 23-5-7). '" r~',,-
< ' ~>. '" 

- C. Administrative Actions: . "(~ \ 
('I Standariz~d procedures for review would beoensured by statute; however, \ 

policy will serve well until a viable law exists. A crucial component of an 
agency's obilgations"will be"to see. that corrected info~1:ion, reaches those 
who hav6' received inaccurate data. This will serve both the individual and the 
agency. In the, latter case, current data should benef.it officials in their work 
and eliminate the c1ashes possible if changes were made in

Q

s:;ome 0 records but not 
in others. These. clashes could occur in court proceedings or. at some other occasion 
where input from different: sources was likalY~ . 

11. Funding: U. 0 

If an individual appeals thecpnclusion of the agency after, an audit or 
4.f information must be transferred from a central location in order that' an" 
individual may view"it, a question of indigency ma.y rightly be .raised as ~osts Cl 

maybe involved. The St;ate:' should be~r the cost~~, so that revie~l ahd appeal 
procedures are effectiv:ely availaple to all citizens. Othe!-"wise, the accuracy of 
information collected'on a given 9itizen may be a function of how much he/she 
aan afford to have inaccuracies correc.ted. 

I~ is ".lot anticipated that the volume of complaints ·.will ,;necesl:i;i.tate an 
incJ.;ement in agency budgets. Access/dissemination logs (previous standard) 0 

will,) permit agencies ,to identify other agencies to be nO,tified of changes • 

St~d 7.6 Info~ation for Research '" 

0_, 

1. Research Design arui Acaess to Information. Researchers who wish to 
use crimina7/ justice information' sho'uZd submit to the agency hoZding 
the information a c07lTB.7,e,ted~i research design that guarantees adequate pro
tection of security. diUJ. privacy., Authorization ~o use crimnaZ justice" 
inforing:tion shouZd ontybe given when the benefits req.sonabZy anticipated 
from- the pro~eci; Qutweigh the potentia], harm to security or pp,ivacy. 

2. Limii;,s on CriminaZ' Justice Research. Re.search shouZd preserve ~(le 
anonymity efatZ subjects to the maximum extent possibZe. In no case 
s'houZd arimi1jaZ jz~;tice research be used to the detriment of persons, 
to whom in'!ormatio1f' -:eeZates nor for any purposes othe~"than those specified 

,in the res,eardh proPosaZ. j,;~rtch per[Jon having access to criminal, jU,f?tice 
'infofuzatiortshouZtid'e:x:ecut/j.)Nz~~inding nortdisa Zosure agreement with 
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'5. Du~ies and Respon~ibiUties of the HoZding Agen-dy. CriminaZ justice 
ager!,nes shouZd ~eta1,n and exerc·i,se the authority to. approve in advance 
mon1,tor" .and aud1,t aU research ffJ:r?ng'~Cfl!imimii'k justice information. " 
AZZ data generated by the 'research program sh~uZd be examined and verified. 
Da~ s~ouZd not ee reZeased for any PUl"Poses 1,:f materiaZ errors or 
omrmSS1,ons have ,occurred which wouZd{)affect security and privacy. 

Commentary .,":: (. 

Th~s standa:ddemands~t researchers respect subjects' pri~acy and that 
their proJects sat1sfy certa~··;ecurity and privacy criteria as well as be 
supervised by the agencies who a'e , information th,~y analyze." 

Research is a necessary function of criminal justice. Criminal justice 
a~encies should cooperate fully with serious public and private research efforts. 
However, they must be alert to the po.,tential dangers (~o system security and 
per~o~al privacy ~rom resea~ch programs. The resear~hers themselves should 
def1nJ.tely be subJect to certain minimum constraints aimed at protecting personal 
privacy. Standardized rules would save agencies' time and effort and help to 
create fairly:uniform statewide practices regarding access to data. 

o 

Implementation 

A. Agencies Involved: 
Policy-setting age~<;"y or. agencies, 

{'" All age~cies collecting, "maintaining, or 6therwise dealing with criminal 
justice informatio.n, whether on computer files or in a manual system 

B. Adminis tra ti ve Ac tions : " " 
'. , Sta~dari~ed p~~icy :cross ~~,cie7 should be pro'mulgated by the 
;,~ve:nor s O~:tice 1n~n~an wit,Jt-t-n:ose ~n charge of the various criminal 
Just1ce systems., Th1s po11cy shouldobe des1gned to r.~duce the burden which would 
be placed on ag:ncies to ~elect. and moni,;\;or projects,' by setting forth very 
d7ta~ledche~k11sts of p01nts to look for and by designating certain people 
wi.th1n each sys~em who will be available to offer advice to th~ individual 
a~enc~es. ~~thin particular agencies, especially thos~ of moderate to large 
s1ze" certa1n employees could be selec1=ed andtli:eir duties expanded to include 
research monitoring and evaluation. 

Standard 7.7 Sep,~ati9n of Computerized FiZes 
o 

. Ft ... or systems :,a .. ontaining criminaZ of.·~e.:1 00"- th ~.,., . . . J' nuer :'r,q." e J o{'{'ounng protections shouZd app Zy :! \i 
" , 

~. TJ;e compu~\el? or the portion of the comput~~ used by the criminaZ 
J.ust~ce syst~lm s~ouZd be under the management:;r;ontroZ of a criminaZ 
Just~ce .age~f1 and shoiA.Zd be Idedi,!:ated in the foZZowing ma~ner.· . 

a. F1,Zes ~rou~d .be stored in tL.::; computer in such a manner that they 
~ar:not be" ln~d1,f1,ed" destroyed" acaess'ed" changed" purged" aT' over 'laid 
1,n any fas,'fJ.1,on' by non-criminaZ-justiae terminaZs." 
b. !i!he . se~i-ior criminCfZ justi~e agency empZoyee in charge of'corlrquter 
~perat1,?n1~li shouZd wnte and .1,nsi;a~Z,. ~r ~aus~ to have UJ.ri~te1'\.~"'<;") 

I 

1,nstciZZeq.,,!! a program that. W1,ZZ proh1,b1,t 1,nqU1,!'y" record uf)(iated/' '.Pr f 
dr~ftru~t1,on . Of reco~ds from anyterminaZ other than '-criininaZ ju;'tice !.'.' A, 

system te]:'Tmru;zZs wh1,ch e:.'!l!'e so designated. " w 

\pze del3truction", of pecord's shouZd be 'Umited to specificaZZy ,6-~. 
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designated ter.minaZs unde~ the di~ect co~tpoZ of the c~minaZ justice 
agency ~esponsibZe fo~ maintaining the 1'iZes. 
c. The senior c~minaZ justice agency empZoyee in charge of computer 
operations shouZd have 1.Ji~ttfjn and instazted a cZassified p~ogram to 
detect and store for cZassified output azt attempts to pen~trate cgty 
c~minaZ offender record information system" pr~gram" .o~ f-z-Ze. ,:?c 

This program shouZd be know?, onZy to the s~n-z-~~ c~mnaZ. . 
jus,tic'e agency and the controZ empl,oyee and h-z-s uTT'r;ed-z-ate af!s-z-stant" . 
and the reco~dsiof,the p~ogram shouZd be-kept cont-z-nuousZy unde~.maxurrum 
secunty conditt:pns. No ~the~pe~sr.ms" in;cZuding staff and

o 
~epa-z-r 

Pe~sonneZ. shou'l'd be pe~mtted to know tft-z-'s program. 

"I 

_ J .. '( \1 . .. ., 
t r. pOI> 

2. Unde~ no ci~cWnstances shouZd c~mirdl, j~tice manual o~ computenzed 
files be Unked to o~ aggregatedw:ith non-~1'i:mi:naZ:ju~t~ce files fo~ . t~e 
purpose of amassing information about a speiJ'J,f-z-~d -z-nd-z-v7,.dual, o~ speG7,.f-z-ed 
group of individuaZs. 

Commentary ~ .' 

0-

The specification of criminal justice management control of computtarized 
data and of software for file protection is designed to insure, that sensitive 
data is properly safegUarded, particularly in regard to.fits in,~egr:i.ty and its ' 
use. It is important that management employ techniques appropriate to the le~el .. 
of the system's technology in order to satisfy the security goals,set. Therefore, 
the standard is somewhat general in order 'to allow for developmerits in technology. 

Implementation 

A. Agencies Invol.ved: () 
Wha,tever agency is ultimately vested with the responsibility of 

maintaining.· the computie~i system and.! or the manual file system 
·1 • ~ B, . LegJ.s-:..:a tJ.on: ) . '. '. . .. . 

Sout£' Dakota law doels prohibit'distr±bution of in,formatJ.on "to persons 
without a.;..need'Zior right ~Z> know. Such criteria are in need of s01l1e defin~tfon. 
Also provisions shQuld be made for offenses involving penetration into the 
syst~ as out;Lined in the standard. Computer security is highly complex and 
should be augmented by statutory force • 

a C. Administrative Actions 
A court ruling or policy.,would have to suffice where statutory force 

fails to be obtained.1"{nthisarea. 
If 

StaPtFd'? • 8 ~ Syst/t" SecUPi ty , 
t I' ". • 

o 

, 1.C Protection f~om A;~identaZ Loss. Information system operators ahoul,d 
i12stitute procedures for p~tection of info~ation f~om environmentaZ 
hazardsvncZudirJ{J fire" f7,ood" and power failure. 

\) 

& 

2. IntentionaZ Damage to System,~ 
informa.tion systems shou:,?d1, adopt 
to information fi tes'li .,f 0 

Agencies ac7ministe~ng c~minaZ justic~ 
secur%ty procedures 1.Jihich Zimit access 
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3. ,Unauthorized Access. Criminal, justice info~mation systems shouZd 
maintain contraZs ove~ access to ,information by ~~qui~ngidentification" 
authOn~ation; and authentication of system use~s and their need and ~ght 
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4. Pe~sonne"l Secmty. '" 
a.Preemp:49ymer.t,t . Sc~eening: AppUcants fo~ empZoyment in information 
systems shouZd be expected to consent to an investigation of thei~ 
cha:t'acter" habits" p~evious empZoyment" and othe~ matte~s necessary 
to estabUsh thei~ good moraZ characte~" ~eputation"and honesty. 
Giving faZse information of a, substantiaZ nature shouZa. disquaUfy 
anappZicant f~om empZoyment. . . ' 

Investigation shouZd be designed to develop sufficient info~mation 
to enabl,e the app~op~ate officiaZs to determine empZoyability and 

; fitnesl of pe~sons entering a~tical/sensitive positions. Wheneve~ 
p~acticable" investigations shouZd be conducted on a p~eempl,oyment 
basis and the ~esuZting ~epo~ts used as a pe~sonnelseZection device. 
b. Cle~ance" Pe~odic Review" Secunty ManuaZ" and In-SeEVice T~aining: 
System pe~sonneZ incZudin~terminaZ 9perato:rs in remote Zocations shoul,d 
be assigned appropriate secun t-y cZe~ances· and shoul,d have their 
cZe~ancesreneu.7ed periodical,ly after investiga,tion and ~eview. 

Each c~minaZ justice information .system shouZd p~epare a security 
manuaZ Ustingthe ruZes and ~eguZations appZidabZe to maintenance 
of f!ystem seaunty. Each pe~son wo~king with o~ having,access to 
c~rrrinaZ justice information fiZes shoul,d know the contents of the 
manual. " n \\ 

c. System DiscipUne:" The management of each c~minq,z jw;;tice info~mation 
system shou..Zd es-tabZish sanctions fo~ accidentaZ o~ intentionaZ _viol,ation 
of system secunty s.tand~ds. Supervisory pe~sonnel, shouZdbe deZegated 
adequate authority and ~esponsibiZity to enforce the system's security 
standards. 

AnY,vioZations of the 6p~ovis-i~ons of these standa::rds by any empZoyee o~ 
office~ of any pubUc agency; in addition to any appZicabZe cPiminaZ o~ civil. 
penal-ties" shaZZ be punished by suspension" udischarge;' ~eduction' in grade" 
transfer" pI' such othe~ administ~ative penalties a~ ~e de,emed by the c~minaZ 
justiae agency to be app~op~ate. 

(,.: I) q . ':I Q,c-

Whe~e any pubUc agency ,is found 1.Jiil.ZfuZZy or ~epfJl:l.tedZy to have vioZated 
the 'I'equi~ements of the standaJ:>d,(act)" where o~,her statuto:ry p~ovisions permit" 
the dissemination of .c~minaZ histo~y ~eco~d information to that agency shouZd 
be p~ohibited for such p.e~ods andon such condition.s (lS ape deemed:approp~ate. 

Connnentary 

<> 

Priva~y' and cOnfidentiality of information capnot'be maintained without 
adequate security. General'areas ofconc~rn are accidetfts, vandalism, and 
unautho.rizedaccess. Since the size and facilities of agencies var:y consid,erably 
throughout the state, care must betaken to adopt the standard tothe.:i.r need,s 
rather than totry< to formulate a'liniformset of requirements. AnY. new systems 
established" shQuld ;[n,corporate security consid,er:a;t:i.on$' in all aspe(!ts of their 
de,sig%s, from building const:rt1(!tion to CJs()itwarla procedure$. 
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It is the human element that is most. likely to provide any breach of 
security in, the system. Procedures should be established to prevent persons 
posing security risks from being employed in any capacity affording them direct 
access to the equipment and to the records in the system. An adequate program 
of personnel security must cover the entire personnel process from recruitment 
and selection through tra:ihing and discipline. This should apply to programmers, 

'systems analysts, computer operators, terminal operat6~s, their supervisory 
personnel, and other individuals involved in, the preparation or aissemin~tion of 
system data. 

Inadequate personnel selection procedures may not show up quickly if there 
are se~±ous problems in a data processing and systems organization. The 
only insurance against this hazard is the adoption of adequate and positive 
personnel selection procedures. ., 

, A security system is only as good as management's commitment to il1. The 
managers"of e~~~formation system m~st undertake to establish and enforce system 
security requ~17ements. Senior superv~sory personnel must be delegated adeq~ate 
authority and responsibility to enforce, security standards. Included in these 
standards must be sanctions adequate to inhibit accidental or intentional 
b:t:eaches of system·security. Security breaches should be reduced through emphasis 
on employee knowledge of the security manual, on explanations of the rationale 
behind system security, and on the installation 9f positiveattitud~s toward 
system security in employees. , 

The final element in a good personnel security system is constant vigilance. 
System management has to be continuously on the alert for possible breaches of 
system discipline. 'Tec.hn:Lquessuch as personnel rot'ation, test probes, and in
ternal security reviews of all systems and procedures by specially assigned per
sonnel would .. help to maintain the integrity of the system. 

Implementation 

) A. Agencies Involved: 
Policy-setting agency or agencies 
All agencies main~aining criminal justice information, whether on 

computer files or in a manual system 
B. Administrative Actions 

Rules and policy pertinent to screening, review, etc., should be 
standarized in order to prevent each agency from creating very distinct rules 
and proced,lres. Highly individualized rules will only add to the confusion. 
Guidelines should be issued by the Attorney General or whoever has been vested ~, 
with the responsibility for seeing that records are kept private and, secure. 
As for ,all other st~ndards in this sphere, all segment~ of the criminal justice 
system are covered. Thus cooperation between law enforcement, the courts, 
and correctiQp.s is crucial if concepts such as security are to become a practical 
reality. Lax,security in one area, to the extent that data is shared, undermines 
security ,in the other areas. The Governor should exert leadership al1,d encourage 
coordination. 

"Additionally, consideration should be given to setting forth sanctions irD 
statutory form, if for no other reason, so that due process will protect the 
innoc,ent. 

C. Funding: 
:·Severaloavenues exist for funding. The State could assume responsibility 

for providing security manuals and other aid, perhaps by appoiritinga privacy' 
and security officer. The legistature could appropri~,te funds to be dispensed 
througpthe State Criminal Justice Commis.sion and· the District Criminal Justice 
COmmissions, or through some otner agency, or to be given to the groups in charge 
of the separate information systems establisbed. To the extent that" individual 
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agencies must institute procedures or purdlase equipment in order to comply" 
with sta,tute or policy, the necessary incrE!ases in their budgets should be 
automatically granted. 

StandaPd 7.9 Security and Privaoy Administration 

1. South Dakota should amend present; legislation for proteotion. of 
seourity and privaoy in,oriminat juM;ioe information systems. The 
amended statutes shall establish minirrrum standards for proteotion of 
seourity and privaoy, and oiviZ and oriminal sanotions for violations of 
statutes or rules and regulations ac~pted. Penalities shouZd apply to 
improper ooZZeotion, storage, aooeS~f, and dissemination df oriminal 
justioe information. 

2,/ Training of System Personnel. Aj~l persons involved i"y? ",the direot 
operation of a orirninaZ justioe information syste.m should be required 
to attend approved oourses of inst~~ction oonoerningthe system's proper 
use~,:and oontrol. Instruction may bE~ offered by iiny agenoy or faoility, 
provided that ourrioulum, materialsJ: and instruotors' qualifioations have 
been reviewed and approved. Eaoh ol/erator or supervisor shal l attend 
a oourse of instruotion within a reasonable period of time after 
assignment to the oriminal justioe !~nformation system. 

Commentary 

South Dakota has enacted some legislation relevant to privacy and security; 
these laws must: be updated and expanded to confront current and potential problems. 
Police guidelines a;r:e needed Clf a balance :petween agency responsibilities and 
privacy protection is to be struck, and these. must be more extensiv~ and adaptable 
~ban.).,egj.~lat:lofu~'d',- ., 

, _, ,A va:riety of sanctions should be available, up to and ~ncluding removal of 
an agency from statewide information netwoFks and prohibition against dissem~na
tion of criminal justice information to of:~ending agencies. Individual offending 
employees should be disciplined 1;>y their Oitrn q.genci~s. III addit·ion to civil and 
criminal penalties for breaches of securit;y,"and privacy, agencies should punish 
such employees by suspension, reduction in, grade, transfer, discharge, or other 
administrative penalties. Failure to exer,cise adequate controb 9ver its employees 
should be grounds for sanctions against the agency itself. .y,:-'. 

Implementation: 

A. Agencies Involved: 
Policy-setting agency or agencies 
Legislative Research Council' '. 
Agencies capable of rendering' ted~ical and training assistance 

(e.g.~ Criminal Just~ce Statistical Analy~;is Cen~er and Division of Criminal 
Investigation) '! 

.. B. Legislation: .i 

Sanctions for misuse of data shoulld be set forth statutorily in order 
that legal action "may be initiated by, fo:~ example, local law enforcement or 
other criminal justice personnel who may :r-tness or are party to illegal handling' 
of sensitive information. 

C. Administrative Actions: 
Barring exis~etlce of statutory f~!rce, policy should be created to 

support similar safeguards. Such policy limay be authored by the Att~)1::ney General 
.. . II" 
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or the Office of the Gover.nor. Even where legislation exists ,guidelines .should 
cover those areas which are not explicit enough in the legislation or for which 
legislation is not approp;riate. In any event, policies regardingtrainingjmust 
be articulated. The Attorney General or the Governor could define training re
quirements to be satisfied through an existing agency such as the D;I.visionof 
Criminal Investigation, through programs set upa~large criminal justice agencies, 
and/ or through periodic special workshops or seminars. ' Each agency would be . 
expected to adequately train its own personnel for its own individual inforID4tion 
system, to the extent that the system differs from those of other similar agencies 
or to the extent that individual agencies must assume responsibility for training 
in. the absence of statewide programs. 

D. Funding: 
Training money could be granted directly to the agencY or. agencies 

offering the instruction; it could be derived from supervisory agencIeS' budgets; 
it could be allocated by the legislature as training fundingto'be administered 
by some existing agency. Where possible, employees should participate in 
common training programs to cut down duplication of training efforts on the local 
level and to minimize the. need for any increase in" local budgets for training 
purposes~ 

DCI has been designated as the official agency for training law enforcement 
officers (SDCL 23-3-18), and a standards commission has broad powers with regard 
to training (SDCL 23-3-35). The mode(s) of funding will depend on the. type of 
coordination established among law enforcement, courts, and corrections agencies. 
For example, if DCI were charged with all systems personnel training, one 
budgetary increase could suffice. 
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.p STRATEGY FOR IMPLEMENTING STANDARDS 

Standa:r:>d 8.1 The EstabUshment of CnminaZ Jus'tiae Information Systems 
User Groups 

G 

Eaah ~Zti-agenay aPiminal, justiae information system shouZd estabZish 'a 
user group representing the agenaies who reaeive or provide the information serviaes. 
These groups should have infZuenae over the operation and devel,opment of the 
system. 

Commentary 

A properly constituted user group is important in that its advice is needed 
to minimize duplication and enhance cooperation between the agencies that comprise 
South Dakota's Criminal Justice System. This proposed user group should be 
small enough to serve as a contributor in the development of the system and also 
to become an involved partner in the final operating system. 

ImplementaFion" 

A. Agencies Involved: 
All criminal justice agencies, State and local, and their representatives 
Criminal Justice Statistical Analysis Center 

B. Administra'tiveActions: 
The Division of Criminal Investigation, the Courts, and Correctional 

agencies each possess some form of a criminal justice information bank. These 
agencies are in a pqsition to be aware of the many pitfalls that may arise. 
Because the major types of agencies involved are few, coordination should be a 
relatively easy matter. 0,\ 

Standa:r:>d '8.2 System PZanning 

South Dakota shouZd estabZish a speaifia pZan for the feasibiUty of and 
the deveZopment of information and statistical, sy,stems at State and l,oaaZ l,evel,s. 
CritiaaZ eZements of the pZan are as foZZows: 

.~ 

1. The pZan shouZd speaify system objeatives and se1;'viaes to be provided3 

inaZuding: 
a. JuriidiationaZ (State 3 l,oaal,J responsibiUties; 
b. Organizational, responsibiUties at the State ZeveZ; 
a. Saope of eaah system; and . 
d. morities for deve l,opment. 

2. The plan shouZd indiaate the appropriate funding sourae both for devel,opment 
and operation of the various systems. 

3. The pl,an shouZd provide meahanisms for obtaining user aaaeptanae and 
invol,vement. 

o 
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Commentary 
,'I 

i 
I 

South DakotJii'needs a specific system plan to identify objectives and 
services, especialiy those specified in the standard. No plan will succeed 
without adequate fu~ding and the cooperation and enthusiasm of the user agencies. 

This plan sh,puld serve as a gu:i.deline for system development as well as 
to document the fea'~ibility of the components of the system in relation to a 
state such as SouthiDakota. 

II 
Implementation I! 

I 
" 

II 
A. Agencies Involved: 

All crimiAal justice agencies, State and local 
State Cri~iunal Justice Commission 
District ~~riminal Justice Commissions 
Criminal ~rustice Statistical Analysis Center 

B. Administdftive Actions: 
South Dakdlta presently has no plan which would' serve as a detailed 

guide to systems de~lign' therefore, the Governor might profitably appoint an 
agency to lead such I\a c~mmittee, commission, or task force to study the p::oblem 
in depth. This kindl of arrangement might allow input. from groups and indloviduals 
such as the Statisd1cal Analysis Center (SAC). ., 

Whatever is dieveloped will not, of course, be the final answer; part of 
the standard covers Ilareas such as j uri.sdiction and funding. It may" therefore, 

o 

0, 

be necessary to purJ~elegislation in order to establish such a plan (and its 
updates) as a perma~~nt part of the State Criminal Justice System. 

1\ . 
a 0. 

I l' andD . StandaPd 8.3 syste9F Ana ys~s es~gno 

• I I
, 

<r Any individua~ systems ~overed under the p Zan desaribed above" funded 
by~'monies from the OJ,'rmihus Crime Control and Safe Streets Aat .of 1968 ox: other . 
State grant programsjf should be prediaated on a system analys~s and des~gr} aons~stent 
wi th the standards i~r this report. ' 'f' 

I Commentary 
tD 

;1 

General confo~bity with the standards,'. developed by this Task Force should 
be considered in gra~lt approval in State programs involving Safe Streets Act money 
and other funding soJi\rces.. This conformity may also be considered ~!l system , 
designs funded by loqalsources. Instant, conformity is not expected but progress 
~owards t]:..at end is I:!ecommended. 

Ii 
i! 
" 
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Implementation: 

A. Agencies Itivolved: 
All crimina:~ Justice agencies, State and local 
Division Ofl

\: Law Enforcement Assistance 
B. Funding: I 

Guidelines for funding' arrangements should be compiled, disbursed, and 
explained by the Divil~ion of Law EnforceIllentAssistance (DLEA) staff. Evaluation 
of program possibilitj~ (or redesign, for systems already operational) 'should remain 

. II h d i t d . t 1 For unbiased with the agencies as ~l group or t at agency es gna e as lon con ro • 
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eval~tion, the S~ lbe of con~ide:ble aSsistanc~_. ... 
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EVALUATION STRATEGY 

Standa.rd 9.1 Preimp lementation Monitoring 

Preimplementat~onmonitoring shoU;ld aonsi~t of a aontinuous ;t>eview., analysis" 
and.assessm~~~ of av~~Zable dOaumentat~on and ~lestone aahievement aovering 
~ystemanal~s~s" des~qn" development.., a~ initial .steps leading toward aatua~ 
~mplementat1,on. ~ZZ ~tems should be mon~,tored relative to aosts (both doZZars 
and man-houz:s)~ ~~e.stone aaaompZishment (time); and quaZity (response time". 
saope" sop~~st~aat~on" ~ aaauraa~). Both intfa-and intev-agenay aonsiderations 
shouZd be.~nalu~ed" par~~aularly w~~h z:espeat to aonsistenay with other planned 
or operat~onal ~nformat~on and stat1,st~aal systems. , 

Where feasible andappropri:.ate the following items shoula."be aonsidered in 
this monitoring standard: 

1. System Analysis Doaumentation 

2. System Rearuitment Doaumentation 

3. System Design Doaumentation 
a. Funational ~speci,fiat!.ltions; 
b. Component tiow aharts; 
a. Data base design (or administration). 
d. Gpoupings of fiZes; " 
e. Structure of data in files; 
f. File maintenance; 
g. Fi Z,e gapaai ty ; 
,h. TimeZiness of data inputs to files; = 
i. Data standards; ~( 
j. Module interfaaes/data links; 
k. Edit ariteria; 
~. Output r.eports; and 
m. Response time requix.ement~:~. 

4. Syste~ Development Doaumentation 
a. Module desaription; 
b. Component desaription; 
a. User manuaZs; 
d. operations desaription; 
e. Data base desaription; and 
f· Proaessing modes desaription (manual., aompu.ter-based batah., on-line; 
real-time). ~~ I 

5. System Imp lementation Doa1fTlentation 
a. Component implementatiJn report; 
b. Data base implementation'report; 
a. Test plan report; " 
d. Hardware ?equirements report; 
e,~ Software .requirements report; 
f. Physiaal site report; 
9'.' Data seauri ty and aonfidentiaU ty repozat; 
~. Imp lementation . moni tpring rep0X!t; . 
~. Impaat evaZuat1-on report;. and ,,' 
j. System training report. 
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Commentary 

Preimplementation monitoring is concerned with the effectiveness of 
the design of the proposed system, not only with respect to potential users of 
the system but also relative to other systems and agencies. The preimplementation 
monitoring and documentation make extensive use of prior, related, successful 
system development. 

Implementation 
o 

A. Agencies Involved: 
All user agencies involved in the Criminal Justice !nformation System 
Criminal Justice Statistical Analysis Center 

B. Administrative Actions: 
The difficulty of drafting an applicable statute necessitates deferring 

to administrative policies. All relevant agencies should be involved from the 
beginning, and by consensus of the others, an agency may be designated as a 
clearinghouse for questions, problems, and dissemination of successful strategies 
to other user agencies. 

Whether or not the Statistical Analysis Center ,(SAC) is in the most ad
vantageous position to accomplish these ends may be debatable. There is no 
question, however, that the SAC has both the requisite expertise and time. to 
devote to such an undertaking. . 

C. Funding: 
Funding may have too be restricted to each agency's budget with supplemental 

assistance from the Law Enforcement Assistance Administration (LEAA). Th~ initial 
development comprises most of the work and once the system is operating, standarized 
procedures will enable each user agency to monitor .on an in-hollse basis. 

Standard 9.2 ImpZementation Monitoring 

A key consideration in impZementing systems is, "providing,maxirmun assurance 
that the eventuaZ operating system meets the design objectives.·ImpZementation 
monitoring shouZd empZoy a specific series of quantifiabZe measUring instrwnents 
that "report on the cost and performanceo of component parts and the totaZ system. o 

The cost/performance monitoring of an operating or recentZy deveZoped system' 
(\ shouZd focus on: man-machine interaction., sofware (computer and/or ma'Yf,uaZ 
, processes)., and hardJuare (computer and/or non-automated equipment). " 

Co1Illrientary 

_ The component and total~"system cost is not just the one-time Q,eve,lopment 
and i~plementation cost, but it also includes recurring ann~l operating costs. ~\ 

Although this aspect of evaluatj,on is relatively novel, it is important if 
I"' any consistency of meastlrement of effectiveness of "",t:pesy%temis to be achieved. 

tmplementation 

A. Agencies Involved: 
All c:r;iminal justice agencies, State and local with emphasis on the 

agencies in control of~ne component information systems 
B. Administrative Actions: 

The same,~'.comments founeJ in 5ect~on B of St1jlndard 9.1 apply here. v 
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C. Funding: 
There is some queStion as to whether or not such a procedure might 

not be better implemented via legislation in order topro~ide a constant source 
of funding; such a decision must ultimately res~ with those agencies involved. 

standard 9.3 Impact EvaZuation 

Periodic impact evaZuation of the entire .South Dakota CrimiriaZ Justice 
Information System shouZd be conducted as appropri~te and feasibZe. 

PeriodicaZZy, or upon request by the Information Systems Advisory Committee 
to the South Dakota CpiminaZ Justice Commission, the system'? component agencies 
shaZZ design and impZement a systematic proclf,dure for impact"evaZuation which 
shouZd determine: 

I::) 

1. What information., communication, and decision processes in a criminaZ 
justice agency exhibit the greatest positive and negative impact due to 
the informatipn and statisticaZ system; 

) 

2. What reZationships exist beween specific features of the system and 
tbe benefits to the user; and 

3. AttitudinaZ and behavioraZ changes produced by the information systems. . [~ 

Commentary 

This standard states that impact evaluation should determine 1) what 
information, communication, and decision processes exhibit the greatest positive 
and negative impact due to the information system; and 2) what relationships 
exist between specific features of the system and the benefits to the user~ 
On paper these targets for evaluation seem dictated by common sense and perhaps 
best sui ted to informal inquiry. But, due to a lack of experience in the area of 
evaluation of information systems, evell formal methods of evaluation are often 
vague, untested, or both. To gain the most from an information system, evaluations 
should be" conducted in the mos,t thorough and conclusive manner possible. 
The attitudinal and behavioral effects of information systems are usually 
not taken into account, yet they have a major impact on how the system is llsed 
and how itin"tu~n affectsJagency operations. 

The development of a strategy to evaluate th~ impact of the criminal justice 
information system is going to be a complex task since the agencies involved 
already h~ve a difficult time evaluating their own successes. The relationship 
of an information system to an agency's operational effectivenesS! 1:8. often clouded 
by the contribution 6f the decisionmaking mechanismswhic;p. the information 
systems.are supposed to assist. , 

The implementation of a formal evaluation ~~bgram does provide some 
assurance against premature judgments of costs and benefits. Furthermore, the~ 
development of evaluation models and strategies will contribute ,to a better 
understanding of the overall cr.iminal justice information system,. The success 

Ibf the evaluation program depends not only on a carefully constructed program; 
but also on the preparat~on called for through preimplementation and implementation 

C:1l1oni toring • 

() 

57 

'~~"--'-'--. ----• 

.f 

, 



o 

'if 
~~~"""'~ __ ~,~~...., ..... '-"'~~='t=,=-_'%l_~=::;: ___ _ 

o 

Implementation 

A.Agencies Involved: 'O'~~. 
All criminal justice agencies, State and local 
State Criminal Justice Commission 
Criminal Justice Statistical Analysis Center 

B. Administration Actions: 
Such a plan of evaluati6~ will require considerable coordination either 

through the SAC or some other desf:gnated agency. Since the SAC t s ,J?osition is tha\~) 
of receiving input from all criminaal justice agencies across"the State, the task 
of evaluation could be simplifiedhy using the SAC. Problems may arise where 
another agency is designated to perform the impac,t evaluation; State agencies 
are frequently in competition with each other (budgets, personnel, etc.) and , 
this condition may lead to a situation that is best avoided, if possible,. 0 The'" 
SAC should have no2V'ested interests that would result in intentiona1mis
interpretation of data. 

C. Funding: c 

A combination of State, count» and local funding, coupled'with LEAA 

~ 
grants, may be I!1ost appropriate. " 
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