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Preface

Over the past 10 years, unprecedented advances have occurred in
the development and implementation of computerized techniques
for record management, information storage and data retrieval.
These advances have impacted on all Americans and have made
possihle the performance of complex tasks which directly
support the Nation's commercial activity, research ang
development, national defense, and fiscal operations.

Paralleling the expansion of computer activity, however, has
been an increasing concern over the establishment of vast data
bases which contain information identifiable to specific
individuals. Concern has also arisen over the potential for
criminal abuse within the computer environment. Such abuse is
considered particularly threatening, hoth within the U.S. and
the international community, in light of the possibly vast sums
of money involved and the potential for disruption of
international economic and security systems.

In responsie to these concerns major efforts have been
undertaken to develop, test, and implement technigues and
strategies o0 protect the security of computer systems and the
data contained therein. Efforts have also been made to develop
advanced audit techniques which are bhetter capable of detecting
and measuring computer-based crimes and security transgressions.

The Bureau of Justice Statistics, as a Federal information
agency, is concerned with the development of information
policies and practices which ensure the security and accuracy
of data. Additionallv, the Bureau of Justice Statistics, and
its predecessor entity the National Criminal Justice
Information and Statistics Service, has supported automation of
criminal justice systems and is Particularly concerned with the
growing problem of computer-related criminal activity.

This document presents the result of a major review of the
computer security procedures which are currently employed in
the public and private sector. Over eighty techniques are
described and are classified in terms of strengths, weaknesses,
costs, and target vulnerabilities. The document also
identifies some of the legal issues relevant to protection of
computer hardware and data. It is our hope that the document;
will serve as a basic resource in the area of computer security
and will be of value to persons involved in all aspects of
computer management and operations.

Benjamin H. Renshaw III
Acting Director
Bureau of Justice Statistics
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EXECUTIVE SUMMARY

: Indispensable to almost every form of modern business and govern-
.V GENERALLY USED CONTROLS & « o ¢ o o o o ¢ o o o o ¢ o 2 s o o =« 41 : ment, the computer has become a vault for the safekeeping of electronic
money, vital information, and personal data. The creation of new forms
Method of Investigation « « « o o v o o o o 0 0 o o o 0 o o 0o 41 of assets and the means for processing them has given rise to the poten-
Indices of Controls FOund « « o o o« o o o s o s s o = o o o o o 44 : tial for misuse of computers and computer data. The security of these
Overview of Controls by TOopic « « ¢ « o o o o o o o ¢ o o s o 45 assets is vitil. Organizations that use or provide computer services
List of Controls by Security Topic o « & o o ¢ o o o 0 o o o o 47 : for governmental and business purposes thus have a respomsibility to, the
List of Controls by Control Objective . « « « o o o o o o ¢ o & 51 users, data subjects, managers and employees, as well as society, to
List of Controls by Area of Respomsiblity . . U A 56 assure data security in legal, economic, and ethical terms to avoid loss
List of Controls by Mode of Control Implementation to themselves and others. Data security encompasses the integrity,
Or EXECULION « « ¢ o o o o o o o o o s s o ¢ o o o o o o o o 60 f preservation, authorized use, and confidentiality of data starting with
List of Controls by Area of Control Environment . . « « « « « 63 ‘ its generation, through its entry into computers, automatic and manual
67 processing output, storage, and finally its use.
VI CONTROLS FOUND IN PRACTICE . ¢ « o e o o o o o o o o o o o o o ;
; Many factors must be taken into account in planning and estab-
APPENDICES lishing data security. Dangers lurk not where losses have been antici-
; pated and good controls exist, but where vulnerabilities have not been
A CASE STUDIES IN SELECTION AND APPROVAL OF CONTROLS . . . . . A-l anticipated and controls are lacking. Systematic methods are needed to
B THE BASELINE REVIEW METHOD « « « &« ¢ ¢ o o « o o o o o« o o« B-l ‘ assure completeness of safeguarding with limited resources that can
reasonably be devoted to protection in the complex and changed environ-
ments of data processing brought about by the use of computers.
Data processing and data security have advanced rapidly to the

point where organizations today do not have to take safeguarding action
in isolation from what other organizations are doing. Many organizations
have adopted the solutions to common vulnrerability problems developed by
others. Applying generally used security practices and controls is
attractive where the problems and needs are similar among many organiza-
tions. The 82 data security practices and controls presented in this
report are the best that are used or endorsed by seven organizations

that are particularly advanced in their data security, these consist of

a city, a county, and state data processing service organizatiom, a

criminal justice research institute, a large insurance company, and two
university data processing centers.

i New approaches to reviewing, establishing the needs for, and

¢ selection of controls are emerging as concepts of data security mature.
Today, the data security field is characterized by increasing top man-
agement interest and support, established specialists in the subject
area, appointment of full-time computer security officers, data security

: products available at reasonable prices, increasing exercise of prudent
; - S :
care, and laws and regulations requiring security.
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None of the organizations studied used a formal cost-benefit or
risk analysis to evaluate data security controls. These techniques,
which have been heralded in the literature, were thought to be exces-
sively elaborate and not cost-effective. Quantified analyses were not
appropriate because of a lack of valid data. Instead, each site pri-
marily used subjective and somewhat informal piecemeal techniques for
assessing the advantages and disadvantages of particular data security
controls.

Most computer centers have an array of similar vulnerabili- ties
consisting of common potential threats, assets subject to loss, and
environments at risk, which can be addressed with generally used and
accepted security controls. Special problems, however, can arise from
adoption of new technology and unusual potential threats where new con-
trols applied to new situations are needed. Moreover, some situations
involve very costly controls. These special cases require detailed,
quantified, vulnerability and risk assessments to justify protective
action. Otherwise, generally used controls can be employed to develop a
baseline of security on which specialized security for the special prob-
lems can be built te provide a consistent, comprehemsive approach to data
security.

The follow-the-leader strategy of employing generally used controls
in data processing is motivated in part by the legal concept of standards
of due care. It is becoming possible to lose more in consequential dam-
ages from a civil law action such as a stockholders' suit or citizens'
suit against the government after an accidental or intentionally caused
act than directly from the act itself. The legal concept of standard of
due care will arise with increasing frequency in litigation over computer
related loss. Data security administrators must be aware of standard of
due care issues that arise and take action to conform to the outcomes
through application of generally used controls.

In another area the need for protecting proprietary interests in
computer programs is growing as these valuable assets proliferate. The
legal counsel and data processing manager in organizations using com—
puters should work together to understand the needs Yor protkction of
computer programs, including the value of patents, copyrights, trade
secrets, trademarks, and contracts. At present, often the best alter-—
native is to copyright computer programs and then to license or disclose
the computer program using agreements that restrict use, transfer, and
disclosure. This approach should not conflict with existing copyright
law theory, and it achieves the same secrecy afforded by trade secret
protection.

The data processing manager should understand the legal alterna-
tives for protecting computer programs and adopt prudent controls used
by others under similar circumstances. If the organization uses com-
puter programs developed and owned by outside parties, this understanding
and use of controls can prevent legal problems and can ensure that the

vi

terms of the agreement for using the computer programs are proper. For
organizations that develop computer programs in-house, a corporate policy
based on a thorough knowledge of the laws is a basic control that can
prevent misunderstandings between management and development personnel.

Data security reviews to identify and evaluate vulnerabilities,
calculate risks, and select controls have been conducted assuming dif-
ferences and uniqueness from one computer center to another because of
their one-of-a-kind development. Differences in physical facilities,
computer configurations, types or modes of computer usage, organization
patterns, and computer application environmental factors have all been
emphasized. However, similarities in the use and security of computers
are appearing in many areas such as physical access control, fire pre-
vention and protection of computer program ownership.

A new concept of baselines of security controls cau be developed
from these and many other similar environments and vulnerabilities. A
baseline of security controls is a set of generally used controls meeting
commonly desired control objectives that should be present in every well-
run computer center. The justification for having them is derived from
common usage and prudent management rather than from explicit identifica-
tion of vulnerabilities and reduction of risk.

A control is the policy, method, practice, device, or programmed
mechanism to accomplish a control objective. A control has implementa-
tion variants that are established in the detailed specifications for
the control in a particular use. Baseline controls have never before
been identified, and it is not known how many would qualify universally
or within any specific organization. However, the baseline concept is
now feasible because of the control selection experience gained as the
data security field matures. The 82 controls found in the study of

seven computer field sites are a preliminary step in identifying
baseline controls.

A baseline of security need not be a rigid, unalterable set of
control objectives and their required controls and variants. The pur-
pose of a baseline is to specify a minimum set of controls such that if
a control is omitted, there would be explicit reasons identified why it
is absent or why an alternative control is equivalent. If these excep—
tions from a baseline are acceptable to the authority ultimately res-
ponsible for security, the baseline could still be said to be the
accepted criterion. In fact, this exception-taking is the process by
which baselines evolve. When enough support for an exception exists, a
baseline is changed to include the exception as part of the baseline.

The success of the baseline concept lies in obtaining concurrcence

and acceptance of a sufficient number of generally used controls by com-
puter security administrators and, in turn, by the management responsible

vii



for the expenditure of resources for data security. Certainly enough
controls are now identified in extensive security literature and exist
as commercial products. Management must be willing to accept a recom-
mended control justified only by having a security administrator show
that it is part of a baseline. Prudent management will be motivated to
do this out of trust in the security administrator, the prospect of
saving time, the reduction of expenses for evaluation and study, and the

contentment of knowing that the organization is protected by generally
used controls.

Baseline security will allow organizations to reduce unnecessary
expenditures for detailed study of already resolved problems and
selection of solutions by extensive justification efforts, data
gathering, and analysis. It will facilitate the comprehensive use of
simple, inexpensive, effective safeguards before difficult, new problems
are attacked. As computer-~using organizations adopt the baseline
approach for selection of controls, they will increasingly rely on the
best security controls used most successfully by other organizations.
This practice will further advance the baseline concept by encouraging
uniformly high quality security and will stimulate and facilitate a
formalized theory of computer security, putting it on a par with other
theories in computer technology. The training of computer security
specialists will likewise be formalized and advanced. In addition,
identification of generally used controls and their variants will
stablize and enlarge the security products market to stimulate a wider

range of less expensive control products that require fewer model types
and options.

It is hoped that baseline concepts will not be seen as alter-
natives to quantitative and qualitative risk assessment methods now in
use. Baseline controls would be selected before such assessments take
place so that the obvious, accepted, routine controls could be applied
before risk assessments are used. Therefore, assessments can be started
further along in the controls selection process.

The development and identification of baseline controls can be
advanced by considering the 82 controls that were identified at the
seven field sites where they were agreed to be desirable in most com~
puter installations. The best controls were identified, documented, and
grouped within control objective categories based on several similari-
ties. Control objectives included prevention of modification, dis-
closure, or unauthorized use of obsolete or incomplete input/output
data, prevention of disclosure or unauthorized use of personal informa-
tion, prevention of unauthorized access to sensitive areas, detection of

unauthorized activities of employees, and avoidance of violations of
laws and regulatioms.
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and easy means of locating all
headings: security topic, control objective,
mode (type) of implementation or execution,
environment. In the first index,

categorizing the 82 controls were identified.
21 controls.

controls are summarized below.

Five indices provide a computer security practitioner with a simple

centrols under a variety of types of
area of responsibility,
and area of control

seven security topic areas for

Each area includes 8 to

These topic areas and some of the more significant

® Manual Assurance of Data Integrity

Data s?curity extends to the mannal handling of data before
entry into computers and after computer processing. Data and
the programs that pProcess the data must be explicitly assigned
to the care of the owners, custodians, and users. Each party
must be held accountable for their integrity and safekeeping

through confirmation of receipt, inspection at each manual

handling step, use of printed proprietary notices on documents,

and proper archiving or destruction of used documents. Data
rePresent}ng personal information requires grcat care to protect
privacy, including review of types of humzn subject data for
appropriateness, need, completeness, and timeliness,

e Physical Security

Physical security involves the build
centers, as well as the remote compu
estab}ished security perimeters, access to work areas must be
restricted with physical barriers, appropriate placement of
eéquipment and supplies, and universal wearing of identification
badges. Emergencies must be prepared for, alternative power
sources provided in many cases to assure uninterrupted pro-

cessing, and incoming and outgoing materials inspected. Access
to loading areas requires special precautio

ings that house computer
ter terminals. Within the

ns.

Operations Security

Opergt%on of computers requires many controls.
sensitive computer production
modification, destruction,

especially separating produ

S Nty Isolation of
Jobs to minimize exposure to

eéxposure, or unauthorized use

; ction and testing activities, is
essential. Computer system trouble logs and activity records
must be kept and used. Magnetic tapes and disks and output
documents must be appropriately identified, and copies must be
made and kept safe for backup. Contingency and recovery plans
must be prepared and tested. Employee identification on work

pProducts and other practices to assure worker trustworthiness
must be carried out.

ix




@ Munagement Initiated Controls

Security requires direction and support from top management to
assure adequate protection; for example, sensitive duties among
employees should be appropriately separated. A data security
management committee to review and approve new controls is
essential. The important functions of EDP auditor and computer
security officer should be established and staffed. Proper
funding for security and especially for contingencies and
recovery are needed. Data should be classified for properly
distinguishing degrees of control. The reports and documen-—
tation dealing with security are particularly sensitive and must
be held at the highest level of protection.

e Computer Program Development and Maintenance

Computer programs must contain adequate controls; responsibility
for the controls and program changes must be assigned to assure
compliance with laws and regulations as well as overall quality.
This also requires participation by computer users and EDP
auditors at critical times during program development. Access
to computer programs must also be closely controlled.

e Computer System Control

Controls in the computer operating programs and other major
program subsystems used in many applications are essential.
Outside vendor supplied programs and changes to them require
special care. Data bases of personal information must conform
to privacy comstraints. Input data validation, exception
reporting, and possible use of cryptographic protection using
secret keys are important controls that can be provided by the
system for many applicationms.

e Computer System Terminal Access Controls

Access to computers from remote terminals changes the nature and
extent of potential losses, especially when dial-up access from
any telephone is possible. Transaction privileges, output dis-
play restrictions, terminal identifiers, log-in protocols and
password access by authorized users are essential, Data file
access controls and logging such activities are also important.
Finally it is essential to have a terminal user's agreement
document to assign accountability properly.

The indexing procedure and the 82 controls described in this docu-
ment are meant to add materially to new concepts in data security that
take advantage of commonly used solutions to common problems without
elaborate justification, thus conserving limited security resources to
deal with the new and costly controls necessary as new potential threats,
vulnerabilities, forms of assets, and technology emerge.

G RIS Y S-ackica

SECTIONI [INTRODUCTION

The "Dawn of the Age of Aquarius' has also ushered in the "Age of
the Computer.'" It is no secret that computers have become indispensable
to almost every form of modern business and government. The rapid expan-~
sion of computer use has created an electronic marketplace where goods
and intellectual products are transferred and paid for entirely by elec-
tronic means. Computers have also created a new method of storage and
representation of assets through electronic data processing systems that
record everything from bank balances to shares of securities. The use
of computers has even advanced to the stage where electronic signatures
can be given unique characteristics making them more easily identifiable
and reliable than human handwriting in many respects.

The new form of assets consists of pulses of electricity, states of
electronic circuits, and patterns of magnetic areas on tape and disks.
The pulses can be converted to the form of checks by a computer printer
or to monetary currency by computer-printed reports that authorize
cashiers to transfer cash from boxes to people or to other boxes. The
pulses can also be converted to printed reports or mechanical functions
that cause actions either manually or automatically involving goods and
services. These negotiable assets, as well as personal information, now
are stored as data in computers, saved on magnetic tape and disks, and
sent through wires and microwave carriers in electronic, electromagnetic
wave, and magnetic forms.

The creation of these new forms of assets, however, has been accom—
panied by an increase in the potential for misuse of computers and compu-
ter data. Some of the people who create and work with computer products
have the capability to alter or delete assets stored in computers or to
create totally new assets. The security of these assets, as well as
other data stored in computers, is vital. In this document, computer
security encompasses the integrity, preservation, authorized use, and
confidentiality of data starting with its generatiom, through its entry
into computers, automatic and manual processing, output, storage, and
finally its use.

One of the primary motives for computer security is protection from
intentionally caused loss. Computer crime is highly publicized and its
nature frequently distorted in the news media. Although there are no
valid representative statistics on frequency or loss, enough loss experi-
ence has been documented (more than 1000 reported cases since 1958) and
even more conjectured to make it clear that computer crime is a growing
and serious problem. Broadly defined, known experience indicates a high
incidence of false data entry during manual data handling before computer
entry. Most losses of this kind are small, but several large losses of




$10 to $20 million have occurred. Unauthorized use of computer services
has also proliferated, especially with increasing use of dial-up tele-
phone access to computers. A few sophisticated programmed frauds inside
computer systems or using them as tools for frauds have been found where
detection was mostly accidental. Reported computer crime is committed
mostly by people in positions of trust with special skills, knowledge
and access. The results of known experience indicate the need for a
wide range of basic controls that reduce the likelihood of violation of

trust by these people. Many of these controls are represented in this
report.

Reliance on Computers Requires Computer Security

Although computer security has always been needed, even before com—
puters, interest in it became widespread only after computers came into
use, especially for processing financial and personal data. Cocmputers
facilitate the great concentration of data for powerful means of pro-
cessing, and for the first time since the days of manual data processing
computers provide an opportunity to apply computer security in effective,
uniform, and low-cost ways. At the same time computer use increases the
dangers of large losses from the concentration of intangible assets in
electronic forms and changes the nature of exposures to losses with
assets in these new forms.

Use of computers changes the patterns and degree of trust put in
people who work with data. New occupations staffed by fewer, technology-
oriented people, each with greater capacity to do good or harm using
computers as tools have emerged. There is now one computer terminal for
every three white-collar workers.

Computers remove processing and storing of data in their electronic
form from direct human observation. Thus, computer programs that direct
the processing of data whose integrity and correctness must be assured
are necessary tools tc see the results of data processing and check the
correctness of data stored in computer media. The procedures by which
data are processed and stored are created by programmers at a different
time and place than when the actual processing occurs. Processing takes
place so rapidly as to be incomprehensible to humans until it is com-
plete, and intervention is impossible except in preprogrammed ways that
were developed without the possibility of foreseeing all future con-
ditions and needs.

Organizations that use or provide computer services for governmental
and business purposes have a responsibility to the users, data subjects,
managers and employees, as well as society, to assure computer security
in legal, economic, and ethical terms to avoid loss to themselves and
others. Thus, contractual commitments that specify trade secret protec-—
tion of commercial computer program and data file products require that
users of the products apply safeguards. Top management, of course, wants
to continue the success of their organizations and avoid data-related
losses. Data processing employees abide by the computer security
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policies and procedures to please management and receive advancements in
their jobs. Society demands responsible treatment of data; the U.S.
government, for example, has attempted to obtain voluntary adherence by
business to the Organization for Economic Cooperation and Development
Guidelines on Protection of Privacy and Transborder Flows of Personal
Data. In addition, professional societies and trade associations apply
peer pressure to meet ethical standards.

Data-related losses from errors, omissions, bad judgment, inten-—
tional acts, and natural events motivate the victims to avoid further
loss. Some controls on loss result in more efficient data handling,
reduced insurance premiums, and lower costs. Compliance with laws and
regulation such as the Privacy Act of 1974, Foreign Corrupt Practices
Act, criminal statutes, and the U.S. Office of Management and Budget
Circular A-71 on Computer Security is required for an orderly society.

All of these factors and more must be taken into account in plan-—
ning and establishing computer security. Dangers lurk not where losses
have been anticipated and good controls exist but where vulnerabilities
have not been anticipated and controls are lacking. Systematic methods
are needed to assure completeness of safeguarding with limited resources
that can reasonably be devoted to protection in the complex and changed
environments of data processing brought about by the use of computers.

Commitment to Computer Security

Management is eager to allocate resources that directly increase
the productivity of their organizations. Security seldom adds directly
to productivity; it only assures protection from loss of productivity
and avoids violation of rights, laws and regulations. Therefore,
security is only productive in the relatively rare cases when losses
might have occurred. If security is effective, it usually goes unmno-
ticed because loss is averted. Otherwise, security is sometimes seen as
costing money without visible, direct contributions to performance.

This makes security expenditures particularly important to justify and
understand.

Fortunately, enlightened management will react rationally to assure
security in their organizations when given reasonable options and ade-
quate justification for doing so. Employees will support and carry out
security when they understand its purpose, receive clear directives,
understand that it is part of their job performance, and are judged on
their adherence to secure practices. Therefore, recommendations for
cost-effective controls must be properly justified and generally
accepted.

Methods for conducting security reviews based on risk assessment to
determine vulnerabilities and identify needed controls have been devel-
oped and used to some extent. However, many controls are still selected
on a piecemeal basis when individual needs become evident without com-
prehensive review of all needs. This leads to inconsistent security




buildup that leaves serious vulnerabilities and gaps. Security must be
measured by the weakest links; losses occur where adequate controls are
lacking. Therefore, methods of review must be developed that are com—

prehensive as well as sufficiently practical and low in cost to attract
their use. A ?

Data processing and computer security have advanced rapidly to the g
point where organizations today do not have to take action in isolation
from what other organizations are doing. Many organizations have adopted
the solutions to common vulnerability problems developed by others.
Applying generally used security practices and controls is attractive
where the problems and needs are similar among many organizations.

Contribution of This Report to Computer Security

The study results reported in this document are meant to add
materially to new concepts in computer security. The computer security
practices and controls presented here are those used or endorsed by
seven organizations that are particularly advanced in their computer
security. In addition, the organizations were chosen from among those
heavily involved in manipulating personal data to emphasize the appli-
cation of security to issues of privacy. Thus, several of the organi-
zations are processors of criminal justice data and one is a processor
of life and medical insurance. The seven participating field site
organizations are:

(1) A state law enforcement data center
(2) A county EDP services department

(3) A city data services bureau

(4) A research institute specializing in criminal justice research
(5) A life and casualty insurance company

(6) A center for political studies, which does extensive research
on sengitive topics linked to individuals

(7) A state information services department.

A project team of experienced computer security consultants examined
the seven field site organizations to determine the best controls and
practices in use, as well as the methods of review and selection of con-
trols and practices that organizations use. This document describes the
82 controls and practices that were judged as generally acceptable for
good computer security by computer security administrators from all
seven organizations along with two independent security consultants.

i ey g

In Section II of this report, the background and maturation of com-—
puter security methods, particularly as a basis for new approaches to
evaluating and selecting controls, are described. Common, selective, and
special vulnerabilities are identified. Section III describes presently
used security review methods and the legal concepts of standards of due
care and protecting proprietary interests in computer programs which con~
tribute to computer security practices and the law.

Section IV, along with more detailed descriptions in Appendix B,
presents a new, baseline concept that can be used along with other
methods for selecting controls and security practices. The principles
and benefits of baseline controls are stated and future baseline
development is considered.

Section V explains the method of investigation, the format used to
describe the controls found in the study, and the five indices of the 82
controls that are described in the last section. The five indices are
identified by topic, objecitive, area of respomsibility, mode, and
environment to facilitate lccation of specific controls. An overview
summarizing the controls by topic completes Section V.

In Section VI, the controls are presented in ways quite different
from that found in other security literature. A title, control objec-
tive, and general description based on actual usage experience are pre-
sented. The control variants are identified. Strengths and weaknesses
found in usage are stated. These items are followed by advice on how to
audit the controls, and five more characteristics are briefly identified
to complete the description. Appendix A presents three case studies of
actual selection and approval of controls and a step-by-step method of
how a baseline review could be conducted.
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SECTION II BACKGROUND

Computer Security Beginnings

Although computer security has been an important requirement in the
military since computer use began, it has been only explicitly recog-
nized in nonmilitary government and business since the late 1960s. The
1967 American Federation of Information Processing Societies, Spring
Joint Computer Conference session, 'Security and Privacy in Computer
Systems" chaired by Dr. Willis Ware of the Rand Corporacion, generated
new interest in computer security. Rapid development, stimulated by the
privacy issues and notorious computer crimes in the 1970s, has followed.
Formalized methods for evaluating the adequacy of security soon followed.

On July 27, 1978, the U.S. Office of Management and Budget issued
to all agency heads the Transmittal Memorandum No. 1 under Circular
No. A=~71 on Security of Federal Automated Information Systems. This
memorandum presents a comprehensive policy regarding establishment of
computer security programs in all nondefense computer centers. It
contains a procedure for adopting security standards, a requirement for
security in all hardware and software procurements, plus guidance on
conducting risk analyses, performing security audits, developing
contingency plang,..and establishing personnel security policies.
Various roles for the National Bureau of Standards, General Services
Administration, and Civil Service Commission are specified. This
memorandum, a significant milestone for computer security in the federal
government, is a well-conceived document worthy of general use.

Maturing Computer Security

New approaches to reviewing, establishing the needs for, and
selecting computer security controls are emerging as concepts of com-
puter security mature. Maturation is evident from the routine acceptance
of security and from the type of controls typically used today at the
seven sites visited. At present, the computer security field is char-
acterized by:

o General management recognition and support.

Top management at the sites were interested enough in computer
security to fully cooperate with the project field teams.
Corporate and agency policies reflecting top management's
concern have been formulated.
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Established specialists in the subject area.

Full-time security researchers and designers in computer
science and technology are develeping concepts of trusted
computer systems that will be significantly more secure ?han
current computers. Many consultants are active in the field.
Computer security job titles and positions have been developed,
and hiring by these titles is practiced.

Appointment of full-time or part-—time computer security officers
in large, well-run computer installations.

The larger organizations visited had full-time or part-time
computer security officers. National conferences on computer
and computer security and privacy are currently drawing 700 to
800 computer security-related specialists and administrators.

Computer security products available at reasonable prices.

Physiéal access control systems for computer centers, password
access terminal systems, file access control computer programs,
fire detection and suppression equipment, cryptographic systems,
audit program tools and uninterruptible power supplies for
continuous operation of computers are examples of reasonably
priced products (see also Section VI). In addition3 the
products' salesmen provide a new source of information and
assistance for security practitioners.

A precedent-setting federal standard for cryptographic
protection.

The first federal information processing stapdard, the Data
Encryption Standard, was approved by the National Bureau of
Standards and is used in more than 25 products.

Increasing numbers of effective controls found in well~run
computer installations and well-designed systems.

Section VI identifies 82 generally used controls based on field
investigation of the seven computer sites.

Practice of formal security review methods.

Task group reviews of computer centers are becoming more
common. The U.S. Office of Management ani Budget requires that
risk assessments be performed in all federal agency computer
centers at least once every 3 years. The National Bureau of
Standards has published several reports on conducting risk
assessments.

® A body of information documenting loss experience.

Conference proceedings, books, and trade journals include
detailed descriptions of loss cases. Mr. Donn B. Parker at
SRI International, Professor Brandt Allen at the University
of Virginia, The American Institute of Certified Public
Accountants, Mr. Robert Courtney in New York, and Mr. Jay
Bloombecker in Los Angeles have extensive files of reported
computer abuse and crime cases.

® Laws and regulations requiring security.

The Federal and State Privacy Acts, Foreign Corrupt Practices
Act, 16 state computer crime statutes, and numerous regulations
require or directly imply the need for controls.

® Special insurance policies.

Numerous insurance companies offer policies for protection
against data processing business interruption, errors and
omissions, and crime.

® Numerous books, journals, news publications, and other writings
on the subject.

The National Bureau of Standards has published more than 40
computer security reports. The Bureau of Justice Statistics,
Department of Justice, has published a series of manuals and
guides on privacy and security. At least four monthly com-
mercial newsletters and journals, as well as many books on
computer security, are published.

® Specialized audit capabilities.

The Institute of Internal Auditors published the SRI Inter-

national Systéms Auditability and Control Reports identifying 30

audit techniques and more than 300 contrbls. EDP auditing has ‘
become an accepted specialty in audit, and EDP auditors are

certified by the Institute of Internal Auditors and soon also by
the EDP Auditors Association.

Vulnerabilities

Admittedly, some potential threats and assets subject to loss are
different from one computer center to another depending on organizational
characteristics and purposes. Some vulnerabilities of a U.S. Department
of Justice computer center will be different than a toy manufacturer's
computer center. However, similar problems among even diverse kinds of
computer centers can lead to adoption of commonly used controls. The
potential threats, the assets at risk, and the vulnerable facilities
that are similar among all computer centers include:



e Potential Threats

- Disgruntled or error-prone employees causing physical
destruction and destruction or modification of programs or

data.

- Natural disaster such as fire, flooding, and loss of power and
communications.

- Qutsiders or employees making unauthorized use of computer
services.

- Outsiders or employees taking computer programs, data,
equipment or supplies.

e Assets Subject to Loss

- Facilities

—- Systems equipment
- People

~ Computer programs
~ Data

~ Data storage media
- Supplies

- Services

~ Documents

- Records

-~ Public respect and reputation.

e Common Environments at Risk

- Computer rooms containing computers and peripheral equipment
- Magnetic media (tapes and diskS) libraries
- Job setup and output distribution stations
- Data entry capabilities

- Program libraries

- Program development offices

~ Utility rooms

- Reception areas

- Communications switching panels

- Fire detection and suppression equipment

- Backup storage

- Logs, records, journals.

In addition to the vulnerabilities common to all computer centers,
some types of computer centers such as criminal justice operations,
research institutes, insurance companies, and banks have environments,
applications, and types of data that create similar potential threats
and types of asset loss. The vulnerabilities endemic to subsets of
similar computer centers lead to the need for selective controls such as
separation or deletion of names from personal data, batch check summing
of inventory data and possibly data encryption. Some examples of com—
puter applications and associated risks that are not common to all com-—
puter centers are as follows:
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e Processing and storage of personal data

- Intentional or accidental disclosure, modification,
destruction or use of personal data or records of their use.

-~ Violation of confidentiality rules, personal data regulationms,
or privacy laws.

e Processing and storage of secret data (e.g., investigative,
intelligence, trade secret, marketing, competitive).

Intentional or accidental disclosure, modification,

destruction, or use of trade secret or sensitive data or
records. -

Violation of rules, regulations, or laws.

e Processing and storage of financial data (e.g., account

balances, negotiable instruments input/output, general ledger,
accounts payable/receivable, payroll).

~ Financial fraud or theft.
~ Accidental financial loss such as lost interest.

—~ Failure to meet financial report filing dates and other
fiduciary obligations.

® Process control (e.g., controlling manufacturing processes,

transportation, meal processing, inventory control, patient
monitoring).

~ Intentional or accidental modification, failure, or
destruction of processes.

In addition, special or unique problems can arise in a single com—
puter center where new technology is adopted and commonly used controls
have not yet emerged. Examples of the new technology include voice data

entry, voice output, fiber optics communication, satellite data communi-
cations, and automated offices.

Lastly, several potential sources of unusual threats requiring
special controls have been identified: a computer center built over a
burning underground coal mine, violent labor strife, a computer center

in an airport glide path, rodent or insect infestation, and contract
programming performed by prison inmates.

Current Security Review and Control Selection Practices

The process of identifying security needs and selecting and justi-
fying controls is called a security review when carried out in an
organized set of scheduled and budgeted tasks. It is sometimes incor-
rectly called an audit. An audit implies independent review by auditors
for top management and owners of an enterprise to discover problems and
lack of compliance with law, regulations, and policy.
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The security review method described below is based on identifica-
tion of assets, potential threats, and lack of controls. A zero-based
method, it begins by assuming that potential threats and controls have
not been adequately addressed previously. Its purpose is to compre-
hensively and exhaustively identify problems in the form of specific
vulnerabilities, their risk, and compensating controls. This approach
is thoroughly justified; losses tend to occur where effective controls
are absent,

The control selection methods as they are currently practiced are
also described below. The commonly recommended approach has been com—-
bined with techniques in actual practice to provide a new security review
and control selection methodology (see Appendix B). Although this new
baseline review and selection method has not been fully tested, it is
readily usable; it employs the most successful practices found among the
seven field sites in the study, as well as components of other recom-
mended methods.

A Commonly Recommended Review Method

The usual method of security review often described in the litera-
ture and in seminars includes combinations and various orderings of the
following steps:

(1) Organize a task group to conduct the review; establish plans,
assignments, schedules, budgets, and scope; obtain management
approval and support of the plan.

(2) Identify the assets subject to loss; either determine their
value, consequences of loss, and replacement value or rank
their importance.

(3) Identify potential threats to the identified assets.

(4) 1Identify the controls in place or lack of controls that
mitigate or facilitate the potential threats to the assets.

(5) Combine associated potential threats, assets subject to loss,
and lack of mitigating controls; each triple of items
constitutes a vulnerability.

(6) Evaluate and rank the vuiierabilities in terms of greatest to
least expected potential loss; alternatively quantify risk for
all or only the major vulnerabilities in terms of annual
frequency of loss and single case loss in dollars to obtain
annualized loss exposure.

(7) 1Identify actions and controls that would reduce the risks of
losses to acceptably low levels.
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(8) Recommend an implementation plan to reduce risk to an overall
acceptably low level.

(9) cCarry out the plan and establish ongoing security maintenance
and improvements.

Several steps may be combined or overlapped for task group opera-
ting efficiency. Various methods such as use of questionnaires and loss
and frequency data forms or scenarios can aid in accomplishing the tasks
and documenting the results. Some steps may involve a high volume of
data to warrant use of computer-aided methods. For example, quantified
risk assessment requires expected frequency of loss and dollar value of
single incident loss from both intentional and accidental modification,
destruction, disclosure, use and denial of use (for various periods of
time) for all computer-related threats and assets. ..

In practice, however, this formalized review approach is rarely
taken, or only severely limited versions are adopted. More likely, only
piecemeal discoveries of vulnerabilities and their solutions happen.
These events are occasioned by other information processing activities
such as audits, loss events, new applications, new or newly enforced
requirements, contracting, or budget studies. If a specific study is
conducted, often obvious, significant vulnerabilities are identified
early and actions taken to reduce their risk even before the final
recommendations are made.

Security Methods in Practice

A survey of managemenf practices was conducted at the seven field
sites. Managers were asks# %o describe the process currently used to
select, justify, and inst¢ll computer security controls. Both methodol-
ogy and organizational factors were studied. Three typical case studies
for a govermment agency, a research organization, and a private sector
firm are included in Appendix A.

None of the organizations studied used a formal cost-benefit or
risk analysis to evaluate computer security controls. These techniques,
which have been heralded in the literature, were thought to be exces-
sively elaborate and not cost-effective. Quantitative analyses were
considered not appropriate because of a lack of valid data. Instead,
each site primarily used subjective and somewhat informal piecemeal
techniques for assessing the pros and cons of particular computer
security controls.

These subjective techniques can be described as the exercise of pru-
dent care or subscribing to generally used controls. The words "pru-
dence' and '"common sense' were frequently used in describing what went
into these subjective assessment approaches. Generally used approaches
were defined in terms of the practices of other organizations in similar
environments. Management essentially asked, "If another manager were in
my place, would he install and operate the proposed control?" Factors
considered in answering this question include:
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¢ The controls actually being used by other organizations with
similar applications and equipment.

® Reported loss experience.

@ The perceived needs of the organization's own operating
environment compared to other organizations with similar
environments.

e The increased level of security to be achieved
e Laws and regulations.

Definitions of generally used controls typically consider a wide-
ranging control environment. Policies and professional ethical mores,
personnel procedures, and manual procedures can be used to make up for
the possible lack of computer-based controls, especially in computer
systems where security has not been a design and implementation
criterion.

Another important factor in the decision to use a particular con-
trol was the influence of outside parties. Clients served by the
organizations specified requirements that had to be met before certain
work could be performed and data could be obtained. These requirements
mirrored requirements that in some instances came from within the
organization. External and internal auditors were other sources of
relevant information. Quantitative information such as the cost to
install and operate a control, money to be saved, or the losses to be
prevented (from catastrophes, lawsuits, or public embarrassment) were
rarely considered.

Management in most cases did not actively seek information about
what is done elsewhere. Although they used this information when made
available to them and found it to be of great interest and potentially
useful, they did not believe that contacting similar organizations and
asking questions were cost—effective. The exception to this occurred
when very costly controls, such as vaults or electronic lock access
systems, were considered. Management then directed technical personnel
to study alternative products and survey users of the products. Some-
times prioritized lists of desirable controls were prepared as wish
lists that could be reviewed whenever budgets were prepared. The lists
were helpful in matching high-priority controls with limited resources.
Controls were viewed as necessary resource-consuming items rather than
revenue generating or cost-saving items. The time frame was typically
3 to 5 years.

The source of the funds to be used for a control largely dictated
the approval process; if funds were to come from a government grant,
from organizational overhead, or from a client project, then the approval
channels were markedly different in each case. The approval process also
varied depending on the time of year when the need for a control was
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noticed. If a need was perceived shortly before budgets were prepared,
and installation could be delayed until the next fiscal year, then it
was included in the budget. If installation of a control could not be
delayed until the next fiscal year, special procedures were required to
rearrange currently budgeted fi:nds to obtain additional funds.

Documentation of the decision process was often sparce. Purchase
requisitions and budgets on the proposed control were sometimes the only
formal documents produced. Explicit management approval in these cases
was given when these forms were approved. Larger organizations were
more likely to require formal documentation that included proposals,
signoff sheets, memos, impact statements, and in rare instances cost-
benefit analyses. Systems development and modification methodologies in
some cases included requirements for considering computer security.
Security was reviewed when a system was designed, redesigned, or modi-
fied, but not otherwise. The concern for security was not dealt with in
isolation from other activities, Typically, a control that was retro-
fitted to an existing system was evaluated in the same manner as a con-
trol that was originally designed into a system. Both were subject to
the system development and modification methodology.

Documentation of control decisions and the resulting changes to be
made were more extensive whenever a control was going to affect people
outside the organization. One organization wrote and maintained a
specialized secure operating system; another developed and installed a
security program package. For these products, strict requirements for
system change justification and documentation existed.

Decision-Making Factors

Typically, the decision to adopt a control was made by the line
managers from the area primarily involved; for example, if an electronic
lock access system would restrict the activities of computer operators,
then computer operations management would make the decision.

In some instances, security committees that had an advisory role in
the decision to adopt computer security controls wvere formed. These com-
mittees were composed of higher level managers who represented the fol-
lowing organizational areas: the legal department, user organizationms,
applications development, computer operations, and industrial security.
These committees monitored legal and regulatory requirements, current
events, and the current security systems. In rare cases, the committee
had approval authority.

When a proposed control affected several parts of the organization
in a significant monetary or operational way, then management approval
of each of these areas was usually obtained. Approval by industrial
security, legal counsel, audit, personnel, users, as well as other
departments of a computer center besides the one proposing a control was
thus sometimes required. For example, if a control would increase the
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rates for computing services charged to users, or if it would change the
user's interactionm with a computer system, then the users would typi-
cally be involved in the decision process. Occasionally, if many areas
were involved, then a higher level manager who had each of these areas
reporting to him decided whether to adopt a proposed control.

The computer service provider may play different roles in the
identification and approval of the need for a control. The service
provider in some cases was responsible for telling the user what was
needed, while in other organizations the user was responsible for
telling the service provider what was required. 1In either case, exper-
tise within the computer service provider's organization was relied on.

In some organizations, other departments such as audit and legal counsel

were supposed to alert involved parties to the need for additional con-
trols, but the approval of the changes still rested with the service
provider and the user.

Audit departments were seldom involved in the control requirements
and specification process. Although many authors of computer security
works advocate that auditors be involved in systems design work, this
participation did not generally occur. Some say that this system is
adequate--auditors are not supposed to directly participate, which
specification of controls would imply. Auditors were said to only
infrequently review computer controls. Others state that auditors
should be more active in the review of controls, informing management of
the need for improvements. Larger organizations were more likely to
have auditing staff involved in these activities.

Many installations have noted that finding security experts in the
computer field to hire is a problem. In some cases controls were not
evaluated or implemented because of the lack of qualified personnel,
The shortage of experts in the computer security field is particularly
acute.

Evidence of the maturing of computer security and the findings from

experience about selection of controls provide the background to con-
sider the motivation and need for adopting generally used controls. The
next section provides two specific examples of common sources of this
motivation and need and how they may be satisfied by generally used
controls.

This section has described the increased recognition of the need
for security controls and the maturation and status of the process of
control selection. A major factor relevant to decisiom making regarding
computer security is the legal framework surrounding data and related
computer violations and liabilities. These issues are addressed in the
next section.
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SECTION III COMPUTER SECURITY CONTROLS AND THE LAW

Standards of Due Care

The follow-the-leader strategy of employing generally used controls
in data processing is motivated in part by the legal concept of standards
of due care. It is becoming possible to lose more in damages from a
civil action such as a stockholders' suit or citizens' suit against the
government after an accidental or intentionally caused act than directly
from the act itself. Liability for the violation by a provider of com~
puter services towards any other (customer, data subject, affected third
party, stockholder) can arise through a conscious act of malice with
intent to cause harm, through reckless disregard of the consequences to
the person harmed or through negligent performance or failure to per-
form. For such liability to attach, a duty of care must be owed to the
victim of the act. Once responsibility is established, the provider
having the responsibility is required to act as a prudent person.

The actions of another person in the same position or the general
practice of the computer services industry are useful in establishing
the standard of care against which individual performance will be
measured. However, industry Practice is not a complete answer. In the
T. J. Hooper case, which concerned the failure of a large tug boat

operator to use radio receivers in 1932 to avoid inclement weather,
Judge Learned Hand stated:

Is it then a final answer that the business had not yet
adopted receiving sets? There are, no doubt, cases where
courts seem to make the general practice of the calling
(industry) the standard of proper diligence;... Indeed

in most cases reasonable prudence is in fact common pru-
dence, but strictly it is never its measure; a whole
calling (industry) may have unduly lagged in the adoption
of new and available devices. It (the industry) may never
set its own tests, however persuasive be its usages.
Courts must in the end say what is required; there are
Precautions so imperative that even their universal regard
will not excuse their omission...(60 F.2d. 737,730) (2nd
Cir. 1932, Cert, denied 287 U.S. 662 (1932).

No definitive answer or test can establish a standard of due care
on grounds of common practice in an industry or on prudence based on use
of available devices whether generally adopted or not. In 1955, the
Circuit Court of Appeals for the Sixth Circuit held that the failure to
use radar by an aircraft in 1948 was excusable because no commercially
feasible aircraft radar system was available (Northwest Airlines v. Glenn

« Martin Co. 224, F.2d 120, 129-130). In 1977, the U.S. District Court
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for the Southern District for New York held an airline liable for a rob-
bery for failure to take appropriate precautions, despite the provision
of an armed guard in front of the locked unmarked storage area and the
argument that the airline had taken the same degree of precautions that
other airlines had. (Manufacturers Hanover Trust Co. v. Alitslia Air-
lines, 429 F.Supp. 964(1977)). Further, professionals may not always
rely on generally accepted practices. In U.S. v. Simon (425 F, 2d. 796
[2nd Cir. 1969]) the United States Court of Appeals for the Second Cir-
cuit held that, even in a criminal case, generally accepted accounting
principles were not necessarily the measure of accountants' liability
for allegedly misleading statements in a footnote to the financial
statements.

The concept of standard of due care will arise with increasing fre-
quency as disputes over computer-related loss end in litigation. Compu-
ter security administrators must be aware of standard of due care issues
that arise and take action to conform to the outcome.

Applying Legal Concepts to Computer Services

One area where the courts have had some difficulty in applying legal
concepts to computers is in determining exactly how to characterize com-
puter services from a legal point of view. The courts have generally
held that basic legal principles requiring a person to exercise reason-—
able care do not change simply because a computer is involved. The
courts have generally stated that those who use computers must do so
with care, and they have not been sympathetic to defenses asserting good
faith mistakes resulting from reliance on faulty computer data. In Ford
Motor Credit Co. v. Swarens (447 S.W. 2d. 53 [Ky. 19641), for example, a
finance company wrongfully repossessed the plaintiff's car after he had
proven on two occasions that he was current in his payments by showing
cancelled checks to agents of the defendant. The finance company de-
fended on the basis that an admitted error with respect to the plain-
tiff's account had occurred as a result of a com—~ puter error. The
court rejected this defense stating:

Ford explains that this whole incident occurred because of a
mistake by a computer. Men feed data to a computer and men
interpret the answer the computer spews forth. In this com-
puterized age, the law must require that men in the use of
computerized data regard those with whom they are dealing as
more important than a perforation on a card. Trust in the
infallibility of a computer is hardly a defense, when the
opportunity to avoid the error is as apparent and repeated
as was here presented.

It is clear, therefore, that excessive reliance on computer data

without proper safeguards to ensure the reliability and accuracy of the
information may constitute the failure to exercise due care, and in some
cases may even result in the award of punitive damages.
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Professional Standard of Care

There is clearly a duty to exercise reasonable care in using compu-
ters. Depending on the legal characterization given to contracts to sup-
ply Computer equipment and services, a higher standard of care may be
required of suppliers of computer services. Such an argument would be
b§sed on the theory that programmers and others who provide computer ser-
vices hold themselves out as professionals with special expertise. Asg
such professionals, they arguably should be held to the level of care

that woulq be exercised by a reasonable member of the profession under
similar circumstances.

In Triangle Underwriters v. Honeywell, Inc. (604 F. 2d4. 737 [2nd

Cir. 1979]) for example, the court found that Honeywell agreed to deliver
a completed computer system to Triangle and not to run a continuous data
processing service. Triangle tried to argue not only that Honeywell had
been negligent in failing to design and deliver a workable system, but
also that the wrong continued during the period in which Honeywell em-
ployees attempted to repair the malfunctioning system. Triangle argued
tbat Honeywell had engaged in professional malpractice, and that the con-
tinuous treatment theory should apply so that the statute of limitations

accountants, and architects, but it declined to apply the theory to
H9neywell. "In the case at bar ... the necessary continuing profes-
sional relationship did not exist. Honeywell was not responsible for
the continuous running of a data processing system for Triangle."

Although the court thus refused to accept the plaintiff's theory of
professional malpractice on the facts of that case, the decision leaves
open the possibility that the doctrine might be applied in a future case

to persons who provide computer services for a client on an ongoing
basis,

Strict Liability

There is a further issue of whether those who provide computer
services should be strictly liable in tort for injury to others due to
malfunctions of the equipment. The doctrine of strict liability arose
out of cases involving the sale of goods, and it has been said that:

Professional services do not ordinarily lend themselves to
the doctrine of tort liability without fault because they
lack the elements which gave rise to the doctrine. There is
o mass production of goods or a large body of distant
consumers whom it would be unfair to require to trace the
grticle they used along the channels of trade to the orig-
inal marufacturer and there to pinpoint an act of negligence
remote from their knowledge and even from their ability to
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inquire. Thus, professional services form a marked contrast
to consumer products cases and even in those jurisdictions
which have adopted a rule of strict products liability a
majority of decisions have declined to apply it to profes-~
sional services. The reason for the distinctiom is succinct-
ly stated by Traynor, J., in Gagne v. Bertran, 43 Cal. 2d
481, 275 P. 2d 15, 20-21 (1954): "[T]he general rule is
applicable that those who sell their services for the
guidance of others in their economic, financial, and per-
sonal affairs are not liable in the absence of negligence or
intentional misconduct. . . . Those who hire [experts] . . .
are not justified in expecting infallibility, but can expect
only reasonable care and competence. They purchase service,
not insurance (CT/East, Inc. v. Financial Services, Inc.,
5CLSR 817 [1975]).

Under this traditional apuroach, a finding that an agreement to
provide computer equipment constituted either a sale of goods on the one
hand or a contract for professional services on the other would appear
to decide the issue of whether the doctrine of strict liability would
apply. Following this line of reasoning, if an agreement te provide a
computer package was construed as an agreement for professional ser-
vices, then the provider could not be strictly liable in tort for any
malfunction.

Traditional legal theories, however, cannot always be applied with-
out difficulty to novel concepts such as computer agreements. It may be
more appropriate, therefore, to adopt the approach used by a federal
court in Wisconsin in Johnson v. Sears, Roebuck & Co. (355 F. Supp. 1065
[E.D. Wis. 1973]). 1In Johnson, the plaintiff argued that the hospitals
that treated her for injuries had done so negligently and that they were
strictly liable in tort. The court decided the issue of the applicabil-
ity of strict liability to the sale of services by analyzing blood trans-
fusion cases that held hospitals strictly liable in tort for providing
blood containing impurities to patients. The court rejected the sales/
service analysis and stated that the decision to impose strict liability
should be made on an ad hoc basis by examining the facts involved in each
particular case. The court reasoned that the '". . . decision should not
be based on a technical or artificial distinction between sales and ser-—
vices. Rather, I must determine if the policies which support the im—
position of strict liability would be furthered by its imposition in
this case."”
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Statutory Sources of Liability for Reliance on Inaccurate
Computer—Based Data

Regardless of whether suppliers of computer services should be held
to a higher standard of care or subject to strict liability in tort,
clearly the common law duty exists to exercise reasonable care to ascer-
tain the accuracy of information furnished by a computer before relying
on such data. This duty becomes particularly important when computer
data are relied on in making periodic reports required by the federal
securities laws. Management has a duty to maintain accurate records and

third parties have the duty to verify the accuracy of information sup-
plied by management.

Management's Responsibilities--Various provisions of the Securities
Act of 1933 (the 1933 Act) and the Securities Exchange Act of 1934 (the
1934 Act) impose liability for making false or misleading statements of
a material fact or for failing to state a material fact necessary to make
statements made not misleading, in the light of the circumstances under
which they were made. These provisions create a duty on the part of re-
porting companies to file accurate reports and to maintain accurate
records. The Foreign Corrupt Practices Act of 1977 (FCPA) codified this
duty to maintain accurate records.

A recent bank embezzlement of $21.3 million illustrates the impor-
tance of complying with the FCPA's requirement of establishing a system
of internal accounting controls. The management of an entity is res—-
ponsible for establishing and maintaining adequate internal controls,
and it is worth noting that the complaint in a shareholder's derivative
suit now being argued before the United States District Court for the
Southern District of Texas relies partly on an allegation that manage-
ment failed to do so. Management risks exposure to significant potential
liability, therefore, if it fails to institute and enforce internal con-
trols sufficient to comply with the FCPA.

Internal controls should ensure that data produced by a computer
are accurate and reliable. This means that restrictions should be put
on access to computer records and on who has the ‘capability to enter
information or alter data in the computer. "Audit trails' should also
be used to create documentary evidence of transactions and of who made a
particular data entry. Finally, electronic record keeping systems are
only as trustworthy as the people who use them, and it is imperative
that a security system be established to help preclude unauthorized
persons from gaining access to the computer or altering information in
the system.

Accountants' Responsibilities—-The $21.3 million bank embezzlement
raises substantial questions about the sufficiency of the auditing
procedures of a bank or other company that uses an electronic data
processing system for the storage and representation of assets. The
role of an accountant performing an independent audit is to furnish an
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opinion that the accounts of the company being audited are in proper
order and that they fairly present the company's financial position. It
seems obvious, therefore, that an independent accountant performlyg an
audit of a company that uses an EDP system should examine the_rgllabll—
ity of the system and the controls on it before issuing an opinion.
Otherwise, the accountant's certification of the company's f1nanc1§1
statements would have no reliable basis. The Second Standard of Field
Work of the Generally Accepted Auditing Standards approved and adopted
by the membership of the American Institute of Certified Public
Accountants (AICPA) states that "[t]here is to be a proper study and
evaluation of the existing internal control as a basis for reliance
thereon and for the determination of the resultant extent of the tests
to which auditing procedures are to be restricted" (American Institute
of Certified Public Accountants, Statement on Auditing Standards Nq. 1,
Sec. 150.02. [1973]). This Standard of Field Work requires an auditor
to study and evaluate a corporation's system of internal cogt;ol to
establish a basis for reliance thereon in formulating an opinion on the
fairness of the corporation's financial statements, and this ba§ic duty
does not vary with the use of different methods of data processing as
the Standard states:

Since the definition and related basic concepts of accognting
control are expressed in terms of objectives, they are inde-

pendent of the me.hod of data processing used; consequgntly,

they apply equally to manual, mechanical, and electronic data
processing systems. However, the organization gnd procedures
required to accomplish those objectives may be influenced by

the method of data processing used.

The AICPA has recognized that '"[t]he increasing use of computers
for processing accounting and other business information has introduced
additional problems in reviewing and evaluating internal control for
audit purposes,' and it has issued a Statement on the Effec?s of EDP on
the Auditor's Study and Evaluation of Internal Control. This Statement
provides that:

When EDP is used in significant accounting applications, the
auditor should consider the EDP activity in his study and
evaluation of accounting control. This is true whether the
use of EDP in accounting applications is limited or extensive
and whether the EDP facilities are operated under the direc—
tion of the auditor's client or a third party.

When auditing a corporation with an EDP system, therefore, an auditor
should thoroughly examine the system to evaluate its control features.
To conduct his examination properly, however, the auditor must havg
sufficient expertise to enable him to understand entirely the particular
EDP system involved.
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Conclusions on Applying Legal Concepts

Everyone who uses or supplies computer services has a common law
duty to exercise reasonable care to ensure that information supplied by
the computer is accurate and reliable. The federal securities laws
impose additional duties on management to keep accurate records and to
devise and maintain a system of internal accounting controls sufficient
to provide reasonable assurances that transactions are executed in
accordance with management's authorization and are accurately recorded.
Finally, accountants who audit companies with EDP systems have a duty to
review the company's system of internal controls and to disclose any
material deficiencies to management and possibly to the public through
notes to its certification of financial statements.

These various duties illustrate the necessity of taking steps to
ensure the reliability of computer systems. A well-designed system of
internal control is crucial to safeguard against the improper use of the
computer. Internal control begins with the computer equipment itself,
When converting to an EDP record keeping system, management should get
outside advice on the type of system required and on the controls that
should be built into the system. Management should fully understand
what the computer programs in the system are designed to do and that the
computer can do only what it is told and nothing more. This can be an
important method of preventing fraud, and management should demand that

internal controls be put into the system, because otherwise the program-
mer may not do so.

Once controls are built into the computer system itself, internal
controls should be established and maintained to prevent unauthorized
access to the system. The internal controls should cover all phases of
EDP and include input, processing, and output controls. An overall plan
of organization and operation should be devised containing controls over
access to EDP equipment, as well as provisions for effective supervision
and rotation of personnel, and the plan should be strictly enforced.
Finally, an internal auditing process should be established to provide
independent