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FBI UNDERCOVER GUIDELINES

THURSDAY, FEBRUARY 19, 1981

Housk OoF REPRESENTATIVES,
SuBce w«MITTEE ON CiviL. AND CONSTITUTIONAL RIGHTS,
oF THE COCMMITTEE ON THE JUDICIARY,
Washington, D.C.

The subcommittee met at 9:35 a.m. in room 2237 of the Rayburn
House Office Building, Hon. Don Edwards (chairman of the sub-
committee) presiding. ,

Present: Representatives Edwards, Kastenmeier, Hyde, and Sen-
senbrenner.

Staff present: Janice Cooper, assistant counsel, and Thomas M.
Boyd, associate counsel.

Mr. Epwarps. The subcommittee will come to order.

This morning, the Subcommittee on Civil and Constitutional
Rights will continue the ongoing task of FBI oversight. Almost 1
year ago, the subcommittee held its first hearing on FBI undercov-
er operations. At that time, the Assistant Attorney General for the
Criminal Division indicated that the Justice Department was draft-
ing guidelines for all undercover operations, and late last year
those guidelines were published.

Now, we are here today to examine those guidelines in light of
constitutional principles, social utility, and public policy. This sub-
committee has for some time encouraged the FBI to concentrate on
“quality” cases. When former Director Xelley announced the
“quality versus quantity”’ program several years ago, we applauded
his efforts and we have worked with the FBI, often through the
medium of the GAO, to assure continued adherence to this policy.

Undercover police work is often the best way to ferret out some
of the “quality”’ cases we have urged the FBI to undertake. It has
been very successful in many situations. And, as evidenced by the
FBI’s budget—up from $1 million to $4.8 million in a few years—it
is clearly becoming an ever more important part of law enforce-
ment.

But very few of us really understand what is involved—how
undercover operations work; what the advantages and disadvan-
tages are; what the proper limits to this new technique are, and so
forth. The hearings we have had and will be having over the next
few weeks and months are an attempt to better understand and
oversee this program. Eventually, we hope to have the FBI come
over and tell us about specific completed undercover operations to
give us a clearer picture of what they’re doing.

Our witnesses today are two distinguished professors of criminal
law and procedure. Our first witness will be Prof. Geoffrey Stone
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from the University of Chicago Law School, and our second witness
will be Prof. Michael Seidman from Georgetown Law Center. .

Before the witnesses begin, I yield to the gentleman from Illinois,
Mr. Hyde.

Mr. Hype. Thank you, Mr. Chairman. I believe it is wise for us to
look into the guidelines issued by Attorney General Benjamin Civi-
letti before he left office, though perhaps not for the same reasons
which you might suggest. Like so many midnight regulations and
guidelines which appeared at the last moments of the Carter ad-
ministration, the Carter administration’s FBI guidelines, which the
new Attorney General has indicated he properly intends to review,
restrict the flexibility of the FBI in many ways which are unaccep-
table to me, and I suspect to many other Members of Congress.

For example, the restrictions applied to the special agent in
charge are designed to galvanize control in Washington. Many past
abuses which are pointedly noted in the statements of our wit-
nesses today stem from possibly too much control in Washington. I
believe, in any event, that’s a point worth exploring.

In addition, the guidelines anticipating more active involvement
by the local U.S. district attorney in undercover operations admin-
istered by the Bureau. I think it is worth noting that the U.S.
attorney is almost always a-political appointment, the product of
appropriate political affiliation in the locality over which he or she
has jurisdiction. He’s not a sheriff, but he’s a prosecutor, and his
function is to prosecute the alleged criminal conduct discovered
during a lawful criminal investigation.

I am anxious to hear the comments of today’s witnesses, but I
must assert that I personally wholeheartedly believe in the law
enforcement value of undercover operations which do not legally
entrap the victim. Moreover, I believe the overwhelming majority
of Americans would take the same position.

But I do commend you, Mr. Chairman, for initiating these hear-
ings on this very important subject.

Mr. Epwarps. Thank you, Mr. Hyde.

Without objection, both the witnesses’ statements will be made
part of the record.

Mr. Epwarps. Professor Stone, you may continue at your own
pace.

[Professor Stone’s statement follows:]

STATEMENT OF ProOF. GOEFFREY R. SToNE, UNIVERSITY OoF CHICAGO LAw SCHOOL

It is a pleasure to appear before you today to discuss the appropriate limits on the
use of undercover operations in federal law enforcement.

1. Undercover operations and legitimate expectations of privacy

As Director Webster and Mr. Heymann made clear in their presentations last
March, the use of spies, secret agents, and informers to elicit information from
unsuspecting individuals and to “Invite” such individuals to engage in unlawful
conduct can be an extraordinarily effective investigative technique. Undercover
operations may enable government investigators to infiltrate the inner-most circles
of organized crime and to discern otherwise difficult to detect patterns of “consensu-
al” unlawful behavior. In recent years, the FBI has employed undercover operatives
to investigate a wide-range of criminal activity, including labor racketeering, white-
collar fraud, political corruption, narcotics trafficking, and truck hijacking. More-
over, as a secondary benefit, undercover operations frequently enable the govern-
ment to present its evidence in subsequent criminal prosecutions in an unusually
reliable form—through the direct testimony of law enforcement officers who have
participated personally in the unlawful conduct, and often through video and oral
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tapes of the actual criminal transactions. Finally, the widespread use of spies, secret
agents, and informers can effectively generate an atmosphere of distrust and suspi-
cion among potential “targets.” By rendering such individuals uncertain as to the
actual status of their cohorts, the very existence of undercover operations can, as
Mr., Heymann suggested, have a potent. deterrent effect.

There is, however, another side of the coin. For despite their special utility—
indeed, largely because of their special utility—undercover operations pose special
dangers to the individual, the government, and to society in general. These dangers
are not unfamiliar, Such operations, for example, may ‘“‘create” crime; they may
require government agents to participate directly in illegal activity; they may
unfairly entrap unwary individuals into unlawful conduct; they may damage the
reputations of innocent persons; and they may seriously undermine legitimate ex-
pectations of privacy. Although each of these dangers merits careful scrutiny, and
each should be thoughtfully considered in effort to establish a meaningful set of
guidelines, I have been asked to address myself specifically to the potential conflict
between undercover operations and personal privacy. To what extent, if any, does
the government’s use of spies, secret agents, and informers, significantly endanger
legitimate expectations of privacy? To what extent, if any, should undercover oper-
ations be restricted in order to preserve such expectations?

In approaching these questions, it is essential to note at the outset that the
“undercover operation” is not a unitary phenomenon. It is, rather, multifaceted in
nature, embracing an almost limitless variety of situations. It encompasses the
creation of an unlawful business establishment to attract “‘customers” seeking to
engage in illegal transactions, and the infiltration of a drug-smuggling conspiracy
by a professional agent; it encompasses the approach of a suspected prostitute by a
plainclothes officer on the street, and the activities of an informer who joins the
ranks of a political or community organization in the course of a domestic security
investigation. The undercover operation may last a moment, or it may extend over
many months. It my involve only a single agent, cooperating citizen, or paid inform-
ant, or it may involve a complex network of undercover operatives. The extent to
which any particular operation intrudes upon legitimate expectations of privacy will
necessarily vary according to the circumstances.

With the caveat in mind, I would like to turn now directly to the privacy issue. In
assessing the nature of the potential intrusion on legitimate expectations of privacy,
it may be helpful to hypothesize a paradigm situation—one posing a not uncommon
set of circumstances. Let us suppose that an agent seeks to investigate an individual
suspected of complicity in labor racketeering, narcotics smuggling, or political cor-
ruption. The goal may be to deceive the “target” individual into revealing desired
information, to lead the agent to ‘“higher-ups” in a suspected conspiracy, or to
induce the target to engage in a criminal transaction with the agent himself.

Whatever the utimate goal, the target in most circumstances is highly unlikely to
disclose his criminal proclivities, if any, to just any stranger off the street., In all
probability, the agent, to be effective, will need to initiate and gradually to foster a
relationship with the target in which the target will come eventually to trust and to
confide in the agent. In short, the agent must win the target's confidence through
deception, a task that may require weeks or even months to accomplish. To hasten
this process, the agent may seek the cooperation of some person already in a trust
relationship with the target—perhaps a friend, a business acquaintance, or even
someone in a formally confidential relationship with the target. To secure this
cooperation, the agent may appeal to civic duty, offer monetary compensation, or
perhaps offer some other inducement.

Whether the agent acts on his own or secures the assistance of a private citizen,
the undercover operation in our hypothetical investigation is likely seriously to
intrude upon the target individual's legitimate expectations of privacy. Irdeed, the
intrustion occasioned by such operations is strikingly similiar to and perhaps even
greater than that ordinarily associated with other investigative techniques—tech-
niques that may lawfully be employed only when there is a prior judicial finding of
probable cause. Consider, for example, such practices as wiretapping, third-party
electronic bugging, and eavesdropping. No less than these other practices, the use of
spies, secret agents, and informers directly undermines conversational privacy. In
the wiretapping, electronic bugging, and eavesdropping context, governmental offi-
cials surreptitiously monitor the individual’s conversations. In the undercover con-
text, governmental officials deceitfully participate in and overhear those very same
conversations. The intrusion upon conversational privacy is functionally the same.
As in the case of wiretapping and electronic bugging, the undercover operative will
inevitably learn not only about the target individual’s criminal intentions, if any,
but also about his personal, political, religious, and cultural attitudes and beliefs—
matters which are, quite simply, none of the government’s business.
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Moreover, unlike wiretaps and bugging devices, spies and informers see as well as
hea'r..If, in the course of an investigation, governmental officials want to search an
individual’s home or office or inspect his documents, letters, or other personal
effects, they ordinarily would be required first to obtain a judicial warrant based
upon probable cause. In the undercover context, however, the undercover operative
may in the course of the investigation be “invited” to enter the target’s home or
office or to examine his private papers of effects. The undercover operation, if not
ggrienfgggecg}xlltrplhqd,_dwo%ld thus hazﬁ the 1ixnomalous effect of enabling govexinment

e individual's privac rou i y 1
ot}ﬁ_‘(_arwlilse la}\;vfully Vidual p y gh deceit and strategm when it could not
Inally, there is a special social cost associated with the use of spie
agents, and informers. As Mr. Heymann observed last March, the use of Izmil,ef:oc\:ee:
operatives can effectively deter criminal conduct by creating doubt and suspicion as
to the trustworthiness of the would-be criminal’s colleagues and associates. If the
use of such operatives is not carefully confined, however, and law-abiding citizens
are not reasonably confident that they will not find themselves dealing inadvertent-
ly with spies and informers, then this chilling effect can all too easily spill over into
completely lawful conversations and relationships. The unrestrained use of such
gxpf:ta&lrﬁi,h in othert.wlo;‘dséhhas at least the potential to undermine that sense of
3 1s essential to the very existence of pr i i i iti
an]c)1 pez.*fontahl——as well as criminal-y—relations. productive social, business, political,
espile these concerns, no one would sensibly suggest that the
prohibited absolutely from engaging in undercoxbr,er i%l%estigations. Rga;)t‘;legxp n\?\?l?:t k;g
needed is a reasonable accommodation of the competing investigative and privacy
interests. In attempting to define such an accommodation, two related bodies of law
zggcl:ltlicwl/ ebgfctc})lr;mf%eiid——thedSuprfme ngltllrt’s analysis of these issues from the per-
ctive rth amendment, an er - 3 !
Guidelines on FBI Undercover Operations. eently promulgated Attorney General's

2. Undercover operations and the fourth amendment

The Supreme Court has consistently held that the use of deceit b i
agents, and 1n_formers”to elicit information from unsuspecting inecgviguzll)sleg’os: cggit:
in itself constitute a search” within the meaning of the fourth amendment., See
e.g., United States v. White, 401 U.S. 745 (1971); Hoffa v. United States, 385 U.S. 293
(1‘9(?());‘ On Lee v. United States, 343 U.S. 747 (1951). In part, this is the result of
historical circumstance. The language and historical background of the amendment
made clear that its framers dld’ not affirmatively intend to bring undercover investi-
gations within the amendment’s scope. Although the use of spies and informers was
?}?t wholly unknown to the framers, the practice simply was not on their minds at
the time. In some contexts, the Court has been willing to look beyond the precise
ullltent of the framers and to construe the amendment expansively. This has been
the case, for instance, w1t¥1 respect to wiretapping and electronic bugging, see Katz
v. United St,ates, 389 U.S, 347 (1967). The Court has declined, however, to extend the
arrIlgnldment 8 ptrott;ﬁcm(o:ns tt? }ledercover operations as well, ’
arge part, the Court has attempted to justify this distinction on the the
itr}:aifhtélec g;%l;tggr?selg{gﬁgtmrz%egolzy gne’Istsppgﬁsei fr(iiencfls and confidants is “inherg;}é
, 1ety. It 1s the kind of risk we n i ’

whenever we speak.” Hoffa v. United States, supra, at 303. Andtac&sga{ﬁle%rzj\yss&r::
(simce this “is not an undue rlsk, to ask persons to assume,” the fourth amendment
dpes not protect the individual’s misplaced confidence that a person to whom he
4}_sclos(es‘ information will not later reveal it. Lopez v. United States 373 U.S. 427
50 (19€3) (Brennan, J., dissenting). With all due respect, this theor),r is unsatisfac-
to§y whether as a matter of constitutional law or as a matter of policy.

" t 1s true, of course, that in the ordinary course of our relationships we necessar-
i y a;ssume the risk that our friends and associates will betray our confidences
nsotar as such persons .act solely in their private capacities, and not in cooperatioﬁ
:&%ﬁ%gfﬁ’?e&tﬂ ofﬁcx’i‘lllls, theni bgtraﬁag‘s undoubtedly fall beyond the scope of the

S ern. lhe analysis shifts markedly, ho : 1

entg_rs the picture. For the risk that the individual’sy ,conf%?;fg ’m(;l;c%eé(f)i‘::irlxem;xe’nat
gossip is of an entirely different order from the risk that he is in reality an
undercover agent commissioned in advance to report the individual's ever gtter—
ance to the authorities. In the latter situation, we are no longer dealing witg a risk
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Indeed, from a constitutional standpoint, we necessarily assume the risk that
private citizens will invade our privacy by tapping our telephones, bugging our
offices and ransacking our homes. It has never been suggested, however, that
because those risks are unprotected by the fourth amendment we must also assume
the risk that government agents will engage in similar conduct or induce others to
do so for them, There is simply no logical reason to assuine that the risk of
undercover surveillance is any more ‘“inherent” in our society than the risk that
government officers will tap our telephones, bug our offices, or ransack our dwell-
nga,

Another theory occasionally voiced in defense of the Court's distinction between
wiretapping and electronic bugging, on the one hand, and undercover operations, on
the other, 1s that the risk of being deceived by a secret agent or informant is not an
unreasonable one to require individuals to assume because “it does no more than
compel them to use discretion in choosing their auditors, to make damaging disclo-
sures only to persons whose character and motives may be trusted.” Lopez v. United
States, supra, at 450 (Brennan, J., dissenting). The idea that individuals exercising
only reasonable caution can readily avoid involvement with spies and informers
underestimates the skills of government agents and presupposes an unrealistic
ability on the part of ordinary citizens to detect deception. In the usual course of
our relationships, we do of course make judgments as to the trustworthiness, discre-
tion, and loyalty of our acquaintances. The types of judgments we are asked to
make in the secret agent context, however, are entirely different from those we
ordinarily expect to make. The individual who is confronted with the possibility
that his supposed friends and associates are in reality undercover operatives must
attempt to assess not only their loyality as persons, but also the likelihood that they
are skilled professional dissemblers specially trained in the art of deception, or that,
at some unknown level of monetary or other inducement, they would agree to “sell”
that loyalty to the authorities. That most individuals are not in fact especially adept
at making these sorts of determinations is demonstrated by the very effectiveness of
undercover investigations generally. In any event, one would think that this partic-
ular skill is not one that citizens of a free society should ordinarily have to acquire.
(For a fuller explication of the Court’s fourth amendment analysis, see generally
Stone, “The Scope of the Fourth Amendment: Privacy and the Police Use of Spies,
%fgget Agents, and Informers,” 1976 American Bar Foundation Research Journal

43.)

Whatever the merits of the Court’s approach in the fourth amendment context, it
is not dispositive here. The Court has held only that undercover operations do not in
themselves constitute “searches” within the meaning of the fourth amendment. The
Constitution, however, establishes only a minimum protection of only limited types
of privacy interests, and Congress has frequently enacted legislative safeguards of
privacy beyond those found by the Court to be mandated by the Constitution. See,
e.g., Communication Act of 1935, § 605 (48 Stat. 1103); Right to Financial Privacy
Act of 1978 (12 U.S.C. 3401 et seq.). The critical question—the question that must
ultimately be answered by Congress—is whether and to what extent law-abiding
citizens in a free society should be entitled confidently to assume that their sup-
posed friends, confidants, lawyers, and other associates are in fact what they appear
to be, and are not in reality clandestine agents of government secretly reporting
their activities and conversations to the authorities.

4. Undercover operations, the Attorney General’s guidelines, and a proposed accom-
modation .

This, then, brings me to the recently promulgated Attorney General’s Guidelines.
These Guidelines represent a comprehensive and commendable attempt to come to
grips with a wide-range of problems associated with the FBI's use of undercover
operations. To the extent that the Guidelines are designed to reconcile such oper-
ations with legitimate individual expectations of privacy, they are a clear step in
the right direction. They do not, however, go far enough.

The basic framework established by the Guidelines, insofar as privacy interests
are concerned, is relatively straightforward. In the absence of “sensitive circum-
stances,” undercover operations lasting no longer than six months may be approved
by a special agent in charge upon written determinations that the operation com-
plies with other relevant Guidelines, that the proposed operation “appears to be an
effective means of obtaining evidence or necessary information,” and that the
operation “will be conducted with minimal intrusion consistent with the need to
collect the evidence or information in a timely and effective manner,” (See para. C.)

When “sensitive circumstances” are present, however, the operation must be
approved by F.B.I. headquarters. “‘Sensitive circumstances” related to privacy focus
on the existence of a reasonable expectation that (1) the operation will involve an
investigation of possible political corruption or of the activities of a religious, politi-




6

i izati : i i d a meeting
s media organization; (2) an undercover operative will atten ‘ .
(l;z%wzzx? eaw surgject of %he invespigatiori and his lawye(x;; (g;rax;fl}crﬁie;%(‘)’:r;nn%%eigaggg
will pose as an attorney, physician, clergyman, or n}unQ o e e asion o
there is a significant risk that another individual will be et 0 T e o
confidential relationship with the operative; (4) a rqque? wi e Y
undercover operative for otherwise privileged n‘lforn?_attxﬁn ror;’na gve ttorney, phys
cian, clergyman, or memlper of .the_ news media; or (5) et'opgecurit Tnvestimtion
infiltrate a group under investigation as part of a Dorr}‘es 1c.t~ _ )::umstanCes” .
ra. B (a), (g), (h), (), (), (k). If any of these “sensitive cir S
Sf:se%i, the operatgion ordigarily‘rtxgay pr%cete}:l OBliile\cl:vtl;x}} (t)};eaa%gsoi\éilaggdthxgggégt
cover Operations Review Committee an e e mitte-e stant
i . etermining whether to grant such approval, the Committs .
:c[:)ol;gicctlgg SIIJIéhdfactors as %he risk of harm to privileged or cgnﬁd_enulal relgtlsonsa}:ptsa
the risk of invasion of privacy, and wheEher th(e Zpsg?{glo;(gl)s(}l))fnne )
inimi incidence of sensitive circumstances. (set . F(@), (4).
m?ﬁxe?sleze(”fgfdé?icnes—especia1ly the minimum intrusion Areql'nremgxrlts‘—reprctieselr‘lii\:/aaf
useful step forward in the effort to accfomrpodate conmtetﬁgsznixlrﬁit;%?;;\ge t?hne (Ex)uide-
cy concerns. There is, however, room for improvement. Mos portant, the | paoet
ine dopt any threshold standard for the initiation of un : -
23(6?15(.10A1sm§vi2t1h gther yhighly intrusivet investégatweh ‘fijceiigcrluiqnuet%eu;bcézxr*lccoevixf gggkx;
i ould in at least some circums ances be prohi ¢
Zﬁlﬁnﬁﬁée to believe that the téargﬁt individual lstenlgffﬁidi)s?rsn ggggfzc;, :1 mlzsitztaé);né%
in criminal conduct. Such a requirement s f
:;g:rrxlg agggvgrfmental policy, whether or not it is mandated by the fourth amend
R ions—it strikes an
robable cause standard serves several valuable functions—it eS|
apg}gpr%ate and historically accelﬁ;able be;lix}c& bgt‘vz'essnivgoixrnl‘?:;cé?ggatix\}geslt&egé\ég
i oncerns; it restricts the use of highly intr i
?(;1 c; prf;‘xl'?ggvlgr defined set of circumstances, thereby generating con{idgnce g‘mc(;rgg
law-abiding citizens that they will not unreasonably or indiscriminately tg subje ted
to such practices; and it requires a conscious .gqvern’men@al determina 10{)11 in d
vance that the proposad intrusion upon the individual’s privacy is reasona p })1,~Jtusall
fied in the particular situation at issue. This is not to say, hg\llvever, 'Iqo al
undercover operations should be predicated upon a finding of probable 'caégse.b To the
contrary, such a requirement would in may instances be highly 11111prac ica uLiArQ-
unduly restrictive of legitimate law enforcement needs. The probable c,;:zgu.se_r(-x(ll.ke1
ment should be imposed onlly whent the prgpgsed gfpgsir\izg:;r operation is likely
igni o intrude upon legitimate expectations of | Acy. _ .
Sl{ilr‘ll}ifiisc%vrlitl;%yrrfost often ocI::ur ing four distinct types of situations, three of which gn:
already recognized as special in the Guidelines. First, the p;'obpbllez cause rlequltzi‘ .
ment should be imposed whenever the undercover operation is likely }:pltm\trp ve ;
investigation of an individual’s political or religious beliefs or the in lb”i) 1lon o Sg
political, religious, or news media organization. Application of al probable caqd-
standard is such circumstances is justified not only by conventiona px};wac;(ri conmer
erations, but also by the direct and F%bsgantlal dthgiaitr?;}?fs by such undercov
i to the legitimate exercise of first amendm .
Opggzglri)istlse probfble cause standard should be employed wheneverfthe undergoxg
er operation is likely significantly to intrude upon the privacy of a xiecogmfe |
“confidential” relationship, such as attorney-c‘llent, ghysquan-'panent, ce{gyélml‘m
penitent, or news media-source. The Attorney General's Guidelines ex‘;?{‘efs%: de éxll_
eate most of the circumstan;:es iﬂ wlllict:h ur;lc!ercover operations might “significantly
i 2" the privacy of such relationships. —
ln%ﬁﬂ'(é, E}I:g I;)roball))le ca{]lse standard should be imposed whenever t};le und.e:lcl:'c;)vgx
operation is likely significantly to intrude upon the privacy of Cvlv.at 1'11mE’G .de
termed a “trust relationship.” This concept, which is not embodied in tt e l ;1.1 e-
lines, rests on the notion that the greater the intimacy of the agent-target re a l‘?l?.
ship, the more problematic the deceit and betrayal a‘{xd, hence, _thghgrgatex ?;
intrusion upon legitimate expectations of privacy. The “trust relations f1‘p . ccinc_e;p
is, of course, not self-defining. As a compromise, it inevitably lacks per ech c ?51 g
To promote such clarity and to facilitate implementation, the concept shou e
defined as exempting from the probable cause requirement :all unde‘rcover‘ oper-
ations in which the agent and target interact essentially as strqng?rs '(<)ir= as nrmer%
casual acquaintances. This would leave the Bureau free to engage in a wi f(,-t ané,eb(l)
relatively unintrusive undercover operations without a prior showing é) pro él te
cause. For example, the creation of illegal business establishments esigne L to
attract the patronage of individuals seeking to enter into unlawful transzacltlxons f'sda
commonly employed operation that would—at least in its early stages—fa ‘ou'tsﬁ 3
the “trust relationship” concept as so defined. So, presumably, would most so-calle
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“pretext interviews.” On the other hand, because of their high degree of intrusive-
ness, operations like Miporn, described last March by Director Webster as involving
“two undercover agents who spent 2% years working their way into the confidence
of allegedly some of the nation’s major pornography business figures,” would and
should be prohibited in the absence of probable cause to believe that these “business
figures” were actually engaged in crime.

Finally, there are investigations into the activities of public officials and political
candidates. An undercover agent should be permitted without probable cause to
approach a public official or political candidate in the context of a non-trust re'a-
tionship in order explicitly to propose a criminal transaction. This would permit the
essentially unrestrained use of some of the most common, most effective, and least
intrusive techniques for the investigation of official corruption. It would allow, fok‘
example, an agent operating an undercover bar to offer a bribe to a municipal,
building inspector in return for a license, When such operations become moret
intrusive, however, probable cause should be required, for the use of undercover
operatives to elicit information through deceit from public officials and candidates
in a more intensive manner, or to infiltrate their offices and staffs, poses a serious
threat not only to legitimate expectations of privacy, but also to fundamental
concerns arising out of the first amendment itself, This is not a matter of “double
standards” or “‘special treatment” for government officials. Private citizens in essen-
tially comparable settings—trust relationships and political associations and activi-
ties—are entitled to basically the same protections. In any event, the formulation of
“special” rules to safeguard the effective operation of our political system is hardly
unknown to the law. The doctrine of official immunity is an obvious example of
such a safeguard, and the Constitution itself, in the speech and debate clause und,
indeed, in its inherent structure, builds such protections into the very fibre of our
system of government. See United States v. Nixon, 418 U.S. 683 (1974).

4. Conclusion

Spies, secret agents, and informers can serve legitimate investigative functjons,
At the same time, however, their activities, if not carefully controlled, can signifi-
cantly intrude upon legitimate expectations of privacy. The approach vroposed

above attempts reasonably to accommodate these important but competing inter-
ests.

TESTIMONY OF PROF. GEOFFREY R. STONE, UNIVERSITY OF
CHICAGO LAW SCHOOL

Professor StoNE. Thank you. It is a pleasure to appear before you
today to discuss the appropriate limits on the use of undercover
operations in Federal law enforcement,

As Director Webster and Mr. Heymanr made clear in their
presentations last March, the use of spies, secret agents, and in-
formers to elicit information from unsuspecting individuals and to
Invite such individuals to engage in unlawful conduct can be an
extraordinarily effective investigative technique.

There is, however, another side of the coin. Despite their special
utility—indeed, largely because of their special utility—undercover
operations pose special dangers to the individual, to government,
and to society in general. These dangers are not unfamiliar. Such
operations, for example, may create crime; they may require a
Governmeiit agent to participate directly in illegal activities; they
may unfairly entrap unwary individuals into unlawful conduct;
they may damage the reputations of innocent persons; and they
may seriously undermine legitimate expectations of privacy.

Although each of these dangers merits careful scrutiny, and each
should be thoughtfully considered in any effort to establish a
meaningful set of guidelines, I have been asked to address myself
specifically to the potential conflict between undercover operations
and personal privacy.

To what extent, if any, does the Government’s use of spies, secret
agents, and informers significantly endanger legitimate expecta-
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i of privacy? To what extent, if any, should undercover oper-
gfgglsls beprestri%ted in order to preserve such expectatlons‘i ¢ the
In approaching these questions, it is essential to ﬁo e a the
outset that the undercover operation is not a unitary p ?cnf'm?tlesé
It is rather multifaceted in nature, embracing an talnllos imi less
variety of situations. The extent to which any particu 1alr' opera io
intrudes upon legitimate ex;zcectatlons of privacy will necessarily
ing to the circumstances. . ' .
vafg 22:2?:35 the nature of the potential intrusion on legitimate
expectations of privacy, it may be helpful to hypothesize a}ﬁ pizast—
digm situation—one posing a not uncommon set of clrcu_mg.a'ré1 es.
Let us suppose that an agent seeks to investigate an in 1v11_ a
suspected of complicity in labor racketeering, narcotics sxﬁqugtg 1neg,rE
ot political corruption. The goal may be to decelveht e ax;gto
individual into revealing desired information, to lead t etagent fo
higher-ups in a suspected conspiracy, or to 1nd1;ce ’tihe arge
engage in a criminal transaction with the agent h1m'se.f. . N
Whatever the ultimate goal, the target in most circums ailce‘s :
highly unlikely to disclose his criminal proclivities, if any, (1): Jubs
any stranger off the street. In all probability ’Fhe ageln%_ oh.e
effective, will need to initiate and gradually to foster a re atlorts‘ 11%
with the target in which the tgrget will tc}cl)meg:;:l\;ientually o trus
ide, at least to some degree, in €a .
anﬁltgﬁgﬁf:d&e agent must win the target’s confidence throclllgh
deception—a task that may require weeks or even months, an ! hlp
some cases, perhaps even years, to accomplish. To .hastefn is
process, the agent may, of course, seek the cooperation oh some
person already in a trust relationship with the targgt——pefr apsl 1a
friend, a business acquaintence, or even someone in a formally
confidential relationship with the target individual. . .
Whether the agent acts on his own or secures the ass1sj:anlc§3 of a
private citizen, the undercover operation in our hypothetica . anvel’s-
tigation is likely seriouslfy to intrude upon the target individual’s
iti expectations of privacy. ‘ . .
le%ﬂ;éxéleeat’e thepintrusion ocgasioned by such operations is strlk%ntglg
similar to and perhaps even greater than that ordinarily assomfa 1e1
with other investigative techniques—techniques that may lavslr3 ubly
be employed only when there is a prior judicial finding of pro ﬁ. g
cause. Consider, for example, such practices as wiretapping, thlr
party electronic bugging, and eavesdropping. No less than these
other practices—the use of spies, secret agents, and informers—
directly undermines conversational privacy. In the w1reta1€p1rf1§;,
electronic bugging, and eavesdropping con’text, Gover.nmenI Othl-
cials surreptitiously monitor the individual’s conversations. In 1e
undercover context, Government officials deceitfully participate in
and overhear those veryfsanie corlllve;‘iatlons. The intrusion upon
ional privacy is functionally the same. ' .
corﬁv(;a;:g%r, unlljike w}i,retaps and bugging devices, spies and inform-
ers see as well as hear. If, in the course of an ox:d}nary, investiga-
tion, Government officials want to search an individual’s honfle or
office or inspect his documents, letters, or other personal effects,
they would, of course, ordinarily be required first to obtain a
judicial warrant based upon probable cause. In the undercovex%
context, however, the undercover operative may, in the course o
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the investigation, be invited to enter the target’s home or office, or
to examine his private papers or effects. The undercover nperation,
if not carefully controlled, would thus have the anomalous effect of
enabling Government to invade the individual’s privacy through
deceit and stratagem when it could not otherwise lawfully do so.

Despite these concerns, no one would sensibly suggest that the
Government be prohibited absolutely from engaging in undercover
investigations; rather, what is needed is a reasonable accommoda-
tion of the competing investigative and privacy interests.

In attempting to define such an accommodation, two related
bodies of law should be considered: the Supreme Court’s analysis of
these issues from the perspective of the fourth amendment and the
recently promulgated Attorney General’s guidelines on FBI under-
cover operations.

The Supreme Court has consistently held that the use of deceit
by spies, secret agents, and informers to elicit information from
unsuspecting individuals does not in itself constitute a technical
search within the meaning of the fourth amendment.

In large part, the Court has attempted to justify this conclusion
on the theory that “the risk of being betrayed by one’s supposed
friends and confidants is inherent in the conditions of human
society. It is the kind of risk we necessarily assume whenever we
speak.” And since it is not an undue risk to ask persons to assume,
the fourth amendment does not protect the individual’s “misplaced
confidence that a person to whom he discloses information will not
later reveal it.”

With all due respect, this theory is unsatisfactory whether as a
matter of constitutional law or as’a matter of policy. It is true, of
course, that in the ordinary course of our relationships we neces-
sarily assume the risk that our friends and associates will betray
our confidences. Insofar as such persons act solely in their private
capacities and not in cooperation with governmental officials, their
betrayals undoubtedly fall beyond the scope of the amendment’s
concern.

The analysis shifts markedly, however, once Government enters
the picture. The risk that the individual’s confidant may be fickle
or a gossip is of an entirely different order from the risk that he is
in reality an undercover agent, commissioned in advance to report
the individual’s every utterance to the authorities.

In the latter situation, we are no longer dealing with the risk of
misplaced confidence inherent in the nature of human relation-
ships; we are dealing instead with Government action designed
explicitly to invade our privacy and to end in deceit and betrayal—
with Government action that appreciably alters the nature of the
risks we ordinarily expect to assume. The notion that our willing-
ness to assume one risk means that we must necessarily assume
the other is doubtful at best.

Whatever the merits of the Court’s approach in the fourth
amendment context, however, it is clearly not dispositive here. The

The Constitution, however, establishes only a minimum protec-
tion of only limited types of privacy, and Congress has frequently
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enacted legislative safeguards of privacy beyond those found by the
Court to be mandated by the Constitution.

The critical question—the question that must ultimately be an-
swered by Congress—is whether and to what extent law-abiding
citizens in a free society should be entitled confidently to assume
that their supposed friends, confidants, lawyers, and other asso-
ciates are not in reality clandestine agents of Government, secretly
reporting their activities and conversations to the authorities.

This, then, brings me to the recently promulgated Attorney Gen-
eral’s guidelines. These guidelines represent a comprehensive and,
for the most part, commendable attempt to come to grips with a
wide range of problems associated with the FBI’s use of undercover
operations. To the extent that the guidelines are designed to recon-
cile such operations with legitimate expectations of privacy, they
are a clear step in the right direction.

They do not, however, go far enough.

Most important, the guidelines do not adopt any threshold stand-
ard for the initiation of undercover operations. As with other
highly intrusive investigative techniques, undercover operations
should in at least some circumstances be prohibited in the absence
of probable cause to believe that the target individual is engaged,
has engaged, or is about to engage, in criminal conduct.

Such a requirement should be imposed as a matter of sound
governmental policy, whether or not it is mandated by the fourth
amendment.

The probable cause standard serves several valuable functions: It
strikes an appropriate and historically acceptable balance between
competing investigative and privacy concerns; it restricts the use of
highly intrusive investigative practices to a narrowly defined set of
circumstances, thereby generating confidence among law-abiding
citizens that they will not unreasonably or indiscriminately be
subjected to such practices; and it requires a conscious governmen-
tal determination in advance that the proposed intrusion upon the
individual’s privacy is reasonably justified in the particular situa-
tion at issue.

Now, this is not to suggest that all undercover operations should
be predicated upon a finding of probable cause. To the contrary,
such a requirement would in many instances be highly impractical
and unduly restrictive of legitimate law enforcement needs. The
probable cause requirement should be imposed only when the pro-
posed undercover operation is likely significantly to intrude upon
legitimate expectations of privacy. This will most often occur in
four distinct types of situations, three of which are already recog-
nized as special in the guidelines.

First, the probable cause requirement should be imposed when-
ever the undercover operation is likely to involve the investigation
of an individual’s political or religious beliefs, or the infiltration of
a political, religious, or news media organization. Application of a
probable cause standard in such circumstances is justified not only
by conventional privacy considerations, but also by the direct and
substantial threat posed by such undercover operations to the le-
gitimate exercise of first amendment rights.

Second, the probable cause standard should be employed when-
ever the undercover operation is likely significantly to intrude
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upon the privacy of a recognized confidential relationship, such as
attorney-client, physician-patient, clergyman-penitent, or news
media-source. The Attorney General’s guidelines expressly delin-
eate most of the circumstances in which undercover operations
might significantly intrude upon the privacy of such relationships.

Third, the probable cause standard should be imposed whenever
the operation is likely significantly to intrude upon the privacy of
what, for lack of a better term, might be called a trust relationship.
This concept, which is not embodied in the guidelines, rests on the
notion that the greater the intimacy of the agent-target relation-
ship, the more problematic the deceit and betrayal, and hence, the
greater the intrusion upon legitimate expectations of privacy.

The trust relationship concept is, of course, not a self-defining
one. As a compromise, it inevitably lacks perfect clarity. To pro-
mote such clarity and to facilitate implementation, the concept
should be defined as exempting from the probable cause require-
ment all undercover operations in which the agent and target
interact essentially as strangers or mere casual acquaintances.

This would leave the bureau free to engage in a wide range of
relatively unintrusive undercover operations, without a prior show-
ing of probable cause. For example, the creation of illegal business
establishments designed to attract the patronage of individuals
seeking to enter into unlawful transactions is a commonly em-
ployed operation that would—at least in its early stages—fall out-
side the trust relationship concept, as so defined.

On the other hand, because of their high degree of intrusiveness,
operations like MIPORN, described last March by Director Webster
as involving “two undercover agents who spent 2% years working
their way into the confidence of allegedly some of the Nation’s
major pornography business figures,” would and should be prohib-
ited in the absence of probable cause to believe that these ‘‘busi-
(rilesi figures” were actually engaged in some sort of criminal con-
uct.

_Finally, there are investigations into the activities of public offi-
cials and political candidates. An undercover agent should be per-
mitted, without probable cause, to approach a public official or
political candidate in the context of a nontrust relationship, in
order explicitly to propose a criminal transaction. This would
permit the essentially unrestrained use of some of the most
common, most effective and least intrusive techniques for the in-
vestigation of official corruption. It would allow, for example, an
agent operating an undercover bar to offer a bribe to a municipal
building inspector in return for a license.

When such operations become more intrusive, however, probable
cause should be required; for the use of undercover operatives to
elicit information through deceit from public officials and candi-
dates in a more intensive manner, or to infiltrate their offices and
staffs, poses a serious threat not only to legitimate expectations of
privacy, but also to fundamental concerns arising out of the first
amendment itself.

As noted earlier, spies, secret agents, and informers serve legiti-
mate, indeed important investigative functions; but at the same
time, their activities, if not carefully controlled, can significantly
intrude upon legitimate expectations of privacy. What is necessary
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is some effort at reasonable accommodation. I %av&la{ attempted to
define the contours of such an accommo%atlon. T aﬁl y(_)u.no objec-

Mr. Epwarps. Thank you, Professor Stone. If t eget ﬁs 0 objec
tion, we will hear now from Professor Seidman, an en

have some questions.
[‘ll)rofessm(~1 Seidman’s statement follows:]

D
HE SUBCOMMITTEE ON CIVIL AN
IMONY OF Louis SEIDMAN BEFORE T

T%S(;PNSTITUTIONAL Ricuts oF THE House COMMITTEE ON THE JUDICIARY

i i i ity to comment on the
hank the Subcommittee for this opportunity t« L or
AtIt J;ggldég;ee:gl’g éuidelines for FBI Undercover Operations. I 1nten_d_§gdln}x)1}1,t gllg
commen};s in two ways. First, I will speak only to those 1siues rai ed by the
Guidelines relating to the law (})f enf:é‘afpment.S gcflac;iggtiégéggi ai(:)se(élo%}rrnthe on the
: i i , free speech, and free associ
K%c%,ersforégg Sogglr\gi:gns auth%rized i?_ t};e Gulgegér;‘elz.r %%%?;gi’oi dIot l?grte f;())l;it?rrllge ntg
have detailed knowledge of any particular underc tion. T therefore intend
ini f any operation. Instead, my _
to express no opinion on the legality o tion. Instead, my comments wili be
i the wisdom and legality of such operation genera
g;rfggle:rgg it shouldhlirr‘&igtsuch 0%?ratloari’sslfé&i%%ﬁgzsu?gg;gggx??‘a constructive
P SO L he or .enex('l ers posed by undercover operations.
first step toward controlling the 9bv1oui dang oéegs e ons Eo (o
The efforts to regularize the decisionmaking pr r such tions and to fix
ibili ade, are particularly comm
D e i oo onlqe fcn "under cover operations in some cases
Guidelines also impose significant limits ogx o o oo
where the costs outweigh the benefits or Vfl ere an peration would pose
i i indivi tunately, however, the Gu _
a serious risk to individual liberties. Unfor powever, the Guidelines also
ize some conduct which is probably illegal an o) wh
?spgﬁ?glgofrlllvtv}ilsg.mgupreme Court authi)rg:yl.not otx}1llyt p(e}zmégse,sé)usthgﬁgu;eclgé ;ﬁvgﬁz
'essi tivity in this area. elieve that Con, Lt
g&?%:ﬁ(;eisosrllog; lcoilcif;‘;lng those parts of the Guidelines which are sound and modifying

those parts which are not.
1.

i 's “sting” tion in the
f entrapment began with the serpent's “sting’ opera
Ggléeenpz%bgégn? Ite pose% the fun}gla_rnental ddllemmeéagft cil;i?;;relgé li?lw.ca?glitx?ge grrllg
hand, the government has an obvious and imports inte catching and
i i imi hey inflict irreparable harm on
isolating dangerous criminals before t A R A A
On the other, if the government acts too precipitously, ely fo ensnare the
i i table dilemma which has form s
innocent as well as the guilty. It is this intract: mn as formed the
i i i finition of criminal attempt and consp
law in areas as seemingly diverse as the de o and conspir
[ ial release, and the standard for civil comm [
AR M th lice attempt to trigger a crime by going
dilemma is particularly acute when the police p : er & crime by going
ffering inducements, since the same induceme ) : !
tgl 2§§gﬁvgrp%1tl§n€ia? cri%ninal may also tempt others to commit crimes which other
i ccurred. . _
Wl’?‘%‘eN ()Suégr{el?rfeh%‘g?n?t l}xlas responded to these conglctl_ng. prlezrzugﬁ:eé)){ nﬁlgﬁgil&};n%,g
i i nal sta
two interrelated doctrines. First, the Court has rea cr1r‘§1ﬁ fatutes implicitly to
dant when “the Government plays on the we :
g:ﬁglg:ﬁgyaa%%fe&gixhes him into commiting crimes which he ‘otheriaggg)wguld al}g(i;
B e Sraon 5% % § nigesd(lggaztf S’U35t(idus'§dz3s63’ J%ngézz 11U S, 193
e e e Slates T e ; ’fll labelled “éntx'apm’e:nt,” depends
(1973). The ability to invoke this d_efens;a,t husxéafy GomeliEd, gnirapment, | depends
entirely on the subjective state of mind of the defendant. ) rofhe 15 on the Intent
i ition of the defendant to commit the crime,’ r
2gngf1%célsc§oi§éor(l}overnment age?%t.” }lIlarii}l){o% g gzrélticzlgizi%tgg,) %Ee%fﬁl?cgioﬁgs
e e e Ltes el trapped defendant is not predisposed
behind the defense is clear enough: since the entrapp 1t is not predisposed
i crime, he poses no risk absent the governmen . )
Eﬁeggi‘gf‘gltnghsociall purposg is advanced by punishing him. As the Court held in
Sherman v. United States: _ ) ¢ o 4 the apprehen-
“ i f law enforcement is the prevention of crime an ppr
sior;r }c;? cf;ll?rff;(;?so Manifestly, that function does not include the manufacturing of
ime.” S. 369, 372 (1958). o )
crﬁfﬁoggﬁ ttjhg g(?urt has made clear that entrapment doctrine is unavailable tg‘a
redisposed defendant, it has suggested a second doctrine protecting even pre }ts-
gosed I<)iefendan‘cs when the government becomes “overinvolved” in criminal activity
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or engages in outrageous misconduct, See United States v. Russell, 411 U.S, 423,
431-432 (1973); Hampton v. Unites States, 425 U.S, 484, 492-495 (1976) (Powell, J.
concurring). See also United States v. Archer 486 F.2d 670 (2nd Cir. 1973); United
States v. Twigg, 588 F.2d 373 (8d Cir. 1978). Unlike entrapment, this second doctrine
is constitutionally based. It is premised on the notion that it violates due process to
convict even a guilty defendent by improper government conduct. Although a major-
ity of the Court has been insistent on preserving the possibility of such a claim, see
Hampton v. United States, 425 U.S. 484, 492-495 (1976) (Powell, J. concurring), it has
yet to decide a case where a violation has actually been found. The scope of the

tion simply because a government agent has proposed the criminal activity, see
Hampton v. Unites States, Supra, or provided an ingredient necessary for the
successful completion of the crime. See United States v. Russell, 411 U.S. 423 (1973).

II.

When one examines the Attorney General’s Guidelines in light of these doctrines,
umber of disturbing problems emerge. First, it should be obvious that no conduct
authorized by the Guidelines conflicts with the entrapment doctrine. No conduct
could conflict with that doctrine, since the doctrine’s applicability turns on the

Congressional action is espec1ally important because although the Guidelines them.
selves may not violate the Court’s entrapment doctrine, they surely authorize activi-
ty which violates the policies behind that doctrine.

am particularly concerned that the Guidelines appear to permit the FBI to
dangle substantial inducements before wholly innocent citizens suspected of no
wrongdoing and unlikely ever to be involved in crime. Under the guise of crime
prevention, such operations are certain to entrap non-predisposed citizens and
create crime which otherwise would not cceur. Indeed, there is no need to speculate
about this possibility. We know from newpaper accounts, for example, that during
the Abscam operation, the government offered substantial inducements to members
of Congress who not only were not predisposed to accept them, but indignantly
rejected them. Moreover, one district court judge has already dismissed an Abscam
prosecution on the ground that the defendant was entrapped as a matter of law. See
United States v. Jannotti, F. Supp. (No. 80-166, Nov. 26, 1980).

This risk of entrapment is created by the failure of the Guidelines to limit the
offering of inducements to those reasonably suspected of criminal activity. Indeed,
the Guidelines specifically provide that, with the Director’s authorization, induce.
ments may be offered despite the absence of any “reasonable indication . . . that
the subject is engaging, has engaged, [or] is likely to engage in illegal activity of a
similar type.” Worse still, the guidelines seem to permit the Director to authorize
operations despite the absence of “reason for believing that persons drawn to the
[illegal] opportunity, and brought to it, are predisposed to engage in the contemplat-
ed illegal activity,’

The risk of entrapment is reduced, but not eliminated, by the Guidelines’ insis-
tence that the corrupt nature of the activity be “reasonably clear” to potential
suspects and that “the nature of any inducement . . . not [be] unjustifiable in view
of the character of the illegal transaction in which the individual is invited to
engage.” These are important and commendable safeguards in their own right
which, in my judgment, Congress should codify. There are no substitutes, however,

ment’s intervention. Even if the government limits inducements to the “going rate,”
however, it may still ensnare harmless subjects since it may be unlikely that the
subject would ever have been approached by a person proposing criminal activity
but for the under cover operation. Indeed, there is an ironic inverse relationship
between the potential harmfulness of a subject and the risk of entrapment: The
more innocent and naive the subject, the less likely he is to know the “going rate”
for criminal activity and, therefore, the smaller the inducement which may be
necessary to entrap him.

Moreover, even when the government restricts itself to the market rate for
criminal activity, it inevitably competes with real criminals and, so, stimulates
crime. Suppose, for example, the government establishes a fencing operation which
purchases stolen goods at market rates. This operation will inevitably compete with
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real fences, thereby increasing the price which thieves can command and stimulat-
ing additional burglaries. '

The only way to avoid these effects is to carefully target undercover operations on
subjects for whom there is convincing evidence of predisposition. It is no response to
say that if an operation sweeps too broadly, those caught up in it who are not
predisposed can assert an entrapment defense at trial. In the first place, it is simply
a waste of scarce law enforcement resources to mount broadscale operations which
ensnare those posing little societal risk. More fundamentally, it is a myth that the
post hoc assertion of an entrapment defense fully remedies the harm done to an
entrapped defendant. Juries are likely to be skeptical of the defense and may
convict defendants who should be acquitted. Even if the defendant prevails, his
personal and business dealings are likely to be shattered by the experience. And,
most fundamentally, the social fabric is inevitably strained by the spectacle of
seemingly law abiding citizens induced to commit crimes. It is worth remembering
that the most righteous among us is not immune from temptation and that any of
us could fall victim to our baser instincts in a weak moment. The government
simply has no business randomly and purposelessly stress-testing the morality of its
citizens, like so many soldered joints on an assembly line.

I1I.

When one measures the Guidelines against the Due Process limitations on under-
cover operations, the results are even more unsettling. As I have already indicated,
Supreme Court opinions provide little guidance as to the precise degree of govern-
ment involvement in crime which violates Due Process. At a minimum, however,
one would think that the Constitution precludes the government from engaging in
otherwise unlawful activity which causes more harm than it prevents. Unfortunate-
ly, the Guidelines contain no similar restriction. Indeed, several provisions appear
to authorize operations which clearly serve no legitimate law enforcement purpose.

Perhaps the most disturbing aspect of the Guidelines is that they not only fail to
prohibit, but actually authorize government agents to engage in deliberate and
illegal acts of violence for the sole purpose of maintaining credibility with persons
under investigation. Paragraph I(2) specifically permits the Director to approve
“otherwise illegal activity involving a significant risk of viclence or physical injury
to individuals.’”” While Paragraph I(5) prohibits undercover employees from engaging
in illegal acts designed to obtain evidence, Paragraph I(1)(b} permits such acts when
necessary ‘“to establish and maintain credibility or cover with persons associated
with the criminal activity under investigation.”

In my judgement, these provisions are unacceptable. For example, so long as the
approval of proper officials is secured, they would appear to permit government
agents to participate in armed robberies, assaults, or even murders when necessary
to maintain their cover. Our memories of this sort of government abuse are too
fresh to discount the possibility that this authority might someday be used. It is
hard to imagine a justification for government participation in criminal acts of this
kind, especially since any prosecution resulting from such an undercover operation
would almost certainly face insurmountable Due Process obstacles. See Hampton v.
United States, 425 U.S. 484, 493-495 (1976) (Powell, J. concurring); United States v.
Archer, 486 F. 2d 670 (2d Cir. 1973). It is imperative that the Guidelines be amended
to remove this authority and to expressly prohibit government agents from commit-
ting, encouraging, or tolerating illegal acts of violence.

A less serious but still significant defect in the Guidelines is their failure to
prohibit agents from supplying a subject with an item or service necessary for a
criminal scheme but which would be unavailable but for the government participa-
tion. Although Paragraph B(d) prohibits an agent from engaging in this conduct
without approval of the Undercover Operations Review Committee and an Assistant
Director, the Guidelines appear to confer the power to grant such approval.

Thus far, the Supreme Court has scrupulously avoided upholding the constitution-
ality of this form of government action. In United States v. Russell, the Court
rejected a due process attack on a conviction secured after government agents
supplied a crucial ingredient for the manufacture of an illegal substance. However,
the majority carefully noted that the defendant had not claimed that the ingredient
Zv3oluld have been unavailable had the government not provided it. See 411 U.S,, at

There is good reason to think that such government conduct runs afoul of the Due
Process limitations on undercover operations. Moreover, whether constitutional or
not, it is difficult to justify as a matter of public policy. It may well be that a
defendant caught by such a ploy is predisposed to commit the crime if given an
opportunity and, therefore, cannot claim entrapment. But such a defendant is, by
definition, harmless since the unavailability of a crucial item makes it impossible
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for him to commit the crime. When the government suppli i it i i
A ¢ [ . pplies the item, it is
geglex?reatvgincih c;{;lherwcise wofultq ﬁgtbocczicur for the sole purpose of proseéugfxs; téﬂg
. In these days of tig udgets and scarce res
better ways for the FBI to spend its time and money. resources, there are surely

Iv.

In summary, the Attorney General’s Guidelines on FBI Undercover i
represent an important first step in controlling the evils associated wit(}zptegi%tlloarzs
enforcement device. It is clear, however, that Congress shares responsibility for
outlawing techniques which risk entrapping innocent subjects or are otherwise
unacceptable. I believe that Congress should exercise that responsibility by codifying
the Guidelines and providing that their violation should be a defense to any result-
ing criminal prosecution. Moreover, it is imperative that the Guidelines be modified
to prohibit the offering of inducements to subjects not reasonably suspected of
criminal activity, bar government agents from committing, encouraging, or tolerat-
Ing criminal acts of violence, and outlaw the practice of supplying a subj,ect with an
item or service necessary for a crime but which would not otherwise be available.

TESTIMONY OF PROF. LOUIS SEIDMAN, GEORGETOWN LAW
CENTER

Mr. SEIDMAN. Thank you, Mr. Chairman.

Mr. Chalrm@n, members of the subcommittee, I would like to
start by thanking you for having me here today and giving me an
opportunity to express my views on the Attorney General’s guide-
lines. I think I should start by suggesting there are two limitations
on what I intend to say. First, since Professor Stone has spoken
quite c_omprehenswely_ on the issue of privacy raised by undercover
operations, I do not intend to address that issue, but rather to
fggtilct my remarks to comments about the problem of entrap-

nt.

Second, I do not pretend to be an expert on an arti
undercover operation, and I therefore do n%t intend tg eip?gg;l l::i
opinion as to the legality or propriety of any particular operation. I
intend, rather, to address the problem more generically.

In general, I think that the Attorney General’s guidelines repre-
sent a constructive first effort toward controlling and regularizing
this obviously important, but nonetheless in some cases troubling
mode of law enforcement. In particular, I think that the efforts fo
regularlge. the decisionmaking process and to fix responsibility for
thit 1giec1s1on, once }Ilnade, are commendable.

et me say in that regard, I think I agree with Congressm
Hyde’s remarks that allowing political offi%ials to approv% certa%g
kinds of operations does, indeed, pose a significant risk. And, as I
will indicate lai_:er, I think that therefore, efforts have to be ;nade
to control the kinds of operations that they can approve.

But I thlnk.also, Congressman, in the long run we are better
being able to fix the decision someplace, and being able to say that
someone in the chain of command is taking responsibility for
making the decisions. I also think the guidelines are important in
that they impose some significant limits on operations where the
benefits of the operation are outweighed by the risks, or where
ghdeed there are very little in the way of benefits to be obtained at

Unfortunately, however, the guidelines also appear to i
some conduct which is probably illegal, and oth%li' condugat}\;r(gilgﬁ
in my judgment is surely unwise. The Supreme Court authority in
this area not only permits, but indeed positively invites congres-
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ional activity in this area; and I believe that Congress_shquld
Zlcocrelzpt this in};itation by codifying those portions of the guidelines
which are wise, and by modifying those parts which are not.

To get to the problem of entrapment, then, the eptrapmentdde-
fense really began with the serpent’s sting operation in the Gar exi
of Eden. It poses one of the fundamental dilemmas in the crimina
lav(ss.n the one hand, the Government has an obvious and important
interest in catching and isolating dangerous criminals before the;irr
inflict irreparable harm on society. And yet, on the other hand, i
government acts too precipitously, it is likely to ensnare innocent

ell as guilty subjects. .
aer\‘A}/le dilégmme}: becJomes particularly acute when the police at-
tempt to trigger a crime by going undercover and offering induce-
ments, since the same inducement wh_1c_h. is essential to catgh a
potential criminal also bea;lrs the poss1(li)1hty of producing crimes

i therwise would not have occurred. _

Wli\lﬁ)lév? the Supreme Court has responded to that dilemma by
developing two interrelated doctrines. First, the court has read
criminal statutes implicitly to exculpate a defendant when, in j;he
words of the court, “the Government plays on the weaknesses of an
innocent party and beguiles him into commiting crimes which he
otherwise would not have attempted.” . ’

That defense, which is somewhat confusingly called the entra;-
ment defense, depends entirely upon the subjective state of mind of
the defendant. The question is simply whether the defendant was

isposed to commit the crime. .
prﬁtipough the entrapment defense is unavailable to a predisposed
defendant, there is a second doctrine which protects even a defend-
ant who is predisposed when the Government becomes overin-
volved in criminal activity, or engages in some form of outrageous
misconduct. That second doctrine, which is constitutionally based,
focuses not on the state of mind of the defendanjc, but on Wh_at the
Government has done. It is premised on the notion that it violates
due process to convict even a guilty defendant by improper Govern-
ment conduct. o

Although a majority of the court has been insistent on preserv-
ing the second, constitutionally based claim, it has yet to actually
decide a case where a violation has been found; and we are, there-
fore, left somewhat in the dark as to what precisely the scope of
that second doctrine is. , o o

When one examines the Attorney General’s guidelines in light of
these doctrines, a number of disturhis;s problems emerge. First, it
should be obvious that no conduct authorized by the guidelines
conflicts with the statutory construction aspect of t}le entrapment
doctrine. No conduct could conflict with that portion of the do’c-
trine, since the doctrine’s applicability turns on the defendant’s
predisposition, rather than the Government co.nduc{;. '

However, the Supreme Court has emphasized that its narrow
articulation of the entrapment defense has been dictated by a
separation of the powers concern and it seems to me that Congress
has a responsibility to face the entrapment problem and make an
independent judgment.
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In this case, congressional action is especially important because,
although the guidelines themselves may not violate the Court en-
trapment doctrine, they surely authorize activity which violates
the policies behind that doctrine. In that regard, I am particularly
concerned that the guidelines appear to permit the FBI to dangle
substantial inducements before wholly innocent citizens suspected
of no wrongdoing and unlikely ever to be involved in a criminal
activity.

Under the guise of crime prevention, such operations are certain
to entrap nonpredisposed citizens and create crime which otherwise
simply would not have occurred. Indeed, we have no need to specu-
late about this possibility. We know from newspaper accounts, for
example, that in the so-called Abscam operation, the Government
offered substantial inducements to some Members of Congress who
not only were not predisposed to accept them, but who indignantly
rejected them.

Furthermore, one district court judge—as I am sure you know—
has already dismissed one of the Abscam prosecutions alleging that
the defendant was entrapped as a matter of law.

I think that this risk of entrapment is created by the failure of
the guidelines to limit the offering of inducements to those who are
reasonably suspected of criminal activity. Indeed, the guidelines
specifically provide that, with the Director’s authorization, induce-
ments may be offered despite the absence of any reasonable indica-
tion that the suspect is engaging, has engaged, or is likely to
engage in illegal activity of a similar type. Worse still, the guide-
lines seem to permit the Director to authorize operations despite
the absence of reason for beliving that persons drawn to the illegal
opportunity and brought to it, are predisposed to engage in the
contemplated illegal activity.

The risk of entrapment is reduced, but not eliminated, by the
guidelines insistence that the corrupt nature of the activity be
made reasonably clear to the suspect, and that the nature of the
inducement not be unjustifiable, in view of the nature of the illegal
transaction.

Tnese are important and commendable safeguards, which are
defensible in their own right and which, in my judgment, Congress
ought to codify. They are not substitutes, however, for restricting
the scope of undercover operations. Tempting a subject with an
excessively attractive inducement really serves no public purpose,
if it is unlikely the suspect would ever be forced to face such a
temptation but for the Government’s intervention. Even if the
Government limits the inducement to the so-called going rate, how-
ever it may still ensnare harmless suspects, since it may be unlike-
ly that the suspect would ever be approached by a person proposing
criminal activity, but for the existence of the undercover operation.

In fact, there is an ironic inverse relationship between the poten-
tial harmfulness of the suspect and the risk of entrapment. The
more innocent and naive a subject is, the less likely he is to know

what the going rate is.

Mr. HypE. May I interrupt you there?

Mr. SerpmaN. Certainly, Congressman.

Mr. HypE. Because I will lose the thought if I don’t. A fascinat-
ing poll might be taken of every Member of Congress as to whether
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not they have ever been offered $500 to get someone 1n from
?;dia, to igtroduce a private bill._ 1 daresay, most have. And t};og
made the statement that this crime would have been committe
but for.
u're talking $500 or talking $25,000 or $200,000, I gx:ant you
it’g;fay?vhole differgent circumstance. You don’t get offered 3>200,Oc(1)10.
But I think it would be fascinating to find out from a goodly
representative number of Congressmen from all over the country—
not just New Jersey—how many have been offered, and not neces-
sarily in an overtly criminal way, but you know—a campa&%n
contribution that is so closely tied in with helping to get | }112
person in—might be very relevant in terms of whether this mig
ened, but for. ‘
halt’li‘.h ESqI;II)DMAN. Yes; I think your point is very well taken, Cori;
gressman, and obviously that is an area in which you have muc
tise than I do.
m?\f[i.el}-{lls)(?)l;«l. Well, I can tell you that I have been made uncomfort-
able by people wanting to make a contribution, very close tg %
request for—and it was quite obvious, and gf course I rejected 1
out of hand. But I daresay it's happened with a lot of Membe_ri.

Professor SEIDMAN. I certainly would not want to quarrel wit
that. That was indeed why I indicated, at the outset, that I yvanted
to avoid, to the extent that I could, commenting on the legality of a

i r operation. . o
paﬁ;cu;gintpis simply that if an i}ldchzment is a type which is
unlikely to have been og‘ered to etcn 1fnd1v1dugl———

. HyDE. Meaning the amount of money! L
llldrlé)fgsor SEIDMAN? Not just the amount, but also the possibility.

It strikes me as conceivable, for example, that there may be an
individual who has such a high reputation that no one would ever
conceive of approaching that person to engage in illegal activity.
And if that were true, and if there were no real possﬂglhty of its
ever happening, then it seems to me to be pointless for tl.2 Govern-
ment to come in and approach that person. . .

Now, it may be—what you're saying, I suppose, is that this sort
of thing is so common that there may be no such person._And if
that were true, that would certainly impact on the legality and

isdom of the operation. .
Wlls\/cllx?. Hype. It I\)Jvould be interesting to find out. And, of course, in
New Jersey there was a former Congressman who was co.nv1cted
for taking money through these private bills. Private bills are
really the source of the problem. .

Professor SEIDMAN. I'm sure you're right. . .

Mr. HypE. Anyway, I'm sorry for the interruption. I just thought
I would forget it, if I didn’t. Thank you. .

Professor SEIDMAN. In my judgment, really the only way to avoid
the risks that we're talking about is to try to carefully target the
undercover operation, in much the way that Qongressrnan .Hyde
suggests—in areas and on subjects where there is some convincing
evidence of a risk of the crime occurring, and a-predlsposmpn.

And I don’t think it’s any response to say that if an operation
sweeps too broadly, those caught up in it, who were not predis-
posed, can assert an entrapment defense at the trial.
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In the first place, it is simply a waste of scarce law enforcement
resources to mount broad-scale operations which ensnare those
posing little societal risk. There is no point to it.

But, more fundamentally, I think it is a myth that the post hoc
assertion of an entrapment defense fully remedies the harm done
to an entrapped defendant.

Juries are likely to be sceptical of the defense, and may convict
defendants who should be acquitted. Even if the defendant prevails,
his personal and business dealings are likely to be shattered by the
experience—for no purpose.

And, most fundamentally, I think the social fabric is inevitably
strained by the spectacle of a seemingly law-abiding citizen induced
to commit crimes.

It is worth remembering that the most righteous among us is not
immune from temptation, and that any of us could fall victim to
our baser instincts, in a weak moment.

The fundamental point is that the Government simply has no
business randomly and purposelessly stress testing the morality of
its citizens, like so many soldered joints on an assembly line.

When one measures the guidelines against the second part of the
test—the due process limitations on undercover operations—I think
the results are even more unsettling.

As I have already indicated, the Supreme Court opinions provide
little guidance as to the precise degree of Government involvement
in crime which violates due process. But, at a minimum, one would
think that the Constitution precludes the Government from engag-
ing in otherwise unlawful activity, which causes more harm than it
prevents.

Unfortunately, the guidelines contain no similar restrictions.
And, indeed, I think the guidelines are ambiguous and can be read
in different ways.

Several provisions appear to authorize operations which clearly
serve no legitimate law enforcement purpose.

Perhaps the most disturbing aspect of the guidelines is that they
not only fail to prohibit, but actually appear to authorize, Govern-
ment agents to participate in deliberate and illegal acts which run
a significant risk of violence. And that for the sole purpose of
maintaining the credibility of the agent who has the persons under

investigation.

b{n my judgment, those provisions are simply and flatly unaccept-
able.

For example, so long as the approval of the proper official is
secured, they would appear to permit Government agents to par-
ticipate in schemes involving risks of armed robberies, assaults,
and murders—when necessary for the agents to maintain their
cover.

And, as Congressman Hyde suggested in his opening remarks, I
think that when this power is vested in political appointees, the
risk is particularly severe.

Our memories of that sort of Government abuse are too fresh to
discount the possibility that this authority might some day be used.
It is hard to imagine a justification for Government participation
in criminal acts of that kind.

Mr. EpwaArDps. May I interrupt, at this point, Professor Seidman?
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i ized at a higher
because illegal conduct would be authorize
le\i;llsgn thz police g;lction—whether it be the FBI or son’uca1 cf>ther
police organization—you’re not stating that it would Ee a defense
in a criminal trial of the offending officer or informant? X .
Professor SEipMAN. I don’t have an opinion on that, because
't studied it. -
haIV?;I}llink there would be complex supremacy clause problems, ?t
least if there were Federal statutory authority, for the person to
in the conduct. o . .
enIgné.1 %?1;7 event, it seems to me that it’s simply 1nd.e1fens1ble to allow
Government agents to engage in that conduct; and it becorr}res mg}x;e
indefensible still, if it were to turn out that the conduct ..?aé . te
Federal Government was authorizing was a violation o ate

iminal statutes. .
crllmégr?’t think that the Federal Government ought to be 1nl the
business of authorizing its agents to go around violating S’tate a;v}&lfs
against things like armed robbery and murder. I just don’t see the
justification. , . ' .

. EpwaARrps. That's an interesting question.,

%ihe informant was authorized to institute a burglary, and was
arrested by the local police, what would happen When9 he was
brought before the local magistrate and had a trial by jury?

SEIDMAN., It is interesting.

i)/lrx?.felis‘lf)%l‘;:ms. I'm sure it would be offered as a defense. Bu,t

whether or not it would stand up is something else. We really don
? Do we?
knlgrtr)fessor SErpMAN. I'm simply not prepared to speak to that

int, Mr. Chairman. .
poitr;s, anrinteresting constitutional question that I_Would not v};fant
to address without having done some more reading than I have

to prepare for today. . . .
doze lessp se?rious, but still significant, defect in the gu1del1ne§, %
think, is their failure to prohibit an agent from supp_lyl.ng a subjec
with an item or a service which is necessary for a cylmmal_ scheme,
but which is unavailable but for the Government’s participation.

There is good reason to think that such Government conduct
runs afoul of the due process limitation on undercover pl?erajzlonls.
But whether it is constitution?llybﬁ)‘rohﬂl)}ted or not, it's simply

ifficult to justify, as a matter of public policy. ‘
dn;gcg)ay 3ve11 ge that the defendant caught by such a p}oy és
predisposed to commit the crime if given the opportunity; and,
therefore, cannot claim an entrapment defense: Bu.t‘such a defen 1
ant is, by definition, harmless since the unavailability of a crucia
item makes it impossible for him to commit the crime, but for the

t supplying it to him. . )

G()\X’félr? te}?e Gogzrb;lmint supplies the item, it is therefore creating
the crime which otherwise would not occur, for the sole purpose of
prosecuting the perpetrator, which in these days of tight budgets.
and scarce resources, seems to mg to be a rather foolish way for
FBI to be spending its time and money. ’ o
th?n summaryl,) then, the Attorney General’s guidelines on FBI
undercover operations, I think, represent an important first step in
this controversial and significant area.
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It's clear, however, that the Congress shares responsibility for
outlawing techniques which risk attracting innocent subjects, or
are otherwise unacceptable.

I believe that Congress should exercise that responsibility, by
codifying the guidelines and providing that their violation should
be a defense in a resulting criminal prosecution.

Moreover, it is imperative that the guidelines be modified: To
prohibit the offering of inducements to subjects not reasonably
suspected of criminal activity; to bar Government agents from
committing, encouraging, or tolerating criminal acts of violence;
and to outlaw the practice of supplying a subject with an item or

service necessary for a crime, but which would not otherwise be
available.

Thank you, very much.

Mr. Epwarps. Thank you very much, Professor Seidman.

The gentleman from Illinois, Mr. Hyde.

Mr. Hype. Thank you,

Professor Seidman, you suggest that in order to avoid entrap-
ment, there should be evidence of predisposition before induce-
ments are offered.

Do you suggest, then, that you favor the subjective approach to
the doctrine of entrapment, that the focus ought to be on the state
of mind of the target, rather than the behavior of the police?

Professor SEIDMAN. Well, Congressman, I was speaking in the
context of present Supreme Court doctrine, rather than suggesting
how I would change it, if I could.

My point was that presently the Court has adopted essentially a
subjective approach, although they have reserved the possibility of
some objective standard, if the conduct is really outrageous.

And my point is that if the police fail to limit an undercover
operation to people who they have reason to believe are predis-
posed, they will inevitably, under present law, entrap some people
who are not predisposed, under a subjective approach.

Mr. Hypg. Predisposed to this particular crime? Or to criminality
in general?

Professor SErpman. Well, I think it would be to this particular
crime, sir.

Mr. HypE. In a recent reversal of the usual procedure, the Dis-
trict of Columbia undercover police have begun selling illegal drugs
on the street, and arresting buyers.

In this situation, there may have been probable cause. But not
any evidence, necessarily, of predisposition.

In your opinion, does this go over the edge of entrapment?

Professor SErpMAN. I think a program like that—any program
that is broadly based, raises very serious problems.

One of the problems that it raises is that it makes crime pay
more, because when the Government goes into competition with
real criminals, the effect that has is to drive up the price that
criminals can command for their criminal activity; and, thereby, to
induce more people to commit crimes,

Mr. Hype. On the other hand, if the buyer never knows who he
is buying from, that might have a very anticompetitive effect, very
discouraging. “Chilling,” I believe the preferred phrase is.

Professor SEibMaN. You're absolutely right about that.
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i i i ike some sort of
think is necessary to do is to strike |
baﬁ?l%ewh'le‘lﬁeie’s 1no doubt that hunderclczver .gfggfgoilﬁins;rzvsicz
deterrent effect. in that they make cri
St whehortheyve dedling ith & GOt 58 o e
The question is whether we ar | o o e
i g i the total amount of crime and p
price of, perhaps, increasing o P mocont aps
i shing some people who are comp ] !
svri:.iomv%ollllll)dpg:\ier hgve been involved in crime, but for the Govern
m?\x/}i agslf;’)gy'\}vell, selling drugs on the gtreej:bccc)lrr}er 2:?1811;2 élisélrlxg
. ituati t you have just described. 1 mean, 5%
pose that situation tha e, e dmt have
i to buy drugs from you, you can't saj
ggrrﬁlﬁftt%% a crigle, I suppose, but for your being there.
Well, each depends on th’e 51tuat:cl1on,. 1 };stuppose.
. pMaN. That’s exactly right.
arcl)‘fazslslgfri??act specific. It depends on whether there \lzvere other
people around who would have sold the drugs, for example.

Ie)dgé%izgti(gn for Professor Stone. What is your proposal for a

imi cause standard? o _ . _
lm\%’t}?grg ré)é):sbilziisaproposal place the demSl%I}llni:alt{}lxI;g%‘]_l’;sI 1;5162 g’cclirg

adicial warrant? Or does it mean tha 1
?;is f%d:tdlrcrllike the decision as to whether probable cause 18
present?

hy not the former? .
grf)}%:sls?)zt%r'fov;;gWell, I think ;clhe It::)}rlobable t?uieagflglsgglt f?%‘gﬁ
ther than in the he T
always be located O ool d in the process of investigation.
sons who are intimately involved in te p cess o I ment
It's a cliche by now that participants in A o,
i hould not themselves n_lake such dete ,
%I}‘?ec;’srse lgi?ralli)lg Snot likely to be dispassionate, objective, unbiased
degilot;rﬁrgilzﬁgsr. hand, I would think_ ti}E' prteéer%blee;?l h?;% :r }‘%{1(;1;1
tandard administered within the bureau,
i?)ltetgal}gsess?l%h a standard at all. That would certainly be better
than nothing. . where, say
. You could see a Worl_{ablc? arrangemen , :
W;\’g' tﬁ[ﬁ({]i)gg about the FBI as dis;;}llngﬁ}s}ﬁegtf;cl):ées(;)rggogﬁaiv?};ﬁi
iff's office. But let’s even assume the highe b placed peop e e are
the framework, the most rgsponsﬂole. peolp e,th  OmeS W e
table to maybe the highest political authority, ake
?ﬁgg 1firécision as distinguished from the cop on the beatf ort }ng -
Professor SToNE. Again, the question is clear. The fur y
M. I inui dy outside.
. ontinuing]. Rather than somebody _
llglrrofglsgon [SCTONE. The furthertyout move {lrc())r}rlla‘;h; w})eesl"cse%nir‘zslelge;i
involved in the investigation—Ww . erest
: ?r?rgggt?c}lll}irnl;y the particular suspect—the more reliable the deter
ination is likely to be. . .
mﬁitl%_{r;ll)s,w.lllﬁig you don’t think it's téle _gyeatest ége;ot% the world
. Q. attorney make those decision, or 11 —
toll;fmgsts}gi [SJTONE. I thi);k there are at least two poss1b1e_ 1:dl;fhcule
ties with that. First, the U.S. attorney is a participant with som

vested interest in the investigative process. And second, I think
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there may also be concerns, as you suggest, about the neutrality of
U.S. attorneys. It would thus be preferable for these decisions to be
taken out of the hands of either the Bureau or the U.S. attorney
and put it in the hands of the judiciary. And I see no reason why
there should be any particular obstacle, assuming a probable cause
standard is otherwise thought to be desirable, to having the judici-
ary handle this. There is no obvious reason, for example, why the
difficulties would be any greater than those encountered in admin-
istering the warrant requirement for ordinary searches, wiretaps,
or electronic buggings.

Mr. Hypk. I take it you're in favor of judges working harder and
longer hours, and I agree.

Professor STONE. I'm all in favor of that.

Mr. Hype. Thank you.

Mr. Epwarps. The gentleman from Wisconsin, Mr.
Sensenbrenner.

Mr. SENSENBRENNER. Coming down to specific cases, the most
notorious in the eyes of some is the FBI's Abscam operation. Can
you give us your opinion on what the guidelines will do, from what
we read about Abscam in the paper?

Professor StoNE. I would be reluctant to do that. My knowledge
of Abscam is sketchy, based solely upon what I have read in the
newspapers, and I'm not sure that’s an adequate basis for that kind
of judgment. I would prefer not to attempt to answer that question
without having a more definite set of facts stated—either actual
facts or hypothetical facts.

Mr. SENSENBRENNER. Well, assuming for the sake of argument
that none of our departed colleagues committed a crime until he
started working with the FBI’s undercover agent, Mr. Weinburg, do
you think that these guidelines would have prohibited that activity
so that the Abscam would have died aborning?

Professor SToNE. These guidelines I think probably would not
have prohibited Abscam, although again I must qualify that by
saying I'm not aware of all of the facts of all the different investi-
gations. :

Mr. SENSENBRENNER. There may have been a predilection to
commit some crime on the part of the Congressmen that got in-
volved, but there certainly was no probable cause to believe that a
crime might have been committed until they had been in contact
with either FBI agents or people who are out on the FBI payrolls.

Professor StoNE. That’s right. These guidelines do not require
probable cause.

Professor SzipmaN. If I could comment briefly on that question,
Congressman, I also don’t want to get involved in the specifics of
the Abscam operation, but what the guidelines clearly permit is
the dangling of very substantial inducements before Members of
Congress, who are unlikely to be involved in criminal activity, and

that’s what I find to be troubling, because they run the risk of
leading a Member of Congress into a crime where it would be very
unlikely but for tive Government operation that that person would
have been anything other than an effective and outstanding public
servant.

Mr. SENSENBRENNER. I have no further questions.
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Mr. Epwarps. A number of years ago, this subcommittee worked
with the FBI and the Department of Justice on the FBI's domestic
gecurity program, and we had an interesting dialog that went on
for many, many months. Eventually Attorney General Levi pro-
mulgated guidelines with respect to domestic security cases.that
really established a criminal standard and the same type of higher
;sion that these guidelines provide for, where you have 1o

et permission after a certain number of days, and if not, you go to

is a sort of a paper protection,

'n the domestic security guidelines. _However, T'm not absolute-

too0, 1

ly sure either of the witnesses are acquainted with them.

Those guidelines are very emphatic that for the investigation to
o almost immediate danger that a crime

is about to be committed or somebody is going to get hurt, some-
thing like that, and then the guideline provides for the investiga-
tion to be called off after a certain number of days if this is not

established. .
Now, these guidelines are much more benevolent to the police

organization; isn’t that correct?

Professor SEIDMAN. That’s correct, Congressman.

Mr. Epwarps. In other words, it can g0 on for 2 or 3 years

without any evidence that criminal activity is about to take place.
Professor STONE. hey don’t, however, modify the Levi guide-

lines. Indeed, they specifi
gecurity cases, the i

the new guide
spect to domestic security investigations and adopt somewhat dif-

ferent and less restrictive rules with respect to nondomestic, ordi-
nary criminal investigations.

The Levi guidelines, by the way, do require something akin to
probable cause for the use of undercover investigations of political
organizations. Basically they require a showing of specific and
articulable facts giving reason to believe that the individual or
organization is engaged in unlawful activity.

Mr. EDWARDS. And it does require & series of writings from the

officer to a superior and to others in the chain of authority, which

I think is jmportant.
Mr. Hyde?

Mr. HyoE. 1 think it's worth noting that Pulitzer Prizes have
setting up their
Chicago that

have been very successful, lauded by everybody as & great contribu-
tion to the commonwealth. So are we setting up one standard for
the people’s right to know, which is an overarching
g? The Constitution really doesn’t
apply to a media person, but to a policeman who may be trying to
root out criminality, not for a Pulitzer Prize, but to do their duty?

1 have trouble, and it’s in an inarticulate way about the special

been won by newspaper people going undercover,
own Abscam operations. I can think of a couple In

media people—
right over and above everythin

place that we give media people for this very thing.

Professor STONE. The investigation you're referring to in Chicago,

the Mirage Bar investigation, is consistent with the proposal

suggest. In that instance, reporters working in the bar offered
bribes to government building inspectors. This type of investigation
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falls beyond the realm of
m ot
prr%baglle cause requirer%ervfélat I suggested should be covered by the
~ To the extent that the medi .
investigati > media engage in more i :
mistak%a&%n’eg}slﬁy ttoo might pose serious quesgznlél t%ltsg%etﬁy pes ?f
ik oo sy i it e dapgers bed b niusions ino
Ot%er elements of society superficially similar intrusions by
or one thing, the resou '
reat ) rces available to the
igs farelr‘ﬁ Oa;;d téleref.ore the potential ability toeilggzgé nment{ar_e far
to gather in&rﬁ;’l iigi ﬁofﬁover, tfhe incentive of the ué)ggefégzc{
f ) ) aw enforcement” p . nmen
Igl‘;igtﬁgln t&e I1)nc:<_ant1ves motivating the IrJll?essp E%II“EZSES is quite dif
ore likely to be Interested in wide-scale e formation atherinn
fungible Bu't o e.surely are differences, and the gathering.
Poofeasor Sp ere is a double standard that troublez surely aren’t
Con gres:sman iDtlz\ﬁgk If T could just have a word oilnef;hat i
amendment 2 ould even the most fervent defender of th point,
right to engage i not claim that the media ought to h e first
that may be a%ﬁchl(l)lrilzlelzgggl gﬁnduCt or acts of violence c())f t}algeki_:hg
e ideli , in
on hf/;{l;‘le Ig{?{rt ot;( governmen{ ageiisguldehnes, on one reading of them
. Hypge. Yes, I agree with : ’
ou k : you. It’'s an SRR .
Zlellctri%g\fv’i r?perauon, but when you own ;%i?ﬂl}gvgld it’s spying,
Probabl spectors are coming through—I ) Town and
Mr ED Vi :ause certainly rings a bell. won't say any more.
COuni{ry—sufe]iS' Gentlemen, I don’t think that it’s ha y
page seven of y we all hope it doesn’t—where, as yocfpex}e 1n our
they're Fe deralyourstestlmony, Professor Seidman Oli%OInt out on
it and st or 1tate or local, randomly just g,oparo " dWhether
thoemmn mome p people on the street and offer people b und all our
Wouldn’ty or try to sell them drugs or anythin ple bribes or offer
fabric of oury ggciaér egafthat it would produce seri%us damage t
a lot of 1 y if we approved that sort of thi age to the
Profes?seopse would be arrested? ing, even though
legitimatgrpufgz)lgd:gn I think that’s right, Congressman. There’
of people. It’s har degf(?ug}}; Cv?’{%%ucifiilng little tests of the rrelgigli?;
contend with in the r 1 e tests that peopl
, eal world with people have to
harder still for people to walk the strai;}l:g: a%ilvxeg:«?é%r,lt making it

Mr. Epwarps. It :
school students. would be especially hard on young people, high

ﬁ{rof%ssor SerpMAN. Yes
r. Ep :
wARDS. Mr. Hyde, any more questions?

Mr. Hybe. ] inki
E. No. I was just thinking. Public officials do not fall

under that protective
moral defects, it seems l%(r)nrll)urglla. They are always to be tested for

Mr. Epwarps. Well, I thi
. M 3 th ] '
held responsible o a very higﬁ sﬁﬁdﬁg I will agree we should be

Mr. Hype. Exactl
always get it. y. People expect more from us and do not

%‘\V/fr. E()JDWARDS. Counsel.
s. CoopPeEr. Professor Seidman, I would like to turn to th
o the
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cover operation that is premised on a kind of a stress-test theory—
where there is no evidence of predisposition—but a target is never-
theless offered an inducement, is that, in your opinion, in itself a
governmental overreaching?

Professor SeipmaN. Well, without directly answering your ques-
tion as to what my opinion is, I think that the Supreme Court
authority is relatively clear that the mere offering of inducement
without probable cause, does not violate due process. The Court
hasn’t told us precisely what does violate due process, but I think
it's pretty clear that does not.

Ms. Cooper. Well, it seems that the case law is not clear as to

the parameters of what constitutes governmental overreaching. In.

your opinion, can the guidelines fill that void?

Professor SEIDMAN. I think it’s particularly important that they
fill the void, because of the unclearness of the case law. And.I
might add, one of the reasons why the case law is unclear is
because the Court has said repeatedly that it's not our job to decide
questions of policy about law enforcement, that’s Congress job, and
it would be wrong, therefore, for Congress now to turn around and
say “We're not going to do anything about this, because the Court
has settled it.” The buck has to stop someplace, and I think it's
Congress responsibility to make the hard judgment about what
kind of law enforcement techniques are permissible and what kind
are not. ‘

Ms. CoopEr. In a sense, the guidelines do point out dangers that
high-level people within the Bureau or the Justice Department
must consider before they approve undercover operations in certain
circumstance. The guidelines seem to be based on the premise that
the higher you go in the bureaucracy, the more responsible will be
the decisionmaking. Do you agree with that premise?

Professor SErpMaN. Well, I think it’s an important first step to
fix responsibility someplace, and in some visible place, for author-
izing these programs. The worst situation is where a questionable
program is authorized, and then after the fact, when it comes out,
you're never quite sure where along the chain of command it
began, and you have a situation where some low-level subordinate
is ultimately held responsible. I think the guidelines take a step in
the right direction by saying that there has to be, as the chairman
said, a paper record, and there has to be approval someplace close
to the top.

On the other hand, I don’t think that anybody ought to have the
authority to authorize certain kinds of programs. When you're
dealing with that kind of a program, there is a substantial risk
that giving the authorization power to someone in a political posi-
tion will someday lead to authorization being given for unaccepta-
ble reasons.

Ms. Coorer. There’s also a danger that the people at the top
have the least information, and by the time evidence filters up to
the top, it's primarily conclusory. The people at the top are not in a
position to test the credibility of the evidence they're getting about
facts of the case.

Should the guidelines themselves mandate the kind and quality
of factual basis that must be presented to the decisionmakers?

Professor SEipmaN. I think that's a useful suggestion, counsel.
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Professor STONE. It seems to me important to understand the
intent of the guidelines’ internal review process. As I understand
them, at the lowest level, there must be an approval and recom-
mendation that the operation be undertaken, before further ap-
proval is sought from a higher level. Approval from levels higher
up in the Bureau is thus an added protection against the unjusti-
fied use of an undercover operation. Without those higher levels of
review, presumably all the same operations would be conducted,
and at least some additional ones as well.

Ms. Coorer. The question is, Are people at the higher levels in a
p_osu:%?on to do anything other than rubberstamp the earlier deci-
sions?

Professor Stone, you concluded that not all undercover oper-
ations should be predicated upon a finding of probable cause.
Would you make the same exception for other kinds of techniques
that now do require probable cause, for example, wiretaps?

Professor StoNE. No.

Ms. CoopeEr. Why do you make the distinction?

Professor STONE. The degree of intrusiveness of undercover oper-
ations varies with the nature of the circumstances. For example,
simply to offer a municipal building inspector $5 not to write up a
violation, does not seem to involve any appreciable intrusion upon
privacy.

Ms. Cooprer. Well, what if a wiretap was designed solely to find
out whether the person is going to accept the bribe?

Professor StoNE. It is much more difficult to do, because you
dqn’t know what the people are going to say. The conventional
wiretap issue does not involve the direct participation of a Govern-
ment official in the conversation. Ordinarily, the Government is
tapping conversations between two private individuals, neither of
whom has approved the wiretap. Therefore, the information re-
ceived is wholly outside the Government’s control. There’s no
reason to believe it will be limited to essentially unintrusive items
of ir;f(_)rmation. In the undercover situation, however, one of the
participants is an agent of the Government, and therefore, to some
extent at least, the Government retains the ability to structure the
situation in such a way as to keep it reasonably unintrusive.
There’s no guarantee it will always stay unintrusive, but at least
that potential is present.

Ms. CooreEr. Would you agree, Professor Seidman, that some, but
not all, undercover operations ought to be subject to the probable
cause requirement?

Professor SeibmMAN. I found Professor Stone’s exposition rather
convincing, I have to say, though I did not come here prepared to
talk about the privacy aspect of this, and I, therefore, would be
reluctant to give my final opinion on the subject.

Ms. CooreEr. What is the practical difference between having a
standard of not approaching anyone who has a predisposition
versus not initiating an undercover operation unless there’s prob-
ably cause?

Professor SToNE. There’s a definite overlap between the two. To
the extent Professor Seidman’s view on predisposition is adopted, it
would, to some extent, require something akin to probable cause,
even in those circumstances which would not require such a show-
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i ivacy reasons alone. That’s largely because there are two
:irilgfgx?gnlzrtype}st of interests at stake—the interest in px:lvalc;tf eglg
the interest in not being offered participation in a criminal tra
i i justification. . _
ac‘lc\gr.l vall)%lglllzf)ngWe welcome the gentleman from Wisconsin, Mr.
ier. Any questions? . _
Kall\ﬁl?nlr{r;esl'g;Nﬁm};sg Thank you, Mr. Chairman. I think 1 have only
one. I compliment the chairman and the s'ta.ff and these witnesses.
We are dealing with a very complex and difficult subJecft.. formants
My ‘question is a general one, in terms of the use of in f?l‘l’lflf ite
in undercover operations. How does the present state o.fa ai
with respect to the Federal Bureau of Investigation dlffelr1 rorlr}? i)r
resemble undercover operations on the State and the loca 1:_eve ‘ 2
terms of developing some rational and reasonable restrictions, grd
we way ahead at the Federal level? Have other States procee ed
with models with which we might care to compare these propose
idelines?
gulgci‘%lflerg;%r STONE. To the best of my knowledge the propbolsed
guidelines are, I suspect, as progressive a response to the proldekr)n
as cne would find anywhere. Perhaps the only exception wou 11 e
the ordinance enacted in Se;ttle, which agopi?gnlsmportant restric-
i 1 facets of undercover investigations. .
tloﬁi.o?iizzngaMEmR. In terms of le_agal 90mphcat1ons .and in t}iarhms
of the use of these particular practices, is this something whic L as
mushroomed in the recent past and recently come to .lad hTa , (l)r
have we always had substantial activities in the field, fr%e )é
unregulated, except by an occasional case before some court, to tes
: ers? .
th%foefzg:ogogmNE. The use of undercover operations has expa?ded
dramatically over the past several decades. Undercover opera }o(rll.s
are especially effective, as Director Webste}" and Mr. }I’?yrqan in Il-
cated last March, in the investigation of “consensual g:rymei. g
the past few decades, Government l}as. increasingly criminalize
various types of behavior falling within that general pategor}:i.
Laws involving narcotics, racketeering, public corruptlc%n, gn
taxes are only a few examples. As a consequence, the use Ci un exﬁ
cover operations has mushroomed. This is true at the local as we
as at the Federal level. .
Thank you. Thla\l/}lk ]}éouayr. Chairman.
. ARDS. Mr. Boyd? _
ﬁi EB?)V;TD. Professor }étone, how would you like to see the FPéI
respond to the circumstance in which one of its paid 1nct1"orman cs1
reports that certain plfl‘klﬂic cl)fft;limal.s are hw111g1(131§%0§0$ 51%31’001*(())0 luce an
i assage of legislation in exchan ,0007
suII;(;:I(?f’(l:c,(;otrheé'xl')ONE.gWisely}.%r More specifically, they should take the
information to a judicial offitcer tgnd obtain a warrant to engage in
- undercover investigation.
2 fl‘\lllllg slgzlY%. So you are suggesting that it’s probable c,au_se? .
Professor STONE. I’'m assuming that the informant’s information
is reliable.
Mr. Boyp. Of course. .
Professor STONE. Sure. Certainly.
Mr. Boyp. No further questions.
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Mr. Epwarps. One of the problems, obviously, is the auditing
and controlling of not only the informant but the undercover oper-
ation, whoever he or she may be. Great damage might be done to
innocent people by these people who sometimes are criminals
themselves being authorized and sent out into society by the police
organization. How do you think that they should be audited or
controlled, or should there be a careful auditing by the supervisors
of the police organization or the FBI?

Professor Sempman. Well, I think so, Mr. Edwards, In that
regard, it seems to me one of the ironic aspects of Professor Hey-
man’s testimony before this committee last year was that he de-
fended the Abscam operation, because the Government had not
made a selection of the people to approach, but rather that selec-
tion had been made by the person who was himself criminally
involved. That’s doesn’t seem to me to be much of a defense.
Surely, in a matter as sensitive as that, there ought to be closer
Government control over which individuals are approached and
howhthey’re approached, and what sort of inducements are offered
to them.

Mr. Epwarps. Well, my problem is—that surfaced as a result of
Mr. Kastenmeier’s question—that we really don’t have very much
information, because insofar as the FBI is concerned, undercover
operations are a relatively new phenomena. When Mr. Hoover was
the director during the time that I was with the Bureau, we didn’t
have any of these at all, and so I think that we're going to have to
get a lot more information about what is going on and what has
been going on. Are they a bunch of lawsuits about these operations
and the difficulties that have been encountered by people as a
result of these operations? :

We really are in a rather new area, so far as the Federal Bureau
of Investigation is concerned.

Professor Stone. Under Director Hoover, the vast majority of
undercover operations were in the domestic security area, and the
number of agents or agent informants or confidential sources who
were actively investigating various Communist or supposedly Com-
munist-related groups, was substantial. There was a good deal of
experience with that sort of undercover operation. It was largely in
response to those activities that the guidelines were framed.

Mr. EpwARrDs. That’s correct. Counsel?

Ms. CooPer. One more question. The sale or purchase of drugs,
for example, or stolen goods by undercover agents is now a rela-
tively common undercover operation, and the crimes involved there
are, on their face, unambiguous. All the parties realize that they’re
engaging in something illegal.

hen you get into the more sophisticated crimes, such as corrup-
tion or other white collar-crimes, the line between legitimate and
illegitimate behavior gets a lot fuzzier. As Congressman Hyde was
explaining, there is legal ambiguity arising from the offer of a
bribe or a political contribution in return for a political act when
the understandings are left unstated, but there is a meeting of the
mind. Does that reality suggest that the guidelines themselves
ought to create special precautions, special requirements, when

you’rg dealing with a substantive crime which, by its nature, is
fuzzy"
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Professor SEipMAN. Well, I think, counsel, one of the commend-
able aspects of the guidelines is that they do provide that the
undercover agent should make unambiguous and clear the illegal
nature of the conduct to the participant. I'm a little uncertain how
one does that without blowing one’s cover. It seems to me it would
require some skill. But I think that is a commendable safeguard.

Ms. CooPer. Suppose that the guidelines were in effect and a
defendant claims that that was not done. It didn’t happen. It was
ambiguous. The jury convicts anyway, for whatever reasons. The
appearance of guilt is overwhelming, despite the ambiguity of the
criminality of the offer. Absent codification of these guidelines,
what would be the defense’s recourse?

Professor SeipmaN. Well, that’s one of the most unfortunate
aspects of the guidelines, I think. They are very clear—the last
sentence says ‘“They are not intended to, do not, and may not be
relied upon to create any rights, substantive or procedural, enforci-
ble at law, by any party in any manner, civil or criminal.” And I
think that makes it as clear as it is possible to be, that they’re
intended to create no recourse. And one of the useful things that
this subcommittee and Congress as a whole can do, is to make
these guidelines worth something more than the paper they're
written on, by providing that they would be a defense to a criminal
prosecution if they were violated. .

Professor StoNE. May I add a related thought. Especially in the
entrapment area, it is terribly important that Congress understand
that it's not in any way, shape, or form bound by the Courts’
formulation of entrapment. It’s not a constitutional concept. It's
simply a matter of either common law or statutory interpretation.
Rather than attempting to unravel the entrapment doctrine as
formulated by the Court, Congress should rethink the issue anew
and devise its own formulation of entrapment. The Court’s ap-
proach should be viewed as merely one form of the defense which
might or might not be accepted by Congress.

Mr. Epwarps. Thank you. That would be a most satisfactory
solution, but it’s not at all likely to take place. That's the real
world. We have a kind of a definition of “entrapment”’ as enunci-
ated in various court decisions; there has to be, there should be a
predisposition, and when the Government goes too far, when the
conduct is outrageous, then it's entrapment. Is that about what it
amounts to?

Professor SEipMAN. That’s about it, Congressman.

Mr. Epwarps. Well, I think the witnesses also would agree that
until the requirement for a warrant for undercover operations is
put into law—and that’s very unlikely—the guidelines at least
ought to require that the higher officials in the FBI that are
approving one extension after another, should have almost the
same kind of information a magistrate would have, the same kind
of proof that a magistrate would require for approval of a warrant;
is that correct?

Professor SToNE. I would agree with that.

Mr. EDwWARDS. Are there any other questions?

[No response.]

Mr. Ebpwarps. The testimony of both Professor Seidman and
Professor Stone has been very helpful. We thank you very much

for appearing here today, and
cating in the future.

Thank you. .
The negt hearing will be he

[Whereupon, at 10:50 am., t
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we are looking forward to communi-

1d on the 25th of February.

he hearing was adjourned.]
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FBI UNDERCOVER GUIDELINES

—

WEDNESDAY, FEBRUARY 25, 1981

HousE oF REPRESENTATIVES,
SuBCOMMITTEE ON CIviL AND CONSTITUTIONAL RIGHTS,
COMMITTEE ON THE JUDICIARY,
Washington, D.C.

The subcommittee met at 9:45 a.m. in room 2226 of the Rayburn
House Office Building, Hon. Don Edwards (chairman of the sub-
committee) presiding,.

Present: Representatives Edwards, Kastenmeier, Schroeder,
Washington, Hyde, Lungren, and Sensenbrenner.

Staff present: Janice Cooper, assistant counsel, 'and Thomas M.
Boyd, associate counsel.

Mr. EpwARDs. The subcommittee will come to order.

Today we continue the subcommittee’s examination of FBI un-
dercover operations and the Attorney General’s recent guidelines
on that subject. Our witnesses this morning bring a range of expe-
rience and knowledge that will add immeasurably to our under-
standing of the nature of this topic. Prof. Paul Chevigny of New
York University Law School has not only studied the problem from
an academic, legalistic point of view, but also is a practicing attor-
ney who has worked successfully with law enforcement personnel
:9 devise ways to monitor and control the use of undercover opera-
ives.

Prof. Gary Marx, of the Massachusetts Institute of Technology,
has approached the issues as befits his training as a sociologist. He
has examined numerous undercover operations, and analyzed the
ethical, practical, economic, and social implications of their spread-
ing use. Only this kind of aggregate review of the tactics can
provide the kind of information we need.

Without objection, both full statements will be made a part of
the record.

And before I recognize Professor Marx, who will speak first, I
yield to the distinguished gentleman from Illinois, Mr. Hyde.

Mr. HypE. Thank you, Mr. Chairman. I have no opening re-
marks,

Mr. Epwarps. Professor Marx, we welcome you and you may
proceed at your own time.

STATEMENT OF GARY T. MARX, ProFESSOrR OF Soclorocy, MIT

Mr. Chairman and members of the subcommittee, I am pleased to be here today
to discuss some of the issues raised by the new police undercover work and their
implications for the proposed FBI charter and guidelines. My concern will be with
some of the broader social and policy issues raised by police undercover work.
Questions of legality are of the utmost importance, but they should not be the only
issues considered. The mere fact that a tactic is legal (and even this is in dispute for
some recent undercover actions), should not be sufficient grounds for its use. Its
ethical, practical, economic, and social implications must also be considered. Nor
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should we be content with guidelines and formal oversight procedures (however
important as a first step), in the absence of enforcement mechanisms and a means
of assessing their effectiveness. ‘

The advantages and successes of recent undercover work have been well publi-
cized. Director Webster and Asst. Atty. General Heyman mentioned some of these
in their testimony to this Committee last March, Without denying these, or arguing
that undercover work should be categorically prohibited, I would like to suggest
some possible disadvantages, abuses, and costs which have received far less public
attention. I will then suggest a way of categorizing types'of' und_ercyveg* cperations
and activity and some general policy guidelines that flow from this, I will then offer
comments on the recently released guidelines for undercover work and call atten-
tion to some issues which are unresolved, or in need of further work. Finally I will
speculate on what recent undercover work may ituply about the changing nature of
social control in America.

A. PROBLEMS ASSOCIATED WITH UNDERCOVER POLICE WORK

The problems that may be associated with undercover work can be usefully
approached by consideration of the major groups involved: (1) Targets of the investi-
gation, (2) informers and unwitting middlemen, (3 police, and (4) third parties. I will
then consider some questions which cut across these, dealing with overall effec-
tiveness and costs and benefits. .

Some of the problems to be considered of course may also occur with more
conventional police methods. But these problems seem more characteristic of under-
cover work, because of its special properties and the way it has recently been
carried out. The discussion which follows is more tentative than I would like. As in
the testimony lust March on the positive agpects of undercover work, examples (in
this case of negative aspects) will be given, but one cannot say with muchfertamty
how frequently, or under what conditions these are likely to occur. Given the
sensitivity of the issues involved, and the risks to cherished liberties, our ignorance
in these matters is appalling. There is a strong need for systematic research and
public discussion into the questions raised by the new pohce‘ undercover work.

The targets, or subjects of an investigation, may be victims of Government trickery
or coercion, rather than autonomous criminals.—Most critical public attenion has
focused here. The key legal questions usually are: (1) Did the person violate the
criniinal law and (2) was the person predisposed to do this? The fact that the crime
could/would not have occured without the government’s involvement is usually not
considered legally relevant if the person is predisposed. Yet for understanding
causes of behavior, and developing guidelines for the use of scarce law enforcement
resources, issues around the behavior of government agents 1s crgcxal. Furthermore,
where there is coercion, trickery, or a highly seductive temptation, the determina-
tion of predisposition is very difficult. There are also abuses which are 1pdeper_1de13t
of legal guilt/or innocence, such as invasions of privacy, the use of political criteria
in choosing targets, the use of leaks to damage a person’s reputation, and blackmail.

Three common forms of trickery are offering the illegal action as a minor part of
a very attractive socially legitimate goal, hiding or disguising the illegal nature of
the action, and weakening the capacity of the target to rationally distinguish right
and wrong. In the first case targets are lured into the activity on a pretext. The goal
put forth is legal and desirable and the illegality is secondary. Thus in the Philadel-
phia Abscam case the defendants were told that their involvement could bring a
convention center and possibly other investments to the city. They were led to
believe that the project would not come to Philadelphia if they did not accept the
money. Judge Fullam, in his ruling on the Philadelphia case of Schwartz_and
Jannotte, indicates that neither of the defendants asked for money and bot_;h indicat-
ed that no payment was necessary. Rommie Loudd, the first black executive with a
professional sports team, organized the Orlando, Florida, franchise in the World
Football League. With the failure of the WFL Loudd went broke. A man whom he
did know called and offered him $1 million to reorganize his team. The caller
promised to bring wealthy collegues into the deal, However, Loudd initially was told
to loosen up the financiers with cocaine. Loudd resisted the offer, but eventually
introduced the caller (an undercover agent) to two people who sold him cocaine.
Loudd, with no previous criminal record, was sentenced to a lqng prison term. g)u
tape the agent involved said to his partner, “I've tricked him worse than I've
tricked anybody ever.” ) o i )

Ignorance of the law is not an excuse for its violation. However, the situation
seems different when one is led irto illegal activities by government agents who
claim that no wrong doing is occurring. Here the agent may be both exploiting
ignorance and generating a subterfuge.
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In several Abscam cases defendants were apparently led to believe that they could
make money without having to deliver on any promises. The video-tape from the
Williams case reveals the main informant coaching the target in what to say and
almost literally putting words in his mouth: “You gotta tell him how important you
are, and vou gotta tell him in no uncertain terms: ‘Without me, there is no deal, I'm
the man who's gonna open the doors. I'm the man who's gonna do this and use my
influence and I guarantee this.’

The Senator is then assured that nothing wrong is happening: “It goes no further.
1I}t’s all talk, all bullshit. It's a walk-through. You gotta just play and blow your

orn.”

Abscam defendants were told that in accordance with the “Arab mind” and “Arab
way of doing business” they must convince the investors that they had friends in
high places. The criteria for doing this was that money had to be paid. No commit-
ment to be actually influenced by the payment was required by the undercover
agents. The key element was appearances. In several cases the situation was struc-
tured so that the acceptance of money would be seen as payment for private
consulting services and not as taking a bribe.

A third problematic area involves using trickery against people with diminished
or weakened capacity, such as the mentally limited or ill, juveniles, and person
under extreme pressure, or in a weakened state (e.g., addicts in a state of withdraw-
al), Such person may be more susceptible to persuasion and less able to distinguish
right from wrong. The undercover agent may attempt to create, or help along such
conditions in the target as part of the investigation. In a New Jersey Abscam case
the target refused the first offer of cash. However, he eventually takes money after
1}:11_1e rle:sourceful government agents (who have concluded that he is an alcoholic) give

im liquor.

Participation may emerge out of fear of not participating rather than free choice.
An element of this seems inherent in certain fake criminal situations, or in using as
informants those accustomed to using threats of violence to get their way.

For example, two federal agents and a convicted armed robber became involved in
a gambling and prostitution front in Alaska as part of an anticipatory plan to catch
organized crime when it came with the pipelie project. They helped finance a bar
which was to be the center of the operation and actively sought participants for the
scheme. One of the agents posed as the organization’s “heavy muscle”’—and appears
to have played a heavy-handed role in intimidating and prodding some participants.

Former Assistant United States Attorney Donald Robinson was accused of taking
money for information from what he thought were organized crime figures, but who
were z(iictually police involved in a sting. He eventually won his case on entrapment
grounds. .

Robinson, at first, ignored their approaches. He became involved only after
persistent phone calls, a threatening call to his wife, and a warning that he might
end up missing. When coercion is mixed with temptation the incentive to partici-
pate can be very strong.

Recent undercover actions have transformed the Biblical injunction to something
like “lead ug into temptation and deliver us from evil.” Temptation raises different
issues than coercion or trickery. An act is no less legally criminal because it is in
response to a very attractive temptation. The concern rather is with the assump-
tions on which the tactic is based, a sense of fairness and whether scarce resources
ought to be used in this way.

Defenders of these tactics usually make the assumption that the world is clearly
divided between the criminal and non-criminal. It is assumed that providing an
opportunity will not tempt the latter and the former will commit the offense
regardless. Yet this must be questioned. The number of arrests possible from certain
undercover actions is simply astounding. What happens when widespread, if not
near universal, desire is met with state-provided oppo. tunity?

In response to a reporter’s question Al Capone once said something like “lady
when you get down to cases nobody’s on the legit.” It is certainly not true that
everyone has their price or can be tempted. While imagery of turning on a faucet,
or providing fly paper for flies to stick to is overdrawn, there are certain categories
where undercover tactics can turn up offenses a goodly proportion of the time. This
is the case for sexual encounters, for certain forms of illegality related to routine job
performance (e.g., a building inspector taking a bribe for issuing a permit that
would have been issued anyway), and the general desire to purchase popular con-
sumer goods inexpensively. .

Even if temptations are not offered, most complex activities, whether of busi-
nesspersons, legislators, or academics have legally grey areas wherein secret investi-
gations could turn up violations. Those who get ahead in organizations are often
those who make things happen by breaking rules and cutting through red tape.
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Rules are often general, contradictory, and open to varied interpretations. As those
in law enforcement bureaucracies know too well, organizations have a vast number
of rules which are overlooked until a supervisor wants to nail someone. In many
such cases morality and conformity are not the simple phenomena that a rule
violation may make them out to be. The use of secret forms of information gather-
ing, even without providing temptations, can be problematic. )

Some of the new police undercover work has lost sight of the profound difference
between carrying out an investigation to determine if a suspect is in fact breaking
the law and carrying it out to determine if an individual can be induced to break
the law. As with God testing Job, the question “is the corrupt?” was replaced with
the question “is he corruptible?”

Questions of police discretion are involved here. With limited resources, how
much attention should authorities devote to crimes which appear in response to the
opportunity they themselves generate or which can be subtly ferreted out through
secret tactics, rather than focusing on more “genuine’ offenses which appear with-
out their inducement? As Judge Frankfurter wrote in Sherman v. U.S.: “Human
nature is weak enough and sufficiently beset by temptations without government
adding to them and generating crime.”

Conventional investigations which appear in response to the complaint of a
victim, offer some control over police behavior not present in secret investigations
undertaken at police initiative. Openness in an investigation (with respect to the
fact that it is being carried out and the means used) and the presence of a complain-
ant as a concerned outside party, reduce discretionary power. Secret investigations
carried out at police initiative that involve intergrity testing are a powerful means
for the discovery and/or creation of discrediting information.

The creation of a tempting opportunity and the actions of the undercover person
can affect conversation and behavior in ways that a hidden non-human recording
device never can. It is surprising that the former is not regulated by the courts.

Undercover operations share with wiretapping the invasion of privacy, but with-
out the restraint imposed on the latter by judicial warrant. The video-taping and
bugging in recent undercover operations permits the development of secret informa-
tion on conversations and behavior which may never appear in court. Discrediting
information may be developed which has nothing to do with the initial investiga-
tion. Regardless of actual behavior, the appearance of involvement as a suspect in
the apparatus of covert government investigation cannot help but cast a shadow on
a person’s reputation. To be secretly video-taped or taperecorded and then to have
this made public will convey a presumption of guilt to the uncritical. For the
unprincipled it offers a tool for character assassination.

Third parties innocent of no wrong doing may be equally damaged by merely
having their names mentioned on tapes which become public. This is the case for at
least three Senators mentioned as possible targets for Abscam. The frequent reli-
ance of such investigations on con-artists with a proclivity to lie, boast and exagger-
ate makes matters worse. That those so named may later receive a letter from the
Justice Department indicating that an intensive investigation ‘‘disclosed no evidence
of illegality that warranted our further investigation,” seems small compensation.

The discovery and/or creation of discrediting information can offer a powerful
means of controlling a person through arrest, the threat of exposure, or damaging
their reputation through leaks. The potential for political and personal misuse is
strong. There are many examples from the last decade of radical activists who could
not be arrested for their political beliefs being targets for drug arrests instead. In
Los Angeles a top Mayoral aide, unpopular with police because of his role in police
department changes, was arrested on a morals charge under questionable circum-
stances. He lost his job. In the case of Abscam, middlemen apparently suggested a
number of other congressmen as potential targets. What criteria were used in
deciding who would be tempted? Even if the criteria are beyond reproach, as long as
police have such wide discretion they will be continually vulnerable to accusations
of misuse. The breadth of some criminal laws such as conspiracy offer very wide law
enforcement discretion and can mask the political motivation behind an investiga-
tion.

The investigation may have been carried out with no intention of formal prosecu-
tion. In cases where there is no prosecution because of insufficient evidence, or
improper official behavior, the subject may still be damaged through leaks to the
media. The unregulated power to carry out integrity tests at will offers a means of
slander, regardless of the outcome of the test. In the case of politicians for whom
matters of public reputation are central, the issue is particularly salient.

The situation offers opportunities for blackmail and coercion. Incriminating infor-
mation can be filed away as long as those implicated continue to cooperate in legal
ways, such as by offering information or setting up others, or in illegal ways such as
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through pay-offs. Blackmail following sexual enticement is a well-known example.
Getting information on the extent of this is very difficult since undercover police
and those blackmailed have a shared conspirational interest in keeping silent.

In some jurisdictions where employees are required to report illegal activities,
they may face double testing. Thus a New York City buildings superintendent was
approached by an undercover investigator who offered him a bribe if he would
submit falsified architectural pians. The bribe was rejected. However, the superin-
tendent was nevertheless suspended from his job for failing to report the bribe
attempt. While legal, this takes the traditional integrity test to a new extreme. A
person may become the target of an undercover opportunity scheme, not because of
suspected corruption, but merely to see if requirements that bribes be reported are
followed. The potential for misuse is clear. This can be a tool for getting rid of
employees seen as troublesome on other grounds.

Exploitation of the system by informers.—Can be a major problem. The frequency
and seriousness of the problems informers can cause make them the weakest link in
undercover systems. Most undercover operations must rely to some degree on infor-
mants in the criminal milieu for information, technical advice, “clients,” contacts,
and legitimation of their disreputability. A heavy price may be paid for this, While
informers face exceptional risks, they also face exceptional opportunities.

Some recent cases appear to represent a significant delegation of law enforcement
investigative authority. Informers can be offered a hunting license to go after
whomever they want, as long as they assert that the target they choose is pre-
disposed to illegal actions. According to the new guidelines a person can be “invited
to engage” in an operation such as Abscam (as a target) on the basis of an inform-
er's account that he or she “is engaging, has engaged, or is likely to engage in
illegal activity of a similar type.” -

Verification of such accounts is often difficult and the guidelines say nothing
about this. Those who know, for self-interested reasons will obviously often not say.
Those who say, may well not know or have a vested interest in lying. This is likely
to be particularly true of criminal informers whose professional lives routinely
require deceit, lying, and covering up. When the informer has a motive to lie, as is
often the case, matters are even worse. Because of charges they are seeking to
avoid, the promise of drugs or money, or a desire to punish competitors or enemies,
they may have strong incentives to see that others break the law. This can mean
false claims about past misbehavior of targets and ignoring legal and departmental
restrictions. Whether cut of self-interest or deeper psychological motives some in-
formers undergo a transformation and become zealous super-cops creating crimi-
nals, or sniffing them out using prohibited methods.

According to media accounts the convicted swindler in Abscam (described by
Judge Fullam as an “archetypical, amoral fast-buck artist”) had a 3-year prison
sentence waived and received $133,150 for his cooperation in the two-year investiga-
tion. Accounts in an internal Justice Department memorandum further indicate
that he “would be paid a lump sum at the end of Abscam, contingent upon the
success of the prosecution.” In testimony the informer acknowledged that he expects
to make more than $200,000 from his undercover activities,

The bridge to the truth is further weakened when informers draw brokers or
middlemen into the operation. The latter do not even know they are part of a police
operation. For example a middleman in the Abscam case was apparently led to
believe that he could earn broker’s fees of millions of dollars for helping an Arab
Sheik invest $60 million in real estate. It is not surprising that he apparently cast a
wide net in seeking to gain “cooperation” from public officials. Claims about past
misbehavior, or predisposition of potential targets become even more suspect when
this circuitous path is followed, This may help account for why, under the very
tﬁmgting and facilitative conditions of Abscam, only half of those approached took
the bait.

Informers and to an even greater extent middlemen, are formally much less
accountable than sworn law officers and are not as constrained by legal or depart-
mental restrictions. Increased police respect for individual liberties and rights may
come partly at a cost of decreased respect of them by informers and other civilians
in law enforcement such as “professional witnesses” and private detectives. What
police need to have done but cannot themselves do legally, may be delegated to
others. The greater the restrictions on police the greater the delegation. This need
not involve police telling informers to act illegally. But the structure of the situa-
tion with its insulation from observability, skills at deception and strong incentives
on the part of the informant, make supervision very difficult. Videotape and record-
ings are a means of monitoring informer behavior. But the crucial and generally
unknowable issue is what takes place off the tape recording. To what exterit are




38

events on the tape contrived? Informers and middlemen are well situated to engage
in entrapment and the fabrication of evidence.

The structure of the situation may also favor informers committing crimes of
their own, apart from their role as law enforcement agents.

The informer-controller relationship is usually seen to involve the latter exercis-
ing coercion over the former. Through a kind of institutionalized blackmail, the
threat of jail, or public denouncement as an informer, is held in abeyance as long as
cooperation is forthcoming. What is less frequently realized is the double-edged
sword potential of such relationships. When not able to hide criminal behavior, the
skilled, or fortunately situated informer may be able to manipulate or coerce the
controller as well, with a kind of stand-off resulting.

The price of gaining the cooperation of informers may be to ignore their rule-
breaking. But beyond this “principled non-enforcement,” these situations lend them-
selves well to exploitation by informers for their own criminal ends. Major cases
may require the government to deal with master con-artists operating in their
natural habitat. They are likely to have a competitive edge over police.

An insurance expert, playing an undercover role in “operation front-load” investi-
gating organized crime in the construction industry, was apparently able to obtain
$300,000 in fees and issued worthless insurance ‘performance bonds.” As part of his
cover he was certified as an agent of the New Hampshire Insurance Group with the
power to issue bonds. The problems in this expensive case which resulted in no
indictments became known through a suit against the government. How many other
such cases are there that we do not hear about because no one brings suit?

An informer in the Abscam case was apparently able to exploit his role and the
false front that had been set up (Abdul Enterprises, Ltd.) to swindle West Coast
businessmen. Realizing they had been taken, the businessmen complained to the
FBI. However, the informer was able to carry on for a year and a half. The FBI took
no action, essentially covering up his crime until after Abscam became public.

Here we see a type of immunity that undercover work may offer. In this case it
was only temporary to protect the secrecy of an ongoing investigation. Once the
investigation was over the informer was indicted, though one can speculate on the
harm done (and lack of compensation) to victims. Their victimization was indirectly
aided by the government, first through helping provide the opportunity and then in
failing to intervene or to warn others. Even more troubling are cases where inform-
ers can essentially blackmail police into granting them permanent immunity. This
happens when a trial and related publicity would reveal dirty tricks and illegality
on the part of government agents, secret sources, techniques of operation, projects
or classified information.

Undercover work offers great risks and temptations to the police involved.—As
with informants, the secrecy of the situation, the protected access to illegality, and
the usual absence of a complainant can be conducive to corruption and abuse.
Undercover operations can offer a way to make easy cases or to retaliate, damage,
or gain leverage against suspects not otherwise liable to prosecution. Issues of
entrapment, blackmail, and leaks were considered in the section on targets. Here
the focus is on direct implications for police.

The character of police work with its isolation, secrecy, discretion, uncertainty,
temptations, and need for suspiciousness, is frequently drawn upon to explain poor
police-community relations, the presence of a police subculture in conflict with
formal departmental policy, and police stress symptoms. The former are even more
pronounced in the case of undercover work.

In addition it involves other factors that may be further conducive to problems.
Beyond the threat of physical danger from discovery, there may be severe social and
psychological consequences for police who play undercover roles for an extended
period of time.

Undercover situations tend to be more fluid and unpredictable than with routine
patrol or investigative work. There is greater autonomy and rules and procedures
are less clear, The expenses in setting up an undercover operation are often signifi-
cant. The financial cost of mistakes or failure is much greater than with convention-
al investigations. The need for secrecy accentuates problems of coordination and
concern over all that can go wrong. Undercover police may unknowingly enforce the
law against each other or have it enforced against themselves, sometimes with
tragic consequences.

Undercover agents are removed from the usual controls of a uniform, a badge, a
visible supervisor, a fixed place of work, radio or beeper calls and a delineated
assignment. These have both a literal and symbolic significance in reminding the
officer who he or she is.

Unlike conventional police work, the undercover agent tends to deal only with
criminals and is always carrying out deception. A criminal environment and role
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models replace the more usual environment. The agent is encouraged to pose as a
criminal. The ability to blend in and be liked and accepted, is central to effective-
ness. It also serves as an indication to the agent that he or she is doing a good job.
As positive personal relationships develop the agent may experience guilt and
ambivalence may develop over the betrayal inherent in the deceptive role being
played. The work is very intense. The agent is always “on.” For some operatives the
work becomes almost addictive. The agent may come to enjoy the sense of power the
role offers and its protected contact with illegal activity.

Isolation from other contacts and the need to be liked and accepted can have
unintended consequences. “Playing the crook” may increase cynicism and ambiva-
lence about the police role and make it easier to rationalize the use of illegal and
immoral means, whether for agency or corrupt goals. In his novel Mother-Night,
Kurt Vonnegut tells us that “we are what we pretend to be, so we must be careful
about what we pretend to be.” Police may become consumers or purveyors of the
vice they set out to control. For example, as part of an investigation a Chicago
policeman posed as a pimp and infiltrated a prostitution ring. He continued in the
pimp role after the investigation ended and was suspended. A member of an elite
drug enforcement unit in the Boston area became an addict and retired on a
disability pension. The financial rewards from police corruption, particularly in
gambling and narcotics, can be great and chances for avoiding detection rather
good. Ironically, effectiveness and opportunities for corruption may often go hand in
hand. Police supervisors and lawbreakers may face equal difficulties in knowing
what undercover police persons are really up to.

Awareness of the problematic aspects of undercover activity helps explain J.
Edgar Hoover’s opposition to having sworn agents in such roles, The stellar reputa-
tion of the FBI for integrity is partly a function of the fact that its agents under
Hoover did not face the same temptations as did police in agencies routinely
involved in undercover activities.

Police folklore suggests that those who work vice and play undercover roles are
sometimes different and negatively affected by the experience. I am not aware of
any studies of the social and psychological consequences of long term involvement
in undercover roles. For theoretical reasons and from impressionistic evidence, I
would predict that undercover agents would disproportionally show symptoms of
stress.

The possible damage to third parties. Is one of the least explored aspects of
undercover work. Because of the secrecy and second order ripple effects much of it
never comes to public atlention and those who are hurt may not even be aware of it
to complain or seek damages. Its invisibility makes it even more problematic.

One type of damage to third parties has already been considered, crimes commit-
ted by informants under the protection of their role, but unrelated to an investiga-
tion. A second type more directly involves the intended law enforcement role. The
most obvious cases involve the victims of government-inspired or facilitated crimes.
In Denver two young men learn that a local “fence”’—in reality a police sting, is
buying stolen cars. They then steal a car, kill its owner in the process and then sell
the car to the “fence.” They repeat this again and are then arrested. According to
one estimate only about half of the property stolen in the hope of being sold to a
police-run fencing operation is actually returned to its owners. People may not
report their loss or the property may lack distinctive identification. Even in cases
where people do get their property back, should the trauma of their victimization
entitle them to some special compensation because of the government’s role?

For security reasons or to gain cooperation, citizens, or established businesses
approached about cooperating with an undercover operation may not be given the
full and candid account necessary for truly informed consent. Such was apparently
the case with the informer in “operation front load.” In seeking his certification as
an insurance agent with the power to issue bonds, FBI agents described him te the
insurance company in question as a former police officer and “a straight arrow’ and
used a false name. The insurance company was not told of his criminal record, or of
the fact that he agreed to be an informer to avoid a nine-year prison sentence and
fine. Because of the misbehavior of this informer, as of May 1979, damage suits had
been filed in five states against the New Hampshire Insurance Group, the certifying
insurance company. Company officials claim that his actions in issuing fake per-
formance honds to construction companies cost them and insurance brokers more
than $60 million in business losses. The head of a Chicago insurance firm states
“What the FBI did was a disgrace . . . they've ruined us.” He is suing for $40
million dollars.

The web of human interdependence is dense and deceptively trifling with one part
of it may send out reverberations that are no less damaging for being unseen. The
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damage to third parties need not be only economic. The latter may have negative
consequences for health and family relations. o )

Have any small businesses been hurt by the competition from proprietary fronts
run by police? To appear legitimate, such fronts may actually become competitors
during the investigation. Government agents with their skills and no need to make
a profit, would seem to have an obvious competitive edge over many small business-
men. Their exemption from many of the laws regulating government financial
transactions can be conducive to questionable practices. i '

The most private and delicate of human emotions and relationships may be
violated under the mantle of government deceit. Thus as part of an attempt to
infiltrate the Weather underground a Federal agent developed an ongoing relation-
ship with a woman. She became pregnant. After considerable 1nd,ec1smn and at the
urging of the agent she decided to have an abortion. The agent’s work then took
him elsewhere and he ended the relationship, with the woman apparently never
knowing his secret identity and true motives. One can imagine the publicity and
law suits if she had kept the child and the circumstances of the paternity became
known, or if she had died in childbirth, or become mentally unstabl.e. .

Indirect damage to third parties may be seen in the increase in non-uniformed
police impersonators which appears to be accompanying the spread of undercover
police work. Impersonators are offered role models and their initial tales are made
more credible by the public’s knowledge that undercover work is common. Accord-
ing to one estimate several years ago, more than a quarter of the complaints filed
against the New York City involve impersonators. Classic con games, such as that
where the “mark” is persuaded to draw money from the bank in order to secretly
test the honesty of bank employees, may be made more believable by the actual
spread of various kinds of government secret integrity tests. Official statistics prob-
ably greatly underestimate the extensiveness of this, since those preyed upon are
often prostitutes, homosexuals and persons seeking to buy or sell narcotics, who are
less likely to report their victimization. _

An additional problem area lies in the lack of knowledge about the intended
effects and financial costs of such operations.—The case for the newer- (and some of
the older) forms rests on a number of inadequately tested assumptions. The public
relations efforts of advocates of these tactics and media infatuation with them
glosses over this. They are heralded as tactics that finally work in the war against
crime, and as the only way to deal with conspirators. The dramatic impact of
suddenly making a large number of arrests and recovering substantial amounts of
property is stressed. But far less attention is given to questions such as: What
happens to crime rates during and after the operation? Who is being arrested? How
does the number of arrests made, or property recovered compare to that which
would be expected over a comparable period of time using conventional methods?
What is the cost per arrest or value of property recovered as compared to conven-
tional methods? Any assessment of costs must include undercover effor*s that had
to be closed down because of leaks. Their high vulnerability to discovery ‘. an added
cost. What side effects might the tactics have?

Assessment of the consequences requires that stings and anti-crime decoys direct-
ed against a general “market” of suspects be separated from undercover work used
against subject whose identity is known in advance, as with the infiltration of
particular organizations, police posing as hit men, or the offering of opportunity for
corruption. The latter are judged by their success in the individual case in question.
Was a serious crime prevented? Were convictions obtained that would not have
been otherwise possible, or less expensively than with the use of conventional
methods? The former cases have general deterrence as a goal. The offences here
involve a victim who can report the incident, rather than being reported only as a
result of arrest actions, as is the case with consensual crimes. Analyzing their
consequences is easier. The available research has dealt with anti-crime decoys and
fencing stings. Even in these cases the evidence is quite limited and not very
reassuring.

An analysis of New York City’s much heraled Street Crime Unit (which special-
izes in decoy operations) while laudatory of the group’s arrest and conviction record
did not find that the unit was “* * * decreasing either robberies or grand larcenies
from a person” (Abt Associates, 1974 New York City Anti-Crime Patrol Exemplary
Project, Washington, D.C., National Institute of Law Enforcement and Criminal
Justice). Nor did a sophisticated analysis of Birmingham’s experiment with an anti-
robbery unit, which relied heavily on decoys, find any impact on rates of larceny or
robbery (M. Wycoff, C. Brown, and R. Petersen, 1980, Birmingham Anti-Robbery
Unit Evaluation Report, Washington, D.C., Police Foundation).

A 1979 in-house Justice Department Study entitled “What Happened” makes
rather grandiose claims for the success of 62 anti-fencing sting operations carried
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out since 1974, But a careful re-analysis of these data by fencing expert Carl
Klockars (1980, “Jonathan Wild and the Modern Sting” in C. Tapel, History and
Crime: Implications for Contemporary Criminal Justice, Sage Publications, Beverly
Hills, Cal), casts serious doubt on the quality of these data and their interpretation.
Klockars concludes that there is no sound statistical evidence to suggest that the
sting operations produced a decline in the rate of property crime. An analysis of the
use of Federal funds for anti-fencing projects in San Diego over a five year period
concluded that neither the market for stolen property, nor the incidence of property
crimes had been reduced (S. Pennell, Sept. 1979, “Fencing Activity and Police
Strategy,” The Police Chief). Mary Walsh in Strategies for Combatting the Criminal
Receiver of Stolen Goods (1976, Washington, D.C., Law Enforcement Assistance
Administration) notes that police engaged in anti-fencing operations were positively
effected by the experience, but had “* * * serious questions as to what had really
been accomplished.” If the evidence is thus far lacking that such tactics reduce
crime on an aggregate basis, is it possible that under some conditions they may
actually increase it, or through other unintended effects make law enforcement
more difficult?

Among ways that undercover tactics may amplify crime are: Generation of a
market for the purchase or sale of illegal goods and services and the indirect
generation of capital for other illegal activities (at least as long as the undercover
operation is in progress); generation of the idea for a crime; generation of a motive;
provision of a scarce skill or resource without which the crime could not be carried
out or provision of a seductive temptation to a person who would be unlikely to
encounter it were it not for police actions; coercion, intimidation, or persuasion of a
person otherwise not predisposed to commit the offense; generation of a covert
opportunity structure for illegal actions on the part of the undercover agent or
informant; some of these may be necessary to gain credibility in the role, while
others will represent exploitation of the role (corruption, bribes, blackmail, frames,
fraud, or the very crimes the action is directed against); stimulation of a variety of
crimes on the part of those not targets of the undercover operation (impersonation
of a police officer, vigilante-like assaults, or crimes committeed against undercover
officers by people who do not realize they are dealing with police; and retaliatory
violence against informers.

Highly complex questions involving difficult measurement issues are involved
here. Research will always be relatively weaker in this area. However there is a
need to ask hard questions about these operations. If claims about the effectiveness
and benefits of these are to be accepted, the Justice Department must go much
farther in permitting research by disinterested outside evaluators. Such research
should be concurrent with the investigation, and not restricted to evaluations done
six months after the close of the investigation.

A number of problems with undercover tactics have been considered. As the
longer paper I brought indicates,! it is relatively easy to document examples. Given
effective use of the media by law enforcement in recent undercover operations and
the secrecy that surrounds such operations (with its conduciveness to not seeing; or
covering up mistakes, abuses, and costs) public perceptions are probably skewed
Eoward over-estimating advantages and under-estimating the disadvantages of the
actic.

Because of a lack of research we can not say much about how frequently or when
the problems with undercover work occur. Nor can we adequately answer major
questions such as:

(1) Under what conditions are the gains worth the costs?

(2) Can the gains be obtained in less costly alternative ways?

{(3) What additional policies, guidelines, oversight practices, procedures, and train-
ing are needed to minimize problems, for those cases of last resort where the tactic
may be deemed appropriate?

" There are many types of undercover activity and these vary greatly in their
potential for problems. As an aid to thinking about this, and relating policies to
specific forms, the following section describes some of the more salient types of
undercover operation and activity.

B. TYPES OF UNDERCOVER ACTIVITY AND THE RECENT GUIDELINES

The politically and emotionally charged climate around undercover police work
can lead to extreme positions. Some critics claim that such tactics violate basic
rights and ought to be banned outright, while supporters uncritically advocate any
use of them in the struggle against crime. Taking an informed position requires
making distinctions between types of undercover operations.

1G. T. Marx, “The New Police Undercover Work” Urban Life, vol. 8, January 1980: 399-446.




42

Table I lists dimensions by which they can be contrasted. Certain combinations
are much more fraught with difficulty than others. In general the more the factors
on the right side of the table are present the more problematic the use of the tactic.
These dimensions do not occur together randomly, but tend to cluster. Recent
undercover activities tend to be set apart from earlier efforts, (aside from their scale
and complexity) by a shift to factors on the right side. For example the classic tactic
of infiltration tends to involve police selection of targets, initiation in response to
complaints and criminal intelligence in the natural environment, informers, and an
active conspirational role. Abscam in contrast involved police initiative, in some
cases what seemed to be random integrity testing in an artificial environment, and
the use of informers and unwitting informers, (while sharing with infiltration police
selection of suspects and an active conspirational role.

TaBLE L.—Dimensions for contrasting undercover operations

Source for initiating the investigation: In response to citizen Police initiative.
complaints or crime pattern.

Criteria for selecting targets: Targets or locations chosen on Random integrity
the basis of intelligence. testing.

Responsibility for initiating the crime: Self-selection by sus- Police selection.
pects offered an opportunity.

Degree of activity in undercover role: Passive. ... i, Active.

Nature of the role: VictiM.......cceivnininininneninccnieeneeeeneneenen Co-conspirator.

Type of setting: Natural environment..........ceevnricennineinninnnonin, Artificial
environment.

Who plays the undercover role: Police (informers) .......ccoovciievercnnen. Unwitting
informers.

Turning to the dimensions, on what basis do officials decide to initiate an under-
cover investigation? One of the liberty enhancing aspects of the Anglo-American
legal system 1s its historic tendency for police to be mobilized in response to citizen
complaints, rather than on their own initiative. This is a function of the historical
distrust of government and concern over abuses on the Continent. It has probably
meant lesser use of secret police practices than is the case in Europe. But even
where present in the United States, traditional police undercover activities have
tended to be mobilized in response to citizen complaints and information from
informants. Anti-crime decoy units are deployed in response to recent crime pat-
terns. When police pose as hit men or arsonists this is in response to an informant’s
tip about planned crimes. In many cities vice enforcement 1s carried out primarily
in response to complaints of merchants, wives whose husbands have lost money
gambling, parents concerned about temptations for minors, or where other crimes
are present. While this “reactive” police behavior can be exploited and has other
costs such as waiting until a crime occurs before taking action, it introduces a
degree of citizen control and can direct the wide police discretion. In contrast are
investigations undertaken entirely at police initiative in the absence of grounds for
suspecting that crime is occurring. The rationale for this may be to establish an
impressive arrest record, to gather intelligence, to damage a person’s reputation, to
harass those suspected of other crimes for which evidence to establish guilt is
lacking, to gain coercive leverage over the target, and to test levels of integrity.

After a decision to initiate an undercover investigation has been made, what
criteria are used in deciding whom to direct it against? At one extreme, and most
troubling, we have what amounts to random integrity tests, “trolling”, or “fishing”
for would-be offenders, in the absence of any information about the suspect’s past
criminal behavior or inclinations. For example “lost” wallets are left in various
places where police will find them, the goal being to see if they will be turned in
intact; undercover police pose as thieves and go to bars and appliance stores offering
bargains on “stolen” television sets and stereos, middlemen hoping to earn huge
commissions cast a wide net in bringing in elected officials as targets for bribes. At
the other extreme are targets (or locations) chosen on the basis of criminal intelli-
gence. Here authorities have information about a person’s previous or current
criminal activities, or know that a given area is the scene of criminal activities. The
intelligence directs and limits the investigation. The goal is gathering evidence and
apprehension of a person thought to be criminally predisposed, rather than seeing
at what point people will break the law if given a contrived chance.

Many of the legal questions turn on the nature of the role played by the under-
cover person. Was it passive or active? If the latter, just how active was it? What
was supplied by the agent—the idea and plans for the crime, incentives, tempta-
tions, and persuasion? Were skills and resources offered without which it could not
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be carried out? Degree of activity varies from disguised surveillance to intensive and
directed interaction with the target in a criminal conspiracy. Where the goal is not
crime prevention or counter-intelligence actions, the more passive the law enforce-
ment role the fewer the problems.

An important aspect of the undercover role is whether it involves playing the
potential victim or posing as a co-conspirator. Examples of the former include the
decoy who invites attack by posing as a drunk with an exposed wallet or the FBI
agent who pretended to start a garbage collection business in the hope of becoming
the target of an extortion racket. In such cases, assuming the temptation offered by
the decoy victim is consistent with what might be expected in the natural environ-
ment, the use of the tactic is less problematic. The illegal initiative comes from the
suspect who is self-selecting and the undercover agent plays a passive role with
respect to any illegality. Thus is in contrast to playing the role of the willing
partner who conspires with the subject of the investigation to break the law.
Examples of this include the undercover agent posing as a fence, armed robber,
pornographic book seller, briber, hit man, or supplier or client for vice. Here police
are likely to choose the target and play an active role.

Some undercover opportunities are structured so that there is good reason to
believe that those who criminally exploit them were predisposed to do so. Undercov-
er situations that involve self-selection on the part of rule breakers are clearly
preferable to those where authorities select who is to be tempted and take aggres-
sive actions to be sure the opportunity is taken.

Undercover situations where agents are victims are likely to be characterized by
self-selection. For example many people will walk by the drunken decoy with an
exposed wallet, some will even try and help him, the person who does take the
money and run has shown a degree of autonomy in these actions. Similarly in the
case of police-run fencing fronts in fixed locations, those with stolen goods choose to
come to the fence (although an exception are those drawn in as a result of the
roping actions needed to spread the word that the fence is in business). In these
cases agents cast the bread of opportunity upon the water, or better the streets, and
wait to see who takes it.

With respect to the nature of the undercover creation the more it is a part of the
natural world the less problematic it is. Put another way, the less the deception the
better. This has both practical and legal advantages. Thus infiltration into an
ongoing criminal enterprise, appearing to go along with a bribe offer, or turning a
genuine fencing operation into a police front seem more appropriate than highly
imaginative creations which may have few counterpoints in reality or lead to new
victimization.

This contrasts with many drug, prostitution, and homosexuality cases, and the
recent bribery cases where the agent selects a particular person to approach.

Of course it could be argued that even in such cases that there is a degree of self-
selection since the person could always say “no” (as half of the Congressmen who
were approached in Abscam did). Yet the self-selection in the cases first discussed
has a more assertive quality in the face of an available, but relatively passive
opportunity.

In the first section the problematic aspects of undercover work as they may
involve police, informers, and unwitting informers were considered. Here we can
simply note that as we move from the use of sworn agents, to cooperating informers
to those who do not even know they are part of an undercover operation, control
and accountability become ever more difficult.

THE GUIDELINES

Public guidelines for sensitive law enforcement activities, such as those issued by
the Justice Department on informers, search warrants, racketeering enterprises,
and most recently on undercover operations, are in principle an admirable policy
device. As voluntary restraints on the use of police power they can help protect
privacy and liberty. They can increase accountability by offering outsiders criteria
by which to judge government performance, can create a moral climate within an
agency, and can help limit the wide discretion in the law enforcement role. They
can be a useful tool along with Judicial review, Congressional oversight, internal
supervision training and evaluation.

Yet the impact of guidelines in practice depends on their implementation and on
their substance. The general issue around implementation is whether the guidelines
will be applied in a serious and rigorous way, or, as if often the case in bureaucratic
organizations, will come to be applied largely ritualistically with acquiescence to
whatever is asked for, within broad extremes.

A more specific issue involves the question of how apparent abuses, as in many of
the Abscam cases, came to happen. The recent guidelines are said to make formal



44

existing procedures. If this is the case it appears that a number of guidelines were
violated involving informers; the need to make clear the corrupt nature of the
activity; reasonable indication that the subject is engaging, has engaged, or is likely
to engage in illegal activity of the type in question; and entrapment.

To the extent that this is correct, how did it happen? Is it the FBI's newness to
complex undercover operations, relative to the Drug Enforcement Administration or
the Alcohol, Tobacco and Firearms Bureau? Were the guidelines not fully under-
stood or known? Is there a weakness in supervision? Did the closeness of the Justice
Department to the FBI, relative to other law enforcement agencies, lead to a less
critical look at what was going on? Is it a case of the possibility of catching really
big fish overwhelming the guidelines, as the costly investigation developed its own
momentum? Is it a case where, because of the secrecy and temptations, even with
good faith, guidelines can not be carried out very well? Or one might conclude that
Abscam was carried out consistent with the guidelines, as the testimony last March
suggested. Yet this conclusion is even more troubling. If it is correct, then the
substance of the guidelines is woefully inadequate. Let me consider the substance.

With respect to substance of the guidelines there are two areas of concern. The
first concerns what they do say and the second what they fail to say, or do not say
clearly enough. I approach this topic with humility. It is difficult for an outsider to
comment on these matters. There is the danger of Monday morning quarter-backing
from the safety of the university or press room, far removed from responsibility or
first hand experience. However outsiders are in a good position to raise more
fundamental questions about goals, purposes, and broad trends. L .

The guidelines can be seen as a compromise between the needs of citizens in a
democratic society and the needs of law enforcement, yet there is a decided tilt
toward the latter, The critic may see them as a way of gaining legitimacy for the
most egregious of practices, at a minor cost of listing possible dangers and restrict-
ing the discretion of local agents initiating and carrying out certain forms of
undercover activity. However these can always be carried out if approval is ob-
tained. This is a little like saying to a child that because poison can kill you, it
should only be used when necessary and if your parents approve your using it.

For example it is all to the good that local agents can not initiate undercover
operations (p. 3, B) under “sensitive circumstances” (e.g. making untrue representa-
tions concerning innocent persons; engaging in most felonies; attending in an under-
cover capacity a meeting between a subject of investigation and his or her lawyer;
posing as an attorney, physician, clergyman, or journalist when there is a signifi-
cant risk that another person will be drawn into a professional or confidential
relationship with the undercover person as a result; and when there is a significant
risk of violence or physical injury or a significant risk of financial loss to an
innocent individual. o

But when will higher authorities use their power to authorize such activities?
Apparently they can be approved when there is a “need” for them. Thus on p. 6 the
guidelines state that undercover operations are “* * * to be conducted with mini-
mal intrusion consistent with the need to collect the evidence or information in a
timely and effective manner.” (italics added) Crimes by agents can be approved when
there is a need “to obtain information or evidence necessary” for prosecution and
“to establish and maintain credibility or cover with persons associated with the
criminal activity under investigation”.

If police are to be given the power to engage in felonies, make untrue representa-
tions about third parties, violate professional confidentiality and privilege, and take
actions where there is a significant risk of damage to innocent third parties, we
need to know more specifically under what conditions this will be done. Justifica-
tions via the need for information and evidence, or to establish and maintain a
cover, are insufficient because they are so general. To be sure, there is need for
some flexibility and openness in any guidelines. Reality’s richness can never be fully
anticipated by a listing of formal rules. Fast breaking developments, extenuating
circumstances and emergencies require that those in formal organizations have
room to maneuver. Yet I think the guidelines offer too much latitude for approval
as currently written. Should any tactics be categorically prohibited, regardless of
the circumstance? The exceptional conditions which may require using such tactics
should be enumerated.

Other areas in need of work or clarification are:

(1) The conditions governing the use of unwitting informers, middlemen or bro-
kers who do not know they are part of a law enforcement operation. If their
accountability and respect for legal requirements can not be increased by “turning
them”, should their use be prohibited?

(2) A clearer statement of the temporal dimensions of the activity is needed. Is
there any limit to how many times a given target can be approached? If a person
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refuses the illegal opportunity should they be tempted again and again? Where the
target is a diffuse group, as with thieves how long should a fencing front continue to
operate? Where the activity involves progressively greater rule violations, at what
point should police intervene. There is something of a conflict here between the law
enforcement goal of prevention and apprehension. There is no easy answer to such
questions. They illustrate how complex the causes of crime can be. They demon-
strate the inter-dependence between police and violators in the production of certain
types of crime.

(3) On p. 14 the guidelines state that entrapment “‘should be scrupulously avoid-
ed” and then give a definition which does not reflect the varying judicial perspec-
tives on this. This should be broadened to indicate that due process may be denied
(even with predisposition and guilt) when the behavior of the government is suffi-
ciently outrageous. As Justice Frandfurter argued in a 1954 dissent in Irvine v.
Calif., “‘observation of due process has to do not with questions of guilt or innocence,
but the mode by which guilt is ascertained.”

(4) The degree of certainty required to determine that a person is predisposed to
the illegality in question and the methods of validating this. Extreme care should be
taken to insure that the unscrupulous have nct g2nerated a pretext to make it
appear that the conditions for authorizing undercover operations and opportunities
exist, when in fact they do not. In some places the concept of “dropping a dime" on
someone (pkoning in an anonymous complaint) can be a means of making what is
essentially a pro-active police response appear to be reactive.

(5) Once general approval has been granted, under what conditions must changes
in the original plan, or the use of the tactic against new subjects be approved?
Unless supervision is close and continuous it is easy to imagine how obtaining
general approval for an operation might serve to legitimate subsequent incremental
changes which violate the spirit or the letter of the guidelines.

(6) A clearer statement of the kinds of damage to third parties that may occur
and of the government’s procedures, if any, for redressing these.

(7) A statement about records access and retention. What happens to the video-
types and bugs of opportunities for illegal activity created by government agents
when no wrong doing is discovered or no charges brought. Are these destroyed?
Who has access to them?

(8) The composition of the Undercover Operations Review Committee, How large
is it, what specific type of persons will be on it, how long will they serve?

(9) How broadly do the guidelines apply? Will the FBI refuse to participate in any
joint undercover operations where the behavior of state, local, or private police is
not consistent with the guidelines? Should there be broad standards across Federal
agencies or whenever Federal funds are used by state and local agencies?

(10) A new phenomenon has been private financing of public police ventures., At
the local level this has involved factories paying much of the cost of having under-
cover police pose as workers in an effort to break up suspected drug activity. Some
police fencing fronts have been paid for by private sources including insurance
companies, businesses, and chambers of commerce. At the Federal level an FBI
investigation into the selling of pirated records and tapes received a substantial
contribution from the record industry. Thore is a need for public information on
how widespread this practice is. While private cooperation and support may be
welcomed in financially restrictive time, other issues are raised. Just what is being
bought with the private sector’s contribution? Will the highest bidders be able to
garner a disproportionate share of public supported law enforcement because of the
contribution they can offer?

If the money comes with no strings attached and is for an investigation consistent
with an agency’s priorities and one that it would have been likely to carry out
anyway, there can be little problem. However to the extent that law enforcement
priorities, discretion, tactics, confidential information, or prosecutorial actions are
affected, then the tactic must be closely looked at. What limits should be placed on
what may appear to be the private sector’s ability to hire public agencies to pursue
its own interests, even though the public interest may also be served? If private
financing is to continue, then there is a need for guidelines in this area.

{11) Because the use of undercover tactics has expanded so rapidly, and because of
their problematic aspects relative to more conventional tactics, shouldn’t there be a
periodic review, not only of the effectiveness of these particular guidelines, but of
the undercover tactic as a whole?

C. BROAD CHANGES IN SOCIAL CONTROL

Whatever their legal and ethical implications, or short term effects, actions such
as Abscam and police-run fencing operations may be portends of a subtle and
perhaps irreversible change in how social control in our society is carried out. It was
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roughly a half a century ago that Secretary of War Henry Stimpson indignantly
observed (in response to proposed changes in national security practices) “gentlemen
do not read each other's mail.” His observation seems touchingly quaint in light of
the invasions of privacy and routinization of surveilance that subsequent decades
have witnessed. How far we have come in such a short time. .

Fifty years from now will observers find our wondering about the propriety of
police agents trying to bribe Congressmen, distributing pornographic film, and
running fencing operations equally quaint? FBI expenditures for undercover work
have more than quadrupled in the last three years, going from one million to a
requested 4.8 million dollars for 1981, In recent years millions of dollars of new
federal aid has gone to local police for undercover activities. )

Broad changes in the nature of American social control appear to be taking place.
We are experiencing a general shift away from some of the ideas central to the
Anglo-American police tradition. The modern English police system which Robert
Peel established in 1829 was to prevent crime by a uniformed visible 24-hour
presence. As societal conditions have changed and as the deterrent effect of this
visible and predictable police presence has been questioned, an alternative concep-
tion has gradually emerged. _

Rather than only trying to decrease the opportunity structures for crime through
a uniformed police presence or more recent “target hardening” approaches involv-
ing more secure physical structures and education for crime prevention, authorities
now seek to selectively increase the opportunity structures for crime (“target weak-
ening”), operating under controlled conditions with non-uniformed police. Anticipa-
tory police strategies have become more prominent.

In this respect police may be paralleling the modern corporation which seeks not
only to anticipate demand through market research, but to develop and manage
that demand through advertising, solicitation, and more covert types of interven-
tion. Secretly gathering information and facilitating crime under controlled condi-
tions offers a degree of control over the “demand” for police services hardly possible
with traditional reactive practices.

Whenever a market is created rather than being a response to citizen demand,
there are particular dangers of exploitation and misuse. This is as true for consum-
er goods as for criminal justice processing. In legal systems where authorities
respond to citizen complaints, rather than independently generating cases, liberty is
likely more secure. There is a danger that once undercover resources are provided,
and skills are developed, that the tactics will be used too indiscriminately. Given
pressures on police to produce, and the power of such tactics, it is an easy move
forward from targeted to indiscriminate use of integrity tests and from investigation
to instigation,

The bureaucratic imperative for intelligence can easily lead to the seductions of
counterintelligence. On this linkage former FBI executive William Sullivan observes
“as far as I'm concerned, we might as well not engage in intelligence unless we also
enga%e iI’l, counterintelligence. One is the right arm, the other the left. They work
together.

gI‘he allure and the power of undercover tactics may make them irresistible. Just
as any society that has discovered alcohol has seen its use rapidly spread, once
undercover tactics become legitimate and resources are available for them, their use
is likely to spread to new areas and illegitimate uses. To some observers the use of
questionable or bad undercover means is nevertheless justified because it is used for
good ends. Who after all cannot be indignant over violations of the public trust on
the part of those sworn to uphold it, or the hidden taxes we all pay because of
organized crime? One of the problems with such arguments is of course that there is
no guarantee that bad means will be restricted to good ends.

One important party to the elaboration and diffusion of undercover tactics is
likely to be police trained in government programs who may face mandatory retire-
ment at age 55, if they are not attracted to the more lucrative private sector long
before that. Perhaps we will get to the point where some type of registration will be
needed for former Government agents trained and experienced in highly “sensitive”
operations who continue such work in the private sector. ‘

From current practices we may not be far from activities such us the following
Rather than infiltrating on-going criminal enterprises, or starting up their own
pretend ones, police agents (such as accounting specialists) might infiltrate legiti-
mate businesses to be sure they are obeying the law, or would obey it if given a
government engendered chance not to. In the private sector husbands or wives, or
those considering marriage might hire attractive members of the opposite sex to test
their partner’s fidelity. Businesses might create false fronts using undercover agents
to involve their competitors in illegal actions {or which they would then be arrested.
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A rival's business could be sabotaged by infiltrating disruptive workers, or its public
image damaged, by taking false front actions in its name.

One rationale for such techniques is a hope that they will have a general deter-
rence. The goal here according to an experienced undercover worker is “to create in
the minds of potential offenders an apprehension that any ‘civilian’ could in fact be
a police officer.,”” While the costs and risks of the illegality may be increased, the
effect on those committed to taking serious criminal actions may simply be to make
them more clever, rather than to deter them. There is likely to be a diminishing
returns effect, particularly with more sophisticated criminals. The tactics do little to
attack the basic motivation of those involved in consensual crimes, where law-
breaking is a cooperative activity. Were this their only effect, it might be acceptable
as just another innovation in the never ending, and evolving, struggle between rule-
breakers and enforcers, But even if we grant that such tactics were effective as
deterrents, there are other issues to be considered.

Law enforcement is very different from other forms of governmer - service such as
education, since we self-consciously limit its effectiveness by balancing it with rights
and liberties, Simply put we want law enforcement to be optimally, rather than
maximally, effective and efficient. In this regard we can note how the spread of ever
more sophisticated ruses and elaborate surveillance damages trust in a society.
American society is fragmented enough without adding a new layer of suspicious-
ness and distrust. The greater the public's knowledge of such tactics the greater the
distrust of individuals for one another,

In recent decades undercover police activities such as COINTEL and the many
local varieties, clearly damaged the protected freedoms of political dissenters. But
now, through a spill-over effect, they may be inhibiting the speech of a much
broader segment of the society. The free and open speech protected by the Bill of
Rights may be chilled for everyone. After Abscam, for example, people in govern-
ment cannot help but wonder who it is they are dealing with. Communication may
become more guarded and the free and open dialogue traditionally seen as neces-
sary in high levels of government inhibited. Similar effects may occur in business
and private life.

A major demand in totalitarian countries that undergo liberalization is frequently
for the abolition of the secret police and secret police tactics. Fake documents, lies,
subterfuge, infiltration, secret and intrusive surveillance, and reality creation are
not generally associated with United States law enforcement. However we may be
taking small, but steady steps toward the paranoia and suspiciousness that charac-
terize many totalitarian countries. Even if these are unfounded, once they are set in
motion and become part of the culture, they are not easily undone.

Soothsayers of doom are likely to become increasingly apparent as we approach
1984. The cry of wolf is easy to utter and hence to dismiss. Liberty is complex and
multifaceted and in a context of democratic government there are forces and
counter-forces. Double-edged swords are ever-present. Tactics which threaten lib-
erties can also be used to protect them.

However, neither complexity, sophistry, nor the need for prudence in alarm-
sounding should blind us from seeing the implications of recent undercover work for
the redefinition and extension of government control. The issues raised by recent
police undercover actions go far beyond whether a given Congressman was predis-
posed to take a bribe or the development of effective guidelines.

Such police actions are part of a process of the rationalization of crime control
that began in the 19th century. Social control has gradually become more special-
ized and technical, and in some ways more penetrating and intrusive. The State’s
power to punish and to gather information has been extended deeper into the social
fabric, though not necessarily in a violent way. We are seeing a shift in social
control from direct coercion used after the fact, to anticipatory actions involving
deception, manipulation, and planning. New technocratic agents of social control
are replacing the rough and ready cowboys of an earlier era. They are a part of
what French historian Michael Foucault refers to as the modern state's ‘“‘subtle
calculated technology of subjection.”

Here undercover practices must take their place alongside of: New or improved
data gathering techniques such as lasers, parabolic mikes and other bugs, wire taps,
videotaping and still photography, remote camera systems, periscopic prisms, one
way mirrors, various infrared, sensor, and tracking devices, truth serum, poly-
graphs, voice print and stress analysis, pen registers, ultra violet radiation, dog
sniffing (dope dogs), and helicopter and satellite surveillance; new data processing
techniques based on silicone computer chips which make possible the inexpensive
storing, retrieval, and linkage of personal information that previously was not
collected, or if collected, not kept, or if kept, not capable of being inexpensively
brought together in seconds. To this must be added the increased prominence of
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computers (with their attendant records) in everyday affairs, whether involving
commerce, banking, telephone, medical, educational, employment, criminal justice,
pay television, or even library transactions, The amount and variety of retrievable
data available on individuals is continually increasing; the vast and continuing
expansion of the relatively uncontrolled privately security industry (according to
some estimates now three times the size of the public police force). This is staffed by
thousands of former military, national security and domestic police agents schooled
and experienced in the latest control techniques while working for government, but
now much less subject to its control; and evolving techniques or behavior modifica-
tion, manipulation and control including operant conditioning, pharmacology, genet-
ic engineering, psychosurgery, and subliminal communication.

Taken in isolation and with appropriate safe-guards each of these may have
appropriate uses and justifications. However, they become more problematic when
seen in consort and as part of an emerging trend. Observers will differ as to
whether they see in this an emerging totalitarian fortress, or benign tools for a
society ravaged by crime and disorder. But regardless of how it is seen, it is clear
that some of our traditional notions of social control are undergoing profound
change. There is a need for careful analysis and public discussion of the complex
issues involved. Because undercover practices can be so costly to other values, and
have such potential for abuse and unintended consequences, they ought to be used
only under the most limited and carefully specified and evaluated circumstances,
and as tactics of last, rather than first resort.

TESTIMONY OF GARY MARX, PROFESSOR OF SOCIOLOGY,
MASSACHUSETTS INSTITUTE OF TECHNOLOGY

Mr. MARrx. Thank you, Mr. Chairman. I am very pleased to be
here. I brought a lengthy statement which I will summarize.

In my statement I try and develop three broad areas. The first
has to do with the problems that are associated with undercover
police work. The second deals with the need to make some distinc-
tions among types of undercover work; and related to that, some
comments on the recent guidelines. The final section deals with
some broad changes in social control.

Let me say a bit about each of these areas. I am talking about
the problems, because I think it is important to be aware of the
problems of undercover work, as well as the advantages. In testi-
mony last March, you heard about a number of the positive aspects
of undercover work, and in my remarks I have chosen to emphasize
some of the negative.

In the case of problems, I have found it useful to approach this
by looking at four groups that are involved. The first are the
targets of the investigation, the second are informers, the third are
police, and the fourth are third parties who may be damaged by
these activities. I will say a bit about each of these.

In the case of the targets, they may be victims of trickery,
coercion, or unrealistic temptations. In the case of trickery, for
example, people may be led to believe that they are participating
in an activity which is socially legitimate. The illegal aspects may
be minimized. The illegal aspects may be hidden or disguised, so
they are not made aware of the fact that law violations are going
on. Or the weakened capacity of the target to judge right and
wrong may be drawn upon; for example, by getting someone drunk.

The issue of temptation is a fascinating one. The basic point is:
Are we dealing with people who are corrupt? Or are we asking the
question: Is someone corruptible? And here there is a parallel to
Job, I think, where God was seeking to test Job without any prior
evidence that Job had done anything wrong.

Another Biblical parallel the message gets shifted to lead us into
temptation, and deliver us to evil.
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There are other problems involving targets, such as the invasi
. . ,o Ons
ﬁg I%I;;';c;);l,t-damage to reputation, the potential for blackmail and
In the case of exploitation by informers, they are
weakest link, What we see here is somethiné rela};ively Icll:;r%i 1?5
enforcement, where informers are being delegated significant au-
thority. Infor.mers are put in a position to choose who it is that is
going to be investigated. This becomes doubly troublesome when
we deal with unwitting informers, with people who are not aware
of the fact that they are part of a law enforcement operation.
A thlyd problem area has to do with the great risks and the
temptations to the police who are involved. There is a line from a
gk())ve}; fr(;lrnt Kurt Vonnegut, where he says: we have to be careful
pr%;%l ngvt oabe‘fve pretend to be, because we may become what we
When police are in undercover roles for long peri 1
re;n_qovec%hfrom their normal occupational situatio%w. gndog'ilgfsalﬁéi
;),i)?i(c):g,behz%i gr;.ay come to question the traditional restraints on

In the case of damage to third parties, the issues are
bling. There are ripple effects. Where there is any secretvgiycgg?t
2;:11:;&1:1, it is hard to know where it will eventually go or who it will

_There was a case in Lakewood, Colo., that received so
tion recently, where two young men learned of a policrenefe?ctiel?g
front, They stole several cars and sold these to the front. They also
at this time dlsplgyed a weapsn thai thej had previously stolen
They then went, I think the following day, and stole another car.
killing its owner. They again sold the car. They then committed
another murder while stealing a car and again sold it to pdlice

Another problem involves the issue of the fence providing a
market. People who tend to steal in neighborhoods near where
their 'fences. are. And to the extend that you have marginally
effective thieves, the offer of a government-provided facility to
purchase goods, may stimulate these people in their crimes.

Another area where there are major problems, has to do with
our lack of knowledgg in cost-benefit terms about the intended
effects of these operations. Here I'm not talking about things like
ABSCAM., but rather activities such as police fencing fronts or the
;d;eac:ge?ctlwtles that are directed at a broader kind of audience or

All sorts of grandiose claims have been made about 7 fi
we have something in law enforcement that works. I ha\}rleozye\%lel%l;(}i’
the evidence and it is rather meager. One can certainly not con-
clude that there is an abundance of evidence that these activities
decrease crime. _In fact, under some conditions, one could even
argue the opposite, that they may stimulate or amplify crime.

I will mention some of the ways that this can happen. They can
generate a market for the purchase or sale of illegal goods and
services. While the undercover activity is going on they may gener-
ateT ﬁifétal the;;t can be utsed fofr %ther illegal activities.

> may be generation of the idea for a crime.
generation of a motive. There may he a provision eofgh:ggrgéagkli)ﬁ
or resource without which the crizue could not be carried out.
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There may be coercion, intimidation or persuasion of a person not
otherwise predisposed to create a crime. _

Covert opportunity structure for illegal actions can be created.
Some of these may be necessary to gain credibility in the role,
while others will represent exploitation of the role. Corruption,
bribes, blackmail, frames, fraud or the very crimes the action is
directed against may C . . .

Finally, there is the possibility of stimulating a variety of crimes
on the part of people who are not a target of the undercover
investigation; for example, impersonating a police officer or vigilan-
te-like assaults by people who don’t know the undercover person is
a police officer. There is also the issue of retaliatory violence
against informers.

Questions regarding effectiveness are very complex. And unfortu-
nately, there’s not been adequate cooperation from the Justice
Department in its sponsorship of research. Beyond a lack of fund-
ing, there are some restrictions that severely limit research, such
as requiring that it be donre¢ 6 months after an operation is closed
down. o .

The problems mention¢:t to not occur randomly. They tend to be
associated with particular types of undercover operation. One of
the problems with this whole area is that people take a polemical
response. They either say: This undercover stuff is teriffic; or they
say: It’s terrible and we should ban it. Clearly, there is a need for a
middle ground. To move toward that middle ground, it is important
to make some distinctions. .

In my testimony on page 31, there is a table which contrasts
different types of undercover activity. To the extent that those
things on the right side of the table are present, I think the tactic
becomes more and more troubling. .

The most troublesome situations are those undertaken at police
initiative that involve random integrity testing; those that involve
police playing or taking an active role where they initiate the
crime as coconspirators, rather than appearing as victims; and
those involving an artificial environment and the use of unwitting
informers. . .

Let me turn to the guidelines. Public guidelines for sensitive law
enforcement activities, such as those issued by the Justice Depart-
ment, are important for a number of reasons. Yet the impact of
guidelines depends very much on how they are implemented, and
on their substance. o '

The general issue around implementation is whether the guide-
lines will be applied in a rigorous and serious way, or as if often
the case in bureaucratic organizations, will come to be applied
largely ritualistically, with acquiescence to whatever is asked for,
within broad extremes. _

A more specific issue involves the question of how apparent
abuses, as in many of the Abscam cases, came to happen. The
recent guidelines are said to make formal existing procedures. We
were told in the hearings last March that Abscam was carefully
supervised, that it was conducted in a way that was consistent with
Bureau policy. If that is the case, it would appear to me that a
number of the guidelines were violated; those involving 1nforme¥s,
those involving a need to make clear the corrupt nature of the
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activity, reasonable indication that the subject is engaging or has
engaged in illegal activity of the type in question, and so on.

Now, to the extent that this is correct, one can ask: How did it
happen? Is it that the FBI is relatively new to complex undercover
operations, relative to the Drug Enforcement Administration or the
Alcohol, Tobacco and Firearms Burezu? Were the guidelines not
fully understood or known? Was there a weakness in supervision?
Did the closeness of the Justice Department to the FBI, relative to
other law enforcement agencies, lead to a less critical look at what
was going on? Is it a case of the possibility of catching really big
fish overwhelming the guidelines, as the costly investigation devel-
oped its own momentum? Is it a case where, because of the secrecy
and temptations, even with good faith, guidelines could not be
carried out very well?

Or one might conclude that Abscam was carried out consistent
with the guidelines, as the testimony last March suggested. Yet
this conclusion is even more troubling. If it is correct, then the
substance of the guidelines is woefully inadequate.

One always needs a balance in a democratic society and the
needs of law enforcement and liberty. Yet there is a decided tilt
toward the latter here. The critic may see the guidelines as a way
of gaining legitimacy for the most egregious of practicies, at a
minor cost of listing possible dangers and restricting the discretion
of local agents initiating and carrying out certain forms of under-
cover activity. However, these can always be carried out if approv-
al is obtained.

This is a little like saying to a child that because poison can kill
you, it should only be used when necessary, and if your parents
approve your using it. Police are given the power to engage in
felonies, to make untrue representations about third parties, to
violate professional standards of confidentiality and privilege, to
take actions where there is a significant risk of damage to innocent
third parties. We need to know more specifically about under what
conditions can this happen?

In terms of specific comments on the guidelines, there are areas
where they should be strengthened and where additional informa-
tion is needed. The most serious lack is the failure to specify the
conditions governing the use of unwitting informers, middlemen
and brokers who don’t know they are part of a law enforcement
operation.

Now, in many investigations, the accountability of such people is
increased by “turning them.” Their cooperation is gained by hold-
ing off on prosecution or sentencing. When that isn’t done, I think
their use is very problematic.

The Government may have incentive for using them because if
an informer entraps someone in a case, that is grounds for dismiss-
al. But if an unwitting informer entraps someone, then the govern-
ment is in business. So, I think much more attention has to be
given to the limits on the use of unwitting informers.

The second area has to do with the temporal dimensions of the
activity. Is there any limit to how many times a given target can
be approached or tempted? What if a person refuses the illegal
opportunity the first time, or a second time? Should they be tempt-
ed again and again and again? What about situations where the
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target is a diffuse group, as with thieves? How long should a false
fencing operation continue to operate? Where the activity involves
progressively greater rule violations, at what point should police
intervene?

One strategy is to get the largest fish. This can operate to keep
the undercover operation going as long as possible, even though
damage at a lower level may, in fact, be done. There is an interest-
ing conflict between the police goal of prevention, and apprehen-
sion. This points out the need for more research and thought.

The guidelines state that entrapment should be scrupuously
avoided. Then, they give a definition of what entrapment is, which
doesn’t reflect the varying judicial perspectives on this. I think it
should be broadened to indicate that due process may be denied,
even if there is predisposition and guilt, when the behavior of the
Government is sufficiently outrageous.

Another area in need of work has to do with the degree of
certainty that is required to determine that a person is predisposed
to the illegality in question and the means of validating this.
Extreme care has to be taken to insure that the unscrupulous have
not generated a pretext to make it appear that the conditions for
authorizing undercover operations and opportunities exist, when in
fact, they do not.

In some places, the concept of “dropping a dime” on someone can
make a reactive police response appear to be proactive response.

I think a clear statement is needed of the kinds of damage to
third parties that may occur, and of the government’s procedures,
if any, for redressing those.

Something is needed about records access and retention. What
happens to the videotapes and bugs of opportunities for illegal
activity created by government agents when no wrongdoing is dis-
covered or no charges brought? Are these destroyed? Who has
access to them?

I think the composition of the Undercover Operations Review
Committee needs to be more clearly spelled out. How large is it?
What specific types of people will serve on this committee? For
how long? How broadly do the guidelines apply? Will the FBI
refuse to participate in any joint undercover operations where the
behavior of State, local or private police is not consistent with the
guidelines?

There is a new phenomenon which some Federal law enforce-
ment agencies prohibit. This involves the private financing of
public police ventures. At the local level, this has involved factories
paying much of the cost of having undercover police pose as work-
ers in an effort to break up suspected drug activity. Some police
fencing funds have been paid for by private sources, including
insurance companies, businesses, and chambers of commerce. At
the Federal level, an FBI investigation into the selling of pirated
records and tapes received a substantial contribution from the
record industry.

There is a need for public information on how widespread this
practice is. One could, of course, welcome private cooperation. Yet
if support may be welcomed in financially trouble times, other
issues are raised. Just what is being bought with the private sec-
tor’s contribution? Will the highest bidders be able to garner a
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disproportionate share of public supported law enforcement be-
cause of the contribution they can offer?

If the money comes with no strings attached and is for an inves-
tigation consistent with an agency’s priorities and one that it
would have been likely to carry out anyway, there can be little
problem. But to the extent that law enforcement priorities, discre-
tion, tactics, confidential information or prosecutorial actions are
affected, then the tactic must be closely looked at.

Because the use of undercover tactics has expanded so rapidly
and because of their problematic aspects relative to more conven-
tional tactics, shouldn’t there be a periodic review, not only of the
effectiveness of these particular guidelines, but of the undercover
tactics as a whole?

In summary, let me say a bit about some broader implications of
undercover work. I think that whatever their legal and ethical
implications, whatever their short-term effects, things like Abscam
and police-run fencing operations may be portends of a subtle and
perhaps irreversible change in how social control in our society is
carried out.

It was roughly a half a century ago that Secretary of War, Henry
Stimpson, indignantly observed in response to proposed changes in
national security practices, “Gentlemen do not read each other’s
mail.”

In light of the invasions of privacy, we've come a long way in a
short time. fifty years from now will observers find our wondering
about the propriety of police agents trying to bribe congressmen,
distributing pornographic film, and running fencing operations
equally quaint?

FBI expenditures for undercover work have more than quadru-
pled in the last 8 years, going from $1 million to a requested $4.8
million for 1981. In recent years, millions of dollars of new Federal
aid has gone to local police for undercover activities.

This represents a broad change in the nature of American social
control. We are seeing a shift from some of the ideas that were
central to the Anglo-American police tradition.

There are parallels to the modern corporation, which seeks not
only to anticipate demand through market research, but to develop
and manage that demand through advertising, solicitation, and
more covert types of intervention. Secretly gathering information
and facilitating crime, under controlled conditions, offers a degree
of control over the demand for police services, hardly possible with
traditional reactive practices.

Whenever a market is created, rather than being a response to
citizen demands, there are particular dangers of exploitation and
misuse. The alure and the power of undercover tactics may make
them irresistible. Just as any society that has discovered alcohol
has seen its use rapidly spread, once undercover tactics become
legitimate and resources are available for them, their use is likely
to spread to new areas and illegitimate uses.

One justification for such means is that they are used to obtain
good ends. This is the classic means—end problem. The danger, of
course, is there’s no guarantee that the bad means won’t be used
for bad ends.
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From current practices, we may not be far from activities such as
the following: Rather than infiltrating ongoing criminal enter-
prises, or starting up their own pretend ones, police agents such as
accounting specialists might infiltrate legitimate businesses, to be
sure they are obeying the law, or would obey it if given a govern-

nt-engendered chance not to. o
m?n theg private sector, husbands or wives or those considering
marrisge might hire attractive members of the opposite sex, to test

ir partner’s fidelity.
th%uslfnesses might cZeate false fronts, psing undergover agents to
involve their competitors in illegal actions, for which they would
then be arrested. A rival’s business could be sabotaged by infiltrat-
ing disruptive workers; or its public image damaged by taking

-front actions in its name.
falstf fecl;nt decades, undercover police activities such as COINTEL
and the many local varieties clearly damaged the protected free-
doms of political dissenters. I think there may be a spillover effect.
These activities may be inhibiting the speech of a much broader
segment of society. After Abscam, for example, people in govern-
ment cannot help but wonder who it is they are dealing with.
Communication may become more guarded, and the free and open
dialog traditionally seen as necessary in high levels of government
inhibited. Similar effects may occur in business and in private life.

It's interesting to look at the demands that are made in totalitar-
ian countries that undergo liberalization. A frequent derpand is for
the abolition of the secret police and secret police tactics. Things
like fake documents, lies, subterfuge, infiltration, secret and intru-
sive surveillance, and reality creation are not generally associated

ith U.S. law enforcement.

WIt’s possible we are taking small but steady steps toward the
paranoia and suspiciousness that characterize many totalitarian
countries. Even if these are unfounded, once the.y are set in motion
and become part of the culture, they are not easily undone.

Now, soothsayers of doom are likely to become increasingly ap-
parent, as we approach the year 1984. It’s easy to cry wolf and,
because of that, it’s easy to dismiss the cry of wolf.

Liberty is complex. It’s multifaceted and, in a context of demo-
cratic government, there are forces and counterforces. Double-

edged swords are ever present. Tactics which threaten liberties can
also be used to protect them. _

However, neither complexity, sophistry, nor the need for pru-
dence in alarm-sounding should blind us from seeing the implica-
tions of recent undercover work for the redefinition and extension
of government control. The issues raised by recent police undercov-
er actions go far beyond whether a given congressman was predis-
posed to take a bribe, or the development of effective guidelines.

These police actions can be seen as a part of a process of the
rationalization of crime control that began in the 19th century.
Social controls are becoming more specialized, technical, penetrat-
ing, and intrusive. . . _ _

The power of the State to punish and gather information is
extended ever deeper into the social fabric, but not, in a violent
way.
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We are seeing a shift in social control away from directly coerc-
ing people, after the fact, to anticipatory actions involving decep-
tion, manipulation, and planning. New technocratic agents of social
control are replacing the rough and ready cowboys of an earlier
era. They are a part of what French historian Michael Foucault
refers to as the modern state’s “subtle calculated technology of
subjection.”

In conclusion, let me note that in this regard, recent undercover
police practices have to take their place alongside of other develop-
ments in social control.

Things like new or improved data-gathering techniques, such as
lasers, parabolic mikes, and other bugs, wire taps, videotaping and
still photography, remote camera systems, periscopic prisms, one-
way mirrors, various infrared sensor and tracking devices, truth
serum, polygraphs, voice print and stress analysis, pen registers,
ultraviolet radiation, sniffing as well as helicopter and satellite
surveillance.

New data processing techniques, based on silicone computer
chips, which make possible the inexpensive storing, retrieval, and
linkage of personal information that previously was not collected;
or if collected, not kept; or if kept, not capable of being inexpen-
sively brought together in seconds.

To this must be added the increased prominence of computers in
everyday affairs, whether involving commerce, banking, telephone,
medical, educational, employment, criminal Justice, pay television,
or even library transactions. The amount and variety of retrievable
data available on individuals is continually increasing. The vast
and continuing expansion of the relatively uncontrolled private
security industry, according to some estimates now three times the
size of the public police force, is also a factor. This is staffed by
thousands of former military, national security, and domestic
police agents schooled and experienced in the latest control tech-
niques while working for Government; but now much less subject
to its control.

Evolving techniques of behavior modification, manipulation, and
control, including operant conditioning, pharmacology, genetic en-

gineering, psychosurgery, and subliminal communication are fur-
ther examples.

Taken in isolation and with appropriate safeguards, each of these
may have appropriate uses and justifications. However, they
become more problematic when seen in consort, and as part of an
emerging trend.

Observers will differ as to whether they see in this an emerging
totalitarian fortress, or benign tools for a society ravaged by crime
and disorder. But regardless of how it is seen, it is clear that some
o}f1 our traditional notions of social control are undergoing profound
change.

There is a need for careful analysis and public discussion of the
complex issues involved. Because undercover practices can be so
costly to other values, and have such potential for abuse and unin-
tended consequences, they ought to be used only under the most
limited and carefully specified and evaluated circumstances, and as
tactics of last, rather than first, resort.

Thank you.
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Mr. Epwarps. Thank you very much, Professor Marx.
Before we have our questions, we will ask for the statement of
Professor Chevigny.

PREPARED STATEMENT OF PAUL CHEVIGNY

My name is Paul Chevigny. I am Associate Professor of Law at New York
University School of Law, concentrating in the field of evidence, and I have written
or: police practice, particularly as they relate to infiltration and the use of inform-
ers. I have studied such practices both by the FBI and the New York City Police
over the past fifteen years. _ . _ .

You have asked me to testify about possible legislative remedies for abuses in
federal undercover work. I want to say a few words about the Attorney General's
gudielines of January 5, 1981 and earlier guidelines, as an introduction to my
suggestions about legislation. o ‘ . _

There is no doubt that the new undercover guidelines constitute a kind of reform.
They recognize areas in which infiltration may present special problems: for exam-
ple, political corruption or situations in which an informer wants to supply contra-
band to suspects, For such situations, as well as others, the guidelines do not leave
discretion entirely in the hands of the FBI, but instead pull in others from the
Justice Department to decide on the advisability of undercover operations.

Together with these real reforms, the guidelines have theogetlcal weaknesses,
apart from the weakness in principle of the guidelines device itself, which I will
come to in a moment. For example, in outlining the standards for permission for
entrapment, the guidelines permit an opportunity for crime to be offered to a
person even when there is no existing reason to suppose that the person tempted
was previously involved in crime. The guidelines allow approval for undercover
work to run for the extraordinarily long period of six months without rencwal.
Finally, the guidelines seem to me so complex as to be difficult if not impossible to
administer. The number of judgments to be made—by people unaccustomed to such
restrictions, and usually under pressure to make a quick decision—in deciding
whether a matter ought to be referred to headquarters and a Review Committee,
seem to me to invite a host of possible errors of judgment in invoking the previsions
of the guidelines, ) o )

These principal weaknesses in the internal structure of the guidelines point
toward overall problems inherent in the use of any standards entirely internal to
the Justice Department, and not controlled by legislation—that is of “guidelines”.
The judgments essential to action under the guidelines are made entirely within the
Justice Department. As the occasion requires, the terms in the guidelines cap‘be
interpreted expansively or narrowly. And if, even within the very flexible definition
of terms, some local or national officer should make a gross error of judgment, there
is absolutely no sanction for the abuse. The guidelines, in the last paragraph, put all
discretion in the Justice Department; there isn’t even the promise of disciplinary
action against an agent or another who violates the guidelines. Finally, if in fact the
flexibility of terms should not prove to be sufficient to give federal agents the
discretion the Justice Department thinks they need, the guidelines can be changed
overnight. Some of them have been changed repeatedly over the past few years.

It has been my experience that these characteristics of gudielines lead to con-
tempt for them on the part of people who are subject to them. For example, in 1973,
the New York City Police Department established “guidelines” for infiltration and
undercover work by its officers, yet there is evidence that those guidelines made
little or no difference in the conduct of investigations. I refer you to the opinion of
Justice McQuillan in People v. Collier, 376 N.Y.S, 2d 954 (1975), where he castigates
the New York City Police for failing to follow the guidelines. I have negotiated
guidelines for other areas of police work, with similar results. Such guidelines may
sometimes work, with similar results. Such guidelines may sometimes work _for a
very short time, while everyone has them in his mind, but soon they fall into disuse.
Regulations have to have teeth, either from legislation or a court order.

In a similar vein, but less conclusively, I had an experience with these federal FBI
guidelines. The package of guidelines for me sent from the office of this Committee
was lost in the mail for a time, these past two weeks. I called the New York office of
the FBIL That office said they had no copy. Two assistant U.S. Attorneys I spoke to,
who work on criminal matters, were completely unfamiliar with any such guide-
lines, and could not find a copy. . . . o

My point is that guidelines, because they are discretionary in application, carry
no sanctions, and may be changed, are likely to be mere show-pieces, not taken
seriously or enforced. The Justice Department may assure you as much as they like
that these things are serious, but that will not change the situation. The guidelines
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are still alterable at will and without bite. My conclusion is that legislative action is
essential, and I would like to pass to what action is appropriate.

Before stating my recommendations, I would like to step back a moment from the
technicalities of guidelines. An undercover operation, with its attendant infiltration
into the associations of its targets, is potentially an enormous intrusion into private
affairs. The guidelines themselves point this up, by specifying no less than twelve
“sensitive” methods of infiltration. And the guidelines blandly allow these for six
months at a shot, without further intervention. Think of the number of meetings,
the number of parties, the number of conversations that would commonly be moni-
tored in a period of six months. It is in fact an intrusion more complete than any
that is possible either by a search or eavesdropping, both devices which are ringed
round with protections for privacy.

The ability to establish an undercover operation and select persons for temptation
into crime, moreover, puts into the hands of the government an enormous power: to
decide who shall be tempted. It is a power which can be used to weaken or
eliminate an opposition.

Finally, the ability to set up an entire criminal operation, including a supply of
contraband and even an apparatus for sale, multiplies the police power still more. If
the government stands on the supply side of a criminal operation, and starts up a
criminal business, in many cases a question arises whether any legitimate state
interest is being served. Are criminals being detected or created? When this power
is brigaded with the power to select who shall be tempted, the potenital for absue by
the ambitious and unprincipled is clear.

The most familiar device for the control of discretion by the police where privacy
is threatened is that of a warrant. It is infinitely more simple than these “guide-
lines” which are so elaborate that perhaps no one will be able to follow them. It
replaces them with a neutral magistrate who may take all of the factors in the
guidelines into account. He can call a halt to an ambitious program when it in fact
serves no legitimate governmental function in detecting existing criminals, simply
by refusing to sign the warrant. Such a warrant should be required for the use of
informers, for offering an opportunity for crime, and for undercover operations. Of
course, there will be emergencies, when there is no time to apply for a warrant, and
in those cases the agents should be permitted to go to the magistrate after the fact,
explain the circumstances, and apply for a continued warrant. Such devices exist in
current law for search warrants and are provided for in these guidelines.

I know that the warrant proposal is anathema to the Justice Department. Of
course it is, because it is the only one that offers even a chance of real control over
police discretion.

I want to emphasize here what sort of a warrant requirement I am talking about.
It is not a very strong one. I do not say that the stringent standard we call
‘“probable cause” should be adhered to by the magistrate in issuing the warrant, I
know that agents may often have no more than an informed suspicion as the basis
for their application, and I know that magistrates will usually give them the benefit
of the doubt and grant the request. I am not concerned so much what standard is
used by the magistrate. The important things, it seems to me, are that the officers
should be obliged by law (not “‘guidelines”) to state in writing to neutral persons
their reasons for suspicion, and then that they should return at frequent intervals,
no more than forty-five days, summarize what they have learned, and explain why
they ought to be allowed to go on. These requirements have the extra benefit of
recording the work of agents and especially informers as it goes along, so that
testimony cannot be tailored in the light of hindsight. Yet these are less than what
we impose as requirements for wiretaps, a less intrusive device than undercover
work, and they are the irreducible minimum to protect us from the dangers of
government infiltration and manipulation of our lives.

In closing, I might mention that although I think a system of warrants, renewable
at short intervals, is essential, failing that I would not mind seeing these new
guidelines, slightly amended to put them into legislative form, enacted into law.
That would at least make them mandatory for law-enforcement personnel, and
would prevent them being changed overnight. I assume that the Justice Depart-
ment’s representatives would vigorously oppose any such enactment. That fact only
reinforces for me that they do not take their own guidelines very seriously. If they
did, they ought to be happy to see them be made the law of the land. If they wish
the strictures on their agents to be left as “guidelines”, outside the control of
Congress, that can only mean that they want to be free to ignore or change the
guidelines.
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TESTIMONY OF PAUL CHEVIGNY, PROFESSOR OF LAW, NEW
YORK UNIVERSITY

Mr. CuevieNY. Thank you very much.

I have had a lot of experience with these problems, but because 1
was coming here to speak to a legislative body, and I knew that
you had received a great deal of testimony concerning the empiri-
cal problem and you were experienced with it, 1 thought that I
would shorten my testimony, in respect to the nature of the prob-
lem, and talk about what I see as the simplest legislative solution.

I did that primarily in my testimony. I will come to that in a
moment.

I am glad I did, because Professor Marx has given us so0 much
information on the empirical aspects of the problem.

I want to say a couple of words about these guidelines, these
undercover guidelines—recent undercover guidelines—and about
the use of guidelines generally by law enforcement.

These guidelines are a reform in some respects. I think the chief
respect in which they are a reform is that they require, in certain
cases, that the FBI reach outside the FBI to obtain approval for
certain types of surveillance, at least in sensitive areas. That's an
important concept.

Nevertheless, there are weaknesses, structural weaknesses in

them.

One principal weakness simply surrounds the area of deciding
when an issue is sensitive, and when it isn’t. I mean, that’s for the
local person to decide—when it ought to go to Washington, and so
on, in general.

And that leads to another problem: that the guidelines are com-
plex. They are difficult to read. And, I venture to say, very difficult
to administer.

But another point about them that’s interesting is that, in effect,
they summarize for you, as Congresspeople, all the problems. When
they say “sensitive,” they're not kidding. They emphasize for you
all the empirical problems that have come up in the last few years,
in the administration of law, by means of undercover operations.

That word “sensitive” is a very euphemistic term for the kinds of
practices they describe. They describe practices which have come
under serious question by the courts, by this body, and by other
congressional bodies in the last few years.

All they do is establish a group of internal guidelines for them.

And, furthermore, they permit an investigation conducted in
accordance with these guidelines, in those sensitive areas—which
you know to be sensitive areas—to be conducted for 6 months,
without any further oversight.

Now, that characteristic of the guidelines points to the empirical
problem that’s a legislative problem. I want to say to you now why
%t jsn’t a guidelines problem, why it’s not a law enforcement prob-

em.

It’s very simple. These guidelines are not a law. And they say so
at the end. And it’s no good saying: “Well, law enforcement need
flexibility.” The courts are perfectly well able to give flexibility in
enforcement of law. That’s one of the things the courts are for.

But the guidelines can be changed overnight. They have been
changed repeatedly. And, furthermore, they are not even enforce-
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able. There’s no sanctions for them. If not foll i
anct . owed—the f:
folsl;owti;lhetm doesng gﬁm anybody any rights, at all. © fatlure to

0, that means if they’'re ignored, they’re i ’
So]r?)nebody n;.lade a mistake. Pity. y're ignored. That's foo bad.
_ Because they are not a law, and because they have the ch -
tﬂ:;:; tlrﬁﬁt I ;negtionsd,.law egforcement peop}l,e tend not tg rf%(ﬁg:v

. They tend to be i d. i i
e ! gnored. If not in the short run, at least in
There were guidelines in New York Cit i
“h y for underco
;T>\ohtlc,al cases, that were established in 1973. They wgfg ivgil,r,z][(.)l;:'elcll1
tﬁl.ere s a case that I cite for you in the testimony. I tell a story in
this testimony about my attempt to find a copy of these guidelines
in New York. The FBI office in New York doesn’t have one. Two
U.S. attorneys—assistant U.S. attorneys—didn’t know what I was
ta}[k}pgdabo%t 'Eher gever heard of them.
| find in that—I detect in that a contempt for law enf
gu}dellnes, which I've always found in district attorneys fggm[?%t
attorneys, and policemen with respect to guidelines. , o
We need a law.
gﬁw, lelt’s lfallg a little bit about it.
e only kind of intrusion that we have experience, withi
legal system, with the control of—is search anIc)l seizuré——ilnvglsigg;
of ‘;;)Vrlvacy under the fourth amendment.

e require—our law requires warrants for searches and -
rants for wiretaps. Searches and wiretaps fall, if you like, on eivtv}?e;'
_su%g of the kind of intrusion we’re talking about here, which is an
1ch1) I;}:;;S*at;;;oc?kl_)yka.person.dNot I?n eavesdropper, not a person who
: kicks in your door; but somebody who infi i
1nt;§> yguihhfte e ycl)ur o o y who infiltrates himself

s to that, our law—our constitutional 1 i ion—
at i)ﬁe%ant requires no warrant. al law and our legislation

_ ve come here to say to you is that a warrant is a relati
imple device. We have hundreds of years of experience v?itll‘l’eilg
thnd e% warrant—a legislative provision for a warrant for the use of

ed offering of an opportunity for crime, and the conduct of an

unT }elzcgzza ?Ogelfllt, Yg?il'}:d be idd %elatively simple legislative device.
r flexibility cou i istr

dne need for warranty e explained to the magistrate who

rafl‘ilzl.rthermore, I want to give a couple of details about the war-
It’s been objected to on the
] ( grounds, for example, that the use of
wa t i i : ch 15
hi%ﬁi?a; (i:l I1‘;((1).0 rigid. That they require probable cause, which is a
‘m not asking for a high standard, because an und
I'm T star , ercove -
ia{f.no(;l is often something which is used in order to try to obtarilglﬁlre
ind of probable cause—that you would need to get a search war-

rant. i
ations,ObvmuSIY’ you need a lower standard for undercover oper-

%et it bte 11_:easonable suspicion.
'm not terribly concerned about the standard. I'm
about the control that the judiciary should have, andczﬁgir%ﬁ(ei

legislatu . ;
m%nt peggles.hould have, with respect to the actions of law enforce-
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It may be said, also, that emergency situations w_ill arise in
which ar}; opportunity will arise, on the street, or In which, sudden-
ly, a possibility of solving a criminal-.-—the. 1nvest1ggt’1on of a crimi-
nal conspiracy will jump out of the situation. And it’s an emergen-

' , obviously, provisions can be made for emergencies.
g]r?)%isigns arg Iglade for emergencies in current warrant law,
that, for example, searches can be made under emergency pond1—
tions. And these guidelines provide for emergency conditions—
when the guidelines can’t be complied with.
There’s nothing miraculous about legal provisions to cover emer-
geﬁcgsvs that I've said that, I want to go back a step and talk about
think this is so important.
W}}yt}Ilink the Abscam sitll).lation emphasized, for most of us, the fact
that the problem isn’t only one of legal entrapment, in .Whlch the
law says, the definition that the law has come up with, in the last
50 years or so—is one of whether the person was predisposed to
it the crime.
COIK;& it may be that all of those cases—when they go up on
appeal, it will be determined that some of the persons involved
were predisposed, by some definition and, therefore, there is no
ment. .
en’%fgs’s not going to solve the problem of such opportunities for
crime, for this Congress. The reason 18 that persons were selected—
persons in political life were selected for temptation.

On what basis were they selected? Why did the law enforcement
people decide that they wanted these people?

I don’t know why. .

Now, there may be an excellent reason. I vent}lre to say there is
an excellent reason. But the fact that we don’t know what the
reason is suggests that there may not be an _expellent reason, and
that, in other cases, it would not be at all difficult to construct a
case in which particular——

Mr. Epwarps. Professor Chevigny—— .

Mr. Hype. May I ask you a question on that point? .

I think your point is perfectly valid. But when you want a public
exposition of the reasons why there was a reasonable suspicion,
aren’t you indicating somebody on hearsay, and other m?terlal
which might never be admissible in court? But the word is thz%t
Congressman so-and-S0 is on the take, because somebody else’s
brother-in-law—and you don’t want that. o .

The basis which would be—probably be inadmissible as evidence,
but still provide enough suspicion to say: “Let's take a look at this
gtuyf’

't that the problem?

:1[\?Ir11' CHEVIGNYI.) You mean the problem with the warrant system
is that information would become public?

Mr. Hypg. Yes. ‘ .

Mr. CHEVIGNY. The application for a warrant, prior to the time
the warrant is executed, is ordinarily not public. It's usually sqalgc},
for very good reasons; the targets want to find out a}bout it, if it'’s
public. So, if it isn’t sealed, it doesn’t work. There’s no problem
with sealing it.
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There’s a problem that the law enforcement people raise, about
the confidence of the person who gives information. Are we going
to expose him to possibly being killed?

The Supreme Court says that, for search warrants, the name of
the informant doesn’t have to be revealed necessarily, so long as a
sworn affidavit can be supplied concerning the type of information
he’s given.

Now that, in itself, is something that is difficult to apply, and
defense attorneys object to it. But let’s take it on its face. The
name of the informant doesn’t have to be given for that very
reason.

In other words, in search warrants, the Supreme Court and the
Congress thought of that problem. They said: “OK. Let’s not give
the name. Let’s describe the nature of the information.”

Mr. Hype. But would you support, then, a confidentiality on the
basis of reasonable suspicion?

My point being that prejudices the defendant enormously to have
not only what actually happened, but the basis for the ‘“reasonable
suspicion,” on his back.

Mr. CuevieNy. I would support such confidentiality until the
time that an arrest is made. And if, in fact, the problem goes away
because the person resists the temptation, then I would not be
opposed to continuing the confidentiality, with the possible proviso
that under a Freedom of Information Act request or something,
that the victim may someday find out whether an inquiry had been
made against him.

Mr. Hype. I'm thinking of public opinion that gets formed: Con-
gressman A was arrested today, and so on, and so forth. The FBI
spokesman said that “we had reasonable suspicion, because other
i)‘eop’l’e had told us he had demanded money to perform this func-
ion.

I'm just saying, you're putting a lot of information in there
which is going to be a mosaic of the credibility and the integrity of
this person, that might never be admissible; and add to his burden.

Mr. CuevieNy. That happened in the Abscam case, anyway; in
the sense that, at the time they were arrested, the public was given
some intimation as to the reasons for it. I don't know that it's
entirely possible to control that.

Mr. Hype. You want that public, though?

Mr. CHEVIGNY. If there's any way to keep it secret until the time
of trial, I wouldn’t necessarily be opposed to that.

But I'm not sure there is any way to prevent persons from
talking about it, between the time of arrest and trial. At least, if
you want to protect persons of whom an inquiry is made through
investigative means, and who, in fact, do nothing wrong, this confi-
dentiality within the warrant system seems to me to be essential.
I'm all for that.

My point is, I don’t think that is difficult to do. We have experi-
ence with protecting the confidentiality of the sources of warrants.

Mr. SENSENBRENNER. Would the gentleman yield?

Mr. Hybk. Just one more question. Do you see some value in the
periodic testing of a group of people whose vulnerability or suscep-
tibility or accessibility to such criminal acts is high? Let's say a
bank teller who handles a lot of cash particularly, or cashier at
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racetracks or things. Do you see some therapeutic value to having
them know that they’re being tested occasionally?

Mr. MARx. First, it makes a difference whether or not people are
told that such tests will be a part of the conditions of employment.
I think when they’re not told, it is inappropriate to use the tactic.

Mr. Hype. I see great therapeutic consequences from Abscam,
however, but——

Mr. Marx. I think it depends on your theory of crime causation.
Why do people break rules? And if people are motivated to break
rules, then the kind of test you're proposing may simply make
them more clever. Maybe you'll deter some marginal people. I
think there’s always that question with any innovation in law
enforcement. Does it simply up the ante a bit?

Mr. CHEVIGNY. I don’t necessarily disagree with you about the
therapeutic effect of Abscam, Congressman. But it would have had
the same deterrent effect if a warrant system had been used. If you
passed a law providing for an undercover warrant, I don’t have any
reason to think that a judge would deny it.

Mr. SENSENBRENNER. Would the gentleman from Illinois yield?

Mr. HypE. Yes.

Mr. SENSENBRENNER. Building on that particular statement——

Mr. CHEVIGNY. Yes, sir.

Mr. SENSENBRENNER. I seem to recall that most of the details of
the Abscan operation were leaked to the press before actual arrests
took place. Don’t you think that if there was a warrant system, the
individuals who were arrested would be tried in the press to an
even greater extent than they were before the case was even
presented to a grand jury for indictment and trial took place?

Mr. CHEviGNY. I don’t see why. I mean, the risks ought to be
about the same. The risks are always rather serious in our society.
I think judges, especially Federal judges, are among the least likely
people to do that. And if the record’s been sealed, I never thought
of this before, but if the records could be sealed under a court
order, then the violation of that court order would be a contempt.

Whereas now, if it's just done by the law enforcement people, if
somebody violates the rules and lets the cat out of the bag, what's
going to happen? He's going to be disciplined, maybe, if the people
feel strongly about it.

Mr. SENSENBRENNER. But the same sources in the Justice Depart-
ment who seem to leak the gorey details of the Abscam scandal to
the press also would have known of the existence of a warrant. So,
the fact that the warrant was extant would have to be a part of
those processory reports at the time the Abscam scandle broke.
Would that not have further prejudiced a dissent by any Member
of Congress who was caught in this net?

Mr. CaevigNY. It would have prejudiced it the same way in the
sense they would have known there was an investigation going on.
My point is, if you had a warrant provision and the judge forbade
the persons involved in seeking the warrant to talk about it, then
it would be contempt of court to talk about it, and the court would
have some control over the leak of evidence. The present way, they
don’t have any control.

Mr. SENSENBRENNER. Except to cite someone for contempt, you've
got to know who did it, and the former Attorney General, Mr.
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Civiletti, had a rather extensive in-house investigation involving
the U.S. attorney from Connecticut, to try and find out who did the
leaking to the press, and there, as I recall, there was no real
conclusive evidence linking a name or names with the leak.

So, who would the court cite for contempt under that circum-
stance?

Mr. CHEVIGNY. Sure, it may become an insoluble problem, but it
seems to me it’s the same problem in respect to the warrant. It’s
the same problem with or without a warrant provision, if you
follow me. In other words, if somebody leaks the fact that an
investigation is going on, or that a warrant has been sought, and
you can’t find out who it is, it seems to me that the damage to the
reputation of the person you investigated is the same. Don't get me
wrong, that I don’t think it’s terrible. I do think it’s terrible, but I
don’t think that's a criticism of the warrant, of the idea of a
warrant, if you follow me.

Mr. Epwarps. Well, also, if the gentleman would yield. In a
wiretap case, where a warrant is required, I don’t think that we
have been plagued with an epidemic of leaks so that reputations
are damaged or the targeted person is advised or there are rumors
about the warrant being issued, are there? I’ve never heard of any.

Mr. CHEvVIGNY. There are a couple of cases where somebody was
paid a bribe to tell, and did, at the local level. It has happened.
Nothing works perfectly. I mean, there’s no protection which is
absolutely immune to corruption. There’s no protection in law
enforcement and there’s no protection in—well, not only Congress,
but I hasten to say, there’s none in the judiciary. We have to do
the things which seem as though they will give us the maximum
possible coverage, it seems to me.

Hl\gr. Epwarps. Thank you. The gentlemen from Illinois, Mr.
yde.

Mr. Hype. Well, I want to compliment both witnesses. I think
they made a great contribution to our understanding of the myriad
of problems involved in undercover activities. I detect, from Profes-
sor Marx, a real distaste for undercover activities. And he men-
tioned psychosurgery as one of the tactics. I don’t recall that the
police or FBI uses psychosurgery too often. But it certainly is a
possibility. We live in an enormously complex society. We are
changing our traditional approaches to law enforcement. But soci-
ety has changed rapidly, and it'’s much more sophisticated. We deal
with the old, simple idea that, if we do away with poverty, we'll do
away with crime. That doesn’t answer computer crime and white
collar crime and some of the very sophisticated examples of espio-
nage that we’ve had. Narcotics cases involve classic money. And
while undercover operations may be distasteful, I've talked to some
people who say, we'll never lick that crime because of the amounts
of money involved and the corruption of police officials. How many
people have had a hundred thousand, two hundred thousand, five
hundred thousand dollars put on the table in front of them and
said, touch it and feel it. So, the police have to be sophisticated, too,
if they are to maintain the balance that we all want. And I think
of the definition of Woodrow Wilson at the Paris Peach Conference
that someone portrayed that he was a virgin in a bawdy house
yelling for a glass of lemonade. We can’t have our police in a
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sirnilar situation. Meaning the FBI and the CIA and others in a
very sophisticated world, where these crimes are not simple in
their effect on society, if they’re big enough. They can be profound.

So, it’s a problem. My nwn solution is get the best guildlines you
can, the fairest. But in the last analysis, you're going to need
people to administer them and to implement sensitivity, judgment
and perspective. That’s true in just about everything in govern-
ment.

Political dissenters, some Communist may be just a Marxist theo-
retician who is a dissenter. Somebody else might have much more
activist motives in mind. And who's going to make that judgment?
Do we treat them alike? And what are reasonable suspicions? You
said police might infiltrate legitimate businesses. It's my experi-
ence that the police have such limited funds, that sometimes you
need to build a fire under them to look at something that really
ought to be looked at. The FBI, in particular, has budget problems
of serious dimensions and there are areas I wish they’'d get into.
And I haven’t been successful in getting any enthusiasm for legis-
iation.

So, there are two sides to that, toc. Professor Marx, would you
say that undercover activities are just so inherently dangerous,
they ought to be shelved by the FBI?

Mr. Marx. No, I would not say that. I think they have to be
carefully supervised. I think distinctions have to be made between
types of undercover activities. I think they should be tactics, really,
of last resort. I think before using them, one should ask the ques-
tion: is there an alternative way of getting this information? Is
getting this information worth the risks that, in fact, are there?
And a very important question which has not been addressed is:
Does the tactic work? Is it, in fact, effective? .

Even if you held apart all of the civil libertarian concerns, |
think there’s a cost effective, pragmatic question. Is this a good
way to go about law enforcement? It would be hard to do a broad
cost analysis of it. Anti-fencing operations for example, may have a
stimulative effect. Where police pose as fences and they run these
operations for 6 months, an enormous amount of crime may be
generated as a result of that activity. Then, you have expenses of
renting the store or paying the salary of the undercover people
who do it. Then, you recover a lot of stolen property. You have to
balance out how much crime was stimulated by your being there,
offering that opportunity, and what effect would then have been if
the resources were used in some other way?

Mr. Magrx. It’s fairly hard to measure deterrence. You can look
at crime rates, in a similar situation and see what happens. But
measuring crimes that weren’t committed because of a fear of
detection and prosecution is hard to measure. Using before and
after measures a deterrent effect has not been found.

Mr. Hype. What about Operation Lobster?

Mr. Magx. I think there’s not been sufficient data on that to
reach any informed judgments. After the initial activity, it did go
down. But we don’t know if it was displaced. It might have gone
down in the New England area. Did it go up in the New York area
or in the Midwest? Displacement is a very, very big issue. If you
stop people——

<
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Mr. Hype. You've got a catch 22 situation then. If the rate goes
down, you say it was displaced or it might have been displaced. The
former Assistant Attorney General said that the rate of hijacking
decreased two or three per day to only one in the 6 months follow-
ing the arrest. But you say there may have been displacement.

Mr. Marx. What happened during those 6 months; did hijacking
increase during the period when Operation Lobster was in effect
and people suddenly had a ready market? Congressman Hyde, let
me respond to a couple of earlier comments that you made. In
talking about psychosurgery, I wasn’t suggesting that it was literal-
ly a police tactic. I was trying to say that how we control people in
our society is a general phenomenon. At an abstract level what the
FBI or police or private detectives do, can be seen as equivalent to
what doctors and teachers are doing. And control, generally in our
society, may be shifting in terms of becoming more intrusive, pre-
cise and scientific. As far as society changing, yes, it’s changing.
But it seems to me that we don’t have to simply sit back and watch
it change. That we have a moral responsibility to try and guide
that change and to structure it as best we can.

Mr. Hype. Well, you've been very generous with time. I did find
both of your presentations fascinating and well worth studying. I
don’t find an omnipresent police presence stultifying crime in this
country. I think the Chief Justice had a few points the other day
which were perhaps in the other direction, but the dangers are
there. I thank the Chairman.

The subcommittee has direction and obligation to examine all of
the activities of the FBI. That’s our job. Certainly, that includes the
guidelines. Like in years past, we examined with great care the
domestic security activities of the FBI and with them, in a very
friendly fashion, worked out where they developed guidelines in
cooperation with Attorney General Levi, so that they were able to
reduce their caseload from several hundred thousand down to
fewer than one hundred. There is no complaint from the FBI or
Department of Justice that they're getting out of that type of
investigation. It wasn’t one of the best things they'd ever done,
especially as Mr. Hyde points out, they have very few agents now
compared to what they really feel they need. They have fewer than
tE?,OOO agents to cover the 50 States. And that’s a lot of responsibili-
y.
But the guidelines are there and it’s our job to examine them.
It’s our job to see how well they’'re working and to suggest improve-
ments, if they need improvements. And certainly, Professor Che-
vigny's point that 6 months is a long time without checking, that is
a long time. And internal security guidelines, they must be re-
viewed, I believe, by preliminary investigation, after 30 days. This
is all internal. But 6 months is a long time. Professor Chevigny,
you have first-hand experience because of your suit brought
against the New York City Police Department, special services
division.

Mr. CHEVIGNY. Yes, sir.

Mr. EpwARDS. You were able to get a settlement for your clients
which creates a control mechanism over the use of undercover
operations. The court imposed this mechanism on the New York
City Police Department, isn’t that correct?
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Mzy. CHEVIGNY. Yes, sir. . '

Mr. Epwarps. Just like a court could impose a mechanism on the
FBI guidelines, if the court found that they were legally required,
is that correct?

Mr. CHEVIGNY. Yes. . . .

Mr. Epwarps. How do the mechanisms estabhshgad in your case
against the New York police differ from those provided in the FBI
guidelines? _ o _ _

Mr. CuEvieNYy. Well, in detail, as guidelines, they differ in the
sense that the New York City court order deals with undercover
operations in one of the sensitive areas, you might say, which is to
say political cases. That is, cases of persons who are exercising
their First Amendment rights. They may also be committing
crimes, of course. That presents the case in which the police think
there is a mixed bag of crime and political expressions, In that case
they’re supposed to apply to this authority that’s been established,
two policemen and a civilian, for approval to continue such an
investigation. Now, as guidelines, those were merely guidelines.
The difference is that there is a court order in New York. Here,
obviously, you don’t have the power to impose a court order be-
cause you're not a court. You do have the power to impose a law.
Although it is not as good as a law. A court order is better than
guidelines because it has teeth. It can’t be changed, at will. And a
violation is contempt of the court. But there isn’'t such a case
pending against the FBI so far as I know.

Mr. Hypg. In Chicago. There's one in Chicago where a settlement
was reached similar to yours. I don’t know the details of it.

Mr. CueviaNy. That'’s a police case, though, 1 believe. o

Mr. Hype. I think it's the FBI. The FBI was involved in it.

Mr. CHEVIGNY. You may be right. I'll look into it and try to get—
maybe the FBI can help us on it. In any case, if history had been
different, there might have been such a court order. I feel sonie
teeth have to be given to these guidelines. I just want to say, I'm
not opposed to all police undercover work; emotionally, for me,
that’s really water under the bridge. We've passed that point in
history. But I do agree with Mr. Marx as strongly as I can, that we
cannot just let it go on at the discretion or even subject to guide-
lines of law enforcement people. I think essentially that society has
to have control over it. Traditionally, we have done that through
judges. I don’t see as a result there should be any less undercover
work. I just think that the choices ought to be made by people hk,e
you, in a position like you, as to whether it would be done. That's

all. ’

Mr. Hype. I agree completely with you. You can’t leave the
autonomy of that to—I don’t like one agency being the investiga-
tor, the prosecutor, the judge, the jury and the embalmer and all
that. Somebody from the outside should look over their shoulder
from a more objective perspective. . o .

What'’s the matter with having an FBI informant join an organi-
zation that occasionally claims credit for planting bombs here and
there? The FALN or, you know, everytime a building goes up, you
get the phone calls from Puerto Rican nationalists who have said
what they’re going to do. What’s the matter with having somebody
join that?
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I mean, a newspaperman could do it and win a Pulitzer Prize.
Why not have an FBI man just to go to the meetings and make a
report?

Mr. CaeEviaNy. I'm all for that.

Mr. Hype. That isn’t spying on civilians.

Mr. CuEVIGNY. I'm not necessarily opposed to surveillance on
civilians in cases where it’s justified; I just think a neutral person
ought to decide whether it’s justifed. In the Puerto Rican cause,
one of the things that happened—I can’t swear to this—but the
evidence that I have indicates that the police did join Puerto Rican
organizations. They didn’t join the FLAN. They couldn’t find it for
a long time. So, they joined all the Puerto Rican organizations. If
that be necessary and a judge says, OK, there’s no other way, then
in an isolated case, maybe you would have to do that. But some-
body’s got to make a neutral decision. I don’t think that the police-
man should have the power to should say, oh, my God, the papers
are on our backs. We've got to do something about it. Go down on
the lower east side and do something about it, words to that effect.

All kinds of stuff may get pulled in and surveillance may go on
for a year. _

Mr. Hype. You would have the judge-—OK. Supposing if they
have a member who is Puerto Rican and of the FBI, and who
would be accepted in some of these organizations before they could
join a Puerto Rican political study group, that might lead them to
inform with the FALN. You’d have a judge OK that?

Mr. CHEVIGNY. Yes. I think they ought to have a little something
to go on to indicate which ones are merely political and which ones
have some tradition of violence. Otherwise, it’s the same thing as
joining all the political organizations in town. But I don't think a
very high standard ought to be required, because if you raise it to

anything approaching possible cause, then you're making it too
hard.

Mr. Hype. Thank you.

Mr. Epwarps. If the gentleman will yield. The warrant is pie in
the sky, especially under present circumstances, with the climate
that is in this country. So we are going to ask you, as expert
witnesses and other witnesses, what can be done io improve the
present situation without going as far as a warrant.

Mr. Marx. Well, I think with respect to the weaknesses in the
guidelines that I noted, if we are going to have guidelines as the
main supervisory principle, then the guidelines have to address
some of these other issues that I mentioned. The question of the
unwitting informer, questions of the damage to third parties, ques-
tions of how long you let the thing go on, are central. And I think
by making distinctions between types of undercover activity, you
may have rather different standards.

For example, it seems to me you need a different standard where
you have a courageous FBI person pretending to open a garbage
collection business in the hopes of being the victim of extortion,
from what would be needed to infiltrate a respectable business in
search of wrongdoing.

Mr. EpwarDs. You suggest that at least the undercover operation
review committee that is established in the guidelines should be
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beefed up, so that it would have more responsibility to look into
what the plans are and how things are going, is that correct?

Mr. Marx. Yes, and to more closely relate standards to the type
of operation.

Mr. Epwarps. Mr. Lungren, it’s a pleasure to have you aboard.

Mr. LuNGreN. Thank you, Mr. Chairman. Unfortunately, I had
another meeting that, as they say, took precedence, and as a result,
I wasn’t able to hear in person the testimony. I do intend to look at
it and study it and unfortunately, I don’t think I'm prepared at
this time to ask any questions.

Mr. EpwaArps. Thank you. .

Mr. CuevigNy. I'd like to say a word about the pie in the sky, if I
may, Congressman. I hope you're wrong. I recognize you may be
right, but my experience of life tells me to hope that you're wrong.
But if you're not wrong, 6 months is way too long to intrude on
people’s lives. The other thing is, there ought to be some kind of
post-oversight set up by this body. I know that when the investiga-
tions were done by the FBI, there were ways of doing it so that
there weren’t intrusions on privacy.

For example, files would be selected at random, names could be
blanked out and those files could be read to determine what hap-
pened in those cases without intruding on the privacy of the per-
sons. These are pretty awkward ways on checking on whether the
guidelines are being complied with and they’re expensive. But
they’ve been done in connection with the FBI as part of an investi-
gation. They could be done by this body. If you think that’s feasi-
ble, that would be a lot better than nothing. But I really think that
a warrant is so simple and we have so much experience with it,
that it’s essential.

Mr. EpwaArps. I'm sure that there would be no objection by any
member of the committee that we pursue our oversight in the
traditional way, through the General Accounting Office, which was
the agency that we used in the audit of domestic security cases.
Confidentiality of investigative files is insured. And I think that’s
the way we will continue, because we have a rather large obliga-
tion in this particular area.

We have not been able to get even an estimate of the damage to
innocent people that might have been done in the country as a
result of the undercover operations to date. In your testimony,
Professor Marx, you mentioned many, many billions of dollars in
lawsuits as a result of Operation Front-load, where the civilian
agent of the FBI issued all of the performance bonds illegally and
got the insurance companies into the trouble. And in my home
town of San Jose, Calif., there’s a guy that thought he was getting
a loan to buy the San Jose Earthquakes, a soccer team, from
someone involved in an undercover operation. It resulted in him
losing his wife, his house, and his job. He had counted on a rich
heir to put up the money and, of course, the heir didn’t exist. How
are you going to keep control of these agents, these middlemen,
purveyors, who don’t know they’re working for the FBI or the
police organization?

Mr. MArx. My sense is you can’t keep control of them and they
probably should not be used. Where the guidelines and the restric-
tions cannot be made clear to a person, then I think it’s holding
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matches to dynamite to use such people. They run a number on
everyone. They increase the possibility of all sorts of suits against
the Government. They can do damage to third parties. It violates
some basic notions to set people—whose profession is deceit—loose
in the name of government and law when they, in fact, don’t know
that they are a part of a law enforcement operation. Unwitting
informers present major problems. They should be used sparingly,
if at all. I think as you move from having police play the undercov-
er role to civilian informers to unwitting informers, things become
evermore problematic.

The issue really is even in the case of witting informers supervi-
sion. Informers may be in a position to deceive police. One reform
is to have more than one agent involved in supervision of inform-
ers. Whenever there’s a meeting with the informer or suspects, the
agent should take notes. This forms part of the record to determine
that the person was predisposed and that you really are dealing
with people engaged in serious criminal activities. Such a process
does not appear to have been followed in many of the Abscam
cases.

In one of the Abscam cases, an unwitting informer was told that
he could earn $6 million by helping Arab businessmen invest their
money and “make friends in high places.” Now, with apologies to
Congressman Hyde. I like lemonade, but if somebody offered me $6
million to do something that was questionable, I'd like to think I'd
do the right thing. But, the temptation is certainly there.

Mr. Hypk. If I may, there are a couple of rejoinders to that. You
quoted Vonnegut as saying we must be careful who we pretend to
be because we tend to become that person. I'm told there was an
actor McGlynn years ago who played Lincoln. He started to wear
Lincoln’s clothes off the stage and it was said that he wouldn’t be
satisfied until he got assassinated. Didn’t you give the FBI a tre-
mendous inprimatur to Abscam when you said God tested Job? If
God did it, why can’t the FBI do it?

Mr. MaRrX. Yes.

Mr. Hypk. That’s all.

Mr. Epwarps. Mr. Kastenmeier?

Mr. KasTENMEIER. I have no questions.

Mr. Epwarps. Mr. Lungren?

Mr. LuNGreN. Nothing.

Mr. EpwaARrDps. Counsel?

Ms. Coorer. Mr. Chevigny, I'd like to clarify the difference be-
tween the role that the magistrate or a judge can play in this
process versus the role that is assigned to the approving authorities
under the guidelines, specifically, the undercover operation review
committee. It seems to me that the magistrate’s role is primarily
one of deciding whether or not there is a sufficient amount of
evidence to proceed. It's a question of degree of suspicion, whereas
the committee is primarily performing a balancing act, a question
of balancing the various values, various risks, the various intru-
sions. It’s not so much an evidentiary question. If that’s the case,
then, if you create a warrant system, how does that deal with the
problem of balancing the values that are at stake and the question
of whether or not to authorize an undercover operation?
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Mr. CHEVIGNY. You mean, for example, that the review board
has a list of cases and issues that are called sensitive, apd, accord-
ingly, they are treated in a slightly different way from issues that
are not called sensitive. Ordinarily, under a warrant system, the
magistrate just makes a decision about the evidence. To some
extent, the value judgment is made by the establishment of a
warrant system. In other words, we say that by establishing a
warrant system, all the undercover operations represent intrusions.
And to control the intrusion, we establish a neutral magistrate.

Now, history has resolved the value judgment by saying we think
it’s all an intrusion. That’s why we asked for a judge. It's very rare
in legal practice that before something can be’ done, a triggering
mechanism from the judiciary is required. That's an unusual thing
and important. But at this time, there’s no such law, so we really
are talking about pie in the sky. There’s no reason that a statute
providing for undercover warrants could not prov1de’fop the magis-
trate to take “sensitive factors” into account. There’s just no stat-
ute at present. _

Mr. Epwagps. I'll make it clear that I agree with you, except
that it’s just not feasible. That was the point I made. -

Mr. CHEVIGNY. Yes. It’'s the question she asked me. The feasibil-
ity question is another question. . .

Ms. Cooper. Well, what I'm getting at can be illustrated in a
hypothetical. Assume the subject is a politician or a member of the
media or something like that. It's that kind of sensitive circum-
stance. Plus, you've got one or more of the risks that are enumer-
ated in the guidelines. But there’s a lot of _evidence that there’s
some illegal activity going on or a predisposition to—— _

Mr. CHEVIGNY. An informer who has previously taken a bribe,
that kind of thing. What’s the question, then? .

Ms. Coorer. Well, would the decisionmaking be any_dlfferent?
Wouldn’t the magistrate just be deciding on the question of the
weight of the evidence or whether or not he supports an undercov-
er operation and really not be considering the sensitive factors and
the risks that are present? o _ _

Mr. CHEVIGNY. I think that yes, the decisionmaking process 1s
similar to what you describe. But I think that a judge, when he
sees a case involving a political person, whether that political
person be in or out of office, he says, is there a first gmenc}meqt
problem involved here? And in the case of a person in office, is
there an interference with office? That’s one of the values that
underlies the protections which are contained in our fourth amend-
ment provisions and in a warrant requirement. And so, the deci-
sionmaking process is similar, yes. But it’s important that the
decisionmaking process be done by somebody who is not in the law
enforcement establishment. Because, as we see from recent history,
very often the decisionmaking process doesn’t get done by the law
enforcement people. They just don’t follow the guideline. And if
they find the requirement onerous, they just change the guidelines.
And finally, there are plenty of other difficulties ’w1th_ acting as
both judge and jury, as Mr. Hyde said, that don't exist with a
neutral magistrate. ' . .

Ms. CooPER. As far as bringing outsiders into the decisionmaking
process, do you see any value in trying to broaden the base of the
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undercover operation review committee? As it's described now, it
includes only some unspecified number of criminal division lawyers
and FBI personnel. It does not include personnel from the other
divisions, nor does it include anybody from outside the dJustice
Department system.

Mr. CHEvVIGNY. I think it would be wonderful if it could include
somebody who’s genuinely outside the Justice Department system.

Mr. HypeE. A consumer, a Hispanic, a black, a homemaker, you
know, the usual, a Catholic and a handicapped person, right?

Mr. CuEvigNY. All of those things would be terrific. But that
really is pie in the sky, Mr. Hyde.

Mr. LungreN. How about a Republican?

Mr. Hype. Well, let’s not go too far.

Ms. CoopEr. Professor Marx, it seems to me that the guidelines
are based on a view of undercover operations as being relatively
static. The guidelines require prior approval only before various
operations are begun or before various inducements are offered.
But from your analysis of the way operations actuaily operate, and
from what we know from reading the trials of recent cases, they're
not that way. They're very organic. They're very changeable. The
agents are constantly improvising. Is that your view of the reality
of the typical undercover operation, and if so, do the guidelines
make any sense?

Mr. Magx. I think it makes more sense to have them than not
to. I think some situations are probably, if not impossible, very,
very difficult to regulate. You're right. The situation is highly
fluid. And one of the problems, of course, is that the undercover
person, whether it's a sworn police agent or it’s an informer, has a
strong vested interest in seeing this thing go forward and seeing
prosecutions.

If a lot of Federal time and money are spent and no case
emerges, it doesn’t help the agent. In the case of the informer who
may be facing charges, who may stand to earn vast amounts of
money from the operation, there’s a strong incentive that crimes
occur. And I think we have, to some extent, been misled by hearing
about the virtues of video taping in such operations. This can give
a false sense of certainty. We don’t know what goes on off the tape
or to what extent what is on the tape is deceptively stage managed.
When there’s suddenly a break in the tape, was that because the
informer stopped it, or was it because of natural causes? Daily
monitoring of informers is required. The supervision of the inform-
ers in the Abscam cases apparently left much to be desired.

Another factor conducive to accountability is having the inform-
er introduce a sworn agent into the situation rather rapidly. This
offers much more control than having to rely on the accounts of
informers. Doing this of course, can be difficult, too. One of the
problems with some of the high roller kinds of activities, going
after high status offenders is that it appears to be much more
difficult to introduce a Government agent into those situations,
than it is in street situations. In street situations, the operative
policy is often to introduce a sworn agent into the situation as soon
as possible.

Mr. Epwarps. Should there not at least be, as there is required
in wiretapping, a public announcement made yearly about the
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number of undercover operations that the FBI has in that particu-
lar fiscal year? Otherwise the public would not know what the
trend would be. Since this technique is so new to our country and
imposes such problems, that information is very important. Do you
agree?

Mr. MARX. Yes. I think it’s crucial to have that kind of documen-
tation and also, as you suggested earlier, to have some analysis of
it. What are the costs and what are the benefits coming out of this?
How do you weigh the prosecutions that emerge as against the
damage that may be done to third parties? And in weighing the
cost, a crucial thing to look at are the investigations that don’t go
anywhere. I know of four or five large and costly investigations
that were stopped because there was a leak.

And one of the disadvantages of undercover work relative to
conventional police practices is they're more vulnerable to leaks.
The large investment in an investigation can literally disappear

overnight once the operation loses its cover. That’s a cost factor .

that is rarely considered. And one of the interesting things about a
number of the investigations where the cover’s been blown, is that
these tend to involve people of very high status. It's admirable to
go after offenders, regardless of who they are if, in fact, they're
engaged in serious rule breaking. However, when the investigation
points to people in high places, and then the investigation is called
off because of a leak, that may be even worse, than no investiga-
tion at all.

Ms. CoopPER. On the question of the need for evaluation, you
stated earlier that one of the problems was that the Justice Depart-
ment, among others, was not very cooperative about providing the
kinds of data you need to make these kinds of judgments.

What would you, as a social scientist, need?

Mr. Marx. When you do evaluations, they're never perfect.
They’'re obviously better than shooting from the lip. When you do
one, it's best to have information about the state of things before
you begin your intervention, before you start your experiment. So,
you'd want to know about crime patterns. You’d want to know
about what criminal intelligence says about the problem. You’'d
want to know about how law enforcement resources were being
used before you start your intervention. Then you start your inter-
vention. You do it in one area and not in another equivalent area.
You also look at the intervention while it’s going on. At the end of
it, you collect information about displacement, to other areas or
crimes, as well as about the crime in question. What we have now,
basically, is a measure after the fact. We don’t really know what
went on beforehand. We don’t know about the process involved
during the operation. And what happens now when you are forced
to do an evaluation 6 months after the operation is over is you've

. taken the context away. All you have is what'’s on paper, what’s on
tape. With all due respect, things may get cleaned up. So, I think
it’s important to have an ongoing evaluation. And if you would
take the logic of the current evaluation, which is to come in 6
months after things are over and apply it to any of the large
Federal programs that are evaluated in sophisticated ways, it
would be severely criticized. You don’t evaluate things 6 months
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after they’re gone. People are transferred. ’
happened. p erred. They've forgotten what

Mr. Epwarps. Mr. Boyd?

Mr. Boyp. Thank you, Mr. Chairman.

Professox.' Chevigny, assuming that there’s no magic to the 6-
month period, and as the chairman suggested, 30 days under other
systems has been used, what do you view as being an appropriate
period of time before an undercover investigation should incur
some sort of review? '

Mr. CHEVI(;—NY. It’s awfully hard to make those decisions, like 12
people on a jury; 30 days or 45 days seems to be a good number.
That doesn’t mean the surveillance has to stop, it just means
somebody has to review what’s going on. Another important thing
about thaj; 1s an aspect mentioned by Mr. Marx in these hearings
and that is that.a report should be made. Now, this could be doné
under these guidelines. It would be enormously helpful that a
written report should be made. I am assuming that one or more of
these, agents are going to write daily reports on what goes on.
That’s not unusual. I assume they do that or that they call in and
someone else takes it down. Those daily reports should be taken in
hand by the review committee and kept, because there’s always a
controversy in these cases about what really happened. Unless
someone is wearing a bug all the time, which is incredibly danger-
ous, then we've got to take the informers word as to what hap-
pened. And now, obviously, an informer can tailor his testimony on
a day-to-day basis. But it’s extremely difficult to see what's going to
happen the next day, but whereas in retrospect, it’s real easy to
ta%oz ytlgur testimony.

ut if every 30 days you get all of those records and i
them, and the review—I'd rather it were a judge, but skig)n i(,)ulfcl’g
ple in the sky. If the review committee would keep it under lock
and key and make sure they've got that record, that would be
enqrmgusly helpful.

I'd like to say it would be enormously helpful to law enforce-
ment, too, because in the cases where there’s a story about entrap-
ment or about the fact that they took me out and wined and dined
me and got me drunk, if that’s a lie, then those reports would be
enormously credible evidence in establishing that it is a lie. Where-
as, at a trial, therefs an enormous risk that some informer who's
an informer and being cross-examined by some able defense attor-
neX vgl%}f)e blo“ﬁl to pieces.

. And there will be an acquittal in a case where, in fact T
i1s guilty. I'm not in this to protect defendants or pro,sgcgfiosl?’r;
rights. Because I would like to see the things done in a rational
way and the truth to come out. So, 'm for a 30-day limit for all
those reviews, but if 1.t’s 45, it wouldn’t be the end of the world.
uslg/(lir.blgogln. chllesfe guldelines,1 afs I understand, have already been
ome defense counsel for pu inati
l\l\gr. %HEVIGNY. ooz oo purposes of cross examination.
r. Boyp. You indicated also that you have problems with lack
of disciplinary action in the event th ideli i
%r. %HEVIGI];Y' or, I the ¢ ese guidelines are violated.
. Mr. Boyp. Disciplinary action in the event these guidelines ar
violated. How would you prefer to see that disciglinary actiox?
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initiated, and what sort of procedure do you want to follow? How
do you perceive that action?

Mr. CuevIGNY. It’s very hard. You obviously can’t put somebody
out of the Bureau for violating a new set of guidelines, particularly
if’ it's a minor violation. All I'm saying is that it’s too heavy a
sanction.

Mr. Boyp. Should good faith be a defense?

Mr. CHeviGNY. Not in a disciplinary proceeding. It seems to me
that what ought to be done is that the guidelines ought to be
announced. They ought to be periodically announced. We've done
this in cases involving the police, in which the courts have made
orders. The order has to e brought to the notice of everyone who's
liable to act in pursuance of it. Periodically, it’s got to be rean-
nounced. That might be kid stuff as far as the FBI goes, but in any
case, it's got to be brought to their notice and if there’s a factor of
people forgetting or it's becoming customary to do it a little differ-
ently, then it should be reannounced. Then, we're sure everybody
knows and every Bureau office ought to have a copy and post it
and announce it and make sure that the people know about it.
Then you can have a rational disciplinary proceeding and try some-
body. Why didn’t you follow the darn things? A person may be
fined a few day’s pay for a minor violation.

I'm not asking for the world. But the point is that a psychologi-
cal set has got to be created in a bureaucracy whereby people feel
that the agency takes it seriously and they’re going to crack down
on people who don’t follow it. I mean, I gather in the FBI, that in
the old days, the problem was that people said that the black bag
jobs had to stop, but eveybody sort of knew that they didn’t have to
stop. And they went on. And there have been some disciplinary
proceedings about that.

There’s a problem with that that I'll come to in a minute. But
the point is the FBI agents feel that that’s not fair. That they had
these announcements and they didn’t mean it and we all knew
t}}ey’ didn’t mean it and now we get discipline for something they
didn’t mean. That’s another problem. You've got to take it serious-
ly and consistently so the people can’t say this ain’t fair later on
and h,ave the public feel that they are sincere. Another thing is
that I_m not saying that names ought to be named as to who is
disciplined, and so on. But I think the public ought to be made
aware that there are such disciplinary proceedings and that at
least some statistical report ought to be made of the fact that it
occurred. Otherwise people tend to feel—well, they say there’s a
disciplinary proceeding going on, but we don’t really know. Some
k1n_c} of %ublic annokl)lctemelét has to1 be made without naming neces-
sarlly who 1t was, but a statistical report or a discipli

I\1\;11r. %om After the fact? ’ Sciplinary report.

Mr. CHEVIGNY. Yes, because after those disciplinary proceedings
with respect to the FBI agents from the old daF))'s, it zvrfs said thgt
New York—I think it was the New York director—announced the
disciplinary proceedings had been undertaken with respect to those
people. We never knew what had happened. We didn’t know
whether they had been fined, whether they had been cashiered,
what the dickens happened. So, there was a feeling, I mean, there
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was a public feeling that we don’t know whether it was a serious
matter or it wasn’t a serious matter.

So, to summarize, if you're going to make guidelines work at all,
you’ve got to have a tight system of internal review. You've got to
have a consistent set of disciplinary rules. You've got to follow
them and enforce them. You've got to make sure that everybody
knows about it and that they continue to know about it on a
periodic basis. And you’ve got to make the public aware that you
are taking it seriously and that you are enfprcing it and that
disciplinary proceedings are being carried out. I know law enforce-
ment officers hate this. They say it’s a terrible system of harass-
ment and it’s constant gumshoeing around them, and so on. I'm
tempted to say better them than us, but I don’t really mean that.
It's a characteristic of that kind of public work that there’s going
to be a lot of oversight and I don’t see any alternatives. There are
too many temptations.

And accordingly, it is a characteristic of law enforcement work
that there’s going to be a lot of oversight from the higher-ups. I
don’t see any real alternative to that.

Mr. Boyp. Thank you. I have no further questions.

Mr. EpwARrDps. Along the same lines, don’t you think that as this
approval is given up the line—and that’s what we're assured of by
the guidelines—the higher it goes for approval, the supporting
information should be furnished in writing so as to leave a paper
trail? And the same kind of information ought to be furnished to
the higher official in the FBI to justify the next step in the under-
cover operation that a magistrate would be furnished when a war-
rant is asked for?

Mr. CHEVIGNY. Absolutely. We can at least get the protection of
the paper record through these guidelines. If we can’t get a magis-
trate, we can at least get that protection that a record is made,
which is, in effect, if you like, sealed in amber, in the sense that it
cannot later be changed by the informer tailoring his testimony to
fit the case.

Mr. Magrx. I think one of the problems currently is the guideline
says almost nothing about the conditions under which higher-level
authorities can and should approve undercover operations. The
guidelines basically affect and prohibit actions on the part of the
local agent. They don’t really tell us when higher officials should,
in fact, use undercover work. I think it’s crucial to spell out those
criteria, not in a rigid way, but to say, here are the kinds of factors
that would make it appear that this tactic is appropriate. That's a
big lack.

Mr. CHEVIGNY. In answer to counsel’s question about the disci-
plinary actions, there’s an interesting point about discipline, and
it’s something that I observed in connection with discipline in the
New York police, which we quarreled about for the past 15 years.

We tried to have outside review and didn’t succeed, and they now
have an internal review, which is pretty good, as internal reviews
go. It has the characteristics that I mentioned. An additional one is
that it has people who are—not independent in the political
sense—but are structurally independent, who do the investigation
in the sense that it has people assigned to that body, who do its
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invesgigations and don’t do anything else, unless they get trans-
ferred.

But a fatal mistake in the investigation is to send it, as it were,
to the local commander. In other words, to send it tc the superior
of the person involved for an informal review, seems to me a fatal
mistake. Because there is a systemic bureaucratic tendency on the
part of superiors to cover their people. It's natural. It's human.

Mr. Boyp. You're talking about internal affairs of public?

Mr. CHEVIGNY. Yes.

Mr. KasTENMEIER. My question is somewhat tangential, but out
of curiosity, I was wondering why Professor Chevigny suggested a
magistrate. I assume meaning the U.S. magistrate rather than a
U.S. judge. Noting that many jurisdictions, district court jurisdic-
tions, they either do not have magistrates or the magistrate’s role
is assigned by the U.S. judge. And generally, they are not categori-
cally used rather than assigned specific tasks. I'm just curious.

Mr. CHEvVIGNY. I’'m sorry. I wasn’t using it as a term of art. I
meant it as a generic term. That is, as a judicial officer.

Mr. KasTeNMEIER. Thank you.

Mr. LuNGREN. Mr. Chairman?

Mr. Epwarps. Mr. Lungren.

Mr. LuncreN. I have just one question. It's kind of a general
question. But you were critical of the length of time which would
go on before there would be a review of these programs and sug-
gested a shorter period of time. Isn’t there always the problem if
you have people reviewing them too often, they become so familiar
with what they’re reviewing that they don’t have the distance you
want, so that they are not a part of the operation itself?

Mr. CuevieNY. Do you want to answer it?

Mr. LuNGREN. Aren’t you talking about an independent judg-
ment?

Mr. Magrx. Life is complicated. There are always tradeoffs. Su-
pervisors can be rotated and they should be subjected to review.

Mr. LuNGREN. That’s not my point. My point is, they become so
identified with it, they can’t step back and see the whole picture. If
you've got them reviewing every couple of weeks or maybe even
every month, I don’t know. I haven’t seen enough evidence to what
is reasonable. They become so identified with the ongoing investi-
gation, they don’t come in as a supervisor with some distance to
look at different things than the people actually involved in the
process would.

Mr. Magrx. Partly, it may depend on the quality of the people
doing the oversight. I think the key thing is not that you become
too familiar with it, but that your overall career rewards are not
tied into it. To the extent that supervisors are not going to be
promoted or demoted as a result of the success or failure of the
investigation, I think it’s less of an issue.

Mr. LunGreN. The other thing I'd like to just throw out is that
we've been sort of analogizing this to the experience with the New
York Police Department and other police departments. But it
seems to me the FBI is somewhat different than those.

Mr. CHEVIGNY. Yes.

Mr. LuNGrEN. The education level is certainly different. The
type of investigations that they have ongoing is certainly different.

0

They're not involved in day-to-day street crime. And perhaps the
a?alogy is not quite as valid as we might assume, just on the face
of it.

Mr. MaRrx. I think because they're not as much involved in day-
to-day street crime, where police are really familiar with who the
bad actors are, these tactics become more problematic. Because FBI
agents are unlikely to be involved in high roller activities as a
matter of course, they are at a disadvantage relative to who are
more likely to be close to local police, street crime. However, the
broader constitutional principles and also the social aspects in
terms of unintented consequences, in terms of what happens when
you have secret operations, what happens with covert tactics, that
those things are the same, regardless of the level of government.

Mr. LuNGreN. I understand. It strikes me at times that our
concern often, as legislators, is with creating paper trails and creat-
ing many, many different boxes where you have broker jurisdic-
tion, which almost takes the idea of checks and balances to such an
extreme that, in fact, inertia sets in. But when you get down to it,
it's the quality of the individuals involved, no matter how much
you want to create various types of assistance. They may not look
at this as types of assistance. But that’s what you’re basically
saying. You're protecting them as well as protecting the operation
and protecting the public.

Mr. CrEviGNY. I'd like to say something about that, if I may. I
think it is true that it depends on the individuals. But it seems to
me from the history of the FBI, it seems to depend more on the
character of the individuals than the character of the agents. In
other words, the agents who are highly educated men were accused
of what seemed to be terrible abuses. I haven’t any doubt that they
wouldn’t have done those things on their own hook. But they did
them because Mr. Hoover and others approved them or they
thought they did, the atmosphere. That means something’s got to
be done about that atmosphere. You’'ve heard what I think is the
best thing. But obviously, guidelines can make a difference in the
atmosphere. But there’s got to be control over people at the top. If
you’ve got control over policy, policy with respect to are we going
to chase the left, which was one of Hoover’s policies, I take it that’s
not an option that open any more. Those kinds of policies have got
to be stopped.

Mr. EpwaARrDps. One last question. In the Abscam cases, there
were four, five or six—I can’t remember how many congressmen—
absolutely turned all of the inticements down and practically said
get out of my office. But they claimed they were damaged severely
and the FBI regrets it in his offer to write letters, and so forth.
Now, how would the guidelines have been improved so that this
very unfortunate situation, where these reputations were greatly
damaged by the actions of the unwitting purveyors in practically
all the cases?

Mr. Marx. I think that’s a crucial question. It gets to the point of
how good is the evidence that someone is predisposed to this type
of activity. The guidelines now talk in very general terms about
this. They don’t talk about degrees of predisposition, the relative
merit of different kinds of evidence, or to what extent you have to
cross check. So, I don’t think they particularly speak to this prob-
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lem. In fact, in the testimony here last March, it was claimed that
Abscam was done in a way that was very consistent with the
guidelines.

Now, either the guidelines are lacking, or the operation wasn’t
done in a way that was consistent with them. Predisposition, is a
very, very slippery kind of concept. I think it could happen again
very easily, until it’s made very clear how strong a predisposition
has to be. It gets back to the issue of, are we trying to apprehend
people who are corrvpt? Or are we trying to see if someone is, in
fact, corruptable? And as long as the latter is an operational stand-
ard, I think there are going to be the kinds of problems that you
suggest.

Mr. EpwaArps. Well, especially when the person making the deci-
sion as to predisposition doesn’t know that he or she is working for
the FBI and thinks that he or she actually is working for a billion-
aire shick.

Mr. MARX. Yes.

Mr. LuNGreN. I just wanted to see what point we are going on
here. The fact that a number of people turned it down does not
necessarily mean that the guidelines were improper. Unless you
suggest that somehow you have to have 100 percent batting aver-
age. I mean that might even go to the justification for the manner
in which they operate. That they did not intice people who other-
wise would not have been inticed. That is, that these people turned
it down. I don’t see how that proves the case that socmehow the
guidelines weren’t in operation or weren’t being followed.

Mr. MARX. Yes; that’s a good point. And people can differ about
what batting average you have to have to conclude in the fact that
someone was predisposed. It seems to me given the risks and the
damage to the people involved, that they really ought to err in a
much more conservative way. If half the people tock it, I think
there was insufficient evidence of predisposition. If it was higher,
you might conclude predispssition was there. You also have to look
at the quality of the temptation. If the temptation is so enticing
and inviting, there may he no predisposition at all. You may
simply be overwhe. e? by the incredible opportunity :ou have to
help your constituenws .. d/or yourself.

Mr. EpwaARrDps. Further questions? Well, the witnesses have given
us valuable in-depth information and we appreciate it very much.

Mr. HypE. Indeed.

Mr. LuNGreN. Fine.

Mr. EbpwaRrDs. So, we thank you very much.

Mr. Hype. Excellent.

Mr. Epwarps. Tomorrow, the committee meets with the Depart-
ment of Justice.

[Whereupon, at 11:30 a.m., the hearing was adjourned.]

FBI UNDERCOVER GUIDELINES

THURSDAY, FEBRUARY 26, 1981

House oF REPRESENTATIVES,
SuBCOMMITTEE ON CIviL AND CONSTITUTIONAL RIGHTS,
COMMITTEE ON THE JUDICIARY,
Washington, D.C.

The subcommittee met at 9:30 a.m. in room 2226, Rayburn House
Office Building; Hon. Don Edwards (chairman of the subcommittee)
presiding.

Present: Representatives Edwards Kastenmeier, Lungren, and
Sensenbrenner. ‘

Staff present: Janice Cooper, assistant counsel, and Thomas M.
Boyd, associate counsel

Mr. Epwarps. The subcommittee will come to order. Today’s
witness is Mr. Paul Michel, Associate Deputy Attorney General of
the Department of Justice.

In that position, Mr. Michel has become very familiar with the
inner working of the FBI; that expertise proved invaluable to us
last year when we began considering a legislative charter for the
Bureau.

Equally complex and difficult will be the task of controlling
problems associated with undercover operations. We have been
studying undercover operations for many, many months and prob-
ably in the years ahead.

We have learned enough in the last few days of hearings to
sympathize with the Justice Department’s difficulties in devising
guidelines. The nature of undercover work itself creates a tension
with a desire for control.

However, the guidelines are definitely a step in the right direc-
tion. And today, we hope to learn more about what they are
intended to mean. Before I introduce Mr. Michel, I recognize the
gentleman from Wisconsin, Mr. Sensenbrenner.

Mr. SENSENBRENNER. Mr. Chairman, I ask unanimous consent
from the Subcommittee on Civil and Constitutional Rights that the
House committee permit coverage of this hearing in whole or in
part by television broadcast, radio broadcast, and still photograph
gr by any of such methods of coverage pursuant to committee rule

Mr. EnwArps. [ thank the gentleman. I recognize the gentleman
for any remarks he may care to make.

Mr. SENSENBRENNER. No remarks, Mr. Chairman.

Mr. Epwarps. Mr. Michel, again, we welcome you and please
read your statement in full, since we didn’t receive it until late last
evening and haven’t had a chance to review it ourselves.

(19
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TESTIMONY OF PAUL R. MICHEL, ASSOCIATE DEPUTY ATTOR-
NEY GENERAL, OFFICE OF THE DEPUTY ATTORNEY
GENERAL

Mr. MicHEL. Thank you, Mr. Chairman, Congressman Sensen-
brenner. I'm very pleased to be before the committee today to have
the opportunity to testify on undercover matters and particularly
about the recent developments in the Department of Justice policy

governing FBI undercover operations. And I know that the pri--

mary interest of the committee is on the guidelines issued by
Attorney General Civiletti on January 5, 1981.

The reason that I've been asked to appear before the committee
to testify about these guidelines is that I participated, along with
many others, in their preparation and therefore, I hope to be able
to respond to any questions about their scope or intent or purpose.

Attorney General Smith and other senior department officials
are presently reviewing the guidelines on undercover operations in
order to determine whether any revisions may be necessary.

Last March, the subcommittee received testimony from the direc-
tor of the FBI and the Assistant Attorney General in charge of the
criminal division concerning undercover operations. There appear-
ance followed completion and public disclosure of several major
undercover operations, including ABSCAM.

Mr. Chairman, if I may, I would like to ask the committee to
make part of the record of this proceeding, the statements and
testimony of Director Webster and Assistant Attorney General
Heymann from that session, because I think that they lay a foun-
dation which is pertinent to the inquiry with regard to the guide-
lines.

Mr. EpwArps. Is there objection?

Mr. SENSENBRENNER. No.

Mr. Epwarbps. Without objection, so ordered. (See appendix.)

Mr. MicHeL. Thank you. In the intervening time, there have
been three major developments in the area of undercover oper-
ations. First, juries have convicted all of the defendants brought to
trial on the basis of ABSCAM, although the controversy surroun--
ing some aspects of that operation continues, both in the courts
and in public debate.

Second, the undercover review committee which studies proposed
undercover operations, was established and began to function and
handle a great many of the cases.

Third, after 18 months of intensive collaborative effort, the De-
partment of Justice and the FBI complet..d the guidelines on un-
dercover operations. With Director Webster’s concurrence, these
guidelines were issued last month.

The guidelines do not change established practices and proce-
dures in any significant way. These practices and procedures have
been developed gradually and careftlly over the past several years.

The procedures have as their centerpiece, the operation of that
undercover review committee. Therefore, the implementation of
the guidelines should not, in my view, cause any confusion or
disruption in FBI operations.

I may say that with regard to possible disruption that your
colleague, Congressman McClory recently sent a letter to Attorney
General Smith. The letter, which was dated January 23, asked
whether the guidelines would have an adverse impact on the oper-
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ational effectiveness of the FBI, and particularly whether their
use—whether the guidelines would make the use of undercover
operations by the Bureau difficult, if not practically impossible.
That possibility, of course, was much in our mind from the outset
of efforts to develop the guidelines. I know that in reviewing this
issue, and indeed, in preparing materials which will soon result in
a responsive letter to Congressman McClory, Director Webster has
indicated that the guidelines do not make the task of the Bureau
more difficult.

I might also say, sincz there was some confusion about the imple-
mentation and at least one witness expressed difficulty or encoun-
tered difficulty in getting a copy, that the guidelines are just now
in the process of being implemented and instructions are going out
to all F'BI field offices at this time.

Mr. EpwarDs. You mean by that that the field offices have been
operating without guidelines all of this tinmie?

Mr. MicHEL. The field offices have been operating for the entire
period of extensive undercover work, which I guess is between 2
and 3 years without formalized guidelines.

That is not to say that they have been operating without careful-
ly structured procedures. Because the procedures have been rather
well structured and followed closely. What the guidelines basically
did was to build on those procedures and to formalize them and if I
can misuse a word, codify them into guidelines.

I might say with regard to questions of interpretation, since the
guidelines are fairly lengthy and fairly specific and contain lawyer-
like terminology, that I’ve been advised by FBI officials that there
have been no significant questions of interpretation that have come
to the surface to date.

Mr. Chairman, let me briefly describe the processes by which
these guidelines were produced. It began in the early fall of 1979,
when the Attorney General asked the Assistant Attorney General
in charge of the criminal division to supervise the drafting of a
number of possible guidelines on different topics, including under-
ccver operations. The broad outlines for each of these guidelines
were taken from the proposed FBI charter, which had been jointly
developed in the preceding year by FBI and department officials.

Under the charter, the department would be required to issue
guidelines on all major areas of investigative activity. Attorney
General Civiletti determined, however, that the benefit of guide-
lines to the effectiveness of FBI operations had been sufficiently
established by 5 years’ experience with the three guidelines pro-
mulgated by Attorney General Levi, that additional guidelines
ought not to await Congressional action on the proposed charter.

Although Congress didn’t take action on the charter proposal,
various committees, including this one, did hold hearings on many
parts of the charter. These hearings sharpened the issues and
tested the reasoning underlying each of the provisions in the pro-
posed charter. The hearings also underscored the need for assuring
that investigative activities are not only conducted vigorously and
effectively, but also lawfully and reasonably.

The guidelines on undercover operations were put through innu-
merable drafts. The drafts were written on the basis of extensive
consultation with FBI officials actually administering and supervis-
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ing the organized crime, white collar crime and other investigative
programs. The initial drafting was done by two departmental attor-
neys who were members of the Undercover Operaticns Review
Committee. The drafts were reviewed by FBI employees at every
level in both headquarters and in the field. This included the
special agent investigator, the proverbial “brick agent.” The writ-
ten comments were prepared and became the basis of extensive
discussion among members of the review committee.

That committee was chaired by the Assistant Attorney General
in charge of the criminal division and it included among others,
the FBI’s Assistant Director of the Criminal Investigative Division,
his deputy, the chiefs of the organized crime and selective oper-
ations units, the special assistant to the director, several career
Justice Department prosecutors and myself. While the text did
change somewhat during the long process, there was agreement
from the start between FBI and department officials on all its basic
provisions.

As the project proceeded, only relatively minor issues arose and
all of them were resolved rather readily in a mutually satisfactory
manner.

In fact, by the end, there was such complete agreement by every-
one on the guideline committee, that not a single issue had to be
submitted to Director Webster or the Attorney General for resolu-
tion. Both, of course, did personally review the final draft before
the Attorney General promulgated the guidelines.

Now, the process followed in preparation of these guidelines was
nothing new. We simply followed the basic model established in
1976, when a similar committee was commissioned by Attorney
General Edward Levi. That committee developed various guide-
lines, including those ultimately promulgated, which were three,
and as you know, they concern No. 1, Informants; No. 2, domestic
security investigations; and No. 3, civil disturbance investigations.
Indeed, some of the members of the earlier guideline committee
also participated in the current project.

The guidelines on undercover operations like those on other
topics, were drafted on the basis of certain underlying principles.
Three of the most important of these are as follows. First, guide-
lines should not be a catalog of “do’s” and “don’ts.” Rather, they
should focus on establishing or formalizing sound procedures to
assure that critical judgments are made at appropriate levels of
authority and are recorded and therefore, susceptible to subsequent
review within the Bureau, by the department, and by the Congress.

Second, the guidelines must be clear enough to be readily under-
stood and followed by all agents and must contain standards which
are realistic enough so as not to interfere with effective and appro-
priate investigative activities. A

Third, the guidelines should not merely meet the minimum re-
quirements of constitutional and statutory law, but should also
reflect sound law enforcement policy. I might say that these three
principles, in my view, were precisely the same principles that
formed the basis, a theoretical basis, for example, for the guidelines
on domestic security investigations, which were issued in 1976.

And I would submit to the committee that if you lay the domes-
tic security guidelines side-by-side with the undercover operations
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guidelines, that while on the surface
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They often begin with relatively uncorroborated suspicions. They
progress to some corroboration or additional kinds of allegations of
suspicions. And ultimately, they progress to the point of probable
cause to arrest and indict. _ o

To require probable cause before we even take the investigative
step of making an offer is to trap the FBI in a catch 22. If we
already had probable cause of the past crime, we could simply
make an arrest and prosecute for that past crime. In fact, the very
need for making the offer is to convert some reasonable indication
of criminality into strong and clear evidence that would amount to
probable cause or, indeed, more.

Mr. Chairman, if we looked at some of the recent undercover
operations—and of course, I can’t discuss specifics of Abscam that
are under litigation, but in general, if we look at past operations, I
would say that that kind of hindsight review would lead to this
conclusion. The majority of suspects who were offered a clearly
criminal opportunity and took it, accepted a bribe or whatever it
was, were not people as to whom we had probable cause at the
time of the offer. And therefore, if that were required, those inves-
tigations would have stopped on the spot. .

Now, the fallback argument is, of course, well, if not probable
cause, what about a somewhat lesser standard? Perhaps reasonable
suspicion. L o

One problem with reasonable suspicion is that it is an analog to
probable cause in this sense. Both, under elaborate}}{ devploped
case law, require, really, two things. The f1r§t is suff;me_nt indica-
tion of criminality. But the second—and this is an indispensable
test as much as the first—is that the information establishes to the
same degree of certitude that the particular individual is the one
involved. _ .

Now, as I pointed out earlier, frequently the identity of the
prospective bribee isn't even known. And therefore it would be
impossible in those circumstances to meet even the test of reason-
able suspicion, at least as defined in class;c search-warrant law.

That’s not to say that undercover operations ought to offer op-
portunities for criminality in the complete absence of reasons to
suspect that the activity is going on and that the people who will
present themselves or were presented and produced at the location
in fact are involved in that kind of criminal business. We used in a
charter, as you will recall, Mr. Chairman, the concept and the
phrase ‘“‘reasonable indication.” o .

And that same notion is adopted in the guidelines and is men-
tioned. As I indicated earlier, we either have to have a reasonable
basis for suspecting, a reasonable indication, that the individual in
question is corrupt as a labor racketeer, or whatever the operation
involves, or he has to identify himself by coming in, with no active
role on our part.

Now, I would like to next just briefly touch on another aspect of
the catch 22, and I have to be careful here about terminology. Keep
in mind that sometimes the players wear more than one hat. We
all talk, perhaps too facilely, about, well, you have suspects, and
you have targets, and you have defendants, and you have infor-
mants, and so on. But in undercover operations particularly, some-
times they mix.
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We often have a man who starts out as a suspect. Let’s say an
informant has come and told us that Mr. X, who is a police captain
in some metropolitan city, is collecting bribe payoffs from gambling
operators. Suppose then that the word goes out that a new gam-
bling operation is being established. And the next thing that hap-
pens is, this police captain comes in. He indicates that his superior
officer, Inspector Y, also shares in these bribes.

Well, at that point, the captain has shifted from being merely a
subject, because of the informant allegation, to being an interme-
diary. But he is going to bring in the higher ranking officer. And of
course, we're even more interested in trying to successfully pros-
ecute that individual than the captain.

So he becomes a middleman. And he is not a witting middleman.
Obviously, he has no idea that this gambling operation is phony
and it’s a setup in order to detect police corruption.

There are, of course, middlemen who are witting. They are re-
ferred to in FBI terminology as cooperating individuals. They pres-
ent special problems because of obvious difficulties of total control
by the Government. But it’s important to recognize, I think, that in
most situations the middleman is not being manipulated by the
Government. The middleman himself doesn’t even know that it's
an undercover operation.

Now, in the case where the middleman is a cooperating individu-
al, is fully knowledgeable, there is a risk that he will misrepresent
the statements or activities of a suspect, that he will produce at
our warehouse, or whatever the location might be, individuals who
in fact are innocent. There is, therefore, the risk that an innocent
individual may be offered the criminal opportunity. There are two
reasons why this risk, even aside from guidelines protection, is not
very great. The first is, if a cooperating individual, a middleman,
brings in an innocent person, we quickly discover that he’s either
exaggerating or he doesn’t know what he’s talking about, so we no
%onger put so much faith in what he says. It corrects itself rather
ast.

It is quite true, in the meantime, one or two individuals who are
completely innocent might be drawn into the operation to the
extent of having the offer made. But as, I think it was the second
circuit, recently observed, that is not necessarily disastrous, be-
cause the honest man simply rejects the offer and departs.

It is a risk; it is undesirable. It is not a big risk, and the
guidelines minimize it by, for example, stressing that the underly-
ing criminal nature of the offer has to be made very clear and
communicated directly to the suspect. No offers are made through
third parties. They're face to face, and they’re in clear terms.

And I might say that with regard to the clarity of the criminal
nature, we frequently have had circumstances in actual operations
where extensive script writing, in effect, was done by teams of
lawyers from both the department and the FBI So that the under-
cover agent who actually makes the offer—we don’t let the middle-
man make the offer; the undercover agent makes the offer—does so
in terms that are unmistakably clear that this is a crime that’s
being offered.

OK. Let me just make a couple general observations, if I may.
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First, the guidelines emphasize procedures. But thp emphasis on
procedures is not to minimize the importance of the JquIr}ent calls
that have to be made in these operations. It really is judgment
that’s the key here.
hAnd in thi}s’ regard, the fact that the FBI now ha}s bgzen cqndupt—
ing major undercover operations in all areas of its investigative
jurisdiction for several years means that we have a lot of experi-
ence. We can benefit from this experience, and we are benefiting

m the experience. '
fr(it is impcl))rtant, I think, to avoid the confusion that may hav.e
plagued one or more of your earlier witnesses. There are, in effect,
three time zones. There was the first year or so of major undercov-
er activities. That’s the first time period. o

The second time period is the last year or two, pre-guideline, but
we had the committee, the review committee. We had the struc-
tures in place. They just hadn’t been formalized.

And then, of course, the third time period is the: futux:e. ’

Some of the celebrated undercover operations in which, obvious-
ly, problems have come up fall in the first period, where there were
neither the informal procedures nor the committee, and, obviously,
not the guidelines. Operation Front-Load is an example of that. It
happened because the review committee wasn’t in place.

Now, the important thing, as I tried to make clear eax:her, is that
while there’s a huge difference between the first time period,
where there was very little structure or not eng)qgh structure, at
least, and the second time period is a vast difference. But the
difference between the second time period—the last year or two—
and the immediate future is very little. It is mostly a question of
formalizing structure and policies and practices already in place.

Now, with regard to how that all works, I would like to make
this observation. The guidelines emphasize the approval process,
because that is what we thought deserved the most emphasis. That
is what is going to bring the judgment of supervisors and outsiders
to the field office involved to bear on this. ‘ 7

And as you know, the guidelines provide for the operation to cb.e
recertified by the committee and the appropriate senior FBI offi-
cials under any one of three tests. No. 1, at a minimum, every 6
months, no matter what else. No. 2, anytime the natt}re of the
operation changes; if it changes every month, then there’s a whole
new review every month. And No. 3, any time the operation spends
more than a trigger sum, which is $20,000. .

The practical effect of those three triggers of renewegi.scrutmy
by the committee is that in the largest and rnost’ sensitive oper-
ations, the reviews aren’t every 6 months; they’re much more
frequent than that. In addition to formal reviews by the committee,
however, there are reviews which sometimes are week-to-week, or
even day-to-day in the most sensitive cases. ‘

There are innumerable examples, for instance, where the Dlrec-
tor of the FBI himself, personally reviewed whether a particular
circumstance, as to a particular suspect, warranted the making of
an offer of a criminal opportunity. o .

So, the control of these operations, and minimizing j:he risks o_f
untoward events occurring, rest as much on this ongoing supervi-
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sion at all levels of the chain of command in the FBI, as they do on
the committee proposal certification process.

Now, I'd also ask the subcommittee, in reviewing the undercover
operations guidelines, to keep in mind that those guidelines do not
form the entire system for controlling undercover operations.

The guidelines perhaps could be analogized to the keystone of an
arch. But there are other stones in the arch and they’re important
stones. There are court decisions, statutes enacted by Congress.

You're familiar, for example, with limitations in our appropri-
ations on using money in certain undercover operations contexts.
Because these other provisions were zlready well established, for-
malized, written down, being followed, we didn’t repeat them all in
the guideline.

For example, the courts have elaborately developed and closely
defined the law of entrapment. In the guideline, we don’t repeat all
that or try to even summarize it. We just say, of course, stay far
away from entrapment.

Now, another point that I think bears keeping in mind in review-
ing the guidelines is that they, of necessity, have to apply to an
extraordinary variety of different kinds of operations. One of the
troubles with the terminology, undercover operations, is that it
might lead some to think that they’re largely similar or that there
may be two or three major categories. In my opinion, if you break
it down into categories, you get into dozens or hundreds, and some
of them are extremely different from others. The guidelines have
to be designed to cover all of them.

It is also important to keep in mind which operations are essen-
tially typical, and which are atypical.

The fencing sting-type operations are typical. And operations like
Abscam are typical. I do not think that this is the best viewpoint to
look at the guidelines, only or primarily from the standpoint of
how they would effect one particular operation. The real question
is: How do they effect the whole range of operations?

Now, in conclusion, I would urge members of the committee and
the Congress to reserve judgment on the guidelines.

I'd suggest that the issues about whether these guidelines should
be changed, whether they should be codified, if so, whether they
should be codified in this form or some other form-—all should be
reserved.

For one thing, we need substantial experience actually operating
under the guidelines before we'll all have a sound basis for making
final conclusions on these kinds of matters. For another thing,
Attorney General Smith certainly should be given the opportunity
to reach his own conclusions concerning these guidelines. I would
suggest that what matters is how they actually work in practice.
That’s how they should be judged. Experience is really the best
test.

I know that you've had eminent lawyers, and law professors, and
scholars testifying about the guidelines, and I've carefully reviewed
their prepared statements. And I think that observations of all
interested and knowledgeable parties can be helpful. But I would
suggest to the committee that law professors and lawyers—so I'ma
including myself—have an inherent tendency to microscopically
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examine language and to think that that’s the most important
thing. o

I gvould suggest with regard to these guidelines, that's notA the
most important thing. The most important thing is: How do they

ctually work in practice? . ‘
El‘JAfteg, an appropriate period of trial and error, looking back in
actual cases where they were applied, do the results seem to be

satisfactory, or not? _ o
I think %’hat the process followed with regard to the Levi guide-

lines maybe serves as a good model. They were put into eff]ect.
They were followed for an extensive period. And then the evalua-
tion activity began to really come to bear. I would suggest that the
approach adopted by Congress regarding the Levi guidelines might
also be the best approach regarding these undercover operations

uidelines.
g Mr. Chairman, that concludes my statement. And I want to

apologize about the fact that we got it to the committee so late. But
we are in still a transitional circumstance at the department, and
there were a number of reasons why it was difficult to provide the

statement earlier.
I'd like to stop now, because I've talked for so long, and perhaps

too long. I would ask if it meets with your approval, Mr. Chairman,
if at some point after responding to questions by the members, I
wight have just a few minutes to quickly respond to a few selected
points made by Professors Seidman, Chevigny, and Marx.

Thank you. ) . .
Mraj1 ED%VARDS‘ Thank you very much, Mr. Michel. It is always a

pleasure to have you here.
[Mr. Michel’s prepared statement follows:]

PrEPARED STATEMENT OF PauL R. MICHEL, ASSOCIATE DEPUTY ATTORNEY
GENERAL, OFFICE OF THE DEPUTY ATTORNEY GENERAL

ATTORNEY GENERAL'S GUIDELINES—UNDERCOVER OPERATIONS

hairman Edwards and members of the Subcommittee on Civil and Constitutional
Rights; I am pleased to have the opportunity today to testify before the Subcommit-
tee on recent developments in the Department of Justice policy governing FBI
undercover operations, and particularly on the Guidelines issued by Attox;n.ey (}enj
eral Civiletti on January 5, 1931, I have been asked to testify about the Guidelines
at this time because I participated in their preparation and can 1'espond \to any
questions about the scope and purpose of the current Guidelines. Attorney General
Smith, along with other senior Department officials, is presently reviewing the
Guidelines in order to determine whether any revisions may be necessary.

Last March, the Subcommittee received testimony from the Director of the FBI
and the Assistant Attorney General in charge of the Criminal Division. Their
appearance followed completion and public dxsc‘losure'\ of several major undercover
operations, including ABSCAM. In the meantime, juries have convicted all the
defendants brought to trial on the basis of ABSCAM, although the controversy
surrounding some aspects of that operation continues in the courts and in public
debate. Also, the Department and the FBI, after 18 months of intensive collabora-
tion, completed Guidelines on Undercover Operations. With D‘l.re.ctor. Webster's con-
currence, these Guidelines were issued by Attorney General Civiletti on January 5,
1981, .

The Guidelines do not differ significantly from established procedures and prac-
tices. These practices and procedures were gradually and carefully developed over
the past 2 years. Thus, implementation of the Guidelines should not, in my view,
cause confusion or disruption. Indeed, I have been advised by FBI officials, including
the Assistant Director of the FBI's Criminal Investigative Division, that the FBI has
no significant questions of interpretation and anticipates no real problems. This fact
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came as no surprise because of the careful and cooperative process which produced
the Guidelines.

In the early Fall of 1979, the Attorney General asked the Assistant Attorney
General in charge of the Criminal Division to supervise the drafting of possible
Guidelines on various topics, including Informants, General Criminal Investigations
and Undercover Operations. The broad outlines of these Guidelines were taken from
the proposed FBI Charter which had been developed in the preceding year by FBI
and Department officials, working together. Under the Charter, the Department
was required to issue Guidelines on major areas of investigative activity. The
Attorney General determined, however, that the benefit of Guidelines to the effec-
tiveness of FBI operations had been sufficiently established that additional Guide-
lines should not await Congressional action on the proposed Charter.

Although Congress did not take action on the Charter proposal submitted in the
Summer of 1979, various committees, including this one, did hold hearings on many
parts of the Charter. The hearings sharpened the issues and tested the reasoning
underlying each of the provisions in the proposed Charter. The hearings under-
scored the need to assure that law enforcement activities are not only conducted
vigorously and effectively, but also lawfully and reasonably.

The Guidelines, like the Charter, were put through innumerable drafts which
were circulated widely for comment. The drafts were written on the basis of exten-
sive consultation with the FBI officials administering and supervising the Organized
Crime, White Collar Crime and other investigative programs. The initial drafting
was done by Departmental Attorneys who were members of the Undercover Oper-
ations Review Committee which is composed of FBI and Department Officials. The
drafts were then reviewed by FBI employees at every level in both Headquarters
and in the field. This included the Special Agent/Investigator, the proverbial “brick
agent”. Written comments were prepared and became the basis of extensive discus-
sion among members of the Guideline Review Cornmittee. Chaired by the Assistant
Attorney General in charge of the Criminal Division, it included, among others, the
Assistant Director of the Criminal Investigative Division, his deputy, the Chiefs of
the Organized Crime Section and the Selective Operations Unit, the Special Assist-
ant to the Director, several career Department prosecutors and myself.

While the text changed somewhat during this long process, there was full agree-
ment from the start between the FBI and Department officials on all basic princi-
ples. As the project proceeded, only minor disagreements arose and all of them were
resolved rather readily in a mutually satisfactory manner. In fact, by the end, there
was full agreement by everyone of the Committee. Not a single 1ssue had to be
submitted to Director Webster or the Attorney General for resolution. Both person-
ally reviewed the final draft which the Attorney General promulgated.

The process followed was not invented for this particular project. We simply
followed the basic model established in 1976 when a Committee commissioned by
Attorney General Edward Levi developed Guidelines on Informants, Domestic Secu-
rity Investigations and Civil Disturbance Investigations. Indeed, some of the mem-
bers of the earlier Committee also participated in this project. A prime example is
Inspector John Hotis of the FBI who, in addition, along with former Deputy Assist-
ant Attorney General Mary Lawton of our Office of Legal Counsel, was a principal
draftsman of the proposed FBI Charter.

The Guidelines on Undercover Operations, like those on other topics, were drafted
on the basis of certain underlying principles. The three most important of these are:

First, the guidelines should not be a catalogue of “do’s and don’t’s”. Rather, they
should focus on establishing or formalizing sound procedures to assure that critical
judgments are made at appropriate levels of authority and are recorded and suscep-
tible to subsequent review. Second, the Guidelines must be clear enough to be
readily understood and followed by all agents and contain standards which are
realistic enough so as to not interfere with effective and appropriate investigative
activity, Third, the Guidelines should not only meet the requirements of Constitu-
tional and statutory law, but also should reflect sound law enforcement policies.

The Guidelines Committee sought to follow these three basic principles. No one
would claim that the Guidelines are perfect, But they are based on ideas which have
been proven in practice. The design of the Guidelines is to insure that investigations
are conducted both effectively and lawfully. The latter consideration is as important
to the continuing efforts of the Government to combat crime as the former because
crimefighting ultimately requires acceptance of our work by the courts, including
the appellate courts which review the convictions we obtain and the Congress which
annually appropriates the funds we need and affords the authorities for our activi-
ties.

There is, however, one sense in which these Guidelines (or any othor possible
version) could be found unsatisfactory: the Guidelines cannot guarantee that no
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undesirable incident will ever occur. They vastly reduce the risk, but they do not
and cannot prevent it from ever happening:,

Two examples will illustrate this point. The first involves the provisions establish-
ing the tests which must be met before a suspect may be offered an opportunity to
commit a criminal act. While the Guidelines cannot guarantee that an honest
person will never receive such an offer, they do make it unlikely. Some opts_ide
observers have suggested that the Government must have probable cause of similar
past crimes by an “ndividual before it offers him an opportunity for crimie such as a
bribe. This is impractical. The effect would be to immunize from investigation
probably the majority of those who in past operations actually accepted such offers.
There are other problems too. For one thing, we often do not know the identity of
the subject until he appears at the location where the offer will be made. More
fundamentally, this suggestion misunderstands the evolutionary nature of investiga-
tions. They ordinarily begin with suspicion and end with probably cause to arrest
and indict. To require probable cause before we can make an offer is to trap the FBI
in a “Catch-22", If we already had probable cause of a past crime, we could simple
arrest and prosecute for the past crime. The reason for making the offer is to
convert a reasonable indication of criminality into evidence amounting to probable
cause.

The second sxample involves the provisions governing the handling of interme-
diaries. Often, all we have to go on when we first focus on an individual is the word
of a middleman that he has been criminally involved with the individual in the past
or that individual indicated an interest in such involvement. But his credibility will
rarely be beyond question. What is law enforcement to do?

Often the only way to corroborate the middleman’s assertion is to make the offer.
If the middleman brings in innocent individuals who refuse our offer, we will
quickly realize we cannot trust him. There is some risk in the meantime that one or
more innocent individuals will be offered a criminal opportunity. Under the quide-
1'nes, we can generally make the offer only under these circumstances: (1) a middle-
man implicates and produces the suspect, or (2) the suspect, hearing of our oper-
ation, comes in on his own. Moreover, once the suspect is there, the offer made to
him must be clearly criminal, one that is modeled on real life situations and or:e in
which the incentive, such as the size of a bribe, is not disproportionate to the service
sought. The honest man, of course, simply refuses and departs.

We cannot entirely prevent this anymore than we can prevent any innocent
person from ever being investigated with conventional techniques such as interroga-
tion of witnesses and examination of documents. Indeed, even searches with war-
rants, which are far more intrusive of privacy and which do require probable cause,
sometimes are directed at persons who turn out to be innocent. Nor can we forego
using middlemen, relying only on Special Agents with undercover identities, since it
is the real life con men who know and are known by the criminals while our
undercover agent, a stranger, would rarely be admitted to the confidences of the
criminal suspect. :

The Guidelines intend to minimize the risk that middlemen will misstate or
exaggerate what a suspect has said or done. There is simply no practical way to
eliminate such possibilities altogether.

There is, however, an impractical way—that is to require that every such prelimi-
nary conversation between a suspect and a middleman be recorded. If such require-
ment were imposed, a wary criminal could then insist on face to face meetings and
search the intermediary, knowing that if the suspected middleman is cooperating
with the Government he will be wearing recording equipment and if he is not, he
cannot possibly be cooperating with the FBI. Consider too, the risk to the cooperat-
ing individual. How many persons will cooperate and act as an intermediary if
required to always wear recording equipment, which if detected may result in his
being killed?

Finally, 1 should like to point out that the Guidelines attempt to provide a
rational structure for the careful exercise of judgment by requiring increasingly
sensitive matters to be reviewed by increasingly higher levels of authority. The
emphasis on procedures, however, does not minimize the importance of the judg-
ments themselves. Now that the FBI has been conducting major undercover oper-
ations in all areas of criminal activity within its investigative jurisdiction for a
number of years, this exercise of judgment will benefit from these experiences.
Therefore, we are confident that a few unfortunate events which may have occurred
in a few of the past operations are unlikely to be repeated. In fact, we systematical-
ly analyze all major operations upon completion precisely for the purpose of refin-
ing our undercover techniques. The lessons which can be learned from the past are
being learned and applied in present cases.
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In the Subcommittee’s review of the Undercover Operations Guideli i
keep in mind that the Guidelines are not the entir% system for c%ﬁ%fgiligghsgﬁ
operations. In add1tlon to the Guidelines, there are statutes and court decisions
applicable to various aspects and there are also internal working papers of the FBI
and the Department. Accordingly, the Guidelines build on but do not repeat provi-
sions already established elsewhere. For example, the Guidelines do not contain
lengthy or detailed provisions on entrapment. The reason is that the law is well

settled by the courts and this subject, th i
et 1 e e, ject, therefore did not further development and

It ie also important to keep in mind that the Guidelines i
L : : were designed t
all kinds to undercover operations—fencing operations, drug purchagses, coomargggig?
fnt}tles such as bars and waste disposal companies and all the rest. These are the
ypical operations; ABSCAM was atypical. Thus, the Guidelines should be viewed

from the standpoint of whether they adequately control, b
the entire range of undercover operei]tionsfl Y rol, but not unduly encumber,

In conclusion, 1 would urge Members to reserve judgment ideli i

their present form or some modified form and whethJer tf:go codifgl};htglrﬁ Srllltlﬁe\}vlg ‘ilsa\lzré
h;ad more experience under them. In addition, Attorney General Smith should be
given the opportunity to reach his own conclusions concerning these Guidelines. I
submit that how they actually work in practice is what should be judged Expe.ri-
ence is the best test. Rather than evaluating them, as law professors or lawyers
might be inclined to do, by closely analyzing the precise language in the text, I
suggest instead that we wait and see how they work in real cases. That was the
approach adopted by the Legislative Branch regarding Guidelines previously pro-

mulgated by Attorney General Levi, and, I i
e Mcas Gl , and, I would suggest, is also the best approach

Thank you.

1l&r. gDWARDS. Mzr. Sensenbrenner.
r. SENSENBRENNER. Mr. Michel, how long do you think it wi
be before the Attorney General is able to regviewythese guidglivrﬁalé
and to respond to Congressman McClory’s letter of January 237
Mr. MicHEL. Congressman, there are really two questions there
and I can only answer one, and that is the second one. That is I
know with regard to responding to Congressman McClory’s letter,
Director Webster has sent material to the Attorney General and i
believe that t}’le Attorney General will have that material today.
rech;\ergegogsg imt_sure that C?ngrefman McClory will promptly
stantive response from ' i
poj)_{nts relaoised fantive res IP ttorney General Smith on the
our first question about when will the Attorney Gen -
plete his evaluation or review of the guidelines, I Iyeally ?11;2% fg\lrle
no basis_of making a guess on that. I wouldn’t think too long
bece’luse. I know it is a matter of importance to him. But I really
can't give a time frame, because I have no way of predicting.
Mr. SENSENBRENNER. Mr. Chairman, in order to make the record
complete, I would ask unanimous consent that the Attorney Gener-

al’s response to Congressman McClory be incl ;
these proceedings. y be included in the record of

Mr. Epwarps. Without objection, so ordered.
[Information follows:]




92

@ongress of the United States
Qommittee on the Jubdiciary
House of Representatives
Washington, B.A. 20515

Ninety-seventl] Gongress

January 23, 1981

Honorable William French Smith
Attorney General of the United States
U.S. Department of Justice
Washington, D.C. 20530

Dear Attorney General Smith:

In the past few days, I have been able to review the Department's
Guidelines on FBI Undercover Operations which were issued by former Attorney
General Benjamin Civiletti before his departure. It is my understanding
that these proposals were marketed as being consistent with current practice
and with the FBI Charter proposed by the Department two years ago. Never-
theless, [ feel compelled to request that they be reevaluated in 1ight of
the effect they might have on the operational effectiveness of the FBI.

Specifically, I am concerned about the extent to which flexibility
has been removed from the special agent in charge (SAC) and from the Director
of the FBI himself. I am also concerned about the wide distribution given
undercover operations proposals within the Department. In 1light of the
recent ABSCAM investigation, and the leaks to the press attendant thereto,
I believe it is unwise to involve too many people in the approval process.

Further, while I am sensitive to the risks which the Undercover
Operations Review Committee should examine relative to the effect of the
undercover operation proposal on private citizens, I would hate to see such
operations become so difficult as to make their use by the Bureau difficult
if not practically impossible.

I have been informed that the Judiciary Subcommittee on Civil and
Constitutional Rights intends to hold hearings on or about February 16, and
I would hope that by that time you will have been able to reach your own
conclusions on the validity of my request.

I Took forward to seeing and meeting with you at that time.

Sincerely,

Robert McClory
RMcC:tbh Ranking Minority Member
cc: Director William Webster,
Federal Bureau of Investigation
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®ffire of the Attornep General
Bashington, B, @. 20530

February 5, 1981

FEB 9 19

Honorable Robert McClory
Ranking Minority Member
Committee on the Judiciary
House of Representatives
Washington, D.C. 20515

Dear Bob:

Thank you for your letter of January 23, 1981, with
respect to the recently issued Guidelines on FBI Undercover
Operations. I appreciate your expression of concern as to
whether the Guidelines may or may not have an impact on the
Bureau's operational effectiveness.

Promptly after my confirmation, I have undertaken a
review and evaluation of recently proposed Guidelines. I
too am concerned that the appropriate balance be struck between
the rights and liberties of individuals and the Bureau's need
to engage in effective undercover operations. I assure you
that this is a matter receiving my personal attention.

I genuinely appreciate your expression of interest and
concern in this important matter, and I too look forward to
working with you in the weeks and months ahead.

Yours sincerely,
E\M

William French Smith

Attorney General

T

83-566 0 - 81 - 7
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Mr. SENSENBRENNER. Second, Mr. Michel, it is my understanding
that there is some litigation going on in New York, which address-
es some of the points this committee has received in testimony
from earlier witnesses.

Is that the case, and could the Department make available, at
least, those parts of the transcript which are relevant to the earlier
testimony, for inclusion in the record?

Mr. MicuEL. Congressman Sensenbrenner, I think that the testi-
mony, which was extensive—as you know, there were several
weeks of hearings—isn’t presently available. But I assume it will
become available before too long and certainly, we can make sure
that the committee and its staff has access to it, and that it is
made a part of the record of the committee. I just don’t know how
fast we can do it, but we’ll certainly do it.

Mr. SENSENBRENNER. I have no further questions.

Mr. Epwarps. Mr. Lungren?

Mr. LunareN. No questions. ‘

Mr. Epwagrps. Well, Mr. Michel, I'm sure you know that this
subcommittee is supportive of the guidelines. I would point out,
though, that when you mentioned the guidelines on domestic secu-
rity, that Attorney General Levi worked very closely with this
subcommittee in the drafting of the guidelines. In contrast we saw
these guidelines only after they already had been promulgated, and
presumably sent to all the field offices early this year. Of course,
we are reserving judgment, but we have our responsibilities, too.

I might also point out that at a hearing just about a year ago,
March 1980, the Director of the FBI Webster and the Assistant
Attorney General Heyman testified that there was total control of
the undercover operations at that time, that all the decisions made
in connection with the undercover operations that this subcommit-
tee was inquiring into had been supervised by the Bureau and
Department of Justice on a daily basis.

Yet your testimony today points out, and rightly so, that that
was not quite the fact. You have stage 1, stage 2, stage 3. You were
in stage 1 at that time. Is that correct? And some problems did
arise?

Mr. MicHEL. No, Mr. Chairman. The testimony of Director Web-
ster and Mr. Heymann on March 4 of 1980, was describing circum-
stances in the immediately preceding months. And those months
are in the period I categorized as period number 2.

The procedures were in place. The Undercover Operations
Review Committee was functioning. So that in terms of what the
current situation was, in late 1979 and early 1980, all the controls
were in place at that time.

They had not been in place back in the period 1977, 1978, and
perhaps into parts of 1979.

?Mr. EpwARDS. In other words, Operation Front-Load was in stage
17 .

Mr. MicsaeL. That'’s correct.

Mr. Epwarps. What you're saying is Abscam was in stage 2?7

Mr. MicHEL. Most of Abscam was in stage 2. I believe the very
beginnings of it were in stage 1.

Mr. Epwarps. You mentioned one of the key elements in those
undercover operations, the risk of middlemen, often unwitting
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agents of the Federal Government, approaching innocent persons
and sometimes doing damage to innocent persons.

Often, these middlemen are conmen or people with long criminal
records, and sometimes they are in the pay of the Bureau or of the
Dei\%artlrwnent of Q’II‘ lilstice. Is that correct, also?

r. MicHeL. That’s correct. Ther i
i Mr. Micrier. That's cc ere are both types. The first type

Mr. Epwarps. Is there no auditing done? How do you control
these people, these people floating around? One of them got as far
?r?aian Jose, Calif., and did great damage to an innocent business-

How do you stop them from approaching one person afte -
other and. then approaching the same persé:)n aga]?n, and entliciar?g
Eﬁe sarpeh%lnocezt{t person again and again and again? And going to

e neighbors of an innocent person and i
anything about this guy, and so cl))n? saying, do you lnow

. Mr. MicHEL. Let me take it separately. With regard to the unwit-
ting conman, there is no way we can stop them. And we didn’t
start them. He was already out there doing that.

Mr. Epwarps. No, but you're paying him money to continue.

Mr. MIQHEL. No, no, not the unwitting conman. He thinks that
he’s working with criminals and at both ends, and so, he’s just
operating in his normal fashion. ’

Aqd we didn’t put him into that business, and we're not in a
position to put him out of that business, so that it just isn’t a
question of how can the Government let him do that? The Govern-
ment ordinarily has little capacity to stop him from doing that.
~ Now, in the case of the witting intermediary, who is being paid
in some instances, by the FBI, certainly is receiving direction from
the FBI, that’s quite a different circumstance. In that case, there’s
a lot that we can do and do do to minimize as much as poss’ible the
risk of innocent people being drawn into this web, if you ,will.

One of the things we do is that we require, to the extent possible
that his contacts with people that he says are corrupt, or aré
racketeers, or whatever the nature of the enterprise is we require
him to develop the best possible evidence. ’

For example, if there are telephone conversations between the
witting conman and the suspect, those conversations may be re-
corde;d with consent of the cooperating individual. So that we
aren’t dependent on his word that the suspect showed an interest
in committing a crime. The words of the suspect himself or herself
are available to us. So that eliminates the risk that the middleman
is lying in that kind of circumstance. Now, it is not always practi-
3?)1120 have tape recordings done. But that's done where it can be

Another device we use is that the witting middl i
’;}:étedAclgsily afterteach ma(iierial meeting ogr conta(zin i?tﬁsaqlslsz-

. And he reports or produces i i ili i
w}éat o g dliy s o p information, detailing precisely
ometimes, the specifics in these reports can be
through independent investigations, so t}rl)at would Servzoggogogﬁgiﬁ

that the conman is conning us and lying about :
interested in committing a crime. yine someone being
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So those are the principal protections that prevent an innocent
person from ever getting to the stage of being at one of our loca-
tions.

And then, as I mentioned earlier, the second line of defense, the
second safety net, is our strong emphasis on making it absolutely
clear that we're talking about crimes and make sure that the
contact is directly between the agent and the suspect, and no one is
speaking for the suspect. He's speaking for himself.

And in that way, if there was anything that slipped through and
an innocent person gets in there, then when he’s face to face across
the table with the undercover agent, who makes it clear that
they’'re talking about outright criminality, well, then he leaves.

It’s not perfect. It’s not risk-free. But neither is any other investi-
gative technique.

You talked about businessmen or public figures who were inno-
cent, being embarrassed or injured in their public or business life.
No. 1, I have to point out that the injury comes almost always not
from the fact of the investigation, but from the leak. The problem
is leaks.

Second, those same kinds of injuries occur even in the most
limited sort of investigations, investigations that depend only on
questioning witnesses. The same thing happens.

He comes in and tells us Congressman so and so is corrupt. He
takes bribes. And it may not be true. We do an investigation. So
there’s nothing—there’s no danger that’s of the sort that you focus
on, that’s increased by the fact that we do undercover operations.
The danger is already there and it is real danger. We do every-
thing we can to minimize it. But in no context is criminal investi-
gation an entirely safe and fool-proof enterprise.

Mr. Epwarps. Well, we do not agree, Mr. Michel, on the question
of whether the danger is increased when there’s a thug, a con man
and he or she is being utilized as a middleman by the Bureau by
another undercover agent of the Bureau. Based upon discussions
with the undercover FBI agent, who the middleman thinks a big
businessman or something, the middleman is egged on or promised
good things by the FBI undercover agent.

As a result, the middleman continues in business and perhaps
increases the amount of his business.

Isn’t that correct?

Mr. MicHeL. I think the answer—I hate to give this kind of
answer. I think the answer is no in a way and yes in a way.

When you say he’s in business because the FBI is egging him on,
I don’t think that’s quite right. He was in business before the FBI
came on the scene. And likely—I can’t prove it in every case—but
likely, he would have remained in whatever that business is,
whether or not he became involved with the FBL

There is a danger that if excessive inducements are offered to
this unwitting con man, that that may increase the risk of inno-
cent people being brought in. But as I said before, there’s a certain
self-correcting mechanism. If the con man keeps bringing in people
who are—who don’t go through with the deal, then he loses face,

loses credibility with the FBI guy who he thinks is a criminal
associate.
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So there’s a disincentive for him to be wrong very often. But
there are risks there and they just can’t be eliminated.

Mr. Epwarps. I don’t want to take all the time. Do you have
some questions, Mr. Lungren?

Mr. LUNGREN. No.

Mr. Epwarps. Counsel?

Ms. Cooper. I'd like to ask a few questions about the Undercover
Review Committee. The description in the guidelines of the com-
mittee’s makeup is somewhat vague. It talks about appropriate
employees of the FBI designated by the Director and attorneys
designated by the Assistant Attorney General for the Criminal
Division. What does this mean in terms of numbers, first of all?

Mr. MicHEL. The committee is basically six or seven individuals,
two departmental attorneys, career attorneys, long experience, ex-
tensive prior involvement in undercover operations. One is a sec-
tion chief and the other is slightly below that level. The FBI
members, including the Deputy Assistant Director of the Criminal
Investigation Division, and I believe the head of the Selective Oper-
ations Unit; that is, in effect, the undercover unit and senior offi-
cials of the program involved. If it’s a property crime matter, then
they sit on it. If it’s an organized crime matter, then people from
that section sit on it, and so on.

Ms. CoorERr. So when it sits, it might have anywhere from six or
seven to three or four people, making a decision?

Mr. MicHEL. I think ordinarily, the range is about 5 to 10 mem-
bers on a given proposal.

Ms. Coorer. Well then, is it an established membership? Are
people definitely on the committee or definitely sometimes on the
committee?

Mr. MicHEL. Some of each. The committee is chaired by the
Deputy Assistant Director of Criminal Investigative Division. He is
always on it. The two departmental attorneys are always on it.
Some of the FBI membership changes, depending on which investi-
gative program a particular proposal falls in. But most of the
members of the committee are, in fact, permanent members.

Ms. Coorgr. It is just the permanent members, then, that would
function in the way of receiving the annual reports, for example; is
that right?

Mr. MicHiL. Well, they would be the formal receivers. They may
share all kinds of studies and reports with other people. But I
think the answer to your question is yes.

Ms. Coorer. OK. The guidelines provide for a decision being
made by a consensus of the members. What does that mean if
there’s a substantially changing or at least possibly changing
number and makeup on the committee?

Mr. MicHeL. Well, let me highlight what really the most impor-
tant function of the committee is. It's not a rejection committee.
And it’s not a rubber-stamp committee. It is a double check on the
judgment of officials down the chain of command. It is a check that
brings to bear some expertise.

When you're talking about the committee including the Chief of
Selective Operations Unit, permanent member, here’s the individu-
al who probably more than anybody else in the whole FBI, all day
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long, lives undercover operations and all their problems and bene-
fits and issues. So he is just a critical party. _ o

Now, what happens is, a proposal comes in and if these off101a}s
with their various perspectives see a flaw in it, they modify it.
They send it back to the field. They say it was not quite satisfac-
tory in this fashion. See if you can come up with a safe way, with

risks. . o

fev(v)(i{en a proposal will bounce back several times before it 1is
finally judged to be sufficient. That’s why at the f_1na1 moment of
decision, it really is a consensus. It isn't so_methmg’ where they
have a vote and say 6 to 5, it's approved or rejected. It's a consulta-
ive process.

’ A%onsensus develops because, where there’s problems, changes
are ordered. So that’s why the reference in the guidelines to con-
Se%/??.SEDWARDS. Can I ask a question? How often does the commit-
tee meet? .

Mr. MicHEL. It varies, Congressman, depending on the.volu'me of
new applications and renewals. It meets normally I think in the
FBI headquarters. And I think it meets on a very regular basis. I
can’t tell you if it's weekly or biweekly or what. It meets on quite a
regular basis. .

Mr. Enwarps. Have you ever attended a meeting?

Mr. MicHEL. I have not. '

Ms. Coopir. Does the committee keep minutes? \ ‘

Mr. MicHEL. Let me back up and answer both, to counsel’s earli-
er question and something you alluded to, Mr. Ch’alrma_n, the com-
mittee also includes senior officials from the FBI's Office of Legal
Counsel and it’s service divisions, technical services, or wh.atever.
So that all viewpoints and operations are brought to bear in that
one setting, all the various kinds of expertise. .

Ms. Cooper. Well, it seems to me that 1t’§ very hard for this
oversight committee to really know what’s going on. It spunds like
sometimes, OLC or other divisions of the FBI or the Justice Depart-
ment are included, but maybe not all the time.

Mr. MicueL. No, no. The membership is the same e?{cept that
added to the normal membership, in the case of a _pa}rtlcular pro-
posal, would be one or two or perhaps three individuals whose
background relates to that particular proposal or the program it
came from. But the committee itself is not a rotating membership.
It's the same people and the same units of the FBI are represented
at all sessions of the committee, such as Legal Counsel. -

Ms. CoopPER. Well, what about the Office of Legal Counsel? The
operations that come to the Review Committee come to it because
of the existence of sensitive circumstances. Doesn’t that normally
require some sort of evaluation of the legal and ethical problems
that are involved in the operation?

Mr. MicuEL. It's certainly a good idea. And the process actually
begins at the field office level. Every field office has its own 1in-
house legal adviser. When an undercover proposal is first fashioned
in the field office, that lawyer reviews the legal implications. Then
it’s submitted to FBI headquarters, either as you say because of
some indicia of sensitivity, or if it involves substantial dollars,
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whether or not there’s other kind of sensitivity, and then there’s
further legal review there.

Now, where the committee, despite having some lawyers on it,
it’s got the two prosecutors and it’s got the FBI headquarters’ legal
adviser on it, where even those lawyers have doubt about whether
the legal issue has been well enough analyzed, they take mutters
up with the Justice Department’s Office of Legal Counsel. And
they get formal opinions where necessary.

So I think the legal base is rather thoroughly covered in the
process.

Ms. CoorER. My question is, why aren’t such members a perma-
nent part of the committee, if these questions are occurring and
constant in the policy decisions that are presented before the cora-
mittee, rather than leave it to the permanent members who have a
differ?ent perspective than other divisions and parts of the Depart-
ment?

Mr. MicueL. The FBI’s Legal Counsel Division is represented on
a committee in all of its meetings.

Ms. CooriRr. One of the permanent members is a representative
from the Office of Legal Counsel?

Mr. MicHEL. Of the FBI, yes.

Ms. Cooper. What about the Justice Department’s?

Mr. MicueL. No. Because our experience has been the majority of
cases, we don’t need to refer to the Justice Department’s Office of
Legal Counsel. No one from that office sits on the committee.
Where necessary, issues are referred by the committee to the De-
partment’s Office of Legal Counsel for advice and sometimes for
formal written opinions.

Ms. Cooper. What about the Office of Professional Regponsibility
of the Justice Department and the FBI? Are they permanent mem-
bers of the committee?

Mr. MicHEL. No.

Ms. Coorer. Why not?

Mr. MicHEL. Because it’s not viewed as necessary. I don’t even
recall any discussion of that, because the whole approach is to have
rather clear procedures now embodied in guidelines. And where
the direction is clear and appropriate, you avoid ethical questions.
You don’t need somebody who’s an expert in judging ethical fail-
ures, because you avoid failures in the first place hy having sound
and clear limits set forth.

Ms. CoopreEr. Well, what’s the purpose of having people of special
expertise on the committee if it isn’t to have special sensitivity
about discerning the presence of those issues, a sensitivity that
other people might not have?

Mr. MicueL. Well, I don’t agree if you're suggesting that all
those officials from the Department and the FBI that I identified
lack judgment to grapple with the issues of sensitivity. I don’t
think that’s the case.

I think quite to the contrary; that the committee has demonstrat-
ed a very great sensitivity and a very fine judgment. In fact, the
FBI should get credit apart from its role in the committee. That is,
FBI headquarters frequently will not approve a proposal from the
field, at least not without changes, and they send it back on their

own. It never even gets to the committee. So that the committee’s
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time is reserved for projects that are in rather good shape. I think
that supports the notion I'm suggesting, that there is good sensitiv-
ity among the membership of the committee.

Ms. Cooprer. Well, I'm only suggesting that people who work in
one area have more knowledge and more sensitivity about the area
that they're used to working in.

Let me give you another example. One of the sensitive circum-
stances is the possibility or the probability of civil liability arising
out of an undercover operation.

That suggests, it seems to me, an awareness on the part of the
Justice Department and Attorney General that this is a serious
risk in many, if not all, undercover operations.

Why then does the committee not have a permanent member
from the Civil Division?

Mr. MicHEL. It is not a serious risk in many or all undercover
operations. The truth is the opposite. That it is rarely a substantial
risk that there will be appreciable civil liability.

And the reason is that we are very careful about that. There
were a few very bad experiences, such as Front-Load, back in
earlier years.

But the kind of operations being undertaken now, rarely involve
substantial questions of civil liability.

Now, with regard to expertise in the Civil Division, that is avail-
able and resorted to, much in the same fashion as we sometimes,
when needed, refer matters to the Office of Legal Counsel.

Ms. CoopEr. Let me ask you again what you didn’t get a chance
to answer. Are minutes kept of the meetings of the committee?

Mr. MicHEL. Records are kept of its determinations. I don’t be-
lieve that minutes are kept in the sense that a court reporter is
making a verbatim record of everything that we say.

Ms. Coorer. Would those records indicate who was participating?

Mr. MicHEL. Oh, sure.

Ms. CoopPer. Is anybody who is participating part of the group
that reaches a consensus? I don’t want to say vote, because it
doesn’t sound like it’s that formal.

But if someone is drawn into the committee from the Civil Divi-
sion, for example, or some other part of the FBI or—the Justice
Department normally doesn’t sit on the committee. Do they take
part in the final decisionmaking?

Mr. MicHEL. Well, they take part in the sense that the commit-
tee will endorse a proposal and forward it to the Assistant Director
or the Director, who is really the final approving authority, unless
anyone present and participating has substantial problems with it.
So whether or not a sometime member of the committee technical-
ly has a vote, it really isn’t relevant. If he has problems with it, it's
unlikely that it will be endorsed by the committee and sent to the
Assistant Director or the Director for final approval.

Ms. Cooprer. Maybe I missed part of your answer. Did you indi-
cate whether or not the records that are kept indicate who partici-
pated in the deliberations of the committee?

Mr. MicHEL. I believe that they do. But I've not inspected the
records and so I can’t be positive about that.

Ms. Coorer. And would the records also indicate how often, at
what precise dates, the committee met in deliberating?
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Mr. MicHEL. I assume so.

Ms. Cooper. What kind of data is presented to the committee
from the field? What is the form of it?

Mr. MicHeL. Well, it is in writing, and it’s gone through prior

reviews and the views of reviewing officials are also recorded.
. The level of detail and the extent of the written discussion of
1ssues varies enormously, according to the particular operation and
how major and sensitive it is.
. Mr. Epwarps. Well, they just don’t meet and chat about the
issue and reach a consensus. A careful record is kept of exactly
what went on and the views of the different people, and so on, is
that correct?

Mr. MicHEL. I think that’s several yesses. I think in general, good
records are kept concerning the committee’s review of a project. I
know that the facts about the project are elaborately written up.
And I would think that they are the most important part of the
matter because they discuss the issues.

And they get into matters like why the officials at lower levels
who approved it think the risk is acceptable, or that such and such
a problem has been controlled.

So that I think that if the question is: Could someone, looking
back at the total record with regard to operation X, be able to
reconstruct What issues were considered and how fully, and what
sort of thinking served as a basis of their resolution, I think the
answer is “Yes.”

You would get a rather full picture.

Mr. EpwaARrDs. I think that’s something that you ought to check
and advise us about, though, because I'm not sure that you're
certain of that.

Mr. MI(_)HEI:. I'm not certain what the minutes of the meeting, as
we're calling it, show, because I've not inspected them.

I am certain of the level of detail of the application papers, so to
speak, because in several particularly sensitive operations, I have,
among some other Department officials, reviewed the full package.
And they are exceedingly detailed and thorough, and contain a lot
of analysis and discussion.

They frequer}tly, for example, reflect extensive analysis by the
U.S. attorney in the District. That’s part of the paperwork that
accompanies the package when it comes into headquarters in major
cases, at least.

Mr. Epwarps. Thank you. Mr. Boyd?

Mr. Boyp. Thank you, Mr. Chairman. Have there been any civil
claims filed in connection with Abscam, Mr. Michel?

Mr. MicHEL. I don’t know.

Mr. Boyp. We're all familiar with the leaks which came out
during the early stages of the Abscam investigation and of former
i&ttf{)rney General Civiletti’s attempts to find the sources of those
eaks.

Could you tell us what has been done to eliminate the future
possibility of leaks, given the number of people involved in the
approval process?

_ ,Mr. MicHeL. Well, the first thing I would like to observe, because
it's been raised before, is that the implementation of the guidelines
will not add to the number of people with access to the facts of
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sensitive undercover operations. That number will remain about
the same as before the guidelines.

Second, that number we always try to keep to a minimum, just
as in the context of classified information, agents try to limit
access by following the well-known need-to-know principle.

Third, as a result of some experiences in the past, some addition-
al steps have been made to eliminate marginally needed access.

Mr. Boyp. Those experiences you're talking about are the leaks?

Mr. MicHeL. Among others, yes.

Mr. Boyp. With regard to the guidelines and the potential viola-
tion of those guidelines, or a prior policy with regard to undercover
activities, what types of disciplinary procedures are normally fol-
lowed, and what kinds of sanctions?

Mr. MicHeL I'm glad you raised that. One of the witnesses
yesterday went into some length in his statement, to suggest that
guidelines weren’t taken seriously, weren’t complied with, weren’t
enforced, had no sanctions, and so forth.

I believe that the witness was actually talking about guidelines
involving New York City’s police department rather than FBI
guidelines. But in any event, he raised that issue. I think that two
observations are in order on that score.

The first is, whatever other criticisms the FBI gets, or may even
deserve in some occasions, it is not an organization of rogue ele-
phants who go around breaking the rules. It's been suggested by
Prof. James Q. Wilson in a thoughtful article on undercover oper-
ations, that second only to the U.S. Marine Corps, the FBI is the
most rigidly disciplined organization from the standpoint of abso-
lute compliance with internal rules and regulations.

By the way, Mr. Chairman, that article you might want to con-
sider. I wouldn’t request it. It’s really up to you, you might want to
consider making that article by Professor Wilson a part of the
record.

It’s called “The Changing of the FBI, the Road to Abscam.” And
it appeared in the Public Interest in a recent issue.

The second observation, I make, Mr. Boyd, is that where an
FRI—excuse me, let me finish one other aspect first.

We've really had one very major compliance check on existing
guidelines. That was a check done at little more than a year ago, 1
believe, of compliance with the undercover—I'm sorry—the inform-
ant guideline. And that was a study done by some academic people.
I believe that the committee is familiar with it.

My recollection is that, that that study concluded, no surprise to
me, that the level of compliance was extremely high, and that the
occasions found where the guidelines were not followed were very
few, and very peripheral, and obviously, basically innocent in
nature.

So, I think, No. 1, that the guidelines are taken seriously, and
they are followed, and we have proof of that.

No. 2, there are sanctions. The real sanction that’s involved here
is you can get fired. And FBI Directors have not hesitated to fire
people who committed substantial wrongdoing.

And my own opinion is that that’s probably much more effective
than lots of other sanctions, if your job is on the line for breaking
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the rules, and you'r> a disciplined i i i
! _ , » professional, I think th
is going to be that you'll follow the rules. © reaction
Mr Boyp. Let me interrupt for a second to note that FBI person-
nel are excepted personnel and are subject to being fired without
cause unlike many Government employees.
Mr. MicHEL. Thank you.
Mr. Boyp. I have one other question.
%r. E]JBDWAR%§. Take your time. Sure.
r. Boyp. With regard to disciplinary activity fi i i
Boy: ] lisci ivity for violatio
the guldelu’les, since these guidelines are rather new, there giogf
ably haven’t been too many investigations for violations of them.
. But if, in the_futurfe, When there are violations of these guide-
ines, there are investigations which result in sanctions, is it going
g)l ebef at(ie Elcl)htcy of tl;ge ])tgpartllrrxlxent to announce to the public, after

. , that investigations have tak nedi
ac&on L, that Investig aken place and that remedial

r. MicHEL. I don’t know what the polic i

] ] _ y on public annocunce-
ment might be. I think with regard to congressional oversight, th:t
g}égels)seggrtment, _as before, wouid provide some reasonable form of

. ,
acc enforce((:fmml ees and staff of how the rules and regulations
But I have no idea what the future polic igh i
announcements about such inquiries. policy might be on public
%r. ]?EOYD. Thank you, Mr. Chairman.

r. Epwarps. Mr. Michel, section (B)f) precludes th i
agent in charge from initiating an operationpwhen an uzfd:rlz:%i::rl'
employee or cooperating private individual will be required to give
strn testimony in any proceeding in an undercover capacity.

o you mean that in some cases, the witness might be testifying
under oath, without revealing his real identity?

. _Mr. MICHEL. Well, the purpose of section B is to establish a
rigger of what things have to be sent to headquarters. That's what
that list of factors does—if one of those is likely to be present. Then
g}}fcmatter has to go to headquarters. Can’t be decided only by the
Mr Epwarps. Well, under any circumst i
be 1\‘?Eutlllc/irized to commit perjury‘.?, ances, could the witness

r. MicHgeL. I think that the answer to that
cajfsdanld gther cases, is basically no. at, under the Archer

n on’'t believe that listing this as a tri fact
intended to suggest that we're looking fi banities to have
Wiltvlllesslgs e g for opportunities to have

r. EpwaArDs. Now, guidelines also permit the Director t
prove operations that will involve th 1SSi o v the
agfntﬁ)r erations th e commission of crimes by the

s there any limit to what kind of a crime might b i
] e auth ?
Dci\e/lsr it 1\%ocas farO %S robbery, mLXder, or anythingglike that? orized

. MICHEL, course not. And th i ‘

to{:vhe 11111formant T e point of reference would be
ou’ll recall that the informant guidelines provide that i
mants are to be told they may not engage in viollénce. at infor-

So, the general rule is a prohibiti '
tions are Limited. prohibition on violence. And the excep-
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And certainly, we are not going to have people going around

participating in armed robberies.

Mr. Epwagrps. Crimes are committed by agents from time to
time, I guess in fencing operations or gambling or minor drug
operations, aren’t they?

Mr. MicHeL. Those are good examples and common examples.
Ordinarily, they are relatively minor. Ordinarily, they are nonvio-
lent and ordinarily, our role in the criminal activity is primarily
passive in nature.

Mr. Epwarps. Now, would these guidelines immunize the agent
who has committed the crime from prosecution by a State or
Federal court?

Mr. MicHEL. No. They couldn’t as a matter of law and they
certainly weren'’t intended to.

Mr. Epwarps. Mr. Lungren? ,

Mr. LUNGREN. The only thing I'd ask, Mr. Chairman, is I have
not had a chance to see Professor Wilson’s article and I imagine
some other members of the committee haven’t. So I wonder if I
could ask that that be included in the record.

Mr. Epwarps. Without objection, so ordered.

[See appendix 3.]

Mr. MicHiL. Thank you, Mr. Lungren. :

Ms. CoopEr. In your testimony, you indicate that the Justice
Department and the FBI has:

Systematically analyzed all major operations upon completion precisely for the

purpose of refining our undercover techniques. The lessons that could be learned
from the past are being learned and applied in present cases.

My question is, Is the Justice Department now or does it intend
to review the record that is now being created in the undercover
operations cases which are being subjected to due-process violations
analysis? Reviewing that record with the eye toward determining
whether or not the guidelines or the principles embodied in the
guidelines have, in the past, been followed, or can be aunlied? Are
they realistic guidelines?

Mr. MicHeL. Well, our approach is to turn to all available
sources of information to help us improve our techniques. And that
includes not only our internal records about an undercover oper-
ation, but as in the case you referred to, the court records as well.

Ms. CoopER. The reason I ask is because, frankly, I read your
testimony today as not giving any credence to the kinds of asser-
tions and evidence that have been presented in the Abscam due-
process hearings. There is factual evidence that has been submitted
in those cases, which may or may not rise to the level of due-
process violation, but which certainly indicates serious problems
with the way the case was administered; for example, the failure to
keep written records, the failure to control informants in the con-
versations they had with the subjects, the ambiguity, sometimes
deliberate, caused by the failure of both informants and agents in
presenting inducements to make it clear the criminality of the
offer being made to the subject.

All these things have been presented to the courts. Now, again,
they may not reach the level of a due-process violation, but they do
indicate that there have been problems.
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Does the Justice Department categorically deny those are prob-
lems that ought to be considered in refining the guidelines?

Mr. MicHEL. Counsel, the statement that I submitted to this
committee today was not intended in any way whatsoever to reflect
opinions about the facts alleged in the court proceeding. No. 1, I
don’t know in detail the facts alleged. No. 2, I haven’t formed
opinions myself. And No. 3, you, in any event, can’t take any
position on that, while the matter is still under active litigation,
which it is.
~ So, please don’t misunderstand. Nothing in my statement was
intended to reflect judgments on the credibility of witnesses who
testified in that court proceeding.

With respect to whether the FBI is interested and the Justice
Department is interested in undesirable events, even if they fall
short of running afoul of the law, the answer is yes, of course we
are.

I testified earlier that one of the principles on which the guide-
lines were written was to not only meet the requirements, the
mandatory requirements set forth in the Constitution, but over and
above that, to have practices that avoided to the maximum extent
poT.sible, untoward incidents and reflected sound law enforcement
policy.

Ms. CocpErR. What is the body that would be or is there a body
that would be revising or considering revisions to the undercover
guidelines?

Mr. MicHEL. I don’t know the answer to that question.

Ms. CooPEr. Is the committee that you're on still intact?

Mr. MicHEL. No.
~Ms. Coorer. I'd like to get a bit of clarification about the func-
tion of guidelines. You stated that you don’t think that one of the
guiding principles was that the guidelines ought to be a catalog of
do’s and don’ts. Rather, it ought to formalize sound procedures.
. Now, in other guidelines, such as the domestic security guide-
lines, there are certain do’s and don’ts listed, certain techniques
that are not to be used at certain stages that may be used in other
stages. It’s not a question of simply affixing that responsibility on
higher authorities. There are definite do’s and don’ts. Aren’t there?

Mr. MicHEL. You're referring to the domestic security guidelines?

Ms. COOPER. Yes.

‘Mr. MicheL. There are limitations in those guidelines on tech-
niques that can be used in less-than-full investigations. And the
limitations were imposed because of the peculiar risks in the con-
text of investigating groups that maybe involved extensively or
primarily in lawful activity.

And also because those guidelines, to a great extent, focus on
what we call future crime. That is, the group under investigation
under a domestic security guideline may not yet have committed
any crime, even an incipient crime like conspiracy.

Therefore, there are risks that are unique to that circumstance.
And those kinds of risks do not appear or appear to the same
degree in undercover operations.

Ms. CooPeR. But there are other risks that, in fact, are enumer-
ated in the undercover guidelines?
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Mr. MicHeL. There certainly are risks in undercover investiga-
tions and in other kinds of investigations, too. And if the qu’estlon
is, well, since there are risks, there should b« absolute. do’s and
don’ts, and our analysis, that for 18 months, developing these
guidelines, led us to the conclusion that unlike the domestic secu-
rity context, in the undercover context, it was p.e:ligher feasible, nor
desirable or necessary, to have categorical prohibitions.

Ms. CooreEr. Well, let me move on to anothgr area. From the
perspective of this committee and the Appropriations Committee,
as well as the whole Congress, the most important, overriding
question is: Is it worth it? Do undercover operations really produce
results which justify all the intrusions and risks that the guidelines
so well identify? And do they justify the expense and the use of
resources, which is increasing steadily at the Federal level, and
probably also on the State and local level? .

We heard testimony from a sociologist who asserts that neither
the Justice Department nor anybody else really is making any kind
of objective, empirical analysis of whejcher or not .thege kinds of
operations deter crime or whether particular investigations can be
reached by more conventional methods. _

What has the Justice Department done in the past to evaluate
the effectiveness of undercover operations? .

Mr. MicHEL. Well, first, much of what Professor_Marx said clegxr-
ly had to do with State and local police authorities a.n,d not with
the FBIL. The FBI has a very limited jurisdiction. And it’s engaging
in undercover operations on an extremely selective basis.

Less than 1 percent of the FBI's annual budget is devoted to
money specifically earmarked for undercover operations. The oper-
ations are ones in which an assessment is made on a case-by-case
basis that it’s worth it, though—it’s worth the trouble, the money,
that the risks are not unduly high, that the benefits will justify the
whole enterprise. That’s made in every case on a determination of
the facts of that particular case. '

Ms. Coorer. But those judgments are made before the operation
starts, right? It’s not an evaluation after the fact as to what kind of

ults you're getting. .
re?\/Ir. I\B&ICHEL.g Welltcfv keep in mind that the officials mak}ng the
judgment on how worthwhile undercover operation No. 2 m1ght be,
are the same officials who just reviewed what happened in under-
cover operation No. 1 that just finished, and they are the same
officials who authorized No. 1 in the first place. .

So we would have to be asleep to not benefit from each.operatlon
during its progress. And once it’s completed, we do review them.
And we review them from many standpoints, including how worth-

ile it was.

W}i\fow, I don’t think there is anything that I can say that would
materially add to the testimony of Director Webster or the Assist-
ant Attorney General in charge of the Criminal Division before
this committee nearly a year ago. They gave examples of past
undercover operations. And it seems to me clear on the facts of
those particular operations, that the benefits were enormous and
the risks were manageable and reasonable.
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And my own opinion is it’s not even a close question. That in
those particular questions, Operation Lobster and the rest, they
were clearly worthwhile. ,

Ms. Cooper. That’s right. They presented that evidence. Since
then, there has been a good deal of subsequent analysis and evi-
dence to indicate that those conclusions may not be entirely valid;
for example, the Director talked about stolen certificates of deposit
that were recovered in a recent case. There is evidence, although
it’s not proven yet, that those stolen certificates of deposit were, in
fact, created by an informant for the FBI in Operation Lobster, the
case which the Assistant Attorney General spoke about.

He also told the subcommittee about evidence that the crime
rate had fallen dramatically subsequent to the raids made in that
operation. What we don’t know is whether that was a long-term
effect of the operation or whether there was any displacement. So
we don’t have all the evidence on that.

The Dr. Marx who was here yesterday, told the subcommittee
about a reevaluation of study that was done by the Justice Depart-
ment that measured the effectiveness of antifencing sting oper-
ations, which showed a decrease in the leve] of crime. That
reanalysis was very critical of those conclusions.

We haven't seen that yet. So I can’t evaluate it. But there does
seem to be a good deal of controversy about whether or not there
really is any body of evidence that the Justice Department has
collected to indicate the effectiveness of undercover operations in
general; not the measure of an undercover operation by the
number of indictments or convictions, which, of course, all success-
ful operations must lead to, but the question of how really it affects
the level of crime in a community.

Mr. MicHEL. Let me just make one response, which applies both
to the questions you've just asked and some that you asked imme-
diately before. The question is: Compared to what?

You say that there are risks to undercover operations, civil liabil-
ity, leaks, et cetera. All quite true. But those risks also are present
in most other forms of investigation.

Second, in terms of measuring the benefits, I don’t find it myself
very convincing to say, well, we had 10 sting operations in a 2-year
period in city x. And at the beginning of the period, the burglary
rate was so and so, and at the end of the period, the burglary rate
was so and so, plus 5 percent. Because, again, the question is:
Compared to what?

It may very well be that if the undercover operation had not put
all those burglars and fences in jail, that the burglary rate at the
end of the 2-year period would have not been 5 percent more than
at the beginning, but it would have been 100 percent more. So you
have to be awfully careful that you don’t deceive yourself with
analysis.

Now, I think that studies that may be done by scholars, by
research organizations, by the Department or by others, can be
valuable. And certainly, we would like to know more about the
impact of our investigative programs and prosecutions than we
sometimes know. I have no argument against that and I don’t
minimize the potential value of that.
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I do know that those studies and testimony of experts tends to be
valuable in proportion to the focus on accurately describing the
facts of real cases. I think it’s so easy to be long on speculation and
long on analysis and short on facts. And where that’s the case, it's
not very instructive.

Ms. CoorEr. Why do you think that your undercover operations
are effective in controlling crime?

Mr. Mricuer. I don’t mean to be flip, but in a sense, the answer
could be because they put people in jail, and they do it better than
other techniques. They do it better because the odds of conviction
are even higher. They do it better because the odds of pretrial
motions resulting in the case never getting to an adjudication of
guilt or innocence are vastly reduced. They do it better because
they focus on major actors and criminal enterprises by stripping
away the layers that ordinarily insulate those actors from effective
investigative pursuit.

I may say, too, that I do not agree about the implication of some
and the explicit testimony of Professor Chevigny that undercover
operations are more intrusive. It seems to me that they are far less
intrusive than most other significant techniques.

Again, I ask my question: Compared to what? Yes; an undercover
operation can, in some circumstances, be fairly intrusive. But com-
pared to what? Compared to wire tap? It seems to me a wire tap is
far more intrusive. The wire tap gets everybody who uses the
telephone. It gets every conversation. It's inherently indiscrimi-
nate. An undercover operation doesn’t normally get into some-
body’s political or religious beliefs.

When people come to our sting operations or our other oper-
ations, they come to talk about crime. We don’t get involved as we
iivould dealing through informants, in peripheral aspects of their

ife.

The part of the value of undercover operations is it allows us to
focus only on the criminal part of that person’s life and not have to
be involved in the other part, which is of no use to us and involves
problems of privacy.

Mr. Epwarps. I'd like, Mr. Michel, to get back just for a minute,
to the middleman. I'm not satisfied that these middlemen are
uncontrollable or that the guidelines have anything to say about
how these middlemen are uncontrollable.

And I think we have good evidence of it in certain aspects of
Abscam. We're certainly not going to discuss any of the specific
cases, except that one or two of these purveyors did go in a com-
pletely uncontrollable way and try to get certain people over and
over again and offer a lot of money over and over again, The mere
approaching and offering damaged these people who happened to
be in public life, personally, with their families, with their constitu-
ents, with their neighbors.

Now, what steps have been taken so that that kind of loose-
cannon operation won’t take place in the future?

Mr. MicHEL. Well, to some extent, the problem of cooperating
individuals can’t really be solved, because people who make good
cooperating individuals or who make good informants usually are
criminals or closely involved in criminal activities themselves and
often are people of questionable traits.
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But crime-fighting is inherently a little bit of a messy business.
You can’t find useful informants who are boy scouts, who are
upright citizens. So, you, in the end, to some extent, face the choice
of you're either not going to fight crime, because there are these
unsavory characters who in giving you a report may be exaggerat-
ing or fabricating or doing crazy things themselves, or you proceed,
but you try to limit the risks. You try to hedge your bet.

Now, both with regard to classic informants situation and with
regard to cooperating individuals in undercover circumstances, we
proceed and we try to minimize the risks.

I think that you're correct, that the cooperating individual poses
special problems. That is part of the reason why, where we can, we
prefer to have the middleman an unwitting middleman.

Look at some of the advantages to us of the unwitting middle-
man. If the unwitting middleman says that he can get a State
1eglslator to take a certain action in return for money, then we're
insulated from the implication that we had it in for that guy. No
one can say that we picked on Mr. So and So for some nefarious
reason, because we didn’t identify him to begin with. The unwitting
individual did and did it having no idea that he’s really talking to
the FBI, so the unwitting individual in some ways is safer and
provides a kind of insulation to charges of improper target selec-
tion. On the other hand, he’s a little bit harder to control than the
cooperating individual.

And I think that the key point perhaps is this: We need to be
very sure that our cooperating individuals are not themselves
making any offers. If we can limit their role to being a middleman
in the sense of a broker who brings together two parties, then we
can get past the fact that the middle man may be lying or exagger-
ating or distorting or he’s got it in for somebody and he’s just
trying to get the fellow in trouble for some personal vindictive
reasons.

So we need to put very heavy emphasis on limiting the role of
the middleman and by being sure that all the operative conversa-
tions are ones that are taking place between the suspect and un-
dercover FBI agents, and not just between the middleman and the
suspect. I don’t think that there’s anything more that we can do.

And again, I think it’s important to remember that the harm to
those individuals that you're referring to really was harm from
leaks. Whether or not there had been an undercover operation as
opposed to another kind of investigation, once there’s an allegation
that so and so is corrupt, the harm to that person, where he's
totally innocent, someone is just misdescribing his activities, comes
from the leak more than from the method that the allegation was
acquired by.

So I think that much of the protection for wholly innocent people
has to come through further efforts to avoid leaks as much as
through further'efforts to make sure that the controls on middle-
men are as tight as they can feasibly be made.

Mr. Epwarps. I'm sure that you recognize the danger and that
you're substantially reexamining this particular situation.

Mr. MicHEL. Yes, we are.

Mr. EpwarDps. The scam within the scam has done great damage
and the cases that I referred to earlier are regrettable, and I'm
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sure you regret them. Have you had high-level discussions in the
Department of Justice about this new philosophy? ’

When I was an agent many years ago, there weren’t any such
operations. Mr. Hoover was very much against them because he
thought of what it might do to the agents themselves, what it does
to society. It is a sort of new philosophy, as some of our witnesses
have pointed sut, in American law enforcement. o

There are dangers of one American becoming suspicious of an-
other. A husband suspicious of his wife, employer, employee, a
business person wary of his competitor across the street, because
the competitor might have a secret agent in his storeroom or

ething.
SOrlillovv, a%e you thinking about things like that over at the Depart-
ment and studying them, and are there courses given at Quantico
to FBI agents by professors and others so that in-depth thought can
be given? ‘ o

Mr. MicueL. I think the answer to all of those questions is yes.
And I think that the whole motivation behind the guidelines was
to respond to the undeniable fact that there are risks and risks
mean that, in some circumstances, innocent people can be dam—
aged. And it’s very important to reduce that to t}he smallest possi-
ble amount or to eliminate it entirely, where that’s possible.

I think it’s ordinarily not possible to eliminate it altogether. But
I think it is possible to reduce it to an absolute minimum.

I think that when you read the guidelines, they reflect the con-
cern of the FBI and the Justice Department at all levels with
making sure that there are appropriate controls and procedures
and that we have minimized the risks.

Mr. Epwarps. Well, an operation can go on for 6 months?

Ms. Cooprer. Without approval. ,

Mr. Epwarps. Without approval again. How do you know what’s
going on in an operation in 6 months? Under the Domestic Secu-
rity Guidelines there is a review after 30 days, as I recall.

Mr. MicHEL. There is a little point of confusion on_that, Mr.
Chairman. The review by the Attorney General or his designee of
ongoing domestic security investigations occurs annually. .

Mr. Epwarps. But an investigation has to stop after 30 days if
something further hasn’t developed. o . o

Mr. MicHeL. Where you have a preliminary investigation only,
there’s a time limit on it. Most investigations that amount to
much, under the domestic security guidelines, are full investiga-
tions. And they then come under that annual review.

I think the answer to your question, though, is that undercover
operations are under continuous review and not just within the

field office. As Director Webster indicated, the most sensitive ones
resulted in his being briefed on a very frequent basis about specific

etails of a particular operation.

d And needfess to say, alljt only slightly lower levels of the FBI there
is continuous scrutiny of what’s going on in those undercover oper-
ations. . .

So there are parallel tracks. There’s the committee review track,
which focuses on events like initiation of the operation, and a
major change where it switches to a different compass course. But
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the other track is the regular chain of command supervision within
the FBI, and that’s a very lively, fast track.

I think from my own experience that the FBI officials at head-
quarters keep an exceedingly close watch on undercover oper-
ations. The more sensitive they are, the closer the watch.

So if we sit back and say, hell, they only look at this every 6
months, that really isn’t the case at all. They look at it every week,
sometimes every day. And they should.

The guideline’s references to 6 months really was simply to have
some automatic provision. Remember I said there were three trig-
gers? If the purpose changes, the scope changes, then you have a
review immediately, no matter if it's only been approved for 30
days or 50 days or whatever.

Second, if you're spending a significant amount of money, auto-
matically you have a review. So the 6-month provision was just to
have some automatic device, so that at a minimum, the operation
would get a complete new look at 6 months. But they are under
very close scrutiny on an ongoing basis, really on a daily basis.

And it’s a shame, in a way, that the guidelines don’t refer to
that, because it’s easy to forget on just reading the text of the
guideline how close and frequent the review is.

Mr. EpwArDps. Mr. Boyd.

Mr. Boyp. With regard to sting operations as opposed to Abscam
tape operations, you indicated sting operations are the most fre-
quently used type of undercover operation. And I think you would
agree that there are other factors beyond the control of the FBI
which influence the effect which these operations have on deter-
ring crime.

I wonder if the Department or if the Bureau has access to or has
compiled any statistics to indicate, for example, with regard to the
sting operation in Washington, before the Abscam operation, the
percentage of convictions which were gained as a result of indict-
ments flowing from that operation, the number of recidivists who
were convicted, the extent to which these individuals were sen-
tenced and the actual time spent incarcerated. Because individuals
released after spending a short period: of incarceration or time in
jail often are in a position to commit more crime.

Mr. MicrEL. Well, the answer to your question is, “Yes, those are
important things.” Yes, we do some analysis of that sort. Anything
else, it’s limited in scope and in coverage because our resources are
stretched very, very thin.

There are 800 or 900 fewer agents today than there were 5 years
ago. But the crime rate even of Federal crimes didn’t go down. It
went way up. And with our increasing effort to go after higher
level criminals and to get into some of the most difficult areas of
investigation, which are very time consuming, that just adds to the
burden on tbh . resources.

So that, to some extent, like the committee, the Justice Depart-
ment has to depend on studies done by scholars and think tanks,
and so forth. But sure, we’re interested in those things.

We do some of that kind of analysis and, as I think you may
have been suggesting, one of the benefits of undercover operations,
in addition to increasing the odds of convictions, is that they result
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in higher level figures, and I think generally result in much longer
sentences.

Mr. Boyp. Thank you. I have no further questions, Mr. chairman.

Mr. EpwaARrDS. Ms. Cooper?

Ms. CoorEr. Thank you. I'd like to return to a point made by the
Chairman about the sensitive circumstances listed in section B. At
least on its face, the guidelines leave an inference that the sensi-
tive circumstances are not prohibitions. They're simply sensitive
circumstances that require an operation to be reviewed by higher
authorities. And therefore, it leaves the possibility that any one of
these sensitive circumstances can be approved. That is, an oper-
ation which has a possibility or probability of or certainty of em-
ploying one or developing one of the sensitive circumstances can be
approved.

Now, when the chairman asked you about the Archer situation,
about the possibility of an undercover employee perjuring himself,
you indicated that you thought that that could not—that was
against the principles of the case and, therefore, could not be
approved. Are there any other circumstances listed here that you
think fall into that category?

Mr. MicHeL. Well, first and most important, the guidelines are
not intended to and do not and could not authorize activity that is
against the law. The FBI, in effect, has to follow the law and also
follow the guidelines. Nothing in the guidelines is in derogation of
our obligation to follow the law.

So I was astounded by what I thought was one of the suggestions
of one of the prior witnesses that the guidelines authorize the FBI
to do things that are clearly illegal. I think that’s preposterous.

That’s certainly not what they’re intended to do. They’'re intend-
ed, in fact, to prohibit, as a matter of policy, some things which
would be legal, but which are too risky or are undesirable or
unnecessary.

So the guidelines basically are intended to be more restrictive
than the case iaw and the statutes, not less.

Ms. Coorer. Let me ask you about section H, which has to do
with undercover employees posing as attorneys, physicians, clergy-
men or members of the media. With the approval of the higher
ups, it seems that it is possible that those impersonations can be
used to develop a confidential relationship, one that is ordinarily
privileged under law.

Do the guidelines sanction an agent violating his own ethical and
professional responsibilities? For example, if the agent is an attor-
ney himself, posing as someone else’s attorney oad thereby getting
into a confidential relationship with the subject?

Mr. MicHEL. I guess the question is whether the guidelines over-
rule the cannons of ethics. The answer is ‘“no.”

Ms. Cooprer. OK. Let me ask you something on a different issue.
During stage 2, which you described, where there were principles
but not formal guidelines, principles that were enunciated before
the subcommittee last March, how was the field made aware of
those principles? The field, that is, that was engaged in undercover
operations?

Mr. MicueEL. Well, by the normal FBI communications that
you're familiar with, airtels and letters and conversations, tele-
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phone calls meetings of various kinds, field j i i
hc , I 5 . Inspecti :

v%?.lt.s on partl.cular visits, conversations’ with J ustI;)ice Bgi’asfﬁiﬁ

) 1\1&:;al(sj O}(l)ti)re 1ni Vz}elslglilgton and with U.S. attorneys in the field
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with the formal guidelines? Fort of process you Fxpect to use
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ab&ut the guidelines and make sure that they do gndperstl.;rtlndh‘fhfelfrlls?1
" fi‘éllc\idlgffflilzlgsTafdeBI' %s tra(r;smitting the text of the guidelines to
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those offices and units whenever there i o potie o 2

e offi s . € 1S some new i
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}gxéaclolglégtﬁnd sgmlilal;t_ype discussions. And it will, in dl?: hgc?gtxs'sgf
e subject of inspections, visi i fi ,
thla\ll’lc thgy’re Pl Ig ns, visits of field offices to be sure

S. CoopER. Has the FBI's Inspection Division e i
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Mr. MicueL. We base it on information that we have access to
through local police and sometimes through our own files. We
don’t, as I tried to indicate in answer to Mr. Boyd’s question
earlier, conduct a lot of very comprehensive or detailed studies,
because we're not equipped to do that.

Mr. Epwarps. Thank you very much, Mr. Michel, for very useful
testimony. We appreciate your coming up here today.

Mr. MicHEeL. Thank you.

[Whereupon, at 11:45 a.m., the hearing was adjourned.]

APPENDIXES

AppENDIX 1

ArTORNEY GENERAL'S GUIDELINES ON FBI UNDERCOVER OPERATIONS

The following guidelines on use of undercover operations by the Federal Bureau
of Investigation are issued under authority of the Attorney General as provided in
28 U.S.C. 509, 510, and 533. They are consistent with the requirements of the
proposed FBI Charter Act, but do not depend upon passage of the Act for their
effectiveness.

Introduction

Definitions

General authorit

Authorization ofy undercover operations

A. Undercover operations that may not be approved by the special agent in
charge because of fiscal circumstances.

B. Undercover operations that may not be approved by the special agent in
charge because of sensitive circumstances.

C. Undercover operations that may be approved by the special agent in charge.

D. Approval by Headquarters (Undercover Operations Review Committee, and
Director or Designated Assistant Director), with concurrence of United States attor-
ney or Strike Force Chief, where sensitive or fiscal circumstances are present

E. Applications to Headquarters.

F, Undercover Operations Review Committee,

G. Approval by Director or Designated Assistant Director.

H. Duration of authorizations.

1. Authorization of participation in “otherwise illegal” activity.

J. Authorization of the creation of opportunities for illegal activity.

K. Authorization of investigative interviews that are not part of an undercover
operation.

Monitoring and control of undercover operations

L. Continuing consultation with United States attorney or Strike Force Chief.

M. Serious legal, ethical, prosecutive, or departmental policy questions, and previ-
ously unforeseen sensitive circumstances.

N. Emergency authorization,

0. Annual report of Undercover Operations Review Committee.

P. Preparation of undercover employees.

Q. Review of undercover employee conduct,

R. Deposit of proceeds; liquidation of proprietaries.

Reservation

INTRODUCTION

The FBI's use of undercover employees and operation of proprietary business
entities is a lawful and essential technique in the detection and investigation of
white collar crime, political corruption, organized crime, and other priority areas.
However, use of this technique inherently involves an element of deception, and
occasionally may require a degree of cooperation with persons whose motivation and
conduct are open to question, and so should be carefully considered and monitored.

DEFINITIONS

An “undercover employee,” under these guidelines, is any employee of the FBI-
or employee of a federal, state or local law enforcement agency working under the
direction and control of the FBI in a particular investigation—whose relationship
with the FBI is concealed from third parties in the course of an investigative
operation by the maintenance of a cover or alias identity.

(115)
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An “undercover operation” is any investigative operation in which an undercever
emlflgi;?gplxs'i:tsaery” is a sole proprietors}ﬁ‘%)i partél%‘slll}}l), %(g{)?;agggxﬁe%lt i(())Itlh\?VlitEuaslll
ity ed or controlled by the F used by the _ . an
Itllisdsesélot\lrgr oov;JI;ration, and whose relatlonéhxp with the FBI is not generally ac

dged.
knowledg GENERAL AUTHORITY

i to these guidelines, that

ay conduct undercover operations, pursuant to tl line t
arial)arggso??ilag g,o carry out its investigative responsibilities in domestic law en

forﬁir(rlxgx J;‘his authority, the FBI may pm%ticipate itn joint gxldercg;egeoelﬁargg?rgst lz)v;;}i
: es; m v

other federal, state, and local law enforcemen ageia?;};le, may seek oDl

assistance for an undercover operation from anydsu nforn ro’p AP

. ther cooperating private individual; and may oper ate propr !
zg\rg.gfér%l{a? basis topthe ex%ent necessary to maintain an operation's cover or effec

tl\zgl)l%slidercover operations can be authorized only at the “full investigation” stage

in Domestic Security Investigations.

AUTHORIZATION OF UNDERCOVER OPERATIONS

i ideli 1l into one of two categories:
dercover operations under these guidelines fa / ‘
(1)A11:{1:sz urndercovgr operationsh that calz1 (l%? tﬁpprogsgez%vglseo ;iﬁ?iﬁhsplﬁrétc ;ﬁ
Charge (SAC) under his own aut ority, an hose L e ] can
i i ted Assistant Director, upon tavora
only be authorized by the Director or desxgx&a : S e he Undercover
recommendations by the SAC, Bureau headquarters ) , : ‘
i i i \ -ations in the latter category are
Operations Review Committee, Undercover ‘opelfa n the latter cateory e
those that involve a substantial .expen.dxtule of govern func » 08 Sheryise
impli i ici derations. (Paragraph A). Also inciuded 1n U
implicate fiscal policies and considers s, (Paragraph ), 2o, Memed “sensitive
latter category are undercover operations that invo hat are e vestigation
circumstances.” In general, these are undercover opera 11 Involving Investgatiot
i untion, or undercover operations phat involve risks of v IS
gggrlxllbélgdc?;{rgsion.’ (Paragraph B). Of course, 1n planning an undercover operation,

these risks of harm and intrusion will be avoided whenever possible, consistent with

.

the need to obtain necessary evidence in a timely and effective manner.

A. Undercover operations that may not be approved by the special agent in charge
because of fiscal circumstances ‘
j izati : th in paragraph N,
t to the emergency authorization procedures set for ‘ ,
th(el)Silé)bJri(;y got authorizge th};, establishment, e:g}t]eréswn or renewal of an undercov
ion i is a reasonable expectation that: =~ . ) .
° opel(.g??r%éfltlltlﬁlgiéover operation could result in significant civil claims against
the United States, either arising in tort, contract or claims for just compensa-
i “taking” of property; _ ) o
tlo(ll;)fpl‘rilghﬁndercoger oplt)aration will rigq_ulr% leasing or.cgné;;;ilgﬁlcxlli% gfo}x) eI;r!o %%eltigé
ices, equipment, or facilities for any perio L
Ss‘é%?éﬁ%esée?é] ter,mi%a'gon da{te of the then current flsca] year, or v'v1.t}.1 px:eptaﬁr-
ment of more than one month’s rent; or will require leasing any facilities in the
District of Columbia; ‘ )

Dl(scf)rl'%hg undercover operation will require the use of appropriated funds tci
establish or acquire a proprietary, or to operate such a proprietary on a com
ial basis; . . N :
m?ggl’?‘heaindercover operation will require the deposit of appropr 1a%ed ift_mds,
or of proceeds generated by the undercover operation, in banks or other Inan-

ial institutions; i .

Claztla)u'lﬁhleuundex"cover operation will involve use of proceeds genera?edhby the
undercover operation to offset necessary and reasonable expenses of the oper-
ation; i i ire i ificati nts for

undercover operation will require indemnification a.gre.eme
loégesrri}rll?:urred in aid ofpthe operation, or will require expe:n.d.ltme.sfm e>}<lcess oE‘
$1500 {or property, supplies, services, equipment or facilities, or for the con
i lteration of facilities; X .

Stli;?%?lg %zgercover operation will last longer than 6 months or will involve atn
expenditure in excess of $20,000 or such other amount that is set from tlmetah.o
time by the Director, with the approval of the Attorney General. However, ! 13
expenditure limitation shall not apply where a significant and unan&nmpa et
investigative opportunity would be lost by compliance with the procedures se
forth in paragraphs D, E, F, and G.
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B. Undercover operations that may not be approved by the special agent in charge
because of sensitive circumstances

Subject to the emergency authorization procedures set forth in paragraph N, the
SAC may not authorize the establishment, extension or renewal of an undercover
operation that involves sensitive circumstances. For purposes of these guidelines, an
undercover operation involves sensitive circumstances if there is a reasonable expec-
tation that:

(a) The undercover operation will concern an investigation of possible corrupt
action by a public official or political candidate, the activities of a foreign
government, the activities of a religious or political organization, or the activi-
ties of the news media;

(b) The undercover operation will involve untrue representations by an under-
cover employee or cooperating private individual concerning the activities or
involvement of an innocent person;

(c) An undercover employee or cooperating private individual will engage in
any activity that is proscribed by federal, state, or local law as a felony or that
is otherwise a serious crime—except this shall not include criminal liability for
the purchase of stolen or contraband goods or for the making of false represen-
tations to third parties in concealment of personal identity or the true owner-
ship of a proprietary;

(d) An undercover employee or cooperating private individual will seek to
supply an item or service that would be reasonably unavailable to criminal
actors but for the participation of the government;

(e) An undercover employee or cooperating private individual will run a
significant risk of being arrested and seeking to continue undercover;

(f) An undercover employee or cooperating private individual will be required
to give sworn testimony in any proceeding in an undercover capacity;

(g) An undercover employee or cooperating private individual will attend a
meeting between a subject of the investigation and his lawyer;

(h) An undercover employee or cooperating private individual will pose as an
attorney, physician, clergyman, or member of the news media, and there is a
significant risk that another individual will be led into a professional or confi-
dential relationship with the undercover employee or cooperating private indi-
vidual as a result of the pose;

(i} A request for information will be made by an undercover employee or
cooperating individual to an attorney, physician, clergyman, or other person
who is under the obligation of a legal privilege of confidentiality, and the
particular information would ordinarily be p-ivileged;

§) A request for information will be ma: * by an undercover employee or
cooperating private individual te a member of the news media concerning any
individual with whom the newsman is known to have a professional or confi-
dential relationship;

(k) The undercover operation will be used to infiltrate a group under investi-
gation as part of a Domestic Security Investigation, or to recruit a person from
within such a group as an informant;

(1) There may be & significant risk of violence or physical injury to individuals
or a significant risk of financial loss to an innocent individual.

C. Undercover operations that may be approved by the special agent in charge

(1) The SAC may authorize the establishment, extension or renewal of all other
undercover operations, to be supervised by his field office, upon his written determi-
nation, stating supporting facts and circumstances, that:

(a) Initiation of investigative activity regarding the alleged criminal conduct
or criminal enterprise is warranted under the Attorney General's Guidelines on
the Investigation of General Crimes, the Attorney General’s Guidelines on
Domestic Security Investigations, the Attorney General’s Guidelines on Investi-
gation of Criminal Enterprises Engaged in Racketeering Activity, and any other
applicable guidelines;

(b) The proposed undercover operation appears to be an effective means of
obtaining evidence or necessary information; this should include a statement of
what prior investigation has been conducted, and what chance the operation
has of obtaining evidence or necessary information concerning the alleged
criminal conduct or criminal enterprise;

{c) The undercover operation will be conducted with minimal intrusion con-

sistent with the need to collect the evidence or information in a timely and
effective manner;
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(d) Approval for the use of any informant or confidential source has been
obtained as required by the Attorney General's Guidelines on Use of Informants
and Confidential Sources;

(e) There is no present expectation of the occurrence of any of the circum-
stances listed in paragraphs A and B;

(f) Any foreseeable participation by an undercover employer or cooperating
private individual in illegal activity that can be approved by a SAC on his own
authority (that is, the purchase of stolen or contraband goods, or participation
in a nonserious misdemeanor), is justified by the factors noted in paragraph I(1).

D. Approval by Headquarters (Undercover Operations Review Committee, and Direc-
tor or Designated Assistant Director), with concurrence of U.S. attorney or Strike
Force Chief, where sensitive or fiscal circumstances are present

The Director of the FBI or a designated Assistant Director must approve the
establishment, extension, or renewal of an undercover operation if there is a reason-
able expectation that any of the circumstances listed in paragraphs A and B may
occur.

In such cases, the SAC shall first make application to FBI Headquarters (FBIHQ).
See paragraph E below. FBIHQ may either disapprove the application or recom-
mend that it be approved. A recommendation for approval may be forwarded
directly to the Director or designated Assistant Director if the application was
submitted to FBIHQ solely because of a fiscal circumstance listed in paragraph
A)~e). In all other cases in which FBIHQ recommends approval, the application
shall be forwarded to the Undercover Operations Review Committee for considera-
tion. See paragraph E. If approved by the Undercover Operations Review Commit-
tee, the application shall be forwarded to the Director or designated Assistant
Director. See paragraph G. The Director or designated Assistant Director may
approve or disapprove the application.

E. Applications to Headquarters

(1) Each application to Headquarters from a SAC recommending approval of the
establishment, extension, or renewal of an undercover operation involving circum-
stances listed in paragraphs A and B shall be made in writing and shall include,
with supporting facts and circumstances:

(a) A description of the proposed undercover operation, including the particu-
lar cover to be employed and any informants or other cooperating persons who
will assist in the operation; a description of the particular offense or criminal
enterprise under investigation, and any individuals known to be involved; and a
statement of the period of time for which the undercover operations would be
maintained;

(b) A description of how the determinations required by paragraph C(1)a)-(d)
have been met;

(c) A statement of which circumstances specified in paragraphs A and B are
reasonably expected to occur, what the operative facts are likely to be, and why
the undercover operation merits approval in light of the circumstances, includ-
Ing,

(i) for any foreseeable participation by an undercover employee or cooperating
private individual in activity that is proscribed by federal, state, or local law as
a felony or that is otherwise a serious crime—but not including the purchase of
stolen or contraband goods or making of false representations to third parties in
concealment of personal identity or the true ownership of a proprietary—a
statement why the participation is justified by the factors noted in paragraph
%(‘]2), and a statement of the federal prosecutor’'s approval pursuant to paragraph
(2);
(ii) for any planned infiltration by an undercover employee or cooperative
private individual of a group under investigation as part of a Domestic Security
Investigation, or recruitment of a person from within such a group as an
informant, a statement why the infiltration or recruitment is necessary and
meets the requirements of the Attorney General’s Guidelines on Domestic Secu-
rity Investigations; and a description of procedures to minimize any acquisition,
retention, and dissemination of information that does not relate to the matter
under investigation or to any other authorized investigative activity.

(d) A statement of proposed expenses;

(e) A statement that the United States Attorney or Strike Force Chief is
knowledgable about the proposed operation, including the sensitive circum-
stances reasonably expected to occur; concurs with the proposal and its objec-
tiveg and legality; and agrees to prcsecute any meritorious case that is devel-
oped.
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(2) In the highly unusual avent that there are ¢ i i
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until the Assistant Attorney General has had an opportunity to refer the
matter to the Deputy Attorney General or Attorney General.

(6) The Committee should consult the Legal Counsel Division of the FBI, and the
Office of Legal Counsel or other appropriate division or office in the Department of
Justice about any significant unsettled legal questions concerning authority for or
the conduct of a proposed undercover operation.

G. Approuval by Director or designated Assistant Director

The Director or a designated Assistant Director shall have authority to approve
operations recommended for approval by the Undercover Operations Review Com-
mittee, provided that only the director may authorize a proposed operation if a
reasonable expectation exists that:

(a) There may be a significant risk of violence or physical injury to individ-
uals;

(b) The undercover operation will be used to infiltrate a group under investi-
gation as part of a Domestic Security Investigation, or to recruit a person from
within such a group as an informant or confidential source, in which case the
Director’s authorization shall include a statement of procedures to minimize
any acquisition, retention, and dissemination of information that does not relate
to the matter under investigation or to any other authorized investigative
activity; or

(¢) A circumstance specified in paragraph A(b)-(e) is reasonably expected to
oceur, in which case the undercover operation may be implemented only after
the Deputy Attorney General or Attorney General has specifically approved
that aspect of the operation in accordance with applicable law.

H., Duration of authorizations

(1) An undercover opration may not continue longer than is necessary to achieve
the objective of the authorization, nor in any event longer than 6 months without
new authorization to proceed.

(2) Any undercover operation initially approved by a SAC must be reauthorized by
an Assistant Director or the Director, pursuant to paragraphs D-G, if it lasts longer
than 6 months or involves expenditures in excess of the amount prescribed in
paragraph A(g).

1. Authorization of participation in “otherwise illegal’ activity

Nothwithstanding any other provision of these guidelines, an undercover employ-
ee or cooperating private individual shall not engage, except in accordance with this
paragraph, in any activity that would constitute a crime under state or federal law
if engaged in by a private person acting without the approval or authorization of an
appropriate government official. For purposes of this paragraph, such activity is
referred to as “otherwise illegal” activity.

(1) No official shall recommend or approve an undercover employee’s or cooperat-
ing private individual’s planned or reasonably foreseeable participation in otherwise
illegal activity unless the participation is justified in order:

(a) to obtain information or evidence necessary for paramount prosecutive
purposes;

(b) to establish and maintain credibility or cover with persons associated with
the criminal activity under investigation; or

(c) to prevent or avoid the danger of death or serious bodily injury.

(2) Participation in any activity that is proscribed by federal, state, or local law as
a felony or that is otherwise a serious crime—but not including the purchase of
stolen or contraband goods or the making of false representations to third parties in
concealment of personal identity or the true ownership of a proprietary—must be
approved in advance by an Assistant Director on the recommendation of the Under-
cover Operations Review Committee pursuant to paragraphs D-G, except that the
Director’s approval is required for participation in any otherwise illegal activity
involving a significant risk of violence or physical injury to individuals. Approvals
shall be recorded in writing.

A recommendation to FBIHQ for approval of participation in such otherwise
illegal activity must include the views of the United States Attorney, Strike Force
Chief, or Assistant Attorney General on why the participation is warranted.

(8) Participation in the purchase of stolen or contraband goods, or in a nonserious
misdemeanor, must be approved in advance by the Special Agent in Charge.
Approvals by the SAC shall be recorded in writing.

(4) The FBI shall take reasonable steps to minimize the participation of an
undercover employee or cooperating private individual in any otherwise illegal
activity.
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(6) An undercover employee or cooperating private individual shall not participate
in any act of violence, initiate or instigate any plan to commit criminal acts, or use
unlawful investigative techniques to obtain information or evidence for the FBI
(e.g., illegal wiretapping, illegal mail openings, breaking and entering, or trespass
amounting to an illegal search).

(6) If it becomes necessary to participate in otherwise illegal activity that was not
foreseen or anticipated, an undercover employee should make every effort to consult
with the SAC. For otherwise illegal activity that is a felony or a serious misdemean-
or, the SAC can provide emergency authorization under paragraph N. If consulta-
tion with the SAC is impossible and there is an immediate and grave threat to life
or physical safety (including destruction of property through arson or bombing), an
undercover employee may participate in the otherwise illegal activity so long as he
does not take part in and makes every effort to prevent any act of violence. A report
to the SAC shall be made as soon as possible after the participation, and the SAC
shall submit a full report to FBIHQ. FBIHQ shall promptly inform the members of
the Undercover Operations Review Committee.

(7) Nothing in these guidelines prohibits establishing, funding, and maintaining
secure cover for an undercover operation by making fales representations to third
parties in concealment of personal identity or the true ownership of a proprietary
(e.g., false statements in obtaining driver’s licenses, vehicle registrations, occupancy
permits, and business licenses) when such action is approved in advance by the
apropriate SAC.

(8) Nothing in paragraph I (5) or (6) prohibits an undercover employee from taking
reasonable measures of self defense in an emergency to protect his own life or the
life of others against wrongful force, Such measures shall be reported to the SAC
and the United States Attorney, Strike Force Chief, or Assistant Attorney General
as soon as possible.

(9) If a serious incident of violence should occur in the course of a criminal
activity and an undercover employee or cooperating private individual has partici-
pated in any fashion in the criminal activity, the SAC shall immediately inform
FBIHQ headquarters shall promptly inform the Assistant Attorney General in
charge of the Criminal Division.

J. Authorization of the creation of opportunities for illegal activity

(1) Entrapment should be scrupulously avoided. Entrapment is the inducement or
encouragement of an individual to engage in illegal activity in which he would
otherwise not be disposed to engage.

(2) In addition to complying with any legal requirements, before approving an
undercover operation involving an invitation to engage in illegal activity, the ap-
proving authority should be satisfied that

(a) The corrupt nature of the activity is reasonably clear to potential subjects;

(b) There is a reasonable indication that the undercover operation will reveal
illegal activities; and

(c) The nature of any inducement is not unjustifiable in view of the character
of the illegal transaction in which the individual is invited to engage.

(3) Under the law of entrapment, inducements may be offered to an individual
even though there is no reasonable indication that that particular individual has
engaged, or is engaging, in the iflegal activity that is properly under investigation.
Nonetheless, no such undercover operation shall be approved without the specific
written authorization of the Director, unless the Undercover Operations Review
Committee determines (See paragraph F), insofar as practicable, that either

(a) there is a reasonable indication, based on information developed through
informants or other means, that the subject is engaging, has engaged, or is
likely to engage in illegal activity of a similar type; or

(b) The opportunity for illegal activity has been structured so that there is
reason for believing that persons drawn to the opportunity, or brought to it, are
predisposed to engage in the contemplated illegal activity.

(4) In any undercover operation, the decision to offer an inducement to an individ-
ual, or to otherwise invite an individual to engage in illegal activity, shall be based
solely on law enforcement considerations.

K. Authorization of investigative interviews that are not part of an undercover
operation
Notwithstanding any other provision of these guidelines, routine investigative
interviews that are not part of an undercover operation may be conducted without
the authorization of FBIHQ, and without compliance with paragraphs C, D, and E.
These include so-called “pretext” interviews, in which an FBI employee uses an
alias or cover identity to conceal his relationship with the FBI.
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However, this authority does not apply to an investigative interview that involves
a sensitive circumstance listed in paragraph B. Any investigative interview involv-
ing a sensitive circumstance—even an interview that is not conducted as part of an
undercover operation—may only be approved pursuant to the procedures set forth
in paragraphs D, E, F, and G, or pursuant to the emergency authority prescribed in
paragraph N, if applicable.

MONITORING AND CONTROL OF UNDERCOVER OPERATIONS

L. Continuing consultation with United States Attorney or strike force chief

Throughout the course of any undercover operation that has been approved by
Headquarters, the SAC shall consult periodically with the United States Attorney,
Strike Force Chief, or Assistant Attorney General concerning the plans and tactics
and anticipated problems of the operation.

M. Serious legal, ethical, prosecutive, or departmental policy questions, and previous-
Iy unforeseen sensitive circumstances

(1) In any undercover operation, the SAC shall consult with Headquarters when-
ever a serious legal, ethical, prosecutive, or Departmental policy question is present-
ed by the operation. FBIHQ shall promptly inform the Department of Justice
members of the Undercover Operations Review Committee of any such question and
its proposed resolution. .

(2) This procedure shall always be followed if an undercover operation is likely to
involve one of the circumstances listed in paragraphs A and B and either (a) The
SAC’s application to FBIHQ did not contemplate the occurrence of that circum-
stance, or (b) the undercover operation was approved by the SAC under his own
authority. In such cases the SAC shall also submit a written application for contin-
ued authorization of the operation or an amendment of the existing application to
Headquarters pursuant to paragraph E.

Whenever such a new authorization or amended authorization is required, the
FBI shall consult with the United States Attorney, Strike Force Chief, or Assistant
Attorney General, and with the Department of Justice members of the Undercover
Operations Review Committee on whether to modify, suspend, or terminate the
undercover operation pending full processing of the application or amendment.

N. Emergency authorization
Notwithstanding any other provision of these guidelines, any SAC who reasonably
determines that:

(a) an emergency situation exists requiring the establishment, extension, re-
newal, or modification of an undercover operation before an authorization
mandated by these guidelines can with due diligence be obtained, in order to
protect life or substantial property, to apprehend or identify a fleeing offender,
to prevent the hiding or destruction of essential evidence, or to avoid other
grave harm; and

(b) there are grounds upon which authorization could e obtained under these
guidelines, may approve the establishment, extension, renewal, or modification
of an undercover operation if a written application for approval is submitted to
Headquarters within 48 hours after renewed, or modified. In such an emergency
situation the SAC shall attempt to consult by telephone with the United States
Attorney, Strike Force Chief, or Assistant Attorney General, and with a desig-
nated Assistant Director, FBIHQ shall promptly inform the Department of
Justice members of the Undercover Operations Review Committee of the emer-
gency authorization. In the event the subsequent written application for approv-
al is denied, a full report of all activity undertaken during the course of the
operation shall be submitted to the Director, who shall inform the Deputy
Attorney General.

O. Annual report of Undercover Operations Review Commuittee

(1) The Undercover Operations Review Committee shall retain a file of all applica-
tions for approval of undercover operations submitted to it, together with a written
record of the Committee’s action on the applications and any ultimate disposition by
the Director or a designated Assistant Director. The FBI shall also prepare a short
summary of each undercover operator approved by the Committee. These records
and summaries shall be available for inspection by a designee of the Deputy Attor-
ney General or of the Assistant Attorney General in charge of the Criminal Divi-
sion.

(2) On an annual basis, the Committee shall submit to the Director, the Attorney
General, the Deputy Attorney General, and the Assistant Attorney General in
charge of the Criminal Division, a written report summarizing: (a) the types of
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undercover operations approved; and (b) the major issues addressed by th 1
tee in reviewing applications and how they were resolved. y the Commit

P. Preparation of undercover employees

(1) The SAC or a designated supervisory agent shall review with each undercover
employee prior to the employee’s participation in an investigation the conduct that
the undercover employee is expected to undertake and other conduct whose necessi-
ty during the investigation is foreseeable. The SAC or designated supervisory agent
shall expressly discuss with each undercover employee any of the circumstances
specified in paragraphs A and B which is reasonably expected to occur.

Each undercover employee shall be instructed generally, and in relation to the
proposed undercover operation, that he shall not participate in any act of violence;
Initiate or instigate any plan to commit criminal acts; use unlawful investigativé
tgchmques to o_btam information or evidence; or engage in any conduct that would
violate restrictions on investigative techniques or FBI conduct contained in Attor-
ney General Guidelines or other Department policy; and that, except in an emergen-
cy situation, he shall not participate in any illegal activity for which authorization
has not been obtained under these guidelines. When the FBI learns that persons
under investigation intend to commit a violent crime, any undercover employee
3?:1(33 r111(§econnectlon with the investigation shall be instructed to try to discourage the

(2) To the extent feasible, a similar review shall i
with each cooperating private individual. be conducted by a Bpeclal Agent

. Review of undercover employee conduct

(1) From time to time during the course of the investigation, as is practica

SAC or designated supervisory agent shall review that agctual ’condugz of tﬁebiler;dtgr?
cover employee, as well as the employee’s proposed or reasonably foreseeable con-
duct for the remainder of the investigation, and shall make a determination wheth-
er the conduct of the employee has been permissible. This determination shall be
communicated to the undercover employee as soon as practicable. Any findings of
impermissible conduct shall be promptly reported to the Director, and consultation
with the Director shall be undertaken before the employee continues his participa-
tion in the investigation. To the extent feasible, a similar review shall be made of
théaz;:cxmduqutof each cooperzlating private individual. C ’

written report on the use of false representations to third parties in -
ment of personal identity or the true ownership of a proprietarylf‘ for estabcl(;;llgier?glr
funding, and maintaining secure cover for an undercover operation, shall be submit-
ted to the SAC or designated supervisory agent at the conclusion of the undercover
operation. A written report on participation in any other activity proscribed by
federal, state or local law shall be made by an undercover employee to the SAC or

designated supervisory agent every 60 days and at th i g ici
tion in the illegal activity. Y vsan é . the conclus19n of the participa-
R. Deposit of proceeds; liquidation of proprietaries
As soon as the proceeds from an undercover o i

} I L peration are no longer necessary fo
the conduct of the operation, the remaining proceeds shall be %eposited inythg
Tr%ziaﬁury of the United States as miscellaneous receipts.

enever a proprietary with a net value over $50,000 is to be liquidated, sold

otherwise d1s_pos<-;d of, the FBI, as much in advance ’as the Directocxl’ or his ’degig;lgg
shall determine is practicable, shall report the circumstances to the Attorney Gen-
eral and the Comptroller General. The proceeds of the liquidation, sale, or other

disposition, after obligations are met, shall be d i i y '
ot wor oo igal , e deposited in the Treasury of the

RESERVATION

These guidelines on the use of undercover o i
' L perations are set forth solely for th
purpose of internal Department of Justice guidance. They are not intendZd tIo, d§
no};‘, and may not be relied upon to, create any rights, substantive or procedural,
ggyoﬂcifr?itt);}i igt sla(\)lv byt }imy par&y 1rfl zlmy matter, civil or criminal, nor do they place
ns on otherwise lawful investigati itigati i
SR SRty gative or litigative prerogatives of the
BengaMin R. CivILETTI,
Attorney General,




124

APPENDIX 2

FBI OVERSIGHT

TUESDAY, MARCH 4, 1980

House or REPrESENTATIVES,
SuBcoMMITTEE ON Civir, AND CONSTITUTIONAL

Ricars or THE COMMITTEE ON THE JUDICIARY,
. Washangton, D.C.

The subcommittee met at 10 a.m., in room 2141, of the Rayburn
House Office Building, Hon. Don Edwards (chairman of the sub-
committee) presiding.

Present: Representatives Edwards, Kastenmeier, Seiberling, Drinan,
Volkmer, Hyde, and Sensenbrenner.

Also present: Representative Rodino.

Staff present: Thomas P. Breen, counsel; Catherine LeRoy and
Janice Cooper, assistant counsel; and Thomas Boyd, associate
counsel.

Mr. Epwarps. The subcommittee will come to order.

The gentleman from Wisconsin.

Mr. KasrENMEIER. Mr. Chairman, I will ask unanimous consent
that these proceedings may be open to television and other camera
and video.

Mr. Epwarps. Without objection, it is so ordered.

The hearing today has to do with the undercover operations of the
Federal Bureau of Investigation. The subcommittee is presently
considering the budget of the FBI for 1981, and the budget for 1981
has an increase in undercover expenditures from $3 million up to
$4.8 million. ,

We have two witnesses today, and I suggest that the judge, the
Director of the FBI, will go first, and then Mr. Heymann, and then we
will have questions after that, if that is agreeable with the witnesses.

At this time I yield to the very distinguished chairman of the House
Judiciary Committee, the gentleman from New Jersey, Mr. Rodino.

Chairman’ Ropino. Thank you very much, Mr. Chairman.

I am pleased to welcome the Director of the Federal P .reau of
Investigation, Mr. Webster, and the Assistant Attorney JUuneral in
charge of the Criminal Division, Mr. Heymann, this morning.

I consider this a very important responsibility of the Judiciary
Committee, and especially of this subcommittee that is so ably chaired
by Mr. Edwards, the Subcommittee on Civil and Constitutional
Rights, and I believe that that subcommittee was appropriately
named because it has been a bulwark of strength in attempting to
assure that the agencies of Government entrusted with law enforce-
ment recognize that they have a very principal responsibility; that
is, not to overly intrude into the rights that are guaranteed in the
Constitution, the civil liberties that we all hold and cherish so dearly.
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This particular hearing, I believe, which is & hearing that was
scheduled some time ago by the chairman of the subcommittee,
1s one that is, I think, very significant because it comes on the heels
of investigations that were conducted by the Department of Justice
and the FBI where many, many questions have been raised.

This committee, first of all, prides itself on—and I am talking
about the full Judiciary Committee—prides itself on acting responsibly
in all cases, and I think that the committee, as a matter of fact,
showed that it cannot only act responsibly, but is certainly very,
very anxious that the whole world know. This committee had before
1t, 2 weeks ago, a resolution of inquiry, which the committee felt
was not responsible, which the committee reported adversely, and
the Congress, acting pursuant to the recommendation of that com-
mittee, did act also responsibly. I think the whole tenor of the argu-
ment was that while we want to assure that the Justice Department
1s guaranteed all the tools necessary, and the funding, to go forward,
to ferret out criminal conduct in order to protect our society; at the
same time I think that we have the principal responsibility of assur-
ing, however, that the Department does not abuse that authority.
. S0 I am especially interested, Mr. Director and Mr. Heymann,
In what you have to say. I say that because on July 31, as the sponsor
of the FBI Charter, I made the following statement prior to my
mtroducing that proposal.

I stated at that time that I was very pleased with what you are
attempting to do, and I direct this to you, Mr. Webster, because
the FBI had come under some criticism—and I think justly so—
for its past actions over the many years, and I stated then, and I’d
like to merely repeat that statement:

It would appear to me that the goals of the American people are as follows:

that the focus of all FBI investigations is criminal conduct, and not activities
otherwise protected by the Constitution.

I went on to say that I did have concerns and reservations generally
about the absence of specific guidelines dealing with matters such
as the identity of informants, the use of various techniques in in-
vestigations, the retention and use of information, and the Bureau’s
criminal records, and other areas which touch on sensitive questions
of civil liberties.

Then I also added:

Therefore, I am particularly pleased that the charter calls for the promulgation
of guidelines which will set forth with particularity the work rules in these and
other important areas.

I am confident that the Attorney General’s guidelines, work
on which I have been made to understand has already begun, will
protect the full enjoyment of all constitutional rights, the freedom
against unreasonable intrusions, by whatever technology, while at
the same time providing safe, sound, and effective law enforcement.

I must say, Mr. Director, that while I made that statement in full
confidence that the work rules were going to be such that they would
deal with specificity, I would like to know at this time, and during the
course of the questioning, after listening to your statement, whether
or not you have, because I do have some grave reservations in my
mind as to whether or not if you do not have specific guidelines,
you can operate and do the job that is necessary in the area of law

83-566 0 - 81 - g
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enforcement, at the same time guaranteeing the constitutional rights
of individuals without intruding on their liberties.

Thank you very much, Mr, Chairman.

[The complete statement follows:]

SrarEMENT oF CHAIRMAN PETER W. Robivo, Jr.

I am pleased to have the opportunity to participate in this important aspect
of the work of the Committee on the Judiciary,

There has been some concern expressed to the effect that the Congress, and
this Committee, should do nothing until the current investigative effort of the
Department of Justice is complete. This view, if it prevailed, would mean an
abdication of this Committee’s constitutional obligations to authorize funds for
and exercise legitimate oversight over the Department of Justice.

This Committee will not interfere with the process of pending cases, nor will
it tamper with or prematurely attempt to examine any evidence in such cases.

We have in the past and will continue to look at the priority programs of the
Department of Justice and the Federal Bureau of Investigation. If we are to
provide appropriate funding, we must understand the programs of the Department.

Undercover operations are difficult, often dangerous and, by their nature
difficult to control. Since these operations often involve activities by persons
not directly employed by the government we must assure ourselves, to the ex-
tent possible, that all logical steps are being taken to control their activities.
The danger of improperly involving or implicating innocent citizens in these
sensitive investigations is a result which we have a duty to prevent if at all possible.

This Subcommittee has been deeply involved in hearings on the FBI Charter.
In July, when the Charter was initially iutroduced, I stated that certain concepts
which are embodied in the Charter would make the work of the I’'BI more nearly
conform to the desires of the American people. Two of the concepts which I dis-~
cussed were (1) that investigative techniques be examined with the requirement
for minimal levels of intrusiveness into protected activities and (2) that periodic
review of investigative activities be addressed.

These two concepts, I believe, go hand in hand, for without ongoing review and
guidance of investigative activities, there is the risk of intrusivensss and violation
of protected activities.

When I introduced H.R. 503C (the proposal for the FBI Charter), I particularly
emphasized that the focus of all FBI investigations should be criminal conduct and
that the proposed Charter provides a method for systematic accountability by the
Bureau. Our purpose today is to examine these precepts in detail to see if under-
cover activities conducted by informants adhere to the Charter’s standards and to
such guidelines as the Attorney General has established for protecting the con-
stitutional rights of persons being investigated with respect to electronic surveil-
lance and all other aspects of undercover activities.

I am particularly concerned about the degree of ongoing review which the
Bureau and the Department utilize in their undercover activities. The process
through which the FBI Charter as introduced was forged involved detailed anal-
yses of, among other things, undercover operations. I will be very interested to
hear from our witnesses today about the degree to which current operations
have conformed to the proscriptions in the draft Charter. If there are inadequacies
in the Charter from a realistic day-to-day undercover operations perspective, it is
im{)erative that we understand these inadequaices. :

welcome the opportunity to hear from our distinguished witnesses on this
subject and look forward to a continuing mutual effort to make our eriminal justice
system the best that fair minds can devise.

Mzr. Epwarps. Thank you, Mr. Rodino.

The gentleman from Illinois, Mr. Hyde.

Mr. Hypg. Thank you, Mr. Chairman.

I would like to welcome Director Webster and Mr. Heymann, and
express my gratitude to the chairman for his having scheduled hearings
on the matter of the FBI’s undercover operations, commonly referred
to as sting operations.

We in the Congress have, as you know, Director Webster, only
recently become sensitized to the potential impact of undercover
operations, which the Bureau stages.
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In fact, the chairman has been quoted as savin that the
operation, just completed, would (11101': have bezn %ossible unlélgici?lllg
prtﬁosed ((:11‘1&1't91%. that

Yy reading of that document, however, indicates to me that pro-
posed section 533 (b) (1) specifically permits the Bureau to conduclf? an
igggsmtga&o% on the basllls of facts or circumstances which ‘“‘reasonably

lcate that a person has enga. I I "]
crilrzn.inal activitp. gaged, is engaged, or will engage’ in a

invite you to confirm or correct my int i i
of the wrepmaad bt ¥ interpretation of that section

In the course of this hearing, I expect to ask a number of questions
designed to establish the overall effectiveness of these operations, the
conviction rate relative to other investigations, and the investigative
costs per conviction, and similar questions.

I suppose parenthetically it’s too much to hope that the cost ac-
counting that you will be re(}l)nred to make be applied to the Depart-
ment of Housing and Urban Development, or H , but we can hope.

I am also quite concerned, as you might suspect, about the extent
to which you do engage counsel to monitor these activities.

Now it seems to me that audio and video recordings, legally acquired
during these sting operations, constitute the best evidence within the
meaning of the rules of evidence, and most clearly demonstrate to &
jury the actual events in the particular case at bar as they occurred.
Video and audio recordings help to resolve many otherwise trouble-
some problems of identification, and exactly what was said or done
&n%v under vlvhat circumsc{,ances. ’

Yve are also concerned about the leaks which may well ha j-
udiced the rights and _the reputations of some, but}frﬂso Whi('Xle s%li?g-
ta%_eld, Il'iagher eﬁ(f%tlv}fly, your ongoing investigation.

0ok rorward to hearing your state ' T ¥
GOREGI‘IE. gy ment and your response to my

r. Kpwarps. The gentleman from Ohio, Mr. Seiberline.

Mr. SeiBerLING. Thank you, Mr. Chairman., berling

Mr. Webster and Mr. Heymann, I have read your draft statements
prepared statements. I haven’t read the final version. I presume there
are no major substantive differences; is that correct?

1lt/IfIr. ZVEBSTER. Yes.

T. SEIBERLING. I noticed that in both statements, it is poin
out that the FBI and the Jusiice Department are not prépured It)o béglci
off or to curtai. Investigations of this type.

I think that is a bit of & strawman, because I don’t know anybody
who has suggested that you back off or curtail these investigations.

I certainly think that wherever you have any reasonable or probable
cause to believe that officials or anyone elso are engaged in corrupt
activities, you have the obligation to go ahead and investigate those
and pursue them to the end, as you say in your statement. ,

I am, however, concerned with some of the implications of the
tqchx;.uques used. Perhaps this is & novel approach or perhaps we just
didn’t know about it before now; but, in any event, we now have some
g:é'ﬁglins drgﬁvnt }iLSldeB and W?l have had revealed to us some of the

chniques that have been used in trying to fer ' '
and possible corrupt officials. ying o ferret out possible vielators
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I think we should not try to explore your activities in connection
with any of the people whom you have some reason to believe may
have been corrupt, and I don’t think this committee should, as long
as there is a possibility of prosecution, but I do think that we can
investigate the processes used in connection with those who were the
targets of investigation and were not found to be corrupt, and those
names have been revealed in the newspapers, again perhaps unfortu-
nately, because it does put some kind of a cloud over them.

I think that we owe it to the Congress and to the country to ex-
plore the techniques and find out how it is that people who have
turned out to have no predisposition, to have no corrupt motives, to
have in effect not been enticed by any snares that were set, how they
could have been brought into, first of all, an investigation posture;
and second, how they could be brought to go to whatever houses or
other places where you had these video cameras and so forth, and
what was used to entice them. We have one case of a Senator who, as
far as I can determine from the newspaper reports, was enticed by the
prospect of perhaps a campaign contribution; a perfectly legitimate
thing. Although when he found out that there was some sort of money
for possible legislation, why, he immediately turned it down.

ou have another one reported where a lawyer, not a Member of
Congress, but a lawyer, was approached on the possibility of some
Arab sheik hiring him on a retainer basis; again a perfectly legitimate
thing; and when he found out what the other conditions were, he said,
“Nothing doing.”
. Now we have other instances of Congressmen who were apparently
intrigued into exploring promises that there were some big investors
who wanted to invest n their district. Every single Member of Con-
gress wants to have investments in his district o help the employ-
ment situation and produce an expanding economy, and that is a
perfectly legitimate thing.

I really think we owe it to the country to explore to what extent
honest motives were used to suck people in to what might have been
a trap, had they turned out not be honest people. I think we ought to
explore it only in the case of those who turned out to be honest and
not to have corrupt motives. We must see how this could happen,
because I think that those cases carry the most serious implication
of all the very serious implications in this entire affair. If necessary,
I think we should go into secret session, if otherwise we would be re-
vealing methods of the FBI or embarrassing individuals.

I thank you, Mr. Chairman, for this opportunity to express my
mind on this very, very important subject.

Mr. Epwarps. The gentleman from Missouri, Mr. Volkmer.

Mzr. Vorkmer. I'd just like to briefly say that I wish to renew my
confidence in the Director, but I also have the same concerns as the
gentleman from Ohio who has just spoken, and it’s not with just how
this applies to this one operation, Il))ut how it may apply to other
operations with other people throu%hout the country who are, I would
assume, innocent until proven guilty, and good people in their com-
munity, and how they, too, may be caught up into some type of opera-
tion, any type of operation, unless there is—and the thing T’d like to
focus on sometime, if not today or tomorrow, maybe 6 months from
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now, or sometime when it can be, as to the management of these opera-
tions and how detailed that management actually is, and the scope
of involving people, because of the matter of Senator Pressler and how
that came about, and how the—well, some way enticement was

brought about, as the gentleman from Ohio has pointed out, purely’

legitimate.

To be honest with you, if somebody had walked up to me and said,
‘“Harold, I know some people who would like to give you $1,000 or
$500, even $100, for your campaign. There is a group of them down the
street, I'd like for you to come down and visit with them and talk to
them about your campaign,” Mr. Director, I'm afraid that I'd say,
“Sure, I'll be glad to go down.”

I don’t think there are very many Members of Congress that -

wouldn’t. The same thing would apply to certain just private indi-
viduals, as well as other purposes, business investments and what-
have-you. That’s what concerns me.

Thank you very much, Mr. Chairman.

Mr. Epwarps. Without objection, both statements will be made a
part of the record in full, and I recognize the distinguished Director of

the FBI, Judge William H. Webster.
[The complete statements follow:]

StaTEMENT OF PHirip B. HEYMANN, AssISTANT ATTORNEY GENERAL, CRIMINAL
DivisioN, DEPARTMENT OF JUSTICE

Mr. Chairman and members of the subcommittee, I am pleased to be here today
to discuss the role of undercover operations in federal law enforcement. I would
first like to discuss why undercover techniques are so important to effective en~
forcement, and then to describe the legal and policy safeguards which we believe
set an appropriate role for use of the technique.

1. THE UNDERCOVER TECHNIQUE IS A LONG-ESTABLISHED AND CRUCIAL LAW
ENFORCEMENT METHOD

The term ‘‘undercover operations’” embraces a wide variety of investigative
techniques which can successfully ferret out and deter a broad range of significant
crimes. Undercover operations span a gamut which may include: a police officer
posing as an old woman vulnerable to mugging or more severe physical attacks in a.
park; agents infiltrating a drug-smuggling conspiracy intent on making controlled
narcotics buys from large-scale dealers; a modest business front, such as a local
tavern, susceptible to extortion by local organized crime elements or official
inspectors seeking graft; or an elaborate, posh enterprise designed to recover
expensive stolen art, jewelry and other valuables. Such an operation may include
only a single agent or a single cooperating citizen or informant or it may involve
many agents, the use of video and oral tape recordings, judicially-authorized wire-
taps, cooperation by several private individuals or businesses, and a number of
overt investigative techniques.

Undercover operations have been and will continue to be ffective in capturing
and convicting those engaged in both violent and economic crimes, including

. narcotics trafficking, terrorism, labor racketeering, truck hijacking, arson-for-

profit, and white collar frauds, as well as political corruption. Judge Webster has
noted some of the Bureau’s most recent successful operations in these areas. Other
federal investigative agencies such as the Drug Enforcement Administration, the
Department of Agriculture, and the Bureau of Alcohol, Tobacco and Firearms,
as well as local police forces also utilize undercover operations.

Judge Webster has mentioned the investigative advantages which undercover
operations provide. In essence, they allow the investigators to pierce the carefully
constructed walls of secrecy and layers of insulation behind which the most
sophisticated and potentially dangerous criminals work. They permit investigators
to discern types of ‘‘consensual’”’ crime which generally go unreported and in
which the victim is the public at large. If a night club owner bribes a local inspector
to overlook fire code violations, in order to avoid more expensive repairs, neither
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party is likely to report the criminal transaction. Without undercover techniques,
the matter may never come to public attention or may come only after a fire has
trapped and killed innocent patrons of the club. As one writer puts it, consensual
crimes generally ““do not announce themselves.”

From the prosecutor’s perspective, undercover operations are extremely effective
in aiding us to identify, prosecute and convict the guilty and to reduce the chances
that innocent parties will be caught up in the criminal process. Undercover
operations permit us to prove our cases with direct, as opposed to circumstantial,
evidence. Instead of having to rely on inferences from facts developed after the
commission of < crime, we can rely on testimony from those who were direct
observers before, during and after the attempted commission of a crime. Nor are
we limited to the testimony of unsavory criminals and confidence men, whose
credibility may be questionable and, in any event, can often be destroyed on
cross-examination by able defense counsel. Instead, through undercover tech-
niques, we can muster the testimony of credible law enforcement agents, often
augmented by unimpeachable video and oral tapes which graphically reveal the
defendant’s image and voice engaged in the commission of erime. These techniques
aid the truth-finding process by generally avoiding issues of mistaken identity or
perjurious efforts by a witness to implicate an innocent person. With the aid of
the direct perceptions of government agents and indisputable tapes, we are able
to determine whom to indiet and whom we should not charge. Similarly, a jury is
aided in determining whether the charges have been adequately proven.

Recording the interplay of government agents and unsuspecting, putative
defendants is also of considerable assistance to the courts. In many cases where a
defendant seeks dismissal of an indictment or suppression of evidence on the
ground of governmental misconduct, the court is forced to make difficult com-
parisons of credibility and accuracy of recellection between government witnesses
and the defendant. But when the challenged law enforcement conduct is largely
recorded, the court is in a superior position to determine whether the charges of
impropriety are justified.

Not only do undercover techniques enhance our ability to investigate .and
prosecute crimes, but they also serve as a powerful deterrent against the com-
mission of future crimes. Operation Lobster, which the Bureau conducted in
conjunction with local law enforcement agencies under the supervision of the
Justice Department’s New England Organized Crime Strike Force, was an effort
to combat truck hijackings plaguing the Northeast Corridor at a rate as high as
two to three per day. The operation involved having & Bureau undercover
operative pose as a broker of stolen bulk merchandise and run a warehouse where
the hijackers could bring their trucks and fence their stolen goods. Video tape and
sound recordings were used to monitor and record all business dealings at the
warehouse. Af'er approximately 22 months, the investigators believed they had
identified ali of the major hijackers and proceeded to arrest all those who had
fenced stolen loads with us. As a result, we convicted 50 individuals and recovered
$3 million in stolen property. But perhaps even more impressive is the fact that
after the arrests were made last March, there was only one reported hijacking in
the next six months. While the surcease stemmed in part from the fact that
many of the major hijackers are now imprisoned, it is also true that hijackers
have been made uncertain whether the fences needed to make their crimes profit-
able are genuine. They must worry that the fences may be in fact federal lawmen
who will at some future date arrest and prosecute them.

The same deterrent value is achieved whenever criminal actors are given reason
to fear that the person buying heroin, the businessman being extorted or the
%ersons offering bribes may turn out in fact to be undercover government agents.

he resulting risks and uncertainties will lead some to refrain entirely from the
contemplated crime and others to be considerably slower and more cautious in
degling with strangers essential to the successful consummation of the criminal
endeavor.

2. THE LEGAL REQUIREMENTS FOR UNDERCOVER INVESTIGATIONS
ARE WELL-ESTABLISHED

Recognizing the strong societal interest in undercover investigations, the federal
courts have repeatedly sanctioned use of the technique. For example, in Unaited
States v. Russell, 411 U.S. 423 (1973), the Supreme Court upheld a conviction for
manufacturing illicit drugs even though the defendant had been supplied essential
chemicals by undercover federal agents. The Court specifically rejected the defend-
ant’s claim that the Government was too deeply involved in creating the criminal
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activity for which the defendant was convicted. Quotin Sorrells 2t

287 U.8. 435, 441, decided a half century earlier,che R%Lssell Cou‘;t xlljorr:;eglc:l “‘S't‘%ltle;{',
officers or employees of the Government merely afford opportunities or facilities
for the commission of the offeuse does not defeat the prosecution.” * * * Nor
wﬁl th% 1inere fact of deceit defeat a prosecution, * * * for there are circumstances
;Vb ngzg 42?3 lrl?fas.otz‘L élzgeslt is the only practicable law enforcement technique avail-

is was what the Sorrells Court had recognized as well: “Artifi T

may be employed to catch those engaged in criminal enterpr(;(sztfér.ld*St*aia e}rlxé
appropriate object of this permitted activity, frequently essential to the enforce-
ment of the law, is to reveal the criminal design; to expose the illicit traffic, the
prohibited publication, the fraudulent use of the mails, the illegal conspiracir or
otligr _2ﬂ’ensei, and fi}hgs to disclost(i1 would-be violators.” 287 U.g. at 441-442.

0 1ts most recent decision in the area of undercover operations, Hampton v.
United States, 425 U.S. 484 (1976), the Court upheld the valri)dity of an undgrggvgr
Investigation in which, according to the defendant, the Government had sold
contraband heroin to the defendant through an informant, bought it back from
him thrgugh upc_iercqu,r agents and then convicted him for the sale. In the decisive
concurring opinion, joined by Mr. Justice Blackraum, Mr. Justice Powell wrote
thlezt tl};(le practical law enforcement problems posed by narcotics trafficking justified
gu };S:;; ngel:esponse in detecting would-be violators, even by supplying a contraband

‘or the most part, in determining the propriety of undercover rati
courts have focused on the issue of entraplr)negt. U};der this doctrixfg etﬁglﬁgssr’ t%l;%
is whether the Government implanted the criminal idea in the mind of an other-
Wise Innocent individual and induced him to commit acts he was not predisposed
to commit. In entrapment, the focus is not so much on governmental conduct as
Xn tge.mental.state and prior behavior of the defendant caught in a criminal deed.
(189 581)11.ef Justice Warren stated in Sherman v. United States, 356 U.S. 369, 372

“To determine whether entrapment has been established i
! , a line must be
S:gxﬁa??Pween the trap for the unwary innocent and the trap for the unwary
The decisions of the Supreme Court suggest that if governmenta, i
an undercover operation reaches “a demonstrable level gof outragegulsrfgsgq}lgléﬁ
conduct could bar a conviction on due process grounds, even where the :iefense
of entrapment is not technically available. But to date, the Supreme Court has
noted that neither supplying essential materials for a criminal enterprise, nor
supplying the very contraband whose sale was later punished, amounts to any
such overreaching. As Mr. Justice Powell stated in Hompton, “The cases, if any
in which proof of predisposition is not dispositive will be rare.”” 425 U.S. at 495 n. 7.
Nexthqr the Supreme Court nor other federal courts have established general
operational criteria for undercover operations. The courts have not required that
there be any threshold showing of probable cause or reason to believe that a
specific crime has been or will be committed or that a particular individual is
:groggeiccil Iplleli;%re an op%?atzqn can tt);e cor}nlmenced. Nor have the courts imposed
] on investigative agents with res i ior i ishi
Aol Tening undercoger oper%tion. pect to their behavior in establishing
Thus, under current case law, undercover operations will be sustained if they

ase not so outrageous as to offend th i i
Sy innocentfg e conscience and if they do not trap the

8. THE DEPARTMENT HAS ADOPTED ADDITIONAL SAFEGUARDS A8 A MATTER OF
POLICY

As & matter of sound administrative policy, the D i

y ¥, the Department observes ¢ -
ably more restraints than the bare legal requirementspin establishing mogﬁzscixc'ligrg
and executing its undercover operations. In the elaborate review plfocess which
Judge Webster has described, the Bureau and the Criminal Division strive to
insure that each undercover operation is carried out in a manner which is fair,
unambiguous, productive of successful prosecutions, and which minimizes the
1mxact g;rtor e;ven tl&e 1nvolv1ement with innocent persons.

§ 1 lirst safeguard, we only initiate investigations, and we only us -
cover iechnique, when we reasonably suspect that criminal actiyvitye g?eauggii
type or pattern is occurring or is likely to oceur. If we open a store-front fencing
operation, we do so based on reasonable indications that the theft and sale of
stolen property is taking place in the area and could be effectively detected and
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rosecuted through use of the technique. When a courageous FBI agent named
gValter Orrell was sent on a detail to the Bronx in 1976 to pose as the operator of
a new garbage collection business and to seek out customers, it was done based
on an urgent suspicion that extortionate practices were occurring in the refuse
collection industry. That suspicion was confirmed when the part-owner of a rival
company came into Mr. Orrell’s office and threatened to pitch Mr, Orrell out the
window unless he stopped competing, a threat which was tape-recorded and
helped convict the extorter.

We impose on ourselves the requirement that there be a well-founded suspicion
of criminal activity in a sector or area before commencing an undercover opera-
tion, not only because fishing expeditions may be unfair but also for the practical
reason that they would be wasteful of our scarce investigative resources. We
are simply not in a position to commit precious manktours and resources to an
elaborate undercover operation unless we are fairly confident that in the end we
willdbe able to apprehend and convict those engaged in significant criminal
conduct.

We do not impose on ourselves any rigid requirement that we know the par-
ticular individuals involved in the pattern of criminal conduct before we begin
use of the undercover technique. Sometimes we will know the likely identity of
& violator before underrover work isused. If a businessman comes to us and says
that he has been offered stolen goods or that a licensing inspector has asked for
a gratuity, we can use the undercover technique by having the citizen complete
the transaction under surveillance. But in the real world, it is hard to intercept
many ongoing criminal transactions in that fashion because, as noted, many
serious crimes are consensual (such as drug trafficking, loan-sharking, and in-
stances of official corruption), because the victim is afraid to come forward, or
because the vietim may not even realize he has been injured (such as a company
shareholder whose company officers take kickbacks, or a union member whose
funds has been embezzled). Even when the identities of particular persons in-
volved in criminal activity are known, they will often only be intermediaries or
lower echelon participants.

Effective use of the undercover technique instead often requires that the violator
take steps to identify himself during the undercover operation., When we set
up a store-front or warehouse operation, sellers we never even knew were in the
business have come forward with stolen goods. When we put word out on the
street that we will fence stolen truck cargo or stolen government food stamps,
the thieves announce themselves and cheir livelihood by walking in the door.
This self-identification can also occur through the intervention of criminal brokers
or intermediaries, who gain a living by functioning as catalysts to illegal deals
between prospective buyers or illicit goods and services and sellers looking for an
additional outlet. One example of such match-making occured in an investigation
in Pontiac, Michigan several years ago, where an undercover agent posed as an
individusal interested in starting a numnbers operation. He soon was approched
by a local union official who said that police protection would be required for the
operation and who thereafter brought several interested police officers to see the
undercover agent. Until that approach, we had not focused the investigation on
official corruption nor suspected the particular police officials who were later
convicted.

In some areas of law enforcement, it may be harder to structure an operation
so that those with corrupt intentions take the initiative in coming forward, whether
in person or through the agency of a broker. Where operators in & criminal sector
are sophisticated and wary such as drug bankrollers who wait for drug importers
to come to them for financing, undercover agents may have to make the first
move and approach such possible financiers directly or through a broker. In cases
where we do not know the identities of the violators in a perceived pattern of
criminal activity and have to make the first move directly or through a broker,
or where we are met by the representations of an initiating agent of uncertain
reliability, we seek to take every possible precaution against involvement of the
innocent.

Such precautions involve a careful evaluation of anything we are told by inter-
mediaries about the possible interest of other persons in a criminal transaction,
and an attempt to check such claims to the extent practicable. Most important,
however, is the second major safeguard followed in every undercover operation,
of making clear and unambiguous to ail concerned the illegal nature of any oppor-
tunity used as a decoy. This provides the strongest possible protection against
any unwitting involvement by individuals brought in by intermediaries or who
are encountered directly. We attempt to structure our undercover decoy trans-
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actions by requiring overt participation on the part of all indivi i
man offers to provide police protection for ag undercover nlfr?lﬁlgﬁspr&axfﬁlx‘ddv}?e
would seek a face-to-face encounter with the allegedly corrupt policemar’l at
which the illegal nature of the quid-pro-quo would be made utterly clear. This
precaution not only elicits the strongest possible evidence of the knowledge and
involvement of principal offenders who usually insulate themselves through
middlemen, but also provides an important protection against any attempt by a
middleman to use the name of an innocent person and against any inadvertent,
mvltz_lvement by persons located on the outskirts of an undercover operation. By
(r)r;au I1lng1 &Paf and uilgxmb{guous the corrupt nature of any offer we make, the chance
agiin.:%. Ing or gullible involvement by innocent individuals is strongly guarded
third important safeguard in undercover o erations is our m i
enterprise on the real world as closely as we cgn. The opportunit?ic(la:hf%%' (i)lfletg}}ﬁ
activity created in the course of an undercover operation should be only about as
attcxiactlve as thosq which oceur in ordinary life—because the object of a decoy
;m ]frcover operation is to apprehend only those criminal actors who are likely
(?ff ave committed or to commit similar criminal conduct on other’ occasions.
5 ering too high a price for stolen goods in a fencing operation, or pressing a
lcensing inspector too vigorously to “work something ‘out’’ about a licensin
v1ola1310n_ are inducements we would avoid for fairness reasons. Fairness ang
practicality have an important coincidence here since overweening inducements
grri It;gg aaitgr&%?v% hretx;vards %lrg also likely to be not believable, potentially alerting
in\iolvement. § that something is amiss including the possibility of government
n view of these safeguards and restrictions in carrvin t under
tions, we believe that most of the con i Teceat COMMONtALors cacs
unélercover opera%tigns are easily answgg;g.s raised by recent commentators about
ome commentators have suggested that undercover operation i
when they “‘create crime.”’ This objection is probably not rll?xeant insa,alli‘i?elrra?l%l;aonpszr
sincelwhenevgr a local policeman walks through a park that night dressed as an
e c‘l‘er y lady, in order to serve as a decoy victim for muggers, there is a risk that
go n?;;‘rrx ;r:)gu; dvg(l}l;ybs i‘éﬁ?ﬁf%%} Wléent we organized our Bronx garbage collection
my extortion i i i
mx}s&51<:t>)1ﬁ oftimln alc)lditional act of crimina(i éx%gxgx © were making likely the com-
ather the objection probably goes to the sense that law enforcemen ivi
S}};?clll'ld never tempt into criminality persons who otherwise would havg ggnlval\?v}:
a 1d1111'g lives. The important safeguard observed in our undercover operations of
{ﬁp leling the operation on real~world situations—of making sure that any created
illicit opportunities, rewards, and inducements are proportionate to the real-
world illicit opportunities, rewards, and inducements an individual would be
exposed to—meets the nub of the issue of “creating crime.” For by this safeguard
we assure that the only individuals who take part in a decoy transaction are
individuals who are likely to have engaged in similar criminal conduct on previous
gﬁpasmps _or1 to have committed such crimes on future occasions. By observing
crilrfn iII)IIE;,llrSméIl)l fO?fla%fog)bcixc'ltiﬁnahty—modeling the real-world—we avoid creating
- er at i i y r
ar%l?enthabout Coronting fulr)n e.s,(’)ns, and that is the most important part of the
e other intuition underlying the “creating crime” argument is t
sense that law enforcemept activity, includingg undercovegr operationlée :ﬁr(;)lﬁg
a,\}zlqld harming or burdening third parties. Certainly any undercover’r«ctivity
which posed a direct threat to the safety or well-being of third parties would be
gxceedlpgly troublmg..We are sensitive to this concern and are extremely careful
0(})) erxl'laotxilcl)?ri fmﬁ; eti;éegag;ll)%ns tc;} p;tl‘;avent third party harm. We commonly close the
; ars to ba any signifi i ivi y
se\xrettlllncoverable financial loss to in%rlivi%u::,lg.a e chance of violent activity or
nother argument made by some commentators is that undercover o i
are proper only when the decoy opportunity or solicitation attracts solgl(;f%tﬁglsl:
perons guilty of a prior crime. The example usually given is that of a property sting
in which the bogus fence will presumably attract only those people who have
engaged in the crimes of theft or receiving stolen goods. Again, I don’t think the
ftrgument is intended to be taken literally, since a policeman dressed as an elderly
a_y‘ has no way of knowing whether the mugger he apprehends engaged in any
prior crime before the attempted assault, and yet such decoy operations are
%enerally accepted, just as we may not know for sure in making an agreement to
uy narcotics from a street peddler whether he already possesses the narcotics.
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One might also note in passing that the intuition as to property fencing is not a
perfect one; an individual may well condition his commission of a theft on the
knowledge there is usable fence nearby and hence those attracted by a fence are
not be definiton criminais prior to their interactions with the fence.

But the concern underlying the “prior crime’ argument is again an important
one, and is similar to the ‘‘creating crime’”’ argument. We don't wish law enforce-
ment activity of any sort to turn law-abiding people into new criminals. The
attraction of a “prior crime’ population to a bogus property fence seems con-
sistent with this precept. But the concern is also met by our safeguard policies
of keeping all decoy opportunities proportionate to those that exist in the real
world and by making sure that the illegal nature of the opportunity is clear and
unambiguous. These safeguards assure that the only individuals who take part
in decoy transactions are individuals likely to have engaged in similar conduct
on other occasions.

The same ethical intuition probably moves those commentators who have
argued that a factual predicate of probable cause concerning an individual’s
involvement in criminal activity should precede any use of undercover techiniques.
Tor the reasons explained above concerning the difficulties in detecting and identi-
fying the parties to consensual crimes, we do not believe that a probable cause
standard as to individual involvement is remotely practicable—not to mention
that probable cause is the articulated standard for arrest and indictment rather
than the beginning of an investigation. But the intuition underlying the “‘probable
cause’’ argument—that the government should not make new criminals out of
law-abiding persons nor test people at will with temptations not otherwise occur-
ring in their lives—is again met by our safeguards of having all decoy opportunities
and attractions approximate to those existing in the real world and of making
clear and unambiguous to all participants in a decoy transaction the corrupt and

illegal character of the activity.

4. THE UNDERCOVER TECHNIQUE IS NO MORE INTRUSIVE THAN OTHER INVESTIGATIVE
TECHNIQUES

Although undercover projects are designed to pierce deeply into criminal
enterprises, the operations are no more intrusive of the interests protected by the
Bill of Rights than are other available law enforcement techniques. Compare, for
example, a situation in which an individual voluntarily drives a truckload of stolen
goods to fence at a videotaped undercover warehouse, with any of the following
Taw enforcement methods: a search under judicial warrant of a home or business
which is carried out against the will of the owner; grand jury or trial testimony
compelled against friends and associates or even relatives; self-increminating
testimony compelled from an individual after being granted use immunity by a
court; a grand jury subpoena for voluminous documents, physical evidence or
books and records which may concern an individual’s private life; or court-
authorized electronic interceptions of private conversations or telephone calls when
neither party has consented to the interception. In comparison with these Con-
stitutionally and Congressionally authorized techniques, undercover operations
represent no greater intrusion into the zone of interests protected by the Fourth,
Fifth, and Sixth Amendments of the Constitution.

The essence of the undercover technique is to make use of a subject’s willingness
to provide information and evidence voluntarily and intentionally to those who he
thinks are his criminal confederates. It is the voluntary provision of information to
a confederate who, even if a private person, could well be expected to reveal the
information on some future occasion, see United States v. White, 401 U.S. 745
(1971), which makes this technique relatively unobtrusive. In addition, the
ability of undercover agents to focus the investigation on the precise criminal
conduct in question substantially limits the information gathered to that necessary
to complete the investigation. The intelligent use of underocver techniques in an
investigation can often produce sufficient evidence to prove a criminal case without
forcing the Government to use intrusive investigative methods such as search
warrants and court-authorized wiretaps.

The quality of evidence obtained by undercover operations adds substantially to
the due process of criminal trials. Often video-taped and recorded, the crimes can
be essentially recreated before the jury. Convictions are not centered on the
testimony of informants or on the powers of memory of untrained witnesses. The
certitude of the evidence improves the confidence of the public in the accuracy and

fairness of the judicial process.
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As noted, the one significant danger of undercover o ion i i
As not ! eration is th
bringing into the government-monitored criminal activitieg people who vfotﬁ?:lkngi
otherwise engage in similar activities. As the Director and I have explained
we strive to minimize these risks during the planning and execution of the opera-,-
::rgn(;oalfli?i g)g{)mgsnln_ent ?ﬁlltnﬁt authorize the prosecution of any individual unless
ntly believe that he committed imi i ici
ta%on ﬁr o ﬁregisposed. itted the criminal acts without undue solici-
inally, the defense of entrapment is always available to a defendant at tri
where a jury can gietermine from all of the evidence, including perhaps videot;};)lg;
of the defengl‘a,nts conduct, whether in Chief Justice Warren’s words, the de-
fendant was ‘‘an unwary innocent”or “an unwary criminal.” ’

§. UNDERCOVER INVESTIGATIONS OF POLITICAL FIGURES, WHILE POSING SPECIAL
PROBLEMS, SHOULD NOT BE SUBJECT TO DIFFERENT RULES

Lastly, I would like to address the special and delicate problems po
enforcement in undercover investigations of publie corruxl))tion. Wepaf: (.lsefx?;it%?x
to the potential for abuse when there is an intrusion by the federal executive
branch into the affairs of a co-equal branch of government, whether it be the
legislature or the judiciary, as well as into the affairs of a state or local govern-
ment. It would be intolerable if investigations were motivated by partisan or
political considerations or if investigations intruded in any meaningful way in the
Liﬁ?&eﬁgﬁlg?ﬁlggff a,n}tr‘ brfnqilhof govelrnment. These concerns mean that law
€ X ials must act with scrupulous fair iti i
in ]%axg{ﬁlg out their investigations. P ness, apalitically and cautiously,

_But these concerns do not mean that we can or should abandon our re i-
bility to investigate and prosecute public corruption. Whether at the locaip:igstle
Ic;xl'l gleiccieirﬁeg\ifl ﬁnd l;;vhebherd inhtﬁe executive, legislative or judicial branches,

as been and shall remain i iori

theremll)epartme %@ has been a high priority enforcement area of

e reasons for this are simple and compelling. In order for the public to have
the necessary trust in its government, it is essen%ial that corrupt mIi)suse of public
office and authority be effectively prosecuted. Unhealthy disrespect for law is
generated when there is a perception of a dual standard, strict enforcement for
ordinary people and lackadaisical attitudes or worse for the powerful or prominent.
Further, our investigation of sophisticated organized crime, narcotics trafficking
and white collar fraud schemes reveals that official corruption is often indis-
pensable to the success of these criminal ventures. Some investigations in these
criminal areas may lead us to evidence or at least allegations of serious public
g?rgﬁgﬁxg%o 1}?lffhet?ever the tra{_lﬂ ofd an 1ilnvestigat‘,ion leads to significant allegations

uption, we must and wi ide

o cv)\}hom x mal})r lon, will follow the evidence, no matter where and

ten the only effective technique to investigate public corruption will be
undercover projects. Becagse of the consensual niturepof bribe tragsactions ar?d
other forms of corruption, it will often be very hard to gain svidence of the trans-
action, whether the transaction concerns the local police or Chicago electrical
inspectors. Even if one of the consensual parties does report the matter, when
the pu_bhc official is & prominent, respected individual, reliance on the testimony
of a disreputable briber or an unsavory middleman will frequently be unsatis-
factory as proof. The testimony of a credible government agent, or a consensual
recording or videotape of a transaction is far more probative and credible evidence.

In public m_tegrlty cases involving Congressmen, the recent Supreme Court
decision in Uniled States v. Helstosks, 99 S. Ct. 2432 (1979) has only compounded
the difficulties of proving a corrupt transaction in the absence of undercover tech-
niques. The usual way.we would prove an allegation of bribery, outside a
Congressional context, is to show that money was transferred more or less contem-
poraneously with the performance of an official act for which the money was prom-
ised. But Helstosks holds that under the Speech or Debate Clause references to an
already performed legislative act by a member of Congress cannot be introduced
in the governm(‘a‘lltfs case even in a prosecution for bribery. As the Supreme Court
apknowledgegl, without doubt the exclusion of such evidence will make prosecu-
tions more ghfﬁcult_.” 99 8. Ct. at 2439. In regard to past acts of illegal bribery,
that prediction of difficulty is certainly true. For althcugh we can prove that money
1()&?:(33“ (S,he quid), Helstosk: prevents introducing evidence of the official act

The only route of proof left open by IHelstoski is testimony by a bribe-payer
about the promise allegedly made by the Congressman. Ag nzted abov%’,lyan
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avowedly corrupt bribe-payer will not enjoy much credibility as a witness. Hence,
the use of the undercover technique, making possible testimony from more
credible law enforcement agents and evidence collected by consensual surveillance,
will take on central importance in any future investigation of alleged criminal
abuse of office by a member of the Congress. ) )

The safeguards and techniques which are employed in cur undercover operations

enerally are and shall be utilized in investigations aimed at public corruption.
ter the careful internal review procedures are satisfied, we will initiate an under-
cover investigation only where we have a well-founded reason to believe that
there is a pattern of criminality. There are only two ways in which any public
official will become the subject of an undercover investigation: if he is tl_le object
of reliable, specific criminal allegations for which an undercover operation is an
appropriate method of investigation; or if, by a process of self-selection, he volun-
tarily enters an operation. Just as we do not know which 1qd1v1duals will enter our
undercover warehouse with a truckload of stolen merchandise, so we do not always
know or even suspect which municipal building inspector will show up in our
undercover bar to solicit a corrupt payment in return for_a Jicense. As in all under-
cover operations, any decoy transaction in a public integrity case shpuld be
structured so that its corrupt character is as clear and unambiguous as possible and
should be modeled and proportioned as closely as feasible on the pattern of crim-
inality we understand to exist in the community. We must be fully satisfied that
the public official is soliciting and willing to accept an illegal payment in return
for dispensing a political favor. If it appears that the individual lacks such intent
and has entered the operation on an innocent misunderstanding, perhaps gen-
erated by the misrepresentations of a deceitful non-governmental middleman, we
would not pursue the individual as a target of the investigation. )

On the other hand, if we are satisfied of the individual’s criminal intent, then
we cannot and will not shirk our responsibility to continue the investigation and to
prosecute, if warranted, regardless of how gromment or powerful the official may
be. In essence, the same protections whic preclude or minimize the possibility
that innocent people will be caught up in any type of undercover operation are
also used to prevent an honest public official from being implicated in any underj
cover operation directed against public corruption. There is no Yahd reason for any
standards or procedures in political undercover operations different from those
employed in any other types of undercover investigations.

CONCLUBION

e undercover technique has been used successfully in labor racketeering,
wh?tg-collar crime, narcoctlics trafficking, political corruption, and many other
kinds of significant crime. We believe that as administered by the Department, in
conformity with the legal and cover policy restraints I have described today, under-
cover techniques represent a minimally intrusive, powerfully effective weapon to
detect, combat and deter the most serious forms of crime in our society.

SraTEMENT OF DIrEcToR Wittram H. WEeBSTER, FEDERAL BUREAU OF
INVESTIGATION

It's a pleasure to appear before you today to discuss the FBI’s undercover
ac?ll“lrll:lﬁ‘sﬁl makes use of the undercover technique in important cases where more
conventional investigative techniques give little promise of success. The tech-
nique allows us to reach beyond the street to the manipulators, organized crime
leaders, and others too guarded or insulated to be .obselrved in criminal activity
in public. A brief look at past undercover cases illustrates just how effective
1t5613§, %ETIbfiAC investigation, standing for Union Racketeering, was aimed at
corruption in the Longshoremen’s Union in several Atlantic and G'ulf.Coast i}f)or;c)s:
The principal violations here included racketeering and extortion: payo ts ?i
shippers and warehousemen to union officials. It was a mutual arrangement an
one that had been in existence for some time. Direct investigation of the su%)ects
probably would have resulted in an attempt to cover up existing evidence. blo‘:-
ever, with the help of & source and undercover Agents in Miami, we were able to

et hard evidence—tape recorded conversations of actual illegal t}‘ansactlﬁns.
%ltimately, this case led to the indictment of 120 persons. Sixty-nine of these
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individuals, including many union officials @od.luwsiness executives (and among
these, most recently, Anthony Scotto) huve been convicted, and many others
await trial. These activities impacted on millions of Americans who have been
paying inflated prices on a multitude of items passing over the docks.

In another undercover case, a Weather Underground investigation, the stakes
were different. We were dealing with a small insular cell of individuals committed
to violent revolutionary acts. Two of our Agents were able to infiltrate the organi-
zation and remained members for four years. As a result, they were able to warn
us of the organization’s plan to borub the office of a California State Senator. We
made arrests shortly before the group put its plan into operation and effectively
prevented the violence from occurring.

In another undercover operation entitled MODSOUN, we targeted the manu-
manufacturers and distributors of ‘“pirated’” tapes, records, and labels along
with organized crime figures with ties to the recording industry in New York
City. Working out of a store front export business operating at the retail sales
level, the FBI was able to seize $100 million of counterfeit tapes and recording
equipment at 19 different locations in five East Coast states. To date, four subjects
have pled quilty, two others have been indicted, and additional indictments
are anticipated.

Other examples of undercover operations include the original anti-fencing Sting
operation in Washington a few years ago; another anti-fencing operation in
Buffalo, New York, that led to the recovery of a stolen Rembrandt a joint FBI
and ATF operation targeted against an arson-for-profit ring which utilized the
RICO statute, eventually resulting in stiff sentences to 14 individuals, $273,000
in finds, and the forfeiture of over $450,000 in property; and one very important
recent case. We named the case MIPORN to refer to an undercover investigation
into the pornography industry in Miami and its ties to organized crime. That
investigation began in August of 1977. It involved two undercover Agents who
spent two and one-half years working their way into the confidences of allegedly
some of the nation’s major pornography business figures. Forty-five persons were
indicted as a result of that investigation. The same case yielded indictments
against another thirteen persons on film pirating charges.

I've given these examples to show the scale and character of criminal investi-
gations to which we are applying the undercover technique. As I indicated,
undercover operations are often used to reach those serious violations that other-
wise may go undiscovered and unprosecuted. That is particularly true where we
are dealing with consensual crimes. Not long ago, we completed an undercover
investigation that led to the conviction of eleven individuals involved in a kick-
back scheme. Smaller firms that sold materials to a large shipbuilding company
were paying off the larger company in order to keep its business. Without the
use of the undercover technique, the FBI could not have gotten inside to get
persuasive evidence of these transactions. As a matter of fact, twice previoulsy
we had unsuccessfully attempted to investigate this scheme using conventional
investigative techniques.

Undercover operations are effective. In Fiscal Year 1979, for example, under-
cover operations led to actual recoveries worth over $190 million. In addition, we
estimate that almost $1.5 billion worth of potential economic losses were pre-
vented. Arrests arising from these type operations in that fiscal year totalled
1,648 with 1,326 convictions. Our funding for undercover operations during
Fiscal Year 1979 was $3 million, about one-half of one percent of our total budget.
For Fiscal 1980, our funding was $3 million while our request for Fiscal Year 1981
is $4.8 million, about three-fourths of one percent of the total budget. This
increased request for Fiscal Year 1981 is being made in order to continue our
operations without being forced to prematurely terminate some operations because
of lack of appropriated funding. Last year, 15 operations were terminated for
this reason.

These operations, however, often raise sensitive issues which I recognize must
be addressed. Therefore, the FBI has adopted specific undercover policies, and
an extensive oversight machinery to insure that each undercover operation is
carefully planned and conducted.
~ When an undercover project is proposed by a2 squad in one of our field offices,
our field office managers, the field legal advisor, and the Strike Force or United
States Attorney in that region review it and send their reports to Headquarters.
We consider the project’s goals, the worthiness of its objectives, its costs, whether
the tactics proposed might involve entrapment or present other legal problems,
and the general propriety of proposed project tactics.
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Many projects are rejected either by field or FBI Headquarters managers.
Those that survive are submitted to an Undercover Activity Review Committeee
at Headquarters. This committee, comprised of representatives of our Criminal
Investigative, Legal Counsel, Administrative, and Technical Services Divisions
and of representatives of the Department of Justice, reconsiders the same issues
before reaching a decision.

Many difficult questions come before this committee. One proposed operation
presented a scenario in which the unde.cover Agent would pose as a “heavy’’ or
fuscle.” The committee considered th ~ossibility that the Agent in this role
might be encouraged to commit violent act. “herisks were weighed ; the committee
believed that violence could be avoiaad by ing certain steps if the possibility
of violence arose. The committee approved we operation on the condition that
the undercover Agent be instructed not tn paruicipate in any violent acts and that
FBI Headquarters be advised of any p° ontially violent situations. In a second
case, the fleld office proposed to use cer' in fraudulent documents as part of a
proposed cover. The committee determ. ¢ 1, however, that the risk that under-
cover Agents could lose control of the dociraents and that they might be used by
someone who secured access to them to the : ~*riment of an innocent third party
was too great. The field office was directed . develop a different approach. In
recognition of this particular problem area, a pwiicy has now been adopted requir-
ing that the use of all such documents must b voproved by Headquarters.

n addition to this approval review process, speeinl care is taken to ensure that
our Agents are sensitive to the limitations and requ.rements of undercover work.
Before an operation is undertaken, FBI supervisors, ‘te Special Agents in Charge
in the field, and program managers at FBI Headquarters carefully screen all
undercover Agents to be certain that they are suited fov their particular missions.
We also provide special training for those selected, witl \mphasis on instruction
in legal areas, including the issue of entrapment. _

We take precautions to minimize potential problems. With adequate training,
the Agents involved are alert to sensitive issue areas. We wai.* them to recognize
when lines are about to be crossed, and to know that when ir. doubt they must
seek the advice of their supervisors.

Once the review committee approves a project, the Bureau monitors it, both
at Headquarters and in the field. When electronic surveillance or closed circuit
videotapes are used, we can examine the propriety of our Agents’ conduct, and
the quality of the investigation as it progresses. And, of course, the results of the
surveillance and the tapes provide an opportunity for the courts to evaluate the
Agents’ actions should they subsequently be challenged.

Perhaps it is also appropriate to note at this point that the proposed FBI
Domestic Charter contemplates the promulgation of guidelines for undercover
operations. We are currently working with the Department of Justice on these
guidelines and substantial progress has been made.

In the last few weeks, a number of concerns about undercover operations have
been raised. When aimed at property crimes or crimes of violence associated with
organized crime elements or terrorist groups, for example, few serious questions
have been raised about the use of the undercover technique. There has been almost
unanimous approval in cases where it has heen used to recover stolen property, to
identify persons who have committed known crimes of to prevent the commission
of planned criminal activities. In fact, Congress itself has recognized the value of
this technique by expressly providing for exemptions from certain statutory re-~
quirements through a certification process.

In cases involving consensual crime, however, particularly when public officials
are involved, we recognize the need for special precautions. The investigation of
wrongdoing on the part of a public official is & particularly serious undertaking.
Our people are sensitive to the fact that reputations of public officials are delicate
and even the hint of an investigation can be harmful.

Sometimes a project may initially target one type of criminal activity only to
lead us into another equally as serious. When that occurs, even if it involves gov-
ernment corruption, the operation, after appropriate review and examination,
expands its focus. If we were not to follow these leads, we could justifiably be open
criticism for not doing our job. )

We start our undercover investigations focused on criminality, not against
individuals or institutions. By creating a setting in which those who are predis-
posed to criminal activity find it convenient to deal, we may develop new leads.
The same basic criminal standard always applies. Before allowing an investigation
to expand, the Undercover Activity Review Committee must be satisfied that
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indictment of 120 persons. Sixty-nine of these individuals, including
many union officials and business executives—and among these, most

recently, Anthony Scotto—have been convicted, and many others
await trial. .
These activities impacted on millions of Americans who have been
paying inflated prices on a multitude of items passing over the docks.
o another undercover case, & Weather Underground investigation,
the stakes were different. We were dealing with & small insular cell of
individuals committed to violent revolutionary acts. Two of our agents

were able to infiltrate the organization and remained members for

4 years. o
As g result, they were able to warn us of the organization’s plan to

bomb the office of & California State senator. We made arrests shortly
before the group put its plan into operation and effectively prevented
the violence from occurring.

In another undercover operation entitled Modsoun, we targeted the
manufacturers and distributors of pirated tapes, records, and labels
along with organized crime figures with ties to the recording industry
in New York City. Working out of a storefront export business oper-
ating at the retail sales level, the FBI was able to seize $100 million of
counterfeit tapes and recording equipment at 19 different locations In
5 east coast States.

To date, four subjects have pled guilty; two others have been
indicted; and additional indictments are anticipated. :

Other examples of undercover operations include the original anti-
fencing Sting operation here in Washington a few years ago; another
antifencing operation in Buffalo, N.Y., that led to the recovery of a
stolen Rembrandt—and I might add an aggregate of $500,000 n
stolen art treasures—a joint FBI and ATF operation targeted against
an srson-for-profit ring which utilized the Rico statute, resulting n
stiff sentences to 14 individuals, $273,000 in fines, and the forfeiture of
over $450,000 in property; and one very important recent case,

We named this case Miporn to refer to an undercover investigation
into the pornography industry in Miami and its ties to organized
crime. That investigation began in August 197 7.1t involved two under-
cover agents who spent 2} years working their way into the confidences
of allegedly some of the Nation’s major pornography business figures.

Forty-five persons were indicted as a result of that investigation.
The same case yielded indictments against another 13 persons on
pirating charges.

I've given these examples to show the scale and character of criminal
investigations to which we are applying the undercover technique. As
I indicated, undercover operations are often used to reach those serious
violations that otherwise may go undiscovered and unprosecuted.
That is particularly true where we are dealing with consensusl crimes.

Not long ago, we completed an undercover investigation that led to
the conviction of 11 individuals involved in & kickback scheme.
Smaller firms that sold materials to a large shipbuilding company
doing business with the Government were paying off the larger com-
pany in order to keep its business.

‘thout the use of the undercover technique, the FBI could not
have gotten inside to get persuasive evidence of these transactions.

‘As 2 matter of fact, twice previously we had unsuccessfully at-
tempted to investigate this scheme, using conventional investigative
techniques.
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Undercover operations are effective. In fiscal year 1979
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t ﬁt fls.he agent m this role might be encouraged to commit violent acts.
The risks were weighed; the committee believed that violence could be
avoided by taking certain steps if the possibility of violence arose.
The committee approved the operation on the condition that the
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In addition to this approval review process, special care is taken to
insure that our agents are sensitive to the limitations and requirements
of undercover work. Befere an operation is undertaken, FBI super-
visors, the Special Agents in Charge in the field, and program man-
agers at FBI headquarters carefully screen all undercover agents to
be certain that they are suited for their particular missions.

We also provide special training for those selected, with emphasis
on instruction in legal areas, including the issue of entrapment.

We take precautions to minimize potential problems. With adequate
training, the agents involved are alert to sensitive issue areas. We
want them to recognize when lines are about to be crossed, and
to know that when in doubt, they must seek the advice of their
SUpervisors.

Once the review committee approves a project, the Bureau monitors
it, both at headquarters and in the field. When electronic surveillance
or closed circuit videotapes are used, we can examine the propriety
of our agents’ conduct, and the quality of the investigation as 1t
progresses.

And, of course, the results of the surveillance and the tapes provide
an opportunity for the courts to evaluate the agents’ actions, should

.th(?r subsequently be challenged.

erhaps 1t is also appropriate to note at this point that the proposed
FBI Domestic Charter contemplates the promulgation of guildelines
for undercover operations. We are currently working with the Depart-
ment of Justice on these guidelines and very substantial progress has
been made.

In the last few weeks, a number of concerns about undercover
o%:serations have been raised. When aimed at property crimes or crimes
of violence associated with organized crime elements or terrorist
groups, for example, few serious questions have been raised about
the use of the undercover technique.

There has been almost unanimous approval in cases where it has
been used to recover stolen property, in cases where it has been used
to identify persons who have committed known crimes or to prevent
the commission of planned criminal activities.

In fact, Congress itself has recognized the value of this technique
by expressly providing for exemptions from certain statutory require-
ments through a certification process.

In cases involving consensual crime, however, particularly when
public officials are involved, we recognize the need for special pre-
cautions. The investigation of wrongdoing on the part of a public
official is a pairticulaily serious undertaking. Our people are sensitive
to the fact that reputations of public officials are delicate and even
the hint of an investigation can ge harmful.

Sometimes a project may initially target one type of criminal ac--

tivity only to lead us into another equally as serious. When that
occurs, even if it involves Government corruption, the operation,
after appropriate review and examination, expands its focus. If we
were not to follow these leads, we could justifiable be open to criticism
for not doing our job.

We start our undercover investigations focused on criminality, not
against individuals or intitutions. By creating a setting in which those
who are predisposed to criminal activity find it convenient to deal,
we Jl:p&y evelop new leads. The same basic criminal standard always
applies.
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Before allowing an investigation to expand, the Undercover Ac-
tivity Review Committee must be satisfied that there is a sound basis
for doing so. Therefore, it will again weigh all of the facts it would
consider when presented with any new proposal.

We are also aware of the problems inherent in operations where our
undercover agents are investigating subjects who are influence peddlers
or middlemen claiming to know others already willing to engage in
criminal activity.

Since these middlemen do not know they are dealing with the FBI,
or that they are the subjects of investigation, it is difficult for us to
monitor their activities and, of course, they are not under our control.

We must, therefore, carefully evaluate any information they pro-
vide to us as to the willingness of a third party to engage in a crime
before we proceed further, and assure that if such a third party does
meet with us, he is aware of the criminal nature of the meeting.

Mr. Chairman, the recent unauthorized disclosures to the press on
some of our undercover operations are deplorable. These leaks are
unfair to the subjects of the investigation, whether or not the indict-
ments are eventually returned.

They are also detrimental to the mission of the FBI and the De-
partment of Justice. Leaks force the premature abandoning of investi-

ations; they tend to undermire strong cases. They may also be
angerous to those conducting the investigations.

The FBI and the Department are vigorously investigating these
leaks to determine the persons responsible. If, among the many
Government employees who had access to this sensitive mmformation,
we find that any of our employees is involved, he can expect to be
severely disciplined, at the least.

In summary, we must use the undercover technique with discretion
and care. Whether it be the undercover technique or another tech-
nique, in every investigative venture, there are potential risks.

s I have indicate(ff,, we have developed policies and procedures
designed to minimize these risks. This is not to claim investigative
perfection, but whenever mistakes or miscalculations or misunder-
standings do occur, you may be sure that the lessons learned will be
incorporated in our future planning of operations.

Our experience tells us t}Il)at the use of the undercover investigative
technique is vital in combating the other areas of crime that impact
most seriously on society—organized crime and white-collar crime.

I am confident that the principles I have discussed today, which
we follow, will allow us to continue to meet these crime problems in
a manner consistent with the expectations of the American people.

Thank you, Mr. Chairman.

Mr. Epwarps. Thank you, Mr. Webster. Mr. Heymann?

Mr. Heymann. Mr. Chairman, members of the committee, I will
summarize my testimony since it’s been introduced in the record, and
let me begin by telling you what the outline of it is.

I am first going to pick up just a little bit on Judge Webster’s de-
scription of ’ti{xe importance and the unique advantages of undercover
operations. Then I am going to summarize the law which is fairly
clear. Then I am going to talk about three additional protections that
we—that means Judge Webster and the Department of Justice—
agree as a matter of policy we should have and do have.
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Then I am going to talk about how undercover compares with
other investigative techniques in terms of the intrusiveness and in-
vasion of civil rights. And finally I am going to ask the question, is
there anything special about investigations that go to political figures,
either at the local, State, or Federal level.

It sounds like a lot, but I will try to be at least decently brief.

The undercover technique itself 1s a very old one. I asked my special
assistant to tell me what’s the oldest use of it that she could find, and
she says it goes back at least to the “Odyssey’”’ and the hero of the
“Odyssey,” appearing undercover to detect crimes in his household
when he returns.

It was being used extensively toward the end of the last century.
There are cases out there, mail fraud, pornography. It is not only old
and familiar, but it is varied.

It takes such forms as a police officer posing as an old woman,
vulnerable to mugging or more severe physical attacks in Central
Park in New York; as agents infiltrating a drug-smuggling conspiracy,
or merely buying drugs on the street of a major city; a modest business
front such as a local tavern, susceptible to extortion or payoff requests
by the police; a jewelry fencing operation and art fencing operation.
It has varied forms. It is old; it is established. It is just another tech-~
nique of the sort that searches, compelled testimony, interview,
scientific detection, electronic surveillance are. It is just another
technique. It is dramatic now because it has been raised in scale and
the size of the undercover operation by recent activities.

It is not exclusively used by the FBI. Director Webster mentioned
operations carried on with the Bureau of Alcohol, Tobacco and Fire-
arms. The Department of Agriculture has done undercover operations
of its own. DEA, of course, does them. Senator Moss in the Senate
ran his own undercover operation 4 years ago, and went through New
York’s medicaid clinics disguised as a potential customer, (Teriving
information.

From my point of view, they have three or four major advantages
as an investigative technique:
~ One: They enable us to get, as Judge Webster’s examples show,
mto well-organized and secret, ongoing criminal activities; criminal
activities that keep going and have a life of their own.
~ Second of all: Undercover activities are accurate. They generally
involve monitoring with either audio or audio and video equipment.
They do not put us in the position of relying on the tips or testimony
of what are often highly unreliable informants, con men, somebody
else out there. We end up with reliable determinations of what
ha})pened.

I am going to argue extensively later that compared to other tech-
niques, they are nonintrusive. They don’t do what the fourth amend-
ment allows us to do in terms of invading privacy, or what the fifth
amendment allows us to do in compelling cooperation. They are
nonintrusive.

Fmally: They could have a very spectacular deterrent effect. We
quote with pleasure, and maybe with too much regularity, Operation
Lobster in the Boston area. In that operation we had a warehouse
offering to buy hijacked I§oods, ran it for & number of months, and then
arrested the hijackers. Hijacking has practically stopped in the New
England area. It has a substantial deterrent effect.
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People who would engage in that activity not only worry about the
consequences of being caught in the very moment they are engaging in.
the activity; they have to worry about whether they are dealing with
a Federal or State agent. ‘ . '

Many of these, incidentally, are run with the cooperation and in
partnership with State and local law enforcement authorities. Opera-
tion Lobster is of that sort.

Let me move second to the law. _

The law, of course, is familiar to the members of the committee. We
are not free to induce a crime by one who is unwilling or not predis-
posed. We are free to give an opportunity to commit a crime to one
who is willing and reafy to take advantage of an opportunity.

The Supreme Court, in recent decisions—the Russell case, and the
Hampton case—have affirmed that the Government, State or Federal,
can legally go quite far in providing that opportunity. -

The test ultimately is whether we have created a specific occasion of
criminal activity or have created a whole new type of activity that
would otherwise not have taken place. . .

In every case where the Government is operating as a decoy
victim or participant undercover, in every case that the entrapment
issue has ever been raised, the particular crime only takes place because
the Government agent is buying drugs or he is in the park there to get
mugged. In every case, the particular crime is caused by the Govern-
ment; the issue, though, is whether the type of crime would have
taken place without us. .

The courts have not required that there be any threshold showing of

robable cause or reason to believe that a specific crime has been or
will be committed before we can engage in undercover or participate
in consensual activities. . _ o

The courts have never required that a particular individual be
shown to be involved before an operation can be commenced that
brings him in. o ‘ S .

The courts have not imposed rigid rules on investigative agencies
with respect to their behavior in establishing and running an under-
cover operation. . ‘ . .

The courts, in fact, have been quite lenient and open in recognizing
that deceptions and stratagems are necessary for the investigation of
particular types of crimes. . .

The Department has, as a matter of policy, adopted three require-
ments that the courts do not insist upon. I think—and I know Direc-
tor Webster thinks—that these three requirements are essential. I
think, and the Director thinks, that additional proposed requirements
are not sensible or reasonable. ' ’

* The first requirement, the first safeguard that we have imposed, 1s
that we should only initiate an undercover operation, we should only
use the undercover technique when we reasonably suspect that crim-
inal activity of a given type or pattern is occurring or is likely to occur.

Note how that relates to the entrapment defense. The particular
type of activity we have to have some reason to believe Is taking place
out there. That's what plugs us in to the charter, I believe, Mr.
Edwards. . .

If we open a storefront fencing operation, we do so based on some
kind of reasonable indication that theft and the sale of stolen property
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is taking place in the area, and could be effectively detected and prose-
cuted through the use of the technique.

When a courageous FBI agent named Walter Orrell was sent on a
detail to the Bronx in 1976 to pose as the operator of a new garbage
coliection business, and to seek out customers, it was done based on
an urgent suspicion that extortionate practices were occurring in the
refuse collection business. .

Sure enough, someone came soon and threatened to beat him up,
threatened to throw him out the window. That’s the first requirement;
that we have a reasonable basis for believing that type of activity is
going on, the type of activity the undercover investigation is designed
to get at.

We do not impose any rigid requirement that we know the par-
ticular individuals involved in the pattern of criminal conduct before
we begin use of the undercover technique. This goes to the questions
Mr. Seiberling was asking in advance. .

Sometimes we can know the individuals who are likely to be in-
volved and check out whether they are involved or not. On other
occasions, it plainly makes no sense if we set up a warehouse in Boston
to buy hijacked goods, we shouldn’t have to know in advance who
will come into it and who won’t come into it. That shouldn’t be neces-
sary, and isn’t necessary. _

What substitutes, if you think about it hard, for probable cause in
that type of situation, what substitutes for knowing who's likely to
be sucked into an undercover operation is the fact that the operation
is self-selective. People don’t come to our warehouse in Boston unless
they have selected themselves to take part in that hijacking/fencing
scheme.

That requires, however, a second step, which is a second safeguard,
and it brings up questions that the chairman has raised. .

I am not saying that we have always done each of these things
erfectly. I am saying that I think we know what the right direction
ere is to go.

The second safeguard requirement is that we have to be very clear
about what the nature of the illegal transaction is, that we are inviting
people to participate in. If people are going to self-select, and if the
self-selection is going to be a substitute for knowing anything about
them they ought to know what they are self-selecting themselves for.

If it’s going to be a corrupt transaction, they ougEt to know that.
Ifl it's going to be a mugging in Central Park, they ought to know
that.

One example of self-selection is an investigation we conducted in
Pontiac, Mich. several years ago where an undercover agent posed
as an individual interested in starting a numbers operation. He soon
was approached be a local union official who said that police protection
would be required for the operation, and who thereafter brought
several interested police officers to see the undercover agent.

Of course, we had no basis for investigating the police before that.
Until that approach, we had not focused the investigation on official
corrlllﬁtion, or suspected that particular police officials were corrupt.

Still, it was proper when through other contacts they were brought
to us.

The third major safeguard—the first is that we know there is some
activity out there. The second is that we make our own activities
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unequivocal in terms of what we expect th i
sucked into the operation to do. P ® porson who xmight get
The third is that we make, we model the transaction, the undercover
operation, whether it be a mugging in the park or a drug deal or
corruption sting or a hijacking sting, as mucﬁ) as possible a%ter reality
to the best of our ability. That we don’t offer inducements or promises
or attractiveness that the real world doesn’t offer.
.. That, of course, makes sense, because the crooks won’t believe us
if we don’t model our transactions after reailty; but it is also a guar-
antee of fairness, because it means that anybody who is brought in
1s brought in with the same type of temptation that we know is
ﬁc‘%ym out tli;are.b
e know that because we will not start an operation un
ggﬁhreasgi‘ahto believe that a larticular type of aI()ztivity is g(l)eialslsg vgg
ere. I'’hen we unequivoca ivi
onFt‘ahe e [aon, q y model our activity, our temptations,
rom there on, it is a combinati - i
loam thorpro oo, 1t &8 tion of self-selection and what we
Let me move to the last two points very quickly.

INVESTIGATION

I personally believe that the undercover technique com ares ver
favorably in terms of the mandate of this com?nittee v%ith ozhg
vestigative techniques. In terms of civil liberties and constitutional
rights, I think the undercover technique compares favorably not only
with electronic surveillance, but with searches, with compelled grand
jury testimony, with plea bargaining for evidence, with any of the
number of regular investigative techniques we use in the law enforce-
me(xjﬁ; busmesfs.

{ompare, for example, a situation in which an individual voluntari
drives a truckload of stolen goods to a fence at a videotape undertgcl)l;i}a}lt
warehouse—that’s how we arranged it in Operation Lobster—with
&DX of thehfcllczlwmg l.a\g. enflorcement methods:

_search under & judicial warrant of a home or business which i
carried out against the will of the owners. Searching the holzllselal (1)?'
feople we think are hijackers. Much more intrusive; reaches the
amily, reaches people who have nothing to do with the crime. Not
true when the man drives into our warehouse.

Grand jury or trial testimony compelled against friends and associ-
ates, or even relatives, bringing in the best friend of someone we think
15 & hijacker and requiring that person to testify—girlfriend, boy-
friend. ° ’

We have a rule that we self-impose that we won’t go for immediate
family members because it's too ﬁarsh. It’s legal, but we don’t do it
But, friends, yes; girlfriends, boyfriends, yes. .

No compulsion, 1o pressure, no tearing people apart by loyalty, and
no putting someone in a position where they have to testify at risk of
having their legs broken, for having testified.

Instead, a truckdriver driving a load of goods into a warehouse
where his only complaint is that he was deceived into thinking it was
& crooked operation, and it’s really us. ‘

A grand jury subpena for voluminous documents, physical evidence,
or books and records; again compelling people, disrupting their lives.
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We have to do it. We do do it. Investigations penetrate secrecy; not
necessary when a truckdriver drives into our warehouse. '

Court-authorized electronic interceptions of private conversations,
intrusions of the sort that we don’t have to do with undercover
operations. . o .

My point is very simple. I think in terms of civil rights and civil
liberties, as well as in terms of effectiveness, undercover is a very
desirable form of operation.

I haven't even mentioned the fact that it’s nice if you only convict
the guilty and don’t convict the innocent. A criminal investigation
undercover increases the already high probabilities that that is what
will result.

Let me close just by saying a word about this, about a question
that may lie somewhere in the background. Is there anything different
when the investigation goes to public corruption, when it goes into
bribery of electrical inspectors, which we have done in Chicago? Or
bribery of a State legislator, which was done in Baltimore? Or it goes
to a corrupt policeman in Pontiac, Mich? Or to Federal officials, such
as an INS official? Or to Members of Congress?

Well, the answer is yes, there is something different, and the answer
is no, in the long run, we shouldn’t treat them very differently.

It would, of course, be intolerable if investigations were motivated
by partisan or political considerations. It would simply be extremely
destructive, the most destructive thing you could have of democracy
in the country. .

That means that every investigation that goes into the political
area, State, local, Federal, has to be guaranteed not to be targeting
any individual on the basis of his or her voting stance, political party,
anything else.

What we do target on, what we can target on, is either prior infor-
mation, which was true in the Baltimore State legislator case, or self-
selection, which was true in the case of the Pontiac, Mich. police
officer. Never in terms of whom we want, because we don’t want
anybody.

As a matter of fact, there is a sense—and I want to mention it, in
which Judge Webster and I would sit and breathe a sigh of relief in
an investigation when we failed to get somebody. We don’t want
anybody. We just want to be sure that we don’t duck or step back.

At the same time, while we have to be careful that we are not dis-
torting the political process, picking on people for political reasons or
engaging in undercover operations that might result in a legislative
act, in the changed behavior of a local city council or the State legis-
lature or the Fe(gieral Congress, we have to continue to take extremely
seriously the problem of public corruption.

It is a high priority with us. There are two reasons for it:

One is the same respect for institutions that we threaten when we
bring one of these investigations, when they result in cases, will be
far more seriously threatened if all of us didn’t make a major effort to
make dangerous, unpopular, unwise, any form of public corruption at
any level.

The second is many forms of illegal transactions can’t take place
without at least local or State of Federal administrative public cor-
ruption. If we want to stop them, we have to be interested in stopping
the corruption, too.
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Now, the thing that makes politi i
: political cases most difficult t,
the reason why we have to treat them a little bit differen%lgronig%ifé
{;ﬁgil;taiti}mn oIft’electedr oliticians and maybe of appointed, too, are
ves. ion; I ife, -
o aves. S my lie, my reputation; and it's your life, your
ut in any investigation, those reputations ar '
the line. The
reason why we can't §en u,ndercover vh b eoo '
of Opubli'(i‘ florruption is tW};fold: whenaver 1t goes fo a question
ne: lhat reputations of political figures, elected or '
. 8
3}111 :r}ll:vléll{le, wliet}tl)er we use untglercover or not. They ar%pgrllngﬁg,l?;(;
we start receiving informati
Wr’%?lg &I{);ill ro start re right.b lon from crooks who are often
. e other reason is because there is practically no oth
111‘.vest1g&te charges of bribery and bribery is &yuniquel}?r vgfai%ricf;x(i
crime. We could not investigate systematic bribery among electrical
nspectors in Chicago without going out there and offerxfng bribes
_QThg reason 1s quite simple: Bribery takes place in o one-on-one
}illiéu%ﬁ%%} %,Irll((lllt general%ly t’f,akes plgi:e between a somewhat disreputa-
y o somewhat re ' 1t islativ
lo%a‘;, S}‘iate, ) Somex putable official, executive or legislative,
e have to be a participant in the transactio ’
‘ . ) n, havi
th%t‘jl such tlapsactlong were going on, having made our partrali%ip}:sjilgg
as like those transactions as possible, and as unequivocal as possible
if x’}‘ri arle; g'om% to investigate public corruption. ’
ank you lor giving me so much time. Mr. '
Mr. Epwarps. Than you, Mr. I—Ieynm’nn.r Chuirman.

We will be operating in the e i . ,
ac?l?}fdiré%lto the 5-minugte rule. Question-and-answer period strictly
e

Rois alr recognizes the gentleman from New Jersey, Chairman
Chairman Robino. Thank you very much, Mr. Chair
Mr. Webster and Mr. Heymann, I want to commrgr?zll' you for
your statements, and I believe that you have given us the.kind of
1an(3Irmat10n vIvh(ich 1s g%lng to be useful. .
owever, 1 do not believe that in this one hearino 1
to })fi’ able to dispose of some of the questions thatnzﬁa ?;is%r% %?leltag
%L}I:(t fn s}?re many other members have, which cause us the concerns
% | think were very eloquently expressed by Mr. Seiberling
. might start off by saying that all of us applaud your efforts in
attempting to get at white-collar crime, which I think all too frequentl
%as been ignored and has been, I think, one of the greater burdens Wz
have hz}d on socmt?f. I think it has gone undetected probably because
1%? hasn’t been addressed as 1t should have veen. We applaud your
g orts 1n“‘that area and in the public corruption area particularl
nfl(s}%ﬁ?:t o{l t(llletllln(llfl’gel‘ertlce ?g th‘,e;V public to public officials, and the
, , an e chimate after o ' »
upglaqd };(})lur e}flfortﬁ in that directigffrbme. 1 of us axe aware and
gain, though, what does bother me is th ef
c.ra_fltcigi guidelines in these areas in order ‘3}) g;zl;?ervfto 111111(1131‘?121((3;11115? fiunltl%r
clvi iberties. Those of us may differ as to what those civil liberties
are, and we may recite Supreme Court cases on how there is latitude,

but I think we've got to be ver : - ; :
mental to our dom ogcracy, e very careful here. I think that is funda.
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And, Director, in your statement, and again when you were being
interviewed on television by Mr. Carl Rowan, in answer to his state-
ment that he thought that what troubles people is they don’t know
whether you’re going out luring people, you said:

I don’t believe we are luring people. We are creating a setting in which those
who are predisposed to criminal activity find it convenient.

Now, you have set out, and Mr. Heymann has set out, some of the
requirements in some of the undercover operations. But who decides
this predisposition? Is this predisposition not a state of mind? Is this
predisposition not something that someone is going to make a deter-
mination about? And based on what? : .

Now you have stated that there are certain requirements, but it
still seems to me that we originally talked about criminal conduct and
criminal activity, and all I have heard through the arguments has
been that there is reasonable grounds to believe that there is this
criminal sctivity. We know that in some of the Sting operations, the
crimes are already committed.

Yet in some of the cases that were reported in the newspapers
recently involving public officials, there hadn’t been any criminal
activity. It seems to me that the setting was such as though we were
finding out whether some could be lured who might be predisposed.

Now it’s pretty difficult for me to accept that, becauss somebody 18
making a determination as to what the attitude or what the willing-
ness of a person might be who has never been involved in any corrupt
activity. You are relying totally on purveyors or informers who them-
selves are subject to great question as to whether or not they are
reliable. ‘

Now who makes that determination about the predisposition? And
can you tell me whether your guidelines are going to be able to deal
with this with such care and specificity that you won’t be involving
innocent people. You are going to be responsible for the leaks, too,
because you set the whole thing in motion, and unfortunately damaged
reputations of the very people whom you do not want to damage.

N n any event, I'd like to know, Mr. Webster, just how you answer
that.

Mr. Wessrer. Chairman Rodino, I have already in my statement
expressed my disapproval and my dismay at the leaks. It has not yet
been determined who is responsible for them, but certainly there is no
institutional responsibility for those leaks in terms of purposeful
leaking, and I hope very ‘much that we arrive at an early date at a
resolution of that question.

T think it is significant that with the number of long-term investi-
gations that we have underway in our undercover capacity, this is
the only instance of & wholesale leaking.

We will try to improve that. We will do the very best we can, but
other investigations result in leaks. There isn’t anything endemic
about undercover operations being leak prone, except that they, like
other investigations, frequently oxtend over a substantial period of
time. -

Chairman Ropivo. But, Director, those leaks show, at least from
what I have been able to read, that in some of the undercover opera-
tions, the so-called 1p{);'ledisposition either did not exist, or what you

based it on, I don’t know.
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Mr. WessTeER. Well, you'r ]
. , e asking me, and I know we all h
agreel(li, and I have hearcf’ the public statements of Congressn?en ggg
zf%he&y&?b SI;:ef?Iil i?énet,_ Wﬁ. shm’i}g not be talking about the spe’ciﬁcs
estigation. ' i j
pr%sisstaﬁ the presont gbi mle.n at is going through the grand jury
at is in the papers may or may not be ]
no&‘ l;e sc1(r)111n lete. Ilcan t(lalll yfou that it)irs not conizgfé’te;t’ oF may or MRy
ply explore the fact situations of certain individ
were not indicted, without an overall examination of the eiltlilraélsgrv;r}ig
%1;1131 %Eocégzs v?gl(li] C’{,rll)al proc}(;ss, a%d t;hezf evidence that comes out in the
, e an abrogation o . 1
an%}{ know yﬁ)u oo oinggto 0 (1) % ggul oversight responsibilities,
airman Ropino. Well, I'm not going to do that. I’'m not referr:
t;rc:) glszsl? ctzils:s].)](;’;n It;eferriijn%l to Sé)melcases that were leaked tﬁain;gg
, . artment, has stated that th
taﬁet OV;V subject oi any investigation. ese people were not the
r. WeBsTER. In any type of investigation that invol
whether it's undercover or overt, we are going to be i‘g)tevrtfiel\i?gc?’
r?wewmg files of individuals, and many of those leads will prove to be
oHno value, or an absence of criminality. But all of them are based upon
allegations, and we have historically had the province of assessing the
relll\zILblhty of those allegations. ¢
ow, in terms of predisposition, predisposition is a ter i
a}flphcablg to the defense of entrapment. Tlimt is offergd ﬁl}rmsotgllzglllz
%v 10 admits his guilt, but says he wouldn’t have done it except for
eiglg overreached and persuaded against his will to do something
_ Predisposition is not the criteria %or the instigation of a criminal
ilgv‘?vsli;ilgﬁtltcilrgs]ﬁ Sall1d In my stéqtemerélt that we try to create a setting
. hose who are predisposed will come, becau
interested in having a whole bunch of people come in arfc? ‘I;V: sggelrllgc%

~out.

As a matter of fact, I think it will show when thi ' 1gat]
' S0

comes (fihrough how few indeed met that criteria. And, agﬁ\i??ﬁs;%ﬁgg
Eﬁlréte out, not only do we try to go on the basis of the information

at we have where criminality is indicated or alleged, but also in the
setting itself, we take extra precautions to be sure that anyone who
manages to come into that situation not predisposed, is quickly made
&WXI‘Bd of the situation, so that he is in no doubt as to what he is doin

; nd, in fact, the reports that Congressman Seiberling and you ma o
Te ereqfe to about the Senator, I think, when the facts are known
%ou will have an indication of the procedures that we put in place
Tﬁcause the effort was to be certain that no one was being tmpped'
suczgz S‘%Vlﬁlll}lfdr zt)i:elclioagvc%% ];r;&vcvguch @heIdefe;nse of entrapment could be

v again, I point out to you we are putti
ourselves on those tape’s, as well as the individuals under i Bation.
_ er g

and bthose tapes are going to be before the court, and we kzlllé‘\;eiffgf ffl (x)nrrle’
misbehave, the record will be there in technicolor or black and whit
at least, for all the court and the jury to observe >

Mr. Epwarps. Your time has expired. .

g/}lm%man Ropino. Thank you.

r. EDwARDS. The gentleman from Illinoi
Mzr. Hype. Thank y%u, Mr. Ch&irmtgll.mms’ M. Hyde-
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Mr. Heymann, on page 24 of your statement, you said:
* % % if we are satisfied of the individual’s criminal intent, then we cannot

i ili i i tigation and to prose-
i t shirk our responsibility to continue the inves !
gﬁge,v?fuwrﬁranted, regardless of how prominent or powerful the official may be

i igat] ical i tors in
told us about the investigation of electrical inspec
Ohl;{:(;vgo}.ro’ll‘lello me again why you didn’t investigate and prosecute
. Bourne in the White House. . ‘
Dli\/Ill?.e tI(E]Irlanfl(\);.iNN. TI'm wondering for a Iglln}oltt% lt?/Ir. H{de, whether
it’ iate for me to say anything about that or not.
e ?\/IaIPPIE‘I?;E Well, excuse me. Mr. Rodino 1s objecting to th,e ques;
tion. and Mr. Edwards is agreeing to the objection, and I don’t wan
to embarrass anybody, so I will withdraw the question. 1 |
Mr. HeymanN. There is a simple answer, and the simple ar_xsvgrfr,
to the best of my knowledge, is that no one 1s prosecuted for similar
behavior, and that ought to apply to political figures, too. .
Incidentally, it’s a principle that isn’t always easy fqr ?11111(2 in my
position to maintain. It’s easy, as you gentlemex}, I th ,dsensg
nowadays for someone in my position to say let’s go ahead an
prosecute a political figure. Administrative, executive or legislative,
Federal. , .
btﬁ?soliarg to say let’s not prosecute a political figure who may or
may not have technically vio ated the law in a situation where no %ﬁe
else would be prosecuted. That’s the category that I believe the
tter is in. .
BOI‘\I/II‘IEGI—%%E?rWeH, if that’s so, that’s fine. If that wasn’t a viola-
tiop ing it’ t iolation
. HeymanN. It's not a matter of saying 1t’s not a violation.
W%g,her it was or not, it’s a matter of saying there are situations
where no one else would be prosecuted, and I believe in those smuimé
tions. even if a political figure has violated the law, he or she sholtl1
not be prosecuted where no one else would be, simply because they
litical figures. o .
&r?\/})r? %HYDE. gWell, you can understand the sensitivity a Re ubhcsmf
could have to a situation like that, having endured the mudbath o
ate. ‘ _
W%Jteeg %ne ask you another question: Now the media has reported tkat
the Justice Department considers two of the Abscam cases weak. clif?’
you checking to see who made that evaluation and how that leake
In other words, if two were weak, then six are strong; 1s that part
f r investigation? .
° 1{/{)1}1 HEYMA%N. The answer to that 1s no, Mr. Hy‘c‘lq. There are
some leaks that seem to me to just simply belong to silly seas}c))n, .
and we have entered silly season. I only feel extremely badly abou
leaks when they bear on the reputation of particular individuals. When
they are simply silly season leaks, I am not worried about them. 17
Mr. HypE. I am a great believer in undercover operations, and 1
would respectfully suggest a sting operation to catch your leakage. ;
Mr. HeyMANN, It was indeed suggested to me seriously as part o
i tigation. .
th%/}ifﬂf{glsr];s T%aére was a fascinating letter in the Wall Street J ouirnal
of February 14 by a professor at & theological seminary. He quoted the
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Old Testament. He quoted Leviticus, chapter 19, verse 14: ‘Do not
put a stumblingblock before the blind.”

And he said this means don’t offer a Nazarite, who is prohibited
from drinking wine, a glass of wine. ' '

Now those in Congress and public officials have taken an oath
freely to be the equivalent of teetotalers when it comes to corrupt
money., You don’t see anything unjust in tolerating circumstances
where a public official is offered corrupt money, do you?

Mr. Hevymann. I regard the situation, Mr. Hyde, of offering a public
official corrupt money with no predicate out there at all, no reason
for it, no operation suggesting it to us from the outside world, as right
on the line. It is plainly legal, it seems to me.

It seems to me not unfair by the standards of things that we do
daily in the criminal business to expect an electrical inspector, a city
councilman, a major, a Governor, a Congressman, or an assistant
attorney general, to turn down what is plainly a bribe. It is not some-
thing that we have to be terribly concerned that people should accept
by mistake.

On the other hand, I believe that there should be either a reasonable

siistem of self-selection or some basis for going forward. We are not in
the business of testing morality.

Mr. HypE. I understand that.

May I ask you this, without compromising the present investiga-
tion: Can you tell us how the particular Congressmen who were in-
volved were selected? Or were tﬁey self-selected?

Mr. Heymann. Well, the only thing I can say is what I have said
before, and I am sure the Director has said before, and that is to the
best of our knowledge, no one in the Federal Government or working
for the Federal Government picked any of the individuals.

Mr. Hype. Is the roposeff charter that we are dealing with broad
enough to cover an Abscam operation such as we are dealing with?

Mr. HeymaNnN. The proposed charter broadly authorizes undercover
operations subject to guidelines promulgated by the Attorney General,
and it is my view that there is no, and should be no, special category of
undercover operations that go to public integrity questions.

Therefore, my answer would be yes. '

Mr. Hype. Thank you. My time is up.

Mr. Epwarps. The gentleman from Wisconsin, Mr. Kastenmeier.

Mr. KasTeNMEIER. Thank you, Mr. Chairman. I, too, would like to
commend the Director of the FBI and Assistant Attorney General
Heymann from the Criminal Division for many of the operations which
have been successful in bringing people to justice. -

That the Director of the FBI, Judge Webster, is being honored to-
night by the recording industry probably is largely because of Mod-
soun, the operation which stopped record piracy.

I take it, however, that these are relatively new operations, that at
least while there is a historical use of undercover agents, that one can
point to, the amount of resources dedicated to the more recent opera-
tions are a new kind. What we know about in terms of experience is
relatively little.

I take it by suggesting, Judge Webster, that you were forced to
discontinue 15 operations because you didn’t have the resources, it is
not criticism of Congress, since I think you came and asked for $3




154

million, and were not in fact denied resources in order to pursue those
ions; ou? _
Opﬁitl%?zﬁgr%‘g.)&o, that’s absolutely correct. That was not.mtendeal
as & cémfplaint, but simply to indicate that the reason for the increase
1981 budget— ' .
re%\l/ﬁStKig':ngMEmR. T(;g gain some perspective, I think the year be&
fore. it was $1 million, and then $3 million in the present year, an
y U0
S ' illion f tually 3 years
‘Mr. sTer. I think we've had $3 million for ac y ,
1971\§,r 18"773? 1980, $1 million first, and then three $3, and then $4.8
y ted this year. . .
® I]:\?ICII‘U(;ZSL:STENMgIER. Which I believe suggests & linear upvs}rlardfcurvle
regar&ing these operations a,nld \];rh%tt }115 mntended, and thereiore
ink it 1s 1 rtant for us to look at them.
thlﬁ}t;z;rslsl?)lf%%e notoriety and sensationalism that comes 0111117 (if tllges%
operations, and the possible inability to prevent or manage t?he ea. %
think obviously you have a problem. Evidently the pressin the co.uxé ry
is going to look for these stories in the future with even gre&ﬁer %ﬂgtn-
sit%r and interest. Therefore, I wonder whether you have t ?1 3 ity
to maintain the secrecy requh;iad to protect your operations and to pro-
innocently involved.
teclf/‘[f'hOVSS?Eg]sl}r%R. I);ertainly hope that we do, because they aﬁ; too
impm:tant to give up for that reason alone. It is yery 1m oit&n ho uts
that the integrity of these investigations be maintaine dt I.‘O{lg out,
and including the period of grand .]ury.mvest.;lgaplons. an tn&(iifﬁ -
Of course, once there is a grand jury investigation, 1t 1s veryd ?i il
for those matters to remain unobserved by an alert press &nh'nllfh .
Very often in today’s investigative journalism, though, whic L as
come to the fore in the post-Watergate era, we find that 1qvest1gat Illv%
Tournalists are working the same territory that we are working, dso )
it comes a8 No great surprise to us t((l) find that they are there and aware
he things that we are doing.
o %?ﬁ&(g :al?ly repgorts in the Abscam case in October of last year,l .01{;
in the fall, from a newspaper who is not mentioned in the current lis

of those who had the stories at the time we were conducting our overt
interviews. o e bub
i blem for us, and we are addressing 1t seriousty, ,

8, i?nwglcibcfn%tpgglieve this is endemic to undercover operations c;t‘her

tﬁan 8 premature exposure of one can endanger some of our agents.

Mr. KAsTENMEIER. Well, actually, while apparently t,heil .A{,ltoi'ney

Greneral was looking for the source of t%e 1eal§, sorrgegr;?l 11131()&&1 S1§ m% ]2265,
either in the Bureau or in the Justice Department, d to also e

isi nace that leak by further briefings and otlicial leaxing.

(%fe c‘;s;ogrgotgn%ooﬁ at the most recent opersation, all the mformag,lon

could not have all come from the orilgu;al 1iak. Ifi{ hszgl tﬂc?n%;%;% ngltl‘,

ade a judgment at the top to make an,
: 3\1711%{,1 iﬁ?}e)ggses 1\Izvlhereb ]thegy are briefed, In return f(,)r which they were
to suppress, presumably, the breaking of a case. Isn’t that it? Lvi

Mr. WeBsTER. I have no knowledge of that. It is my persona v};ew

that the one leak in the New York Times was so complete that ({, erz
must have been access to Governﬁxllllent dlocl'lfrine%‘ts which would no
ssitated any further briefing or clarification. .

h&}rerrllliegft say that 3cr>n January 30, which predated the Wefkené in

which we brought this operation down, we advised our field offices

»
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that there appeared to be some press awareness of what we were doing;
and urged them to intensify their efforts to keep the thing under control.
On Sunday, when the New York Times article came through, and the
Washington Post article was available to me at my home, I contacted
the Attorney General. We discussed the situation, and Monday
morning, the Attorney General issued his statement ordering an
investigation.

I sent that statement to the field. I also sent a personal statement
on holding tight. The following week I sent still another communi-
cation to the field, and I have publicly stated my views of the impact
of this type of leaking.

We don’t know that it was us or some other group or agency or
employees. It is a problem. It is a problem that involves questions of
ethical restraints by the press, not legislation and not regulation, but
decisions

Mr. KastenMmEIER. Judge Webster, then you are saying that
perhaps the Justice Department at a high level made a determination,
surely somebody did, to fully inform the press, so that a premature
leak wouldn’t take place. Is that not the case?

Mr. WossTER. Are you talking about before the interviews took
place on February 2?

Mr. KASTENMEIER. Yes. —

Mr. WeBsTER. I am not aware of that. I have participated with the
highest officials in the Department of Justice in the closing down of the
operation, the covert phase of the operation, and I am not aware of
that. It certainly did not take place within the Bureau.

Mr. Heymany, I agree with what Judge Webster said, Mr. Kasten-
meier. It’s worth pointing out that- the Attorney General, Judge
Webster, and I, plus a number of other people are by now under osath,
having promised to take polygraph tests as to all we know about any
of those leaks.

I was told that I was free to take the polygraph test or not, but I
was to know that Judge Webster had already agreed to take one. I
think it’s called coercion.

Mr. Epwarps. The gentleman from Ohio, Mr. Seiberling..

Mr. SeiBERLING. Thank you, Mr. Chairman.

Mr. Heymann, you pointed out at some length the success of many
undercover operations, including fencing and other operations of that
sort. But I think if we’re going to understand the issue that we are
dealing with here, we’ve got to understand this difference between
those types of operations and the one that we are talking about
right now. '

It seems to me the difference between undercover fencing operations,
for example, where the individuals come in to fence the stolen goods,
and this operation, or the operations that we are involved in, are
considerable.

In the fencing operation, the person who brings in the goods has
already been involved in a crime or crimes, that of receiving stolen
goods. He is also self-selected by coming in on his own.

Now if you are going to analogize that to what has happened here,
if the FBI or its middlemen went to an individual who had not stolen
or received stolen goods, and attempted to put some stolen goods into
his hand, and let him know that they were stolen, and then told him
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i ] - fencing
‘ to fence them, directed him to the undercover
flgffmgi g(t)-hut would not be self-selection 1n the same _senls,ia.leéﬁt
V&E)U.l(l be FBI-selection of that ig(lllylg]?al,l tlx)nd ilindf%cfl :lfilwgélt 1(;increhi rg
FBI attempting to corrupt that mndividual by, 1118 , getting in
inolv accept stolen goods, and second, to come and renc .
0 ﬁ%%wi%%gs&fﬁepmmlogy %o this situation, and 1t's qultei1 dlif?ferent, 1
think, from the ones that you describe. Am I correct n ab
Mr. Heymany. I don’t think so, Mr. Seiberling. 1ot st
Mr. SziserriNg. Well, please explain in what way that isn
go?\('%r?l}-%lc%gz‘\ﬁNN. Let me take it in the steps that I think you take it
in, Mr. Seiberling. . _ )
m,ﬁﬁt o? all, there are obviously m%ny.p?rfe%ﬂ%{ pligléeghsetﬁ%li%ﬁ?sgl
« operations where we have no obasis 1or believ ual
fl?lgezth?ela)ily committed a crime like stealing property. When a %ogcg
man goes out in Central Park, dressed like a little old lady and ge 3
mugged, he may get mugged by & new mugger or an experience
mugger.’ I hope the city of New York will arrest and prosecute 1n
either event. . e s
s true even when you think about it in a hijacking stng
tyg‘eh %S:Fgflé; Tt would be nice to pretend that the hij acked‘g(%gds
have already been hijacked at the time that we set up _oui3 s tng
operation, but we run the sting operation—we ran the one in Bos 01%
for about 18 months. The fact of the matter is, people are gomﬁ 21111
and hijacking goods, and then bringing them to us, knowing all the
eV tions'where
", erLING. May I ask you, are there any such operations
t‘,htlavI II*‘BSIE;iI;st put the s%rolen goods: in. the hands of the individual who
C in later? : . . ‘ .
wrll\n{er.l anI;XSMANN. No. No operation that I know of, including this
onl?/.lr SpiBERLING. Yet that's Whlat'the F%Ibq%i in this case, ap-
ently, i ine to get individuals to accept bribes. ==~ |
paﬁ?ﬂ ’1}3?{1\2?132% Th%re is .o major difference, Mr. Seiberling, and
that is we have no agent going out and making contact, and I am gonﬁg
to drift off in the general, becuase I don’t want to talk about t 2
Abscam investigatios.. I know of no case where an agent has gon?dog
and tried to persuade a political figure to take a bribe, which would be
the equivalent of trying to persuade him to take stolen goods. .
Havine said that, I am a little bit worried about 1t, because there
is & 1'epox?ted case, affirmed without any difficulty by the courts, Sé)zng-
thine called United States v. Santont, where an agent did offer a l ate
legislator money, having reason to believe that the State legislator
eviously solicited money. . o
ha%lg; :Egzllltsigrn that I think—the reason that I think you are plcmilrmg
a situation, Mr. Seiberling, that doesn’t correspond to what we tq,ve
in mind is that we have Federal agents going out and contac ing
individuals and not connected in any way with the Federal Go{rel}rll-
ment. and with their friends and associates who deal for them, and who
are themselves not connected in any way with the Federal Govern-
duct these operations. ' ' .
mtﬁa[lfltx’avzogrc:l talking alI:))out——if we have an organized crime operation,
where a big organized crime figuie s in the business of demanding
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kickbacks, and if everybody knows that, and if he has friends and
associates who go out, who radiate out from him and ask for kickbacks
which eventually go to him, our contact with those friends and associ-
ates is not forcing kickbacks on the organized crime figure.

It is only if the agent goes there and does a lot of fancy talking,
somebody will be responsible for it, if they go and do a lot of fancy
talking and inducing. Then you've got a situation like the one you
described where stolen goods are put into somebody’s hands.

We don’t have a situation where we have any agents doing a lot of
fancy talking and convincing.

Mr. SersErRLING. My time has expired.

Mr. Epwarps. The gentleman from Massachusetts, Mr. Drinan.

Mzr. DriNAN. Thank you, Mr. Chairman.

I'd like to explore the concept of middlemen. These are these very
mysterious characters, and the head of the I'BI himself says:

“The middlemen, of course, are not under our control.” Yet he has
total control of this total operation. Well, who are these middlemen?
Are they informants? Are they paid?

The Director also says that the middlemen, of course, do not know
that they are dealing with the FBI. Well, where do these middlemen
come from, and how accurate is their information?

Mr. WessTER. Congressman Drinan, I may have slipped into using
the word middleman just as

Mr. DrinaN, It’s crucial in your testimony.

Mr. WeBsTER. Yes. I've used it. I'll sta,ncfr by it.

Mr. DrivaN. It's very vague, and it makes me alarmed about the
whole program, when you shifted the focus from informants to middle-
men. Who are these middlemen?

Mr. WessTER. I'll be glad to answer that. I'd say the use of the
middlemen may create, as it has with you, a different perception than
we have of what this person is.

Very simply, the middleman is a subject of investigation, a target
of prosecution. In the Abscam case, we started in stolen artwork.
That investigation has already yielded over $1 million in actual recov-
eries. It took us through a chain, the same pecple who were bringing
us thieves became involved in bringing us influence, people who were
willing to sell their office.

Now, whether it's a city or State—and we did, we followed it
through. Corruption at the municipal level, and then at the State
level, and then finally the same people who were the subject of our
investigation.

Mr. DriNAN. These are the middlemen?

Mr. WeBsTER. The middlemen.

thM‘}" Drinan. Why are they the middlemen? Between whom are
ey

Mr. WessteER. They are the influence peddlers, those who make it
their business to deal with Congressmen willing to sell their office.

Mr. DrinaN, These are the crooks that you are after originally,
and now the whole thing has gotten away from art, and into politi-
cians, so you have taken the middlemen, who are allegedly crooks,
known. crooks, and you accept their information about Congressmen.
Is that what you are saying?

Mr. WeBSTER. I'm saying that in the criminal world many of our
informants have been living criminal lives, but that does not take
away the reliability of their information.

83~566 0 ~ 81 - 11
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It is only by getting close to these that we can reach beyond the
streets and get out to the place where the influence and the other
illegality is taking place. ' o

Mr. Drinan., Well, do the middlemen graduate into informers? I'm
still confused about the middlemen. . _

Mr. Wesster. No, no. They do not graduate into informants.
We occasionally have informants who lead us to middlemen, but the
middleman—Iet’s just call him the subject of investigation.

Mr. Drinan. All right, he’s the suspect, and all of o sudden now,
he’s the one that's leading you away from art theft into alleged political
corruption, and you rely upon them, when you say they are not under
your control at all? ' _

Mr. Wesster. He doesn’t know that he’s dealing with the FBI
or law enforcement agency. He believes he’s dealing with somebody
he either can ripoff or can take money from in a criminal sense.

Mr. Drinan. And who decides now on the predisposition, the
question earlier that Mr. Rodino asked, that really wasn’t answered?
"The middleman comes to one of your informants or agent, and says,
“I think this public official has a predisposition.” Someone at the
Department ofp Justice or the FBI has to sit in judgment and say,
“Yeah, we believe this middleman and we're going to move on this.”

Now by what norm is that made? .

Mr. WessteR. He doesn’t ordinarily say somebody has a predis-
position. He’s probably a little more candid about that. He's apt to
represent to us that he is in his pocket or he is in his stable, or that he
is known to have done this for some period of time, or he can be had.

There are a variety of ways that these things are expressed in cri-
minal terminology by one criminal dealing with someone that he
thinks is equally unsavory. So that we have the information. Then
within the time constraints that we have, we can run our own check
and see whether there is any reason to believe it’s reliable or not
reliable. And we do this.

We don’t go out in the neighborhood and ask, ‘What's the general
reputation of that person?’ But we see whether there is any basis for
it. o

In the particular case, you in part demonstrate your reliability by
producing, and these people produced, and they produced undezr
circumstances that a court can adjudicate in the future, and I don’t
think we should talk about that. . . .

We try within the guidelines that we have and in the point of time
in which someone, some new person, is coming into the conspiracy
or coming into the plan or the deal, to make sure before we cause him
to commit an act which he would not otherwise commit, such as the
acceptance of a bribe, to understand in the clearest of terms what is
happening, and to make them elicit the promises in exchange for the
office and the influence of the office, before any money passes.

Mr. Drinan. Well, Mr. Webster, that's not a very satisfactory
conclusion, but before my time is up, Prof. Gary Marx of MIT has
written a very thoughtful article that the Members have here, where
he gives evidence that undercover operations actually increase crime.

He has statistics here where there is a stimulant for theft from the
sting operation, and where in one instance the DEA paid up to $400
over the ongoing price per ounce of .¢ocaine, and that apparently
increased the traffic in cocaine.

A T . >
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Would you like to make any observation on the evidence—and I
think it’s growing evidence—that actually the undercover operation
stimulates crime In certain areas?

Mr. WeBsTER. I'm not privy to that article, or the facts that are
set forth in it. Mr. Heymann earlier mentioned that we try not to
create a setting which is unreal to the alleged criminal or person about
to commit & criminal act.

Now, that’s one benchmark of protection that we can take. As I
look at the undercover operations conducted by the Bureau, I see no
basis for saying that these operations contribute to crime.

In the Lobster case, for instance, Operation Lobster in Boston,
where we had such enormous hijacking o% trucks and operations up in
your part of the world, Congressman Drinan, that when we brought
the Operation Lobster down, there wasn’t another hij acking for what
was it, 6 months?

Mr. Heymann. It’s been about 6 mont;,s. ,

Mr. Wesster. It had a very deterring effect on crime.

Mr. Heymany. Could I say a word in response to you, Congressman
Drinan? On your last question, I would suppose that for a period of
time, and we could actually check it; it’s rare, but we could probably
check this—I would suppose that for a period of time there were
fractionally more hijackings in Boston because we were buying goods
and they didn’t have to take them to New York, and then a very
substantial reduction te nothing thereafter.

The total effect would be a substantial reduction in hij acking.

On your question to Judge Webster on who finds predisposition, I
think the answer is that though we will try to check before an offer
is made to anyone, there is no requirement that we find predisposition
in advance of making an offer in any undercover operation. Now we
are not talking about political as opposed to something else, and the
reason for that is because the only harm that the recipient of the offer
is exposed to is the harm of being made an illicit offer.

Now I don’t mean to say that’s nothing, because it has serious
consequences. You don’t know how you would react, you don’t know
whether you would call the police or not. It is difficult, but the harm
is not & harm like having your house searched or your phone listened
to, or being called to give testimony.

The only harm is that someone makes you an illicit offer, and for
that reason, the courts have never required us to find in advance
predisposition. And although, as Judge Webster said, we ought to try
and we will try, there are situations in which we can’t—1I think you

eople would agree we should not—if we are running an undercover
Equor operation in Iowa and a crook of unknown reliability, of unre-
liability, comes up to us and says, “There is a police captain here who
wants to sell you protection.” I think that we ought to say, “Bring in
the police captain.”

N?)w, that doesn’t mean to do anything except that if a crook says
to us, a crook totally unreliable says, “A police captain wants to sell
protection, he regularly sells protection to bars here,” I think we
ought to say, “Bring him in.”

ut we ought to make sure then that the transaction is unequivo-
cally clear, and if he tries to sell protection, arrest him.

Mr. Epwarps. Your time has expired.
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The gentleman from Missouri, Mr. Volkmer?

Mr. Vorkmur. Thank you, Mr. Chairman. I'd like to get back to
that subject that the gentleman from Wisconsin and I discussed, and
I think it is very important to us to make a decision on 1t eventually,
and I believe you mentioned, Director Webster, that without the
$4.8 million for fiscal 1981, you would not be able to continue some of
your operations, and they had to be prematurely terminated. _

Now I am not going to ask you specifically as to any specific
operations, but what I want to know is, is the increase meant to
contirlllue only on existing operations, or also to start up new operations
as well?

Mr. WessTER. We have & number of proposals for new operations
that have gone through or have been going through the Undercover
Activity Review Committee process. The operations are not static,
they do close down, and new ones are started as we go along.

The 15 I mentioned were those that we terminated in order to stay
within, as best we could, our financial constraints, and we did exceed
the $3 million by—I think it’s $310,000.

Mr. VorxmER. Well, this has been approved by the Budget Office;
is that correct?

Mr. WessTeR. By our Budget Office?

Ir. VoLgmer. They have approved this $4.8 million?

Mr. WeBsTER. $4.8 million?

Mr. VOLKMER. Y es. :

Mr. WeBstER. Yes; I understand it’s approved, all the way up
through OMB. '

Mr. VoLkMER. So there are a lot of people who agree with us, as I
do, that there is a positive use of these funds in combating crime in
this country, and I just want to tell you right now that I am in support
of the full amount.

The other thing I’d like to ask about is in the charter, you mentioned
also that during the process of effecting the guidelines In this area, do
you have & timeframe which you feel you will be able to have a final
draft on those guidelines?

‘Mr. WEBSTER. We are coming right along. I would have been
happy—I know Mr. Heymann would have been happy—if we could
have said to you we already have them. We have been working on &
document ’

Mr. VoLkmER. Well, we're still working on the charter, so there is
1o big hurry to get the guidelines.

Mr. WessTER, Well, the reason we are in a hurry is because I have
been trying to bring the Bureau within the charter in every respect,
and when these guidelines are ready, the Attorney General is going to
promulgate them, with or without a charter.

We are very pleased with them. We've got about four or five minor’

areas that didn’t teke something into account, or did take something
into account the wrong way, and we are working it out.
I am very optimistic about it. I am very pleased with the progress.
Mr. VoLkmER. Wiil I be able to receive a copy of those guidelines?
Mr. WessTBR. You are saying when we are finished?
Mr. VorLkmeER. When you are completed. .+
Mz. WeBsSTER. Yes. I don’t think there is anything confidential
in these guidelines, any techniques.
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Mr. HeymMaNN. I think there is no problem there, Mr. Volkmer.

Mr. VorkmEeR. Thank you very much. I yield back the balance of
my time:

Mr. WessTeR. I think you are going to have a chance to look at
these in your oversight responsibility.

Mzr. Epwarps. Mr. Hyde.

Mr. Hype. I thank the chairman for yielding. Very briefly, for a
few seconds, I want to address a comment to Mr. Heymann. Despite
mc'iy first question, I want the record crystal clear that I have total con-
fidence in the competence and the willingness of the Justice Department
to fully and fairly prosecute public corruption cases. Your actions in
the Duiggs case, in the Eilberg case, in the Flood case, indicate to me
that you will prosecute all of these things without fear or favor.

I genuinely am curious about the one case I mentioned earlier, but
I didn’t want to leave the wrong implication. I have total confidence in
the Justice Department.

Mr. Heymann. Thank you, Mr. Hyde.

Mr. Epwarps. The testimony of both the witnesses was very
positive.

From your testimony, Judge Webster and Mr. Heymann, one
would think that all of these operations had worked out beautifully,
and so why don’t you tell us a little bit about an operation or two
that has been a disaster?

For instance, Front Load in New York, how much is that going
to cost the taxpayers?

Mr. WeBsTER. I think it’s alittle bit premature to make assessments
about Front Load. That was an operation that predated the Under-
cover Activity Review Committee. There are circumstances about
that case that lead me to feel that we don’t have too much apologizing
to do for it.

It was an insurance case undercover program designed to discover
fraud in the insurance field. It has a legitimate objective. We en-
countered an errant informant, not an undercover agent, but an
informant, who went off on his own under circumstances that will
be reviewed in the course of litigation, I am sure. If we have not already
briefed the committee, we can certainly do so.

I understand that the first phase of litigation resulted in favor to
the Government. I am quite optimistic that there will not be a major
expense to the Government.

It was unfortunate. It was a good program. It was flawed, and I
believe that under our policy, one that I mentioned in my statement
this morning, that what went wrong there would not have occurred.

Now, Mr. Chairman, I don’t want to represent, and I said we don’t
have perfection in the investigation—I don’t want to represent that
we aren’t going to make some mistakes. It’s a little like the loan busi-
ness; if we don’t make some mistakes, we are really not in business.
But the important thing is that we minimize those mistakes, that you
be satisfied as our oversight committee with the procedures that we
have in place, and that you be satisfied that when we do make mistalkes,
we do something to see that those mistakes don’t recur.

Mr. Epwarps. Well, I believe that the gentleman from Massa-
chusetts put his finger on the problem I don’t think we have resolved
yet, and that is the problem of these free-floating purveyors, middle-
men, or whatever they might be, often of dubious reputation, some-
times hoodlums who, while not working for the FBI, are certainly
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I . ' he
rkine with the FBI, because they are the ones who bring out t
fggds. ’Jég‘hey are the ones who finger people..How‘d.o you control ?ilen%g
What devices do you have for auditing their activities? In ({)uIr ];;) hvg o
conversations, we made it very clear, the chairman anl ; tslxl 2
number of innocent pqgg{e have been damaged very severely by the
g ese middlemen. .

Op’%ﬁfolﬁ:’g a?t%l you are going to do in the ’future about contgollmg
their activities so that other Americans aren’t severely damage ‘i

Mr. WessTER. I guess I would have to put aside the issue o ; tg
damage, because that assessment 1s not in, and.Iﬁdont W?ll(lﬂers
appear to be agreeing to 1t, but I do recognize that uencg,. peS lors ;
those who sometimes reiﬂl%r C{mve the capability and sometime

do a great deal of damage.

COI’i‘lrlré;n’are ah'%ady doing & great deal of damage, and phe};ﬁ are tlllie

eople who cause or induce public officials to sell their othce & d
greach their public trust, and they are the principal menace In O

roboration and collaboration with these who are willing to go along
Wl%}'eﬂgg iigoerested in them as subjects of investigation, and we m:
tend, when we investigate thialm, to develop evidence for their prose
' e do, and we will. . . L
cui%gnéhzn;lxzs;nt that they make representations, you might b}? inter-
ested to know that the executive branch is not immune fronfl t ﬁ samg
types of representations by middlemen as to the amount of In u.en(;‘ °
they peddle, and we investigate the executive branch just as vt%oir
ously as we do legislators whom these people represent are In the
stable. _ -

't think it’s incumbent on us in an undercover operation to
de%n(aigg t;oxllie type of specific proof of prior illegal a,ctlvmyhb%r ttl,lofle
that these people say they have in their stable. I don’t see tha 8;1‘ }? .
That would be inconsistent with the scenario of undercovera “hey
don’t know that they are ge%li.ng with téle FBI. Thf}(r) 1are not under our

thev think they are under our control. . .
001‘1731;;% lin(r);‘ gg tryyto do is identify the con men who are mlsleadén.g
us in the attempt to rip off whatever cover our undercover agent 1s
functioning under, and to deal out those operatives, if they are not n
o in illegal activity. . .
f&(itneltlgg glﬁ)técam cgse, againywithout trying to get into f&CtS'lt(lileil;e
were influence peddlers—and there was a chain of them, onelde )
another, there were others who introduced them. They were nilso gﬁnt-)
sistently not to bring anyone to the undercover agent, u 'essl &1
person was prepared up front to make promises which would in a lega

i their trust. . _
se%sel_eev&glna;ie express it, obviously, to the middlemen in that sense,
but unless they were prepared to make these statements and asgﬁrﬁnces
up front, and to take the money personally, so that there cou c‘t e 'Itl,o
opportunity for the middlemen, or at least minimized opportuni 3;
for the middlemen to mislead the public official as to the purpose o

isit.
t]:laJl\Tto-\:\Irs,‘lin at least one, and maybe two, cases, that’s exactly vts}f.hat
happened. But step two, which we instituted to control the Opezﬁ ion,
was that in our handling of the situation, 1t was made clear to % }nl;
dividuals that it was a criminal activity, or at least an actlvlity W1 licd
that person could not in good conscience articipate in, and he walke
out, and that's exactly what we intended

: H
1. ¢
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So we had two things in place there:

One, don’t bring us anybody who isn’t prepared to be up front with
us; and two, if he comes, then 1t was our purpose and plan to make sure
before any money was passed to that person, that he understood the
criminal nature of the situation and that whole process was monitored
by U.S. attorneys watching the process and in a position to cut it off
if at any time our agent exceeded the bounds we had set for them.

Mr. Epwarps. Well, we will continue to have a dialogue on this sub-
ject of these middlemen. They are of great concern to the subcom-
mittee.

Mr. WessteR. Of course, they are.

Mr. Epwagrps. And I am personally not satisfied that some of them
at least are not out of control and have been triggered by the FBI to
go ondcapers of their own, with the result that innocent people are
mjured. :

My time is up, and I yield to the gentleman from New Jersey.

Chairman Ropivo. Thank you very much for yielding.

Director, I am intrigued by the last satement you made concerning
the so-called middlemen or purveyors. It seems to me that if you review
the statement you made, and I seem to recall it very clearly, you talk
about the middlemen bringing in sumeone who they say is prepared
to engage in criminal conduct, to accept money.

Now I think you ought to reflect on the cases that you have had
before you. If you place that kind of reliance on the statement of the
middleman or the purveyor whose conduct in the past has been ques-
tioned, and whom you say is already under investigation himself, it
seems to me that you are going to a great extent to continue this kind
of an operation. You continue to wonder about whether or not there
might be a leak and an innocent person has been implicated, when
that person is not at all involved.

It seems to me that you have responsible people in the FBI, your
agents, who I think are responsible enough am? expert enough in under-
cover activities to be able to review what that informant has or has not
said about such-and-such a person may be in his pocket, or words to
that effect, as you have saig. Do you engage in this kind of further
review so that the informant who has m&ge this kind of statement to
you, so that what he has had to say is really carefully weighed? Can
1)1rou recite that in the cases that you have conducted, this is what you

ave actually done?

Mr. WessTER. If I understand the chairman’s question, I can cer-
tainly say yes, at various levels, the reliability in the sense of whether
the statement made has a basis sufficient that we would have an obli-
gation to investigate further is assessed.

Now we have for cross-checking available to us within certain time
constraints—depending on how fast the situation is breaking—we do
the best we can. We up the level of approval consistent with the indi-
viduals involved, and the sensitivities involved.

For example, in a number of these instances in Abscam, by both I
and the Assistant Attorney Genersl, we were aware of and approved
the proposals based on the information furnished to us. Those of us
who live in a world of decency, at least among our friends and associ-
ates, sometimes find it hard to assume that anyone who engages in
crime can tell the truth. But when he is telling the information to some-
one who he thinks is in league with him, that is sometimes the way by
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which we get our very best information consistently, in all types; not

just public corruption cases. .
But in other instances, we have some of the most important ones

now that are going through the process, organized crime figures deal-
ing with our undercover agents, and telling us things that are true and
turn out to be true.

So there has to be some investigative judgment call. What Mr.
Heymann pointed out, and what I pointed out, is the nature of the
controls that we have on entrapping innocent people. I can’t guaran-
tee that in an Operation Lobster, or-even a sting operation, some
innocent person isn’t going to walk in the door thinking that this is for
him or have some misapprehension about it. o

I gave you the ground rules that we apply to try to minimize that.
We haven’t the interest or the facilities to keep screening out people
banging on the door, because we haven't taken the precaution to keep
them away. We can’t cbviously inform the influence peddler that we
are the FBI and we don’t want him to bring any innocent people—I
don’t mean to be facetious about that, but we have to carry out the
cover, and the two ground rules are don’t bring us anybody that
isn’t going to be up front with us, and then we take the second ground
rule, which. is to be sure that that’s the case.

Chairman Ropino. That’s why I would like to be convinced that
under your guidelines you are able to say that you now have reason-
able grounds to believe, based on the fact that you have' actually
scrutinized data, not only what the purveyor has said, but what
other information you may have—I would like to be convinced that
it isn’t just the purveyor and some rumors—that the FBI doesn’t go
forward and then engage in this kind of operation, which when
ultimately disclosed and leaked, damages the reputation of innocent

ersons.

P Mr. WeBsTER. No one would like to convince you more than I, Mr.
Chairman. In the course of these proceedings, I do want to emphasize
that in investigations particularly where we are trying to reach beyond
the streets ang go out and reach the areas that all of you have been
telling us to go in, that we are not sitting as a grand jury. We don’t
have to have probable cause, but we do have to have a reasonable
suspicion and move on it.

I know you don’t ask for any more than that, but I hope we will be
able convince you.

Chairman Ropino. That’s all I'm asking for, and if you can convince
me that that’s the way you have been conducting these operations, I
would like to applaud you.

But I would also like to state that if you have undertoksn to go
beyond that, that you have ackpowledgeg there is o mistak:, because
I think that’s the only way we are going to be able to proced, where
mistakes are made and acknowledged, and that this thing can be a
kind of mutual cooperation, where we understand that you are en-
gaged in doing that which is done responsibly.

Mr. WeBsTER. I heartily concur, Mr. Chairman.

Chairman Robpino. Beyond that, I'd like to ask one further question,
Director, regarding Operation Front Load. The chairman asked you
about the amount of money that might be involved in the event of

damage suits being successfully waged against you.
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Was it not at some time stated b
Y your department—and I can’t
say who by—that there was s thinki it mi it
G(ﬁem‘}Vnenb ool here was ome thinking that it might cost the
I. WEBSTER. I'm unaware of any such statement, I inf
tlll)at one of the five suits have been dismissed. We are vei‘;‘g][rl égngﬁla;%
about those lawsuits. There are a lot of numbers, you know. It onl
;gs;i §2£a‘c§tﬁ% % lawshult, %Illld y%)u can allege as many million dollars
, but we hav '
be:(E,n &ﬁcurate b we | € thus Iar 1n our assessment of the damages
will be glad to brief the chairman on that
Chairman Ropino. Well, thank you veryfin'uch.
Mr. Epwarps. Because of the shortage of the time, we are going to

operate under a brand new rul -mi
Ve Sy ule, a 2-minute rule.

Mr. Hypg. Well, that brin ]
gs up an analogy. Judge Webster, I th
Eveldhp,xae all seen football games on television, angd wished that %11111;
W% ic%x uW%et%g tsllgezczf%ree cé)uld hsltlve thelbeneﬁt of the television replay
ators do, so he could see exactly what h ’
not what h , lor the ersetionst
strfs:rofatheeg zfr};l%l.lght happened on the field, under the emotional
sn’t it true that in criminal cases many ti
_ ' ases, meany times you have to rel
1nf<211:1§1_§mlnts. of dubious reputation, criminals, cog;nspiragorg r‘vax%o(;;
gre 1b1lity 1s easily attacked by defense counsel? Oftentimes y;)u have
0 grant immunity to someone who is involved in the very crime in
or(riIsa}Il'_ to get extrlllder(llcc% sufficient to prosecute.

'S 8lves the detense attorney the opportunity to wax ]
;Lﬁ):}lrlt;l ‘(o)lée ﬁ;lﬁggls;g Eﬁstlmc?n{. All off t}lllese obstac]e}sr are obvialgggflsg
{ not, € videotape of the transactions '
1dent‘ﬁty, .of what exactly was said in the surroundin,trSgil%iiglfz?;cgi
are there for the judge .and for the jury? Isn’t that true?

1\1\/41[1‘. VI_V;EBSTEISI. I believe that’s correct, yes. .

VI, HYDE. Many times in political corruption ca
crime 1s consensual and the activity is conserlfsual, unsde:l"cg\gi‘r%egﬁ
m(ﬁe‘s aﬁlg? about the only method available to you, are they not?
w0 . iaBs_TER. Well, bribery, gambling, prostitution, and other

%?gnsua erimes are very much like adultery, rarely performed in the
puMlc streets, a,nd we have to take an undercover approach.
«d r.lHYDE. I m told that Secretary Stimson some years ago said
0 %n.}, emen don’t read other gentlemen’s mail.” Do you think

18t 1f that were mandated in the FBI Charter that we could cope
mf\l/i pu“?b‘;lc or ofﬁc%[t‘zlll corruption today? P

. WEBSTER. That was in a different time. We
pres%nbe the circumstances, which are rare indeed, irnloyrhic(?ﬁeﬁggﬂ
gfanQuz (;11;%111;& Inlthe foi'lelgn counterintelligence field, those Marquis
Wev%rlﬁve. y rules really will not permit the type of success that
at I would rather focus on are the due '
. rocess issues, to b

g;&t the rule of law does apply, and if the l&wp ermits us to uge c?ecszgr(f
hen as 1%1 means to get at someone so buﬂereg and so insulated that

would not otherwise be found out, that we should be allowed to

do so, subj i : T .
internal ﬂffgdfﬁgewght’ subject to guidelines, and subject to our

Mzr. Hypk. I yield.
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Mr. Epwarps. Mr. Kastenmeier?

Mr. Kastenmerer. Thank you, Mr. Chairman. .

The reason I think these hearings are so important is because
these techniques for which an increased amount of money is sought,
is relatively recent, and it seems by embarking upon them, we need
to know in terms of public policy what we are upon.

Mzr. WeBsTER. Absolutely. .

Mr. KasrenmeIEr. As far as Congress being subject to this, there
is a difference, of course. Partly that suggested by the gentleman
from Ohio. Also the fact that while a number of Members 1n the last
20 years or so in the House and Senate have been prosecuted for crimes
effectively, this is the first time that a Federal investigation has pro-
ceeded through the back door involving a large number of Members
of Congress. Not even in conspiracy, that is not in relation one to
the other, and while, as Mr. Heymann says, he asked rhetorically,
is there anything special about public officials, the answer being no,
except we really do have to treat them differently, he says. I think
correctly, because we have the problem of not necessarily whether
this is or is not an abuse in the Abscain case, but in the future might
this be an abuse in the hands of another Justice Department, where
these decisions have to be made.

I, for example, Mr. Heymann, know that you do have a procedure
which I wonder whether 1s actually followed in each case here. That
is to say the U.S. attorney’s manual mandates in every sensitive
case, a sensitive case involving a public figure, cleared at the top
level, the information to be sent to the Attorney General, to your
office, and to the deputy, and presumably there is a program for
clearance in each case.

Was it actually followed, however, in the Abscam case?

Mr. HeymaNN. I think the answer, Mr. Kastenmeier, is that is was
not formally followed, and the reason for that is that although the
sensitive case reports, which is what we call those, only are made in
five or six or seven copies, I don’t think that we would send arcund in
the Department five, six, or seven copies of any undercover
investigation.

The Attorney General was aware of the Abscam investigation, but
plainly the center of responsibility on the lawyers’ side of the Depart-
ment of Justice was at my level. He was certainly aware of it.

The other people who receive these sensitive case reports are the
Associate Attorney General, who handles the civil side. I assume he
was not aware of it. The Deputy Attorney General, my immediate
boss, he was aware of it.

Mr. KastenmEIER. Well, I asked that question because it was my
information that it was assiduously followed in this case.

Mr. HeymanN. It is not intended to be a protection in the handling
of sensitive cases, Mr. Kastenmeier. If it were, it would raise all the
questions that Mr. Hyde commended us earlier for avoiding. Then
you would way whenever you ahve a political case, it goes shootin
right up to the political levels of the Department to be analyzed an
passed on there. The function of the sensitive case report is to make
sure that the people who are doing appointments, for example—and,
this has come up in one of these cases, not Abscam, but in Brilab,
according to the newspapers—that the people who are doing appoint-
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ments of judges and U.S. attorneys know if there is an ongoing

Investigation in the FBI and the Criminal Division. It is not to be a

i‘ﬁvi}ew for the propriety of the investigative steps or anything like.
at.

Mr. Epwarps. Mr. Seiberling?

Mr. SerserLING. Thank you.

I hope that we will have a subsequent hearing, and perhaps several
sessions, so that we could really explore in depth the nature of the
guidelines the FBI has followed or has not followed, in view of the
fact that this subcommittee has before it the proposed FBI Charter
and must come to some kind of conclusion. I think perhaps it is
fortunate that these questions have arisen before we have approved a
particular legislative recommendation.

I note that in your interview with Mr. Rowan, J udge Webster, you
said this, and this is one of the questions I think we are going to have
to get into much more when we have further hearings. Leaving out the
parenthetical parts, you said: '

. When we have information from a corrupt intermediary who is under inves-
tigation, that he has Mr. So-and-So who wi i i jec
an obligation to follow through that %a%,vggdhﬁipﬁlx% ﬁllgszzléﬁzz;g;g%?g;%i?s Ihg;’::

tell you that we followed every lead when we closed it down. There was nothin g
left in the barrel except what we call scam representations by intermediaries.

I guess the word who has to be in there—

Who want to produce people whose names were being bandied around, but

who had absolutely nothing to do with it
ho mad, abso g ith it, and could not be produced by the

Now, in fact, about half, just taking the Congressmen and basing it
on what we have read in the newspaper, about half of the Congressmen
and Senators who were contacted by intermediaries turned out not to
be leads. They were false leads, they were not correct. They turned
down any improper blandishment.

But I think we are going to have to know in very much more detail
to what extent this statement of a corrupt intermediary, which is your
phrase, is deemed a sufficient basis for an attempt to entice a particular
Eerson Into committing a corrupt act, and we are going to have to

now to what extent you require corroboration and so forth.

I think this applies whether the person is a public official or not.
The only difference is that a public official is constantly being ap-
proached ]Jy people who want help from him, and legitimately so.
And what’s more, he has his reputation, which is everything. If his
reputation is beclouded, he is dead politically, and that’s, o course,
true of a lot of people who are not public officials. Their reputation is
allimportant. So I do think that we have got to know what checks
there are on the use of corrupt intermediaries, which is your phrase,
to make sure that they do not put a cloud over the reputation of a
person who is not in fact going to be predisposed, as you have said.

I have used up my time, I see, but perhaps the chairman will let
you respond.

Mr. WesstER. We'll be happy to explore that, and M. Heymann
wants to add a postscript to what I say, but I, too, believe, and I
believe that most Members of Congress and most public officials be-
lieve with me, that those people are out there, they are hovering
around the offices of public trust, and that we do a service when our
leads from other sources take us in this direction and we follow it.
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I want you to be satisfied with the guidelines that are in place, but
I think we both have a cummon interest in seeing what we can do to
get those people away from our institutions.

Mr. SeiBerLING. Well, as we have seen, honest officials do have
sensitivity, and when they smell a rat, they are inclined to say, ‘“This
is the end, I won’t have anything more to do with it.” It does bother
me, and I think it bothers all of us, that the Government itself would
be putting public officials in a position where they have to demon-
strate under circumstances where they are not even aware that they
are being tricked, they are not even aware that there is some kind of
investigation going on, they have to affirmatively demonstrate their
bonafides, and I think that raises some questions about the ability of
our system to function that are very, very profound, and need to be
carefully handled.

This isn’t a simple thing. I sympathize with your problem, and I
want to see every corrupt instance brought to light and squelched, but
at the same time the mass of people and the mass of politicians, I
think are honest, and the progle‘m of finding how to find out the
crooks and still not prejudice the honest ones is a very difficult one,
and we need to pursue it more.

Mr. Epwarps. Mr..Drinan?

Mr. DrinaN. Thank you, Mr. Chairman.

There has emerged from this conference the shadowy world of
middlemen. They are the new characters in Abscam now, and the
are corrupt intermediaries, and I have a lot of trouble with their moti-
vation. We learned the ground rule. You say to the middleman,
“Don’t bring in anybody unless he is prepared to take money,” and
in 50 percent of the cases, the middlemen are wrong.

Were the middlemen told that they were going to aﬁpear on tele-
vision, that they are going to be a feature in the trials that are forth-
coming? It seems to me that you owe a lot to these middlemen.

Furthermore, did they get compensation? Did they get promises of
immunity for prosecution? What is their motivation, whew you say,
“Go out there and get somebody who will come in and commit a
crime on television”? Who are these middlemen?

Mr. WEBSTER. I have to take issue with just about everything
you said. [Laughter.]

They are subjects of investigation. We did not ask them to go out
and bring us in people. We set a situation in which the undercover
agent represented that he was interested in buying favors. As far
as knowing that they are going to be on television, of course, they
don’t know they are on television. That is the part of the investigative
technique that we are using to build a case against them, and anyone
who conspires with them to violate the law.

Mr. DrinaN. Well, sir, will they be immune from prosecution?
Suppose now that the name of this corrupt intermediary comes out
in the instance of a Congressman who is vindicated, and his reputation
has been damaged. Does he have a right to find out who this character
was, the influence peddler, this faceless accuser, this corrupt inter-
mediary? Does be have the right to find out who he is and why he
brought him into the situation on W Street?

Mr. WessTER. That’s a prosecutive discretion matter. I am looking
for no immunity, but I will turn it over to Mr. Heymann.
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Mr. HeymanN. I think certainly anyone who fits all those ad-
jectives ought to be prosecuted. [Laughter.]

Mr. DriNaN. Then how many are you going to prosecute?

Mr.. HeymanN. The answer, of course, Congressman Drinan, is
these people are, as Judge Webster said, just as much subjects of
investigation and likely targets of investigation as anyone else.

The fact of the matter is in any investigation, we make deals or
arrangements among the possible defendants in order to strengthen
our case with witnesses. We are likely in any investigation, political,
nonpolitical, anything that involves a number of people, to prosecute
some and not prosecute others.

Some of the people you are describing as middlemen—that was
originally my term—will undoubtedly be prosecuted. Others will
not. It’s a standard arrangement.

I would like to take the opportunity to say one thing that goes to,
in 8 very narrow and careful way, the question Chairman Rodino and
Mr. Seiberling and maybe you, Father Drinan, have raised.

If we are running Operation Lobster and somebody comes to us and
says that somebody is a hijacker and a crook and no good, unreliable
in 1 million ways, and he says, believing that we are crooks and fences,
says, ‘“‘Should I tell John Jones about this? I think he is in the hi-
jacking business.”

Our answer, Mr. Seiberling, in particular, is that we ought to say
yes, even though the person who said to us, I think John Jones is in
the hijacking business,” wasn’t certain, and is generally unreliable,
but we ought to say to him, ‘“Yeah, tell John Jones about this.”

Sure, there is some risk that John Jones will go out and hijack a
truck just because he knows about our fencing operation, but that is a
very small risk, and that leads me to the fo]%ow'mg very narrow, but
perhaps very important, point:

At the moment we say, ‘“Yes, go out and tell John Jones about it,”
‘we don’t have much basis for believing that John Jones is indeed a
hijacker of trucks. At the moment—and this difference in time is very
important—at the moment that John Jones arrives with a truck at the
warehouse, we have a very good reason to believe he is a hijacker, and
let me explain very precisely why. We have been put onto John Jones
by somebody who wants to keep doing business with us, and who
gbvmusly has a relationship that he wants to maintain with John

ones.

If we are simply careful enough to say the transaction here is going

to be absolutely plain, clear, and incontrovertible, we are going to pay
money for a hijacked load of goods, this con man, this nameless
informer, this man who has no basis for credibility otherwise,, sud-
denly has high stakes in not bringing in John Jones unless John Jones
really is prepared to sell a truckload of goods for cash. He doesn’t
want to disrupt his relationship with us by bringing in somebody who
isn’t a hijacker or isn’t selling the goods. He doesn’t want to embarrass
John Jones and disrupt his relationship with John Jones by bringing
him into a place where we are going to say, “OK, now, we are going to
take the goods, you get the cash.” These are stolen goods.
_ By the time that man pushes the bell on our warehouse door, there
1s every reason to believe that John Jones is indeed a hijacker. At the
time we said, ‘“Sure, go ahead and make the offer to John Jones,” the
evidence may have been very thin.
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Thank you.

Mr. Drivan. Thank you, Mr. Chairman.

Mr. Epwagrps. Mr. Volkmer?

Mr. VoukMeR. Thank you, Mr. Chairman.

I’d like to continue a little bit and then go to something else I was
going to start with, because this is one of the things I wanted to bring

up.

pI think there is & major misunderstanding by some members of the
committee as to how the middleman, as he is called here, actually
operates, and that misunderstanding seems to be that they view the
middleman as an operative of the ¥BI which he definitely is not. If
we look at it, let’s say—correct me if I am wrong—as I understand it,
a procedure, take the Lobster case or Abscam or anything else. What
we have is a knowledge there is crime—criminal influence peddling
or something going on, and then we can know people who are in the
business. The FBI then sets up an operation, unknown to those people
who are the middlemen as being FBI agents. Is that correct?

Mr. WessTeR. That’s correct.

Mr. VorkmER. If they ever became known &s FBI men, that blows
the whole thing, of course.

Mr. WessTER. That's correct.

Mr. VorxMeRr. It is necessary, then, in the operation, to keep them
from becoming suspicious; right?

Mr. WessTER. 'That’s correct.

Mr. VorkMEeR. So if you started saying to them, “No, don’t go see
him, we don’t want you to see him, because he might be all right,”
immediately the middleman is going to say, ‘What's going on here?”
Is that correct?

Mr. WessteR. That’s correct.

Mr. VoLEMER. So, you of necessity, have to tell him, ‘“Well, that’s
a pretty good idea. Why don’t you go ahead?’ Because especially if
he’s already brought in others; correct?

Mr. WessteER. That's right.

Mr. VorxMEeR. I think we have to understand that. That’s a basic
imperfection in the system, that's a necessary part of the system. Is
that not correct?

Mr. WessTeR. That’s correct.

Mr. Vouxkmer. Father Drinan of Massachusetts previously alluded
to an article by Gary Marx of MIT. I have taken the time also to read
it, and it does point out some imperfections in the system of using
undercover, but also I think we must understand—it’s interesting
reading, by the way—and I don’t think it’s a profound case against
undercover. That’s my own viewpoint. It may be the opposite of the
gentleman from Massachusetts.

I view the question using undercover or not using undercover on
the basis that if we don’t use it, there is going to be many, many major
criminals, crimes, going undetected and unprosecuted; is that not
correct?

Mr. WesstER. That’s correct.

Mr. VorxkmER. So if we would shut it down, all these things that
have been done in the past against crime would no longer be done?

Mr. WessTER. That's correct.

Mr. VoukMmER. Let me ask you this. Do you envision actually how
you would be able to catch some thieves? Take the Lobster operation.

1711

Do you think the FBI operators could walk int isti i
. . < Into_an existing fencing
ggglaétlf%i :é]}?d be able to gather evidence against those who are selling
r. Wesster. It would be most improbable.

Mr, Vovkmer. Walk in cold, you've got a suspicion, somebody has
tol(% you about it, you’ve got a reasonable ground to believe it.
frog:’?\/IJuSt b}&laen tll;ancIleg a éuife that my time is up. The gentleman

assachusetts, I timed him at i j
sonlnd o achusetts, at 6 minutes and 15 seconds, I just

Thank you, Mr. Director. My time is up.

\
\

Mr. WessTER. I hope we won’t %o back to the days, Mr. Chair- -

man, when our agents walked into
[L&Mugh%r']
r. Epwarps. Mr. Director, wh
over drank. Taghter] , when I was an &ggnt, that’s all we
%)/I}f Rodino?
hairman Ropivo. I just want to say thank you, but I will b
I(J)Ok%ng; forward to scrutinizing those guidelines, ygrur work rules ang
I'd like to leave this statement with you in parting. ,
. Mr.b Heyr‘nann., I think you ought to consider this, because you
ave been referring all along to Operation Lobster, and some other
sting operations. I can’t, for the life of me, reconcile the kind of opera-
tion where crime already has been committed as against these other
O}Leratlons which were conducted where public officials were involved
Wwhere representations were made by middlemen or purveyors with
the kinds of inducements that we have read about, which would sug-
g?ssé)riglg%e é)atzlsmbl%r ahhgember of Congress could be of help to the
_ se of what some ] bo 1 i b par-
tlcillgr oA one might be able to invest in that par
on’t understand how you could analogize one with the oth
becauge In one case, crimes have been commlgtted or a crime has bezll‘l’
gﬁ;mgiged, o&‘ z,n overt .%ctt;,hh&s been done, where the person who is
repared to commit the crime would have t
accrzl? ting% stolen goolds or hijacking, v6 o sty that he was
at, to me, is a lot different, and that seems to really be the I't
of what bothers me of how yoﬁ proceed with one and }Ir)roceed %1%1?
the other which should have, think, even at the beginning, given you
lots of pause as to the consequences. It’s entirely a different kind of
case. It’s entirely a different kind of setting, and one that is fraught
with so much peril, that I am wondering whether or not it is being
given that careful scrutiny, and that’s what I am hoping that we are
going to be able to resolve as we go on. As I suggested to the chair-
Ié%?ﬁ;ﬁiln;h% it wa,:. well sé)ﬁtefd by the gentleman from Ohio, Mr.
ng—at some time in the future ]
to be aired in executive session.  some of these things may have
Mr. Epwarps. This will conclude today’s hearing. As the chairman
of the full Judiciary Committee suggests, we will continue the subject
at cil future date. We still have a number of questions to ask about
gx;e Ifa;&c())\rrlzra If)p.eralmgna,_ &%}il ai V\;e pi)linted out earlier, undercover
€ 1Included 1n the charter that th ] S
ha%vun&ler fnsidemtion. e subcommittee presently
e thank both Judge Webster and Mr. ' i
ance homs tedas g nd Mr. Heymann for their appear-
Mr, WessTer. Thank you, Mr. Chairman.
[Whereupon, at 12:30 p.m., the hearing was adjourned.]

ars and ordered glasses of milk.
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APPENDIX 3

The changing FBI —
The road |
- to
Abscam

JAMES Q. WILSON

T is inconceivable that J. Edgar

Hoover would ever have investigated members of Congress to
gather evidence for possible prosecution. Hoover's FBI learned a
great deal about congressmen, and may have gone out of its way
to collect more information than it needed, but all this would have
been locked discreetly away, or possibly leaked, most privately, to
a President or attorney general whose taste for gossip Hoover
wished to gratify or whose personal loyalty he wished to assure.
The Bureau’s shrewd cultivation of congressional and White House
opinion, effective for decades, was in time denounced as evidence
that the FBI was “out of control,” immune from effective oversight.
Today, of course, the Bureau is again being criticized, albeit cir-
cumspectly, by various congressmen who complain of the manner
(and possibly also the fact) of its investigation of possible legisla-
tive bribery. Congressmen wonder whether the FBI is Jaunched on
a “vendetta” against its erstwhile allies turned critics. Once again
there are angry mutterings that the Bureau is “out of control,” this
time because it is using its most powerful technique—undercover
operations—to discover whether congressmen are corrupt.
It would be tempting to ascribe the changes in the Bureau's re-
lations with Congress to nothing more than personal pique amplified
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n‘lto organizational vengeance. After years of congressional adula-
tion of.Hoove.r and the FBI, the mood suddenly turned nasty with
fevela.txons of how far the Bureau was prepared to go in using its
investigative powers to maintain political support. Tlie list of
Bur.eal.x excesses is long, familiar, and dismaying; the wrath visited
upon it by several congressional committees combined a proper
outrage at abuse of power with a hint of romance gone sou‘r g or
t:).e .FBII n};)w to turn on those who had turned on'it -woul.d be
git;ci‘iier:utsi sort of thm‘g one might suppose a Hoover-style agency
This is not what has happened. No doubt there are some FBI
agents who are enjoying the sight of congressmen scurrying for
cover, but that was not the motive for “Operation Abscain ”g The
Bt.u'eau has in fact changed, and changed precisely in accor.danc
with the oft-expressed preferences of Congress itself. Congression (;
and other critics complained that the Bureau in the 1960’£s; \vz;s at
only \iiolating the rights of citizens, it was wasting its resources ;::)d
energies on trivial cases and meaningless statistical accomplish
ments. Beginning with Director Clarence Kelley, the Bll:r: -
pledge:d that it would end the abuses and redirect ;ts energies E:ol
more.xmportant matters. This is exactly what has happened
. This rather straightforward explanation is hard for official i’V h
ington to accept, and understandably so. Bureaucracies are not cup.
posed to change, they are only supposed to claim to have cha ]Sul()i‘
It tests the credulity of a trained congressional cynic to bel %elci
that a large, complex, rule-bound organization such as th F(‘)B
would or could execute an about-face. =
NB'ut the FBI if not just any bureaucracy, and never has been
trzﬁt (;o the 1'\1ar.me .Corps, it is probably the most centrally con:
e .o§'gamzz.mon in the federal government. Its agents do not
have civil service or union protection, its disciplinary proced
can be swift and draconian, and despite recent efforts to dewres
frahze %\,\ome decision making, the director himself, or one ofc‘;:"‘
Jmmedxéte subordinates, personally approves an astc;xlislmin ly 1 o
I;Trotpc])rhpn of all the administrative decisions made in theggurz;ie
wgme?:’lsg]:fg;ailo :11:;:1.:::):;3 ::) ins;z:ll dsanitary—napkin dispensers in
nen: ori eau headquarters could not be m
:g:ﬁtls);lr:xo:o::/;l]l:l: ;\;ebs(;er e(;)dor;ed the recommendation. lig:
e 1 or decades about the heavy-handed super-
Z]lls;:):; ;hgerj;cs(;: .;i frOfn heac'.lquarters; though that has beguxlz to
¢ » the visit of an inspection team to an FBI field office con-
inues to instill apprehension bordering on terror in the hearts of
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the local staff. The inspectors sometimes concentrate on the mi-
nutiae at the expense of the important, but whatever its defects,
nit-picking insures that field offices will conform to explicit head-
quarters directives pertaining to observable behavior.

But even for the Bureau, the change ‘n investigative strategy that
culminated in Operation Abscam was no easy matter. For one
thing, much of what the Bureau does is not easily observable and
thus not easily controlled by inspection teams and headquarters
directives. Law enforcement occurs on the street in low-visibility
situations that test the judgment and skill of agents but do not lend
themselves to formal review. Many laws the FBI enforces—particu-
larly those pertaining to consensual crimes such as bribery--place
heavy reliance on the skill and energy of agents and field super-
visers who must find ways of discovering that a crime may have
been committed before they can even begin the process of gather-
ing evidence that might lead to a prosecution. Relations between
an agent and an informant often lie at the heart of the investigative
effort, but these are subtle, complex, and largely unobservable.
Finally, what the Bureau chooses to emphasize is not for it alone
to decide. The policies of the local United States Attorney, who
though nominally an employec of the Justice Department is in
reality often quite autonomous, determine what federal cases will
be accepted for prosecution and thus what kinds of offenses the
local FBI office will emnhasize.

Changing the Bureau

Given these difficulties, the effort to change the investigative
priorities of the Bureau was a protracted, controversial, and difficult
struggle. Several things had to happen: New policies had to be
stated, unconventional investigative techniques had to be autho-
rized, organizational changes had to be made, and new incentives
had to be found.

As is always the case, stating the uew policies was the easiest
thing to do. Attorney General Edwarc: Levi and Director Kelley
pledged that the Bureau would reduce its interest in domestic

security cases, especially of the sort that led to such abuses as’

COINTELPRO, and in the investigation of certain routine crimes
(such as auto theft or small thefts from interstate shipments) that
had for years generated the impressive statistics that Hoover was
fond of reciting. The domesti¢ security cases were constitutionally
and politically vulnerable; the criminal cases that produced evi-
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dence of big workloads but few significant convictions were un-
popular among the street agents. The man ' Kelley brought in to
close down virtually all the domestic security investigations was,
ironically, Neil Welch, then in charge of the Bureau’s Philadelphia
office and later to be in charge of the New York office and of
Operation Abscam. In a matter of months, thousands of security
cases were simply terminated; hundreds of security informants
were let go; domestic security squads in various field offices were
disbanded and their agents assigned to other tasks. New attorney-
general guidelines clarified and narrowed the circumstances under
which such cases could be opened in the future. The number of
FBI informants in organizations thought to constitute a security
risk became so small that it was kept secret in order, presumably,
to avoid encouraging potential subversives with the knowledge that
they were, in effect, free to organize without fear of Bureau sur-
veillance,

Kelley also announced a “quality case program” authorizing each
office to close out pending investigative matters that had little
prosecutive potential and to develop priorities that would direct its
resources toward important cases. Almost overnight, official Bureau
cascloads dropped precipitously, as field offices stopped pretending
that they were investigating (and in some cases, actually stopped
investigating) hundreds of cases—of auto thefts, bank robberies,
and thefts from interstate commerce and from government build-
ings—where the office had no leads, the amounts stolen were small,
or it was believed (rightly or wrongly) that local police depart-
ments could handle the matter.®

Headquarters made clear what it regarded as the “priority” cases
that the field should emphasize: white-collar crime, organized
crime, and foreign counterintelligence. But saying that these were
the priorities, and getting them to be the priorities, were two dif-
ferent things. Permitting field offices to stop reporting on high-
volume, low-value cases did not automatically insure. that the re-
sources thereby saved would be devoted to, say, white-collar
crime. For that to occur, some important organizational changes
had to be made.

The most important of these was to reorganize the field-office
squads. Traditionally, a field office grouped its agent personnel
into squads based on the volrme of reported criminal offenses—
there would be a bank robbery squad, an interstate theft squad,

°® A fuller account of these changes can be found in James Q. Wilson, The In-

vestitats o' s Wacin Manlia 167010
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an auto theft squad, and so on., The?e s:quads reacted to the in-
coming flow of reported crimes by assigning an fagent to each c.ase.
What we now call white-collar crime’ was typically the province
of a single unit—the “accounting squad”—composed, often, of ag’e:nts
with training as accountants, who would handle bank complaxr.lts
of fraud and embezzlement. Occasionally, more complex. ca‘se.s in-
volving fraud would be developed; many. offices had mdlv'lc'lual
agents skilled at detecting and investigating elaborate political,
labor, or business conspiracies. But attention to such matters was
not routinized because the internal structure of a typical field o.ﬂice
was organized around the need to respond to the reports of crimes
submitted by victims. Elaborate conspiracies often produced no
victims aware of their victimization or enriched the participants in
ways that gave no one an incentive to call the FBL Ta.\fpayers ge:n-
erally suffer when bribes are offered and taken, and mnos:?nt 11:1—
vestors may be victimized by land frauds, but either the citizen is
unaware he is a victim or the “victim” was in fact part of the con-
spiracy, drawn in by greed and larcenous intent. .

Again Neil Welch enters the scene. The Philadelphia office was
one of the first to redesign its structure so that most of its squads
had the task, not of responding to victim complaints, but of iden-
tifying (“targeting”) individuals, groups, and organizations .for
intensive scrutiny on the grounds that they were suspected of being
involved in organized crime, major conspi-acies, labor racketeering,
or political corruption. Though almost every FBI field office woulfI
from time to time make cases against corrupt politicians or busi-
nessmen, the cases made in Philadelphia were spectacular for their
number and scope. Judges, state legislators, labor leaders, business-
men, police officers, and government officials were :ndicted and
convicted. The more indictments that were 1 anded down, the more
nervous accomplices, frightened associates, or knowledgeable re-
porters would come forward to volunteer more information that
spurred further investigations. .

During the period when Welch and the Philadelphia office were
making headlines (roughly, 1975 to 1977), the rest of the Bureau
was watching and waiting. Experienced FBI officials knew that
under the Hoover regime, the only safe rule was “never do any-
thing for the first time.” Taking the initiative could result ix:n rapid
promotions but it could also lead to immediate disgrace; innova-

tion was risky. What if the allies of the powerful people "being

indicted (c1.L was Speaker of the Pennsylvania House of Repre-
sentatives) complained? Hoover had usually rebuffed sqch com-
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- plaints, but you could never be certain. More important, how would

Bureau headquarters react to the fact that the number of cases
being handled in Philadelphia had dropped owing to the reassign-
ment of agents from the regular high-vo]umi: squads to the new
“target” squads? In the past, resources—money, manpower—were
given to field offices that had high and rising caseloads, not to
ones with declining statistics. .

Kelley’s response was clear—he increased the number of agents
assigned to Philadelphia and gave Welch even more important re-
sponsibilities (it was at this time that Welch was brought to head-
quarters to oversee the winding down of the domestic security
program). There were still many issues to resolve and many appre-
hensive supervisors to reassure, but the momentum was growing:
More and more field offices began to reorganize to give structural
effect to the priority-case program, and thus to an aggressive stance
regarding white-collar crime.

Emphasizing priority offenses

)

The incentives to comply with the empliasis on priority offenses
came from within and without the Bureau. Inside, the management
information system was revised so that investigations and convic-
tions were now classified by quality as well as number. The crimi-
nal offenses for which the FBI had investigative responsibility were
grouped into high- and low-priority categories, and individual
offenses within these categories were further classified by the de-
gree of seriousness of the behavior under investigation (for exam-
ple, thefts were classified by the amount stolen). It is far from clear
that the statistics generated were used in any systematic way by
Bureau headquarters—in the FBI as in many government agencies,
such data are often perceived as a “numbers game” to be played
and then forgotten—but at the very least these statistics reinforced
the message repeated over and over again in the statements of the
director, first Kelley and then William H. Webster: Go after white-
collar and organized crime.

Outside the Bureau, key congressmen were pressing hard in the
same direction. Nowhere was this pressure greater than in the
chambers of the Subcommittee on Civil and Constitutional Rights
of the House Judiciary Committee, chaired by Congressman Don
Edwards of California—who. had once been, briefly, a member of
the FBI. This Subcommittee had become one of the centers of
congressional attacks on the Bureau. Kelley and Webster spent

xxxxx
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hours answering questions put by its members, who included in
addition to Chairman Edwards, Elizabeth Holtzman of New York
and Robert Drinan of Massachusetts. The attack on the FBI's per-
formance began with criticism of the domestic security programs,
but came to include criticisms of the Bureau’s weaknesses in the
area of white-collar crime. This latter concern reflected, in part,
the Subcommittee members’ genuine conviction that white-collar
offenses were serious matters. But it also reflected the Subcommittee
members® suspicion that the FBI was “soft” on “establishment”
crimes while being excessively preoccupied with subversion, and
thus inclined merely to go through the motions when investigating
the former and to put its heart and resources into inquiries re-
garding the latter. Thus, getting the Bureau to emphasize white-
collar crimes was not only good in itself, it was a way, the Sub-
committee seemed to think, of keeping it out of domestic security
work.

In 1977, staff members of the Subcommittee toured various FBI
field offices and spoke as well to several U.S. Attorneys. Their report
sharply criticized the FBI for continuing to devote manpower to
street crimes such as bank robberies and hijacking—all of whick, in
the opinion of the staff, could better be handled by the local police.
In some cases, the staff claimed, the FBI's idea of white-collar
crime was welfare cheating and other examples of individual, and
presumably small-scale, frauds against the government. The staff
Jamented the “reluctance on the part of FBI personnel, particularly
at the supervisory level, to get involved in more complex investiga-
tions that.may require significant allocation of manpower for long
periods of time.” And the report criticized the field offices for not
mounting more undercover operations.

Whatever shortcomings the FBI may have, indifference to con-
gressional opinion has never been one of\.\t\hem. The pressure inside
the Bureau to develop major white-collar-crime cases mounted.
The Bureau had always thoroughly investigated reported violations
of federal law whatever the color of the collar worn by the suspects.
Businessmen, politicians, and labor leaders had been sent to prison
as a result of FBI inquiries. But most of these cases arose out of a
complaint to the Bureau by a victim, followed by FBI interviews
of suspects and an analysis of documents. Sometimes wiretaps were
employed. The number, scope, and success of such investigations
depended crucially on the skill and patience of the agents work-
ing a case. One legendary FBI agent in Boston was personally re-
sponsible for making several major corruption cases as a result of

o7
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his tenacity, his ability to win the confidence of reluctant witnesses
.and accomplices, and his knowledge of complex financial transac-
tions. But finding or producing large numbers of such agents is
difficult at best. Far easier would be the development of investiga-
Jtive techniques that could generate reliable evidence in large
amounts without having to depend solely on an agent’s ability to

flip” a suspect, who then would have to testify in court against his
former collaborators.

Undercover operations

: L
1 -
One such method was the undercover operation. Narcotics agents

in the Drug Enforcement Administration and in local police de-
partments had always relied extensively on undercover agents
buying illegal drugs in order to produce evidence. Traditio;:ally
however, the FBI had shied away from these methods. Hoover had,
rgsisted any techniques that risked compromising an agent by
placing him in situations where he could be exposed to c‘adverse
publicity or tempted to accept bribes. Hoover knew that public
confidence in FBI agents was the Bureaus principal investigative
resource and that confidence should not be jeopardized by hc;ving
agents appear as anything other than well—groofued, “young execu-
t'ive” individuals with an impeccable reputation for integrity. From
time to time, an agent would pose as a purchaser of stolen goods

b.ut these were usually short-lived operations with limited objec:
tives. For most purposes, the FBI relied on informants—persons
with knowledge of or connections in the underworld—to provide
leads that could then, by conventional investigative techniques, be

converted into evidence admissible in court in ways that -did’not

compromise the informant.

The FBI's reliance on informants rather than undercover agents
h?d, of course, its own costs. An informant was not easily controlled
his motives often made him want to use the FBI for personal gaiI;
or revenge against rivals, and either he would not testify in court
at all or his testimony would be vulnerable to attacks from defense
attorneys. Moreover, it is one thing to find informants amone bank
rf)bbers, jewel thieves, and gamblers with organized crime cimnec—
tions; it is something else again to find informants among high-level
politicians, business executives, and labor leaders. An undercover
operation came to be seen as a valuable supplement to the infor-
mant system: Though created with the aid of an informant, it could
be staffed by FBI agents posing as thieves, fences, or busi;]essmen,
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carefully monitored by recording equipment, used to develop hard
physical evidence (such as photographs of cash payoffs), and oper-
ated so as to draw in high-level suspects whose world was not
easily penetrated by conventional informants.

In 1974 the Law Enforcement Assistance Administration (LEAA)
began supplying money to make possible the now-famous “Sting”
operations in which stolen property would be purchased from
thieves who thought they were selling to criminal fences. LEAA
insisted initially that a Sting be a joint federal-local operation, al'.ld
so the FBI became partners in these early ventures, thereby acquir-
ing substantial experience in how to mount and execute an under-
cover effort in ways that avoided claims of entrapment. In 1977,
‘the FBI participated in 34 Sting operations. Soon, however,.the re-
quirement of federal participation was relaxed and the Sting l?e-
came almost entirely a state and local venture (albeit often with
LEAA money). After all, most of the persons caught in a Sting were
thieves who had violated state, but not federal, law.

The experience gained and the success enjoyed by the'FBI i.n
the Stings were now put in service of undercover operations di-
rected at the priority crimes—especially white-collar crimes and
racketeering. During fiscal year 1978, the Bureau conducted 132
undercover operations, 36 of which were aimed at white-collar
crime. They produced impressive (and noncontroversial) results,
and led to the indictment of persons operating illegal financial
schemes, trying to defraud the government, engaging in union
extortion, and participating in political corruption.

Each of these operations was authorized and supervised by FBI
headquarters and by the local United States Attorney or by Justice
Department attorneys (or both). Among the issues that were re-
viewed was the need to avoid entrapment. In general, the courts
have allowed undercover operations—such as an agent offering to
~ buy illegal narcotics—as a permissible investigative technique. In
Hampton v. United States, the Supreme Court held in 1976 that
the sale to government agents of heroin supplied to the defendant
by a government informant did not constitute entrapment. Il"l an
earlier case, Justice Potter Stewart tried to formulate a general rule
distinguishing a proper from an improper undercover operation:
“Government agents may engage in conduct that is likely, when
objectively considered, to afford a person ready and willing to com-
mjt the crime an opportunity to do so.” It is noteworthy that this

formulation appeared in a dissenting opinion in which Stewart
o ‘ .ot -* ¢ involved entra ment- thus it
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probably represents the opinion of many justices who take a reason-
ably strict view of what constitutes entrapment. As such, it affords
ample opportunity for undercover operations, especially those, such
as Abscam, in which lawyers can monitir age'nt activity on almost
a continuous basis.

Congress was fully aware that the FBI was expanding its use of
undercover operaticns. The House Appropriations Committee, as .
well as others, were told about these developments—without, of
course, particular cases then in progress being identified. Moreover,
Congres;s by law had to give permission for the Bureau to do certain
things necessary for an undercover operation. These prerequisites
to FBI undercover operations involve the right to lease buildings
or to enter into contracts in ways that do not divulge the fact that
the contracting party or the lessee are government agents, and
that permit advance payment of funds. Indeed, one statute pro-
hibits a» government agency from leasing a building in Washington,
D.C., without a specific appropriation for that purpose having first
been made by-Congress. If that law had been in force, the FBI
would not have been able to lease the Washington house in which
Operation Abscam was conducted.. At the request of the FBI, how-
ever, Congress exempted the Bureau from compliance with statutes
that might have impeded such operations. The proposed FBI Char- .
ter, now before Congress, would specifically authorize undercover
operations and would grant a continuing exemption, whenever
necessary, from the statutes governing contracts and leases.

Though the FBI learned a great deal about undercover opera-
tions by its early participation in Stings, Operation Abscam is not,
strictly speaking, a Sting at all. In a Sting, a store is opened and
the agents declare their willingness to buy merchandise from one
and all. Much of what they buy involves perfectly legitimate sales;
some of what they buy is stolen, and when that is established, the
ground is laid for an arrest. Operation Abscam followed a quite
different route. It resulted from the normal exploitation of an in-
formant who had been useful in locating stolen art works. The
informant apparently indicated that he could put agents in touch
with politicians who were for sale; the agents accepted, and set up
Abscam by having an agent pose as a wealthy Arab interested in
buying political favors to assist his (mythical) business enterprises.
Several important congressmen, or their representatives, were
brought to the house used for Abscam and their negotiations with
the agents recorded. The operation is no different in design from
those used in many other cases that earned praise for the Bureau.




182

THE CHANGING FBI: THE ROAD TO ABSCAM 13

What is different is that in this case congressmen were apparently
involved and the operation was leaked to the press before indict-
ments were issued.

Congress, law enforcement, and the Constitution

For congressmen to be in trouble with the law is nothing new.
During the 95th Congress alone, 13 members or former members
of the House of Representatives were indicted or convicted on
criminal charges. Most if not all of these cases resulted from the
use of conventional investigative methods—typically, a tip to a law
enforcement officer or reporter by a person involved in the offense
(bribery, payroll padding, taking kickbacks) who then testified
‘against the official. Law enforcement in such cases is ordinarily
reactive and thus crucially dependent on the existence and volu-
bility of a disaffected employee, businessman, or accomplice. Oper-
ation Abscam was “proactive”—it created an opportunity for persons
to commit a crime who were (presumably) ready and willing to
do so.

Congress has never complained when such methods were used
against others; quite the contrary, it has explicitly or implicitly
urged--and authorized—their use against others. There is no small
element of hypocrisy in the complaints of some congressmen that
they did not mean a vigorous investigation of white-collar crime to
include them. . i

But it is not all hypocrisy. It is worth discussing how such investi-
gations should be conducted and under what pattern of account-
ability. An unscrupulous President with a complaisant FBI director
could use undercover operations to discredit political enemies, in-
cluding congressmen from a rival party. Hoover was a highly politi-
cal FBI director, but he saw, rightly, that his power would be
greater if he avoided investigations of Congress than if he under-
took them. Clarence Kelley and William H. Webster have been
§ternly nonpartisan directors who would never consider allowing
the Bureau’s powers to be put in service of some rancid political
purpose. But new times bring new men, and in the future we may
again see partisan efforts to use the Bureau. What safeguards can
be installed to prevent schemes to embarrass political enemies by
leaked stories is worth some discussion. 3
. But there is a dilemma here: the more extensive the pattern of
accountability and control, the greater the probability of a leak.
The only sure way to minimize leaks is to minimize the number of
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persons who know something worth leaking. In the case of Opera-
tion Abscam, scores of persons knew what was going on—in part’
because such extensive efforts were made to insure that it was a
lawful and effective investigation. In addition to the dozens of FBI
agents and their supervisors, there were lawyers in the Justice De-*
partment and U.S. Attorneys in New York, Newark, Philadelphia,
and Washington, D.C., together with their staffs, all of whom were
well informed. Any one of them could have leaked. Indeed, given
their partisan sponsorship and what is often their background in
political activism, U.S. Attorneys are especially likely to be sources
of leaks—more so, I should surmise, than FBI agents. If, in order to
prevent abuscs of the Bureau’s investigative powers, we increase the
number of supervisors—to include, for example, members of the
House or Senate ethics committees—we also increase the chances of
leaks (to say nothing of other ways by which such investigations
could be compromised).

In the meantime, the debate will not be helped by complaints
that the Bureau has launched a “vendetta” against Congress or that
it is “out of control.” It is nothing of the kind. It is an organization
that is following out the logic of changes and procedures adopted
to meet the explicit demands of Congress.
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