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Chapter 1 
Introduction 

This report is designed to serve as a reference on matters of security 
and .privacy for all those individuals who may participate, observe, 
assess, or otherwise become involved in the demonstration of Project 
SEARCH or the development of a future system for an interstate ex
change of criminal histories. 
Project;~SEARCH, an acronym for System for. Electronic Analysis and 

Retrieval of Criminal Histories, is funded by the parti~!pating states and 
the Law Enforcement Assistance Admimstration (LEAA). LEAA was 
established in the Department of Justice to administer funds provided· 
under the Omnibus Crime Control and Safe Streets Act of 1968, 82 Stat. 
197. 

The specific objectives of this report are: 
1. To construct a fundamental working document that enumerates 

potential security and privacy problems and presents solutions 
for the guidance of participants in Project SEARCH during the 
demonstration period. 

2. To provide a dynamic framework. of essential elements of 
security and privacy for any future national system which may 
develop as a result of Project SEARCH. 

3. To outline the kinds of security requirements and self-imposed 
disciplines that the participants have, by their own initiative, 
levied tlPon themselves and their colleagues in Project 
SEARCH. 

I. Background 
To develop a proper context for the discu. ssion of security and privacy 

issues, four major background statements are pertinent: 
1. The requirement for a computerized national system for ex

changing criminal history data. 
,2. The system concept being tested by Project SEARCH as a proto

type. 
3. The security and privacy issues relevant to this system. 
4. The Project SEARCH response to these issues. 

The intention in 'this section is to provide a reasonably concise review 
of these four points. 

Requirements for a National ,System 

Criminal justice agencies' frequently- require, in Itlaking decisions 
regarding a suspect or offender, knowledge of his prior involvement 
with the criminal justice system. The specific data needs vary in both 
content and urgency, but the general need is for information about 
prior arrests, court dispositions, and correctional involvements and out
comes. 
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A partial, manual system currently exists that s'-!f>plies some of the 
information needed. Fingerprints submitted to the FBI and to some of 
the states in conjunction with a criminal justice transaction (e.g., arrest 
or incarceration) are used as a basis for recording these transactions on 
a rap sheet. The rap sheets maintained and distributed by state agencies 
and the FBI generally contain complete listings of arrests and prison 
admissions, as these two processes regularly involve fingerprinting. 

The FBI and most state identification bureaus attempt to collect court 
disposition data for inclusion on the rap sheet, which is then available 
for responses to inquiries concerning offenders. 

The manual system suffers in two respects. First, the national system 
is voluntary, with the national coverage fulfilled only by the FBI, in 
performing a service to contributors. The lack of mandatory reporting 
limits file completeness. Second, the elapsed time to obtain the criminal 
history data through the mail is measured in days or weeks in most 
places and is, therefore, not useful in police or court actions which must 
be completed in minutes or hours. 

The specific functional areas requiring timely and complete informa
tion on a national basis are spread throughout the crimina! justice sys
tem. Beginning with law enforcement, for example, in rilOst police 
"on-scene" investigations wher. e possible suspects are involved, the offi
cer requires immediate knowledge of prior record to aid in making 
decisions regarding search, detention, or arrest. 

Given factual knowledge of the occurrence of a crime and that the 
suspect was in the vicinity, the law enforcement officer's aim is to 
obtain sufficient information to determine the extent to which further 
police investigation should be conducted. For this purpose, it is neces
sary to quickly supply the investigator with sufficient data to pursue the 
case in an intelligent manner. Further information about the suspect is 
vital knowledge for the officer charged with arresting the subject; for 
example, does he have a record of violent behavior or of using lethal 
weapons? 

Aside from the value of rapid response in an on-the-scene investiga
tion or imminent arrest situation, a rapid and complete nationwide 
record search would assist the police in proper charge determination. 
It would also support procedures enabling the police to issue a sum
mons, in certain cases, In lieu of a formal arrest and possible detention. 
More complete and timely criminal histories will also help police deter
mine court jurisdictions and make other decisions concerning bail, alert 
them to an arrestee's present criminal justice status (e.g., whether he is 
on release pending trial, or is on probation or parole), and provide 
additional investigative leads and data valuable for effective interroga
tion. 

A prosecuting attorney could benefit by more timely and complete 
data in those cases, for example, where there is a lapse of time between 
arraignment and trial during which the accused has been free on bail 
and has been involved in some other criminal activity. Further, infor
mation on a previous criminal offense commit~ed in another part of the 
country might be received before initial arraignment or grand jury 
proceedings rather than afterwards, as is now often the situation. The 
case of an active, mobile check passer is a good illustration of the kind 
of situation when rapid, access to complete data is likely to be of assist
ance. 
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Probation officers would be materially assisted in evaluating whether 
an offender should be "released on his own recognizance", since rapid 
notification of the nature of an offender's previous record may playa 
principal role in th!s d.etermination. In the absence of adequate i!lfo~ma
tion, a prosecutor IS lIkely to recommend, and a court wIll be Inchned 
to set bail at a "safe" level in order to hold the defendant-often in cases 
where he might well be released pending trial. Indeed a prudent judge 
might have no other choice since he has no knowledge of the defendant 
other than what is presented to him at the bail hearing. He "errs" on 
the safe side of community protection, unless informed. 

In addition, both the probation officer and the court should receive 
timely notice of a probationer's arrest for a new offense, since the arrest 
usually requires reconsideration by the court of. the probationer's pro
gram or status. Similarly, parole office~s and corr~c~ion officials are 
directly concerned when a parolee commIts a ~ew crtmInal a.ctj any, ~ew 
arrest while on parole-whether felony or mIsdemeanor-Is sufficIe~t 
reason for review of the parolee'S program and may be cause for hIS 
return to the penal institution. 

To satisfy these needs, an improved system would have to have the 
complete data available only through a national system: Local criminal 
justice agencies serve limited population and geographI~ areas; but the 
population is increasingly mobile. Although a large polIce agency.may 
contain the criminal records of 1,000,000 individuals and a medmm
sized agency may hold records of only 7,000 individuals, both records 
systems are affected by criminal mobility. 

A study in New York State demonstrated the extent and consequence 
of this mobility. In one large up-state city, almost 30 percent of the 
persons who have been arrested one or more times for fingerprintable 
offenses have arrest records in other juri.sdictions wit~in the state. T.he 
problem is even more acute for chrome offenders; In the ~ame CIty 
approximately 55 percent of persons arrested two or more times have 
records in other in-state jurisdictions. For the state as a whole, the 
respective percentages for the "average" jurisdiction are 29 percent ~nd 
47 percent. Although the percentages n;tay decrease as t~<: ge?grap~Ical 
area is increased, there is still a substantIal degree of mobIlIty In regIOnal 
and national terms. 

There are many other situations i? car~yi~g. out cr~m~nal j~stic.e 
functions that could benefit by th.e rarld ~vaIlab~lity of cr~mInal hIstory 
information. A complete analysIs 0 thIS reqUIrement IS beyond the 
scope of this report. It is clear that a system is required that will provide 
a means of determining the natur<: ?f rrior. ~riminal involvement, in 
time to be useful for some of the crttlca deCISIOns related to arrest and 
prosecution. 

Project Search as a Prototype 

These operational factors have led to the conclus!on that a ~ational 
system is necessary, and thadt must be c?mputer-asslsted to achIeve. the 
needed responsiveness. The need for ~hIS s,ystem h~s ?een recogmzed 
for some time. For example, the PresIdent s CommISSIOn on Law En~ 
forcement and the Administration of Justice spoke of the need for "an 
integrated national information system". Specifically, the Commission 
recommended that "there should be a national law enforcement direc-
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tory that records an individual's arrest for serious crimes,. the d~sp.osi
tion of each case and all subsequent formal contacts wIth crlmmal 
justice agencies related to those arrests". 

Project SEARCH was begun in JulY' of 1969, with 10 states * par
ticipating. The main goals of Pro1ect SEARCH are to: 

• Evaluate the technical feasibility and operational utility of a coop
erative interstate transference of criminal history data. 

• Demonstrate the capability to automate state-collected criminal 
statistics for retrieval by selected state and federal agencies. 

The system concept is based on the maintenance of individual state
held files and the existence of a central index, directly accessible by users 
in each state and containing summary data on each state-held file. The 
central index will respond to an inquiring terminal by providing per
sonal descriptors and identifying numbers, an abbreviated criminal pro
file, and the name of the state or agency holding the full criminal history 
record (Agency of Record). The requesting state may then: directly 
access the desired file from the Agency of Record. 

The system concept also contemplates that when a transaction takes 
place between an offender anc.V an agency in a state other than the 
Agency of Record, that state becomes the Agency of Record, the crimi
nal history file is transferred from the previous Agency of Record, the 
file is updated, and the central index is updated to reflect these changes. 

The full criminal history files maintained by the Agency of Record 
will include a set of required data plus other optional data required for 
internal stfl:te use. Th~ rec?r~ed data includes a minimum set of pe~
sonal descrIptors and IdentifYIng numbers, and a record of each CrImI
nal justice transaction between the offender and the involved criminal 
justice agencies. These transactions (for felonies or gross misdemeclnors) 
may include information on and outcomes of arrest, pre-trial hearing, 
trial, sentencing, and correction including probation7parole. 

The central index, containing a count of arrests and convictions by 
major offense category, is designed to be sufficient for answering inqUI
ries by officers in the field needing a quick response as to whether or 
not a person was in the system (has a prior record) and some brief 
indication of prior offenses. The index "points" to a state file which is 
designed primarily to allow other less urgent needs to be satisfied. The 
state file indicates dates and agencies where the subject has had prior 
involvement with the criminal justice system, thereby allowing a more 
refined "pointer" for obtaining further information. 

The intent is that the criminal summary contained in the central 
index could satisfy over half of the inquiries, avoiding the second in
quiry to a state. The state inquiry should then satisfy a major portion 
of the remaining needs, minimizing the effort required in contacting 
numerous local agencies for more detail on the offender. 

To test the feasibility of this system concept, a prototype is being 
constructed. Seven of the ten SEARCH states are each converting ap
proximately 10,000 criminal histories for lo~ading into the central index, 
and also creating the more detailed compuferized file in their own state. 

The Project SEARCH system is designed so as to permit remote 
terminal access only by personnel of government criminal justice agen
cies, for purposes associated with official criminal justice functions .. 
'" Arizona, California, Connecticut. Floridll. J\iarylancl, l\lichigan, ,l\1innesota, New York, 'J'exlls, 

and Washington. Colorado, Illinois, New ]erse". Ohio. Ilnd Pcnnsylvania howe als() been 
dcsignated as "official ohserver states". . 
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The prototype system will be demonstrated during July and August 
of 1970. An evaluation period will follow, and recommendations will be 
~ade rega~din& the feasible development of an ongoing, fully opera
tIOnal, natIOnWIde system. 

Security and Privacy Issues 

It is essential to clearly and carefully identify the specific issues 
related to system security and rights of personal privacy that should 
properly be associated with the design and operation of a nationwide 
system for access to criminal history data. The logical and rational 
~ev~l?pmen! of proce~ures wh~ch eD:sur~ ~ reasonable protection of 
mdlvldual rIghts of prIvacy, whIle mamtammg the capability required 
by criminal justice agencies, will lead to a more credible and useful 
system. Conversely, a lack of attention to correctly stated issues is likely 
to produce confusion in the system purposes and procedures, and to 
diffuse the benefits which could be gained by having an operational 
system. 

It is important to point out that the discussion of security and privacy 
issues follows the basic assumption that some kind of a national system 
is essential. Within that context, the issues can then be described in 
terms of implications for the system. 

From an operational point of view, there are three basic problem 
areas that are relevant to security and privacy: 

• Unintentional errors. Ranging from ty'pographic errors to mis
taken identities, there is always the possIbility that the data finally 
stored in the system will be incorrect, without any intent to make 
it so. 

• Misuse of data. Information can be used out of context or for 
purposes beyond the legitimate criminal justice functions, both by 
persons who are actually authorized access and by those who ac
quire the information even without authorization. 

• Intentional data change. The data maintained can be destroyed or 
modified to accomplish the same objectives as described under 
misuse, or to restrict the proper and effective performance of crimi
nal justice functions. It has been suggested that organized crime 
may attempt to penetrate the system for this purpose. 

The critical point here is that these problems are not unique to a 
computerized criminal history system, or even to criminal justice. The 
same problems exist with all partly sensitive fublic records. The police 
agencies throughout the country and the FB have long recognized the 
need to carefully control the records under their cognizance. The FBI 
and state identification bureaus generally refuse, except where required 
by law, to divulge information in their files to persons not connected 
with the criminal justice system. Every effort is made to insure that the 
final positive fingerprint-based identification is performed prior to the 
release or application of information contained on the existing criminal 
rap sheets. 
\';Therefore, the fundamental issues to be addressed in Project 

SEARCH, and in any subsequent nationwide system, are not just 
related to these rroblem areas, but rather to: (1) the degree to which the 
consequences 0 these problems are substantially different, and (2) the 
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extent to which these problems will be more prevalent, when a co~
puter with its associated high-speed response and remote access capabIl-
ity is part of the system. . 

If the use of a computer does not substantially alter the conseql!ences 
of unintentional mistakes or substantially increase the oppo~tuOIty.for 
misuse or data changes, then there would not .be a reqUIrement to 
develop policies and procedures in any more detaIl than for the manual 
system. 

The provision of remote-terminal, fast access has ~wo effects-a dr.a
matic increase in the number of persons and agenCIes who can obtaIn 
the data, and a highly probable inc~ease in th~ actual number of ~n.qu~
ries. The ease and speed of access',;"tll unquestIOnably.cause more lnqUI
ries and thereby place more data m the hands of the mcreased number 
of users. Remote terminals also make it more difficult to control in
dividual access, as the system is generally only able to identify terminals 
and not operators. While it can be argued that this is no different than 
controlling access to a m~il room, in a sense,. it is phy~ically aI,ld .m~
chanically simpler to gam access to a termmal, partIcularly If It IS 
unattended and the operating instructions unsecured. 

Given these possibilities, then, are the consequences or likelihood of 
occurrence (of the problems mentioned earlier) affected? 

Taking the problem of mistakes, it should first be pointed out .that the 
recording and processing discipline associated with the use of a com
puter is likely to reduce the frequency of unintentional error. Many 
errors not caught are allowable to a manual system, but will inhibit the 
operation of a computer system. However, the consequences of some 
types of errors may be substantially amplified simply by the fact that 
there are many more persons with access and the system response speed 
may exceed the error detection and correction speed. 

The possibility that the data will be misused may increase substan
tially over a manual system, also, because of the increase in us€rs and 
the easy access, unless controls are implemented. The computer itself 
introduces more opportunities for misuse. For example, a computerized 
file can be quickly searched by whatever data elements it contains, such 
that compilations of subjects can be prepared with respect to certain 
characteristics contained in the file. 

The opportunity for intentional modification or destruction of 
records is increased in proportion to 'the file centralization of the sys
tem. A disc or tape file is much more vulnerable to undetectable modifi-· 
cations by programming or other means than the more inefficient 
dispersed paper file. 

Because of these factors, it is clear to the Project SEARCH partici
pants that the use of a computer as a basis for the system produces a 
fundamental, substantive change in both th~ possibility and conse
quenc~s of P?ssible problems. Accordi~gly, there must necessarily 1;>e a 
reconSIderatIOn of the controls to be Imposed ot! the system, partICU
larly with respect to the security'of records and in association with the 
preservation of reasonable rights of individual privacy. 

Project SEARCH Actions on Security and Privacy 

In response to this perceived significance of a new technological ap
proach to the criminal history file, the participants in SEARCH have 
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~nderta.k~n. a progr~m ~o address the. security a~d privacy issues. Du!
mg the mitial orgaOIzatIOn of the proJect, a SecUrtty of Records Subcommtt
tee was formed under a Standardization Task Force to deal specifically 
with this issue. This subcommittee was chaired by Chief H. W. McFar
ling of the Data Processing Division of the Texas Department of Public 
Safety. Other members included Inspector Jerome Daunt of the Federal 
Bureau of Investigation, and Mr. Philip Tannian of the Wayne County 
Prosecuting Attorney's Office in Detroit, Michigan. 

The subcommittee was responsible for providing initial research and 
a g~neral an.alysis of the se~urity and privacy implications on the 
proJect. TheIr recommendatIOns for a future course of action were 
pre~ented to the Project Group (the policy-making body of the 
proJect). 

This group created a Security and Privacy Committee to review and 
carry forward the recommendations of the subcommittee. Dr. Robert 
Gallati, Director of the New York State Identification and Intelligence 
System, was appointed Committee Chairman. Other members included 
Emery B.arrette, Executive Director of the Minnesota Governor's Com
mission on Crime Prevention and Control; George Hall, Director, Na
tional Criminal Justice Statistics Center, LEAA; Captain C. J. Beddome 
of the Arizona Department of Public Safety; Chief H. W. McFarling; 
and David Weinstein, Executive Director of the Connecticut Planning 
Committee on Criminal Administration. 

The committee immediately began to explore the specific issues 
related to the development of a computerized criminal history system 
and to identify the problems that should be addressed. 

The initial review of the problem areas which the committee would 
have to investigate brought forth a number of recommendations which 
were implemented. Among these were: 

• The decision to draft a Code of Ethics. 
• A recommendation that consultants be hired. 
• A resolution to limit the information content of the central index. 
• Acceptance of the principle of post-auditing. 
• Identification of specific questions that required policy decisions. 
The Project Group authorized the committee to select appropriate 

consultants to assist the members in their studies and the preparation 
of this report. The selected consultants were: Professor Charles Lister 
of Yale University Law School, and Mr. Jerome Lobel of Ernst & Ernst, 
Phoenix, Arizona. 

The committee has produced three major documents to date-the 
Code of Ethics (Appendix A), a set of procedures concerning security 
and privacy which were included in the SEARCH Operating Manual, 
and this report. Several additional tasks are currently in progress or 
planned for consideration: 

• Developme1lt of A.lodel Administrative Regulations and Statutes 
The committee is presently studying model legal statutes for the 
participant states and model administrative regulations for partici
pant agencies. The conflict and diversity of legal structures sup
porting the identification function in the various states need to be 
reconciled for purposes of uniform requirements relating to 
security and privacy. Likewise, federal and state administrative 
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regulations need to be standardized so that they are uniformly 
protective of civil liberties. 

• Continuous Audit 
Project SEARCH is committed to the concept of continuous pre-
and post-audit of its activities by an independent group in order to 
check accuracy and reliability and detect discrepancies so as to 
permit adjustment of procedures and safeguar~s accordingly. ~he 
Project Group has agreed to the need for reVIew by responsIble 
persons outside the system itself as an essential check on the sys
tem, and the committee is presently exploring alternative mech~ 
an isms for this process. 

• Evaluation and Feed-Back 
The committee is currently considering the various methods that 
should be utilized for continued monitoring, evaluation, and feed
back of matters relating to security and privacy. A recommenda
tion has been made by the committee that this consideration be 
made an integral part of the formal evaluation of Project SEARCH. 

• Education and Training for Participants 
The committee is currently mapping out an extensive educational 
program for.all Project SEARCH participants. To the extent possi
ble, information concerning security and privacy will be incor
porated in the various demonstration and operation manuals. 
Similarly, this report and various brochures derived from it will 
serve to inform participants about maintaining a system that meets 
the proposed security and privacy standards. 

II. Scope of the Report 

The study results and recommendations which follow represent the 
major initial results of the effort expended by the Security and Privacy 
Committee. In keepin. g with the objective of providing material which 
will be of value to those engaged in either the Project SEARCH demon
stration or in designing a subsequent national system, the remainder of 
this report has four basic parts: a list of recommended policies, a discus
sion of the various aspects of privacy, a discussion of system security, 
and a set of pertinent appendices. 
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• Recommendations 
Chapter 2 presents a set of recommended policies for consideration 
both in Project SEARCH and in any future system. These recom
mendations have been approved by the SEARCH Project Group. 

• Legal Aspects of Privacy 
Chapter 3 contains a detailed discussion of many of the design, 
procedural, and organizational aspects of the system as they affect 
personal privacy. General approaches are suggested to ensure that 
the issues raised are not overlooked in present and future plans. 

• System Security 
Chapter 4 turns to the operating system itself.-equipment, soft
ware, and operating procedures-to describe controls and precau
tions that relate both to ensuring reasonable rights of privacy and 
protecting system data. 

• Appendices 
The major appendix is the Code of Ethics, which has been specifi
cally approved for publication by the SEARCH Project Group and 

\1 
;t~, .",...._""'.""'~""_~""'._=-. _.".;,....~,,_~._,..~ ... ~~ __ ~. __ _ 

first appeared in the Project SEARCH newsletter. A glossary and 
bibliography are also provided. 

Basically, the chapters following the recommendations attempt to 
analyze and recommend solutions to problems and issues that the com
mittee has identified ,init,ially as. being of s.ufficiently serious long-term 
consequence to reqUIre ImmedIate attentIOn. The committee believes 
t~at there n~ed not be a conflict between the safeguarding of reasonable 
nghts to pr!vacy and the c~)llstruction ?f a shared information system 
such as ProJect SEARCH, If the folIowmg potential problem areas are 
given adequate consideration: . 

1. The types of data that will be contained in the computerized 
files. 

2. The persons who will receive the data. 
3. The purposes for which the data will be used. 
4. The relationship between the system and the people whose 

criminal history records comprise the data bank. 
S. The organizational and administrative aspects of the system. 

The remainder of this report addresses these considerations. 
Finally, the most fundamental philosophical problem underlying the 

challenge of providing adequate security and privacy for Project 
SEARCH is one of a balancing of values. The need for an informed 
effective criminal justice system must be balanced against the need fo; 
an individual to keep information about himself and his life private. 

The committee is dedicated to the enhancement of both individual 
freedom and effective criminal justice. One need not be sacrificed for 
the other. As new levels of progress are achieved, the delicate balance 
so essential to a just society will find equilibrium. 

It is in this spirit, based on an understanding of the dynamics of both 
society ~nd technology, that the committee submits this report as a 
frame of reference for a correspondingly dynamic concept of security 
and privacy policy with respect to criminal history information sys
tems. There is every intent herein to encourage further progress in the 
development of this concept beyond what time and resources allowed, 
and in conjunction with the progress in the development of improved 
aids for criminal justice agencies. 
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Chapter 2 
R,ecommended System Policies 
Related to Security and Privacy 

The following list comprises those specific points that the committee 
believed to be ~mportant enough to establish a policl eirly, in the deve
lopment of a fmal system concept. Although one 0 the direct tasks of 
the committee was to propose procedures for inclusion in the Project 
SEARCH Operating Manual that would be used during the demonstra
tion, it was very difficult to prepare procedures in the absence of gen
eral policies regarding a total system. It became apparent that a set of 
major policy statements had to be derived as an initial starting point for 
the procedures relative to the demonstration. Although it is not always 
easy to determine which policies could be directly implemented for a 
two-month demonstration, there was general agreement regarding the 
long-range issues to be treated. 

The Project Group officially approved these statements of recom
mended policy, and the procedures stipulated in the Operating Manual 
are based on this list. 

The reasoning behind each recommendation _ is presented in the dis
cussions of ~he fo!lowiI?-g chapters, and a page. is cite~ for reference to 
the approprtate dlScusslon, where the context IS explamed. The recom
mendations are grouped into categories related to later discussion sec
tions. 

RECOMMENDED POLICY 
Data Content 

1. Data included in the system must be limited to that with the charac
, teristics of public record, i.e.: (Reference pages 16-18) 

a. Recorded by officers of public agencies directly and princi
pally concerned with crime prevention, apprehension, adjudica
tion, or rehabilitation of offenders. 

b. Recording must have been made in satisfaction of public duty. 
c. The public duty must have been directly relevant to criminal 

iustice responsibilities of the agency. 
2. Participants shall adopt a careful and permanent program of data 

verification: (Reference pages 19-20) 
a. Systematic audits shall be conducted to insure that files have 

been regularly and accurately updated. 
h. Where errors or roints of incompleteness are detected, the 

Agency of Record shal notify the central index (if necessary) and 
any participant to which the inaccurate or' incomplete records have 
previously been transmitted . 
. c. The Agency of Record shall maintain a record of all partici

pants that have been sent records. 
d. With'in a state, a record should be kept of all agencies to which 

the system's data has been released, 
e. All known copies of records with erroneous or incomplete 

.2---80774 
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information shall be corrected. 
3. Purge procedures shall be developed in accordance with the C~de 

of Ethics. Each participating agency shall follow the law or practIce 
of the state of entry with respect to purging records of that state. 
(Reference page 20-22) 

4. A model state statute for protecting and controlling data din(RanfY 
future system should be drafted and its adoption encourage. e -
erence pages 34--37) 

Rules! of Access and Data Use 

5. Direct acc.ess to. the system should ~ont~nu~ to be re~tricte~ to pub
lic agencles whIch perforI?-' 3;s t~eIr prmcipal. ~un~tlon, CrIme pre
vention, apprehensIon, adJudIcatIOn, or reliabIlItatIOn of offenders. 
(Reference pages 23-28) . 

6. Definitional questions as to users should be presented for resolu~wn 
to representatives of all the participating states in the system. (1\.ef
erence pages 23-28) 

7. In order to limit access, the following restrictions should be made: 
(Reference pages 26-27) . 

a. Participating states should limit closely the number of ter~l1-
nals within their jurisdiction to those they can effectively supervIse. 

b. Each participating state should build its data system around a 
central computer, through which each inquiry must pass for screen
ing and verification. The configuration and operation of the center 
should provide for the integrity of the data base. 

c. Participating agencies should be instructed that their rights. to 
direct access encompass only requests reasonably connected wIth 
their criminal justice responsibilities. 

8. Requests from outside the criminal justice community to examine 
data obtained through the system should be honored only if the 
receiving agency is authorized access by local law, state statute, or 
valid administrative directive. Efforts should be made to limit the 
scope of such requirements. (Reference pages 26-27) 

9. The security and privacy staff should study various state "public 
record" doctrines and begin prompt efforts to obtain aEpropriate 
exemptions from these doctrines for the system's data. (Reference 
page 27) 

10. The use of data for research shall involve the following restrictions: 
(Reference pages 32-34) 

a. Proposed programs of research should acknowledge a funda
mental commitment to respect individual privacy interests. 

12 

b. Representatives of tIie system shall fully investigate each 
proposed program. 

c. Identification of subjects should be divorced as fully as possible 
from the data. 

d. The research data should be shielded by a $ecurity system 
comparable to that which ordinarily safeguards system's data. 

e. Codes or keys identifying subjects with data should be given 
special protection. 

f. Raw data obtained for one research purpose should not subse
quently be used for any other research purpose without consent of 
system's representatives. 

g. Security and data protection requirements should be included 
in any research contract or agreement. 

~-.----------------

I 
. !I 

h. Non-disclosure forms should be required and the system 
should retain rights to monitor and, if necessary, terminate any 
project. 

Data Dissemination 
11. Data received through the system should be marked and readily 

identifiable as such. (Reference page 27) 
12. Heads of agencies receiving information should sign a copy of an 

appropriate recommended non-disclosure agreement. (Reference 
page 32) . . _ 

13. Educational programs should be instItuted for all who mIght be 
expected to employ system data. (R~ference page 30) . . . . 

14. Users should be informed that reltance upon unverIfIed data IS 
hazardous and that positive verification of -identity should be ob
tained as quickly as possible. (Reference pages 30-31) 

15. Users should be clearly informed that careless us.e of this 9a~a r.epre
sents unprofessional conduct, and may be subject to dIscIplmary 
actions. (Reference pages 30-31) 

16. The central computer within each state, through which all dhata 
inquiries should pass, will screen all inquiries to exclude those t at 
are inconsistent with system rules. (Reference pages 26 and 34) 

Rights of Challenge and Redress 
17. The citizen's right to access and challenge the content~ of his ~e." 

cords should form an integral part of the system conSIstent WIth 
state law. (Reference page 28~ . . . 

18. Civil remedies should be prOVIded for those Injured by mIsuse of the) 
system where not provided for by state law. (Reference pages 36-37 

Organization and Administration 
19. The system participants should elect a board of direc~ors (governing 

body) to establish policies and procedures governIng the central 
index operation. (Reference pages 36-37) ... . 

20. The system should remain fully indepen~ent of noncnmm.al Jufstlhce 
data systems and shall be exclusively dedIcated to the serVIce 0 t e 
criminal justice community. (Reference page 26) . . 

21. A permanent committee or staff should be establtsdh.ed .to chonsIder 
problems of security and privacy and to conduct stu Ies In t at area. 
(Reference page 35) . . 

22. The permanent staff sh<?uld undertake a prograI? to I identIf
d
y dlf£d~r

ences among the states In procedures and termmo ogy, an .. to IS
seminate information concerning them to all partICIpants. 
(Reference page 35) . . . 

23. A systems audit should be made perIOdIcally by an outSIde agency. 
(Reference page 20) 
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Chapter 3 
Legal and Operational 

Aspects of Privacy 
The scope of this chapter is designed to address the legal, organiza

tional, and administrative guidelines relating to the protection of in
dividual privacy. Computer system security is addressed in the next 
chapter. The intent here is to provide an explanation of the rules that 
have been adopted for the Project SEARCH prototype demonstration, 
to discuss the considerations pertinent to the design of any subsequent 
s},stem, and to explore the consequences of significant variations in or 
additions to the demonstration system. 

I. Scope of the Files 
The first and often most fundamental questions about any informa

tion system involves the nature of the information it will include. No 
one can deny government's right to collect and employ information 
about its citizens; to do so would condemn many governmental activi
ties to inefficiency and perhaps uselessness. The privacy issues instead 
turn on the quality, character and intended uses of the data that are to 
be collected. 

The Project SEARCH demonstration is built upon a series of inter
connected restrictions. These restrictions encompass both the classes of 
persons about whom data are to be collected and the kinds of informa
tion that are to be sought. The persons to be included in the file of the 
central index may be only those for whom at least one charge has 
reached a final disposition and for whom a Federal Bureau of Investiga
tion number has been assigned. The temporary decision concerning 

.' FBI numbers will be reviewed following the demonstration, and a per
manent decision made at that time. 

The information to be included in the state-held Project SEARCH 
files is a record of each of the individual's major steps through the 
criminal justice process. The information held in the central index will 
be even more narrowly restricted, The index will serve merely a direc
tory function and will include only identifying data, the 10catiDn Df the 
PrDject SEARCH state file, and a bare summary of arrests and cDnvic-
tiDns. ' 

The Code of Ethics, which is attached to this report as an appendix, 
makes it clear that information may be collected only upon the report 
of a crime and the commencement of criminal justice system prDceed
ings. The trigger fDr beginning to. take data is declared by the code to 
be the recording Df arrest fingerprints; 

Project SEARCH Criminal History 

The computerized criminal history maintained at the state level will r) 

"!;~}, 
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essentially include only the results of each formal stage of the criminal 
justice process: 

• The fact, date and arrest charge; whether the individual was subse
quently released and, if so, by what authority and upon what terms. 

• The fact, date and results of any pre-trial proceedings. 
• The fact, date and results of any trial or proceeding; any sentence 

or penalty. 
• The fact, date and results of any direct or collateral review of that 

trial or proceeding; the period and place of any confinement. 
• The fact, date and results of any release proceedings. 
• The fact, date and authority of any act of pardon or clemency. 
• The fact and date of any formal termination to the criminal justice 

process as to that charge or conviction. 
These entries, together with their coding and abbreviations, are more 

fully described in Project SEARCH Technical Report Number One. 
The report indicates, in addition, which of these entries are mandatory 
and which are optional for participating agencies. 

Finally, the file will include physical and other identifying data: 
The subject's full name 
Date and place of birth 
Sex 
Occupation 
Race 
Height 
Weight 
Hair color 
Features 
Skin tone 
Identifying marks 
FBI number 
Social security number 

\~) Any operator's license number-
Any miscellaneous identifying numbers 

These identifying data are also explained in greater detail in Techni
cal Report Number One. It should be understood that Social Security 
and other identifying numbers are included in the Project SEARCH 
files in order to complete or verify individual identifications, and not 
as a device to permit linkages or data sharing with other information 
systems. 

It is important at this point to observe that these data are, in a funda
mental sense, matters offublic record. They are recorded by public 
officers, in consequence 0 public duties, at the conclusion of relatively 
formal and often public proceedings. Much of this information is al
ready widely available to criminal justice agencies across the country, 
either through informal exchange arrangements or through the services 
of the Federal Bureau of Investigation. Moreover, as we will shortly 
show, much of this information is in many states available for inspec
tion by interested members of the general public. Project SEARCH will 
provide more rapid, complete, and accurate dissemination of these data. 

Data Exclusions 

To make the scope of the files quite clear, certain data are specifically 
excluded in the prototype system design. 

First, Project SEARCH excludes information concerning juvenile 
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offenders, by which is meant the subject was by reason of his age (and 
not the age of any victim, co-defendant, or other relevant party) tried 
in a juvenile or family court. The reasons for this exclusionary rule are 
essentially those which already render much information concerning 
juvenile offenses confidential in many states; the widespread belief that 
this may contribute to the ultimate rehabilitation of the juvenile of
fender or delinquent. 

Second, the project participants have excluded misdemeanor drunk 
and traffic arrests. It is generally believed that additional less serious 
misd{~meanors should be excluded, and some suggestions along these 
lines were made by the Standardization Task Force. In view of the 
complications in data conversion, and the importance of distinguishing 
between file content at the state level and at the central index level, no 
further restrictions were imJ?osed for the demonstration. However, the 
Security and Privacy CommIttee believes that further studies §hould be 
condui:ted to specify inclusion or exclusion of specific misdemeanors in 
any future system. 

Third, the project's Code of Ethics explicitly excludes unverified data 
such as that emanating from intelligence sources. The intent here is to 
avoid the use of data resulting from tips, rumors, or second-hand allega
tions that have not been formally substantiated or derived from official 
criminal justice proceedings. 

These three categories of excluded data were designed both to provide 
reasonable protection of individual privacy and to prevent the use of 
unreliable or inconclusive data for purposes of important criminal jus
tice decisions. In combination, they represent a series of fundamental 
restrictions upon the proper functions of data systems; they should 
certainly be regarded as essential limitations upon any future system. 

Project SEARCH Privacy Implications 

It islbelieved that these restrictions will create a data system that is 
limited and relatively hazardless. As we have observed,much of the 
information it will include is the consequence of public proceedings; 
much of it is already available to criminal justice agencies across the 
country through the services of the Federal B~rea.u of Inves~igation. 
The demonstration system does not include sUbjectIve evaluatIOns (ex
cept as to certain physical characteristics) by police, judges, or d~tention 
authorities. It does not include intelligence data, unsubstantIated re
ports or conjectures. Whatever the risks of recording and disclosure 
errors (and these are discussed below), the demonstration system is 
restrictc!d to essentially hard data that can and should be thoroughly 
verified. 

In this connection, a brief examination of the doctrine of I?ublic 
records may be instruc~ive. The.la~s. of eve~:>: state gu~rantee, ana long 
have guaranteed, the rIghts of mdividual cItIzens to Inspect and copy 
wide categories of public documents. These rules were recently ex
tended by statute to many of the records and documents of the federal 
departments and agencies. Public records are commonly not defined 
with any great precision, but in general they include all books, memo .. 
randa, and other documents either required by law to be kept or neces
sary for the effective discharge of a public duty. The various rights of 
access to these records are intended to permit public surveillance of the 
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activities of government. It has been argued since the eighteenth cen
tury that popular control of government has as its principal prerequisite 
the general availability of timely and accurate information about the 
conduct of public affairs. Public business, it has been thought, is the 
public's business. The terms of these rights of access vary widely among 
the states, and it should not be supposed that they are free from impor
tant exceptions. 

Nonetheless, it can at a minimum be said that much of the informa
tion included in Project SEARCH would be available from other 
sources in many states to suitably interested private citizens. This is not 
a situation without inconveniences and risks, and we urge that out-of
state data obtained through Project SEARCH should be protected from 
any local public records statutes. 

The committee recognizes that the situation could be quite different 
if the scope or content of the files of a future system were appreciably 
altered. If, for example, the files of a future system included intelligence 
data or data that were otherwise relatively unverified, the threats to 
individual interst, including privacy interests, could be very significant. 
Important criminal justice decisions about an individual might be predi
cated in part upon unsubstantiated, possibly inaccurate or incomplete 
representations in his file. His employment and other oppotunities 
might be injured. His reputation among his family, friends and associ
ates might be irrevocably harmed. As these hazards became more seri
ous and com,w----dn, the importance of rigorous constraints upon the 
dissemination and use of data would markedly increase. If this occurs 
it could result in th~ creation of a far more restrictive set of operating 
procedures wh~ch could be quite costly. . 

The committee therefore believes strongly that the data included in 
any future criminal history system should be limited to those with the 
characteristics of public records. It accordingly recommends that any 
such system should adhere to the exclusionary rules described above, 
and ~hat all data in a future system should satisfy the following minimal 
reqUIrements. 

First, the information must have been recorded by an officer or em
ployee of a public agency directly and principally concerned with the 
pr~vt.-:'.1tion of crime or the apprehension, adjudication and correcton of 
CrImInal offenders. 

Second, the recording must have been made in satisfaction of a public 
duty or at least must have been essential for the satisfaction of such a 
duty. 

T.hir~, this publ~c ??~y must have been ~ire¢fly' relevant to the crimi
nal Jystlce responsIbIhtIe~ of the agency WIth wlilch the recording offi-
cer IS employed or assocIated. . 

II. Collection of SEARCH Data 
The first operational process in which guidelines are appropriate for 

p'roviding reaso.n~ble protection of privacy is the ~ata system's collec
tIOn process. It IS Important at the outset to recogmze the reorientation 
this requires in the responsibilities of data systems. The customary 
standard for the adequacy of a system's data collection process would 
appear to be whether that process will produce timely information of 
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a kind and quantity that will suffice to support the system's various 
functions. The standard is self-defined, in that it looks inward to the 
structure of the data system and outward only to the demands of the 
system's clients. It disregards, or tends at least to disregard, external 
costs. If, on the other hand, considerations. of privacy are th~ught to be 
pertinent, a panoply of new values. and mterests bec?me !mportant, 
giving attention to the system's subjects as well as to ItS clIents. 

A concern for privacy requires that a system's data be accurate and 
comRlete, because of the injurious consequences that may fol!ow for ~he 
data s subjects. Priv~cy requi;es, mor~oyer,. t?at data colle~~IOn be lIm
ited precisely to the mformatIOn that IS JustifIed by the legItImate func-
tions of the data system. 

Project SEARCH Data Collection Restrictions 

The collection process provided for P~oject SE:AR~H is we!l cal
culated to satisfy these constraints. The mformatlOn mclu?ed In the 
demonstration system is the product of formal and relatively well
defined steps in the criminal justice process: 

Arrest and consequent fingerprinting 
Arraignment 
Trial 
Detention ;'\ 
Parole proceedings 
Release 

For purposes of the demonstration system, the data will be those 
already recorded by employees and agents of the participating public 
agencies. 

Data Accuracy 
I:::")~-l! }) 

Much more difficult issues arise from questio~s abotl,fithe accur~cy 
and completeness of the records included even m the demon~tratlOn 
system. There is every reason to believe that rap .sheets, partlculatly 
those initiated or updated relatively recently, f~lthfully record the 
criminal histories of their subjects. Nobody of eVIdence known to the 
committee suggests that these files are generally oJ ,even frequently 
erroneous. . 

Nonetheless; it must ibe candidly acknowledged that inaccuracies are 
unavoidable in any system involving m~ny thousands of records. Com
puters usefully supplement human ~kins, .but they. cannot surmou~t 
altogether human frailties. Even conSideratIons of ErIvacy cannot sep-.:....L
bly require that data systems be perfectly free of e~ror, .bu~ they do 
demand that reasonable .,~teps be taken to reduce and IdentIfy maccura-
cies. 

Steps to ~~hieve complete data accurac);'" are not possible during the 
brief demonstrationleriod, but the commIttee strongl);'" ?rg~s the adop
tion of a careful an permanent program of data verIficatIOn for any 
future sy~,tem. 

The committee's work already contains a framework for such a pro
gram. The Code of Ethics provides that the accuracy and completeness 
of the ~Project SEARCH d~~a sh.ould b~ matters of great. concern fo; all 
participants. Regular aU,dltmg IS re~:Jl~Ired .. These reqUIrements mIght 
be satisfied by any number of admInIstratIve and legal ar,rangements. 
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The committee suggests that an adequate program of data verification 
ought to possess the following characteristics. 

First, any such program should require participating agencies of re
cord to conduct systematic audits of their files, in a fashion calculated 
to insure that those files have been regularly and accurately updated. 
Periodic programs of employee re-education should also be required, 
such that every record custodian and clerk is fully conscious of the 
urgency of faithful performance. Appropriate sanctions, as described 
later in this chapter should be available for those whose performance 
proves to be inadequate. 1-, 

Second, where errors or points of incompleteness are detected, the 
agency of record should be immediately obliged to notify the central 
index (if the change involves data stored in tbe index) and any other 
participating agencies to which the inaccurate or incomplete records 
have previously been transmitted. 

III. Storage of System Data 
There are three sets of problems that warrant atte~tj.\)n in this regard: 
1. Problems involving the security of the data sysferp. 
2. Problems of purging and time limitations. 
3. The classification of data maintained in storage. 

We will examine each of these in turn. 

System Security 

Technical questions of computer, physical, and J?ersonnel securit~ 
are examined in detail in Chapter 4, which identIfies the principal 
system security issues and describes the various methods now available 
to reduce those hazards. It is enough for present purposes to emphasize 
that an effective system security program is an indispensable compo
nent of any wider effort to protect the privacy interests of the data's 
subjects. The two programs serve complementary values and employ 
interrelated methods. 

@;) The security program is focused inward on the integrity of the data 
system and the effective performance of its duties.· 

G) The privacy program looks outward to the interests of those about 
whom data are collected. 

An effective security program is thus a necessary but not sufficient 
condition of an adequate program for the protection of individual 
privacy. 

Data Purging 

Much more complex issues are presented by proposals to purge the 
data system's files at regular intervals. A variety of purposes may be 
thought to justify purging provisions, and it is well to examine them 
sepaq1.tely. 

The first such purpose is simply to eliminate information that is 
found to be inaccurate or at least unverifiable. No objection can be made 
to
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such a program, although many might quarrel about its timing and 
-appiication, and it should be an essential ingredient of any future sys
t~m. 

20 

----~ ---- - -----

The second possible purpose is to eliminate information that, because 
of its age, is thought to be an unreliable guide to the subject's present 
attitudes or behavior. This may certainly present very controversial 
matters of judgment, but these again are issues that are only indirectly 
pertinent to the questions now before us. 

The third possible purpose goes to the heart of the privacy argument. 
It is that society ought to encourage the rehabilitation of offenders by 
ignoring, and permitting them to ignore, relatively ancient wrongdo
ing. The forcefulness of this argument should not be underestimated. 
An important part of the opposition to large-scale information systems 
is the fear tlfat individuals would no longer be permitted to outlive their 
mistakes, that isolated or immature errors would follow an offender 
through a lifetime. If this is true, an information system could run 
counter to mllch that has been claimed about "this country since its 
beginnings. 

These claims have often been exaggerated, yet many youthful offend
ers may have be.eI}_pe.rmanently: disabled by s.ociety's m.emories of th~ir 
errors. The clal{i1 )sttll symbolIzes a recogmzable natIOnal goal. Like 
most such goals, it is widely believed, even if it is not widely followed. 
Designers of criminal justice information systems, therefore, should be 
pref.ared to take reasonable steps to accommodate their systems to this 
goa. 

The Project SEARCH demonstration does not include any provisions 
for the purging of older data, but the committee recommends, and the 
Operating Manual provides, that such arrangements should be an inte
gral part of any future system. 

The Operating Manual, developed for the demonstration, provides 
that records will be removed from the Project SEARCH central index 
when the agency of record indicates either (1) that the offender is not 
under correctional supervision and that no additions have been made to 
the offender's criminal history for a period of time beyond which the 
likelihood of recidivism is remote, or (2) that a purging of every entry 
on the history has been ordered by a competent court or executive 
authority. " 

These requirements are supplemented by provisions in the Code of 
Ethics, Article II, Section 2, which endorse the principle of purging, 
particularly in cases of first offenders. The committee strongly urges 
each participating agency in any future system to study closely and 
sympathetically mOJ,"e comprehensive purging rules. 

Connected issues are presented by statutes in several states that pro
vide for the erasure of police and court records following acquittal, 
dismissal or ,pardon. These statu~es are not without ambig.uities, but it 
at least seems clear that they are Intended to exclude such records from 
any consideration whatever, except in subsequent criminal justice deci
sions. As desirable and farsighted as these statutes may appear, they still 
must be expected to present important difficulties. Materials thought to 
be useful in one jurisdiction will, as records circulate through the sys
tem, regularly be sent to states in which they may be entirely imper
missible. 

No fully satisfactory solution is possible so long as state laws continue 
to differ, but the committee believes that th~ best answer at presellt is 
to ask each participating agency to follow the law or practice of any state 
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of entry which has adopted purging rules. 
If, in other words, the law of the state of entry provi~es ~or pu~ging, 

the data remain subject to withdrawal throughout theIr CIrculatIOn. 
It must however be understood that these rules are necessarily appli

cable only to data t;ansmitted through Proj~ct SE~R~H and any future 
system; any wider application of die .purgmg prmcIple, so as to reach 
intrastate data or interstate data obtamed through the Federal Bureau 
of Investigation or other sources, is a matter for the judgment of the 
several state, legislatures. 

Data Classification 

Although the demonstration system. will include ~m!y public record 
information, as has already been explamed, there stIll IS a need to pro
tect sensitive data and system components. 

One of the methods being cons~dered to provide ~~ct;trity an~ priv:acy 
protection in Project SEARCH IS a form of senSItIVIty claSSIficatIOn. 

It has been proposed that a classification index might ~e. de:reloped 
(similar to the one designed for the New York State IdentIfIcatIOn and 
Intelligence System [NYSII~]): This classification sy~~eI? establishes a 
quantitative method for defmmg: the de~ree of sensItIv~ty and, ~here
fore, protection that should be gIven varIOUS classes of mformatIOn. 

The mere fact that Project SEARCH deals exclusively with public 
record data does not eliminate the need for attention to security and 
privacy protection, since the data itself becomes. ~u~ed with syst~m 
characteristics and cannot be evaluated as to senSItIVIty as somethmg 
separate and apart from the system itself. 

Thus the least sensitive data in the substantive sense may become 
highly ~ensitive by vir~ue of th~ system procedures envelopin~ it. It is 
not alone the informatIOn that IS m the data base that determmes sen
sitivity. Amount and qu~lity of content, where the data is located, who 
has access, how it is stored, speed and format of ~etrieval, how ~~d. to 
whom it is disseminated, etc., all are relevant and Impact the sensItIVI!y 
of a system, while the individual capsules. of data ~s .such do not 1.0 
themselves change their character as partIcular Ulllt Items of publtc 
record information. 

" Arguments have been advanced that a statewide data bank of criminal 
offender records is inherently more sensitive than a local file and that 
a computerization of the s~atew:ide.file increases t?e se?-sitiyity. Carry
ing such argrunents to theIr logical extreI?7' a natIOnWIde fI~e, cc:mput
erized or otherwise would be more senSItIve than ~ stateWIde fIle and 
a name file would b~ more sensitive than a fingerprint file. Wh~le these 
questions are .subject to de~ate, if we a.ssume the a~~u!acy of thIS prem
ise, the securIty problems mcrease With the senSItIVIty. 

As an information file progre?ses from a small, l!-ncoordin~ted man~al 
file maintained on a local baSIS through extenSIve" real-tIme, on-hne 
nationwide computerized file of the same m~teriall ~h.e .very possibility 
for more rapid access and greater correlative aCtIVItIes leads to the 
probability that a constantly increasing security and privacy protection 
must also be provided even though the basic unit ?f iI'!formation ~~s 
remained constant. Thus, we must evaluate the data m terms of claSSIfI
cation, not necessarily from inherent sensitivity, but rather from a 
standpoint of available combinations, as they exist in the system. 
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A minimal classification system would determine the security pattern 
of processing, storage and transmission, the individuals to whom the 
data may be disseminated, the manner in which the data must be pro
tected by the recipient thereof and procedures for declassification and
/or destruction. Such a classification system should be applicable to all 
data in the system. An even more comprehensive classification system 
may be desirable for any future system. This classification system might 
extend to the data, the various parts of the physical system that pro
cesses or stores the data, and all the documentation describing system 
components and functions. System access and design criteria should 
also be included in the sensitivity classification. 

IV. System Access 

Perhaps the most difficult problem, from the standpoint of system 
design, is that of identifying and controlling proper access to system 
data. This section addresses the two major categories of access-that of 
qualified users and that of the offenders whose records are maintained 
in the file. 

Qualified Users 

It is important at the outset to emphasize that Project SEARCH data 
should be used exclusivelY for the service of the criminal justice com
munity. Project SEARCH represents one of many efforts to employ 
modern technology to reduce or prevent crime and to help to enforce 

. the criminal law. It was not, and is not now, designed either as a general 
source of data for government or as a segment of any comprehensive 
governmental data system. Nonetheless, it must be candidly acknowl
edged that any such exclusivity of purpose raises many difficult issues 
oflaw and policy. A wide variety of demands for Project SEARCH data 
can be anticipated from outside the immediate criminal justice com-
munity. ' 

For reasons, both good and bad, legislators and other state and local 
officials have increasingly required a criminal records check as a 
prerequisite for various licenses, occupations, and 1?rofessions. In man~ 
states applicants for civil service employment, prIvate detectives, taXI 
drive;s, boxing, wrestling and racing personnel, pistol perrrlit appli
cants, liquor distributors and licensees, applicants for admission to the 
bar, and many others must have criminal records checks. State and local 
criminal justice agencies are often required by law to conduct or at least 
to permit th~se checks. In addition, the military services, the Federal 
Bureau of Investigation, and other federal agencies very frequently 
request access to local criminal records, sometimes for purposes with 
little direct connection to the criminal justice process. 

The comprehensive system of governmental and industrial security 
clearances depends heavily upon local records. Criminal justice agen
cies like the schools, the military services, and th~ credit bureaus, have 
bec~me depositories of data upon which an impressive variety of agen
cies public and private, seek to draw. It must be expected that such 
req~ests would markedly increase if a future system, with all its attend-
ant conveniences, were est~blished. . ~ 

, The committee believ~s that all such collateral uses of system data 
should, so far as reasonably possible, be prohibited. It fears that the 
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widespread use of such data for purposes un~~nnected wi~h criminal 
justice might suggest, and indeed ~erhaps facIlItate, th~ e~Istence of a 
comprehensive data system that mI~ht Irrevocably prejudIce the con
cept in the eyes of the general publIc. Further, any su.ch us~ge would 
stimulate very substantial pressu~es. to ~olle.ct and dIssemInate. cate
gories of data irrelevant for the crImmal JustIce pro.cess. The ultImate 
consequence might easily be the creation of a very dIfferent and ar~ua
bly more hazardous information system. N0I?-e!hele~s, the ~o~mlttee 
recognizes that it may well be legally or admmlstratIvely dIffIcult f?r 
some participating agencies to avoid altogether such requests. CommIt
tee recommendations are designed to take reasonable account of these 
constraints. 

The first and most important of the committee's recommend~tions is 
that direct terminal access to such a system should be restncted to 
public agencies which have as their principal fun~ti?n the reductio!! or 
prevention of crime or the enforcement of the cnmmallaw. QyestIOns 
of secondary access to data transmitted through such a system are 
treated later in this section. It will be obvious that difficult questions 
of definition abouqd in this area, and that no fully satisfactory solutions 

. can reasonably be expected in this preliminary report. 
The array of potential rec!pients of ~roject ~~ARCH inf?rmatio!l is 

vast, and each of the potentIal users mIght obtam the data m a vanety 
of ways. Potential recipients are both governmental and nongovern
mental, as well as persons and agencies that are of the mixed public
private variety. It has been determined that Project SEARCH d~~a 
would be disseminated in the governmental sector only. However, In 
the governmental sector itself, we have departments, agencies, comIl?-is
sions, offices, boards, and other units of government, so the questIOn 
arises whether it is appropriate to disseminate to a single person, a 
group of persons, or a unit within a larger unit, agency, department, etc. 
It is entirely possible to have a law enforcement unit, group, or even a I .. 

single person positively engaged in governmental law enforcement but 
only as part of a larger organization which is totally unrelated to crimi
nal justice. The most obvious example of this situation is the variety of 
law enforcement units and criminal justice personnel in the U. S. Treas
ury Department. In addition, many state conservation departments 
maintain their own police forc~s, and law enforcement officials turn up 
in some of the strangest places at the local level as well. 

Some idea of the difficulty encountered in defining a criminal justice 
officer who might require access to Project SEARCH data can be illus
trated by examining the various legal definitions of a peace officer in 
typical state codes of. criminal procedure. 

Thus, we find it difficult to define law enforcement officers, law 
enforcement groups, and organizational units of law enforcement. ~his 
kind of confusion is compounded when we broaden our perspectIves 
and attempt to define governmental, individual, group, and organiza
tional units engaged in the administration. of criminal justice. N everthe
less, for SEARCH purposes, it was determined that information 
dissemination criteria would include as recipients only the governmen
tal criminal justice community. The difficulty in arriving at a definition 
has been encountered by others. For example, the ~~CIC Advisory 
Policy Board did not define the term "law enforcement agency" so the 
difference between "governmental criminal justice personnel, agencies, 
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and/ or units thereof" as defined in this report and "law enforcement 
agencies" as understoo~ by the Advisory Polic¥ Board may P.ot be ~s 
distant as appears at fIrst glance. These questIOns of defInItIOn. wIll 
undoubtedly prove to be a matter of continuing concern for the partici
pants in any future system. However, the following listings should 
provide adequate initial guidance. 

Under the general standard described above, the following classes of 
public agencies may be permitted direct terminal access to Project 
SEARCH and any future system: 

1. Police forces and departments at all governmental levels that are 
responsible for enforcement of general criminal laws. T1;lis 
shoul~ be understood to include highway patrols and similar 
agenCIes. 

2. Prosecutorial agencies and departments at all governmental lev
els. 

3. Courts at all governmental levels with a criminal or equivalent 
jurisdiction. . . 

4. Correction departments at all governmental levels, mcludmg 
corrective institutions and probation departments. 

5. Parole commissions and agencies at all governmental levels. 
6. Agencies at all governmental levels which have as a principal 

function the collection and provision of criminal justIce infor
mation. 

The following classes of agencies and individuals would be among 
those excluded from direct terminal access to Project SEARCH and any 
future system: 

1. Noncriminal justice agencies with licensing authorities at all 
levels of government. 

2. Noncriminal justice agencies that are responsible for the en-
forcement of civil laws at all governmental levels. . 

3 . Noncriminal justice agencies responsible for personnel recrUIt
ing or screening at all governmental levels. 

4. Public social welfare and service agencies at all governmental 
levels. 

5. Military units and agencies, including military police forces. 
6. Courts at all ~overnmentallevels without a criminal or equiva-

lent jurisdi~t~on. ". '. .. 
7. Private indIVIduals and agenCIes Involved m ~nmm.al proceed-

ings, including defense att~rneys an~ legal aId sO~IetI.es. 
8. Legislators and representatIves of legIslatures, legIslatIve com

mittees and councils at all levels of government. 
9. Representatives of the communications media. . 

10. Private individuals and agencies in investigatory occupatIOns, 
including, for example, private investigators, credit bureaus, 
and industrial security agencies. 

11. All other private agencies and the general public. 
The committee recommends that any definitional questions not clearly 
answered by these listings or by the general standard described above 
should be presented for resolution to representatives of all the par
ticipating states. 

Obviously, these rules will exclude fro~ direct ~ccess to ~roject 
SEARCH and any future system the prInCIpal agenCIes that mIght be 
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expected to submit data requests unconnected with the criminal justice 
process. Nonetheless, a wide variety of secondary restrictions, involving 
agencies both with and without direct access to the data system, are 
needed to insure appropriate limitations upon access to the system and 
to its data. 

First are the restrictions upon agencies that may properly be permit
ted direct terminal access to the system. It should be understood that the 
above listing is not intended as an authorization for every such agency 
to establish a direct point of access. 

The committee urges each participating state to build its data system 
around a central computer system, through which each inquiry must 
pass for screening and verification. This central computer system 
should have as its special responsibility the monitoring of the usage of 
SEARCH within die state, and should routinely seek to verify both the 
identity of the requesting party and, with non-criminal justice agencies, 
whether or not the requesting party is authorized by law to obtain 
criminal history records for compliance with its duties. Severe penalties 
should attach to improper or unauthorized usage. Finally, participating 
agencies should be instructed that their rights of direct access encom
pass only requests reasonably connected with their criminal justice 
responsibilities. 

It must be recognized that there are strong pressures to combine and 
consolidate all state and local data processing into major integrated 
systems. There are very persuasive and compelling arguments in favor 
of such integration of data, since, it is argued, the same data elements 
may be of value to a number of different types of agencies, including 
l~w enforcement and criminal justice agencies within a given jurisdic
tIOn. 

However, the Security and Privacy Committee believes that the 
SEARCH state data bank should be housed in an existing criminal 
justice agency capable of properly managing the system within the 
defined guidelines or in a computer under the operational control of an 
agency specially created for such purpose and, in either case, independ
ent of any noncriminal justice agency or data file. It has been agreed that 
no gr~ater !lumber of te.r~inals should be ~tilized in any state than the 
state Its~lf IS able ~nd wIllIng to vouch for ~n terms of a level of security 
andpnvacy eqUIvalent to that mamtamed at the state's Project 
SEARCH computer center. 

I~ accordance ~ith decisions of the Project Group, the telecommuni
catIOns network fIlters through the central state data bank. Therefore, 
each state should be able to maintain control of traffic over the Project·. 
SEARCH system network. 

We have determined that only governmental criminal justice person
nel,shall have direct a~cess to the Project SEl\RCH system. For pur
poses of demonstratIOn, persons or agenCIes not classifiable as 
governmental c:iminal justice agencies. may have access to terminals, 
but would receIve mocked-up data SUItable only for illustrating the 
mechanics of the Project SEARCH operation. 

Complex ~ssue~ may be presented by requests for data from agencies 
that are demed dIrect access to the system. The appropriate response to 
such. requests is in principle clear. No use of the system or of data 
receIved through the system should be permitted for purposes uncon-
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nected with the criminal justice process. Any requests to employ the 
data for records checks for liquor or taxi licenses or similar purposes 
s~ould nor~ally. be. declined. N?D:etheless, th~ c~mmittee"fully recog~ 
mzes that thIS pnnciple of exclUSIVIty may readIly create severe difficul
ties/or !Dany participat.in~ agencies .. Public agencies, of course, do not 
?rdmanly segr~gate theIr fil~s ~ccor.dIng to the sources of their data, and 
ImI?ort~nt clencal and admml.str.atIv~ pr.oblems might arise from any 
obligatIOn to do so. Further, cnmmal JustIce agencies are in many states 
required by, law to conduct or at least to permit such records checks. 
The comIl1:lttee, therefore, recommends that participating agencies 
should act m a~cord wi.th the following principles except where state 
statutes otherwIse reqUIre: 

• Requests ~rom outsid~ the criminal justice community to examine 
data preVIOusly obtamed through the system should be honored 
only if the receiving agency is authorized by local law or valid 
executive directives to do so. Competent legal counsel should be 
obtained to determine the limitations of the agency's obligations. 

• No inquiries through such a system should be permitted for any 
purpose unconnected with the criminal justice process. The state's 
central computer should make every effort to insure that unauthor
ized inquiries are detected and eliminated. 

• Data previously received through the system should be marked and 
readily identifiable as such. So far as it is administratively feasible, 
these data should not be intermingled with the receiving agency's 
other files and documents. 

Problems of access are also raised by the statutes under which inter
ested private citizens may inspect and copy wide categories of public 
documents, sometimes including criminal justice records. The effect of 
these rights is to offer access to such records to representatives of the 
communications media, private investigators, credit bureaus, and all 
other interested citizens. Whatever the wider justifications for the doc
trine of public records, the committee has concluded that no such rights 
of access ,should be permitted to data obtained through Project 
SEARCH or any future system. 

It, therefore, offers two additional recommendations: 
• It believes that the staff of any future system should undertake as 

one of its first responsibilities a thorough study of the various state 
public record doctrines. This study should encompass judicial and 
administrative decisions as well as statutes. It should indicate in 
which states and with what seriousness the doctrines of public 
records create difficulties as to system data. 

• The committee recommends that participating agencies should be
gin prompt efforts to obtain appropriate exemptions from these 
doctrines for future system data. If necessary, statutory relief 
should be sought. Participants and representatives should be pre
pared, so far as it is reasonably possible, to assist these efforts. The 
committee does not assert that these recommendations will elimi
nate altogether these difficulties; it suggests simply that they repre
sent a realistic and ultimately effective plan of action. 

Offender Rights of Access 

The second category of access rules involves the possibility of a citi-
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zen's right to inspect and challenge the contents of his records. No such 
provisions were realistically possible in the brief demonstration period, 
but the committee strongly believes that they should form an integral 
part of any future system. The reasons are several. , 

First, an important cause of fear and distrust of computerized data 
systems has been the feelings of powerlessness they provoke in manx 
citizens. The computer has come to symbolize the unresponsiveness and 
insensitivity of modern life. Whatever mar be thouglit of these reac
tions, it is at least clear that genuine rights 0 access and challenge would 
do much to disarm this hostility. 

Second, such rights promise to be the most viable of all the possible 
methods to guarantee the accuracy of data systems. Unlike more com
plex internal mechanisms, they are trig'gered by the most powerful and 
consistent of motives, individual self-Interest. 

Finally, it should now be plain that if any future system is to win 
public acceptance, it must offer persuasive evidence that it is quite 
seriously concerned with the rights and interests of those whose lives 
it will record. The committee can imagine no more effective evidence 
than authentic rights of access and challenge. 

It should be understood that data custodians may take all reasonable 
steps, including fingerprinting, to assure that access to records under 
their control is restricted to properly authorized persons. 
. If the citizen believes that his records are inaccurate or misleadingly 
Incomplete, he should be permitted reasonable opportunities to chal
lenge them. These opportunities might be variously structured reme
dies, if they exist, should be used, state statutes could be enact~d or a 
small number of disinterested private citizens could be asked to ~erve 
as mem?ers of panels that would conduct informal hearings,. take evi
dence, lIsten to argument, and formulate specific recommendations. 

It will be clear that these procedural guidelines would have to be more 
clearly and completely defined if the scope of a future system is signifi
cantly expanded. A much more complex system of limitations and safe
guard~ would almost certainly be nee~ed. As we emphasized earlier, the 
commIttee s~rongly r~commends agaInst any such ~hanges in the char
ac~er of the InfOrmatIOn syst~m. If, nonetheless, thIs occurs, an appro
prIate .system of data categorIes should be adopted, with varying rights 
of notIce, access, and challenge. ' 

V. Vses of System Data 

There are a set of precautions and conditions which are important 
gu!del!nes to the actual ~pplicatio~ of. data from the system. These 
gUIdelInes relate to th~ dIrect applIcatIOn of data in CrIminal justice 
processes, to the potential secondary uses, and to the use of the data for 
research. 

Primary Data Uses 

The general types of situations in which criminal history data can be 
!lsefu! were briefly ~i~cussed in. Ch!lpter 1. Rather than attempt to 
Identify all of the legitImate applIcatIOns, th,e concept of primary data 
uses refers to those situations in which the knowledge of a suspect or 
offender prior record is of material value to the conduct of the criminal 
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justice processes. Within this broad definition, however, the nature of 
the SEARCH system imposes a series of important precautions to be 
taken in the use of the data. It is acknowledged that Project SEARCH 
and any future system, like all similar data systems, include risks as well 
as advantages. The advantages should be obvious to any citizen genu
inely trouoled by the failures and delays of the criminal justice system. 
The risks involve increased hazards of mistaken identity as a conse
quence of the system's increased speed of operation. Although the statis
tical likelihood of error in any given situation will always remain quite 
small, the committee believes strongly that these risks should cause 
serious and permanent concern among participating agencies. 

It must be acknowledged that Project SEARCH, as originally con
ceived, was basically a "name search" system. The addition of an accu
rate FBI number and other identifiers to the name, of course, makes it 
possible to be more certain of the identity of the individual. The use of 
facsimile transmission of fingerprints, as verification of identity, like
wise makes positive identification possible. There are, therefore, trade
offs between speed and certainty of identification. At different intervals 
in the processing of the offender through the criminal justice agencies 
that society has created to deal with criminal behavior, there are differ
ent requirements for certainty of identification and these are often 
related to the exigencies of response time. 

Prearrest 

Through its central index, Project SEARCH seeks to provide im
mediate basic data concerning the individuals with whom the police 
must deal at the street level, but almost always on a "name search" basis 
only. There is no, opportunity in on-the-street situations to verify the 
identity of the suspect in any rigorous fashion. The privacy precaution 
to be exercised at this point is to ensure that actions are taken in re
sponse to factual data, and not merely in light of partially speculative 
prior record information. 

Many police investigations and most prosecuting attorney and grand 
jury investigations, however, do not require instantaneous response. If 
the FBI number is known because of prior certain knowledge concern
ing the suspect; or, if it is possible under the law of the particular state 
involved to take fingerprints prior to formal arrest, a pOSitive identifica
tion may be made and fast responses of summary data obtained from the 
central index. Shortly thereafter, a more complete record may be re
quested where desired from the state of record. Both are made possible 
through the rapid telecommunications and computer interface proce
dures of Project SEARCH. 

It is significant to note that in the first case, records are obtained on 
the basis of identification other than-and less positive than-finger
prints or their equivalent, or an accurate and certain FBI number 
(which most often can be obtained only by fingerprinting). The sen .. 
sitivity of this phase of Project SEARCH operations is critical. It is here 
that miscarriages of justice could occur because of mistaken identity. 

Arrest, Booking, and Arraignment 

Arrests are frequently made on the basis of leads obtained through 
tentative identification; however, it is critical that a prima facie case be 
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established on facts other than the data obtained from a Project 
SEARCH response. If the statutory grade of the offense is greater 
because of the fact of a previous conviction, it is most risky to depend 
upon a name and personal description search or to take any immediate 
action in reliance thereon. 

With the availability of facsimile and other appropriate means to 
obtain a positive identification, it should not be necessary t.o boo~ and 
arraign and set bail for an individua~ in ~eliance t;tPO~ a cr!~m~l hIst?ry 
record which is obtained on the basIs ot a tentatIve IdentIfIcatIOn. 1 hIS 
is not to say that rapid processing is not essential. 

Having a charge or bail set too low or too high and the arrestee 
released or detained before his full circumstances are known, is dysfunc
tional. On the other hand, unduly holdin~ the arrestee, either by re
questing adjournment of the case or by filmg a technical char~e (such 
as vagrancy) as an excuse for holding him, compromises an indIvidual's 
civil liberties. Clearly, these alternatives are a disservice both to the 
an=estee and his rights and to the local taxpayers who must pay the 
added costs of criminal 'justice. 

Sentencing, Probation, Correction, and Parole 

There is no satisfactory reason why any individual should be sen
tenced, or be dealt with by rehabilitative agencies, on the basis of a 
criminal history record obtained through Project SEARCH, unless 
positive identification of the person has been obtained. Ample time is 
generally available, in these parts of the process, to obtain positive 
identification, even using the mail for transmission. 

It should be quite clear that positive identification is an essential goal 
in the general application of SEARCH data. 

The committee's first and principal recommendation is, therefore, 
that participants in Project SEARCH and any future system actively 
continue to devise more effective methods to minimize every possibility 
of error. These efforts should be given the highest priority by the staff 
of any future system. In addition, the followin~ preliminary measures 
should be implemented by every participatmg agency in Project 
SEARCH. 

First, a vigorous educational program should be instituted for all 
police officers, prosecutors, and others who might be expected to em
ploy Project SEARCH data. The program should include frank apprais
als of the likelihood and consequences of error. It should remind every 
officer that prompt and thorough verification must be obtained of every 
Project SEARCH identification, and that significant criminal justice 
decisions should be based on unverified data only in the most urgent 
circumstances. Refresher programs should be repeated at regular inter
vals. 

Second, as indicated earlier, ~ll Project SEARCH data should be 
marked and identifiable as such. These markings, or a supplementary 
document that is securely fastened to each Project SEARCH file, should 
offer prominent warnings that positive verification should be obtained 
as quickly as reasonably possible and that any reliance upon unverified 
data is extremely hazardous. 

Third, the reports and other documentation routinely COmpleted by 
police officers should include explicit inquiries about· the use madle of 
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Project SEARCH data and the methods employed to verify Project 
SEARCH identifications. Senior police officers should mom tor these 
and other reports to insure proper usage. 

Fourth, police officers and cadets should be repeatedly warned that 
careless use of Project SEARCH data represents professional miscon
duct that warrants severe disciplinary measures. Officers who are found 
to have disregarded these warnings should be thoroughly counseled 
and, where appropriate, disciplined. 

Fifth, prosecutorial authorities ~~ou~d be instrt;cted to make expli~it 
inquiries about the usage and verIfIcatIOn of Project SEARCH data m 
any case brought to them for further proceedings. The !l~sence of posi
tive verification for any identification shOl,lld be suffICIent cause for 
reconsideration of the case. 

Sixth, any reports or documents provide.d to defen~e counsel which 
include Project SEARCH data should routmely descrtbe both the haz
ards of careless use of the data and the methods actually employed to 
verify the identification in question. 

Seventh commissioners, magistrates and otherl'udicial or quasHt;tdi
cial offici~ls should be told in detail the possib e haza:ds ~f P.roJect 
SEARCH identifications, and should be encouraged to mgUlre I~ the 
course of their duties whether such data have been used and, If so, 
whether verification procedures have beel?- co~pl~ted. They shoul~ be 
asked to assume that any pretrial proceedmg mst~t?ted on ~he bas.Is of 
an unverified identification is fundamentally defIcIent. PolIce offIcers 
and prosecutors shot;tld ~e instructe? to volunteer: this i~formation :o~
tinely, as part of theIr wIder commItment to the Integrtty of the crImI-
nal justice process. . . 

These precautions are not intended to invalidate any tentatIve Iden
tification information or responses for "on-the-scene" inve~tigatio~ and 
imminent arrest situations. Many inI)ocent people may be ImmedIately 
and intelligently cleared of suspicion, just as man:f guilty I?eople ~ay 
be held rather than summarily released, because of mformatlon derIved 
from data obtained through the immediate nationwide record response 
of Project SEARCH. 

At the same time, every effort should be made to redl!ce, through t~e 
application of relevant advanced technology, those CIrcumstances In 
which Project SEARCH can provide only tentative identification to law 
enforcement officers and criminal justice agencies. 

Secondary Uses of Data . 

The severity of the hazards created by any data system depends in 
large measure up~n t~e purposes for whic~, and agencies by w~ich, the 
system's informatIon IS employed. Constraul:ts upon the system s collec
tion and storage of data, no matter ~ow rigorous, can neve~ replace 
altogether a system of effective restrictIOns upon the uses to whIch those 
data are put. At the same time, such restrictions are often extraor
dinarily difficult to enforce. In this situation, for example, it must be 
anticipated that ~h~ data will freq~ently ~irculate widely through ~nd 
outside the receIvmg agency. PolIce offIcers, prosecutors, detention 
officials, parole boards, clerical assistants, judicial administrators, p~b
lic defenders, and many others may all be expe.cted to demand ~?pleS 

, of or access to the data. Licensing agencies, credIt bureaus, the mIlttary 
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services, tl1e communications media, private investigators, and others 
will make similar requests from outside the criminal justice community. 
Each of these groups will be likely to have informal constituencies with 
which it habitually exchanges information. Most of these secondary 
recipients will be only peripherally .connected with the criminal justice 
process. The consequence is likely to be a network of very informal lines 
of communication, along which system's data will frequently flow. It 
must be acknowledged that no system of restrictions, however strin
gent, is likely to prevent all leakages. They are simply a fact of organiza
tional life. Nonetheless, the committee believes that important steps 
may b~ t~ken that at least will reduce their frequency and seriousness 
to a mInImum. 

First, participating agencies should be instructed that no dissemina
tion of system's data either within or outside the receiving agency is 
permissible except for purposes directly connected with the criminal 
justice process. A continuing program of employee training should be 
undertaken, in which. ~he special constraints that are applicable to sys
tem's data are emphasIzed.. 

Second, as indicated earlier in this chapter, the committee recom
mends that data received through such a system be marked and readily 
identifiable as such. So far as administratively feasible these data should 
not be intermingled with the receiving agency's ordin~ry files and docu
ments. 

Third, criminal justice agencies that obtain data from a receiving 
agency should be fully familiar' with the system and with the special 
constraints that surround its data. 

Fourth, receiving agencles should maintain, for a reasonable time 
complete registers of the individuals and agencies to which the system'~ 
data are released. These registers should indicate the information 
released, the individual to whom it was released, and the date. It should 
be clearly understood that no further dissemination is permissible with
out spedfi~, prior, a~d wri.tten consent from the. receiving agency. If 
these restrIctIOns are mtentIOnally or repeatedly VIolated the offending 
agency should be immediately denied further access t~ the system's 
dat~. The committee believes that these measures, together with those 
desc:ri,?ed in the subs~ction concc:rning access to the system, offer a 
realIstIc and constructIve approach to these problems. 

c 
Research Uses 

Another troub~es.orne aspect of indirect access to the Project 
SE~~CH ~ystem IS m the area of research. Here we deal with the very 
legItImate mterests of people who most often do not meet the criteria 
for direct access, yet granting indirect access to them would seem to be 
socially desirable. 

When res~arch into trends within the criminal justice field are con
ducted by Project SEARCH participants' own analysts, no special 
procedures are needed, other than to ensure that employees performing 
in this area abide by the privacy safeguards and rules. However there 
~as bee.n strong interest, .for the benefit of the c~iminal justice system, 
In makIng as much of thIS data as possible available to qualified social 
and behavioral science researchers. 

If identifying numbers or names are needed in order to associate 
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informa.tioJ}- across time or conduct special studies, the researchers 
should mdle.a\:e such needs and the actual search and link functions 
should be carried out by Project SEARCH personnel assigned to the 
project. The important point is that Project SEARCH can provide a 
meal!s for moun~ing experimental programs of research within the 
~urvlew. of S~CUrIty and privacy c~:mstraints. There are political scien
~IstS, SOC~OI?glSt.S, la.wyers, economIsts, and <?ther speciaHsts whose work 
m the cnmmal Justl~e £leld could have a major impact in increasing our 
knowledge of both the causes of crime and effect of different commit
ments, and on ppobation policies and similar matters. Such programs of 
research may ultirr~ately prove the most useful of all the consequences 
of such a system. Nonetheless, the committee strongly believes that all 
participating agepcies should be obliged to take all reasonable steps to 
guarantee the privacy interests of the subjects of the records. It is con
vinced that these two competing interests may be satisfactorily accom
modated by implementation of the following recommendations. 

First, each participating agency and every proposed program of re
search should explkitly acknowledge a fundamental commitment to 
respect privacy interests in the conduCt of research. 

Second, no program of research utilizing individual records should be 
initiated unless an advisory council, or other appropriate representa
tives of the system, has fully investigated the prorosed program, has 
been satisfied as to the professional qualifications 0 those involved, has 
been convinced that the proposal is justified by the public interest, and 
has approved the pr.ocedures it includes for the protection of individual 
privacy. Separate and explicit findings should be made as to each of 
these questions by the reviewing authorities. 

Third~ the identification of individual subjects should be divorced as 
fully and as effectually as possible from the data. Anonymity of the 
subjects should be actively sought in the design of the research project, 
and should be regarded as a fundamental characteristic of good research. 
Any research project not involving anonymity of the subjects should be 
examined with the greatest care. It should be assumed that any such 
project requires stringent supplementary protective measures, possibly 
including written prior consent from each subject whose file is to be 
opened. '. " 

Fourth~ the research data should be shielded by a security system that, 
so far as reasonably possible, is fully comparable to that which or-
dinarily safeguards the system's data. " 

Fifth, any code Or key that identifies individual subjects with any 
portion of the research data should be given(\special protection and 
should be destroyed as soon as reasonably possible. ., 

Sixth, 'data obtained for one research purpose should not subse
quently be used for- any other research purpose without the prior, 
specific, and written consent of authorized representatives of 'the sys
tem. Such consent should be given only after reconsideration of all of 
the issues described above. . 

Seventh, each of these requirements, together with any supplemen
tary requirements that may appear to be necessary indndividual situa
tioQs, should be included in any research contract or agreement. 
Appropriate nondisclosure forms should be required, and the system 
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should retain rights to monitor and, if necessary, terminate any pro-
gram of research. . 

Finally, it must be understood by the relevant system representatIves 
that these require~ents should b~ extended or su.pple,mef,1ted a~ needed 
to guarantee meanIngful protectIOn for the subJ~c~s. prtvacy mter~st. 
They are, in other words, intended to serve ~s an mIt!al set of oper~tmg 
principles, and not as a final or comprehensIve solutIOn to the mtrtcate 
problems of privacy and research. 

VI. Organizational Structure, Controls, and Sanctions 

It is important now to examine several m.ore gen~r.al qu.estions of 
administrative policy. These may be convemently dIvIded mto three 
groupings: ' 

1. Qgestiorls of the proper legal and administrative relati~nship~ in 
the system, its participating agencies, and other publIc bodIes. 

2. Qgestions involving internal methods of control. 
3. Questions involving the ext, ernal remedies that should be pro
vided those harmed by the system's activities. 

Legal and Administrative Policies 

Project SEARCH consists essentially of two parts: a central index, 
located during the demonstration in Michigan, and the various par
ticipating state agencies, each of which will pr.epare files for disse~i~a
tion through the system and operate data termmals for the transmISSIOn 
and reception of data. 

Both parts of Project SEARCH raise difficult questions of law and 
policy, but the commi~tee ~elieves that the system may best be struc
tured along the followmg hnes. 

For reasons described earlier in this chapter, there should be a central 
computer within each state through which all data inquiries should 
nec~ssari1y pass. This central computer should be empowered to screen 
aU data inquiries and to exclude those that appear 'inconsistent with the 
system's requirements. To facilitate this screening, every inquiry from 
a remote terminal should include prescribed minimal information con
cerning the requesting agency and the purposes of the inquiry. 

This screening should be supplemented by, and cross-referenced 
against, a continuing program to monitor and supervise usage of the 

: project SEARCH system and its data within the state. ~eriodic usage 
reports should be required for each of the remote termmals. 

Each state's Project SEARCH center's supervisory powers should 
include control ,over the position and number of remote terminals, as 
weB as the character, number and sources of the data inquiries. 

The committee believes that these obligations would be most effec-
tively discharged if the central computer in each state were placed 
under, the authority of a,specific state agency. The agency should be 
aciequately staffed with appropriately qualified professional personnel. 
It should be given, preferably by statute, ample authority to monitor 
and control usage of the"systcm and its data within the state. This should 
in~lude power to license remote terminals, to screen data inquiries, to 
requi.re periodic activity reports, and to impose sanctions, including 
expulsion, on agencies and\,individuals that abuse the system. 
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An important organizational question relates to the actual placement 
and operation of the central index in any future system. A variety of 
devices might be employed for this purpose, each with its particular 
advantages and ha~ards .. The index might, fo~ example, be conduc~e? on 
the basis of essentIally Informal understandIngs ampng the partIcipat
ing state agencies. This n;ight be conveniently and ea~i1y c~eat~d,. but 
it is likely also to produce Important legal and perhaps fmanclal .dIfficul
ties. The index might alternatively be placed under the authortty o~ an 
existing or new federal agency. This method would have the pOSSible 
advantage of encouraging continuing federal financing for the system. 
Third, the index might be conducted under the auspices of an interstate 
compact, joined by all of the participating states. This would give for
mal recognition to the states' primary responsibility for enforcement of 
the criminal laws, but it might, in addit}on, prove an awkwar~ ~nd 
inflexible arrangement that ultimately dIscouraged federal partIcIpa
tion in the system. 

Still another possibility might be a public corporation, chartered by 
the federal government. The committee does not believe that it should 
now offer recommendations as to these and other possibilities. Any final 
selection must await further clarification of the terms of any future 
system, including the relative financial responsibilities of. the federal 
government and the participating states. Instead, the ~O~II:uttee recom
mends simply that these and all ?ther r~asona?le·possIbIhtles.sh~uld be 
intensively examined to determme theIr relatIve advantages In l~ght of 
the terms of any future system. 0 

I nternal Control 

Whatever the legal structure ultimately selected for any future sys
tem the committee believes that the following devices should be care
fully considered for inclusion. First, there should be a ~ermanent 
council of state representatives, supplemente~ by represe~tatives of the 
relevant federal agencies and the general p~b~lc. ~he publ!c repr~~enta
tives should consist of a small number of dIstmgUIshed prIvate C!tIz~ns, 
selected for their known interest in civil liberties and criminal JustIce. 

This governing board should be given wide powers over the system 
including authority ~o: . . ." . . 

• Monitor the actIVItIes of the partICIpatIng state agenCIes. 
• Adopt administrative rules and r~gulations for t~e system. 
• Exercise sanctions over all agenCIes conneftyd WIth the system. 
The council should also have authority to delegate any and all of its 

powers to an executive committee: In a~dition,. it should ~~ supple
mented by a small permanent staff, mcludmg a s.Ulta.bly qualIfIed dIrec~ 
tor and such advisors and consultants as It fmds necessary or , . , 

approprtate. , . . . 
Among its other activities, the council should .c~>nd~ct perIOd~c mves

tigations of the methods adop~ed by the partlCIpap,JIg sta.tes for th~ 
protection of privacy and secunty. It should from tIme t~ tlIJ}e formu
late its findings into administrative standards for the ~ntq~e system. It 
should exercise particular contrQI over any proposed pr?grams of re-
search. ' ~ 

It should be clear, that the committee envisions two layers of internal 
administrative controls for the system. ,I 
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First, the individual state agen.ciescs~ouldbe.ge!le~all)' responsible for 
the conduct of the system withm theIr own JUrISdIctIOns. 

Second, the national governing board. and staff should mon~tor the 
activities of the several state agencies to msure proper cooperatIOn and 
the full observance of national standards. 

Both levels should be empowered to conduct investiga.tory hearings 
in which evidence would be taken, argument heard, and fmdmg~ made. 
Both levels of administrative control should be empowered to Impose 
prompt and appropriate sanctions upon any agency that has abused the 
system or its data. ., 

The sanctions at both levels could involve suspensIOn ~r expulsIOn. of 
agencies from the system. However, at the state level, m cases of m
dividual offenders, there should be a whole range of employment sanc
tions, incl udingdischarge. 

Further the committee believes that administrative sanctions should 
be supple~ented by the imposition of criminal penalties .upon those' 
who willfully misuse the system or its data. These penaltIe.s ought to 
include the possibility of terms of imprisonment as well a.s fll~es. They 
might be created by federal or state statutes, or some combmatIOn of the 
two but the committee recommends that the system should draft, and 
each participating state should immediately adopt, a uniform act for the 
protection and control of system data. This model statute should in
clude these criminal penalties, the civil rights of action des~ribe~ below, 
and any exemptions that may be necessar~ from stat~ hcenslI~g and 
freedom of information statutes. These last Issues are dIscussed m ear
lier sections of this chapter. 

External Remedies 

It is necessary next to examine the various remedies that should be 
provided those who a~e injured by the ~ystem's activities. W~ have 
already described the nghts of access, notice, and challenge whIch we 
would have the system guarant~e to ~very ~ndividual. The commi!tee 
does not, however, believe that these nghts, Important as they certamly 
are, should be thought adequate. 

The legal history ot this country consists in large measure of warn
ings that administrative remedies are in themselves insufficient guaran
tees of individual interests. More narrowly, it should be cl~ar that ~ny 
future system will win the confidence of the general publIc o!lly If It 
first provides tangible evidence of genuine concern for the rIghts of 
those about whom it will collect information. A meaningful system of 
judicial remedies would provide such evidence. Two sets of remedies 
should be considered: First, the administrative rights of notice, access, 
challenge, and review should be made judicially enforceable by statu
tory authorization of a prerogative writ, on the order of mandamus and 
habeas corpus. This in itself will add nothing to the burdens or incon
veniences placed up~m the data syste~ by these ri~hts. I~ merely pro
vides persuasive testImony that these nghts are serIOusly mtended and 
that they may, if necessary, be guaranteed by the courts. 

Second, statutory authorization should be given for broadened civil 
rights of action in cases in which inaccurate, inco~plete, or misused 
data cause injury to the data's subjects. 

As the situation now stands, private citizens in most states are given 
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civil causes of action in cases of defamation, invasions of privacy, and 
breaches of confidentiality. These rights of action are, however, often 
of little practical value because of various exceptions and limitations. 
The pressures and situations that shaped these restrictions have little 
relevance to the issues that now concern us. 

The committee, therefore, recommends the creation by statute of 
supplementary civil· rights of action, under which individuals could 
recover actual damages suffered as a consequence of negligent or willful 
misconduct by the data system or its employees. 

These rights would run separately, but not cumulatively, against the 
system and its participating agencies. They should be included in a 
model statute drafted by the system and adopted in each of its particirjat
ing states. 

Finally, attention should be given to the various proposals that data 
systems should supplement their internal controls by the use of om
budsmen or independent boards of inquiry. The committee has exam
ined these suggestions closely, but has concluded that its 
recommendation for public representatives on the national council is in 
this situation more satisfactory. The committee anticipates that this wili 
guarantee the same independence of view without the same administra-
tive inconveniences. . 

Nonetheless, the committee recommends that these additional pro
tective devices should periodically be reconsidered by the council and 
staff of any future system. Perhaps, these devices might later be used on 
an experimental basis in selected states. The point that warrants re
emphasis here is that individual privacy interests can be effectively 
protected only if they receive serious and sympathetic attention from 
every participating agency throughout the life of the system. This is, as 
we observed earlier, the committee's first and most fundamental recom
mendation. 
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Chapter 4 
System ~ecurity 

The previou~ chapter has described a broad range of considerations 
relating to the design and operation of a total computerized criminal 
history system, from the viewpoint of providing guidelines protecting 
individual privacy. There are two aspects of the entire security and 
privacy question that remain to be addressed. 

First, while it is appropriate to discuss the privacy considerations 
with respect to the total 0yerational system (hardware, software, opera
tors, and users), the actua implementation of many of these guidelines 
will ultimately be carried out by the agency that is chosen to operate 
each state system. These system operators will be assigned the responsi
bility, then, of providing the actual detailed procedures that accomplish 
the recommendations of Chapter 3. It is, therefore, appropriate to view 
the considerations of Chapter 3 in terms of how they affect actual 
system operation, and thereby provide guidance for system operators in 
preparing the necessary procedures. 

Second, there are a second set of considerations interrelated with the 
privacy issues that concern the system operators. These relate to the 
protection which must be given to the system to preclude damage or loss 
that will impair the operation of the system. Obviously, a heavy reliance 
on the system requires that it be protected from accidental or inten
tional damage or.alteration. These concerns also imply that the system 
operators have to develop appropriate procedures. 

When the privacy issues are viewed from the perspective of the sys
tem operator, the resulting procedures overlap those that would be 
developed for the protection of the operating system. It is, therefore, 
useful to consider the combination of these two aspects in terms of 
system security. 

System security, then, is the ability to restrict the availability of 
specific information to authorized individuals, and the ability to physi
cally protect all parts of the system, including, both data and the system 
that processes the data, from any form of hazard that might endanger 
its integrity or reliability. 

This chapter is organized under seven major headings representing 
statements of security·/ privacy agreed to by the Project Group repre
senting the states participating in Project SEARCH. These policy state
ments represent the commitment of the participating states to system 
security as an integral part of criminal justice information system de
sign and operation. They. are expected to remain relatively constant 
over time, and to be useful both in the conduct of the feasibility demon
stration being conducted under Project SEARCH ~nd in the design and 
operation of future national criminal history information systems. 

I. m. mediat.ely following each major policy statem.ent; procedures con
sistent with that policy are presented. These procedures are intended 
to be illustrative of the types of activities which states would undertake 
in implementing the policy statements. It is recognized that the specific 

39 

I. ~ . Preceding page blank 
t ,.. .. ---- -..... ~~ ... -.-.--.....,..~ .... ---~~ .... '~',..-~. 

lJ 
-~~-.,......-.-""~ ••• --..... ~---,. ..... --. <' 



I 
1{ 

i 
; 

! 
I 
'II 
q 
I! 
11 
I 

-----------------------, 
..• -'----~--------~-,-..-,~-~--~-.-

procedures to be impll.!mented in a given state, and the timing o.f im
plementation will val'y widely, depending on the statutory authority of 
the agency operating the criminal justice information system, state stat
utes regarding security and privacy, the equipment and software .co~
figuration of the system, the numbers and types of ~y~tem users wIthIn 
the state and other variables. Because of these VariatIOns, and because 
the secu~ity and privacy committee realizes that it is impractic!ll to 
attempt to specify detailed operating procedures which can and w~l~ be 
adopted by every agency, the guidelines preseI?-ted .here are explIcItly 
limited to illustrations. Although it may be possIble In the development 
of a future system to identify mutually acceptable procedures, a much 
broader involvement of the participants will be necessary to r~ach 
agreements that will actually be implemented. At the present. tIm.e, 
some of the procedures listed in this chapter may be i!lapprop~Iate I!l 
some participating states, whereas procedures not dIscussed In thIS 
chapter may be very desirable or already implemented in. other sta~es. 
The important point is that participating states concur In the pohcy 
statements, and recognize a requirement to translate these policy state
ments into day-to-day performance. 

In order to be effective, procedures must be brief, unambiguous, and 
directed toward action (that is, they should require some actions, allow 
others, and forbid still others). Procedures must be available to all au
thorized users of the system whose actions are affected by them and they 
must be made an integral part of job training and performance evalua
tion. Whereas policy statements are expected to remain valid ov~r ex
tended periods of. time, procedures must be continually eyaluat~d In the 
light of changes III the state of technology, system confIguratIOn, and 
external security risks. 

Policy Statement: The input, modification, cancellation, or retrieval of 
information from the system will be limited to authorized agency terminals. 

A procedure consistent with this policy would require the identifica
tion of individual terminals using a method not requiring operator 
intervention (e.g., terminal "hardware"). 

For systems on which terminals are shared by authorized agencies 
and unauthorized agencies, procedures to implement passwords, 
scheduling, operator identification, or off-line initiation of system ac
tuation (e.g., by telephone call) are consistent with this policy statement. 

For systems in which some agencies are authorized limited system 
access (e.g., inquiry only terminals) consistent procedures would define 
levels of access to the system in terms of types of information elements 
and records which can be input, modified, cancelled, or retrieved by 
each and every agency, coupled with system software provisions to 
insure that only those system transactions authorized can be undertaken 
by each participating agency. 

Procedures to insure that the telecommunications facilities of the 
system are adequately protected against e~ve~dropping, tappin,g, ins~r
tion of false messages, and so forth are wIthIn the scope of thIs poltcy 
statement. If the system is implemented on a computer system not 
entirely dedicated to criminal justice applications, procedures to protect 
or to prohibit access to the data base by unauthorized agencies during 
time-sharing, multi-programming, or other uses of the processor should 
be implemented. 
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Policy Statement: Disclosure of information from the system through termi
nals will be limited to authorized final users. 

Procedures for the training and education of terminal operators and 
user personnel within agencies fall within the scope of this policy state
ment. Such procedures include the mandatory posting of rules and 
statutes applicable to use of the information, establishment of a manda
tory training program as a condition of system participation, and re
fresher training in security requirements. 

Procedures to assure the prompt and active prosecution of persons 
accused of unauthorized information use, and for cancellation of system 
services to agencies which violate system security would also fall within 
the scope of this policy statement. , 

Procedures to require the establishment, maintenance, and review of 
system usage logs for the identification and documentation of system 
security violations would support this policy statement. 

Procedural requirements for physical security standards at terminal 
locations regarding physical access to the terminal by staff, maintenance 
personnel t and visitors, and for the disposal of printouts and other 
system byproducts will support this limitation of information access. 

Procedures to assure the limited distribution of Operating Manuals 
and other information required for access to the system will support 
this policy. Procedures requiring dedicated communications facilities 
and lines assist in implementing this policy. 

Policy Statement: Informatiorl in the system will be protected against unau
thorized access in the computer center. 

Procedures to assure the secure and orderly destruction of page 
printer and paper tape output of the information system provide partial 
implementation of this policy. Similarly, procedures for the erasure of 
(:nagnetic tapes and discs prior to transfer out of the com,Puter center 
or reuse in portions of the center not devoted to criminal Justice infor
mation processing are appropriate implementations of this policy. 

Procedures providing for the physical security of the computer cen
ter, including procedures for escorting of visitors, maintenance person
nel, and equipment vendor representatives will reduce the risk of 
unauthorized access. 

General software requirements for the erasure and clearance of core, 
buffers, mass storage, and peripheral equipment as an integral.part of 
all programs dealing with the processing and retrieval of criminal jus
tice information lend credence to the policy statement. 

Procedures for the limitation of the numbers and the qualifications 
of computer center personnel authorized to have direct access to the 
information in the computerized system through the system control 
terminal, and providing for the log~ing of system,~ransactions t~ro~gh 
the control terminal represents an Important portIOn of the polIcy Im
plementation plan. 

Policy Statement: Information in the system will be protected against unau
thorized alteration. 

Procedures which require the installation, checkout, and regular re
view of file protection software is an appropriate response to this policy 
statement. Care must be taken that the file protection software concept 
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used really protects against accidental or intentional alteration of in
dividual files under all operating circumstances. 

Procedures assuring that the criter~a for purging of indiv~dual infor
mation elements or records from the ftIe are clearly and concIsely stated, 
published, and made available to all al;1t~orized use~s of the system 
should be developed. A rrocedure reqUIrmg. th~ logg!ng of all record 
alteration transactions 0 the system and perIOdIc reVIew of those logs 
can be implemented. 

A procedure of special revi~w ?f information purging software 
shoulo be carried out to determme If the user should be authOrIzed to 
purge records witho~t manual intervention at the computer site. 

Policy Statement: Information in the system will be protected against loss. 
Procedures for the protection of .the. compute~ facility ~nj. files 

against fire and. vandalism ~hould be m~tItute?, to mclude ~pecrfic re
quirements of SIte prepara~lon and conft~uratIOn to assu~e. that strong 
countermeasures against fIre and vandalIsm can ~e moblhzed, and \ to 
minimize the probability that total loss of data will occur. 

Procedures which establish library storage of system information 
should be instituted, with special consideration for the environmental 
control to allow long-term .storage of data without d~g~ada~ion, proper 
internal and external labehng to ~ssure ease .of retrIeVI~g mform.a~l?n 
from the library, and proper phYSIcal protectIOn of the hbrary.facIlltles 
to protect against (and detect attempts at) access by unauthorIzed per
sons. 

Procedures should be instituted to assure special protection of infor
mation in the system during critical periods of system configuration 
change such as file reformatting, reprogramming, changes in informa
tion retrieval/modification programs, etc. 

Procedures to limit the total number of persons who have "complete" 
access to the system, through implementation of privileged instruction 
sets or limitations on the capabilities of individual input/output devices 
are within the scope of this policy statement. 

A pro~edur~ for th~ protect~on of the comp~ter cen~er .an~ telecom
munications hnes agamst tappmg, eavesdroppmg, and ImitatIve decel?
tion techniques should be instituted; the procedure. should detaIl 
responsibility for concern about these danger areas durmg system de
sign, operation, and modification phases. . 

Since information unavailable at the time of need is essentially "lost", 
the provision of facility duple~ing, gradual fai~ure modes, an~ o~~er 
equipment and procedures desIgned to maXImIze system avaIlablhty 
support this policy. Procedures requiring the storage of duplicate files, 
programs, and documentation separate from the computer center simi
larly support this policy. 

Policy Statement: Information in the system will be protected against unau
thorized use. 

Procedures to identify specifically those uses to which the informa
tion base can be put should be instituted. These procedures will include 
definitions of those uses which faU within the direct functional respon
sibilities of the criminal justice information system, those statutorally 
mandated, those allowed uses within the discretion of the information 
system management, and uses specifically forbidden by statute or ad-
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ministrative decision. Included should be both operational and research 
uses of the data, by both governmental and private agencies, as de
scribed in Chapter 3. 

Procedures for the editing of data before turning it over to research
ers, and for the training and education of those users in security should 
be explicitly stated in written procedures. 

Procedures to establish records of such secondary uses of the data, 
containing both the authorization under which the use was obtained 
and the specific information to which the user had access are within the 
scope of this policy statement. 

Procedures for the authorization of computer program preparation, 
coding, debugging, test, and use on the system including standards of 
documentation required and specific check for security adherence are 
proper partial implementations of this policy statement. 

Policy Statement: System security is a line responsibility equal in importance 
to system peiformance. 

An appropriate implementation of this policy statement would in
clude procedures to insure that appropriate consideration is given to 
security risk at the point of ,hiring, performance review, and promotion. 
Implementation may inch,ide required background investigations, set
ting of personnel standards concerning criminal history of persons with 
access to the system (possibly equivalent to police officer standards), 
probationary employment periods, and continuing activities to investi
gate the risk potential of system employees, vendors, maintenance per
sonnel, etc. In the case of computer centers not entir~ly under the 
management control of criminal justice agencies, these provisions may 
extend to government employees of other agencies. 

There should be procedures of periodic management audit of security 
procedures for the system, to insure that existing procedures areade
quately stated, published, and adhered to. In addition, the audit should 
review all phases of security to determine the adequacy of current 
procedures to the current security risks, and to develop additional 
procedures where required. 

Procedures callin~ for external audit of security adequacy either peri
odically (e.g., every rour years) or on special occasions (e.g., after a major 
security viol~tion) would support this policy statement. 
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Appendix A 
Code of Ethics 

Project SEARCH pa,rticipants believe that a nationwide capability 
for quick access to offender criminal histories is essential for effective 
law enforcement and administration of criminal justice. 

It is recognized, however, that the extraordinary increase in accessi
bility and responsiveness associated with the use of computer-based 
information systems may: increase the possibility of unauthorized dis
closure or misuse of the data in other than legitimate law enforcement 
and criminal justice functions. Therefore, in order to provide reason
able protection of individual privacy and to secure the data maintained 
in the System, the participants in Project SEARCH pledge to observe 
the following: 

Article I. Limitations of the System 
SECTION 1. Limited area o[ government. The participants should 

limit the area of concern to criminal justice as a matter of government 
function. 

SECTION 2. Limited cat~go~y of ~ser~. The p~rticipants should limit 
access to the System to crImmal JustIce agencIes who would assume 
responsibility for the legitimate criminal justice use of System data and 
provide penalties for improper disclosure. Rules governing access 
should be definite and subject to public scrutiny. 

SECTION 3. Limited functions. 
A. The participants should limit the role of the Central Index to an 

information serVIce only. 
B. The participants should limit the System, at the national level, to 

an index or direct~)1'Y ro~e rathe~ than a registry function. \" 
SECTION 4. Ltmtted wfonnatton. 
A. The participants should limit System records to certain subjects 

-those for whom arrest fingerprints have been recorded. The record
ing of data about an individual should be initiated only upon the report 
?f a crime and the commencement of criminal justice system ErolCeed-

Iny;,. The participants should limit data collection to only that whi'ch is 
releyant for the criminal justice process. Thus, data aboqt individuals 
such as contained in census, tax, election, unemployment insurance, and 
similar files should not be collected or accessed through the System. 
. C. The participants should specifically exclude from the System all 
unverified information such as informant-supplied data or intelligence 
data. 

Article II. Integrity of IQformation 
SECTION 1. Assurance of individual privacy. The participants 

should make a continuous effort to refine every step of the criminal 
justice information system provided by SEARCH to assure that the 
most sophistic~ted measures are employed and the most perceptive 
judgments are made in the development and operation of the System to 
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optimize the protection of individual privacy. 
SECTION 2. Collection and maintenance o/data. 
A. The participants should be greatly concerned with the complete

ness and accuracy of the information in the System. Regular auditing 
of the data bank should be undertaken to assure the reliability of stored 
data. 

B. The participants should establish criteria for re-evaluation of the 
data contained in the System and for purging where deemed appropri
ate. 

C. The participants should provide measures for purging from the 
Central Index the computerized file of the record of first offenders 
where criminal proceedings have resulted in a determination in favor 
of such persons. 

D. The participants should encourage the provision of procedures 
for an individual to learn the contents of the arrest record kept about 
him and for the correction of inaccuracies or prejudicial omissions in 
a person's arrest record. 

SECTION 3. Dissemination of data. 
A. The participants should develop a classification sub-system to 

assure that sensitive data is provided premium security and that all data 
is accorded appropriate protection. Data should be disseminated to 
criminal justice agencies on a "need-to-know" basis. 

B. The participants should make provisions in appropriate cases to 
limit the derogatory impact of arrest records by providing meaningful 
descriptions of the nature ofa person's criminal act so that false conclu
sions concerning the character of the individual are avoided. 

C .. The.particip~nts should e!Dpl.oy a high level of computer, legal, 
phYSIcal, InfOrmatIOn, cO,mmumcatIOns, and personnel security meth
ods to reduce the po.ssibHity of breaching the. s~curity of the System. 

SECTION 4. AdVIsory commIttee. The partIcIpants should establish 
an adviso~y committee to provide policy direction for the System and 
to entertaIn complaints about alleged intrusions on individual privacy. 

Article III. Use of Data Base f~r Resea~~h 
'-' 

SECTION 1. Commitment to privacy. Where research is conducted 
as an activity of the .System or utilizing da!a contain~d in the System 
D~ta Bank, the 'partIcIpants shquld recogmze ,and affIrm the claim to 
prtvate personahty and have a positive commitment to respect it. 

SECTION 2. Safeguarding anonymity. 
. ~. ~n the co~du~t .of research, participants should divorce the iden

tIfIcatIOn ?f the IndIVIdual as fully and ~s effe:~tively as possible from t!te 
data fu:rntshe~ and preserve anonymIty by aggregating, coding, and 
other approprIate measures. 

B. Participants should safeguard reseat"ch data in every feasible and 
reasonab!e way, and destroy the identification' of the individual with 
any p<?rtlon of the data as soon as possible, consistent with the research 
obJectIves. ' 
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Appendix B 
Biographical Data 

Security and Privacy Committee 
DR ROBERT R. J. GALLATI, Chairman 

Dr. Gallati is currently the Director of the New York State Identification and Intelli
gence System, a computer-based information system serving the criminal justice com
munity of the State. Before his appointment to this position in 1964, Dr. Gallati served 
with the New York City Police Department for 27 years. 

Dr. Gallati received the Doctoral degree in Jurisprudence, Summa Cum 'Laude, at 
Brooklyn Law School in 1957 and is presently a candidate for the degree of Doctor of 
Public Administration at NYU. He is a member of the Bar of New York and admitted 
to practice in the l.7.S. Supreme Court and a number of other jurisdictions. As a member 
of the International Association of Chiefs of Police, he has served the Association in a 
number'of capacities. 

He is the author of several published articles on Police Administration and Training 
and coauthor of Introduction to Law En/orcement. 

C. J. BEDDOME 
Captain Beddome is Commander of the Data Processing Section of the Arizona Depart

ment of Public Safety. He has been associated with the Arizona Highway Patrol since 
1954. After graduating from Northwestern University Traffic Institute in 1962, he was 
assigned command of the Records Bureau until 1968. 

Captain Beddome was among those who set the standards and procedures for the FBI's 
NCIC system, and has assisted in the development of numerous poli'ce record-keeping and 
data processing systems. 

GEORGE E. HALL 
Mr. Hall is the Director of the National Criminal Justice Statistics Center within the 

Law Enforcement Assistance Administration. He was formerly with the United States 
Bureau of the Census. 

In 1969, he received the United States Department of Commerce Silver Medal for 
Outstanding Federal Service in the development of statistical programs. He received a 
B.A. in Economics from Howard University. 
H. W. McFARLING 

Chief McFarling has, since October 1967, been head of the Data Processing nivls~vn 
of the 'rexas Departrrtent of Public Safety. Immediately prior to this appointment, he ' 
served as chairman of the committee studying the feasibility of a comprehensive computer 
system for the Department of Public Safety. He has served with the department since 
1938, and since 1957, has specialized in program development, inspection, and planning. 

Chief McFarling has taught in the Texas Municipal Police School and the Department 
of Publi<: Safety'S Recruit TrainiQg ~cl.lOols for a number of years. 
EMERY BARRETTE 

Mr. Barrette is the Executive Director of the Minnesota Governor's Commission ~n 
Crime Prevention and Control. He is a member of the St. Paul Board of Education and 
i.s an ordained United Methodist minister. 

He was a member of th~ Minnesota House of Representatives (1967-69) and autJlOred 
considerable criminal justice legislation. Ho::'! formerly served as a chaplai.~ in the county 
workhouse and jail, the juvenile court and city police department. 

He was named one ofTen Outstanding Young Men of MinnesQt:a in 1965 and received 
the Liberty Bell Award and Service to Freedom Award from the Ramsey County and 
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Minnesota Bar Ar!i'~I~I,i::i.r4.tlotis in 1966. He received a B.A. from Hamline University and a 
B.D. from Drew tr~·Hvt!n;ity. 
DAViD R. WEll\1S~rEIN 

Mr. Weinsteinis the Executive Director, State of Connecticut Planning Committee on 
Crimina.IAdministration. He earned a B.A. (magna cum laude) from Yale University in 
1959 and an ~.L.B. (cum laude) from Harvard Law School in 1962. 

CONSULTANTS 
CHARLES LISTER 

Professor Lister is currently an Associate Professor at the Yale Law School. His major 
teachin¥ and research activities center on constitutional law and history, with particular 
emphasl~ on the emerging cpnstitutional right of privacy. 

Mr. L!ster graduated from Harvard in 1960, magna cum laude, and attended· Oxford 
University as a Rhodes Scholar receiving a graduate degree in law in 1963. 

Immediately prior to acce:pting a position at Yale, Professor Lister served as !~W clerk 
to Mr. Justice John M. Harlan of the U.S. Supreme Court. He is a member of the Bar of 
the District of Columbia. 

JEROME LOBEL 
. Mr. Lo.be! is .currently Regional Supervisor of Management Services for Ernst & Ernst 
In Phoemx, ATlzona. He has worked extensively in Arizona and California in the develop
ment of data proces~ing sY;'$tems. 

Mr .. Lobe.l receiv~d his B.S. and M.~.A. from UCLA and has had over 18 years of 
experience In ? variety of ~ata. processing and management assignments. 

He has p.artlcular expertise 10 computer security problems. One of his major assign
?tent ar~as In recent years has been the comprehensive evaluation of controls in computer 
Installatwns of numerous Ernst & Ernst clients. 
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Appendix C 

Glossary of Terms 

Computer programs that perform user-oriented functions or solve user problems. 

Auxiliary Storage 
Devices that may be connected to a computer to hold data for subsequent processing. 

Also caHed secondary storage. Examples include drums, disk drives, magnetic tape trans
ports, and other peripheral devices. 

Batch Processing 
The processing of data in a sequential or serial fashion. The data consists of similar 

items or transactions that have been specially sorted andbatched for processing purposes. 

Buffer 
Auxiliary data storage outside of main memory designed to hold data temporarily and 

to compensate for speed differences between slower electromechanical input/outputde
vices and the speed of the computer's central, processor. 

Central Processor Unit (CPU) 
That part of a computer system that controls instruction execution and internal mem

ory. It normally contains the arithmetic unit and special registers. 

Core 
The internal memory of a computer consisting of tiny, doughnut-shaped components 

about the size of a pinhead. Cores are made from a special ferromagnetic, ceramic material. 
Each core is capable of storing in magnetized form one bit of data. 

Coresident Program . 
The condition where more than one computer program is allowed to reside in and share 

the internal memory of a computer. 

Criminal Case History 
The record{s) of an individual resulting from each formal stage of the criminal justice 

process. 

Criminal Justice System 
That part of governmental jurisdiction that encompasses the broad functions of police, 

prosecution, criminal courts, probation, correctional institutions and parole. 

Data Bank 
A centralized collection of information which may take any number of forms, among 

them: 
Autonomous. Wholly for statistical studies and services; no regulatory/control func

tions. 
Independent. I.nformation coordination confined to one subject area; not part of ally 

line operations. 
Interagency Administrative. Data collection and management for general administra

tion at a particular layer of government. 
Agency. A computer system within one agency to collect and use data to aid in 

decision-making. 
Mixed Public/Private. Combined effort of government and private agencies; elitab-

Iished ~nder a private trust agreement. ' 
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Data Track 
A sequence of binary cells arranged tn'a'way that permits serial readi:ng or writing on 

some surface. It is the part of a moving storage medIa such as a tape, dIsk, or drum that 
is accessible to a particular read/write station. 

Degaussing 
A protective measure that involves overwriting or re-recording on a magnetic surface 

in such a way as to completely erase the original data. 

Digital Computer 
A device capable of performing a series of internally stored instructions such as certain 

arithmetic or logical operations. 

Direct Access Devices 
Devices that may be connected to a computer (directly or at a remote location), and are 

capable of accessing on-line computer files and other system components. A terminal is 
a typical direct access device. 

Due Process 
The legal rights of an individual to know about, explain and challenge any information 

used to make official judgments about him in the public sphere of government action. 

Electromagnetic Radiation 
The wave-lengths or frequencies produced by a source of eleCtric current. 

External Labeling 
The physical labeling of removable storage media. 

File Protect 
A protective feature designed to prevent accidental overwriting of data on magnetic 

media already containing other live or vital data. An example would be a removable fHe 
protect ring. 

Forgiveness Principle 
The phHosophy which results in the removal from an active file (or erasure) of dated 

information that is no longer directly relevant to decisions to be made about an individual. 

Hardware 
A~y physical part of a computer-oriented equipment configuration. 

Individual Privacy 
The legal and moral right to be safeguarded against a personal intrusion as a result of 

having sensitive Personal information fall into the possession of an unauthorized receIver. 

Infonnation Compromise 
To intentionally or accidentally expose or surrender information to an unauthorized 

receiver. 

Instruction 
A coded program step that directs a computer to perform a particular operation. 

Integrity 
The assurance that data in a system is protected against compromise or contamination. 

Intelligence 
The result of the collection, correlation, and analysis of data from a wide variety of 

sources: identification, criminal histories, unverified reports, coyert sources, etc. 

Internal Labeling 

The magnetic recording of file identification and contents at the beginning and end of 
each tape or disk, etc. . . . 

Law Enforcement Assistance Administration (LEAA) 
The agency within the Department of Justice established to administer the Omnibus 

Crime Control and Safe Streets Act of 1968. 
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Memory 
A device which can hold information. A priml,l):"y,example would be core memory in 

a computer. 

Memory Protect -. 
A feature that provides protection to programs, data, and operating systems that may 

be residing in the memory of a computer. 

Modem 
An integral part of a data communications system used to interface a carrier to a line 

terminal. 

Multiprocessing 
The combined use of two or more connected computers, which share each other's 

resources such as input-output capabilities and peripheral devices. 

Multiprogramming _ 
The ability to run two or more programs in the interna~memory of a computer at the 

same time. . (( d 

National Crime Infonnation Center (NCIC) 
A computerized index and communications network linking law enforcement agencieti 

throughqut the United States with the FBI. 

Need-to-Know 
The specification of what kind(s) of information is to be made available to a qualified 

user of a data system. 

On-Line Files 
Files helenn some auxiliary storage devices that are directly connected to and accessible 

to a computer. 

Operating System 
The programming system inse.·ted into a computer to control and simplify certain basic 

functions such as input-output procedures, data conversion, tests,and other system sub
routines (programs). 

Overwriting 
Changing existing magnetically recorded data to some other data by "'writing-over" or 

re-recording on the same surface. 

Privacy' 
The claim by individuals, groups, or institutions to determine for themselves when, 

how, and to what extent informatioIl about them is communicated to others. 

Privileged Instructions 
Special computer instructions designed to reduce the misuse of one program input

output device by another program. 

Program Ii 

The detailed instructions that tell th~\ computer how to proceed in solving a problem. 

Project SEARCH 
Project SEARCH (an acronym for System for Electronic Analysis and Retrieval of 

Criminal Histories). A project to demonstrate. the capabilities of interstate exchange of 
criminal history data and statistical retrieval. 

Public Record 
Data recorded by public officers in consequence of public duties, at the conclusion of 

relatively formal and often public proceedings. 

Purging 
A system for the orderly review of a file's content to remove inactive or low-value data. 
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Right-to-Kn~w 
Specification, by statute or administrative rule, as to who shall have access to an 

information system. 

Security , 
The protection of information in storage and transit from unauthorized access or 

tampering. 

Sensitivity (Data) 
Anticipate consequences of disclosure or modification of data. 

Software 
Computer programs and all supporting documentation such as logic diagrams and 

instruction or program listings. 

Storage Media 
Removable or non-removable devices or components that contain machine readable 

dllta. Removable stqrage media may be referred to as external storage since that data can 
be completely removed from the computer. Examples include disk packs, magnetic tape 
reels, punched cards, and paper tape. 

System Security 
The ability to restrict the availability of specific information to authorized individuals, 

and the ability to physically protect all parts of the system, including both the data and 
the system that processes the data from any form of hazard that might end2nger its 
integrity or reliability. 

System Supervisor 
A special control program normally part of an operating system. A program designed 

to control loading and relocation of other programs. 

Terminal 
An input-output device that mey be connected to the computer directly or at some 

remote (distant) location. 

Time-Sharing 
The use of a computer by two or more users (located at the computer or at remote 

terminals) in such a way as to appear to each user that he is the sole occupant of the system. 

Unahthorized Disclosure 
The release of information to those not qualified to receive it. 
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