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ABOUT THE TECHNOLOGY ASSESSMENT PROGRAM 

The Technology Assessment Program is sponsored by the Office of Development, 
Testing, and Dissemination of the National Institute of Justice (NIJ), U.S. 
Department of Justice. The program responds to the mandate of the Justice System 
Improvement Act of 1979, which created NIJ and directed it to encourage research and 
development to improve the criminal justice system and to disseminate the results to 
Federal, State, and local agencies. 

The Technology Assessment Program is an applied research effort that determines 
the techn,logical needs of justice system agencies, sets minimum performance 
standards for specific devices, tests commercially available equipment against those 
standards, and disseminates the standards and the test results to criminal justice 
agencies nationwide and internationally. 

The program operates through: 

The Technology Assessment Program Advisory Council (TAPAC) consisting of 
nationally recognized-crlmInal justice practitIoners from Federal, State, and local 
agencies, which assesses technological needs and sets priorities for research 
programs and items to be evaluated and tested. 

The Law Enforcement Standards Laboratory (LESL) at the National BUreau of 
Standards~ich develops voluntary national performance standards for compliance 
testing to ensure that individual items of equipment are suitable for use by 
criminal justice agencies. The standards are based upon laboratory testing and 
evaluation of representative samples of each item of equipment to determine the key 
attributes, develop test methods, and establish minimum performance requirements for 
each essential attribute. In addition to the highly technical standards, LESL also 
produces user guides that explain in nontechnical terms the capabilities of 
available equipment. 

The Tec~ology Assessment Program Information Center (TAPIC) operated by the 
International Association of Chiefs of PolIce (IACP), which . supervises a national 
compliance testing program conducted by independent agencies. The standards 
d.eveloped by LESL serve as performance benchmarks against which commercial equ.ipment 
is measured. The facilities, personnel, and testing capabilities of the independent 
laboratories are evaluated by LESL prior to testing each item of equipment, and LESL 
helps the Information Center staff review and analyze data. Test results are 
published in Consumer Product Reports designed to help justice syste~ procurement 
offic;l.als make informed purchasing decisions. 

All publications issued by the National Institute of Justice, including those of 
the Technology Assessment Program, are available from the National Criminal Justice 
Reference Service (NCJRS), which serves as a central information and reference 
source for the Nation's criminal justice community. For further information, or to 
register with NCJRS, write to the National Institute of Justice, National Criminal 
Justice Reference service, Washington, DC 20531. 
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FORLWORD 11 

The Law Enforcement Standards Laboratory (LESL) of the National Bureau of 
Standards (NBS) furnishes technical support to the National Institute of Justice 
(NIJ) program to strengthen law enforcement and criminal justice in the united 
States. LESLls function is to conduct research that will assist law enforcement and 
criminal justice agencies in the selection and procurement of quality equipment. 

LESL is: (1) Subjecting existing equipment to laboratory testing and evaluation 
and (2) conducting research leading to the development of several series of 
documents, including r~tional voluntary equipment standards, user guides and 
technical reports. 

This document is a law enforcement technology report developed by LESL under the 
sponsorship of NIJ as part of the Technology Assessment Program, which is described 
on the inside front cover' of this report. Additional reports as well as other 
documents are being issued under the LESL program in the areas of protective 
equipment, communications equipment, security systems, weapons, emergency equipment, 
investigative aids, vehicles, and clothing. 

Technical comments and suggestions concerning this report are invited from all 
interested parties. They may be addressed to the Law Enforcement Standards 
Laboratory, National Bureau of Standards, Washington, DC 20234. 

Lawrence K. Eliason, Chief 
Law Enforcement Stand~rds Laboratory 

*The points of view expressed in this report are those of the author, and do not 
necessarily reflect the official position of either the National Bureau of Standards 
or the National Institute of Justice. Similarly, certain commercial equipment is 
identified by manufacturer and model. In no case does such identification imply 
recommendation or endorsement by the National Bureau of Standards or the National 
Institute of Justice, nor does it imply that the equipment identified is necessarily 
the best available for the purpose. 
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DIGITAL COMi-idR'iCAT'I9NS TECHNIQUES AND EQUIPMENT FOR LAW ENFORCEMENT USE 

, urban;; Sciences I Inc. * 
"5434'Kin<j ~ve., Pennsauken~ NJ 08109 

This report is the result of a study of digit~l communications 
equipment fo~ la~, ~nforcemeht u,se.' The primary objective ~as to determine, 
the suitability "of the various types of this equipment for use by,;;;law 
enforcement agencies. The' report reviews present voice message traffic on 
typical police radio networks and discusses operational.requir£lments fo:r 
digital communications equipment. It further reviews the possible 
app:tl.cations' of digital communications equipment for law enforcem~nt use, 
and lists the chara'Cteristics ofmob,ile d~(oJital terminals being offered at 
present. A brief technical'discussion of mobile digital communications is 
also provided. 

Key words: 
standards; 
traffic. 

digital' 'COmmunications eqUipment ~ digital techniques; equipment 
l.aw enforcement; mobile di9ital terminals; voice message 

1. INTRODUCTION 

The objective" of;' th:(s study was to evaluate and determine the suitability of 
digital communications equipment for use by la\t1 enforcement agencies. 

Digital communications equipme~t is of interest to police uS'ers in that it can 
be employed to help'alleviate problems 1:hat exist wit.h a voice-only radio ne,:?rork, 
such as congestion. This congestion is due to the M.9h volU1\\e of traffic that has 
to be car~ied by some, comn\\inicatio~' systems. Under these high volume cond'ltion!J, 
the necessal;'Y' vpice . communications may exceed the capacity of available radio 
channels, J;'esu.lting inqueu'ing and 'increased waiting time. As the number' of these 
incidents increases, it. is not surprising ~hat law enforcement agencies are looking 
for techniques' and equipm~~nt that will provide more efficient use of communications 
channe;t.:s • 

. Digital "signaling 'for exchanging information can be carried out at higher 
transmission rates than voice so . that a 9reater volume of information can be 
handled. In' addition, 'digital; communications has ~n inherent se~urity in that 
digital messages 'cannot be as readily intercepted intelligently as voice can. 
Because of such attributes, many police agencies are giving a high priority ~o the 
procurement and use of digital communication equipment. 

'-. ;' - - . . .. ' . , 

This. trend towards digital conuminications is expected to continue. Accordingly, 
standar.ds for,' mobile 'digital communications equipment' are being developed by the NBS 
Law Enforcement 'Standards Laboratory (LESL) for the National Institute of Justice 
(NIJ). The primary objective o:fthese standards is to provide voluntary pe~formance 
requirements and. test methods to aid the law enforcement community in .. thesl:l;t,ection 
and procurement ,of mobiie digita,lcommunicat.ions equipment. 

't, 

Tbecontents of. this ~epqrt are to a lar,'ge extent presented in the sequence that 
the various tasks of the study . wer,e undertaken. The first task was that of 
analyzing the'structure and contents of messages presently being exchanged over the 
law enforcement voice-:-o,nly mobile ~adio network. The analysis and",findings of this 
aspect of the study are discussed in the next section • 

Following that, thJ opera~ional requirements for digital communications are 
developed. These reqUir$Sent;s a;e a sample of the needs and attitude of the law 
enforcement user. In order to make a better d~termination of operational 
requirements, a. number of different types of law enforcement agencies were 
contacted. T~e types of agencies contacted consisted of State police, county 
police, and oity police departments fr.om several different sections of the United 
States. This approach ensured that inputs from several types. of agencies would be 
used in the determination of the operational requirements. 

*o;rhe dompany name "Urban Sciences , Inc .• " WaS c~;)\ged;;t.o "Communication Systems 
sciences, Inc." in August 1978. 
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Several different types of digital communications equipment applications are 
detailed in the next section. This section attempts to categorize applications and 
evaluate them in terms of their suitability to police operations. The 
characteristics of presently available equipment have been cataloged and included in 
this section. The section concludes with a discussion of potential applica~ions 
which may be realized in the future. 

A technical discussion of digital communications is also included. The 
intention of this section is to supplement the knowledge of those responsible for 
police radio systems who are only conversant with voice communications. It details 
the parameters and techniques considered in the design of digital communication. 

The conclusions of the report are given in the final section. The report has 
two appendices, the first being a listing of references and the second containing a 
number of hints to prospective buyers of digital communication equipment. 

2.1 General 

2. REVIEW OF PRESENT VOICE MESSAGE TRAFFIC 
TYPICAL OF A POLICE RADIO NETWORK 

The early phase of this study was concerned with review of present voice message 
traffic being tranemitted on typical police radio networks. It was determined that 
a classification or categorization of the various eXchanges would be essentia.l in 
evaluating the impact of the use of mobile digital communications equipment on the 
channel loading characteristics of the radio network. 

At the outset of this task, it was thought that the majority of the data would 
be obtained through previous work or studies already completed in this area. 
However, as the research continued, it became evident that a large volume of 
published data on police radio transmissions was not readily available. A fellT 
references of earlier work ware located~ among these were the "Rochester Police 
Bureau Communication Study" {9]l, and the "Massachusetts State Police Radio System 
Plan and Specifications" [19]. 

To obtain additional information, project personnel established data collection 
projects with the Boston and Fall River Massachusetts Police Departments. At the 
Boston Police Department audio tape recordings of police dispatcher/mobile unit 
exchanges were monitored and eata collected for the classification analysis. The 
Fall River Police Department does not operate recording equipment for the voice 
radio exchanges so live tape recordings were made ~ith contractor furnished 
equipment during the peak loading periods. 

It was felt that most of the data collected should be that which typifies "busy 
hour" periods when the communication channels are ov~loaded and queuing occurs. It 
is felt that the greatest effectiveness of mobile digital commUnications will be 
realized when the phenomenon of queuing OL the voice channel occurs. 

Other data incorporated into this message exchange analysis is that which has 
been received from the field via the National Institute of Justice. This data 
included information on mobile requests made by the department under study by the 
field site personnel for computer based information and comments on mobile traffic 
amenable to digital transmissions and on requirements for mobile digital terminals. 

2.2 Categorization Analysis of the Police Radio Message Exchanges 

!n order to collect data to perform a categorization analysis, permission to 
monitor the radio exchanges of the Boston and Fall River, Massachusetts Police 
Departments wal3 obtained. These data have been reduced so as to provide information 
on the following items: 

lNumbers in brackets refer to appropriate reference in appendix A. 
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1) Percentage of transmission times used for various types of messages. 
2) OVerall channel loading factors. 
3) Estimates of reduction in channel loading with "status-button" and "full-

text" digital terminals. 
4) The probability of a repeat of a voice transmission. 
5) The lengths of various categories of messages. 
6) The transmission speed of the spoken word over a police radio network. 

The results of the categorization analysis are Presented in the format indicated 
in tables 1 and 2. 

2.2.1 Categorization Analysis of the Boston Police Department Communication 
Exchanges 

Boston, Massachusetts has a population of approximately 700,000 and spans 45 mi2 
and as such has police management and preventive patrol characteristics which 
typifies a metropolitan area. This city is divided into three preventive patrol 
zones designated A, B, and C. Each zone has its own mobile and portable 
communication frequencies backboned by city-wide communications on both mobile and 
portable frequencies. All the channels are UHF and are used in the half-duplex 
mode. 

The mobile frequency for zone A was selected for the study because it achieves 
the highest channel loading. Between 20-30 patrol cars use the zone A frequency at 
anyone time. The categorization analysis which follows does not include data base 
inquiries because they are made on the city-wide channels. The city-wide channel 
was not monitored because it was felt that enough data on data base inquiries would 
be received from other sources. 

The data samples were recorded during the "busy hours" on Friday and Saturday 
evenings, which represent the times that digital communications equipment should be 
most effective. The data collected is shown in figure 1, while the actual numbers 
pertaining to the data points are tabulated in table 3. 

2.2.2 Categorization Analysis of the Fall River Police Department Communication 
Exchanges 

The population of Fall River, Mass. is approximately 90,000 over an area of 20 
mi2 • The preventive patrol forces are served by a VHF simplex communication link. 
Betlreen 15-20 cars use this radio channel during peak patrol hours. This frequency 
is used for all communication, including data base inqui~ies. However, the data 
base exchanges made during the monitoring period were limited and did not form a 
large enough statistical sample to be included in this report. 

Various 
exchanges of 
from their 
increase the 
percent. 

surrounding towns also share the Same radio frequency. The voice 
these communities are not included in this analysis, as they operate 
own dispatching centers. The only impact of this time-sharing is to 
channel utilization indicate& in this report by approximately 5 

Again, the data recorded was that. of busy hour communication exchanges. The 
reduced data is shown in figure 2, and the sample data is presented in table 4. 

2.2.3 Discussion of Results 

Data similar to that presented in the previous sections, along with sufficient 
background information, should be a prerequisite in determining the impact of a 
digital transmission system on channel utilization. Although the increase in data 
base inquiries afforded by the installation of a digital communications system Can 
actually increase the channel loading, no estimate can be made of the resultant 
loading without establishing some basic data on status and text communications. 
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Table 1. Basis for the categorization of the Boston and Fall River 
police communication exchanges. 

TransmIssIon type DescrIption 

A 

B 

C 

D 

E 

F 

G 

H 

Car identification (initiated by car) • 

Car identification (initiated by dispatcher)~ 

Car acknowledgment of message. 

Dispatcher acknowledgment of message. 

Car passes "canned message." 

Dispatcher passes "canned message." 

Car passes "text." 

Dispatcher passes "text." 

Table 2. Parametric description of Boston ar.,Q Fall River police 
communication exchanges (reference table 1). 

Parameter Description (perc:entaqe of) 
,. ... 
II 

III 

IV 

V 

VI 

VII 

VIII 

IX 

X 

XI 

XII 

XIII 

XIV 

Total time used for radio transmission. 

Transmission time used for "type A" messages. 

Transmission time used for "type B" messages. 

Transmission time used for "type C" messages. 

Transmission time used for "type D" messages. 

Transmission time used for "type E" messages. 

Transmission time used for "type F" messages. 

Transmission time used for "type Gil messages. 

Transmission time used for "type H" messages. 

Transmission time utilized by car. 

Transmission time utilized by dispatcher. 

Car transmission time "feasible to digitize" (i.e., in this 
analysis "text messages" are not considered to be digitized). 

Dispatcher transmission time "feasible to digitize." 

Total air time "feasible to digitize." 
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P<rameter I Total radio transmission time [27%) 

a) Total radio troosmission tine as a percentage 

of observation time 

b) Parametric distribution [type of message exchange as a percent 

of total radio transmission time) 

Figure 1. Sample averages of voice message exchanges for the Boston Police Department. 
(Note: Numbers in parentheses are a percentage of 27%. See table 3.) 

J 

\ 

I' , 
:'\ 

_. 

It 

" 
1Io 
................................................ ~ ............................ ~ ............ ____________________ ~~~ ______________ ~~':/~ ..... ____ ~~ ____________ ~ ____________________ ~ ______________________ ~ ______ ~ ____________ ~ _____________________ ~ __ ___ 

"" ! 

, 

--~----



, 

~ .....•. j 
;~ 

.-~-~.' 

~:.~-.: •...... 
~'¥'~ 

;~ . 

? I .. \ 

No. 

I 

II 

III 

IV 

V 

VI 

VII 

VIII 

IX 

X 

XI 

XII 

XIII 

XIV 

Table 3. Parametric analysis of Boston Police Department message exchange 
(parameters recorded as percent of total transmission time) 

-

--- -._-_._ ... ------ - - - ---_.- ---.- ----.- ._----------------_. 

Transmission 
parameter 

Total channel 
utilization 

Car I.n., mobile to base 

Car 1.0., base to mobile 

Car acknowledgment of 
message 

Base acknowledgment of 
of message 

Car - "canned message" 

Base - "canned message" 

Car - text message 

Base - text message 

Car transmission - time 

Base transmission - time 

Car transmission time 
"feasible to digitize"a 

Dispatcher transmission 
time - "feasible to 
digitize" 

"['otal air time -
"feasible to digitize" 

1 

30 

6 

17 

12.5 

15 

6.6 

2 

24.6 

13.5 

17 

8 

17 

19 

3 

12 

5.6 

12.5 

11 

13 

6.5 

Observation period 

17 

2 

6 

10 

18 

4 

4.5 

41 

7 

4 

3 

18 

4 

5 6 

13 

4.3 

5.4 

13.4 

25.5 

8.6 

7 

36 

7.3 

1.5 

8 

15 

6.2 

8 

36 

12.3 

17.4 

5.4 

11.5 

6.3 

9 

33 

2.8 

16 

8.4 

8.3 

4 

'1ean 
value 

(%) 

27 

6.B 

8.9 

. 8.9 

15.7 

7.3 

No Boston dispatcher messages could be classified in this category. 

1106 

34.3 

36 

64 

25 

29 

54 

14 

14.6 

55.4 

44.6 

41.3 

29.5 

70.8 

35 

25 

58 

42 

23 

16 

39 

12 

48 

28.5 

71.5 

16.5 

24 

40.5 

41 

20 

56 

44 

14 

22 

36 

23.9 

19.1 

50.2 

49.8 

26.3 

31 

57.3 

28 

35 

49.5 

50.5 

21.5 

16.5 

38 

._-----------_._-_._._-----

18.2 

28.6 

42 

5B 

24 

19 

53 

7.3 

54 

22.5 

77.5 

15.2 

24.3 

39.5 

21 

31 

44.2 

55.8 

23 

24.6 

47.6 

Standard 
deviation 

(%) 

10 

3.7 

5.7 

3.1 

3.6 

4.4 

10.9 

12.7 

12 

12 

7.7 

5.3 

10.7 

a ln this analysis, "text messages" are not considered to be digitized. 
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Parameter 1 Total radio transmission tine [20.8%) 

a) Total radio transmissim time as a percentage 

of observation tine 

b) Parametric distribution [type of message exchange as a percent 

of total radio trarlsmission time) 

Figure 2. Sample averages of voice message exchanges for the Fall River police Department. 
(Note: Numbers in parentheses are a percentage of 20. a , • See table 4.) 
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No. 

Table 4. Parametric analysis of Fall River Police Department messaqe exchanqes 
(parameters recorded as percent of total transmission time) 

~-- '-'-~-'-'-- - - - --_.- .. _ ... - ----- --- -_._-_._-------_ .. 
Observation period Mean 

Transmission value 
parameter 1 2 3 4 5 6 (% ) 

------ -_._---------_ .. ---~---.--.. ---- - - -----. 
I Total channel utilization 19 26 23.4 10 17.4 29.1 20.8 

II Car I.D. , mobile to base 2.3 6.2 4.3 1.5 3.4 5.9 3.9 

III Car I·.D. , base to mobile 13.4 9.7 15.4 5.5 9.3 4.8 9.7 

IV Car acknowledgement of 12.8 7.6 9.7 5.2 7.3 9.5 8.7 
message 

V Base acknowledgment of 7.5 8.3 6.1 13.3 9.4 10 9.1 
message 

VI Car - "canned message" 8.4 7 6.1 39.4 7.4 15.9 14 

VII Base - I· canned message" 2.5 0 4.8 1.8 4.6 .4 2.4 

VIII Car - text message 4 16.6 9.4 21.5 18.4 21.5 15.2 

IX Base - text mes~age 49 44.6 44.3 11.8 40.1 32 37 

X Car transmission time 27.5 37.4 29.5 67.6 36.5 52.8 41.9 

XI Base transmission time 72.5 62.6 70.5 32.4 63.5 47.2 58.1 

XII Car transmission time 23.5 
"feasible to digitize"a 

20.8 20.1 46.1 18.1 31. 3 26.7 

XIII Dispatcher transmission 23.4 18 26.3 20.6 23.3 15.2 21.1 
time - "feasible to 
digitize" 

XIV Total air time - 46.9 38.8 46.4 66.7 41.4 46.5 47.8 
"feasible to digitize" 

--- .. -.-- .... ~ .--------------~---

'aIn this analysis 1 "text messages" are not considered ):;0 be diqi tized. 
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Std. 
deviation 

(%) 

6.3 

1.7 

3.B 

2.4 

2.3 

11.8 

1.8 

6.5 

12 
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14.1 

9.7 
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An example o~ simple calculations that will allow one to evaluate the impact of 
a "status-only" type digital terminal on channel utilization is shown below: 

Status Only 
The basic operating characteristics of a digital unit are as follows: 

o Vehicle identification transmitted with all messages. 

o Vehicle status transmitted with all messages. 

o Automatic acknowledgment relayed to vehicle from base. 

o Time for initial transmission and acknowledgment is of the order of 1.2 s 
(typical with approximately 300 ms "front porch" delay - "front. porch" delay is 
usually slightly greater than the time constants associated with the 
transmission path electronics) .' 

illustrates the channel utilization both before and after 
status mobile unit as described above. This table was 
transmission time of 1.2 s for a status exchange into the 

installation 
derived by 

actual voice 
Table 5 

of a digital 
inserting a 
data used to develop the charts previously presented. 

If the categorization analysis is examined, a direct relationship between the 
effective reduction in channel utilization and parameters II and VI in each sample 
can be seen. For example, parameter II is a measure of the transmissions initiated 
by the patrol car. See figure 1. 

r / 

Table 5. Cnannel utilization with digital status. 

sample No. 

1 
2 
3 
4 
5 
6 
7 
8 
9 

Sample No. 

.. ' 

1 
2 
3 
4 
5 
6 

Boston police Department 

orIgin.ai utIlIzation wIth 

Utilization ~p ) Dig:it.ized Status (p I) 

.30 .225 

.246 .155 

.12 .095 

.17 
.152 

.41 .331 

.13 .11. 

.36 
.318 

.36 
.327 

.33 
.302 

mean .. .27 mean "" .224 

--

Fall River police Department 

original 
utilization (p) 

.19 

.26 
'.234 
.10 
.174 
.291 

mean = .208 

9 

_ 't 

utIlizatIon with 
Digitized Status (pi) 

.188 

.23 

.213 

.072 

.161 

.239 

mean" .184 
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These results are in agreement with arguments presented in a previous study [7] • 
This study also points out that more reduction in channel utilization is achieved 
on a highly loaded channel. This is also true in the case of the Boston and Fall 
River data. It can be seen that Fall River is definitely more "status-oriented" 
than Boston, but Boston achieves a higher reduction in channel utilization because 
their channels are more heavily loaded. The Boston Police Department has a channel 
loading of 30 cars/channel, while Fall River has 20 cars/channel. Another factor 
that significantly affects the reduction in channel utilization is the time it takes 
to pass a status message by voice. If a department has a voice status code scheme 
which requires the transmission of more characters than another, the department with 
the longest code words will achieve the most reduction in channel utilization. 
Because of this, the average status transmission in Boston takes 5.7 S, while in 
Fall River the average status messaqe is passed in 2.5 s. Also, if a department has 
a radio discipline problem, the bulk of ~e utilization reduction may be 
attributable to the forced improvement in radio discipline achieved by the 
installation of digital units. 

If voice transmission data pertaining to various police departments are 
available in varied formats, eatimates in the reduction of channel utilization can 
be obtained through the use of simple formulas derived from queuing theory. 

For example, if one wishes to determine the new channel utilization with digital 
status (p'), given the following data: 

p = the original channel utilization 

N = the number of cars/channel 

S = the number of status messages/cartS hr shift 

Tv = the time in seconds for passing a voice status message and an 
acknowledgment 

Td = the time in seconds for passing a diqital status m~ssage and an 
acknowledgment. 

The following formula can be utilized: 

NxSX(TV-Td) 
p' ... p - ------

360Qx8 

Applying the formula to t~ Boston and Fall River Police Departments: 

.::-;h· ... Ct=.11i~..!~~.c..,.,""'~--~-- ~ < 

1 I 

Boston Police Department 

p ... 27 

N .. 30 cars/channel 

S .. 8.7 status transmissions/car/8 hr 

TV .. 5.7s 

'l'd .. 1.2 s 

pI ... 27 _ 30x8.7x(5.7-1.2) 
3600x8 

P I III .27- .04 

pI ... 23 
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Fall River Police Department 

p ... 208 

N • 20 cars/channel 

S .. 20 status ~ansmission/car/B hr 

'l'v .. 2.5 s 

Td • 1.2 s 

ft' .. 20S _ 20x20x(2.5-l.2) 
t'. j600x8 

pI ... 208-.027 

pI ... 181 

As seen from the above results, it is difficult to justify the use of diqital status 
units solely on the basis of reduction in channel utilization except in the case of 
highly loaded channels (i.e., > 150 cars/channel). These figures are confirmed in 
[7]. HoweVer, there are other characteristics of digital. status units that can be of 
significant benefit. 'l'he use of these units with an associated base station display 
will provide current status information to the dispatcher. This will relieve the 
dispatcher workload, as he will no longer be required to make voice inquiries to 
obtain mobile status information. 'l'hi~ reduction in dispatcher workload could be a 
significant :factor in the improvemen',c of law enforcement comm.unications operations. 

FIl:!.l Text 

'l'he same formula used in the prev~;.ous section will be used here to -estimate the 
reduction in channel utilization achievt<:d with the diqital transmission of "full 
text" messages (status messages are also included in this cateqory). 

'l'he parameters p, p', and N have the same meaning as before, while: 

M .. the number of messages/car/8 hr shift 

TV = the time in seconds for passing an a7erage message and an acknowledgment 

'l'd .. the time in seconds for transmitting an avera~e voice message and 
acknc~ledgment diqitally. 

Again: 

3600x8 

11 
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Applying this formula to the Boston and Fall River Police Departments: 

Boston Police Department 

p ... 27 

N .. 30 cars/channel 

M .. 37 message transmissionslcarlS hr 

Tv -= 7.3 s 

'I'd • 1.7 s 

P I III _ ~27-30x37x(7.3-1.7) 
360Ox8 

pI ... 27-.215 

pI .... 055 

Fall River Polic~~partment 

p ... 20S 

N .. 20 cars/channel 

M .. 60 message transmissions/carIS hr 

TV .. 5.2 s 

'I'd .. 1.5 s 

p' ... 208 _ 20x60x(5.2-1.5) 
---"3600x8 ' 

pI .... 208-.154 

p' ... 054 

.• These res~lts indicate a significant reduction in channel utilization using the 
d1g1tal transm1ssion of text. However a word of caution is to be noted with regard 
to using these results. In actual practice, with a digital transmission capability 
of full text, it is only to be expected that if this capability allows for direct 
~a~a.base inquiries (e.g., license checks) from the mobiles, the field officers will 
1n1t1ate a larger number of such inquiries than when such inquiries have to be made 
over, a voice-only channel. Therefore, the actual channel utilization will probably 
be s1gnificantly higher than that obtained from the above derivations. 

Same of the other information deduced from the data in the categorization 
analysis is presented in the following paragraphs. 

An important considera~ion for mobile digital terminals is the determination of 
the number of errors that w11l actually be tolerated. This parameter is a function 
?f many. variable~ and, in general, law enforcement agencies at present have 
1n~uffic1entexper1ence with mobile digital terminals to set threshold values on 
th1s pa:amet~r. In order to de~ermine an "acceptable error rate" for transmissions 
from mob1le dl.gital communicatiollS terminals, the probability of a voice message 
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being misunderstood was examined. This oan be used as a basis for defining an 
"acceptable error rate," as a digital transmission should be at least as error free 
as a voice transmission. 

The analysis was divided into two message categories: status and .full~text. 
The results from the Boston and Fall River data are given below: 

Boston police Dep~~~! 

Pe(status) ... 13 Pe(full-text) ... 27 

Fall River police Depa~~~nt 

Pe(status) ... 13 Pe(full-text) ... 15 

One may observe that the difference in,error probability (probability that a 
message is misunderstood and a repeat is requested) be'tween status (1-2 words) and 
full-text (10-12 words) messages can be small, especially in the Fall River case. 
This result is expected because a high level of inherent redundancy is present in a 
spoken text message. Code-word schemes, on the other hand, have a low level of 
redundancy and a correspondinqly small "minimum distance." By "minimum distance," 
it is meant, the lea,st amount of change one must make to a code word before it could 
be interpreted as another word. For example, the code words 10-18 and 10-80 have a 
small "minimum distance" when being detected by the human ear. 

For mobile digital transmissions to be as reliable as voice transmissions their 
error probabilities should be equal to or better than the error probabilities 
identified above, i.e., those associated with voice transmissions. 

other interesting data that can be' obtained from a messaqe analysis is the 
average number of characters per message. This· type of inforNtion proves useful 
when determining a diqital communications display Size. The data for Boston and 
Fall River are as folloWS: 

Boston police D~partment 

Base to Mobile 

Mobile to Base 

x "" 60 char3cters 
a'"" 19.5 characters 

x-54 characters 
a "" 18 characters 

Fall River police-p~~tment 

Base to Mobile 

Mobile to Base 

x "" 61 characters 
a "" 19 characte1'S 

x .. 36.5 characters 
a • 13.3 characters 

The spoken word rate is said to average approxtmately 18 characters per second 
[631 where a character is defined as any letter, numeral or punctuation desiqnation • 
However, using this analysis, the spoken word rate ove~ the police radio networks of 
the Boston and Fall River police Departments was found to average 13 characters per 
second with a standard deviation of about two characters per second. This is to be 
e'l!'!lected because police radio communication exchanges are usually quite deliberately 

spoken. 
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If we average the normal spoken rate of 18 and the Fall River Police Department 
rate of 13 characters per second we can assume a spoken rate of 15 characte~s per 
second and expect to transmit these same characters digitally with an ASClr2 code, 
the resultant data of 7 x 15. 105 bits per second (b/s). A somewhat reasonable 
efficiency factor for digital mobile transmission of voice derived messages should 
be that the digital transmission speed be at least five times that of the spoken 
word rate. Allowing 25 percent redundancy to improve reliability, this "minimum 
data rate" becomes 5 x 105 x 1.25 which is approximately 650 b/s. Standard data 
rates will be discussed later. 

2.3 other Police Message Data 

To supplement the data used in 
Standards Laboratory asked the National 
information: 

the previous analysis, the Law Enforcement 
Institute of Justice for the following 

1) an assessment of current mobile-initiated message traffic amenable to digital 
transmission, and 

2) need for mobile digital equipment and the pe~formance characteristics 
required of such equipment. 

In the following sections, a synopsis of findin~e of a representative number of 
NIJ field sites with respect to question one is presented. The comments obtained on 
question two are discussed in a later section, which details the application of 
digital communications equipment for law enforcement use. 

2.3.1 Jacksonville, Ill. Sheriff's Office 

are: 
The data classified mobile-initiated traffic into three capability levels. They 

1) Formattable numerics which include mobile identification, message 
acknowledgment, status and location reporting I call for help, call 
disposition, and priority control of communications. 

2) ~nguiries and shoEt ~~scriptions which includes data base inquiries on wanted 
persons or stolen veh1cles and short descriptions of wanted or missing 
persons. 

3) Longer descriptions which include longer descriptions of crimes having names 
and ident1fying characteristics of suspects, wanted vehicles, and prop&rties. 

Based on an analysis of local message traffic the following estimates of message 
lengths and transmission times were determined. 

---.- - -_.-_._-_._--------
Estimated number 

Type of traffic of characters 3 

Formattable numerics 1-5 

Inquiries and short 
descriptions 

~nger descriptions 

8-52 

53-250 

Time required for 
voice entry (Mean) 

2.5 s 

15 s 

35 s 

2American standard code for information exchange which has seven information 
elements per character or 27-l28J which gives 128 combinations of marks and spaces 
available for chara.cters or graphics. 

3Excluding those for mobile identification number. 

14 

;I / . l 

1 
" I 

i ., 
'I h 
d 

ri 
!j 
H .' 
" H 
H 

'I 
I' 
ii 
I 

I; 
II 
li 
:1 
I 

! 

! 

~ I, 
'I 
I; 
11 

ri 

II 

1 
, 

.• "Ii 

l< 
~. 

« 

2.3.2 Michigan State Police 

A voice message traffic survey was performed at the Flint Post of the Michigan 
State Police. The Flint Post is the busiest post, and has five cars on patrol at 
all times. The messages were categorized in keeping with tables 1 and 2 of this 
report, except for two additional categories desi9nated as follows: 

and 

Transmission type 

I 

J 

Description 

Car passed "semi-text"4 

Dispatcher passes "semi-text" 

----_ .. ---------------------------------------------------------
Parameter 

IX A 

IX B 

Descrip~ion 

Percentage of transmission time 
uaed for "type I" messages 

Percentage of transmiesion time 
used for "type J" messages 

The data are presented vs. time of day in table 6. 

2.3.3 Los Angeles Police Department 

The voice radio message analysis performed in the Los Angeles Police Department 
was divided into two categories: mobile data.and base station data. 

Mobile Data 

The mobile initiated voice communication data was derived from nine sampling 
periods randomly selected in four divisions. The types of calls were subdivided 
into three categories: 

1) Data base inquiries 
2} Status-button calls 
3) Alphanumeric calls 

The data base inquiries into Los Angeles Police Department included license 
checks and checks of a persons identity. License checks are also made tilrough the 
Division of Motor Vehicles. The results presented here are averages of all three 
types of calls averaged over the nine samples. 

Calls related to data base inquiries • 14% 
Air time attributed to data base inquiries a 29.1% 

4I1semi-text" consists of a "canned message" followed by a "text message" which 
could be easily handled by an officer from a mobile keyboard (e.g., a file check on 
a license plate) • 
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Table 6. Sample values of the Michigan State Police Department 
voice message exchanges 

(parameters are recorded as percent of total transmission time) 

No. 

:r 

Transmission 
parameter 

Total channel 
utilization 

II Car :r.D., mobile to base 

III Car I.D., base to mobile 

IV Car acknowledgment of 
message 

V Base acknowledgment of 
message 

VI Car - "canned message" 

VII Base - "canned message" 

VIII Car - text message 

IX Base - text message 

lXA Car passed "semi-text" 

IXB Dispatcher passes "semi
text" 

X Car transmission - time 

XI Base transission - time 

XII Car transmission time a 
"feasible to digitize" 

XIII Dispatcher transmission 
time - "feasible to 
digitize" 

IV Total air time -
"feasible to di~itize" 

6-12 a.m. 
(%) 

6 

4 

8 

5 

13 

5 

7 

19 

25 

14 

1 

47 

53 

29 

52 

41 

------.. --
12 a.m.- 12 p.m.-

5 p.m 6-12 p.m. 6 a.m. 
(%) (%) (% ) 

4 6 10 

6 9 5 

10 5 9 

9 5 12 

14 21 16 

8 7 4 

4 3 4 

16 19 12 

26 19 20 

8 10 14 

1 1 5 

45 50 47 

55 50 53 

48 43 44 

52 59 54 

50 51 49 

Average 
(%) 

6.5 

6.0 

8.0 

7.8 

16.0 

6.0 

4.5 

16.5 

22.5 

11.5 

2.0 

47.2 

52.8 

41.0 

54.2 

47.8 

.----.-... - -----------------

aln this analysis, "text messagfls" are not considered to be digitized. 
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The status-button calls bave a low ratio of C:lir tiIne to numher o:~ calls as 
indicated below: 

Calls related to status = 54.6% 
Air time attributed to status = 22.8% 

The alphanumeric calls are categorized as those that would require the use of a 
keyboard if transmitted over a digital communication link. 

Calls related to alphanumerics ... 15.3% 
Air time attributed to alphanumerics = 19.9% 

As shown, 84 percent of the calls can be transmitted digitally and these calls 
account for 72 percent of the total mobile air time. 

Base Station Data 

Due to the nature of the command and control network of the Los Angeles Police 
Department, the data presented here represents the workload of three or more 
dispatchers sharing the same base station frequency. Three statistical samples of 
base station communications were taken, each of' one-houlr duration. The base station 
initiated messages are divided into the following categories: 

1) Data base replies 
2) Calls-for-service and status dispatching 
3) Status-button calls 
4) Alphanumeric calls 

The totals of the data base replies are indicated belo,.,.: 

Calls related to data base replies = 9.5% 
Air time attributed to data base replie~ ... 14.9% 

The totals of the ca1ls-for-service and status dispatching are: 

Calls related to cal1s-for-service, etc. 
Air time attributed to calls-for-service, etc. 

The totals for status-button calls are: 

Calls related to status ... 58.0% 
Air time attributed to status = 28.8% 

The totals for alphanumeric calls are: 

Calls related to alphanumerics ... 15.8% 
Air time attributed to alphanumerics'" 21.6% 

2.3.4 Miami, Fla. police Department 

- 16.1% 
... 32.6% 

Data was obtained on the distribution transmission times of voice exchanges from 
the dispatchers and the mobile units. Channel occupancy was also determined. A 
curve of channel occupancy (percent vs. the number) of dispatcher transmissions per 
hour was generated' and it is shown that message length compression begins to occur 
at a channel occupancy of 45 percent. Distribution functions of transmission times 
pertaining to data base inquiries are also developed. The mean and standard 
deviation of these various distribution functions are shown below. 

OPERATIONS CHANNEL 

Dispatcher transmission length x - 1.8 s 
a = 2.9 s 

unit transmission length 
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Operator transmission length 

unit transmission length 

2.4 Summary of Voice Message Data 

x "" 2.1 s 
a .. 3.6 s 

x - 4.7 s 
a ... 9.9 s 

It is to be expected that communications discipline and other characteristics of 
a police radio network will vary among police departments and be a direct function 
of the operating procedures established. However, from the data presented in this 
section it would appear that similarities exist in the parameters that are important 
in defining voice communications as presently used by law enforcement agencies. 

For instance, the percentage of total air time occupied by status message in a 
number of cases (e.g., Boston, Fall River, Michigan State Police) fell into the 
range of 47 to 48 percent. Also, if one were to categorize messages by types as in 
the case of a Massachusetts State Police analysis [19]', similarities would again be 
noted. In the Massachusetts State Police study, certain criteria were developed in 
order to determine an outline for the classification of status messages. It was 
determined that 56 percent of the State Police messages were status oriented. The 
s&ne criteria were used to categorize the Boston and Fall River messages. Forty
five percent of ~~e Boston and 47 percent of the Fall River Police messages Were 
categorized as status. Another similarity is that a categorization analysis of the 
Los Angeles Police Department's communication exchange shows that 58 percent of 
their messages may be type classified as status. However, in the case of Los 
Angeles, the percentage of air time occupied by status messages is about half that 
of the p~evious cases. The reason for this discrepancy is tt~at data base inquiries 
are made on the "operation's channel" of the LAPD quite frequ,ently as opposed to the 
other police agencies and the long transmission time of these messages tends to 
decrease the percentage of transmission time used for status messages. 

In the case of data base inquiries for criminal informat,ion and motor vehicle 
license checks another general similarity exists among various police departments. 
The format of many criminal justice information systems is generally similar to that 
used to access the National Crime Information Center (NCIC) files, and hence, there 
are similarities in the voice and data transactions that are addressed to NCIC. 

Also, during the analyses performed, it became common practice to determine 
statistical parameters (e.g., averages and standard deviation) that characterize the 
length of all voice message exchanges over 'the network. The determination of the 
statistics of the lengths of the types of messages planned to be display~d on a 
digital terminal should be a prerequisite for determining the size of display 
needed. Display sizes will be discussed later. 

3 .1 Ge.ne:t'al 

3 • OPERATING REQUIREMENTS FOR DIGITAL 
COMMUNICATIONS EQUIPMENT 

This section details the efforts to determine the operational requirements for 
mobile digital communication equipment in the law enforcement environment. Although 
there are many interrelated factors that have an impact on this determination, the 
primary consideration was to establish the needs for such equipment as viewed by 
police agencies. 

To ensure that the law enforcement aspect was properly included in the 
determination of the operating requirements, considerable attention Was given to 
police communication problems and extensive discussions were held with responsible 
personnel of many different types of law enforcement agencies who have knowledge and 
experience of police communication operations. The types of agencies with which 
discussions were conducted included agencies servicing large to medium size 
urban/metropolitan areas, county police organizations and state police agencies. In 
most instances the ~espective agencies had already evaluated or were planning to 
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so discussions Were timely and 

In section 3.2 the responses obtained from discussions of 30 topics with these 
vario~s law enforcement agencies are presented. In sections 3.3 and 3.4 appli?able 
comments received from the Federal Communications Commission and the Assoc1ated 
Public-Safety Communications Offices, Inc. (APCO), are analyzed. 

It was observed in these meetings that some jurisdictions had special problems 
which brought on different types of requirements. These are discussed in section 
3.5. 

3.2 Law Enforcement Agency Requirements 

In making a determination of operational requirements from the viewpoint of 
police department needs, information was sought from various types of agencies 
knowledgeable in the area of digital communications. Data was collected on some 30 
topics relating to different aspects of digital communications. The information 
collected from the discussions was analyzed to determine priority considerations and 
prevalent attitudes of the law enforcement community in specifying operating 
requirements for digital communications equipment. 

The salient points of the operating requirements as characteriZed by law 
enforcement agencies are summarized below. 

o Two-way digital communications is a definite requirement for law enforci!"!1.;9nt, 
and 80 percent of the departments surveyed wanted the digital units to int~~~ace 
with existing radio equipment. Most departments, 80 percent, did not feel that 
computer aided dispatch on a prerequisite to using digital communication 
systems. 

o In the case where mobile-to-mobile communications occurs on the same channel 
that is used for mobile-to/from-base communications, there is a requirement to 
provide a digital capability for mobile-to~obile exchanges. ?n the other h~n~, 
if the communication system is of the type where mob~le-to-mob1le transmiss1o~s 
take place on a separate channel, then mobile-to~~b11e digital commun~cation 1S 
unlikely to be needed, unless that channel is heav1ly loaded or there 1S a need 
for privacy in communications. 

o In isolated cases b~ere is a requirement for monitoring the digital excha~ges 
with a terminal unit located at satellite command stations, e.g., prec1nct 
stations, etc. In these cases the unit ~hould be capable of being powered from 
an ac outlet and of interfacing with telephone line channels. 

o There is a definite requirement for a digital transmission system that provides 
both full-text and status capability. The preference indicated for the £ull
text capability is primarily due to the fact that many departments have access 
to some form of on-line computerized files and the extra cost of allow~ng direct 
access from mobile units can be more readily justified. However, 1t must be 
recognized that most departments require digital status capability, so ~hat for 
those agencies with no on-line computerized files status-onl~ un1ts would 
provide a significant capability particularly with regard to reliev1ng dispatch 
workload. 

o Only 25 percent of the police departments contacted would require that the 
status code scheme be based on the APCO-IO code. There appears to be some 
resentment against using any fixed code scheme, evidenced by.t~e fa~t that 75 
percent of the police departments suJ:.reyed would want the capab1l1ty it:.o change 
the number or types of "status-codes" provided by a digital system. 

o Half of the police agencies surveyed indicated that they would plan to equ~p all 
vehicles with digital communication capability. The other 50 percent ind1cated 
that not all mobiles Would be equipped. This was due to two factors. Most 
often some precincts experience a heavier workload than others, and in these 
cases' only the over burdened patrol area mobiles would be supplied with digital 
equi~ent. Also, in a limited number of cases, installation would be made only 
in selected vehicles which would then be assigned to making the bulk of data 
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base inquiries. Most agencies, 85 percent, would equip all mobiles with both 
full text and status capability and 90 percent required selective address 
capability. 

oIn the area of information display at the base station, approximately half of 
the police departments require both a visual and a hard copy display, while the 
other half require only a visual display. For information display in the mobile 
the following was true: 

Approximately 40 percent required a CRT - type display with the addition of a 
"printer add-on" in a selected number of vehicles. 

Approximately 35 percent required both CRr - type and "printer add-on's" in all 
vehicles equipped. 

Approximately 20 percent of the agencies had no definite opinion. 

Approximately 5 percent required only a two-way printer. 

o The survey indicated that the digital equipment should be made to interface with 
present existing radio systems, but that the channels used should be dedicated 
to data transmission. 

o More than half of the police agencies indicated that automatic polling of mobile 
units for status update would be necessary. This requirement does not imply the 
necessity for a synchronous system with constant polling. What is meant here is 
that a mobile unit should be "queried" ·for an indication of status, if after 
some specified time period no change in status has occurred. This is similar to 
what a dispatcher might do on an existing voice system if he has not heard from 
a particular vehicle. 

o The advantages and disadvantages of a continuous polling system vs. a data 
contention system used on a dedicated channel are not clear-cut and a very fine 
line exists between their respective performance characteristics. Because o,f 
this the systems could be classed as similar. The major advantage of a polling 
syst~m is in gathering data from mobiles at fixed time intervals, such as in an 
automatic vehicle locating system. This advantage has somettmes falsely been 
affixed to achieving more efficient status updates, However, no matter how many 
times a minute a mobile unit is polled for status information, the system 
concept still relies on the officer in the car to manually change his status and 
insert it into memory fo~ polling. In a contention system, the status 
information implied by the operation of ,the "canned message button" is usually 
received at the base station and is then subject to delays similar to a polling 
system. 

o The general consensus of opinion is not to let the mobile units respond solely 
under the control of the base station system. Another party, the dispatcher, 
should be allowed to monitor all automatic functions of the system, especially 
in the case of data base inquiries. The monitoring in this case is to provide 
security for limited access material. Although about half of the respondents 
required manual acknowledgment procedures, it was strongly recommended that 
human, along with machine (error control) acknowledgment be standard operating 
procedure. 

o Along with improved response time and "better utilization of patro~ force 
resources \I "security" was considered a major benefit of a digital commun1cation 
system. it should be noted that the security offered by present law enforcement 
digital communication systems is quite comparable to that attained in many 
scrambler systems. However, it is possible for unauthorized personnel to 
acquire a mobile unit and, with some technical expertise. receiv7 and decode all 
divital transmissions even if they are on a selective bas1s. In order to 
upgrade the security features of a digital communication system, "code of the 
day" schemes could be employed. 

o All police agencies voiced considerable concern over the bulk or physical size 
of many of the digital terminals presently available. This is a very important 
requirement as the "front" space of police vehicles is becoming more and more 
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crowded with accessories and equipment. The agencies would definitely prefer 
that the bulk of the electronics associated with the digital units be located in 
the trunk of the vehicle. 

o The message display characteristics for CRT-type terminals as determined by the 
law enforcement survey are: 

Indication of a new incoming message, 
Special indicatioli for a critical message, 
Message held unt:f.l manually cleared, and 
Capability t,o store more than one received message. 

o In most cases the indicators for a new incoming message and a special message 
were desired to be audible. 

o Environmental tests, including shock and vibration, were high on a list of 
things to be done. Some departments have already experienced high temperature 
environment and salt spray problems with the digital units. Similarly, there 
was concern about life testing, most departments expressed the need for 
manufacturer maintenQnce and training programs, and almost all required 
equipment warranty. 

o The typical allocation of number of cars per channel will probably be about 50. 
This is due to the fact that most police departments will tend to replace 
existing voice communications (recommended loading of 50 cars/channel) with 
digital communications. This is probably a reasonable approach because of two 
factors. The modification of existing syst.ems or the installation of new 
systems to provide more area coverage to service the additional vehicles would 
probably be high. Also the present "precinct" management structures of many 
departments would probably be disrupted because of changes in precinct (zonal) 
determined frequency allocations. 

3.3 Federal communications Commil3sion Rulings and Their Effect on Operating 
Requirements 

The initial report and order of the Federal Communications Commission to permit 
general nonvoice operations on voice frequencies was adopted in late 1971. The 
docket number is 19086. The following requirements were specified: 

1) Authorizations are limited to mobile service frequencies below 950 MHz. 

2) Operations must be on a secondary, noninterference basis to any authorized 
radiotelephone operation. 

3) Sensoring or monitoring devices must be employed to minimize interference to 
co-channel transmissions and shall be incorporated as automatic circuitry in 
the associated receiver, to prevent nonvoice signaling in the presence of 
another signal. 

4) Maximum duration of a nonvoice transmission, including automatic repeats, may 
not exceed 2 s. 

5) Required station identification for nonvoice operations must be made by A3 or 
F3 emission and may be given by the base station for a base-mobile system, 
even in the case when the mobile frequency is different from the base 
frequency_ 

6) Applications to use nonvoice operations must include detailed description of 
the coding systems to be employed for message content. 

In a memorandum pertaining to docket number 19086 the word "must" in statement 3 
was changed to "may" due to the technical difficulties some vendors were having in 
developing such a sensing device. 

Comments with respect to the statements of the report and order and subsequent 
memorandum are given below: 
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Statement number two stems from the FCCls feeling that "licensees must have a 
primary voice requirement and further, since nonvoice techniques are expected to 
improve efficiency, we will not authorize an additional or separate frequency for 
this use". This statement was recorded before much operational experience with 
"full-text" digital equipment was acquired. Generally, in operational systems, data 
and voice communications have been found not to be compatible when they are in 
constant contention and subsequently they have been separated from an operational 
Atandpoint. Discussions with the FCC revealed that this type of operation may be 
acceptable as long as co-channel interference is not experienced and that the 
"dedicated data channel" provides emergency voice communication and voice back-up 
communications (when the data system fails) over the same frequencies. The FCC will 
not allow one to apply for new frequencies to support data systems and maintain 
voice back-up on existing frequencies. Also, the FCC will not allocate new voice 
frequencies to be used for voice back-up to data systems which have become 
operational on existing voice frequencies., This is perfectly r-::::asonable, since data 
transmission is considered to be "more efficient" than voice. 

With respect to statement three, it appears that the memorandum issued to ease 
the requirements on sensing channel activity was premature. As a matter of fact, 
most present digital systems can successfully perform the required channel sensing. 

The "two second" limitation on digital transmission including repeats to assure 
correct reception should be defined differently. This ruling, as it reads, is 
probably violated by many of the "full-text" terminals i.n isolated cases when long 
messages are transmitted to fringe areas. It is also violated when long "front 
porch delays" proceed the data. A requirement such as the following, is 
recommended: 

The average time duration for nonvoice emission shall be less than or 
equal to 2.0 s plus any associated front porch delay. The average 
time duration shall be determined by a valid statistical sample of 
the time durations of nonvoice emission over the entire system area 
of coverage. 

Base station identification should be made digitally through a standard 
information code and a standard modulation technique. Standard monitors for the 
decoding of base station identification should be provided. The standard 
information identification could perhaps be based on the ASCII code. However, 
flexibility should be allowed in implementing various types of error control coding 
and modulation techniques for messages other than base station identification. 

Docket number 19261 also pertains to mobile digital communications. In this 
docket the disposition of 10 pairs of frequencies in the 460-470 MHz band reserved 
for radio teleprinter usage waa resolved. Since radio teleprinter usage had not 
been as widespread as expected, nine single frequencies were removed from radio 
teleprinter usage. Five single mobile only frequencies were assigned for telemetry 
transmission of bie-medical information. Two pairs of frequencies were originally 
allocated to the 30 largest cities for development and operation of digital 
systems for information retrieval (data base inquiries) and other purposes. 

These two allocated pairs had a data priority and secondary consideration is 
given to voice. More of these dedicated frequencies are needed in the larger cities 
and perhaps smaller cities should be allowed to use these frequencies if co-channel 
interference is avoided. When one utilizes these frequencies: t no detection of voice 
usage is necessary. However, these same frequencies should be used in the back-up 
voice mode in the case of system failure and should be provided with a microphone 
and speaker. 

3.4 Use of the APCO-10 Code in Mobile Digital Data Transmission 

As indicated by the results of the requirements analysis. there is a str.ong 
tendency on the part of law enforcement not to restr.ict the designations used to 
identify "status buttons" to the APCO-10 code. Throughout the years, a multitude of 
police departments have developed their own voice code schemes, while others have 
restricted themselves to the pure APCO-10 code series and some use no code at all. 
Because of this, there is a tendency for police departments to r~quest that Btatus-
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buttons be identified with their own code words. On the other hand, m.any of the 
agencies indicated that they would like to be able to change the number and basis 
for the digital status code schemes. This point reflects some uncertainty about 
what codes should be used. APCO has assigned a committee to review the sit.uation. 
In an interview with a member of this committee, the expected output Qf this effort 
was discussed. 

Probably, 10 or 12 standard codes will be developed based on a survey aud will 
be recommended for widespread usage in voice commun:lcations. Any ad6itional ceding 
beyond these will be at the.direction of the user, however, certain codes will be 
recommended. ~he output of th1S survey should provide enough information for the 
staI?-d~dizati0I?- o~ status-keys if a standard keyboard is recommer.!1ed. The 
a~d~t10nal cod1ng, 1f used, would be implemented with a thumbwheel type switch or 
s1m11a: arrange~ent as .for status-only units, or through the use of alphanumaric 
keys w1th a spec1al funct10n-key in the case of full-text units. 

3.5 Additional Operating Requirements 

In the course of many of the discussions with police agencies, it often 
devel~ped that there were additional operating requirements peculiar to individual 
agenc1es. In some cases these requirements are frequently a fun~tion of ~ 
d~partmentls projected communications plans and it is therefore likely that these 
k1nds of special requirements will, at future times, be applicable to most agencies 
The requirements that were identified are listed below: • 

o System should be compatible with requirements for an automatic vehicle 
monitoring system. 

o System should be compatible with computer-aided dispatch requirements. 

o System should be operable through a satelite voting receiver system. 

o Portable hand-held units that provide data base inquiry capability ar~ required. 

o Motorcycle units are required. 

o Digital transactions should be recorded on magnetic tape. 

o Mobile units should not restrict officer movement in the vehicle. 

o Some "special" keys should also be located outside the vehicle. 

o Some of the "special" keys should be remotely activated. 

o Mobile unit should be operable from both the ~iver and passenger positions. 

o Display must be readable in direct sunlight. 

o Message should not be displayed when an office),: is away from the vehicle. 

o System should provide a channel switching control for multiple channel systems. 

o System should provide digital identification of radio channel in use, in a 
multiple channel system. 

o System should operate in the "request to talk" mode under the absolute control 
of a dispatcher. 

o System should accommodate simultaneous two-way data transmission when a duplex 
r.adio channe~ exists. 

o The mobile unit should have a keyboard that provides a physical separa'1;.ion of 
function keys, status or canned message keys, and alphanumeric keys. 

o System should provide the mobile unit with an indication of whether or not an 
information system is down or just running behind in response to data base 
inquiries. 
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o Portable hand-held units that provide digital identificat:/,on (I.D.) and status 
are required. 

These operating requirements that have been idtmtified above do not present any 
significant constraints to digital communications as. applied to law enforcement. 
This is particularly true considering the importanc~ of communications in day-to-day 
police operation. 

4.1 General 

4. APPLICATIONS OF DIGITAL C~1UNICATIONS 
EQUIPMENT FOR LAW ENFORCEMENT USE 

This section of the report deals with the applications of mobile digital 
communications equipment for law enforcement us~. It will present various types of 
specific applications and the methods and techniques employed to realize them. 
Equipment characteristics will be discussed which will alloW for a determination of 
the suitability of digital equipment in mobile police communications. 

The number of agencies with operation~l digital communications systems are 
limited. However, during the course of the study, it was noted that consideration 
was being given to the purchase of systems on a widespread basis. This could 
eventually result in a great increase in the number of such applications. A 
signifi~ant reason for this potential increase is the severe constraints that are 
now being imposed on police patrol force operations by existing voice-only radio 
networks. 

The constraints associated with these networks are prim.')rily those of high 
char~el utilization and dispatcher work load. High channel utilization is a 
condition that exists for many police agencies and results from the volume of radio 
calls being made during the day-to-day functioning of the police forces. On the 
other hand, dispatcher work load increases result from the growth in the number of 
citizen requests for police service. It is not uncommon for conditions in the 
dispatch-communications center to become hectic during the so-called busy hours, and 
such conditions do not create an efficient operation for controlling and 
coordinating the critical exchanges to and from the patrol forces. 

Yet another contributing factor to these conditions is the result of data 
processing technology. This technology has resulted in a growth of a capability 
that provides for access in real-time to on-line files containing criminal justice 
information. The availability of this information to service the needs of the 
officer in the field has compounded the dispatcher work load and channel utilization 

problems. 
In view of the problems that exist with the present voice mobile system, it is 

to be expected that police agencies would turn to other methods, 'such as digital 
communications, to provide them with a capability that will alleviate these 

problems. 
In order to determine the suitability of digital communication applications as 

an aid to police operations, it is necessary to separate the voice messages into 
various classifications, as was illustrated earlier. The classifications, in 
conjunction with the operating requirements detailed previously, will provide a 
meaningful framework for discussing the suitability of mobile digital units in 
various types of applications. The discussion will also take into account the 
knowledge and experience of those departments that are currently assessing and 
operating mobile digital communications systems. Another important consideration 
when examining the suitability of the types of application is the difference in 
equipment that is presently being made available by various manufacturers. These 
equipment differences cover a wide range of technical and operational 

characteristics. 
In the first pa~ts of this section some fundamental concepts of digital systems 

are examined to determine hoW they can be used to supplement the existing voice-only 
radio network. The advantages and disadvantages of some of these systems will be 
highlighted to ascertain the implications and impact on police operations. These 
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are, to some extent, supported by 1 ti . i an eva ua on of those syste"'s th t h b i 
ope rat on for any length of time. .u a ave een n 

Following these discussions, a descri tion of 
equipments that are now available will be gi P T ~he .types of mobile digital 

~a~::1i!~e~~::~:-~~t~~~e~~t~r~1~~~e:~~~~:~:i~!l:~~!~i~::~!:~:::~;: 
f~nctional characteristics e~ist that cou~~ ~~~~c~O~d thai.dif~erenc7s in equipment 
d1fferences are explained in more detail. e app 1cat10n sU1tability, the 

The concluding part of this section t i l' . con a ns comments on the types of future 
:~~e1~~~~~~ that may resul~ as digital communications in law enforcement become 

4.2 Interfacing with the Existing Operational Environment 

4.2.1 General 

This condition must be taken into account in ~~ d 1 s.o they can readily be integrated into the mo~ile e eve opment of digital systems 
i 

~ police communications network. It 
1S poss ble ~at some re~tructuring of these networks will be 
facilitate a d1gital capabi11ty. However, it must be recognized that ~~es~~iit!~ 
systems sh~uld be compatible with the existing radio systems rather than vi 
Compatibi11ty should ~e the responsibility of the newer digital apPlication~ei;e~:y. 
are to be used in pol1ce work. 

pOli~e ~~~l~e~:t~~~e~:t~~~;~~or~f the present operating environment of the existing 
of digital transmission systems. necessary, particularly with regard to interfacing 

4.2.2 Types of Messages 

In section 2 of t~is report the results of a classification of voice messages 
were presented. The var10US categories of these exchanges represent the basis of 
the aspects of police communications that can be transmitted digitally. 

An important .class of exchanges was identified as status type messages, and it 
was noted that dur1ng th~ test samples, approximately 50 percent of all mobile voice 
messages fel~ ~nto th1S category. It would appear that these communications 
represent a ~1gn1ficant amount that can be transmitted as digital exchan es 
Equipment eX1sts, which can be installed in mobile units so the officer can sele~t ~ 
code correspond~ng to his status and transmit this information by ope,rating an 
a~propriate sW1tch. The status code corresponding to each mobile unit is then 
d1splayed at the communications dispatch center. 

This type of information, status of mobile units is transmitted one way from the 
mobile to the base station, except for nacknowledgme~t" (ack) and 1.0. requests. 
Therefore, a one-way digital capability could be used for exchanging approximately 
half of th~ mobile originated police voice messages. However, there are 
characterist1cs of the status type category which should be examined to determine 
the value of this type of digital systems. 

Although it was shown that the number of status messa~es is approximately 50 
percent of all mobile exchanges, the air time required for these communications is 
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not necessar~lY an equivalent percentage of total air time. The amount of air time 
actually requ1red depends upon factors such as the use of codes to identify status 
~he types of other exchanges on the radio network and particularly the amount of 
1nquiry information that must be passed on the channels. For instance when there 
are a lar~e number of inquiries the air time of status messages is a low percentage 
of total a1r time. 

Another characteristic of status messages is the type of voice code, if any, 
that.is used to ide~tify mob~le unit status. If status is based on a code this 
prov1des a good ba~1S for uS1ng the same codes with a digital system. However, when 
departments commun1cate status through descriptive text type messages rather than 
c~de~, code o:iented digita~ status units are not suitable unless the department is 
wJ.lll.ng ~o mod1fy its operat10ns and train its officers to use a system of codes. 
To r~t~1n ~e same format ?f status communications would require some keyboard type 
capab~l1~y 1n the ~atrol un1ts, which the officer could use to generate a complete 
d~scr1pt10n of h1s status. This would require a considerable amount of "typing" 
t1me on,the part of the patrol personnel, which is a very inefficient use of the 
capab~11ty of keyboard type units when used in this mode of operation. In addition 
the d1spatch center would require a companion unit that has the capability t~ 
display the whole message in written form. 

I~ ,was noted ea:lier that most agencies require a digital communications 
capab111ty for exchang1n~ status information. Also, there was a general consensus 
that codes would prov1de an acceptable basis for identifying status although the 
code should not,n7cessarily be based on the APCO-lO, as most departments indicated a 
need for flexib1l1ty in the assignment of status codes. 

Another category of voice messages was identified as text type exchanges. 
Included in this category were those messages that are inquiry oriented such as 
license checks. The existence of these kinds of messages is due mainly to the 
availability of computerized information. This operation previously required the 
patro~ officer to request the information by voice exchanges with the dispatcher. 
The d1spatcher in turn either accessed the information system from his console or he 
pass~d the request to another. operator assigned to perform this operation. When the 
computer system returned the 1nformation, the dispatcher passed the contents back to 
the patrol officer via the voice channel. 

Inquiries such as these can be perfo=me6 by digital e~ipment in such a way as 
to substantially reduce the dispatcher work load. The field mobile units can be 
equipped with digital terminals that allow the officer to compose the inquiry by 
using a keyboard unit. Once the message has been structured, it can be directly 
transmitted into the information system via the communications,center. As the 
channel is a two-way link, the information in response to the inquiry can be. 
co~unicated dir7ctly back to the mobile terminal and displayed. This approach, 
wh1ch replaces V01ce messages with digital transmissions is a very effective method 
of using digital communications. ' 

Although inquiry type communications represent a suitable candidate for the use 
o~ mobile digital equiPI?ent, it does not necessarily folloW' that channel utili::',,"ion 
w111 be reduced. Typ1call~, an individual inquiry will be exchanged and proceS4 ...... ll~ 
faster digitally than it w111 be during voice-only operations. However the 
implementation of mobile digital terminals in patrol units provides a capability 
that tends to establish its own message traffic pattern. Compared to a voice-only 
system, a digital system with mobile terminals is more flexible and efficient for 
making inquiry type exchanges. Once it becomes accustomed to using the terminals as 
a matter of routine, the patrol force tends to use them more so the level of 
inquiries increases well beyond the normal or typical level with the vo~.ce-only 
system. Communications traffic can increase to the extent that channel utilization 
may b~ increased rather than decreased. Some of the implications of this condition 
are d~scussed in a following paragraph. 

Another type of voice message can be classified ~s descriptive or conversational 
exchanges. They occur frequently during emergency ~ituations such as hot pursuit. 
In these situations conversations are developed ~etween the dispatcher and mobile, 
and it is not uncommon for other patrol units to m~nitor the communications as many 
base stations rebroadcast the mobile messages. ~neoreticallYI all such exchanges 
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can be made digitally by equipping mobile units and the dispatcher with keyboard 
type units. This would allow for a tota.l digital communication system. 

There are a number of implications with this mode of operations. With voice 
communications there is a natural tendency to develop invaluable conversations 
between dispatcher and mobile in instances such as emergency operations. If there 
is a rebroadcasting of mobile messages, other members of the patrol force will be 
aware of pending actions as they develop. The other mobiles may also recognize 
characteristics or features about the conversation between dispatcher and another 
mobile, and may be able t.o contribute valuable information. 

If these exchanges were to be initiated digitally, the tendency to develop 
conversations would disappear. This is because the officer has to "type" his 
message rather than using the spoken word. An invaluable aspect of communication 
would inevitably disappear. Also, if all mobiles were equipped to receive any 
message from any other mobile, the method of monitoring all communications by 
reading a display would be more restrictive than that of listening to a voice 
channel. Most police agencies agree that descriptive/conversational types of 
communications must continue to be exchanged as voice-messages. 

4.2.3 Propagation Environment 

The law enforcement community has access to the frequency bands which have been 
allocated for land-mobile radio usage by public safety agencies. The bands 
available are the very high frequency (VHF) and ultra high frequency (UHF) bands. 
These bands each have different propagation characteristics which, coupled with the 
condition that the power spectrum of rnan"ffiade noise is not equally dist~ibuted among 
the bands, can adversely affect data communications to different degrees. 

The low band portion of the VHF band is prone to what is referred to as "skip" 
interference. Skip occurs when a users' ~eceiver is captured by a signal, at the 
same frequency, that is being radiated from a very distant user. This condition is 
caused by the ~efle.ction of a signal off various ionspheric layers and occurs in 
skips of 500 to 3000 mi. A short range skip phenomena can occur from duoting of co
channel signals through ionsphere layers. The range of this inter'ference is 
typically from 100 to 400 mi. This short range skip (ducting) is more prevalent at 
the high band portion of the VHF band. The UHF band is generally not affected by 
the skip form of interference. In voice radio systems tone-coded squelch techniques 
are frequently employed to protect against this type of interference. However, with 
digital signaling, the interferrinq signal can effectively destroy the information 
contained in the signal. 

Another propagation phenomenon that is present in communication systems of 
interest is mUltipath. This phenomenon is most prevalent in the UHF band, and it is 
manifested by the occurrence of fades consisting of diffe~ent amplitudes and time 
durations in the received signal. This explanation is a simplification and a more 
detailed discussion of this effect is given later. The overall effect of multipath 
is a substantial increase in the number of errors in the received digital signal. 
To protect against these errors, detection and correction methods are required as 
part of digital communication systems. 

Another propagation characteristic of radio communication is ambient noise, 
frequently referred to as man"ffiade noise. This noise is particularly prevalent in 
areas with a concentration of automobiles, whose ignition systems produce 
interfering signals. Other causes include radiation from high voltage breakdown 
across insulators on transmission lines and transients emanating from locations 
where electrical connections ar,e periodically being switched. 

A receiver in this environment will also be subjected to time-varying 
interference of its own received signal. This type of interference is different 
from multipath in that it occurs in bursts of short time duration with very high 
amplitude peaks. The effects of this noise are most pronounced on VHF low band 
signals and less severe on VHF high band and UEP. The ultimate effect on digital 
communication is to cause errors in the received signals. Its effect can be 
combatted through the use of detection and correction coding of the digital signal. 
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The major significance of these propagation characteristics is that while they 
may not adversely effect voice communicatons, they can seriously disrupt digital 
communications. Digital systems must employ features to combat these phenomena if 
reliable communications are to be obtained. 

4.2.4 Characteristics of Existing Voice Networks 

The voice communications systems of most law enforcement agencies are configured 
about a few basic building blocks. These are the location of dispatching points, 
the location of base station equipment (particularly antennas), the channel 
structure (single frequency vs. multifrequency) and the network structure (single 
channel or multiple channel). No matter how these existing systems are laid out, 
the data transmission to and from a mobile terminal must function in this 
environment. However, the most cost-effective configuration may not be to replace 
voice with data on a one-to-one basis, but to reconfigure the existing system at 
minimal cost. Examples will be used to illustrate the features of these building 
blocks in various configurations and the limitations on data transmission. 

One area that does not depend on the agency opera;tional procedures is the type I 

of channel structu~e. Basically, there are three types: 

Single frequency simplex 
Dual frequency simplex 
Dual frequency half-duplex 

In the single frequency simplex case, one frequency is used for both base-to
mobile and mobile-to-base communications. The application of a mobile digital 
system to such a channel is quite straight forward as long as simultaneous 
communications are inhibited. In some cases, a single frequency simplex channel has 
been used for implementing ~ one-way or a two-way time multiplexed mobile printer, 
and these channels can also be used for time~ltiplexed two-way status or full-text 
systems. 

t~en dual frequency simplex voice systems are employed fOr voice communications, 
the base-to-mobile and mobile-to-base frequencies are different. There is a noted 
advantage in transmitting data over these channels that is not always utilized. 
Even though mobile-to-base and base-to-mobile data transactions can take place 
simultaneous'ly, data systems with this channel arrangement usually employ 
nonsimultaneous transmission. However, it is possible to use techniques that take 
advantage of two-way simultaneous data communications when existing system hardware 
permits. This approach entails fewer problems than doubling the data rate on time 
shared single frequency systems. 

In the case of dual frequency half-duplex communicat,ions systems, some other 
features must be incorporated into the digital system to take full advantage of the 
channel. Duplexing normally occurs at the base station where voice communication on 
the mobile-to-base frequency is duplexed and repeated on the base-to-mobile· 
frequency to allow mobile awareness of mobile-to-base transactions, and also to 
permit mobile-to-mobile communications. If this type of channel is time shared by 
digital communications of base-to-mobile and mobile-to-base, the repeat function of 
the base station can remain untouched. If any data feedthrough onto the base-to
mobile frequency occurs, it will not be decoded by the mobile terminal because it is 
preceded by a base station data identification preamble. However, if the automatic 
repeat feature of such base station equipments is inhibited for data transmission, 
two-way simultaneous base-to-mobile and mobile-to-base data communications could 
take place. 

Mobile-to~obile data communications are generally considered to be a special 
requirement. This type of transaction is usually relayed from mobile one-to-base 
and then base-to-mobile two in the case of simplex and half-duplex systems. Direct 
mobile-to-mobile digital communications would probably require additional 
considerations. 

The consideration of mobile digital communications systems as they apply to 
operating voice networks involve many problems that are characteristic of the 
systems. These problems are compounded by the fact that many differences exist from 
one operating system to another. However, an example of the application of a mobile 
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digital communication system to an existing voice system is given as an hypothetical 
example. Some of the problems associated with the proposed system will be 
presented. 

In the hypothetical example, a city of approximately 500,000 people has 60 
patrol vehicles on the road at one time. The city has been sectioned into two 
zones, designated A and B, in order to prowida better allocation of patrol forces 
and better administrative control. There ~re ~1O base~obile communicating channels 
which are used for dispatching and mobile-to~ob!le communications designated on the 
zoned basis. There is also a citY-\l)'ide chalnnel for data base inquiries and 
emergency communications. There are two dispatching positions, one for zone A and 
the other for zone B, both with access to the city-wide channel. There is also a 
clerk who has access to both an information system terminal and the city-wide 
channel as this channel is used to make voice data base inquiries. 

The control center is located in a building physically separated from the base 
station equipment and connected to the base station by leased telephone lines. This 
centrally located base station houses the transceivers for zone A, ~one B, and city
wide frequencies. There are tour voting sa~el1ite receivers: two used in 
conjunction with the base receiver for talk back coverage fo~ zone A mobiles on zone 
A frequency and city-wide frequency; and two used in conjunction with the base 
station receiver for zone B mobile talk back coverage on zone B and city-wide 
frequencies. The voting selector is located at the control center and is connected 
to the voting receivers by leased telephone lines. The voice-only systeltl is 
illustrated in figure 3. 

A diagram of the mobile digital system implemented on the sam~ channel is shown 
in figure 4 where the operational characteristics are also outlined. The following 
additions have been made. The entire patrol force has been outfitted with 60 two
way keyboard-type terminals with full text capability. The 30 units in zone A 
operate on the zone A frequency and exchange status and data base inquiries ove~ 
this channel. Similarly, the 30 units in zone B exchange the same information on 
the zone B frequency. The dispatchers each have base station displays of the 
messages being exchanged along with status indicators and a data base inquiry 
monitor. The remaining messages are exchanqed over the city-wide frequency by 
normal voice communications, possibly supplemented by automatic digital 
identification. Mobile-to-mobile communications are also implemented on the city
wide channel. 

The most severe problems that would probably be encountered in impleme~ting such 
a system would be data transmission through the telephone ll.nes associated with the 
voice system and data transmission througn voting receiver system. The problems 
encountered are varied. Frequently leased telphone lines are of the unconditioned 
type, perfectly adequate for voice and control tones but totally inadequate for 
transmission above !OOO-1200 b/s. This is due to many factors such as ambient 
noise, crosstaDc, amplitude and phase vs. frequency distortion. The transmission of 
data through the voting receiver system adds two other factors. These are the 
transients that occur when switching from one receiver to another f and the notch 
filter characteristics that cut out part of the system audio response in order to 
use audio tone control of these systems. 

The switching transient problem can be overcome by locking on to one receiver 
during the data burst and inhibiting voting during this period, or by the design of 
burst error correcting codes to "ride through" the votes. Another technique that 
can be applied is to receive and store the data from the three satellite receivers 
and then implement a two or more out of three decoding scheme with the stored data. 

The problem that will probably remain in the future will be the severe 
attenuation and phase vs. frequency distortion caused by the notch filter response. 
The basic approach to solving this prohlem has been to shift the audio data carrier 
to a clear portion of the audio band and lowe~ the data rate in order to restrict 
the frequency spectrum to a unused portion of the available bandwidth. Often the 
data rate may have to be reduced significantly. 

Although the example is for a hypothetical city, the type of network described 
is typical of existing police radio network.s. Therefore, the problems identified 
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are practical onea likely to be encountered when a mobile digital communication 
capability is added to the communications system of a law enforcement agency. 

4.2.5 Digital Data with Existing FM Radios 

For applications of mobile digital communications equipment in the la~ 
enforcement environment, the equipment must be designed for reliable data 
transmission through existing voice grade networks. An immediate factor to be 
recognized is that compensation is needed for the normally longer response and turn 
on times of older equipment. A suitable technique is to use ar. adjustable preamble 
to the data to ensure that the analog communication equipment is ready for data 
transmission. This compensation results in somewhat longer transmission times than 
are theoretically necessary for pure digital signaling. The turn-on delay also 
affects the operation of a digital communication system in that it is one of the 
more significant drawbacks of a turn-on/turn-off contention system, as it reduces 
system throughput. 

Another condition to be recognized is that while radios are supposed to be 
designed and maintained to industry standards, this is not always the case. 
Misaligned or improperly maintained FM radios can introduce severe attenuation and 
phase vs. frequency distortion into the channels used for digital communications 
which can adversely affect the performance of data systems. However, present day 
radios are not designed with digital data quality as a major concern, and some 
amount of distortion will always be present. 

Another condition that affects digital communications is the wide tolerance 
allowed on the attenuation va. frequency roll-off characteristics of the limiter 
filter of existing radios. Frequently the biqher frequency components are 
attenuated to ~ne full tolerance of the specification to achieve better quieting. 
This technique is normally more acceptable for voice communication, but it degrades 
the quality of digital communication. However, this design teohnique is not likely 
to change as it enhances voioe communications. 

In order to avoid as much distortion as possible, most digital equipment 
interfaces with the radio at the discriminator output. In this way the de-emphasis 
filter and the audio amplifier are bypassed. To compensate for the remaining 
attenuation and phase vs. frequeney distortion present in existing radios, fixed and 
adjustable equalizers are being developed. that can be used with mobile digital 
terminals. In essence, the equalizers "flatten out" the audio band frequenoy 
response. The fixed equalizers compensate for ~ limited wmount of the anticipated 
distortion. The variable equalizers, on the other hand, can be adjusted to 
compensate for some of the variations in 4istortion. With these equalizers some 
tuning is required to match the individual radio. Adaptive equalizers that 
automatically compensate for dynamic ohanges such as those which occur when the 
physical transmission path is switched, are presently in the research stage. Such 
techniques may eventually be employed with mobile digital oommunications equipment. 

As in the case of audible tone~coded voting systems and base station keying 
equipment, the notched audio response of tone-coded squelch used in radios presents 
a deterrent to achieving high data rates in mobile digital data transmission. 
However, radios with tone-coded squelch have one convenient advantage in that the 
audible tones of digital data transmission can be eliminated from the mobile radio 
speaker by inhibiting the tone control during data transmission. The digital data 
is unaffected because it is decoded from the disoriminator output where a signal is 
always present whether or not the audio receive stage is turned on. Another 
advantage to decoding data from the discriminator output is that the audio signal 
strength into the mobile terminal is not a function of the squelch setting or the 
volume control setting. 

4.?6 Operational Aspects of Information Systems 

It~ was noted previously that mobile digital terminals that have 
for delta base inquiries can provide an increased volume of inquiry 
exceeds the volume of inquiries generated with a voice-onlY system. 
in higher channel utilization with a digital system. 
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There is another important cons ide i 
is a direct result of the use of mObiler~~ ~~ ~hatimust be examined in detai~, which 
data base. A major ooncern is the «;] a un t;s that can directly aocess a 
be generated and the subsequent effe~~unt~f volumEl of data base inquiries that can 
Computer information sYfctems used bon e. operat;ions of the data base system. 
maintain a certain throughput in y po11ce de,partments have been designed to 
these information systems often res~onse to a level of on-line inquiries Also 
wide Jystems., The point of POli~~o:~~:s:e~~i~~ on a,regional,basis inoludi~ state
terminal dev1ce (s) located in th ese bystems 1S usually throu9'h a 
h7tween the terminal and 'the informa~io~o:muy ~icaiions oente% and the interconnection 
11ne link. s em s usually through a hard-wired land 

Most present information systems anticipated or expected number of in i ~re g:siqned using traffic estimates of the 
terminals located in the dispatch coqu r7est~ t would be 9'enerated from the police 
are,generated by mobile units throu~n1c~ ons centers, These inquiries, in turn, 
equ1pped with a digital inquiry ca :~t~~ .communioations, • Mobile units when 
directly, therefore bypassing the di ~ h t~ can acoess tne information system 
beoome on-line terminals 1. mini spa c er. ~he mobile terminals, in effect 
flow of information to ,:md' :fra'~ the ~~:~!e:n~~:~ce can be used for coordinating th~ 

The types of information files that usually tt:!e accessible 
~~~f~!: lf~en:e8~0~~~!Cle registrations and outstanding want w~~~;:!~.dat: such as 

1 
unit is constantly in an environment h patrol 

cou d be pertinent It has been shown tha were suoh information 
digital terminals' will not hesitate to !ai:r~onn71iin mobile units outfitted with 
access the information system. There will the n~1r es given the means to direotly 
number of on-line inquiries that the info~ati~~ ~re, be a sharp inorease in the 
increase could present operational diffioulti s f ystem will have ~o service. This 
c~uld result in degraded performance parti~l ~r thithe informat10n system that t1me • ' ar y w regard to inquiry response 

The increa~le in th -~ the experience of at e nUllWer of !n~~iries can be a factor of over 100 This is 
communioations system. l;~~~r ~~ethegincy with an operationa~ mobile' digital 
of data base inquiries averaged a rox' stallation of the system the average number 
of the system, the monthly aVerag~PiS ~~~!y 5~0 perf m700nth. Following installation or er 0 ,000 to 80,000 inquiries. 

4.3 Types of Applications 

4.3.1 Introduction 

The specific types of mobile di it 1 application in law enforcement can be di~idad ~ommunications that are likely to find 
categories form a hierarchy such that e 1nto a number of categories. The~e 
subcategory of another At one extreme ea~~ t~e of application can be considered a 
communications could ~ performed with d'iait 10 ~e police radio network voioe g a equ1pment. 

The following pages present examples f th dlff 
,?ommunication systems as they apply to law ~ e eren~ uses of mobile digital 
1nstances, the examples corres ond to s en orcement agenc1es. In a number of 
most of these cases, visits were ~ade duri~stems that are presently operational. In 
~hes7 visits provided on-the-spot observati~n~e ~tu~ to the re~pective .agencies. 
1n l1ve demonstrations. There was no attempt a~'t erever poss1ble, participation 
of any of these systems However ' "ma e 0 conduct a thorough evaluation 
advantages and disadvantag~s of the ~a;t~~s1f1tyCpaents infformaltiion,was obtained as to the . 0 app cat10ns. 

The narrative associated with each p l' ti i and disadvantages in terms of the proble:sPs~~~ dO~ conshders the various advantages 
the other benefits that might be achieved Wh e y e~c application and discusses 
can be used in any specific application, ~omme:~:v~~ ~hi:r~~i!~etsarin eqduipment types 

4.3.2 Status Only 

The first type of application to be considered is 
mobile status exchanges. It has already been shown that 
all messages belong in this category. The underlyinq 
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exchanges are the codes that are used to represent the various status conditions of 
the mobile units. 

Status only systems can be implemented with one-way mobile-to-base station 
communications. In this case an add-on device with electronic logic to generat7 the 
codes is used with the mobile radios. Whenever a patrol officer wants to ind1cate 
his status he selects a corresponding numerical code which causes the appropriate 
status message to be generated. The means of selecting these status codes can be 
thumbwheel type switches located on th7 f~ont, panel of the. add-on device. The 
actual transmission of the status 1S l.nitiated by the off1cer pushing a transmit. 
button much the same as the pueh-to-talk button of a voice microphone. The dev~ce 
then causes the appropriate digital signal to be transmitted by the.mob71e 
transceiver. The status code is complemented by adding the vehicle identif1cat1on 
to complete the message. This feature of status, plus vehicle 1.0., can be added to 
all voice cormnunications as a preamble initiated by the push-to-talk switch. 

Variation to this method would provide devices that replace the existing control 
head provided such devices include a microphone jack, velum~and squelch control. 

In general practice, a limited number of status codes, such as acknowledgme~t, 
in-service and out-of-service, are used mere frequently than others. Options eX1st 
as to their selection, as special function buttons. The bulk of electronic 
circuitry required for status units can be located in the vehicle trunk. This mode 
of digital status transmission, one way only, is unsuitable for law enforcement 
operations except for those cases where it is used as a preamble to voice messages 
from the mobile. This lack of suitability is due primarily to reliability of 
communications in that no guarantee can be made that the messages will be received. 
Therefore, at least a limited two-way capability has to be provided for reliable 
digital status communications. This will allow for error detection and automatic 
acknowledgment. 

In two-way systems, the initiation of a mobile-to-base status message is 
identical to that of ~ one-way system. However, the two-way capability provides for 
repeat-request communications and automatic and/or m~ual acknowledqme~t of messages 
received correctly. In some instances, the base to mobile C~lnica~10n link has 
been used to relay canned messages from the dispatch center and to l.mplement other 
control functions, such as switch to voice, and dispatcher control of mobile radio 
channel selection. However, the nu~r of status type messages transmitted over the 
base-to-mobile link is limited .,~. 

The return link can be used to overcome a disadvanta(je of these systems by 
verification of the actual status code transmitted from the mobile unit. An officer 
may inadvertantly select a code that does not pertain to his true status. This 
message could be transmitted and received error free and the dispatcher would assume 
an incorrect status of the mobile unit. If, on the other hand, the feedback chann~l 
is used to retr3nsmit the receiver status to the mobile and .display it, th1s 
drawback can be circumvented. 

In general the status only use of mobile digital communications need only use a 
loW data rate ~s the information content of each message is limited. . A number of 
law enforcement agencies have installed such systems and the1r operational • 
experience has been relatively trouble free. This may be primarily due to the loW 
data rates employed. 

4.3.3 one-Way Inquiry 

Another application of mobile digital communication that has been implemented is 
a one-way digital inquiry capability. In ~~is case the application i~ designed to 
relieve channel congestion by using digital techniques for communicat1ng information 
in response to field generated data base type inq~iries. One approach is to 
implement a one-way base-to-mobile di(jital communications link. The field generated 
inquiries (such as licens~ checks) are communicated by voice from mobile to 
dispatcher. The dispatcher or some other communications center personnel then 
enters the data base system with the mobile inquiries. The response to this 
inquiry once it is determined by the computerized information system, is then 
coromuni~ated directly to the mobile unit using the digital link, by paSSing the 
dispatcher. This approach addresses the problem of channel congestion and heavy 
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dispatcher worklo~d by using digital communication techniques fo~ the base-to~obile 
response to inqu1ries. Therefore it represents a valid application ffi~ alleviation 
of the problems encountered wi·t:h voice-only radio network~. 

Mobile digital equipment most oft.en used for this purpose are mobile printers 
which are located in the vicinity of the voice radio control head. The positioning 
c;»f this. device is to some extent quite critical to ensure that the officer is not 
1nconven~enced in reading the displayed message. The components oi a mobile printer 
can be functionally divided into three categories: the electronics for processing 
:eceiv7d digital messages; the printing device; and the media on wh.ich the message 
1S pr1nte~, usually some form of paper. The electronics are a function of the type 
of modulat1on scheme, data rates, and other characteristics of digital signaling 
The printing mechanism .and the t~e of paper used is dete%Mined by the printin~ 
tec~ique. Thes~ tecbn1ques fall 1nto two .ge~eral categories - impact and 
ele¥~rostatic. pr1n~ing. These methods of pr1nt1ng are discussed in a subsequent 
sect10n dea11ng w1th equipment operational characteristics. Although mobile 
printers can be designed to have high reliability, they do contain mechanical 
com~onents which may be prone to failures in a law enforcement mobile operating 
enV1ronment. 

Although the discussion has focused on using one-way mobile printers for data 
base inquiry operations, this method of digital communications is not limited solely 
to this application. The dispatching center equipped with a capability of accessing 
the data link can communicate all base-to-mobile communications using digital 
signaling. All mobile dispatching can be performed digitally using this mode of 
operation. This can significantly enhance the capabilities of the one-way inquiry 
system. 

One of the disadva.ntages of the one-way communications link is the uncertainty 
of reli~ility of me~sage exchanges. A feature that has been employed to circttmvp.nt 
this d1sadvantage 18 to use dot-matrix type printing techniques. Dot~atrix type 
techniques have been developed that employ high redundancy characteristics which 
provide bit-by-bit control for the individual dots of the dot-matrix character. In 
these cases, when an a~ror does occur that affects the digital communications there 
exists sufficient reo,undancy in the character structure so it is most unlikely that 
a character.would be com~letely unintelligible. Alternatively, in those cases where 
the .mechan1Bms uS7 inr-vidual lmmmers for printing the displayed characters, it is 
possl.ble that the d1splayed message could contain erroneous characters. This could 
be particularly disastrous where the officer receives the wrong information. with 
these types of equipment characteristics, the more suitable method of overcoming 
this disadvantage is to use a feedback channel. As with status units this feedback 
link can be used for reP7at transmission requests and acknOWledgment.' However, in 
this case the feedback l1nk is used for mob:f.le-to-base communication. 

It was noted earlier that the printing medium is usually some form of paper. 
There are both advantages and disadvantages where paper is used for recording and 
displaying messages in mobile units. Among the advantages is that a record of 
received messages can be maintained by the mobile units. For those agencies 
requiring do~umentary evidence of previous violations in apprehending suspicious 
persons, a pr1nter is an ideal means of providing such evidence. In sorne inst.ances 
compact printers have been designed that are suitable for meeting the available 
space requirements in the front of the ~atrol vehicles. The disadVantages of mobile 
printers are due primarily to mobile police operational considerations. The output 
medium is paper, which is not the most durable material for message storaqe 
Also, mobile printer outputs provide yet another piece of paper that polIce officers 
will have to track. Furthermore, the officer must assess his paper supply to ensure 
that he can display messages throughout his tour of duty. Although the mobile 
operating environment is not particularly quiet, impact printers generate sufficient 
noise to create a nuisance effect. In the case of electrostatic printers, toner 
chemicals can be a supply problem. To a large extent, these disadvantages are not 
of a technical nature. Instead, they are, in the main, dependent on the prevailing 
attitudes of individual law enforcement users. 
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4.3.4 One-Way Inquiry - Plus Status 

The use of both one-way inquiry and status in the same system is a natural 
development when a feedback channel is used for error control and acknowledgment. 
The two mode~ of operation complement each other when time~ltiplexed. 

The specific advantages of this type of application are the same as the 
ad-/antages identified for status-only applications and the one-way inquiry 
application. The same is true for the disadvantages. However, an important aspect 
to consider. when combining these features into a single system is that, ideally, the 
printer and status equipment should be sufficiently compatible to operate as one 
system. Another possibility with this application type is that a status code can be 
assigned to identify the condition that exists when the mobile unit is about to make 
an inquiry. This can be transmitted digitally and be displayed at the dispatch
communications center so that the dispatcher is alerted as to the type of inquiry he 
will receive by voice communications. 

4.3.5 Full Two-Way Capability 

The most common type of application of mobile digital communications in law 
enforcement is the one that allows for a two-way communication capability providing 
message exchanges of text type messages. This type of message includes both status 
and inquiry-oriented communications. 

Implementation of this type of application provides the best means of solving 
the problelns that have been identified in present voice radio networks. The two-way 
capability is usually implemented using mobile digital terminals that allow the 
officers to structur.e a message to be transmitted whether it is a status update or 
an inquiry requesting information from the control center. In the latter case the 
information could be contained in the data base of an on-line computerized 
information system. The two-~ay capability allows the mobile unit to directly 
access these data base files from the mobile via appropriate processing hardware and 
software in the base station. Response to the information request is transmitted 
directly to the mobile digital terminal and displayed for ~the.,officers attention. 
In this kind of operation the dispatcher is effectively bypassed although he is 
still able to monitor the digital transactions. Mobile terminal devices that are 
used to structure text messages generally require a keyboard component. 

The equipments for displaying messages of a full two-way text application have 
been either mobile printer units or CRT-type screen devices. In either case the 
display and keyboard form a single unit. 

Mobile digital communication systems of this type may typically operate as 
follows. In the ease where a field officer wishes to make an inquiry, such as an 
automobile license check, he forn~ts the message containing the required 
information. Typically for an automobile license check the character L. indicates 
the type of inquiry, followed" by the characters'and State of the license plate in 
question. When he is satisfied that he has the correct contents of the message he 
initiates the transmission. The digital terminal unit generates an encoded digital 
message and activates the mobile radio for its transmission to the communications 
center. The center decodes the message and verifies the absence of errors. If no 
errors are present, the message is then passed on for appropriate action. If errors 
are detected, a retransmit request can be sent to the mobile terminal to initiate a 
repeat transmission. Alternatively, an automatic acknowledgment from the base 
station is transmitted when the received message is error free. t~en the message 
does contain errors the mobile digital terminal will not receive an acknowledgment 
and it is designed to continue transmission repeats of the same message until an 
acknowledgment is received or a predetermined number of retransmissions has been 
reached. The officer in the car is generally made aWare of these conditions through 
status indicators. 

Once the t'esponse to the received message has been determined (e.g., automobile 
information for requested license check), the reply message is lik~wise encoded and 
transmitted digitally to the mobile unit. The mobile digital terminal equipment 
decodes the reply and examines it for the presence of errors. If no errors are 
present, the message is displayed for the officers attention on the display medium 
of the terminal uni~. The operations for error controls on the re~urn channel are 
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similar to mobile to base communications. However, as indicated in the section 
dealing with operational requirements, an acknowledgment to a received message 
should be generated manually by the officer. 

With the case of status type exchanges the officer can use the numeric keys of 
the keyboards where numerical codes are used to describe status. On the other hand, 
the alphabetical keys of the keyboard can be used to describe status when codes 
exist requiring their use (e.g., AP16). To distinguish the status messages from 
other text messages, an appropriately marked function key could be used to indicate 
a status transmission. Similarly, other keys can be designated for special 
functions so they can represent frequently used status codes. An important member 
of this latter category is one that can be used to designate emergency conditions. 

It should be noted that in all transmissions from the mobile terminal unit a 
code corresponding to the vehicle 1.0. forms an integral part of each message. 
Likewise, co~unications to mobile units will contain the vehicle 1.0. Which allows 
for selective addressing. 

With this type of application, mobile-to-mobile digital communication is also 
possible. This mode of operation has been implemented by using the base station to 
automatically decode a received mobile message and re-encode the message and relay 
it to the other mobile units. Mobile-to-mobile communication can be enhanced by 
using these regenerative techniques. 

From applications consideration the advantage of using this means of mobile 
digital communication for law enforcement operations is that it represents a 
technique for alleviating most of the problems associated with voice-only 
communication networks. A disadvantage is that this application requires yet 
another device to be located in tile front of the vehicle where space is a premium. 
This was regarded with great concern by most police agencies contacted during the 
course of the study. Also, as previously noted, mobile terminals for direct access 
to on-line information files can result in very heavy data traffic conditions. 

other advantages and disadvantages stem from the use of two-way mobile printers 
and CRT-type mobile digital terminals, which affects the application and operation. 
While printers do have the capability for maintaining a ,record of messages, their 
printing speeds are considerably slower than CRT-type display rates. This could 
result in a mismatch be.tween medium to high speed data rates and printing speed. On 
the other hand, printers are not limited by the length of ~essages to be displayed 
at anyone time. In the case of CRT-type, the size of the screen is the limiting 
factor as it determines the amount of information that can be displayed at anyone 
time. This is particularly restrictive in l,engthy type exchanges, and screen size 
should be chosen so as to enable the majority of messages to be entirely displayed. 
The CRT-type units are not constrained by material supply type factors as are mobile 
printers (e.g., printing paper), and they have no noise problem. However, the 
optical characteristics'of the screen present difficulties of reading the message in 
direct sunlight. This latter problem was also observed to exist with some mobile 
printers. 

One advantage of mobile printers over some display unitG in the application of 
two-way mobile digital communication is that messages can be communicated to an 
officer when he has left his vehicle. On his return to the vehicle a record of the 
mess~ges communicated to him during the period he was away from the car will be 
available for his inspection. This feature may be of importance for critical type 
messages. There is, however, some question on whether this is an advantage. For 
instance, any urgency associated with messages communicated during the time the 
officer is away from the vehicle will have been lost when such time is of 
substantial length. Also, the messagEls that are printed out during this period are 
not guarded or protected by a law enforcement officer and could be accessed by a 
third party. This could have serious implications where messages of a sensitive 
nature are communicated to the mobile unit when the officer is not present in the 
car. 

Other important differences between the types of mobile terminal units are 
discussed in the next subsection. 
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4.4 Equipment Characteristics 

4.4.1 General 

An objective of the study was to identify the features and characteristics of 
the equipment that is presently available for mobile digital communications in law 
enforcement applications. There are at least 10 vendors en~aged in the manufacture 
of equipment that offer a wide range of unit costs and technical characteristics. 
The technical characteristics relate to differences in functional, operational and 
physical features. 

Information of the equipments was mainly obtained as a result of discussions 
with representatives of each of the vendor firms. In order to present the 
information in this report, so as to avoid any indications of bias, or preferences, 
charts have been developed which outline the pertinent features of the equipments 
available from each vendor. The listing of the vendors named follows an 
alphabetical order. Details on some of t~e characteristics of the equipments are of 
a general nature and do not refe~ to any specific design methodology that has been 
used by any manufacturer. 

The listed units discussed in this section have not been tested as part of this 
study. Also, no attempt was made to physically evaluate or validate any of the data 
supplied by the manufacturers. 

4.4.2 Details of Available Equipment 

The major details of the presently available mobile digital communications 
equipment for law enforcement application are outlined in table 7. In the interest 
of completeness, information is included for equipment manufactured by E. F. 
Johnson, RCA, and Xerox, although the units are not .:lurrently being produced by 
these companies. 

The equipment falls into three basic categories: status units, mobile (one-way) 
printers and two-way keyboard display units. Although the structure of the chart ~s 
almost self explanatory, there is a need to comment on some of the contents. Blank 
entries (-) are used to identify information that is not published for proprietary 
reasons, or is unavailable. Features that are not applicable to a particular devioe 
are listed as N/A. Although "add-on" printers have not been designated fo:.: all 
manufacturers of CRT-type keyboard devices, all manufacturers listed have considered 
this option and have indicated that such a capability will be provided if needed. 
The add-on features involve additional costs. 

An examination of the table shows a wide range in a number of the designated 
categories. Among the types of equipment indicated two types of electronic 
displays, CTR and plasma, are available. Also, two different printing techniques, 
electrostatic and impact type, have been separately categorized in the charts. 
These features are discussed in the following subsection. 

A few of the vendors ,~ve subdivided the mobile system into two physical 
components. This approach helps reduce the bulk of the equipment in the front of 
the patrol car and also facilitates modular construction allowing for possible 
redesign of the equipments without changing the most oostly of the packages, the 
terminal unit. The respective sizes and weights of the individual units are given 
in the table. 

The modulation techniques used in the various units are binary, except for six 
cases, and a wide variation in data rates exists. This range is from 75 to 2400 bls 
for status units; 800 to 2000 bls for one-way mobile printers, which are not add
onSi ai'l.d 150 to 4800 bls in the case of a two-way keyboard display device. 

The input power, specified voltage range, current drain, and ground polarities 
of the various devices also have oonsiderable variance. The variation in power 
drain is of significance when the application requires the system to operate with 
the vehicle ignition turned off. 

The variations and the laok 
readily apparent from an examination 
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Table 7. Characteristics of available mobile digital equipments. 

--'--------'-Appl1ed 
Research 

.- - .... -... -~ ... -..... ~ ----_._._-. ----
Atlantic 

_~f.!-E~E.eE .. ___ .~. !l~v: .. _~e~~=~~ __ . ____ Burroughs 

Model MDT240/2s6 Arcorn HRT 

Type Keyboard Keyboard Keyboard 

Display/Printer Plasma LED Plasma 

Mobile 1 2 1 (Hand-held) 
components 

Size of 
terminal unit 
HxWxD (in) 

7x1l.sx12 3.8x4.0xlO. 9xs.sx3.5 

Size of 
add'1. unit 
HxWxD (in) 

Weight of 
terminal uni t 
(lbs) 

Weight of 
add'!. unit 
(lbs) 

Modulation 
technique 

Data rate 
bits/sec. 

Input power 
(watts/dc) 

Input voltage 
(volts-de) 

Input current 
(amps-dc) 

Ground 
polarity 

OUtput 
impedance 
(ohms) 

Input 
impedance 
(ohms) 

Points of 
connection 

No. of 
function 
keys 

Source code 

dis- prnt. 
No. cha~. . 

played spd. 

Temp. (OC) 

Humidity 

Shock 

Vibration 

Sloping front Sloping front 

N/.'\. 4 .xis .x12. N/A 

5 

N/A 

DPSJI: 
APSK 

1950 
1300 

00 

13.7"!:.20\ 

6 

neg. 

600 

100 K 

disc., ch. 
act., DC, 
mic., p.t.t. 

16 

6 bit 
ASCII 

256 

-30 to +65 

0-35\ 
@ 6S o C 

10 g 

EIA 

4 

10 

l"SlC 

600 

37.5 

l2.5!.20' 

3. max 

neg. 

bOO 

high 

disc., ch. 
act., DC, 
mic., p.t.t. 

10 

7 bit 
ASCII 

16 

-30 to +65 

0-85\ 
@ 66 0 C 

5 

N/A 

l"SK 

300 

3 standby 
9 display 

6 

neg. 

sp.,lmic. 
jack 

5 

7 bit 
ASCII 

32 

Cincinnati 
Ele~t. Corp. 

DMED-100 

lCeyboard 

LED 

1. (Hand-held) 

2.0x7.0x3.3 

N/A 

2 

N/A 

coded 
COIMIUnications 

Corp. 

Reporter 111 

Status, canned 
I1'.essage only 

N/A 

1 

3.xO.2xlO.5 

N/A 

LeSB t.'1an 4 

N/A 

PSK or PSK 
FSlC 

150,300,600 400 
or 1200 
selectable 

0.1 standby 11 
2 display 

6 or 12 V l3.0"!:.20\ 

ext. source 0.5 
0.3 max 1.5 max 

neg. neg. 

SO . SO when 
tran!ll!\itting 

high 100 lC 

p.t.t., mic., ch. busy/ 
DC, ch. act. clear, p.t.t., 

A-, mic. vol. 
sq. low, A+, 
vol. oq. high 

17 0 status 
5 message 

6 bit Binary 
ASCII 

16 presented 
510 "crolled 

-40 to +85 

0-85\ at 
OS'C 

Mil Spec. 

Mil Spec. 

None 

-30 to +60 

0-90' non
condo 

EIA 

ErA 

unit price $2500 $2500 Quotation Quotation 
_______________ ._. _________ !?.!'~Y.. _____ only_. 

$785 

aOptional alpha-numeric display. 

bDoes not include messages afforded by the thumb-wheel device. 

cMeets environmental ~equirements of the Forest Service, u.S. Department of Agriculture. 
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E. F. Johnson/ 
Rydax 

l'ml-2A 

Status, canned 
message only 

N/A 

2 (Replaces 
control head) 

7.2x4.6xS 

7.3xO.2x2.S 

2.0 

2.5 

E. F. Johnson/ 
__ Rydax 

MDH-10 

Status, canned 
message only 

Plasma 

3 (Replaces 
control head) 

7.2x4.6xs.S 
9.2x3.2x7a 

7.3xO.2x2.5 

2.5 

PSK PSK 

300 450 

17.7 24.5 

1.3 1.8 

neg. neg. 

Standby 22K Standby 22K 
Transmit 50 Transmit SO 

47 K 47 K 

V.C. audio, DC V.C. Audio, DC 
sq., ch. act., sq., ch. act., 

mic., CTCSS 
p.t.t., ap. 

9 b 10 

Hexa-decimal Hexa-decirnal 

-30 to +60 

0-00\ non
condo 

EIAc 

EIAc 

Quotation 
only 

7 bit ASCII 

64 

o to SO 

0-05% non
condo 

EIAc 

Quotation 
only 

, 
I 

i 
I 
I 
I 

I 
'I 

.,_~~............,_. _______ ....... ~ .. ll 
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Table 7. Characteristics of available mobile digital equipments (continued). 

------------------------------------- -In"t=er~n~a::;t"'ir.o::n:-:a:..l--.,In=t~e:::r:::n"'a:-:;t:-,Ir:o:::n:::a"'1--------

Model 

Type 

MST-30 MDT-SOO 

Status, canned Keyboard 
mesllage only 

General 
Electric 

GE-Star 

I.D./help 

Display/printer N/A CRT N/A 

Mobile 
Components 

Size of 
terminal unit 
HxWxD (in) 

Size of 
add'1. unit 
HxW:.cD (in) 

weight of 
terminal unit 
(lbs) 

Weight of 
add'l. unit 
(lbs) 

Modulation 
technique 

Data rate 
bits/s 

Input power 
(watts-dc) 

Input voltage 
(volts-dc) 

Input current 
(amps-dc) 

Ground 
polarity 

Output 
impedance 
(ohms) 

Input 
impedance 
(ohms) 

Points of 
connection 

No. of 
function 
keys 

source code 

No. cha/'f' 
dili~ prnt. 
played spd. 

Temp. (·C) 

Humidity 

Shock 

'libration 

2 

5xBxlO 

1.3xB.3x5.3 

6 

1 

DPSK 

2400 

5 

13.5:!:.20t 

2.7 

pOll. or 
neg. 

51 

51 K 

vol., sp., 
mic., p.t.t. 

16 

6 bit 
ASCII 

256 char. 
with MP 

~40 to +85 

0-95% 
@ 49"C 

EIA 

EIA 

3 1 

12.BxlOxlO 7 .4x' .• lx1.9 
Sloping front 

3.3x15.B N/A 
xl0.5 & 
1.5x5.2x9 

11 O.B 

13.5 N/A 

DPSK PSK 

2400 400 

23 1.5 

13.5:t2511 

1.7 

neg. 

51 

51 K 

vol., sp., 
mic., p.t.t. 

16 

6 bit 
ASCII 

256 

-40 to +85 

0-95' 
@ 49"C 

EIA 

EIA 

13.B:!:.20% 

0.1 

neg. 

600 

mic., p.t.t., 
DC 

Switch for 
help 

N/A 

None 

~30 to +60 

0-90% 
(ElA) 

EIA 

EIA 

Mobile D&ta Mobile Data 
Inc. Inc. 

UMCT TMDT 

Keyboard Keyboard 

CRT LED 

1 1 

10.6x9.9x7.B 1.2x9x2.5 
Slopin\J front 

N/A N/A 

/ 

14.3 3.B 

N/A N/A 

Baaeband Baseband 
on l!'M on PM 

4800 4800 

27 .6 max 20 .7 max 

l3.8:!:.25% 

2.0 max 

pos. or 
neg. 

600 

High 

disc .. p.t.t., 
ch. act., DC, 
mic. 

10 

7 bit 
ASCII 

315 

~30 to +60 

EIA 

EIA 

13.8:!:.20'li 

1.5 max 

pos. or 
neg. 

600 

High 

disc., p.t.t., 
ch. act., DC, 
mic. 

Numeric 
coding 
0-9 

7 bit 
ASCII 

32 

-30 to +60 

0-95~ RH 

EIA 

EIA 

Kustom 

MCT-10 

Keyboard 

Plasma 

1 

10.2x13.5x9.8 
Sloping front 

N/A 

17 

M/A 

PSK 

1300 

43.B max 

12.5:!:.20\\ 

3.5 max 

neg. 

disc., ch. 
act., mic., 
DC, p.t.t. 

13 

6 bit 
ASCII 

256 

-30 to +65 

0-85\ 
@ 66"C 

1B 9 

Quotation $3750 $2500 $3820 

Kustom 

Printer 
MP~lO 

Mobile printer 
(add on) 

E1actrostatic 

1 

6x5x10 

N/A 

5 

N/A 

PSK 

1300 

Standby 
13.8 max 
Print 
43.8 max 

12.5±,20\ 

Standby 
1.1 max 
Print 
3.5 max 

neg. 

N/A 

N/A 

N/A 

None 

6 bit 
ASCII 

50 char./Ii 

-30 to +65 

0~85' 
@ 66"C 

18 g 

$lBOO unit price Quotation Quotation 
_~1I-_______ ~on~l~y~_ _ __ ~o~n~ly~ ______________ ~---------------------------------~ 
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Table 7. Characteristics of available mobile digital equipments (continued). 

----_._-----------.. -------
Motorola _!M~o~t~o~r~o=l~a __________ ~R~CA~ ______ ~S~pe~e~d=c~a=ll~ ______ ;T~e;l=e=typ~e~ ________ x~e=r~o~x~ __ __ 

Model 

Type 

'MODAT' MODAT 
MUlOT 

Status, canned Keyboard 
message only 

VP-100 PSR-l 91? Model 40 

Mobile printer StatUII, canned StatulI, canned Mobile printer 
mellsage only message only 

Impact 
Display/printer N/A Plasma Electrostatic N/A N/A 

Mobile 
Components 

Size of 
terminal unit 
HxWxD (in) 

Size of 
add'l. unit 
Hx'dxD (in) 

Weight of 
terminal unit 
(lbs) 

Weight of 
add'1. unit 
(lbs) 

Modulation 
technique 

Data rate 
bits/s 

'):nput power 
'(watts-dc) 

Input voltage 
(vo1ts-dc) 

Input current 
(amps-dc) 

Ground 
polarity 

output 
impedance 
(ohms) 

Input 
impedance 
(ohms) 

Points of 
connection 

No. of 
function 
keys 

Source code 

No. cha~. 
dis- prnt. 
played spd. 

Temp. ('C) 

Humidity 

Shock 

Vibration 

Unit price 

2 

2.2x6.2x4.8 

2.2xlOx12 

3 

10 

Decimal 
FSK 

75 
(elltimate) 

B.3 

13 .B~.20\ 

0.6 

pos. or neg. 

N/A 

high 

disc., ch. 
act., mic., 
DC, p.t.t. 

8 to 16 

Decimal code 

None 

-30 to +60 

EIA 

EIA 

EIA 

Quotation 
only 

2 1 

4.Sx10x7 4.1x10.1x9.5 
sloping front 

5.Bxl.Bx11 N/A 

7 11 

10 N/A 

APSK PSK 

900/2400 800 

48 Standby 4 
Print. 19 

13 .8:!:.20\ 

3.5 

pos. or neg. 

N/A 

high 

disc .. ch. 
act .. , mic., 
DC, !I.t.t. 

N/A 

240 

-30 to +60 

o to 95% 

EIA 

EIA 

$3200 

13.8:!:.20\ 

Standby 0.3 
Print 1.4 

neg. 

high 

disc., ch. 
act., mic., 
DC, .p.t.t. 

switch for 
_ help 

5x7 dot 
matrix 

12 char./s 

-30 to +60 

EIA 

EIA 

EIA 

$147~ 

1 

3 .5x5_.5x2.5 

N/A 

4 

N/A 

PSlt 

300 

9-16.5 

0.3 

neg. 

N/A 

N/A 

disc., DC, 
mic •• p.t.t. 

8 

B decimal 
digitll 

None 

-30 to +65 

N/A 

EIA
a 

EIAa 

$915 

1 2 

3.2Sxl2.2Sx7.8R 5.SxlOx10 

N/A 5 .5x10xl0 

7 20 

N/A 20 

2 of 8 PS~ 
Touchtone 

12-20 1200 
digits/s 

3.6 max Standby 6:9 
Operate 62.1 

13.B:!'JO\ 

0.3 rnA 
max. 

poli. or neg. 

200 

27 It 

V.C. audio, 
DC, p.t.t., 
disc., mic. 

9 

None 

-35 to +85 

0~95" 
nonc',>nd. 

Quotation 
only 

13.8:!:.20' 

Standby 0.5 
Operate 4.5 

N/A 

low 

1 M 

disc., ch. 
act .. , rnic .. , 
DC, p.t.t. 

N/A' 

7 bit 
ASCIi 

120 char./s 

~30 to +60 

95\ @ 50'C 

21l g (EIA) 

EIA 

$2300 

~eet9 environmental requirements of the Forest Service, U.S. Department of Agriculture. 
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Mobile 
Printer 

Mobile printer 

Electrostatic 

1 

9.5xB.Sx1S.4 

N/A 

16 _ 

N/A 

FSK 

2000 

Standby 2.6 
Print 30 

13.9:!:.20\ 

Standby 0.22 
Print 2.5 
ave. 10. peak 

PolS. or neg. 

100 K to 1 M 

dillc. or sp., 
DC 

N/A 

5x7 dot matrix 

28 char./s 

-30 to +60 

5-95\\ re1. hum. 

RS-204 
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conditions are one of the~ most severe constraints on the operational use of the 
equipment. Environmental testing of these equipments should be well defined and 
should take into account the law enforcement environment. 

Table 7 also identifies some of the characteristics of the interface between the 
mobile terminal and the mobile radio. For most modern radios, except for special 
cases where unusual test points are brought to the control head, the interface 
connection between the mobile digital unit and the mobile radio is made in the 
trunk. A separate dc supply cable is installed from the battery terminals to the 
mounted mobile digital terminal. The output impedance of the mobile digital 
terminal is generally the same as a microphone bridging network, while the input 
impedance is generally high. However in some cases, the addition of equipment has 
been known to reduce the area coverage of the base to mobile link by loading of the 
mobile radio discriminators and thereby reducing audio output. In addition to the 
discrimination (disc.), microphone (mic.), and dc power connections, there are 
special outputs such as channel activity (ch. act.) that allow monitoring of 
squelch, quieting, etc. and transmitter keying which are connected to the mobile 
radio. In some cases the data receive point is made at the speaker leads (sp.), 
however, this is not desirable because of additional data distortion due to the de
emphasis and audio amplifier circuits, which results in the data capability being 
affected by the volume and squelch controls. other features incluue continuous 
tone-controlled squelch systems (CTCSS) and push to talk input (p.t.t.) to key the 
transmitter and to initiate a digital identification that accompanies the voice. 

Some of the other items listed in the table are the number of special functions 
(i.e., canned message or status) keys, the source code used to format the digital 
message i.l.nd the number of characters displayed in the case of CRT .. type units or the 
printing speed, in characters per second, in the case of mobile printer units. If 
the source code, the data rate, and the level of redundancy of transmission and 
printing speed are known, the incompatability between high data rates and lower 
printing speed is readily recognized. This will require some form of buffering in 
the unit. 

4.4.3 General Functional Characteristics of Available Equipment 

The object of this section of the report is to provide a general description 
outlining the relative advantages and disadvantages of the various design techniques 
used in some of the functional areas of mobile digital communication equipment for 
law enforcement applications. ~he discussion includes printing techniques, such as 
impact printing with the use of segmented, whole or dot-matrix representations of 
characters and electrostatic dot"rnatrix printing. Comparisons of cathode-ray tube 
and plasma electronic displays are included along with & discussion of the presently 
available sizes of plasma displays. Keyboard characteristics and packaging 
techniques are also reviewed. 

Functional comparisons between CRT-type and plasma displays and p~inted paper 
displays as they apply in the law enforcement environment are included in a previous 
section of this report. However, a significant comparative point is the size of the 
characters displayed. Typically, the printed characters are approximately .10 by 
.15 in, while an electronic display character is at least 50 percent larger. The 
printers in use presently in the law enforcement mobile terminal environment can be 
divided into two basic categories, impact type and electrostatic type. In the case 
of an impact printer, a mechanically moving hammer or series of hammers strikes the 
paper in such a manner as to form the selected character. The character may be 
constructed by a single impact or multiple impacts which form a segmental charar.ter 
or a dot-matrix array character. Although in most cases a standard set of 
characters will be required in the law enforcement application, the individual or 
bit-by-bit method of addressing dot~trix hammers provides a relatively easy method 
of changing the character font and also provides the capability for a limited 
facsimile device (i,e., outlines or maps could be drawn using a series of dots with 
base station software control). Individual bit control of the dots of a dot-matrix 
printer is a high redundant transmission scheme (i.e., typically greater than 50 
bits/character) and the chance of having a character interpreted in error is low. 
Dot-matrix printers can also be controlled by a standard source code such as ASCII, 
as in the case of single stroke and segmented character printers. The appropriate 
redundancy can be inll3erted by standard technique.s of error contro~ coding. The 
paper used to display ~he printed matter does not have to be of a spec1al type, as 
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in the case of electrostatic printing, provided there exists an inking mechanism 
internal to the machine. However, some impact printers do not make use of an inking 
ribbon but USe a layered carbon paper in order to form the permanent characters. 

The disadvantages of impact printers are, many moving parts, low limit on 
printing speed, a high aural nois3 level and, in the case of standard source code 
addressed dot-matrix printers, a limited character font and graphic presentation 
capability. There is no printer available that eliminates all of these drawbacks 
without introducing some of its own. The electrostatic printer is an attempt at 
solving some of the problems associated with impact printers. A special paper along 
with some form of toner, powered in the mobile application, is generally used with 
electrostatic printers. The printing is usually done in a dot-matrix format with 
bit-by-bit addressing as discussed in the multiple impa.ct case. Small dot-like 
electrostatic chargers are placed on the paper. These dots are developed when put 
in contact with the toner and heat is applied to pr'ovide toner fusing. The 
electrostatic printer is less subject to the problems of high ambient noise level 
and reliability but introduces the disad',antaqes assolciated with relatively 
expensive paper, lack of simultaneous multiple copy capability, and a time delay 
between message reception and readability. 

As with printers, there are two qeneral classes of electronic displays presently 
in use for mobile diqital terminals for law enforcement applications. These are 
cathode-ray tube and plasma displays. Both displays use standard source code 
addressed dot-matrix characters and have comparable brightness and reliability. The 
CRT devices used in other applications have been known to blplode. Cathode-ray tube 
displays generally exhibit hiqher contrast ratio than plasma. displays due to the 
display addressing techniques, CRTs are electron beam addressed and plasma displays 
are circuit matrix addressed. Electron beam addressing allows for more "on element 
vs. off element" drive isolation than matrix addressing techniques that depend on 
the isolation between electronic circuit elements to provide contrast. On the other 
hand, one advantage of plasma displays is that they are of the "flat panel" type and 
do not require as high a power supply voltaqe as a CRT display. 

As evidenced by the perforations on some equipments that use large plasma 
displays, another disadvantaqe is that plasmas are inefficient and generate heat. 
The plasma display sizes available for this application are 16, 32, 80, and 256 
characters although the 80 character display has to be ruled out because of its 
physical length (i.e., approximately 2 ftl. The cost of these displays when 
acquired on an "other existing manufacturer basis"· is abC?ut $4 per charact&r. one 
problem that exists with most of the displays applied to the law enforcement 
environment, including some printers, is that they are unreadable in direct 
sunlight. ~any display units have a cursor control for editing messages and a 
buffering capability for input and output messages. These features are usually 
controlled by the operator by .function keys associated with the keyboard. 

The keyboard is an integral part of two-way mobile digital terminals and as such 
is a critical feature as in the case for status keys associated with status units. 
The arrangement and type of keys should be given some consideration in the selection 
of a mobile digital device. The arranqement of the status. keys on a status-type 
mobile unit are generally arranged in linear rows. The type of keys used vary in 
size, configuration, and operational characteristics. Some keys lock in place when 
depressed and options exist whereby tbey could be individuallY illuminated from 
behind when selected. The future user should be aware of the drawbacks to some of 
the types of keys, such as dust entry into the voids between keys and along the side 
of keys, especially when they are of the thumb-wheel type. In most cases the 
alphabetical keys of the keyboards associated with terminals with full alphanumeric 
capability have a format similar to that of a standard typewriter. The numeric keys 
sometimes are located in the standard typewriter positions but are often located 
elsewhere to also serve as special function keys. In some cases the control and 
special function keys are color and size encoded. In the case where the various 
categories of keys are functionally separated, the physical separation of the 
functional arrangement is not discernible to sight or by touch. One of the frequently 
noted comments from law enforcement personnel was this need for physical separation 
of the keys by function. 

Another critical area concerning the application of mobile digital terminal 
equipment in the law enforcement environment is the packaging and location of the 
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terminal equipment. The terminal should be small enough so as not to obstruct an 
officer's movement in the vehicle, but also be large enough to have readable display 
characters and easily accessible alphanumeric keys. It should be mounted to 
facilitate usage in the case of two-man patrols and also not to· present a safety 
hazard when a hl~an impact occurs as in the case of a traffic accident. 

Another general concern of law enforcement personnel is the complexity of the 
equipment and its impact on maintenance. This is where the requirement for future 
monitoring of operational systems is needed in order to determine the 
maintainability costs of mobile digital equipment. 

4.5 Future Applications 

Most of the content of this section of the report has considered the present 
applications of mobile digital equipment in law enforcement use. In conclusion, 
this latter subsection outlines some relatively subjective views about future 
applica~ion of such equipment. However, in most cas~sl these view~ are shared by 
many law enforcement personnel and manufacturer s representat1ves. The general 
consensus of opinion is that more of a total integration of digital mobile a~d 
associated control hardware and software into the police system will be evident 1n 
the near future. The piecewise implementation of many pre~en~ly ope~ating mobile 
digital systems does not achiev~ the ultimate goal of a flu1d 1nteract10n of all the 
aspects of the police command and control network. 

probably the first step toward this end is the application of computer-aided 
dispatch in conjunction with a mobile digital environment. Presently implemented 
computer-aided dispatch systems suffer a restriction in the ~mooth flow of 
information from the computer files to the actual reception of the d1spatch message 
in the patrol car. This restriction is the conversion of the digital dispatching 
information into the actual voice dispatch message. In the case of a totally 
compatible compute~ dispatch a~d mobile ~igital terminal system, the dispatching 
operation would ach1eve smoother 1mplementat10n. 

At present, a digital system cannot be used for communicating all voice 
communications. For this condition to exist, it would be necessary to employ 
sampling and quantizing of voice messages. This application is not at th7 state of 
the art level and is certainly not economically feasible when one cons1ders the 
transmission bandwidth allocated to land mobile frequencies. However, future 
systems should consider central base station control of both digital and voice 
messages by the use of purely digital signaling. Some b~sic concepts have already 
been developed in that some vendor's equipment can relay d~gital voice requests from 
the mobile to the dispatcher. However, a ~uly coordinated voice and digital data 
compatible system would probably be implemented with a base station computer 
controlled polling system which would allocate voice slot~ on a separate voice 
channel. In general, when central control of a fleet of units 15 a .requir~ent, a 
polling sequence of some kind is needed even though some sacrif1ce.of 1mmediate 
channel acquisition time is made. Another benefit of a polling sy~tem 1S that this 
can service more vehicles on a fixed time slot allocation basis and becomes the 
ideal mobile digital communications scheme when data has to be collected from the 
vehicles in a specified ttme frame, as in an automatic vehicle monitoring system. 

In addition to varied future application of the presently available equipment, 
some new equipments are also being considered for the law enforcement applic~tion. 
These are a hand-held portable digital communications device.and a truly d1gital 
radio •. The first application for a digital hand-held portable W111 probably be used 
for status update for the police force that presently use portable radios ~or all 
voice communication. The extension of the capability for a portable deV1ce to 
facilitate data base inquiries will probably follow this development. 

i i in data rate i s possible when one considers the A signif cant ncrease 
possibilities of using the total transmission bandwidth (i.e., 20 kHz) of an 

11 t d land-mobile channel to accommodate digital modulation. Direct digital 
:Od~~:t~on of the rf carrier could result in the achievement of reliable data rates 
of 10 000 bls as opposed to those of approximately 1500 bls using the present 
technique of digital submodulation. Development of mobile radios of this typei a~e 
being considered for future high speed mobile data applications. However, t s 
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unlikely that this application will be available for law enforcement use for some 
time. 

5.1 General 

5. TECHNICAL DISCUSSION OF MOBILE DIGITAL 
CamUNICATIONS 

The purpose of this section is to describe some of the technical aspects of 
mob~l~ digital communications. The underlying objective being that a person 
fam1l1ar only with analog communications could study the following discussion and 
derive enough information to make a reasonable assessment of the types of technical 
information usually presented in vendor's literature. If more detailed information 
is required, an extensive list of technical references is cited in appendix A. 
However I detailed eJcamination of theoretical developments will ususLlly not allow 
anyone to make sound judgments about digital equipments without being supplemented 
by extensive field experience. 

This text will begin by delineating some reasons for the advent of digital 
communications along with some basic introductory material. Next, a limited number 
of the different types of modulation techniques will be discussed. These modulation 
techniques have been studied in the presence of various types of noise and also 
under the condition of signal fading. The results of such studies are usually 
presented in graph form, relating digital performance in terms of a familiar analog 
communication quantity (i.e., probability of bit error vs. the re:eived signal-to: 
noise ratio) • 

It is also cmmnon to find relationship between other analog and digital 
quantities. This will become evident when the maximum signaling speed is presented 
in terms of bandwidth, a familiar analog quantity. 

A formula devised by Shannon {lO] will be cited which incorporates the power and 
bandwidth limitations of digital communications in a definition of channel capacity 
(a measure of the information carrying capacity of an analog network that will be 
used to ~~rry digital information). The theoretical information rate determined 
from this formula is generally impossible to achieve in practice, but var1ed 
attempts to transmit data at rates approaching the channel capacity have resulted in 
the development of many error control coding schemes. Parallel attempts to achieve 
higher information rates have resulted in the use of M-ary signaling as opposed to 
binary. M-ary signaling has been used with great success over telephone lines and 
its applications to mobile digital communications will be discussed. The effects of 
"imperfect channels \I such as those characterized by attenuation or phase vs. 
frequency distortion will be included. 

During the course of this study, discussions of a technical nature were held 
with the various vendors. The highlights of these discussions are· presented in the 
final subsection. 

5.2 Introduction 

Until the early 1950's, analog transmission was the primary method of 
transmitting informat.ion. Today, with the widespread use of computers, immense 
quantities of information data are being generated. one major advantage of digital 
data transmission is b~at when the human voice is encrypted properly into digital 
data, the speed of information transmission can be increased without sacrificing 
reliability of communicat.ion. Another advantage of digital data transmission is 
extremely long distance communication using regenerative repeaters. Also, because 
the information is discrete in nature, error control coding techniques may be used 
effectively. Digital signaling also takes advantage of the cost effectiveness of 
the new. solid state technology available in digital integrated circuits. 

Many of these advant~ges are realized when digital data is transmitted over the 
police radio network. 
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o Most mobile digital communications equipment p~ovide an information rate at 
least five times the speed of the spoken voice with hiqher reliability of 
correct communication. 

o Modern CRT-type or light panel status displays in use in the dispatching rooms 
of many police departments lend themselves to remote chanqe of status instantly 
with digital signaling. 

o The advent. of large data bases w'ith criminal justice and vehicle informat.ion 
files have their eff.ectiveness increased immensely when the officer in the field 
is allowed to query them directly. 

o Digital signaling is e~sily encrypted so that security of transmission is 
enhanced. 

In general, digital data transmission systems will provide the modern day police 
operation with a chance to move forward in the area of command and control with 
reliable, efficient, and secure communications. 

Digital communications transmit information as a discrete sequence. Each member 
of the sequence is selected from a fixed number of symbols or waveforms. It should 
be clear that digital signaling is not necessarily binary. Binary digital 
communications occurs when the symbols selected for transmission can only be one of 
two possible choices. Generally, when nonbinary signaling is used, each of the 
symbols transmitted represents more than one binary digit.' However, since most 
transmission schemes in use today are basically binary, the channel characteristics 
are usually seen defined on the basis of a."binary performance index." 

According to Shannon's Law of Info:cmation Theory, virtuallY error-less 
transmissiol~ is theoretically achievable at extremely high data rates. The reason 
the upper bound of Shannon's channel capacity has not been achieved in practice is 
the lack of te~hnology to develop ultra high speed data transmission within 
reasonable cost and complexity. 

A block diagram of a digital communications system is shown in figure 5. Two 
parameters which dictate the design of the communications system are quite evident 
as the input and output of the diagrammed system. For a given source information 
rate the design must strive to achieve a "reasonable error rate" when the received 
symbols are decoded.' A "reasonable error rate" is usually determined through a 
consideration of many factors depending on the system design. The upper bound on 
accep·table error rate for a police communications system should be at least equal 
that terror rate achieved by normal voice communications. 

The components indicated in figure 5 are identified as follows. The source 
symbols are discrete in nature and generally arrive in sequence (i.e., letters of 
the alphabet). The source encoder, by the means of a source code, converts the 
oriqinal sequence to a new (generally binary) sequence (i.e., conversion of the 
letters of the alphabet to ASCII code). The channel encoder prepares the binary 
data for transmission over the channel (i.a., error control bits are inserted). The 
transmitter modulates an analog waveform with the binary data, transmits it over the 
channel so that it can be received by the receiver. The analog waveform is then 
demodulated. The channel decoder performs error correction and detection and 
removes the error control bits. The source decoder then converts the received code 
word back to a source symbol. 

The noise power and ·the channel bandwidth limitations are the most probable 
causes of errors in the received data. If the characteristics of the channel are 
known, usually the designer can effectively combat these problems with good channel 
encoding and proper choice of modulation schemes at the transmitter. Optimum 
detection schemes are also extremely effective in the reconstruction of data. 
Sometimes a feedback channel is used to request a repeat of data detected as being 
in error. As mentioned previously, two digital quantities, signaling speed and the 
probability of bit error, are generally related to two analog quantities, bandwidth 
and signa.l.-to-noise ratio. The power and bandwidth Characteristics of a channel 
allow the digital designer two degrees of freedom. In a power limited case where 
insufficient signal-to-noise ratio is responsible for high error rates, it is 
possible to spread the signaling characteristics in frequency space {i.e., multitone 
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Figure 5. Block diagram of digital communications system. 

FSK). On the other hand,. a bandwidth limited case would require a modulation scheme 
which would take advanta<Je of signal-to-noise ratio, if available (i.e., multiphase 
PSK). These types of traLde-offs will be discussed later in this report. 

The next subsection of this report, section 5.3, presents information on the 
expected error rattas of various binary modulat·ion schemes with respect to sj.qnal-to
noise ratio. The types discussed are: frequency shift keyinq (noncoherent), phase 
shift keying (coher~nt) and differential phase shift keying. These modulation 
techniques are all used for digital transmission over mobile radio channels by 
present day manufacturers. 

5.3 Binary Frequency Shift and Phase Shift Signaling 

In this section, the performance of the bipary (i.e., two-state) signaling 
techniques presently in use for mobile digital communications will be examined. 
Most of the information presented ha~e can be obtained from many standard texts 
devoted to communication theory [22,25,29,30] with the exception of the performance 
of binary signaling in impulse noise with Raleiqh fading [11]. 

Digital signaling techniques in use today in mobile digital communications 
include the following: 

1) noncoherent frequency shift keying (FSK) 
2) coherent phase shift keying (PSK) 
3) differential phase shift keying (DPSK) 

5.3.1 Binary Signaling in Gaussiru1 Noise 

A FSK waveform as applied to mobile digital communication consists of constant 
amplitud'J audio frequency pulses of different frequency. each frequency representing 
one of the message symbols. In the binary case only two FSK tones are used, one 
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representing a "one, " the other representing a "zero." The selection of the two 
frequencies depends upon the signaling speed and the channel characte~ist~cs, 
however they are usually somewhat central to th~ audio pa~s band al~owed the F~C 
filter." In the case of mobile digital communicatl.on this d1g~tal aud1o, signal 1S 
then frequency modulated by the radio and transmitted, Just as a normal voi~e 
communication would be. Upon reception, the PM. s~gnal 1S passed through t e 
conventional discriminator and then recovered audJ.o 1S processed digital~y. In the 
case of noncoherent FSK detection, the conventional detection scheme consl.sts °i t~ 
band pass filters, centered on the respective signaling frequencies, and a pa r 0 

envelope detectors. The outputs of the envelope detectors. are th~n f:ompar~d, T~o 
determine the binary output. . This detection sehel'll'. 1S s~own l.n 19ure. e 
logical decision Bcheme is to dec1de fl when the output : is g~eat~~ than zero. 

The actual determination of the probability of making an incorrect decision ~s 
derived from the results of statistical decision theory .. Assum~ng th~t ~~efu~~cii 1 
is transmitted and the channel is corrupted by some additl.ve no se~ t e 1s.r u'do~ 
of the values of the output of the two envelope detectors, one W1th a s7nu~o~ a 

. 1 t fl plus noise the other with just noise can be determ1ne rom 
s1gna a , i 11 d f' de' Gaussian) Once a robability theory (assuming the noise s we - e 1~e, :g., • i 
Pood probabilistic definition of the two sigl~l 1nput~ ~s found, th: followi~g s 
~sked What chance is there that output Yo exceeds output y. when fl 1S tr~nsm1tte~ 

t • certain signal level? That is, what is the prob~ility of an 1ncorrec 
~eci~ion or probability of error? Similar arguments are app11ed to all types of 
digital signaling in many different types of no~se, and as long a~ a~l parame~ers 
(detection circuitry, signaling meth~, type of n01se) are well def1nea, a un1que 
solution can be found for the probab1lity ~f error. 

BPF ENVELOPE Y 

f1 DETECTOR 

+ 

input 
-

BPF ENVELOPE 
.c DETECTOR Yo i'" ~, 

Figure 6. FSK detection scheme. 
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Graphs of the probability of error vs. signal-to-noise power ratio per received 
bit for FSK, PSK, and DPSK modulation in additive Gaussian noise are presented in 
figure 7. Gaussian "noise" is frequently used to describe channel behavior in the 
presence of noise and its amplitude characteristics are represented by a normal type 
distribution. The Gaussian distribution is typified by the fact that it represents 
the limiting situation when a large number of independent fluctuations add together, 
such as thermal noise. 

Besides FSK, coherent phase shift keying is also used in mobile digital 
communication. In this case, one "audio carrier" is selectee'l, usually at the 
geometric center of the audio pass band and its phase is shifted between two states, 
in order to represent binary ones and zeros. Just as in the case of FSK, this 
digital audio signal is modulated, the same as voice, by the FM radio and upon 
reception, the recovered audio undergoes statistical detection. 

One very basic difference between FSK and PSK signaling as applied to mobile 
communications is that usually FSK is incoherent, while PSK is coherent. FSK can be 
detected both incoherently and coherently, while PSK cannot. In coherent detection, 
a facsimile (in frequency and phase) of the incoming' signals has to ihq generated at 
the receiver, through the use of additional circuitry. The recovered replicas are 
then mixed with their coullterparts, so that the components of noise in quadrature 
(90 0 out of phase) with the transmitted signal are "subtracted out" of the detection 
process. In the case of FSK, coherent detection reduces the probability. of error 
somewhat, but usually when the cost and complexity of coherent detection is to be 
incorporated into a system, PSK modulation (which has to be detected coherently) is 
usually employed because it offers further advantages of even lower probabilities of 
error. It must be kept in mind that the advantage of lowest probability of error 
(fig. 7) ia gained at the expense of coherent detection, insofar as envelope 
detection cannot be used because the transmitted information lies in the phase 
reversals. 

There is still another type of phase shift modulation in use which does not 
require coherent detection which has lower error rates than FSK but not quite as 
good as PSK (see fig. 7). It is known as differential phase shift keying, and, as 
the name implies, the phase difference between each succeeding bit position is 
detected and converted to a binary output. The detection system delays the 
previously received digit and uses it as the phase reference. The differential 
encoding scheme works by starting with an arbitrary first digit and it a transition 
in phase occurs in the next digit the result is a zero. On the other hand, if no 
transition in phase occurs, the decoded output is a one. The Gaussian noise 
performance is also indicated in figure 7. 

If figure 7 is studied, the difference in error performance between the 
modulation schemes can be determined with respect to power requirements. Compared 
to coherent phase shift keying, differential phase shift keying requires only 1 dB 
more signal power to achieve equal error rates of one in ten thousand. This is why 
DPSK is becoming increasingly popular as a binary modulation scheme and coherent 
phase keyed systems P,re usually expanded to multiphase systems in o~der to afford 
the expense of coh~rent detection. Noncoherent FSK requires 3 dB more power than 
npSK to achieve the s&ne error rate of 1 in 10,000. The only disadvantages of DPSK 
of any importance are the restriction of constant signaling speed (because of the 
one-bit delayed reference) and the fact that erro1:'S occur in bursts of two bits. 

5.3.2 Binary Signaling with Rayleigh Fading in Gaussian Noise 

~ Multipath propagation characterizes police radio frequency bands in many urban 
areas. Multipath is a term used to describe thephenornena that occurs when many 
components of the same signal arrive at the s~,~ receiver with different time delays 
between them, due to multiple reflections of the signal off obstructions such as 
buildl.u9S. 

The results presented in section 5.3.1 assume a constant signal amplitude for 
the recovered audio signal that will enter the digital det.ector: In a mul~ipath 
situation the received signal will tend to follow a statist1cal distribut10n of 
signal values known as the Rayleigh distribution. Analyses of the probability of 
error with fdding signal components in Gaussian noise are quite common in the 
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literature and a typical graph of bit error vs. mean signal·-to-noise power ratio is 
shown in figure 8 for FSK, PSK, and DPSK. 

If this figure is compared with that. of a nonfading channel, it can be seen that 
an increase in signal level of 25 dB is needed to achieve error rates of 10-4 for 
any ~odulation scheme. Coherent PSK still achieves the lowest error rates and its 
advantage over DPSK is increased to 3 dB. The relative difference between DPSK and 
noncoherent FSK remains the same as in the nonfading case. The most apparent 
difference between the fading and the nonfad ing case is the slope of the 
relationship between the error rate and signal to noise ratio. In the nonfading 
case, the relationship is exponential, whereas in the Rayleigh fading case the 
relationship is linear. 

5.3.3 Binary Sig!1aling in Impulsive Noise 

Another form of noise present in a mobile communication system is impulsive 
noise. Impulsive noise (generated by man-made phenomena such as vehicle ignitions 
and switching transients) is sufficiently .different from Gaussian noise to warrant 
additional calculations of the probability of bit error in such an environment. Two 
models of impulsive noise have been developed I namely the "Telephone" model and the 
"A'tmospheric" model. However the results obtained with both models are similar and 
therefore, only the "atmospheric" model, developed at the National Bureau of 
Standards, is presented here. The probability of error in impulsive noise is much 
greater than in Gaussian noise, as shown in figure 9. The parameter vd is a meaSure 
of the degree of impulsiveness of the noise, and is explained in detail elsewhere 
[11]. Figure 10 is a comparison of FSK and PSK with Vd III 16 dB, while in ' figure 9 

Vd=6 dB. These graphs do not include results for DPSK. However, as it is generally 
true, the curve for DPSK lies somewhere between those for FSK and PSK. Two general 
conclusions can be made from these curves in comparison with figure 7. The 
impulsive noise model indicates much hiqher error rates than the Gaussian noise 
model and the degree of impulsiveness (i.e., higher or lower Vd) does not seem to 
affect the curves drastically. 

5.3.4 Binary Signaling in Impulsive Noise with Ray1eiqh Fading 

Figures 11 and 12 provide information on the bit error probability vs. mean 
signal-to-noise power ratio for both FSK and PSK modulation in the presence of 
impulsive noise and Rayleigh fading. It can be seen that the impulsive noise error 
probability curves are only sliqhtly effected by the addition of Rayleigh fading. 
This is unlike the Gaussian noise case, where the curves were drastically shif·ted to 
higher error probabilities by the addition of fading considerations. A comparison 
of the curves in figures 8 and 11 yields the result that if the radio channel is 
characterized by fading, the type of noise,' whether Gaussian or impulsive, is 
immaterial. In fact, of the two noise considerations, Gaussian noise causes a 
higher error rate than impulsive noise on a fadinq channel. 

5.4 Binary Signalinq Speed and Bandwidth 

The audio bandwidth that a digitally modu~ated signal is allowed to occupy in a 
mobile FM radio is limited by the FCC low pass filter installed by all radio 
manufacturers. In practice, the usable audio bandwidth is approximately 3000 Hz. 
In the case of binary signaling, Shannon's law of channel capacity reduces to C... w 
bls, where C is the channel capacity of a system with an allowable audio bandwidth 
of W Hz. The maximum binary signaling rate is then found to be 3000 b/s. A rather 
intuitive statement should clarify the implications of this law. Suppose the usable 
bandwidth extended to W Hz and an attempt was made to send a digital signal at a 
signaling rate of W + w b/s; Fourier analysis of the signal shoW's that the 
fundamental components will appear at W + w HZ, which is outside the range of the 
channel bandwidth. 

Nyquist's First Theorem also states a relationship between signaling speed and 
bandwidth with respect to intersymbol interference. Intersymbol interference is a 
phenomena which occurs when the effect of a subsequent bites) is not allowed to 
rescind before the transmission of a succeeding bit(s). This occurs when the 
impulse response of the channel is longer than the interval between signaling 
pulses. 
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Nyquist1s First Theorem states that it is impossible to signal at a rate s > W 
without observing ~ntersymbol. interference. In order to implement a system with 
standard waveform",;" they would have to be strictly time-limited in order to be 
nonexistant at t ""/s. However, intersymbol interference is a phenomena that occurs 
at the receiver and any time limited transmitted ,signal is going to have a decaying 
tail after passing through the distortion introduced in the channel. Therefore in 
practice, signaling speeds of typically .5 W to .75 Ware achieved, unless advanced 
signal.$haping and channel equalization techniques are employ~~. 

The bandwidth-signaling speed limitations apply directly to single audio carrier 
modulation techniques such as PSK and DPSK. In the case of FSK signaling, the 
spectrum is spread bee au Je. of the separation of the two signaling tones. Generally, 
the separation between the two tones for most of these systems is approximately 
equal to one half the signaling rate. 

Table 8. [56] can be used to make an assessment·of the relationship between 
bandwidth and signaling speed for the listed modulation schemes where S is the 
maximum signaling speed, B is the transmission bandwidth, and K is the pulse shape 
factor (between one and two, closer to one with presently available systems). 

Table 8. Relationship between modulation schemes and 
signaling speed. 

Type 

FSK 

OPSK 

PSK 

5.5 Channel Capacity 

S 
max 

(K/2)~ _______ _ 

1/2 - 2/3 (depends on tone spacing) 

1 

1 

The law of channel capacity for discrete signals state that the maximum 
information rate that can be employed over any channel is directly proportional to 
the signaling speed and the logarithm to the base 2 of the number of electrical 
states. That is: 

C = slog m (baud or symbols per second), 

where s is the signaling 
electrical states. 

speed (baud) , and m is the number of existing usable 
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In the case of the binary channel (two distinguishable states) 

and 

Smax ... W bls 

c = ~7 b/s, 

where W is channel bandwidth. 

This formula implies two degrees of freedom for increasing the data rate with 
discrete signaling. They are: 

1) Increase the signaling speed. 

2) Increase the number of distinguishable signal levels (i.e., voltage levels, 
number of phases, etc.). 

If m is defined as the number of voltage levels used to signal over a channel, 
the channel capacity equation can be reduced to include signal-to-noise ratio as the 
independent variable (the results apply to any type of signaling, i.e., multiphase, 
etc.). The value of m is related to signal-to-noise ratio on a noi~ ~hannel in the 
following way. The total received power is S+N and the received rms voltage is 
thereforeVS+N. The number of distinguishable voltage levels have to be separated by 
a value equal to the rms noise as a minimum. That is 

m- -VS+N ---
~ 

For example if N'" 2 V, then in order to 
mVN = 2x2 V = 4 V. This would perhaps be an 
threshold set at 2 V. 

have two distinguishable signals v'S+N = 
on-off keying system with a decision 

Now 

and 

m= 

c = S 1092m 

C - Slog 2 (1 + ~ ) ~ 

C = S 1092 (1 + ~ ) 

at the maximum ~ignaling speed of SaW: 
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It can be shown that this general m - state formulation reduces to C = W bls in 
the binary case. For the binary case: 

1 +...[. ... 4 
N 

C ... W bls 

Although there are two degrees of freedom for achieving data rates which 
approach channel capacity, there is another parameter available to the system 
designer that enables him to approach this condition. This parameter is the 
algebraic distance between code words, which forms the basis for error control 
coding. This will be examined in a later section. 

5.6 M-ary Signaling 

The technical discus,sion to this point has been limited pr.i.marily to binary 
signaling schemes. As indicated in the discussion of channeT capacity, it is 
possible to' increase the data rate by increasing the number of distinguishable 
signal states. In the area of mobile data communica.tions binary PSK and FSK 
modulation schemes can be readily expanded to multilevel or M~ary modulation schemes 
with some added cost and complexity. This discussion will be limited to M-ary PSK 
and FSK, although other M-ary modulation schemes exist. 

As the information output from the source encoder or channel encoder is 
generally binary in nature, this binary information has to be encoded into M-ary 
symbols before transmission. For exmnple, in the case of four-phase Signaling, the 
binary 4-ary encoding might be as follows: 

~inary information 

00 
01 
10 
11 

M-ary phase 
(degrees) 

o 
90 

180 
270 

In ~neral, the M-ary encoder ac:cepts blocks of k source bits and converts ~em 
to M ... 2 different source symbols. In the four-phase example, k m 2 band M c 2 = 
four phases or symbols. The'oppoaite or decoding procedure is implemented at the 
receiver. The graphs in figures 13 ,and 14 indicate the probability of symbol error 
VB. normalized signal-to-noise power ratio per bit. Direct cnmparison of the 
ordinate of these curves with that of the binary case is not possible. However, for 
rea~onable values of k, the probability of bit error is approximately equal to half 
the symbol error rate. 

In the study of multiphase PSK systems, increased signalinq speed can be 
achieved at the expense of increased signal power while maintaininq the same 
bandwidth requirements. The details will not, be discussed here, but it is possible 
to show that by maintaining a fixed bandwidth' and converting the signal.ing scheme 
from two-phase to four-phase modulation, the information rate can be doubled and 
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still maintain the l.!Iat\\S bit error rate. 1'he penality paid is a 
in required tran!llM:Lssion power. Such trade-off advantages 
increased further. 

four-fold 
diminish 

increase 
as M is 

the case of multi-tone I!'SK a somewhat inverted trade ... of1! study can be cited. 
If t~: operating sy~tem is considered pO~el~;~~dr:~: ~;ne~~u~:deb:~d:!:;~ac~x;:;~ 
to accommodate multi-tone signaling , inf~rmation rate must be 
very fast. However, for fixed bandwidth systems the 
decreased to achieve this result. 

Therefore, in 
limited and wishes 
multitone FSK can 
in one status-only 
enviromnent , the 
modulation scheme. 

eneral, if the system. designer c~nsiders the channel power 
t~ operate at an essentially error free low info:mation raie , a 
be used. This type of data transmission scheme 1S already ~ ~:~ 
mobile communication system. However, in a sat~~a;~~er~afive 
system deGigner might consider M-~ry PSK as 

5.7 Error control Coding 

As in M-ary si~aling where an encod:~r~~~c:~;~r b~~~:o~f ~~~~~: b!~~e~~~ 
produces one of M = 2 di3t~~ct w~efo~~~sa~~em into one of M • 2k code words. Each 
blocks of the same source ts a en . than k in order to insert 
code word contains a binary ~~git, ~o~e1~~nt~~~at~~ding may be considered to be a 
redundancy. Becauisle

i 
of tthiSd' d:rgree of freedom in order to approach channel 

technique which ut zes a r 
capacity. 

As previously discussed, error probability in digital tran~!~s~~~i!: 
of signal-to-noise ratio. In power limited systems, error con 

a function 
is often 

used to provide reliable communication. 
is the calculated use of redundancy in the tran.smitted 

Error control coding than simple redundancy schemes', like simply 
message and, as such, is better twice. The additional bits are added to the 
retransmitting the same ~:s~~~:lex mathematic relationships. The "check digits" 
transmitted sequence ?as~~ detect and sometimes to correct errors in the tratnmd~:tefdf 
so generated are used f transmission is possible. However, a ra e 0 
message. In the limit, error- rl~ebility and complexity is usually involved in the 
between efficiency, cost, re 1a , 
decision of which error control scheme to implement. 

i . i f tion rate occurs when error control coding 
A reduction in effect ve b1t norma. h k di its are inserted. If 

is used. Suppose that for I informat;onbd/~q!~~'~ecn:~ inf~rmation rate in bits per 
the original signaling rat,e was 
second is S·, 

S· ... 
( 

I ) S bls 
I + C 

In 
The term in parenthesia is sometimes called the efficiency of the code. 

general, effective codes have small efficiencies. 
ddi r""dundancy In its simplest fonn one 

parity check is a basic scheme for a ng \- e of • coding is not generally 
parity bit i~ added to each me:~a~e ~i~~~ien~~:s i~ingle error or any number of o~d 
very effect1ve but has a 19 ck (including the parity bit) • Normally 1f 
errors can be detected in the coded b~osion is requested (a two-way channel may be 
an error is detected, a retransm1s 
needed) • 

communications is very useful because it 
The availability of a two-way link for error control. If the data ch~n~el 

allows the use of decision feedback or :~~~ti:: fading and impulse noise, dec1s1on 
is subject to varying conditions, effective. With or without feedback, simple 
feedback techniques are generally very the original bit error probability is low and 
error detection is only effective whenan undetected error is not too critical. 
also when the probability of having errors is the resultant error probability in 
Actually the probability of undetected 
a system that employs coding. 
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By adding many check bits to an information block, each comprising a parity 
check over different sections of the other information and parity bits, it becomes 
pos~ible to structure codes so that the detected errors ~an be located, making error 
correction possible. In general, approximately twice as many check bits are needed 
in order to correct errors rather than only detect them. As an example, if it is 
required that three out of five information bits must be corrected when they are in 
error, a block code with an information rate of one third and a total block length 
of 15 b (five information bits) can be used. . 

A general class of block codes defined by a definite algebraic structure are 
known as the Bose-Chaudhuri-Hocquenghem (BCH) codes. This set of codes inclUdes 
many of the earlier discovered codes, such as the Hamming code~, as epecial cases. 
They can be used for both error detection and correction. 

In general, all algebraic codes are classed as (n,k) codes, where n is the total 
number of bits in the code sequence and k is the number of information bearing bits. 
The number of check digits is n-ko Encoders to implement these cyclic codes 
consist of single shift register circuits, however, a~sociated decoders are 
relatively complex and expensive to realize. 

There exist some basic principles by which the communication engineer can 
evaluate the power of certain codes. The degree of error control offered by a 
certain code is given by its minimum Hamming distance Cd). The Hamming distance 
between two code words is equal to the number of bit p',sitions in which they differ. 
If there are d-l errors or less in a received code word, a code with minimum 

d-l distance d can detect all the errors. The same code can only correct --2-- errors. 

~he error detection capability of a code and its relationship to Hamming distance 
can easily be seen by recognizing the fact that if a code word is changed in d-l or 
less bit positions, it cannot be transposed into another legitimate code word. The 
fact that a greater degree of redundancy is required to correct errors, often 
requires the system designer to revert to simple error detection and requests for 
retransmission. However, many references cite the fact that forward errbr 
correction with a request for retransmiseion only when an uncorrectable error is 
detected maximizes throughput, and is well worth the cost and complexity of 
implementation. 

The performance or error correctin~ codes in a channel aftected by additive 
Gaussian noise is dependent on the range of values of the signal-to-noise ratio. 
Longer codes tend to perform better on a higher signal-to-naise ratio, ~hile shorter 
codes achieve their best performance at lower ,signal-to-noise conditions. In fact, 
at ext=emely low signal-to-noise values, the uncoded case maximizes effective data 
rate and provides the smallest'probability of error. The small qains that one 
achieves in error control coding over a Gaussian channel is due to the fact that the 
probability of bit error falls off very rapidly with increasing signal-to-noise 
ratio. 

However, significant gains can be made with error coding over fading and 
impulsive channels. The fades or periods of noise impulsiveness should be long in 
comparison to the duration of a bit period. It is then that a high level of 
correlation exists between adjacent bit errors, and burst error correcting codes 
achieve their effectiveness. Algebraic codes can be designed especially for 
combating burst-type erro~s. One problem in applying these techniques is that 
sufficient data on the length of the bursts does not exist and an efficient code 
design is difficult to achieve. 

Another approach which is used over fading radio channels is the concept of 
interleaving. For exemple, it is required to transmit 10 code words each coded 
against random occurring errors. Instead of transmitting the bits in the sequence 
in which they are generated, one altornatively selects bit number one from each 
successive cOde word and then the bit number two, and so on. In the case where the 
bit sequence is long enough so that the bits belonging to each code word feel the 
effects' of statisticallY independent channel conditions, a burst error problem has 
been reduced to that of random errors. However, the effectiveness of this type of 
error control coding is not diminished by the exponential dependence of errors on 
the signal-to-noise ratio which characterizes the Gaussian channel. The 

63 

1 I 

L_~~~_.....:..--~~----~...-.la-.._~---"'"""----:------~---------------------
.,.. 

Ii 

, 
I 



interleaving concept play~ a powerful role in new concepts for employing coding over 
fading radio channels as well as in design for channels characteri:::ed by impulsive 
noise. 

Anothet' type of code design is the convolutional ot' t'8Current codes. These 
codes do not separate the message digits into blocks, but use a continuous coding
decoding procedure (i.e., the check bits are not inserted with referenc3 to a bln~k 
structure, but on a "running basis"). These codes eliminate the need for storage 'Dr 
buffering and are usually designed fox' burst err~r correction, which are interlaced 
and also have a high degree of redundancy. One example is the Habelburg'er code with 
one check di~it for each inform~tion digit, 'which can correct a Durst of six errors 
assuming 19 correct preceding digits. Encoding and decoding are accomplished by 
single shift registers. In a,pplications where terminal comple:':ity is of concern, 
bit rate reduction can be tolerated, and if the chamj,~~l is impulsive, convolutional 
codes are ideal. 

5.8 Imper~ect Channels 

Even if the communications designer has cbosen to signal below the Nyquist rate 
for the available audio bandwidth (i.e., S<W b/s) the problems of proper pulse 
detoction and inte~symbol interference ~y not be totally eliminated. All real 
channels exhibit some form of time dispersion. In the radio channel the transfer 
function is sometimes measured in terms of attenuation and delay a.s a function of 
frequellcy. 

The envelope d~lay distortion, sometimes called phase distortion, represents the 
relative time delay of various frequency components of the signal. These various 
frequency components of the signal travel through f il ters, transformers, (~t.Ci., in 
the radio and associated communications equi ?ment and arrive at the detection stage 
dispersed in time. The delay distortion is most severe at the edges of the pass 
band of the channel, due to the parabolic component of the delay. 

Attenuation or amplitude distortion is the variation in signal amplitude from a 
flat response over a channel bal1dwidth. Its effect is to produce distortion by 
emphasizing or attenuating different frequency components of the si~nal. 

Both attenuation and delay distortion can be corrected by the use of 
"equalizers. " A "fixed equalizer" is one that is used in the case of constant 
channel parameters. These are relatively inexpensive. Manually adjustable 
equalizers are the next level of sophistication and may be used to "tune" data 
transmission to various types of radios. However, if dynamic changes in the 
distortion characteristics of the channel occur, as in the c~se of votin~ receiver 
systems, adaptive or automatic equalizers can be used. The cost effectiveness of 
adaptive equalizers is presently under study by a number of manufacturexs. 

5.9 Techni~~l Discussions with Vendars 

Throughout this study, a number of technical discussions were held with the 
various vendors who are currently manufacturing mobile digital communication 
equipment. In many instances some of the comments arisinq in these discussions 
pertain tiD the technical topics that have been presented in this section. These 
comments are detailed below and are categorized by reference to a technical area and 
do not make reference to spacific vendors. In general, the technical viewpoints and 
opinions were varied, which may be evidence to the fact that no two vendors' 
equipment a:e identical. 

o Data transmission rates The reasons for data rate selection were many. 
HOWiver,1nsomecas~t was claimed that simulation of the police radio 
network ~s performed in order to arrive at a data rate. Most vendors who 
operate at above 600 bls feel that an increase in dAta rate would be detrimental 
to system performance. However, those vendors whose systems operate below 600 
bls recognize a need for increasing their data rates and will probably do so in 
the near future. 

If communications ~~ough other transmission media, such as telephone linsG, is 
necessary the majority of the manufacturers said that the same data rate woold 
be maintained throughout the system (no buffering). However, if problems in 

64 

" 
~J 

" 

~I 

\ 

i 

~ 
;1 

'! 

: I 
; .~ 
!' 
" r1 

L 
" " 
(: 
Ii 
i' 
ri 
it 
" !{ 

11 
ij 
II 
'I 
Ij 
'I 
~ 
~ 
,'j 

)1 
;) 

! , 
1-( 
:; 
\ ~ 

" 

I, 

J 
) , 

., 

l-

communicating over 
reduced. 

telephone arose, the bulk sy~tem d ata rat~ would have to be 

o Modulation Te~hnigues 
teChnique was best as th;y No st~ong feelings existed on which binary modulation 
are using multilevel s1 ar~~ 1 quite similar in performance. Some vendors 
although there is s~me feei~ 9 and are quite impressed with its performance 
necessary for law enforcementga~tca~~~ns~igher data rates offered are not 

o ~~~EE ~ontrol cod~ A wide l' s1~ple pa:ity checks to half-rate con:~i:t~~ v~rious techniques are in use, from 
~~~~!o:ilts be t~t s~lile form of algebraic cOd~~g ~~~~s be The general consensus of 

eve loped as a result of "in the £i ld" necessary and the proper e experience. 

One vendor has the cape~ilit f 
rate code with burst e;ror Yc~rr~~~r~ing code schemes., They found that a half-
metrl)politan area. Flexibilit i g capability was most effective in· a 
order to maximize throughput in ~e n e~ror control coding must be maintained!n 
encountered. var ous system environments that will be 

o Cause of errors Th discussIOns: They - ree major causes of bit error i are listed in order of priority below: s were ndicated in the 

1) Imperfect channels (i.e., attenuation 
dthistribution). Sometimes these problems a;:' frequency and envelope delay 

an on the mobile radio network. more severe on telephone lines 

2) Impulse noise <automobile, bus i i , gn tiona) • 

3) Signal. fades. 

o Minimum qualitX of radi Th . and be malntaIned~--lth~ - e general feeling was that the radios should lTleet 
e er NIJ or EIA standards. 

o Voting systems - Probably the most s' 'fi 
problem Is the various voting systems that1~! d~::tmusitn-the-field system design 
is usually received at two or more votin flow through. The data 
comparator over telephone lines. The g rece~.vers and then relayed to a 
establishing the first circu~t t th first problem that arises is in 
ma or even longer, depending ~~ th~ co:a~~~e station, which takes from 30 to 500 
order to solve this problem the cire it on and the type of voting system In 
a "front porch delay" in fr~nt of th~ud ~ust ~~ "readied" for data by inse~ting 
somewhat greater than the time ne~ d'c t T s front porch delay is generally 
base. e 0 establiSh the firs~ circuit to the 

Another problem is the im ul system votes. One solution ~tse caused by the switching t~ansients when the 
receiver during the data burs presently exists is to "lock on" to one voting 
solution is to design a "burst er;or~nd not i allOW the system to vote. Another 
through a voting transient. correct nq code to allow that data to ride 

Still another problem arises in s"~stams 
pass band. In order to prohibit these t t~t h~ve control tones in the audio 
response is generally severely atten~~~:a ri: eing heard, the system audio 
frequencies. This results i tt. the vicinity of the control 
Subaudible control tones gen:r:ll;n:~i~o~o~s~f~~:fu~~Yd~t::ortion of the data. 

6. CONCLUSIONS 

Digital communications have b communications fo.r law enforcement acome accepted as a useful mode of lTlobile 
supplement voicG communications ~~~licatlon. They are primarily being used to 
transactions that can be readil st var ous categories of voice-only message 
advantages offered by digital Sign!lingr~~~~r~ fir digital representation. The 
the ability to handle a greater volume of cou ni n~reased speed of communications, 
against message interception The f ~un cat ons, and an inherent security • be ac ors are fundamental to alleviating the 
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communication problems of congestion that eJcist with many voice-only law enforcement 
radio systems. Therefore, digital communications represent one of the most useful 
means that technology can offer for improving communications operations for law 
enforcement agencies. 

The study has shown tt~t there are several types of applications of digital 
communications in police operations. These types of applications are structured by 
the communications that take place within the law enforcement environment. of 
these, status-only type transactions can account for over 50 percent of the messages 
exchanged. Where status is represented by some coding scheme digital communications 
is particularly applicable. This type of application is the laost straightforward in 
terms of its suitability for police work. At the other end of the application 
spectrum is a two-way, full text capability, where, in effect, the mobile digital 
equipment is a computer terminal. 

The extent to which digital communication systems impact upon overall police 
operational procedures depends upon the type of information that is exchanged in 
digital messages. With status only communications, the impact is least in that 
status of mobile units can be made automatically available to dl.spatchers. The full 
text capability has the most impact as the mobile unit is no longer required to make 
data base inquiries through a dispatcher. Also, the dispatcher himself is relieved 

, of this task as the mobile terminal permits direct access to the data bases. This 
latter type application can bia used for keepi.ng voice communications to a minimum. 
It can, however, result in data traffic implications for on-line computer 
information systems that, if not properly controlled, would create a level of demand 
exceeding the originally anticipated design levels of such systems. 

It has been found that voice and digital communications sharing the same channel 
in a contention mode is undesirable. This is particularly so when the volume of 
digital communications is-comparable to thQ amount of voice traffic. In addition, a 
nuisance factor can be created where the digital tones are not muted from the 
speaker output. Techniques should always be utilized to elimina:t:e the audible 

tones. 
The types of applications defined in the study can be satisfied with presently 

available equipments. Furthermore, the needs determined by the users are well 
within the state of the art of digital communications. The range of equipments 
offered by manufacturers provide a flexible choice' of system configurations. 

In a general sense, digital communications are accepted and welcomed by law 
enforcement agencies. There is a confidence in the capability of these 
communications to help solve existing problems with present voice-only radio 
systems. However, it is not possible at this 'time to make a general assessment of 
the success of these digital techniques in eliminating communication congestion. 
Increase in digital traffic, which is experienced due to the ease of operation, 
tends to load the radio channel to the existing level or greater, , experienced prior 
to the installation of the digital equipment. An indication of possible success 
exists in individual cases where these systems are now operational. As the 
application of digital communication grows, it is expected that a reasonable measure 
of success will be obtained. This should result in greatly impxoved police 
communications and at that time, a determination can be made with regard to the 
effect of new communications technology in providing as:;:i,stance to the police in its 
role of combating crime. 
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APPENDIX B--HINTS FOR PROSPECTIVg USERS 

The following suggestions clr'B 'offered as a guideU.ne:. for law enforcement 
agencies who are considering the purchase and use of mobile diqital communications 

equipment. 
1) EValuate the message structure of present voice-only network. 

2) Determine the transactions to be digitized and estimate the i~act they 
will have on solving the problems of channel congestion and dispatcher 
workload. Decision to be made on mode of diqital communication (Le., one-

or two-way, etc.). 
3) Identify what, if any, status messages are to be communicated. Specify the 

oode type that will be used to rep~esent these messages. 

4) Identify the special messages that the digital equipment should have (e.g., 

emergency, etc.). 
5) Determine the display format of mobile messaqes. Include special features 

such as "flashing" of critical messages and the need for hard-copy output. 

6) Examine the operational requirements of acknowledgment of messages. This 
will indicate whether mobile and dispatcher responses should be manual, 
automatic, or both. 

Decide if channels are 
7) Give consideration to frequency allocation. 

available for digital data use. 
8) If a two-way data base inquiry capability is needed, analyze traffic impact 

on the information system. 

9) 

10) 

11) 

12) 

13) 

write a functional specification requesting proposals from suppliers. The 
proposal should contain a detailed explanation on how the system operates 
and what tests are to be conducted to demonstrate equipment and system 

performance. 
involve a variety of normal and unusual operating 

Testing should 
conditions. 
Tests should be made to demonstrate that the diqital equipments are 
compatible with the existinq radio network. For example, checks should be 
made that the equipments work through satellite repeater stations. 

All testa should be performed with a cross section of user personnel. 

Determine which aspects of installation and performance for which the 
supplier must take responsibility. 

14) Insist on thorouqh training program in bot}l operational and maintenance 

procedures of equipment. 

15) Anticipate significant start-up and maintenance problems. 

16) If a computer unit is to be used as a central commu~ications controller, 
specify sufficient level of instruction in the application programe for 
possible future in-house modification of the software. 
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