
" 
" J ' National Criminal Justice Reference Service 
, 1:------
l~ e nCJrs 'I ~! 

This microfiche was produced from documents received for 
inclusion in the NCJRS data base. Since NCJRS cannot exercise 
control over the physicai condition of the documents submitted, 
the individual frame quality will vary. The resolution chart on 
this frame may be used to evaluate the document quality. 

1.0 11111
2
.
5 

2.2 

111111.1 ~ I' 
111111.25 11111 1.4 111111.6 

MICROCOPY RESOLUTION TEST CHART 
NATIONAL BUREAU OF STANDARDS-J963-A 

Microfilming procedures used to create this fiche comply with 
the standards set forth in 41CFR 101-11.504. 

Points of view or opinions stated in this document are 
those of the author{s} and do not represent the official 
position or policies of the U. S. Department of Justice. 

National Institute of Justice 
United States Department of Justice 
Washington, D. C. 20f)31 

, I 

! ()) 

9/7 /84 

.J,' 

I 
~, 
1· 

CRIME AND PROTECTION IN AMERICA 

A Study of 

Private Security and Law Enforcement 

Resources and Relationships 

VOLUME I 

\' CRIME AND PROTECTION RESOURCES'1, 

CHAPTERS 1-8 

By 

William C. Cunningham 
and 

Todd H. Taylor 

\., 

" "~.J 
'\ ':';.~ 
~\ ..... \:. 

~, ""-,/ 
.~~ 

:1~<& HALLCREST SYSTEMS, INC. 
MCLean, Virgina 

t ~" 
March, 1984 

--

This project was supported by Grant No. aO-IJ-CX-OOao awarded ':' ,:~. 
to Hall c res t S Y s t ems, Inc. by the Nat ion a 1 Ins tit ute 0 f ~, ~'. ;,' 
Justice, U.S. Department of Justice. Points of view stated in .. ,\~ ,it 
this document are those of the authors and do not necessarily .\:.~,. ~. ;W' 
represent the official position or policies of the National ,"{~'. \ 
Institute of Justice. "v~,;~~ ~. 

'8 IT" "'\\'r ','f \: 

'~ 

Reproduction in whole or in part is permitted only by, and for 
pu:p~ses of, the National Institute of Justice. All copyright 
pr~v~leges are reserved by Ha1lcrest Systems, Incorporated. 

Copyright'~ 1984 
Ha11crest Systems, Inc. 

. . ~ ~ 

If you have issues viewing or accessing this file contact us at NCJRS.gov.



J 

ABSTRACT 

This is a descriptive research report on relationships 
between private security and law enforcement conducted by 
Hallcrest Systems, Incorporated under a grant by the National 
Institute of Justice. The report describes the increasing role 
of private security in the protection of America--their pro
grams and resources, contribution to crime preventi;:-n, defi
ciencies in security services and personnel, and interaction 
with law enforcement agencies. The report reveals that primary 
protection responsibility is shifting from the public to the 
private sector, and that the private sector diverts signifi
cant amounts of crime from the criminal justice system. The 
private security resources of business, institutions, 
government, and cit izens--guards, alarm systems, investiga
tors, armored cars, etc.--exceed federal, state, and local law 
enforcement expenditures and personnel. 

Specific topics of discussion include profiles of securi
ty program content, services and personnel; an assessment of 
economic crime impact; police "moonlighting" employment in 
private security, response to false alarms and other problems 
in police-security relationships; the impact of security 
technology; and security education, training and regulatory 
controls. Recommendations are made for more effective use of 
private security and law enforcement resources to combat crime 
and to relieve police agencies of their large workload of non
crime-related calls for service. 

Project research techniques used national and local 
surveys and interviews of police and security managers and 
employees, site studies in two urban counties, a literature 
review, and an economic projection of private security 
spending. 
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PREFACE 

This volume is one of a series of four reporting a 30-

month descriptive research project performed by Hallcrest 

Systems, Inc., under Grant No. 80-IJ-CX-0080 from the National 

Institute of Justice, U.s. Department of Justice. 

The primary purpose of the project was to develop strate

gies and recommendations to use more effectively the extensive 

resources of private security and law enforcement in their 

respective roles in crime prevention and control. The re-

search emphasized the relationships between law enforcement 

and private security operations as they deliver protective. 

. services in communities throughout the United States. 

Major research tasks included a literature review, inter

views of ~ore than 400 people in law enforcement and all 

facets of proprietary and contractual private security, sur

veys of 1600 law enforcement and security managers, a survey 

of state agencies regulating private security, an economic 

analysis an: forecast of the private security industry, and 

field studies in two urban counties--Multnomah County 

(Portland)1 Oregon, and Baltimore County, Maryland. 
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Four volumes comprise the project report: 

VOLUME I: CRIME AND PROTECTION RESOURCES 
(Chapter~ 1-8) 

This volume describes the resources of public law enforce
ment and private security directed at crime and loss 
prevention. Specific emphasis is placed on ci tizen pro
tective measures, the size and scope of proprietary and 
contractual security, and the impact of economic crime on 
business, institutions, and the public. 

VOLUME II: POLICE .AND PRIVATE SECURITY RELATIONSHIPS 
(Chapters 9-13) 

This volume discusses the protective roles of law enforce
ment and private security, interaction and cooperation 
between them, problems ,in operating relationships, mecha
nisms for upgrading private security, and the impact of 
security technology on relationships. 

VOLUME III: FINDINGS, CONCLUSIONS AND RECOMMENDATIONS 
(Chapter 14) 

Major findings and conclusions are presented. Where ap
propriate, recommendations and future research needs have 
been suggested to maximize the role of private security as 
a crime prevention resource; and to improve interaction 
and cooperation with law enforcement; and to examine care
fully economic crime, the private justice system and pri
vate secur.ity protective measures. 

VOLUME IV: TECHNICAL APPENDICES 

This volume contains the methodological approach to the 
project; it displays survey questionnaires and data from 
national surveys of law enforcement and security managers, 
national and regional security executives, and field study 
survey data. Included also are key provisions of state 
regulatory legislation; an economic forecast of the U.S. 
private security industry; and a list of selected 
security-related associations. 
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CHAPTER 1 

INTRODUCTION 

1.1 PROJECT BACKGROUND 

1.1.1 Crime and Protection Resources 

Crime and the fear of crime over the past decade have 

become a national phenomena. The responsibility for protec

tion from crime in American communities has been primarily 

borne by law enforcement agencies and the public criminal 

justice system. As crime rapidly increased in the 1960 ' s and 

1970's, law enforcement agencies--especially local--signifi

cantly increased expenditures, personnel and activities to 

stem the rise in crime. Police, public safety and sheriffs' 

departments were also assisted by the massive infusion of 

federal funding through the Law Enforcement Assistance Admin

istration (LEAA). This program provided direct assistance 

under legislative provisions of the Omnibus Crime Control and 

Safe streets Act of 1968. 

Longitudinal studies of law enforcement resources and 

crime rates have indicated that little impact has been made in 

reducing the amount of crime in communities, regardless of 

sizE': and demographic characteristicso Ironically, instead of 

controlling crime and creating safer streets, a nreign of 

terror" exists in some cities, in the words of Supreme Court 
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Chief Justice Warren Burger, which leaves some Americans "hos-

tages within our own self-styled, enlightened, civilized coun-

try."l Attorney General William French Smith observed that 

America does a better job of protecting its citizens from 

predators from outside the country then it is able to do 

against predators on the streets and alleys of its cities. 2 

FBI Director William H. WeDster commented that "no segments of 

the criminal justice system •.• had individually or in concert 

with others been able to stem the creeping tide of crimin-

ali ty. :,3 

Law enforcement had been forced to examine other resources 

to assist them in the "war on crime." Police agencies heavily 

emphasized crime prevention staffing and programs and Degan 

forging partnerships with citizen-initiated programs. When 

the Uniform Crime Reports measured its first ever drop in 

crime in 1982, law enforcement administrators were vocal in 

attributing the decline to thousands of Neighborhood Watch and 

similar community-based cooperative approacnes to crime pre-

vention. 

However, 1982 was also the year in wnich public employment 

and expenditu~es declined for the first time since World War 

II. California's Proposition 13, a citizen initiative ta 

reduce property taxes and government spending in 1978, set a 

precedent soon followed oy other state and local governments. 

Many police administrators adopted "cutback management" poli

cies--that is, laying off police officers and cutting programs 

1-2 

and services--as legislative limitations on taxation revenue 

and spending became commonplace. 

All but ignored or forgotten in the search for resource 

alternatives has been the over $20 billion spent each year for 

private protection provided by a laoor force of 1.1 million 

employees in various facets of private security in the United 

States. Today, the expenditures for private security pro

grams, goods, and services exceed the comoined total of local, 

state, and federal law enforcement expenditures. Commerce, 

industry, and institutions daily rely on the personnel and 

technology of p::ivate security to protect the assets of, and 

prevent losses in, their organizations. Private security 

protects organizations from a oroad range of hazards, among 

which crime is only one concern. Private security and its 

associated private justice systems dailY dispose of countless 

incidents meeting statutory definitons of crime which other

wise would innundate the resour.ces of the public criminal 

justice system. Criminal justice system resources are gener

ally invoked only when the organization is incapable of re

solving problems in a way that suits their own interests. 4 

Private security resources have begun to play an increas-

ing role in the protection of America. This report documents 

the accelerated growth of private security resources in the 

past decade, and discusses a fundamental shift of primary 

protection responsibility from the public to tne private sec-

tor. Individually and collectively, the resources of private 
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security--guards, alarms, armored cars, locks, electronic 

access control, computer security devices, etc.--are being 

enIorcement agencies have used more wJ.'dely at a tJ.'me wnen law -

been experiencing staffing and funding limitations or re

trenchment. Private security offers a substantial resource 

for reducing police worKload and redirecting police officer 

time to crime-related activities, especially street crime or 

violent crime, througn such mechanisms as (1) contracting out 

of non-crime-related police workload to contractual security 

firms, and (2) transfer of responsibility to private security 

for minor incidents occurring on property oeing protected oy 

them. In addition, private scurity and law enforcement can 

provide better protection in our communities through (1) im

proved cooperation, interaction and sharing of resources, and 

(2) application of Doth existing and emerging secur ity tech

nology to law enforcement operations and support services. 

In this report, Hallcrest Systems, Inc. describes the 

results of a 30-month descriptive and exploratory research 

project:: supported oy the National Institut.e of Justice, u.s. 

Department of Justice. The report documents in detail the 

resources, contrioutions and deficiencies of private security, 

tneir relationships with law enforcement agencies, and the 

prospects for forging a partnership to comoat crime. 

1.1.2 Private Security Research 

Private security traditionally has been treated oy socio

logical research as a private adjunct to the public criminal 
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justice system. The first major study to focus solely on 

private security in the United states was conducted oy KakaliK 

and Wildhorn (1972). Their seminal work for The Rand Corpora

tion provided the first in-depth lOOK at the dimensions of 

privat.e security, with an emphasis on contractual security. 

The nRand Report" provided a glimpse of the size and growth 

trends of private securit~ which were generally confirmed with 

their 1977 update based on 1970 Census data. Two distinct 

impressions were left oy the Rand report--neither of which was 

well-received by the security community. First, the vast 

resources and programs of private security were overshadowed 

oy characterizations of the "average security guard"--"under

screened, under trained, undersupervised, and underpaid," and 

in need of licensing and tegulation to upgrade the quality of 

personnel and services. Secono r private security was depicted 

as "private policing" and "policing-for-profit" to meet the 

needs of special interest groups, as opposed to puolic poli

cing which serves the larger community. 

The growth of private security, its potential for interac

tion with law enforcement, and the proolems listed by the Rand 

report led to two other major study efforts. A Private Secu

rity Advisory Council (PSAC) to the LEAA was estaolished in 

1972, and in 1975 a Private Security Task Force (PSTF) was 

formed to the National Advisory Committee on Criminal Justice 

Standards and Goals. The creation of these bodies recognized 

the pervasive involvement of private security in safety and 

1-5 
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protection, succinctly stated by the Chairman of the National 

Advisory Committee in his Foreword to the PSTF Report: "There 

is virtually no aspect of society that is not in one way or 

another affected by private security."S The membership of 

ooth bodies was multidisciplinary including members from the 

academic, law enforcement, business and security communities. 

Problems related to the interaction and cooperation of law 

enforcement and security resources were tangentially addressed 

oy botn groups. In general, the members of both groups felt 

tnat establishing scandards would help upgrade the quality of 

private security and prevent abuses and unethical practices, 

thus increasing the probability for a greater contrioution oy 

private security to crime prevention and control in the commu-

nity. 

The wide-ranging standards developed by the TaSK Force 

were designed, in part, to motivate private security to begin 

upgrading its various components. The standards addressed the 

selection of personnel, training, conduct and ethics, alarm 

systems, environmental security, law enforcement agencies, 

consumers of security services, higher education and research, 

and governmental regulation. 6 Among the puolications prepared 

by the PSAC and published by the LEAA were: model statutes 

for ourglar alarms and state licensing of security guards, a 

code of ethics for security management and operati~g person-

nel, and standards for armored car and armed courier services. 

In addition, the PSAC puolisned documents outlining the scope 
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of legal autnority of security personnel and areas of conflict 

oetween law enforcement and private security.7 

In the traditional academic sense, security is not a oody 

of knowledge girded with a strong research base, although the 

field of security itself constitutes a specialized area of 

J<nowledge. Separate security academic programs were few at 

the time of the PSAC and PSTF reasearch efforts. LiKe the 

overall field of secur i ty, secur i ty academic programs then--

and still today--tended to oe treated as an adjunct to law 

enforcement programs. Security academic programs had to com-

pete with other academic programs to oe estaolished and recog-

nized, let alone successfully compete for the requisite 

grants I' st~ipends, fellow ships, etc. to build a research oase. 

Indicative of a sparse research oase, most of the hundreds of 

puolications on security listed by the National Criminal Jus-

tice Reference Service catalog useful information and tecnni-

cal knowledge for tne practitioner, but yi~ld little empirical 

data or theory on security, asset protection, loss prevention 

or economic crime. In addition, the puolications of other 

disciplines (especially administrative and social sciences) 

focus minimal attention on secur i ty-related topics--e.g., the 

tremendous impact of crime in the worK place and the develop-

menc and impact of security-related technology. 

The American Society for Industrial Security (ASIS), the 

largest single security organization, estaolished the ASIS 

1-7 



Foundation in 1974 to sponsor education and research programs; 

and the National Burglar and Fire Alarm Association establish

ed an Alarm Industry Research and Educational Foundation. 

Neither of these efforts, however, has been sustained with any 

sUbstantial financial support. Thus, the Rand, PSTF and PSAC 

research efforts, along with a few market research reports, 

provide the only real baseline data for Hallcrest's research 

efforts. Most other empir ical research has been sketchy and 

tends to yield "soft" numbers rather than hard empirical data 

on the nature and size of private security. Therefore, it is 

extremely difficult to construct tight research hypotheses in 

a normal research environment which can then be accepted or 

rejected on the basis of empirical testing. 

1.2 SCOPE OF THE PROJECT 

Notwithstanding empirical data limitations, private secu

rity was identified in both PSAC and PSTF baseline research as 

a massive and under-utilized resource. The National Institute 

of Justic~ (NIJ), U.S. Department of Justice, as part of its 

priority research program, "The Utilization and Deployment of 

Police Resources," thus funded Hallcrest Systems, Incorpo

rated, in September 1980, to undertake descriptive research to 

facilitate the effective utilization of both private security 

and law enforcement resources in preventing and controlling 
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crime. The specific research objectives identified by the NIJ 

were: 

(1) To gather information on the general character 
of the private security industry in the united 
states, updating previous work completed on 
the subject; 

(2) To describe the contribution private security 
makes to the overall problem of crime control 
and order maintenance and to identify improve
ment opportunities; and 

(3) To describe the working relationships between 
private security and public law enforcement 
agencies and to develop recommendations for 
improving these operating relationships. 

The major research issues or questions addressed by the 

Hallcrest project staff were the following: 

(1) What are the Rc" 1S. Functions. and Contributions of Pri
yate Security and Law Enforcement to Crime Prtyention and 
Control? 

The resources of private security and of law enforcement 

agencies are directed toward protective functions in society. 

Both private security and law enforcement have as their prima

ry mission the prevention of crimes and criminal activity and 

the protection of persons and property. However, there are 

clear. differences in their organizational structures, their 

protective roles and the primary beneficiaries of their ser

vices. These differences were to be documented and examined, 

so that recommendations could be made regarding utilization of 

their respective talents and resources in a complementary and 

coordinated attack on crime. 

1-9 
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(2) What Are the Expectations and Perceptions of Law Enforce 
ment and Private Security? 

~------~ 

Prior research efforts indicated a lack of mutual respect 

among law enforcement and private security personnel; also 

identified was a lack of knowledge oy law enforcement person-

nel concerning private security, and this has often been 

manifested in mutual negative stereotyping. The project exam

ined the expectations and perceptions of private security 

resources and capabilities held by law enforcement, private 

security personnel, and proprietary security managers as con

sumers of security services. 

(3) How Much Communication and Cooperation Exists Between Law 
Enforcement and Private Security? 

Lack of commmunication and cooperation was consistently 

identified as a problem among law enforcement and private 

security personnel. Obtaining cr iminal historI' records, re-

sponse to alarms, and reporting of various criminal incidents 

were often cited as proolem areas. The project looked at the 

following aspects of information exchange: (1) information 

requirements and needs; (2) types of crime and information 

sought and exchanged; (3) formal and informal channels of 

cooperation and communication; and (4) frequency of communica

tion and cooperation. 
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(4) What is the Extent of Competition and Conflict Between 
PIivate Security and Law Enforcem~? 

Although there is a general assumption that the respective 

roles, functions and activities of law enforcement and private 

security are complementary, in some situations they may oe 

independent, duplicating or even competing. The project exam

ined police "moonlighting" in private security; private secu

rity's selective reporting of crimes; use oy private security 

of "police-liKe" badges, uniforms, insignia and equipment; and 

other examples cited in prior research efforts. 

(5) h t W a are the Respectiye Characteristics and Standards 
of the Laoor and Technology Resources of Law Enforcement 
and Private Securit~? 

Moving beyonu mutual expectations and perceptions of re

sources and capaoil i ti es, he re we wer e concer ned with docu

menting the actual standards, practices, and character istics 

of human and technological resources of Doth private security 

and law enforcement. Again, recommendations were to be made, 
. , '-", 

where appropriate, for using their comoined resources to maxi

mize protection of American communities. 

( 6) ~? is the Nature. Extent. and Growth of Private Secu-

Estimates of where and how the growth of private security 

is occurring varied greatly among available government docu

ments and market research reports. An updated profile of the 

pr ivate secur i ty industry was prepared, cover ing such topics 

1-11 
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as revenues, expenditures, employment, industry growth within 

consumer segment, and industry trends and developments in 

various mixes of technology and labor. The purpose was to 

gain an understanding of (1) the dynamics of the marketplace 

for private protective services, and (2) the relationships 

between public and private expenditures to prevent and control 

crime. 

1.3 METHODOLOGY 

1.3.1 Project Organization 

Hallcrest formed a well-balanced national advisory panel 

of 16 prominent leaders from the law enforcement, security, 

business, legal and educational communities. The panel was 

established to assist in defining key research tasks, and to 

provide a critical review of study methodology, research pro

gress, and preliminary and final research reports. Members of 

this panel included the Chairman or Presidents of the Interna

tional Association of Chiefs of Police; the American Society 

for Industrial Security; the National Burglar and Fire Alarm 

Association; and the Committee of National Security Compa-

nies. The panel also included leaders in the National Sher-

iffs' Association and the Retail Merchants Association; and 

former members of the Private Security Advisory Council and 

the Pr.ivate Security Task Force. In addition, equally well

balanced local advisory panels were formed at the two field 

study sites. 
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One of the purposes of Doth the national and site advisory 

panels was to provide access to information and to recommend 

personnel who could provide candid assessments of private 

security and law enforcement operations and relationships. 

Subsesquent to the negative reception of the Rand report by 

the security community, we felt it was important to have 

representative oodies identified with the project that would 

be enlisted to "pave the way" and neutralize any open resis

tance or negativism toward this research effort. 

1.3.2 Reconnaissance 

One of the important dimensions of this project was exten

sive interaction with memoers of the law enforcement and 

private security communities. During the course of this pro

ject, 327 persons were anonymously interviewed by memoers of 

the project team throughout the country, excluding the 133 

structured interviews conducted in the two field study sites. 

These interviews occurred in approximately 40 cities and coun

ties in 22 states, plus England, and Ontario, Canada. This 

extensive reconnaissance effort also included formal presen-

tations Defore several of the national security and law en

forcement associations as well as discussions with their work

ing committees. Among them were the National Burglar and Fire 

Alarm Association (NBFAA), the International Association of 

Chiefs of Police (IACP), the American Society for Industrial 
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~ Security (ASIS) the Committee of National Security Companies 

(CONSCO), the National Council of Investigation and Security 

Services (NCISS), the Academy of Security Educators and Train

ers, the Radio Frequency Committee of the Central Station 

Alarm Industry, the Private ~ecurity Liaison Council, and the 

Joint IACP-ASIS Committee on Private Security/Law Enforcement 

Liaison. These reconnaissance efforts added a significant 

dimension to the data collection of the project, especially 

the ability to discern uniquely national trends and character

istics in growth of the private security industry and rela

tionships between law enforcement and private security. 

1.3.3 Literature Reyiew 

A comprehensive literature review was conducted during the 

project. At the outset, 1,435 abstracts were reviewed from 

the National Criminal Justice Reference Service spanning a 

ten-year period through 1982. A review was conducted of 

project-related Ph.D. dissertations and Master's theses ab

stracts from University Microfilms International and the Li

brary of Congress. In addition, document searches were con

ducted of the following information sources: the FBI Acad

emy's Learning Resource Center, National Technical Information 

Service, Defense Technical Information Center, Brookhaven 

National Laboratory Library, and Research Summaries of the 

Federal Emergency Management Agency. Also virtually every 
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issue of major law enforcement and security-related publica

tions over a three-year period was reviewed by the project 

staff. A content analysis of major newspapers was also con

ducted, especially to discern any documented patterns of abuse 

or questionable business practices by private security. The 

members of the national and local advisory panels provided 

valuable assistance to the project staff by securing relevant 

literature. 

1.3.4 National Surveys 

Three distinct groups were targeted in five levels of 

nationwide surveys: (1) law enforcement and security mana

gers, (2) senior executives of major national and regional 

contractual security companies, and (3) state agencies respon

sible for licensing and regulating private security. 

Detailed questionnaires were distributed nationwide to law 

enforcement officials, proprietary security managers, and the 

local managers or owners of contractual security firms. Each 

of the thr.ee respondent groups was asked similar (often iden

tical) questions concerning law enforcement operations and 

activities, private security operations and activities, pri

vate security and law enforcement relationships, private secu

rity legislation, personnel, law enforcement officer secondary 

employment in private security, and department and company 

descriptive information (force size, budget, sales, assets 

protected, etc.). The questionnaires are displayed in Appen

dix A, Volume IV. 
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The national surveys were treated as a multi-stage samp

ling problem. First, surveys were distributed to law enforce-

ment agencies, anticipating a representative sample by region 

and population group. Second, a cluster sampling technique 

was applied in each population area by distributing surveys to 

a sample of proprietary and contractual security managers in 

zip code areas corresponding to the cities and counties of the 

law enforcement survey returns. This sampling approach as

sured that responses to common questions in all three survey 

instruments would be based upon knowledge, perceptions and 

opinions of the specific population of law enforcement and 

private security managers in that location, rather than upon 

generalized response to the larger universe of private securi

ty and law enforcement. 

Using mailing lists ootained from the IACP and the Nation

al Sheriffs' Association, a total of 821 questionnaires were 

distriouted to all law enforcement agencies in cities above 

50,000 population and counties above 100,000 population, and 

to 100 cities under 50,000 population. Returns were received 

from 384 law enforcement agencies; this represents a 47% 

response and included replies from all 50 states. Responses 

were received from 259 municipal departments, 161 sheriff's 

departments, 17 county departments, 3 city-county consolidated 

departments, and 4 departments with no department typ~ indi

cated. The surveys were typically completed by the chief, 

sheriff or top managers in their departments. 
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A stratified random sample was then taken from the ASIS 

membership list of proprietary security managers by zip code 

for each of the Standard Metropolitan Statistical Areas (SMSA) 

and counties from which law enforcement survey returns were 

received. A total of 2,226 questionnaires weremailed.re

sponses were received from 676 security managers (30% response 

rate) whose aggregate business types were: commercial (33%), 

industr ial (51%), and institutional (16%). 

Similarly, from a population of over 12,000 firms, a 

stratified random sample was taken of 6,319 contractual secu

rity firms located in each of the SMSA's and counties using a 

mailing list compiled from nationwide listings from Yellow 

Page telephone directories. The total sample drawn from two 

mailings (less undeliverables) was 4,527 firms. Usable re

turns were then received from 545 contract security firms, 

representing a 12% response. 

In addition, 37 state agencies with regulatory responsi

bility covering some aspect of private security were sent a 

separate questionnaire. Returns were received from 19 

states, representing a 50% response. 

-~inally, questionnaires were sent to senior executives of 

40 of the largest national and regional (multi-state) security 

companies. This survey population included top executives of 

major guard and investigative firms as well as alarm and 

armored car businesses. Returns numbered 16, r~presenting a 

40% response. 
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1.3.5 Field Studies 

Hallcrest also completed field studies in two urban coun-

ties--Multnomah County (Portland), Oregon, and Baltimore Coun-

ty, Maryland. Twenty-seven cities and counties were initially 

evaluated using extensive site selection cr iter ia. Although 

Doth sites had a good fit with the selection criteria and 

provided interesting demographical differences, in the end our 

selectio~ was influenced by the aoility to form a site adviso-

ry panel which could provide access to key individuals and 

firms representative of security and police viewpoints in 

their area. 

The national surveys examined expectations and perceptions 

of roles and obtained descriptive information on interaction 

between private security and law enforcement, but they did not 

afford an opportunity to explore the dynamics of daily 

interaction--how the job of protecting a community gets done 

among proprietary and contractual security and law enforcement 

resources. The primary objective of the site work was to 

suostantiate and elucidate the findings and major puolic poli

cy issues emanating from the national surveys, while examining 

the operations, trends, opinions and attitudes of security 

workers and operational law enforcement officers. 

The primary data collection techniques were question-

naires, structured interviews, and observations of management, 

supervisory and operational personnel of law enforcement, 

1-18 

proprietary, and contractual security. Interviews, with prom

ised anonymity, were conducted with 133 operational personnel 

at both sites. Both the proprietary and contractual employee 

site questionnaires replicated some of the key survey items in 

the national surveys, the Rand study, and a 1976 survey of 

10,000 contractual employees in Ontario, Canada, by Shearing 

and Stenning. The national surveys had collected no data on 

operational employees except managers' etatements pertaining 

to selection processes and training. 

A cluster sample taken in each law enforcement agency 

resulted in questionnaire responses from 130 officers in Bal

timore County and 64 officers in Multnomah County, for a total 

of 194 officers (119 patrol officers, 37 supervisors, 38 

detectives) • Participation in the secur i ty employee surveys 

was voluntary, and the actual sample yield was dependent on 

the cooperation received from contractual and proprietary 

security managers and their employees. Security managers were 

asked to randomly distribute questionnaries to workers in a 

variety of work sites. The combined questionnaire returns 

from both sites was disappointingly low--78 contract employees 

and 110 proprietary employees. The low survey returns were 

due in part to (1) the length of the survey (over 75 items), 

(2) requirements by some employers that the survey be com

pleted on the employees' own time, and/or (3) reluctance of 

some employers, upon review of the questionnaire, to allow 

their employees to participate. 
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Resistance in the sites was not unexpected. Some major 

security companies declined to participate in ooth national 

surveys (local security managers and senior executives) and 

also the site work. We speculate several reasons for such 

resistance: (1) some companies still felt "burned" by char-

acterizations of the security industry put forth in the Rand 

report and, by not participating, might feel more freedom to 

openly criticize the results of our research; (2) other firms 

were sensitive to questions dealing with levels of training 

and supervision and company revenue (even though returns could 

only be identified by zip code--not by company name nor by 

name of individuals completing questions); (3) a general con

cern may have existed that this study was simply a ploy-

disguised as research--to justify more government control in 

an industry that some feel should oe solely regulated by the 

marketplace. In addition, some resistance was even encoun

tered from law enforcement agencies in the case study areas 

and the nati.onal surveys. Reasons for declining participation 

included heavy workload, sensi tivi ty to survey questions, or 

laCK of interest in what they considered a frivolous exercise. 

Given the exploratory and descriptive nature of the research 

effort, the site information collected was extremely useful. 

Despite the limited sample, response agreement was in the 80th 

and 90th percentiles for a broad-cross section of security and 

law enforcement employees on key survey items, and many re

sponses were amazingly candid (e.g., admitting no training or 
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little supervision). The data from the employee question

naires provided information from security and law enforcement 

employees never before collected on a comparative basis in 

such areas as: personnel characteristics, training, legal 

powers, supervision, uniforms and equipment, role and func

tionf;, interaction with each other, and interaction with the 

public. 

1.3.6 Economic Analysis 

The PSTF report alluded to private security as a "mas

sive," resource and security periodicals and other media con

sistently referred to the rapid growth of private security. 

The Rand report used government data sources to estimate the 

size of the security labor force and relied heavily on market 

research reports for assessment of security revenues. The 

commonly held assumption by all these sources was that the 

private security labor force and expenditures might now even 

exceed those of public law enforcement. If this assumption 

could be substantia.ted by objective data, it might have pro

found implications not only for the potential contribution of 

private security to community crime prevention and control, 

but also for its relationships with law enforcement. Private 

security as an "industry" is ill-defined and much of the 

obtainable data corne from highly fragmented sources. In par

ticular, Hallcrest noted several key problems in classifying, 
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defining, and obtaining consistent and comparable measures of 

security industry size, growth, market segments and trends: 

(1) 

(2) 

(3) 

(4) 

Grouping of secur i ty product types within 
categories is inconsistent among various mar
ket research reports. 

Absence of citations and source references. 

Inconsistent growth rates are reported. 

Failure to relate categories to the u.s. 
Department of Commerce's standard Industrial 
Classifications (SIC), although it offers an 
accepted standard in estimating and forecast
ing of industr ia1 and consumer goods market 
sizes, is frequent. 

Ha11crest took a two-pronged approach to estimating and 

profiling the size and dimensions of private security in the 

united states. First, Hallcrest national survey and recon

naissance data, and Bureau of Census, Bureau of Labor Statis

tics, and Department of Justice data were used to estimate the 

total number of proprietary (in-house) and contractual securi

ty employees for 1982. Second, an economic analysis of the 

private security industry from a 1980 baseline was conducted 

in several steps: 

(1) Classification scheme and standardized defini
tions were developed for major security ser
vices and products, relying primarily on SIC 
codes. 

(2) Key measures of economic activity were defined 
for services (revenues, payroll, employment) 
and products (manufacturer value of shipments 
by Original Equipment Manufacturers [OEM] and 
number of firms). 

(3) Industry structure was determined from estab
lished firms and their relative size, market 
share and product/service concentrations. 
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(4) Key markets and demand trends were assessed 
which were expected to impact growth, includ
ing critical past and future growth; and fi
nally, 

(5) Growth projections were made for each category 
in constant and current dollar terms to 1985 
based on statistical trend extension (least 
squares method) and a consensus of government, 
trade, funded studies, market research re
ports, and the Hallcrest surveys and recon
naissance data. 

1.4 TREATMENT OF THE DATA 

Since the project was largely descriptive in nature, sev

eral approaches to treatment of the data were mandated. 

First, unless otherwise specified in the text, reconnaissance, 

national and site survey data, interviews, economic analysis, 

and the literature review were reported together by"topic 

ar~as within the chapters, rather than as separate sets of 

data. Second, as a multi-stage sampling problem, it was 

critical to ootain a representative sample in the first 

stage--Iaw enforcement agencies--by department type, size, 

population group and region of country. Third, the voluminous 

amounts of data limited initial data analysis to frequency 

distributions and analysis of central tendency within and 

between respondent groups for the identical questionnaire 

items. Fourth, crosstabulations and measures of association 

(primarily Chi-square) between variables would be applied only 

as trends became apparent. Fifth, considerable qualitative 

analysis of site and reconnaissance data would be required. 

This report only begins to nscratch the surface" of potential 
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secondary data analysis wnich can be performed after review of 

this report and the formation of tight research hypotheses by 

academicians, and researchers. Law enforcement returns were 

received from 146 SMSA's and from 33 counties, with a repre-

sentative distribution among population groups and geographic 

regions of the country. Sixty percent of law enforcement 

survey returns were cities below 100,000 population, yet 59% 

of the cities and counties of greater than 500,000 population 

in the U.S. are included in the sample returns. In anticipa-

tion of differences in responses based on size and type of 

depar.tment and regions, cross-tabulations were performed on 

many survey items by department type and aggregated population 

classes and regions. 

In the propr ietary na tional surveys, 22 pr imary business 

types were aggregated into the categories of commercial (33%), 

industr ial (51%) and insti tu tional (16%) to facili ta te cross-

tabulation of i<ey survey items by aggregate business sector. 

A wealth of information remains to be tapped by primary busi-

ness seccors for ooch sizing and description of security 

programs and their relationships with law enforcement agen

cies. A representative distribution was also obtained for 

contract security firms by type of service and size (employees 

and revenues), and composite profiles were constructed for 

median values of firm sizes of less than 25 employees, 25 to 

100 employees and greater than 100 employees. The largest 

category of contractual security firms was guard and patrol 
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service (32%), followed by local alarm firms (18%), central 

station alarm businesses (15%), and private detective firms 

(10%) • 

Three of the national surveys were directed to the chief 

or sheriff and to top corporate or contract security managers. 

About 90% of the law enforcement questionnaires were completed 

by the chief or sheriff, deputy chief or undersheriff, divi

sion commander or other top-level commanding officer. About 

75% of the responding proprietary security managers indicated 

that their primary responsibility was for the entire organiza

tion, a corporate div~sion, or a subsidiary company; both 

large and small businesses were represented in the returns. 

Contractual security surveys were generally completed by the 

local manager of national and regional firms or the owner or 

chief operating officer of local security firms. 

1.5 ORGANIZATION OF THE REPORT 

The report has been organized into volumes and topics with 

a logical flow and progression. Chapters 2 and 3 in Volume I 

discuss the common objective to which both public and private 

protective resources are directed: crime. Chapter 2 focuses 

mostly on "crime in the streets" (ordinary crime), while 

Chapter 3 takes a more extensive look at workplace crime and 

"crime in the suites" (economic crime), the most frequent type 

of crime addressed by private security. Chapters 4 through 8, 

also in Volume I, describe the resources of proprietary and 
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~ contractual secur i ty·--their concerns, character istics, prob

lems and deficiencies. The level of detail in these chapters 

was deemed appropriate to impress upon the reader the inescap

able conclusion that. private security is, in fact, a massive., 

potential resource for community crime prevention and control. 

Chapters 9 through 13 (Volume II) begin with a discussion 

of the respective role orientations of law enforcement and 

security as puOlic and private protective resources. Their 

interaction and cooperation is described in terms of frequency 

and type of contact, exchange of resources and information, 

cooperative programs, impediments to relationships and recom

mendations of managers and operational personnel to improve 

relationships. Two problems of national dimensions--police 

moonlighting in security and false alarms--are highlighted. 

strategies for upgrading security operations and personnel are 

reviewed. Finally, an assessment is made of the impact of 

existing and emerging security technology on police/secur i ty 

relationships. 

Chapter 14 is a separate volume (III) of findings, conclu-

sions and recommendations. Recommendations and a future re-

search agenda are outlined following presentation of each 

section of major findings and conclusions. Volume III is a 

blueprint for action to achieve greater utilization of private 

security as a crime prevention and control resource, to initi

ate greater interaction and cooperation between law enforce

ment and private security, and to learn more aoout economic 
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crime, the private justice system, and private security pro-

tective measures. 

Volume IV consists of technical appendices which support 

the research project. Appendices A and B discuss the national 

and site survey methodologies and display frequency counts for 

each survey instrument. This information should assist those 

wishing to conduct additional research. Appendix C contains 

the economic analysis with detailed baseline data for each 

major category of security products and services. Appendix 0 

is a compendium of key provisions of state regulatory legisla

tion~ Appendix E lists major security-related associations. 
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CHAPTER 2 

CRIME AND FEAR OF CRIME 

2.1 CRIME AND PUBLIC PROTECTION RESOURCES 

2.1.1 Rising Crime and Increas~~ Resources 

Crime in America has been the subject of presidential 

commissions, congressional inquiries and massive infusions of 

federal, state and local funding. Although in 1981 the rate 

of citizen-reported crimes to the police "stabilized," in the 

three preceding decades crime rates rose gradually at first 

and then began increasing steadily. Crime became a national 

phenomenon not specific to one kind of community. In old, 

declining cities like Newark, New Jersey, property crime rates 

increased by a factor of seven, while violent crime rates 

increased by a factor of more than eleve~.l In the growing 

cities of San Jose and Phoenix, for example, property crime 

rates more than doubled, and violent crimes more than qua

drupled. Nationally, crime victimization studies have con-

sistently shown since 1975 that about one-third of households 

have been "touched by crime"-- individual members of the 

household became victims of violence or theft. 2 

In an NIJ-sponsored 3l-year longitudinal study of crime 

rat.es (1948-1978), Jacob and Lineberry (1982) found that be-

tween one-seventh and one-f ifth of all front-page newspaper 

stories concerned crime and that by 1974, "law and order" had 

emerged as the "most salient issue" in local politics--more 

2-1 



frequent t an race, h economic growth, government reform and 

3 Attorney General William French smith municipal corruption. 

commented on crime as a national phenomenon: 

In recent decades, however, American gov
ernment has not succeeded in prot~ct~ng its 
citizens against predators from wlthln. In 
recent years, this nation has been p~agued 
by an outbreak of crime unparalleled In our 
history and unequalled in any other free 
society.4 

b found tha t rises in crime rates were Jacob and Line erry 

3l -year period despite quite different very similar over a 

l'n ten cl'tl'es that represented a broad characteristics 

spectrum of American urban life. 5 In addition, they gathered 

from 396 cities greater than 50,000 baseline comparison data 

population. The combined data show that crime did not adhere 

, tt s even for such to easily identifiable demographlc pa ern, 

commonly accepted variables as race, poverty and youth. As 

ml'nority race was associated with independent variables, 

higher levels of violent crime; poverty levels were only 

marginally related to crlme ra e ; , t s and youth population was 

not significantly related to crime rates. 

In response to rising crlme, , local governments accounted 

d 't by 1978. 6 for 59.4% of criminal justice systems expen 1 ures 

Jacob and Lineberry oun a f d th t poll'ce expenditures, personnel 

and activities significantly increased during the 3l-year 

period. Police expenditures in constant dollars rose about 

350% over the period, while police officers per 1,000 popula-

, t 's The 1.33 ratio tion increased in all populatlon ca egorle • 

, t 1,000 population in 1948 had increased of police offlcers 0 
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to 1.96 officers for every 1,000 people by 1978. From 1970 to 

1978, major cities like Boston increased their officers by 

25%, and Atlanta increased its personnel by about 33%. Cor

respondingly, police acti vi ties significantly increased over 

the 3l-year period as measured by the arrest-to-offense ratio, 

arrests per police officer, moving violations per officer and 

the police "focus" on violent as opposed to property crime. 

Yet, the study concludes, these activities had little effect 

on rising crime, regardless of city size and size of police 

forces. 

Despite the ability of police departments to obtain 

larger budgets and personnel increases from city councils, 

Jacob and Lin~berry saw police departments as unable to trans

form those resources into activities that could curb a "soar

ing rate of serious crime." Likewise, court and prosecutorial 

resources had little impact on crime: "over the same period, 

the resources of courts and prosecutors stayed even with, or 

actually increased faster than, the demands on them, measured 

by crime and arrest rates."7 

The Federal Government has also contributed substantial 

resources to combat crime over the past few decades. Even 

using the Census Bureau's narrow definition of law enforce

ment, federal law enforcement costs grew from $70 million in 

1946 to $1.2 billion by 1976. 8 In the decade of the 1970's 

alone, Federal Government spending for criminal justice grew 

fourfold. Although only twelve federal agencies have a direct 
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law enforcement mission, there are 101 other federal organiza

tions with programs and activities in law enforcement, police, 

Olle -thl.' rd of these agencies did not or investigative areas. 

even exist at the beginning of 1970. 9 In addition, the 

Federal Government spent in excess of $8 billion in direct 

financial assistance to state and local government through the 

Law Enforcement Assistance Administration (LEAA). 

Jacob and Lineberry conclude that crime had in fact 

become a serious national problem which neither local, state, 

nor Federal Government resources have seriously affected. 

Of transcendent importance is our finding 
that crime has become a national problem. 
We have shown that the crime problem has 
grown more serious in all kinds of com
munities in the United states over the 
past generation ••. crime has surged every
where in the United states regardless of 
local efforts to stern the flood tide. 
Whether local officials engaged in hercu
lean efforts or none at all, the crime wave 
affected their community. Even the period 
during which federal aid to law enfo;ce~e~t 
efforts through LEAA grants rose sl.gnl.fl.
cantly dir not fundamentally al ter the 
situation. 0 

Similarly, FBI Director William H. Webster summarized the 

ineffectiveness of the criminal justice system to "stem the 

tide of criminality" in his Foreword to the 1981 Uniform Crime 

Report: 

As has been pointed out by many knowledge
able students of the crime problem, large 
expenditures of public resources will not 
alone result in significant inroads on 
cr ime. No segment of the cr iminal justice 
system, whether it be law enforcement, 
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courts, prosecution, corrections or reha
bilitation, has individually or in concert 
with others been ab\~ to stem the creeping 
tide of criminality. 

2.1.2 Stabilizing and Declining Resources 

The growth in law enforcement resources was due largely 

to th e c rim era tea n d the in flu x 0 f 1, EAA fund in g, but i twa s 

also a part of the "boom years" of government growth in the 

1960's and 1970's when public service employment was the 

fastest growing sector of the job market, according to the 

Bureau of Labor Statistics. 12 In 1982, however, public ser

vice employment declined, and state and local government 

spending, as a percentage of the Gross National Product, 

dropped for the first time since World War II. Local, state, 

and Federal Government labor forces were reduced by 316,000 

positions for the twelve-month period ending October 31, 1982. 

While 29% of the 246,000 local positions were in education, 

police and sheriffs' departments were not immune to SUbstan

tial reductions in government labor forces. 

Through planned reductions in force (RIF's), hiring 

freezes, and normal attrition of personnel, both large and 

small departments alike experienced decreases in police per

sonnel. Large departments like New York City and Detroit lost 

thousands of police officers. In Washington, DC, for example, 

the S,OOO-member Metropolitan Police Department was reduced by 

about 1500 members from 1971 to 1981. In the Hallcrest 

national surveys, 44% of police and sheriffs' departments 
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reported the same or fewer personnel in 1981 than they had 

five years earlier. Another measure of stabilizing or declin

ing law enforcement resources is the reduced number of police 

recruits participating in state-mandated training programs. 

In the state of Illinois, for example, the Police Training 

Institute at the University of Illinois trained less than 500 

police recruits in 1982, down from just over 1,000 in 1979. 

RIF's were also commonplace in state government. Nearly 

30,000 positions were lost to RIF's in 44 state governments in 

1981 and 1982. Overall, the Bureau of Economic Analysis 

estimated that state and local spending as a percentage of 

national income went from 12% of national income in 1960 to a 

record high of 18.7% in 1975; the U.s. Chamber of Commerce 

estimated a drop to 16.3% of national income in 1982. 14 In 

1980, the 50 states had a combined surplus of $11 billion, yet 

cutbacks that year in state and local budgets totaled about 

$33 billion. By 1983, the 50 states had a combined deficit of 

$3.8 billion, with 22 states projecting budget deficits and 13 

other states expecting to barely break even.15 

Federal law enforcement agencies have also been faced 

with decreasing staffing levels. Between 1976 and 1980~ for 

example, the FBI lost 800 agents. Another example is the 

Attorney General's economic crime investigation and prosecu-

tion program. Initiated with an allocation of 40 to 60 attor

neys in 1979, only 27 positions were authorized in FY 1981, 

and by FY 1982 only 10 of the positions remained~ Total 

Justice Department expenditures proposed for FY 1983 barely 
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exceeded the prior year's budget. Reductions in some federal 

law enforcement agency and U.S. Justice Department programs 

directly impact already strained local and state law enforce

ment resources. The FY 1983 budget, for example, included a 

decrease of $5.7 million for discontinued local drug enforce

men t pro g ram s, a tat it.) e w hen d rug a b lj ti ~ had a g a in be com e a 

pervasive community problem. 

The reduction in expenditures, labor forces and programs 

in local government have been attributed to such factors as 

c]epressed regional economies, population losses, federal aid 

c~tbacks and political and public pressure to reduce the size 

of government. A ~~.§.w~ magaz ine article succinctly a t

tributed cutbacks in government to the "3 R's": the reces

sion, reduced federal aid, and the revolt of the taxpayers.16 

The so-called taxpayer revolt has been perhaps the most 

visible of these forces that have reduced levels of government 

services. The Assistant Director for the Advisory Commission 

on Intergovernmental Relations noted that the tax revolt had 

"stopped state and local spending dead in its tracks and is 

now actually bending it backwards."17 The taxpayer revolt 

received its impetus from the passage of Proposition 13 by the 

voters of California in 1978 which amended the state constitu

tion to achieve a 60% reduction in local property taxes. The 

main provisions included: (1) a roll back in property valua-

tioD for tax purposes to 1975-76 market values, (2) a 2% per 

year limitation on property value increases due to inflation, 

and, (3) the imposition of other forms of taxation (new or 
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higher) was made more difficult. Since California's 

precedent-setting citizen initiative, 18 other states imposed 

limits on local government spending. 

The fiscal impact of Proposition 13 was predicted to be 

devastating to local government--a loss of about 23% in their 

expected total revenue. Several state legislative provisions, 

however, lessened the actual impact: (1) state assumption of 

certain state-mandated expenses formerly borne by counties, 

(2) block grants to schools, cities, counties and special 

taxing districts, and (3) a favored or protected status for 

police and fire departments in the state's bailout legisla

tion, requiring a "maintenance of effort" in the first fiscal 

year of implementatioh. Ironically, the state's large accumu-
.'" 

··hit~ed $3.8 billion surplus was used to fund the bailout--

itself a major factor in the voters' passage of Proposition 13 

by a 2 to 1 margin. Local government also attempted to 

cushion the blow by increasing other local taxes and drawing 

down reserves; nevertheless, a real loss in revenues was 

experienced by many local governments. Thus 1 the trend in 

usually steady annual increases in real revenue had been 

reversed. 

Despite the public consensus that law enforcement should 

receive high priority in adapting to reduced revenue, the 

anticipated high priority on law enforcement service was not 

maintained relative to funding levels of other local govern

ment departments, according to an assessment of the impact of 

Proposition 13 on California's criminal justice system. 18 
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Budget increases realized by law enforcement agencies were 

largely due to improved salaries and benefits, while uniformed 

force sizes remained constant or declined slightly. Similar 

to the Hallcrest national survey of chiefs and sheriffs, this 

study cited many law enforcement agencies already experiencing 

staffing limitations or retrenchment during the five-year 

period preceding passage of Proposition 13. Some sheriffs' 

departments, faced with external pressures and state mandates, 

wirhdrew resources from law enforcement and allocated them to 

corrections functions. 

Law enforcement agencies in California and other com

munities throughout the country adopted a variety of measures 

to offset the impact of budget cuts, manpower and other re-

source reductions. Accustomed to "incremental budgeting" by 

adding a little to each successive year's budget, law enforce

ment administrators began adjusting to "reduced level" budget

ing. "Cutback" management styles of police services delivery 

became commonplace. As one chief of police observed, "today, 

the management associated with declining or stagnating pro

grams appears to be the rule, not the exception as in the 

past. "19 In many communities support services were sharply 

curtailed and attempts made to lessen the police workload, 

while in other departments police patrol~ were reduced. At 

one extreme, the city council in Belvidere, Illinois, voted to 

eliminate all preventive police patrols, 

sponse to only emergencies and felonies. 

, 
limiting police re-

Common targets for 

budget reductions by police administrators included vehicle 
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replacement, training, overtime, and capital expenditures. 

The cutback management policies that have most seriously af-

fected delivery of police services are those that reduce 

workload by screening calls for service and investigations, 

i.e., poliGY decisions not to respond or investigate certain 

calls for service,. minor incidents, and crimes with few in-

vestigative leads. Chaiken and Walker (1981) label reduction 

of police workload by policy changes as "demand shedding."20 

In some instances, municipal police departments abandon an ac-

tivity, thus obligating the county sheriff to assume responsi-

bility. ( Cities, for example, could stop providing prisoner 

detention facilities or serving certain court-ordered 

warrants.) 

In most communities, law enforcement agency program and 

activity cuts were adopted with little citizen input on police 

service priorities. While some law enforcement agencies felt 

they had borne the brunt of local spending reductions, special 

tax levies to restore law enforcement expenditures were 

soundly defeated in many communities. In the City of Oakland, 

for example, with the highest crime rate in California, voters 

rejected Measure A which would have imposed more than $39 

million in extra taxes on homes and businesses over a four-

year period to enable the city to hire 88 more police off i-

cers. The results were similar in Los Angeles, where only 42% 

of the voters--far short of the required two-thirds majority--

favored a boost in property taxes over four years to increase 

the police force by 20% to 8500 officers. Overall, California 
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voters approved only 14 of 54 local proposals in November 1980 

for new property taxes to fund additional police, fire or 

para-medical services. voter rejection of such police budget 

restoration levies was not directed specifically at police 

services but rather at a general reduction of all government 

service levels. 

The size of the police force is just a part 
of the larger picture--just a piece of it-
and the trouble is that when you increase 
it, you decr ease something else--maybe 
schools, maybe recreation. It all comes 
out of the same pot, and it is the pot that 
is ge~ling smaller, not only the police 
force. 

As one law enforcement educator noted, nthe public is irri

tated and worried about high taxes and inflation. Therefore, 

the citizens are looking for accountability to ensure that 

public money is well spent. n22 

Citizens recognize that police have an impact on crime in 

the community, but they began to question at what point there 

are sufficient numbers of police officers and deputies to 

control or manage crime within some undefined but acceptable 

level. 

What the statistics indicate is that there 
is no pattern. Crime does what it wants. 
No one would argue that the crime rate has 
nothing to do with the size of the police 
force. It has to. Logic and experience 
tell you that. But what logic and experi
ence do not tell you is the point at 
which you have enough cops and the point 
which you have nothing more th~~ the fis
cal version of wretched excess. 
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Jacob and Lineberry concluded that in the absence of demon-

strated police effectiveness at crime reduction and plausible 

solutions, the problem of crime in communities may end up 

simply suffering from "benign neglect" which could result in 

citizen acceptance of relatively high levels of crime. 

Citizen input on police service priorities in cutback 

management programs is frustrated by the absence of objective 

standards to measure the adequacy of eXisting service types 

and levels and to evaluate police effectiveness. In the last 

few years, even time-worn indices such as ratio of sworn 

personnel to population were abandoned as small increases in 

personnel failed to keep pace with the population growth. For 

example, immediately after Proposition 13 in California, the 

force size of police and sheriffs' departments increased in 

cities with increasing population, but did not always keep 

pace with the population growth rate. 24 The standards cUr

rently being developed by the Commission on Accreditation for 

Law Enforcement could provide a norm against which citizens 

could measure police and sheriffs' department performance and 

also provide and independent guideline for justifying and 

allocating police resources. The lack of recognized standards 

or measures of police effectiveness in community crime control 

could become a distinct liability for maintaining adequate 

levels of public protection resources. 
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2.2 FEAR OF CRIME AND CITIZEN RESPONSE 

Crime is not solely a concern of the public agencies or 

social institutions organized to combat it. Americans have a 

genuine concern about crime. Because people have been the 

victims of crime themselves and/or because they identify with 

a specific class of victims, the occurrence of crime in close 

social and spatial proximity generates a fear of crime for 

many citizens. The well-documented overrepresentation of 

violent and street crimes in the news media also greatly 

affects the public's image of crime and the adequacy of exist

ing resources and strategies to cope with it. 25 People are 

more apprehensive about crime victimizations than they are 

about other dangers they face more often, according to a NIJ

sponsored five-year study on "Reactions to Crime."26 

Some authorities in research and the news media, as well 

as prominent national leaders in the criminal justice system, 

continually refer to increasing levels of crime and fear of 

crime in recent years. 27 .Tbe Figgie Report on Fear of Crime., 

commissioned by the parent corporation of several major secu-

rity products and service firms, sees the fear of crime as 

"slowly paralyzing American society."28 Chief Justice of the 

u.S. Supreme Court, Warren Burger, described a "reign of 

terror in American cities" that might be leaving Americans 

nhostages within our own self-styled, enlightened, civilized 

country."29 In March 1981 .Ng~.§.~eek and ~.i!!lg magazines fea-

tured cover stories the same week on the "epidemic n and 
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ncurse,n respectively, of violent crime in America; both maga

zine covers pictured a loaded revolver with the barrel pointed 

at the reader. 30 Perhaps, as urban sociologist Charles Sil

berman observed in triminal Violence. Criminal Justice, ncritne 

is as American as Jesse James. n3l 

The Figgie Report found that fear of specific violent 

acts (concrete fear) affects four of ten Americans and touches 

70% of the population. Four of ten Americans also suffer from 

degrees of fear concerning their safety in the community 

(formless fear). This report described Americans as nex -

tremely cautious and security-minded,n since ncrime 2nd the 

fear of crime have, like a dark dye, permeated the fabric of 

American Life. n32 A Gallup Poll conducted for the March, 

1981, Newsweek article found that over one-half of the public 

is afraid to walk at night in an area within one mile of their 

horne and feel they are nat least somewhat likely to be as

saulted on the streets. n In addition two-thirds feel they are 

somewhat likely to be robbed outside their homes. Citizens 

are much more likely to be victims of property crime, but the 

Reactions to Crime project found that burglary, in the aggre

gate, accounts for a great deal of fear of other crimes as 

well. Ironically, this project found that crime discourages 

neighborhood involvement in collective responses to crime, 

while at the same time it stimulates fear. 33 

Similar concerns and fear of crime emerged in victimiza

tion surveys in the field study sites for this research pro

ject. In the Multnomah County, (Portland), Oregon, site 
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annual victimization studies by the-Oregon Crime Analysis 

Center show that about 40% of citizens feel that crime in

creased in their neighborhoods in 1981 and 1982, and one-third 

of the survey respondents expected to be victims of cr ime in 

the corning year.34similarly in Baltimore County, Maryland, 55% 

of surveyed county residents said their level of fear had 

increased in the past one to two years. The percentage was 

70% for one major neighborhood with over 90% horne ownership 

and permanent residency of over three years.35 In this typi

cal middle class neighborhood, over one-half of the surveyed 

residents, a member of their family living with them or an 

acquaintance had been a crime victim; 78% had a "firsthandn 

crime experience in the past year. One former director of the 

Bureau of Justice Statistics was quoted as saying that within 

four or five years "every household in the country will be hit 

by crime."36 

other researchers disagree with the level of fear reported 

in such studies and the media, and they especially reject its 

implication that a new wave of fear is sweeping America. The 

Gallup and National Opinion Research Center surveys, the 

critics note, indicate that citizen concern about crime has 

been stable since the early 1970's, and Bureau of Justice 

statistics cata show the victimization rate has been stable 

over the same per iod. Researchers question the appropriate-

ness or rationality of these levels of fear, since studies 

such as the Reactions to Crime project and other research 

consist~ntly show that those sub-groups of the population most 
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fearful of crime are also those least targeted as victims. 

Yet, people -are tired of statistics, as crime victim advocate 

and former rape victim, singer Connie Francis, told the Inter-

national Association of Chiefs of Police: 

The American public has had it. They're 
not interested in statistics ••• they're in
terested in the freedom from fear for them
selves and their families. They want to 
make it to the supermarket and to the sub
way or to work with~~t getting maimed, 
raped, mugged, killed. 

A similar viewpoint was expressed by syndicated columnist 

James J. Kilpatrick concerning the academic debate over crime 

statistics: 

The figures no longer impress. We have 
heard them too many times. Crime has be
come like the weather. Everybody talks 
about it, but there is a dispirited ac
ceptance that nothing ca~ be done about it.. 
Crime is a part of life. 8 

Although Americans may have become more tolerarit of higher 

levels of crime, their response has not been entirely apa

thetic. One of the most significant findings of Hallcrests's 

research project is that nself-helpn measures,39 both individ

ually and corporately, are being taken at a time when law 

enforcement resources have stabilized and, in some cases, 

declined. 

Growing numbers of Americans have undertaken "self-helpn 

measures to better protect themse1ves--e.g., by using locks, 

lighting, guns, burglar alarms, citizen patrol, security 

guards, and engraving valuables. Forty percent of the people 

responding to surveys in ten neighborhoods in Chicago, Phila

delphia and San Francisco in the Reactions to Crime research 

project had installed some form of security device in their 

homes in the past few years because of their perception of 

crime. Similar data were found in the case study sites for 

Hallcrest's project. The Oregon Crime Analysis Center surveys 

found in 1982 that over one-half of the respondents had placed 

stronger locks on doors ~nd windows, improved lighting of 

their homes and yards or installed burglar alarms in the past 

year. At the other end of the spectrum! 51,000 handguns were 

purchased in Dade County, Florida, in 1980 as homicides soared 

to the highest per capita rate of any American jurisdiction. 

Regardless of statistical correlation, increasing numbers 

of citizens are protecting themselves in direct response to a 

crime event, identification with similar neighborhoods or 

victims, or a general fear of crime (founded or unfounded). 

Skogan and Maxf ield (1981) found tha t purchases of home pro

tective devices were most strongly linked with the variables 

of: (1) home o\!"nership, (2) confidence in the neighborhood, 

and (3) long term commitment to actually remaining in the 

area. 40 In addition, Podolefsky and Dubow (1982) found com

munities of young professionals more likely to undertake pro

tecti ve measures. 4l Insurance premium reductions are incen

tives for some homeowners to install security devices, with 

credits ranging from 15% to 20% for installation of central 

station monitored burglar and fire alarm systems and deadbo1t 
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10cks.42 Insurance premium reductions are also an incentive 

for installation of loss prevention equipment by business and 

government. The Insurance Service Office, for example, recom

mends up to a 70% premium credit for central station alarm 

systems with protected openings at the basement, first and 

second floor levels and central station response within 15 

minutes of an alarm signal. 43 

A developing area of law also suggests that landlords, 

businesses and other property owners may have a duty to pro

vide adequate protection for their tenants, employees, 

customer s, and vis i tors. In Butler V. Acme Markets, the New 

Jersey Supreme Court reviewed the issue of merchant responsi

bility to pro~ect their customers from the acts of unknown 

third persons. 44 The court rejected the argument that per

sonal security of individuals is solely a police function. 

(Organization responses to crime and establishment of security 

programs and measures are discussed more fully in Chapter 4). 

Subsequent chapters of Hallcrest's research project docu

ment the growth of private security goods and services as 

measured by government data, market research reports and Hall

crest national surveys. In addition to the data, the majority 

of chiefs and sheriffs in the Hallcrest national surveys 

reported an increased use of private security in their com

munities during the same five-year period when they often 

repo,rted police resou.rces as stabilizing or declining. Pri-

vate protection resources have begun to play an increasing 

role in the protection of America. 
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2.3 CRIME PREVENTION PROGRAMS 

In the 1960's and early 1970's citizen-initiated crime 

prevention programs usually were not encouraged by law en

forcement agencies. Citizen patrols, especially, were dis

couraged and often viewed as "urban vigilantes.,,45 A decade 

later, the Guardian Angels also encountered police indiffer

ence and antagonism as their street patrols comprised of young 

adults and adolescents were established in major cities. 

Through the efforts of the Crime Prevention Coalition, the 

National Crime Prevention Institute and other organizations, 

crime prevention programming and materials greatly increased. 

The Hallcrest national surveys found that over 90% of police 

and sheriffs' departments had established formal crime preven

tion programs. Gradually, the police began to perceive limi

tations in isolated crime prevention efforts and began reach

ing out to the community to forge partnerships with neighbor

hood groups. The community both sought and embraced proactive 

programs such as block and apartment watches, property en

graving, home security surveys and street and building pa

trols. As FBI Director Webster noted, crime prevention became 

a "watchword in almost every community.,,46 From the "canyon 

watches" of San Diego to the "alley watches" of Minneapolis, 

residents have increasingly begun to "take a stake" in the 

safety of their neighborhoods. 

Podolefsky and Dubow also examined the dynamics of local 

participation in crime prevention activities. Their data 

suggest that groups are not established in response to crime, 
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but rather crime prevention programs evolve from established 

groups to which neighborhood members already belong. Partici

pation in crime prevention programs is most closely associated 

with membership in these organizations and there is no "sys

tematic evidence" that participation in these programs is 

associated with an individual's attitude toward crime. Yet, 

Neighborhood Watch programs have been established in thou

sands of communities, often independent of any existing neigh

borhood association. In California, for example, over 50,000 

such programs alone serve 85% of the state's population. 

Civic-minded volunteers have become active in patrolling their 

ne:ghborhoods as "supervised offspring" of the police and have 

also started a renewal of police and sheriffs' auxiliary and 

reserve units. 

Ironically, a literature review conducted by the Reac

tions to Crime project suggested that crime awareness and 

prevention programs sponsored by law enforcement agencies may 

increase citizen fears of crime. Nevertheless, the Neighbor

hood Watch and other community-based crime prevention programs 

since their inception have generally been acknowledged to 

have some measurable impact on crime. Interestingly, Jacob 

and If i neb err y , in the i r t h r e e - dec a des t u d Y 0 f pol ice r e

sources, concluded that citizens should take greater precau

tions with themselves and their property, but thought it 

unlik ely that" indi vidual" pr i\1'ate actions w ill overcome the 

national trends which seem to generate crime. Yet in 1982, 

crime reported to the police had slightly decreased nationally 
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for the first time, according to the FBI Uniform Crime Report 

program. These decreases were experienced in many major 

cities, not just smaller communities. Law enforcement ad

ministrators began lauding Neighborhood Watch and other citi

zen cr ime prevention programs for having a measurable i: .. ct 

on crime in their communities.47 

[These citizens] and several thousand other 
Washington area residents, the region's 
police chiefs among them, are convinced 
that the army of citizens participating in 
such Neighborhood Watch prog rams played a 
major role in reducing crime in every 
jurisdiction here last year. 48 

We are proving property crimes can be de
terred and prevented. It is no coincidence 
that during this period ••• the number of 
Neighborhood "Watch gi~ups in Fairfax County 
passed the 250 mark. 

Conspicuously absent from police-based cr ime prevention 

programs, however, is the input of the 1.1 million persons 

employed in private security. Crime prevention and proactive 

approaches to crime control have long been a primary orienta

tion of private sector protection programs. Yet, there is 

little cooperation between the public and private sector in 

crime prevention programs. The February 1983 Police Chief 

feature on "Reducing Residential Crime", for example, failed 

to even mention private security as a potential resource. The 

remainder of this report will document the resources, contri

butions, and deficiencies of private security, their relation

ships with law enforcement agencies, and prospects for forging 

a partnership to combat crime. 
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CHAPTER 3 

CRIME IN BUSINESS AND INSTITUTIONS 

The common ground for interaction between law enforcement 

and private security resources is crime. Most crime con-

fronting individuals and neighborhoods is expressed as index 

or "ordinary" crime in the Uniform Crime Reporting (UCR) 

system. Crimes against business and "white-collar" crime and 

the closed environments of institutions pose a different set 

of problems and demand organizational responses to crime in 

addition to those provided by law enforcement agencies. This 

chapter explores the nature, extent and impact of economic 

crime; some international aspects of crime affecting business; 

and methods for resolution of crime in business and institu-

tions. This discussion provides the structure within which to 

examine the resources of private security in subsequent chap-

ters of Volume I and to explore the interrelationships of 

private security and law enforcement in Volume II of this 

report. 

3.1 THE EXTENT AND COST OF ECONOMIC CRIME 

3.1.1 Introduction 

Much of the public's perception of crime and protection 

resources is formed by impressions of the local "crime rate" 

which is based on the UCR index of crimes. This standardized 

index, along with periodic victimi:r.ation studies, provides a 

fairly systematic measu~ement of "crime in the community" for 
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f the average citizen. Law enforcement executives and community 

leaders commonly discuss allocation of police resources and 

enforcement programs on the basis of the crime index. In the 

business communi ty, however, ther e is no readi ly acceptable 

measure of crime. In fact, the lack of standardized defini-

tions, classifications, and the ~nderreporting of ~rime con-

tribute greatly to problems of measurement. This section 

presents a work ing def ini tion ()f economic cr ime, its impact, 

and an updated estimate of the cost of business crime. The 

following discussion is not intended to be an in-depth, schol-

arly treatment of this subject; rather, it is an attempt to 

convey the magnitude of the crime problem to which the re-

sources of law enforcement and private security are directed. 

3.1.2. Economic Crime and Its Impact 

Most of the literature and study projects tend to classify 

"crime in business" as crimes against business, as internal 

and external theft (its major components), as ordinary crime 

and white-collar crime, or as economic crime. We suggest that 

the differences are more than just semantics, and that focus-

ing on the "economic" aspect of crime provides a fuller appre

ciation of the true economic impact or overall cost of "work 

place" crime to business, government, and the public. 

3-2 

3.1.2.1 Defining Economic Crime 

Most crimes against business fall into the traditional 

legal category of crimes against property. These include 

arson, burglary, robbery, and various forms of theft or 

fraud--both external and internal. Crimes against business at 

first glance would not seem to include crimes against persons, 

but some persons become the victims of crime because of their 

connection (direct or indirect) with a business enterprise. 

For example, business executives have been kidnapped for ran

som to be paid by their companies, and bank officers and/or 

their families have been held hostage as part of bank rob

beries. One source estimated that business paid more than 

$250 million in ransoms during the 1970's.1 

As early as 1949, Sutherland in his pioneering book, 

Nhite-Collar Crime, sought to document the existence of crime 

committed by otherwise noncriminal stereotypes. Law enforce

ment agencies directed virtually no resources to investigation 

and prosecution of what is now colloquially referred to as 

"crime in the suites" as opposed to "crime in the streets." 

Today, the existence of white collar crime--largely acts of 

fraud and embezzlement--is unquestionably accepted by re

searchers and law enforcement agencies. The Federal Bureau of 

Investigation (FBI) has labelled it "the crime of the 1980's" 

and has nearly 25% of their available manpower (1700 special 

agents) assigned to its detection. 2 Yet, there is not uniform 

agreement among reseurchers, the business community, and law 

enforcement on definitions, classification and measurement of 
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white-collar crime. Dinitz (1982) provides an excellent anal-

ysis of white-collar cr ime issues, including a content anal-

ysis of important business periodicals and an evaluation of 

leading authors in the field of white-collar crime. 3 Focusing 

on white-collar crime, however, ignores the economic impact of 

"ordinary crime"4 against business, especially small business. 

Legitimate business enterprises not only are concerned 

about crime perpetrated directly against their business p but 

also are grea~ly concerned about forms of crime that represent 

themselves to the public as ordinary businesses. Every form 

of fraud on the consuming public has a strong impact on busi-

nesses trying to sell the same product or service honestly. 

For example, pirating of copyrighted recorded music or video 

tapes deprives both the customer of the genuine item he thinks 

he is buying and the recording artist and studios of the 

rightful reward for their talents. The Record Industry Asso-

ciation of America estimated that more than 600 million of the 

two billion records and tapes sold in the u.s. in 1980 were 

unauthor ized in some way--a loss of as much as $1 billion in 

entertainment industry revenue. S 

Thus, we offer for consideration a working definition of 

economic crime which suggests its breadth and pervasiveness in 

America and a basis for measurement of its true impact and 

cost: 

Economic crime is illicit behavior having 
as its object the unjust enrichment of the 
perpetrator at the expense of the economic 
system as a whole and its individual com
ponents. The consequences of economic 
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crime are increased costs that are passed 
on to consumers and taxpayers and that 
place a financial burden upon the business 
community, the government, and, ultimately, 
the public. This working definition of 
economic crime is intended to encompass the 
terms of white collar crime, crimes against 
business, management fraud, ordinary work
place crimes in organizations, and fraud 
against the government and consumers. 

This definition accommodates crimes against both business and 

government, thereby recognizing the major role government ex-

penditures play in the operation of the economy. This defini

tion could be supported by most standardized definitions of 

economics which contain generalized descriptions of how re-

sources are used to produce goods and services for distribu-

tion and consumption. Economic crime is crime that keeps the 

economy from operating in accord with society's reasonable 

economic, social and political expectations. For example, in 

his basic text, EconQmics, Paul A. Samuelson defines economics 

as follows: 

Economics is the study of how men and so
ciety choog with or without the use of 
money, to employ .§.£.q~ productive re
sources to produce various commodities over 
time and distribute them for consumption, 
now and in the future among various people 
and groups in society.6 

Of the many significant concepts in that brief definition, 

consideration of how money is obtained and used to produce 

goods helps to illustrate how crime affects the economy. 

Business enterprises obtain money in three major ways: by 

selling interests in the business, by borrowing money, and/or 
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by selling the products or services they produce. These 

methods have historically had problems which have necessitated 

the enactment of criminal statutes; the following section 

examines some of those problems. 

3.1.2.2 The Direct Impact of Crime 

States have "blue sky" laws to control schemes to persuade 

investors to invest money in worthless enterprises. The Secu-

rities and Exchange Commission regulates public issues of 

stock and the operation of stock exchanges. Nevertheless, a 

variety of stock frauds are still perpetrated. In one large-

scale stock fraud, for example, six persons were indicted for 

scheming to defraud more than 200 investors of nearly $40 

million in fraudulent coal-mining ventures. 7 

Business borrowing also entails opportuni ties for crime. 

Corporate bonds can be counterfeited or stolen. In August, 

1981, for example, the FBI recovered $50 million of stolen 

bonds and arrested three persons on charges of embezzlement, 

theft and conspiracy.8 This has an impact on the corporation, 

the brokerage firm and the legitimate bond holders. Money or 

goods can also be obtained as part of a planned bankruptcy, 

with the creditors (ordinarily other businesses) being the 

victims. Even financial institutions themselves have col-

lapsed as a result of planned bankruptcy through fraud and 

embezzlement. 9 In addition, credit is paid for by interest, 

which gives rise to the possibility of usury. The high prime 

interest rates during the recent recession and the restricted 
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money supply policies of the Federal Reserve Board certainly 

encouraged usury for companies caught in the recession with 

limited cash reserves, declining sales and a desperate need 

for cash. 

Selling often involves the extension of credit to cus-

tomers, and the extensive use of credit cards. The advent of 

Electronic Funds Transfer, and Automatic Teller Machines dra-

matically increased opportunities for credit card fraud or 

"electronic crime." Now a single bank credit card and per-

sonal identification number allows a thief to not only obtain 

goods and money with the card, but also to direct monies into 

other accounts and form the basis for elaborate check-writing 

schemes. The rapid real-time transactions allow many illicit 

funds and goods to be obtained before internal auditing con-

troIs can detect the unauthorized use of an account or credit 

card. Merchants suffering adverse effects from lagging cash 

sales in a recessionary economy have often had to accept major 

bank credit card purchases, thus risking additional business 

losses through potential fraudulent use. 

The most common ways of illegally taking money from a 

business enterprise have been robbery, burglary, larcency, and 

embezzlement. stealing, however, has become more sophisti-

cated and complicated, and can involve acts not generally 

thought of ~s "crime." Falsification of records, for example, 

leads to payments for goods never received and for hours never 

worked, sometimes to nonexistent employees. In an annual 

study of waste and abuse of on-the-job time, it was ~stimated 
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that in 1981 employees cost the American economy "a staggering 

$120 billion" resulting from employee "time theft"--excessive 

socializing, conducting personal business on employer time, 

late arrivals, abuse of sick leave, etc. lO An interesting 

example of fraud is the estimated $73.2 million a year lost by 

the Bell Telephone operating companies through fraudulent 

billings, that is, telephone calls charged to a number that is 

not the caller1s own. ll About $48 million of the loss is from 

pay phones. While falsification of records, theft of time, 

and fraudulent telephone billings may seem like insignificant 

items, in the aggregate thay can have just as devastating 

economic impact as many more traditional forms of crime. 

Computer crime has been onp of the more dramatic changes 

in organizational crime patterns in the 1970 l s and could 

become the most economically devasting crime of the 1980 1s. 

Al though the real f igur e is unknown, the a verage loss from a 

computer crime" has been estimated at $500,000 by the FBI.12 

Manipulation of c~mputer programs and access codes can move 

money from one account to another or even out of the business 

account altogether. The $21.3 million embezzlement of Wells 

Fargo Bank in 1981, to set up boxing promotion companies of 

Harold Smith, was accomplished by manipulation of computer 

entries between two Wells Fargo branch offices. An elaborate 

scheme of credits and debits was posted in amounts just under 

one million dollars to avoid detection by the internal audit

ing controls. 13 
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In the preceding paragraphs we have sketched some problems 

in raising and retaining money for the production and distri

bution of goods. By focusing on other elements of Samuelson1s 

definition of economics, we could identify other crimes that 

would affect the production and distribution of goods. For 

example, sabotage of high-technology machinery can interfere 

with the production of goods, weaken the company competitive 

position from excessive downtime, and greatly increase capital 

or maintenance expenditures if the damage is especially 

severe. Cargo theft disrupts the distribution of goods for 

the manufacturer and wholesaler and restricts available inven

tory for the retail merchant. Like the other examples of 

crime cited above, these crimes against business viewed in 

economic terms (as economic crime) have far-reaching impact 

beyond the direct dollar loss of money or goods. 

3.1.2.3 The Indirect Costs of Crime 

The secondary or indirect costs of economic crime against 

business can be conveniently grouped into three categories: 

costs to business, government and the public. 

The effects on business include: 

• increased costs of insurance and security protection; 

• costs of internal audit activities to detect crime; 

• cost of investigation and prosecution of suspects mea
sured in terms of lost time of security and management 
personnel; 

• reduced profits; 
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• increased selling prices and weC:J.kened competitive 
standing; 

• loss of productivity; 

• loss of business reputation; 

• deterioration in quality of service; 

• threats to the survival of small business. 

The effects on government include: 

• costs of investigation and prosecution of suspects; 

• increased costs of prosecuting sophisticated (e.g., em
bezzlement) and technology-related (e.g., computer) 
crime; 

• costs of correctional programs to deal with economic 
crime offenders; 

• cost of crime prevention programs; 

• cost of crime reporting and mandated security programs; 

• loss of tax revenue (e.g., loss of sales tax, untaxed 
income of perpetrator, and tax deductions allowed busi
ness for crime-related losses). 

The effects on the public include: 

• increased costs of consumer goods and services to offset 
crime losses; 

• loss of investor equity; 

• increased taxes; 

• reduced employment due to business failures. 

These effects are concerned only with those related to 

nonviolent business crime, but if the total crime environment 
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of institutions (school, hospitals, museums, etc.) were also 

considered, the effects on institutions would include: 

• declining enrollment, attendance, or occupancy due to 
crime-related incidents; 

• employee turnover and recruitment costs due to fear of 
crime incidents; 

• increased costs of service; 

• increase~ costs of insurance and security protection. 

The Department of Commerce suggests that three out of ten 

business failures are related to crime 10sses.14 A 1967 Small 

Business Administration study, which measured loss as a per

centage of total receipts, found that the impact of crime was 

significantly greater in small businesses than in large busi

nesses. lS The smallest businesses (less than $100,000 in 

revenue) suffered an impact three times greater than the 

average business in their study, and 35 times greater than 

businesses with receipts greater than $5 million. In addi

tion, researchers in the ~me in Retailing study found that 

food retailing inventory shrinkage increased as sale volume 

decreased. 16 If this correlation were true for all retailing 

or all business, then one could expect greater amounts of loss 

in the past few years during a recessionary economy. The 

latest National Mass Retailing Institute (NMRI) retail theft 

study noted a dramatic increase in employee theft in the past 

year. During 1982, businesses have been filing bankruptcy at 

the rate of about 500 every week. Dun and Bradstreet pre

dicted total commercial and corporate failures to approach 
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24,000 by year's end.17 This total does not include an esti

mated 4,000 firms weekly that "simply fold up and quit after 

paying off their debts."18 The role of crime-related losses 

in this massive number of business failures may be signifi-

cant, especially given the impact of small business on the 

economy of communities. 

3.1.3 Sources for Measuring Economic Crime 

3.1.3.1 The Extant Literature 

The Uniform Crime Reporting (UCR) system primarily ad-

dresses specific crime types and their incidence across a 

large number of victim populations. Until recently, most 

victimization studies tended to focus on the citizen victim 

and households rather than on the commercial victim. A body 

of literature exists on crimes against business and institu-

tions as well as the crime prevention and response techniques 

utilized by them. The major sources of available literature, 

listed on the basis of volume of information found, are pri-

vate security publications, government publications, business 

publications, criminal justice/social science publications, 

law journal articles, and association/corporate publications. 

Since Secur i ty Management (published by the Amer ican So

ciety for Industr ial Secur i ty) and Secur i ty Wolli began pub-

lication in 1957 and 1963 respectively, s~veral other 

security-related publications have emerged which provide both 
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general and specific information on crime and security, e.g., 

Journal of Security Administration, ,Assets Protect.ion, AlaL.ID 

Signal, Security Systems Administration, and Security Dis

tributing and Marketing. In addition, several subscription 

newsletters provide information from proprietary sources, news 

articles and surveys and other studies; e.g., ~ Alert, 

Security Letter, Security Systems oigest, Corporate Security, 

and fie Lipman Report. Newsletter and journal articles are 

typically oriented toward the operating security practitioner. 

with the exception of the Journal of security Administration, 

these publications are not intended to be scholarly publica-

tions. Articles on the cost of crime are infrequent because 

the above-mentioned journals, magazines, and newsletters pri-

marily serve as a forum for practitioners to present personal 

experiences, case studies and ideas for dealing with problems, 

articles on the cost of crime are infrequent. Furthermore, 

most statistical data in such articles are superficial, such 

as parenthetical references to association estimates or other 

studies. 

A large portion of the literature emanates from the aca-

demic and business communities; here too, the focal point is 

not the cost of crime, but rather case studies or studies with 

a limited survey population or aspect of a particular crime 

topic. Some of the legal and business publications reviewed 

for cost of crime data include Harvard Business Review, N2ll 
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Dun's Business Month, Journal of Accountancy, Economist, Jour-

nal of Contemporary Law, Criminal Law Quarterly, Banking and 

American Criminal Law Review. In addition, several PhD dis-

sertations and approximately 50 abstracts of dissertations 

were reviewed. 

Among the criminal justice and government publications 

included in our review were periodicals, including Police 

Chief, the Journal of Criminal Justice, and the International 

Journal of Criminology and Penology; crime prevention manuals 

prepared by state and local crimil'al justice agencies; and 

reports by the U.S. Department of Commerce Small Business 

Administration, Bureau of Domestic Commerce, and LEAA. Asso-

ciation and corporation publications include such groups as 

the Chamber of Commerce of the United States, National Dis-

trict Attorneys Association, American Bar Association, Honey-

well, Inc., Figgie, Inc., the National Retail Merchant's Asso-

ciation, Peat, Marwick, Mitchell and Co., Arthur Young and 

Co., and National Coalition to Prevent Shoplifting. This 

group of publications either utilized the cost estimates of 

other sources or reported on findings of special projects or 

surveys undertaken by their organizations. 
. 

The various publications bring a multitude of disciplines 

and fields to bear on the study of crime and measures to pre-

vent and contain cr ime. However, no single source or set of 

sources currently available provides an overview of the cost 

of crime perpetrated against, and by employees of business, 

industry and institutions. As subsequently noted, there are a 
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multitude of problems in attempting to measure the severity 

and cost of economic crime. Several scholarly works address 

these methodological issues.19 

3.1.3.2 Inconsistency of Data Sources 

The most frequently quoted figure for the C()st of crimes 

against business is $40 billion a year, which has sometimes 

been expressed as 1% of the Gross National Product (GNP). 

This statistic and other supporting statistics usually come 

from one of five national efforts to estimate the costs of 

crime against business: 

• ~mes Against Small Business, A Report of the Small 
Business Administration, 1969. 

• The Economic Impact of Crimes Against Business, U.S. 
Department of Commerce, 1972 (Updated in 1974 and 1976). 

• Handbook on White Collar Crime, Chamber of Commerce of 
the United States, 1974. 

• Costs of Crim~, A release of the Joint Economic Com
mittee, Congress of the United States, 1976. 

• a.a.Q.kg.t..QJ.ln.Q...I-F..ing.ing~.a.o.g_R~.Q..Qm IDJe. n d a t ion s , ~m~ 
Against ausiness Project, American l-lanagement Associa-
tions, 1977. 

Table 3-1 compares the statistics of these projects for es

timated costs of crime against business, by type of crime. 

These estimates are not truly comparable since they covered 

different time periods, used different methodologies, and did 

not consider the same offenses. Qnly two of the listed crimes 

(check fraud and pilferage/employee theft), for example, were 

considered by all four groups, and thc:~ number of crimes 
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TABLE 3-1 

ESTIlwlATED COSTS OF CRIME AGAINST BUSINESS, BY CRIME 

TYPE OF CRIHE 

Arson 

Bankruptcy Fraud 

Bribery, Kickbacks, 
Payoffs 

Burglary 

Check Fraud 

Computer-related 

Consumer Fraud 

Credit Card Fraud 

Embezzlement 

Insurance Fraud 

Pilferage/Employee 
Theft 

Robbery 

Securities Theft/ 
Fraud 

Shoplifting 

Vandalism 

Receiving stolen 
Property 

TOTAL 

SNALL 
BUSINESS 
ADMIN. 

(1967-68) 

.958 

.316 

.381 

.077 

.504 

.813 

$ 3.05 

SOURCES 
($ Billions*) 

CHAIviBER OF 
COlvlMERCE OF 
THE U.S. 

(1974) 

0.08 

3.00 

1.0 

0.10 

21. (1 

0.1 

3.0 

2.00 

4.0 

4.00 

3.50 

$ 41.7 

AMERICAN 
MANAGElYIENT 
ASSOCIATIONS 

(1975) 

1.3 

3.5-10.0 

2.5 

1. 0-2.0 

0.5 

4.0 

2.0 

5.0-10.0 

5.0 

2.0 

2.5 

$ 29.3-41.8 

*(Total cost estimates may not be exact due to rounding.) 
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JOINT 
ECONOMIC 
COMlwlITTEE 

(1976) 

.103 

3.85 

1.12 

• 129 

27.0 

.500 

3.86 

2.50 

4.84 

.291 

$ 44.2 

studied ranged from six to eleven. The Small Business Admin

istration (SBA) study focused on "ordinary crimes" against 

business (burglary, robbery, shoplifting, etc.), whereas the 

Joint Economic Committee was concerned primarily with "white 

collar cr ime" (fraud, embezzlement, br ibery, etc.). The pr i

mary reason for the difference in estimates is that the goals 

and methodologies of each study were different. 

In Table 3-2 Department of Commerce estimates are present

ed, by business sector, for crime against business. As in the 

SBA study, ordinary crimes are used, yet there is neither a 

breakdown of the cri~~s nor a discussion of the methodology 

used to drive the estimates . 

These studies do have one theme in common: the lack of 

consistency among data sources, preventing the development of 

a sound data base. Each of the major study efforts or reviews 

thereof clearly identified this issue as a shortcoming of the 

estimates of economic crime. 

The most serious difficulty associated with 
analyzing the impact of crimes against 
business continues to be the sparseness and 
sporadic nature of. the data available. 
Figures are seldom based on comparable 
definitions or time periods, and many data 
gaps exist. 

The Cost of Crimes Agai..nsJ; Business 
U.S. Department of Commerce 

The data which have been gathered are of 
'questionable validity' because there are 
no uniform standards for collecting eco
nomic crime data among the relevant agen
cies. 

Committee on Economic Crimes 
American Bar Association 
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TABLE 3-2 

u.s. DEPARTMENT OF COMMERCE 

ESTIMATED COSTS OF CRIME AGAINST BUSINESS BY BUSINESS SECTOR 

($ Billions) 

BUSINESS SECTORS 

Retailing $ 4.B $ 5.2 $ 5.B 

Manufacturing 1.B 2.6 2.B 

Wholesaling 1.4 1.B 2.1 

Services 2.7 3.2 3.5 

Transportation 1.5 1.7 1.9 

TOTAL * $ 12.2 $ 14.5 $ 16.1 

$ 6.5 

3.2 

2.4 

4.3 

2.3 

$ IB.7 

* The Commerce Department also estimated the cost of arson and the 
costs of business crime prevention. When including these costs 
the total crime losses to business were, in billions, for 1971 ~ 
$15.7; 1973 - $lB.3; 1974 - $20.3; and 1975 - $23.6. 
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There is no single, centralized compilation 
of white collar crime statistics similar to 
the statistics on street crime compiled by 
the FBI in its annual Uniform Crime ~e
ports. Such statistics as are available 
are generally located in relatively inac
cessible reports. 

Congressional Research Service 

There are little or no hard data on losses 
to business due to nonviolent crime, either 
at the macro or micro levels. 

Crimes Against Businesses Project 
American Management Associations 

In part, due to recognition of this problem, an Inter

agency Committee to Assess the Impact of Crimes Against Busi

ness was established ln 1974, chaired by a representative of 

the Department of Comme~ce. Original members of the Committee 

included the Small Business Administration, Departments of 

Treasury, Justice, Transportation, The Board of Governors of 

the Federal Reserve System, and the Federal Deposit Insurance 

Corporation. Membership was later expanded to include the 

LEAA, the DepartmAnt of Housing and Urban Development, and the 

Securities and Exchange Commission. The primary purpose of 

this Committee was to facilitate the collection and analysis 

of data on crime against business and to evaluate the effec-

tiveness of measures to control this crime. Prior to dis-

banding, when its charter expired on June 30, 1977, the Com

mittee published E~d~XA~_GQY~~nIDgn~_SQg~£§I_Qn_tLiID~A 

Against Business. 

The Deputy Director of Business Research and Analysis for 

the Bureau of Domestic Commerce, in testimony before the House 
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Small Business Committee's Subcommittee on Special Small Busi-

ness Problems, urged a mandatory reporting process for busi-

ness crime: 

Government must focus its attention and 
initiatives on filling the data and infor
mation gaps ••. any proposal for improving 
data on a national level suffers from the 
necessity to impose r~orting requirements 
on the private sector. 

Stopping short of actually recommending that reporting be man-

dated by government, he recommended that nmost importantly, 

the private sector must develop comprehensive crime loss mea

surement. n21 

Concurrent with the phase-out of the Interagency Committee 

and the Department of Commerce's Crimes Against Business pro-

gram, (which published .ctimes in Retailing, and ~mes in 

Selected Services Industr ief?), var ious groups recommended the 

establishment of a national economic crime/private security 

institute. In response, Attorney General Griffin Bell estab-

lished the National Economic Crime Project (NECP) in May 1978. 

Among the concerned groups were the Private Security Task 

Force to the National Advisory Committee on Criminal Justice 

Standards and Goals, The Private Security Advisory Council to 

LEAA, the Crimes Against Business Council of the American 

Management Associations (AMA) and the Business Advisory Panel 

on White-Collar Crime of the Chamber of Commerce of the united 

states. A major recommendation of the AMA Crimes Against 

Business Council was to establish a National Economic Crime 
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Center. The Attorney General's NECP did not pursue its estab

lishment, but both the AMA and the Chamber of Commerce raised 

some key issues concerning inadequacy of economic crime data 

which are still viable issues five years 1ater: 22 

• Information Clearinghouse. There is no central source 
of economic crime and security statistics or research, 
nor is there a clearinghouse for security-related re
search literature oriented to the needs of business and 
industry. 

• Business Crime Research. Most federally funded security 
research is aimed at government's needs. Very little 
research is directed to the needs of business or private 
security. 

• Pr iva te Secur i ty Research. substantial effort should be 
directed toward improving and increasing private secu
rity's abilities to prevent and reduce crime. 

3.1.4 Problems in Measurement of Economic Crime 

3.1.4.1 Industry Reporting 

As noted above, the largest problem in comparing the major 

study efforts and other data is inconsistency--in time per

iods, in methodologies, and in the offenses included. There 

have been four major obstacles preventing development of an 

ongoing program of reporting (~ me and loss data by business 

and industry: (1) lack of accepted definitions,23(2) lack of 

a data base upon which to build and measure trends, (3) busi

ness and industry have not developed good measures of report

ing crime-~elated losses, and (4) organizations are generally 

reluctant to release financial loss data that could reflect 

adversely on them. Thus, updating an estimate of merely the 

3-21 



:1 
" 

" 

direct cost of crime becomes a new, independent effort "from 

scratch" each time it is undertaken, and results in a duplica-

tion of effort. 

Two reports published by the U.S. Department of Commerce 

on crimes against business, Crime in Retailing and Crime in 

Service Industries, highlight the problem of industry report

ing of crime. In the .clime' In Retailing report, over 50% of 

the survey respondents in the food retailing sector stated 

that they did not even keep records of loss experiences--they 

were unable to determine whether inventory shrinkage was due 

to shoplifting, internal theft, shorted shipments of merchan-

dise, accounting errors, etc. Yet, this industry is among the 

most vulnerable to crime through shoplifting and employee 

theft. The Introduction to the report noted the problems of 

nonreporting: 

Most crimes against retail store operators 
are not reported to law enforcement offi
cers, and therefore do not appear in sta
tistical reports on the incidence of crime. 
In the case of shoplifting or theft of 
merchandise by employees, the crime is 
often ~~t discovered until an inventory is 
taken. 

In the ~IDe in Service Industries report, significant 

men t ion was nl a c1 e 0 fun c1 err e p 0 r tin g 0 f c rim e an c1 t 11 e I a c k 0 f 

reporting systems while estimating a $9.2 billion cost of 

crime for this business sector. 

Most important, the figure cannot be ad
justed for unreported crime, which is sub
stantial in the ser.vices sector as it is in 
all business. For some entire industr ies, 
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there is a complete lack of figures. Al
though the phrase has become over-quoted, 
kno\' crime in the services ~ector is 
merely the 'tip of the iceberg.,2 

----~~~ -- ~-

In some industries there is concern for public embarrassment, 

adverse publicity, and decline in business from reporting los

ses due to crime. The lodging industry, for example, tends to 

minimize its crime losses for fear of adversely affecting 

occupancy rates. Researchers for the report found that the 

only industries computing and reporting losses at that time 

were the transportation and financial sectors, where some 

reporting is mandated by federal regulations. Even in these 

sectors, it is difficult to get accurate reporting. 

In cargo transportation services, for example, carriers 

regulated by the Interstate Commerce Commission (ICC) trans

port only carry one-third of all manufactured goods tonnage in 

the united States. Crime loss figures could not be computed 

for the private carriers, shippers, manufacturers or merchants 

using th~ir own vehicles to carry another one-third of the 

total tonnage. In addition, despite the emphasis on hijacking 

(less than 1% of total claims), "the crimes that cause far 

greater losses, in the aggregate, are the 'nickel and dime' 

thefts and pilferages."26 These crimes are excluded from both 

the non-ICC regulated carriers and from the regulated carriers 

since reporting is required only if the losses exceed $100. 

The major sources of the report's air cargo losses due to 

crime were Airport Security Councils (ASC) at major airports 

which collect data on air cargo losses. Yet, it is not the 
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airport that sustains the loss, but the individual airline, 

which mayor may not choose to release loss data. Air cargo 

losses are only estimated losses from those which airlines 

choose to report. 

The following quotation, taKen from the u.s. Chamber of 

Commerce 1974 Handbook on White Collar Crime, illustrates some 

of the techniques used in developing "estimates": 

.•• The 'not less than $40 billion' estimate 
does not pretend to be the result of a 
rigorous statistically valid survey and 
shc:uld not be regarded as 'the cost of 
whlte collar crime.' No one has ever 
r~ally computed ~ven a reasonably accurate 
flgure. The estlmate cited here is based 
on (l).p;evious estimates by responsible 
authorltles (even their figures for a oiven 
kind of crime may differ by many billi~ns) 
(2) inferences drawn from reasonably accu~ 
rate loss ratios, and (3) the evaluation 
and adjustment of (1) and (2) in lioht of 
research for this Handbook. 27 

J 

Compounding this problem is the fact that the major study 

projects tend to build upon one another, as evidenced by the 

Joint Economic Committee and the AMA estimates. In spite of 

these problems, noted by the u.s. Chamber of Commerce in its 

data, the costs of white collar crime projected by the .. Toint 

Economic Committee are largely based on: 

... data. presented in Handbook on White Col
lar CrlID§, Chamber of Commerce of the Uni
~ed st~tes, 1974, multiplied by the rate of 
lnflatlon 1974-1976 inclusive.28 

The AMA's "best judgement estimates" were drawn from the Cham

ber of Commerce of the United states, the u.s. Department of 

Commerce, The American Mutual Insurance Alliance, the National 
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Retail Merchants Association and various private communica-

tions. 

Figures are for 1975 and in some cases were 
arrived at by extrapolation of trends and 
allowances for inflation. They are ex
tremely tentative figures bU§ do bring home 
the gravity of the problem. 2 

3.1.4.2 Association Surveys 

The major study projects relied heavily upon the surveys 

of national associations, which are the more available sources 

of estimates on crime loss. However, two major problems arise 

in using association estimates. First, the association sur-

veys only its own membership and then often tries to general-

ize to all similar businesses based upon average loss experi-

ence in their survey. Although there is an assllID,gtion of a 

statistically valid sample, there is no way to verify the 

validity of the member sample, the level of survey participa-

tion, or the extent to which the membership and sample is 

representative of similar businesses throughout the United 

states. There also can be differences in the categories of 

business surveyed among different major national associations. 

In retailing, for example, annual loss surveys are con-

ducted by the National Nass Retailing Insti tl'te (NMRI) for 

mass merchandise, discount, department and speciality stores; 

the National Retail Merchants Association (NRMA) for general 

merchandise, department and speciality stores; and the Na

tional Coalition to Prevent Shoplifting for food, drug, and 
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general merchandise stores. In the NMRI 1981 survey, re-

sponses were received from 50 retailers representing 5,600 

individual stores, and the 1982 survey received responses from 

127 retail organizations representing more than 25,000 stores. 

The NRMA surveys its membership to obtain an average shortage 

or shrinkage ratio (the difference between actual and book 

inventory expressed as a percentage of sales), then applies 

the shortage ratio to the full membership's sales. The Ka

tional Coalition to Prevent Shoplifting surveyed nearly 3,500 

retailers in 37 states in their National Researc~port on 

Shoplifting. 1981-82, but the report focuses on shoplifting in 

food, drug and general merchandise stores. The NRMA and NMRI 

studies, however, examine the overall problem--nshortages" 

that are either unexplained or due to internal theft or other 

forms of external theft in addition to shoplifting. Data from 

the NRlo'lA and the NMRI suggest that the other forms of crime 

loss are far greater than shoplifting. 

Even when using data from two studies that focus on shop-

1 i f tin gin ret ail i n g, the a g 9 reg ate nat ion ale s tim ate s fro ITt 

the survey data can vary greatly. The National Coalition 

estimated 1981-82 shoplifting losses as 7% of sales revenue 

for the surveyed stores, yet the NRMA, in annual member sur

veys since 1970, estimates total shortage (i.e., all loss) 

consistently to be only about 2% of sales revenue. In the 

19th annual survey (1981) of shoplifting by Commercial Service 

Systems of Van NUys, California, data from 27,198 shoplifting 

apprehensions were reviewed from 668 supermarkets, 151 c~rug 
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stores and 92 discount stores. 30 Of the stores which partici

pated in the study, 92% were located in Southern California, 

and 8% were in Arizona, Colorado, Oregon, Utah, and Washing

ton. Based upon an average supermarket loss value of $10.06 

per incident, occurring at the rate of eight incidents per 

day, they estimated that direct loss of shoplifting for the 

34,900 supermarkets in the u.s. would be $1 billion per year 

in 1981. This figure, just for supermarket shoplifting in 

1981, is one-half of the total shoplifting estimate by the AMA 

in 1975 and about 15% of all retailing loss estimated by the 

u.s. Department of Commerce in 1975. 

A second major problem exists in developing estimates of 

total national crime loss from national association survey 

data: the international representation or bu~iness interests 

of some members and the subsequent reporting and use of this 

data in the literature. T. •• nssoclatlon data will often be re-

ported in news articles as representing a u.s. loss figure, 

when in fact it represents the loss experience of the associa

tion's members. Data for similar associations in the same 

field can also be confusing in this regard. Earlier, for 

e x amp 1 e , wen 0 ted the los s tot he" 'e n t e r t a i n nl en tin d tl s try n 

from unauthorized or fraudulent records and tapes. One major 

security publication reported a $1 billion figure for the 

industry, which many could infer as being U.S~ losses. In a 

Wall Street Journal article, the International Ft:deration of 

Producers of Phonographs and Videograms estimated that about 

314 million illegally copied records were sold in 1980 with a 
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street value of $1.1 billion--U.S. rul.Q Canada represented only 

$560 million of the $1.1 billion.31 

Despi te the two problems discussed above, trade and pro-

fessional association surveys do provide valuable data for 

attempting to assess loss experiences and to evaluate security 

measures being used in various types of organizations. It is 

unfortunate that more organizations do not attempt to collect 

crime loss data on a regular basis. Until then and without 

their cooperation, the prospects of developing reasonably 

accurate crime loss data are poor. 

3.1.4.3 Assets Protection and Loss Prevention Concepts 

Both crimes against business and economic crime relate to 

the profit orientation of business, but the concept of asset 

protection/loss p~evention also helps explain the nature of 

security measures against crime, the orientation to data col-

lection and reporting of crime, and especially the impact of 

crime on institutions. Security programs in business and in-

stitutions are generally organized to prevent or control los-

sesi such programs are called assets protection and loss pre-

vention. The assets protected by an organization can be 

grouped into three major categories: persons, property and 

information. (A detailed discussion of assets protection and 

loss prevention is contained in Chapter 4.) In virtually all 

organizations, assets protection and loss prevention measures 

enable the organization to function in a more secure environ-

mente 
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Data collection by most of the data sources IT,entioned in 

this chapter represent a £~m~vent perspective--i.e., the 

incidence of the crime itself--and only occasionally (through 

victimization studies) do they focus on the environment in 

whjch the crime occurs. Business, government, and other or-

ganizations and institutions, however, look at the impact of 

events on the security and safety of their environments. Such 

events include not only crime, but also fire, occupational 

accidents, and unauthor ized access into secure environments. 

In a prioritized listing of thirteen security functions re-

ported by proprietary security managers in the Hall~rest na

tional survey, crime investigation is in the lower half of 

priority functions, and crime reporting is anong the three 

least im~ortant functions in all types of organizations-

industrial, commercial, and institutional (the only exception 

is the emphasis of retailing on shoplifting in the commercial 

sector). This response is contrasted with those of chiefs and 

sheriffs in the national survey who rate arrest and prosecu

tion of suspects and the investigation of crime their number 

two and three pr ior i ties, respectively. Institutional secu-

rity managers place a higher priority on access control and 

order maintenance than on crime investigation, although criD-e 

prevention is a high priority. (A discussion of the respective 

roles and functions of law enforcement and private security is 

presented in Chapter 9.} 

The true impact of crime is hard to assess from data col

lected by the above sources, since it is collected on the 

3-29 



. ....-- .--,"""-...... ---~----- - ~ 

basis of acceptea statutory definitions. l'he crime event is 

seen by private security as a breach of security through a 

modus operandi that may transcend several crimes. The Wells 

Fargo Bank case cited earlier, for example, involved a 

computer-related crime: unauthorized electronic funds trans-

fer which resulted in the crimes of embezzlement, fraud and 

theft. Private security focuses on the hole in its "protec

tive armor" or the "loopholes" in its internal controls allow

ing certain behavior or actions to occur which become mani-

fested in a criminal event. The private sector attempts to 

orient its information collection and response on this basis, 

not on the crime event perspective of most data sources. 

3.1.5 Deriving An updated Estimate 

Even though the crime loss estimates in the major study 

projects are at least five years outdated, the $40 billion 

total business crime loss figure continues to be quoted. 

Quite simply, no organizatioll bas atten:pted to update the 

existing figures. As outlined in the preceding section, cer

tain problems exist with the statistics developed by earlier 

projects. Several major difficulties are inherent in attempt

ing to develop more recent loss figures from these estimates: 

(1) after arriving at an accurate estimate of the direct loss 

of crime, allowing for substantial underreporting, one must 

then compute the indirect costs of crime; (2) as difficult as 

it has been to estimate the losses due to ordinary crime, the 

losses due to economic/white collar crime are often greater 
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and much more difficult to estimate; (3) the growth rate of 

some economic crimes does not necessarily bear any relation

sh ip to the Un ifor nl Cr i me Index i and (4) the growth in some 

crimes--computer-related crime--has been phenomenal because of 

technology growth and vulnerability associated with the crime. 

The most frequently used technique for estimating economic 

crime has been to apply an inflationary index. The U.S. De

partment of Commerce 1975 estimate for ordinary crimes against 

business was $18.7 billion. The FBI Uniform Crime Index rose 

17.0% for nonviolent crimes during 1975--1980, while the Con

sumer Price Index rose 53.1% during the same period. Applying 

these increases to the 1975 base period figure results in a 

$33.5 billion direct cost of ordinaty crime for 1980. 

In the AMA project, the estimates for white collar crime 

($21.0 billion) were approximately the same as ordinary crime 

estimates ($21.8 billion). If white collaL crime is at least 

equal that of ordinary crime, then a "best estimate" for cost 

of economic crime in 1980 would be at least 67 billion (33.5 

ordinary + 33.5 billion white collar). At this amount, the 

direct cost of economic crime alone would represent 2.5% of 

the Gross National Product in 1980 or 3.0% of the GNP for 

business. Retained earnings of business in the U.s. were 

$331.2 billion in 1980, and before tax profits were $241.8 

billion. 32 The estimated direct economic cost of crime, then, 

in 1980 would have been nearly equivalent to 20% of retained 

earnings and about 28% of before ta~ profits of business in 

the United states. 
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Peat, Marwick, Mitchell Foundation recently completed a 

stu d yon f r au d w hi chi sen tit 1 ed, .H.Qli--t.Q.. Pre yen tan d De t e c t 

Business Fraud.33 This study estimated the total cost of just 

white collar crime and fraud in 1981 to be $200 billion! Al

though no methodology was offered for arriving at the esti

mate, are these figures plausible? Estimates of other areas 

of "extraordinary" crime suggest that the impact of economic 

crime is, indeed, far-reaching. 

Tax evasion fraud alone is estimated at $100 billion by 

the IRS in 1983 from such sources as nonfiling of returns, 

illicit criminal enterprises, unreported income, capital 

gains, dividends and interests, and profits from partnerships 

and small business.34 One independent source for Time maga

zine estimates untaxed profits from illicit criminal enter

prises at $25 billion; City University of New York Economics 

Professor Peter Gutmann estimated that undeclared income from 

the nunderground economy" totaled $420 billion in 1981--larger 

than the retained earnings of legitimate business1 35 

Estimates and surveys of experts (usually persons and 

firms who thoroughly investigate a particular crime type) and 

national associations would also suggest that an annual eco-

nomic crime figure of $200 to $300 billion may not be exag

gerated, especially given the amount of underreporting of 

crime by business. A study of 339 known cases of computer 

fraud in 1974 reported that 85% of the cases (with an average 

loss of $500,000) never resulted in criminal proceedings. 36 

3-32 

Losses from management fraud frequently overshadow compute~

related crimes--several instances involve losses of over $100 

to $200 million to shareholders alone. 37 The theft of pro-

prietary information (not normally recorded as a crime cate-

gory) was estimated by one source to cost business $20 billion 

annually in 1982. 38 The total direct and indirect costs for 

shoplifting alone were estimated to be $26 billion by the 

National Coalition to Prevent Shoplifting in their 1981-82 

survey. For cargo theft, the Air Transport Association esti-

mated air cargo theft at $1 billion in 1980, and an estimate 

provided to a Congressional committee for truck and maritime 

cargo theft was $12 billion in 1981. 39 The Associated General 

Contractors estimated $700 million in thefts of heavy con

struction machinery in 1979. 40 Expert estimates of losses 

from such diverse items as art and crude oil and oil well 

equipment were offered at $1 billion and $2 billion respec

ti vely in 1982.41 

Perhaps the greatest tec;':mological change since the past 

study projects has been in video, electronic, and computer 

technology, resulting in a whole new category of criminal 

acts. The explosion of portable stereo tape recording devices 

and horne video recording units had not yet occurred at the 

time of the previous studies, but now the industry, as noted 

earlier, is reportedly plagued with a billion dollars in 

losses. The advances in miniaturized integrated circuitry 

have created a new generation of electronic toys and business 

machines, including the personal horne computer. Theft of 
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silicon wafers, integrated circuits and other electronic com-

ponents is a major problem in the electronics industry. A 

"grey market" is acknowledged to exist where illegal shipments 

are routinely purchased at below fair market value (see Se0-

tion 5.3.1). 

By 1980 there were appLoximately 680,000 installed com

puter systems in the U.S., with increasing numbers of people 

gaining access to systems. In addition to unauthorized ma

nipulation of computers by authorized employees, a senior 

executive of a major security company commented on the now 

available technology for computer cr imes which did not even 

exist several years ago: 

Readily available equipment lets almost 
anyone intrude on a data base from remote 
sites, including foreign soil. Data com
munica tions testing and monitor ing equip
ment available from at least four vendors, 
rentable for less than $1,000 per month, 
permits anyone tapping the resource tar
geted to watch the protocols, control char
acters, ID codes and frontend software 
information, and record them on a cassette 
for home-based encryption.42 

3.1.6 Summary 

It is impossible in this project to develop an updated 

estimate of the economic impact of crime in busineRs and 

institutions. This would require an entirely separate re

search project, involving the cooperation of many diverse 

business and government data collection and analysis efforts, 

as well as an econometric analysis~ In recommending that an 
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econometric analysis be undertaken, the AMA Crimes Against 

Business Council commented: 

The costs to society of economic crimes 
against business are totally unknown. Even 
if the costs to business can only be 
crudely estimated there is no necessary 
equi valence between the costs to .f3usiness 
and the eventual costs to society. 

The important point to consider is that estimated costs of 

crime not only are subject to an inflationary factor, they are 

an inflationary factor in the economy! The cost of crime is 

passed on to the consumer, adding as much as 15% or more to 

the costs of goods paid by the consumer at the retail level.44 

The total costs of crime, however, are much greater than those 

absorbed by the retail consumer, or the sole loss of an asset 

by business. The scope of the problem increases significantly 

when secondary or indirect costs of crime outlined earlier are 

added to the direct losses from workplace crime. 

Thus, after reviewing the available crime cost data, it 

appears that the costs of. economic crime are not precisely 

known c The literature provides estimates which are, to a 

large degree, based upon earlier estimates adjusted for infla-

tion. Even using similar crime index and inflation-adjusting 

techniques, the direct cost of economic crime was at least $67 

billion in 1980, and other estimates, though not substan

tiated, would place economic crime at $200-$300 billion. The 

cumulative direct and indirect costs are much greater, and 

valid estimates are "necessary if public and private organiza

tions are to allocate their resources cost effectively. But 
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gross estimates of overall costs are useful for only gross 

policy decisions. Truly effective programs for specific 

crimes or specific industries must rest on data pertaining to 

those crimes or industries. 

Clearly, there is a substantial amount of crime in the 

community which impacts business and institutions but which 

may not be that visible to law enforcement because of their 

primary concern with violent crime and order maintenance. Any 

strategies for improving public and private resources in 

addressing economic crime must be based upon a much more 

accurate description of the economic crime problem. 

3.2 THE SEVERITY OF INTERNAL THEFT IN THE WORKPLACE 

In the literature, executives and security managers in all 

types of business and institutions indicate that employee 

theft or internal theft is a much more serious problem than 

external forms of theft. A 1979 U.S. Chamber of Commerce 

survey, for example, revealed that business executives view 

employee theft as their most serious cri~e problem. 45 The 

data from the Hallcrest national survey of proprietary secu-

r i ty managers supported this assumption. Table 3-3 lists in 

rank order the investigation frequency across all sectors 

(commercial, industrial and institutional) for twenty dif

ferent types of internal and external crime. Pilferage or 

employee theft was the only crime consistently reported as 

being investigated on. a weekly or even a daily basis. Clark 

and Hollinger found, in their study of Theft by Employees in 
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TABLE 3-3 

PRIVATE SECTOR CRIME INVESTIGATION 

RANK ORDER OF INVESTIGATION FREQUENCY 

1. pilferage/employee theft 11. cargo theft 

2. vandalism 12. arson 

3. burglary 13. terrorism/bombings 

4. check fraud 14. insurance fraud 

5. shoplifting 15. industrial espionage 

6. robbery 16. computer related 

7. embezzlement 17. commercial bribery 

8. drug abuse 18. extortion 

9. credit card fraud 19. s~curities theft/fraud 

10. receiving stolen property 20. bankruptcy fraud 

N = 676 

SOURCE: National Survey of Proprietary Security Managers, Hallcrest 
Systems, Inc., 1981. 
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Work Organizations, that about one-third of employees in any 

organization steal~ as measured by self-reporting of stealing 

by approximately 9400 employees.46 One survey suggents that 

employees in the retail business steal $15 of merchandise for 

every $1 stolen by a nonemployee. 47 Overall, it has been 

estimated that executive-level thefts account for only 15% of 

internal theft but account for 85% of the total value of 

losses. 48 Yet, the pervasiveness of employee theft with just 

"one employee stealing a few dollars a day will bleed your 

business dry in no time."49 Above we noted the failure of 

businesses due to theft in general, but Fireman's Fund Insur

ance Co. estimates that one-third of all business failures are 

caused by employee theft.50 

On the surface, it would seem incredible that so much 

employee theft occurs. Why is there so much employee theft, 

especially the pilfering of "nickel and dime" items? A survey 

of 100 CPA's and 90 data processing specialists revealed they 

think employees steal or embezzle from their employers because 

(1) they think "stealing a little from a big company" won't 

hurt; (2) most employees are caught by accident rather than by 

audit or design, thus fear of being caught is not a deterrent; 

and (3) employees "steal for any reason the human mind and 

imagination can conjure up" (i.e., rationalizations) .51 

Clark and Hollinger's study and an NIJ-funded study by 

Holzman and Mueller (1982)52 provide some empirical insight to 

these "opinions." Clark and Hollinger did not find any corre

lation between levels of income, but rather noted that where 
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there was an overriding concern for "finances" in the em-

ployee's lifestyle, there was more of a tendency to steal. 

Both studies found that there was not sufficient deterrence to 

prevent employees from stealing--"it is evident that workplace 

expectations and sanctions are permissive enough, in practice, 

to allow for a wide range of taking of material and non

material company resources."53 Many employees, especially 

younger ones, accurately perceive dimissal as being the ulti-

mate sanction for stealing. Organizations simply do not con-

vey in strong enough terms that these behaviors are expressly 

forbidden, evidenced in part by lack of prosecution and in 

part by poor employee education programs, concluded Clark and 

Hollinger. 

Holzman and Mueller argue that "rationalizations" do not 

account for the large volume of stealing, but rather, other-

wise "law abiding" citizens feel they are committing "folk 

crime" when they steal from employers--much the same as in 

committing gambling and traffic offenses. Support for this 

position is found in a Westinghouse Evaluation Institute study 

on retail shoplifting and employee theft which concluded that 

the public views these as petty offenses.54 Workplace larceny 

is viewed by the employee as a form of employment "perks 6 " 

The authors' study of twenty-five retailing companies found 

more emphasis on "mechanical deterrence" strategies (i.e~, 

limiting opportunities to steal) than emphasis on general 

deterrence strategies (i.e., transmission of information about 
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legal norms to an audience of potential transgressors). Pri

vat", security practitioners, they suggest, operate under the 

assumption that employees know that removal of company prop

erty is stealing, but employees need a strategy of "enhanced 

awareness" that clearly communicates "unauthorized use of 

company resources" is stealing, plain and simple. Holzman and 

Mueller argue for equal emphasis on mechanical and general 

deterrence strategies. 

Clark and Hollinger also noted the strong influence of 

peer perceptions of stealing on employee theft patterns in all 

types of organizations. In companies where "apprehension 

rates" were reported as being greater, the employees reported 

less theft involvement e It is not clear from either study, 

however, whether more aggressive prosecution policies would 

deter more employee theft. As noted later in this chapter, it 

appears that the majority of employee theft is not reported to 

law enforcement (police or prosecutor) and is frequently dealt 

with internally. If, in fact, mandatory prosecution for cer

tain types of theft would have more deterrent effects on em-

ployee theft, then pursuit of this policy would have far

reaching impact on the criminal justice system. Yet, respon

dents in Holzman and Mueller's study reported the actions of 

judges "downright unsympathetic" to the impact of employee 

theft on business. Increased use of the criminal justice 

system by business would have enormous implications for the 

workload of police, prosecutors and the courts. The response 

of the criminal justice system would be crucial, if employee 

theft deterrence programs are to be based largely upon suc

cessful prosecution and subsequent punishment of offenders. 

3.3 INTERNATIONAL ASPECTS OF CRIME 

3.3.1 Theft of Trade secrets and Critical Technology 

In Chapter 4 we note the concept of government-mandated 

protection of classified defense-related information and 

material, but the average citizen does not realize that u.s. 

military superiority over soviet, Eastern Bloc nations and 

China is based upo~ technological advantages. Intelligence 

activity by foreign interests in the United states has been 

estimated to be at its highest level since the beginning of 

the Cold War. 55 The primary targets of foreign espionage are 

classified government information, unclassified but embargoed 

technological data and hardware, and proprietary information 

of U.S. competitor companies. Some Department of Defense 

(DOD) and National Aeronautics and Space Administration (NASA) 

research has been declassified for use in U.s. business and 

industry but embargoed from export to certain foreign coun

tries. The Export Control Statute and International Traffic 

in Arms Regulation control the export of hardware and require 

Commerce Departm~nt licenses to trade in certain hardware and 

components .. Controlling information on cr i tical technology, 

however, is more difficult. working through middlemen, 

"front" men, corporate "shells," and legitimate companies in 
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western Europe which trade with the Eastern Bloc countries, 

the theft of classif ied, cr i tical technology and propr ietary 

information and hardware is often arranged for both foreign 

companies and intelligence agencies by the same people.56 

In the 1970's, controls on U.S. high-technology exports 

were restructured to allow the Soviet Union access to western 

technology and products ostensibly for the purpose of greater 

consumer goods production. During that time, however, the 

Soviet Union sharply increased and modernized its military 

arsenal. In Congress ional testimony, intelligence officials, 

Senate staff members and the ASIS have taken strong positions 

that these relaxed controls "contributed directl~ to Soviet 

. . d' t' uS 7 m~l~ tary mo ern~za ~on. A Defense Intelligence Agency re-

port stated that the Soviets used u.S. technology to Uoutstrip 

us by three to one in the production of most types of stra

tegic and technical weapons. uSB The Reagan Administration 

took steps to control expor~s of critical production equipment 

and technology to the Soviet Union, but illegal shipments and 

theft apparently remain a large problem. senator Henry Jack

son (D-WA) cited a classified intelligence report stating that 

$150 million worth of embargoed high-technology goods were 

illegally shipped to the Soviet union bet~veen 1973 and 1977, 

even while controls were still lax and much of the exported 

.. t 1 bt' d 59 The Soviets and other technology was leglt~rna e y 0 a~ne. 

nations continue a "massive theft n60 or"raid"61 on the u.S. 

technology base. 
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It is both ironic testimony to the current 
superiority of our technology and a possi
ble harbinger of its impending decline that 
half the world seems bent upon stealing it. 
Imitation may be a sincere form of flat
tery, but larceny must be the most sincere 
form of all. The uncontrolled transfer of 
technology is one trend among several that 
places the future %~ our technolog ical 
superiority in doubt. 

For companies involved in critical high technology, the 

risks in theft of information or in illegal shipments are 

threefold: first, foreign competitors could use this tech

nology to obtain an increased market share both in the U.S. 

and international markets; second, there is great potential 

for revocation of export licenses; and third, government and 

defense-related contracts CQuld be jeopardized. In a state-

ment submitted to the Senate's Permanent Subcommittee on In-

vestigations, the American Society for Industrial Security 

(ASIS) noted that high-technology theft has also undermined 

"our ability to compete in world markets":63 

Technological discoveries that have taken 
American corporations many years and bil
lions of dollars to develop have mag~ their 
way to Moscow at little or no cost. 

The Soviets, for example, illegally acquired IBM 360 and 370 

mainframe computers from the West to engineer their own ~ 

computer to be compatible with future generations of Western 

computer equipment--reportedly these computers use the same 
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h IBM 65 The Soviets also acquired repair manuals as t e • 

printed circuit boards that were "pin for pin compatible with 

those produced by Texas Instruments" for. use in ocean buoys 

designed to help track u.s. submarines.66 

Stolen high-technology items such as semiconductor chips, 

integrated circuits and other American computer and 

electronics-related mater ials used in sophisticated missile 

guidance and tracking systems and other military hardware can 

also be used in all phases of the electronics industry. In 

one of the more infamous cases, the FBI announced in June 1982 

that over half a million dollars had been paid to FBI under

cover operatives by company employees of Japanese electronic 

giants, Hitachi and Mitsubishi Electric, in an attempt to 

obtain information on two new IBM computers which had not yet 

been released to the marketplace. The Yankee Group, a market 

research firm, suggested that a possible motive was a slipping 

Hitachi market position for "plug-compatible" computers that 

was expected to cost Hitachi as much as $10 million in that 

year. 67 Allegedly, the two firms were attempting to ensure 

the compatibility of their computers systems with IBM.68 

Protection against these thefts and their investigation 

require extensive cooperation between the public and private 

sectors. Discovery of the thefts depends on reporting either 

by law enforcement agency informants or by the companies. 

Companies are often reluctant to report the thefts, fearing 
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adverse effects on the company image, future security compro

mises (through ~xposure of theft details and security weak

nesses), loss of business to a competitor, or loss of a clas

sified defense contract. 69 In the IBM-Hitachi case, IBM offi

cials willingly cooperated with FBI agents who were conducting 

a "sting" operation against high-technology theft. The prob

lem of nonreporting is compounded by the existence of a "grayR 

market for components in the electronics industry. ' Seemingly 

legitimate middlemen and companies offer components at prices 

substantially below market to willing buyers. The original 

manufacturing companies have items, e.g., silicon wafers, that 

CQuld be represented as having been purchased from any number 

of manufacturers. In one case, an admitted 14-year trafficker 

in stolen semiconductors had a jobber stamp the logo of a 

well-known manufacturer on the stolen circuits. The jobber 

estimated in court documents that "over one million" inte

grated circuits had been counterfeited and then sold as 

legitimate circuits in the "gray" market. 70 

The "Silicon Valley" of California is named after the 

large grouping of semiconductor and other computer-related 

firms, e.g., Intel Corporation, National Semiconductor, and 

Texas Instruments. In 1981, industry sources estimated that 

thefts of silicon wafers at Silicon Valley companies were run

ning about $20 million a year. 71 The theft of 500,000 micro

chips from just one major manufacturer cost the company about 

$2.7 million. In response, the u.S. Attorney in San Francisco 

created a Critical Technology Task Force in 1982 comprised of 
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local and federal law enforcement officials. In addition, the 

u.s. customs service established a special program nationwide 

and internationally, operation Exodus, to stop the illegal 

theft of critical technology. A major focus of the program 

has been on Silicon Valley. In a speech to the santa Clara 

World Trade Association, u.s. Commissioner of Customs, William 

von Rabb, summarized the objectives of the program: 

The same technology which brings us the 
likes of Pac-Man is scar ing the hell out of 
our enemies ••• Our job is to protect our 
nation's "crown jewels" in order that we 
can maint~r our significant technological 
advantage. 

In the first eight months of the project, through August, 

1982, 627 seizures were made of materials valued at $52 mil

lion, and 24 of those shipments, valued at $1.7 million, were 

seized in the Silicon Valley area. 73 Because of the diffi

culty of detecting and receiving reports of this type of 

crime, the program will pay rewards of up to $40,000 to em

ployees of computer firms who report illegal technology ship-

ments. 

About the same time as the law enforcement efforts were 

organized, an informal Industrial security Managers Group was 

formed in the Silicon Valley area as an outgrowth of security 

manager and manufacturer concerns for the problem. One of the 

major goals Qf the group is to seek close liaison with local 

law enforcement agencies who have the ability to penetrate the 

illegal distribution channels and "fences" for the stolen 

goods. It is interesting to note that both law enforcement 
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and private security have a group, task force, or program to 

address the problem, but it is not clear that information is 

exchanged on an equal basis. Federal law enforcement agencies 

may be permitted to share certain information with local law 

enforcement, for example, but might be prohibited through 

agency rules from sharing the information directly with pri

vate industry security personnel. In some cases, sub rosa 

channel~ may be established for exchange of information on a 

personal and confidential basis. 

3.3.2 Terrorism 

Terrorism has generally come to be associated with vio

lence, coercion and political activity. Many Americans remem

ber well some of the 00 bombings of the Weatherman Under

ground in the United states during the first year of their 

existence in 1969, or the bombings by foreign terrorist or

ganizations like the PLO and the FALN in major u.s. cities. 

Terrorism occupied a prominent place in the media during the 

1970's and achieved much of the attention which terrorists 

sought for their various causes. 

The decade brought us the Lod Airport mas
sacre, the murder of Olympic athletes at 
Munich, the takeover of OPEC headquarters 
in Vienna, the daring resoures of hostages 
at Entebbe and Mogadishu, the kidnapping 
and murder of Aldo Moro, the assassination 
of Lord Mountbatten, and the frustrating 
and continuing crisis that began with the 
seizure of our embassy in Teheran. Ter
rorists kidnapped or assassinated nearly a 
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hundred diplomats in the last decade. Em
bassies and consulates were seized on al
most fifty occasions. Corporate executives 
and business facilities were the targets of 
hundreds of attacks. Letter bombing and 
kneecapping were added to our political 
vocabulary.74 

Figures 3-1 and 3-2 reflect the number of international 

terrorist incidents from 1968 to 1981 as compiled by Security 

ManageID~ and the Terrorist Activities Committee of the 

ASIS. 75 As a result of these 7,425 terrorist incidents, 8,298 

persons were wounded and 3,841 persons were killed. After 

diplomats, corporate officials account for the second largest 

group of victims. Studies of terrorism by the Rand Corpora

tion suggest that business facilities and executives are the 

single largest target, experiencing one-quarter to one-third 

of all terrorist attacks. 76 One source estimated in 1979 that 

45% of terrorist activities are directed against businesses. 77 

Figure 3-3 displays the security Managem~ assessment of 

international ter ror ist attacks on U.s. personnel and facili

ties for 1981. More attacks were recorded against American 

businessmen (over 50) than against military personnel. The 

high visibility of business t especially American business 

abroad, and their susceptibility to extortion an~ ;ansom pay

ments has made the private sector the "principal target and 

unwilling financier of terrorism."78 

western Europe and Latin America accounted for a dispro

portionate number of attacks on U.S. personnel and facilities 

in 1981 (Figure 3-3). Especially dramatic cases of kidnapping 
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Figure 3-1a 

International Terrorist Incidents 
Number of Incidents Tolal Incidents: 7.42S 
r.ooo 

I I i 
1968 69 70 71 72 7J 7-1 "5 76 77 "M "'I ~(I RI 

Figure 3-1c 

Figure 3-1b 
Geographic Distribution of 

International Terrorist Attacks, 1968-81 

Sumber of Altacks Total Incidents: 7.·US 

Other 767 

Arncu251 

Lutin .1,m~nca 1.597 

Deaths and Injuries Due to International Terrorist Attacks 
"II. Total Woundrd: 8.298 

_ Total Killrd: 3.841 Casualties 
1.200 

Source: American Society for Industrial Security, 1982 
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Figure 3-2a 
International Terrorist Incidents, 1968-81 
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Figure 3-2b 
Type of Victim of International Terrorist Attacks, 1968-81 

Numhcr of Allilds 
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Military 657-~---_ 
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Source: American Society for Industrial Security, 1982 
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Figure 3-3 
International Terrorist Attacks on U.S. Personnel and Facilities, 1981 
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have occurred in Latin America: 79 (1) an executive of Bea-

trice Foods was held captive for eight months before being 

ransomed for an estimated $500,000; (2) a negotiated settle-

ment with terrorists led to the confiscation of Owens-Illinois 

assets by the government of Venezuela; (3) Exxon allegedly 

paid a $14.2 million ransom for the release of its Argentina 

manager who was taken hostage by terrorists. An interesting 

aspect of these incidents is that subsequent civil suits were 

initiated against the corporations. The victims in the first 

two incidents alleged that the companies either took insuffi

cient safeguards to protect the executives or had the com-

pany's interests at heart and not the employee's welfare. Two 

stockholders sued Exxon for exceeding their authority in 

making a ransom payment. One source estimated that businesses 

paid $250 million in ransoms during the 1970's.80 

In the past (as recently as 1980), the u.s. Department of 

state Office for Combatting Terrorism often has assisted cor-

porations in the negotiation with terrorists, but they now 

take the position that u.s. corporations will receive no 

assistance if they decide to negotiate with terrorists. 81 

Some countries have laws forbidding anyone to negotiate with 

terrorist groups. These laws have been enacted in part be-

cause payment of ransoms allows the terrorist organization to 

accomplish their objective with public exposure of their cause 

and continued funding for their terrorist activities (often 

directed against that country's government). In both the 

Columbia and Venezuelan kidnapping examples in the preceding 
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paragraph, the negotiations were conducted contrary to those 

countries' laws. In the Beatrice Foods case, the employee of 

a security consulting firm engaged by the company was im-

prisoned for negotiating with the terrorists and for currency 

violations in paying the ransom. The seizure of the Owens

Illinois assets was directly related to their terrorist nego-

tiations forbidden by Venezuelan law. 

Several observations can be made on kidnapping and ransom 

payments: (1) the refusal of the Department of State to aid 

in negotiations could lead to Significant underreporting of 

such i.ncidents; (2) businesses often will engage a special-

ized counter-terrorist security consultant to assist in re-

sponding to the incident; (3) many firms develop crisis man

agement plans to assist in planning for response to terrorist 

activities; and (4) corporations could be held liable for 

insufficient preparation or i.nadequate response in terrorist 

actions against company executives. 

Galvin (1983) suggests that much of what is known about 

terrorism or the literature is "impressionistic, and gives no 

answer to many of today's most pressing problems. n82 Very 

little empirical research has been performed except for those 

who have access to their own data base (e.g., Rand Corpora

tion, Risks International, etc.). Galvin not.es several prob

lems: (1) much of the information is sensitive and classified 

data to which only a nprivileged few" have access; (2) much 

of the nonclassified information is compiled from journalistic 
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accounts with questionable sources and inconsistent classifi

cation of events and groups; and (3) there is a lack of con

sistency among definitions of terrorism which, in turn, leads 

to a lack of consistency in the data collected. On the one 

hand, terrorism is often perceived as terrorist groups (e.g., 

PLO, FALN, Omega 7, Croatian Freedom Fighters, Black Libera

tion Army, etc~), but there are also terroristic acts that are 

committed by individuals and groups not traditionally labelled 

as terrorist organizations. Webster's New Collegiate Dic

tionary defines terrorism simply as ~the systematic use of 

terror especially as a means of coercion." This implies a 

broad range of coercive tactics, including merely the threat 

of terroristic acts--the category of "threats" in Figure 3-3 

is the second most frequent "type of attack" against u.s. 
personnel and facilities. The -Task Force on Disorders and 

Terrorism defined terrorism in the following manner: 

Terrorism is a tactic or technique by means 
of which a violent act or the threat there
of is used for the purpose of creat~~g 
overwhelming fear for coercive purposes. 

D~finitional issues notwithstanding, terrorism is a major 

concern for many, if not most, multinational businesses, firms 

involved in politically controversial fi~lds, and firms which 

export their goods to foreign countries. Public figures, 

industrialist families and institutions are also vulnerable to 

terror istic actions. 

Nuclear materials and weapons are another major category 

of concern as targets of terrorism. There are three primary 
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dangers connected with use of nucleat materials: (1) sabotage 

and theft at government and commercial nuclear facilities, 

causing a massive radioactive release; (2) the theft of 

"weapons grade" nuclear material for manufacture of nuclear 

devices; and (3) the theft or sabotage of some 30,000 nuclear 

weapons stockpiled at more than 100 installations throughout 

the u.s. Despite stringent provisions of the DOD and the 

Nuclear Regulatory Commission (NRC), the possibility of nuc

lear theft and sabotage looms as a very real one. Several 

"student" projects in the academic community demonstrated that 

a nuclear weapon could be designed by using nonclassified 

information available from the Library of Congress and the 

National Technical Information Service. 84 The Washington Post 

reported that in testimony before a classified Congressional 

hearing, seven counter-terrorist experts hired by the Depart

ment of Energy successfully took over the control room of the 

government's Savannah River nuclear weapons plant in 1980 as 

part of a security test of the facility.a5 The facilities of 

commercial nuclear power plants are protected by private secu

rity personnel with provisions (mandated by the NRC) for 

liaison and response by public law enforcement. 

Private security relies upon both commercial security 

services and government agencies for intelligence gathering 

and crisis management planning. In rec~nt years, a number of 

specialized executive protection and crisis management simula

tion training programs and specialized intervention services 
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and equipment have been developed to assist business in com

batting the threat of terrorism. In addition to an annual 

unclassified report on International Terrorism published by 

the CIA, other Federal Government organizations provide infor

mation and assistance in combatting terrorism: the u.s. De-

partments of Defense, Energy, Justice, state and Transporta

tion; the Federal Emergency Management Agency (FEMA); the u.s. 

Secret Service; The Joint Chiefs of Staff; and U.S. Senate 

Subcommittee on Security and Terrorism. FEMA has overall co

ordinating responsibility for the Federal Government in the 

event of a large-scale disruption of social, economic or 

political significance due to a massive terrorist or nuclear 

incident. In December, 1982, the ASIS sponsored a Government/ 

Industry Conference on Terrorism which brought together for 

the first time with business every u.s. Government organiza-

tion concerned with counter-terrorism. 

Very little is known about the precise relationship be-

tween these government agencies and the actual development of 

counter-terrorism programs in industry. Similarly, while most 

major law enforcement agencies have Special Weapons and Tacti-

cal (SWAT) teams and intelligence units, there seems to be 

little counter-terrorism planning involving local private 

security managers and thesE police resources. Based upon 

nationwide interviews during this project, the issues of 

executive protection, crisis management plans and terrorism 

are topics not discussed freely or "for the record" by cor

porate security directors and their staffs. In general, much 
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of the information obtained by business comes from well

protected private sources, and there is reluctance to report 

international incidents of terrorism in order to avoid adverse 

publicity and future vulnerability for the corporation. In

formation--beyond officially published documents--which could 

be of great help to the international operations of a comp~ny, 

is usually obtained through sub rosa channels of communication 

with contacts in various federal or foreign government organi

zations. Yet, information is regularly passed to u.S. Govern

ment and embassy personnel, but "this is usually a one-sided 

affair with no feedback from the government side, except in 

those unusual cases where information is developed concerning 

specific targeting of a company by terrorists.w86 

3.4 RESOLUTION OF CRIME AND THE PRIVATE JUSTICE SYSTEM 

3.4.1 Reporting of Crime 

In 1976, The Private Security Advisory Council (PSAC) to 

the Law Enforcement Assistance Administration published a re

port on sources of conflict between law enforcement and pri

vate security.87 In this report, law enforcement appeared to 

be quite critical of the motives of private security in not 

pursuing criminal prosecutions of all criminal incidents. In 

the 1981 Hallcrest national surveys, both law enforcement and 

proprietary security personnel were asked about their percep

tions of crime reporting by private security and the means 

used by priva~e security to resolve criminal incidents in 

their organizations. 
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Despite the earlier criticism of private security by law 

enforcement reported by the PSAC.. 62% of the law enforcement 

executives rated private security as "good or very good" in 

reporting criminal incidents. Propr ietary secur i ty managers 

had a much lower perception of law enforcement ratings of 

them, with only 36% feeling that law enforcement would give 

them a "good" rating in reporting incidents. On the other 

hand, 71% of proprietary security managers rated themselves as 

"good or very good" at reporting criminal incidents. Yet, as 

noted earlier, reporting of crime is a low-priority function, 

especially as rated by industrial and institutional security 

managers. 

Although both law enforcement and private security agree 

that private security does a "good job" of reporting criminal 

incidents, law enforcement perceives private security as re-

porting more crime to them than private security indicates 

that it does. In the national survey, proprietary security 

managers were asked how their organization "usually" resolves 

a number of external and internal crimes. Respondents chose 

among three options: (1) reporting to law enforcement agen-

cies, (2) reporting directly to the district attorney or 

prosecutor's office, or (3) resolving the incident within 

their organization through other methods, e.g., firing the 

employee, obtaining restitution, absorbing the loss, etc. 

Eight out of ten law enforcement executives feel that crimes 

of extortion and check and credit card fraud are reported to 

them, but approximately 40% of private security personnel 
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indicate that check and credit card fraud incidents are re-

ported directly to a prosecutor or are resolved by other 

methods. Similarly, nine out of ten chiefs and sheriffs 

perceive private security as reporting shoplifting and vanda-

lism to them, but about 30% of the private security managers 

usually report these incidents directly to a prosecutor or 

resolve them through other methods. The crimes most fre

quently reported to a law enforcement agency would generally 

be classified as UCR index crimes: arson, burglary, robbery, 

cargo theft, extortion, receiving stolen property, and 

terrorism/bombings. 

For the crimes of pilferage/employee theft, insurance 

fraud, industrial espionage, commercial bribery and computer

related crimes, the majority of proprietary security managers 

report that the incidents are resolved through direct contact 

with a prosecutor or through other methods within the organi-

zation. For most of these latter crimes, resolution through 

other methods is reported almost twice as frequently as taking 

the case to a prosecutor; about one-half of the respondents 

use other methods for resolution of these crimes. In general, 

law enforcement accurately perceives that they are not highly 

involved with these economic crimes. In addition, police 

report these crimes as the ones they least frequently investi

gate. In confirming the data presented in this chapter on 

crimes against business, proprietary security in all sectors 

(industrial, commercial, institutional) report in the national 

survey that the most frequently investigated crime in their 
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organizations is employee theft. Nearly one-half of the secu

rity managers r~port resolving these employee theft incidents 

within their own organization. In a 1979 FBI assessment of 

factors affecting the volume and type of crime in business, 

the strength of police personnel resources and prosecution 

policies were mentioned as key factors, but no mention was 

made of the crime reporting and prosecution policies of pri

vate organizations. 88 

The nonreporting of criminal incidents does not appear to 

be a major conflict between private security and law enforce

ment as reported by the PSAC, since the majority of law en-

forcement executives rate private security good or better in 

criminal incident reportinS. Moreover, law enforcement groups 

accurately perceive that private security resolves a signifi-

cant amount of economic crime without the direct involvement 

of the police. This finding certainly raises an issue: why 

do~s private security tend to report UCR index crimes to law 

enforcement, but seemingly avoids or bypasses the police in 

the resolution of white collar or economic crime? 

3.4.2 Lack of Police Involyement 

Perhaps the single most important reason for lack of 

pol~ce involvement in economic crime is the workload of street 

crime and other calls for service which place heavy demands on 

reduced or stabilized police resources. The law enforcement 

survey responses indicate that economic crimes are simply a 

lower priority for police resources; and, in addition, law 
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enforcement agencies ~eem to be more interested in dealing 

with street crime and offenses which are more visible to the 

community. In Chapter 2 we commented on the existence of 

special white collar or economic crime investigation and pro

secution units. Our national survey data indicate that these 

units are partially dependent upon the formal reporting of 

cr ime by business and insti tu tions or by "whistleblower s.n89 

As noted earlier, the FBI has allocated nearly 25% of its 

manpower to investigation of white collar crimes, but one 

respected security authority pointed out that only two of his 

investigations became federal cases during 31 years of secu

r i ty exper ience. 90 

McDonald (1981) in his study of Police and Prosecutor 

Relations in the United states views police and prosecutors as 

"information processors" and suggests that communication 

theory helps explain the quality and quantity of information 

processed. 91 The more people and agencies involved in col

lecting, processing, and communicating case information, the 

greater the chance for distortion of communication, i.e., the 

greater the chance for error. This fact is important to 

successful prosecution since the quality of information avail

able naffects the speed and related efficiency of case pro

cessing. n92 For maximum communication--and, in turn, maximum 

prosecutor efficiency and effectiveness--McDonald asserts that 

the best possible arrangement is for the police officer who 
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nmade" the case (Le., who knows the most about the case) to 

bring it directly to an experienced prosecutor for preliminary 

case review. 

McDonald's observations have some direct parallels in 

police and private security relations in pursuing economic 

crime. Cases brought to the police by private security are 

usually well developed by the time the police are notified, 

often leaving them as intermediaries or "information pro-

cessors" between private security and the prosecutor. Since 

private security often has a strong case (in its opinion) 

before they seek prosecution, little is to be gained by bring

ing the police and the prosecutor into the case at the initial 

stages. Some complex cases could also involve several levels 

and types of law enforcement agencies (e.g., state and local 

law enforcement, FBI, IRS, SEC, U.S. Attorney, etc.). 

Aside from the few specialized economic crime investiga

tion units in major police departments or partial mergers of 

police and prosecutor personnel in such units, police agencies 

generally do not have the expertise spread among a large 

number of investigative personnel to investigate many of these 

economic cr imes. Thus, a few invest.iga ti ve personnel are as-

signed a heavy workload of cases, and assessment of their 

productivity or effectiveness is difficult because of the 

considerable time and paperwork involved in an economic crime 

inves t iga tiona The adop1:ion of case managemen t cr iter ia by 

some police departments may not be appropriate in view of the 

complexity of some economic crimes, although an offense such 
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as employee pilferage (not usually reported) is typically a 

straightforward theft or larceny case. 

In addition, many cases are disposed of in court by plea 

bargaining, which many police officers do not understand or 

support. Yet, for the company that is more interested in the 

deterrent value to other employees of a criminal prosecution 

for a flagrant theft, embezzlement or fraud, it may not be 

worth involving reluctant police officers, especially when it 

is possible to deal directly with a prosecutor. However, 

several key var iables determine the amount of police assis

tance sought for investigation and prosecution of economic 

crime: (1) the size of the local security organization, (2) 

the prosecution policies and degree of investigative support 

by corporate security staff, (3) the level of police investi

gative expertise, and (4) local prosecutor policies. 

3.4.3 Ayoiding the Criminal Justice System 

In the national surveys the most revealing aspect of the 

resolution of economic crime within organizations is not the 

minimal police involvement, but rather the fact that for some 

crimes private organizations commonly avoid the public crim

inal justice system altogether. It appears that this trend 

has to do with both criminal justice system and private-sector 

organizational concerns. 

Concerns about the criminal justice system center around 

five areas: (1) charging policies of prosecutors, (2) admin-

istrative delays in prosecution, (3) prosecutorial policy 
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objectives, (4) differing "output goals" of criminal justice 

and business, (5) the Freedom of Information Act and rules of 

discovery, and (6) an unsympathetic attitude by the courts 

concerning business losses due to crime. At the initial 

offense charging stage, disagreement may arise over the appro

priate federal or state statute to invoke. The business may 

not feel it is worth pursuing the case for a lesser charge 

than they feel their privately developed case deserves. On 

the other hand, businesses may acquiesce to plea bargaining so 

that prosecution of the case would provide deterrent value in 

their company. Prosecution of economic crime cases, espe-

cially complicated cases of fraud, can result in delay of 

trial dates and postponements that stretch over months, as 

well as the involvement of corporate legal counsel, investiga~ 

tive and accounting staffs. For cases involving minimal mone-

tary loss but flagrant violations of company rules and inter

nal controls, the end result could be a prosecution process 

that is as costly and time-consuming as the incident itself. 

In a 1979 u.s. Chamber of Commerce survey, over half of the 

446 business executives surveyed felt that law enforcement and 

the criminal justice system do a poor job in fighting crimes 

against business. 93 

McDonald notes the four prosecutorial policy objectives 

distinguished by Jacoby (1980): legal sufficiency, system ef

ficiency, defendant rehabili ta tion, and trial sufficiency.94 

Under the legal sufficiency policy, little effort is made to 

pursue cases that initially do not have sufficient probable 
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fact encourage the company to resolve the crime internally, 

since the offender is not part of the normal criminal element 

to whom the court system is normally exposed. The prosecutor 

may encourage the organization to pursue only civil restitu

tion rather than a criminal prosecution. 

It is possible for all of these prosecutor policy objec

tives to be present within a single prosecutor's office, or 

for a company, through branch operations and facilities, to be 

exposed to each of the policies throughout a state and the 

country. This further complicates the process of formulating 

a corporate policy on prosecutions. 

McDonald's study of police and prosecutor relationships 

also noted the five criminal justice syst~m output goals of 

Pincoff~ (1966): deterrence, rehabilitation, retribution, in

carceration, and restitution. 95 In business, the primary out-

put goals of an investigation generally would include only 

those of deterrence and restitution. From the perspective of 

assets protection and loss prevention, a business first wants 

to determine in detail the prevailing conditions or lack of 

controls which allowed the criminal incident to occur. Per-

sonnel and resources must be committed by the organization at 

some expense in order to conduct an internal investigation. 

If the criminal justice system is not willing to pursue a 

prosecution for merely the deterrent value it might have for 

other employees, contractors, or suppliers of the company, 

then the company may feel that it is more cost effective to 

direct their own internal resources toward civil restitution. 

3-66 



'. 

~ ---- - -----, 

The company then has an opportunity to recover some of its 

actual losses and investment in investigative resources. 

In retail operations, a number of states have specifically 

enacted statutes to allow store owners to seek civil restitu-

tion from the parents of shoplifters. California, for exam

ple, in 1982 upheld as constitutional a state statute which 

allows merchants to pursue civil penalties of $50 to $500. 

The case in question involved the Payless Drug store chain, 

which submitted evidence that about 2300 civil restitution 

payments were obtained, with only ten individuals subsequently 

involved in a second apprehension.96 Company officials esti-

mated that each apprehension cost them $101 to process. In 

this situation, the company obtains both deterrence and resti-

tution, while minimizing the impact on its own security re-

sources. Retail execu ti ves and seCUl: i ty manager s vigorously 

debate thG cost effectiveness of shoplifting prosecution. In 

both case study sites the prosecution policies of retail 

security varied greatly. without question, shoplifting pro-

secution policies can impact the workload of police and pro-

secutors. 

Civil restitution is also utilized to recover large losses 

and in cases involving racketeering by or corruption of com-

pany officials. IBM, for example, pursued only a civil pro

secution to recover damages from a firm that manufactured 

compatible devices to enhance the IBM Personal Computer--using 
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stolen IBM information. 97 The RICO anti-racketeering statutes 

used by law enforcement also contain provisions to allow for 

civil suits by victims to collect damages. 98 

McDonald states that the Freedom of Information Act and 

"increasingly liberalized rules of discovery have opened po

lice and prosecutor files to public inspection in a way that 

has never been possible".99 Police are more reluctant to 

include certain information in their reports because of the 

potential for civil suits. This reluctance is closely related 

to an issue of importance to private sector organizations: 

protection of their reputation. A certain amount of public 

embarrassment is attached to the company or organization which 

sustains a significant loss because it is ultimately a reflec-

tion of management practices. In addition, officials may be 

concerned about possible adverse reactions or civil suits by 

stockholders of the company. The potential for embarrassment 

may be more acute for nonprofit institutions and organizations 

that receive a large portion ~f their operating funds from 

contributions. 

One reason for not reporting or prosecuting certain crimes 

is to avoid the increase in insurance premiums. In some 

cases, it might be more cost effective to absorb a loss than 

to report it, since the increase in the premium can often 

exceed the value of the loss. Reporting the loss can also 

alert the insu.rance underwriter that the organization might 

have greater potential exposure to crime than was apparent 

when the policy was issued. In addition, some organizations 
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have no incentive to report certain lossss because they are 

self-insured or because policies they carry have high deducti

bles which preclude the ability to recover the loss. 

Calder (1980) suggests that there is a certain amount of 

indifference to crime in business, since "an all-important yet 

often ignored reality is that much crime committed is viewed 

as a cost of doing business for which there are numerous ways 

of distributing responsibility."lOO One of the most subtle 

but frequent ways of distributing responsibility and the cost 

burden for the loss is to increase consumer prices~ The 

construction and retailing industries are good examples of 

this practice. An official for the Association of General 

Contractors stated that nsom~ contractors routinely add 5% to 

their estimates to cover the cost of internal and external 

theft. nlOl An official of Burns International Security Ser

vices estimated in 1981 that shoplifting would cost each u.S. 

household an additional $200 for their purchases in that 

year. l02 Thus, the cost and expense of pursuing criminal 

prosecu tion might be for egone--notw i thstanding any deter rent 

effects--if the loss could be recovered by redistributing the 

cost burden to the consumer through increased prices. 

3.4.4 The Private Justice System 

The overriding concern of the corporate entity is the 

impact of a particular loss incident on the overall operations 

of the company. Business crime is most effectively attacked 
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through sound management controls. When a loss occurs, pri

vate security, in conjunction with other internal control 

functions in the organization, reexamines policies, controls, 

procedures, and physical security measures. Thus, more atten

tion is focused on preventing and deterring future losses 

resulting from similar incidents than on the noffender n in

volved in the incident. The emphasis on loss prevention, in 

private sector criminal incident response, is a distinguishing 

characteristic of private security~ 

Since the focus is on the management practices of the 

company and not on the noffender,n the treatment of the of

f ender can be expected to vary 9 r ea tly. For sonle compan i es, 

collective bargaining contracts may guide the options avail

able to the employer. For employee criminal acts, the options 

include suspension without pay, dismissal, transfer, job re

assignment, job redesign (elimination of some job duties), 

civil restitution agreements, or criminal prosecution. Em

ployees can also subsequently be denied advancement oppor

tunities on the basis of a past incident, regardless of cur

rent job qualifications and performance since the incident. 

In Chapter 9, we support the position that a fundamental 

shift in protection ~esources has occurred from public po

licing to the private sector. Shearing and Stenning (1983) 

feel that this shift in protection resources has also been 

accompanied by a shift in the character of social control; in 
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many ways, private security and the private justice system 

exert far greater control on citizens than the public criminal 

justice system. 

The shift from public to private systems of 
policing has brought with it a shift in the 
character of social control. First, pri
vate security defines deviance in instru
mental rather than moral terms: protecting 
corporate interests becomes more important 
than fighting crime, and sanctions are 
applied more often against those who create 
opportunities for loss rather than those 
who capi talize on the opportuni ty--the 
traditional offenders. Thus, the reach of 
social control has been extended. 

Second, in the pri\ate realm, policing has 
largely disappeared from view as it has 
become integrated with other organizational 
functions and goals, at both the conceptual 
and behavioral levels. With private secu
rity, control is not an external force 
acting on individuals; now it operates 
from within the fabric of social inter
action, and members of the communities in 
which it operates are simultaneously 
watchers and the watched. They are the 
bearers of their own control. 

Third, this integration is expressed in the 
sanctioning system, in which private secu
rity draws upo,n orgaro'Jational resources to 
enforce compllance. 

Yet, very little is known about the structure and dynamics 

of private justice systems, especially in different types of 

businesses and institutions. Shearing and Stenning (1981), 

after years of studying private security in Canada, indicate 

that private justice systems "do not conform to any uniform 

model, but share relatively informal negotiated procedures and 

outcomes as common characteristics.,,104 
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As yet, we have little knowledge about the 
structures and dynamics of such systems, 
the way they shape the activities of pri
vate security, and their impact on the 
relationships between private security and 
the public pOt&ce and public criminal jus
tice systems. 5 

Calder also notes that "administrative justice can often ig

nore the principl8s found in public law and the notion of 

fairness.,,106 A nationally recognized security expert and 

investigator of corporate crime stated that private security 

is often not bound by criminal justice system rules until the 

case enters the system at the charging stage.I07 Some states 

have ruled that Miranda warnings do not apply to private 

security interviews since they are not done under the coercive 

threat of arrest by the police.108 Employers, however, can 

use other forms of coercion, most notably the threat of ter

minating employment. On the other hand, businesses exist to 

make a profit and are not obligated to put the welfare of an 

employee above that of the company. Calder suggests that a 

correlation exists between the level of pOSition, amount of 

power and socio-economic standing of the employee in the 

company, and the subsequent amount of disciplinary action 

received. 

If, in fact, as much crime is resolved through the private 

justice systems as the Hallcrest national surveys seem to 

indicate--especially for employee theft--then some valid con

cerns could be raised by civil libertarians concerning the 

fairness and consistency of these private justice systems. 
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Further research in this area would help to delineate the 

common characteristics of private justice systems, their re

duction of public criminal justice system workload, and the 

significant amount of underreported crime which accompanies 

use of the private justice system. 
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CHAPTER 4 

PROPRIETARY SECURITY 

4.1 ORGANIZING FOR SECURITY 

4.1.1 Asset Protection and Loss Prevention 

Security programs in business, government, and other or-

ganizations are generally organized to protect the assets of 

the organization and to prevent or control losses. The assets 

of virtually all organizations include: (1) personnel, in

cluding employees and other on-site personnel such as con-

tractors, suppliers, patrons, and visitors to the organiza-

tiOIli (2) property - physical facilities including buildings, 

equipment and machinery; negotiable documents (stocks, bonds, 

money); raw materials, merchandise, finished products, and 

supplies; and (3) proprietary information - information on 

production processes, research and development, personnel, 

trade secrets, and other confidential information of the or-

ganization. 

Chapter 3 reviewed the major types of losses that occur in 

organizations through internal and external theft and fraud. 

Other losses are caused by vandalism, waste, accidents, fire 

and natural disasters. In virtually all organizations, assets 

protection and loss prevention programs enable the organiza

tion to function in a more secure environment. In business 

organizations, the security programs directly relate to the 

"profit retaining function."l Businesses exist to make a 

profit, and all losses reduce the net profit of the firm. A 
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security program which effectively protects assets can mini-

mize the cost of losses which would occur in the absence of 

such a program, thereby increasing net profits. The more 

efficient the security program, from a cost-benefit stand-

point, the more net profit is retained. Effective asset 

protection and loss prevention, then, summarize the basic 

function of private security and the management principles for 

establishing security programs. This is exemplified by a 

chief executive officer of a major oil company who described 

the transition of security in industry from merely physical 

security to protection of the total corporate assets as fol-

lows: 

••• industry has corne to depend on a new 
breed of highly trained professionals who 
have helped to develop new concepts for 
security. Industrial security is no longer 
a matter of simply locking up company prop
erty. Now, it means a systematic approach 
to protecting all forms of corporate as
sets, including those intangible but pre
cious afsets - a company's reputation and 
ethics. 

4.1.2 Legal Authority 

There are both civil and criminal implications for the 

organiza tion' s involvement in asset protection and loss pre-

vention. Landowners, in 18th century England, hired armed 

gamekeepers to protect their property, and, in 1800, the River 

Police (a forerunner of modern policing) were established to 

protect the cargo-laden merchant ships in the River Thames. 3 

The legal basis for protection of one's property in the united 
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states is rooted in this English common law tradition and 

right to engage others to protect property, as well as the 

U.S. Constitutional right of persons to defend themselves and 

their property. Some states also have enacted statutes to 

delineate specifically the authority of individuals to protect 

themselves and their property, and their right to employ third 

parties to exercise those rights on their behalf. Organiza

tions, then, establish proprietary security programs on the 

basis of the Constitutional, common law or statutory right of 

citizens to protect their property. When contract security 

services and products are used, contract law governs the 

provision of services to the client. 

The authority :,f private security personnel is generally 

limited to that of a private citizen in making arrests, but 

there are some notable exceptions in the areas of detention, 

search, and interrogation. 4 A Private Security Task Force 

survey in 1975 found that 30 states have specific statutes re-

lating to citizen arrest authority for felonies, and 22 of the 

states also allow citizen arrests for misdemeanors.S Felony 

arrests in most states can be made by a private citizen when 

there is "reasonable cause" or "reasonable grounds" leading 

one to believe a crime has been committed. For lesser of-

fenses, the crime must actually have been seen by the citizen 

or security personnel. Private citizens or security officers 

usually cannot detain suspects or conduct searches without the 

suspect's consent, but in many states "shoplifting statutes" 

have been enacted to allow this practice for retail stores. 
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In addition, inspection of employee packages and personal 

belongings has been a traditional "right" of industrial secu-

r i ty programs. Several states have ruled that when security 

personnel question suspects, the Miranda warnings (advising of 

the Constitutional right to remain silent or to have an at-

torney present during questioning) required of police officers 

are not applicable. 6 

Private security personnel in many ways are limited in 

their authority as agents of property owners, but in some 

instances they are permitted to take action prohibited by the 

public police. Shearing and Stenning (1981) are concerned 

about the "most potentially disturbing interferences with lib-

erty and civil rights" that could occur to citizens using 

"private" property that in fact is frequently used by the 

public. 7 They note that the exercise of powers of property 

owners originated in property and contract law and were in-

tended to apply to strictly private places, yet the "mass 

private property" holdings of large commercial, and industrial 

complexes has somewhat blurred the distinction of public and 

private places (e.g., shopping malls). Traditional protection 

of citizen liberties and rights has been geared toward public 

places, but that protection becomes obscured "as soon as the 

individual steps into a privately owned public place."8 The 

authors suggest a reexamination of the "fundamental legal in-

stitutions on which the role, jurisdiction and powers of pri

vate security are founded."9 
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Private security personnel are sometimes designated as 

commissioned peace officers or special police officers. In 

such cases either state statutes or local ordinances permit 

these designations for certain security personnel. This legal 

status confers upon them full or limited police powers in a 

confined area (a plant, store, campus, mall f etc). In some 

situations, security personnel (transit, public housing, col

lege campus police and railroad police) have the status of 

sworn police officers; they function as a police department 

with limited jurisdiction and are considered part of the 

police community. In the Hallcrest national survey of pro

prietary security managers, only 29% indicated that they have 

special police powers in the performance of their duties, but 

another 29% of the security managers would like their per-

sonnel to have these powers for certain situations. In the 

Baltim~re area case study site, the security personnel of many 

manufacturing firms and retailers are granted these specia.l 

police powers. In some states, such as New York, this special 

police officer (SPO) concept has aided retailers in the 

processing of shoplifting arrests, thus reducing security 

personnel "downtime" and minimizing police involvement. Under 

this recent New York law, personnel who successfully complete 

the approved course of training can act as their employer's 

agent in apprehending and citing the suspect into court and in 

preserving evidence.l 0 
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4.1.3 Liability 

security measures do not a lways derive from the right to 

protect property; there is also an overriding public interest 

issue and legal basis for the need to provide adequate protec

tion for employees, customers, and visitors. Case law has 

held that citizens have a right to reasonable protection from 

harm when on the private property of organized entities. 

Several years ago this issue was highlighted by the robbery, 

rape and assault of a popular night club entertainer 

hotel where she was lodged for her singing engagement. 

in a 

The 

hotel was found negligent because security was inadequate. 

Thus, organizations can be, and frequently are, held civilly 

liable for failure to provide adequate security. 

organizations can also be hel d liable for the actions of 

their security employees in both intentional and negligent 

tort actions (i.e., civil actions resulting in liability). 

Depending upon contract terms and the degree of authority and 

direction exercised as the contracting entity, organizations 

could also be held liable for the actions of contract security 

services and products used by them. Gener.ally, the literature 

and the media have focused on the negligence of security 

guards: personal injury resulting from excessive force; im

proper detention, search or arrest; malicious prosecution, and 

so forth. Among several reasons suggested by one attorney and 

law enforcement professor for the increase in litigation for 

inadequate security are: "rising expectations of the public 
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with regard to the quality of services" and "rise of consum

erism, with citizens demanding protection of their rights."ll 

4.1.4 Goyernment-Mandated Security 

The Federal Government operates the largest proprietary 

security program with more than 20,000 federally employed pro

tective/security workers.12 These federal guards and special 

police officers provide a wide range of security services 

throughout the many federal buildings, facilities, and agen

cies. Concurrently, the Federal Government is perhaps the 

largest single user of contractual security services. 

Certain security measures can also be mandated for firms 

and individuals who provide services for the 26 Federal 

Government agencies included under the Defense Industrial 

Security Program (DISP). Nearly 12,000 "cleared facilities" 

and approximately 1.2 million cleared employees are engaged in 

classified work for these agencies throughout the united 

states.13 Before contractors are eligible to perform on con

tracts that require access to classified information, they 

must enter into a "security agreement" with the Department of 

Defense, and then implement and abide by the security measures 

outlined in the Industrial Security Manual. Firms involved in 

aerospace and the National Aeronautics and Space Administra

tion (NASA) related work frequently corne under the mandates 

of this program. 
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Another area of mandated security measures are those of 

the Nuclear Regulatory Commission (NRC). The NRC establishes 

guidelines for nuclear power plants and facilities using stra

tegic nuclear material, somewhat similar to the areas covered 

by the DISP: a security organization, physical barriers, ac

cess requirements, and intrusion detection and other sensors. 

One important difference between the two programs is the em

phasis placed in the DISP on "classification management," es

pecially the security of classified information and classified 

work areas. The requirements for safeguarding classified in

formation also extend to a firm's zubcontractors, vendors and 

suppliers who have access to classified information, products 

and work areas. 

4.1.5 Policy and Business Ethics 

Chapter 3 noted that the direct economic impact of white 

collar crime is far greater than that of robbery, burglary, 

larceny and violent street crime which receive the most media 

and public attention. In discussions of economic crime, con

siderable emphasis is placed upon crimes against the organiza

tion and pilferage by employees. Other less notorious areas 

of economic crime are bribery, fraud, price fixing and other 

illegal and unethical practices that are used to gain unfair 

competitive business advantage, to increase profits or to 

avoid corporate responsibility to stockholders, the public, 

and the local community. A U.S. News and World Report survey 
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of government records found that 115 of the 500 largest cor

porations have been convicted in the last decade of at least 

one major crime or have paid civil penalties for "serious 

misbehavior. "14 The offenses of environmental pollution and 

tax evasion were also included in the survey. Justice De

partment actions against these firms indicated that "12.2 

percent of the [Fortune] 500 were convicted of or did not 

contest at least one criminal offense and an additional 10.8 

. d f' . . 1 ff ses "15 percent were penal~ze or ser~ous noncr~m~na 0 en • 

The study further noted that records of the Administrative 

Office of the u.s. Courts list Federal criminal offense con

victions from 1971 through 1980 against 2,690 corporations of 

all sizes. 

Studies on internal theft and business ethic~ indicate 

lower theft rates and better business practices wher.l top man

agement undertakes "responsibility to assure integrity at the 

top and throughout the organization, and to communicate a 

strong moral commitment to do what is right."16 Clark and 

Hollinger (1982), in a three-year study of approximately 

10,000 employees in selected u.s. cities, found that organiza

tions with clear policies against theft and strong internal 

controls experienced less theft. 17 Policy statements are 

considered more comprehensive than simple employee-manual 

prohibitions against stealing. This point was effectively 

made by a corporate officer of a Fortune 500 company: 

The best security people in the world can't 
be effective if they have to function in a 
Climate where integrity and honesty are the 

4-9 

1 

! .' 
I , 
I 
\ 

exception rather than the rule. It's up to 
management to establish the highest ethical 
standards for business conduct and to see 
that those standards are adopted throughout 
the company. You can't establish such 
s~an~aids in proclamations, only in prac
t~ce. 

In a survey sponsored by the --JSthic.s Resource Center in 

Washington, D.C., it was found that three out of four of the 

larger corporations· have established corporate codes of 

ethics.19 Ivan Hill, one of the leaders of the Center's spon-

soring foundation, stated that "as an economy expands and as 

technology advances, the need for better ethics increases ex

ponentially."20 Hill feels that the very strength and freedom 

of the country depends upon the ability of business leaders to 

be trusted to obey self-imposed standards. Further, he sees a 

direct correlation between ethical conduct and the truly suc

cessful business--productivity and profits are increased by 

ethical practices and competitively good products and ser

vices. However, another study found that implementatic'n or 

enforcement of business codes of ethics is geldom a top man

agement priority.21 

Effective proprietary security programs, then, must ema

nate from a policy that inculcates a strong sense of organiza

tional ethics in all levels of the organization. 

4.1.6 Security in the Organization Structure 

One company president noted several "fundamental rules" 

for a successful corporate security program in an address to 

the American Society for Industrial security.22 Citing the 
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most important as being a top-level commitment to ethics, he 

also noted that the chief executive must be committed to and 

support the security program by involving the security di-

rector in corporate goals and planning, and by giving the 

security director "the authDrity and responsibility to set 

security policy that is consistent with overall corporate ob

jectives. ft23 For these reasons, directors of security fre-

quently report to the top management of organizations in-

cluding the chairman, president or other senior executives. A 

1981 Security World survey of corporate executives stated that 

70% of the respondents had a security director who reported 

directly to the company chairman, chief executive officer, 

president, vice president of operations or finance, or a g~n

eral manager. 24 In the Hallcrest survey of proprietary secu

rity managers (ranging from facility security manager to cor

porate security director), 46% of the security managers re

ported to a vice president or higher official in the organiza

tion, w:Lth one-half of all respondents reporting to a cor

porate officer. In the commercial and industrial sectors, 

security managers responsible for the entire organization most 

frequently reported to the president, executive vice presi

dent, or a vice president. 

Perhaps, an emerg ing tr end will be to place secu r i ty 

within the larger "risk management" program. Risk management 

traditionally has been associated with transferring an organi

zation's risk or loss exposure to a third party through insur-

ance. More recently, risk management has corne to encompass the 
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functions of safety, security, insurance, and fire prevention 

to control risk. 25 This approach brings a variety of disci-

plines together to focus on the central task of reducing 

losses. Under this structure, the security director reports 

to an overall corporate risk manager; or, in some cases, the 

security director's position has evolved into the risk man-

ager' s position. 

4.2 SECURITY PROGRAM COMPONENTS 

The specific protective measures undertaken by business, 

government, and other institutions vary greatly according to 

the nature of the organization and the persons and property 

perceived as most valuable or critical. In all organizations, 

security programs have essentially three key components: 

physical security, information security, and personnel secu-

.~ 

r1 ... y. 

4.2.1 Physical Security 

Physical security concerns the physical means used to (1) 

control and monitor the access of persons and vehicles; (2) 

pr.event and detect unauthorized intrusions and surveillance; 

and (3) safeguard negotiable documents, propr ietary informa-

tion, merchandise, and buildings. Office buildings, manu-

facturing plants, warehouses and distributors, retail stores, 

laboratories, hospitals, campus residence halls, banks, 

hotels/motels, libraries and museums, power generating plants, 
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mills, transportation, terminals, foundries and a broad range 

of other facilities are protected daily in the commercial, 

industrial, and institutional sectors. The degree and type of 

protection provided by both human and technological resources 

depends upon the physical environment, the potential threats 

to security and safety, and the overall vulnerability of a 

particular facility to these threats. For certain entities, 

such as banks, the Defense Industry Security Program, and 

nuclear plants, the minimuffi standards of protection are man-

dated by a governing authority. 

4.2.1.1 PErimeter Protection 

Physical security begins with protection of the perimeter, 

i.e., the areas outs~de or approaching a facility. Peri

meter security protection measures include physical barriers 

(fences, gates, walls, natural), locking systems, lighting, 

closed circuit television (CCTV), intrusion detection sensors 

(on fences, as well as free standing and underground), guard 

stations and patrols, and access control systems. Intrusion 

detection sensors are the activating or alerting element of 

alarm systems (window foils, magnetic contact switches, motion 

detectors, etc.). Security lighting and locks or perhaps a 

local alarm system (alarm sounds outside the premises only) 

are often the extent of small business security; thus, such 

businesses are very dependent upon the detection and response 

capabilities of the local law enforcement agency. Security 

per~onnel can also monitor alarm systems at the site if the 
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system is connected to a remote monitoring service, or hooked 

up to a central station alarm company with monitoring and/or 

response capabilities. 

Access control begins at the simplest level with key 

control (control of keys issued to employees, vendors and 

service personnel) and can include electronic locking systems 

and electronic card reader systems. In card reader systems, 

electronically coded cards, keys or other objects activate 

remote doors, gates, and entrances by sending impulses to a 

computerized control unit which reads the encoded data and 

authorizes entry. CCTV is frequently utilized in large fa-

cilities to monitor access control. Remotely controlled 

cameras may be monitored at a central point in the facility, 

and they have the capability to switch to different cameras 

and record events on time-lapse video recorders. 

4.2.1.2 Interior Space Protection 

Interior space protection also utilizes alarms, locks, 

electronic card readers and CCTV systems. CCTV is used in 

retail settings and banks to monitor customers and to deter 

both internal and external theft; in addition, CCTV is fre-

quently used in shipping and receiving areas of business and 

industry. Entrances, workrooms, hallways and other remote 

are a s can be m 0 nit 0 red t h r 0 ugh the use 0 fCC TV and car d rea d e r 

systems. Ultrasonic wave, microwave, radio frequency, sound 

discrimination and infrared detection sensors are commonly 

used for interior space protection alarm systems. In larger 
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facilities, CCTV, access control, and alarm systems may be 

integrated with the monitoring of heating, ventilation, air 

conditioning and power-generating systems at a central moni

toring station staffed by either contract or proprietary secu

rity personnel. Another important aspect of interior space 

protection is the safeguarding of valuable equipment, tools, 

supplies, documents and information through the use of fixed 

security equipment, such as vaults, burglary and fire

resistant safes and chests, safe deposit boxes, and insulated 

high-strength security filing cabinets. 

4.2.1.3 Human and Technological Resources 

Guards are an integral part of many physical security 

programs. For many employees and citizens, guards are the 

most visible component of th€ vast array of physical security 

measures. Guards patrol on foot and in vehicles~ maintain 

fixed security posts and reception/entrance areas; monitor 

security consoles and systems; inspect employee and visitor 

packages; guard precious gems and art objects; surveil ship

ping and receiving, valuable merchandise, and other high

security areas; and perform a broad range of other tasks. 

Chapter 7 discusses the personnel characteristics and som~ of 

the standard responsibilities of guards and other security 

personnel. Chapters 5, 6 and 8 provide a more detailed look 

at the protective products and services used in security 

programs. 
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4.2.2 Information Secur ity 

Information security does not just pertain to the handling 

of classified government information. Virtually all organi

zations generate key pieces of information that are used daily 

to make decisions and administer routine operations. Such 

information is usually critical to the competitive position of 

the company. Theft of information can have effects just as 

disastrous to corporate profits as are direct losses through 

theft, sabotage or damage of physical items. 

It is especially critical to protect certain types of 

organizational information including: customer and member 

mailing lists, general research and development and specific 

product developmunt data, marketing plans, technical pro

posals, pricing information, vendor and supplier lists, manu

facturing process and engineering data, budgets, and other 

sensitive information. With the high cost of research, for 

example, the theft of new product research and testing data 

could give a competitor a significant mar~et advantage. In 

this regard, one function of information security is to 

classify data considered critical to the development of new 

products. A product protection plan is then created to secure 

all aspects of information relating to the new product prior 

to and after its introduction on the market. Some organiza-

tions establish a "safe room" or "control room" to store 

valuable documents and data. 

In information security, a certain amount of overlap 

exists with physical security components, since many key areas 
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must be restricted through physical means. In large organiza-

tions, mo~e and more people have access to large central data 

bases through the on-line capabilities of remote terminals. 

This widening access creates concern that computer terminals 

and data storage will be used for illicit purposes. Both 

physical and software access control are used to verify au

thorized use of computer terminals and to access restricted 

data files. Similarly, both hardware and software data en-

cryption are used to scramble or code the transmission and 

storage of computer data. A substantial amount of computer 

crime is perpetrated by means of fraudulently obtained user 

transaction codes, surreptitious additions to computer pro-

grams and illegal wiretapping and other surveillan~e of data 

transmission. In many organizations large-scale word proces-

sing systems contain much of the day-to-da7 operational and 

management data. Word processing terminals are more access i-

ble than computer terminals, and the popular storage medium of 

floppy diskettes facilitates theft of information because they 

are smaller than the magnetic disks or tapes of computers. 

Large numbers of floppy diskettes could easily be concealed in 

clothing, handbags, and briefcases. 

Information is transmitted through interoffice and public 

mail~ telephone, microwave and facsimile transmission. A 

number of third-party persons and organizations necessarily 

come in contact with the information during its transmission, 

and processing. The privacy of telecommunications is an area 

of particular concern to information security managers. About 
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70% of all long-distance telephone cr.ills are sent across the 

, d' t ,,26 country by m~crowave ra ~o ransm~ss~on. sophisticated com-

munications equipment can be used not only to protect, but 

also to detect and intercept data transmissions. Electronic 

"sweeps" are routinely made in some corporate and defense 

environments to detect eavesdropping equipment. 

A recently added component of information security is 

insurance coverage for losses involving computer systems. In 

1981 Lloyd's of London introduced Electronic and Computer 

Crimes Policies for banks, stock brokerage firms, savings and 

loans and other financial institutions. In announcing the 

coverage, a spokesman for Lloyd's estimated that ~600 billion 

a day is transferred by computer among financial institutions 

in the United states alone. 27 Most of the Lloyd's policies 

are written for $25 million in coverage, but some premiums 

could be as high as $1 million with deductibles in the same 

range. 28 soon after the establishment of Lloyd's new poli

cies, Shand, Morahan & Co., an Evanston, Illinois, speciality 

insurance underwriting firm, began offering coverage up to $10 

million to nonfinancial companies. 29 With this policy, busi

nesses could be protected from direct loss and damages result

ing from fraudulent access to computer facilities and equip

ment, illegal interception of data, and illicit programming 

and system access. Loss of valuable data (e.g., accounts 

receivable) would be covered, as would recovery expenses to 

get the system on-line after a major loss. Valuable Papers 

and Records Insurance can be purchased separately or as part 
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of a comprehensive policy to insure against all risks of 

direct physical loss or damage of valuable company documents 

and records. 

Three other important aspects of information security are 

the disposal of outdated information, off-site storage of rec

ords, and the ability to recover computer capabilities in the 

event of a disaster. In bank ing, for example, the old sales 

slips from credit card plans can total thousands in just a 

week, and proper disposal is required to prevent improper use 

of credit information. Paper shredders provide convenient 

disposal for certain documents, but in a secure and sensitive 

area, waste must be further disposed of through additional 

shredding, incineration, pulverizing, or pulping. Some or-

ganizations maintain their own facilities, though contract 

services also are available. Company directives and/or legal 

restrictions may require that large volumes of documents and 

records (both hard copy and computerized) be stored for a long 

period of time. When long-term storage is required, organiza-

tions typically use off-site storage facilities. The informa-

tion security manager coordinates the transfer of data to 

these facilities and the protection of r.emote data storage 

areas. When a large-scale computer system "goes down," off-

site back-up facilities are usually required to process, 

transport and store the data temporarily until the computer 

(!an be brought bG.~b.: on line. When specialized data recovery 
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services are used, the overall informational security concerns 

of the organization also extend into this temporary working 

environment. 

4.2.3 Personnel Security 

The primary asset of any organization is high-quality, 

productive, honest, and loyal employees. Security programs 

are designed to safeguard this asset by carefully screening 

prospecti ve employees, and developing secur i ty awareness in 

all personnel. 

4.2.3.1 Employee Screening 

It is essential that a person hired for a specific posi

tion possesses the background, training and skills stated in 

his or her resume and employment application. Certain posi

tions have special requirements for trust, deportment, confi-

dentiali ty and other character traits. For these positions, 

the organization must be able to verify that there have been 

no previous adverse reflections on the candidate's character 

and that there are no tendencies toward inappropriate conduct. 

In some organizations, this verification is strictly a person

nel management function, but in other organizations security 

personnel become involved in the employee screening process. 

In a 1982 Security W.QLJ..g survey of both corporate executives 

and security directors; background investigations were the 

most frequently reported technique of employee screening along 

with company-developed tests.30 Other widely used screening 
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techniques include polygraph tests and psychological stress 

evaluators (PSE), credit reporting agencies, and "paper and 

pencil" psychological and honesty tests. Organizations with 

security departments may designate security personnel to con-

duct background investigations and polygraph and PSE testing. 

However, background checks and honesty testing are frequently 

contracted to outside firms. 

Background investigation practices and content are fairly 

well regulated by state legislation and various Federal legis-

lation, such as the Civil Rights Act, the Fair Credit Report-

ing Act, and uniform Federal guidelines such as the Equal 

Employment Opportunity Commission (EEOC), and the Department 

of Labor. These guidelines pertain to prohibitions against 

discrimination in h~ring on the basis of sex, race, or re-

ligion, but they clearly permit reifrence checking, credit 

checking, background investigations and employee testing. 

The Freedom of Information Act (FOIA), however, has been a 

major concern to some corporations. The FOIA essentially was 

created by Congress to give greater citizen access to the 

inner workings of government by refusing to allow the gov-

ernment to continue classifying large amounts of information. 

A company that undertakes contract work for the Federal Gov-

ernment is subject to a background investigation and is re-

quired to submit comprehensive information about the company. 

Some companies feel that competitors have used the FOIA to 

obtain the results of a government agency's background in-

vestigation on them, and thus, gain access to what otherwise 
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would have remained proprietary information. This information 

in turn, critics say, could be used by a competitor to gain an 

unfair advantage. 

4.2.3.2 Cr iminal Record Checks 

Criminal history background checks are frequently made for 

indi viduals applying for positions in secur i ty, banking, se

curities trading, retailing and other sensitive areas that 

demand honesty and integrity as job prerequisites. The Hall

crest survey of proprietary security managers indicate that 

approximately 65% of the responding organizations have access 

to conviction information on at least a monthly basis. Many 

states have enacted legislation restricting this information 

to certain key industries and to organizations o~ agencies 

that license security personnel, but excluding other busi

nesses and noncriminal justice agencies. Whereas state identi

fication bureaus may not have conviction verification from 

other states, the FBI contains a summary criminal history of 

data entered from all states. In 1981, the FBI declared a 

one-year moratorium on the processing of fingerprint applica

tions for noncriminal justice agencies, even though some state 

licensing agencies might be designated a criminal justice 

agency for purposes of access to state criminal history data. 

The FBI claimed that a backlog of 400,000 applications had 

accumulated and that the turnaround time had lagged to over 

six weeks from time of fingerprint submission. In October 

1982, the FBI resumed fingerpr int processing for the allowed 
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noncriminal justice agencies, and began charging a $12 pro

cessing fee per fingerprint card to support additional pro

cessing staff. This could negate the need for access to state 

identification bureaus. 

Several interesting aspects of this FBI moratorium are 

worth noting. First, in some states there has been a tendency 

to reverse the privacy and security standards of criminal 

history records and to create open public access to criminal 

conviction information. Second, during the period of the mor

atorium, literally thousands of persons in private security 

and the financial industry were hired without any verification 

of past criminal background. It is conceivable that many 

people with criminal records could have been hired during that 

period to protect assets or handle negotiable documents. Un

fortunately, the FBI situation is analogous to the situation 

in those states which currently do not permit noncriminal 

justice agencies to have access to conviction information: it 

is extremely difficult for organizations to verify possible 

criminal background of prospective employees. 

4.2.3.3 Polygraph and PSE Testing Limitations 

Since polygraph tests were first submitted as evidence in 

court in Illinois in 1964; almost twenty years of controversy 

have surrounded their use in both law enforcement and private 

industry. Some states have prohibited the use of 

polygraph/PSE ~~sting for employee screening purposes and have 

limited these techniques instead to instances in which a 
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criminal offense has been suspected or established. This 

restriction has sharply curtailed the use of polygraph and PSE 

testing, but both the corporate executives and the security 

directors in the £ecurity World survey on employee screening 

feel that polygraph testing and psychological stress evalua

tion are effective screening procedures. 31 In this survey, 

executives favored the PSE, and security directors preferred 

the polygraph test. The American Polygraph Association (APA) 

was able to get Federal legislation introduced into Congress 

in 1982 (H.R. 3108) which would permit employers in all states 

to use polygraph and other testing methods designed to detect 

deception. The bill protects the privacy rights of an em

ployee or prospective employee, as well as the rights of 

employers to use these techniques. The proposed Federal 

legislation would supercede state legislation. 

4.2.3.4 Employee Security Awareness 

Another major way in which proprietary security programs 

address personnel security is by initiating security awareness 

programs. The ultimate goal of security awareness programs is 

to create among employees a proprietary interest in the assets 

of the company so that they would feel a personal responsi

blity for prevention and reduction of losses. such programs 

are designed to establish general employee awareness of (1) 

specific security regulations of the organization, (2) the se

curity measures being followed, and (3) the techniques of 

typical internal and external theft attempts. Structured 
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orientation sessions introduce new employees to security con-

cepts and concerns. They are advised that they may be subject 

to identification checks, package checks, surveillance, and 

required to have proper authorization for entry into certain 

areas and facilities of the organization. The initial orien-

tation is reinforced through employee newsletters and bul-

letins, posters, films and other media designed to alert 

employees to specific types of improper activity and incidents 

that have occurred. Signs, guard forces, and physical secu

rity measures are also visible components of security that 

develop security awareness in employees. In some organiza

tions employee reward programs help to heighten security 

awareness. Such programs offer employees cash or merchandise. 

for leading to solution of an internal theft or loss problem. 

Other organizations discourage these programs because they do 

not want employees to feel like paid informants. 

4.2.3.5 Fideli ty Bonding 

Precautions against employee dishonesty are often taken by 

obtaining fidelity bonding insurance for key employees or 

positions in the organization. "Surety" or "honesty" in-

surance provides for reimbursement to the company for finan-

cial losses caused by fraud, default, theft or other forms of 

dishonesty by employees. Employers can specify certain posi

tions in the organization which do not change (e.g., book-

keeper, treasurer, cashier), indicate individual employees by 

name, or take out a blanket bond on all directors, officers 
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and employees of the company. Additional blanket crime poli

cies may be carried by the organization to protect against 

dishonesty, disappearance and destruction of valuable company 

items both on and off the premises. An article on the in

surance industry in the Wall Street Journal indicated a sharp 

rise in claims and coverage for fidelity bonding; this rise 

points to an increase in losses generated by insured 

employees. 32 

4.2.3.6 Executive Protection 

Most insurance and bonding programs protect the organiza

tions from the acts of employees, but many major corporations 

are also concerned about protecting their top corporate execu

tives from &cts of terrorism and kidnapping for ransom. In a 

survey of co,:porate executives of Fortune 1000 companies, 

The Figgie Report. Part II states that four out of ten execu

tives are concerned about the prospect of kidnapping for them

selves, their families or business associates. 33 Larger com

panies frequently cover their key or most vulnerable execu

tives with kidnap/ransom insurance policies, establish execu

tive protection programs, and prepare "crisis management" 

plans in the event of a coercive threat or act against the 

company or its top officials. Some articles have suggested 

that kidnap coverage is one of the fastest growing segments of 

the insurance industry.34 One source estimated that 80% of 

the nation's top corporations carry ki.dnap and ransom in

surance. 35 
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Executive protection programs typically involve four com

ponents: (1) additional access control and communication pro

cedures at corporate officer locations in office buildings; 

(2) residential security measures at the executive's home; (3) 

special precautions both for daily itineraries and routes to 

the office, and for travel; and (4) specially trained chauf

feurs and bodyguards. Some executives have come to expect 

residential security and family protection measures as an em

ployment "perk."36 Once additional security measures have 

been effected, security personnel often establish liaison with 

local law enforcement agencies to apprise them of the poten

tial risk and the security procedures to be followed should an 

incident occur. 

The Figgie Report notes that most security concerns and 

precautions of corporate executives are related to the degree 

of corporate involvement with countries where U.S. business

persons have been attacked by activist and terro~ist groups.37 

Forty-three percent of the Fortune 1000 company executives 

stated that they have international business ties to such 

countries.38 In addition to mUltinational company executives, 

other potentially vulnerable groups and companies include the 

executives of companies in politically controversial fields 

( ol.'l and other natural resources, nuclear energy), e.g. , 

financial institutions, securities firms, companies with a 

history of labor disturbances and activism, and jewelry and 

other high-liquid-asset businesses. Highly visible public 

officials, leaders of politically controversial organizations, 
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and the members of prominent industrial or socialite families 

are also potentially vulnerable. 

An aspect of some executive protection programs is the use 

of armed bodyguards. Carrying a concealed weapon in many 

states is prohibited by law even for security personnel. In 

California, for example, a proprietary security program can 

usa its own security personnel for protection of company 

executives, but they must be full-time employees of the com

pany and cannot carry a concealed weapon. In California, as 

in many other states, this results in the hiring of off-duty 

or "moonlighting" police officers to provide executive protec-

tiona The situation is compounded when coordinating out-of-

state and intrastate protection of travelling executives. In 

this case, the security executive protection coordinator must 

use his own personnel and perhaps risk violating other state 

concealed weapon statutes or rely on contract security firms 

who in turn frequently employ off-duty officers for this 

purpose. 

4.2.4 International Business Interests 

Multinational industrial and commercial firms must con

sider the political, social, and economic climate of a country 

before making a decision to establish a plant or acquire a 

foreign subsidiary company, or enter into a foreign business 

venture. Similarly, American engineering and construction 

skills and expertise are much in demand throughout the world, 

especially for design and construction of complex plants for 
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the petroleum, petrochemical, and mining industries, and the 

construction of nuclear and fossil-fuel power plants for the 

electrical utilities industries. The Middle East, South 

Africa, Central America, South America, and many developing 

countries have need for these basic industries to promote 

technological growth, provide jobs, assist their national 

economy, and obtain consumer goods. While many of these areas 

have identifiable political instability, change, or social 

unrest, the risk to American business may be "more significant 

in developed countries because of the high concentrated levels 

of investment."39 

Most of the attention on the international aspecls of 

private security is directed toward extortion, kidnapping, 

insurrection, revolutions and terrorism, but there is a broad 

range of risks involved in conducting business in foreign 

countries. Three major categories of risks assessed by busi-

ness involved in foreign ventures are: seizure 9f assets, 

cur rency inco~vertibili ty, and interference with contractual 

performance. 40 Seizure of assets includes the sudden seizure 

of a company's entire tangible assets (plants, equipment, 

land, inventories). A more gradual and subtle form of expro

priation uses such tactics as discriminatory property taxes 

and mandated wage increases or price freezes designed to 

pressure " company into selling out to the government or 

national corporations. Sometimes part of a firm's assets 

(shipment or pieces of equipment} are confiscated to impede 
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company operations. Advance payment guarantees or bid guaran

tees of contractors can arbitrarily be called by foreign 

buyers or firms. Inve~t0rs .;lnd contractors may also be pre-

vented from converting the host country's CUI~sncy into U.S. 

currency. Contract performance requirements of U.S. firms can 

be jeopardized by foreign buyers arbitrarily terminating a 

contract with no government remedy or relief, and revocation 

of an import or export license by a foreign government. De

fault on credit extended to a foreign buyer could also ad

versely affect a U.S. exporter of goods. 

The majority of these risks have political implications, 

and a Nall Street Journal article indicates that a growing 

number of corporations are hiring political risk analysts to 

periodically examine risk situations abroad.4l In addition, 

several commercial services provide generalized political risk 

assessments on a regular schedule, and research and consulting 

firms prepare specialized risk assessments for clients and 

their unique needs. The Department of State also offers the 

services of the Threat Ahalysis Group in the Office of Secur

ity, and their Bureau of Public Affairs issues Background 

Notes on some 165 countries of the World. Security managers 

will frequently maintain liaison with these resources as well 

as law enforcement agencies in foreign countries. Most of 

these resources are also appropriate for intelligence gather.-

ing for ter ror 1st threat assessment. Political risk assess-

ment is often an overlapping function between risk management 

and security. 
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4.3 ASSET VALUE AND SECURITY EXPENDITURES 

The amount spent by the private sector for assets protec-

tion and loss prevention is not precisely known but is gener-

ally believed to be significantly hight8r than the $13.8 bil-

lion spent for local, state and Federal police protection in 

1979.42 Using corporate security managers' assessments of the 

dollar value of all security equipment and services within 

their circulation ba~e, Secu~y-~~~ projected security 

expenditures to be $21.7 billion in 1980. 43 Figure 4-1 de-

picts the allocation of public and private protection 

expenditures. 

The Hallcrest national survey sample of 676 proprietary 

security managers, at .sl.l. levels of organizations, represented 

in the aggregate about $475 million in annual security ex

penditures to protect $250 billion in assets situated in over 

20,000 separate locations and at 25,000 separate facilities. 

The security budgets of some of the nation's corporations are 

so large that the extremely high values were excluded from the 

Hallcrest sample in order to compute realistic median values. 

In addition to the surveys, interviews with corporate security 

directors for a few major U.S. multinational corporations dis-

closed world-wide annual seGurity expenditures in excess of 

;;lOo million. 

These expenditures may grossly underestimate the total 

amount of security expenditure's in many large organizations, 

due to the vast amount of decentralization of operating units, 

facilities and budgets. Based on reconnaissance interviews, 
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Police Protection 

Local 
$9.8 Billion 

$13.8 Billion (1979)1 

Private Protection 

Retail 
$3.8 Billion 

Industriall 
Manufacturing 

$5.9 Billion 

521.7 Billion (1980)1 

Figure 4·1 
Gross Expenditures for Protection in the U.S. 

1. Sourcebook of Criminal Justice Statistics, 1981 U.S. Department of Justice, 1982 
2. Key Market Coverage, Security World, 1981 
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the security manager's budget often does not include items 

that are indeed security expenditures, e.g., locks, fences, 

safes, alarms, CCTV, guard and armored car service. Many of 

these expenses are allocated to a number of separate profit 

centers in the company, while large expenditures for security 

technology are often found in capital budgets. 

Hallcrest's national sU.t'vey data were collected for over 

30 groupings of primary business types from aerospace to 

utilities. While representative samples were obtained in most 

business groupings, it was quite difficult to arrive at dollar 

values for c..\ssets protected al~d security expenditures, since 

many large corporations are so diversified in both their busi-

ness and product lines. Most project data are aggregated into 

three categories for ease of reporting and for comparison with 

other studies: 

Commercial 

• retailing 
• wholesale trade 
• banking/finance 
• insurance 
• restaurant/lodging 

Institutional 

• hospital/health care 
• education/fine arts 
• government 

Industrial 

• industrial/manufacturing 
• utility/communications 
• transportation 
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Table 4-1 displays the value of assets being protected and 

security expenditures for the entire organization and dif~ 

ferent levels of security manager responsibility. Table 4-1 

reflects larger value assets in commercial and industrial sec

tors due to finished goods inventories, raw materials, ma

chinery and negotiable documents not normally found in insti-

tutions. The absolute differences in security budgets among 

business sectors are not as great as differences in assets at 

the entire organization level, since most institutional secu

rity programs consist of hospitals and educational institu

tions with security staffs for the 24-hour protection of large 

resident populations. While most security directors of insti

tutions report responsibility for the Rentire organization,R 

security manager responsibilities in commercial and industrial 

sectors range from local site security managers to corporate 

directors of s~curity. Table 4-2 displays the contrast in 

as~ets protected and security budgets between local facility 

and entire organization security managers in the commercial 

and industrial sectors. 

Local facility security managers in the Hallcrest sample 

are responsible for protecting $30 million in assets with 

annual security budgets of $250,000, ~~cording to median dol

lar values for all business sectors in the national survey 

data. Corporate security directors are often responsible for 

several hundred million dollars of national and international 

assets of the c~rporation and security budgets in excess of 

one million dollars. Thus, it is conceivable that the aggre-
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TABLE 4-1 

PROPRIETARY SECURITY PROGRAM VALUE OF ASSETS 

PROTECTED AND SECURITY EXPENDITURES (MEDIAN VALUE) 

ESTIMATED ASSET VALUE PROTECTED SECURITY BUDGET 

Entjre 
Qrganization~ 

Security Mgr 
~ponsibility.2. 

Entire 
organization~ 

Security Mgr. 
~ponsibili.t.Y.2. 

PRIMARY BUSINESS SECTOR (N=) 

Industrial (314 ) $600~000,000 $200,037,000 $998,300 $500,400 

Commercial (221) 250~00O,OOO 100,000,000 543,000 390,000 

Institutional (103) 95 f 050,000 50,006,000 402,500 301,700 

1 Reported estimates for the entire organization assets and security budget 
2 Reported estimates for assets and security budget under responsibility of security manager 

SOURCE: National Survey of Proprietary Security Managers, Hallcrest Systems, Inc., 1981 
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TABLE 4-2 

VALUE OF ASSETS PROTECTED AND SECURITY 

BUDGET BY LEVEL OF SECURITY MANAGER RESPONSIBILITY (MEDIAN VALUE) 

~URITY MANAGER RESPONSIBILITY 

(N=7) 
Commercial 

Local Facility (33) 

ESTIMATED ASSET VALUE PROTECTED 

Entire 
Qrganization1 

$101,750,000 

Security Mgr 
Responsibility.2 

$ 20,500,000 

SECURITY BUDGET 

Entire Security Mgt. 
QLSB.nization1 Responsibility~ 

$ 350,000 $100,000 

0'\ Entire Organization (74) 300,149,000 300,000,000 555,500 300,000 

Industrial 

Local Facility (50) 100,375,000 50,125,000 350,000 350,000 

Entire Organization (69) 701,000,000 500,000,000 999,167 700,000 

1 Reported estimates for the entire organization aflGets and security budget 
2 Reported estimates for assets and security budgel: under responsibility of security manager 

SOURCE: National Survey of Proprietary Security Managers, Hallcrest Systems, Inc., 1981 



gate of business, industry and institutions in many com

munities expend considerably more for protection than the 

local police department expend~. Nearly nine out of ten 

security directors reported annual increases in their security 

budgets over the past five years, with 55% reporting average 

annual increases of 10% or more. The present research indi

cates that, recently, expenditures for security programs have 

been cut as a result of the reduced spending levels many 

organizations have adopted to cope with the economic downturn 

of the past few years. 

Another measure of the size of security programs is the 

geographic scope of corporate operations. In another 1980 

survey, security Norld reported an average of 21.7 separate 

geographic locations, with about one-half of the companies 

reporting less than five locations.44 In the Hallcrest sur-

vey, the respondents were asked the number of separate geo

graphic locations and facilities for which the security man

ager assumes responsibility. Respondents were also asked the 

number of facilities, since often a single location will 

consist of multiple plants or several operational or proQuc

tion facilities in a single city or county. The Hallcrest 

distribution for locations is similar to that obtained by the 

Security World survey, with 49% of security managers responsi

ble for five or fewer locations and 41% responsible for five 

or fewer facilities. Yet, security managers at the regional, 

divisional, or corporate level may be responsible for numerous 

locations and facilities. Regional managers of security are 
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responsible for a median of about 50 locations and facilities. 

The survey data show that security directors with security 

responsibility for national and international operations have 

a median of over 150 locations and facilities to protect. The 

~localn security manager in a community, then, often has 

responsibility for security operations beyond the local com

munity and may control hundreds of thousands or millions of 

dollars in security expenditures. 

Just over one-half of security managers report in the 

Hallcrest survey that 20% or more of their total annual se

curity budget is spent on contractual private security pro

ducts and services. Security managers using outside contrac-

tual security firms generally employ one to three firms. The 

survey data also indicate that large corporations often do 

business with a dozen or more contractual firms. Some secu-

rity firms establish national accounts with the large corpora

tions to protect their facilities around the country (e.g., 

central station alarm or armored car servicesl. The Hallcrest 

national reconnaissance interviews and site work found some 

security directors with considerable discretion for selection 

of security vendors, but they usually operate within cost 

constraints or guidelines established by another senior cor

porate executive--frequently the senior purchasing agent, con

troller, or vice president for finance. The Sgcurity Norld 

survey of security directors stated that the majority of them 

have regularly scheduled procedures for reviewing security 
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equipment and services, with the average length of time be

tween reviews being 7.1 months. 45 

4.4 SECURITY SERVICES AND EQUIPMENT 

Security guards are usually the most highly visible com-

ponent of security programs, but technological measures are 

the most widely used components. Table 4-3 displays a fre-

quency distribution of security measures reported by 676 com

mercial, institutional and industrial security managers in the 

Hallcrest national survey. The three most frequently used 

security measures are: (1) burglar and fire alarm systems; 

(2) safes, vaults and other fixed security equipment; and (3) 

closed circuit television (CCTV). Burglar and fire alarms are 

found in 80% of security programs. Safes and vaults and other 

fixed security equipment have especially high use in the 

financial and retail commercial sectors. Closed circuit tele-

vision is the third most frequently reported category of 

secur i ty equipment and services. Much higher levels of CCTV 

usage (74%) were found in security programs than security 

equipment surveys by s~curity Norld (47%).46 A clear ma-

jority of institutional security programs reported using CCTV, 

even though the Hallcrest institutional sample is skewed 

toward health care. Although overall reported levels of in

house guard usage are about the same as reported by Security 

Norld,47 both the Hallcrest national survey and site data show 

a much higher use of proprietary guards by institutions than 

by commercial and ind~strial sectors; the latter two more 
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TABLE 4-3 

FREQUENCY OF SECURITY MEASURES UTILIZED BY 

ORGANIZATIONS 

Security Measures Utilized 
All 

Commercial Institutional Industrial Sectors 

Protective Services 

Guards - In-house 
Guards - Contract 
Investigators - Private 
'~nvestigators - In-house 

I Armored Car/Courier 
Investigative Accountants 
Undercover Operatives 

. Polygraph/Deception Detection 

Deterrent Equipment 

Safes and Vaults 
Electronic Access Control Systems 
Security Lighting 

Monitor.ing and Detection Equipment 

,Electronic Sensors/Systems 
Burglar Alarms 
Fire Alarms 
Closed Circuit T.V. 
Energy Management Systems 

Miscellaneous 

Communications Equipment 
Guard Dogs 

62% 
58% 
24% 
80% 
32% 
16% 
50% 
43% 

82% 
54% 
62% 

61% 
91% 
86% 
76% 
26% 

63% 
4% 

N = 221 

76% 
35% 

9% 
64% 
10% 

6% 
32% 
18% 

62% 
55% 
68% 

63% 
77% 
82% 
64% 
19% 

80% 
7% 

103 

67% 
63% 
33% 
62% 
15% 
16% 
38% 
22% 

75% 
67% 
74% 

73% 
79% 
78% 
76% 
18% 

80% 
8% 

314 

SOURCE: National Survey of Proprietary Security Managers, Hallcrest 
Systems v Inc., 1981 
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67% 
57% 
25% 
69% 
20% 
14% 
41% 
29% 

75% 
60% 
68% 

67% 
83% 
81% 
74% 
21% 

74% 
7% 



frequently contract for guard services. Interestingly, the 

Hallcrest survey also found that a clear majority of pro

prietary security programs maintain investigators on their 

security staffs, and one-half of commercial security programs 

use undercover operatives. 

Corporate and institutional use of contract guards has 

greatly increased in recent years. In some cases they supple

ment proprietary security personnel and in others they are the 

sole 

been 

source of security personnel. Considerable attention has 

focused on a shift from proprietary to contract security 

personnel due to perceived cost savings. Hallcrest'3 data 

from the case study sites and the surveys of major national 

and regional security companies, and state licensing agen

cies, confirm this as a general trend, although no quantita

tive indicators were found in the literature review to measure 

the extent of trends toward use of contract security officers. 

In the earlier 1980 Security Norld survey, only 40% of secu-

d ' con.tract security guards in the rity managers reporte USlng 

( , 1 l'nstitutional, indus-major business sectors commerCla, 

trial).48 A 1981 Security NQrld survey on contract and pro

prietary guard use found nearly 80% of commercial and indus

trial security managers with contract guard operations--nearly 

double the level of usage that they reported in the survey of 

, 49 This finding cannot be interpreted as the prevlouS year. 

increased usage of contract security. Hallcrest national 

d ' Table 4-3 reflect an ASIS member sample con-survey ata ln 

ducted about the same time as the 1981 Security World survey. 
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These security managers report that about 60% of commercial 

and industrial security programs use some contract security, 

but only about one-third of institutional security programs 

use contract security personnel. 

In the Hallcrest survey, the top executives of major 

national and regional guard companies felt that new (first 

time) users of security guards and increased use of contract 

security by existing clients would be a larger source of 

growth over the next five years than proprietary security 

programs changing from in-house to contract secur ity guards. 

In some situations it was noted that proprietary supervisory 

personnel and a core security staff are retained in a "hybrid" 

arrangement of proprietary and contract staff. Questions 

concerning job duties and activities of contract and proprie-

tary security guards in the site surveys did not reflect that 

contract guards are relegated to lesser tasks. Job activities 

and problems encountered by both contract and proprietary 

security officers are quite similar in the same business 

sectors, especially the industrial sector. 

The Figgie Report; Part II also surveyed the security 

measures undertaken by Fortun~ 1000 corporate executives. 50 

with the exception of fire alarms and security lighting, cor-

porate executives reported use of security measures subs tan-

tially lower than that reported by security managers in both 

the Security World and Hallcrest survey data. Similarly, the 

Security W~ survey of corporate executives indicates lower 
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utilization of security measures than security managers re

ported in another survey.5l Since the majority of security 

directors report to the top management of corporations, Hall

crest expected to find higher levels of security awareness by 

corpprate executives, especially in basic corporate secur i ty 

program components of burglar and fire alarm systems, guards, 

and access control systems. 

Although security budgets are often expressed as a per

centage of sales or assets, few empirical measures of security 

program effectiveness were found in the literature review and 

site study. In the Hallcrest national survey, proprietary 

security managers were asked if they use any of the evaluation 

factors or criteria in Table 4-4 as measures of security pro

gram effectiveness. The evaluation criteria are grouped into 
. 

three categories: crime-related, loss-related, and company 

operations. After the single criterion of internal theft, 

the largest consensus on security program evaluation is ac

hieved on crime-related evaluation criteria. This is somewhat 

ironic, since eight out of ten responding security managers 

are in the commercial or industrial sectors where the stated 

emphasis is on assets protection and loss prevention. While 

security.directors discuss the impact of security programs on 

sustained profitability of the company through minimization of 

losses, security program performance is rarely measured in 

relation to corporate profits. Determining the cost effec

tiveness of implementing specific security measures would 

require further research. Security managers, organization 

4-43 

I ~, 

I 

, , 

~------ --~----~~-----------~ ---

TABLE 4-4 

EVALUATION CRITERIA FOR 

PROPRIETARY SECURITY PROGRAMS 
(% Utilizing) 

Eyaluation Criteria Commercial Institutional Industrial 

Crime Related 

Crimes Investigated 
Apprehensions/Arrests 
Crime Attempts Intercepted 

Loss Related 

Internal Theft 
Inventory Shrinkage 
Profits 

Company Operations 

Operational Overhead 
Gross sales 
Number of customers 
Customer Attitudes/Behavior 
Employee Attitudes/Behavior 

77% 
72% 
59% 

84% 
57% 
34% 

34% 
21% 
15% 
30% 
62% 

N = 221 

74% 
66% 
59% 

76% 
50% 

8% 

14% 
3% 
8% 

24% 
56% 

103 

71% 
58% 
54% 

79% 
57% 
20% 

27% 
5% 
3% 

15% 
55% 

314 

SOURCE: National Survey of Proprietary Security Man
agers, Hallcrest systems, Inc., 1981 

4-44 



executives and police crime prevention specialists could 

greatly benefit from knowing the actual and perceived benefit 

of implementing a single security measure or a mix of security 

measures as a specific security strategy. 
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CHAPTER 5 

CONTRACTUAL SECURITY OPERATIONS 

5.1 GUARD AND PATROL SERVICE 

Although guard and patrol firms may offer an array of 

protective services, their main revenue source is providing 

security guard services. It is not unusual for medium-and 

large-size firms to offer such services as investigations
f 

undercover operations, polygraph examinations, executive pro-

tection and/or bodyguard service, and technical surveillancE'.! 

countermeasures. A few guard companies even provide alarm and 

armored car services. Some of the large security guard firms 

have several functional divisions and have invested in secu-

rity systems in order to offer their clients an integrated 

approach to security. Yet, their primary source of revenue 

remains the labor-intensive gua~d services. The Hallcrest 

survey of the national and regional security guard companies 

revealed that over 90% of all company revenue was generated 

from guard services. 

Many guard firms, including Pinkerton's (I:>ne of the 

oldest and largest), started as investigative firms and then 

added guard services for clients. For most guard firms, in

vestigations are principally undertaken in response to in

cidents on client property serviced by a firm's contract 

guards. Guard firms are particularly visible at sporting and 

public events. Pinkerton's, for example, provided 1000 secu-

rity personnel for the 1980 Winter Olympics, and at Super ~owl 
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XVI (the 1981 professional football championship), approxi-

mately 350 Burns International Security Services personnel 

were hired as guards, ushers and ticket takers. Guards are 

also highly visible in banks, as well as at airports, where 

they conduct pre-flight screening of passengers and luggage. 

5.1.1 Contract Procurement 

New client accounts are obtained by direct marketing ef-

forts of the firm or through a competitive bidding process. In 

some firms, sales personnel are employed to obtain security 

guard contracts. The national and regional companies in the 

Hallcrest national survey indicated that change of security 

firms by existing contract users would be their largest source 

of growth over the next five years. There are two plausible 

explanations. First, SUbstantial business volume is generated 

from the many facilities and locations of Fortune 1000 or 

regional clients when guard service contracts are obtained for 

the entire corporation. Similarly, many regional or statewide 

guard firms have contracts with regional employers or em-

ployers with several facilities in a state. The advantage of 

a single security agreement for the large corporation is the 

continuous availability of contracted services from the same 

firm, regardless of facility location in the country or state. 

Second, companies frequently change from one contract secur.ity 

firm to another. A 1980 security World survey of loss preven-

tion managerB disclosed that contract guard services were 
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changed or replaced an average of every 1.3 years.l Forty-

eight percent of all business sectors changed contract guard 

companies within one year or less of initiating a contract. 

The commercial and industrial sector changes were made in less 

than one year in over 50% of the responding firms, while 49% 

of institutions reported that they had never changed contract 

guard firms. 

If bid specifications have not been provided, the guard 

firm may conduct a survey of the organization's vulnerability 

to different types of loss. This process requires the con-

tract security manager to have in-depth knowledge of the 

business operations his firm proposes to protect. The client 

and the guard firm agree on a combination of technology and 

security perslonnel and on the levels of supervision and 

accountability. A staffing chart designates the different 

posts to be filled (with a combination of full-time and part-

time personnel), and job descriptions are often prepared for 

each guard dutl assignment. In some cases, contract security 

personnel will perform other nonsecurity tasks, such as 

switchboard operation, inventory checkers, and so forth. 

In a 1982 ~icurity N~rld survey of proprietary security 

managers, the budgets for contract security guards in indus

try averaged $264,868--60% reported less than $200,000. 2 

Based on an hourly billable rate of $6.62 (derived from the 

Hallcrest national survey of propr ietary secur i ty managers), 

the budgets of most industrial facilities would allow for the 
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equivalent of four guard posts on a 24-hour basis. An unpub

lished study sponsored by one prominent guard firm reported 

that 75% of industrial clients manned five guard posts on a 

24-hour basis, and that 69% utilized ten or fewer guards. The 

average number of contract guard hours provided to all facili

ties was about 200 hours per week. Contract sscurity guard 

budgets in the Security World study were reported at an ave

rage of $125,047 for the institutional sector, with 46% less 

than $100,000. In the commercial sector, budgets for contract 

security guards averaged $175,135; 56% reported budgets of 

less than $100,000. 

5.1.2 Employee Screening and Training 

Once a contract for guard or patrol services has been 

awarded, the guard firm must then recruit new employees or 

select current ones for the assignment. The only ava1.lable 

labor pool of experienced personnel is existing employees on 

other job assignments, an employee of the previous contract 

firm whom the client wants to retain, proprietary security 

officers, or off-duty police office:s. In the Hallcrest sUr

vey of national and regional security companies, the firms 

indicated that the client's willingness to pay certain wages 

is the principal factor in selecting personnel for a specific 

client and assignment. The other key factors are the type of 

assignment, amount of authority and discretion exercised, and 

the training of the guard. Actual experience and education 

were rated the least important factors. As noted in Chapter 
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7, personnel screening techniques among firms range from em

ployment application~ and general interviews to background 

investigation, psychological testing, polygraph examinations, 

honesty testing, and criminal record checks. 

All of these pre-employment screening practices and pre

assignment training constitute an overhead expense for the 

firm. Misrepresentation of personnel selection, screening, 

and training is one of the most frequent complaints voiced by 

competitor guard companies and contract guard users in the 

site studies and reconnaissance interviews. Clients have 

few, if any, methods to verify pre-employment screening and 

training of security employees except through job performance. 

In states with mandated security training requirements, it is 

still difficult to verify training records maintained by secu

rity firms without conducting field audits. In one infamous 

incident, the branch manager of a national guard firm, who was 

also a member of a state regulatory board, was suspended for 

falsifying the training records of his employees. 3 In states 

with no training requirements, both armed and unarmed security 

personnel can be placed in assignments involving public con

tact and interaction with only the benefit of on-the-job 

training. 

5.1.3 Security Guard Safety 

When security guards are sent out on assignments with 

little or no training other than knowledge of. company policies 

and a general job orientation, the personal safety of the 
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guard is at stake as well as that of the people with whom the 

guard interacts--especially if he or she is armed. Even 

without weapons, if security personnel are expected to detain 

and/or search individuals as part of either the employer or 

client policy, they could be involved in unnecessary physical 

confrontation through inappropriate action or apprehension 

techniques. During the 1970's, an average of 100 police 

officers were killed each year. The FBI maintains statistics 

on incidents of police officer deaths and injuries, but there 

is no source which keeps precise data on the number of attacks 

on security personnel or deaths while on duty. In an article 

on security guard safety, Security Letter noted that a check 

of news items received during that month indicated the deaths 

f 12 ' . 4 o prlvate securlty guards. Most of the deaths were 

mentioned incidental to an unusual property loss, whereas the 

media often gives equal or greater news coverage to the 

shooting of a police officer and the incident in which it 

occurred. 

Assailant use of alcohol and domestic disputes are fre

quently involved in police officer deaths, but security offi

cer deaths appear to most frequently occur when they attempt 

to protect valuables or property during the commission of a 

felony crime. The most notable incidents of security guard 

deaths and serious injuries have involved bank robberies and 

armored cars. A tragic example was the attack by the Weather 

Underground and members of other terrorist groups in October 
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1981. They shot and killed two policemen and a Brink's arm

ored car guard and injured other Brink's guards in an ill

fated attempt to steal $1.6 million the armored car company 

was transporting for a New Jersey bank. 

5.1.4 Supervision and Management Practices 

When serious incidents develop in the community which 

require assistance, the police officer can radio for help from 

another patrol unit or a field supervisor. The security guard 

may:' eat a fixed post with no means of direct communication 

or may be dependent upo~ a roving field supervisor who makes 

contact once or twice during a shift. At larger job sites, a 

site or shift supervisor may be present. Our site study 

revealed that inadequate communications equipment and poor 

supervision are other frequent complaints of contract security 

users and competi tor companies. Both i terns cause addi tional 

operating expenses for the security firm, yet successful and 

reputable guard companies feel that supervision and the qual

ity of local management are the keys to ensuring high-quality 

security service and contract performance. A state security 

association president who is also a security company executive 

views quality of supervision as the most important factor: 

The quality of supervision is the main 
variable. It's more important than train
ing, pay rates, or any single factor. And 
it's the key regardless of whether you're 
hiring a large, nationally known guard 
service, a med~um-sized service, or a small 
local service. 
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The president of a rapidly growing national security company 

implied that companies with poor management will not survive, 

or at least will not grow: 

Regardless of which company he represents, 
the manager who is going to get the ~ion' s 
share of the business in any town 1S the 
one who seems to be the sharpest, the most 
aggressive, and the most. knowledgeable .... I 
don't see anybody in our 1ndustry exper1-
encing any reasonable growth ueless they've 
got very competent management. 

The licensing and regulatory agencies generally require 

that an applicant have a combination of some training and 

experience to obtain a license as a security manager. But 

there are no distinct levels of certification among security 

guards in states except for the distinction between armed and 

unarmed personnel. 

The successful security guard company, then, must balance 

a need for adequate training, supervision and management with 

the need to minimize overhead expenses in an industry with 

intense competition and low profit margins. Computers can 

help achieve this balance and have been used increasingly by 

guard firms to track costs. Computers are occasionally used 

by larger firms to store and retrieve personal skills inven

tories of security personnel to be used in matching them with 

job requirements, to produce long-term schedules, to forecast 

manpower requirements, and to produce frequent financial 

statements. Some of the national firms are linked to branch 
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offices through computer terminals. For smaller security 

firms, management information software is available for use in 

micro computers. 7 

Security firms also must balance the impact of high per

sonnel turnover with the associated costs required to reduce 

that turnover. The measures listed by national and regional 

firms to reduce turnover include higher pay and comprehensive 

benefit packages, profit-sharing plans, more selective screen

ing practices, better training, employee relations programs, 

recognition awards, and development of career path opportuni

ties. A regional nquality assurancen manager for one national 

security firm estimated that guard turnover at a new job site 

can be as high as 60% during the first ninety days.8 Turnover 

not only increases operating costs for security firms, but 

excessive turnover can also make the security of a client's 

facility more vulnerable to dishonest former security em

ployees with inside knowledge of company operat~ons and pro-

tective measures. 

5.1.5 Armed security Personnel 

Firearms incidents involving private security personnel 

have been an area of concern to licensing and regulatory agen-

cies and the frequent focus of the media. Some contract 

security firms feel that armed security personnel are desired 

by their clients or that firearms are accepted as ntools of 

the traden for effective deterrence, similar to police offi

cers. Opponents of firearms for security personnel note that 
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the responsibility of security officers is to protect property 

(in most situations), and the introduction of firearms into a 

tense confrontation can lead to violence, especially when the 

security officer may have only minimal firearms training. Are 

firearms necessary to the proper performance of the security 

function? Giglioti and Jason suggest several criteria for 

determining the appropriateness of ~firearms, based upon the 

potential threat level inherent to the commodity being guarded 

by security personnel: 9 

1. geographical and/or physical location of the i tem-
where it is manufactured or located, stored or trans
ported; 

2. criminal attraction to the item--its desirability 
and/or convertibility to cash; 

3. degree of risk associated with theft versus the re
wards of a successful theft; 

4. probability that deadly force could be used against 
protection personnel; and 

5. the potential consequences of a failure to adequat7ly 
safeguard the item--hazard to the general publlC, 
civil liability, etc. 

A significant trend in the guard industry in the past five 

to ten years has been the overall reduction in the percentage 

of armed security guards. In the Hallcrest national surveys, 

the majority of Doth contract security managers and the na

tional and regional security executives claimed that less than 

10% of their total personnel are armed; the average for the 

national and regional security companies was 8.2%. Guards

mark, a national security firm, estimated that only about 3% 

of their uniformed personnel are armed, down from 35% in 
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1973.10 The companies report that they generally discourage 

client requests for firearms because they are not usually 

needed and that there are too many liability and insurance 

problems. Client requests, however, often are granted but 

usually only when it is required by terms of the contract, 

governmental regulations (e.g., Nuclear Regulatory Commis

sion), or when the assignment involves safeguarding cash or 

highly vulnerable assets that can be quickly converted to 

cash. In the earlier mention of security guards at the Super 

Bowl, very few of the 350 security personnel were armed. 

A ~ew York Times editorial in January 1982 applauded the 

general reduction in armed guards, noting that this had oc

curred as a result of a careful assessment of risk and bene

fits by security managers. ll The editorial expressed hope 

that the ngeneral public will learn to make the same kind of 

calculation.n Yet, in the Hallcrest national survey, nearly 

one-half of the 545 contract security firm managers said that 

they had experienced an increase in client requests for armed 

security personnel in the past five years. Only 18% stated 

that they had experienced a decrease in requests for armed 

personnel. In some instances, the contract guard firm will 

hire a nmoonlighting n police officer to satisfy the client1s 

demand for a "hired gun. n Despite the general trend toward a 

decrease in provision of armed guards, sorl'.e firms routinely 

arm a large portion of their personnel. 

5-11 



- .... - 7~ -_. 

( 

5.1.6 Goyernment Contracting 

In the Federal Government Office of Management and Budget 

Circular A-76, the government is required to contract with the 

private sector for goods and services whenever a cost savings 

of 10% or more can be realized. At the present time, about 

40% of government activities such as security, printing, laun

dry and food service are contracted out by government agencies 

and facilities. The Federal Protective Service, for example, 

employs 2,600 Federal Protective Officers to protect selected 

government buildings, but about $2,000 per guard reportedly is 

saved annually by contracting with guard firms for an addi

tional 4,000 security officers. 12 The Congressional Budget 

Office has estimated that about 80% of all commercial activi-

ties of the Federal Government could be contracted to the 

private sector at an initial savings of $335 million per 

year.13 (The Office of Management and Budget is revising the 

contracting guidelines for release in early 1983.) Many busi

ness groups, including the Chamber of Commerce of the U.S., 

have been pressing for more extensive use of private con-

tracts. They contend that government should not compete with 

the private sector. 

In the midst of these movements toward even greater use of 

government contracting, the contract guard industry was dealt 

severe blows by Congress in 1981 and 1982. In 1981, House 

Bill HR-3413 was passed which contained a clause prohibiting 

the use of contract security at the Los Alamos, New Mexico, 

defense installation. In 1982, amendments to Department of 
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Defense appropriation bills in the Senate and the House (S-

2248 and HB-6030) prohibited contracting out for security or 

firefighting services on all military bases, except for the 

renewal of existing contracts. The passage of the legislation 

(P.L. 97-252) resulted in a FY 1983 DOD Authorization that 

placed a one year moratorium on contracting for security 

services. The National Council of Investigation and Security 

Services (NCISS), the Committee of National Security Companies 

(CONSCO), and the Private Security Liaison Council lobbied 

extensively against the legislation, contending that it was a 

serious threat to the contract guard industry. These groups 

feel strongly that federal employee labor unions are attempt

ing to reduce the impact of budget cuts on federal employees 

by eliminating contracting out in all areas of government, not 

just mili tary installations. The President of NCISS sUmmar-

ized the concerns of contract security companies: 

Many security companies cannot afford to be 
locked out of government work, and if this 
bill takes effect, it may mark the begin
ning of a trend in which federal unions and 
lobby ~Ioups car ry undefea table poli tical 
clout. 

Under terms of the legislation, a feasibility study is to be 

conducted at the end of the year-long moratorium. In welcom

ing the study, the NCISS President estimated that the "govern-

ment can save almost $50 million granting security contracts 

to private firms. n15 
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5.1.7 Alleged Organized Crime Involyement 

Six of the nineteen surveyed state licensing and reg-

ulatory agencies indicated that law enforcement authorities 

had alleged organized cr ime involvement in pr iva t.e secur i ty 

firms in their state. Although the level of involvement was 

considered low, exact figures are unknown. Guard unions, 

with alleged involvement with organized crime, have primarily 

concentrated on organizing proprietary security guards, but 

also have organized employees of contract guard firms. Fed-

eral and state investigations in New York and New Jersey in 

1981 contended that organized crime was involved in guard 

unions and the actual running of guard firms. By using hand

picked guards in unions controlled by them, as well as their 

own security firms which served as protection rackets, organ

ized crime influence was reportedly able to coerce merchants 

and businesses into buying "protection" services and then 

systematically looting them. 

With their handpicked guards on the look
out, the mob has stolen truckloads of pro
duce from the food markets, swiped ship
loads of shellfish from the piers, and 
arranged burglaries to glean out shopping 
centers and warehouses. l 

This New York magazine article went on to detail some of 

these methods reported by agents, investigators and prosecu

tors of such agencies as the Organized Crime strike Force, the 

u.S. Department of Labor and the District Attorney's Office. 

A year later, the FBI obtained the conviction of Carmine 

Romano, a former union official and alleged organized crime 
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figure, for orchestrating coerced protection and theft at the 

Fulton Fish Market in New York City through a guard service 

controlled by him. 

Since 1975, federal investigato~s said in a 
presentencing report, the wholesalers have 
shelled out $700,000 to Fulton Patrol Ser
vice, a protection racket, controlled by 
Romano, an alleged member of the Genovese 
crime family. The wholesalers have made 
the palyments, the investigators say, so 
that their businesses won't be wrecked. 

Despite the payments [for a security ser
vice], federal prosecutors and investiga
tors charged in court, thousands of pounds 
of fish purchased by the wholesalers are 
stolen from crates every day by unloaders 
employed at the market. Some of the un
loading companies' profit, prosecutors h~7e 
said in court, is kicked back to Romano. 

Complaints against organized crime-controlled unions have 

included embezzlement of union pension and welfare funds and 

the intimidation of security firms that will not cooperate in 

efforts to organize their employees. Investigators in New 

York described some of the unions being investigated as inde-

pendent locals with "no national affiliations, no charters, no 

executive boards, and no minutes,n18_-but with thousands of 

represented security guards. In some instances, when a local 

security firm owner would not cooperate with union organizers, 

the firm's clients would be victimized, and the ~lient would 

be coerced into accepting the services of an alleged mob

controlled guard firm to avoid further incidents. At least 

three separate New York organized crime families were tied to 

security guard union activities. An affiliate union of one 
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Brooklyn-based guard union was involved in attempting to orga

nize security guards at the casinos in Atlantic City, New 

Jersey. The president and three other officials of the union 

headquarters in Brooklyn were convicted of embezzling union 

pension funds. Two unions headed by him were said to repre

sent 10 ,000 guards employed by 40 guard firms in New York, New 

Jersey, and Washington, D.c~19 The union leader was said to 

have been the largest organizer of guards at nuclear power 

plants on the East Coast. 

By the time an applicant is rejected on the basis of 

fingerprints validating a criminal record, the mob-controlled 

guard has had suffici~nt time to inflict serious damage. De

lays in applicant processing allow individuals to apply for 

security guard licenses and then work at their security job 

for months in some states. In the case of the security guard 

firm with organized crime influence, a struggling company with 

a certified owner/manager can be bought out and convinced to 

remain as a figurehead manager. Then, someone else's finger

prints can be submitted routinely--and fraudulently--on behalf 

of another applicant. 

A different picture of the operating practices of such 

firms was painted by one licensing and regulatory agency ad-

ministrator. In an interview with the Hallcrest project 

staff, he indicated that firms suspected by law enforcement 

agencies of organized crime influence or control ironically 

had only sporadic violations of administrative rules and took 

great effort to run a "clean" operation. systematic theft 
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still can be arranged that does not involve coercion or arouse 

suspicions and at the same time provides "justification" for 

security services. He too, like other security regulatory 

administrators, saw any overall involvement by organized crime 

as minimal. 

5.2 PRIVATE INVESTIGATIVE FIRMS 

5.2.1 Tasks and Actiyi ties 

Private investigative firms conduct investigations on 

behalf of a private party to collect information or to recover 

persons or property. A private investigator (PI) typically 

works independently as a sole propr ietor or as part of a small 

firm. More than 50% of the investigative firms in the Hall

crest survey reported gross annual revenues of less than 

$100,000 and the median number of full time employees as 

three. The stereotypes of the PI over the years have included 

those of "gum shoe" and "Sam Spade" making a living off other 

people's private problems--divorce, infidelity, child custody 

and other domestic problems. While this still constitutes a 

good portion of some firms' business, private investigators 

are also involved in tracing missing persons and "skips" 

(persons moving and leaving behind debt), locating parties to 

legal actions, repossessions, credit and pre-employment back

ground investigations, criminal defense investigations, claim 

investigations for insurance companies, and investigations of 

criminal activity such as theft, fraud, and embezzlement. 
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Some state licensing and regulatory agencies have diffi

culty properly categorizing private investigators because of 

the broad range of services they offer. Some firms provide 

undercover operatives, polygraph examinations, counter surveil-

lance equipment and services, forensic photography, and body

guards. Other firms provide investigation of the internal and 

external theft problems for client companies; still other 

firms offer investigation and countermeasures for complex 

forms of white collar crime. The "new breed" of investigator 

in these firms may have a background in accounting, data 

processing, investigative reporting, or internal auditing; no 

longer is only the traditional law enforcement background 

associated with private investigators. Some of these firms 

describe their services as consulting ~nd do not advertise as 

a private investigative business. A typical assignment might 

involve (I) investigating a vendor kickback scheme in several 

states or multiple operating divisions for a client; or (2) 

collecting detailed background information on a firm being 

acquired or involved in a corporate takeover bid. 

5.2.2 Information Access and Law Enforcement contact 

The information sources used by private investigators are 

much the same as those used by law enforcement officers. How

ever, the private investigator is not subject to as many limi

tations as the police officer on collecting information since 

the admissibility of evidence in court is frequently not a 

concern. In the private sector, an investigator can pursue a 
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case to the level of detail and expenditure set by the client. 

On the other hand, the police detecti ve may be hampered by a 

large caseload and internal case management criteria that 

limit the time and resources which can be devoted to a single 

case. The main constraint upon private investigators is the 

Privacy of Information Act, which restricts access to many 

credit, banking, and government records and also most police 

informationo Telephone company records, credit information, 

employer information and criminal record information are fre-

quently off limits to private investigators, yet the "stock in 

trade" of many investigators is their ability to obtain such 

information--which the client was unable to obtain. The 

owner of a private investigative firm made the following 

observation about obtaining information: 

There's nothing that's not for sale. I 
don't consider it a crime to buy informa
tion, merely a shortcut. The stuff would 
come out anywaY ••• Over the past few years 
the government has made it tough tc uncover 
things. Privacy laws, that kind of thing. 
But you'd be surprised at the Humber of 
people for sale in this country.2 

The same private investigator was reported to rely "heav

ily on his contacts in officialdom to get results." In a 

report on Sources and Areas of Conflict Bet~een La~ Enforce

men~And Private Security, the Private Security Advisory Coun

cil stated that patterns of communication between them were 

dominated by "Sub rosa channels of communication. n21 In this 

scenario, private security firms trade heavily upon personal 
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relationships; personalities rather than legitimacy or legal

ity of need determine the amount of information and level of 

cooperation received fr.om law enforcement. In most states 

there is a penalty for unauthorized access to or release of 

information by law enforcement officers, especially criminal 

history record information. A "well placed" phone call, how

ever, can often rapidly obtain desired police information. 

In the Hallcrest national survey, private investigative 

firms reported frequent contact with detectives in law en-

forcement agencies; in fact, 58% reported daily or weekly 

contact. Little contact was reported with law enforcement 

supervisors and managers. Law enforcement administrators in 

the national survey, however, reported less frequent contact 

of their detectives with private security personnel; only 44% 

reported daily or weekly contact with their detectives. 

Cities above 100,000 population reported twice as much daily 

contact. Although they reported frequent contact, most pri

vate investigative firms reported that they seldom or never 

seek information of arrest verification, conviction verifica-

tion, or criminal case information. On the other hand, 

private investigative firms, at best, reported only occasional 

sharing of criminal intelligence information and information 

on internal company investigations. 

Thus, private investigators report frequent contact with 

law enforcement detectives, but purportedly do not seek law 

enforcement information or provide information from their 

investigations on a regular basis--the most logical reasons 
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for frequent contact. Four out of ten firms reported that 

they employ off-duty law enforcement officers. Officers em

ployed in this capacity could be in a position to obtain 

police information to gain favor with their secondary employer 

in private security. Overall relationships of private in

vestigators with law enforcement detectives were reported as 

excellent or very good by 70% of private investigative firms. 

5.2.3 Investigative Objectives and Technigues 

In undertaking investigations on behalf of a client, pri

vate investigators often have very different objectives from 

law enforcement investigators. Once a suspect has been 

identified, law enforcement agencies move toward establishing 

sufficient evidence ~or prosecution and conviction in court. 

In criminal defense work for attorneys, the private investi

gator has only to establish reasonable doubt, rather than 

having the burden of proof borne by law enforcement. Insur

ance companies often employ private investigators on question

able property loss or personal injury claims. Such cases 

involve investigating fictitious claims for disability and 

false claims of stolen property, determining fault in fidelity 

bonding, and examining suspected arson. The insurance company 

is primarily concerned with obtaining sufficient information 

to deny the payment of fraudulent claims or to shift the 

liability to another party. 

As indicated earlier, private investigators have neither 

the same concerns nor the same restraints of law enforcement 
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detectives in gathering information, since they are not always 

concerned about its admissibility in court. While private 

investigators are subject to tort actions for invasion of 

privacy, thEY frequently use surveillance and pretext inter

view techniques to obtain information. Surveillance may be 

used to establish patterns of activity, habits and associa

tions or to monitor suspected illicit activity. In pretext 

interviews, the identity of the investigator or the client may 

be misrepresented to the interviewee in order to elicit infor-

mation. (Undercover personnel often use the same technique.) 

Unless a government official is impersonated, statements ob

tained in the the pretext interview can be used against the 

interviewee directly. In addition, unless pretext interviews 

are conducted in one of the few states prohibiting them as 

part of their licensing statute, there is usually little 

liability incurred under state law.22 

Arson investigations for insurance companies illustrate 

the different roles of private investigators and law enforce-

mente The private investigator acts under contract law au-

thority of the insurance company. The insurance company must 

supply the insured with a proof of loss form within 30 days of 

the fire and then act on the claim within 30 to 60 days of its 

submittal to the insurance company. The confidentiality of 

police files and the concern for civil liability on the re

lease of investigation information make the contact between 

private and law enforcement investigators infrequent. While 

5-22 

I 
~ I !I 

..,. 
• 

-~~-.- ---

law enforcement can work within applicable statutes of limita

tion, the private investigator must work very rapidly to 

establish probable cause to deny the claim. Police officers 

can repeatedly interview suspects, but under most insurance 

contract law, a statement can be taken only once. Actual 

sharing of information between law enforcement and private 

investigators is generally governed by immunity laws which 

usually do not permit sharing of information unless the in-

sured is an actual suspect. In effect, two separate investi-

gations are conducted, with the exception that background 

information is shared on the insured, the building or equip-

mente 

Prior to the recent reclassification of arson as a Part I 

offense for FBI Uniform Cr ime Reporting purposes, many fires 

attributed to electrical or mechanical failures or to careless 

smoking were actually undetected arsons, and fire marshals and 

private investigators were m~(e active in arson investigation 

than law enforcement inv~stigato~s at the state and local 

level. At the federal level, the Bureau of Alcohol, Tobacco 

and Firearms (ATF) has investigated arson utilizing federal 

statutes on explosives and firearms. In 1980, when ATF began 

capturing insurance claims data associated with arson investi-

gations, more than 50% of the $140 million in claims submitted 

for investigation were suspected of arson, and $54 million in 

insurance payments were aborted through the proof of arson. 23 
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5.2.4 Private National Investigative Network 

was The first national detective agency, Pinkerton's, 

formed in 1850 to provide nationwide investigative resources 

for a growing frontier country with no federal law enforcement 

agency and little local law enforcement. Today, private in

vestigators often still rely on private investigative firms in 

other states and regions of the country to pursue leads and 

, t' t'on The investigation of various facets of an lnves ~ga 1 • 

behalf of families or skip tracing of bad missing persons on 

credit accounts are good examples of the use of a private 

national network of investigative resources. In the 

united states there are annually 30,000 missing person cases, 

50,000 cases of children abducted by parents and one million 

runaways.24 The FBIis NCIC Missing Persons File contained 

23,827 records in January 1982, with over 8,000 juvenile en

tries made each month since October 1975. Faced with this 

overwhelming number of "cases" to investigate, law enforcement 

agencies give little attention or priority to these cases, 

especially if no foul play is suspected. Because private 

investigative agencies playa significant role in investi

gating cases, they provide an important public service, al

though obtaining the service is based upon ability to pay. 

5.3 ALARM COMPANIES 

5.3.1 Alarm Sensors 

Alarm systems can be categorized 4n three ways: (1) by the 

d ' d to detect intrusion, smoke or type of sensor eVlces use 
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fire, (2) by the means of annunciating or transmitting the 

alarm signal, and (3) by type of application--for perimeter or 

interior space protection. Window foil and magnetic contact 

switches on the exterior doors and window openings of retail 

shops are familiar alarm devices to many citizens. While 

these devices continue to be incorporated in many alarm sys

tems, among the most widely used intrusion detection devices 

today are sound discrimination, ultrasonic motion detectors, 

microwave motion detectors, and passive infrared detectors. 

Sound discrimination devices react to breaking glass, 

metal on metal, and other sharp sounds. They frequently are 

used in residential applications on window and door glass, and 

in school systems in conjunction with audio listening from a 

central monitoring station. Microwave and ultrasonic motion 

detectors work on similar principles, using the effect called 

the Doppler shift. These devices impart energy waves to a 

protected area and partially reflect them back to a receiver 

unit. An object moving within the protected area causes a 

change in the frequency of the wave pattern which is detected 

by the receiver unit and transmitted as an alarm signal. The 

energy wave source used by both types of devices is inaudible 

to the human ear; microwave units use a high-frequency radio 

signal, and ultrasonic units use a high-frequency sound sig-

nal. Passive infrared (PIR) units do not transmit signals; 

rather, they detect infrared radiation of intruders in a field 
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of view which is divided into zones. An alarm condition is 

caused when the intruder is detected more than once in the 

same zone or in two or more zones. 

Alarm sensors detect the intrusion and then transmit an 

alarm signal to a control panel which then either annunciates 

the alarm at the pr.emises with a horn, bell or siren, or 

transmits the alarm signal to a remote location. Tradition-

ally, local alarm annunciation at the business establishment 

or residence has been identified with the "local" alarm com-

pany and monitoring of the alarm at a central facility has 

been called a "central station" service. 

5.3.2 Sales. Installation and Monitoring 

Review of alarm company sales and advertising practices 

generally indicate a sound and ethical approach. For more 

then five years, the National Burglar and Fire Alarm Associa

tion (NBFAA) has actively promoted ethical sales practices. 

Yet a frequent complaint voiced by some alarm company owners 

and managers during site studies was that competing companies 

"overpromise and underdeliver" when selling alarm systems. It 

is interesting to note that competing firms often directed 

these comments at each other, and no clear patterns emerged. 

In some cases, there was the familiar use of "fly by night" 

and "hit and run" to describe shoddy workmanship and unscrup

ulous sales tactics by some firms. In general, the alleged 

"fly by night" firms were very small, one-to-two-person opera

tion§ or had recently gone out of business. To a certain 

5-26 

extent, then, the marketplace regulates the quality of alarm 

firms; nevertheless, improper or inferior system configura

tions and equipment can elude market regulation and be in-

stalled (sometimes poorly) for unwitting customers. Regard-

less of equipment quality, if its capabilities are misrep

resented to the customer, then a false sense of reliance on 

the deterrent value of the alarm system has been created. 

The "selling of fear" to customers and then pressuring 

them to purchase a specific security service or product has 

been a questionable sales practice of some alarm firms. While 

neither contract security firms nor law enforcement perceived 

security firms as competing with police services, the contract 

security managers did rate "general fear" of property crime 

and crime rates as strong influences on client decisions to 

select their services. In a survey of large city neighbor

hoods, Skogan and Maxf ield suggest tha t the use of household 

security devices is related to socio-economic variables rather 

than to the actual threat of crime or to actual neighborhood 

crime rates. 25 They also found that household protective 

measur es ar e mor e frequently used in aff IUen t ne ighborh~)ods 

with a high percentage of home ownership. This is precisely 

the market addressed by most alarm (and also residential 

patrol) services. skogan and Maxfield noted that, in the 

aggregate, burglaries account for a great deal of fear of 

crime. 

Skogan and Maxfield also described the influence of 

"social proximity" and "spatial proximity" to explain why fear 
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of crime is disproportionately higher among some groups of 

citizens. Social proximity refers to strong identification 

with the general demographic profile of certain victims and 

spatial proximity to nearness of crime locations to one's own 

residence or business. For example, a housewife may identify 

strongly with housewife victims of rape, or a grocery store 

owner may identify strongly with convenience store victims of 

a rash of armed robber ies. Both of them may then assess their 

own likelihood of being similarly victimized as highly prob

able, even though there may not be any correlation to their 

circumstances and location and those of the victims with whom 

they have strongly identified. On the other hand, an in-

creased level of crimes in certain neighborhoods and commer

cial areas may influence neighborhood residents and area busi-

nesses to purchase security devices, regardless of the simi

larity of victims. crime types, circumstances, and vulnerabil

ity of the premises where these crimes occurred. 

Thus, while some firms may actively "sell fear" in their 

presentations, alarm firms, as a marketing strategy, are 

simply responding to a general fear of burglary and other 

crimes already present in the sales areas they have targeted. 

Consumers may be purchasing a level of protection not justi

fied by actual probability that they may be crime victims, but 

"target hardening" measures will reduce the probability of 

victimization (to some crimes) and increase the perceived 

feeling of safety--certainly viable reasons for purchasing 

alarm systems and other security measures. 
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The specific complaint of some firms is that competing 

companies nexploit" this fear by converging on recent crime 

victims, their relatives and neighbors. Some firms use 

graphic pictures or illustrations of ominous-looking intruders 

frightening women and children, while others distort local 

area crime statistics to infer greater chances of being a 

victim. If such tactics are used to influence decision-

making, there is a higher probability that consumers would 

purchase services, hardware and systems that are ill-suited to 

their specific needs and that will falsely camouflage their 

fears. Many alarm companies, for example, increasingly have 

offered fire/police/medic alert "panic buttons" for sending a 

rapid alert signal to a monitoring service; answering and 

paging companies, along with other businesses, have also of

fered these services. The inappropriate use of a large number 

of these units, though, could have severe implications for 

police service 'demands in the community. 

Even if coercive sales practices are not used, consumers 

appear to be generally uninformed about alarm systems. Alarm 

company representatives often conduct a survey of the premises 

to determine the number and type of openings and interior 

areas to be prot~cted with alarm devices. The survey also 

considers the type of property to be protected, potential 

threats against the premises and the wark or living patterns 

of the occupants. A system configuration is recommended, 

depending upon the type and brand of alarm devices and the 

customer preference for options. Potential customers may not 
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have prior information about the operation or selection of 

alarm systems to assist them in making a decision. 

Police, community, and neighborhood crime prevention pro

grams increasingly have played a role in educating business 

and residential consumers about alarm systems. However, a 

content review of various crime p~evention literature by the 

project staff revealed two common defic~,':ncies. First, al

though the major differences among various alarm sensor types 

are often explained, there is inadequate information to dis

tinguish the relative merits of different alarm system types 

and configurations offered by alarm companies. The typical 

hardwire central station alarm system installation costs be

tween $1,500 to $3,000 or more, depending upon system features 

and number of protected openings. "Wireless" alarm systems 

have been used increa~ingly by local alarm dealers to bring 

the cost within reach of middle-class homeowners and smaller 

bUGinesses. A popular system configuration is an ultrasonic 

or microwave transmitter which plugs into a standard wall 

outlet and casts a "trap zone" beam at the front or back door 

entrance (where most burglary entries occur); magnetic con-

tact switches or sound discriminators on window and door 

openings or a few other sensors may complete the system. 

Consumers may find it difficult to compare the benefits and 

cost effectiveness of various features, especially when there 

are large disparities in pricing, features, and maintenance. 

Second, the content review of crime prevention literature 

disclosed that suggested questions for consumers to ask alarm 
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companies appear to be oriented toward larger, more estab-

lished firms, e.g., "-length of t ;me in business, volume of 

sales, number of accounts, and so forth. In the Baltimore 

area site study, interviews were conducted with owners or 

other representatives of 22% of the alarm firms listed in the 

Yellow Pages, and a pattern emerged of the small local alarm 

firm having one to four employees, contracted or part-time 

installers, limited on-hand inventory and frequently unmanned 

offices or operations out of a residential office. From a 

marketing perspective, if a potential customer knew the com

pany was residentially-based and had part-time installers 

including the proprietor and/or partner, there might be a 

tendency to regard the firm as inadequate or unreputable. 

However t both the national survey data and site studies sug

gest that the small local firm has a significant market share 

in both residential and commercial alarms. As a practical 

matter, most of the smaller alarm companies perform installa

tions during the day and do most of their sales work in the 

evening or use outside salespeople on a commission basis. 

The central stations and ~"arger local alarm companies 

usually carry an extensive inventory of alarm supplies, but 

many smaller firms rely on the rapid turnaround time afforded 

~i some of the national wholesale alarm distributors. Smaller 

firms, in ~eality, often function as iHstalling companies that 

obtain components only upon closing a sale or when installing 

n Id n t Sears, one of the na-another alarm firm's so sys em. 

tion's largest retaile;s, for example, advertises its own 
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burglar and fire alarm systems, but contracts with area alarm 

companies for the installation of their systems. 

Local alarm companies account for 85% of the 10,000 alarm 

companies estimated by Hallcrest in the U.S. (see Chapter 8). 

The Hallcrest national survey of security firm local managers 

and owners disclosed that the average central station alarm 

firm employs about 25 people, with median annual sales of 

~712,500. The installation and monitoring revenue of central 

stations is about three times as large as local alarm com-

panies. Less than 20% of local alarm companies reported sales 

greater than $500,000. In addition to alarm revenues, alarm 

firms may also install access control systems, CCTV, perimeter 

security systems, and fixed security equipment. 

5.3.2.1 Central station Operations 

Central stations provide 24-hour monitoring of alarms for 

remote locations of customers. The commercial central station 

uses trained staff to monitor burglar, fire, and other signal 

functions. Central stations can monitor virtually any type of 

sensing device or equipment that can produce a contact closure 

or opening or voltage input to a transmitter. Refrigeration 

units in grocery stores and warehouses and industrial process 

gauges are examples of other central station monitoring fUnc-

tions. Access control data from card readers at remote loca-

tions can also be monitored and logged, thus minimizing oppor-

tunities for collusive theft through unauthorized access. 
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When the alarm signal is received by the central station, 

the monitoring personnel alert police, fire, medical and other 

emergency services and/or the client. If the client has secu

rity personnel on the premises, they are alerted to the type 

and location of the alarm. Some central stations provide 

alarm runners who respond to the alarm either simultaneously 

or prior to the police response. A·~rm runners may have keys 

to the client's premises and can assist the police with 

searches of the building as well as resetting the alarm. 

Alarm runners are frequently armed and, if necessary, can 

make apprehensions on the client's property. 

Underwriters Laboratories certifies alarm equipment, alarm 

systems and alarm companies. Insurance underwr iters insist 

that some alarm installations use a U.L. certified system or 

alarm company. "U.L. certified central stations." must meet 

standards set forth by Underwriters Laboratories which include 

response time to protected premises, specially constructed 

buildings with standby power facilities, protection against 

tampering of alarm signals and so forth. In 1981, Undf~r-

writers Laboratories listed only about 450 central stations in 

the U.S., and about one-half of those were operated by nine 

companies. These large firms retain a significant base 

through national accounts for protection of major corporate 

facilities around the country. Many central station com-

panies, however, are closely-held family businesses which 

successfully compete with the national companies. 
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Interviews with alarm company managers around the country 

indicate a growing trend for companies to advertise as "cen-

tral stations" even though they use telephone answering ser-

vices or are simply a central monitoring service for a number 

of local alarm companies. In one instance, four different 

alarm companies with offices at the same location shared a 

"monitoring service" at the same address, while all four firms 

advertised themselves in the Yellow Pages as "central sta-

tions." There is a considerable difference between simply a 

monitoring service and a Grade A or AA U.L.-listed central 

station with alarm response and service personnel. 

5.3.2.2 Monitor.ing Services 

In the past, some alarm installations used automatic tape 

telephone dialing devices with a prerecorded message connected 

directly to police and fire communication centers and to 

answering services. Most law enforcement administrators and 

local ordinances now discourage or prohibit this practice. 

More recently, the introduction of digital communicators has 

changed the composition of the alarm industry. Digital com-

municators use a programmed memory chip to transmit a coded 

message, via the telephone line, on the subscriber and the 

nature of the alarm condition. Central stations now often 

have digital communicators to transmit signals to their moni

toring stations. Local alarm dealers increasingly provide 

digital communicators to upgrade their local alarm customers 

with a monitoring capability. 
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The large regional and nationwide alarm monitoring ser-

vices now have become a major factor in the composition of the~ 

alarm industry. Traditionally, local alarm companies in

stalled a system and had no recurring revenue, unlike central 

stations with monthly monitoring, maintenance and response fee 

structures. The capital intensive cost of central station 

start-up is prohibitive for even many successful medium-size 

local ala:rm firms. The installation. of a digital communicator 

monitored remotely (via WATS telephone lines) by nationwide 

monitoring services has permitted more alarm dealers and 

customers to have some of the advantages of round-the-clock 

central station monitoring. Because of the extensive customer 

data that can be reported by the digital communicator, the 

well-staffed and trained monitoring service successfully com

petes with area central stations that do not employ alarm 

runners (armed or unarmed). The national monitoring services 

use computerized equipment capable of handling thousands of 

subscribers throughout the country. 

5.3.3 Major Markets for Alarm Services 

In the Hallcrest national survey, alarm firm managers and 

owners were asked to rate their business volume from none to 

high in fourteen client areas. The highest volume areas are 

the same for central station and local alarm firms:' retail-

ing, residential and manufacturing. Local alarm companies 

reported residential sales volume three times higher than 

retailing as a high-volume market. The volume of sales for 
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residential and retailing clients was r.ated nearly equal by 

central station companies; half of all companies saw residen

tial and retaIl as the highest business volume ma~kets. Resi

dential was actually slightly higher than retailing, but the 

difference was not statistically significant. nSignificant 

increases n in services to residential Clients in the past five 

years were reported by 81% of central stations and by 72% of 

local alarm firms. Only half as many firms reported large 

increases in retail client services. 

The reported client areas of medium and low business 

volume are also essentially the same for both central station 

and local alarm companies. Medium business volume is reported 

for shopping centers, restaurant and lodging facilities, bank

ing and finance, distribution centers and warehousing, con

struction and education. Construction was rated the fourth 

highest business volume category by local alarm companies. 

The lowest business volumes were reported for transportation, 

government, and health care. Public housing was reported as a 

client area by about 40% of local alarm companies. 

In the Hallcrest national survey of propr ietary secur i ty 

managers, burglar and fire alarm systems were used by 85% of 

the corporations in retailing, banking and finance, and insur

ance, as well as in the following industries: electrical/ 

electronics, consumer products manufacturing, pharmaceuticals, 

textiles and aerospace. This response, of course, reflects an 

overview of corporate security managers and is not a statement 

of relative market penetration by alarm firms. 

5-36 

I , 
j 

11 

" ~ 
ij 

I 
I , , 
F 

j 

Ir 

I '" 
t 
i 

i , 
~ , 

~ , 

5.3.4 Alarm system Impact on Law Enforcement 

Burglnr and hold-up alarm systems are installed to deter 

and detect crime. studies have consistently shown that about 

95% to 98% of activated alarms are nfalse" in terms of an 

actual intrusion. Most false alarms are caused by user or 

subscriber errors, faulty equipment or signal transmission and 

environmental conditions. Despite alarm industry efforts to 

reduce false alarms, every new alarm installation is another 

potential false alarm from the perspective of the police, who 

have primary alarm response responsibility in most com-

munities. The increased number of false alarm calls for 

service resulting from additional alarm systems has led to 

lowered priority for police response and a proliferation of 

ordinances which impose punitive sanctions on both alarm users 

and alarm companies (see Chapter 11 for additional discussion 

of false alarms). 

Hallcrest has identified five factors which could con

tribute substantially to the growth of alarm systems, espe

cially in the residential sector--and thus further compound 

the problem of false alarms and their impact on police and 

alarm company workload: (1) the emergence of retail (over-

the-counter) sales of alarm systems, (2) insurance premium 

reductions and tax credits for security expenditures, (3) 

improved alarm transmission capabilities to handle more alarm 

systems, (4) the potential for AT&T or Bell Operating Com

panies to enter the alarm systems field, and (5) the growth of 

interactive cable TV security systems. 
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5.3.5 Retail Alarm Sales 

The same "wireless" technology used by alarm companies to 

create small business and residential systems at more afford

able prices has spawned a burgeoning retail sales market by 

general merchandise department stores, mass retailers, hard

ware and building materials outlets, and electronic firms. 

Even Amway, the national multi-level marketing company, offers 

an alarm system on a direct sales basis along with other 

household consumer products. Major retailers like Macy's, 

Bloomingdale's, Jordan Marsh, Montgomery Ward and J.C. Penney 

offer "systems~ from $100 to $200. Obviously, the protective 

qualities of a "merely plug-in and aim the beam" mass retail 

unit cannot compare with a professionally installed alarm 

system and/or the services of a U.L. listed central station, 

but a growing consumer interest has been shown in this low

cost market. Some of the retail uni ts are all modular com-

ponents (including a limited number of sensors) that plug into 

ordinary outlets and also control lights, television sets and 

appliances in the home to give the appearance of an occupied 

house. Some manufacturers have developed units specifically 

for apartments and condominiums. 

Retail electronics firms have entered the market to cap

ture the "do-it-yourself" person who has a basic knowledge of 

electronics. One such firm visited by Hallcrest staff devoted 

a separate enclosed section of the store to working displays 

of alarm equipment where component selection and installation 

advice was offered. As noted earlier, SOH magazine estimated 
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2200 locksmiths secondarily engaged in alarm systems--in fact, 

some of the inexpensive ultrasonic retail units are made by 

major manufacturers of locking devices. One locksmith visited 

by Hallcrest staff renamed th:::: firm " •••• Security Center," and 

now has annual alarm sales of between $50,000 to $75,000 as 

part of gross annual sales of $450,000. Several other retail 

"security centers" were also visited, and a broad range of 

business images was apparent--from "urban survivalist" preying 

on fear and violent crime, to low-key sales centers staffed 

with sales personnel possessing little more than rUdimentary 

product knowledge and alarm system concepts. 'randy Corpora-

tion, the parent corporation of the Radio Shack chain of elec-

tonics stores, tr ied a prototype store in Fort Worth, Texas, 

specializing in personal and home security products, but later 

abandoned the idea of a chain store concept. Radio Shack, 

however, continues to manufacture and sell an in-house line of 

security products in its stores. Frost and SUllivan, in their 

ll.Q.me Burglar Alarm_Market research report (1980), predicted 

that by 1984, the manufacturer shipment value of components 

used in appliance type or "do-it-yourself" systems will nearly 

double in four years--exceeding the value of component ship

ments for professionally installed residential systems.26 

Thus, retail sales of alarm systems to the mass consumer 

market are having a SUbstantial impact on the overall growth 

of alarm systems. Alar~ engineering technology can be ex-

pected to continually reduce the size and cost of components, 

and t his \'/ i 11 fur the r aid the p ric in g and a va i 1 a b iIi t y to an 
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expanded small business and homeowner market. As noted 

earlier, however, there is a great disparity in the quality 

and reliabilty of the products offered to the retail customer. 

At present, there are no standards for alarm system equipment 

f h U L standards for individual components, the short 0 t e •• 

certification process for central stations, and the certifica

tion of alarm firms that demonstrate technical competence to 

install alarm systems under at least one of two U.L. stand

ards. (Interestingly, according to Underwriters Laboratories, 

only 1,042 installers of bank and local alarm sYlstems in the 

u.s. were U.L. listed in 1981 out of the Hallcrest estimated 

f · . 1982 ) Standards enacted for retail 8500 local alarm 1rms 1n • 

unit sales (and installed systems) could help reduce the false 

alarm problem and increase consumer confidence. 

5.3.6 Insurance and Tax Incentives 

Reduced property and casualty insurance premiums for burg

lar and fire alarm systems are an incentive for some busi

nesses to purchase alarm systems. At present, in the average 

homeowner or tenant's insurance policy, however, the premium 

reduction fer burglar alarms is not sufficient to be an 

. 1 tem On the other incentive for investment 1n an a arm sys • 

hand, two pieces of federal legislation in the House Ways and 

Means Committee in 1982 would have granted taxpayers a secu

rity tax credit for investing in locks and access control, 

burglar and fire alarm systems, and medical alert systems. 
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Similar to the energy tax credit, a portion of the installa-

tion charge would be applied directly to income taxes owed, 

not a mere tax deduction. H.R. 5316 would allow 15% of the 

installation charge, up to a maximum of $400 tax credit, and 

H.R. 4187 offers a 50% credit on the first $200 spent on se-

curity devices, i.e., a $100 tax credit. Passage of this type 

of federal legislation would increase alarm equipment saleE 

and also recognize the deterrent value of alarm systems and 

their enhancement of safety and security. 

5.3.7 Alarm Signal Transmission 

Another major demand factor affecting the growth of alarm 

systems may also be decided at the federal level: access to 

communication facilities for transmission of alarm signals. 

One aspect of this issue concerns the continuing problem of 

central station alarm company access to metallic grade tele

phone lines. Direct current (DC) telephone line loops are run 

from a central station through a large number of protected 

premises and back to the central station. The Bell System has 

advised the alarm industry that it intends to eliminate DC 

transmission and looped facilities for alarm signals as 

rapidly as they are allowed to do so. The telephone company 

would like the alarm companies to use much more expensive 

voice grade lines for alarm signal transmission with a sepa-

rate wire pair (or private line) for each protected premises. 

This has been an issue between alarm and telephone industry 

leaders for. nearly a decade. They generally agree that, over 
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the long term, the total demand for alarm systems cannot be 

supported by using commercial telephone facilities. 

A larger concern of the alarm industry is the impact of 

the divestiture of the Bell Operating Companies by AT&T as 

part of the u.s. Justice Department consent decree deregu-

lating this telecommunications conglomerate. AT&T presently 

controls the only widely accessible alarm transmission mode. 

AT&T potentially could enter the alarm service business with 

profound effect. The same RJ31X jack used for digital com

municator interface with the phone system could be used by 

telephone companies to install their own alarm systems. The 

alarm industry fears that this could lead to a virtual monop

oly of residential alarm systems. If AT&T did enter the alarm 

market, it obviously would have a pervasive impact on the 

growth of alarm equipment and systems and could seriously 

alter the composition of the industry. At present; the alarm 

industry has been successful in for estalling AT&'l' entry. An 

amendment sponsored by the alarm industry attached to S. 898, 

the nTelecommunications Competition and Deregulation Act of 

1981," would defer AT&T's entrance into the alarm service 

business until alarm companies have transmission media that 

are comparable to the Bell System private line facilities. 

Other alarm signal transmission options available to the 

alarm industry include radio frequency (used now on a limited 

basis), microwave, fiber optics and cable television. The 

NBFAA and the Central Station Electrical Protective Associa

tion (CSEPA) have formed a Radio Frequency Advisory Committee 
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to work with the Federal Communications Commission in per-

mitting access to funre radio frequency bands for transmission 

of alarm signals. 

5.3.8 Coaxial Cable TV Security 

At the present time, the saturation of many communities 

with two-way CATV systems has placed cable TV at the forefront 

of options because of its wide-band capabilities for alarm 

signal transmission. The potential for provision of alarm 

service via cable TV has been known for sometime, but only 

recently have cable equipment interfaces and monitoring equip-

ment been developed. 

Cable TV is essentially franchised by the local community, 

and most system operators enjoy a ~ monopoly. As part 

of the franchising process, many communities require the 

applicant to develop a plan for offering alarm security ser-

vices as an option in the overall subscriber service package. 

Alarm service capability has been st~uctured in several of 

different ways: jOint ventures with alarm companies; cable 

company acquisition of alarm companies; promotional fee agree

ments, in which the cable company refers alarm sales leads to 

an alarm company; a central alarm receiving station within the 

cable company that allows area alarm dealers to connect to the 

cable system for a monitoring fee; and channel lease agree

ments to provide access to alarm companies for alarm signal 

transmission. 
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f The local alarm dealers are interested in most of the 

optional methods for interacting with cable TV. Central sta-

tion alarm firms are primarily interested in having access to 

communication channels of the cable system, so that they can 

successfully compete and have a viable means of alarm signal 

transmission for their central monitoring services. The NBFAA 

and the CSEPA petitioned the Federal Communications Commission 

(FCC) in mid 1982 to seek federal legislation which would 
I 

allow the FCC to adopt rule-making authority over high

capacity two-way cable TV systems as communications systems.27 

The NBFAA and CSEPA petition to the FCC is threefold in its 

objectives: (1) to prevent cable operators from providing 

alarm services or equipment themselves because of the "poten

tial problem of unfair competition"; (2) to require existing 

cable operators to permit all their customers to connect alarm 

systems of their choice to the cable TV alarm transmission 

equipment; and (3) to require any new urban cable TV systems 

to have a 20-channel or larger capacity and to make a portion 

of it available for lease to alarm company operators. Con

currently, major system operators have sought federal legisla-

tion to remove them from local jurisdiction to avoid undue 

restrictions on their free enterprise marketing of services. 

Regardless of who eventually controls the largest number 

of alarm installations and monitoring, coaxial cable TV will 

h.ave a SUbstantial impact on alarm systems in the residential 
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market. A research report by International Resource Develop

ment estimated that 20% of American homes in 1980 were con

nected to cable TV and that the number would increase to 50% 

by 1992. 28 The report estimated that the cable market for 

"interactive security systems" would be 23.5 million homes 

(5%) in 1982 and 52.8 million homes (7.3%) in 1992. The 

projections are based upon an average installation cost of 

$800 and annual monitoring revenue of $200 per system. At 

this pricing structure, cable TV alarm systems can potentially 

tap the lower to middle income levels th3t even the wireless 

systems have difficulty reaching. A 1982 survey of the mul

tiple cable system operators by SOH magazine indicated that 14 

of the 20 largest operators already offered alarm services to 

9.8 million subscribers, and 50% of the 2300 cable TV systems 

had plans to offer alarm services in the near future. 29 

The cable TV alarm security market, then, offers potential 

alarm system "affordability to the mass market," along with 

increased radio frequency designation for alarm signals, re

tail alarm sales and possible AT&T and/or Bell Operating 

Company entry into the alarm industry. The implications for 

increased false alarms and impact on police calls for service 

could be overwhelming. 

5.3.9 Contracted Burglar Alarm Response 

The frustration over false alarms voiced in most law 

enforcement circles caused the researchers to explore the pos

sibility of contracting out alarm response to the private 
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sector. Approximately 40% of central station alarm company 

managers either favored or opposed this concept, and 20% said 

maybe. But in Hallcrest's major security company survey, 

three national alarm companies employing 12,000 people see 

contracted alarm response as a potential area of growth. 

Senior executives of the leading guard and patrol companies 

did not see this as a growth area, yet nearly 85% of local 

managers of guard companies were receptive to contracted alarm 

response. There are two possible explanations. First, cen

tral station operators would not have a competitive edge on 

local alarm companies if a private response were made, but 

guard companies could gain revenues by obtaining alarm re

sponse contracts. Second, the L;'.:ge guard companies either may 

not see alarm response as a large revenue producer or they 

feel that alarm response work involves too much danger and 

liability. Yet, the local guard company manager may desire to 

bid against central stations for alarm response contracts. In 

some areas of the country, armed and unarmed residential 
, 

patrols have enjoyed a strong market, and some residential 

alarm firms are offering patrol service as a key sales fea-

ture. This trend may help to ease any transition to the 

private sector if some residents become accustomed to seeing 

private alarm response and patrols in their neighborhoods. 

Patrol officers in the Baltimore County study site tend to 

favor transfer of burglar alarm response to private security, 

yet they rate present alarm response by private security as 

only marginal! Despite similar marginal ratings in the other 
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case study' site, patrol officers in Multnomah County, Oregon, 

were overwhelmingly opposed to burglar alarm response transfer 

(85% against). Officers not only want the apprehension oppor

tunity but also seem to have overriding concerns for safety 

and effectiveness of present alarm runners--concerns rooted in 

perceptions of inadequately trained security personnel. Iron

ically, alarm response personnel frequently criticize the cur

sory investigation and slow response of police officers. In 

the national survey, police departments with reduced levels of 

manpower more frequently favor transfer of alarm response to 

private security. While this suggests that simple economics 

may be the motivating force, the issues are more complex. 

Hallcrest believes that burglar alarm response may well be 

a pivotal issue in the overall relationship between law en

forcement and private security--an issue not limited to just 

the law enforcement/alarm company relationship. This belief 

is based upon two observations. First, on the surface it 

makes little sense for law enforcement to suggest that private 

security take over burglar alarm response when their per~ 

formance is criticized by law enforcement. Perhaps the grow

ing frustrations of patrol officers who respond mostly to 

false alarms is leading some departments to take the position 

that alarm response (especially residential alarms) is not 

police business, but is just a special consideration for the 

few citizens who can afford alarm systems or merely a free 

service for alarm companies. If, in fact, this is the primary 

motivation, then law enforcement profoundly misunderstands the 
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role of alarm systems in burglary prevention and detection in 

the community. And, further, there may be an even greater 

misunderstanding of the role of private security technology 

and human services than indicated by the generally accurate 

law enforcement ratings of private security functions (in 

Chapter 9). The second observation is that reduced manpower 

levels in some law enforcement departments may be a motivating 

force for willingness to transfer alarm response. However, 

as noted above, the potential residential market penetration 

of over-the-counter alarm sales, interactive cable television 

alarm systems, and the potential for a deregulated AT&T and/or 

Bell Operating Companies to enter the alarm business would 

cause the current false alarm problem to take a quantum leap. 

Alarm response would then become a major rather than "nagging" 

problem for law enforcement. 

The main deterrent value of a burglar alarm system is that 

the alarm signal annunciated locally or transmitted to a cen

tral station brings a police response. If there is no threat 

of response or intervention, the perpetrators of burglaries 

and robberies could simply ignore alarm systems. Denying or 

delaying response negates the deterrent value of the alarm 

system. While the police might counter that this is preferen-

tial response for a few citizens and businesses that can 

afford alarm systems, the alarm system is essentially a citi

zen alert device. The recent introduction of public safety 
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and medic alert hand-held citizen transmitters or "panic but-

tons 1 " offered by remote monitoring and central station ser-

vices, has not been adversely criticized by law enforcement. 

An alarm system is essentially the same except that it does 

not depend upon the presence of the property owner to observe 

an emergency situation and transmit an alert signal. Perhaps 

the most significant finding of the Kansas City studies of 

police response time and the NIJ "Differential Response" pro-

gra~ is that response time is most affected by delays in 

citizen reporting. Alarm systems are merely an electronic 

means of expediting citizen reporting. 

Law enforcement is concerned that the false alarm rate of 

approximately 95% to 98% detracts heavily from other priority 

calls. In the Baltimore County case study site, for example, 

12% of all dispatch calls are "verified" false alarm calls, 

with 97% of all alarm calls being recorded as false. In 1981, 

the Baltimore County Police Department responded to a recorded 

and estimated (due to brief periods of computer down time) 

total of 36,676 false alarm calls, or approximately 100 false 

alarm calls per day. The average elapsed time from dispatch 

to clearance from the scene of a false alarm was 14 minutes. 

The estimated annual costs of "lost" time for alarm response 

for that period is estimated to be $220,000. Most police 

department false alarm studies point to the lost patrol time 

due to false alarm response. However, over one-half of the 
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remaining calls for service involve non-crime-related service 

calls--based upon national studies of calls for service dis-

tribution. 

On€ police chief astutely offered to the Hallcrest staff 

another inter eating aspect of police alarm response: alarm 

response calls often put patrol vehicles in areas of the city 

that otherwise would infrequently se~ a police vehicle (i.e., 

remote, outlying or interior areas of residential patrol dis

tricts or industrial and commercial complexes). In addition, 

many calls for service other than alarms turn out to be false 

or very different situations than when the police were first 

alerted (e.g., weapons incidents that are merely simple as

saults or domestic disputes). 

In many areas, the false alarm problem (discussed further 

in Chapter 11) has resulted in the enactment of local ordi

nances that invoke escalating monetary penalties which often 

culminate in denial of response or revocation of an alarm 

permit. Alarm response under these conditions is given to 

reward the alarm permit holder w~o manages or controls his own 

false alarm problem. In reality, however, there are still 

several external conditions beyond the control of alarm system 

owners and alarm companies. In both case study sites, for 

example, patrol officers say they can "count on" making a 

number of false alarm runs when there are windstorms. Some 

departments may take the position that they are not obligated 

to respond to alarm calls for service, just as they are not 

"obligated" to respond to any other calls for service. But 
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I' law enforcement has been establishing response priorities for 

a number of years; in this case they have simply chosen to 

make alarm calls a lower priority. A dangerous precedent 

would be set if departments limit the number of false alarms 

permitted before cutting off all response service. It is 

doubtful that business and citizen groups would allow the 

situation to deteriorate to no response or very limited re

sponse by law enforcement. At the same time, however, the 

false alarm problem is a serious one which impacts both police 

resources and the credibility of alarm deterrence of property 

crime. 

Perhaps the strongest motivating force for transfer of 

alarm response to private secu~ity is the complaint that a 

free service is being performed for alarm companies who gen-

erate a profit at the expense of a public service. Con-

versely, alarm companies complain that the police are trying 

to subsidize public alarm response by charging exorbitant 

false alarm penalty fees; some claim it is merely a revenue

generating mechanism. 

A broader view of the problem is (1) law enforcement and 

private security can act as partners in community crime pre

vention and (2) the deterrence of property crimes through 

alarm systems can reduce the amount of law enforcement re

sources directed to detection and investigation of property 

crimes. Law enforcement and alarm companies should be viewed 
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as partners in community crime prevention and control; alarms 

"support emergency preparedness and safety of life and prop

erty through the use of telecommunications."30 

The transfer of burglar alarm response to private security 

raises several issues that would have to be resolved. Sizable 

portions of the commercial sector might still prefer (and suc

cessfully lobby for) continued public safety response to hold-

up, burglary, and fire alarms. This would discriminate 

against residential alarm systems, but it raises a larger 

question of whether the deterrent value in response comes from 

police authority or from merely a uniformed and armed re

sponse. If the latter is true, then there is no difference at 

present between armed central station alarm runners and police 

response. Granting special police officer status, limited to 

alarm response, might address this issue. The public police, 

for the most part, enjoy a high level of public trust, but the 

average citizen would need specific assurance that the con

tracted alarm response personnel would not use a false alarm 

run to "case the residence" for a later burglary attempt. 

Such assurance can only come from high personnel standards and 

tight contract specifications. 

The method of contracting for private alarm response would 

be another key issue. Several options would be possible: 

local government could let one or several contracts for the 

jurisdiction; units of local government could issue joint 

procurements; or alarm companies or subscribers could desig

nate a particular firm to be responsible for responding to 
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their alarm systems. Pr;vat 1 • e a arm response in part could be 

supported by false alarm fees in revamped ordinances that 

encouraged false alarm reduction. 

5.4 ARMORED TRANSPORTATION AND COURIER SERVICE 

5.4.1 Operating Characteristics 

Armored car service firms provide armored vehicles and 

armed personnel (often interstate) to protect and deliver cur

rency, coins, securities, bonds, gold, silver, and other pre

cious metals, credit cards, jewelry and ot.her items of high 

intrinsic value. Courier services can involve either the 

armed protection and transportation of valuable items, or the 

transportation by unarmed personnel of checks, business cor-

respondence, reports, and other time-sensitive documents 

having low intrinsic value but requiring expeditious delivery. 

5.4.1.1 Equipment 

Armored car firms usually perform both armored car and 

armed cour ier serv;ce. Th k d' t' • e ey ~s ~nction between the two 

armed services is that armored car firms use heavily armored 

vehicles which are able to withstand attacks of firearms and 

explosives. These vehicles are equipped with steel plating 

and spec ially-constructed power and eng ine control systems, 

fuel tanks and tires. The heavy vehicles are also required to 

support the weight of bulk shipments of coin and bullion. Some 

firms have gone to light-weight armored vans in an effort to 

reduce operating costs, but other firms question the ability 
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of vans to afford the same level of protection--especially in 

light of recent major assaults by heavily armed groups. De

spite the emphasis on electronic funds transfer, there will 

continue to be a need for secure transport of cash (especially 

coin) for transaction of commercial business. 

5.4.1.2 Operating Procedures 

The user business or other organization establishes a 

fiduciary relationship with the armored car and courier ser-

vice. The armored car company is liable for the loss of the 

transported valuabl~s from the time they sign for their con

signment until the items leave possession of the firm at the 

final destination. Armed guards are utilized because of the 

highly valuable items being transported through areas with 

access to the public. Armored car personnel must always be 

prepared for the possibility of an attempted theft, assault or 

hijacking. One of the frequent techniques used in hijackings 

is for the attackers to impersonate police officers. Armored 

car guards are. instructed never to leave the vehicle un

attended nor to open the vehicle to other parties. Some law 

enforcement officers are unaware of these aspects of armored 

car procedures. The police officer who directs an armored car 

not to ndouble park" in the street during a pickup, or de

livery, leaves the other armored car personnel more exposed 

and vulnerable. This not-infrequent occurrence causes fric-

tion between the police and armored car firms and personnel. 
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5.4.1.3 Operating Expenses 

Because of this fiduciary relationship with the client, 

liability insurance to cover the loss of the cargo is an im

portant aspect of armored car company c0erations. The limits 

of liability must be sufficient to cover the I' c l.ent's shipment 

and all other customer shipments. Liability insurance is also 

needed to cover the armored car terminal which contains a 

vault for overnight storage of valuables. The terminal fa

cility usually contains several perimeter and interior space 

protection alarm systems and high-security vaults. Typical 

limits of insurance liability are $1 million for a small com

pany, $5 million for a medium-sized company, and as high as 

$75 to $100 million for a large national or regional firm. 

The comprehensiveness and rates of liability insurance depend 

upon the loss experience and the security illeasures and pro

cedures of the armored car firm. The availability and cost of 

insurance is a major expense factor in armored car firm opera

tions. Reconnaissance interviews indicate that some firms 

attempt to reduce costs by maintaining less than adequate 

insurance, unknown to their customers. 

Armored car firms incur the same basl.'c t f cos s 0 any trans-

portation firm; perhaps the most variable are fuel costs 

because the are greatly affected by the length of routes and 

increasing traffic congestion. In addition to the expenses of 

maintaining a fleet of expensive vehicles are the costs of the 

specially constructed armored vehicles and the salaries and 

training of guards. Key variables in determining pricing for 
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a customer include the location, required routing of the 

vehicle, frequency of pickups, the number of personnel re-

quired, the amount of liability being assumed, and the bulk 

weight of the shipments. Ideally, an armored car firm maxi-

mizes the number of pickups that it can make on a particular 

route before it must make a deposit. Despite the high operat-

ing expenses of armored car companies, one armored car indus-

try leader noted that the logistics of frequent and adjacent 

pickups make armored car services less expensive than con

tracted trash removal.31 

5.4.2 Financial and Commercial Services 

In the past, the banking business was primarily confined 

to large bank offices, but the proliferation of customer con

venience such as small branch office and automatic teller 

machines (ATM's) has increased the use of armored car ser-

vices. The money supply in the approximately 25,000 ATM's in 

the u.s. must be replenished frquently. Some firms also pro-

vide routine maintenance of the machines as well as armored 

car pickup. Another service offered by several large firms is 

the counting, sorting, and packaging of currency and coins. 

The emptying of municipal parking meters increasingly has been 

contracted out to armored car firms which consolidate all of 

the pickups at the armored car terminal for counting and 

transportation to the bank. 

Many citizens associate armored cars with pickups and 

deliveries of cash to financial institutions. Until January 
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1982, the Federal Reserve system incurred the cost of armored 

car delivery of currency and coin, but now costs are borne by 

the banks. While national firms such as Brinks, Wells Fargo, 

and Purolator were dominating the financial market, the local 

and regional firms established a strong commercial market. 

Several factors account for the growth of the commercial 

market: (I) retail firms which have daily needs for cash have 

been a mainstay of business for armored car firms; (2) in 

recent years rising rates of business crime have made many 

merchants reluctant to carry their own deposits, and they have 

turned to armored car service; (3) the growth of fast food 

restaurants and 24-hour convenience stores as well as in-

creased calls for police service have sharply curtailed the 

practice of police escorts for merchants; (4) with fluctuating 

interest rates compounded daily, the value of money has become 

mu~h more time-sensitive, causing many commerical customers to 

increase their frequency of armored car service in order to 

maximize the amount of time their deposits will be earning 

interest. 

5.4.3 Major Losses 

Although considerable media attention is focused on bank 

robber ies, the a verage loss has cons istently been only a few 

thousand dollar s. Yet, robbery of an a!'mo r ed car can res ul t 

in a catastrophic loss. Just half a dozen bags of currency 

from a bank pickup can have a value of several hundred 

thousand dollars, while the total value of customer pickups 
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could total more than a million dollars at anyone time. This 

observation was made by an LEAA spokesman when the Armored Car 

Committee was established by the Private Security Advisory 

Council in 1976. The Committee was established "not only 

because the industry's services are important, but also be

cause some of the largest crimes perpetrated are against 

armored car firms, causing sizable losses which are of serious 

concern in the area of crime prevention."32 

In the past few years the number and severity of attacks 

on armored vehicles have increased. To the armored car indus-

try the most distressing aspect of a foiled Brinks robbery 

attempt for $1.6 million was the terrorist conspiracy which 

left two police officers and one Brinks guard dead. subse

quent police investigation indicated that several different 

terrorist groups including the Weather Underground and the 

FALN had teamed up with common criminals. police and FBI 

searches revealed stockpiles of weapons and disguises, bur-

glary tools and plans of past and future attempts, thus 

suggesting armored car robberies as a principal means of 

financing terrorist activities. The extensive losses that 

have been involved in some of the successful robberies are 

also of concern to the armored car industry, their customers 

and their insurance companies. In December 1982, for example, 

a burglar(s) stole an estimated $11 million from an ~rmored 

car company terminal in New York City. 
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5.5 SECURI'I'Y CONSULTING 

Some form of security consulting is advertised by the 

majority of security service firms. Over 60% of the contract 

security companies in the Hallcrest national survey indicated 

that their firms provide security consulting services. A 

guard service or private investigative firm, for example, may 

first investigate a major loss for a client and then provide 

additional services to improve overall security. A large 

central station alarm firm may assist a client in designing an 

overall perimeter security system to include access control 

and CCTV systems. Some of the national and r~gional security 

companies have established separate divisions [or consulting 

services. One local guard firm in the Baltimore study site 

provides security management consulting services to several 

small companies in lieu of their hiring a security director. 

However, independent consulting firms also offer a broad 

range of specialized services. These specialized consul tants 

typically do not advertise their services in telephone direc

tory Yellow Pages, and much of their work is done through 

referral. Most of the firms are closely-held private com

panies witt only a few employees. The principals of these 

firms have established areas of speciality through prior 

career experience in law enforcement, private security, the 

military, or intelligence agencies. Five principal cate-

gories of security consulting have been identified: engineer

ing, management, investigation, executive protection, and 

computer security. There is some overlap in the provision of 
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these consulting services and those labelled "specialized 

services" in the next section of this chapter. The major 

point of differentiation is th~lt specialized services (e.g., 

employee screening, honesty shopping) involve a standard or 

repetitive service performed uniformly for all clients, with 

little variation. Security consultants, on the other hand, 

combine creativity and uniqueness; in developing approaches to 

the different security problems in each client's environment. 

Two similar types of manufacturing companies, for example, 

could have widely varying operations, facilities, security 

programs, and loss patterns to which the consultant must 

respond. 

5.5.1 Engineering-Related 

Engineering-related security consulting services involve 

the design of security systems and the development of speci

fications for both technological and physical security mea-

sures. The technological aspects deal with the type and 

placement of various electronic, mechanical and fixed security 

products as part of an overall security system for a facility 

or complex. In this capacity, the security consultant acts as 

liaisen between security equipment vendors and the client on 

the type of system to be installed. This involves the initial 

design of systems for new construction or the retrofitting of 

existing structures. Most security consulting assignmerlts, 

however, are contracted after a specific seCUl: ity problem or 

loss pattern has' occurred. 
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The security consultant performs a preliminary analysis or 

security survey in three areas: the types of assets to be 

protected, the physical characteristics of the site and build

ings, and the vulnerability of both assets and buildings to 

different levels and types of threats. The preliminary analy

sis may also include (1) a feasibility study of different 

options for addressing the problems, (2) cost estimates, and 

(3) a formal risk assessment. After completing the pre-design 

services, the consultant prepares formal specifications, draw-

ings, and cost estimates to accommodate the procurement pro

cedures of the client. The "security engineer" assists the 

client from conceptualization to final construction and imple-

mentation in several phases: (1) study and report phase, (2) 

preliminary design phase, (3) final design phase, (4) bidding 

or negotiation phase, and (5) construction phase. 33 The 

client frequently involves the consultant in the bid eval-

uation process and monitoring of contractor performance as 

well as testing of security systems. 

Engineering-related security consulting services may also 

include the consultant's working with a team of other profes-

sionals--e.g., fire protection consultants and mechanical, 

electrical and structural engineers--under the direction of an 

archi tecto The pioneer ing works of architect John C. Newman 

in Defensible Space and criminologist C. Ray Jeffrey in CIime 

Prevention Through Enyironmental Design (CPTED) created a new 

awareness of the importance of designing security into the 
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environment. In recent years there has been closer coopera

tion among architects, engineers, and security consultants to 

incorporate security (including fire and life safety) con

siderations into building design. Security design as an aca

demic discipline, however, is largely nonexistent. The Pri

vate Security Task Force recommended (Standard 5.7) that 

courses on crime prevention design techniques and strategies 

be incorporated into the curriculum of architectural and urban 

planning degree programs. It was also suggested that courses 

in CPTED be specified as licensing and job prerequisites and 

that such courses be made mandatory in accreditation standards 

for schools of architecture and urban planning. There has been 

no monitoring of efforts to implement these standards, but 

security consultants interviewed during this research project 

indicate little movement in that direction. 

The basic concepts of CPTED were adopted into one of the 

more innovative crime prevention programs undertaken by the 

National Institute of Justice. As noted in Chapter 2, the 

Commercial Field Security program in the Multnomah County, 

Oregon, study site showed little impact on crime when simply 

using commercial security surveys of a large number of prem

ises. On the other hand, in the Portland, Oregon, program 

combining the commercial security surveys with an extensive 

CPTED program (including police patrol, improved street light

ing and organizational involvement) resulted in a 48% decrease 

in the monthly burglary rate. When the security consul~ant 
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functions as part of an overall design team, several disci

plines are brought together to focus on security needs in the 

construction environment. Not just hardware is considered, 

but also the design and placement of lighting, entrances and 

exits, shipping and receiving areas, storage areas, hallways, 

corridors, parking areas, and public access areas. One impor

tant aspect of overall security design is the relationship of 

the security operations plan of the facility to the resources 

of area law enforcement agencies: the use of proprietary or 

contract central stations for monitoring of security systems, 

the size and training of the security force, communications 

and other support systems for the security force, specific 

facility vulnerabilities and law enforcement response policies 

for specific threats. 

One of the drawbacks to developing a model building se

curity code is a lack of standards and codes for security 

similar to those of the National Fire Protection Association 

(NFPA). As Strauchs noted, nunlike other engineering disci

plines, secur i ty has few standards or codes on which to base 

its de~igns and nomenclature. n34 In addition, while security 

is often peripherally governed by other codes such as the 

National Electrical Code, security considerations sometimes 

~onflict with other codes, such as the Life-Safety ~ode regu

lation on not locking emergency exit doors. The few examples 

of standards include Underwriters Laboratories and Factory 
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Mutual for insurance purposes and federal and milit~ry speci

fications for generic security equipment. Very limited secu

rity codes exist within the Uniform Building Security Code 

developed by the International Conference of Building 

Officials. 

Development of a model building security code would re

quire consensus on security equipment and application of the 

code to a broad range of building requirements. Some organi

zations such as the American Society for Testing and Materials 

(ASTM) have begun development of terminology standards for 

security systems. However, independent voluntary efforts 

without funding mean that many years will be required to 

develop comprehensive standards. 

The National Crime Prevention Institute ~stimates that 

about 500 cities have enacted ordinances requiring at least a 

minimum inspection of building security measures during con

struction by building inspectors and after construction by 

police or fire agency per sonne A national model building 

security code has never been developed, and there are some 

indications that the business community and law enforcement 

would resist it. 

Opposition has come prim~rily from builders 
and developers who fear lncreased construc
tion costs, building officials who foresee 
enforcement problems, businessmen who see 
fiLancial burdens through higher overhead 
and lower profits and law enforcement agen
cies who fee~furdened with each law they 
must enforce. 
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5.5.2 Management 

Virtually all other security consulting services can be 

grouped within this category, since they involve providing 

specific security management skills to the organization or 

nont'echnical support services to the in-house security manage

ment personnel. These consulting services would include con

duct of security management surveys, design of security aware

ness programs, and executive protection programs, analysis of 

specific loss areas and structuring of loss control programs, 

investigation of major losses or complex forms of business 

crime, auditing and implementation of information and computer 

security controls, and the design and presentation of security 

training programs. By management-related security consulting 

services, however, we refer to services which provide a broad 

overview of all aspects of security programs: 

• assisting executives in determining the 
need for formal security programs in or
ganizations with no security director or 
only limited security personnel and mea
sures; 

• evaluating the cost-effectiveness of exist
ing security programs and measures and 
recommending viable alternatives; 

• assessing the requirements for additional 
security in expansion of facilities or 
company operations; and 

• developing security policies and procedures 
manuals, and establishing security aware
ness programs. 

Most large organizations undertake some measures to pro

tect the information, employees, facilities, and products of 
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the company from the more visible forms of theft or assault. 

But the decision to implement a formal, organization-wide se

curity program requires a sizable commitment of resources, and 

this expenditure must be justified like other organizational 

expenses. Once the decision is made to introduce a security 

program, careful consideration should be given to its place-

ment within the organization. Through surveys, interviews 

with key executives and managers, site visits and documenta

tion review, the security management consultant develops, in 

concert with the security director and/or with top management, 

cost-effective security measures to meet the unique needs of a 

particular organization or site. The recommended security 

measures may include levels of security staffing needed within 

the organization, security policy and procedures manuals, di

visional and product group security programs, type and use of 

contract security services, employee security awareness pro

grams, crisis management guidelines and contingency plans, or 

executive protection, training and other areas covered by se-

cur i ty specialists. 

The policy and procedures manuals developed by the socu

rity management consultant help the organization to (1) es

tablish internal controls, (2) achieve uniform implementation 

of security measures, (3) assure consistent reporting of and 

response to security i ','-: .idents. Policies are general state

ments that describe the organization's position on a variety 

of situations, including prosecution, reporting of criminal 

activity, and liaison with law enforcement officials, among 
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others. Procedures may include specific steps to be taken 

when a loss occurs or direct action a plant manager should 

take in response to various crises, e.g., labor strikes, bomb 

threats and extortion attempts. 

The security management consultant frequently assists 

organizations in effectively instilling security awareness at 

all levels of the organization. A security awareness program 

at the employee level communicates to the employee the nature 

and purpose of various security measures, such as employee 

identification and access control, and the importance and em

phasis placed upon the security program by the organization. 

The consultant helps the company develop employee orientation 

programs and policy statements for the employee handbook; and 

also suggests signs and posters, film strips and newsletters, 

and employee meeting content to heighten the general awareness 

of security. The employee is encouraged to take a proprietary 

interest in protecting the assets of the organization, and 

employee suggestions are solicited to improve security mea-

sures. 

The study of employee theft by Clark referenced in 

Chapter 3 discussed the lower levels of reported theft among 

employees in organizations which have clear policies on secu-

rity. The security consultant also designs management train· 

ing programs to make upper-level personnel aware of the rela

tionship of security measures to the profit-making function of 

the company and the types of loss problems and patterns common 
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to that organization. Security awareness programs for manage

ment usually emphasize the importance of inspections, monitor

ing, and enforcement of company policies, procedures and regu

lations, so that uniform controls and security presence are 

established throughout the organization. 

5.5.3 Executive Protection 

Executive protection consulting services involve the pro

tection of top corporate executives as key assets of a company 

as well as the protection of these individuals and the com-

pany's business interests in other countries. As noted in 

Chapters 3 and 4, the increase in international terrorism and 

extortion of U.S. businesses to finance terrorist causes has 

created a large demand for executive protection services among 

Fortune 1000 companies. The basis of all consulting services 

provided in this area is the formal risk analysis and threat 

assessment for individual executives and for different areas 

of the country and world in which the company conducts its 

business. Recommendations include variations in daily routine 

and precautions during travel for the executive both domestic

ally and internationally; additional security measures pertain 

to personal and family residence, specially trained chauffeur/ 

bodyguards and specially equipped vehicles (often armored in 

foreign countries). Aside from designing an executive protec

tion program, the consultant frequently serves as a liaison 

between the company and vendors of specialized security equip-

mente Some executive protection consultants also contract to 
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provide bodyguards (or their training) for business or family 

travel. 

Development of contingency plans for the management of 

crises such as executive kidnappings and extortion attempts, 

and training simulation exercises in crisis management are an 

important component of executive protection consulting ser

vices. The crisis management team brings together many dif

ferent aspects of the organization for interaction with law 

enforcement agencies, ransom demands, foreign governments, 

and media. Executive protection consultant firms will also 

serve as active participants in negotiations strategy with 

terrorists in coercive bargaining situations. 

5.5.4 Inyestigatiye Consultants 

Investigative consultants are distinguished primarily from 

private investigators by their backgrounds and clientele. The 

professional backgrounds of these consultants could be law, 

accounting, data proces~ing: purchasing, or business manage-

ment, combined with investigative experience. Investigative 

consultants work almost exclusively for law firms, Fortune 500 

co~panies or insurance companies in the investigation of com

plex internal and external fraud, commercial br ibery, arson, 

and other economic crimes. The firms usually consider them

selves consultants in economic crime, but they may be involved 

in routine investigative auditing or in responding to a known 

loss incident at a particular organization. By pGt:forming 
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tests of internal controls on accounts payable and receiv-

able, purchasing practices, and inventory, the outside firm 

can often detect flaws, inconsistencies, or potential problems 

which may have resulted in criminal acts or which need tighter 

internal controls. Once a fraud or embezzlement scheme has 

been detected, the consulting firm assists the client in 

reco~ering the financial loss through fidelity bonding and 

corporate officers and directors liability insurance. Involv

ing an outside firm can often remove the corporate counsel 

from potential conflict of interest that wo~ld result from 

representing the interests of the company while conducting an 

internal investigation of an employee or corporate officer. 

Another distinguishing character istic between inv/;stiga

tive consultants and private investigators is that consul

tants, upon completion of the investigation, emphasize de

velopment of remedial loss control procedures; whereas the 

private investigator "closes the case." Internal auditing 

staffs frequently are trained to detect economic crime, and 

management personnel are taught to develop security awareness 

based on common scenarios of fraud in corporations. Investi-

gative consulting firms may be hired by corporations that are 

either planning an acquisition or resisting a merger attempt. 

These investigations typically involve "discovery," that is, 

checking the backgrounds of kay corporate officers, searching 

for litigation against the firm and verifying the existence of 

assets and market position. 
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5.5.5 Computer Security 

Computer security is a relatively new field that m~rged 

the disciplines of data processing, data communications secur

ity access control, information security, and physical secur-

i ty. Computer crime is technically a misnomer, since the 

computer is merely an asset of the organization which is 

abused in order to perpetrate crime. A study of vulner~bility 

of computer operations to crime by SRI International showed 

that unauthorized physical access to computer equipment and 

facilities occurred in one-fourth of 668 reported cases of 

computer-related crime. 36 Intentional acts of altering input 

data were involvec in 23% of the cases, and unauthorized 

access to the da~a accounted for another 15% of the cases. In 

addition, 8% of the cases involved improper use of output 

data, paper computer tapes and other materials. 

The computer security consultant provides services in 

serveral main areas: auditing of EDP systems, developing (or 

assisting in the procurement of) security software and data 

encryption, conducting risk assessments, developing a computer 

security program, developing system recovery plans in the 

event of complete computer failure, auditing of major crime 

losses involving use of the computer, and training of EDP 

personnel in computer security procedures. 

The computer security expert has become a valuable re-

source for security directors, information systems managers, 

police investigators and prosecutors. The computer security 
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consultant is often able to establish an audit trail of trans

actions, especially where security software has failed or se-

curity procedures have been circumvented. Once the audit 

trail has been established, suspects can be identified and 

evidence collected to document a case for criminal prosecution 

and financial recovery through insurance. In another SRI 

study, researchers noted that the reporting of computer

related crime is affected by a lack of concurrence on what is 

considered a computer-related crime. Although 60% of the 

prosecutors had read or attended seminars on computers so that 

they could deal more effectively with computer-related crimes, 

a direct test of the prosecutors' technical knowledge of basic 

operational concepts involved in computer systems and 

computer-related crime found knowledge to be Rrelatively shal

low and limited. R37 

5.6 SPECIALIZED SERVICES 

5.6.1 Training 

In each of the preceding sectl'ons, ~ , , excep~ englneerlng-

:related services, securl'ty c It' onsu lng usually involves a 

training component customed designed for the unique needs of 

the client. In addition, there ate security training consul

tants who provide a wide variety of standardized security 

training programs. Although these consultants may also be 

involved in consulting on training program design, for the 

most part they offer a series of standardized training courses 

to the security and law enforcement communities. A number of 
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national trade and professional associations provide annual or 

regular training programs in security, but in this section we 

are only identifying segments of contract security which offer 

training services as a main portion of their business income. 

One category of training services includes the independent 

training contractors who train operational security personnel. 

These programs are most frequently found in states which re

quire minimum levels of training for armed and unarmed secu

rity personnel. In most of these states the school must be 

certified by the state licensing and regulatory agency, and 

the content of their courses is regulated by th8 state manda

tory training requirements. In those states, the larger con

tract security companies and the national security companies 

may offer their training programs to other security firms. 

The fact that these independent training contractors have not 

thrived in states which do not mandate training for security 

personnel is indicative of the low priority placed on training 

by both security service firms and the consumer. 

An innovative concept in security training was announced 

with the formation of the Private security Institute in 

Illinois in late 1981. A basic 40-hour security officer 

course of practical firearms training (15 hours) and sUbstan

tive criminal law, civil liability, enforcement and emergency 

procedures (25 hours) is offered for contract and proprietary 

security personnel. This institute is attempting to draw from 

a national market and provide a broad range of specialized 
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f security courses. Given the high turnover of contract secu-

rity personnel, it would seem unlikely that a national train-

ing facility oriented to entry-level security officer training 

could draw heavily beyond its immediate area. 

Training programs for bodyguards, chauffeurs and other 

personnel engaged in personal protection programs are an exam-

pIe of training services. Several schools teach high perfor-

mance or defensive driving to prepare chauffeurs and body-

guards for a terrorist attack. Three of the better known 

schools offer training programs with a price range from $1295 

to $1895. One of the first--and certainly the most unique--

programs is that of Richard W. Kobetz and Associates, Ltd., 

which is of seven days' duration and (0mbines a variety of 

practical and theoretical instruction in weaponry, driving, 

and other counter-terrorism skills. Instruction usually is 

given in a specially-adapted rural setting with specialized 

facilities, but the program may be modified according to the 

needs of individal clients who would prefer training in a 

setting of their own choice. 

Several of the security equipment manufacturers also pro-

vide training services. Motorola, Inc., (a major supplier of 

communications equipment to law enforcement and security) 

created a subsidiary in 1973, MTI Teleprograms, which provides 

audio-visual training programs to both groups. Security 

training programs include security officer basic training, 

crime prevention techinques, terrorism and executive protec-

tion, and crisis management. In 1980, Bayley, Martin and Fay, 
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a maj or underw r iter of secur i ty firm insurance, introduced a 

series of eight training programs produced on video cassettes 

which emphasized legal training for the security officer. 

Mosler, one of the largest manufacturers of safes and vaults, 

banking and other fixed security equipment, provides multi

media training and conducts training sessions on selected 

security topics through the Mosler Anti-Crime Bureau. During 

the course of this research a few other firms were discovered 

which market security training materials nationally, but we 

found no organization or professional association which had 

reviewed or catalogued the materials as a reference source for 

contract security firms or proprietary security operations. 

For the small contract security firm, the purchase of a series 

of audio/ visual training packages could provide a basic 

n~cleus of pre-assignment training for all security personnel 

at an affordable cost. 

Most other classroom training and seminars are sponsored 

by major industry trade associations with a special program on 

security (e.g., Bank Administration Institute, National Retail 

Merchants Association) or by security professional associa

tions (ASIS, International Association of Hospital Secur i ty). 

These efforts are discussed in a subsequent chapter. The 

Computer Security Institute, Northboro, Massachusetts, is an 

example of an association devoted exclusively to training and 

seminar programs in a specialized area of security. Their 

major effort is an Annual Computer Security Conference which 

has been held since 1974. Security World magazine and Cahners 
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f Exposition Group sponsor several annual International Security 

Conferences and Expositions which provides training seminars 

along with an exhibition of security and fire protection 

equipment. 

On the whole, the majority of training programs, mater

ials, and brochures reviewed during the course of this re

search are oriented toward proprietary security operations, 

with an emphasis on various security manager functional areas 

of responsibility. The provision of training services or ma

terials for contract security is, for the most part, left to 

individual security companies. 

5.6.2 Employee Backqround Screening 

As noted in Chapter 4, employee background screening is an 

important aspect of personnel security in all organizations 

and especially for the recruitment and selection of security 

employees. Three major types of services are provided in this 

area: (1) paper and pencil "honesty" testing, (2) polygraph 

and PSE exam ina tions, and (3) employee background investiga

tions. Honesty testing reviews an applicant's attitude toward 

honesty and the reported past history of dishonesty as a pre

dictor of future behavior in various levels of risk associated 

with different jobs in the organization. The tests are writ

ten at a basic eighth-grade reading level and are designed to 

be administered by the client firm as part of the hiring 

process. The results of some testing instruments can be 

interpreted by the client; for others, computerized analysis 
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and even immediate analysis is available through toll-free 

telephone numbers. 

Firms providing these services also work with clients on 

f I secur ;ty and sometimes customize other areas 0 per sonne • 

examinations for larger clients. These consul ting firms di

rectly market their services and do not rely on advertising in 

the telephone directory Yellow Pages. John E. Reid Associates 

is a good example of the diverse services offered by some of 

these firms, and their contribution to both security and law 

enforcement. The late John E. Reid was involved in the land

mark decision on admissibility of polygraph evidence and tes

timony in court. A book Reid co-authored with Fred E. Imbau, 

Criminal Interrogation and Confession, is one of the standard 

textbooks used in the training and education of law enforce-

ment investigators. In addition to conducting one of the 

premier training sessions on criminal interrogation and the 

use of polygraph in investigations, the firm now provides a 

broad range of services involving behavior analysis. Many of 

the firms providing polygraph services also position them

selves in the market as "research" firms in the area of be-

havioral analysis. 

Since the introduction of the Psychologic~: Stress Evalua

tor (PSE), prcponents of its effectiveness in detecting decep

tion have been embroiled in controversy with polygraphists. 

Minimum levels of training and ethics are prescribed for mem

bership in the Amer ican Polygraph Association and ,its affil

iate state organizations. These organizations, through 
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lobbying, influence state legislation on detection of decep

tion examiners. Polygraphists insist that most scientific 

evidence and studies have tended to refute the claims of PSE 

examiners of its effectiveness. Some firms (often private 

investigative agencies) purport to offer "polygraph or PSE" 

examinations in Yellow Page advertising. Polygraphists resent 

this practice by untrained polygraphists, especially since the 

public is unable to differentiate between two very different 

methods of truth verification. Despite the restrictions on 

polygraph use in some states, they are widely used in industry 

in employee screening and also in internal investigations. 

Graphoanalysis, another form of employee behavior eval-

uation, claims to measure or profile hUman behavior based upon 

handwriting samples of individuals. It has met with less 

opposition than PSE, but is still relatively unknown and not 

widely used in the united states. Forensic handwriting analy-

sis, one of the forensic skills used in investigations of 

altered documents and checks, simply compares handwriting 

samples. Some firms use graphoanalysis profiles as part of 

employee screening. While university-level courses are avail-

able in Europe on graphoanalysis, mo~t practitioners in the 

u.S. are graduates of an 18-month correspondence course of-

fered by the Graphoanalysis Society in Chicago. 

Employers considering good job applicants with only recent 

job experience in the immediate geographic area often rely on 

background investigation firms which investigate both the ap-

plicant's employment and credit background. These services 
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are usually performed by major national firms with numerous 

locations throughout the count-y, such as Fidelifacts and 

Equifax. The firms are frequently used by security directors 

and personnel managers to validate the background of appli

cants for key managerial and executive positions in the com-

pany. 

Most reputable firms offering employee background and 

screening services advise their clients of the limitations in 

gathering background information imposed by the Privacy Act of 

1974, the Freedom of Information Act and restrictions on Crim

inal History Record Information. However, as noted under pri

vate investigative services, some firms emphasize their abil-

ity to obtain information that cannot be obtained through 

normal channels by their clients. On the "fringe" area of 

employee background services are firms purporting to offer 

certain background information which, on face value, would 

violate privacy laws and state statutes in some states. One 

service, for example, advertises a toll-free number to provide 

clients nationally with unlisted telephone numbers, addresses, 

and long-distance phone records. 

5.6.3 Technical Countersuryeillance 

Ten years ago the country was exposed to the world of 

electronic eavesdropping when five "plumbers" broke into Demo

cratic National Headquarters in Washington's watergate Office 

Building to replace a defective transmitter with a new one 

disguised in a smoke detector. (G. Gordon Liddy was convicted 
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for his role in the now infamous watergate incident which led 

to the resignation of President Richard M. Nixon. Ironically, 

Liddy today is associated with a security firm bearing his 

naille which anticipated 1982 revenues of $10 million from 

services featuring the "debugging" or detection of illegal 

eavesdropping devices 1) There are no measures of the amount 

of electronic "bugging" involved in industrial espionage, but 

the appearance in the news media of the more sensational 

industrial esnionage cases in ~he past few years has greatly 

raised the level of concern on the part of corporate execu

ti ves. An ar t icle in Bus iness Week ci ted a r ecen t survey of 

corporate executives in which nearly one half of them felt 

that "at least 50,000 to 100,000 bugs had been planted in 

businesses within the last five years."3B 

In the united states it is illegal for private persons to 

make, sell or possess eavesdropping devices, yet they are 

easily obtained from overseas manufacturers who may manufac

ture them "for export only." In the Business Week article, a 

former communications researcher with the Central Intelligence 

Agency estimated spending for industrial espionage equipment 

and services to be hundreds of millions of dollars--as much as 

the "combined surveillance effort of federal, state, and local 

law enforcement agencies."39 One of the major firms involved 

in the sales of countersurveillance equipment estimated 1982 

annual sales of $30 million. 

Law enforcement agencies are sometimes wary of counter

surveillance equipment of manufacturers and distributors out 
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of concern that they could be surveilled by criminal elements 

with the same equipment they are using. Indeed, the president 

of one major firm was indicted in 1982 for making and distrib

uting illegal electronic surveillance devices and illegal 

foreign shipments of such devices. 

Despite the cloak-and-dagger excitement generated by such 

an industry and the assertion by some security directors and 

corporate officials that the problem is greatly overestimated, 

many prominent corporations spend anywhere f~om several hun

dred to several thousand dollars t h o ave periodic electronic 

"sweeps" made of their facilities. These sweeps are performed 

by specialized firms (which often sell t coun ersurveillance 

detection equipment) and by . secur1ty firms providing other 

services. Advances in semiconductor technology have reduced 

the size of radio transmitter bugging devices to the size of a 

match head, making such devices virtually undetectable without 

devices to locate a power source or t " ransm1SS10n waves. Even 

in boardrooms with electronic room shields to prevent trans-

mission of data outside the room, electronic sweeps are often 

Although actual evidence of electronic eaves-conducted. 

dropping occurs in less than 20% of the electronic sweeps, 

many companies believe it is a necessary expense. 40 

5.6.4 Private Vault Rooms 

Private vault rooms have been provided for a number of 

years 

files 

as a service for off-site storage of back-up computer 

and tapes, but in the past few years, private vault 
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rooms have been offered as an alternative to bank vaults and 

safety deposit boxes. These facilities offer larger leasable 

space, more comprehensive security and better access for their 

patrons (usually open 12 or more hours a day--some have 24-

hour access). In most facilities the smallest deposit box is 

larger than bank deposit boxes, and some offer bulk storage 

space and sizes as small as 3x5 inches. Now, in addition to 

storage of computer tapes, discs and microfilm for organiza

tions, the general public is using these services for storage 

of stocks and bonds, wills, stamp collections, jewels, objects 

of art and even items of sentimental value. 

The security measures of typical private vault rooms in

clude redundant sensor systems monitored by a central station, 

24-hour. security guards, CCTV with central console monitoring, 

heat and humidity control and access control (some with photo

graph, handprint and voice verification). Some facilities are 

located close to airports and contract with armored car and 

courier services to provide a secure environment for trans-

actions of dealers in precious gems and metals. Armed courier 

services available through some private vault rooms offer to 

deliver silver and jewelry for a party at the horne of a 

client; the courier remains throughout the evening and then 

retur.ns the items to the vault. 

The National Association of Pr iva te Secur i ty Vault Rooms 

was formed in 1980 to establish standards and regulatory 

guidelines for private vault rooms. The Association claims 

about 300 members in 140 organizations in various stages of 
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establishing private safe deposit and vault rooms, with about 

60 private vault rooms presently located in major cities~41 

The Association projects that in five to ten years there will 

be 2,000 to 4,000 private vault rooms through the country. 

The average cost of storage space is three to four times the 

normal bank rate, but banks have only limited liability for 

safe deposit box contents and some bank insurance policies 

might not even cove~ a customer loss. Rental prices at One 

Safe Place in Dallas, Texas, range from $200 to $400 annually. 

Consecur, a firm in Miami, Florida, sells its space on a 

condominium basis at costs ranging from $395 for smaller 

storage boxes to $4,000 for larger boxes and storage areas, 

plus a $75 annual maintenance fee. The cost of private vault 

rooms is offset for the client by lowered insurance premiums 

and a tax deduction if the stored items include tax papers or 

investments. In recent years, investors have been putting 

more of their wealth into art, antiques, coins, gems, metals, 

and valuable commodities other than paper currency. If this 

trend continues, it could create a demand sufficiently heavy 

to sustain private vault rooms. 

5.6.5 Other Services 

Drug Detection and Awareness services are offered by some 

guard and security consulting firms. Drug detection services 

include: (1) employee screening tests for past and potential 

drug abuse patterns, (2) trained investigators and dogs used 

to conduct searches of suspected areas of drug abuse usage and 
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storage in the work environment such as lockers, employee 

lunch rooms, personal belongings and lunch pails! (if clearly 

spelled out in company policies and disciplinary measures for 

illegal substance possession, the right to search is not 

subject to the same Fourth Amendment search and seizure con

straints as law enforcement's "probable cause" test for search 

warrants), (3) undercover investigations conducted by hiring a 

security firm operative as an employee among suspected users 

and dealers. Drug abuse investigations are sometimes co-

ordinated with local law enforcement. Drug sellers are usu-

d t law e nforcement for prosecution while ally turne over 0 

nonproductive workers involved in drug abuse are generally 

only terminated. 

Drug awareness program components consist of employee 

orientation, lectures, films, displays, and pamphlets. The 

programs inform employees and supervisors of the dangers of 

k f t ts) and familiarize drug abuse (especially wor er sa e y aspec 

drug identification and related them with drug use patterns, 

l ' As reported l'n The Alert, a business drug parapherna lao ---

crime newsletter, drug abuse in business and industry was 

estimated by one source to cost approximately $34 billion each 

year because of absenteeism, poor attention to detail, acci

dent proneness and decreased productivity.42 

Crowd Control services are provided by security firms at 

large sporting events, concerts, fairs, trade show exhibition~ 

and oth~r public events. Private security firms often provide 

- '~personnel, who usually outnumber law the majority of securl~y 
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enforcement officers. Secur i ty officers frequently interact 

with law enforcement officers in an order maintenance role, 

but security personnel are primarily concerned with enforcing 

the rules and regulations of operating management and property 

owners. Occasionally, security and law enforcement personnel 

at the site share a common radio frequency for communication 

purposes. The primary security functions at events are to 

protect the assets of the ~acility, exhibit property, per

formers, athletic participants, and any dignitaries in attend-

ance. 

Guard Dogs usually conjure up an image of "snarling, snap

ping, neurotic monsters,"4 3 and some Yellow' Page advertising 

does little to discourage that stereotype. Ironically, guard 

dogs are expected to be good barkers but are selected for 

tenacity, not viciousness (as presumed by the average citi

zen), and must be gentle when approached in normal circum

stances. The highly developed hearing and smell senses of 

dogs are used with security guards in security work to help 

with patrol, searches, and detection of drugs, weapons, and 

explosi·ves. Guard dogs are also used alone to guard unoccu

pied, closed-in areas during nonworking hours. Security offi

cer and guard dog teams have been estimated to displace the 

salaries and fringe benefits of two or three security officers 

when used on patrol. The agility of the dogs allows them to 

cover large areas, and their keen senses alert the security 
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officer-handler to the presence of intruders. Al though lia-

bility increases with the use of guard dogs, it is still less 

than that associated with an armed guard. 

In addition to their use in industrial security, guard 

dogs are used in searches for contraband in nuclear utilities, 

mining, ship transportation lines and the petrochemical indus

try, especially on offshore oil rigs. Guard dogs have been 

used increasingly by homeowners as a deterrent to intruders. 

The total market for dogs in security and police work was 

estimated at $1 billion per year in ~ecurity Lette( by one 

. f" d' d d 44 training d~rector for. a ~rm prov~ ~ng guar ogs. 

Honesty Shopping is a service provided primarily to retail 

merchants to test the integrity of retail sales personnel. 

The honesty shopping service trains its employees in the 

detection of improper cash handling procedures, employee theft 

and commonly used shoplifting techniques. Security personnel 

enter the store as shoppers and attempt to shoplift, switch 

price tags, and so forth, while monitoring the sales pro-

cedures. Some retail operations contract for these services 

regularly, while others engage the service when ther.e are 

suspected problems with cashiers, sales clerks, or unusually 

heavy loss areas. Typical methods of employee cash theft 

include: pocketing the cash and not ringing up the sales 

register, voiding sales after the transaction has been com

pleted with the customer, overcharging customers and stealing 

the overage, stealing checks paid to cash, and making fraudu

lent refunds to an accompl ice. Employee thefts take var ious 

Ji I 

forms: stealing merchandise and then passing it over the 

counter to accomplices, stealing returned goods, taking un

authorized price markdowns, shoplifting on lunch hours and 

breaks, and giving employee discounts to friends. 

Strike Protection services are provided by some guard and 

patrol firms, and a few firms specialize in these services. 

Under the Taft-Hartley Act security guards are prohibited from 

being organized in the same collective bargaining unit as 

other employees. However, in the event of a labor distrubance 

antic;:ipated from prolonged collective bargaining or strikes, 

the company may prefer to contract for outside security ser

vices. The primary objective of the services is to allow full 

operation of the facility during the labor dispute to diminish 

the impact of an impending or actual strike. The contract 

service works with the client in planning for crowd control 

and a controlled access to the facilities. Uniformed security 

officers are provided as needed and liaison is maintained with 

local law enforcement agencies. 
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CHAPTER 6 

COMMON OPERATING ASPECTS OF CONTRACT SECURITY 

The focus of this chapter is on a few common operating 

aspects that are of importance to this research effort. For 

the most part, these are issues that directly impact the 

quality of private security services and the relationships 

between law enforcement and private security. This chapter 

highlights some of the operating characteristics and issues 

that are unique to the various businesses that provide secu

rity services and products. 

6.1 UNIFORMS AND EQUIPMENT 

Most guard and armored car firms utilize uniforms, badges 

and equipment that are somewhat similar to those of law en-

forcement agencies. In fact, they often purchase from the 

same suppliers as do police agencies. Police officers resent 

the possibilit~ of mistaken identity--the assumption by a 

citizen that private security personnel might be sworn police 

officers. The Private Security Task Force recognized this 

potential problem and suggested as a standard that uniforms, 

badges and titles for security personnel be clearly distin

guishable from those of law enforcement personnel. In the 

Hallcrest national surveys, 87% of contract security managers 

and 99.5% of law enforcement executives favored this position. 

Approximately 90% of contract security personnel in the Mult-

nomah County, Oregon, and Baltimore County, Maryland, surveys 

6-1 

indicated that their uniforms clearly identify them as se

curity officers. Hallcrest interviews and site study have 

indicated the preference for "security officer" as a title for 

uniformed security personnel. 

Currently, 27 states impose some form of uniform restric

tions, 29 states impose badge restrictions, and 14 states 

impose vehicle restrictions in state regulatory legislation. 

However, we have noted that badges, uniforms and patrol vehi-

cles still are often similar to those of law enforcement per-

sonnel, although not necessarily similar to sheriff or police 

uniforms in the particular county or city where ~~~ security 

officer is working. There is less confusion with armored car 

personnel when they are in close proximity to their vehicles, 

but alarm response personnel of central stations often do wear 

police-type uniforms. 

The Task Force standard called for the use of cloth badges 

and the title "security officer" on uniforms because "when 

private security personnel also wear metal or metal-like bad

ges, the false impression is created that their authority is 

equal to that of public law enforcement officers."l Virtually 

all contract security personnel reported in the site surveys 

that they used metal badges when wearing "police-type" uni

forms, while cloth badges were primarily worn on slacks and 

blazer uniforms. Sometimes the words "security police" are 

used with the word secur i ty in a less conspicuous place on the 

badge, insignia or logo used by the security company. 
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While neither contract security officers nor law enforce-

ment officers in the sites felt that police-type uniforms gave 

contract security any increased effectiveness when dealing 

with the police, they agreed that security officer effective-

ness was enhanced when dealing with the general public and 

offenders. In addition, the law enforcement officers felt 

that Rin most instances R a badge is necessary for security 

personnel. There appears to be a dichotomy in attitudes on 

the image portrayed by security company uniform badges. On 

the one hand, there is the concern expressed by the Task Force 

that badges used by law enforcement officers are a Rreadily 

understood symbol of authority and power, clarifying the right 

of the officer to act in various situations. R2 On the other 

hand, law enforcement officers in the field recognize that a 

uniform and a badge command a certain degree of authority and 

respect required by the security officer to perform his or her 

job. Both law enforcement officers and proprietary security 

officers agreed that the police-type uniform increased the 

security officer's effectiveness when dealing with company 

employees and the public. 

A balance must be achieved between the dangers of mistaken 

police identity and the need to attain a certain degree of 

authority in the exercise of security duties. If private 

security is to playa more prominent role in working relation-

ships with law enforcement, provide protective services to the 

community or to assume any tasks currently performed by law 

enforcement, then the issue of distinguishable uniforms and 
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equipment must be thoroughly addr.essed. The Task Force did 

not recommend abolishing uniforms and badges, it simply sought 
'!>. 

clearly distinguishable uniforms and equipment. Some contract 

security companies have begun using square-shaped badges with 

only the name of the company on the uniform. In these cases 

the uniform is more clearly distinguishable from law enforce-

mente While this is primarily an issue of concern for con-

tract guard companies, it also pertains to uniformed personnel 

of armored car and central station alarm companies. 

6.2 ADVERTISING AND SALES PRACTICES 

SOIne of the frequent complaints by, and to, law enforce-

ment are that private security-firms, in attempting to sell 

their services, purport 'to offer quasi-police services, berate 

police effectiveness in reducing crime in the community, and 

play on the fear of crime. The well-worn stereotype of Rrent-

a-copR is often used in reference to guard firms. In the site 

studies, law enforcement officers did not perceive private 

security as competing with them for the provision of police 

services. Similarly, the senior executives polled in the sur-

vey of national and regional security companies did not view 

their companies as compet.ing with police services. Neither 

law enforcement officers nor security executives saw them-

selves as providing similar services (see the discussion on 

roles in Chapter 11). 

Contract security managers in national surveys rated 

twelve factors as to the overall importance in influencing of 
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clients to request their- services8 The results displayed in 

Table 6-1 indicate that "general fear" of property crime and a 

"rapid rise" in crime rates in their area are strong influ-

ences on client decisions to purchase private security ser-

vices, but "inability" of the police to affect the crime rate 

was not rated as a very important factor. The data from these 

survey efforts would seem to downplay the importance of these 

concerns or criticisms by law enforcement. 

A larger concern, is the way sqme private security firms 

position themselves in the marketplace to sell their services 

to the consumer. Some interesting tendencies in the use of 

descriptive words in the firm name were revealed in reviewing 

firm names in telephone directory Yellow Page advertisements 

and in the mailing list of more than 8,000 firms for the 

national survey of contractual secur ity manaC}ers. Guard and 

alarm firms in particular, tend to use company names which 

have the strong connotation of force, strength, and action--

e.g., rampart, citadel, centurion, titan, sting, SWAT. In 

addition, some guard and investigative firms use the words, 

"service," and "agency," in conjunction with the words "city," 

"state," and "region" or "U.S." in their firm names which 

could imply a quasi-governmental agency affiliation~ still 

other firms have used quasi-police titles such as "police," 

"troopers," "task force," "911." At the same time, connota-

tions of a national or international scope of operations are 

often given by investigative firms that use such words as 

"national" or "international," or such terms as "associates" 
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TABLE 6-1 

CONTRACT SECURITY MANAGER RATINGS OF 

FACTORS INFLUENCING CLIENT SELECTION OF SECURITY SERVICE FIRMS 

1. Quality of service 

2. Value of assets protected 

3. General fear of property crime 

4. Rapid rise in crime rate 

5. Cost of service 

6. Actual property crime victim 

7. General fear of violent crime 

8. Inability of police to affect crime rate 

9. Amount of cash handled 

10. Actual violent crime victim 

11. Expansion of client facilities 

120 Change in contract service firms 

(Rank order: 1 = most important) N = 545 

SOORCE: National Survey of Contractual Security Firm Managers 
and Owners, Hallcrest Systems, Inc., 1981. 
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or "affiliate" firms in "major u.s. cities" or "throughout the 

U.S." In some cases, this merely alludes to membership in the 

World Association of Detectives, the National Council of In

vestigation and Security Services or other security associa

tions, not to actual working associates of their firm. 

The use of police-oriented terms, combined with the poten

tial for mistaken identity created by police-type uniforms, 

clearly shows that certain firms openly attempt to capitalize 

on some form of quasi-governmental status. It is only proper 

that businesses promoting security should be able to promote a 

secure or safe image to consumers desiring their services, 

especially those who are seeking private remedies or protec

tion after becoming the victim of a crime. However, services 

should not be implied which legally and contractually cannot 

be delivered. 

Hallcrest speculates that the firms most prone to this 

type of business advertising are smaller or less established 

firms. We have observed from the vellow Page advertisements 

in major cities and from the site study that smaller and newer 

firms attempt to obtain name recognition and solicit signifi

cant business from such advertising. The larger industrial 

security contract guard accounts are sold on a direct sales 

basis to security or purchasing directors, and established 

alarm companies work primarily from customer referrals and 

direct mail marketing in areas where alarm systems have al

ready been installed. Hallcrest noted that many successful 

security service firms of all types simply use the surname of 
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the firm owner or founder in the name of the business followed 

by a common descriptor of services, e.g., alarms, security 

services, security systems, investigator, associates, etc. 

In general, as noted in both the Rand and Task Force 

Reports, there are very few standards governing the adver

tising and sales practices of security companies. Only 25% of 

the state licensing and regulatory agencies for private secu

rity regulate private security advertising. One of the sug

gestions of the Rand Report was that the legal business 

address and agency license number should be required in adver

tising. Frequently, this is done on a voluntary basis, but 

not in states where there is no regulation {13 states}. 

One of the frequently misleading forms of advertising is 

the use of the terms "licensed and bonded," particularly in 

states where there is no licensing legislation. In practice, 

the license often turns out to be a city or county business 

license with no regulatory requirements. The "bond" is either 

a blanket fidelity bond for the corporate officers, (not 

covering actions of the security personnel) or a "performance 

bond" attached to the business license--neither of which pro

vides any remedy for an injured or wronged third pa:i'ty suing 

the service. In this situation the consumer is clearly 

misled. 

In alarm company advertising, some firms loosely use the 

term "U.L.-listed" to refer to their company or alarm systems. 

Underwriters Laboratories, as an independent nonprofit organi

zation, sets standards for security equipment, installation 
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and maintenance. Although some alarm equipment is not "U.L.

listed," a large portion of alarm components are listed. Many 

of the advertisements by alarm companies infer that their 

systems are "certified" by Underwriters Laboratories, but the 

tJ~L. certification process primarily refers to different 

grades of local mercantile, direct connect, propr ietary, and 

central station systems and operations. Virtually any alarm 

system configuration incorporates some U.L.-listed components, 

but such systems are not really comparable to a U.L.-certified 

commercial installations or a cen~ral station systems that 

have monitoring facilities certified as meeting certain secu

rity and technological standards. 

6.3 BIDDING PRACTICES 

As with many other commodities and services, security 

contracts are frequently subject to a competitive bidding pro

cess. As indicated in Table 6-1, contract secur i ty managers 

rated the cost of service as one of the least important 

factors in the client decision to select their service and 

products. Similarly, in the survey of national and regional 

security executives, the cost of service and "lowest bid 

price" were rated as only moderately important factors com

pared to the quality of personnel, products and services 

offered. Yet, the most important factor determining the level 

of personnel selected for a specific client and assignment was 

reported as the "willingness of the client to pay." The 

Private Security Task Force noted that competitive bidding by 
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security companies tends to influence low security guard 

wages. As suggested by Anthony Potter in 1975, this results 

in a "vicious circle" where such factors as "low salaries, 

marginal personnel, lack of promotional opportunities, high 

turnovers, and little or no training, lead to one another and 

result in ineffectual performance."3 This condition still 

exists despite Task Force efforts to recommend standards and 

goals to improve quality and effectiveness in the private 

security industry. 

According to our survey, senior executives in the national 

and regional security companies indicate that "low balling" or 

unrealistically low bidding practices can force contract 

prices to artificially low rates. 

The surveyed national and regional companies rated the 

practice of "low balling" as moderate among themselves and 

among large local or statewide firms, but considered it an 

extensive practice among small firms. However, our pre-test 

findings and site study indicated that this practice is as 

prevalent among some of the large firms as the smaller ones. 

Major guard service contracts in the industrial and institu

tional sectors frequently are awarded on 10 cents or less per 

hour difference in the bids. Multi-state and larger firms may 

be in a better financial position to underwrite the cost of a 

low bid by one of its local offices while sustaining overall 

profitability of the firm on gross volume of business. In 

practice, many guard firms are being run at a gross profit 

" 
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margin of less than five percent, in part due to the influence 

of low bidding practices. 

Despite the interest of government in licensing and regu

lating private security, government is one of the largest 

single forces maintaining guard contracts at an artificially 

low rate. The Federal Protective Service, for example, em

ploys about 2,600 contract guards in the protection of federal 

property in the Washington, D.C., area. Similarly, throughout 

the nation, bids are frequently awarqed to contract guard 

companies for protection of government facili ties. Lengthy 

contract bid specifications notwithstanding! Federal Govern-

ment procurement practices are notorious for awards on a "low 

bid" basis compared to prevailing rates in key industrial 

sectors. One guard firm mentioned this fact in a letter 

soliciting prospective marketing representdtives to obtain 

contracts for the firm: 

Currently we hold a number of ~ontracts to 
supply guard services to feG<;!ral s i t~~s 
around the country. They are the result of 
low bids and thus provide very little 
margin. 

Wages typically account for 60 to 75% of the contract bid 

pr ice. Proprietary security managers in our national survey 

paid an average billable rate of $6.62 per hour in 1981 for 

contract security guards, and one of the national guard firm 

executives stated in an interview in 1981 that his firm's 

average billable rate across all contracts and offices was 

$6.11 per hour. At those rates, guard wages would be within 
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20% of minimum wage. Some firms resist these low wage prac

tices and attempt to provide only npremiumn guard personnel, 

but the economic realities of competition force them to focus 

on the "sole sourcen contracts. Small local firms usually do 

not appear to be competitive on larger contracts, but their 

low bidding practices are particularly evident in smaller 

commercial accounts such as retailers and fast food outlets. 

A number of business practices have evolved to compensate 

for the "low balling" bid practices. One which may be related 

to frequent turnover of contracts and personnel is "front 

loading" of contracts. This practice involves providing 

specif~ed le\els and quality of personnel and supervision at 

the beginning of the contract, but then taper-ing off and 

providing lesser caliber and lower paid personnel. The 

client, in the meantime, is still billed at the same contract 

rate. "Ghosting" is another related practice--billing the 

client for salary increases never paid, overtime and holidays 

never worked and supervision never received. The extent of 

these unethical practices is not known, but it is cited as a 

significant problem by contract security guard firm managers 

at both the national and local levels. Small local firms were 

cited most frequently as violators, in part due to unethical 

managers and in part due to inadequate financing and business 

skills. Yet, some large firms have reportedly increased the 

billable rate on their existing "premiumn contracts, to offset 

declining billable hours or low billable rates on other con

tracts. Like "low ballingn bid practices, larger firms were 
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also mentioned in the sites as participants in "front loading" 

and "ghosting" contract practices. These practices seem to be 

more related to individual company owners and branch managers 

rather than the size or policies of the guard firm. 

Questionable bidding practices have also been ci ted as a 

problem for alarm, armored car, and security equipment firms. 

In the alarm equipment contracts, particular equipment or 

system components are specified in technical terms ("technese" 

language) with an inference that certain brand names will be 

provided. Later, inferior equipment is substituted at in

stallation. In alarm sales, the use of outside sales per-

sonnel sometimes results in a large discrepancy between what 

the customer thought was purchased and what the salesperson 

actually specified in a contract--the practice referred to 

ear lier as "over-promise and under-deliver." This technique 

has been used by all types of firms and has made it difficult 

for consumers to have assurance that they are receiving com-

parable bids in a competitive situation. Similarly, in ar-

mored car service, where commercial accounts are the mainstay 

of business for local firms, misrepresentations can easily be 

made, including the type of armored vehicle (van or truck), 

training and number of personnel, pick-up procedures, and the 

firm's on-site storage facilities. 

6.4 BUSINESS TURNOVER 

Based upon Hallcrest national survey efforts and the site 

study, we reached a conservative estimate of 20 to 30% annual 
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turnover of contract security firms. During the nationwide 

survey of contractual security managers, Hallcrest obtained an 

indication of this turnover when 27.5% of the 6,319 ques-

tionnaires mailed were returned because the firm was no longer 

located at that address and had left no forwarding informa-

tion. At the local level, careful examination and cross-

checking of Yellow Page directories, along with information 

obtained in the site interviews with contract security man

agers, indicated that firms go out of business and others 

replace them. In some cases these firms may have changed 

names or have merged with other firms. Using an unobtrusive 

measuring technique of comparing zip code listings with Yellow 

Page listings, we projected that the majority of these firms 

went out of business. 

Frequently, guard firms are incorporated by former man

agers or supervisors from other firms or by former law en-

forcement officers. Alarm firms are often formed by in-

stallers for other alarm firms, who develop an entrepreneurial 

interest. Former law enforcement officers also seem to gravi

tate toward the formation of private investigative firms based 

upon the contacts they establish in the business community 

while investigating crimes for the police agency. In many of 

these situations, the tendency is to attempt to build a busi

ness based upon a few associations or "promises" of business 

from various sources or from existing accounts with a proven 

firm. All too frequently, the new business owner en~ers a 
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competitive situation without the promised business, or with

out a sufficient base of stable business to facilitate the 

start-up period. 

In the Hallcrest survey of national and regional firms, 

the senior executives acknowledged the problems of high turn

over of small security firms, yet also forecasted that the 

small guard firms would have an increasing market share over 

the next five years. Both guard and alarm firm executives 

agreed that the leading reasons for business failure among 

small firms pertain to poor business skills and experience 

rather than inadequate security experience. The following are 

factors rank ordered by these senior executives (most im-

portant to least important) as causing business failures of 

small security firms: 

• lack of financing/capitalization 

• lack of business experience 

• poor contract performance 

• inadequate marketing skills 

• poor quality personnel 

• inadequate security experience 

The turnover in firms and poor contract performance lead 

to a turnover in contracts. In both case study sites, several 

major users of contract guard services had used several con

tract services in the past year. In ranking sources of an

ticipated growth in the next five years, the national and 

regional guard companies rated change in contract guard firms 
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by eXisting users of guard service ahead of such factors as 

(1) increased dem~nd by existing contract guard users, (2) new 

contract users, or (3) proprietary guard forces changing to 

contract guards. 

Small, newly established guard and alarm firms may be most 

susceptible to engaging in some of the questionable adver-

tising, sales t and bidding practices. Under-capitalized and 

unable to meet the overhead to sustain such necessary support 

services as supervision and maintenance, the firm may begin by 

ncutting cornersn to make ends meet on a job site by reducing 

supervision or by installing inferior equipment. A guard firm 

may begin reducing the number of promised hours of pre-

assignment training or even falsifying training records. An 

alarm firm may sell an alarm system with a specified number of 

openings to be protected by certain sensors, but then install 

sensors only in a reduced number of openings. For the guard 

firm using inadequately trained guards who are armed or as

signed to posts involving high interaction with the public, 

there would be much greater potential for abuse of citizen 

rights through unnecessary force f use of weapons, illegal de

tainments, etc. Alarm firms which go out of business may 

leave customers with inoperable or faulty alarm systems. Such 

systems not only would give customers a false sense of secu

rity and safety, but also would be more prone to false alarms 

because of poor installation techniques or improper appli

cation of sensors. Failures of security firms, then, are not 
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as simple as are those in other service industries; they could 

have far reaching impacts on public safety in the community. 

6.5 LIABILITY 

In Chapter 4, we noted that organ{zatibns are sometimes 

liable for the actions of their security employees. Contract 

security companies are also liable for the actions of their 

employees in protecting the assets of and providing services 

to their clients. The exposure of contract security, however, 

is greater since most of their liability occurs at the various 

locations where their personnel and equipment are utilized. 

Contract security operations incur two basic types of lia-

bility: (1) negligence on the part of the company or its 

employees, and (2) criminal acts committed by the security 

company or its employees. In some cases the company can be 

found negligent for hiring or failing to properly screen, 

train or supervise employees who subsequently are involved in 

negligent or criminal acts. The following paragraphs discuss 

some of the abuses that contribute to the liability of con

tractual security firms as well as other segments of the 

private security industry. 

6.5.1 Al.leged Abuses 

Hallcrest research included a review of hundreds of news 

articles, relevant television documentaries and 12 periodicals 

covering more than a two-year period. The review of news 
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media nexpos~sn suggest widespread abuse in the contract secu-

r i ty industry. In 1980, for example i the Chicago NBC-TV af-

filiate station aired a sto~y on abuse by retail security 

personnel based upon the actions of an nundercover n employee 

at one of the nation's largest retail stores. Charges were 

made of physical abuse of alleged shoplifters, coercion in the 

signing of shoplifting statements, and alleged planting of 

merchandise on suspects. Two years later, N~C Magazine, a 

prime-time television news program, aired a similar program 

which characterized retail and mall security guards in the 

following manner: 

In shopping mall and retail stores across 
the country, people are being menaced, 
arrested, even beaten up by poorly trained, 
non-uniformed security guards who falsely 
charge them with shoplifting. Brutal beat
ings of people who have done nothing. 

It is interesting to note that both stories focused on 

retail settings, which predominantly employ proprietary secu-

rity personnel, except for uniformed guards at exits and con-

tract patrol services in some shopping centers and malls. We 

find a tendency in the news media to focus on highly visible 

areas involving considerable public interaction f like retail-

ing, and then pr oj ect much higher levels of abuse based upon 

the large number of security employees. Often the distinction 

is not made between contract and proprietary security em-

ployees, and sucb generalizations fail to take into account 

the higher proportion~ of contract security employees in in

dustrial sectors with less public interaction. 
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In the Chicago story, hearings were subsequently conducted 

by a state legislative committee. In June 1982, the New York 

state Investigation Commission also conducted two days of 

hearings into abuses by guard service and private investiga

tive firms. The hearings contained stories of employees from 

established firms burglarizing their clients and even arrang

ing for the fencing of stolen goods at the direction of the 

firm's owner. Physical assaults and dramatic cases of weapons 

abuse, especially fatal shootings, are often the catalysts for 

much of the news coverage reviewed in the literature: 

• In Cleveland, a secur i ty guard shot and 
killed a welder who was picketing his em
ployer during a strike. 

• In Pittsburgh, a security guard at a state 
liquor store shot a disorderly customer, 
and then turned the gun on himself. 

• In Boston, a security guard patrolling a 
fast food restaurant shot. a patron who 
refused to leave. 

• In Portland, a secur i ty guard shot and 
killed a customer at a convenience store 
who would not stop for questioning about 
shoplifting. 

Most of the concern in the news media is focused on in

stances of physical abuse, false arrest, shootings, etc. How

ever, both the press and complaints filed with state licensing 

and regulatory boards indicate other serious problems as well: 

theft, vandalism, sabotage, and arson by contract security 

employees hired to protect client premises. In one of the 

more notorious cases, a security guard and an accomplice in 
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California were charged in February 1982 with the theft of 

$3.2 million in computer chips, the largest known heist of the 

valuable chips. Liability, incurred because of specific 

abuses, is not a concern just for guard firms. Failures to 

detect a burglary y due to faulty installation or improper 

monitoring by alarm company employees, have led to civil 

suits. The 1982 New York state Investigation Commission hear-

ing alleged that security employees inflicted vandalism y 

staged burglaries to help demonstrate the need for alarm and 

patrol services, and committed burglaries on a customer's 

premises after turning in a false alarm. Private investi-

gators are primarily engaged in gathering information, and 

frequently utilize pretext, discreet, and undercover inter-

views and surveillance to obtain information. Using these 

interview techniques, the investigator may misrepresent his 

identity or fail to disclose the reason for obtaining the 

information from the interviewee. These techniques, as well 

as unwarranted surveillance or unauthorized intrusion, could 

lead to invasion of privacy, civil rights violations or even 

cr iminal acts. 

How extensive is abuse by private security personnel and 

firms? In the Illinois legislative hearings, the security 

director of the national retail chain featured in the Chicago 

television news expose" (alleging mistreatment and abuses of 

customers) provided an overview of crime statistics for his 

entire chain. He stated that in the prior year 14,000 persons 

had been stopped for suspected shoplifting~ over 1800 cases of 
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employee dishonesty were uncovered; and only about 30 law 

suits were filed against the store. In this instance, there 

certainly could have been numerous unreported instances of 

abuse or settlements in lieu of filing lawsuits, but serious 

incidents (as measured by lawsuits) seem to be infrequent 

compared to the volume of daily detention and arrest 

incidents. 

To some, it could seem unusual that more abuse is not 

reported. The states of Illinois and New York, which both 

conducted investigations and hearings into alleged abuse, al

ready license and regulate security guard firms and private 

investigators. These two states alon~ account for over 75,000 

guards and over 2800 security firms. In Texas, for example, 

only 199 complaints were filed in 1981 with the Texas Board of 

Private Investigators and Private security Agencies. Adminis

trative violations accounted for 42 of the complaints, and 50 

complaints were requests for hearings by applicants denied 

licenses. Only about 100 complaints of abuse, then, were 

filed for the 1200 firms and 25,000 employees licensed by the 

Board in 1981. The actual incidence of abuse is probably much 

higher, especially if the client simply terminates the secu

rity contract or the security firm makes restitution in the 

case of theft or damage of client prope~ty. 

In the two study sites, information was collected from 

security and law enforcement personnel on instances of abuse 

by private security personnel. Invariably, we heard the same 

time-worn anecdotes of weapons abuse or burglary which had 
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been played up by the mediao Patterns of widespread abuse did 

not surface in questionnaires completed by the Multnomah and 

Baltimore County law enforcement officers. Three out of four 

officers in each site indicated that they had witnessed or had 

been involved in a situation in which either a contractual or 

a proprietary security employee had exceeded his/her authority 

in handling an incident. The majority said they had witnessed 

such incidents only na few times n or less, and less than 50% 

could cite any specific incident. Very few of the incidents 

described involved use of force or weapons; most of them in

volved improper detention, arrest, or attempts to make traffic 

stops. Retail mall and parking lot settings were most fre

quently mentioned as locations of the incidents. 

The Rand study asked security personnel if they had never 

seen any private security employee overstepping his authority 

in handling an incident (for example, by using too much force, 

by searching someone when he should not have, or by committing 

other illegal acts}.n Results indicated 22% had seen an 

abuse, 14* had seen several abuses, and only 4% had seen 

multiple abuses. 4 Unionized security workers reported seeing 

slightly more abuse, with 31% reporting having seen abuses, 

and 7% having seen mul tiple abuses. The Rand authors viewed 

the above data as nindicative of widespread abuses in the 

private security industry.n5 This conclusion is open to chal

lenge based upon the data, since unionized security workers 

are more frequently employed as in-house security officers, 

not as contract security officers. Rand's finding may have 

6-22 



.... ' • 'T~-

been influenced by a ser ies of questions on legal powers and 

judgment in hypothetical situations in which gross errors were 

made by 97% of the respondents. According to the Rand au

thors, this demonstrated "very serious potential problems" for 

abuse of authority. Additionally, they felt true incidence 

was underestimated because of (1) suspected worker reluctance 

to admit co-workers had overstepped authority and (2) uncer

tainity about the situations that should be included (because 

of poor performance in the legal powers questions). 

Based on Rand's findings, we expected to find high levels 

of confidential self-reporting of incidents of detention, 

arrest and force (regardless of legality) among contract se

curity employees in the site surveys. We were interested in 

determining the rate of their involvement in these incidents, 

regardless of their' perceptions of the legality of their 

actions. We hypothesized that if a high number of incidents 

were being reported, then there would be greater potential for 

abuse. 

Less than 50% of the contract security employees in the 

site surveys reported having occasion to detain a person at 

any security job they had performed, and only slightly more 

than 50% indicated that their company policy expected them to 

detain suspects. For those security personnel reporting de-

tentions, the majority simply command the suspect to stay; 

only one out of ten reported the use of physical force. This 

corresponds to Shearing and stenning's findings in their study 

of 10,000 contract security employees in Ontario, Canada, in 
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which only 12% reported using force to effect detentions. 6 It 

seems incredible that security officers could simply rely upon 

a voice command for a suspect to stop; but this may be related 

to security officer and police officer perceptions that a 

police-type uniform creates an impression of authority. 

Again, similar to Shearing and Stenning's dat.a, only 10% 

or less of the site survey respondents reported the overall 

use of force in the following categories: self-defense, 

evicting trespassers, vandalism, prevention of an assault, 

lawful search, detention, and arrest. Even these small num-

bers were greatly influenced by alarm response and supervisory 

personnel; in those categories, as many as 50% used force in 

all incident types. Alarm personnel encounter burglars and 

vandals at the site of activated alarms, and contract security 

supervisors respond to a broad range of incidents during their 

tour of duty. It is significant to note that Shearing and 

Stenning found low levels of detention and use of force even 

though they asked legal self-reported questions of their re-

spondents and found low levels of knowledge similar to Rand. 

In the site surveys, 66% of the contract security em-

ployees reported that their companies expected them to use 

force to protect themselves, but less than 25% were expected 

to use force in protecting property. Only 15% were expected 

to arrest a suspect and 20% were expected to search a suspect 

(also similar to Shearing and Stenning's findings). In gen

eral, the policies of contract security companies seem to 

discourage security employee detention, search and arrest of 
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suspects (a finding of Rand and Shearing/Stenning research as 

well). This policy is motivated by potential liability situa

tions, higher insurance premiums for a poor risk experience, 

and higher exposure through clients which expect such actions 

1 to be taken. To the extent that liability insurance is a 

{ 

legal requirement for some contract security companies, it 

would seem that the potential for abuse would be decreased. 

The incidents of security personnel abuse observed by the 

law enforcement officers at the"Oregon and Maryland study 

sites, as well as the self-reporting of detention r search, 

arrest and use of force by contract security officers most 

frequently occurred in situations with potential for con-

frontation with the public. Firms which place their security 

employees in these situations, and those which provide fire

arms for some client situations, incur greater risk of lia

bility claims. The exposure lncreases with the size of the 

company because more personnel are exposed to these situa

tions, but frequently the smaller firms are more vulnerable to 

abuse and negligence by their personnel. Small firms may not 

carry comprehensive general liability insurance, and may cut 

other overhead costs by reducing levels of training and super

vision. These firms are more apt to arm a greater percentage 

of their employees and take whatever clients they can obtain, 

while large firms often shun these clients because of the 

perceived inherent liability: "someone has to take the crummy 

business, hut not me," the owner of one security firm stated.7 

Some small companies will readily take the fast food, 
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convenience store, discount store, nightclub and tavern, and 

other clients with high risk of lawsuits, and simply go out of 

business when faced with one large liability claim. The in

jured or wronged third party then has little recourse. 

6.5.2 Insurance Issues 

In 19 of the 37 states that license and regulate guards 

and investigators, security firms are required to post a 

"surety bond." A surety bond does not provide any third-party 

protection against the dishonesty of company employees, nor 

does it protect the company itself from the actions of its 

employees. In most states, the bond is actually a license 

bond giving the state limited protection should the firm iF

properly perform its duties or fail to adhere to the regula

tions governing the security firm's license. Even if the firm 

does have f~delity bonding or employee dishonesty coverage in 

their general liability coverage, the security firm's clients 

still are not protected from the actions of the security per

sonnel. To properly protect both the contract security firm 

and the client from dishonest acts of the security personnel, 

a third party fidelity bond is necessary. 

Fidelity bonding insures against the criminal acts of 

security employees but does not address the wrongful or 

intentional negligence of security employees. For example, 

client loss resulting from the failure of a central station 

alarm runner to respond to an alarm or to adequately secure 

the premises after a r.esponse would not be covered. The 
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t .. negligence of a security guard who did not complete assigned 

firewatch rounds or abandoned a post also would not be 

covered. Surprisingly, only 11 states require security firms 

to carry general liability insurance. It is interesting to 

note that the Texas Board of Private Investigators and Private 

Security Agencies in 1981 invoked 177 automatic license sus

pensions for failure to show proof of liability insurance-

nearly 15% of all licenses in a state that requires liability 

insurance. 

Guard services are a forbidden class of business for most 

standard insurance markets; as a result, many nonstandard, 

excess or nonadmi t ted car r ier s w rite guard insurance. Some 

nonlicensed insurance carriers over the years have been de-

clared insolvent, leaving guard services and their clients 

with unpaid claims. Liability insurance is also a vitally 

important issue for armored car and courier firms, since the 

whole basis for operation of the reputable firm is the fidu

ciary relationship of the company to the clie~the armored 

car company absorbs any loss while the cargo is ~ ts posses-

sion. ~ 

As noted above, most general liability coverage is written 

for the risks on a business's own premises, but a wide range 

of risks occurring off the premises need additional coverage 

for adequate protection. Specialists in security firm insur

ance recommend tha t the compr ehens i ve general liabil i ty 

coverage also should include independent contractors and com

pleted operations coverage, as well as specific endorsements 
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for assault and battery, personal injury, broad form property 

damage, errors and omissions, theft, contractual and punitive 

damages coverage. 8 

The establishment of personnel screening and training 

requirements by state licensing and regUlatory agencies is 

ostensibly intended to reduce the opportunity for negligent 

and criminal acts by security personnel, and thus afford a 

certain degree of consumer protection to the public and the 

user of security services. But the enactment of legislation 

making general liability insurance and third-party fidelity 

bonding mandatory for security firms could provide greater 

consumer protection for the incidents which do occur. 

In states which do not have licensing, one of the com-

plaints of small security firms is that they cannot afford the 

high cost of performance bonds, let alone the expense of com

prehensive liability insurance. On face value, we do not find 

the cost of general liability insurance to be prohibitive even 

for the small entrepreneur. Guard and investigative firms can 

obtain up to $1 million comprehensive general liability cover

age for $1 to $2 per $100 of payroll, with a minimum premium 

of about $1000 per year. 

- Industry premium rates are based primarily upon the risk 

experience of the smaller firms, and price breaks accrue to 

the larger firms. The security firms that have a poor risk 

experience and continue to have a high degree of exposure 

because of client base, training and supervision, use of armed 

guards f guard dogs and other factors can expect to pay sig-
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nificantly higher premiums. In the Hallcrest national survey, 

the median-sized local alarm firm with $205,000 in annual 

sales could obtain $500,000 comprehensive general liability 

coverage for about $1000 per year~ These costs appear to be 

reasonable and should not pose a barrier to entry into the 

security field. The reputable owner would incur these ex

penses as a cost of doing business in view of the potential 

liability in contract security. 

6.6 STANDARDS 

The preceding sections have discussed a number of problems 

in the operation of security companies. Many of the same 

problems led to the establishment of the Private Security 

Advisory Council to LEAA in 1972 and of the Private Security 

Task Force in 1975. In general, the members of both groups 
.,.., 

felt that establishing standards would help upgrade the 

quality of private security (contract and proprietary) and 

prevent abuses and unethical business practices, thus making a 

larger contr ibution to cr ime prevention and reduction in the 

communi ty. The PSTF questioned whether there was a log ical 

starting point for the development of standards, but noted the 

interrelatedness of several problems in the "vicious circle" 

discussed earlier--low salaries, marginal personnel, lack of 

promotional opportunities, high turnover, little training and 

ineffectual performance. The private security industry, they 

concluded, was too complex and too broad for emphasis in a 
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single area, so the Task Force placed equal emphasis on the 

development of a broad range of standards in the following 

areas: 

• Selection of Personnel 

• Training 

• Conduct and Ethics 

• Alarm Systems 

• Environmental Security 

• Law Enforcement Agencies 

• Consumers of Security Services 

• Higher Education and Research 

• Governmental Regulation 

The PSTF hoped that its report would be a catalyst in the 

development of standards by the security field itself: 

It is recognized that the report is limited 
in scope. Therefore, continuous analysis 
of the private security industry and its 
components is strongly encouraged. How
ever, this report offers a starting point 
to provide positive direction toward the 
greater use of private security services in 
the major effort of crime prev~ntion and 
crime reduction in this country. 

It has been over seven years since the release of the report 

and there has been little overall impact on, or implementation 

of most recommended standards from this report by the contract 

security .l):1dustry, proprietary security and law enforcement. 

The Hallcrest staff conducted a detailed review of each of the 

83 standards and goals for private security. Virtually all of 
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these standards are still reasonable, relevant and their ac-

ceptance and implementation would unquestionably improve the 

quality of private security (see discussion in Chapter 12). 

In the Hallcrest national surveys, only 47% of proprietary 

security managers and only 33% of contract security firm 

managers stated that their organization had reviewed the Task 

Force report. Similarly, only 33% of the law enforcement 

executives in over 150 major metropolitan areas of the country 

reported having reviewed the report. 

The PSAC prepared and LEAA published Model Statutes for 

burglar alarms (1975) and state licensing of security guards 

(1976) and a Code of Ethics for security management and oper

ating security personnel (1976). In the national surveys, 

these same respondents reported that for the most part they 

were not even aware of these efforts. In fact, 61% of the 

contract security managers reported that they were not aware 

of the model licensing statute; -44% of proprietary security 

managers and 65% of law enforcement executives 'iere not aware 

of the model statute. Despite the sporadic attempts of some 

security industry associations at the state and national 

levels, the security industry has not taken the lead in pro

moting, discussing, or adopting standards. In fact, in Septem

ber 1981, ASIS abolished its Standards and Codes Committee. 

No major changes have occurred since 1975 in the number of 

states that now license and regulate security, and relatively 

few attempts have been made to incorporate the model statute 

changes into existing licensing legislation, although some 

6-31 

i 
! '''' 

states have amended or revised existing provisions to provide 

stricter or more comprehensive regulation. The few attempts 

that have been made by the security industry to enact better 

licensing and regulation or to implement the Model Guard 

statute have not been presented with a unified industry voice. 

This may explain government's general lack of interest. 

Most of the government's interest in standards is trace

able to the agencies currently regulating private security. 

Most contract security industry interaction with these agen

cies and the legislatures has been a reactionary posture to 

prevent inclusion of provisions which they perceive as being 

too restrictive or imposing an unnecessary financial burden on 

security companies. Many of the smaller security firms see 

most standards development and licensing and regulation ef

forts as a means to promote an increased market share for 

larger firms that are best able to meet the requirements. 

Aggressive and proactive efforts to enact "responsible" legis

lation have not been forthcoming from the security industry, 

nor have there been similar efforts to 2dopt comprehensive 

industry standards in lieu of governmental regulation. In the 

absence of standards development by the security industry, 

licensing and regulation remains the only tool to improve and 

assure the quality of private security services and products. 
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6.7 LICENSING AND REGULATION 

Private security firms are frequently licensed or regu-

lated by state and local government. In some cases both state 

and local requirements must be met to obtain a license. In 

the Hallcrest national surveys, approximately 75% of the guard 

and patrol firms and more than 80% of private investigative 

firms reported their operations aa being regulated by state 

legislation. As indicated in Table 6-2, about 75% of the 

states license these firms. While 35 states license guard and 

patrol firms, only 22 of the states and the District of Colum-

bia require the registration of guards; two of these states 

license and register only armed security personnel, and in two 

other states license only unarmed security officers. 

In fewer than 12 states, the same agency or board regu-

lates alarm companies and armored car firms as well as guard 

and patrol and investigative firms. Alarm companies must 

obtain a license in 50% of the states, and the armored car 

industry is frequently subject' to regulation by state public 

utility commissions and the Interstate Commerce Commission. 

In the Hallcrest national survey, 50% of the central station 

alarm firms and 33% of the local alarm firms reported that 

certain aspects of their operations were regulated by state 

statutes. 

- Statewide regulatory bodies impose a greater number of 

operating restrictions on private security companies than 

states which simply license the firms. Most states have 

constitutional or statutory restrictions against separate 
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TABLE 6-2 

STATE r.ICENSING AND REGULATION 

OF PRIVATE SECURITY FIRMS 

Guard and Patrol No. states 
Licensing of Businesses 
Registration of Guards 

Armed only 
Unarmed only 

Private Investigators 

Polygraph operator 

Alarm 

Regulation 
Licensing 
Central Station & Local 
Central Station 

Armored Car/Courier 

Armored Car 
Courier 

* 

35 
22* 

2 
2 

37* 

25 

10+ 
25* 
18 

7 

8++ 
6 

+ 
plus District of Columbia 

fI~dian~ and I~wa require private investigator licenses for 
lrms respondlng" to alarms 

++ D . 
c~~~e~~; c~~~\UsdseiO~ublic Utility Commissions nor Interstate 

SOURCE: 

NOTE: 

"~egUlation of the Private Security Industry 11 Office 
o D~velopment and Testing, National Inst~tute of 
Justlce, U.S. Department of Justice (unpublished) 
January 1981. ' 

i~e A~pendix D for an updated listing of state 
lCenslng and regulatory agencies applicable state 

~tatut.es and their provisions per'taining to guards, 
lnvestlgators, and "alarm system contractors." 
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commissions for the regulation of specific industries; thus, 

only three states have a regulatory board or commission that 

is independent of another state agency (Minnesota, Nevada 

and Texas). Six states, however, have private security regu

latory boards within existing state agencies, and two states 

have advisory committees to the regulatory agency which are 

composed of security industry representatives. 

The state agencies most often used as the statewide regu-

latory body are departments of public safety or state police 

in 15 states, the department of commerce or an existing occu-

pational licensing agency in 7 states, and the department of 

state in 5 states. Some of the occupational licensing agen

cies have responsibilities for licensing businesses other than 

security. The California Bureau of Collection and Invest-

igative Services, for example, licenses five different indus

tries including collection agencies. Special police officers 

(who often are secur i ty personnel) are also frequently regu

lated or certified by state departments of public safety or 

state police agencies. 

In the Hallcrest survey of state licensing agencies, most 

of the respondents favored retention of the existing regula

tory agency, but three of the law enforcement agencies felt 

that they should not be involved with regulation of the secu-

rity business. Gi ven the prevalent practice of moonlighting 

in private security by police officers in many states, secu

rity firms generally oppose law enforcement as the appropriate 
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agency for security industry regulation due to potential con

flicts of interest. In the Hallcrest survey of national and 

regional security executives, a preference was expressed for 

security industry representation on, and full participation 

in, the administrative rule and decision-making activities of 

statewide regulatory boards. Some form of security industry 

representation on a regulatory board or committee in a par

ticipatory or advisory capacity occurs in 15 states. In some 

states, these bodies are comprised solely of industry members, 

and some security firms feel that this "fox in the hen house" 

approach carries the danger of limiting competition in the 

industry through enactment of provisions that only certain 

firms could meet. Balancing this concern, contract security 

firms feel that in many cases legislators have enacted con

trols on private security that have not been beneficial for 

regulation of the industry because of a lack of industry input 

into their formulation. In training requirements, for ex

ample, security associations and firm owners have voiced com

plaints that unnecessary police-oriented curriculum content 

has been mandated while subjects important to security per

sonnel have been overlooked. 

_ The surveys of local contract security managers and the 

national and regional company senior executives showed an 

overwhelming (over 80%) response in support of state licensing 

and regulation of private security. Local licensing, however, 

is strongly opposed by private security firms. Both the 
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national and regional securi.ty firms and the licensing agen- , 

cies in the Hallcrest national surveys favor state statutes 

that preempt local licensing and regulation. About 65% of the 

licensing agencies felt that local ordinances were a duplica

tion of effort, often contained conflicting requirements and 

provisions, and involved excessive regulation and additional 

expense for security companies. Yet, only three states ex

pressly prohibit local regulation; and two states prohibit 

licensing of private security by local government; and six 

states specifically provide for local regulatory authority in 

their state statutes. 

Alarm companies appear most affected by local licensing 

and in some cases regulation. Although 50% of the states 

license alarm firms at the state level, about 50% of the cen

tral station alarm firm managers in the Hallcrest national 

survey indicated that they were subject to local ordinances as 

well. In the Multnomah County, Oregon, case study site, for 

example, state statutes require an electrician's license for 

installation of any system powered by more than 110 volts-

which would include most alarm systems. In addition, pro

visions of the Multnomah County Alarm Control Ordinance re

quire a county permit and final installation inspection for 

every alarm installation. 

Law enforcement executives in the national surveys re-

ported that they would like to have local control of private 

security through ordinances (71% city and 55% county ordin

ances). police departments favor the use of city ordinances, 
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and county and sher iff's departments favor county ordinances. 

About 50% of law enforcement executives also would like to 

have the power to suspend or revoke the license of security 

firms and e'mployees or recommend the ir removal. Ci ties of 

less than 100,000 and greater than 500,000 population and 

counties greater than 500,000 population desired these powers. 

Approximately 33% of the law enforcement agencies indicated 

that they currently possess these powers. Other than main-

taining tighter or closer "control" over private security 

firms, very few reasons were offered by the survey respondents 

for desiring these powers. Concerns for local control of 

private security led to veto of tighter state controls in 1980 

by the Governor of Ohio. The Ohio Association of Private 

Detectives lobbied the state legislature for more than four 

years for enactment of mandatory 40-hour training for all 

armed security officers and the registration of all security 

officers. Despite 1980 passage of the bill in the legislature 

(92 to 1 in the House of Representatives), the bill was vetoed 

by the Governor. Among the reasons cited by the Governor was 

the right of the cities to regulate "law enforcement" activi

ties, although the private security association stressed the 

difference between law enforcement and private security 

activities in an attempt to have the veto overturned. 

Senior executives of the national and regional security 

firms view conflicting state and local licensing and regula

tory provisions as a problem to their operations. Security 

firms are often required to operate under vastly different 
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requirements in contiguous states which might be served by a 

singll~ area or regional office. Interstate operations for a 

major regional or national client can be hampered unneces

sarily by having the same personnel comply with the differing 

personnel licensing requirements of each state. Private in-

vestigators encounter this problem when pursuing ~ases into 

adjoining states. Investigator testimonies in courts of ad-

joining states can be invalidated because the investigator is 

not nlicensedn in that state. In 1982, the Michigan Associa

tion of Private Detectives and Security Agencies unsuccess

fully sought to have the adjoining states of Illinois, Ohio, 

Indiana and Minnesota adopt a policy of reciprocity in honor

ing licensing requirements of the states. Similarly, armored 

car firms daily transport shipments of valuables across state 

lines for clients and are subject to varying state require

ments, although they are already licensed by the Interstate 

Commerce Commission. The national and regional security ser

vice companies favor the same minimum standards of state level 

licensing and regulation in all states and reciprocity among 

the states for private security operations licensed in several 

states. 

In the Hallcrest national surveys, law enforcement execu-

tives felt that current licensing and regulatory provisions 

for private security +irrns are too lax, whereas the licensing 

and regulatory ageacies felt that they were adequate. Pro

prietary security managers, as primary consumers of security 

services, were divided on this issue, although the majority of 
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them had rated the quality of contract secur.ity personnel as 

poor in their geographic area. Guard and private investiga-

tive firms were similarly divided on the adequacy of existing 

legislation, but just over 50% of local and central station 

alarm firms were of the opinion that existing legislation was 

too lax. 

Across all states, the legislative provisions in Appendix 

D do not appear stringent. Liability insurance is required 

only by 11 states, and liability and bonding insurance is 

required only by 5 states. The amount of surety or perfor

mance bonds is modest, in most states ranging from $2,000 to 

Mandatory training requirements for armed security 

personnel are imposed by 13 states, and 9 states require 

training for unarmed personnel. The Private Security Task 

Force recommended (Standard 2.6) 24 hours of training for all 

armed security personnel prior to job assignment (including 

three hours of legal and policy restraints) or submission of 

evidence of competance and proficiency. Armed security per-

sonnel then would be required to requalify annually with the 

firearm(s) they carry while performing private security du

ties. Only 4 of the 13 states requiring firearms training 

meet the pre- assignment or requalification number of training 

hours and content in the Task Force standard. Only 18 states 

even require a weapons permit for security personnel. 

Law enforcement, contract and proprietary security man-' 

agers agreed in the national surveys that current regulatory 

legislation was not effective in nassuring good private 
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security employees and business practices" in their area. Ap

proximately 40% of the state regulatory agencies also felt 

that it was not effective, and nearly all of the regulatory 

agency survey respondents had specific suggestions for improv

ing the effectiveness of their existing legislation. Most of 

these suggestions centered around expediting license pro

cessing and increasing enforcement and monitoring compliance. 

Overall, there has been little movement in additional state 

regulatory legislation since the Task Force report and little 

effort in state legislatures to adopt the Task Force training 

standards, even for armed security personnel. The state li-, 

censing agencies in some states reported cooperative efforts 

with the security industry to enact new legislation which was 

defeated in the legislature. 

The state regulatory agencies report good relationships 

\'t'ith the contract security firms they regulate, and they 

perceive the industry as generally su?portive of many changes 

which the agencies have proposed. Most resistance to expanded 

regulations centers on the additional cost to be absorbed by 

the security firms in providing mandatory traininga states 

with existing training requirements point out, however, that 

the increased overhead is borne equally by all companies and 

passed on to the consumer. The high turnover of security 

personnel for some firms, on the other hand, places more of 

the training expense on security firms. This same rationale 

underlies complaints about fees for employee licenses, but 

licensing agencies note that many firms deduct the 
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registration fee from the employee's first paycheck. Although 

about 80% of proprietary security managers indicated support 

for minimum training and criminal record checks for their em-

ployees, only 50% of the state regulatory agencies perceived 

proprietary security as supportive of regulatory provisions 

for their employees. 

The surveyed state licensing agencies rated their current 

level of resources as adequate but expressed some concerns 

about criminal record response time and investigator staff 

levels. The major security companies, however, feel that the 

current level of resources in most state licensing agencies is 

barely adequate to handle the volume of licensing applica

tions. The agencies report that average processing time for 

licenses is three to four weeks for armed and unarmed guards, 

four to five weeks for investigators, and five to eight weeks 

or more for security firms. 

The security companies feel that the issuance of temporary 

licenses or registrations for new personnel are very important 

to the operation of their companies. Temporary licenses, in 

their opinion, would lessen the burden of processing delays 

and accommodate both the large number of part-time employees 

and the high rates of employee turnover. state licensing 

agencies strongly disagree with the use of temporary operating 

permits for armed personnel but are equally divided on issuing 

them for unarmed personnel. Yet, both armed and unarmed 

guards can operate until six weeks in some states while await-

ing licensing approval. 
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CHAPTER 7 

CHARACTERISTICS OF PRIVATE SECURITY PERSONNEL 

When the Rand Report described the "typical private 

guard," it became the primary stereotype of private security 

guards over the next ten years: 

The typical private guard is an aging white 
male who is poorly educated and poorly 
paid. Depending upon where in the country 
he works and on his type of employer ••• he 
has the following characteristics: His 
average age is between 40 and 55; he has 
little education beyond the ninth grade; he 
has had a few years of experience in pri
va te secur 1 ty; he earns a marg ina.l wage ••• 
he receives a few fringe benefits. 

Furthermore, this stereotype has been projected to other pri-

vate security personnel, and still prevails today: "The fact 

is the average security guard in this country is under

screened, undertrained, under supervised and underpaid."2 It 

is the purpose of this chapter to review the Hallcrest data in 

terms of these conceptualizations of the characteristics of 

private security personnel, to dispel any previous misconcep

tions, and to analyze the various implications derived from 

these characteristics. In this context, the following subject 

areas are discussed: private security employee recruitment 

and selection, backgrounds, job satisfaction, activities, 

training, compensation and use of detention, arrest, firearms 

and force. Two major studies provide a baseline for discus-

sion of characteristics of private security personnel: (1 ) 

the Rand study in 1972 and (2) Shearing and Stenning's study 
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in 1980. The latter replicated many of the Rand survey items 

in a survey of the total populatl'on of approximately 10,000 

contractual security employees in Ontario, Canada. The R2.nd 

study recommended extensive licensing and regulation and man

dated training of private security personnel. The recommenda

tions were based largely on the "potential for abuse" created 

by the poor knowledge of 275 surveyed security employees as to 

their legal powers and judgment in hypothetical situations: 

"over 97% of all respondents made t 1 a east one gross error ••• 

these responses suggest that very serious potential problems 

exist with regard to abuse of authority."3 The types of 

errors made by respondents in the Rand survey questions were 

found to be consistent with the types of security guard 

abusive practices reported by their fellow security officers. 

Shearing and Stenning found this same lack of knowled~e of 

legal powers. Yet, they found that most contract security 

personnel only infrequently carried weapons or effected deten

tions, searches or arrests. 

The Shearing and Stenning data suggest that the typical 

situations encountered by most private security personnel do 

not require extensive legal and other training. If the data 

gathered in the Hallcrest site studies were comparable, then 

it would have important implications for the amount and type 

of mandated screening and training for security personnel. 

Comparison of law enforcement training and personnel charac

teristics with private security Js of little importance if 
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they are doing very different kinds of work in most assign

ments. Rand, in fact, note~ that law enforcement and private 

security are drawn from different labor pools. Olson (1978) 

states that private security personnel are drawn from dif

ferent labor pools because they perform different functions, 

and the personnel characteristics they bring to their work 

situations are consis~ent with the functions they perform.4 

Hallcrest sought to gather data for comparison with the 

findings of the Rand and Shearing and Stenning studies. Fur

ther, Hallcrest wished to test these findings with proprietary 

security employees. Much of the data presented in this chap

ter are based upon questionnaires distributed to security 

employees in the case study sites (Portland, Multncmah County 

Oregon, and the Baltimore, Maryland, metropolitan area) which 

replicated many of the Rand and the Shearing and stenning 

survey items. Working through local advisory panels at each 

site, survey questionnaires (see Appendix B) were given to 

security managers in cooperating firms for distribution to a 

random representative sample of their security employees. 

Participation in the survey was entirely voluntary. The 

length of the questionnaire, completion on personal time, and 

concern for retribution or interference by management may have 

severely affected the rate of response, as well as less-than

full cooperation on the part of some security managers. 

Nevertheless, 689 questionnaires were distributed, and 188 

usable returns were received from the different types of 

proprietary security operations and from 12 different client 
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business types for contract security guards. Both the samp

ling and the 27% response represented a broad cross section of 

security environments. Returns were received from 78 contract 

and 110 proprietary security personnel employed as security 

officers, supervisors, investigators, alarm runnerS and in 

other security positions. 

Two key methodological problems deserve attention at this 

point. First, given the sensitive nature of this type of 

survey, we had to forego the use of strict rules of sampling 

technique and use a more fortuitous method. Second, based on 

the estimated population of proprietary and contractual secu

rity employees in both sites, an insufficient sample size was 

collected for statistical testing of the data (see methodology 

discussion in Appendix B-1). Our analysis of the data will 

take into account the problems associated with such a sampling 

technique and sample size. 

Despite the small sample, a high degree of consensus was 

attained on many of the key survey items (e.g., use of force, 

detention, search, arrest, situations encountered), with some 

of the responses in the 80th and 90th percentiles. A high 

degree of consensus was also attained within and between the 

survey sites in different parts of the country. In addition, 

the contract employee data were very consistent with the find

ings and percentile ranges of responses to items in the Shear

ing and Stenning study of over 10,000 Canadian security em

ployees. Thus, as exploratory research, we feel this small 

sample, supplemented with 122 site interviews of supervisory 
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and operati~~al security and law enforcement personnel, con

tributes to an understanding of private security functions and 

personnel. 

7.1 RECRUITMENT AND SELECTION 

The var ious segments of contract secur i ty have different 

labor pools. Guard companies most frequently use newspaper 

classified advertising to recruit employees. Until a contract 

is secured, a company cannot maintain a large number of em

ployees, although it can convert some part-time personnel to 

full-time positions to expedite the hiring time for a new 

contract. Analysis of classified ads from a dozen or more 

major newspapers, reviewed by Hallcrest researchers, reveals 

an entry level salary at or near minimum wage for virtually 

all contract guard positions. Ads which were not at the 

minimum wage level typically involved "premium" guard work at 

utilities, aerospace, electronics, or defense-related facili

ties. 

While alarm installers . are somet~mes recruited through 

classified advertising, site interviews indicate that they are 

drawn from a network of fr;ends," t t " ~ con ac s, experienced 

"electrician types," telephone company installers, and alarm 

installers for other alarm companies. In both sites, a sub

labor pool of independent contract alarm installers installed 

alarm systems for several companies. A small alarm dealer 

might depend almost totally upon a wholesale alarm supplier 
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for system components and supplies; and the independent con

tract installer often installs similar systems with nearly 

identical components for different alarm companies. 

The backgrounds of investigators are heavily oriented 

toward law enforcement, military, or intelligence investiga

tion. Occasionally, private investigators will have had the 

opportunity to perform investigations while in a supervisory 

capacity for a guard firm, but very few follow a career path 

from a guard background. Also, the investigative aspects of 

insurance adjustment work and investigative reporting have led 

some persons to become private investigators. In many states, 

a private invectigato[ (PI) can simply "hang out the shingle" 

and be in business as ,"On independent investigator. Turnover 

of investigative firms and employees is high, but precise data 

are not available. In part, this may be due to the glamour 

and excitment generated by two decades of television portrayal 

of PI's. Established investigative firms often put out 

"feelers" in the investigative community (public and private) 

when seeking personnel, or use "stringers" or part-time per

sonnel for specific client assignments. 

Armored car and courier personnel are paid significantly 

higher wages than are contract security guards; they also 

generally perform more responsible work because of the fidu

ciary responsibility for valuable cargo assumed by their em-

ployers. Armored car guards are almost always armed, so 

h~gher caliber personnel are usually sought. Where moon

lighting is permitted, law enforcement officers are often 
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hired because of their ability to exercise discretion and act 

under emergency conditions. Security couriers are chosen for 

their ability to closely monitor and accompany cargo on air

planes and are expected to be experienced business travellers 

who are familiar with diverse geographical areas. 

To screen personnel prior to employment, contract security 

managers reported using these procedures: general interview

ing and application review (94%), general reference checks 

(80%), criminal history checks (73%), detailed background 

investigation (59%), and fingerprint checks (58%). Less fre

quently used are polygraph examinations and psychological 

stress evaluator tests, psychological testing, and written 

nhonestyn testing. Pr"oprietary security managers report using 

these procedures with about the same degree of frequency and 

emphasis as contract security managers. The only notable 

exceptions are less frequent use of criminal history (66%) and 

fingerprint(39%) checks. 

Mandatory criminal record and criminal history checks were 

favored by 98% of contractual security managers and law en

forcement executives in the Hallcrest national surveys; and 

96% of proprietary security managers also favored these manda

tory checks for their personnel. Fingerprint cards are the 
..... 

o~ly way to obtain accurate identification and disposition 

reporting for criminal histories on most designated state re

positories of Criminal History Record Information (CHRI). 
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Unless a firm has access to a state criminal recor.d and a 

National Crime Information Center (NCIC) check by the FBI, for 

criminal records submitted by other states to this national 

repository, there is no way to assure a prospective client 

that a potential security employee does not have a criminal 

record. 

During this research project, news articles were reviewed 

in which security guards involved in shootings, rapes, arson, 

burglaries and even murder had been hired by contract security 

firms despite serious felony convictions in other states. In 

most of the cases, the security firm had no access to a state 

or an NCIC criminal history record. The security firms often 

take the position that they did the best they could under the 

circumstances, since a complete criminal history check was not 

available. Unfortunately, this is true in many states, espe

cially those that license only armed guards and investigators. 

In Illinois and Texas, for example, even though over 25,000 

armed guards and investigators are licensed in each state, and 

criminal record checks are required, the director of each 

state's licensing board estimated that there are six times as 

many unarmed guards that are not licensed, with no require

ments for a criminal record check. The unarmed guard has in 

many cases as much access to assets of the client and as many 

opportunitieB to commit criminal acts as docs an armed guard. 

Althou1gh law enforcement and private security companies 

have different functions and, for the most part, draw upon 

different labor pools, they both provide protective services 
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to the community. However, they are not afforded the same 

level of access to CHRL A strong case for private security 

access might be made on the basis of the sheer number of 

security personnel compared to law enforcement, and the fact 

that private security is drawing from a somewhat marginal 

labor pool, one that is more prone to arrests and convictions. 

In California, about 15,000 applicants for security licenses, 

representing nearly 20% of all applicants, are rejected annu

ally because of a criminal conviction record, even though the 

applicants are explicitly informed that they will undergo a 

criminal history check as part of the application process. 

In Chapter 4 we noted the impact of the FBI moratorium on 

fingerprint checks of proprietary security personnel, but the 

impact was even greater on security firms that were dependent 

upon licensing agency access to the NCIC. state licensing 

agencies are generally designated as criminal justice agencies 

for purposes of criminal history dissemination, but the FBI 

moratorium was based on the type of fingerprint check--e.g., 

for licensing purposes--not on the type of agency. Some 

states, like California, enacted interim legislation which 

allowed private investigators who had been licensed for five 

years to conduct a national search of criminal history record 

information on a contractual basis. In states with no li-

censing agency and no access to state-level CRRI, it is still 

extremely difficult to validate applicant information concern-

ing prior arrests and conviction records. 
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The problem with access to CHRI began before the FBI 

moratorium, with the passage of the Freedom of Information Act 

and the enactment of a federal statute in 1973 requiring all 

states operating federally funded criminal history record sys

tems to adopt measures to ensure the security, confidentiality 

and accuracy of CHRI. Forty states presently allow dissemina-

tion of conviction records to governmental noncriminal justice 

agencies, while 32 states nappearn to permit disclosure of 

conviction records to private persons. 5 This indicates a trend 

toward greater access by noncriminal justice groups since the 

initial restrictive measures. 

In a bulletin summarizing progress in privacy of criminal 

history records, the Bureau of Justice Statistics, u.s. De

partment of Justice, hails the more restrictive efforts, along 

with more accurate reporting and purging of records, as having 

a nsalutary effectn. The Hallcrest researchers question 

whether there is greater potential for civil rights violation 

from wider public access to CHRI or from the. criminal acts of 

convicted felons who might be granted security licenses be

cause of the restricted access of security companies to CHRI. 

We suggest that the potential for abuse by private security 

personnel poses a greater threat to society and must be bal

anced with the protection of individual liberties. 

Public access to CH.RI is essential for employers to have 

minimum safeguards in hiring contract and proprietary security 

personnel as well as other personnel in positions of trust. 

7-10 



f 

J 

~-----~~--

Recent legislation in the state of Washington recognized this 

need. Its provisions allow employers to obtain CHRI for the 

purposes of: 

(a) securing a bond required for any employment; 

(b) conducting pre-employment and post-employment evalua
tions of employees and prospective employees who, in 
the course of employment, may have access to informa
tion affecting national security, trade aecrets, con
fidential or proprietary business information, money 
or items of value; 

(c) assisting an investigation of suspected employee mis
conduct where such misconduct may also constitute a 
pen a 1 0 f f et s e un de r the 1 a w s 0 f the Un i ted S tat e s 0 r 
any state. 

Until contract security firms have controlled access to 

CHRI for screening of applicants, the potential for abuse will 

remain at a high level because of the uncertainties inherent 

in the selection process. 

7.2 PERSONAL BACKGROUND 

The well-worn stereotype of the night watchman, most 

likely a retiree from another j0b, making his punch-clock 

rounds was dispelled even by the Rand report. Rand noted that 

since the 1960 Census, the average age of guards had been 

declining; the 1972 report fixed the median range at 40 to 55 

years of age. For 1976, Shearing and Stenning reported the 

median range of Canadian guards to be 36 to 40 years. In the 

1982 Hallcrest site surveys, the median age range in both 

sites for proprietary, contractual and law enforcement per

sonnel was 31 to 35 years. A higher proportion of guards over 

50 years of age was found in proprietary security, but still 
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less than 25% of the sample were older than 50. Nine out of 

ten of those over 50 were found in hospitals, banks, and manu-

facturing plants. On the other hand, 75% of the retail secu

rity employees were under 30. Less than 25% of the sample 

were female; of these, most were employed in proprietary 

retail security operations. In addition to retailing, site 

interviews indicate that women security employees are most 

frequently utilized in airport departure screening, public 

events, honesty shopping, alarm monitoring and various support 

positions. While there is a clear demand for women in some 

security positions (e.g., store detective, fitting room 

checker, etc.), it is not clear what barriers, if any, exist 

to women achieving a larger share of the total security work-

force. The Bureau of Labor Statistics listed 82,000 women 

employed in guard positions in the U.S. in 1982, a 337% in-

crease from 1972. 

Rand's description of the average security guard as poorly 

educated was based upon 28% of their sample with less than a 

high school education. For an additional 38% of all em-

ployees, high school graduation or a G.E.D. certificate was 

the highest attained level of education, according to Rand. 

Shear ing and Stenning found that over half of their Canadian 

sample had less than a high school education. In the Hall

crest site surveys, 59% of proprietary employees and nearly 

50% of the contractual employees have done some college work. 

This may reflect sample bias of security managers favoring the 

"younger, sharper" security personnel in distributing the 
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questionnaires. However, it may be an accurate picture re-

flective of the growing educational achievement in the secu-

ri ty field. In all, the increased level of education is 

interesting to note, even when a sampling bias is present. 

The majority of contract employees had less than two years 

on the job with their firm, and had two or more other jobs 

during the previous five years. The majority of proprietary 

security employees in the sample have been employed in secu-

rity for six years or more, and 41% have had that much tenure 

with their present employer. Only 29% of proprietary em

ployees had ever been employed by a contract security firm, a 

fact which suggests that there is no natural job path from 

contract to proprietary security. 

7.3 JOB SATISFACTION 

Both the Rand and Task Force reports noted high rates of 

personnel turnover. The senior executives in Hallcrest's na-

tional and reg ional secur i ty company survey reported an 

average annual personnel turnover rate of 121%, with a high of 

300%. The contract security industry is also characterized by 

a high proportion of part-time employees. In the Hallcrest 

national survey of contract security managers, guard firms of 

less than 100 employees often had as many part-time employees 

as full-time employees~ Over half of the surveyed state 

licensing and regulatory agencies estimated the ratio of part-

time to full-time security employees to be 2 to 1 or greater. 

Small local alarm firms often employ part-time or contract 
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installers, and private investigators often work from a pool 

of available part-time personnel for specific assignments. 

Despite the large proportion of part-time security em

ployees, the majority of security employees in the site sample 

are employed full time. This sampling bias was not intention

ally induced, in most cases it was Simply a function of ac-
~ 

cessibility to survey respondents. Thus, the data on job 

satisfaction are primarily reporting the opinions of full-time 

security employees~ 

The two most frequently expressed reasons for obtaining 

security employment for both contract and proprietary em

ployees were: (1)" I thought it would be interesting work," t 

and (2) "I like any kind of police work~" These responses are 

consistent with the most recurrent descriptions of their job: 

"responsible," "interesting," "challenging," and "important." 

The third most frequent reason for seeking contract security 

was ~liking the responsibility of protecting things." 

"It is interesting to note that although the surveyed law 

enforcement officers did not perceive private security as com

peting with them or purporting to offer services equal to the 

police, the second most frequently mentioned reason for ob

taining secur i ty employment \oJ'as because the respondents en

joyed "any type of police work." However, less than 10% said 

they sought secur i ty employment because they were unable to 

obtain police employment. This statistic further substan

tiates the hypothesis that law enforcement and private secu

rity draw from separate labor pools. Additional support is 
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offered by the finding that 28% of the contract security 

employees sought security employment because they were unem-

ployed and were unable to obtain any other work. Similarly, 

Shearing and Stenning found that 29% of the contract guards 

stated that the job of security guard was the best they could 

find. 

Shearing and Stenning reported that about 75% of contract 

guards were looking for another job. In the Hallcrest site 

surveys, only 32% reported looking for another job, and about 

half of those were seeking employment with another contract 

security firm. Just over 50% of the contract security em-

ployees planned to stay in their present job until a better 

job became available, until they were laid off, or else they 

d~d not know how long they would stay. In contrast, nearly 

50% of the proprietary security workers intended to stay in 

their present job until retirement. Proprietary security 

employees apparently perceive a career path leading from their 

present positions, but there is considerable career uncer-

tainty on the part of contract security employees. 

Despite differences in anticipated length of employment, 

about 80% of both contract and proprietary security employees 

are satisfied with security work. The distribution of re-

sponses for law enforcement officers in both sites on job 

satisfaction is very similar, although police officers report 

a slightly higher level of job satisfaction than security em-

ployees. 
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7.4 SECURITY ACTIVITIES 

Security employees were asked to rate, on a scale of 

highest to lowest, the priority of various security activities 

performed for their company or for the client company to which 

they are currently assigned. Both proprietary and contract 

security employees have strong agreement on the highest pri

orities for security functions and activities. Th~ first five 

rank-ordered activites are the same: (1) protection of lives 

and property, (2) crime prevention, (3) fire prevention, (4) 

loss prevention, and (5) access control. The ranking of these 

activities is similar to that of security managers in the 

national surveys (see Table 9-3). Law enforcement officers in 

the study sites accurately perceived these priorities, rating 

all but fire prevention as the five highest ranking activities 

for private security. The police officers also rated the 

importance of a similar set of activities to their work. 

Police officers and security employees agree that "protection 

of life and property" is the highest priority; but police then 

rate arrest and prosecution of criminal suspects, investiga

tion of criminal incidents, and maintaining public order ahead 

of crime prevention. This crime-control orientation is not 

shared by security employees, who place a higher priority on 

crime, fire and loss prevention--clearly a preventive orienta

tion. 

Four observations can be made about the rating of 

functions/activities by operational security personnel in the 

study sites. First, security employees overall have the same 
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perspective as security managers on security functions and 

activities. There is no distinctly "operational" perspective 

of private security activities, except in a few cases where it 

is to be expected--e.g., CCTV console operators rating em

ployee identification and access control as the highest pri

orities. Second, although there is some variation among dif

ferent business types, there is clearly a consensus on the 

preventive orientation of private security. Third, despite 

stereotypes of contract security guards as "rent-a-cops" 

trying to perform police functions, only contract guard super

visors and alarm runners view criminal investigation (i.e., 

investigation of incidents on the client's property) as a high 

priority. On the other hand, ratings of store detectiv~s and 

investigators, bank investigators and other proprietary in

vestigative staff closely resemble the crime-control orienta

tion of law enforcement executives in the national survey. 

Fourth, there appears to be no clear division of tasks between 

contract and proprietary security officers. A consensus was 

obtained in the manufacturing industry among proprietary and 

contract security officers on both job functions and the most 

frequent tasks per:formed. This suggests fairly standardized 

functions and tasks in industry which are performed by both 

contract and proprietary security personnel. 

Upon reviewing contract security guards' tasks and activi

ties, Shearing and Stenning reported that protection of prop

erty is the "central core" for s~curity guards. The same 

emphasis appears in the site surveys of proprietary security 
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guards. Contract and proprietary security guards spend a 

large portion of their time patrolling on foot both indoors 

and outside checking locks and gates and watching for fire 

hazards. Occasionally, secur ity guards report responding to 

alarms, inspecting equipment, using punch clock stations dur

ing patrols, and performing some non-security tasks such as 

shipping and receiving duties. Shearing and Stenning note 

that although foot patrol was once the "mainstay of the police 

role," it is now "almost the exclusive preserve of private 

security."7 Often, stationary guards screen visitors, give 

information, and answer telephones. Proprietary guards also 

report frequent monitoring of consoles (CCTV, alarm and access 

control monitors), surveillance and search of employees. The 

~ajority of contract guards report that they do not monitor a 

console and that they never have occasion to search employees, 

even though a high number of contract guard respondents are in 

manufa~turing assignments. In addition to the verbal communi

cation skills required in guard work, 75% of contract and 

proprietary guards are frequently involved in report writing, 

for which written communication skills are needed. 

The most frequent security problem encountered by guards 

is carelessness (unlocked doors, etc.) ,-..followed by tres

passing, fire hazards, vandalism, disturbances and fire 

alarms. Proprietary security officers also report occasional 

response to burglar alarms, employee and external theft, and 

breaches of company regulations. Very little of the 'contract 

secur i ty officer's workload involves cr ime-related incidents, 
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other than trespassers, vandals, and participants in distur

bances. Based upon this self-reporting of tasks and security 

incidents, private security officers perform very few of the 

common activities of police officers. Most private security 

officers are directly involved in protecting assets and pre

venting losses, and a criminal incident is just one of several 

potential threatso With the exception of retail settings and 

industrial plants which require screening of visitors, only 

occasional interaction with the general public is reported. 

Both proprietary and contractual security employees were 

asked to rank the importance of several factors that influence 

their handling of security incidents. The type and serious

ness of the incident has as great or greater an influence on 

secur i ty personnel than company or client instructions. (Due 

to the small sample sizes, the absolute differences in rank 

order were not statistically significant.) In some respects, 

this is not unlike field policing situations with the inherent 

difficulty of writing tightly prescribed general orders and 

operating procedures to cover a wide variety of incidents. In 

the end, individual officers rely very heavily on their own 

common sense, experience, communication and mediation skills--

"street sense. n One security guard stated in the site survey: 

nI decide priorities based on the type or seriousness of the 

problem unless otherwise instructed by my supervisor. n There 

is nearly an equal division between contract guards supervised 

by a company super ior and those supervised by both a company 

supervisor and a client supervisor. In Chapter 5, we noted 
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that supervision is an essential element for a successful con-

tract security firm, yet the majority of contract security 

guards in the site surveys reported seeing or talking to their 

supervisors only once or twice a week or only "when neces-

sary." Proprietary security personnel, on the other hand, 

report more frequent supervisory contact (once or more per 

shift); but they rated the supervisor as less influential in 

resolving security incidents than the type and seriousness of 

the incident. 

About 50% of the proprietary security respondents were 

primarily engaged in investigative activities. In addition 

to the investigative activities Qf retail security agents, the 

investigators sampled include those employed in banking, manu

facturing and utilities. Consistent with the greater inci

dence of internal than external crime discussed in Chapter 3, 

internal investigations were the most frequently reported 

investigative task. Investigators spend most of their time 

interviewing witnesses, questioning suspects, and preparing 

reports for litigation. Only retail and bank investigators 

reported frequently presenting evidence and exhibits in court. 

This tends to support the discussion in Chapter 3 of the 

emphasis placed on noncriminal-justice resolution of many 

criminal incidents through the "private justicen system. Both 

manufacturing and retailing report frequent use of surveil

lance and undercover work, although retailing reports three 

times as much as manufacturing. Investigators may audit secu

r ity procedures in manufactur ing, retailing and bank ing, but 
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such audits are most often found in retailing (e.g., cashier 

integrity checks). 

Again, consistent with the reported incidence of business 

crime in Chapter 3, the most frequently reported type of in-

vestigation for all surveyed investigators is employee theft. 

The most frequently reported types of investigations reported 

by investigators in major business sectors are: 

• Manufacturing - employee theft, safety violations, 
vandalism; 

• Banking - fraud (check/credit card.), employee theft, 
embezzlement, integrity checks; 

• Retailing - employee theft, fraud (check/credit 
card)~hoplifting, integrity checks, safety viola
tions. 

Although most investigators report little if any involve-

ment in insurance claim and workman's compensation investiga-

tions, both retail and industrial investigators spend a sig

nificant amount of time on safety violations. 

7.5 DETENTION, ARREST AND USE OF FORCE 

In Chapter 6, we disr:u.ssed the infrequent detentions and 

use of force reported by contract security personnel in the 

site surveys, as well as the general discouragement of these 

practices by contract security company policies. For proprie-

tary security employees, both the incidence and company expec-

tat ions of use of detention, arrest and force is consistently 

highet for all circumstances than that reported by contract 

security officers (see Table 7-1 and 7-2). Similarly, the 
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TABLE 7-1 

DETENTION, SEARCH AND ARREST 

REPORTED BY PRIVATE SECURITY EMPLOYEES 

(N = 110) (N = 78) 

Use of Incidence Proprietary Contractual 

Have found it necessary to detain 
someone 

Expectations of Use (for criminal suspects) 

Detention 
Search 
Arrest 

84% 

55% 
46% 
65% 

50% guard 

87% alarm 

50% 
21% 
26% 

SOURCE: site Surveys of Security Employees, Baltimore County, 
Maryland and Multnomah County (Portland), Oregon 
metropolitan areas, Hallcrest systems, Inc., 1982 
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TABLE 7-2 

USE OF FORCE REPORTED 

BY PRIVATE SECURITY EMPLOYEES 

Incidence of Use 

In self-defense 
Evict a trespasser 
Deal with vandalism 
Prevent an assault 
Carry out a lawful search 
Detain someone 
Arrest someone 

Expectations of Use 

Protect yourself 
Protect company property 
Detain someone 
Arrest someone 
Search someone 

(N - 110) (N = 78) 

Proprietary Contractual 
Guard Alarm 

54% 
39% 
18% 
39% 
37% 
47% 
56% 

13% 53% 
15% 12% 
10% 44% 

8% 27% 
6% 31% 

12% 50% 
4% 46% 

Proprietary Contractual 

96% 
43% 
40% 
51% 

92% 
28% 
18% 

9% 
6% 

SOURCE: Site Surveys of Security Employees, Baltimore County, 
Maryland and Multnomah County (Portland), Oregon 
metropolitan areas, Hallcrest systems, Inc., 1982 
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actual use of detention and force is significantly higher for 

alarm response personnel than for contract guards. Only 50% 

of the contract guards reported making a detention in any 

security assignment, while over 80% of alarm runners and 

proprietary guards reported detentions. Approximately half of 

both proprietary guards and alarm runners also reported using 

force in self-defense or to detain or arrest someone. Thus, 

greater expectations are placed on proprietary security per

sonnel to use force when appropriate. However, the distri

bution of the sample is influenced heavily by the large number 

of retail security employees and security officers in Balti

more County who have special police officer status and there

fore full police powers when effecting a legal detention or 

arrest. 

The observations which follow are based on site interviews 

and on the site survey data, which include self-report:ing of 

detention, arrest, use of force, and type of security inci

dents. The contract guard survey data closely paralleled the 

data of Shearing and Stenning for 10,000 contract security 

guar¢is in Canada. First, less abuse and fewer opportunities 

for abuse occur than the stereotype of security officers and 

media coverage portray, especially for contract security 

guards. Except for contract guards in retail settings, shop

ping malls, and public events, there is very little interac

tion by contraet ~ security personnel with the general public. 
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As with proprietary security personnel, the majority of con

tra~t security guards are located in manufacturing or indus-

trial settings. Alarm runners responding to the scene of 

activated alarms were the only contract employees who had 

frequent occasion to ~ffect detentions and arrests. 

Second, the security company and client policies appear to 

discourage security employee detentions, searches, and use of 

force in most situations. The only exceptions are retailers 

in both sites and defense contractors in the Baltimore area 

sample whose security personnel have special police officer 

status. Company/client instructions and the type and serious

ness of the security incident equally influenced contract 

employees in detentions, searches, and use of force. The 

influence of client instructions suggests that much of the 

potential for abusive behavior by guards may be controlled in 

the realm of contract law, Le., the security company and 

client agreement. To this extent, the marketplace is a regu

lator of good security employee practices, since another secu

rity firm can be hired if the contract is not fulfilled to the 

satisfaction of the client. Although this does not provide 

recourse for an aggrieved party, in industrial settings the 

client's employees are most likely to be those affected by 

abuse of authority, not the general public. 

Third, despite the lack of security guard knowledge of 

legal author i ty found in both the Rand and Shear ing and 

Stennin~ studies, the latter study and the Hallcrest site data 

suggest that only rudimentary legal training is required for 
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security personnel. There is relatively little direct public 

contact and interaction as measured by the security personnel 

self-reporting of tasks performed, incident types encountered, 

actual detentions, and use of force. Notwithstanding the 

issue of amount of training, the data similarly suggest that 

the "serious potential" problem of abuse of authority noted in 

the Rand report is offset somewhat by the infrequent oppor-

tunities for public interaction with most guards. Some pro-

ponents of security training suggest extensive legal training, 

but on the basis of both interviews and the employee site 

surveys, Hallcrest feels that it would. not be necessary for 

certain security assignments. Many fixed security posts have 

very narrowly defined, unique tasks that can be learned 

through a few hours of on-the-job tr'aining, and days or many 

hours of legal training would be superfluous to the required 

tasks. 

Fourth, some minimum level of legal training should be 

provided for all security employees. Although the self-

reporting of tasks and incidents clearly reflect a nonpolice 

orientation, the second most frequently menti'oned reason for 

accepting security employment is liking "any kind of police 

wo~k." Security personnel should be clear on the limitations 

of their authority. Shearing and Stenning's confirmation of 

the Rand data nearly a decade later provides "persuasive evi

dence that many security agents do not have even an elementary 

knowledge of even the most basic legal categories." 8 These 

researchers report thQ~ lack of knowledge was demonstrated on 
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both legal status of the security guard and on the definition 

of criminal acts and his/her legally permissible responses to 

them. In the Hallcrest site surveys, 64% of contract security 

employees undl:stood the general scope of their legal powers, 

stating thay they had the same power as a private citizen; 

about 36% correctly stated that they have the same legal 

powers as those of the owner of the property while they are on 

duty. However, 13% stated that they have greater powers than 

a private citizen if they are on duty in uniform, even though 

neither site has provisions for contract security personnel to 

have special police powers. 

The most disturbing aspect of Shearing and stenning's data 

is that the offenses most often misidentified or miscate

gorized by security personnel are the ones identified as 

relating to security work in both their sample and the Hall

crest sample of security incidents encountered, i.e., tres

passing, drunks on company property and disturbances. It is 

the order maintenance situation (drunks, disorderly persons, 

disturbances) that most frequently results in contact between 

law enforcement and private security personnel, according to 

law enforcement officers in the site surveys. One-half of the 

law enforcement officers in the sites reported that they were 

either personally involved or had witnessed private security 

employees exceeding their author i ty in handling an incident. 

The most frequent types of incidents identified were: im

proper arrests, excessive physical force, attempting traffic 

arrests, and improper stop, interrogation and search. since 
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knowledge of legal status has a bearing on most of these 

incidents, their occ:Jrrence could be minimized by providing 

all security personnel with a minimum level of legal training. 

7.6 ARMED SECURITY PERSONNEL 

In both the national survey of contract security managers 

and the survey of national and reg ional secur i ty executives, 

respondents indicated that less than 10% of their personnel 

were armed. Table 7-3 displays the responses of security 

employees in the site surveys. The majority of contract 

supervisors and about 23% of guards have carried a firearm in 

some assignment, but only 40% of supervisors and less than 10% 

of guards carry a firearm in their present assignment. Yet, 

less than 20% of both guards and their supervisors saw any 

need to carry a firearm in their present assignment. The fact 

that more supervisors than guards carry firearms may indicate, 

in part, accommodation of client demands for firearms. As 

noted in Chapter 5, nearly 50% of the contract sLJurity firms 

reported an increase in client requests for firearms in the 

past five years. At the same time, other data indicate that 

company policies have decreased the use of firearms, and 

discouraged client requests for armed gurads. 

In contrast, to the foregoing statistics, 86% of alarm 

company runners carry firearms in their present assignment and 

feel that they are necessary. Alarm runners respond to acti

vated burglar and/or holdup alarms and, as reported earlier, 

have a higher rate of detention, search, arrest and potential 
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TABLE 7-3 

CARRYING AND USE OF FIREARMS 

REPORTED BY PRIVATE SECURITY EMPLOYEES 

Carry a Firearm 

Any assignment 
Present assignment 

(N = 110) (N = 78) 

Proprietary Contractual 
Guard Supervisor Alarm 

41% 23% 60% 86% 
31% 8% 40% 86% 

Use of Firearm (armed personnel) ~rd/Supervisor 

Any assignment 39% 11% 75% 

Necessity for Firearm 

Present assignment 33% 19% 86% 

SOURCE: site surveys of Security Employees, Baltimore County, 
Maryland and Multnomah County (Portland), Oregon 
metropolitan areas, Hallcrest systems y Inc., 1982 
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tor use of force. For contract employees, then, it appears 

that firearms are most frequently carried by armored car per

sonnel, security supervisors, and alarm runners. The often 

expressed concerns of law enforcement about the number of 

armed ftguards~ does not always distinguish between types of 

contract security personnel; yet, of all groups of uniformed 

security personnel, guards (those who actually perform guard 

duties) are the least often armed. 

In the Baltimore ared site, firearms are carried by twice 

as many proprietary security officers (51%) than by contract 

security guards. In the Portland/Multnomah County site, how

ever, the opposite occurs: twice as many contract guards 

reported carrying firearms. Two factors may explain this dif-

ference. Maryland licensing regulations for contract guards 

require a permit for armed security personnel, neither the 

State of Oregon nor Multnomah County have any licensing or 

firearms requirements. In addition, the Baltimore sample 

includes defense contractors, high-technology manufacturing 

firms and a major utility, some of which have requirements to 

provide armed security personnel (e.g., Nuclear Regulatory 

Commission). Although the sample sizes are too small to draw 

any universal conclusions, it would be valuable to test the 

hypothesis that licensing and regulation discourages the use 

of firearms by contract secur.ity companies. Overall, 31% of 

proprietary security officers in the sites carry firearms in 

their present assignments. This contrasts sharply with the 

national survey, in which the majority of security managers 
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reported that none of their personnel carry firearms, and 73% 

reported that they arm less than 10% of their personnel. 

However, 33% of the national proprietary survey sample were 

from retailing, lodging, and health care organizations where 

the incidence of firearms carrying would likely be minimal. 

The proportions of contract security personnel carrying 

firearms in both the Hallcrest national survey of security 

managers and site surveys of employees are consistent with the 

findings of Shearing and stenning in Canada, where only 4% of 

10,000 contract guards reported carrying a firearm. Ten years 

earlier in the Rand report, over 50% of both contract and 

proprietary guards reported carrying a firearm at least 25% of 

the time. In the Rand sample, twice as many guards said that 

firearms were necessary for their a&signments (66%), than the 

in-hou~~ guards in the Hallcrest site surveys and the contract 

guards in Shearing and stenning's study (33%). Contract 

guards in the sites were even less favorably disposed to 

carrying firearms, and 60% reported carrying no other protec-

ti ve equipment. 

The evidence provided by these data, the literature re-

view, and field interviews reveals a dramatic decrease in the 

carrying of firearms by contract security personnel in the ten 

years since the Rand report. It is more difficult to assess 

the status of proprietary security, however, because both the 

Rand proprietary sample and the Hallcrerrt proprietary sample 

are biased toward environments where firearms are more likel~ 

to be carried. Also, the Hallcrest national survey returns 
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could be slightly biased toward environments where firearms 

are less likely to be carried. In general, the national 

survey data and field interviews reflect a lower incidence of 

armed proprietary security personnel as well. 

One inescapable fact is that firearms tend to be used when 

they are carried. For proprietary security and alarm per

sonnel, the percentages were nearly the same for those who 

reported ever having carried ~ gun on any security assignment 

and those who reported using a firearm on a security assign--

mente Similar figures were reported by the 10,000 contract 

guards in Ontario, Canada, but slightly lower levels of use 

were ~eported in the Hallcrest site survey of contract guards. 

In addition, it can be concluded that those who carry firearms 

generally feel that their jobs require them, since about the 

same proportion ot seC\.i.r i ty employees reported car rying and 

needing a firearm. Fewer contract guards, again, reported 

needing a firearm in their present assignment than were pres-

ently carrying a firearm. Overall, the potential for firearms 

abuse seems to be greater in proprietary security, because of 

the larger number of firearms and more opportunities for 

exposure, notwithstanding the amount and quality of t[aining. 

Before any firm conclusions could be drawn, as to the greater 

firearms abuse potential, a much larger sample of both con-

tract and proprietary security would have to be drawn from 

similar distributions of work environments. 

In the Hallcrest national surveys, approximately 50% of 

the proprietary security managers reported more than 40 hours 
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each of classroom and on-the-job training for armed security 

personnel. Forty-seven percent of contract security managers 

reported less than 16 hours of classroom training for their 

armed security personnel--this includes not only firearms in-

stt'uction, but all training provided for armed security per-

sonnel. Both contract and proprietary manager8 reported a 

median of about eight hours' instruction on legal and policy 

restraints in the use of firearms. However, the survey of na-

tional and regional security executives and the site surveys 

suggest that the entire firearms training for armed security 

personnel probably does not exceed eight hours. The national 

and regional security companies report a medi~n of 12 hours of 

pre-assignment classroom training for armed personnel. In the 

site surveys, about 50% of both proprietary and contract se

curity personnel carrying firearms reported receiving fewer 

tbn.n eight hours of training from their companie~. The aver-

age number of training hours reported by security employees is 

12 hours for proprietary and 8 hours for contract, respec

tively (see Table 7-4). The proprietary distribution was 

skewed by special police officers in one Baltimore company, 

who were trained at a police academy; the contractual distri

bution is skewed by alarm runners, who most frequently re

ported receiving more than 40 hours of firearms training. If 

both of these subsets are controlled in the samples, then over 

50% of the armed security personnel in both sites reported 

receiving less than four hours of firearms training from their 

companies. A similar discrepancy in the number of hours of 
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TABLE 7-4 

FIREARMS TRAINING 

REPORTED BY ARMED PRIVATE SECURITY OFFICERS 

Source 
Trained by Company 
Trained by Military 
Trained by Public Police 
Self-taught 

Amount Provided by Company 

Average 
Median 

Perceived Adequacy 

Very good 
Adequate 
Not enough 

(N = 110) (N = 78) 

PROPRIETARY CONTRACTUAL 

45% 
36% 
36% 
20% 

16.7 hrs 
12.0 hrs 

56% 
65% 
23% 
39% 

12.7 hrs 
8.0 hrs 

43% 
25% 
32% 

SOURCE: site Surveys of Security Employees, Baltimore County, 
MarYlan~ and Multnomah County (Portland), Oregon 
metropolltan areas, Hallcrest Systems, Inc., 1982 
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training reported by companies and that reported by employees 

was also noted in Shearing and Stenning1s study. 

The low levels of company training in the si te da ta do not 

necessarily indicate a lack of firearms instruction, since 

many contract and proprietary personnel reported being trained 

with firearms in the military or by the public police. In the 

site data 5 "public police" training does not distinguish be-

tween training from prior law enforcement experience and 

actual firearms instruction provided for security personnel. 

Just under 50% of both proprietary and contract personnel 

thought that their firearms training was very good, but about 

33% of contract personnel did not think they had enough fire

arms training. It is interesting to note that half of the 

alarm personnel did not think they had sufficient firearms 

training, even though the majority of them reported more than 

40 hours. 

There are two disturbing aspects to the site survey data 

on firearms training. The first relates to the quality of the 

training: it seems that much of the firearms training merely 

treats the mechanical aspects of firing a gun and weapon 

safety and does not focus on situations which could be en-

countered in actual assignments. The far lower median levels 

of training reported by employees than by managers suggest a 

certain hesitance by security managers to report actual 

amounts of training--perhaps partly because they recognize its 

inadequacy. The national and regional security executives 

candidly reported 12 hours of "classroom" preparation of armed 
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personnel, which could exclude some firearms range training, 

but would still leave little time for discussion of legal and 

policy restraints of firearms use. As reported in Chapter 5, 

the Private Security Task Force Standard 2.6 called for 24 

hours of firearms training prior to assignment, or evidence of 

competence. Of the 24 hours, 3 are to be a discussion of 

legal and policy restraints in firearms. Some of the military 

and public police firearms training reported by employees 

could be relatively recent experience, but without routine 

firearms qualification, the benefits of this training will 

diminish. 

The second disturbing aspect of firearms training is that 

40% of contract personnel report being "self-taught" in the 

use of firearms. Without negating the general firearms and 

safety experiences of hunting and gun clubs, it can be said 

that such experience is hardly relevant to the actual field 
, 

situations to be encountered by security personnel. For the 

protection of the general public, the PSTF standard seems 

entirely reasonable, yet only 13 states require training for 

armed security personnel and only 4 of these meet the PSTF 

standard. In the absence of required training for armed 

guards, contract security companies apparently have not taken 

the initiative to provide adequate, verifiable levels of fire-

arms training. 
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7.7 TRAINING 

The Rand report found that only 35% of proprietary and 

contract guards in their sample were given pre-assignment 

training by their companies. Five years later, Shearing and 

Stenning found that 59% of the contract guards in Ontario, 

Canada, had completed a day or less of pre-assignment training 

at their companies. Contract agency managers tended to report 

more training of their employees than the employees themselves 

reported in interviews. Shearing and Stenning speculated that 

the most important objective of security guard agencies in 

training their personnel was: 

to ensure that guards know what they are to 
do when they get to the job and further 
that they know how to provi~e a written 
report on what they have done. 

This observation was based on the emphasis of "on-the-job" 

training, most frequently accomplished through the use of 

"post orders"--Shearing and Stenning included "post orders" as 

a training subject. In the Hallcrest site surveys, the ma-

jority of security guards had completed some pr(~-assignment 

training, but 40% of all contract employees had completed only 

on-the-job training. The lack of pre-assignment training was 

especially noticeable for contract guards (60% reported no 

pre-assignment training) and for alarm runners (50% or more in 

each site reported only on-the-job training). 

In the national surveys, contract and proprietary security 

managers were asked to list the range of both classroom and 
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on-the-job training provided to four types of security per-

sonnel: uniformed, armed, supervisory and other security 

personnel. In Table 7-5 and 7-6, the distribution of re-

sponses for training hours is similar for supervisory and 

other security personnel (usually investigators), but proprie

tary security managers reported that their uniformed and armed 

security personnel received more training than contractual 

employees. In comparing the responses of security managers in 

Table 7-7 with the responses of security employees in the site 

surveys, nearly opposite distributions were obtained for pre

assignment and on-the-job training of contract guards. About 

60% of contract security managers stated that their uniformed 

employees received less than eight hours' pre-assignment 

training, and 60% of contract employees who received training 

stated that it was more than eight hours. In the survey of 

national and regional executives, a median of four hours of 

guard pre-assignment training was reported. 

The Private Security Task Force (Standard 2.5) recommended 

that contract security personnel complete a minimum of eight 

hours of formal pre-assignment training, as well as a basic 

training course of at least 32 hours within 3 months of as

signment. A maximum of 16 of the 32 hours could be supervised 

on-the-job training. Based upon site and other field inter

views, the majority of uniformed guards apparently receive 

training closer to the four hours reported by the national and 

regional security'executives. For many assignments, espe

cially those with limited public interaction, the training 
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TABLE 7-5 

SECURITY EMPLOYEE PRE-ASSIGNMENT CLASSROOM TRAINING 

REPORTED BY SECURITY MANAGERS 

Type of Personnel 

UNIFORMED (unarmed) 

Proprietary 
Contractual 

ARMED 

Proprietary 
contractual 

SUPERVISORY 

Proprietary 
Contractual 

OTHER 

proprietary 
Contractual 

N = 676 Proprietary 

N - 545 Contractual 

1-4 

21% 15% 
38% 21% 

8% 9% 
9% 19% 

9% 7% 
3% 9% 

16% 13% 
17% 17% 

HOURS OF TRAINING 

9-16 17-24 25-40 

14% 10% 15% 
12% 7% 9% 

11% 7% 16% 
19% 10% 16% 

9% 7% 13% 
7% 8% 10% 

11% 7% 13% 
14% 8% 15% 

40+ 

27% 
14% 

49% 
27% 

56% 
63% 

41% 
28% 

SOURCE: National Survey of proprietary and Contractual Secu
rity Managers, Hallcrest systems, Inc., 1981. 
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TABLE 7-6 

SECURITY El-iPLOYEE ON-TEE-JOB TRAINING 

REPORTED BY S~CURITY MANAGERS 

HOURS OF i~INING 

Type of Personnel 

UNIFORNED (unarmed) 

Proprietary 
Contractual 

ARMED 

Proprietary 
Contractual 

SUPERVISORS 

Proprietary 
Contractual 

OTHER 

Proprietary 
Contractual 

N - 676 

N - 545 

Proprietary 

Contractual 

1-4 

7% 
14% 

3% 
8% 

4% 
5% 

8% 
10% 

5-8 

13% 
19% 

10% 
14% 

7% 
7% 

9% 
12% 

9-16 

17% 
16% 

13% 
18% 

9% 
8% 

12% 
13% 

17-24 

13% 
9% 

12% 
12% 

11% 
9% 

11% 
10% 

25-40 

15% 
14% 

17% 
13% 

17% 
10% 

15% 
11% 

40+ 

36% 
29% 

44& 
34% 

53% 
61% 

44% 
44% 

SOURCE: National Survey of Proprietary and Contractual Secu
rity Managers, Hallcrest Systems, Inc., 1981. 
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TABLE 7-7 

COMPARISON OF SECURITY TRAINING HOURS 

REPORTED BY MANAGERS AND EMPLOYEES 

Type of Training 

PRE-ASSIGNMENT 

Proprietary 
Contractual 

ON-THE-JOB 

Proprietary 
Contractual 

MANAGERS 
National Surveys(H=) 

60% 
59% 

36% 
52% 

24 hrs(646) 
8 hrs(545) 

40 hrs(646) 
16 hrs(545) 

EMPLOYEES 
Site Surveys (H=) 

60% 
60% 

54% 
56% 

24 hrs(llO) 
8 hrs (78) 

80 hrs (llO) 
16 hrs (78) 

SOURCE: National Survey of Proprietary and Contractua~ Secur
ity Managers, (1981); Site Surveys of. Securlty Em
ployees, Baltimore County, Maryland and Multnomah 
County (Portland), Oregon metropolitan areas, (1982); 
Hallcrest Systems, Inc. 
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cially those with limited public interaction, the training 

emphasis is on the particulars of duty assignments: the 

eqUipment used, patrol tours and activities, emergency notifi

cation procedures, and so forth. This preparation is best 

accomplished through on-the-job training, since every assign

ment has its unique requirements. As one contract guard in 

the site surveys stated: "My training came out of the post 

orders on the post from my supervisor." For most companies, 

the four-hour block of instruction, recommended in the PSTF 

standar.d, that covers emergencies and general duties is 

covered at the client's site (ather than in the classoom (see 

Table 7-8). 

The distribution of responses for proprietary managers and 

employees was very similar, with 60% of each group reporting 

more than 24 hours of pre-assignment training_ Proprietary 

employees reported higher levels of on-the-job training, but 

this may have been influenced by the sample bias resulting 

from a high proportion of defense contractors and utilities, 

where high levels of on-the-job training were reported. In 

comparing all proprietary employees and contract guards in the 

sites, proprietary employees reported three times greater pre

assignment training and five times greater on-the-job training 

than contract guards. Although the reported training levels 

!lre higher for proprietary than contract guards, it does not 

necessarily mean that the quality of personnel or performance 

is substantially dffferent_ The similarity in background 

characteristics reported earlier in the site surveys suggest 
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TABLE 7-8 

PRIVATE SECURITY TASK FORCE 

MODEL PRE-ASSIGNMENT :GUARD TRAINING PROGRAM 

Section I - Orientation (2 bours) 

• What is security? 
• Public relation~ 
• Deportment 
• Appearance 
• Maintenance and safeguarding of uniforms 

and/or equipment 
• Note taking/Reporting 
• Role of public law enforcement 

Section II - Legal Powers , Liaitations (2 bours) 

• Prevention versus appr~hension 
• Use of force 
• Search and seizure 
• Arrest powers 

Section III - Dandling Eaergencie~ (2 bours) 

• Procedures for bomb threats 
• Procedures during fires, explosions, 

floods, riots, and so forth 

Section IV - General Dutiea (2hours) 

• Patrol 
• Fire prevention and control 
• Safety 

.. 

TOTAL 8 HOURS 
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IUnutes 

15 
15 
15 
10 

20 
15 
10 

40 
25 
15 
20 

40 

60 

40 
20 
30 

" 

I 
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from a similar labor popl. (A tendency of contractual secu

rity firm managers to direct the surveys to their R_harper R 

employees may have introduced sampling bias which would not 

make background characteristics--e.g., education levels--
(( 

representative of the larger population). 

For contract security firms, training prior to actual 

assignment is almost always an overhead expense for the secu

r i ty company. Wi th many contract firms operating on a 2% to 

5% profit margin, increasing the amount of pre-assignment 

training could have an impact on profitability. It is advan

tageous for th. contract company, then, to pass on as much 

training as possible to the client's job site. Proprietary 

securi ty on the other hand, can afford to have more training 

for their security personnel, and this is one o(J\the distinct 

advantages of maintaining a proprietary .ecurity force. In 

the traditional sense, proprietary security operations are not 

viewed as profit centers in the corporation, and security 

guard wages are paid regardless of whether they are in the 
;:) 

classroom for training or on their assignments. Similarly, 

with on-the-job training, proprietary security managers can 

arbitrarily designate any initial period of time as on-the-job 

training, whereas the contract security firm must begin per

forming to the expectations of the client once on-the-job 

training of contract personnel h~d been completed. 
~ ~ 

Greater levels ,of ti~,)ming were reported by both proprie
'~\ 

tary and contract security supervisors, and their reported 

levels of training were generally in agreement with those 
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provided by security managers and by national and regional 

security executives. The majority of security supervisors 

receive one week or mo~~ of pre-assignment training and B 

comparable amount of on-the-job training. Just over 50% of 

contract employees reported that they were trained for secu

rity work by supervisors, but they were just as likely to be 

trained by their fellow workers (47~). 

Proprietary employees reported that fellow workers and 

supervisor~ conducted most of their training for security 

work, but a nearly equal number of employees reported that 

most of their training came from previous law enforcement 

experience. Twice as many proprietary employees as contract 

reported that prior law enforcement experience provided most 

of their training for security work, suggesting that more 

proprietary security employees have law enforcement back

grounds. The proprietary sample, however, includes investiga

tive positions, for which law enforcement backgrounds are 

common. The proprietary security employees also reported 

greater opportunities for additional training: their com

panies offered expanded training for 58% of proprietary em

ployees in the sites, and about 25% of them also had addi

tional training available at community colleges. The majority 

of contract employees, however, said that no additional train

ing opportunities were available to them through the company. 

The most frequently reported types of training for con

tract guards, alarm runners and proprietary security employees 

are: fire protection and prevention, report writing, legal 
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powers, building safety and investigation and detection pro

cedures (see Table 7-9). Shearing and Stenning found that the 

least emphasis was placed on training in legal powers and 

handling crises. In the site surveys, 75% or more of proprie

tary employees and contract guards reported receiving legal 

training, and about 50% received training in crisis handling. 

Interestingly, lower levels of training in legal areas and 

crisis handling are reported by alarm runners, whose self

reporting of job tasks and activities indicate that they are 

the one group of security personnel most likely to need train

ing in these areas. Security emplOyees in the sites list 

manuals, lectures, films and slides as the most frequent 

method of training. Most respondents felt that their training 

was adequate, but this is not a reflection of client satisfac

tion with the levels of training. A specific survey of con

tractual clients was not conducted (other than proprietary 

security managers), however, it is likely that ~ost clients 

would expect contract security personnel to have completed 

training equivalent to the PSTF eight-hour pre-assignment 

~rai~in9 standard described in Table 7-8. As noted above, 

the ability to control the amount of training provided to 

security personnel is one of the reasons often given for 

forming an in-house security force~ 

7.8 COMPENSATION 

Historically, contract security guards have been paid 

unusually low wages. As noted in Chapter 6, a vicious circle 
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TABLE 7-9 

TRAINING SUBJECTS REPORTED 

BY SECURITY EMPLOYEES 

(N=llO) (N=61) (N=14) 

Contract Alar. 
Training Subject Proprietary Guards Runners 

Fire Protection & Preve,ntion 76% 81% 82% 
First Aid 69% 48% 55% 
Legal Powers: Arrest, Search, 83% 74% 55% 
Seizure 
Investigation & Detection 75% 62% 64% 
Procedures 
Firearms (classroom) 13% 10% 64% 
Firearms (firing range) 21% 7% 64% 
Building Safety 61% 69% 64% 
Crisis Handling 51% 55% . 27% 
Crowd Control 45% 41% .18% 
Equipment Use 64% 48% 82% 
Report writing .. 82% 79% 73% 

SOURCE: Site Surveys of Security Employees, Baltimore County, 
Maryland and Multnomah County (Portland), Oregon 
metropolitan areas, Hallcrest systems, Inc., 1982 
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exists with low wages leading to high turnover and ineffective 

performance: but contract security firm owners and managers 

insist that clients are unwilling to pay higher rates. 

C~ients, on the other hand, indicate that they would pay 

higher wages fp'J: higher caliber security personnel. Yet, many 

large guard service contracts in government and industry end 

up paying near min~mum wages for guards. Area wage surveys of 

the Bureau of Labor Statistics rank security guard wages 

between janitors and fork-lift opera~ors, although guards are 

often responsible for the protection of hundreds of thousands 

of dollars of assets. 

As the data indicate in Table 7-10, there is a consider

able difference between the hourly wages reported for uni

formed guards. In the Ballcrest 1981 survey,' nearly 50% of 

contract guards were earning between $3.35 and $4.00 per hour, 
'.' 

while the median hourly wage for proprietary guards was be-

tween $6.00 and $7.00. Similar patterns were found in three 

other sources: (1) the sample of contract guards in the study 

sites eatned an average of $4.35 per hour, while most proprie

tary guards earned over $7.00 per b~ur; (2) in an ASIS

sponsored security personnel compensatibn study conducted in 

,about the same time period, unarmed guards in ·security ser

vices· [contract guards] reported earning a median hourly wage 
-. 

of $4.55, while all unarmed guards and supervisors were earn-

ing $6.99 an hour,ll (3) Bureau of Labor Statistics data 

(Table 7~ll) for the same time period for manufacturing and 

certain nonmanufacturing businesses show that contract guards 
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SOURCE: National Survey of Proprietary and contractual Secu
rity Managers, Hallcrest systems, 1981. 

BUSINESS 

f.1anufactu!:, ing 

Non-Manufacturing 

Transportation 
Wholesale Trade 
Retail Trade 
Services 

TABLE 7-11 

GUARD WAGES FOR ENTIRE U.S. 

BUREAU OF LABOR STATISTICS 

Average Hourly,wage 

CLASS I 

$7.82 

$7.17 
$6.14 
$4.99 
$3.84 

CLASS II 

$8.78 

$8.80 

$7.03 
$4.79 

SOURCE: All Metropolitan Area Wages, Bureau Of L~bor statis
tics, July 1981 
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earn less' than $4.00 per hour, bui: proprietary' guards in 

manufactur ing earn more than $7.00 per hour. In Table 7-11, 

the distinption between Class ! and Class II guards is the 

amount of discretion exercised by the Class II guards and the 

expectation that they will resolve incidents by themselves7 

the latter may also in'dlude ')carrying a firearm. The category 

of "Services" primarily includes contract guard firms. 

The ASIS-sponsored study revealed a 10% to 20% pay dif-

ferential in t:be salaries of both proprietary and contract 

armed guards. A similar pay differential appears between the 

Class I and Class II guards in the Bureau of Labor Statistics 

data. In the Hallcrest site surveys, slightly more than 50% 

of contract employees felt that their pay was too low. Nearly 

50% of proprietary employees felt that their pay was commen

surate with the job, and 20% said that they were paid more 

than security employees in 'other firms. 

"In the site surveys alarm runners reported making an 

average of ~7.07 an hour, and all proprietary security person

nel" averaged $7.67 per hour. In both the ASIS-sponsored study 

and the Hallcrest site surveys, proprietary investigators re

ported earning salaries in excess of $20,000 per year. In 

both surveys, the differential between guards and guard super

visors was much grea~er for contract guard supervisors than 

for proprietarY7 supervisors earn about half again as much as 

guards. This differential may reflect the emphasis placed on 

supervision in contract securitY7 competent supervision helps 
I) 
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to compensate for minimal training and low wages for contract 

guards. In the Hallcrest national surveys, the median hourly 
'~\ 

'-\ ;~f):r--' 

wage range for all otUer contra'rt. security personnel was $2.00 
'\ 

an hour greater than for contract guards. About 20% of all 

other proprietary security employees were paid over $20,000 

per year. 

Table 7-12 lists fr inge benef its reported b~', sec:p!:/i ty 
"--:;:","---

employees in the site surveys; proprietary employees reported 

receiving more benefits than.contract employees. The most 

frequent benefits received by both contract and proprietary 

employees are uniforms, medical insurance, and holiday and 

vacation pay. In addition, a m~jority of proprietary security 
': 

employees are given sIck pay, life insurance and the ~pportu

nity to participate in a company pension plan. 

7.9 PERFORMANCE 

Surprisingly, contract security managers in the national 

survey did not have a high self-rating for the performance of 

contract ~ecurity personnel. Contract security managers rated 

the performance of private security firms in their geographic 

area as "poor" in the following categories: quality of per

sonnel, pre-employment background checks, training received, 
• 

supervision and familiarity with legal powers. As noted 

earlier, in the sita studies the~e was'a tendency for contract 

security firms to be more critical of the business practices 

and personnel of 'other firms., It <is not clear whether the 
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TABLE 7-12 

FRI~GE BENEFITS REPORTED BY 

SECURITY EMPLOYEES 

Benefits 

Uniforms 

Medical Insurance 

Sick Pay 

Holiday Pay 

Bonus/Merit Pay 

Vacation Pay 

Life Insurance 

Profit Sharing Plan 

Pension Plan 

(N=78) 

Contract 

71% 

65% 

24% 

66%, i, 
i' 

1/ 

24% 

85% 

46% 

27% 

18% 

(N=110) 

Proprietary 

100% 

82% 

79% 

86% 

23% 

84% 

66% 

30% 

\171% 
/i 

,I / 
'/ 

// 
" Ii 
(' 

/J 
" J/ 

(I 

SOURCE: :;;eY1Sau~;e~sndOfMUs1ectuZ'itYh Employees, Baltimore County, 
noma CountY-(Port1 d) 0 

metropolitan areas, Ha11crest Systems, I~~., '198~egon 
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poor performance ratings by contract security managers pertain 

only to other firms or are also an assessment of their own 

personnel. 

The chiefs and sheriffs in the contract security manager's 

vicinity also gave "poor" ratings in the above-mentioned cate

gories, and these ratings by law enforcement were accurately 

perceived by the contract security managers. Proprietary se

curity managers who are major users of contract security also 

gave them "poor" ratings in these categories, but rated their 

own proprietary security personnel higher. Previously, the 

potential for use of unreasonable force and improper use of 

weapons was discussed as a major liability for private secu

rity, but both contract security managers and law enforcement 

offici~ls agreed that security performance was "good" in this 

area, or they reported they "don't know." 

7.10 SECURITY MANAGERS 

Industrial security programs received their flrst major 

thrust from the security programs established in critical in

dustries related to World War II. Many of these first secu

rity directors were drawn from law enforcement and the mili

tary. In the Hallcrest national surveys, security managers 

reported on their years of law enforc~ment, military and 

security er)~rience for several different positions. In Ap-

pen11x A, the mean years of experience for those responding to 

each type of position are reported for the proprietary and 
, 

contract security manager surveys. Table 7-13 summarizes the 
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overall areas of experience. Proprietary security managers 

are more likely to have both law enforcement and military 

experience than coniract security managers. Just over 50% of 
, 

contract security managers report some private security, but 

no law enforcement or military experience. Fifty-four percent 

of proprietary security managers report some law enforcement 

experience,aqd 60% report some military experience. No sig

nificant correlation was found between type and years of ex

perience for propriet~ry managers and the number of security 

employees, security budget, security manager salary, and the 

sales or as~et value of the organization. 

TABLE 7-13 

BACKGROUND OF SECURITY MANAGERS 

hrea of Experience Proprietar~ Contract 

Private Security, Military, Law Enforcement 

Private Security and Military 

Private Security and Law Enforcement 

Private Security only 

Military only 

Law Enforcement and Military 

Law Enforcement only 

31% 

26% 

19% 

19% 

1% 

2% 

2% 

100% 

N=616 

19% 

18% 

9% 

52% 

1% 

1% 

100% 

N=545 

SOURCE: National Surveys of Proprietary and Contractual Se
curity Managers, Hallcrest Systems, Inc. v 1981. 
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Reconnaissance and site interviews support the national 

survey findings concerning the law enforcement backgrounds of 

many security directorsu Many senior law enforcement managers 

have considerable interest in a second career in private secu

rity. Motivation, in part, may be the fact that most security 

directors and many security managers earn more than the chiefs 

of police and sheriffs in their area. Table 7-14 displays 

selected secur i ty manager compensation data from three 

sources: (1) Hallcrest national surveys, (2) a survey of 

ASIS membership by Abbott, Langer and Associates12 , and (3) 

the American Management Associations annual executive compen

sation surveys.l3 The 1981 median annual base salary, ex

cluding cash bonus and profit sharing, is compared for three 

levels of proprietary security management responsibility (en-
, 

tire organization, corporate division, a local facility) and 

local contract security managers and/or owners. 

The Abbott and Langer survey found differences in salary 

based u~on size and type of proprietary organization, level of 

education and years of experience. As a composite profile 

from Table 7-14, in 1981 security directors with responsi

bility for national and international operations earn over 

$40,000 median base salary and sec~lrity managers responsible 
\'\ 

for a corporate division earn a ra~ge of $30,000 to $35,000 

median· base salary. The Hallcrest data found that even local 

facility security managers earn a ~ubstantial median base 

salary ($30,000) compared. to many chiefs and sheriffs. While 

contract security managers in the Hallcrest survey earn a 
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TABLE 7-14 t 
i" 

SELECTED SECURITY MANAGER COMPENSATION DATA (1981) 

f·; 
(-
~I! Level of Organization 

:I>,i 
( I( .) PROPRIETARY SECURITY 

r: r,ew. I 
i,· .. i 

W; 
f· 

International Operations 
,National Operations 

Entire Organization 

I
"~" 

1 

I 

1

0' Level II 

tj I Corporate Division 
. ,'1 

h Leve~ ll..l 
j 

1 Local Facility 
It I 
J 
"t 
j 
.j COftRAa SECURITY 

Median Annual Base salary· 

Hillcrest 

(N=) 

$43,461 (64) 
$41,363 (108) 
$33,197 (279) 

$35,131 (115) 

$30,143 (162) 

$25,937(476 ) 

} 
} 
} 

Abbott/Langer+ 

(N=) 

$35,000· (145) 

$30,000 (474) 

$24,182 (20) 

$47,500 (8) 

\*. Base salary excludes cash bonuses and profit sharing 

} 
} 
} 

AMA++ 

(N=) 

$35,500 (74) 

$28,500 (79) 

$26,500 (50) 

1

(1 

'l 
,1 + 
:~ 
'j 

In business/industry, corporate level or independent company: in government, 
an agency head reporting directly to CEO. 

~ 1;++ 

r'~ .:J 

AHA designated companies by large, medium, small based on sales, employees, 
value of insured assets and other criteria: companies are manufacturing, 
processing, transportation, communications, and services • 

~! 
}~ 

·1 SOORCE: 
I it' 
j 

National Survey of Proprietary and Contractual Security Managers, 
Hallcrest Systems, Inc., 1981. 

,1 

1 
The Security Report, Abbott, Langer & Assoc.i,ates, 
1982. 

(Park Fore~t, IL), 

I J .. ~ 
Exe~utive Compensation Service, American Management Associations, 
1981. 
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median base salary of about $4,000 less than proprietary 

security managers at local facilities, contract security firms 

frequently reward their managers for performance through cash 

bonuses and profit sharing. In a 1980 Security World survey 

of security manager compensation, only about 25% or less 

reported receiving company benefits of cash bonuses, stock or 

stock options, and profit sharing. 14 In this same survey, 

over one-half of the s~c~rity managers reported receiving 

company benefits of health and life insurance, contribution to 

a retirement fund and paid dues for a professional organiza

tion. 

The educational level of security managers is signifi

cantly higher than reported by security employees in the Hall

'crest site surveys. Two-thirds of the security managers in 

the security World compensation survey had completed an asso

ciate or higher degree, and almost one-half had completed a 

bachelor degree. Over three-(ourths of manufacturing security 

managers completed an associate or higher degree. In con

trast, only 15% of contract employees and 32% of propr ietary 

employees in the Hallcrest site surveys report attaining an 

associate or higher degree. 

7.11 SUMMARY 

Negative stereotypes have plagued private security, and 

the low performance ratings of pl'ivate security personnel by 

law enforcement officers and managers indicate that 

operational security employees are not well regarded by law 
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roo' enforcement. Selection and training of secur i ty employees 

~'~ were heavily cr i ticized in two maj or baseline secur i ty 
f\1 P studies. Yet, there has been identifiable, albeit not dra-

t] matic, progress in the upgrading of security personnel, with 

i' proprietary s~curity personnel receiving more thorough screen-

It. ' ing :::h::::n::g~ type and amount of training varies widely 

~ among local, regional and national contract security com-

It' ). panies, the fact remc;tins that the majority of contract secu-

~j rity guards receive less than eight hours of pre-assignment 
t 
f1 training and actual firearms training for armed guards is 

~ t about eight hours. ~-the-job training is the primary t~e of 

(i 
l"o:.':l;l

l
,;, training received by many contract employees and they are just 

t as likely to receive most of their training from fellow 

t\ I workers as from supervisors. A lack of legal knowledge was 

~ displayed by security employees, but many security posts have 

~ , ::::l:e::
b
;:: ::::::::::,n a:::s::c::~ t:s:m:;o::::e.overall re-

J 
~ In at least one-third of the states, a criminal record 
1 
,~ check is prohibited by legislation. While reported incidents 

, ,~ 

i ' of abuse by security personnel are not widespread or rampant, 

i the potential for abuse remains high in states where criminal 

1 history record information is not made available for security l ' employees and in states where significant delays in applicant 

.11 processing by regulatory bodies permit convicted felons to 

: work as security guards until detected by a record check. 

I:\,~J ~ ',rt 
. "1 
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Over the past decade, there has been a decrease in the 

number of contract security personnel carrying firearms. Na

tionally, less than 10% of contract security guards are armed 

and the policies of most companies discourage client requests 

for armed guards. In addition, security company and client 

policies also appear to discourage secur i ty employee deten

tions, searches and use of force in most situations. Less 

abuse and fewer opportunities for abuse occur than the nega

tive stereotype of security officers and the media portray, 

especially for contract security. The majority of security 

personnel are located in manufacturing or industrial settings 

and have little interaction with the public. Most incidents 

of abuse witness~d by law enforcement officers in the case 

study sites involve the lack of legal knowledge displayed by 

security employees (identified in earlier studies by Rand and 

by Shearing and Stenning). 

Based upon self-reporting of tasks and ~ecurity incidents, 

private security personnel perform relatively few of the com

mon activities of police officers. Most private security 

officers are directly involved in protection of assets and 

preventing losses, and a criminal incident is just one of 

several potential threats. The most frequent security prob

lems encountered by security guards are carelessness, tres

passing, fire hazards, vandalism, disturbances and fire 

alarms. Investigators for proprietary security operations 

spend most of their time investigating employee theft. 
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CHAPTER S' 

AH ECONOMIC PROFILE OF PRIVATE SECURITY 

Previous chapters discussed the extensive array of private 

security products and services used by business, industry, 

institutions and all levels of government. The apparent 

growth in the use of all elements of private security was one 

of the motivations for the sponsorship of this research by the 

National Institute of Justice (NIJ). The increased prevalence 

and use of private security has been described both in general 

terms in subjective sources such as magazine and newspaper 

features on crime and anti-crime measures, and also in more 

specific terms in mar,ket research reports prepared by commer-

ciaI research organizations. The subjective discussions of 

crime problems and private security occasionally contrast in-

creased use in private security with a reduced level of local 

police resources. 

A review of extant literature, government publications and 

the market research reports, however, yielded a scarcity of 

descriptive material on the growth of private security and 

virtually none on the comparative growth of private security 

witl:1 law enforcem'ent. Perhaps, the market research reports 

have a bias toward favorable projections of growth since they 

are prepared primarily for sale to individuals and organi-

zations interested in market opportunity assessnfent for in-
" 

vestment, expansion, product line development, or a~quisition 

in private security products and services. In addition, these I . 
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reports are not scholarly assessments of the overall scope, 

complexity, and future direction of the total private security 

industry, and the inconsistency among the reports in the 

grouping and definition of products and services does not 

yield comparable data. Further, footnotes and other indica

tions of informational sources are rarely presented. 

Despite the limitations of the data sources, this chapter 

examines the growth of private security in the United states 

to encompass 1.1 million employees in 1982 and conservatively 

projects growth to 1985 of $15 to $20 billion in annual reve

nues. Total expenditures for private sector security have been 

estimated at $22 billion ,in 1980. This chapter also compares 

the growth of private security and law enforcement during the 

1970's. The first two sections of the chapter present trends 

in employment and expenditures, discuss theories of growth and 

summarize overall employment and expenditures for major cate-
I 

gories of security products and services. Subsequent sections 

describe the major segments of contract private security and 

examine their revenues, growth trends, industry structure, key 

end user markets, and demand trends. Chapter 13 discusses the 

impact of emerging technology on future growth. Appendix C 

contains a more detailed economic outlook for private secu

rity, based upon a classification scheme and methodology that 

recognizes the limitations of existing data sources. 
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8.1 A DECADE OF GROWTH: 1970 to 1980 

8.1.1. Trends in Employment and Expenditures 

There are several sources for estimating the gross trends 

in emplo}~ment and expenditures for private security and 

police: the Bureau of Justice Statist1=s, the Bureau of Labor 

Statistics, and the Bureau of Census. Data compiled by the 

Bureau of Justice Statistics monitors trends in local, staite, 

and federal criminal justice systems expenditures. The Bureau 

of Labor Statistics (BLS) charts occupational growth for a 

variety of nprotective service workers n including police offi

cers, patrol officers, sheriffs and bailiffs, detectives, and 

parking enforcement officers. Protective service positions 

also inclUde guards and doorkeepers, store detectives, fitting 

room checkers, railroad police, and other security ncheckers ft 

and worker.s. The BLS data include proprietary guard positions 

in virtually all major Standard Industrial Classification 

(SIC) codes commonly used to classify business types; the data 

also include some contractual security positions (under mis

cellaneous business services) and government security guards 

(federal, state and local). 

The Bureau of Census is another source af data for both 

police and security employment and expenditures. The Census 

QfGovernrnent conducted by the Census Bureau encompasses em

ployment data for all police agency personnel--sworn and 

civilian--whereas the BLS data classify police-related pOSi

tions on the basis of enforcement powers exercised. ~ounty 

BUsiness Patterns, a Census Bureau publication, reports yearly 
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data for all employees in business establishments in SIC 7393, 

Detective and Protective Services (guard and detectivei arm-

ored car and central station "alarm). The Census of Ser-

vice Industries reports similar data at five-year intervals. 

The Rand report compared the growth of private security with 

that of public law enforcement from 1950 to 1970. Using the 

BLB data as a baseline, the Rand report noted that combined 

private policemen and detectives and public and private guards 

in 1950 outnumbered total law enforcement by a ratio of 1.42 

to 1.1 By 1960, the ratio of public sector police and guards 

to pr iva te sector police and guards ranged between 1.27 to 1 

and 1.52 to 1, depending on whether Census or BLS data are 

used. Using BLS data, this ratio had increased to 1.63 to 1 

in 1967, with public police employment increasing 40% from 

1960 to 1967, and private police and all guard employment 

increasing by only 11%. BLS and Rand trend lihe projections 

estimated a ratio of public sector protection to pr.ivate 

sector of 2.19 to 1 by 1975. Although noting the steady rise 

of private security, Rand observed: "Thus, public sector 

security is growiag much more rapidly than private sector 

security employment~"2 The Rand authors apparently had an 

intuitive feeling, based upon interviews and news articles, 

that the numbers of both in-house and contract guards and 

police were increasing. BLS data, however, suggested that 

contract guards were expanding their share of the market for 
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guard services (estimated in 1969 to be 20 to 30%)-by replac-

ing propr ietary secur i ty staffs: "contract security employ-

ment has been increasing at the expense of declining employ

ment of in-house guards and police."3 

Tables 8-1 and 8-2 display the latest available compara

tive data for employment and expenditures, and Table 8-3 dis

plays BLS projections to 1990 of public and private protection 

employment. Table 8-3 compares employment estimates of the 

BLS for crime-related protective service positions, somewhat 

similar to the Rand report. 4 For government positions, Table 

8-3 lists both law enforcement and guar.d positions by sector 

apd level of government; Table 8-1 aggregates all law enforce

ment sworn police positions, and for private security lists 

guard and security positions by primary business sector, in

cluding government. A caveat to the reader at this pOint is 

important: these data include only guards, store detectives 

and miscellaneous operational security positions. Large num

bers of both contract and proprietary security personnel are 

excluded in the BLS data, e.g., armored car personnel, alarm 

company armed personnel, private investigators, managerial 

security personnel and other security personnel. 

The summary em,Ployment and expenditure data in Tables 8-1 

and 8-2 are the most recently available government source data 

from the BLS and DOJ. These summary tables, depict~d graphi

cally in Figure 8-1, indicate that total private security em

ployment (measured largely by guard pos~tions) now exceeds 

tot~l public police protection. In Table 8-2, the private 
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TABLE 8-1 

SUMMARY OP PROTECTIVE SERVICE WORKER EMPLOYMENT 

PUBLIC LAW ENFORCEMENT 
(Sworn Police Personnel) 

Local 
State 
Federal 

PRIVATE SECURITY 

Government Guard 
Local 
State 
Federal 

Contract Guards/Workers 

Proprietary Guards/Workers 
Industrial/Manufacturing 
Construction 
Retail 
Financial Institutions 
Real Estate 
Health Care Facilities 
Educational Institutions 
Utilities/Communications 
Distribution/warehousing 
Hotel/Motel/Resort 
Transportation 
Other 

1980 

GRAND TOTAL 

495,842 
55,042 
29,544 

35,982 
16,040 

9,130
1 10,812 

341,1022 

301,076 
65,800 

3,010 
55,8383 
16,874 
38,179 
29,003 
25,553 4 

2,594 
4,6205 
8,773 
5,1096 

45,723 

SOURCE National ~dustry occupation Matrix 1980-90 
Bureau of Labor Statistics 

1 includes 1825 Rotherft protective service workers 
2 excludes armored car guards and alarm company armed 

response workers 
3 includes 28,695 guards, 18,279 store detectives, 

8,864 fitting room checkers 
4 excludes organized police departments 
5 includes wholesale trade and truck,/warehousing 

(transportation) . 
6 excludes railroad police and transit police 

8-6 

580,428 

678,160 

1,258,588 

TABLE 8-2 

SUMMARY OIr ESTIMATED ANN,UAL EXPENDITURES 

FOR PROTECTIVE SERVICES 

Police Protection (1979)1 

Federal 
state 
Local 

TOTAL 

Private Protection (1980)2,3 

Industrial/Manufacturing 
Retailing . 
Government Installations 
Financial Institutions 
Health Care Facilities 
Educational InstitutionS 
utili ties/Communic:ations 
Distribution/Warehousing 
Hotel/Motel/Resort 
Transportation 
Other 

TOTAL 

GRAND TO'l'AL: 

S billion 

$ 1.9 
2.1 
9.8 

$13.8 billion 

$ 5.9 
3.8 
3.3 
1.9 
1.4 
1.4 
1.1 

•. 92 
.72 
.29 
.87 

$21.7 billion 

$35.5 BILLION 

.1 

14.1% 
14.4% 
71.5% 

100% 

27.6% 
17.4% 
15.9% 

8.8% 
6.3% 
6.3% 
5.1% 
4~2% 
3.3% 
1.4% 
4.0% 

100% 

1 Sourcebook of Criminal Justice Statistics. 1981 U.S. Depart
ment of Justice, 1982 

2 ftKey Market Coverage," security World. 1981 

3 Note the absence of residential, a major user of locks, 
alarms, fencing, and security patrols. 
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security expenditure data by business sector represent a pro-

jection by Security WQLlQ to the universe of security market 

segments, based upon a self-reporting survey of their sub-

scribers of total private security systems and services spend

ing.
6 

These data suggest that total spending for private 

security goods and services far exceeds police protection 

expenditures at the combined federal, state and local levels 

of government. Extrapolating an estimated 1980 police expend

iture figure by applying the prior three year average in

creases in police protection expenditures to 1979 data, yields 

a 1980 ratio of total private protection spending to police 

protection of 1.33 to 1. The Rand trend line projections of 

rapidly growing police protection, then, did not hold true. 

Data in Table 8-4 reflect the growth in private protective 

services (SIC 7393), according to the Census Bureau,7 during 

the per iod Rand proj ected rapid growth in police protection. 

In comparing the growth of the protective services component 

of contract security with police protection from 1972 to 1977, 

it is clear that expenditures for private protection services 

of detective and patrol agencies, armored car and burglar and 

fire alarm central station monitoring increased at a faster 

rate than police protection. In fact, detective and patrol 

services (the most labor-intensive service) increased over 

100% from 1972 to 1977, while total police protection expendi

tures increased over the same period only about 65% ($6.9 
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TABLE 8-4 

GROWTH OF PROTECTIVE SERVICES - ESTABLISHMENTS, EMPLOYEES, RECEIPTS 

SIC 7393 DETECTIVE AND PROTECTIVE SERVICES 

ESTABLISHMENTS 

Detective Agencies/ 
Guard Services 

Armored Car 

Burglar/Fire Alarm 

RECEIPTS ($000) 

Detective Agencies/ 
Guard Services 

Armored Car 

BUrglar/Fire Alarm 

EMPLOYEES 

Detective Agencies/ 
Guard Services 

Armored Car 

Burglar/Fire Alarm 

TOTAL 

TOTAL 

TOTAL 

3,490 

1,019 

717 

5,226 

$ 912,252 

232,464 

274,785 

$1,419,501 

176,315 

21,260 

14,382 

211,957 

5,173 

705 

1,235 

7,113 

$1,859,607 

298,742 

457,143 

$2,615,492 

245,071 

16,468 

18,389 

279,928 
SOURCE Census of Selected Service IDdustrieQ, U.S. Bureau of Census 
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billion to $11.8 billion). The number of protective service 

establishments increased by about one-third during this 

period. 

The employment and expenditure trend data reveal that 

private security since the 1950 l s has outnumbered law enforce

ment, even though public police growth accompanied the sub~r

ban sprawl and urban crime rates of the 1960·s. Growth in po

lice protection continued at annual rates of 11% to 16% until 

about 1976, when the rate of increase markedly slowed down. 

Police protection, then, expanded during the large crime in

creases and social unrest of the late 1960 l s and early 1970 1s. 

This growth was supported in large part by the assistance of 

federal, state and local crime control programs and by the 

resources of the Omnibus Crime Control and safe Streets Act 

administered by the Law Enforcement Assistance Administrationu 

As noted earlier, the longitudinal studies by Jacob dnd 

Lineberry show little impact of police resources on rising 

rates of crime, regardless of geographic 'locations. Interest

ingly, it was during this period that private protection 

expenditures and employment began to increase significantly. 

The BLS Ingustry-Occupation Matrix 1980 - 1990 makes labor 

force projections to the year 1990 from 1980 baseline data. 8 

State and local sworn police are projected to add about 93,000 

positions from 1980 to 1990 at an annual average rate of 

growth of only one and one-half percent. According to BLS, 

employment of state and local government guards would increase 

nearly 70% during the same period, but overall employment 
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growth in public sector protection is expected to be less than 

2.5% annually. In sharp contrast, BLS projects a one-third 

increase in total private sector protective worker positions 

from 1980 to 1990. store detectives in the retail setting are 

expected to increase by one-half. Railroad police and the 

small number of nothern workers are forecasted to decline by 

1990. In the aggregate, if the trend continues, BLS forecasts 

about 215,000 new protective workers to be employed in the 

private sector by 1990. 

The Hallcrest national surveys also reflect sizable growth 

in private security from 1977·to 1981; both reported expendi

tures by proprietary security and contract firm revenues in-

6reased significantly between 1977 and 1981. As noted in 

Chapter 4, nearly 90% of security directors in our national 

survey report annual increases in their security budgets over 

the past five years, with just over one-half reporting double

digit increases. The Hallcrest survey of contract security 

firms, found over one-half of the local and central station 

alarm companies reported average annual increases in revenues 

of greater than 15% per year over the past five years. Simi

larly, over one-half of guard and patrol service companies of 

greater than 100 full-time employees reported annual revenue 

increases of greater than 15%. Smaller firms, however f did 

not grow as rapidly. This is contrasted w j, th the decline in 

law enforcement resources in relation to growth rates in 

population and crime, reported in Chapter 2. In our national 
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surveys, the actual number of law enforcement personnel de

creased or remained the same in the past five years in 44% of 

all agencies--almost one-third of responding law enforcement 

agencies reported decreases in police personnel. 

Increased revenues by themselves are not always an indi-

cator of true growth. In our field interviews, we noted 

several business practices of contract guard companies which 

have an impact on seemingly robust rates of growth. In some 

major marketplaces with keen competition or in other econom

ically distressed areas of the country, security guard con

tracts in 1982 have been renewed at the same or lower hourly 

billable rates than the prior contract year. In some cases 

the large national and regional firms have led the pricing 

nholds n or reductions in order to sustain overall billable 

hours and revenue for the company in the face of stiff local 

firm competition. Yet, still other firms have engaged in the 

practice of increasing the billable rate to premium and long

standing accounts--increasing revenue but not on the basis of 

true growth as measured in billable client hours. 

8.1.2 Theories of Private security Growth 

The apparent decline or stabilization of public protection 

resources and property tax limitation measures correspond with 

an increase in employment and expenditures for private protec

tive measures. Previous chapters focused on the increased use 

of private protection measures by all segments of the commu

ni ty. A number of theor ies have been offered to explain the 
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growth of private security. Many of these theories relate to 

the perceived role of private security, and the following 

chapter discusses them in greater detail as they relate to 

perceived roles and relationships of law enforcement and pri

vate security. At this pOint, some plausible explanations are 

presented for the growth of private security. 

The most rapid growth for private security appears to 

have occurred in the last five to seven years. The latter few 

years have seen a recession in the national economy. During 

this period, private security has sustained a rate of growth 

higher than service industries in general;9 this was also true 

for earlier growth of private security reported in the Rand 

study •. Thurow (1982) in his book, The Ze.r.o-Sum Societ~, 

argues that private security guards are a good example of how 

certain servicea constrain rather than stimulate the economy: 

While less than 30% of the additional man
hours added to the economy from 1965 to 
1972 had been in services, 47% of all man 
hours added to the private economy after 
1972 were in services. Since service pro
ductivity is 40% below the national aver
age, every worker moving into services 
represented a sharp cut in average pro
ductivity ••• The essence of the problem can 
be seen in the 300,000 security guards 
added to our economy since 1972. Since 
security guards protect old goods and do 
not produce new goods, they add nothing to 
outPU{(f but they increase man-hours of 
work. 

This theory might have some validity in the warehousing, 

distribution and retailing of finished goods where security 

guards are extensively used, but many security managers would 

8-15 

successfully argue that goods lost to theft, fire and other 

forms of loss affect the profitability of a company and thus 

the economy. The lost goods are not automatically replaced 

with the purchase of new goods. In the case of manufacturing 

and industrial uses of security personnel--the highe'st users 

of security guards and equipment--the protection of raw ma

terials, precious metals, production machinery and proprietary 

information all have a direct bearing on the ability of the 

company to produce new goods at a ~rofit. The-subsequent loss 

of the goods in distribution channels before the buyer or 

consumer takes possession also affects the profitability of 

the company. In addition, prevention and reduction of wa~te 

and accidents further contribute to a ,sound business posture 

for a company. Minimizing employee alcohol and drug abuse 

problems increases worker productivfty and may reduce the 

risks of internal theft. Ironically, our reconnaissance in-

terviews and observations found one instance of security per

sonnel being used by a major Fortun~ 500 firm to monitor 

production processes and worker productivity. 

Viewed in Thurow's context, an argument could be made that 

police services drain the economy with increased man-hours of 

work with no new production of goods, since police services 

and protection are oriented toward social control mechanisms 

in the community and the attempted control of crime. Private 

security personnel, on the other hand, are part of an overall 

"" 
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program of asset protection and loss prevention to sustain the 

viability and profitability of a corporation and, thus, stimu

late the economy. 

Occasionally news articles attribute the growth of private 

security to the simplistic theory that crime increases as 

unemployment increases, and security proopers through in

creased expenditures by management to control loss due to 

crime. One of the obvious mytbs in this theory is that all 

crime is related to the state of the economy. The prevalence 

of many cr imes in the business environment is more directly 

related to the opportunity to commit the crime--especially in 

the case of nwhite collarn crime--and the lack of controls to 

address the threat potential. Both our national survey data 

and field interviews disclosed that security program increases 

have not been automatic; rather, they are subject to the 

budgetary constraints of business recessions just like other 

organization program budgets. Additions to, or upgrading of, 

security systems are generally treated as capital expenditures 

and as such have been subject to the same tightened controls 

placed upon other capital expenditures in many businesses in 

recent years. 

The 'Rand rep,')rt suggests a commonly held view that priY-flte 
i 

security services merely complement or supplement police~~er~~~~ , 

vices in the community. Scott and McPherson (1971), at ~bbb~~ 

the same time, offered a ·competitive view" of private secu

rity and police services--the only differences between police 
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and private security are the degrees of legal authority exer

cised, not the services offered.ll Consistent with the com-

plementary view of private security is the commonly expressed 

theory that private security has merely filled a vacuum 

created by the reduced ability of police to provide services-

i.e., that private security exists only due to limited growth 

of the public police. Flavel (1973) rejects the "vacuum 

theory" and complementary views of private security and sug

gests what he terms an ninterest group view n: privabe secu

rity protects things that otherwise would go unprotected. 12 

In the Hallcrest survey of national and regional security 

executives and in the site surveys of police officers, respon

dents were asked their opinions on these theor ies of growth. 

Security managers and police officers rejec~ the competitive 

view, even though some police express concern for private 

security erosion of the police scope of services. Both groups 

supported the ~vacuum theoryW and ninterest group . " Vlew. Ad-

ditionally, top security executives did not see the growth of 

their firm's setvices as directly related to citi~an dissatis

faction with police services or lack of confidence in the 

police. 

While we view the nfiscal crises of the staten as a con-

tributing factor to the growth of private security in recent 

year~, the vacuum theory by itself is too Simplistic an ex

planation of more fundamental changes that have been occur

ring. Hallcrest believes that three interrelat~d factors 

largely explain ~h~ employment and expenditu~e data shift from 
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private to public protective resources after 1950 and the now 

increasing growth of private security in the midst of de

clining or stabilizing rates of growth for public protection: 

(1) an increased awareness and fear (real or perceived) of 

crime, (2) an increase in crime in the work environment, and 

(3) an increased awareness and use of self-help protective 

measures, especially private security products and services. 

These trends have resulted in increased use of private secu-

rity for protection of private property. In the discussions 

of police and security roles in Chapter 9, we tend to support 

the position of Shearing and Stenning (1981) that large pri

vate property holdings and increased corporate use and em

phasis of security have resulted in the private streets and 

enclosed areas of large industrial, commercial and residential 

developments being primarily protected privately whereas pub-

bl ' I' 13 lic areas are protected by pu ~c po ~ce. 

8.1.3 Other Growth Indicators 

Employment, expenditure and sales data are traditional 

indicators of growth that document the past and anticipated 

future growth of private security. The number and value of 

shipments of security products by original equipment manufac

turers (OEM's) is another key indicator. Historical and pro

jected growth of security equipment is discussed in detail in 

the last section of this chapter, and i~ greater detail in 

Appendix C. Three other key indicators of growth are the 
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entry and growth of new firms; the sales, earnings, and divi

dend performance of the major publicly held security firms; 

and the recent acquisition of major security firms by fortune 

500 companies. 

U.S.-based corporations have been the primary suppliers of 

security hardware and systems in the U.s. The Sec;ur ity! 

Fit~ Manufacturers Pir~c;tory (1978) lists over 300 OEM's of 

security equi.pment, and the SecutitLNorld Source BQ.Q.K for 

1983 lists over 800 firms in a much more comprehensive listing 

of categories. The updates of these two directories show sub

stantial growth--new business listings in virtually all cate

gories. A more recent development has been the entry of 

foreign corporations into the U.S. market because of its sig

nificant size and growth. For example, many of the well-known 

Japanese consumer electronics firms (Canon, Hi tach!, Mi tsu

bishi Electronic, Panasonic, Sharp Electronics, Sony, Toshiba, 

Toyomenka) are well established in the security closed circuit 

television (CCTV) market as well as other mass consumer mar

kets. The economic outlook for security goods and services in 

Appendix C lists selected foreign suppliers along with major 

U.S. firms within each of the major categories of security. 

On a quarterly basis, ';2ecl.lrity Lettll reports the sales, 

earnings and dividends performance of approximately 50 pub

licly held U.S. corporations with a significant amount of 

security-related business. A 1980 analysis of 21 corporations 

with the greatest revenues deriv~d ~r.om security-related busi

ness activitif:::s showed an average increase of 42.8% in stock 
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value over the prior year. 14 This is a strong performance 

relative to other non-security-related corporations listed on 

the New York, American, or NASDQ stock exchangeso Generally, 

publicly held private security firms recording the highest 

growth were security equipment companies although several 

guard and armored car service firms posted moderate growth. 

In 1981, 90% of the security-related firms monitored by Secu

r ity Letter reported sales increases over 1980.15 Per-share 

earnings increased in about three-fourths of the firms, and 

56% of the firms had dividend increases. Wackenhut, the third 

largest guard service firm with over $200 million in 1982 

revenues, posted five straight years of record earnings in 

1981 when per-share earnings reached $1.31. Current projec

tions estimate 1982 and 1983 earnings at about $1.60 and $1.80 

per share, respectively.16 

For the first six months of 1982, the sales performance of 

all of the firms monitored by Security Letter was down over 

the first two quarters of 1981.17 Yet at the same time, ~alue 

Line, an investment advisory service, predicted that earnings 

of publicly held security service companies would increase 20% 

to 25% in 1982 and 1983.18 This advisory service felt that 

decreased state and local spending for public safety will 

prompt corporations and individuals more frequently to hire 

private security, and that federal budget reductions would 

lead to increased "contracting out" for security services at 

government installations. In addition, Financial World noted 

that for 1983 "among the areas where Wackenhut is anticipating 
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further gains is in contracting services to municipal and 

county governments."19 Interestingly, Value Line sees an in-

creasing market share for small security firms as part of the 

·small business set aside" provision in Federal Government 

contract procurements. 

8~2 A SUMMARY OF PROTECTIVE SERVICES AND PRODUCTS 

8.2.1 Employment tn Pr ivate Secur ity 

8.2.1.1 Total Employment 

Ballcrest estimates that total U.S. employment in private 

security in 1982 was 1,100,000 persons, excluding Federal 

Government civil and military security workers. Figure 8-2 

displays employment estimates by position classes for proprie-

tary and contract private security. Given the sizable limita

tions of government sampling techniques, we have attempted to 

develop a logical basis for estimating total security employ-

mente In some c~ses, these estimates are very conservative, 

especially in proprietary security, and thus total employment 

could be as much as 15% larger or 1.25 million. We conclude 

from these estimates that private protection resources signif-

icantly outnumber combined local, state and federal sworn law 

enforcement personnel and guards by a ratio of nearly 2 to 1. 

Inclusion of government security positions would alter these 

figures, but we are reluctant to attempt it since there are so 

many military job assignments that pertain to physical, infor

mation or personnel securitYe If all government and private 

positions in protection are measured against positions with 
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r EMPLOYMENT I 
I PROPRIETARY SECURITY I 

GUARDS 

STORE DETECTIVES 
INVESTIGATORS 
OTHER WORKERS 

MANAGERS AND STAFF 

448,979 

346,326 

20,106 
10,000 
12,215 

60,332 

I EMPLOYMENT -1 

r1 CONTRACT SECURITY FIRMS 1-
GUARDS AND 

INVESTIGATOR.S 
CENTRAL STATION 

ALARM 

LOCAL ALARM 

ARMORED CAR/COURIER 

SECURITY EQUIPMENT 
SPECIALIZED SERVICES 

SECURITY CONSULTANTS 

640,640 

541,600 

24,000 
25,740 

26,300 
15,000 

5,000 
3,000 

Figure 8·2 

TOTAL 
EMPLOYMENT 
1.10 MILLION 

Hallcrest Estimated Private Sector· Security Employment in tbf U.S. 1982 
-Excludes Government (Civil and Military) Security Workers 

8-23 

! 

I 
f 
r 

I', 
" 
\. 

$ 4 

enforcement officer powers, then the Private Security Task 

Force characterization of a "massive" resource would certainly 

be an accurate one. The following sections discuss the major 

data sources and their. limitations and provide the detailed 

estimates for the major position classes. 

8.2.1.2 Past Estimates and Data Source Limitations 

Obtaining valid data on total employment in private se

curity is an extremely difficult task. The summary BLS data 

from the National Industry Occupation Matrix in Tables 8-1 and 

8-3 indicate that in 1980 the total security personnel of 

678,160 outnumbered the combined 580,428 federal, state and 

local law enforcement personnel. Whereas law enforcement fig-

ures include all sworn police positions (patrol, investiga-

tive, operations, support, supervisory and managerial), the 

BLS private protective worker positions are confined to guard, 

store detective and other miscellaneous security worker posi-

tions. Several other identifiable classes of security workers 

are missing from these employment estimates, including armored 

car personnel and alarm company personnel. 

Private security involves a broad range of position clas-

sifications and occupational groups of persons engaged in the 

tasks of guarding, investigating, surveilling, transporting, 

inspecting, installing, monitoring and servicing protective 

products. Collectively, this group of persons would consti

tute the private protection labor force in America. In 1976, 

the Private Security Task Force (PSTF) estimated that as many 
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as 1,000,000 persons might be employed in security with the 

organizations represented by the membership of the Amer ican 

Society for Industrial Security (ASIS). A 1975 survey by the 

PSTF disclosed 291,143 persons employed by about a one-third 

sample of the ASIS membership. This figure was then projected 

up to the total membership of approximately 5400 to obtain a 

total of 880,000 security employees. The PSTF estimate of one 

million persons was derived by adding the 1000-member increase 

in membership from 1975 to 1976. Adding three to four thou

sand new members each year, the ASIS membership, had reached 

19,000 by the end of 1982. While the total population of 

security managers may have increased during that period, the 

significantly higher ASIS membership figure also reflects 

active recruitment efforts by that organization. Updating the 

PSTF estimate from this enlarged membership base would not be 

plausible since multiple memberships from the same organiza

tion would result in double counting of employees. The 1976 

projections were subject to the same set of methodological 

problems. 

Methodological problems also are present in attempts to 

develop private security employment estimates from government 

data. For Census Bureau data, the primary basis for collec

ting information on contract security is the number of paid 

employees employed for a single weekly payroll period in 

March. This method creates a number of problems. For exam

ple, th,ere are many sole proprietorships and partnerships in 

the private investigative field where no full-time employees 
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are utilized. Frequently, outside independent investigative 

personnel work for these small firms on a contract basis for 

specific cases or assignments. These firms and workers would 

not be included in the Census reporting. The private guard 

industry, in particular, is characterized by a large number of 

part-time employees and employees who are involved in seasonal 

employment for the clients of guard firms; an unknown but 

certainly substantial number of these employees would not be 

captured during the single week in early spring when the data 

are collected. 

The primary sources of government information on the size 

of proprietary security are two Bureau of Labor Statistics 

programs: (1) annual A,ea Wage Surveys conducted to determine 

occupational earnings in metropolitan areas, and (2) the Occu

pational Outlook HandboQk and supporting labor force projec

tions from the National Industry Occupation Matrix referenced 

in the previous section of this chapter. In the Area ~~ 

~J.uve~ prog ram, naIl-area estima tes n of secur i ty guards are 

derived from 70 sample areas selected and weighted to repre

sent the 262 Standard Metropolitan Statistical Areas (SMSA's) 

of the United States. Establishments of 50 or more workers 

are surveyed in the following industry divisions: manufac-

turing; transportation; communication and public utilities; 

wholesale trade~ retail trade~ finance, insurance and real 

estate; and selected services. In 13 of the largest SMSA's, 
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the minimum establishment size is 100 workers in manufac

turing~ transportation, communication and other public utili

ties~ and retail trade. 

Major exclusions from the survey are construction, extrac

tive industries (mining and oil, etc.), and government. A 

basic difficulty with this sampling procedure is the number of 

business establishments under 50 employees in most sample 

areas, and the establishments under 100 in the 13 largest 

SMSA's which our national reconnaissance interviews and obser-

vations indicate are frequent users of proprietary or in-house 

security guard personnel, especially in the manufacturing, 

finance and wholesale and retail trade. These facilities can 

be disproportionately large in physical and asset size and 

frequently employ security workers. 

In compiling the National Industry Occupation Matrix pro

tective service worker estimates used in Tables 8-1 and 8-3, 

there are inconsistencies in the data collection methodology 

which make it difficult to develop gross employment estimates 

for private security. For 1970, Census of Population data was 

used to compile the BLS data, whereas in 1980 BLS utilized the 

Occupational Employment Statistics (OES) survey. This survey 

collects information on positions it expects to find in cer-

tain industry types which primarily employ over 250 employees 

in most states surveyed. While the BLS data do capture some 

positions in protective services not covered by Census data, 

there are some inconsistencies; for example, armored car 

guards are included in the 1970 labo,t force projections, but 

8-27 

excluded from the 1980 projections. One of the most difficult 

problems in estimating the size of private security is the 

lack of universally acceptable definitions of the scope of 

private security. Professional and upper level management 

positions in private security do not have readily agreed upon 

job titles like accountants, engineers, etc. 

8.2.1.3 Contract Guards 

In a 1975 survey of state licensing and regulatory agen

cies of private security, the PSTF found 7421 regulated con

tract guard and detective firms which employed 275,782 persons 

in the 33 responding states. These figures represent about 

1700 more firms and 30,000 more employees than the Census of 

Service Industries data showed two years later for 2ll of SIC 

7393, which also includes armored car and central station 

alarm firms. In the Hallcrest survey of licensing and regula

tory agencies in 1981, approximately 7800 guard and investiga

tive firms employing about 280 r OOO persons were regulated in 

just the six populous states of California, New York, Texas, 

Illinois, Ohio and New Jersey. While in some of the states 

there is a requirement that the local branch offices of firms 

pe licensed and there is some double counting of firms, the 

important point to note is that six years later our data show 

more firms and employees in just a few major states than the 

PSTF found in over 30 states with state government regulation. 

We estimated approximately 10,000 to 11,000 guard and detec

tive agency firms in the u.S. in 1982 by making a count of a 
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national mailing list firm, Yellow Page directory listings Qf 

major cl.tl.es, " and mal.'ll.'ng ll.'sts of insurance underwriters for 

the security industry. Dun and Bradstreet lists about 4000 

guard and detective firms that have applied to them for 

credit; and one national mailing list firm estimated about 

5500 detective agencies and 4000 guard firms in 1981. 

Our data indicate that there are about 2500 firms pri

marily engaged in providing private investigative services, 

and about 8500 firms providing guard services in the United 

States. We also estimate an annual business turnover rate of 

at least 20% based upon list updating of the insurance and 

mailing list firms and our analysis of telephone directory 

listings and the nondeliverable mailings on the national con

tractual security firm survey.20 

An estimate of the total number of persons employed by 

these guard and detective firms was developed in a two-step 

process. First, the Census of Service Indust~y (CSI) dis-

tribution of employee size of firm (see Table 8-14 in Section 

8.3) was applied to the number of estimated firms through firm 

sizes of less than 1000 employees, yielding 391,600 employees. 

The known number of employees from ten of the largest national 

and regional guard firms (see Section B.3) was added to the 

number of firms expected to employ over 1000 employees in the 

CSI distribution, yielding 150,000 employees of the 30 largest 

firms. The total number of contract guard and investigative 

firm employees, then, is estimated at 541,600. 
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8.2.1.4 Proprietary Guards 

The BLS Area Wage Survey data estimated the total number 

of proprietary guards at 208,110 in 1980 and at 220,189 in 

1981, an increase of 5.8%. Data used by BLS fOl: the National., 

Industry Occupation Matrix from the OES survey listed 271,308 

proprie~ary security guards in 1980. Applying their projected 

average annual increase to 1990 of 3% yields 287,586 guards in 

1982; applying the 5.8% annual increase from the BLS area wage 

surveys yields 302,779 proprietary guards in 1982. Making the 

assumption that contract guards now represent 61% of all em

ployed guards in the U.S. (up from 55% in 1978), proprietary 

guards would total 346,326 compared to our contract guard and 

investigator estimate of 541,600. It is interesting to note 

that this combined figure for just contract guards and in

vestigators and proprietary guards of 887,926 in 1982 ap

proximates the PSTF total employment figure for al.l private 

security positions in 1975. In the Hallcrest national survey 

of private security lic~nsing and regulatory ~gencies, agency 

administrators estimated at least a 2 to 1 ratio of security 

personnel (proprietary and contract) to law enforcement per

sonnel in their states. In the more populous states like 

Ohio, New Jersey, Texas, California and Illinois, the ratio of 

security employees to law enforcement officers was estimated 

at 3 to 1 and 4 to 1. Applying the conservative 2 to 1 ratio 

to the BLS figure (in Table a-I) of 550,884 state and local 

sworn police personnel yields approximately 1.1 million secu

rity personnel in the United States. 
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8.281.5 Alarm Company Personnel 

Drawing on the same sources used in estimating numbers of 

guard and investigative firms~ Hallcrest estimates that there 

were also about 10,000 alarm fi.rms in the u.s. in 1982. One 

major insurance underwriter for alarm companies maintains a 

mailing list of approximately 10,000 firms (not establish

ments). One national mailing list company compiled a list of 

8000 ~larm establishments from Yellow Pages of telephone di

rectories and other sources dating back to 1979 and 1980. 

Security Distri.buting and Marketing magazine cites 9500 alarm 

companies among their 13,000 readers, plus an additional 2240 

locksmiths and other security service companies secondarily 

engaged in alarm sales and installations. The 1977 Census of 

Service Industries listed only 1235 alarm establishments pri

marily engaged in maintenance and monitoring of burglar and 

fire alarm systems in SIC 7393-30, i.e., the individual of-

fices of central station alarm firms. Local alarm companies 

cannot be estimated from Census data since they are listed 

under the construction category of SIC l799 r Special Trades 

Electrical Contractors. 

Applying a 3% rate of growth to the CSI 1977 total for 

central station alarm establishments results in a 1982 total 

of 1420 establishments; then subtracting the 220 central sta

tions operated by the ten largest central station firms in the 

U.S~ listed by Underwriters Laboratories yields 1,200 central 

station firms in the u.S. in 1982. Using the median number of 
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15 central station employees from the Hallcrest national sur

vey data (see Table 8-6 in Section 8.3), and adding the esti

mated 6000 employees of the ten largest firms results in a 

total of approximately 24,000 central station alarm employees 

in 1982. A total of 25,740 local alarm company employees is 

estimated by using the median figure of three employees for 

the remaining 8580 estimated local alarm firms. The total 

number of estimated alarm company employees, then, is 49,740. 

8.2.1.6 Other Contract Secur i ty Services 

The Census of Service Industry data show a decrease in the 

number of firms and employees of armored car firms from 1972 

to 1977. Courier service is an important aspect of the opera

tion of these firms, and there also are firms that operate 

solely as courier services that compete successfully with 

armored car firms at the local level. Some decrease in number 

of firms might have occurred through acquisitions and in

creased used of electronic funds transfer and automatic teller 

machine convenience banking. Using armored transport industry 

estimates for armored car and adding security courier ser

vices, we estimate 26,300 employees of these firms. 

Based upon telephone directory listings for security 

equipment firms, we estimate that employees of access control, 

CCTV,and other security equipment installation firms (ex

cluding safe and vault and locksmith firms) to be perhaps as 

high as 30% of total alarm company em~loyees--an estimated 

15,000 employees. 
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The remaining category of contract security employees not 

d security consultants, covered by other categories inclu es 

security trainers and the providers of specialized security 

of established guard services not usually offered as part and 

h s document storage and investigative service firms, suc a 

We estimate approxidisposal, guard dogs, polygraph, etc~ 

'1' d secur i ty services other mately 5000 providers of spec~a ~ze 

than consulting. A government-published ~ctory-2! Se

curity Consultants (1972) listed 6622 consultants employed by 

are unrealistically high since they 128 firms. The f igun~s 

include some guard se~vice and investigative firms as well as 

academic institution~, assoc1at~onsr au , " thors publishers and 

other specialized resources surveyed for compilation of the 

d d nt consultants We es timate that actual in epen e directory. 

th n 2000 to 3000 sol ;c;t;ng business number no more a actively ......... 

t and loss prevenin such diverse areas as security managemen 

, k assessment and counter tertion evaluations, political r~s 

rorism, and security systems design. 

8.2.L 7 other Proprietary Security Workers 

Other categories of operational propr~ ~ 'etalu protective 

d by the Bureau of Labor Statistics service workers monitore 

fitting room checkers and other include store detectives, 

forms of security checking. Us~n9 , the BL8 projected growth 

11 for store detec-1990 ;n Table 8-3 of 5% annua y rates to ... 

tives, 

1982. 

O 1 06 store detectives in there were an estimated 2 , 

decline in the other security The BLS data forecasted a 
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worker Positions, but a 3.3% annual increase would be consis-

tent with other protective service worker Positions, notwith

standing the Wcontracting out" of those positions. All other 

operational security Positions v then, are estimated at 12,215 

for proprietary security. These two categories may be signif

icantly underreported in BLS data. Store detectives and other 

security workers are employed by many smaller retailers, 

branch stores and other businesses (e.g, transportation and 

distribution centers) which were not surveyed by BLS, i.e., 

under 50 employees in most SMSA's. 

8.2.1.8 Proprietary Security Managers and Staff 

As noted above, the lack of standardized definitions of 

managerial and staff Positions in private security make it 

very difficult for the government to track employment in these 

Positions. The 1982 year-end membership of the American So

ciety for Industrial Security (ASIS) of 19,000 includes not 

only corporate security managers and ~taff, but also gov-

ernment security manager~, managsrs of contract security firms 

and multiple memberships from the same company. The two major 

central station alarm firms of ADT and Honeywell, for example, 

have Over 100 members; and the largest guard service firms, 

Pinkerton's, Burns" wackenhut, and California Plant Protection 

(CPP), have nearly 400 ASIS members among their organizations. 

Members from the U.S. Government number nearly 1000. Large 

corporations like General Motors and General Electric each 
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have over 40 ASIS members, and IBM has about 80 members among 

their security managers. Some of these members are in subor-

dinate relationships to each other, and in turn manage other 

supervisory security personnel. 

To estimate total private sector security managers and 

staff from ASIS membership figures, three steps were followed 

in the Hallcrest national survey of proprietary security man-

agers using the ASIS membership: (1) all government, law 

enforcement, and contract security services and equipment sup-

pliers were eliminated; (2) the category of "position re

sponsibilities" was limited to corporate and department man-

agement and to division, section or unit security management; 

and (3) except in a few l.arge cities, no more than one person 

per location was sent a survey. The median number of persons 

reported as being under the responsibility of the responding 

security managers was 15 employees at that 10cat.1.Qn, not 

company-wide. Assuming that 40% of the ASIS membership repre-

sents this supervisory or managerial position of security 

responsibility, and applying only one-half of the median re

ported value number of employees would conservatively result 

in 53,225 security staff positions managed by 7097 managers, a 

total of 60,332 managerial and staff employees. Although some 

investigative employees would be included in the total number 

of employees, at this level of management they would be large

ly excluded, i.e., they would work for a secur i ty manager or 

st,ff supervisor of investigative activity. We estimate that 
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there are an additional 10,000 persons employed as investiga

tors in proprietary organizations, e.g., credit card investi

gators, insurance investigators, internal theft investigators, 

defense contractor companies, etc. 

8.2.2 Revenues and Value of Shipments to l~ 

An overview is provided in Table 8-5 of the most recently 

available historical revenue/value of shipments data. Using 

trendline projections (least squares method), the grand total 

for protective services and products is estimated at $14.9 

billion in 1985 for the listed categories of security products 

and services. Rapid changes in microprocessor, alarm, audio 

and video technologies to a large degree will shape the future 

growth of different categories and end user markets. The 

principal information sources used in this analysis of the 

growth trends in the private security industry were commer

cially available market research reports and standardized 

government documents. The principal measures of economic 

growth are revenues for the protective services category and 

value of shipments for the deterrent equipment, monitoring and 

detection equipment, and fire detection and control equipment 

categories.2l Value of shipments is the common economic value 

indicator used by government reports and provides the most 

consistent comparative database. Each of these categories is 

discussed in detail with supporting data in Appendix C. 22 

The primary purpose of the analysis is to obtain a current 

picture of the expenditures for private security goods and 
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TABLE 8-5 

PROTECTIVE SERVICES AND PRODUCTS 

HALLCREST PROJECTION OF REVENUES AND VALUE OF SHIPMENTS TO 1985 
($ millions) 

REVENUES 
Protective Services 
Guard & Investigations 
Central Station Alarm Monitoring 
Armored Car 

Protective Services TOTAL 

VALUE OF SHIPMENTS 
Deterrent Equipment 
Fixed Security Equipment 

(safes, vaults, cabinets, etc) 
Locking Devices 
Electronic Access Contro13 
Security Lighting 
Data Encryption Devices 
Security Fencing 

Deterrent Equipment TOTAL 

Monitoring and petection Equipment 
Intrusion Alarm Systems 

Local and Proprietary 
Central station 
Direct Connect 
Hold-up Systems 

Intrusion Alarm TOTAL 

Closed Circuit T.V. 
Electronic Article surveillance3 

Monitoring and Detection TOTAL 

Fire Detection and Control Equipment 
Fire Alarm systems 

Local and proprietary 
Central Station 
Direct Connect 

Fire Alarm Systems TOTAL 

Fire Extinguishers 
Smoke Detection 
Automatic Sprinkler Systems 

Estimated 
19l1 

$2945.0 
700.0 
390.0 

$ 105.2 

574.51 
19.3 

358.0 
10.0 

2359.0 

$ 199.2 
90.3 
63.9 

4.6 

$ 60.6 
31.3 

$ 65.0 2 
72.6 
21.9 

$ 207.31 
165.2

2 450.0 

Fire Detection & Control Equipment TOTAL 

protective services and Products GRAND TOTAL 
. 

1 1977 data 
2 1978 data 
3 U.S. domestic shipments only 

8-37 

PrOjected 
llll 

$4712.0 
1225.0 

48705 

$6424.5 

$ 316.1 

1160.7 
31.4 

530.0 
20.1 

3729.0 

$5787.3 

$ 303.4 
134.4 

87.5 
1.2 

$ 526.5 

$ 124.2 
~ 

97.3 

$ 748.0 

$ 193.0 
105.5 

46.1 

$ 344.6 

$ 400.0 
211.3 

1000.0 

$1955.9 

$14,915.7 

" . ~ .. 

In 
II 

~ 

/.., 

n 

~':~~ 

) 'l 

services and their probable near-term growth using trendline 

projections. The year 1985 was selected as a common base of 

comparison among available market research reports
1 

even 

though some offered forecasts to 1990 and 1995. Comparison 

among reports was difficult due to such factors as: inc~~sis

tent grouping of products among the various reports, failure 

to use available Standard Industr ial Classifications (SIC's), 

absence of citations and source references, and the applica

tion of inconsistent growth rates. Considerable skepticism 

should be attached to "prOjecting up" to even a 1985 total 

figure for the private security industry because of these 

methodological problems. Another difficulty is the absence of 

many protective services and products from our forecasted 

$14.9 billion 1985 total (largely due to unavailable SIC's), 

such as: 

• installation and service revenue of thousands of 
alarm companies; 

• miles of wire used in hardwire alarm systems; 

o custom-designed security equipment and services in 
proprietary intrusion detection, monitoring and 
access control systems; 

• surveillance and counter surveillance equipment; 

, personal protection devices (e.g., chemical and 
electronic repellants); and 

• security consulting services, including risk as
sessment security surveys, ~xecutive protection, 
computer security, fraud investigation, employee 
honesty testing, retail honesty shopping and other 
services which are not usually part of a "detective 
agency." . 
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In general, the markups taken by wholesalers and retailers in 

the distribution channel for security product sales and ser

vices are not reflected in the totals, nor are the installa

tion costs of either simple or comple~ security systems. 

Conservatively applying these markups at 40% to the shipment 

value of products in Table 8-5 would add approximately $3.5 

billion to the total $14.9 billion. If all secur i ty services 

and ancillary equipment and distribution channel markups were 

accounted for, we estimate that private protective service and 

product revenues could reasonably be expected to be in the $15 

to $20 billion range by 1985. 

The results of our research efforts include two observa

tions that impact assumptions of security industry size and 

growth: (1) where SIC codes are available, trendline projec

tions and market research report projections have in many 

cases been in close agreement, definitional problems notwith

standing; and (2) a broad range of continually growing secu

rity products and services, both large and small in volume are 

not, and perhaps cannot, be tracked and validated through SIC 

reporting. Thus, there is no question that private security 

is a multi-billion dollar and continually growing industry, 

despite the methodological concerns with aggregate projections 

of security industry size by revenue and value of shipments to 

1985, and with market research report projections to even year 

1995 (Predicaste, $53.4 billion). 23 
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8.2.3 Key Demand For~ 

The previous section of this chapter briefly discussed 

several theories on the growth of private security in the past 

decade. The key demand forces that accelerated growth in the 

late 1970's will continue to provide growth in the 1980's: the 

prevalence and fear of crime~ declining public law enforcement 

resources; and private protective initiatives of individual 

citizens, neighborhoods, businesses, and institutions. Guard 

and investigative service revenues alone are estimated at 

$12.2 billion in 1995 by Predicasts--close to Hallcrest's 

range for overall security industry projections to 19851 The 

single greatest demand factor influencing growth will be the 

ability of public resources (1) to recognize that a funda-

mental shift of protective resources from the public to the 

private sector has occurred, and (2) to forge new operational 

relationships and mechanisms for protection of communities. 

These initiatives will affect relative rates of expenditures 

between public and private sectors, contractual and proprie

tary security, and technology and hUman services. 

Another major demand factor will be rapid changes in 

technology and lower end user prices for many security prod

ucts, thus making many more protective devices available to 

the mass consumer market. Although forecast data are all but 

nonexistent at this time, robotics (or computer-controlled 

robotical devices), for example, may begin to make major 

market penetration for security monitoring and surveillance, 

replacing to some extent, human and lower levels of security 
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technology now frequently used. Another good example is the 

application of emerging thermal optics, laser, microwave and 

digital technologies to CCTV. These technologies potentially 

can overcome existing camera limitations associated with low-

light conditions and range of light intensity. Thermal optics 

is evolving to apply thermal imagery principles to differen

tiate temperature variations between objects, which would 

eliminate the need for light. Use of digital, optical fiber, 

and microwave transmission can also eliminate costly cable and 

improve system security over long distances. 

for a fuller discussion.) 

8.2 .. 4 Growth Trends by Category 

(See Chapter 13 

R~ni~~Ling_and_d~~~~~i~n_~Quipm~ appear to be the 

strongest performing sector to 1985. Particularly high rates 

of growth are indicated for electronic article surveillance 

systems, and closed circuit television (CCTV), while direct 

connect intrusion alarms to police departments will decline 

sharply. Some of the major forces supporting the growth of 

this category are: 

• computer-based systems integrating protection, 
energy, and facilities management; 

• insurance incentives (premium reductions/dis-
counts); 

• security expenditure tax credits; 

• high inventory shrinkage rates, 

• increased residential security market penetration; 

• increased use of computerized central monitoring 
services for local alarms; 
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~ limited police response to alarm systems; 

• general budgetary and manpower constraints on pub
lic law enforcement. 

Deterrent eguipment, like monitoring and detection equip-

ment, will benefit in the shift from the human security ser-

vices to electronic/automated security systems. Yet, the 

highest technology areas--electronic access control and data 

encryption units for computer security systems--promise to be 

extremely high potential growth areas. Electronic access 

control, especially, has been experiencing extremely favorable 

growth rates. Security fencing growth has been consistently 

strong over the past five years and should continue. 

Fixeg §ecyrity eguipm~, indicate relatively lackluster 

growth rates, particularly when inflation rates are 

considered. 

Protective seryice§ growth lags the technology categories, 

in part because of technological displacement of guaids. 

Guard and investigative services will still continue to ex-

perience growth due to increased conversion from in-house to 

contract guards, declining public police resources, and the 

considerable potential for contracting out of some traditional 

law enforcement activities discussed in Chapters 5 and 9. The 

growth of central station alarm services will depend largely 

upon their ability to expand beyond a commercial business base 

and successfully penetrate the residential alarm market, more 

recently the stronghold of local alarm companies and wireless 

intrusion detection systems. Sluggish growth rates and the 
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increased use of electronic funds transfer will limit armored 

car service expansion to a relatively small scale. 

All indications point to the .fire detection and control 

category being outpaced by all the other categories. The boom 

is well over for residential smoke detectors. Good potential, 

however, still exists in local and proprietary alarms, central 

station alarm systems, and automatic sprinkler systems. 

8.2.5 End User Market Sum~ 

In each category incorporated -in the economic outlook in 

Appendix C, atte~tion is given to key end user markets. The 

current size and respective growth rates of residential, com-

mercial, financial, industrial and transportation sectors vary 

considerably by security category. Figure 8-3 summarizes 

Predicasts estimates of the overall potential of the various 

security market segments to 1985. Based on the Predicasts 

analysis, general consumer or residential markets will ex-

perience the largest growth rates to 1985. Fire control regu-

lations, greater use of alarm systems and a greater awareness 

and concern on the part of the public for sequrity appear to 

be the major supporting forces. Commercial and financial 

markets will also benefit from integrated security systems, 

higher incidence of retail business crime, electronic funds 

transfer and automated banking, insurance premium incentives, 

regulation, and increased sophistication of equipment. The 
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Consumer 
$1.5 Billion 

10.2070 

Industrial! 
Transportation 

$6.3 Billion 
43.0070 

1985 

Commercial! 
Financial 

$5.4 Billion 
37.0070 

Security Expenditures 
$14.5 Billion 

Figure 8-3 
1985 Forecasted Private Security Expenditures by Market Segment 

Source: Private Security Illdustry Report, E55, Predicasts, Inc., Cleveland, Ohio, 1979. 
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industrial and transportation markets and institutional mar

kets will be outpaced by the above segments according to the 

Predicasts forecasts. 

The following sections present the anticipated growth for 

maj or secur i ty categor ies summar ized in Table 8--5. Pr imary 

emphasis has been placed on protective services (guard, in

vestigation, armored car, alarm monitoring) and alarm equip

ment, since these are the most visible components of private 

security and have the most interaction and impact on relation

ships with public law enforcement. Detailed analysis of all 

categories is contained in Appendix C. 

8.3 PROTECTIVE SERVICES: GUARD AND INVESTIGATIVE, ARMORED CAR 
AND CENTRAL STATION ALARM SERVICES 

8.3.1 Category Definition 

The U.s. Department of Commerce Standard Industry Classi

fication (SIC) 7393 includes contract (outside) guard and 

patrol service firms employing guards and watchmen, private 

investigative services, armored car firms, and central station 

alarm services~ The proprietary (in-house) protective service 

employees of business, industry, institutions, and other pri

vate sector entities are excluded from SIC Code 7393. Data in 

SIC 7393 are captured separately for detective agencies and 

guard services, armored car firms, and central station alarm 

companies. As noted in the summary section, many other secu

rity services are not captured by these reporting categories: 
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secur i ty consul ting, secur i ty sys terns design, secur i ty s ur

veys, specialized fraud and computer investigations, employee 

honesty testing, retail honesty shopping services, etc. These 

services are both preventive and investigative and frequently 

are not part of ~detective agencies n (SIC 7393-10). 

Detection of deception testing (e.g., polygraph and psy

chological stress evaluators) is often a service performed by 

some guard service firms and some investigative firms, yet 

many specialists abound in this field where services cannot be 

distinctively captured by SIC reporting. Many of these nother 

services n are major growth areas even though the aggregate 

revenues are not significant, e.g., executive protection and 

political risk assessment consulting. Similarly, the growth 

of these services cannot be tracked with SIC codes. 

Central station alarm services earn significant revenues 

from monitoring intrusion detection and fire alarm systems. 

Yet, there are less than 500 central stations meeting the 

standards of underwriters Laboratories and the National Pire 

Protection Association, and a total of less than 1300 central 

station firms are captured in SIC 7393-30 among our estimated 

10,000 alarm companies in the U.s. The installation and ser

vice revenues of thousands of local alarI1l companies become 

nlostn in SIC's 1731 and 1799 as SpeCialty Trades Electrical 

Contracting. Additionally, there are over 2200 locksmiths and 

other firms secondarily engaged in alarm sales and service. 24 

Thus, summary data for SIC 7393 presented in this section 

do not comprise a comprehensive listing of protective service 
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revenues, since many types of protective services other than 

guards, investigations, armored car and central station alarms 

are not capturedc 

853.2 Industry structure 

8.3.2.1 Contractual Firm Business Profile 

There are a few large security companies of national scope 

and also a few fQrtu~ 500 corporations diversified into 

security services or products; but, for the most part, secu

rity services are mostly provided by locally owned or operated 

companies. CSI data on size of firm and receipts in. Appendix C 

tables make it clear that the industry is dominated in 

number of firms by the small size firm. While there are 21 

firms with 1000 or more employees grOSSing between $10 to $50+ 

million, firms with fewer than five employees a~counted for 

about 40% of all firms, and firms with fewer than ten em-

ployees accounted for 60% of all firms in 1977. 

In the 1381 Hallcrest survey of contract security com

panies, firm owners or managers were asked to list annual 

revenue, payroll, numbers of employees and supervisors, and 

the salary of the senior manager. On a comparative basis with 

Census data, Hallcrest data represent establishments at the 

local level--i.e., individual companies or the branch or 

regional locations of a large security firm. The sample 

distribution of revenue and employment size indicates tha~ 

both the small local firm and major regional and national 

security firms were well represented. A composite picture or 
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business profile of various categories of security service 

companies is displayed in Table 8-6. 

It is interesting to note the differences in size of firms 

among the different categories for the median values dis

played. The categories represent respondent class identifi

cation of their primary business type on the basis of revenue, 

regardless of the range of services provided. In some cases 

where more than one pr.imary business category was Checked, new 

aggregate categories were created for data tabulation and 

analysis; e.g., most guard and patrol se~vices provide in

vestigative services, but where both categories were checked, 

the category of Guards and Investigators was used. (A further 

b~eakdown of the Hallcrest national survey data is included in 

Tables 8-7 to 8-9 by type and size of security service.) The 

1981 national survey data indicated, similar to Census data, 

that industry structure of security services is dominated by 

small firms. 

8e3.2.2 Guard and Investigative Services 

The respondents to the Hallcrest national survey of local 

managers and owners of guard firms were divided almost evenly 

with a one-third distribution among the size of firms: less 

than 25 employees, 25 to 100 employees and greater than 100 

employees. Median value personnel and annual revenues by firm 

size are displayed in Table 8-7. We believe that larger firms 

~nd offices were over-represented in our survey responses even 

though the sample selection was done on a stratified random 
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TABLE 8-6 

" BUSINESS PROFILES OF CONTRACT SECURITY COMPANIES (MEDIAN VALUES) 

EMPLOYEES Senior 
Annual Full Part Manager 

(' Primary Business Type (n=) Sales Time Time Salary 

Alarms/Equipment 

Central Station 84 $ 712,500 15 .. 2 .4 $33,500 
Local Alarm 96 205,000 3.0 .7 24,500 
Alarms 21 375,000 7.3 .4 26,500 
Security Control Equipment 11 375,000 5.7 .2 25,000 
Security systems 14 275,000 5.5 .3 26,250 

226 
t 

Guards/Investigators 

Guard and Patrol 174 1,275,000 74.8 20.4 29,000 
Guards/Investigators 14 335,000 11.5 10.2 22,500 
Private Investigators 56 155,000 2.7 .8 31,2.50 

(' Full Service Firms 14 468,750 26.5 11.0 27,500 

258 

Armored 
(: 

Car 14 3,500,000 30.0 12.5 33,750 

Other 

Polygraph/Deception Detection 5 75,000 1.3 4.0 25,000 
Security Consultant 9 105,000 3.0 .3 23,750 t: Guard Dogs 4 275,000 5.0 le7 20,000 
Miscellaneous/Unclassified 29 

47 

J!f' TOTAL SAMPLE 545 Firms ..,. 

1 Type of business not identified or did not complete these survey 
items 

SOORCE: National Survey of Contractual Security Firm Managers and 
Owners, Hallcrest Systems, Inc. 1981 

'( 
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TABLE 8-7 

GUARD AND PATROL SERVICE 

BUSINESS PROFILE BY SIZE OF FIRM (MEDIAN VALUE) 

Operating Characteristic 

Personnel 

Full-time 
Part-time 

Supervisors 

Gross Annual Sales 

Annual Payroll 

Senior Manager Salary 

Gtoss Annual Sales 

less than $50,000 
$50,000 to $99,000 

$100,000 to $249,000 
$250,000 to $499,000 
$500,000 to $999,000 

$1,000,000 to $4,999,000 
greater than $5,000,000 

TOTAL 

~erage Annual-Sales Increase(5yrs) 

ie;i~1.':J- than 10% 
10 to 14% 
15% or greater 

TOTAL 

N = 202 

FIRM SIZE (TOTAL EMPLOYEES) 
less than more than 

$ 

25 25-100 100 

8.3 
7.8 

1.9 

175,000 

85,000 

21,500 

18% 
18% 
35% 
20% 

8% 
2% 

100% 

18% 
14% 
42% 

74% 

63.0 
21.0 

4.2 

$703,000 

550,000 

30,500 

9% 
9% 

25% 
39% 
18% 

100% 

21% 
16% 
38% 

75% 

200.0 
49.6 

7.7 

$3,000,000 

2,700,000 

33,000 

2% 
6% 
8% 

68% 
15% 

100% 

28% 
18% 
50% 

96% 

SOORCE: National Survey of Contractual Security Firm Managers and 
Owners, Hallcrest Systems, Inc. 1981 
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TABLE 8-8 

BUSINESS PROFILE OF PRIVATE INVESTIGATIVE FIRMS 

(MEDIAN VALUE) 

Operating Characteristics 

Gross Annual Revenues 
Annual Payroll 
Senior Manager Salary 
Full-time employees 
Part-time employees 
Supervisors 

Gross Annual Revenues 

less than $55,000 
$50,000 to $99,999 

$100,000 to $249,999 
$250,000 to $449,999 
$500,000 to $999,999 
$1 million + 

TOTAL 

Average Annual Sales Increase (5 yrs) 

less than 10% 
10 to 14% 
15% or greater 

TOTAL 

N = 56 

$155,000 
60,000 
31,250 

3 
1 
1 

30% 
25% 
17% 
15% 
11% 

2% 

100% 

10% 
10% 
55% 

75% 

SOURCE: National Survey of Contractual Security Firm Managers 
and Owners, Hallcrest Systems, Inc. 1981. 
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TABLE 8-9 

ALARM COMPANY BUSINESS PROFILE FOR 

AREA OFFICES OR LOCAL COMPANIES (MEDIAN VALUES) 

Operating Characteristics 

Gross Annual Sales 
Annual Payroll 
Senior Manager Salary 
Full-time Employees 
Part-time Employees 
Supervisors 

Gross Annual Sales 

less than $50,000 
$50,000 to $99,000 

$100,000 to $249,999 
$250,000 to $499,999 
$500,000 to $999,999 

$1 million to $4,999,999 
greater than $5 million 

TOTAL 

Average Annual Sales Increase (5 yrs) 

less than 10% 
10 to 14% 
15% or greater 

TOTAL 

$ 

ftPE OF 
Central 
Station 

712,500 
355,000 

33,500 
15 
.5 
3 

8% 
5% 

14% 
24% 
17% 
26% 

6% 

100% 

11% 
20% 
50% 

81% 

N = 84 

$ 

FIRM 
Local 
Alarm 

205,000 
75,000 
24,500 

3 
1 
1 

23% 
19% 
24% 
16% 

7% 
9% 
1% 

100% 

17% 
10% 
56% 

83% 

N = 96 

SOURCE: National Survey of Contractual Security Firm Managers 
and Owners, Hallcrest Systems, Inc. 1981. 

8-52 



f 

basis--i.e., smaller firms were just as likely to have re

ceived a survey. Conversations with guard industry executives 

and large insurance underwriting companies for guard firms 

indicate that the industry is dominated in numbers of firms by 

the small guard firms. As guard service firms become larger, 

they tend to expand their services beyond guard and patrol 

service to such services as investigation, bodyguards, and 

occasionally they offer alarm and armored car services. In 

some cases these multi-service firms began as private detec

tive agencies which then supplied guards for selected clients. 

Overall, the most prevalent local guard service firm is, in 

fact, a guard and patrol service with few employees and with 

local annual revenues of $50,000 to $200,000e 

Considerable attention has been focused in the commer

cially available market research reports on the large national 

f i rrns and reg ional firms. The follow ing is a Ii st ing of the 

top ten national companies and their 1982 revenues as reported 

to Security Letter Source Book: 25 

Company 

Pinkerton's, Inc. (American Brands) 

Burns International Security Services 
(Borg-Warner) 

The Wackenhut Corporation 

CPP (California Plant Protection) 

Wells Fargo Guard Services 
(Borg-warner) 

Globe Security Systems, Inc. 

Guardsmark, Inc. 
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1982 Reported Reyenues 

$ 305,000,000 

260,000,000 

208,000,000 

120,000,000 

117,000,000 

70,000,000 

50,000,000 

American Protection Services 

Advance Security, Inc. 

stanley Smith Security, Inc. 

Allied Security, Inc. 

46,000,000 

45,000,000 

35,000,000 

27,500,000 

The size of these firms ranges from about 10,000 employees to 

more than 30,000 employees; a few are larger than any federal, 

state, or local law enforcement agency. Employee totals (all 

positions) for these national firms would account for only 

about one-third of the BLS estimated total of 341,102 contract 

guards in 1980. The smaller firms provide strong competition 

at the local level, although larger firms are more competitive 

for large accounts and for multiple locations of large com-

panies which can be staffed by branch off ices. In the Hall

crest survey of major national and regional guard firms, the 

small local firm was projected to gain an increasing market 

share to 1985. 

Large staffs are unusual for investigative firms~ most 

are sole proprietors or two or three person operations. Some 

firms have a stable client base and are specialized in the 

areas of investigation or "cases" which they w ill undertake. 

The firm listing itself as a "private detective" agency gener

ally is small and accepts a wide var iety of cases for investi

gation. Hallcrest national survey data in Table 8-8 show the 

average private investigative firm employs three persons with 
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$155,000 in median annual sales. In our national reconnais

sance interviews, a few investigative firms were encountered 

with 20 or more employees with several branch offices, and 

there are several national employee background investigation 

and honesty testing firms. Equifax, for example,. the insur

ance investigating, employee screening and credit reporting 

firm, has a network of 3,500 nfield agents. n26 The data, 

however, favor the sole proprietorships and partnerships with 

few employees. 

8.3.2.3 Armored Car and Courier Services 

Armored car firms have a fiduciary relationship with their 

customers in assuming liability for shipments while in their 

possession. The high capitalization involved in armored 

trucks and fidelity insurance costs have been significant 

barriers to entry into the armored car industry. The industry 

has been dominated by a few large firms, for example: 

SELECTED MAJOR FIRMS 

Brinks (Pittston) 
Wells Fargo (Bak~r Industries) 
Purolator Armored 
Loomis Armored car (Mayne Nickless, Ltd.) 
Armored Transport 
Federal Armored Express 

Brinks, Wells E'argo and Purolator are the largest ~firms and 

have dominated business in the Federal Reserve Syst.m. Since 

January 1982, the banks pay for transport services rather than 

the Federal Reserve districts, and this has opened up more 

bank business for smaller armored transport firms. A firm 
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would likely still need a 20-to-30 truck fleet to compete 

successfully in banking, depending upon geographical location 

and branch banking laws. Commercial accounts have been the 

primary business base of the small independent local com

panies. Spokesmen for the two major industry associations 

(Independent Armored Car Operators Association and National 

Armored Car Association) suggest that both large and small 

firms have carved out their own marketplace. In addition, a 

few "full service" guard service firms provide armored car 

services. Some firms have gone to light-weight armored vans 

in an effort to reduce operating costs, but other firms ques

tion the abili ty of vans to afford the same level of protec-· 

tion, especially in light of recent major assaults by heavily 

armed groups. 

8.3.2.4 Central, Station Alarm Monitoring Services 

Similar to the guard industry there are only a few na

tional and major regional central station alarm firms with a 

significant market share. Below are nine major firms listed 

by Underwriters Laboratories (UL) in 1981 that operate about 

half of the approximately 450 U.L.-listed central stations in 

the u.S. 

SELECTED MAJOR CENTRAL S~~TION ALARM FIRMS 

ADT 
Honeywell 
Wells Fargo 
Electro-Protective (N.J.) 
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I Central Stations 

143 
40 
36 
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Alarmex (CA) 9 
Holmes Protection (NYC) 8 
American Prot~ct.ion Industries (CA) 5 
Smith Alarm Systems (TX) 3 
Crime Contr.ol, Inc. (IN) 3 

In addition, Sonitrol, Rollins, Dictograph and Westing

house (WESTEC) have national coverage on a franchise basis. 

Frequently, "central s'ta tion alarm companies tend to be closely 

held family businesses. The large national firms retain a 

significant base through national accounts with major corpora

.tions for protection~ of their facilities at multiple locations 

around the nation. The 1977 C~us of Service Indu~~~~ 

listed 1235 total central stations which would account for 

less than 15% of the estimated 10,000 local and central sta-

tion alarm companies in the u.S. The Hallcrest national 

survey of security firm local managers and owners disclosed 

that the average central station alarm firm employs about 25 

people with median annual sales of $712,500. Table 8-9 shows 

the national survey distribution of both central station and 

local firms by annual sales. Sales data include revenue from 

monitoring and installation of alarm equipment. Central sta

tion alarm firms are considerably larger than most local alarm 

companies with median revenues nearly three times as large. 

Less than 20% of local alarm companies reported annual sales 

greater than $500,000. While the major national and regional 

central station alarm firms listed above earn significant 

revenues, they do not dominate the alarm industry either in 

sales or in number of cli~nts served. 
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8.3.3. Past and Forecasted Growth 

Hallcrest proj ects the growth for protective services to 

$6.4 billion in 1985 at an overall average annual grqwth rate 

of 11.8%. Table 8-10 shows higher rates of growth for guard 

and alarm services. These projections are supported by trend 

line projections of past rates of growth, the Hallcrest na

tional survey data, and the key markets and demand forces to 

be discussed in this section. 

TABLE 8-10 

HALLCREST GROW'lIH PROJECTIONS TO 1985 

PROTECTIVE SERVICE REVENUES 

Seryic~ 

Guard and Investigative 
Armored Car 
Central station Alarm 

Revenue($ million) 
llBJJ. lllS. 

$2945 
390 
700 

$4035 

$4712.0 
487.5 

1225.0 

$6424.5 

Avg Annual 
.1 Change 

12.0% 
5.0% 

15.0% 

11.8% 

The Hallcrest survey of major national and regional guard 

companies shows most companies reporting annual rates of 

growth of 15% or greater from 1976-1981. In the Hallcrest 

national survey of local guard and patrol service offices, 45% 

of the respondents reported average annual revenue increases 
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of 15% or greater; 17% reported increases of 10% to 14%. At 

the same time, the prominent industry firms of Pinkerton's, 

Burns, and Wackenhut recorded five-year average sales growth 

of 9.4%, 6.3% and 11.0%, respectively, on combined earnings of 

$763 mill~on in 1981. 

The Predicasts armored car revenue projections are un-

zealistic given past growth rates and the increased use of 

electronic funds transfer. Even a 5% annual growth rate (less 

than one-half of the Predicasts estimate) would be a robust 

rate of growth for the armored car industry. The Hallcrest 

, national survey did not have a statistically adequate sample 

size for armored car firms, but less than half of the armored 

car firms reported annual growth at the Predicasts level. 

Annual growth of central station alarm services to 1985 

also can be supported by past actual growth and key market and 

demand factors. In the Hallcrest national survey of central 

station area managers and owners, 55% reported average annual 

revenue increase of 15% or greater for 1976-1981, 22% reported 

increases of 10 to 14%. While local alarm services will con-

tinue to increase substantially in the residential market, the 

increased use of digital communicators from local alarm sys-

tems to a central station or remote location monitoring ser-

vice should ensure the continued growth and competitive posi-

tion of central station services. 

8-59 

!I 
1 

~~~------------~.-~- --- -- -

8.3.4 Key Markets 

8.3.4.1 All Market Segments 

Figure 8-4 displays a rank ordering of current high, 

medium, and low business volume by market segment as rated by 

guard service and central station alarm firm area managers in 

the Hallcrest national survey. The Hallcrest survey respon-

dents were asked to rate their highest client areas of service 

by ousiness volume. Retail trade and residential areas were 

nearly equal as the highest volume markets for c~ntral station 

alarm services. While the market segments in the Hallcrest 

survey were more comprehensive, the Predicasts aggregate mar

ket segment estimates for 1985 are reasonably consistent with 

them. One notable exception is the residential market which 

Predicasts estimates at less than 20%. Central station man-

agers and owners rated residential alarm subscribers as a very 

high area of business volume. The armored car industry will 

continue to have its traditional base in the commercial and 

financial sectors. In the Hallcrest survey of major national 

and regional security firm executives, there was considerable 

agreement on market segments for growth from 1980 to 1985: 

they closely paralleled current market segment business volume 

as shown in Figure 8-4. As noted in the subsequent section on 

key demand forces, the potential for contracting out for tra-

ditional police services and reduction in government use of 

state and municipal proprietary guards could create a substan

tial growth market in the government sector. 
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High 
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Medium 
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Low 
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II 

Guard Service 

MANUFACTURING 
CONSTRUCTION 
RETAILING 

RESTAURANT /LODGING 
SHOPPING CENTERS 
TRANSPORTATION 
BANKING/FINANCE 
HOSPITAL/ 

HEALTH CARE 
RESIDENT IAL 

EDUCATION 
UTILITIES 
GOVERNMENT 
PUBLIC HOUSING 
ARt-vfED FORCES 

(N - 202) 

1 

}'igure 8-4 

Central Station Alarm 

RETAILING 
RESIDBNTIAL 
MANUFACTURING 

SHOPPING CENTERS 
CONSTRUCTION 
RESTAURANT /LODGING 
DISTRIBUTION/ 

WAREHOUSING 
EDUCATION 
BANKING/FINANCE 

TRANSPORTATION 
GOVERNMENT 
HOSPITAL/ 

HEALTH CARE 

(N - 84) 

Guard Service and Central Station Alarm Firm 
Business Volume by Market Segments 

Source: National Survey of Contractual Security Managers and Owners, 
Hallcrest Systems, Inc., 1981. 
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8.3.4.2 Industrial and Transportation Markets 

Industrial plants and warehousing, shipping, receiving, 

and transportation of their goods will continue to be the 

primary business base for guard services. Guard companies in 

the Hallcrest major national company survey singled out manu

facturing as the highest future growth area, followed closely 

by utilities and warehousing/distribution centers. Airports, 

bus depots and other passenger transportation facilities will 

continue to employ contract guard services. The movement of 

some industrial security program~ to proprietary integ:.ated 

security systems will slow the growth of central station alarm 

monitoring services in this market. Armored car services are 

often required for movement of precious metals for elec

tronics, aerospace and other high-technology industries. 

8.3.4.3 Commercial and Financial Markets 

The major market segment for armcred car and courier 

service will be commerci~l and financial business. Some firms 

have com~ined Automatic Teller Machine (ATM) pickups with ser-

vicing of the units. Expanded use of ATM's in outlying non

bank facilities will stimul~te use of armored car services. 

Movement of coins will still be required despite increased use 

of electronic funds transfer~ Similarly, retail businesses 

will continue to be a majot market for central station alarm 

services, especially where insurance underwriting requirements 

or premium reductions encourage the use of monitored alarm 

systems. Decreased availability of public resources will 
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fUrther decrease the use of direct-connect alarms into smaller 

police departments that have maintained them. Most large law 

enforcement agencies have eliminated direct-connect alarm 

monitoring by their communication divisions during the past 

decade. 

8.3.4.4 Institutional Markets 

Hospitals and college campuses traditionally have been 

protected by proprietary secur i ty forces, often with special 

police powers. Rising costs of health care and decreasing 

federal student loan support will force hospitals and colleges 

to look more toward contract security guard forces to cut 

operational costs. As crime rates of the cities become re

flected in institutional campus settings (cities unto them

selves), contract guards will likely be used to supplement 

existi~g in-house or special police personnel. 

8.3.4.5 Consumer or Residential Market 

In the Hallcrest national survey, 81% of the central 

stations reported "significant increases" from 1976-1981 in 

services to residential clients. Current volume of business 

in residential areas was rated nearly equal with retail trade 

subscribers. Hardwire systems of central station companies 

have not been as competitive in recent years with lower cost 

wireless systems, but the desire for monitored response will 

increase central station monitoring of local alarm company 
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installations using digital communicators. Predicasts fore-

casts that the residential market for central stations will 

double between 1978 and 1985 to account for 17% of total cen

tral station revenue. Currently, less than 5% of households 

have alarm systems. Successful penetration of the residential 

market will depend upon consumer education and demonstrated 

cost effectiveness of alarm systems against property crime~, 

Decreased availability of law enforcement personnel for 

residential patrols and high property crime rates will create 

a demand for residential security patrols. In the past, 

residential patrols have been limited to high-density apart

ments and condominiums, luxury high-rise buildings, and exclu-

sive residental subdivisions. More recently, these services 

have extended to public housing and middle class neighborhoods 

with voluntary neighborhood patrols being replaced by contract 

security patrols--not unlike the early birth of private secu

rity/watchmetlw.i:~h the collapse of citizen watches two cen

turies ago. Some areas, with heavy police workload and slow 

alarm response time, will likely see an increase in combined 

alarm response and security patrol service. Overall, major 

national and regional security companies in the Hallcrest sur

vey see both patrol service and central station alarms as 

having a moderate demand in the residential market~ 
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8.3.5 Key Demand Forces 

Contract private security has occa9ionally been described 

as a "recession-proof" industry; that is, a concern for pro

tecting and preserving assets is heightened by an increase in 

crime, or fear thereof. This scenario is not entirely sup-

ported by facts. The do t wn urn economy of recent years has 

caused some reductions in corporate secur1'ty d' spen 1ng that are 

not always offset by the use of contract security. The rate 

of crime has increased steadily in the late 1970's but, in 

fact, the absolut b e num er of reported property crimes and 

burglaries has decreased steadl'ly sl'nce reaching an all-time 

high in the second and third quarters of 19 80, accor.ding to 

FBI ten-year trends in UCR crime data. 27 For the first six 

months of 1982, decreases were reported in property crime, 

(-6%), burglaries (-11%), and robberies (-7%) over the same 

p 'd' 1 28 erlO 1n 981. Yet, contract security services have 

sustained healthy growth in recent years along with most 

service industries in the ml'dst of a 1 _ s uggish national econ-

omy. The key demand foeces Whl .i will influence the near-term 

growth of contract secur ity s . vices are.' . technological dis-

placement of labor-intensive ,Iervices and conversion to con

tract guard services by both the private and public sectors. 

8.3.5.1 Tech~ological Displacement of Traditional Security 
SerVlces 

Electronfc funds transfer has already been mentioned as 

impacting armored car services. Electronic mail and improved 
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data transmission safeguards will reduce the demand for cou-

rier services which provide extensive services in transporting 

confidential documents. At the same time, increased access to 

computer centers from remote terminals and personal home com

puters will increase the need for transportation to off-site, 

back-up storage facilities. This could become a substantial 

growth market for armored car and courier services as well as 

highly secured private safe deposit centers. 

All market segments have made increasing use of technology 

in access control, monitoring, perimeter security and interior 

space protection to offset rising costs in human services. 

The use of several CCTV surveillance cameras monitored by a 

single guard, for e~ample, can perform the surveillance work 

of additional guards on foot or !notorized patrol. In a 1981 

survey by Secqrity lS~, 80\~ of corporate executives antici

pated increases in security equipment expenditures over the 

next five years, but only 47% expected increases in guard 

forces.29 In reality, wholesale reduction in guard forces 

does not result from acquisition of new equipment; rather, 

personnel are integrated with equipment for more cost

effective secur ity co,,~eJcage. Overall, contract guard growth 

will be slowed by technological displacement, but the full

service contract security firms with i;:,.,.»::rd service, alarm 

monitoring and response, and other security equipment will 

have a strong market position in delivering security services. 
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Monitoring and detection have primarily been the province 

of central station alarm firms, but increasing numbers of cor

porate and institutional security programs have gone to pro

prietary (in-house) central stations. The Security World cor

porate executive survey and their earlier 1980 survey of loss 

prevention managers show that approximately one-third of se

curity programs use contract central stations while about one

fourth have proprietary central stations. 30 Proprietary cen

tral stations provide more rapid response and action by guard 

personnel who are more familiar with the facility. 

The capital investment in a proprietary central station is 

not initially recovered through savings in monthly monitoring 

and service contract charges. Increasing numbers of commer-

cial, industrial and institutional facilities have been inte

grating the monitoring of security (alarm and access control), 

fire, and energy management. In a 1982 Security Wor~ survey 

of .corporate executives, security and loss prevention direc

tors, and facility managers, 66% of all respondents stated 

that they would be adding fully integrated security systems 

within the next five years.3l In fully integrated systems, 

energy savings are anticipated to offset the high capitaliza

tion in security equipment. The use of microwave relay in 

place of coaxial cable for signal transmission of CCTV cameras 

to monitors will allow larger facilities with remote locations 

to more cost effectively install proprietary central stations. 
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Integrated systems can be expected to impact guard ser-

vices and central station alarm monitoring services. The in-

cr~ased use of integrated systems may require more skilled 

security personnel for monitoring and response. Integrated 

systems do not necessar ily mean propr ietary moni tor ing. In 

the same Security rl.2.tlg survey, 45% of the corporate exec!.l

tives were uncertain as to whether the proposed integrated 

system would be monitored by a proprietary or contract central 

sta tion. Thus, integ ra ted systems moni tor ing could be a 

strong area of growth for central station firms, if they can 

position themselves correctly in the marketplace. The major 

drawback to market share attainment will be alarm signal 

transmission costs (largely leased telephone lines) for con

tract firms which are passed onto sUbscribers. 

Large-scale integl~ated systems are usually found only in 

luxury residential (apartment, condominium, resort) settings, 

and the large industrial, medical, institutional and commer

cial complexes. A growing numb~r of central station alarm 

companies have beell competing successfullyw ith proprietary 

s~ster..3 for access control monitoring. Data from individual 

card readers are relayed from a client's building through a 

modem and leased telephone ll.'nes to t compu ers and monitoring 

units in the central station office. This system provides the 

security advantage of independent monitoring and logging of 

entries, thus minimizing opportunities for collusive theft 

through unauthorized access. The l~rgest growth potential is 

for the smaller faCility which can effectively achieve 24-hour 
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facility management and access control without high costs for 

monitoring stations and/or guard service. The single guard 

post manned 24 hours a day is primarily a small guard firm 

client base. Remote access control monitoring by central 

station firms could significantly reduce the market for small 

guard firms servicing a few accountse One-third of contract 

firms surveyed by Hallcrest have less than 25 employees or the 

equivalent of about six client accounts with 24-hour guard 

posts. 

8.3.5.2 Conversion to Contract Guard Services 

Predicasts estimated contract guards as a percentage of 

total protective service workers would increase from about 55% 

to 60% of all guards by 1985. Basea upon Hallcrest interviews 

with security guard companies throughout the country and the 

two case study sites, contract guards may well account for 65% 

of all guards by 198,5. In a 1980 Securill_Horld survey of 

security directors, 40% indicated use of contract guards while 

64% used proprietary guards. 32 Six months later, a S~cl.lt1ty 

Horld survey of the same population group of security direc

tors ohowed use of both proprietary and contract guards in the 

seventieth and eightieth percentiles in commercial and indus

trial sectors; nearly all institutional security directors 

reported proprietary guard use, and one-half reported contract 

guard use. 33 The security directors among membership of the 

ASIS in the Hallcrest national survey indicated that 58% uti

lized contract guard services. 
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In another 1980 Security W~ survey, nearly 75% of sur

veyed security directors projected increases in the use of 

contract guard services. 34 In the 1981 survey by secutity 

Horld v 70% of security directors with proprietary guard forces 

project increases in their guards, hut one-fourth of them also 

projected increases in contract guards. 35 Security directors 

tend to feel strongly about the merits of proprietary versus 

contract guard services. Some security directors with law 

enforcement backgrounds zealously cling to maintenance of 

security departments and rank structures. Executive officers, 

however, with financial decision-making responsibility in 

ousiness and industry, may be expected to increasingly direct 

shifts to contract security guards to reduce company expenses. 

In some cases "hybrid" staffs of security officers will emerge 

as proprietary personnel are retained in key positions to 

supervise operational positions staffed with contract guards. 

In the Hallcrest survey of major national and regional secu

rity companies, these security executives ranked their largest 

source of anticipated growth to 1985 as increased demand and 

change in contract firms by existing contract users, followed 

by new first-time users of contract guards, and then proprie

tary guard forces changing to contract guards. Contracting 

for many non-crime-related tasks of law enforcement agencies 

was viewed as a large potential area of growth by the surveyed 

security company executives. Most studies on police workload 

and citizen calls for service have consistently shown demand 

and response to non-crime-related service requests account for 
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80% of patrol officer workload. 36 The increased ability of 

law enforcement to shift reduced resources to more essential 

crime-related tasks will facilitate the contracting of these 

lower priority activities to security service firms. The 

renewed interest by police practitioners and researchers in 

order maintenance policing problems (discussed in Chapter 9) 

will focus attention on the potential for private security 

services to increase citizen feelings of safety. 

Similarly, the Executive Branch of the Federal Government, 

excluding the military services, employs more than 18,000 pro

tective workers (7800 guards and 10,500 special police offi

cers) in various facilities and property holdings of the Fed

eral Government. Despite recent federal legislation creating 

a temporary moratorium on contracting of defense-related pro

tective ser~ices, sufficient economies of scale may eventually 

be realized through contracting with private security firms. 

Modest gains can be expected in Federal Government contracting 

for guard services. 

A major competitive force for guard firms has been the 

off-duty, secondary employment or "moonlighting" by law en

forcement officers in private security. In Chapter 11, Hall

crest estimates as many as 150,000 law enforcement officers 

secondarily employed in private security based upon national 

su~vey data from chiefs of police and sheriffs. The use of 

police uniforms and equipment, liability issues, and the po

tential for conflicts of interest CQuld lead to some depart

ment restrictions and a slight reduction in private security 
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"moonlighting" by 1985. This would open up new clients or 

accounts in the existing markets for contract security guard 

firms. 

In summation, technology w ill displace some guard posi-

tions, but a healthy increased rate of growth could still 

result from proprietary and eventual government conversion to 

contract guards, contracting out of some non-crime-related po

lice tasks and a possible reduction in off-duty police "moon

lighting" in private security. 

Table 8-11 projects speculative potential guard service 

industry gains that could result if all of these demand forces 

were to be realized. The net gain could result in 65,860 

additional contract guards and $907.1 million in annual reve

nue for guard service firms (at the a,verage billable rate of 

$6.62 per hour paid by proprietary security managers in the 

1981 Hallcrest national survey). 
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TABr ... E 8-11 

POTENTIAL GUARD SERVICE 

INDUSTRY GAINS 1980-1985 

SOURCE NET GAUl 
(Full Time Equivalent [FTE]) 

State and Local Government 

• 5% reduction in Private Security 
moonlighting (150,000) 

• 5% reduction in FTE police offi
cers (450,000) to contracting-out 

• 25% conversion of government em"'. 
ployed guards (15,000) to contract 
gua,rds 

fj~deral Goyernment 

• 60% conversion in Executive 
Branch Guards (7800) 

• 10% conversion special police 
officers (10,500) to Contract 
Guards 

Proprieta~¥ Security 

• Increase in contractual share 
of guards to 65% (+10%) 

TOTAL 

8-73 

7,500 

22,500 

3,750 

1,560 

1,050 

29,500 

65,860 

REYENUE I 
{$ million) i 

(, 

$103.4 

309.8 

51..7 

21.5 

14.5 

406.2 

$ 907.1 

8.4 ALARM SYSTEMS 

8.4.1 Category Definition and Baseline Data 

The alarm sensor devices, controlling, and signal trans

mission equipment associated with burglar and fire alarm sys

tems are measured separately from alarm company revenues for 

monitoring. The value of shipments of original equipment 

manufacturers (OEM) is used as the primary indicator of alarm 

sales and installation revenues. Alarm system revenues and 

growth are discussed in some market research reports according 

to the type of application (e.g., perimeter, interior space 

protection, controls/signalling) or type of sensor devices 

(e.g., ultrasonic, microwave, passive infrared, sound dis-

crimination). Value of shipment data, however, are reported 

to the government by OEM's according to method of alarm Signal 

transmission of the alarm system (i.e., local, central sta

tion, proprieta~y, direct connect, and hold-up alarm systems). 

The relevant SIC tode is 36623 encompassing both intrusion 

alarm systems and fire detection and prevention systems. .Il..S.&. 

Census of Manufacturers data are available on a summary ba~is 

for 1972 and for 1977. Summary data for 1973 to 1980 ar~ 
" available from the Annual Survey of Manuf~.~. Data for 

1973 to 1980 are available from the U.S. Department of Com

merce Current Industrial Reports (MA-36N) series ,on "Selected 

Electronic and Associated Products." These baseline data are 

reported in Appendix C; for intrusion and fire alarm systems, 

the value of shipments ':jete $192.2 million in 1972 and $617.6 

million in 1980. 
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3.4.2 For~cg,§t to 1985 

Based upon 1978 estimated figures, Predicasts projected 

intrusion alarm sales to reach $475 million to 1985 and fire 

detection and prevention systems to be $355 million. Average 

annual compounded growth for intrusion alarms in the Predi

casts estimate is 17.9%. The Predicasts forecast is based on 

a trend extension of the relationship of alarm systems (esti

mated percentage of total construction) to historical building 

construction (bUSiness, federal, state, and local ~xcl~ging 

residential). Using the National Business Forecast (UCLA, 

1981) to forecast building construction, an updated r.evision 

of the Predicasts method by Hallcrest in Appendix C yielded a 

revised 1985 estimate of $908.8 million for intrusion alarms 

(nearly double Predicasts) and $173.1 million for fire detec-

tion and prevention systems (about one-half Predicasts esti

mates). This forecasting technique assumes a relationship of 

alarm installatiQns to building construction and the relative 

mix of intrusion and fire alarms. The Business opportunity 

Report: security/Monitoring/Alarm sy§tem projects 1980-1985 

growth in current dollars at. 13.6% compared to an actual 

growth rat~ from 1975 to 1980 of 25.4%. using a durable goods 

price deflation index; this report projects a 1980 to 1985 
37 constant dollar average annual growth of 11%. 

Because of these tenuous assumptions made by the Predi-

casts 1985 forecast (and Hallcrest revisions), an alternative 

projection was made using a linear trend extension (least 
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squa~es method) for each individual component of intrusion and 

fire alarms. Tables 8-12 and 8-13 display the alternative 

forecast results. 

TABLE 8-12 

HALL CREST LINEAR TREND EXTENSION FORECAST OF OEM SHIPMENTS 

OF BURGLAR ALARM SYSTEMS TO 1985 
($million) 

1985 compound 
Actual 1980 Forecast Annual Growth 

Local and Proprietary $ 199.2 $ 303.4 8.8% 

Central Station 90.3 134.4 8.3% 

Direct Connect 63.9 87.5 6.5% 

Hold-Up 4.6 1.2 -23.5% 

$ 358.0 $ 526.5 12.6% 

T~.BLE 8-13 

HALLCREST LINEAR TREND EXTENSION FORECAST OF O~M SHIPMENTS 

OF FIRE ALARM SYSTEMS TO 1985 

1985 Compound 
Actual 1980 Foreca§t. Mnual Growth 

Central Station $ 72.6 $ 105.5 7.8% 

Direct Connect 21.9 46.1 16.1% 

$ 94.5 $ 151.6 9.9% 
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In this conservative estimate, intrusion alarm systems 

would grow at a compound annual growth rate of nearly 13% and 

reach $526.5 million in 1985, while fire alarm systems would 

reach $151.6 million on a 13.7% growth rate. The market for 

smoke detectors would be $210.6 million in value of shipments 

by 1985 using the same linear trend extension method~ In 

1979, the U.S~ exported $57.5 million of smoke detectors and 

burglar and fire alarm systems while importing $33.2 mil

lionj 38 This results in actual U.S. domestic market consump

tion of only 92% of the U.~. value of shipments. Assuming 

that this export/import ratio remains the same in the near 

future, a net market analysis (U.S. production plus imports 

and less exports) would lower the 1985 U.S. proj ected market 

for intrusion alarm and fire detection and prevention systems 

from a total of $888.7 million to $817.6 million. 

The Business Qpp~tunity Report projected comparative es

timates for the market size and relative growth rates for non

residential versus residential end use for perimeter and in-

terior space intrusion detection devices (ultrasonic, passive 

infrared, and microwave) and for control and signalling equip

ment. There are three important estimateD in this report: (1) 

the overall residential sector is expected to attain 21.3% of 

the total intrusion alarm market by 1985; (2) annual growth 

rates for perimeter and interior space protection systems are 

estimated at about 20%; and (3) passive infrared and microwave 

sensor-based systems are expected to have the highest levels 

of growth. 
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The retail, residential and manufacturing sectors should 

continue to be the strongest markets for alarm equipmentu In 

the Hallcreot national surveys, local alarm companies rated 

residential three times more frequently than retail for high 

business volume. Central station firms rated residential and 

retail nearly equal, which is consistent with the gener21 

emphasis on residential and "light commercial" as a client/ 

customer base for central station alarm companies. Insurance 

company premium reductions for burglar and fire alarm systems 

are a large incentive for their use in the commerical and 

industrial sectors. In some cases intrusion detection and 

fire detection and prevention systems are mandated by insur-

ance underwriting requirements or increasingly stricter local 

and state building codes. These traditional markets will 

continue to remain strong and provide a large base for central 

station alarm companies. Larger corporations and institu-

tions, however, will increasingly utilize proprietary alarm 

systems and integrated security systems. 

"Significant increases" in services to residential clients 

in the past five years were reported by 81% of central sta

tions and 72% of local alarm firms in the Hallcrest national 

surveys. The growth of the residential market is dependent 

upon a number of interrelated factors of demand and industry 

structure discussed below. 
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8.4.4 Industry Struct.\1il 

The industry structure of the alarm industry is best 

understood in terms of the distribution channel for se~urity 

alarm products. As noted earlier, the Security/Fire Manufac

turers Director~ lists about 30u firms as original equipment 

manufacturers (OEM) of alarm related equipment, and The Source 

Book, a Security World publication, lists over 800 firms. The 

largest u.S. firms are ADEMCO and Walter Kidde which make a 

variety of alarm system components and supplies; there are 

also other medium-size firms in this category. Another cate

gory of OEM is the firm that manufactures and markets "com

plete" alarm systems, including transmitters, sensor devices, 

control panels, etc.; often, however, their system components 

rely on those of other manufacturers. 

Smaller firms that primarily manufacture alarm sensing 

devices are the most prevalent type of alarm industry OEM. 

Other firms manufacture control and signalling equipment and 

central station monitoring equipment. In addition. a few of 

the nationwide central station companies, like ADT and Honey

well Protection Services, manufacture much of their own equip

ment. The large mUltinational electronics manufacturing firms 

have litt~e involvement in the alarm industry, although West

inghouse entered the market for a brief period and then fran

chised their operations. Manufacturing of alarm equipment is 

dominated by small-to-medium speciality electronics and com

munications firms. The OEM alarm products are then distrib

uted directly to larger installers, to wholesale alarm supply 
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distribution firms r or to retailers (generally for appliance 

type or "do-it-yourself" alarm systems). 

Although the SIC reporting system produces consistent 

reporting of historical industry demand, it does not provide 

an accurate assessment of the relative market share of local, 

proprietar.y, central station and direct connect alarm systems. 

In completion of the Census reporting form, the OEM firms are 

given total discretion as to whether ~y believe that the 

alarms and components will be used for these different appli

cations. Wholesale alarm supply distributors playa major 

role in the distribution channel to installers, and it would 

be difficult to assess from the OEM vantage pOint the relative 

breakout of eventual distributor sales. Nevertheless, it is 

clear that small local alarm firms and proprietary installa

tions are greater in total numbers and dollar value of ship

ments than central station alarm firms, even though their 

median value of sales and employees is significantly smaller 

than central stations. 

As no~ed earlier in the report, the use of digital com

municators and monitoring services has somewhat blurred the 

distinction of local and central station alarm companies. NOW 

more alarm dealers and customers have some of the advantages 

of round-the-clock central station monitoring with the instal

lation of a digital communicator monitored remotely (via WATS 

telephone lines) by nationwide monitoring services. Local 

alarm companies should be able to increase sales of both new 

systems and retrofitting of existing systems using digital 
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communicators and both local area and national monitoring ser

vices. In addition, the use of nWirelessn39 component systems 

has allowed many local alarm companies to bring the cost of 

alarm systems down to reach more middle class homeowners and 

small businesses. 

Another major development in the alarm industry has been 

the growth of retail sales market by general merchandise de-

partment stores, mass retailers, hardware and building ma

terials outlets, and electronic firms. A growing consumer 

interest has been shown in both wireless systems and do-it

yourself installations. Frost and Sullivan in their Home Bur

glar Alarm Market research report (1980) predicted that manu-

facturer shipment value of components used in home alarm 

systems would nearly double in four years ($240 million in 

1984), and also that appliance type or do-it-yourself systems 

will overtake professionally installed residential alarm sys

tems. 40 The Hallcrest reconnaissance efforts revealed a grow

ing consumer interest in this low-cost market, but the protec

tive quali~ies of these mass retail components do not begin to 

compare with a professionally installed alarm system and/or 

the services of a monitoring service or central station. 

8c4.5 Key Demand Factors 

There are five key factors affecting demand for alarm 

systems in the next few years: (1) the strength of retail 

sales of alarm components; (2) the potential for limited 
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police response to alarm calls; (3) insurance premium reduc

tions and tax credits for alarm system purchase; (4) the pene

tration of interactive cable television in residential secu-

rity; and (5) the potential entry of Bell System operating 

companies into the alarm field. 

Alarm engineering technology has been reducing the size 

and cost of components which has made pricing more attractive 

and alarm systems more available to a wider small business and 

homeowner market. Retail sales w ill simply achieve greater 

residential market penetration rather than displacing tradi

tional alarm company sales and installations. If retail sales 

flood police with an even higher false alarm problem, then 

local alarm ordinances could become restrictive with regard to 

appliance-type alarm systems. Local and central station alarm 

companies presently working with their customers and the po

lice to red~ce false alarms could improve their market posi

tion in the event of a police backlash against the dispar i ty 

in quality and reliability of retail appliance-type alarm 

equipment. 

Reduced insurance premiums for burg)ar and fire alarm 

systems should continue to stimulate commerical and industrial 

markets, but the burglary alarm portion of premium reduction 

fOl the average homeowner or tenant's insurance policy would 

have to be increased to stimulate residential sales. At pres

ent, only combination burglary and fire systems in upper . 
middle income levels can achieve any significant premium re-

ductions. On the other hand, passage of state and/or federal 
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security equipment purchase tax credit legislation could sig

nificantly increase alarm and other security-related equipment 

sales. 

With an average installation cost of $800 and annual 

monitoring revenue of $200,41 many cable television system 

operators can potentially tap the lower middle income levels 

that even the wireless systems have difficulty reaching. Many 

of the largest multiple system ope~ators have plans to move 

rapidly with alarm services. As the cable operators begin to 

forge working relationships with alarm companies through joint 

ventures, promotional agreements, or channel lease agreements 

for alarm company alarm signal transmission, both established 

alarm companies and cable system operators will begin to see 

significant residential market penetration. The greatest 

potential of all for residential market penetration resides 

with the Bell System operating companies. They are already in 

the communications, signal tra l1smission, and mass consumer 

communications sales and service business, and they control 

through AT&T the only currently viable alarm transmission 

mode. The combination of potential cable television and AT&T 

and/or Bell operating company massive market penetration could 

~ffer "affordability to the mass market" and accentuate the 

need to develop solutions to the growing false alarm problem. 
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8.5 DETERRENT EQUIPMENT 

8.5.1 Fixed security Eguipment 

This category includes various types of equipment used to 

store valuables for protection against theft or fire damage. 

This equipment r designed for banks and their branches, in

cludes safes, vaults, chests (fire and burglary resistive), 

safe deposit boxes, bank security lockers, night depositories, 

sLcurity equipment for drive-in windows, and signaling and 

alarm equipment (when sold together with bank equipment). The 

relevant SIC codes for this category are in the 34991 grouping 

encompassing safes and vaults. SIC Code 25223-23 covering 

insulated filing, film and tape cabinets and security files 

(excluding retail stores) is also included within this 

category. 

The Annual Survey of Manufacturers estimates for the en

tire 34991 grouping (safes and vaults) exist only for 1973 to 

1976 and 1978. u.s. Census of Manufacturers data are avail

able for each of the seven-digit safe and vault classifica

tions in 1972 and 1977. The U.S. Department of Commerce 

Current Industrial Repor~ (MA-25H) are also available for 

1979 and 1980 seven-digit data for insulated fIling cabinets, 

and security'files. 

Two market research report projections ~o 1985 were dis

counted in the economic outlook in Appendix C because their 

operational definitions and data sources did not correspond 

with known SIC codeso One report included a broad range of 

retail banking equipment designed for customer convenience 
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(e.g., ATM's and cash dispensers) under the assumption that 

they also secure cash and documents from theft and burglary. 

The Hallcrest analysis focused only on those types of banking 

equipment which definitely perform the primary function of 

providing security and which carry clearly defined SIC codes 

to facilitate tracking of value of shipments data. 

A least squares trend exte.nsion of historical data for 

safes and vaults (1972-1978) and insulated filing cabinets 

(1972-1980) suggests that manufacturer value of shipments 

should reach $264.6 million and $51.1 million, respectively, 

by 1985. Combined, these two categories of fixed security 

equipment should attain a total of $316 million in 1985 value 

of shipments. Mixed growth patterns are anticipated among the 

fixed security subcategories. Annual growth in fire and bur

glary-resistive safes, vaults and chests is expected to be 

greater than the remaining categories. The commercial bank 

market will be moderately strong, while fix6d security equip

ment used by commercial and retail firms--especially small 

business--will increase to 1985. Residential sales of safes--

free standing, wall, floor, and ceiling--have performed well 

in recent years and will continue to have §trong growth to 

1985. 

The recent advent of private safe deposit outlets has 

demonstrated a new demand for this equipment and the con

venience of ·eadily accessible storage. Client confidenti

ality, 16-to-24-hour access, and extensive guard and elec

tronic security are key selling points. Primary users include 
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investors and homeowners desiring accessible storage for art, 

antiques, coins, jewels, silverware and other invaluable 

items. Given present trends, Hallcrest expects private safe 

deposit outlets to have a strong demand in the top 100 SMSAvs 

with larger cities able to support several businesses. In the 

washington, D.C. metropolitan area, for example, three private 

vault companies opened for business within one year. This new 

phenom~non is so recent that no.~i8Eorica1 data exist. Thus, 

no economic forecasts have been made. The success of these 

ventures, howeve~, could stimulate otherwise flat rates of 

growth and saturated markets for safe deposit boxes. 

8.5.2 Locking Deyices 

This category includes all exterior and interior locks 

such as padlocks, door locks, lock trim and other related 

hardware~ miscellaneous locking devices including window lat

ches, cable locks, security fasteners, and rim locks for win

dows and sliding doors; and hardware for installation. Locks 

used in safes, money chests, and bank vaults are not included. 

The relevant SIC codes are seven-digit classes of Builder's 

Hardware (34294). .lJ...S..... Census of Manufacturers data are only 

available for the seven digit classifications for 1972 and 

1979~ Annual Survey of Manufacturers data are available for 

the entire Builder's Hardware (SIC 34294) category (see Appen

dix C). 
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Two market research reports offered projections of locking 

devices. Predicasts provided a 1985 value of shipments pro

jection based on anextrapolatioll of historical Census data, 

locking d~vice expenditures as a percent of new construction 

expenditur~s, and an inflation index. Business Opportunity 

Report estimated retail sales of locking devices to 1986 using 

an approximate 70% markup over Census data. An alternative 

foreqast was formulated by Hallcrest by applying the compound 

1972-1977 growth rate for each of the major components of 

locking devices. An overall 9a2% compound annual average 

growth rate will be experienced with revenues of nearly $1.2 

billion in 1985 for locking devices. This forecast assumes 

that upgrading will grow in excess of new construction, and 

that door locks as a percentage of total lock sales will 

decline as sophisticated locking systems experience more rapid 

growth. It is interesting to note that locking devices and 

fencing, long the vanguard of security devices, comprise the 

largest security products categories. 

The market for locking devices is conveniently divided 

between new construction hardware and the upgrading of exist

ing structures. Upgrading older equipment and/or additions to 

existing locks will continue to provide the largest growth. 

upgrading is most frequently undertaken in response to suc-

cessful compromise of existing lock systems, a crime incident, 

fear of crime on the premises, or mandated levels (insurance 

or government) of security. FBI crime statistics have consis

tently shown that most entries in residential burglaries are 
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gained through forcing inadequate front or rear door locks. 

Lodging establishments, institutions and large commercial 

complexes are constantly looking for ways to improve tenant 

&ecurity when there are frequent changes in occupancy, e.g., 

in hotels and dormitories. Keyless locks (coded, push-button, 

electronic) are more frequently being used in these areas and 

often are standard components for any access control system. 

8.5.3 Electronic Access Control system§ 

Electronic access control system.s incorporate electronic 

locks with microprocessor units to control access in specific 

areas. Activating devices such as special keys and credit 

card size materials such as mylar or polyester are encoded 

with specific data that identify the user. A card reader 

decodes the information and transmits it to a microcomputer or 

macrocomputer which decides if the card holder should be 

admitted. Larger systems usually monitor 20 or mote control 

points and often are integrated with other security, fire and 

energy management functions. Since no separate SIC code cut

rently exists within U.S. Census Qf Manufacturers data cover

ing electronic or card access control systems, a composite of 

historical and "base year" figures reported by three market 

research reports were utilized in Appendix C. Using a mid

point in gtowth rates of two of the comparable reports (Predi

casts and Businesg Opportunity Report) resulted in a consensus 

annual rate of growth of 10.2% to 1985. Value of shipments 

for the O.S. market is estimated at $31.4 million in 1985. 
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The Business opportunity Report indicates that there are 

currently at least 30 U.S. firms involved in this market, and 

Security World lists nearly 100 firms. In some cases manufac

turers also provide distribution and installation services. 

Many of the firms are smaller regional operations competing 

only in restricted geographic markets or with stand-alone sys

tems. Some firms which manufacture electronic locks also 

overlap into access control systems. Competition appears to 

be stiff, with new product introductions and changes in prod

uct lines occurring regularly. The trend is markedly toward 

larger firms offering microprocessor or computer systems capa

bility to handle a variety of functions, such as personnel 

identification, time and attendance, personnel inventory, job 

costing, surveillance of facilities, and equipment control 

(e.g., elevators, gas pumps, copying and word processing 

equipment). In addition, access control is increasingly being 

incorporated into large-scale integrated systems which monitor 

security alarms and energy management. Small access control 

firms cannot effectively compete for large facilities manage

ment systems. 

Electronic access control .ystems are an excellent example 

of a high-growth a~ea of private security which represents a 

potential substitution of technology for human resources. AC

cess control systems can replace or reduce the number of 

guards used to perform security functions. Yet, the same 

syst~ms clearly can increase the effectiveness of a guard 
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force; a guard at a central control point can monitor the 

movement of many personnel, visitors r ~nd vehicles. 

Protection of sensitive information areas and high secu

rity facilities have been the two principal applications for 

access control. The protection of sensitive or confidential 

information includes classified government documents, indus

trial or trade "secrets," and confidential credit or personnel 

information. The large dollar markets have been in high se

curity military, civil government, and defense industry in

stallations; computer sites; corporate headquarters; and re

search facilities. The protection of high-value or high-risk 

facilities including nuclear power plants, oil refineries, oil 

drilling platforms and chemical processing plants is another 

major application. Access control systems are also becoming 

increasingly cost competitive, featuring electronic and 

mechanical locks that permit frequent changing of combinations 

or keys for existing locks. The ability to alter lock con

figurations is especially critical in high-turnover establish

ments like hotels, motels, and apartments, and in retail and 

commercial complexes. 

8.5.4 Security Lighting 

Lighting ha's long been used as a deter rent to cr ime. 

Research has shown lighting to be a major factor in deterring 

the criminal intent and in increasing sense of safety for both 

patrons and employees. This technique has been successfully 
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applied in such settings as garages, parking lots of enter

tainment establishments and institutions, and in commercial, 

industrial and warehouse settings. Due to both efficiency and 

quality of illumination, there is a trend toward high

intensi ty systems which use metal halide, mercury vapor, or 

sodium vapor as the active agents. No distinct SIC code 

exists for security lighting. Predicasts projects a security 

lighting inc~ease from approximately $358 million in sales in 

1980 to $530 million in 1985. 

Two major types of security lighting lamps are available: 

high-intensity discharge lamps and high and low pressure so

dium lamps. High-intensity discharge lamps of halide and 

mercury vapor are the most commonly used and the most gener

ally cost efficient light sources. Original installation 

costs are high, and color renditions are relatively poor. 

High-end low-pressure sodium lamps are less expensive, both in 

original cost and energy costs. These lamps emit an unflat

tering yellowish light, but pro~ide an excellent lighting 

source for CCTV cameras. 

Two major factors affect the sales and distribution of 

security lighting product alternatives: (1) new construction, 

and (2) replacement of less energy-efficient systems. In

creased construction costs, high interest rates, and an un

certain economic fyt~re dampen the outlook for the former; 

high and rising energy costs make the latter a growth situa

tion. High-intensity lighting will not necessarily have a 
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larger percentage of the total lighting market. Area flood

light systems will continue to have applications in situations 

where the colored illumination of sodium lamps are inappro

priate. 

8.5.5 ~9mputer Security 

Security measures for computers can be grouped into two 

categories: physical security and data security. Physical 

security is concerned with protecting the overall site where 

data processing operations are located and restricting access 

to various locations within a facility where computer opera

tions and staff are located. Physical security often utilizes 

guard services, access control, monitoring and alarms de

scribed in other sections of this chapter. Data security 

includes both software and data encryption devices installed 

at either data input or output stages. Computer software for 

security purposes limits user ability to access computer sys

tems, data files, and programs. In this security equipment 

category, we are concerned primarily with data encryption 

devices. Data encryption devices use the National Bureau of 

Standards' Data Encryption Standard (DES) to unintelligibly 

scramble (encrypt) the transmission of data by using a mathe

matical formula. Data is then uncoded (decrypted) at the 

receiving end. No distinct SIC code exists for data encryp

tion devices for computer security. 

The market for data encryption units has been estimated at 

$10 million for 1980.42 A major factor affecting the growth 
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of data encryption units is the large average dollar loss 

where the computer has been used for illicit activity--

estimated by the FBI at about half a million dollars. Large-

scale embezzlements and fraud usually involve access to re

stricted data files. A computer used by an individual who 

knows the organization's system and access codes/passwords, 

can be the primary instrument for removing large sums of 

funds, negotiable documents, proprietary information, and 

trade secrets (key manufacturing and engineering processes). 

The data processing function in organizations has moved in

creasingly to distributed data processing (DDP) in which on-

line access to mainframe computers is provided through a 

network of terminals at remote site locations. It is not 

unusual for large corporations to have key officeR and facil

ities around the country interacting with a common data base. 

Some companies now allow key executives or staff to access 

corporate computer systems through a modum hook up to their 

personal or company provided home computer. The next few 

yea.rs may see an explosion in the use of home computers and 
,-

their iftterface with the traditional corporate work environ

ment. The growth rate for encryption devices should at least 

approximate the conservative estimates forecast for the growth 

of nonhome computers. On this basis, Hallcrest forecasts a 

conservative 15% compound rate of growth to 1985 with esti

mated value of shipments of $20.1 million for data encryption 

devices. 
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8.5.6 security Fencing 

Fencing and other barriers have been one of man's earliest 

devices to protect himself from predators~ Generically, 

security-related fencing is one of the most basic protective 

measures for both safety, assets protection and loss preven

tion. In the commercial and industrial environment chain-

link fence fabric is most commonly used, and a minimum 

eight foot height is considered security-related by the fenc

ing industry. Perhaps the best indicator of the strong growth 

in security-related fencing has been the steady increase in 

sales over the past decade, even though a large portion of 

razor-ribbon fencing in the prior decade was allocated to 

Vietnam war uses. 

fencing Indqstry magazine conducts bi-annual surveys of 

fencing manufacturers. Manufacturer estimated sales in 1980 

were estimated at $3.37 billion~ residential sales are esti

mated as 60% of the total and industrial/commercial uses 

represent the other 40%. Security-related fencing sales are 

approximately 70% of all sales. The average annual growth 

rate for fencing was 9.6% between 1976 and 1982. Security 

fencing is an example of security expenditures that can be 

seldom identified in security budgets; more often it is found 

in capital expenditure budgets. 

In addition to the many wood products companies which 

manufacture wood fencing in varying heights, aproximately 60 

companies manufacture chain-link fence but there are only 

three major manufacturers of barbed and razor-ribbon type 
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fencing. Heavy metal palings are used in high security appli

cations; with only one U.S. manufacturer, most paling type 

fencing is imported. Presently, there are approximately 15 

firms combining fencing fabric and alarm sensor devices; major 

firms include the alarm industry firms of Litton, Linear, 

Stellar, and Racon. The maj or firms have recently increased 

advertising and market penetration, offering turn key imple

mentation of perimeter access control systems which may in

clude fencing, intrusion detection sensors, CCTV, card entry, 

and intercom systems. 

Security-related fencing applications have received in

creasing attention by the fence industry and its industrial/ 

commercial consumers. The International Fencing Show now 

sponsors a separate security fencing seminar, and the August 

1983 issue of fencing In~y~trx contains a security fencing 

feature. Some major corporations have reportedly been quietly 

including additional fencing as a secondary barrier in counter 

terrorist programs for strategic corporate facilities. 

Applying a compound rate of growth (1976-1982) to the 

fence industry's 1980 baseline figure results in estimated 

1985 shipments of $3.72 billion for security-related fencing: 

$2.24 billion residential and $1.5 billion industrial/ 

commercial. 
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8.6 MONITORING & DETECTION 

8.6.1 Closed Circyit Teleyision 

Included in this security industry sector are firms who 

manufacture, distribute and install closed circuit television 

systems (CCTV) and equipment, including specially designed 

cameras, monitors, switching equipment, video recorders, re-

ceivers, scan converters, and control consoles. The appro-

priate SIC Code 3662241 is solely for closed circuit tele-

vision systems and equipment and excludes commercial broadcast 

and consumer products. Security equipment as a percentage of 

total CCTV equipment was estimated by Predicasts to be about 

75% of total sales in 1978. Many specialized firms custom 

design and install CCTV systems from manufactured components, 

but revenues for these firms beyond manufacturer value of 

shipments cannot be captured in SIC codes. Baseline data on 

the value of shipments for 1976 to 1980 from the U.S. Depart

ment of Commerce Current Industrial Reports (MA-36N) series on 

"Selected Electronic and Associated Products n are displayed in 

Appendix C. 

Two market research reports forecasted CCTV security 

equipment to 1985. ~he Busine~s QRRort~nit~ Report provided 

projected fig~res to 1985 of about $170 million for sales, 

not value of shipments. Predicasts projections are based upon 

undocumented growth factors in building construction, the pe~

cent of construction cost (7.9%) devoted to CCTV security 

equipment, and security CCTV applications' share of the total 

CCTV market (75% in 1978). Predicasts estimated value of 
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shipments in 1985 is $220 million, considerably higher than 

the sales figure of the Busines~gRQLtunity Report. Both 

reports, however, estimate about 11% annual growth rates. 

Assuming, at best, a 75% security CCTV market share, a Hall

crest linear trend extension (least squares method) of the 

historical value of shipments data results in a $124.2 million 

1985 forecast--an average annual compounded change of 15.4%. 

This method results in a much lower absolute figure than 

Predicasts, but a higher rat~ of growth. Due to the large 

number of Japanese firms in the U.S. market, these figures for 

value of shipments should be adj usted upward. The Frost and 

Sullivan Report estimated 1980 U.S. imports exceeded exports 

of CCTV systems--actual U.S. consumption would be 15.2% higher 

than the value of U.S. produced shipments. If this import/ 

export ratio remained the same, then the Hallcrest 1985 pro

jections for CCTV value of shipments (U.S. consumption) would 

be projected at approximately $143 million. 

The industry is dominated by two types of major American 

and Japanese firms which manufacture television and video 

transmission and receiving equipment. One group of firms pro

duces a complete product line of cameras, monitors, switching 

units and accessories. The other group concentrates on video 
, 

recorders, motion detectors and other specialty items. Com-

patibility of components among manufacturers is largely accom

plished by manufacturer adherence to Electrical Industry Asso

ciation standards. Several technological developments have 

shaped market shares in the industry. Many of the innovations 
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have been with cameras. Silicon intensified cameras use 

ultra-low-light sources not visible to the human eye, thus 

reducing the need for secur i ty lighting in camera locations. 

General Electric, for example, introduced a patented device 

that compensates for small changes in light. In 1981, RCA 

paved the way for solid-state technology with the use of 

large-scale integrated circuitry in its cameras. Future de-

velopments will occur in switching and the use of microcomput

ers and ~icroprocessors which will likely reduce the number of 

components in a CCTV system. Digital and microwave transmis

sion systems will be increasingly used, where feasible, to re

place more expensive cable. 

CCTV systems in retail and industrial settings may be 

installed as stand-alone systems or as part of integrated 

monitoring and detection systems. Many local firms design 

systems and install equipment of major manufacturers. Some of 

these firms position themselves as CCTV specialists while 

others provide other security control equipment. The use of 

motion detection and other sensors to activate cameras has 

drawn some burglar and fire alarm firms into the CCTV security 

market. 

The use of CCTV in industrial and commercial sectors is 

another good example of technological displacement of security 

personnel. A Single security employee sitting at a monitoring 

console can alert and guide other security personnel and/or 

the police to unauthorized entry, theft, and security viola

tions. Improved image resolution on monitors and time-lapse 
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\ video recorders assist in identification of suspects. In the 

industrial setting, CCTV equipment is particularly effective 

in monitoring shipping and receiving operations and remote 

areas of the facility. Retail security operations have been 

increasingly installing CCTV to serve as a visible deterrent 

and to aid in detecting of employee theft and shoplifting. 

The increased use of solid-state components will likely 

result in equipment whiah is more compact, more reliable, and 

less expensive to purchase and maintain. This will open up 

more markets for smaller businesses like small retailers and 

convenience stores. A large potential market looms in resi-

dential applications--both single family dwellings and apart

ments and condominiums. Reduced component size and afford

ability could allow property management firms and homeowners 

to control visitor access through relatively inexpensive CCTV 

systems. Alarm companies w ill increasingly offer CCTV com

ponents to their customers. Compact portable units will be 

developed for use in surveillance of "problem areas" experi

encing shortages and t.hefts; these uni ts may also be used to 

expand the field surveillance capabilities of law enforcement 

agencies. 

8.6.2 Electronic Article Surveillanc~ 

Electronic article surveillance (EAS) systems are used 

primarily in retailing to detect shoplifting and also in in

stitutions, libraries, and bookstores to prevent book pil-

ferage. In the typical EAS kystem, electronic circuits on 
" 
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specially constructed tags or discs are generally attached to 

high-value or highly pilferable items such as high-fashion 

clothing apparel and rare and expensive books. The electronic 

circuits are activated and an alarm sounds when the item moves 

through a detection area near an exit without the tag/disc 

being removed by a salesperson or employee. 

At pre~3ent, no distinct SIC code exists for EAS systems. 

The Business Opportunity Report estimated 1980 value of domes

tic shipments at $44 million and projected 1985 shipments to 

reach $152 million; their 1980 value of shipments figure of 

$44 million is estimated to represent only 3% of the potential 

market. This report also notes Sensormatic's (largest firm 

in domestic shipments) estimates of opportunities for 237,000 

systems in the U.S. plus over 340,000 more in European mar-

kets, and cities Knogo's (largest firm in exports) contention 

that u.s. potential alone is at least 600,000 systems. The 

Knogo estimate includeo supermarkets, bookstores, libraries, 

and other retailers in the prospective market. At present, 

the key end-use markets are bookstores, libraries, department 

and general merchandise stores, specialty shops, and discount 

and variety stores. Most retail applications have been for 

apparel and soft goods that can be tagged. New product intr.o~ 

ductions will broaden the market further to include hard goods 

applications and other merchandise categories in drug stores, 

supermarkets, and retail stores where shoplifting is a major 

problem. 
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Microwave, electromagnetic, apd radio frequency systems 

are used by different firms with no great documentable differ

ence in system effectiveness. One firm claims that its micro-

wave systems enable greater distances between scanning units, 

thus providing an advantage in shopping malls and other loca-

tions where exits are wide and uncluttered. Microwave, how

ever, is less effective where shoppers exit through narrow 

areas. A major limitation of EAS systems has been customer 

acceptance, especially s~nce many activated alarms are caused 

by employees who forget to remove the tag or disc from a le

gi timately purchased i tero,,, Continued rapid growth of EAS1 sys

tems will largely be dependent on customer acceptance and 

demonstrated system deterrent value in general merchandise, 

specialty and mass retailing uses. 
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ABSTRACT 

This is a descriptive research report on relationships 
between private security and law enforcement conducted by 
Hallcrest Systems, Incorporated under a grant by the National 
Iflstitute of Justice. The report describes the increasing role 
of private security in the protection of America--their pro
grams and resources, contribution to crime prevention, defi
ciencies in security services and perscnnel, and interaction 
with law enforcement agencies. The report reveals that primary 
protection responsibility is shifting from the public to the 
private sector, and that the private sector diverts signifi
cant amounts of crime frOin the criminal justice system. The 
private security resources of business, institutions, 
government, and citizens--guards, alarm systems, investiga
tors, armored cars, etc.--exceed federal, state, and local law 
enforcement expenditures and personnel. 

Specific topics of discussion include profiles of securi
ty program content, services and personnel 1 an assessment of 
economic crime impact; police "moonlighting" employment in 
private security, response to false alarms and other problems 
in police-security relationships; the impact of security 
technology; and security education, training and regulatory 
controls. Recommendations are made for more effective use of 
private security and law enforcement resources to combat crime 
and to relieve police agencies of their large workload of non
c~ime-related ~alls for service. 

Proj ect research techniques used national and local 
surveys and interviews of police and security managers and 
employees, site studies in two urban counties, a literature 
review, and an economic projection of private security 
spending_ 
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POREWORD 

The co-principal investigators of this research project 

were William C. Cunningham and Todd H. Taylor. Pr.incipal 
consultants for the proJ'ect were Dr. J Th • omas McEwen, 

research methodology and data analysis; and Dr. Robert F. 

Dyer, economic analysis oi the private security industry. 

Inquiries concerning this report should be directed to 

William C. Cunningham at Hallcrest Systems, Incorporated, 7316 

Hooking Road, MCLean, Virginia 22101. 
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PREFACE 

This volume is one of a series of four reporting a 30-

month descriptive research project performed by Hallcrest 

Systems, Inc., under Grant No. 80-IJ-CX-0080 from the National 

Institute of Justice, O.S. Department of Justice. 

The primary purpose of the project was to develop strate-

gies and recommendations to use ~ore effectively the extensive 

resources of private security and law enforcement in their 

respective roles in crime prevention and control. The re

search emphasized the Felationships between law enforcement 

and private security operations as they deliver protective. 

services in communities throughout the United states. 

Major research tasks included a literature review, .inter-

views of more than 400 people in law enforcement and all 

facets of propr ietary and contractual pr iva te secur i ty, sur

veys of 1600 law enforcement and security managers, a survey 

of state agencies regulating private security, an economic 

analysis and forecast of the private security industry, and 

field studies in tw~ urban counties--Multnomah County 

(Portland), Oregon, and Baltimore County, Maryland. 
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Four volumes comprise the project report: 

VOLUME I: CRIME AND PROTECTION RESOURCES 
(Chapters 1-8) 

This volume describes the resources of public law enforce
ment and private security directed at crime and loss 
prevention. Specific emphasis is placed on citizen pro
tective measures, the size and scope of proprietary and 
contractual security, and the impact of economic crime on 
business, institutions, and the public. 

VOLUME II: POLICE AND PRIVATE SECURITY RELATIONSHIPS 
(Chapters 9-13) 

This volume discusses the protective roles of law enforce
ment and private security, interaction and cooperation 
between them, problems in operating relationships, mecha
nisms for upgrading private security, and the impact of 
security technology on relationships. 

VOLUME III: FINDINGS, CONCLUSIONS AND RECOMMENDATIONS 
(Chapter 14) 

Major findings and conclusions are presented. Where ap
propriate, recommendations and future research needs have 
been suggested to maximiz~ the role of private security as 
a crime prevention resource; and to improve interaction 
and cooperation with law enforcement; and to examine car7-
fully economic crime, the private justice system and pr1-
vate security protective measures. 

VOLUME IV: TECHNICAL APPENDICES 

This volume contains the methodological approach to the 
project; it displays survey questionnaires and data from 
national surveys of law enforcement and security managers, 
national and regional security executives, and field study 
survey data. Included also are key provisions of state 
regulatory legislation; an economic forecast of the U.S. 
private security industry; and a list of selected 
security-related associations. 
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CHAPTER 9 

PROTECTIVE ROLES AND FUNCTIONS 

9.1 PRIVATE POLICE OR PRIVATE SECURITY? 

Protective roles and functions of policing need to be 

discussed and classified if a comparison between law enforce-

ment and private security functions is to be made. Without a 

full understanding of the goals, objectives and activities of 

policing, it is not possible to understand their relationship 

to private security. In addition, it is necessary to focus on 

relative emphasis and priorities placed on the various func-

tions and acti~ities in order to note precise variations, 

interactions, and similarities. 

The term "private police" is used throughout the Rand 

report on private security to describe policing efforts ini

tiated in the private sector which the Rand authors consider 

supplementary or complementary to law enforcement. Private 

security personnel ("private police") are relegated to a sec

ondary role in the mutually shared goal of detecting and 

preventing crime. Rand'~ seminal work on private security 

(Kakalik and Wildhorn, 197~) forms the primary empirical base

line for this study. Following the review of current litera-

ture and interviews of hundreds of private security prac-

titioners across the nation, it became clear that the Rand 

report has inaccurately cha.racterized private security. The 

report has become a source for misperceptions and stereotypes 

of private security that have undermined law enforcement and 

private security relationships over the past decade. The 
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basic premises and assumptions underlying that research need 

to be examined as a reference point for discussion of roles 

and relationships. 

The Rand report outlined the scope and dimension of pri

vate security by defining the ro~es and relationship of law 

enforcement and private security. That report was primarily 

an examination of the existence in the private sector of the 

common functions and activities performed by police officers 

in the public sector. The authors, for example, note that 

nationwide investigative services were performed by railway 

police and national detective agencies such as Burns and 

Pinkerton, prior to the formation of the FBI in 1924. 1 With 

expanded and improved public police capabilities, the role of 

private security is then primarily viewed in terms of guard 

forces and contract guard services. Hallcrest is concerned by 

the rather narrow scope that the Rand report ascribes to 

private security, as opppsed to the comprehensive nature of 

the three major components of private security programs dis-

cussed earlier: physical security; information security 

including computer security, and proprietary information pro

tection; and personnel security (including employee screening, 

security awareness and,executive protection). Admittedly, 

guard personnel, both contractual and proprietary, are the 

most visible element of comprehensive security programs in 

business and other institutions. Although the Rand report 

makes some mention of the non-crime-related tasks performed by 

9-2 
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guards and private investigators, private security is char

acterized primarily as detection and prevention of crime by 

private interests on private property. 

The varying emphasis placed on specific crime control 

functions is the primary distinction between private security 

and law enforcement, according to the Rand study. The public 

police protect the public interest primarily in public places 

and have "primary responsibility for maintaining order, en

forcing the laws, preventing crime, investigating crimes, and 

apprehending criminals.n2 The major functions of private se

curity on behalf of private interests are viewed as the "pre

vention and detection of crime on private property and the 

gathering of information for private purposes."3 In addition, 

the major functions of guards are to protect property from 

loss by fire or equipment failure, to provide access control, 

and to enforce employer rules and regulations. The Rand 

authors view these functions as "services that public police 

either do not perform because of resource limitations, or 

cannot perform because of legal constraints."4 Further, this 

report compares the levels of legal authority, training, edu

cation, and background of public and private police. The 

conclusion is then drawn that "private police" are woefully 

inadequate to perform somewhat similar "police" activities, 

and, therefore, more stringent licensing and regulation is 

required to upgrade personnel and control abuse of authority. 

9-3 

Comparisons of the crime control function should be only 

one element in the analysis of the relationship between pri-

vate security and law enforcement. The Rand report has 

limited private security to a narrowly prescribed role by 

failing to include it in the larger context of assets protec

tion and loss prevention, of which crime prevention is merely 

a component (albeit a critically important component). 

Most discussions in the literature make comparison of 

private security and law enforcement on the basis of their 

sponsorship (public or private), the source of their authority 

(criminal vs. tort, property and contract law) and functions 

or activities (shared or mutually exclusive). A common denom

inator for comparison of law enforcement and private security 

can be generically described as protective functions or ser

vices. A classic security text, ~curity Administratio~ (Post 

and Kingsbury), suggests ten generic protective service func

tions of law enforcement and private security that are per

formed "in furtherance of some specified protective services 

goal:" prevention, protection, enforcement, detection, inves

tiga tion, deterrence, emergency services, reporting, inspec

tions, and general service.S 

Within this context, the crime prevention effort simply 

becomes one of the many functions that support a specific 

organizational goal: to protect lives and property. Labeling 

private security the "private police" unfairly and incorrectly 
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restricts their scope and invites'comparisons from a police 

perspective rather than from the comprehensive framework of 

protective functions. 

9.2 THE POLICE ROLE: CRIME PREVENTION ,AND CONTROL 

Both English and American policing have roots in private 

protection initiatives. As society grew and became more com

plex, public protection with paid police began replacing pri

vate protection. In England, the early efforts of tythingmen, 

watchmen, constables, sheriffs, and special police units 

(River Patrol, Bow street Horse Patrol) were directed pri

marily toward maintaining order in a growing society from the 

Anglo-Saxon period up to the Industrial Revolution and the 

19th Century. In 1822, there were thousands of watchmen and 

only a few paid police. 6 The origins of and model for modern 

policing in the United states were essentially patterned after 

the Metropolitan Police of London, organized in 1829 as a 

result of the reforms of Home Secretary, Sir Robert Peel. 

These reforms took hold in the United States as well; watch

men, bellmen and door "rattlers" were replaced by organized 

police departments. The initial mission of organized policing 

was oriented toward an "order maintenance" function. As Wil

son noted in his discussion of "styles of policing" com

munities, the Wickersham Report in 1931 evaluated the public 

police primarily on their effectiveness in combatting crime.7 

Since that time the police have become identified mainly with 

a societal mission or role of prevention and control of crime. 
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Literature on the police role generally falls into two 

categ)ries: (1) overall role or mission of the police and (2) 

analysis of the activities which support or carry out the 

police role. The primary sources of data have been observa-

tion, self-reporting by officers, and analysis of calls for 

service by the public. In general, the literature describes 

the role of law enforcement as the prevention of crime, detec-

tion and apprehension of criminals, the protection of life and 

property, maintenance of public order, the regulation of traf-

fic, and the performance of various auxilliary functions. The 

most visible activities of policing involve methods of deploy

ment: patrolling and investigation. Substantive and pro-

cedural criminal law prescribe specific guidelines for activ-

ity and procedures of the po.licea Yet, considerable discre-

tion is exercised by both law enforcement agencies and offi-

cers in the emphasis placed upon and the disposition of 

events. 

Four major areas of analysis for both studies on police 

role and activities are (I) citizen calls for police services, 

(2) deployment of random police patrol, (3) police response 

time to calls for service, and (4) order maintenance in the 

community. 

Some of the earliest research on police activity suggested 

that between 80 and 90 percent of citizen demands for police 

services were non-crime-related. 8 Several types of studies 

over the last twenty years have consistently supported those 
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findings: (1) analysis of initial citizen calls for service; 

(2) subsequent radio dispatch of patrol units to most of these 

calls, (3) patrol officer self-initiated activities, and (4) 

the distribution of patrol officer time allocation to tasks 

and acti vi ties. 9 Despite differences in methodology and ac

tivity classification schemes, scott (198l) succinctly sum-

marizes the conclusion to be drawn from these studies: 

" ••• the preponderance of evidence indicates that demand for, 

and police response to, noncriminal service requests comprises 

80 percent of patrol officer workload."lD 

The formal crime control-oriented components of the po-

lice role, then, are incongruent with actual behavior and 

tasks performea by police officers. Police researchers and 

practitioners have developed two responses to these findings: 

a professional model of policing and a service model. In the 

professional model, the importance of the police crime control 

mission is enhanced by attempting to relieve police officers 

of those tasks and activities which are not directly crime

related. Task reduction can be accomplished by completely 

eliminating the task, by using civilian or nonsworn personnel, 

or by transferring the tasks to other public agencies or 

social service organizations. No studies were found in our 

literature search on the ability of the police to simply cease 

performing certain functions without a viable alternative 

mechanism for delivering the service to the public. Civil

ians have been increasingly used to release higher paid, 

skilled and trained sworn personnel to perform crime control 
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tasks, but this generally involves only civilians in support 

functions, not patrol tasks. 

In a study of PQli£e Referral in Metropolitan Areas, Scott 

(1981) found that the majority of referrals (55%) were made 

not to external agencies, but to internal police department 

units or to other law enforcement agencies (23%).11 Task 

elimination, civilianization and external agency referral, 

then, have not reduced the high workload of non-crime-related 

police activities. 

In the service model of policing, law enforcement becomes 

only one of several major missions of the police, and the 

other missions become formally recognized, legitimized and 

given resources and support commensurate with their new level 

of importance. Role definitions are formally reconstructed to 

reflect the reality of informal working roles of police offi

cers. Interactions with citizens in these noncriminal activi

ties are postulated to increase the overall level of police 

and public cooperation, and to produce greater citizen satis

faction with police performance in other noncriminal service 

tasks. 

The d~ployment of random preventive patrol by the police 

and the emphasis on rapid response time to calls for service 

have been other major areas of analysis by police researchers. 

The results of research projects in Kansas City have been 

disputed by many police practitioners. In the preventive 

patrol experiment (Kelling and Pate, 1974), police visibility 

was reduced in one area of the city, increased two to three 
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times in another area, and maintained at a normal level of 

preventive patrol in a control area.l 2 Researchers found no 

statistically significant differences among the three areas 

when measuring levels of crime, police response time and 

citizen fear of crime and satisfaction with police response. 

The police response time effectiveness study (Pate et 

al., 1976~ Kansas City P.O., 1977) found that on-scene inter

ceptions of criminal activity or apprehensions of suspects 

were few and far between, and in most cases little relation-

ship if any existed between police response time and arrest 

rates.13 The National Institute of Justice (NIJ) recently 

funded an experiment in St. Louis, using automatic vehicle 

locator (AVL) technology, to determine if any relationship 

exists between the geographic location of a crime in progress 

and the geographic locations of police patrol cars at the time 

the crime is in progress. The project data showed no signifi

cant effect of preventive police patrol on crimes against 

persons and that property crimes were either temporarily de

ferred or geographically displaced to other areas.14 

Recently, renewed attention has been focused on the police 

role in "order maintenance." The Newark Foot Patrol exper i-

ment (Police Foundation y 1981) found that people feared being 

bothered by disorderly people--drunks, panhandlers, rowdy 

teenagers, etc. Foot patrol officers used extralegal measures 

to instill or enforce informal social controls in the neigh

borhood. lS Skogan and Maxfield (1981) found hi~h correlations 

between fear of crime and actual experiences with public 
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disorder .16 Wilson and Kelling (1981) suggest that disorder 

and crime are "usually inextricably linked" and that "serious 

crime flourishes in areas in which disorderly behavior goes 

unchecked."17 The informal social control mechanisms of 

neighborhoods need to be strengthened to minimize fear in 

public places, say Wilson and Kelling and they further suggest 

that citizen-initiated efforts (tenant patrols, security 

guards, etc.) might have more impact in many areas than police 

actions--especially given declining police resources. 

As noted in Chapter 2, citizens and property owners have 

increasingly undertaken measures to protect themselves. No 

data have thus far indicated that the public unde~takes these 

measures because of reduced confidence in the police. Law en-

forcement is one of numerous options or "protective choices" 

available t~ individuals and entities.18 In addition to pub-

lic law enforcement agencies, Post and Kingsbury suggest a 

large number of "self-help" measures that include individual 

measures, collective measures (proprietary security programs, 

community-based crime prevention) and commercia~ ~;encies 

(private security services and products) .19 

As noted by the Rand and Private Security Task Force 

Reports, law enforcement primarily serves the public interest 

by providing a general level of protection for the community 

at large. Private security, however, cannot automatically be 

assumed to be complementary to public law enforcement. Pub-

lic law enforcement needs to be reexamined as one of the range 

of protective choices available for protection of life and 
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property in the cornmunity--as part of a "community protective 

service network n20 of public and private protective resources. 

9.3 THE SECURITY ROLE: ASSET PROTECTION AND LOSS PREVENTION 

The Rand report dep.J.cts a sharp division of law enforce-

ment and private security functions, based upon the fact that 

public interests are supported by law enforcement and private 

interests are served by private security. Most views in the 

literature tend to emphasize the functions performed by both 

public and private protective resources. Crime is one of many 

hazards that can cause a loss of assets in organizations. The 

main objective of private security is to protect these assets 

and to prevent losses. Post and Kingsbury visualize the rela-

tionship of law enforcement and private security roles as two 

slightly intersecting spheres of crime prevention (law en

forcement) and loss prevention (private security) as depicted 

in Figure 9-1. 21 The Private Security Task Force also visu-

alized the respective roles as overlapping spheres but with 

the shared functions of crime prevention, crime reduction, and 

order maintenance. 22 

Police and security tasks are depicted as a continuum in 

the Private Security ~ask Force (PSTF) Report and a recent 

unpublished study of police officers and guards in Federal 

Government agencies by the u.S. Office of Personnel Management 

(OPM), The PSTF draws a distinction between services provided 

in five areas: 1) input - the manner in which the service is 
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Public Private 

Crime Prevention , Loss Prevention 

. Figure 9-1 
Protection in the Community 

Source: Post and Kingsbury, Security Administration (Springfield, IL: Charles C. Thomas) 

9-~12 



II! . 
------------------------------'-----.~-------------

obtained (citizen or client); 2) ~_ or function - predomi-

nant activity or purpose (crime response or crime prevention); 

3) targets - the beneficiaries or objectives to which the 

service is directed (general public or specific clients); 4) 

~Lvery system - the mechanism through which services are 

provided (government agencies or profit-oriented enterprises); 

and 5} output - the end product of services performed (law 

enforcement/criminal apprehension or loss reduction/assets 

protection).23 This continuum is illustrated in Figure 9-2. 

The OPM study depicted (Figure 9-3) security and order main-

tenance/law enforcement duties in a continuum with a "very 

broad gray area shared by the two lines of work."24 An ar-

ticle written by a veteran police officer and a contract secu-

rity manager discussed six "shared goals n of law enforcement 

and security: (1) deterrence, (2) discovery of crime, (3) 

cr ime prevention (Le., target hardening), (4) non-cr ime-

related duties, (5) enforcement of laws, and (6) recovery of 

stolen property.25 

Scott and McPherson (1971) maintain that a broad range of 

private security activities has always been performed, and 

that they are nvirtually identical in many respects to those 

carried out by the public police. n26 They suggest that the 

main differences between public and private npolicingn are not 

the activities performed, but for whom the services are per-

formed and the degree of authority exercised. Even this 

distinction is not always clear, since occasionally private 

security personnel are given police powers within the limited 
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Client 
Crime Prevention 
Specific 
Profit-oriented Enterprise 
Loss Reduction/ 

Assets Protection 

Security Services 

Input 
Role/Func:tlon 
Targets 
Delivery System 
Output 

Figure !J·2 
The Security Continuum 

Public 

Citizen 
Crime Prevention 
General 
Government 
Enforcement! 

Apprehension 

Source: Report of the Task Force on Private Security, National Advisory Committee on 
Criminal Justice Standards and Ooals (Washington, D.C.: U.S. Government Printing 
Office). 
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SECURITY ORDER MAINTENANCE/LAW ENFORCEMENT 

Monitor Alarm Equipment Respond to Alarms Stake Out Areas Participate in Criminal Raids 

Respond to Calls for Service Investigate Complaints Investigate Crime Interrogate Suspects 

Secure Building/Property DetectlReport Criminal Acts Patrol to Prevent Crime Arrest Violators 

{ Control Locks/Keys Guard Restricted Areas Control AccesslMovement Patrol to Preserve Peace 

Check ID Badges/Passes Escort Visitors Control Traffic Conduct Searches and Seizures 

t Enforce Miscellaneous Rules/Regulations Protect Property Prot,ect People Uphold/Enforce Laws 

f 

( 

. 
GUARD POLICE OFFICER 

Figure 9-3 
Continuum of Security, Order Maintenance and Law Enforcement Work 

Source: Final Report on the Study of Protective Occupations: Police Officers and Guards, U.S. Offi.:e of Personnel 
Management, Washington, D.C., (unpublished), 1982. 
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area or premises in which they are employed. One fourth of 

medium and large police departments in our national survey 

report giving special deputy or police powers to security 

personnel. Site work done for the present study in Baltimore 

County disclosed that proprietary security managers frequently 

exercise this option for their security personnel. 

Unfortunately, the focus of many of these illustrations is 

on overlapping tasks of operational personnel--police officprs 

and guards. Yet, as a security director for a large national 

telecommunications firm noted, "industrial security has 

evolved from the old uniformed guard posture to an integral 

part of the overall corporate structure."27 Two other state

ments by corporate security directors of Fortune 500 companies 

emphasize the complex and sophisticated role private security 

has in business and industry: 

~ndust~ial security departments in many 
~ndustr1es are able to help their companies 
and the consumer by reducing losses, damage 
and injury to company property and assets 
and thus prevent needless expense that 
WOuld otherwise be passed on to stock
hOlders through lessened profits and to 
~onsumers through service interruptions and 
1ncreased costs. Industrial security 
forces als~ provide phYSical protection to 
employees. 8 

We're bUSinessmen, we're part of running a 
business not quasi-policemen. We go into 
meetings of sixteen to eighteen people at 
the top corporate level, and talk about 
p:oblems of the company--production .. R&D, 
f1nance, personnel--and security is just 
one dimension. We bring a frame of ref
erence to the decision-making process just 
like finance, marketing, legal and ~very 
other skill and academic discipline.29 . 
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Bottoms and Kostanoski (1981) disdain use of the term 

"loss prevention" since losses will occur in any free enter-

pr ise system, despi te the best efforts to prevent them. 

Bottoms and Kostanoski use an acronym, WAECUP, to present an 

informational theory of loss control.30 In this model, secu

rity seeks to control five basic threats, of which crime is 

just one: waste, Accid~nts, Errors, Crime, and Unethical 

Practices. waste and accidents erode company profits; high 

technology has resulted in a new generation of potential 

hazards. Errors include not only production processes which 

impact product quality and customer satiF~·:ction, but also the 

transmission and storage of information: e.g., accounting 

errors that make it difficult to trace loss. Waste, accidents 

and errors focus attention on an important aspect of many 

industrial security programs: the use of security personnel 

for safety and control (shipping, receiving, inventory) func

tions. Unethical practices (bribery, industrial espionage, 

etc.) can affect the corporation not only through adverse 

civil and cr iminal judgments, but also through loss of 

prestige. 

Modern policing evolved from a shift in policing initia

tives from the private to the public sector. Calder (1981) 

notes that a "large number of laws and social principles are 

founded on the right and obligation of private property pro

tection."31 The property law rights of proprietary organiza

tions and their contractual relationship with contractual 

secur.ity firms form the basis for much of private security's 
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authority. Calder states that the growth and development of 

metropolitan police departments resulted from a "redistribu

tion of private responsibility for property protection to 

public responsibility."32 Spitzer and Scull (1977) trace this 

redistribution to industrial and commercial decentralization 

and geographical dispersal throughout the country at the turn 

of the century.33 Companies increasingly relied on public 

policing for protection of their geographically dispersed 

facilities. However, in the last two decades, demands have 

increased on the public police for many noncr ime acti vi ties. 

At the same time, business management began to establish 

greater internal controls (including security) over all facets 

of production and distribution. These factors, say Spitzer 

and Scull, created a growth in demand for private protective 

services, especially the security services and equipment of 

contract security. 

Shearing and Stenning (1981) correlate the growth of pri

vate security with "shifts in property relationships." 

Whenever one finds a shift in property 
relations towards large geographically con
nected holdings of mass private property. 
one also finds a s~ift towards private 
policing initiatives.,j4 

The private streets and enclosed areas of large industrial, 

commercial and residential developments tend to be protected 

privately whereas public areas are protected by public police. 

Shearing and Stenning call this a "new corporate feudalism" 

which has shifted protection resources from the public to the 
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private sector. Thus, the "fiscal crisis of the state" and 

declining police resources have resulted from this shift~ they 

did not cause i te 

The following comment by the Corporate Director of Secu

rity for one of the country's largest corporations provides an 

example of mass private property holdings mandating the inter

nal controls of private security: 

Most of O'lr plants are cities wi thin cities 
and both police and fire departments are 
out of their element in our surroundings-
they don't know where to go, where to be
gin. Elaborate liaison procedures are more 
difficult then doing it ourselves. It's in 
our own best interest to take care of our 
own problems. If our plants become a sanc
tuary for certain kinds of criminal activ
i ty (e.g., drugs), it affects producti vi ty, 
quality control and potential for theft-
that costs us money. We're here to turn a 
profit, not lose mon~ before we get our 
products out the door. 

According to Shearing and Stenning, the growth of modern 

policing and its expansion through the 1960's and early 1970's 

resulted from the redistribution of private property protec

tion responsibilities to the public sector. The recent de-

cline in law enforcement resources can be attributed in part 

to a shift back to the private sector of the primary responsi

bility for protection. This shift suggests a need for rea

lignment of roles and relationships between the public and 

private sectors •. 
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Colloquially, this phenomenon was expressed as a "turf 

issue" during the course of the present research. Law en

forcement has enjoyed a dominant position in providing protec

tive services to their communities but now foresees an erosion 

of their "turf" to private security. Extensive interviews 

with both proprietary and contract security managers have 

confirmed that this fundamental shift has already occurred 

through technological sUbstitution for labor, and it is now 

simply being manifested in more highly visible human re

sources. This position was succinctly summarized by a leading 

police and security educator: 

If one were to make a big pie of the pro
tection of the wealth, health and welfare 
of a community, law enforcement would be a 
small part of the pie. Law enforcement 
which is basically manpower is now seeing a 
manpower shift to the private sector. But 
manpower is a small part of protection 
resources. A shift of protection resources 
to the private sector has already happe~gd; 
cops only see the change in their turf. 

9.4 PERCEPTIONS AND EXPECTATIONS OF ROLES AND PERFORMANCE 

In both the national surveys and site surveys, a series of 

questions were asked pertaining to perceptions and expecta

tions of law enforcement and private security roles, perform

ance and contribution. The remainder of the chapter discusses 

the data from these surveys and displays it in tabular form. 
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9.4.1 Police Functions and Response Priorit~ 

In t.he Hallcrest survey of chiefs of police and sher iffs 

in alISO states, the law enforcement executives were asked to 

rate on a scale of "highest to lowest" the importance to their 

agency of nine "functions and activities" which are integral 

parts of the police mission. Table 9-1 rank orders the fre

quency of their rHsponses from highest to lowest priority. 

These responses are consistent with an orientation to the 

formal police role of crim~ control suggested by the litera

ture reviewed. In light of the renewed interest in order 

maintenance among police researchers and practitioners and its 

"inextricable link" to criminal activity levels, it is inter-

esting to note that order maintenance is ranked immediately 

after crime control functions and activities and ahead of 

crime prevention. On the other hand, departments serving 

areas of more than 500,000 population more frequently place 

crime prevention ~head of order maintenance. Ratings by line 

officers in Multnomah County (Portland), Oregon, and in Balti-

more County, Maryland, were similar to ratings by chiefs and 

sheriffs nationally, except that line officers rank order 

maintenance higher than crime investigation. When asked how 

they thought law enforcement wo~ld rate these functions and 

activities, proprietary and contract se0urity managers rather 

accurately perceived the priorities of law enforcement-

perhaps because so many security managers come from a law 

enforcement background. 
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SOURCE: 

TABLE 9-1 

LAW ENFORCEMENT EXECUTIVE 

RATINGS OF LAW ENFORCEMENT FUNCTIONS 

(Rank Ordered) 

1. protection of lives and property 

2. arrest and prosecution of suspects 

3. investigation of criminal incidents 

4. maintaining public order 

5. crime prevention 

6. community relations 

7. general assistance to the public 

8. traffic enforcement 

9. traffic control 

iii = 384 

National survey of police Chiefs and Sheriffs, ~all
crest systems, Inc., 1981. 
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Chiefs and sheriffs were also asked to rate on a scale of 

"highest" to "lowest" the priority of response assigned by 

their agency to twelve typical calls for service, some of 

which are private security-initiated. Table 9-2 is a rank 

order of highest to lowest priority responses. A police 

officer in trouble is rated "highest priority" response by 99% 

of law enforcement respondents, while a security guard in 

trouble is rated by only 60% as a "highest priority." Small 

and medium sized departments place more emphasis on a security 

guard in trouble response than the larger departments. 

The difference in response priorities for police and se

curity officers in trouble is accurately perceived by private 

security. In contract security firms, about 60% think law 

enforcement would assign "highest priority" to security guards 

in trouble, but only one-fourth of proprietary security man

agers perceive a "highest priority" response by law enforce

ment. Activated burglar alarms are rated a high or highest 

priority response by about three-fourths of law enforcement, 

but small and medium departments rate alarm response a higher 

priority than large departments. In contrast, only about 40% 

of proprietary and contract security managers believe that law 

enforcement in their area is assigning a high response pri

ority for burglar alarms. 

Employee theft and shoplifting are very low response pri

orities for law enforcement departments, regardless of de

partment size. About 75% of departments report daily "in

vestigation" of shoplifting crimes, even though they are a low 
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TABLE 9-2 

LAW ENFORCEMENT EXECUTIVE 

RATINGS OF RESPONSE PRIORITIES 

(Rank Ordered) 

1. police officer in trouble 

2. robbery in progress 

3: burglary in progress 

4. armed robbery 

5. security guard in trouble 

6. burglar alarm activated 

7. assault and battery 

8. domestic disturbance 

9. traffic accidents 

10. auto theft 

11. shoplifting 

12. employee theft 

N = 384 

National Survey of Police Chiefs and Sheriffs, Hall
crest Systems, Inc., 1981. 
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response priority. Employee theft is the most frequently in

vestigated crime by private security, but 85% of the law en-

forcement agencies report a medium to low response priority 

and infrequent investigation of this crime. Other "crimes 

against business" are commonly investigated by private secu

rity personnel but are seldom investigated by local law en-

forcement: cargo theft, computer-related crimes, embezzle-

ment, securities theft, and industrial espionage. 

9.4.2 £riyate Security Functions 

Proprietary and contract security managers were asked in 

the Hallcrest survey to rate on a scale of highest to lowest 

the priority of various security functions to their companies 

or organizations. The functions and activities are similar to 

those rated by law enforcement. Table 9-3 displays a rank 

order of their responses from highest to lowest priority 

.;."unctions. 

Proprietary and contract security managers strongly agree 

on the highest priorities for security functions and activi

ties. The first five rank-ordered activities are exactly the 

same. Both law enforcement executives in the national survey 

and officers in the case study sites accurately perceive these 

five top-rated functions as characteristic of private secu

rity. Table 9-4 displays proprietary security manager pri

orities, by aggregate business type--commercial, institutional 

and indastrial. With the exception of shoplifting emphasis in 
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TABLE 9-3 

SECURITY MANAGER RANKINGS 

OF PRIVATE SECURITY FUNCTIONS 

(Rank Ordered) 

PROPRIETARY 
MANAGERS 

1. protection of lives & 
property 

2. crime prevention 

3. loss prevention 

4. fire prevention 

5. access control 

6. crime investigation 

7. employee identification 

8. crder maintenance 

9. arrest/prosecution 

10. accident prevention 

11. crime reporting 

12. information security 

13. traffic control 

N = 676 

CONTRACTUAL 
MANAGERS 

1. protection of lives & 
property 

2. crime prevention 

3. loss prevention 

4. fire prevention 

5. access control 

6. order maintenance 

7. employee identification 

8. crime reporting 

9. arrest/prosecution 

10. information security 

11. crime investigation 

12. accident prevention 

13. traffic control 

N = 545 

SOORCE: National Survey of Police Chiefs and Sheriffs, Hall
crest Systems, Inc~, 1981. 
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TABLE 9-4 

RANK ORDER PRIORITY OF PRIVATE SECURITY FUNCTIONS 

Commercial 

1. Protection of lives & property 

2. Crime prevention 

3. Loss prevention 

4. Fire prevention 

5. Crime investigation 

6. Access control 

7. Arrest/prosecution 

B. Information security 

9. Order maintenance 

10. Accident prevention 

11. Employee identification 

12. Crime reporting 

13. Traffic control 

N = 221 

BY AGGREGATE BUSINESS TYPE 

Institutional 

1. Protection of lives & property 

2. Crime prevention 

3. Fire prevention 

4. Access'control 

5. Loss prevention 

6. Order maintenance 

7. Accident prevention 

B. Crime investigation 

9. Information security 

10. Employee identification 

11. Crime reporting 

12. Arrest/prosecution 

13. Traffic control 

H = 103 . 

Industrial 

1. Protection of lives & property 

2. Crime prevention 

3; Loss prevention 

4. Access control 

5. Fire prevention 

6. Employee identification 

7. Cri~e investigation 

8. Accident prevention 

9. Information security 

10. Order maintenance 

11. Crime reporting 

12. Arrest/prosec~tion 

13. Traffic control 

N :::: 314 

SOURCE: National Survey of Proprietary Security Managers, Hallcrest Systems, Inc.,19B1. 
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the retailing area of the commercial sector, crime investiga

tion is ranked in the lower half of priorities, and crime 

reporting and arrest and prosecution are among! the least three 

important functions. Private security clearly views its pri

mary mission as loss (crime, fire, etc.) prevention, whereas 

law enforcement in its self-ratings views crime control as its 

primary mission. 

Three observations can be made concerning the rating of 

functions/activities by operational security personnel in the 

case study sites. First, security employees have about the 

same perspective of security functions as do security man

agers, which suggest good communication of role content by 

security managers. Second, despite stereotypes of contract 

security guards as "rent-a-cops" trying to perform police 

functions, only contract guard supervisors and alarm runners 

place a high priority on criminal investigation, i.e., in

vestigation of incidents on the client's property they are 

protecting. On the other hand, ratings by store detectives 

and retail investigators, bank investigators, and other pro

prietary investigative staff closely resemble the crime con

trol orientation of law enforcement executives in Table 9-1. 

Third, there is no clear division of labor (in terms of 

functions/activities) between contract and proprietary se

cur i ty per sonnel. The consensus obtained ~mong propr ietary 

and contract security officers on job functions in manufac

turing settings suggests fairly standardized functions in

digenous to industry type rather than personnel type (contract 
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or proprietary). For example, both in-house and contract 

security officers can be found patrolling interior and ex

terior areas, checking locks and gates, checking for fire 

hazards, screening and escorting visitors, providing informa

tion, etc. 

The discussion of the role of private security in the 

previous section postulated several theories for the growth of 

private security: (1) their services are similar to law en

forcement and differ oIlly in legal authority; (2) private se

curity fills a vacuum left by declining law enforcement ser

vices1 (3) private security protects interests that otherwise 

would go unprotected; and (4) private security openly competes 

with law enforcement in providing protective services. Based 

on the discussions of the PSAC and the PSTF, Hallcrest hy

pothesized that police officers might feel threatened bv the .. 
increasing use of private security, especially where moon

lighting by police officers was permitted. Police officers at 

the case study sites felt neither that private security ser

vices were similar to law enforcement nor that they were 

trying to compete with law enforcement. Officers supported 

the "vacuum" and "interest" theories of private security, 

i.e., even though private security fills gaps left by reduced 

public resources, private security is merely protecting pri-

vate interests that otherwise would go unprotected. In a 

separate Hallcrest survey, the senior executives of major 

national and regional contract security companies strongly 

subscribed to this position as well. 
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9.4.3 PrivatejSecurity Performance 

Law enforcement executives across the nation and officers 

in the two case study sites were asked to rate the performance 

of private security in ten areas. Displayed in Table 9-5 are 

the average ratings for each group. Overall r private security 

is rated fair to poor ir. most areas. Chiefs and sheriffs rate 

private security more favorably in reporting criminal inci

dents, responding to alarms, the reasonable use of force and 

proper use of weapons. The higher ratings on reasonable force 

and proper weapons use are surprising, given the amount of 

media attention and stereotyping that centers on these two 

are/as. Chiefs and sheriffs gave private security higher 

ratings in these two areas than law enforcement officers in 

the sites. Interestingly, about 40% of law enforcement man

agers and officers "don't know" how they would rate private 

security on use of force and weapons. One-third of the offi

cers were unsure how to rate personnel quality, bacKground 

checks and training. This is consistent with the infrequency 

of contact and exposure to private security reported by both 

groups and discussed in Chapter 10. 

Generally, proprietary security managers rate their own 

operations good in all areas of personnel performance, but 

less than 30% rate their performance as very good to ex

cellent. Yet, they rate their own personnel much higher than 

they rated contract security personnel in most performance 

categories. Contractual security gives poor ratings to the 

performance of private security firms in their geographic 

9-30 

; 
I 

\ 
i 
I 
I, ' 

I 
I 
i 
I 
L 
\" 
" 

i ; 

TABLE 9-5 

LAW ENFORCEMENT RATINGS 

OF PRIVATE SECURITY PERFORMANCE 

Performance Area 
Law Enforcement 

Executives 

quality of personnel 

pre-employment background checks 

training received 

supervision 

personal appearance in uniform 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal incidents 

responding to alarms 

N 

2.6 

2.7 

2.8 

2.7 

2.5 

2.3 

2.3 

2.8 

2.2 

2.3 

= 545 

SCALE: 1 = very good 2 = good 

Law Enforcement 
Qtficers 

N 

2.6 

2.7 

2.9 

2.7 

2.5 

2.4 

2.6 

2.8 

2.4 

2.6 

= 194 

3 = poor 

SOURCE: National Survey of police Chiefs a~d Sheriffs (~98l), 
and Site Surveys of Employees 1.n the Baltl.more 
County Maryland police Department and the Multnomah 
County Depart~ent of Public Safety (Portland, 
Oregon), Hallcrest systems, Inc., 1982. 
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areas with the exception of alarm response. This is either a 

candid assessment or a reflection of "backbiting" or "~ad 

mouthing" of other contract security firms which we found to 

be a frequent practice in the field (i.e&, there are "prob

lems" with contract security operations, but they belong to 

the "other guy"!). 

Contract security perceives more critical performance 

ratings by law enforcement than they actually received, which 

suggests a negative self-image on the part of contract secu

rity and, to a lesser extent, proprietary security. 

9.5 THE PRIVATE SECURITY CONTRIBUTION TO CRIME PREVENTION AND 
CONTROL 

One of the major purposes of this research project is to 

document the contributions of private security to crime pre

vention and control. Material presented in earlier chapters 

demonstrates the complex and far-reaching scope of private 

security programs in business, industry and institutions and 

the utilization and growth of a broad range of purchased 

security goods and services. On the sheer preponderance of 

evidence presented, it is clear that private security makes a 

sizable contribution to crime prevention and control, even 

though loss prevention and assets protection are its main 

concerns e Both in the Preface and the Forward to its report, 

the chairman of the National Advisory Committee on Criminal 

Justic~ Standards and Goals and the chairman of the Private 
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Security Task Force, respectively, noted the contribution of 

private security to crime prevention and control: 

There is virtually no aspect of society 
that is not in one way or another affected 
by private security ••• The pervasive in
volvement of private security plays a vital 
role in efforts to create a s~ environ
ment in which to work and live. 

One massive resource, filled with signifi
cant numbers of personnel. •• the private 
secur i ty industry ••• offer s a potential for 
coping with crime that can not ~~ equalled 
by any other remedy or approach. 

The Task Force Report created some interest among law 

enforcement aaministrators in this nmassive" but untapped re-

source. Subs~quent to the work of the Task Force, the Inter

national Association of Chiefs of Police (IACP) established a 

standing committee on private security. In 1978, an entire 

issue of Police Chief magazine was devoted to private secu

rity. In an editorial in that issue, the President of the 

IACP made the following statement on the contribution of 

private security: 

Today~ more than ever, private security 
forces are contributing to the public safe
ty and security. Their omnipresence in 
business, industry, transportation, and 
government relieves public police from many 
of the order maintenance dU!~es that are so 
vital to the public safety. 

Law enforcement administrators were also admonished not to 

lose sight of their "her.~tagen in private security, i.e., the 

predominance of private protection at the time of the Peelian 

Reform in the early nineteenth century. 
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voted a major section to articles on private security: "The 

Private Security Connection." Indeed, articles in both law 

enforcement and private security periodicals and association 

publications increasingly allude to this connection or part

nership in combatting crime in the United States. Perusal of 

literature of the respective fields suggests a growing aware

ness on the part of police chiefs and sheriffs of the role and 

contribution of private security. Hallcrest expected the 

criticism of private security performance discussed in the 

previous section, but on the other hand Hallcrest fully ex

pected an awareness or appreciation by law en.forcement man

agers of private security's contribution to crime prevention 

and control in their communities. Surprisingly, the Hallcrest 

national and case study site survey data show that private 

security is still very much perceived by law enforcement as a 

silent or junior partner--if a partner at all! 

Table 9-6 displays the comparative ratings of law en

forcement and private security managers on the contribution of 

private security to crime prevention and control. Proprietary 

security managers rated the contribution of their security 

programs, and contractual security managers rated their firm's 

contribution to crime prevention and control for the typical 

clients they serve. 

Law enforcement managers consider the overall contribution 

of private security and the reduction of direct dollar crime 

losses by private security to be somewhat effective. Law 
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TABLE 9-6 

PRIVATE SECLRITY CONTRIBUTIONS TO CRIME PREVENTION AND CONTROL 

Ratings by Law Enforcement and Private Security Managers 

La,·! 
Enforcement 

Proprietary contractual 
Security Security 

overall contribution 2.2 1.5 1.2 

reduction in volume 2.4 1.7 1.5 
of crime 

reduction in direct 2.2 1.6 1.5 
dollar crime loss 

number of criminal 2.6 1.9 2.0 
suspects apprehended 

order maintenance 2.4 1.4 1.7 

N = 384 N = 676 N = 545 

SCALE: 1= very effective 2= somewhat effective 3= not effective 

SOURCE: National Surveys of police Chiefs and Sheriffs and 
Proprietary and contractual security Managers, Hall
crest systems, Inc., 1981. 
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enforcement rates private security as ineffective in reducing 

the volume of crim~, in apprehending criminal suspects and in 

maintaining order. 
, managers rate their security programs 

Proprietary securl.ty 

as effectively contr ibuting to crime prevention and control, 

but see their efforts as only somewhat effective in the number 

of criminal suspects apprehended. The lower rating for crim-

l.'S consl.'stent with the proactive and 
inal suspect apprehension 

f proprietary security and their con
preventive orientation 0 

h d f loss control rather 
cern for identifying areas and met 0 s 0 

t d prosecution for crimes. 
than emphasizing arres an 

ra ted the most effective area of 
Order maintenance was 

crime prevention and control by proprietary security managers~ 

about 60% felt they were very effective in this ?rea. Estab

lishing firm controls in the work environment is a major 

Shearing and stenning 
function of propr ietary secur i ty. 

prl.'vate security as having a major impact on the 
(1983) see 

1 40 The publiC has few realistic 
nature of social contro • 

altern~tives for avoiding the services, facilities and work 

environments of privately owned property where "public life" 

increasingly takes place. In Shearing and stenning's view, 

proprietary security programs are established (1) to maintain 

the organization's own definition of 50c.ial order and (2) to 

protect their interests as potential victims of a much broader 

range of actions than the crimes defined by the c~iminal jus-

tice uystem. 
This client orientation, in their opinion, is a 
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distinguishing characteristic from the social control exerted 

by public policing. 

In the criminal justice system, the state 
is nominally impartial and individuals are 
j~dg~d.in terms of crimes against the pub
ll.c 1n~erest. By contrast, private secu
rity defines problems in purely instru
mental terms: behavior is judged not ac
cording to whether it offends some ex
ternally defined moral standards, but whe
ther it threatens the interests (whatever 
they may be) of the client. This estab
lishes a definition of social order which 
is both more extensive and mQfe limited 
than that defined by the state.4 

In contrast, about one-third of contract security managers 

were unsure how to rate their contrH~·'.tion in order mainte

nance. Order maintenance and cr iminal suspect apprehension 

contributions of contract security are rated as somewhat ef

fective by them. Contract security perceives a v~ry effective 

contr ibution to cr ime prevention and control for their 

clients, and they rate their efforts at r~duction of direct 

dollar loss and volume of crime as effective. About three

fourths of contract security managers rate their overall con

tribution as very effective. 

Table 9-7 compares the actual ratings by law enforcement 

managers of private security contributions to crime prevention 

and control with the perceptions of those ratings by private 

security. Although perceiving lower ratings by law enforce

ment, private security still has expectations of higher rat

ings by law enforcement which were not met in the actual 

ratings. 
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The patterns of ratings by police officers and security 

personnel in 'the case study sites are similar to those of law 

enforcement and security managers in the national survey 

data. Table 9-8 compares the ratings of police officers and 

security personnel. Proprietary and contractual security bo~h 

perceive their contributions to crime prevention and control 

to be effective. Like contract security managers in the 

national surveys, nearly three-fourths of contract security 

personnel in the site surveys rate their overall contributions 

as very effective. Security personnel also have expectations 

for higher ratings by law enforcement, yet security personnel 

still expected law enforcement to rate them no lower than 

somewhat effective. 

The security personnel perceptions of low ratings by law 

enforcement are consistent with questions directed to security 

personnel in both sites on the attitude of most police per

sonnel toward security personnel. In Shearing and Stenning's 

study of over 10,000 contract security personnel in Ontario, 

Canada, about three-fourths of seclrity personnel thought the 

police had the attitude that contract security performs a 

valuable service. 42 Replication of this question (also a Rand 

survey item) with the same response sets in our site surveys 

yielded wide variations in results. The majority of both 

contract and proprietary security offi,cers reported 'chat po

lice officer attitudes generally depend on the individual, and 

less than one-fourth of them thought police viewed private 

seaur i ty as performing a valuable service. About 25% of the 
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TABLE 9-7 

PRIVATE SECURITY CONTRIBUTIONS TO CRIME PREVENTION AND CONTROL 

Perceptions of Law Enforcement Ratings 

overall contribution 

reduction in volume 
of crim~ 

reduction in direct 
dollar crime loss 

number of criminal 

Actual Ratings 
~iefs & Sheriffs 

2.2 

2.4 

2.2 

2 .. 6 
suspects apprehended 

order maintenance 2.4 

N = 384 

Perception of Ratings 
Proprietary Contractual 

Mgr's Mgr's 

1.9 2.0 

2.1 2.0 

2.0 1.8 

2.3 1.9 

1.8 2.2 

Ii' = 676 N = 545 

SCALE: 1= very effective 2.= somewhat effective 3= not effective 

SOURCE: National Surveys of P\olice Chief;s and Sheriffs and 
Proprietary and ContraGtual Secu~ity Managers, Hall
crest Systems, Inc., 1981. 

9-39 



( 

( 

~~~-~~~--<--- - ~ 

I" 

TABLE 9-8 

PRIVATE SECURITY CONTRIBUTIONS TO CRIME PREVENTION AND CONTROL 

Ratings by Police Officers and Operational Security Personnel 

police 
Officers 

overall contribution 2.4 

reduction in volume 2.5 
of crime 

reduction in direct 2.3 
dollar crime loss 

number of criminal 2.5 
suspects apprehended 

order maintenance 2.5 

H :: 194 

Operational 
Security Personnel 

Proprietary Contractual 

1.6 1.3 

1.7 1.5 

1.7 1.5 

1.9 1.9 

1.6 1.5 

H = 110 H = 78 

SCALE: 1= very effective 2=somewhat effective 3= not effective 

SOURCE: Site surveys of law enforcement and security em
ployees in Baltimore County, Maryland and Multnomah 
County (Portland), Oregon, Hallcrest systems, Inc., 
1982. 
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security officers also felt that police officers were indif

ferent to them (consistent with Rand), but less than 5% felt 

police have a condescending attitude toward security officers 

(Rand found 12%). These variations may be accounted for by 

improved private security services, or other variables over 

time which have affected these attitudes. 

According to survey resul ts, the large impact of pr i vate 

security on the overall safety and security of communities has 

not been fully recognized by law enforcement administrators or 

operational personnel. Some law enforcement practitioners 

recognize the dramatic growth of private security in the past 

decade, but seem to feel that this growth is a result of the 

failure of law enfo(cement and the criminal justice system 'co 

do its job. In other words, if law enforcement were given 

a~equate resources, there would be no need for widespread use 

of private security. This position is implied in an editorial 

by another past President of the IACP who was very instru

mental in focusing IACP attention on private security rela

tionships: 

The need for safety and security is ele
mentary to public productivity. Without 
assurances that our citizens can safely 
reach their business, there is no way to 
solve the economic crisis. Take a look at 
the tremendous growth of the private se
curity business with private guards, 
alarms, locks and other security devices 
and you become convinced "that more must be 
done by government to provide safety to our 
citizens ••• The law enforcement institution 
mY~~ be given support to do its job. 
Failure to provide the required basic se~~e 
Of security stifles the quality of life. 
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In the Hallcrest survey of major national and regional 

security companies, senior executive respondents did not cor

relate a decrease in law enforcement resour.ces nor the defeat 

of numerous special tax levies for police protecion with 

public dissatisfaction over police performance, lack of con

fidence in the police, apathy toward the crime problem, or 

increased use of private protection. Rather, the general 

economic climate and high property tax rates were viewed as 

very significant contributing factors. These senior security 

executives perceive private security as fulfilling a role that 

occurs regardless of police performance; private security 

protects interests in property and assets that otherwise would 

go directly unprotected by police resources, although recently 

they do see their service filling a vacuum or void caused by 

decreased law enforcement resources. In the national survey, 

the "inability of police to affect the crime raten was ranked 

only eighth of twelve factors presented to contract security 

managers as important influences on client requests for their 

services. 

In assessing the ascendency of private security in Great 

Britain, Slater (1982) embraces the reasoning of Spitzer and 

Scull and of Shearing and Stenning that changes in capitalist 

economic and corporate structure and large private property 

ownership are shifting emphasis back to private protection. 

Slater sees a nquiet revolution" 'H::o.!urring in our social ar~ 

rangements for policing and social control. 44 Private secu

rity and the private justice systems are often used to resolve 
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criminal incidents and are viewed by Slater as nradical alter

natives to the public police and public criminal justice sys

tems.n45 Yet, law enforcement appears to have adopted a pos

ture that the public sector must or should bear the primary 

burden for safety of the community. This excessive burden 

precludes the ability to seek creative alternative solutions 

to community safety and security in the midst of dwindling 

public resources. 

Private security policies and decisions on the disposition 

of criminal incidents through either the public or private 

justice system decidedly impact police workload and resources. 

In reality, local law enforcement has very little effect on 

many crimes against business. Exceptions would include bur

glaries and robberies in the commerical and retail setting and 

the economic crime investigation and prosecution units at 
'" 

state and federal prosecutorial levels. Many of the cases 

investigated, e~g~, check and credit card fraud, are in ad

vanced stages of investigation or are completed when they are 

Company officials may reported or handed over to the police. 

seek prosecution of only a few people involved in a very 

complex and far reaching internal theft or fraud case. (Often 

these d(:!cisions are made af- the national or ..... egional level of 

In retal'll"ng, for examp,le, the emphaois the corpora tion.) "I 

placed by different retailers on arrest as a deterrent to 

shoplifting impacts police patrol and investigation operations 

and reported rates of crime in the community. 
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Although they have different levels of emphasis, law en

forcement and private security ostensibly share goals of crime 

prevention and control. But the relationship between the po

lice and private security often exists in a climate of suspi

cion and distrust similar to that noted by McDonald (1981) in 

comparing the "shared goals" of police and prosecutors: "each 

group is suspicious of the other'S motives, competence, vera

city, integrity, values and reliability."46 This distrust 

results in a lack of cooperative programs and the inability to 

blend creatively the combined resources of law enforcement and 

priv~~~ security. 

Three types of behavior are fostered by this climate of 

suspicion: accommodating behavior, a"oidance behavior, and 

controlling behavior. 

The ~Q.mIn.QQ.ating bebavior of law enforcement concedes a 

contributory role for private security in community crime pre

vention and control, but chooses to define any involvement of 

private security within the framework of the criminal law and 

justice system. For example, there might be an interest in 

discussing teenage rowdyism, shoplifting and purse-snatching 

problems with security personnel in a large shopping mall, but 

only if the outcome is directed toward identification, arrest 

and prosecution of offenders. Mall management may prefer to 

resolve the problem through the individual retailer'S civil 

action for damages against parents of identified youths. An 

example of private security accommodating behavior would be 

the hiring of off-duty police officers for a special security 

9-44 

detail solely to have access to their arrest powers, but not 

involving police in the overall mission of the security de-

tail. More accommodating behavior occurs on the part of law 

enforcement, and this partly explains why the contribution of 

private security is perceived as either marginally effective 

or ineffective: security less frequently interacts with the 

criminal justice system. 

In avoidance behayior, law enforcement and private secu-

rity avoid situations that would force them to interact. This 

is best evidenced by the lack of cooperation and exchange of 

resources reported in Chapter 10. Lack of liaison programs 

and exclusion from police-sponsored cr ime prevention acti vi

ties are examples of law enforcement avoidance behavior which 

show lack of recognition for private security's contributions. 

Two-tbirds of law enforcement managers reported in the na

tional survey that they do not even maintain a list of private 

security directors and managers in their area. The Chairman 

of the Private Security Task Force stated that private secu

rity managers are "armeQ with a wide array of techr.ology ••• and 

have spent their adult lifetimes le~rning how to prevent and 

reduce crime~"47Law enforcement agencies have increasingly 

placed emphasis on "community-based" crime prevention programs 

but their efforts have only tangentially touched those of 

private security. 
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Today communi ties more than ever need broad-based cr ime 

control strategies that utilize all available resources. 

••• it is time to cons ider what the optimum 
balance is between security reaction and 
crime prevention. There is a limit to the 
resources available to the public police, 
therefore, emphasis must be placed on 
strategies to prevent crime from occurring. 
Private security can certainly play a role 
here. The powerful potential for crime 
control that is inherent in every community 
is now being used by the private security 
industry t

4
0
S 

provide ci tizens wi th a sense 
of safety. 

An even more succinct summary of the potential of private 

security as a community crime prevention and control resource 

was made by the Director General of the British Security 

Industry Association, a contract security association: 

The stark truth is that the police cannot 
by themselves stop crime. The SQoner the 
public grasp the implication of this, the 
sooner we shall h~~e a more effective crime 
control strategy. 

This will not happen until, as McDonald notes, each side is 

willing to make a "good faith effort" to show the other side 

th3t above all else they are genuinely interested in providing 

an optimum level of safety and security for the community. 

Perhaps, as the president of a prominent national security 

company said, nwe've done a terrible job of telling our story 

to you [chiefs of police]--even though a great number of us 

come from your ranks."50 Private security may, in fact, have 

done a poor job of educating law enforcement on the role and 
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fUnctions of private security, but most of the good faith ef

forts uncovered in the present study have emanated from pri

vate security • 

Controlling behavior is the third type of behavior result

ing from this climate of suspicion and distrust between law 

enforcement and private security. As pointed out in Chapter 7 

on characteristics of private security personnel, very few 

security tasks and activities involve detention, arrest, 

search and seizure, or use of force and weaponsJ indeed, less 

than 10% of contract guards are even armed. Operating under 

the assumption that private security frequently performs many 

of these quasi-police tasks and often abuses its authority, 

law enforcement has sought to control private security through 

legislation and administration. Complaining of rampant abuse 

and potential for abuse by personnel inferior to police offi

cers in background and training, some law enforcement execu

tives have lobbied extensively for mandated training and stan

dards. In certain states, law enforcement, as the state

designated licensing authority, has become the direct con

trolling agent of private security, while openly competing 

with private security in certain security functions by using 

moonlighting police officers. 

It is apparent that good faith efforts must begin, in 

order to develop trust and to reduce accommodating, avoiding 

and controlling behaviors. Until then, the considerable po

tential of private security in community crime prevention and 
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control will be subjugated to an "apartheid-type relationship 

between security concepts and other criminal justice con

cepts. n51 

9.6 TRANSFER OF LAW ENFORCEMENT ACTIVITIES TO PRIVATE SECURITY 

In this section, the burden of noncriminal police activi

ties on law enforcement agencies is discussed and the poten

tial for transfer of some activities to private security is 

explored. 

9.6~1 The Burd~n of Noncriminal Police Activities 

Since its origins, modern policing gradually had various 

service functions added by government mandate or by voluntary 

assumption of services requested by citizen groups. Numerous 

social service functions were added through legislation, or

dinances or direction from local governing bodies and execu

tive officers. Because local police agencies were the only 

twenty-four-hour-per-day organizations involved in nsocial 

control n (i.e., order maintenance, etc.) in the community, 

their nsocial control n functions were increasingly expanded. 

Law enforcement agencies became more of a ncall for servicen 

agency than a strictly criminal law enforcement agency. Some 

law enforcement administrators initially resisted these ef

forts, but found that citizens were widening the scope of 

police duties by increasing and enlarging demands for polic~ 

service in the 1960's and 1970's. Some agencies, however, 

welcomed the expanded role in the community brought about by 
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the 911 emergency telephone systems. In the face of the 

increasing calls-for-service workload, increasing rates of 

major index crimes, and decreasing resources, police adminis

trators have sought to reduce the number of nonessential 

police tasks. As noted earlier, ~tudies of police workload 

have consistently shown that only about 20% of calls for 

service are crime-related. 

In the last five years, considerable emphasis has been 

placed upon establishing priorities for both the response to 

calls for service and the investigation of crimes. Decreased 

levels of manpower have forced dispatch operations to assign 

pr ior i ties to certain calls for service by placing some in a 

response queue and diverting others leOr response at the con

venience or availability o~ a patrol officer. Some crimes 

receive only cursory investigation, especially if there is 

little likelihood (based on case solution criteria) that the 

crime will be solved. In New York Cityv for example, priority 

for burglary investigations favors financial institutions, 

hospitals, and government facilities; personal residence bur

glaries are not investigated unless the value exceeds 

$5,000. 52 

It might appear on the surface that law enforcement is 

moving toward abandonment or abdication of responsibility for 

investigation of property crimes. As noted eariler, random 

patrol has been demonstrated in several studies to have no 

overall direct deterrent effect on rates of property crimes. 
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Clearance rates of only 30% to 40% for burglaries are con

sidered to be high. Calder suggests that the criminal justiGe 

system has been "wholly unable to profoundly reduce the qt,1antr 

ity of property offenses. n53 The criminal justice system is 

viewed as being much more effective in dealing with crimes of 

violence and crimes in public settings--the very direction in 

which law enforcement agencies have been attempting to re-

orient their priorities and resources. 

While not denying the enforcement powers of police agen .. 

cies on private property, Calder argues that we must legiti

mize this shift that has already occurred in protection re

sponsibilities. Calder proposes (1) that the police not in

tervene in property crime investigation until a for.mal com

plaint has been filed; (2) that cr ime prevention programs be 

limited to public property; and (3) that police ala~m moni

tor ing of pr i vate property be eliminated. His proposals r in 

short, would "shift the weight of responsibility for private 

property protection back to individual property owners. n54 

Response to the present research effort indicated that many 

contract security companies had already experienced this shift 

back to the private property owner with sharp increases in 

their business services, and that contract security had an 

interest in performing some of the non-crime-related tasks 

police agencies had acquired over the years. The president of 

one of the largest national guard service companies succinctly 
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summarized these positions in an address to the chiefs of 

police at the IACP 1981 Annual Conference: 

I've known these "facts" for a long time 
but had no corroboration until now. Now 
for some heresy. My guess is that for all 
the years of building the.services tOU ~re 
currently trying to de11ver f you ve 1n
herited (or grabbed) a fair share of jobs 
which aren't even related to the penal 
code. In other words, you're doing a lot 
of nonpolice-related work. You should be 
aware that many of these functions could 
actually be performed with~ut any sworn 
police personnel being involved ••• 

So many jobs that could be "contracted" -
not just ncivilianized" (since you almost 
always end up paying police wages after a 
few years). I'm here to tell you that 
you'd have even greater "control" for a 
much lower cost to your city ••• 

You need only write out the speci~icat~ons 
and some definite performance gU1de11nes 
(measuring tools for yourselves) and you'~l 
have a nontraditional way to deliver 5~ad1-
tional services at a much lower cost. 

Based upon the review of literature and interviews with pri

vate security managers in all areas of proprietary and con

tract security, Hallcrest decided to test two premises in the 

national and site surveys: (1) that a shift of primary pro

tection responsibility to private property has already occur

red and (2) that a climate exists for transfer of certain 

responsibilities to private $ecurity for criminal incidents 

that occur on property being protected by them. Additionally, 

Hallcrest explored interest in contracting out certain police 

activities to private security. Both transfer of criminal 

incident responsibility and contracting out by law enforcement 
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are viewed as mechan1sms 0 , f r reducing police workload and thus 

f or law enforcement and private have important implications 

security. 

Transfer of Criminal Incident Responsibilities to Pri= 
9.6.2 yate Se~urity Protected Property 

Many law enforcement departments had already begun a move 

toward limiting investigations and follow-up based upon cer

tain prioritized "solvability" or case management factors. It 

seemed logical that some departments might also be interested 

in transferring some responsibility for criminal incidents. 

from car s in the employee parking lots of For example, theft 

and commercial complexes have a low probabillarge industrial 

ity of solution. In these situations law enforcement agencies 

are little more than formal "report takers" and information 

for 1'nc1'dents that are resolved primarily by indepositories 

surance companies on behalf of t e V1C 1m. h 't' Reporting the 

incident to the police 1S S1m , . ply a pro forma requirement for 

claims settlement by the insurance company. 

In both the national and site surveys, respondents were 

would consider the transfer of specific activasked if they 

enforcement to security· personnel for criminal ities from law 

incidents occurr1ng on , property being protected by private 

security. The survey choices included these specific activi-

ties: 

• initial response to burglar alarms, 

• preliminary investigations, 
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• completion of incident reports when the victim 
declines prosecution or is reporting for insurance 
purposes only, 

• completion of misdemeanor incident reports, 

• completion of Supplemental case reports, 

• transporting "citizen arrests" made by private 
security personnel. 

Table 9-9 shows the combined percentage of law enforcement and 

private security managers reporting "yes" and "maybe" for each 

of the candidate activities for transfer to private security. 

Generally, law enforcement is receptive to discu~sing the 

transfer of certain activities to private security. Table 9-9 

displays combined responses of ·yes" and "maybe" because even 

the suggestion of transfer is a radical departure for most 

police agenc ies. One of the research hypotheses was tha t if 

law enforcement had a generally low opinion of private secu

rity as measured by ratings of performance and contribution to 

crime prevention and control, then there would be little or no 

interest in transfer of functions. Based upon the performance 

and contribution ratings by law enforcement reported earlier 

in this chapter, it is surprising to find the level of in

terest indicated by the data.. Overall, greatest interest is 

in burglar alarm response and incident report completion when 

the victim declines prosecution or files for insurance pur

poses only. Little support from all groups is found for cit

izen arrest transport. Controlling for type of department, no 

statistically significant differences (Chi-square test) were 
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TABLE 9-9 

ACTIVITY TRANSFER TO PRIVATE SECURITY FOR 

CRIMINAL INCIDENTS OCCURRING ON PROPERTY PROTECTED BY THEM 

Law 
Transfer to Private Security Enforcement Proprietary Contractual 

burglar alarm response 57% 69% 68% 

preliminary investigations 40% 88% 68% 

incident report completion 68% 87% 66% 
(victim declines prosecution/ 
insurance purposes only) 

misdemeanor incident reports 45% 81% 63% 

supplemental case reports 38% 78% 60% 

transporting citizen arrests 35% 32% 38% 

N = 384 N = 616 N = 545 

SOURCE: National Burveys of Police Chiefs and Sheriffs and 
Proprietary and Contractual Security Managers, Hall
crest Systems, Inc., 1981. 
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found in the response of municipal police, sher iffs r depart

ments and county or consolidated police departments. 

Additional hypotheses conditioned support for transfer of 

functions on reduced level of police resources over the past 

five years and on size of department. (A corollary is that 

smaller departments have been most impacted by reduced re

sources). As reported earlier, nearly one-half of all law 

enforcement agencies had the same or decreased levels of man~ 

power over the past five years~ generally, these departments 

had greater interest in the transfer of all of the candidate 

activities. Based upon population groupings served by de

partments of less than 100,000, 100,000 to 500,000 and greater 

than 500,000, responses on the basis of department size are 

statistically Significant (at the .05 level and above, Chi

square test) for preliminary investigation, incident report 

completion, misdemeanor incident reports, and supplemental 

case reports. The interest or support for transfer of activi

ties becomes greater as size of departments becomes smaller. 

The exception is burglar alarm response where nearly 70% of 

large departments are interested in transfer of burglar alarm 

response. 

While the aggregate level of budget and manpower cuts have 

been greater in large departments, the impact has been greater 

on smaller departments. Faced with a reduced level of re-

sources, smaller departments seem most receptive to transfer 

of these activities to private security, notwithstanding low 
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ratings of private security performance and contribution to 

crime prevention and control. 

Considerable difference in levels of support for transfer 

of activities is seen on a regional basis in Table 9-10. In 

general r region~ of the country that have more licensing or 

control of private security than other areas of the country do 

not show any patterns in their response. Law enforcement 

managers in New England and the Pacific Northwest are the 

least receptive to transfer of burglar alarm response, but are 

the most receptive in all other areas. It is interesting to 

note that both of these areas pioneered the use of private 

security: merchant police in New England and railroad police 

in the Northwest. The Pacific Northwest has had a poor econ

omy in recent years due to dependency on the forest products 

industry; New England has fared somewhat better because of 

reliance on service and high-technology industries. 

Excluding transport of citizen arrests (there is little 

interest in transfer), the next largest regional block of 

support for all other activities for transfer is in the Mid-

west. states like Ohio, Michigan, Wisconsin, a~d Illinois, 

which are dependent upon the automobile industry and heavy 

manufacturing, have experienced high unemployment and economic 

difficulties; and the economies of Midwest agricultural states 

like Nebraska and Iowa have been hurt by sluggish demand for 

farm products. Hard economic realities may be forcing law 

~nforcement executives in these states to explore all possi-
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TABLE 9-10 

ACTIVITY TRANSFER TO PRIVATE SECURITY 

LAW ENFORCEMENT AGENCY RESPONSES BY REGION 

New NY Mid South " ACTIVITY England ~ Atlantic South Central Mid-West ~ far-West Northwest 
(a) (b) 

f burglar alarm response 50% 

preliminary investigations 56% 

i incident report completion 94% 
, (victim declines prosectuion/ 

insurance purposes only) 

misdemeanor incident reports 50% 

supplemental case reports 56% 

:transporting citizen arrests 

R = 384 

" 
li% = yes and maybe responses 

~ = MN,WI,IL,MI,IN,OH 
\b = NE ,KS, IA,MO 

43% 

59% 

48% 

68% 

39% 

40% 

28% 

60% 

31% 

63% 

34% 

30% 

45% 

60% 

35% 

63% 

43% 

29% 

35% 

69% 

38% 

68% 

42% 

24% 

42% 

60% 48% 52% 

37% 32% 39% 

70% 62% 54% 

47% 48% 46% 

43% 44% 33% 

27% 46% 32% 

SOURCE: National Survey of Police Chiefs and Sheriffs, Hallcrest Systems, Inc., 1981. 
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bili ties for reducing police workload, including redistribu

tion of workload to private security. 

In the site surveys, officers~n Baltimore County support 

the transfer of all activities to private securityo The Mult~ 

nomah County officers show about the same level of interest as 

law enforcement managers in the national survey but are over

whelmingly opposed to transfer of burglar alarm response. In 

a ~eparate set of questions, the Baltimore County officers do 

not desire less involvement with private security officers; 

but, on the other hand, they want to transfer alarm response 

and citizen arrest transport (occasions which represent ap

proximately one-half of the most frequent of contact between 

private security and law enforcement officers). 

Contract a~d proprietary security fully support initial 

responsibility for criminal incidents occurring on property 

being protected by them1 however, they clearly wish to keep 

prisoner transport of citizen arrests in the domain of law 

enforcement. Private security managers do not want their per

sonnel diverted from their primary mission of protecting the 

premises to which they are aSSigned. Transportation of 

arrests would result in "down time" for personnel and, in the 

case of contract security, would require the use of super

visory or roving personnel to transport the person. Under 

their contractual arrangements, contract security could be 

held liable for security breaches that occurred in the absence 

of security personnel. 
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The degree of receptivity or support for transfer of 

activities varies little when type f b . o US1ness is aggregated 

into commercial, institutional and industrial. 

displays responses by aggregate business type. 
Table 9-11 

The highest 

areas of Support for all business types are preliminary in

vestigations of criminal incidents, and completion of incident 

reports where the victim declines prosecution or is only re

porting for insurance purposes. The commercial sector (which 

includes banks, financial institutions and retail merchants) 

is less sure about the transfer of burglar alarm response to 

the private sector1 these businesses often have hold-up alarms 

directly ~onnected to the police communication center and 

expect rapid police response. The "yes" responses, indicating 

clear agreement with transfer of activities, are in the 70th 

percentile for proprietary security and in the 50th percentile 

for contract security. 

In summary, private security clearly favors taking re

sponsibility for their own "turf," Le., the shifting of sig

nificant responsibilities for protection from law enforcement 

to the private sector. While law enforcement executives rate 

private security highest in the area of crime reporting, the 

rating is still only "somewhat effective." Law enforcement 

could be suspicious of private security's under-reporting or 

covering up when certain incidents of criminal activity could 

adversely affect the business or reputation of an organiza

tion. This 

choose at 
is a valid concern, since the private sector does 

times to dispose of crim~nal inCidents (e.g., a 

9-59 

, 



rue ,OjP. 'if , 

(:: 

C 

'C 

C 

'C 

( 

( 

TABLE 9-11 

ACTIVITY TRANSFER TO PRIVATE SECURITY 

PRIVATE SECURITY RESPONSES BY AGGREGATE BUSINESS TYPE 

Transfer to Private Security COIDercial Institutional Industrial 

burglar alarm response 53% 85% 75% 

preliminary investigations 85% 86% 90% 

incident report completion . 85% 85% 90% 

(victim declines prosecut10n/ 
insurance purposes only) 

misdemeanor incident reports 78% 87% 84% 

supplemental case reports 78% 82% 77% 

transporting citizen arrests 21% 40% 38% 

H = 221 N = 103 N = 314 

% = yes and maybe response 

SOURCE: National Surveys of proprietary Security Managers, 
Hallcrest systems, Inc., 1981. 
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Total 

69% 

88% 

87% 

81% 

78% 

32% 

large embezzlement or customer service fr;,aud scheme) in the 

"private justice system." This fact may partially explain the 

lower receptivity by law enforcement to tran~:rf'er of activi-

ties. 

In 'general, law enforcement is open to discussion of 

transfer of criminal incident re~ponsibility. Smaller police 

departments, which have generally been most impacted by budget 

and personnel reductions, are the most receptive. It is 

interesting to note tha~ industry is frequently located in 

smaller communities with limited public safety services. The 

town or cityls main industry often employs Significant numbers 

of private security personnel, and may be willing and able to 

playa greater role in protection of its facilities especially 

if property tax relief is involved. 

i 9.6.3 .contracting Out Police ActiyitiesTo Private Security 
j 
10 In an open-ended survey question r 40% of the responding 

law enforcement executives identified activities currently 

being performed by their agencies that "potentially might be 

more cost-effectively performed by contracting with private 

security." The most frequently identified activit"ies are pre

sented in Table 9-12. In subsequent surveys, law enforcement 

officers in the case study sites and the senior executives of 

the major national and regional contract security companies 

were asked their opinion of contracting these activities to 

private security. In the case study sites, Baltimore County 

officers favor contracting out of all the potential activities 
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TABLE 9-12 

POTENTIAL ACTIVITIES FOR CONTRACTING WITH PRIVATE SECURITY 

LISTED BY LAW ENFORCEMENT EXECUTIVES 

• public building security 

• parking enforcement 

• parking lot patrol 

• school crossing guards 

• public parks patrol 

• animal control 

• traffic control 

N = 153 

• non-injury accident investigation 

• special events security 

~. city/county code violations 

• funeral escorts 

• court security 

• prisoner transport 

• housing project patrol 

SOURCE: National Surveys of Police Chiefs and Sheriffs, Hall
crest Systems, Inc., 1981. 
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with the exception of county code violations and prisoner 

transport. In Multnomah County, Oregon, public park patrol, 

court security and prisoner transport are viewed as an import

ant component of officer duties. With the exception of these 

tasks, there is strong concensus among Baltimore and Multnomah 

County patrol officers on which patroJ activities are accept

able for contracting to private security. 

Tbe responding national and regional contract guard ser

vice companies employ nearly 50,000 persons in U.S. opera

tions, and their revenues range from $11 to $25 million for 

regional companies to over $200 million for some national 

companies. These major companies responded to the potential 

activities suggested by law enforcemen± for contracting with 

private security in terms of current business operations and 

anticipated areas of growth. Table 9-13 categorizes the po

tential contract activities according to those currently being 

performed by most of the guard companies, those that are 

potential areas of business growth in the nex~ five years, and 

police activities which they might be interested in performing 

on a contractual basis. Each of these activities is currently 

being perfotmed by at least one of the major security com
panies. 

Mbst national and regional security companies have a 

strong interest in contracting for many police activities. 

This interest should not be construed as agreement by law 

enforcement executives, since 40% of the re~ponding chiefs and 
-~ "-, ) 

sheriffs merely offered suggestions for contracting of police 
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TABLE 9-13 

TRADITIONAL POLICE ACTIVITIES PERFORMED 

BY NATIONAL AND REGIONAL SECURITY COMPANIES 

CURRENTLY PERFORMING 

• parking enforcement 
• parking lot control 
• bank deposit escorts 
• housing project patrol 
• traffic control 

POTENTIAL BUSINESS GROWTH 

• school crossing guards 
• public parks patrol 
• city/county code violations 
• funeral escorts 
• prisoner transfer 
• court security 
• non-injury accident investigation 

AREAS OF POTEN'l'IAL IN'l'EREST 

• government building security a~d reception 
• government special events (parades, festivals, etc.) 
• public event facility security, ushers, ticket takers 

(stadium, auditorium, etc) 
• crime prevention services 
• jail/penal institution guards 

N=16 

SOURCE: Survey of National and Regional Contractual Security 
Firms, Hallcrest systems, Inc., 1981. 
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activities. Nevertheless, the activities in Table 9-13 repre

sent a significant number of non-crime-related activities per

formed by law enforcement agencies. 

Legal powers are a clear point of differentiation between 

law enforcement and private security operations. Approxi

mately one-fourth of medium and large departments deputize 

private security personnel or give them sp~cial police powers. 

In some localities, law enforcement agencies can arbitrarily 

grant these powers; in other jurisdictions, companies may 

apply for this status after meeting certain statutory or 

ordinance requirements. (In the Baltimore area study site, 

proprietary security directors frequently opted for special 

police officer status for their security personnel.) The 

major contract security companies reported that they would 

like to have special police powers for selected client situa

tions, although they are se~~om granted these powers. Some of 

the client situations mentioned are large crowds at public and 

quasi-public facilities (e.g., shopping malls, sports and 

civic complexes)~ facilities with a high risk of loss (finan

cial institutions, utilities, court security); and parking lot 

security and traffic direction when stepping off private prop

erty boundaries. Remote locations with insufficient frequency 

of criminal activity to justify police patrols or response 

were also suggested. 

"Contracting out" and "privatization" of go'¥ernment ser

vices are not new concepts.56 It is, in fact, occurring with 

increasing regularity. The $66.8 billion expended by state 
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and local government in 1980 on private sector services was 

more than double the $27.4 spent in 1975, just five years 

earlier.57 These service contracts include such services as 

printing, custodial, maintenance and repair, garbage collec

tion, and support services. However, in diverse settings 

ranging from suburban Newton, Massachusetts to rural Grants 

Pass, Oregon there has been increasing interest in the con-

tracting of public safety and emergency services. In the 

affluent Boston suburb of Newton, a private firm offered to 

provide ambulance service free while increasing the coverage 

and quality of services. The city obtained an additional 

rescue unit and 24-hour full paramedical service at an annual 

savings of nearly $500,000 in the first year.58 User fees by 

residents only increased $10 per trip, while the company was 

expected to turn a profit i,n its second year of operation. In 

Grants Pass, Oregon two private companies compete in providing 

fire fighting services in a rural area of only 15,000 popula-

tiona In Arizona, one-fifth of the state's population is 

served b~a private fire fighting company. Nationally, a 

Private Sector Fire Association has even been formed. 

The Hallcrest national surveys only addressed the con

tracting out of specific non-crime-related police services, 

but some communities have even privately contracted for total 

police protection. In 1981, the neighboring communities of 

Reminderville and Twinsburg, Ohio contracted with a pr ivate 

security firm for police protection, but the contract was 

scheduled to be terminated in 1983 amid complaints concerning 
'/~ 
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the quali ty of services. Several small communities in 

Illinois also contracted for police services with private 

security firms. The Illinois.Attorney General ruled that 

these non-home rule municipalities were not empowered to con

tract for police services. Yet, any city over 25,000 in 

Illinois is automatically a home rule municipality and would 

thus be able to contract for police services with private 

security firms. Wackenhut, among the top three contractual 

firms in the U.S., is currently providing police support 

services, fire protection and/or emergency medical services to 

five communities; proposals for policing services have been 

submitted to 20 other communities.59 

It has been suggested that the entry of private profit 

making firms into "community-service" areas formerly reserved 

for government may help "discipline" the growing cost of 

government.60 The growth in private contracting of services 

may simply be a case of government trimming its size and cost 

by "returning some of its functions to the private market. n61 

Some of the most "dazzling growth companies in U.S. business" 
. 

in the last few years, for example, have been health care 

conglomerates which absorbed many of the 300 formerly 

government-owned or nonprofit hospitals. 62 Police services, 

however, are rooted i~ Constitutional responsibilities of 

"equal protection under the law" that may be difficult to 

uphold in the mids~ of economic arguments for cost-effective 

services. Police services may be one of the few truly "man

dated" services which only government can and should perform. 

'J 
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Although modern policing traces its organizational roots to 

the pre-Peelian reform private policing initiatives, totally 

"returning" police work to the private sector would perilously 

endanger its legal roots in Constitutional, procedural and 

substantive law. 

In England where American policing ultimately has its 

roots, concern has been expressed by some British police 

officials over the increasing use of private security. A 

voluntary code of "passive and defensive crime resistance" by 

the British Security Industry Association (i.e., major con

tract security companies) discourages any activity which would 

usurp police functions. Involvement in investigations and 

prisoner transport where private security personnel are not 

subject to rules of conduct laid down by Parliament, however, 

"abrogates" those guidelines and poses the "greatest threat to 

the democratic rights of society today,"6:t; in the opinion of 

some police officials. 

Despite both British and American concerns for usurping 

police functions in a democratic society, today's police agen

cies have "inherited (or grabbed) a fair share of jobs which 

aren't even related to the penal code", as noted earlier by 

the president of one of the largest national guard service 

companies.64 Viewed in this context, contracting non-crime

related police services to the private sector would "return" 

services to the private sector, i.e., removing nonlaw enforce

ment activities from law enforcement agencies' workload. 

While police complain about being "saddled" or burdened with 
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these activities, at the same time they note that these are 

services "demanded" by the public--"police service demand." 

Yet, no one has ever conducted research to'det~rmine whether 

these services are requested of law enforcement agencies 

simply because they are the only available 24-hour response 

agency. 

The use of limited police powers in selected locations and 

client situations would enhance this potential. Increased 

resources would then--theoretically--be available for cr ime

related activities. Perhaps the taxpaying public would rap

idly become allies of private security as a cost-effective 

alternative to adding more police officers, thus ensuring that 

existing law enforcement personnel are primarily occupied with 

crime-related activities. Special tax levies and budget re

quests for law enforcement might become somewhat easier to 

support when the public is assured that expenditures are 

directly related to crime control~ If it became apparent 

that private sector alternatives to noncrime workload gave 

officers more time for "real" police work and heightened 

public support for the police, then perhaps law enforcement 

would forge a partnership with private security. Private 

secur i ty, then, could potentially be a ca talyst for deli very 

of noncrime police services which constrain crime-fighting 

services and are often unwanted by law enforcement agencies. 

Police have been concerned about the encroachment of pri

vate security onto their "turf" (Le., traditional police 

activities)7 at the same time, they have sought ways to reduce 
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their non-crime-related workload. In rare situations con-

tracting out has already occu.rred, and some of the major na

tional and regional security companies have expressed a will

ingness to undertake selected public safety services. For the 

most part, proprietary security has indicated a willingness to 

resolve minor criminal activity on their property. With the 

exception of limited requests for police powers, contract se

curity is primarily interested in contracting for activities 

not requiring personnel as highly trained as police officers. 

The interests of the public may be best served through con

structive dialogue and creative planning by law enforcement 

and p~ivate security to facilitate contracting out of certain 

noncrime activities. Energy wasted on debating the quality, 

performance and contribution of private security could be 

better utilized in identifying areas for contracting out and 

developing tightly prescribed contract specifications of per

formance. The dynamics of supply and demand in the market

place will produce a sufficient number of qualified firms, 

independent of any stimulus from regulation or licensing. The 

current national research effort indicates that some private 

security personnel are comparable to· some police officers in 

training and experience. Contract security business practices 

and standards for security personnel would be a paramount 

issue in the consideration of these alternatives by govern

ment. But this issue should not be allowed to become a major 

impediment to b~oad-based and cost-effective strategies for 

crime prevention and control in our communities. 
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CHAPTER 10 

INTERACTION AND COOPERATION 

Law enforcement and private security wer~ depicted in the 

preceding chapter as protective options available to individ-

uals, organizations, and communities. Yet, it would appear 

from the survey data and from interviews that they function 

largely as mutually exclusive options with relatively little 

interaction or cooperation between them. Obsta~les to inter

action and cooperation are posed by, among others, different 

role oxientations, perceived status differential, and lack of 

knowledge on the part of law enforcement about private secu

rity. Despite the obstacles, the Hallcrest national and site 

data point to varying levels of interaction and cooperation 

between law enforcement and private security. This chapter 

briefly reviews the problems that inhibit relationships, and 

then examines the degree and types of interaction and coopera

tion that do occur between law enforcement and private 

security. 

10.1 DETERRENTS TO INTERACTION AND COOPERATION 

Interaction and cooperation between law enforcement and 

private security may be impeded by the climate of distrust and 

suspicion noted in Chapter 9, as well as by the low ratings 

that law enforcement assigns to the contributions and perfor

mance of private security. Law enforcement executives and line 

of~icers (patrol and detective personnel) both rated the per

formance of private security personnel as fair to poor and the 
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overall contributions of private security as only somewhat 

effective. Private security was rated ineffective by law en

forcement at reducing the volume of crime, maintaining order 

and apprehending criminal suspects. Private security was not 

perceived as an equal partner in crime prevention and control, 

but rather as a junior or silent partner. Although each de

pends to a certain extent on the other's resources and func

tions, there is not an open acknowledgement of a partnership. 

In 1977 the Private Security Advisory Council (PSAC) noted 

several serious problems in relationships between law enforce

ment and private security: lack of mutual respect, poor com

munication, little cooperation, and minimal knowledge on the 

part of law enforcement about private security.l Hallcrest's 

reconnaissance interviews confirm the PSAC findings concerning 

law enforcement's lack of knowledge about private security. 

Most law enforcement managers and officers in the national and 

site surveys have a general idea of the functions of private 

security. However, the scope of private security operations 

and resources is beyond the comprehension of those law enforce

ment managers and supervisors who have not interacted with the 

private security resources in their communities. According to 

the PSAC, this lack of knowledge creates a role conflict be

tween law enforcement and private security, which is perhaps 

the most significant barrier to productive relationships. 

The PSAC observed a "perceived status differential" between 

law enforcement and private security.2 Despite the differences 

itr roles, functions and activities discussed in Chapter 9 of 
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this report, law enforcement tends to evaluate private security 

in terms of the law enforcement mission. In addition, negative 

stereotypes of private security are often generalized to all 

security personnel and functions on the basis of infrequent 

meetings with or observations of contract security personnel. 

Law enforcement officers with superior levels of education, 

training, and pay (compared to private security employees) tend 

to regard themselves as "professionals" and private security as 

nonprofessionals. Law enforcement is viewed as a public ser-

vice r but private security is sometimes seen as "policing for 

profit." This stereotype still prevails even though law en

forcement managers and officers in the national and site sur

veys did not see private security as trying to compete with 

them or offer similar services. 

The perceived status differential and negative stereotype 

of private security is surprising, since over half of the 

proprietary securiti managers in the "national survey indicated 

some law enforcement experience prior to entering private se

curity. The substantial number of proprietary security man-
.l) 

agers who have law enforcement backgrounds reflects career path 

movement from law enforcement to private security. The site 

surveys" however, reveal only a small interest by operational 

law enforcement personnel in private security as a car.eer 

alternative to police work. The position of security director 

was considered an alternative by 19% of law enforcement of

ficers in both sites; 18% had considered becoming a private 
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investigator; and 16% had considered the position of investi

gator in proprietary security. But our national reconnaissance 

interviews indicate that by the time law enforcement officials 

have attained senior rank, management positions, or are nearing 

retirement, positions in private security are very attractive 

career al terna ti ves--especially the posi tiol1 of secur i ty 

manager. 

Law enforcement executives who have made the transition to 

private security in management positions have consistently 

related to the project staff how little they understood about 

the day-to-day role and operations of private security. On the 

whole, private security managers have more realistic expecta

tions of the police role and performance than does the law 

enforcement manager have of private security. The Executive 

Vice President of the ASIS stated in an interview that to 

succeed as a "security professional," a person entering the 

field should have a good business foundation: "learn the 

corporate structure, get good working knowledge of finance, 

data processing, etc., and study human factors in organiza-

tions. In other words, make yourself a well-rounded manager.."3 

The same lack of knowledge about private security that colors 

operational relationships during a law enforcement career be

comes a liability in a career transition to private security. 

10.2 FREQUENCY AND TYPE OF CONTACT 

In the Hallcrest national surveys, law enforcement and 

~ecurity managers were asked about the frequency of contact 
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among their employees, supervisors, investigators and managers. 

In the site surveys, the law enforcement officers were asked 

about the frequency of their contact with contract and proprie-

tary guards, alarm runners, private investigators, in-house 

investigators, and security supervisors and managers. Based 

on reconnaissance interviews and discussion with the National 

Advisory Panel for the project, we expected to find a greater 

frequency of contact between law enforcement and private secu

rity personnel than reported in the Rand study, more than a 

decade earlier. The Rand study found very infrequent contact 

between private security employees and the police: contact 

only once or twice a month was repozted by 14% of the em

ployees, and 30% reported contact with police only once or 

twice per year. 

At this point, it is important to note that the research 

design for this project called for exploration of relationships 

between private security and local law enforcement--not rela

tionships with state and federal law enforcement agencies. The 

discussion on crime in Chapter 3 notes that for many types of 

crimes, business, industry and organizations bypass the police 

and take the case directly to the local prosecutor or district 

attorney. Similarly, many offenses are brought directly to the 

state attorneys general or to a U.S. Attorney for prosecution. 

Some of the complex economic crimes--for example, industrial 

espionage, extortion, embezzlement, computer-related crimes, 

and terroristic acts--are often interstate in geographic scope 

and require interaction with federal agencies such as the FBI. 
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Terroristic acts involving hostage-taking or ransom demands, 

for example, can involve liaison of the corporate crisis man

agement team with local, state, and federal law enforcement 

agencies. 

In the national surveys, law enforcement and security man

agers report more frequent contact between their employees than 

the law enforcement officers and security employees report in 

the site surveys. In the national surveys, the managers esti

mated the extent of contact for all or typical employees in 

their organizations: however, the law enforcement officers and 

security employees in the site surveys reported the extent of 

their actual individual contact with each other. Fifty-five 

percent of law enforcement executives report daily contact of 

their patrol officers with private security personnel, and 28% 

report weekly contact: less than 50% noted daily or weekly 

contact by their detectives. Both law enforcement executives 

and security managers report infrequent contact between their 

supervisors and managers. Proprietary and contract security 

managers report less contact of their employees with law en

forcement patrol officers than that reported by law enforcement 

executives. Only about 33% of proprietary and contract man

agers indicate daily contact of their personnel with patrol 

officers, although about 50% of guard companies report daily 

contact of their guards and supervisors. 

Approximately 60% of private investigative firms report 

daily or weekly interaction of investigators and supervisors 

with police detectives, but only 33% of the detectives in both 
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sites indicate daily or weekly contact. In banking, with 

frequent investigation of check and credit card fraud and 

theft, 71% of investigators indicate daily or weekly contact. 

Ten percent or less of law enforcement off ieers in both si tes 

report daily contact with proprietary and contract guards anq 

alarm runners, but 86% of alarm runners have daily or weekly 

contact with patrol officers. Hospital, retail and bank em

ployees and the supervisors in other businesses and institu-

tions report frequent contact with law enforcement. 

About 75% of proprietary and contract employees in the site 

surveys stated that they have had occasion to call for police 

assistance. Table 10-1 lists in rank order the types of inci

dents cited by security employees that most frequently result 

in'interaction with police. Also listed in Table 10-1 are the 

types of incidents identified by law enforcement officers in 

both sites which involve private security personnel. Patrol 

officers most frequently interact with private security per

sonnel on shoplifting incidents and in response to activated 

burglar and hold-up alarms. Much of the reported interaction 

by law enforcement, then, occurs in the retail environment. 

Many of the thefts and burglaries are also perpetrat~d in 

retail settings, and various order maintenance problems with 

drunk and disorderly persons occur in retail parking lots and 

shopping malls. In a separate ques~ion, over 50% of the loca

tions of incidents for private security interaction listed by 
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patrol officers involved retail settings, followed by manufac

turing, hotel/motel and restaurant, bank and financial institu

tions, and residential areas (apartment and housing complexes 

and neighborhoods). To the extent that opinions and attitudes 

are shaped by interaction, the impressions of patrol officers 

are formed largely by their contact with guards, with alarm 

runners in alarm responses and with retail security personnel. 

TABLE 10-1 

RANK ORDER SELF-REPORTING OF SECURITY INCIDENT TYPES 

REQUIRING POLICE ASSISTANCE 

Proprietary 
Security Employees 

1. Theft 
2. Trespassing 
3. Vandalism 
4. Auto Accident 
5.[AssaUlt , Arrest 

Drug-Related 
Shoplifting 
Disturbance 

6. Burglary/B&E 
7. Drunk/Disorderly 
8. Miscellaneous 

N=110 

Contract 
Security Employees 

1. Burglary/B&E 
2. Theft 
3. Trespassing 
4. Drunk/Disorderly 
5. Vandalism 
6. Hold-up Alarm 

Assault 
7. Burglar Alarm 
8. Auto Accident 
9. SuspiciOUS/Stolen 

Vehicle 
10. Drugs 

Medical Emergency 

N=78 

Law 
Enforcement Officers 

l~ Shoplifting 
2. Alarms (Burglar, 

Hold-up) 
3. Theft 
4. Burglary/B&E 
5. Order Maintenance 

(disturbance, dis
orderly, drunk) 

N=194 

SOURCE: Site Surveys of Security Employees and Law Enforcement 
Officers, Baltimore County, Maryland, and Multnomah 
County (Po~tland), Oregon, metropolitan areas, Hall
crest Systems, Inc., 1982 
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Detectives in the sites most frequently come in contact 

with private security personnel on shoplifting, theft (in 

gtmeral), check a.nd credit,card theft and fraud, employee theft 

and insurance cases. The locations where detectives most fre

quently encounter private security personnel are retail stores, 

banks, industry and utilities. This police detective inter

action is generally limited to in-house investigative staff, 

although about 50% of detectives report at least monthly con

tact with private investigators. 

Although law enforcement officers rated the performance of 

private security personnel as poor in most areas, security 

employees feel that police officers support their decisions in 

handling security problems in which they have occasion to 

interact with the police (see Table 10-2). The majority of 

proprietary security employees receive a prompt response to 

their calls for assistance, but the majority of contract em

ployees who have called for police assistance feel that the 

police response is slow or depends on the situation. Site 

interviews and observations by the Hallcrest staff reflect a 

tendency for police officers to form opinions about certain 

types of incidents, locations or security companies which af

fect both the time of response and attitude of the responding 

officers. Less than 25% of contract and proprietary security 

employees thought that police officers and the public saw them 

a,s performing a val,uable service.. The majority of security 
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TABLE 10-2 

PRIVATE SECURITY PERCEPTIONS OF LAW ENFORCEMENT 

COOPERATION ON CRIMINAL INCIDENTS/ASSISTANCE CALLS 

Degree of Law 
Enforcement Cooperation 

don't cooperate 
cooperate reluctantly 
cooperate fully 
interfere with private security 

investigation 
withhold needed information 

Security 
Proprietary 

2% 
23% 
71% 

2% 
9% 

N = 676 

Managers 
Contract 

7% 
33% 
34% 

4% 
15% 

N = 545 

!Jaw Enforcement ResTlonse 
to Assistance RegueSts 

Security Employees 

respond promptly 
respond slowly 
depends on situation 
have never called police 

Law Enforcement Support for 
Security Employee Decisions 

support decisions 
do not support 
sometimes support 
N/R 

Proprietary 

59% 
3% 

32% 
6% 

75% 
1% 

11% 
13% 

N = 110 

Contract 

35% 
10% 
36% 
19% 

52% 
4% 

23% 
22% 

N = 78 

SOORCE: National Survey of Proprietary anc Contractual Se
curity Managers (1981): Site Su~veys of Security 
Employees, Baltimore County, Maryland and Mu1tnomah 
County (Portland), Oregon,' Metropoli tan Areas, 
(1982), Ha1lcrest Systems, Inc. 
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employees feel that police officer and public attitudes toward 

them depend on the individual interacting with them (see Table 

10-3) • 

About 60% of proprietary security employees feel that the 

public police are satisfied with their current level of ih~ 

volvement in problems referred by security personnel, but con

tract employees more accurately perceive the somewhat negative 

attitudes of police officers. Only 20% of police patrol of

ficers and supervisors in both sites are satisfied with the way 

security personnel handle incidents in which police are in

volved, and a similar amount would like less involvement with 

private security--preferring private security to handle their 

own problems. The majority of patrol officers, however, qual

ify their satisfaction with private security interaction in 

terms of the particular situation or incident involved. Detec

tives are nearly equally divided:· about half are satisfied, 

and half qualify their satisfaction in terms of either the. 

incident or the individual security personnel involved. Con

trary to field interviews and observations, both patrol of

ficers and detectives stated that the particular security com

pany involved in an incident does not influence their overall 

satisfaction with the handling of an incident by security 

personnel. 

When investigating a criminal incident within th.ir organ

ization, 71% of proprietary security managers responded in the 

national surveys that law enforcement agencies cooperate fulay 

with them. Approximately 33% stated that the cooperatiof~ was 
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TABLE 10-3 

PRIVATE SECURITY EMPLOYEE PERCEPTIONS OF POLICE AND 

PUBLIC ATTITUDES TOWARD PRIVATE SECURITY 

Police Attitud~ 

indifferent 
condescending 
hostile 
we perform a valuable service 
attitude depends on individual 

Public ~ 

indifferent 
condescending 
hostile 
we perform a valuable service 
attitude depends on individual 

Proprietary 
Employees 

N = 110 

18% 
6% 
1% 

23% 
69% 

32% 
8% 

13% 
27% 
71% 

Contract 
Employees 

N = 78 

13% 
6% 
4% 

22% 
63% 

28% 
8% 
8% 

26% 
64% 

SOURCE: Si te Surveys of Secur i ty Employees, Bal timore 
County, Maryland, and Mu1tnomah County (Portland), 
Oregon, Metropolitan Areas, Hallcrest systems, Inc., 
1982 
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granted reluctantly, or that needed information was withheld, 

or that the law enforcement agency interfered with the com

pany's investigation. Nearly 60% of contract security managers 

reported difficulties in obtaining law enforcement cooperation 

in investigatior.s. Based upon the perceptions of security 

managers, it appears that law enforcement personnel prefer to 

work with proprietary security personnel rather than with con

tract security personnel. 

10.3 EXCHANGE OF RESOURCES AND INFORMATION 

Reconnaissance interviews and discussions with our. Na

tional Advisory Panel indicated that private security occa

sionally provides resources to law enforcement agencies to 

assist in their investigative efforts. Four types of re-

sources are typically provided: personnel, equipment, finan

cial, and information. In the national surveys, law enforce

ment, proprietary and contract security managers were asked 

how often resources in each of the four categories were made 

available. The following paragraphs describe the results of 

that survey question. 

10.3.1 Personne.l 

Both prop:t:ietary and contractual security managers report 

more frequent sharing of their resources than do law enforce

ment executives. The most frequently provided resource is 

personnel. Investigators are provided frequently or occasion-

ally by 55% of proprietary security managers and 76% of private 

investigative firms. Less than 25% of law enforcement agencies 
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report ever receiving investigative assistance from private 

security. The disparity in response between law enforcement 

and security managers is consistent with the more frequent 

contact reported by proprietary investigators and private in-

vestigators in the site and national surveys. In the site 

surveys, 86% of alarm runners reported daily or weekly contact 

with patrol officers, and about 50% of central station alarm 

companies in the national surveys report that alarm runners 

assist the police in investigations on a frequent or occasional 

basis. Only 26% of law enforcement executives indicate that 

alarm runners frequently or occasionally assisted in investiga-

tion of crimes. 

Guards, the most visible component of private security, 

are sometimes involved in investigations of incidents with law 

enforcement, according to about 60% of proprietary managers and 

approximately 40% of contract security managers and owners. In 

addition, about 20% of both proprietary and contract managers 

report providing undercover operatives to assist law enforce

ment investigations o Sometimes in the industrial or retail 

setting employees are hired in an undercover capacity to detect 

suspected criminal activity, e.g., to oversee the garment tag-

ging activities in a retailer's distribution center. When 

other illicit activity is detected (for example, illegal sell

ing of drugs), the security manager may notify law enforcement 

officials who may utilize the undercover operative to yather 

intelligence or to arrange undercover purchases of drugs. 

Undercover assistance also would be use~ to detect stolen 
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goods, "fencing" operations, or cargo theft rings. Investiga

tive accountants are another category of proprietary investiga

tive assistance to law enforcement. Often the major fraud 

schemes, embezzlement of company funds, computer-related crime, 

and other white-collar crimes, are detected as a result of 

internal auditing and controls. These personnel may then be 

made available to law enforcement agencies and prosecutors to 

assist in case preparation and prosecution. 

10.3.2 ~guipment. Financial. and Information 

Less than 15% of chiefs and sheriffs in the Hallcrest 

national surveys identified financial or equipment resources 

received from private security to assist in investigation of 

crimes. Yet about 40% of proprietary security managers report 

providing CCTV and photographic equipment to law enforcement, 

and about 60% report providing surveillance equipment. In our 

reconnaissance interviews. and site studies, some law enforce

ment officers and investigators r.eport occasional use of this 

private security equipment in their own investigations as well 

as in investigations of criminal activity at the request of 

businesses. Perhaps some of the proprietary survey respond

ents included the use of CCTV evidence in retail and bank 

environments for robberies, shoplifting, and check and credit 

card fraud. 

Proprietary security managers in the national survey also 

report providing financial assistance to police investigations: 

reward money (42%), undercover operation funds (27%), "buy 
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money" for stolen goods (35%) and overtime payments for police 

personnel (27%). In the reconnaissance and site interviews 

some proprietary security directors related incidents of pro

viding funding for undercover police personnel who were making 

purchases of goods stolen from their companies, sometimes as 

part of police "sting" operations. Corporate security direc

tors described incidents of providing "buy" money for their own 

consumer products that had been stolen from distribution chan-

nels. In some cases, law enforcement agenCies have sought 

company commitments for both buy money and overtime payments 

prior to assurances of initiating a "full" investigation based 

on their information. In addition, some police "sting" opera

tions have reported that insurance company money has funded 

certain operations. 

Between 25% and 30% of law enforcement executives report 

that they have received information from private security to 

assist them in criminal investigations. However, about 50% of 

proprietary security and about 20% of contract security man

agers report frequently or occasionally that they provide to 

law enforcement information on internal company investigations, 

criminal intelligence, and business operations and procedures. 

In addition, just under 50% of proprietary security managers 

obtain the following types of information from criminal justice 

agencies: arrest verification, conviction verification, driver 

and vehicle license checks and criminal case information. The 

majority of contract firm managers and owners do not report 
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obtaining such information, although about 60% of private in

vestigative firms obtain driver and vehicle license informa-

tion. 

Earlier in the report we discussed the use of the "well 

placed" phone call by private security to obtain desired infor

mation from law enforcement. The exchange of information be

tween private security and law enforcement on the basis of 

personal relationships is likely, given the numbers of proprie

tary and contract security managers with law enforcement back-

grounds. There was little information disclosed in reconnais-

sance or si te interviews on the extent of this practice. The 

national surveys, however, reveal a cor relation between pro

prietary security managers who frequently obtain various types 

of information (i.e., arrest, conviction, criminal case, ve-

hicle and driver) and those who report recurrent internal 

company investigations and frequent sharing of both criminal 

intelligence and business operations data with the police. To 

a certain extent, this correlation suggests that information 

flows more readily from criminal justice agencies to private 

security when private security freely cooperates with and 

shares information with law enforcement agencies. 

10.4 COOPERATIVE PROGRAMS 

One PSAC report stated that the perceived status differen

tial between law enforcement and private security created a 

lack of respect and communication which, in turn, precluded 

effective cooperation. 4 The previous sections noted that some 
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communication and exchange of information does occur, although 

not uniformly. In the national surveys, the respondents were 

asked about the existence of cooperative programs in a number 

of areas. Law enforcement reported cooperative programs only 

in the area of crime prevention with proprietary security 

(41%); 54% of the proprietary security managers reported co

operative crime prevention programs with law enforcement. No 

cooperative programs were reported by 67% of chiefs and 

sheriffs; 66% do not even maintain a list of security directors 

and managers in their area, and 52% do not maintain a list of 

security firms offering security services o Lists of burglar 

alarm firms are maintained by 38% of l~w enforcement agencies, 

and 27% maintained a list of guard and patrol services. Only 

40% of the departments which maintained such lists provided 

them to citizens upon request. A 1982 IACP Resolution, 

however, encouraged chiefs of police "to establish a personal 

liaison "with the private security industry, including both 

proprietary and contract agencies, and to cooperate with such 

agencies to the extent permitted by law."5 

Less than 20% of contract security firms report coopera

tive programs with law enforcement, but some (less than half) 

proprietary security managers have developed cooperative pro

grams or procedures with law enforcement in the following 

areas: 
• hazardous materials movement 

• VIP/executive protection 

• disaster management 

• traffic control 
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• crowd control 

• terrorism countermeasures 

• economic crime investigation 

Other cooperative programs mentioned by proprietary security 

managers in the national survey include crisis management plans 

for hostage situations, robbery response procedures, and spe

cial police coverage for labor disturbances. 

A review of the literature uncovered few examples of 

cooperation between law enforcement and private security. In 

general, it appears that most of the cooperative efforts are 

initiated by private security and are usually sponsored by a 

security association. Local chapters of the ASIS, in particu

lar, have taken an active role in attempting cooperative pro

grams. Review of more than two years of security and law 

enforcement newsletters and publications indicates that formal 

cooperative programs are sparse, and that in few instances 

have successful program results been disseminated or repli

cated in other areas. Selected examples of cooperation in-

clude the following: 

• ~ME ANALYSiS -- (1) The Tennessee Bureau of 
Investigation (TBI) developed a database of 
crimes against major industrial facilities in the 
state. The TBI database includes a list of major 
crime types, and modus operandi by type of indus
try. (2) In New York City, the Supermarket Secu
rity Council developed a central clearinghouse 
for a~med robbery information to establish crim
inal patterns that would be of assistance to the 
police in planning stakeouts and conducting in
vestigations. The standard data sheet completed 
by participating supermarkets includes physical 
descriptions, time of crime occurrence, weapons 
used, and CCTV pictures, if available. 
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• CRIME PREVENTION -- (1) Hank Luks vs. Crime is a 
program produced for cable TV by a major alarm 
eqUipment manufacturer. The program has brought 
together personnel from the security eqUipment 
industry, contract security, and criminal justice 
system to increase public awareness of crime, as 
well as crime-related issues and measures that 
can be undertaken by the public. The program was 
nominated by the cable TV industry for two awards 
for excellence in public affairs programming. 
(2) Crime Prevention Seminars have been sponsored 
by a number of ASIS chapters with the cooperation 
of local law enforcement and cr.ime prevention 
programs. The first annual Business Crime Forum 
in 1980 sponsored by the Columbus, Ohio, ASIS 
chapter attracted about 225 area businessmen. 
IMPACT in Colorado--"involve more people against 
crime today"--had approximately 200 attendees 
from a four-state region for this three-day sem
inar. (3) .c...ime stoppers, the citizen-based 
program which focuses on providing information on 
crimes to the police through publication of crime 
details in the media, has received funding sup
port through donations from various ASIS chap
ters. (4) Neighborhood Hatch and Citizen Alert 
crime prevention programs occasionally solicit 
contract security firms to discuss the applica
tion of security equipment and services to resi
dential security. 

• TRAINING SEMINARS -- ASIS chapters and state 
contract security associations have sponsored 
seminars on business crime and specialized 
topics. In 1982, the Private Security-LaN En
forcement T$raet; Theft seminar was sponsored by 
the Maryland Suburban ASIS chapter and the Mid
Atlantic chapter of the International Association 
of Credit Card Investigators. At the national 
level, the ASIS brought government and industry 
together for the first time to discuss resources 
and strategies to combat terroristic acts in the 
Government/Industry Conference on Terrorism. 

• ~MERGENCY PRf,PAREDNESS -- the 48 nuclear sites 
around the country provide an emergency prepared
ness plan to the Federal Emergency Management 
Agency and the Nuclear Regulatory Commission 
which includes the activities and actions by 
local, county and state law enforcement agencies. 
Police agencies must sign letters of agreement 
with the nuclear power companies identifying the 
responsibilities and actions expec~ed in the 
event of a nuclear mishap. 
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One method of attempting cooperation between law enforce

ment and private security has been to offer memberships in 

their respective professional associations. At the national 

level, for example, the IACP and the ASIS have both offered 

membership to each other. Active member status in the ASIS is 

available to chiefs and sheriffs, investigators, commanding 

officers, prosecutors and other law enforcement officials. 

The IACP recently created the category of associate member for 

security directors and the chief executives of ·private police 

and detective agencies." Joint membership in organizations 

has also occurred at the state level involving operational 

level positions. The California Peace Officers Association, 

for example, has an Industrial Security Committee, and secu

rity guards are eligible for associate membership in that 

organization. 

The IACP has a standing committee on Private Security, and 

the ASIS has a Law Enforcement Liaison Council. Both groups 

have independently explored relationships between law enforce

ment and private security. In 1982, these two organizations 

held their first joint meeting and appointed and tasked three 

joint subcommittees: (1) a Liaison Subcommittee to explore 

ways to increase contact and to improve private security and 

law enforcement relationships, (2) the Legislative Initiatives 

Subcommittee to examine legislation which could be mutually 

beneficial to Doth groups, and (3) a subcommittee to study the 

results of this research project. Two of the important issues 

discussed by the joint meeting were police response to burglar 
.' 
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alarms and police officer moonlighting in private security. A 

second joint meeting is planned for 1983 to hear progress 

reports on the efforts of these joint subcommittees and their 

respective associations. In addition, in early 1983 the 

National Sheriffs' Association established a Private Security 

Committee and expressed a desire to cboperate with the efforts 

of the IACP and the ASIS. 

The Rand study noted the lack of a unified "voice" in the 

private security field. That "voice" is still lacking today, 

despite the efforts of the ASIS, NCISS, the National Burglar 

and Fire Alarm Association, the Committee of National Security 

Companies, and the Security Equipment Industry Association. 

without denying the influence of these groups and various 

periodicals, journals and newsletters, it is difficult for law 

enforcement to effectively interact with so many segments of 

private security which have more than 40 security-related 

organizations (see Appendix E). The Private Security Liaison 

Council formed in 1981 is an attempt at least to consolidate 

the legislative and lobbying concerns of a number of contrac

tual private security organizations representing manufacturers 

of security equipment as well as various security services-

armored car, alarms, guards and investigative services. These 

coalition efforts could contribute markedly to improved rela

tionships by increasing the knowledge and understanding of law 

enforcement about the breadth and diversity of private secu

rity operations and services. Expanded interaction and co

operation would more likely occur within a common frame of 
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reference about their respective functions, activities and 

operations. 

10.5 OVERALL RELATIONSHIPS 

In both the national and site surveys, law enforcement and 

security managers and employees were asked to rate their over

all relationships. Chiefs and sheriffs in the national survey 

rated their overall relationships with private security in 

their area as good, at best; less than 10% rated their rela

tionships as better than good, and 46~ thought relationships 

were poor. In shacp contrast, about 45% of proprietary and 

contract security managers rated relationships with law en

forcement in their area as excellent. For proprietary secu~ 

rity managers, there are several correlations with high 

ratings of relationships: the number of cooperative programs 

established, the frequency of information sought from criminal 

justice agencies, and the degree of cooperation received from 

law enforcement on investigation and response to criminal 

incidents. Of the respondents who perceived full cooperation 

from law enforcement on criminal incidents, 81% report that 

their relationships are very good or excellent. As expected, 

proprietary security managers reporting reluctant cooperation 

rate relationships as poor. 

Similarly, for each of the eight cooperative program areas 

listed in the national survey, 80% of the proprietary managers 
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reporting cooperative programs in these areas rate their rela

tionships with law enforcement as very good or excellent. The 

more frequently proprietary security managers reported re

questing information from criminal justice agencies (arrest, 

conviction, criminal case, driver, veqicle), the better over

all relationships were rated. More than 50% of those rating 

overall relationships as excellent report daily or weekly 

contact of their employees and supervisors with law enforce-

ment personnel: supervisor contact with patrol officers, 

detectives, supervisors and managers; employee contact with 

police officers, detectives, and supervisors. sixty-eight 

percent of those rating overall relations ips excellent report 

daily or weekly contact of their security employees with 

police officers. 

L.J.w enforcement officers in the sites have a better opin

ion of overall relationships than did chiefs or sheriffs, even 

though less than 45% report daily or weekly contact with 

proprietary and contract guards and alarm runners. Overall 

relationships are rated as very good or excellent in the case 

study sites by the law enforcement officers (61%), proprietary 

guards (60%), contract guards (57%), and alarm runners (56%). 

Operational law enforcement employees, then, generally per

ceive their overall relationships as very good, despite infre

quent contact and concerns about how they interact on private 

security calls for police assistance. 

1\ 
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10.6 SURVEY RESPONDENT RECOMMENDATIONS 

Recommendations for improving law enforcement and private 

security relationships were solicited from survey respondents 

in both the national and site surveys. Law enforcement, pro

prietary and contract security managers were asked to recom

mend specific measures in three areas: (1) improving private 

security, (2) improving working relationships of law enforce

ment and private security, and (3) making more effective use 

of law enforcement and private security resources to prevent 

and control crime. Overall, a high degree of consensus was 

attained among law enforcement and proprietary and contract 

security managers in each of the three areas of relationships. 

Operational law enforcement and security personnel in the 

sites were only asked for overall recommendations to improve 

relationships between law enforcement and private security. 

10.6.1 Recommendations Qf Managers 

Efforts to improve private security were not solely the 

interest of law enforcement, as indicated by the considerable 

interest displayed by both proprietary and contract security 

managers. The following items are a rank order of five mea

sures for improving private security most frequently cited by 

approximately 1600 law enforcement and security managers (con

tract and proprietary) in the Hallcrest national surveys: 

• more or better training 

• mandated training 

• improved selection processes 
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• higher wages 

• establishment or improvement of licensing and regula
tion. 

Training, by far, was the most fr~quently cited improve

ment measure by all three groups of managers. Some respond

ents feel that training will not be implemented unless man

dated. The survey question did not distinguish between pro

prietary or contract private security. Thus, some of the law 

enforcement responses could have been directed toward contract 

security, but proprietary and contract security managers both 

agreed that training was the single most effective measure to 

improve private security. 

It is interesting to note that these recommendations focus 

on'personnel and address the major components of the "vicious 

circle" discussed earlier--low wages, marginal personnel, in

adequate training, few advancement opportunities and high 

turnov~r--resulting in ineffective performance. Establishing 

licensing and regulation or improving existing regulatory 

controls is viewed by many respondents as the mechanism to 

implement the other recommendations directed toward upgrading 

personnel. Business operations of contract security firms are 

also emcompassed by licensing and regulation in most states. 

In the separate question on minimum required levels of train

ing for private security personnel and firearms training for 

armed security personnel, responses of all three groups of 

managers were in the 80th percentile, favoring mandatory 

training. 
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Two major emphases of this research project are: (1) 

improvement of working relationships between law enforcement 

and private security and (2) identifying ways to combine their 

resources for more effective crime prevention and control in 

communities. Recommendations to improve working relationships 

largellT address the obstacle.s to interaction and cooperation 

initially identified in this chapter.--a climate of distrust 

and suspicion, different role orientations, perceived status 

differential and lack of knowledge on the part of law enforce

ment about private secur~ty. From a composite of the national 

surveys, the five most frequently recommended measures to 

improve working relationships are, in rank order: 

• closer cooperation (generalized) 

• management meetings 

• understanding respective roles 

• information exchange (generalized) 

• improved communication (generalized) 

The recommendations concerning "closer cooperation" pri

marily relate to fostering a spirit or climate of cooperation 

between law enforcement and private security. The desire and 

willingness of both groups to cooperate would most likely lead 

to meetings which promote a better understanding of their 

respective roles, resources and policies. Luncheon and dinner 

meetings designed for this purpose, attendance at respective 

association ueetings, and quarterly or monthly meetings of top 

management were frequently mentioned as a means to promote 
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greater familiarization. Once the magnitude and limitations 

of various components of private security are understood more 

fully by law enforcement, more dialogue and contact would 

likely occur to discuss mutual operating problems. Joint 

meetings of supervisory personnel and the establishment of a 

private security liaison officer position in law enforcement 

agencies were mentioned as a means to increase dialogue, 

resolve problems, and exchange information. 

Recommendations for making more effective use of law en

forcement and private security resources to prevent and con

trol crime appear to build on the recommendations for improv

ing working relationships. As greater interaction and co

operation occur as a result of increased dialogue, law en

forcement and private security begin to perceive one another 

as compleI~entary resources in combatting crime. The majority 

of respondent recommendations on combined use of resources 

dealt with !mproved communication~ and information exchange. 

Two main themes emerged concerning information exchange: (ll 

the need for a structured and organized method that legiti

mizes information requests and avoids dependency on personal

ities and (2) exchange of crime information data. Private 

security feels that if their personnel are informed on spa

clfic modus operandi or crime profiles for their area of the 

community or business and institution type, then law enforce

ment would have additional "eyes and ears" through the ex

tended manpower of security personnel. Security managers also 
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note that the exchange of information gives them advantages of 

being able to prevent more crime in their environments. Some 

law enforcement managers expressed interest in obtaining more 

information on investigations or cases which are resolved in 

the "private justice system," but we surmise that most agen

cies would not want the additional workload unless the infor-

mation was shared only for purposes of general awareness 

rather than for prosecution. 

Some of the recommendations by private security managers 

were similar to techniques of community-based policing initia

tives undertaken by some law enforcement agencies in recent 

years to establish more visible police presence and increased 

rapport and interaction with the public. Under these concepts 
f 

(e.g., team policing), patrol, investigative, and other re-

sources are given direct responsibility for crime prevention 

and control in a precinct or small geographic area. Joint 

involvement in neighborhood crime prevention meetings was 

recommended by some private security managers to create 

greater citizen awareness about private security services. 

Security managers suggested such techniques as parking police 

vehicles and spending time with security personnel in visible 

places--"park and walk" and otherwise making efforts to ac

quaint themselves with security personnel in their patrol 

area. The purpose of these efforts is to both foster coopera

tion and demonstrate to the public the shared concern for 

order maintenance and crime prevention. The impact of such 
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programs could give credibility to the role of private secu

r.ity; however, the public also could perceive a false sense of 

authority in security personnel. In some locations, unifotmed 

security personnel with special police officer status, in 

fact, have arrest authority on premises they are protecting. 

Recommendations pertaining to actual use of resources were 

directed toward (1) mutual aid compacts and (2) joint funding 

and use of equipment and facilities. These recommendations 

generally had little specificity or few examples although the 

intent was clear: to mobilize resources for extraordinary 

events or incidents and to cost-effectively utilize expensive 

but seldom used equipment and facilities. Under a mutual aid 

co~pact, private security personnel could be temporarily depu

tized or given police powers, for example, in a national 

disaster or civil disturbance. The crowd control barriers 

used in labor disturbances or an indoor firearms range would 

be examples of shared equipment and facilities. 

10.6.2 Recommendations of Operational Personnel 

Although law enforcement officers and security personnel 

in the sites were asked only to offer recommendations for 

overall improvement of relationships, the recommendations 

generally alluded to the content of the three separate ques

tions asked law enforcement and security managers in the 

national surveys: improving private security, improving work

ing relationships and making effective use of combined re-

sources of law enforcement and private security. 
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Proprietary security employees and law enforcement of

ficers recommended increased training for private security 

three to four times more frequently than the next most fre-

quent category of recommendations. Law enforcement officers 

were then most concerned about improving the selection process 

for private security personnel and enactment of licensing and 

regulation in the Multnomah County, Oregon, site. Law en

forcement officers, then, see the upgrading of private secu

rity personnel as the pivotal issue to improvement of re

lationships, and proprietary security personnel concur with 

respect to training a 

The second area of concern for propr ietary secur i ty per

sonnel is gaining respect from law enforcement and getting 

them to understand the role of private security. Contract 

employees viewed this as a greater concern than improved 

training of private security personnel. The following re

sponses illuGtrate the sensitivity of operational security 

personnel to this issue: 

Even though we aren't licensed to arrest, po
lice officers should always remember we are 
doing a different job, especially if we do it 
well, and they should respect us as partners in 
keeping law and order in justified areas. 

contract guard 
manufacturing facility 

Police should realize that security guards are 
people too, and try to work together and in
still in their minds that they are nQt better 
than security guards. I know, I've been on 
both sides of the fence and now realize that 
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guards are needed for crime prevention. Iron
ically, now in my case, I make more money than 
the police officers who look down on me and 
don't know I'm a career ex-cop. 

ex-policeman and contract 
guard supervisor 

defense contractor 

Police officers need to gain the understanding 
that security officers are trying to help, with 
their limited resources and experience, and not 
trying to do their job. 

contract guard 
construction 

Security should be looked upon as a front line 
troop in orime prevention rather than rent-a
cops. 

contract guard 
manufacturing facility 

Security officers feel that increased exposure of law 

enforcement to private security will give police officers a 

better understanding and appreciation for private security. 

One familiar complaint of security officers is that police 

officers disagreeing with their actions in a particular inci

dent are unaware that (1) security officers are, in most 

cases, simply carrying out company policies, (2) security 

policies vary among companies and security operations and (3) 

security officers are limited in both legal powers and discre

tion, unlike police officers. Survey respondents and site 
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interviewees most frequently offered these recommendations to 

increase contact and law enforcement knowledge of private 

security: 

• establishing nride along n programs; 

• familiarizing police with security personnel on 
the beat; 

• touring security facilities and operations; 

• offering constructive criticism on security of
ficer handling of incidents. 

10-33 

1. 

2. 

3. 

4. 

5. 

FOOTNOTES 

Chapter 10 

Private Security Advisory Council to the Law Enforcement 
Assistance Administration, u.s. Department of Justice, I&~ 
Enforcement and Private Security Sources and Areas of Con
flict and Strategi~§_fQ~ ~QnfliQt_R~§Q1Y~iQn (Washington, 
D.C.: Law Enforcement Assistance Administration, 1977), p. 
2 • 

ibid., p. 6. 

Ernest J. Criscuoli, Jr., in A§ig_~Yngilli~g, March 1982, 
p. 2. 

Private Security Advisory Council, oPe cit., p. 6. 

Resolutions Committee Report, 89th Annual Conference of the 
International Association of Chiefs of Police, Police Chief, 
iviarch 1983, p. 157. 



$C 4. 4"Q • -~----~. ---

C B APT E R 1 1 
.t 

PRO B L EMS I N 

POL ICE AND SECURITY 

R B L A T ION S BI P S 

f 

( 

( 

11.1 

11.2 

11.3 

CHAPTER 11 

PROBLBKS IN POLICE AND SECURITY RELATIONSHIPS 

OWRVI. OF PROBLBIIS ... tr ••••••••••••••••••••••••••••• 

POLICE MOONLIGHTING IN PRIVATE SECURITY ............. . 

11.2.1 An Overview of the Problem .................. . 

11.2.2 Definitional Issues ......................... . 

11.2.3 Extent of Police Moonlighting ............... . 

11.2.4 Interest Group Concerns ..................... . 

11.2.4.1 Law Enforcement Executives ........ . 

11.2.4.2 Police Employees, Associations and 
Unions ............................ o6. 

11.2.4.3 Contract Security Firms ........... . 

11.2.5 Legal Issue.s ................................ . 

11.2.5.1 

11.2.5.2 

Department Liability 

Conflict of Interest 

. . . . . . . . . . . . . . . 

...... ~ ....... . 
POLICE RESPONSE ~ FALSE ALARMS ............•......... 

11.3.1 An Overview of the Problem .................. . 

Definitional Issues .......................... 
11.3.3 False Alarm Causes and Impact ................ . 

11.3.4 Alarm System Effectiveness .................. . 

11.3.5 Problem Resolution .......................... . 

11.3.5.1 Alarm Control Ordinances .......... . 

11.3.5.2 Education and Public Awareness .... . 

11.3.5.3 Broad-Based Community Strategies ... . 

11.3.5.4 Police Officer Opinions--Fie1d 
stud iea ........................... . 

11.3.6 The British Experience ...................... . 

11.3.7 A National Strategy ......................... . 

11.4 SUIlllAR.Y ................ '!t ••• 0 ••••••••••••••••••••••••• 

Page 

11-1 

11-1 

11-1 

11-3 

11-6 

11-10 

11-10 

11-17 

11-24 

11-29 

11-29 

11-34 

11-37 

11-37 

11-40 

11-46 

11-51 

11-56 

11-58 

11-64 

11-66 '" 

11-68 ~ 
" 

11-68 
V, , 

11-71 

11-76 



·sz .. " I 
, ., lIP 

~ 

( 

{ 

<: 

: ~ 

, 

11-1 

11-2 

TABLES 

POLICE OFFICER STATUS IN ARRESTS WHILE 
MOONLIGHTING IN PRIVATE SECURITy .••.•••.•••.. 

OPINIONS ON FALSE ALARM SANCTIONS/MEASURES .•. 

Page 

11-33 
and 

11-33a 

11-69 

(ft 
i 

() 

CHAPTER 11 

PROBLEMS IN POLICE AND SECURITY RELATIONSHIPS 

11.1 OVERVIEW OF PROBLEMS 

Interaction and cooperation between law enforcement and 

private security and the ratings of their overall relation

ships appear to vary greatly, dependent largely upon their 

mutual perceptions and stereotypes, role conflicts, knowledge 

of their respective operations, the frequency of information 

sought and sharing of resources, and the extent of cooperative 

programs established. Chapters 9 and 10, especially, discus

sed problems in these areas which impact relationships between 

law enforcement and private security. This chapter focuses on 

two problems which seem to have the greatest intensity of 

feelings and most directly affect their respective operations: 

(1) secondary employment or moonlighting by police officers in 

private security and (2) police response to activated alarms 

which are largely false. While both groups are concerned about 

the impact of the problem on their respective operations, 
I 

police officer moonlighting is primarily a complaint of con-

tract security companies and false alarm imp~ct on police 

workload is largely a police complaint. 

11.2 POLICE MOONLIGHTING IN PRIVATE SECURITY 

11.2.1 An Overview of the.PrQbl~ 

In 1976 the Private Security Advisory Council identified 

the secondary employment (moonlighting) of police officers in 
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private security functions as a major source of conflict 

between law enforcement and private security. Police officers 

who are employed oy businesses and contract security firms 

often use police department uniforms and equipment in this 

employment. In some instances, police officers have their own 

security firms and compete direct~y with contract security 

companies. Managers and owners of private security firms have 

expressed concerns about direct and unfair competition by 

police officers who wear public police uniforms when function-

ing in a private security capacity. They also question the 

propriety of police officers offering p(ivate security ser-

vices since the police officers are sworn to uphold the law 24 

hours a day. 

Law enforcement executives share these concerns and see 

potential conflicts of interest resulting from some private 

security moonlighting situations. Two major concerns of law 

enforcement executives are uncertainty about the department's 

liability for actions of police officers while engaged in 

private security employment and the overall impact on an 

officer's fitness for assigned duty when working excessive 

hours outside his regular assignment. Despite conflicting 

opinions about police moonlighting in private security, addi-

tional public protection is afforded by these practices, espe-

cially with the use of police uniforms and equipment. Data 

collected in this research effort indicate that moonlighting 

is indeed an extensive practice. The larger question is 

whether additional protection for primarily private interests 

11-2 

should be provided by public employees--law enforcement offi

cers. The following sections examine the nature and extent of 

police moonlighting in private security, the concerns of vari

ous interest groups, and some of the legal issues. 

11.2.2 pefinitiQoal Issues 

Arriving at a consensus definition of police moonlighting 

in private security is at the root of the controversy over 

these practices. Contract private security interests are 

largely concerned with any practice by police officers that 

sharply reduces their potential for revenue, i.e., any influ

ence of police officers as either security employees or em

ployers that decreases market share for private protection. 

While 90% of the law enforcement ex~cutives in the Hallcrest 

national survey stated that their department has a policy on 

moonlighting, a clear lack of consensus on a definition of 

moonlighting exists even among police administrators. In many 

li:lw enforcement agencies, police officers are regularly en

gaged in "paying details" and "special duty" assignments out

side their normally assigned shift. Private businesses in the 

community frequently obtain the services of a uniformed offi

cer or deputy to perform guard, patrol, traffic direction, 

crowd control, order maintenance and other security functions. 

Fast food restaurant and convenience stores, for example, may 

hire a police officer to provide security at the premises to 

discourage loiterers and drunk and disorderly persons and to 
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deter robbery attempts. General contractors and utility com

panies will often secure the services of a police officer to 

direct traffic at a construction or repair sice. In some 

areas of the country this is considered a part of the "regu

larly scheduled" assignments by scheduling officers. In addi

tion, auxiliary, reserve or supernumerary officers and depu

ties will often be used and depend upon the aoove-mentioned 

assignments as a regular source of income, just like full-time 

members of the department. In some instances, there is no 

choice between using the police or private security since 

police authority may be required for direction of traffic. In 

Massachusetts, for example, the Department of Public ~orks 

will not grant a road construction permit unless a police 

officer is assigned to control traffic~ 

Other public agencies often use law enforcement officers 

to perform security functions. Civic centers, public schools, 

parks alld recreation departments, and ot~er faci:,ities fot 

public events use police personnel for primary or total secu

rity functions. In Chicago, for example, 81 of the 125 full 

and part-time members of the security force at the Chicago 

pUblic Library reportedly are member.s of the Chicago Police 

Departmento The security director claims an improved response 

to emergency situations and reduced losses from such problems 

as vagrancy, vandalism, Dook theft and destruction, and as

saults on librarians. l 

The off-duty or extra-duty assignments of police personnel 

cited above usually include the use of police uniforms and 
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equipment, including portable radios and, sometimes, police 

vehicles. Police personnel may also be directly hired in 

plainclothes security capacities by private persons, business 

and contract security firms. Retail firms may hire police 

officers as store detectives, and shopping mallD will hire 

off-duty personnel for plainclothes, low-profile security. In 

other situations, police personnel may be hired for positions 

in which their ability to act as police officers under the 

color of the law is an implicit function of their employment. 

Supermarket and convenience food stores, for example, hire 

police officers as checkout attendants or cashiers with the 

expectation that they can act to prevent or intercede in 

robbery attempts. In many areas of the country concealed 

weapons permits are very difficult to obtain, so police offi

cers are frequently hired as private bodyguards. This is the 

primary labor pool used by contract security firms in pro

viding armed executive protection services for their clients. 

A key issue in defining police moonlighting in private 

security is the method by which the outside services of secu-

rity p:rsonnel are obtained. In some law enforcement agen

cies, all outside employment in security activities using 

police uniforms and eqUipment are administered and controlled 

by the department, and outside income earned from these ac

tivities is a part of the regular accounting and payroll 

functions of the department. The police association or union 

often plays a role in both the scheduling and soliciting of 

extra-duty assignments in security, but the officers mayor 
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may not oe paid directly by the outside employer. When offi

cers obtain employment directly from the business, institution 

or security company, they are usually paid directly by their 

employer. 

In the Hallcrest national surveys, just over one-third of 

law enforcement executives permit members of their department 

to own or to be corporate officers of private security firms, 

and nearly one-half of them permit department personnel to be 

stockholders of private security firms. In the Baltimore 

County, Maryland, area case study site, 10% of the officers in 

the Baltimore County Police Department listing outside employ

ment in private security were employed as independent contrac

tors or owners of private security services. A closely re

lated activity is coordination of outside security employment 

of police officers using department uniforms and equipment. 

The Hollywood, Florida Police Department, for example, in 1982 

conducted an internal investigation into alleg~d use of de

partment radios and police vehicles to provide security for a 

Saudi Arabian prince. A private corporation was alleged to 

have been set up to coordinate the security needs of the 

prince on a 24-hour basis which involved the regularly sched

uled use of 50 to 100 police officers. 2 

11.2.3 Extent of folice Mognlighting 

Police personnel may be employed to perform private secu

rity functions during off-duty hours oy 81% of the law en

forcement departments in our national survey. The majority of 
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departments estimate that 20% or less of their personnel are 

involved in private security employment, but the majority of 

the executives in the Hallcrest survey of national and re-

gional contract security firms feel that this is an extensive 

practice. In general, the department size was correlated with 

estimated size of security employment by the law enforcement 

executives. Security moonlighting was highest in the larger 

departments. In police and sheriffs' departments serving 

populations of over 500,000, 36% of the administrators esti-

mate that off-duty security employment is performed by more 

than 40% of their employees. 

In Prince Georges County, Maryland, police employment in 

private security using department uniforms and equipment was 

estimated as high as 85% of this 850-member department. 3 In 

the Baltimore County study site, 42% of the department's 1220 

sworn personnel at the rank of Captain and below were second

arily employed in private security with permiSSion of the 

department, 12% of whom were sergeants, lieutenants, and cap

tains. In the site surveys, the officers of this department 

accurately estimated (on the average) the percentage of their 

£ie:J,low officers involved in off-duty private security employ-

mente 

In the national surveys, 75% to 80% of both contractual 

and proprietary security managers stated that businesses in 

their area hire law e.nforcement officers for security work, 

and 4 0% to 45% oft h e s e sec uri t y ,m a nag e r s sa i d P r i vat e sec u

rity firms hire police personnel. About 40% of the proprietary 
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security directors actually employed off-duty officers. Police 

personnel are employed by about 25% of the contract security 

firms in the Hallcrest national survey, but the percentages 

were gr.eater for guard and patrol (35%) and private investiga

tive firms (43%). Administrators of state agencies that li-

cense and regulate private security firms feel that employment 

of police officers in private security remained about the same 

over the prior five-year period (1976-1981). About one-half 

of the proprietary and contractual security managers observed 

increasing employment by businesses but were not sure about 

private security firm use of off-duty police personnel. 

Several techniques were used to estimate the total number 

of law enforcement personnel in the United states who are 

involved in off-duty private security employment. The Hall

crest national survey included only police departments of 

cities greater than 25,000 population and c(.)unty depaI,'tments 

of greater than 100,000 population. First, deparments were 

placed by cities and counties in population groupings of under 

100,000, 100,000 to 500, GOO and greater than 500,000. Second, 

class midpoints of the estimated range (percentage) of police 

personnel employed in private security functions were calcu-

lated and applied to the total number of sworn personnel 

listed by departments in these population groupings. Overall, 

across all population groups and both department types, 24% of 

police personnel were eng'aged in off-duty security employment. 

Based upon confidence intervals (at the ~10 level of signifi

cance), Hallcrest estimates the range to be 20% to 30% of law 
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enforcemen t personnel. Thus, based upon the total number of 

local and state personnel reported earlier in Bureau of Labor 

Statistics data, Hallcrest estimates that approximately 

150,000 local law enforcement officers are regularly engaged 

in off-duty employment in private security in the United 

states. 

In the national surveys, use of law enforcement uniforms 

(71%) and/or employment in plainclothes (89%) capacities are 

most frequently reported by law enforcement executives who 

permit private security employment. Employment as a uniformed 

security guard or as a security supervisor or manager is 

permitted in 44% of the departments, and employment in private 

investigations is permitted by 39% of the departments. In de

partments serving populations of greater than 500,000, nearly 

60% of the departments allowing moonlighting permit their 

personnel to perform private investigative work. For those 

proprietary security directors reporting hiring of police 

officers for security functions, the most frequently reported 

capacities are also in plainclothes and using law enforcement 

uniforms and equipment. While only about 20% of proprietary 

managers use police personnel for investigative duties, in

vestigations (56%) is the most frequently reported secucity 

capacity by contract security managers employing law enforce

ment officers. Contract security managers and owners report 

hiring law enforcement personnel for executive protection 

functions as frequently as they hire police as uniformed 

guards. Analysis of secondary employment records in the 
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Baltimore County Police Department reveals that security em

ployment most frequently occurs at retail stores (27%) and 

shopping malls (22%). Excluding officers emplQyed by or 

owning contract security firms, the next most frequent places 

of private security employment a,re auto dealerships, recrea

tional facilities, banks, manufacturing and warehousing, 

social clubs, and motels. The concentration of private secu

rity moonlighting in retail stores and shopping malls depicted 

by official secondary employment records is consistent with 

the self-reporting of security moonlighting by officers in the 

Baltimore County case study site surveys. 

11.2.4 Interest Groug Concerns 

11.2.4.1 Law Enforcement Executives 

Law enforcement executive concerns about police moonlight

ing in private security largely center around fitness for 

regular duty assignments, conflicts of interest, department 

liability, and controlling the method of obtaining security 

employment. Although moonlighting in private security is an 

extensive practice, law enforcement executives 'do not always 

support it. In the national surveys, administrators reported 

that their police personnel most frequently obtain private 

security employment through direct employment by a business 

(91%) followed by individual officers contracting their ser

vices (67%). As long as officers are hired through the police 

agency or hired directly by the business, the law enforcement 

executives do not see a conflict of interest. However, they 

~ 

I 
i ~ 

~ 
n 

~ 

L 

(~ , 
t 
L 
l: 

f 
I' 
I 
Ml 
J 
1 

1 r r 
I 
i" ' 
\ 
'1 

I 
i 
t 
i 
j 
~ 
~ , 
1 
t 
L 
!. 
ff 

t, 
I r 
i 

I~ 
1 
! '. 
1 
f 
f 
t 
t, p, 

c , 

do consider the following as conflict-of-interest situations: 

the hiring of police officers by private security firms, 

contracting by individual officers and deputies, and involve

ment of the police union or association in obtaining security 

employment for their members. 

Conflict-of-interest issues primarily involve (1) the use 

or misuse of police authority for personal or financial gain, 

and 

are 

(2) the provision of services on a selective basis 

provided normally as part of an officer's publicly 

that 

paid 

responsibilities. A police detective involved in private 

i investigations could be in a position to compromise department 

information, or to illegally obtain information (case, crim

inal history, etc.) otherwise excluded from the public by 

department policy or law, or to overlook criminal involvement 

of a client in an ongoing police investigation. A patrol 

officer could provide preferential response to problems or 

s~rvice calls from firms or citizens receiving private secu

rity services from the officer or fellow moonlighting asso-

merc ants were threat-ciates. It has even been alleged that h 

ened with loss of police services if they did not hire law 

enforcement rather than contract security personnel for secu

rity functions. In one interesting occurrence, a police offi

cer in a major police department was subjected to an internal 

investigation because he "took the Fifth Amendment" when ques

tioned by department investigators about the criminal activi

ties of one of his clients. Investigators earlier had executed 

a search warrant at the client's premises.4 
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One chief of police summarized conflict of interest con

cerns of many law enforcement executives with the biblical 

expression "NO man can serve two masters."S Police officers 

are empowered to enforce the law 24 hours a day. In many 

departments there is a clear expectation that enforcement 

action be taken for off-duty criminal incidents, and this 

expectation is often emphasized by a requirement that sworn 

police personnel carry their firearms 24 hours a day. Law 

enforcement executives question the pr imary influence on an 

officer's decision to take enforcement action when working 

under the direction of a private business or concern. Depart

ment policies and procedures may be in conflict with the 

policies or desires of the private concern which is paying the 

officer's off-duty wages. 

Some contract security managers have complained that moon

lighting in private security, especially with police uniforms 

and equipment, is equivalent to "selling police authority" or 

obtaining a "hired gun" and results in a disproportionate 

level of police services based upon ability to pay. Yn some 

instances, this is clearly the reason private businesses, 

especially retail merchants, secure the services of an off

duty police officer. In a li"hington Pos·t; article on the 

moonl ighting acti vi ties of Pr illlce Georges County, Maryland, 

officers, merchants clearly supported this position: 

That cruiser in the parking lot is clearly 
a deterrent. 

If I didn't think it was protective, I 
wouldn't hire the officers. We get hit the 
most. We had those rent-a-cop services, 

11-12 

but they're nothing but trouble. They have 
no authority, and everyone knows that. 

You're going to pay a lot for a police 
officer--it's a hired gun with the power to 
arrest. But they command a considerable 
amount of res~ect, particularly in tough 
neighborhoods. 

The effectiveness of police officers in deterring crime is 

made emphatically clear in other comments by merchants in the 

above article. This was also true in the Baltimore area study 

site, where some retail security directors reported using 

police officers in high-crime areas with noticeable reductions 

in disturbances and robbery attempts. Some police adminis

trators and officers applaud the increased coverage afforded 

by off-duty employment of uniformed personnel by businesses 

and inst! tutions in the community. However, police adminis

trators have become increasingly concerned apout "entity lia

bility" of the department, i.e., about being successfully sued 

for the off-duty acts of its officers. 

It raises the question of who's liable. 
After a 11 , the 0 f f ice r i s w ear in g the 
identification [of the police department] 
but he's being paid by the owner of the 
establishment~ like McDonald's. The ques
tion is under whose orders is he acting-
the chief of police or the owner of 
MCDonald's.' 

In the brief legal el~cussion in the following section, it 

is clear that the controlling factor in suits against police 

officers for off-duty acts is whether the act involved an 

exercise of his legal authority as a police officer. Once the 

off icer clear ly acts within the" scope of his au thor i ty" and 
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under the "color of the law," it is generally not relevant 

whether the officer was on or off duty, in uniform or plain-

clothes, or whether he was even employed specifically for 

secur i ty purposes. 

Two types of security moonlighting situations highlight 

potential problems of department liability for off-duty secu-

rity employment of police officers. First, is the "implied" 

security function, especially in jurisdictions where officers 

are required to carry a firearm 24 hours per day. In 1982 in 

Washington, D.C., for example, two officers of that department 

shot and killed rObbery suspects within two weeks of one 

another while they were employed as clerks at a supermarket 

and a convenience food store, respectively.S In these kinds 

of situations, the question of clear identification as a 

police officer by the subject could impact civil liability 

actions and also might have deterred the criminal attempt. In 

the foregoing example, a fellow officer also employed as a 

cashier at the supermarket where the shooting occurred 

remarked, "I would rather work in uniform." There was "no 

doubt in his mind that a uniformed police guard would have 

deterred the two men from entering the store." Scheduling 

police officers under the auspices of the department to work 

such uniformed assignments when not on "regular" duty still 

places them on duty in the minds of some police officials. 

Second, a less clear situation arises in the nature of the 

work involved. As many contract security firm m~nagers note, 

some security jobs (in uniform and plainclothes) undertaken by 

11-14 
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police officers are not within the usual responsibilities of 

the police or sheriff's department and bear little relation

ship to the ·scope of his employment." As noted in Chapter 7, 

in the cas~ study sites, tasks and activities reported by 

security personnel themselves were largely non-crime-related. 

The officer is not always functioning from a police officer's 

frame of reference in carrying out the tasks desired by the 

private employer of his services. In some situations officers 

may act as agents for property ownership rights of their 

employers and overextend their law enforcement authority. Case 

law in some states has invalidated arrests by officers, even 

in uniform, when made in security employment, solely because 

the officer had come under the control of a private employer 

(see Legal Issues 11.2.5). 

Some police executives have attempted to limit the depart

ment's liability for security moonlighting and other forms of 

off-duty employment by obtaining a third party waiver of 

liability from the officer and his off-d~ty employer. In such 

cases the employer must agree to maintain an insurance policy 

or bond to protect or defend the officer and render the de-

partment harmless from all claims or liability arising from 

such employment. The mere existence of a waiver of liability, 

however, does not in itself remove the department from vicari-

ous liability suits and claims by third parties arising out of 

off-duty incidents where the officer is acting in furtherance 

of the department's business or his authority as a police 

officer. Some departments have also taken steps to limit 
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liability by specifying procedures for calling for assistance 

from on-duty officers, and otherwise attempting to minimize 

the "official" involvement of off-duty police personnel in 

minor and nonviolent crimes. Another reason for obtaining the 

waivers and controlling off-duty security employment is to 

protect the department from worker's compensation and disa

bility insurance claims resulting from an injury while working 

off duty. 

police executives have also expressed concerns about an 

officerfs overall fitness for duty--physical, mental and 

emotional--when involved in outside employment. The courts 

have generally upheld department regulations to limit the 

amount of off-duty time in which an officer can pursue second

ary employment. Since public safety personnel must be avail

able when needed and be able to perform efficiently, restric

tions on amount of off-duty employment time have been held by 

the courts to have a rational basis. In some departments an 

upper limit of 20 hours has been established for each seven

day period, but in other departments the limit pertains only 

to the regular five-day work period and not days off and 

vacation days. Thus, in the latter situations it would be 

possible to work another 30 to 40 hours per week in a private 

secur i ty posi tion. In the Bal timore area study si te, the 

Baltimore County Police Department restricts off-duty employ

ment to 20 hours in a five-day work period, but the average 

number of reported hours for security employment in the site 

surveys by these officers was only 10 hours for detectives and 
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12 hours for patrol officers and supervisors. Patrol offi

cers had been moonlighting in private security an average of 

seven years, which suggests that security employment is a 

second continuous career for some police officers. 

11.2.3.2 Police Employees, Associations and Unions 

Three reasons police officers seek secondary security 

employment are: I) to supplement income, 2} to develop a 

second career for full-time employment upon retirement, and 3) 

to pursue a personal avocation. In both site surveys, the 

officers reported very little interest in private security as 

an alternative or second career, and there was li ttle var ia-

tion in response based upon age of the respondent or length of 

time with the department. According to this limited $ample, 

it would appear that most private security moonlighting is 

motivated by the desire for additional income. Property tax 

revolts and reduced level budgeting in many departents have 

forced some officers to accept salary freezes or small in

creases which have not kept pace with spiraling rates of 

inflation in recent years. Many officers feel moonlighting is 

an "economic necessity" and the similarity o'f private security 

wo.rk provides an easy vehicle to accomplish that objective. 

This is a particularly intense feeling in communities with a 

high per capita income and standards of living. In Prince 

Georges County, Maryland, the reported rate of 85% moonlight-
{-

ing officars, for example, occurs in one of the highest pei 

capita income counties ih the United states. 
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Potential conflict of interest situations were presented 

in bo.th the national and site surveys covering two areas: (1) 

method of obtaining security employment and (2) use of police 

uniforms and equipment in security work. As expected, less 

than 20% of the officers in the Baltimore County case study 

site saw any conflict of interest in private security employ~ 

ment, whether they arranged it directly with employers, 

through the police union, or through the department. In the 

Portland, Oregon, site, the Multnomah County Department of 

Public Safety prohibits all forms of outside employment, and 

the office~s strongly support prohibition. They oppose all 

methods of ootaining private security employment, except when 

arranged and paid for through the department. The Multnomah 

County patrol officers, investigators and supervisors also 

strongly oppose the use of law enforcement uniforms and equip

ment to perform private securi ~ as an available option to the 

public for additional protection. However, their feeling is 

less intense that this represents unfair competition with 

private security firms or that this practice would be a misuse 

of public resources and tax dollars. In Baltimore County, 

just over one-half of the patrol officers agreed with the 

Multnomah County officers that u~e of police uniforms and 

equipment for private security should not be an available 

option to the public, but they did not think that this prac

tice represents unfair competition w~~h private security or a 

misus~ of tax dollars. 

11-18 

One plausible explanation for the sharp difference in 

responses between the two case study sites may be the percep

tion of moonlighting as nunprofessional" by the Multnomah 

County officers. These officers are currently prohibited from 

any form of moonlighting, but they supported the department's 

position when oftered an opportunity to express their opinion. 

The higher educational level of the Multnomah County dep~rt

ment and requirement of a college degree may help inculcate a 

nsense of professionalism n in their officers and an unwill-

ingness to associate with negative stereotypes of security 

guards and the security industry. 

One-fourth of the law enforcement executives in the Hall

crest national survey stated that their officers and deputies 

were hired for private security employment through the police 

union or association. In some depa!tments collective bargain

ing agreements mandate the right of the union or association 

to coordinate outside employment, the number of hours per week 

and the wage structure. Some officers and deputies prefer 

this arrangement oecause they conside( this is an impartial 

mechanism to distribute work among fellow personnel. Yet, 

other department members reject involvement of the union/ 

association because it restricts the type and amount of secu

rity work they might obtain on the open market through their 

own efforts. During the project a number of instances were 

uncovered of npressure tactics n by the union/association to 

thwart or sanction individual members who sought/obtained 

11-19 
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private security employment independent of the union/associa-

tion program. In on~ instance, it was reported during the 

course of an internal investigation that a sergeant had re-

fused to answer a question on a polygraph examination concern-

ing his alleged refusal to offer pr isoner tran,sport for 

another officer working a security detail at a theater. The 

sergeant was alleged to have remarked "we don't transport 

prisoners for scabs" to this officer who had obtained his own 

security employment outside of the union efforts.9 

Pressure tactics have also oeen used by police unions/ 

associations against contract security companies in competing 

for security services at public events. In one alleged inci

dent in Houston in 1980, the general manager of a contract 

security firm claimed that his contract for 24-hour security 

and other functions for a major national convention had been 

cut oac~ to ushering and ticket taking after police pressure. 

A sergeant in the Houston Police Department was alleged to 

have threatened to tow vehicles and issue traffic citations if 

police officers were not used for security. Similar accusa

tions were made by the senior executive of a major guard 

service company in another large city which resulted in the 

loss of a contract for security services at a golf tournament., 

Recently other attempts have been made to formalize this 

competition with private security through legal mechanisms. 

In the State of Pennsylvania, the Fraternal Order of Police 

(FOP) sponsored legislation (H~B. 2524) in 1982 to allow all 
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police officers in the state to be employed in private secu

rity, regardless of existing department regulations on moon

lighting. The Michigan Attorney General in 1981 sought auth

orization for police officers to be simultaneously licensed as 

private investigators. lO The most significant development in 

police competition with private security was the 1982 attempt 

of the FOP in washington, D.C., to establish an FOP "Job Bank" 

to coordinate and actively solicit off-duty security employ

ment for Metropolitan Police Department officers while in 

uniform and using department radios. Although department 

rules on outside employment precluded officer-owned or run 

security businesses, the FOP was involved in allegedly "nego

tiating" a revised set of rules which would have established a 

Job Bank under its Labor Committee as the sole bargaining 

agent for off-duty police security services. Participating 

officers would be required to pay $25 per year to the Job 

Bank, and businesses using their services would pay a fee to 

maintain the Job Bank under a sliding scale adjusted for 

frequency of usage. 

Before the period for public review on the proposed rule 

changes had expired, the Job Bank was incorporated and began 

advertising in the tl~~ingt2n_~~t for security services to 

District of Columbia (D.C.) businesses. The D.C. Security 

Association was rapidly formed to represent contrace security 

owners who were concerned that the Job Bank would attempt to 

obtain a monopoly on security services under the apparent 

auspices of the Metropolitan Police Department. One guard 
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firm owner charged that she had already lost contracts to the 

police because of fears of one private employer that police 

protection would diminish if the police were not offered her 

firm's security services contract. In public comments on the 

proposed rules, the D.C. Security Association estimated that 

the Job Bank had the potential to displace 1120 to 2400 pri-

vate security guards, 78% of whom were estimated to be tax 

paying residents of Washington, D.C. The Association further 

charged that the Department and t.he FOP had been in conspir

acy, was in violation of the Freedom of Information Act, and 

had ignored earlier legal advice. The D.C. Corporation Coun

sel suggested that the Department was in a precarious position 

(even prior to the proposed rule-m~king) with respect to 

outside employment of police officers, especially in terms of 

liability insuram~e. Some contract firms stated that they had 

been asked to submit client lists to the private security 

regulatory unit within the Police Department during formula

tion of the proposed security moonlighting rules. A succinct 

summary of the D.C. Security Association's position was of

fered in these comments by their legal counsel in a letter to 

the Mayor: 

In a nutshell, it seems uncommonly generous 
of the D.C. Government to allow a corpora
tion to be set up by LtS police union in 
order to compete with private industry, to 
give it all sorts of advantages (such as 
the use of police uniforms, police dogs, 
police revolvers, police radios), to give 
it sUbstantial influence over the private 
security industry competitors by virtue of 
police regulation of the competition, and 
then to top it off by providing office 
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space to this corporation at an address 
which carries special clout in a community 
that defJends upon the cooperation of the 
police. I 

Eventually, the proposed rules were then further amended 

to preclude any officer from contracting the services of other 

officers for employment in private security, but they did 

provide an opportunity for individual officers to secure em-

ployment on their own initiative. Under the D.C. EQli~~ 

Officer Outside Employment Act of 1982, officers would still 

Oe permitted to use department uniforms, weapons, and radios. 

Interestingly, they are primarily expected to taKe no direct 

police action for crimes other than felonies in progress and 

crimes against persons, unless escape is imminent. Much of 

security work in retail settings, however, involves misdemean

ors when security intervention is required. The uniformed 

polica officer in this situation, then, has effectively had 

his role limited to that of the security guard--notification 

of the police--which in the moonlighting officer's case is 

simply expedited by use of his police radio. Under the imple

mented rules, the D.C. officers are permitted to obtain crimi

nal information during their off-duty ~~~tus and are merely 

cautioned to take "special care to safe~uard this information 

from unauthorized persons." This practice encou,rages an open 

door for potential conflicts of interest in trading confiden

tial police information as a condition of employment. 
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11.2.4.3 Contract Security Firms 

In the Hallcrest national surveys, contract security mana

gers and owners were opposed to the use of law enforcement 

uniforms for off-duty employment in private security. Con-

tract security firms feel strongly that this practice is 

unfair competition with them and a misuse of public tax dol

lars and resources. The National Council of Inve~tigation and 

Security Services (NCISS) has adopted a Council's eosition 

~MQonlighting in Private Secutity bY-fQli~_Qffi~~ which 

says that direct competition is being subsidized by the tax

payer, thus resulting in less than true market value for 

their services and a disproportionate level of police services 

to the community: 

••• the private security operator is re
quired to pay the cost of uniforms, equip
ment, licensing fees and general liability 
insurance which the moonli.ghting officers 
usually avoid. In affect the moonlighting 
employment is subsidized from taxpayers 
money in direct competiton with ourselves 
as private employers. 

A central component of an effective public 
law enforcement system is that all citizens 
must be treated equally. When some citi
zens are able to buy additional protection 
from public employees at less than true 
cost, they are receiving special government 
service not available to citizens who can 
not pay for it. The princJple of equality 
before the law is broken. l • 

The actual cost to the customer of police moonlighting in 

security services is generally the officer or deputy's over

time wage rate (usually time and one-half) and in some cases a 

nominal amount to offset administrative overhead. But as the 

11-24 

NeISS position notes, true overhead costs to support uniforms 

and equipment would make the actual cost even highero In the 

Hallcr~st 1981 national survey, the average billable rate for 

contract security services paid by the responding proprietary 

security managers was $6.62 per hour. Based upon prevailing 

wage rates of police officers listed by the Bureau of Labor 

Statistics for the comparable time period, the customer's 

billable rate (at time and one-half) for police-provided secu

rity services would be about $10 per hour and higher in major 

metropolitan areas--much higher than the average billable rate 

for security guards. Some customers feel they are getting a 

greater wdollar for dollar· protective value in the police

provided security services • 

The non-law-enforcement nature of many security tasks, 

however, may result in a grossly inflated value, except in 

high-crime areas where the primary purpose is crime deterrence 

through visible police presence. The response mode in many 

security incidents is the same for both the ~ontract security 

guard and the off-duty police officer/security guard--notify 

police communication center personnel who dispatch on-duty 

police per sonnel to respond to the incident. In some cases, 

then, little advantage is gained, other than more rapid access 

to the police emergency communications center, particularly 

when a department portable radio is used. We reported earlier 

that in the Hallcrest national surveys, police placed a higher 

priority on ·police officer in trouble- than if it was a 

security guard. Both proprietary and contractual security 
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managers perceive law enforcement as placing a very low re

sponse priority on security guard calls for s~rvice. Some 

local merchants may be cognizant of this similarity in re

sponse patterns for disparate levels of wages, but may feel 

under some obligation or pressure to use off-duty police to 

ensure an adequate level of police response. As mentioned 

ear lier, allegations of actual and threatened withholding of 

police services have been made by some contract security 

firms. 

As noted above, about 40% of proprietary security managers 

regularly hire police officers as guards, investigators, su

pervisors and bodyguards. In addition, one-fifth of these 

managers reported receiving informal bids for security ser

vices from law enforcement agencies, and about Cln,e-third re-' 

ported bids being submitted to them by individual officers or 

deputies. Proprietary security managers in the national 

surveys very clearly favor availability of uniformed police 

officers as an optional method of providing security services; 

they do not feel that it poses unfair competition to contract 

security. Police officers are sometimes used as bodyguards or 

to supplement or complement existing security personnel, so 

proprietary security directors may feel that they are able to 

distinguish different noncompeting t,asks of police officers 

and security guards. In this situa~ion, however, it would 

appear that police authority is clearly being purchased with 

the expectation that the primary frame of reference in re

sponse to incidents will be that of a police officer. 

11-26 

In some areas of the country it is a common practice to 

use off-duty police officers for protection of organization 

executives or visiting dignitaries in business and institu-

tions. In some states, such as California, strict concealed 

weapon legislation mandates that only present or retired peace 

officers can be used for executive protection. Some security 

directors are upset with the lack of control over their execu-

tive protection programs when their own personnel cannot be 

used, even when responding as part of a company's crisis 

management team. Interestingly, in states where a license can 

be obtained for these activities, contract security firms are 

actively engaged in hiring off-duty police officers for their 

clients. In these situations, contract security firms create 

an ambiguous position--criticizing moonlighting police offi

cers for uniformed security work but using them in plain

clothes bodyguard assignments when it is beneficial to their 

firms. Armored car operators will also use off-duty police 

personnel when permitted, pr~:~arily due to the officers' 

higher levels of firearms training and experience in reacting 

to emergency situations. 

Between 40% and 50% of municipal police departments in the 

national surveys permit their officers to be directly involved 

in the operation of a contract security firm as either an 

owner, corporate officer, or as a stockholder. In the Balti-

more County study site, 10% of the moonlighting personnel 

1 is ted thei r secur i ty employment as consul tants or contrac-

torso . During site interviews in the Baltimore area some 
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contract security managers complained that police officers 

~olicit business during working hours for their firms and 

observed that some police officer-run security firms had their 

best business volume in their own precinct or district. While 

there is room for some interpretation as to what constitutes 

police moonlighting with the use of a police uniform, there 

can be little doubt that police ownership of security firms is 

direct competition with contract security firms and poses 

potential conflict of interest problems. 

A Hallcrest analysis of Yellow Page telephone directories 

from 22 major metropolitan areas throughout the country indi

cates that security firms controlled or pperated by police 

officers are not an infrequent occurrencee Some firms openly 

flaunt a quasi-police status in their advertising--"our staff 

consists of former and off-duty police and sheriff depu

ties."13 In one particularly graphic example in Denver, Colo

rado, a firm run by a police captain reportedly held "near 

exclusive control of security services for non-sports events 

at city owned arenas" for an extended period of time, opera

ting as the Denver Off-Duty Police Employment company.14 Of

ficers were hired as "'private contractors" (to which IRS~c",~~ 

" 

exception), and some asserted that it was ·virtually iIQ?Oi:n:i~i'" 
, " ,',' II 

ble· to obtain off-duty security work at public eventsl~ith~bt 

working for this captain's security company. A Denv~r-P9st 

review of police moonlighting records (which it had su~? for 

and obtained) also dioclosed that an officer had worked as a 

11-28 

"private investigator for a defense lawyer who also had 

defended a criminal suspect in a ca&~ made by the same offi

cer."lS 

In Denver's situation, the unveiling of alleged and poten

tial improprieties led to a major reform in department moon

lighting rules to avoid even the appearance of improprie~ie~, 

but the situations described are not isolated incidents--a 

point underscored by the NCISS members. These contract secu

rity firm owners see security firms run or controlled by 

police officers as an inherent conflict of interest with their 

publicly entrusted duties. The ~~Yn~i~_~i~Qn ou_MQQn= 

lis"ing .1n Z".in.t~~~J.1-'.llY-QL.fQli~LQ.f.fi~-'.~ offers two 

analogies of other professional positions. A tax auditor, 

they note, could not hold a second posi tion pJ:epar ing tax 

returns for businesses and individuals, nor can an attorney 

who is apPointed or elected to a judgeship "continue to repre

sent private clients, even in matters of litigation which are 

not under his jurisdiction.,,16 Yet, both the Council and our 

site work confirm that police officers use a publicly entrust

ed position for personal gain when they solicit security work 

for their own security firm which competes openly with con-

tract security firms. 

11.2.5 Legal Issue§ 

11.2.5.1 Department Liability 

The concerns of law enforcement executives about potential 

department liability for the acts of their police officers 
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employed as security personnel are well-founded. There 

growing body of case law on tort actions in the state 

courts and also civil liability actions under the Federal 

Civil Rights Act which suggest that arrests and searches can 

be nullified through questionable authority of the police 

officer while acting in a security capacity. At the same time 

a police department can be held liable for acts or omissions 

by their moonlighting officers when taking official police 

action. This is true not Jonly for uniformed officers, but 

also for all moonlighting officers who are vested with 24-hour 

authority under the law. 

When law enforcement officers are allowed 
to wear their official uniforms, display 
official badges, or otherwise use, utilize 
or display official department equipment 
while performing private employment func
tions, they furnish a basis for liability 
on the part of the officer and ultimately 
upon his department. In such situations 
the officer and the department may be held 
responsible for acts or omissions committed 
during the private employment where it 
appears or there is reasonable belief that 
they were a.cting under color of office or 
authority.17 

Key determinants in assessing departmental liabili ty for 

off-duty acts of officers are (1) the party controlling the 

manner in which the work is to be provided, (2) the method of 

obtaining employment, (3) the degree of control or direction 

exercised by the employer, and (4) the method of payment. As 

reported earlier, in the national surveys 91% of those depart

ments permitting moonlighting indicated that the officer or 

deputy is hired and paid directly by the employer, and &7% 
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individually contract for their services. The Law Enforcement 

Legal Defense Center views both of these situations as an 

"independent contractor" status if the manner in which the 

security work !s to be conducted is determined by the officer 

hired. As such, the officer is not serving in an official 

capacity on behalf of the department and has no broad mandate 

for the exercise of his normal powers as a police officer; his 

employment may "indeed preclude the exercise of law enforce

ment powers. "IS 

On the one hand, since their powers may be limited in the 

given employer-employee relationship, this legal position 

seems to nullify the widely held assertion that use of uni

formed officers for security work provides greater coverage or 

protection in the community. On the other hand, this legal 

position emphasizes the underlying tests of department li~bil

ity for ~ctions taken by the officer in his off-duty security 

employment: (1) the officer must be acting within the "scope 

of his employment," and (2) he must be "furthering the pur

poses of his employer." In Stengel v. Belcher.. in the Federal 

Courts, the test is "purporting or pretending to act in the 

performance of his official duties."19 R2~in~2n-~~Yi2 

noted that simply being "clothed in official garb~ does not 

mean the police officer is acting in any official capacit¥.20 

This is especially important since many of the off-duty ac

tions by moonlighting police officers are merely extensions of 

the business's property owner rights. I the n some ca\'3es, 
'\ 

property OWner rights are much broader than the narrowly 
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prescribed procedural law to which the officer must adhere for 

proper exercise of his authority, e.g., probable cause. 

The fact that a ~olice officer is on or 
off-duty, or in or out of uniform, is not 
controlling. It is the na~uze of the act 
performed, not the clothing of the actor or 
even the status of being on or off-duty, 
which determines whethe

2l
the officer has 

acted under color of law. 

Table 11-1 summarizes a dozen state court de~isions that 

emphasize the point that police uniform and presence are not 

correlated with police authority to act in the private secu-

C rity moonlighting situation. All but three of the cases 

eventually involved an assault on the police officer which was 

largely the grounds for legal action, i.e., the assault charge 

( should be ruled invalid since the officer was not acting with 

police authority. Interestingly, the police officer's "offi

cial status" at the time of the incident was less frequently 

( 

( 

affirmed by the courts in these decisions when the officers 

were wearing police uniforms. Even when uniforms and equip

ment are utilized by the moonlighting police officer 'in pri

vate security, the "scope of his employment" appears to shift 

almost immediately to the private employer. The police offi

cer's authority becomes somewhat dormant until he is called 

upon to act in some emergency situation. At that point the 

officer must clearly remove himself from the "control" of the 

private employer and identify himself as a police officer and 

notify the subject/suspect of his intent to take specific 

action under his police-vested authority. 
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TABLE 11-1 

POLICE OFFICER STATUS IN ARRESTS WHILE 

MOONLIGHTING IN PRIVATE SECURITl 

Bank Disturbance/Assault 

Retail Shoplifting/Assault Officer 

H.S. Dance 

Dance 
(priITate) 

Retail 

Sports Complex 

REltail 

Retail 

Apt. Complex 

Art Gallery 
(private) 

Assault Officer 

Eviction/Assault Officer 

Shoplifting 

Check I.D./Assault Officer 

f"f\oplifting!Assault Officer 
)! 

S~Op!ifting/Assault Officer \\ 

Eviction/Search 

Assault Officer 

Police Officer Police 
Status Affirmed Uniform 
-illLCQJU.t ___ tiQ.[D-

no yes 

no no 

no yes 

no yes 

no no 

yes ~'es 

yes 

yes no 

yes no 

no yes 
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TABLE 11-1 Contd. 

OK Stewart Y. State9 Apt. Complex Burglary Attempt no no 
527P.2d 22(1974) 

NJ State Y. DesantolO Rock Concert Assault Officer yes yes 
NJ,Super Ct,App.Div. 
26 Crim.Law Rptr2492 
(1980) 

1 Not engaged in "active discharge of lawful duty as policeman" since moonlighting; no personal knowledge 
of any offense except against himself. 

2 Acceptance of private employment as security guard precludes officer from otherwise acting in an offi
cial police capacity, i.e., scope of employment cannot be both. 

3 Arrest on premises made as private citizen who has less authority than a police officer. 

4 State Statute allows off-duty officers to carry firearms and perform same functions as on-duty officers 
regularly perform. 

S At time of incident, making an arrest for a violation of state law. 

6 Clearly identified self as police officer and advised of intent: t'o taite action as a police officer. 

7 When notified department and decided be search, he acted as a police officer and had no probable cause; 
motion to suppress upheld. 

a Since QQt. iltHlig~Q to active duty by police .iepartment, he was not a "regular" police ofi!icer, and thus 
was employed in a private capacity. 

9 Identific~tion and display of badge but not in performance of police duties at time incident occurred. 

10 Aaai91led after volunteering, in uniform, exhibited evidence of his authority, thUs he acted in perfor
mance of his duty when the assault occurred. 
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Some law enforcement executives have attempted to address 

this problem (i) by clearly specifying in department rules and 

regulations, or standing orders, that all off-duty police 

actions of police officers are done with the full authority of 

regular on-duty officers, or (2) by "assigning" officers to 

"extra duty· assignments through the department and keeping 

the payment mechanism within the department. This policy, 

however, can work at cross purposes with the attempts to shift 

liability and workmen's compensation claims to the individual 

officer and his private employer, since every move to increase 

departmental control also appears to increase the department's 

liability. The Police Association of New Orleans resisted 

efforts of the department to assign accidental liability to 

the officer's second employer. In civil district court, an 

association lawsuit found the City of New Orleans liable even 

though a second job was involved, since the job as a police 

officer is essentially a 24-hour-a-day position. 

11.2.5.2 Conflict of Interest 

Another complaint of the contract security industry is 

that police agencies who frequently regulate them at the local 

and state level are involved in a gross conflict of interest 

in openly competing with them for security services. The Law 

Enforceme:nt Legal Defense Center Br ief on Legal Aspects Qf 

Off-Duty Incidents, stated that if a police agency has regula

tory duties, the employment of their officers "in any such 

industry would present at least the appearance of if not an 
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actual conflict of interest," and, accordingly, the department 

could exclude or very closely regulate that employment type. 22 

As contract security executives point out, most state police, 

highway patrol and federal agencies prohibit most forms of 

moonlighting, especially in private security. tet, a differ

ent set of attitudes and standards appear to prevail in local 

law enforcement. 

The Missouri Attorney General has iss~ed an opinion that 

deputy sheriffs may not moonlight in private security since 

they would be receiving private compensation to take actions 

that are required as part of their statutorially prescribed 

duties. 

A deputy sheriff may not serve as a secu
rity guard in his off-duty hours and re
ceive remuneration from a private entity 
for such service unless his job as a secu
rity guard does not encompass any of those 
duties which he is obliged to perform by 
vir t u e 2~ f his po sit ion a sad e put y 
sheriff. 

The opinion was based largely on the fact that a security 

guard at some point is usually required to take some actions 

to protect persons and property, and state statutes place no 

time limitations on the responsibility of deputy sheriffs to 

perform such duties. The opinion chose not to question 

whether this was good policy, it simply found that the prac

tice was not in accordance with the law in Missouri and only 

as it pertained to deputy sheriffs. As noted above, however, 

many departments and police unions/associations do feel that 

it is "good policy" to have additional police coverage in the 
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community through private security details in police uniforms 

and equipment. In 1981, pri~ate security firms complained 

about the unfair competition and unlicensed security activity 

on the part of the Sacramento County, California, Sheriff's 

Department. A subsequent legal opinion held that simply 
. 

"scheduling and coordinating" security requests for individual 

" "d t""t 24 Ironi officers did not const1tute un11cense ac 1V1 y. -

cally, the opinion concluded that this practice was probably 

necessary to avoid any conflict of interest situations, and it 

was left in the hands of public law enforcement agencies to 

determine if the priv~te patrol activities of off-duty offi

cers were "inconsistent or imcompatible" with their public 

duties. 

In another opinion in 1982, the state licenaing agency in 

California responded to a complaint by the California Contract 

Security Association that the City of Pineola was illegally 

engaged in providing contract security services. In this 

instance, the police department was "actively engaged" in 

contracting with private businesses in the city for the ser

vices of police officers to provide private patrol services, 

using police uniforms and driving city police vehicles. 

Further, the department was being directly compensated for 

this service. The opinion concluded that the local police 

agency was operating as an unlicensed contract security firm 

(Private Patrol operator).25 One-half of the state regulatory 
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agencies surveyed by Hallcrest indicated that police agencies 

in their states must be licensed to contract for private 

security services using police personnel. 

As the preceding sections clearly illustrate, the practice 

of police moonlighting is pervasive, and the issues surround

ing it are varied and in some cases complex. The likelihood 

of standard legislation being adopted to regulate moonlighting 

and thereby eliminate some of the more difficult issues (e.g., 

unfair competition, conflicts of interest, improper use of 

police authority, etc.) seems remote. 

The following sections address another proolem area, re-

sponse to false alarms, that again, causes friction and ig

nites opposing viewpoints between law enforcement and private 

security. 

11.3 POLICE RESPONSE TO FALSE ALARMS 

11.3.1 An Overview of the PtQOlem 

In 1976 the Private Security Advisory Council (PSAC) iden-

tified the burden of an excessive number of false alarms on 

police calls for service as a major problem in relationships 

between private security and law enforcement. Using a very 

broad definition of false alarms, i.e., no i.ntrusion was 

attempted or detected, police studies of false alarm impact 

around the country consistently showed that 95% to 98% of 

alarm service calls were false. From the police perspective, 
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false alarms were considered a nuisance, causing enormous 

waste of manpower: 

••• a staggering waste, especially when 
we're in economic ha.rd times and we're 
talking about layoffs.26 

In addition, continual false alarm calls created a safety hazard 

in the complacency of respo~ding patrol unit officers: 

a..you can almost set your watch by the 
false alarms every night. One big factor we 
worry about is complacency. If officers on 
the street get a false alarm every night at 
~he2fame address, complacency w ill set 
J.n. 

When police administrators began noticing false alarms 

constituting 10% to 12%28 of all calls for service in the 

1970's, many of them began initiating unilateral action to 

cont~ol false alarms by enacting alarm control ordinances. 

Many of these sought to punish the alarm company and failed to 

distinguish between type of alarm system installation, and 

companies and installations with excessive false alarm rates. 

The alarm industry quickly organized to present their side 

of the false alarm problem; they emphasized the deterrent 

effect of alarm systems and the low ratios of false alarms per 

total number of installed systems in the community. Several 

noteworthy efforts were initiated by both the alarm industry 

and the law enforcement community, including: The ~larm In

dustry Committee for Combatting Crime, the National Burglar 

and Fire Alarm Association, the National Crime Prevention 

Institute, the International Association of Chiefs of Police 
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and the National Institute of Justice. PaIse alarm prevention 

and reduction programs were initiated by alarm industry asso-

ciations, alarm companies, and police agen~ies; and construc-

tive dialogue and cooperative programs evolved. 

Over the past five to seven years little has changed in 

terms of the basic causes oi false alarms (mostly subscriber 

or user error) except the sensitivity of newer sensor devices 

to various environmental interferences (loud noises, radio 

frequency, etc.). Selected alarm control ordinance programs 

and cooperative false alarm reduction programs can point with 

pride to success in reducing false alarm rates per police 

service calls and total alarm syste'ms in place. But the 

largest change has been in the sheer magnitude of the alarm 

response workload in the face of decreasing police resources, 

reduced budgets, fewer police patrols, and prioritized calls 

for service response. The Alarm Industry Committee for Com-

batting Crime (AICCC), in 1975, estimated that about 4,000 

local alarm firms existed in the United States. Today, Hall

crest has estimated that there are about 10,000 alarm compa~ 

nies in the U.S. Growth in alarm systems, as measured by 

communities with alarm permit systems, has been as much as 35% 

per year in some communities.29 

Proprietary and contractual security managers in the na

tional surveys perceive a low response priority by the police 

for activated burglar alarms. Law enforcement administrators 

insist that a high priority response is still placed on acti

vated burglar alarms, but 57% of the chiefs and sheriffs in 
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the national survey favored transferring burglar alarm re-

sponse to the private sector. 

This interest on the part of police administrators in 

contracting out burglar alarm response to private security is 

not a simple solution to a very complex false alarm problem. 

On the one hand, law enforcement seems to be saying that alarm 

response really is not a police problem, since it just gives 

preferential response to businesses and residential subscri-

bers who can afford alarms, or it provides a service to alarm 

companies who make a profit at the public's e&pense. If the 

police are motivated to contract out alarm response from this 

position, then they deny the deterrent value of alarm systems 

and the tens· ·of thousands of apprehensions made as a resul t of 

alarms each year; they also avoid an opportunity to work 

constructively with the alarm industry and the public toward 

reduction of a serious nationwide false alarm problem. 

11.3.2 Definitional Issues 

As a police "problem," alarms did not really come to the 

forefront until the early 1970'S with rapidly rising crime 

rates, especially residential burglaries and other property 

crimes. As more citizens and businesses acquired burglar and 

fire alarm systems, alarm companies incre~singly began to use 

automatic tape dialers which, When activated, would pre-dial 

the police department communications center and announce a ;/ , 

pre-recorded message ot an alarm condition~' Poo'-[ ins;~.];:l'cr,;;;;-c:~ 
-+ ----;::::::./--

-y-
.) 

tions, us~r ~rrors, "runaway" dialers (continually dialing the 
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police), and other factors caused a rapid rise'in the number 

of police dispatches for activated alarms. From the police 

perspective, the false alarm problem traditionally has been 

defined in terms of its impact on patrol operations workload 

and com m un i cat i on s dis pat c hac t i v i tie s • During this 

"embryonic" period of addressing the false alarm problem, the 

police tended to define a "false alarm" quite simply as any 

burglary or hold-up alarm signa~ that did not involve an 

actual perpetrator or attempt, i.e~, a false call for police 

services since no police response was warranted by the alarm 

condition. Accordingly, police administrators primarily talk 

about the "false alarm rate" as being the number of ndry" 

alarm runs per total of other calls for police service or 

dispatches. These definitions virtually ignored the reasons 

why the alarm system was activated or the fact that the system 

was often giving a "true alarm" condition when the sensor 

device responded to a condition it was designed to detect, 

e.g., 

tion. 

motion detection, electromagnetic contact, sound de tec

These true alarms are most often caused by users of the 

system who accidentally "trip" an alarm sensor device or by 

environmental conditions beyond the control of the user or the 

alarm company, e.g., a glass window broken by a branch or a 

door c~ntact switch jarred loose during a severe wind storm 

condition. 
... 

Alarm system~ are designed to indicate (1) that a situa-

tion exists on protected premises that creates vulnerability 
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to criminal attack, or (2) that an actual or attempted pene

tration of the protected premises has occurred. Any alarm 

signal indicating these conditions is a "true alarm," regard

less if the police are unable to physically detect an attack 

on the system. Alarm companies define false alarms as 

"avoidable" alarm signal activations caused primarily by human 

or technological factors; environmental or physical factor

induced alarm activations with no intruder or attempted pene

tration are gener?lly termed unavoidable false alarms. The 

alarm company has a contract with the owner of the premises to 

provide a deterrent and warning capability to reduce the 

probability of loss or damage to property and of injury to 

persons and to increase the probability of capture of perpe

trators. Some police-defined false alarms provide an oppor

tunity for the alarm company to ensure that the premises 

continues to receive adequate protection, e.g., instructing 

employees (in proper operation of the system) and correcting 

problem installations or replacing faulty or inoperaole de

vices causing the false alarm. Alarm companies prefer to 

define the false alarm prQblem in terms of the "avoidable" 
; 

alarm signal activations that cause "excessive" numbers of 

false alarms per installed systems. Rather than being merely a 

semantical distinction from the police ratio of unnecessary 

police alarm responses to total police responses, the alarm 

industry's definitional approach accomplishes three purposes. 

Firsl, it recognizes that some false alarms may be inadvert

ently set off, but they can be controlled through proper 
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education of the customer, proper installations, and adequate 

service and maintenance. Second, it focuses on that part of 

the "problem" which can be addressed through human and tech

nological intervention. Third, it encourages the use of alarm 

systems by emphasizing successful alarm system operation and 

functioning across all systems and types of systems in a 

community. 

Alarm companies measure false alarms per 100 or 1,000 

systems installed and in operation, much like police reporting 

of crime incidence per inhabitants or households (e.g., as-

saults per 100,000 inhabitants or burglaries per 1,000 house

holds). Thus, 1,000 police false alarm responses in a month 

(which in the aggregate sounds large) would actually mean 

about 10 false alarm responses per a-hour normal patrol shift. 

In an area with 10,000 alarm systems in operation, the false 

alarm rate would be 100 false alarms per 1,000, or just over 

three false alarms per day for ev~ry 1,000 systems. Stated in 

positive terms, it means that on a daily basis alarm systems 

are 99.7% effective (in our hypothetical example) at giving 

only true alarm condition transmissions when they are acti

vated. Thus, approximately 1.2 false alarms would be gene-

rated per system per year. 

Law enforcement agencies gradually began to incorporate 

definitions of false alarms which would not unfairly penalize 

alarm companies and users for false alarms over which they 

have no control. The IACP took the lead in incorporating a 

definition of false alarms ~n its Model Burglar and Holdup 
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Alarm Systems Ordinance which was acceptable to the AICCC and 

the alarm industry.30 Police analyses of the false alarm 

problem also began to incorporate measures of false alarms per 

total alarm systems and type of systems, e.g., central sta

tion, direct-connect, hold-up alarm, etc. More significantly, 

however, as departments increasingly became involved in broad

oased community crime prevention programs, they became unwit

ting contributors to the false alarm proolem. Crime preven

tion literature began to include information on the operation 

and selection of alarm systems as well as demonstrations and 

lectures in neighborhood cr ime prevention meetings by alarm 

company representatives. This heightened awareness of alarm 

systems occurred at the same time that wireless intrusion 

detection systems became available and brought alarm systems 

within the financial reach of more households. The rapid 

growth in the residential alarm market, then, occurred as a 

function of both alarm company marketing efforts and as a by

product of police crime prevention programs. The increased 

number of alarm systems (especially l~wer-cost systems, se1f

installed systems, and systems sold over-the-counter) was 

accompanied by a surge in false alarms. 

Police and sheriffs' departments now find themselves at

tempting to balance the departmental objectives of crime pre

vention and other police services. The national decreases in 

ourglaries in 1981 and 1982 have not been achieved without 

some costs to police services. Many police administrators 

have recognized the deterrent value and role of alarm systems 
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in achieving the reduc~d burglary rate along with other crime 

prevention measures. They work proactively with alarm industry 

representatives to isolate "problem alarms" and encourage 

responsible citizen usage of alarm systems. Despite this 

enlightened view of the false alarm problem, police resources 

are strained in many communities, and there is a saturation 

point of alarm response to overall police patrol services. 

Our hypothetical example of 1,000 fals~ alarm runs per month 

for 10,000 systems is not unusally low. Sacramento, Cali

fornia, for example, with about 800 monthly false alarm dis

patches for 9,000 known and 13,000 estimated systems has less 

than one false alarm per system per year. 31 In Oakland, 

California, with 21,000 false alarms generated yearly by 5~200 

systems, the rate is four times as high, yet it meets exactly 

the four false alarms per system per year rate that Underwri

ters Laboratories recommends as acceptable to its accredited 

central stations. 32 Notwithstanding minor differences in 

definitional language of false alarms in their ordinances, a 

critical question is what constitutes an acceptable level of 

Nexcessive" false alarms in different communities as alarm 

systems continue to increase and police resources stablize or 

decline. At the upper end of the problem's magnitude, New 

York City Police Department, for example, responded to 400,000 

alarm calls in 1981, with 98% of the alarm responses classi

fied as false alarms: 

Nearly 15 percent of the 2.8 million police 
radio-car runs in the city inVOlved re
sponses to automatic alarms, most of which 
were false ••• what a staggering waste of 
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our ver~ liJI}ite~ ~oli3'! resources at a time 
when cr1me 1S r1s1ng. 

The conflict facing many police administrators is dramati

cally underscored in our Multnomah County, Oregon, case study 

site, which is acknowledged to have one of the better alarm 

permit and false alarm ordinance and reduction programs in the 

country. For the 1984 fiscal year, the Department of Public 

Safety is faced with the prospect of large layoffs of ~her

iff's deputies. Even enlightened police administrators cannot 

ignore the reality of fewer police patrols for an increased 

calls-for-service workload. The strongest deterrent value of 

alarm systems has traditionally been the imminent response by 

the police to activated alarms. Some police officials say 

police officer response to alarms is ·oversold" by alarm 

companies which are ·prone to wildly exaggerate the avail

ability of police and police-response time,· and which "abuse 

the officer's duty to respond."34 Thus, both police adminis

trators and the ala~m industry will have to reshape their 

traditional thinking and approaches to police response to 

alarms. The interest of administrators in shifting pr imary 

responsibility for burglar alarm response to the private sec

tor may be an attempt by law enforcement to force a complete 

examination of the respective roles of the public and private 

sectors in protection of the community. 

11.3.3 False Alarm Causes And Impact 
, 

Categorizing causes of false alarms can almost be as 

problematic as defining false alarms. As noted by the 
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National Burglar and Fire Alarm Association, there are three 

major and several minor causes of false alarms according to 

police, government and alarm and insurance industry research: 

1) between 40% and 60% are caused by customer (and their em

ployees) misuse and abuse of their alarm systems; (2) between 

15% and 2S% are caused by alarm company personnel in the in

stallation and servicing of alarm systems; (3) between 10% and 

20% involved faulty equipment; (4) telephone line problems and 

(5) weather conditions are the most frequently cited minor 

causes; (6) most studies alsC'! list a category of nunknownn or 

nundetermined n causes that ban be as high as 25% depending 

upon the degree of specificity in other categories. 35 The 

AICCC, in their study of 152,425 systems protected by 178 

central stations, called the first category ninternal" causes 

and listed these as primarily failure to lock doors or win-

dows, custodial or other personnel improperly entering secured 

areas, improper operation by the user, and failure to notify 

the alarm cOInpany of changes in opening and closing procedures 

in commercial settings. Examples of improper system operation 

include failure to properly arm the system before leaving the 

premises, an~ re-entering the premises without notifying the 

alarm company.36 

Similarly, a nationwide survey of its alarm subscribers by 

ADT found that t,he top three human errors were entering pro

tected areas and setting them off, leaving and re-entries, and 

alarm system tests without notification of the alarm com

pany.37 The reasons for these customer errors reportedly 
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include irresponsibility, carelessness, misunderstandings, 

ignorance, inconvenience, and the nature of work habits. Em

ployees must be properly instructed in the use of the alarm 

system by both the business owner/manager and the alarm com

pany and given an appropriate authorization for alarm company 

notification on store openings, and closings~ Frequent em

ployee turnover makes this a major problem for commercial 

installations and central stations. 

Equipment-caused problems include both the equipment it

self and the installation and maintenance of the equipment. 

At the very outset, many false alarms are caused by improper 

use of alarm sensor devices in applications for which they 

were never intended. For example, household pets can set off 

passive infrared devices and nearby ventilating systems can 

activate ultrasonic sound devices. As alarm systems have 

become more technologically advanced, the size of some compo

nents has been reduced, but microcircuitry has increased the 

number of actual component parts in an average alarm system to 

about 20,000, anyone of which is subject to malfurtctiona 

Intermittent electrical impulses in devices (Wswingers·) often 

cannot be detected since their duration may be only SO milli

seconds. Regardless of system type, contacts ana connections 

can become loose or corroded; shorts can occur in loops; and 

current surges can be caused by near-miss lightning, power 

outages, static discharges, and line-borne fluctuations in 

power. 
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Most modern alarm systems are also subject to a variety of 

ambient environmental conditions. Sound discrimination de

vices are subject to windstorms, vibrations, knocking and 

large truck vibrations and sounds. Temperature changes, for 

example, can effect ultrasonic units when air molecules move 

closer together during a temperature drop making the ultra

sonic waves travel further and putting the protection pattern 

beyond the desired area. Even normal household sounds like 

doorbells, buzzers and barking dogs and motions like swaying 

curtains can activate ultrasonic devices. In a commercial or 

industrial setting, a major change in the amount or location 

of inventory causes serious changes in the occupied air space 

and an imoalance in an engineered interior space protection 

system. Given the number of "normal" ambient noises and 

motions and changes in the environment and equipment suscepti

bility to them, it is a wonder that the false alarm problem is 

not more severe. 

The category of "unknown" causes is an area of contention 

between law enforcement and alarm companies. The growing 

sophistication of alarm equipment now includes an array of 

tamper switches on locks, circuits, power sources, devices, 

and control panels that detect attempts to tamper with the 

system. Thus, the newer systems are also increasingly diffi

cult to "defeat," and UL Field Surveys have shown that only 

about 5% of alarm system attacks involve expert compromise or 

circumvention of the system. 38 The net result, then, is that 

many attempts are deterred, and the perpetrator leaves before 
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he can inflict damage or otherwise leave any evidence of an 

attempted entry. Alarm companies feel these situations ac

count for many of the unknown causes that are not attr ibuted. 

to the environment. In addition, alarm companies complain 

that responding patrol officers often perform only a cursory--

sometimes none at all--check when they respond to the 

premises and see no readily apparent sign of a break-in or 

attempted entry. 

To the uninformed police administrator, these "causes" all 

seem to blend together and lose importance in view of the 

amount of patrol time consumed in responding to an alarm, 

especially in departments where a backup unit is used. In 

Houston, Texas, for example, with an estimated 70,000 alarm 

systems the police department responded to 78,652 false alarms 

in 1982. A Houston Police Department spokesman calculated that 

false alarms account for 15% of police time at a cost of $7 

million.39 In the Baltimore ~ounty, Maryland case study site 

(excluding Baltimore City), a Falae Alarm project Team noted 

an annual 30.8% increase in false al.arms in 1981. The 33,550 

recorded false alarm calls represented 12.3% of all recorded 

dispatch calls. The police Project Team estimated costs to 

the department of about $220,000 in direct personnel and 

vehicle cost based upon an average time of 14 minutes from 

dispatch of the alarm call to cleating the premises. The 

different levels of self-assessed "impact" by these two de

partments is interesting. In Houston, the recorded number of 

false alarm dispatches was approximately twice that of the 
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Baltimore County Police Department, yet the cost to the Hous

ton Police Department is estimated at seven times greater. 

Alarm companies unfortunatiely labor under the stigma that 

they do not care about the false alarm problem. Yet as one 

alarm company owner and industry leader noted: 

Because false alarms are expensive for the 
alarm companies as well as for the poli~e 
departments and the customers, good. bus~
ness dictates that you have f cons~stent 
false alarm r~duction program. 0 

False alarm problems generally translate into service and 

maintenance problems for the alarm companies, and these major 

cost items must be contained in any labor-intensive service 

industry. Reputable alarm companies maintain records of all 

alarms and follow up with their customers to determine the 

cause of the alarm. Some companies charge the customer a 

false alarm response fee to attract the customer's attention 

to correcting any deficiencies. Better companies will also 

expend Dperating capital to upgrade older or false alarm-prone 

systems. The impact of false alarms on the alarm companies is 

bes .. I.; evidenced by the leadership role played by some regional 

alarm associations in public false alarm education programs. 

11.3.4 Alarm System Effectiveness 

Effective resolution of a problem demands that it be 

placed in proper perspective. Unfortunately, this has not 

always been done in attempting to deal with the growing prob

lem of false alarms. Most attempts to resolve the false alarm 
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problem in large part have not recognized the overall effec

tiveness of alarm systems and their contribution to community 

cr ime prevention. Burglar alarms a,re directed pr imar ily at 

property crimes, especially burglary. Although burglaries 

decreased nationally in 1981 and 1982, burglaries increased 

23% over the five-year period, 1977 to 1981, according to FBI 

Uniform Crime Reports. 4l Nationally, burglaries were esti

mated by the FBI UCR at over 3.7 million in offenses in 1981, 

for 28% of the Crime Index total and 31% of all property 

crime. One burglary is commited every eight seconds. The 

total estimated loss of $3.5 billion represented an average 

loss per burglary of just under $1,000. In 1982, the Port

land, Oregon, area study site had the highest per capita pro

perty crime rate in the nation. Annual crime victimization 

surveys conducted by the Oregon Crime Analysis Center indicate 

that about one-third of households are victimized by the 

crimes of burglary, vandalism, and motor vehicle theft, and 

one-half of the offenses go unreported to the police. 42 In 

addition, three out of four persons suffering a property loss 

had insurance coverage, but half of the victims reported that 

their insurance did not cover any of the loss or expense 

resulting from the crime. 

Nationally, the clearance rate for burglaries was only 14% 

in 1981.43 Despite overall police ineffectiveness in burglary 

investigation, a Crime Analysis Center five-year trend survey 

of citizen attitudes about crime and the police in Oregon 
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showed property crime investigation was the last police func

tion citizens would want reduced if police budgets were to be 

cut. 44 The same surv~y indicated that most respondents had 

taken some action during the past year to make their homes 

secure, but only 3% had installed burglar alarms. Nationally, 

it is estimated that less than 5% of residences have burglar 

alarm systen~so 

The problem of household crime is severe and demands 

effective deterrents. As noted earlier, most law enforcement 

administrators, including FBI Director Webster, attribute the 

overall 1981 and 1982 drop in burglaries to the increased 

involvement and effect of neighborhood crime prevention prb

grams. Although many of the participants will undertake addi

tional security measures, only a small percentage will install 

burglar alarm systems. One logical question is whether the 

false alarm burden on police workload is justified by the 

small number of residences and businesses that are protected 

by an alarm system. 

The alarm industry uses two primary indicators of alarm 

system effectiveness to justify their existence. First, alarm 

systems are responsible for capture of criminals "in the act" 

of crimes which leads to high conviction rates and involves 

minimal police investigation resourcas. Second, alarmed 

premises are alle~ed to be less vulnerable to criminal at

tempts. 

The Natic)nal Burgl,ar and Fire Alarm Association in 1977 

estimated that the 1.4 million residential and 2.2 million 
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commercial alarm systems in the u.s. at that time were respon

sible for the capture of 25,000 to 30,000 cr imina,ls, far more 

than the number directly attributable to police investiga

tion.45 An Underwriters Laboratory Field Survey of approxi

mately 40,OCO systems noted that the alarm systems effected 

over 1500 captures. 46 The Western Burglar and Fire Alarm 

Association (WBFAA) maintains data on burglary and hold up 

attacks on the alarm systems maintained by its 150 Grade A UL

listed central station member companies. In the seven-year 

period 1974 through 1980, 34,640 California burglars were 

captured at the scene because of alarm systems. 47 Each 100 

systems produced five captures, or, stated differently, a 

capture is produced for every 20 inst&lled central station 

systems. Adjusting FBI 1973 estimated average 'investigation 

costs for burglary convictions, -taxpayer savings~ of nearly 

$13 million were realized, claims the WBFAA. Some police 

departments clearly recognize the criminal apprehension bene

fit of alarm systems~ The Fort Lauderdale, Florida, Police 

Department wrote a letter of commendation to one alarm company 

which was directly responsible for 80 apprehensions made in 

1982 by the city's police officers.48 

The confirmed WBFAA -attack- rate per system stayed at 

about one attack for evet¥ 5 to 6 monitored alarm systems over 

the seven year period. Data were also collected in the af

fluent community of Scarsdale, New York, from 1975 to 1981. A 

comparison of 5000 homes with (20%) and without ~larm systems 

showed that the burglary rate for homes without alarm systems 
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was six times greater in 1981.49 Even discounting the homes 

in which systems had not been turned on, or in which the 

system was circumvented by gOing through unprotected openings, 

the homes with alarm systems were still at least three times 

less likely to be burglarized. In the Multnomah County, 

Oregon, case study site, a study of about 5200 alarm systems 

from March 1976 to February 1977 achieved burglary rates 

similar to the Scarsdale jata. Residential alarm systems were 

six times less likely to be burglarized than homes without 

alarm systems. In commerical installations, the burglary rate 

was 40 per 1,000 establishments--exactly one-half of non

alarmed commercial premises. 50 

On the sur face, the similar resul ts of the Mul tnomah 

County and Scarsdale residential data are impressive, given 

the vast disparity in socio-economic levels, other demographic 

characteristics, proportion of alarm systems (less than 10% 

Multnomah to 26% Scarsdale), and system types (extremely high 

numoer of monitored and UL-grade installations in Scarsdale 

compared to about 75% local alarms in Multnomah County). 

Although omitting nonmonitored alarm systems, the aggregate 

number of captures by the WBFAA central station members also 

belps build a strong case for tha deterrent value of alarm 

systems. Comparative empir ical da ta, however, do not exis t 

for different alarm system types and equipment in communities 

of varying sizes and different patrol and alarm response 

11-55 



... - , ~ - . 

t I: 

l 
(" 

{ 

c 

( 

.( 

( 

( 

policies. Some law enforcement officials are not firmly con-

vinced of the deterrent value of alarm systems. It is impor

tant in the interests of the police, the alarm industry and 

the public to conduct comparative studies on alarm system 

effectiveness, especially with the increased availability and 

use of low cost retail and do-it-yourself systemse 

Crime statistics also tend to support the deterrent value 

of alarm systems. FBI burglary data in UCR reporting for 1981 

show that 73% of entries were forcible and 8% were attempted 

forcible entries--the specific event ~larm systems &re de

signed to detect and prevent. In addition, youths under 18 

years of age accounted for 43% of all arrested suspects. It 

stands to reason that most juvenile offenders (as well as 

other criminals) would prefer to enter through an unprotected 

opening, which is how one-half of alarmed premises are vio

lated when an attack is successful. 51 

11.3.5 Problsm Resolution 

The magnitude and pervasiveness of the false alarm problem 

suggest that it is national in scope and lends itself to a 

national strategy. While there have been some sporadic ef

forts by both law enforcement and alarm industry associations 

to address the problem, there has not been a coordinated nor 

comprehensive strategy. The solutions or approaches that have 

been applied to the false alarm problem can be grouped into 

six categories: (1) technical--manufacturer technological 

innovations in equipment features and improved installation 
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techniques by alarm companies, (2) customer education and 

public awareness, (3) training of alarm installers and police 

crime prevention personnel, (4) regulation of alarm companies 

and installers, (5) alarm control ordinances, and (6) police 

alarm response policies. 

All of these approaches have been attempted in varying 

degrees in different communities. On the whole, efforts which 

have attempted to define and isolate the problem and then 

apply interactive solutions have been undertaken locally 

through the leadership of large central stations and alarm 

associations, and nationally oy the National Burglar and Fire 

Alarm Association. Most law enforcement efforts have oeen 

reactive in nature through the enactment of alarm control 

ordinances, often unilaterally with little input from the 

alarm companies in the community. A combination of these 

approaches has proven effective in somp. communities in re-

ducing false alarm workload for the police, but only when the 

program has been cooperatively undertaken. When police and 

sher iffs' departments propose alarm nonresponse and puni ti ve 

fine structures as part of a city or county alarm control 

ordinance, such proposals get the attention of alarm companies 

and force interaction. On the other hand, the "trump card" of 

police nonresponse by itself is often motivation for alarm 

companies to assume a leadership role in the community. 

As emphatically noted above, alarm systems are primarily 

preventive in nature and their principal deterrent is the 

assurance of rapid police response to the premises of an 
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activated alarm system. Alarm companies are cautious about 

forcing the hand of law enforcement .. on this response issue, 

although, as noted earlier, about 40% of central station 

managers favored transfer of alarm response to the private 

sector. Also, regardless of policies at the administrative 

level, it is the responding officer who,in the end, creates 

the deterrent value, and very different views were given by 

patrol officers in our two case study sites. The Baltimore 

County officers were in favor of private alarm response, while 

nearly 90% of the Multnomah County officers wanted to retain 

ourglar alarm response. 

11.3.5.1 Alatm Control Ordinaoces 

Efforts to control the false alarm problem on the part of 

the police have largely centered on the enactment of alarm 

control ordinances. '.rhe NBE'AA estimates that there are over 

2,000 ordinances, with considerable variation. The general 

characteristics of the ordinances include a grace period of 

four to five false alarms per system per year, and then puni

tive action of some form is taken. Some jurisdictions then 

assess ~ graduating scale of fines, while others move directly 

toward denial of response to alarms at that location which 

involves revocation of the alarm permit where such systems are 

used. Major objections of the alarm industry to the ordi

nances pertain to unilateral drafting and enactment of provi

sions without adequate industry input: 

(1) ordinanc~s written by police department or city 
attorney staff who have little understanding of 
the alarm i.ndus~ry; ... 
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(2) inadequate definitions of false alarms which 
fail to exclude acts of God, telephone company 
or other causes beyond the control of the alarm 
user and business; 

(3) inadequate or nonexistent alarm installation 
and equipment standards, or else far-reaching 
standards that are ill-conceived and do not 
relate to false alarm reduction 90als1 

(4) fine structures that are viewed as a fruitful 
new source of city revenue; 

(5) failure to include denial of response as an 
ultimate punitive measure for problem alarm 
locations; 

(6) an inequitable number of alarms judged excessive 
which does not isolate the ·chronic· false 
alarm; 

(7) insufficient warnings of response denial if the 
problem is not solved and/or inadequate opportu
nity for the alarm company to correct the prob
lem before denial of response; and 

(8) lack of a formal appeal and hearing p~cedure 
with due process to contest city action. 

In general, Hallcrest reviews of alarm control ordinance 

programs suggest that they are most successful when they 

foster cooperation among the user, the alarm company and law 

enforcement agencies rather than plaCing undue hardships cn 

the user and the alarm companies. The most effective programs 

appear to be those which were initially developed in conjunc

tion with the alarm companies and those which continue to 

involve the alarm companies in follow-up customer education 

and public awareness programs. 

Alarm control ordinances with permit systems have several 

important benifi ts: (1) baselige data can be established to 

assess the number of false alarms per 1,000 systems and 
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measure false alarm reductions; (2) the ability to conduct 

comparative studies on false alarm control ordinance effec-

ti veneSS1 (3) the cause of the false alarm can be tracked,by 

system type and (4) valuable information can be provided to 

the responding officer at the scene via the dispatcher. For 

example, in some departments the patrol unit can be informed 

with computerized dispatch if the premises had a recent at

tempt, successful penetration or rash of false alarms. The 

responding officer can then more accurately assess potential 

activity at the premises prior to arrival. Through the use of 

a tickler system in the computer, warning and positive re-

minder letters are sent to the user, sometimes by ooth the 

police and/or in cooperation with the local alarm association 

such as in Cincinatti and Oakland. 

An alarm coordinator or inspector is assigned in some 

departments as part of their community crime prevention 

program1 this individual is actively engaged in isolating 

problem alarms and suggesting ways for the subscriber to 

reduce false alarms. Only when the personal counseling, re

training, and warnings have failed is termination of polide 

response considered by these departments. 

Some departments report alarm user resistance to alarm 
'J 

permits. Part of the resistance of alarm system owners to 

even reasonable alarm perm"~~=~~e structures is that they feel 

(l) they are doing the police department a favor by decreasing 

their chances of being victimized because of their alarm 

system, and (2) the permits should be a service provided by 
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the department. Many departments such as Miami will not 

respond to an alarm call from 

permit. 

systems which do not have a 

Other departments have appeal processes prior to revoca-

tion of an alarm permit or police alarm response. Departments 

like the New York City Police Department that leave denial of 

response to the discretion of the district commander can 

eliminate uniformity and may create vulnerabilities for the 

alarmed premises. The Miami Police Department w ill not re-

spond to alarm systems that have not paid their fines assessed 

for prior false alarms. Some merchants sharply disagree with 

the policy of respons~ denial: 

If there's the possibility of an armed 
robbery in progress--and the police don't 
respond--it borders on dereliction of duty 
and failure to carry out their obligation. 
It is the city that controls the police 
department. They're the ones I find fault 
with. They're putting the local merchants 
in a hell of a situation. And the police 
too. 53 

Excellent results in some locations have been achieved 

with the combination of alarm ordinances, warning letters, 

follow-up customer education and re-training and general 

public awareness campaigns which include distribution of bul-

let ins and leaflets. In ~ddition to these program components, 

Miami also includes alarm licensing and strict repair and 

I!inspection 
II 

requirements in its alarm ordinance. For the first 
/1 ' 

1/ full year of operatio~s under the ordinance, total alarm 
II 

I( dispatch calls dropped from 26,359 the previous year to 

22,279--an estimated savings of half a million dollars. 54 it 
\\ 

\:;.. ~-:;:: 
'<:~::-;::.~~.--/ 
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Many claims of success hav.e been made for the ordinances, 

based on a few percentage pOints reduction in the false alarm 

rate per police service calls. This alone is a narrow measure 

of total impact to justify the ordinance, particularly if the 

system imposes excessive fines on users, permit holders or 

alarm companies. The reported success of some programs, how

ever, has been impressive. In Multnomah County the false 

alarm rate per system reportedly has been cut in half since 

the program began in 1976. While alarm systems have grown 

from 4,000 in 1976 to 10,000 in 1983, the false alarm rate has 

dropped from 3 per system per year to 1.1 per system per year. 

This performunce approximates our earlier hypothetical example 

for 10,000 alarm systems. Other locations have not had as 

dramatic results, but for each of these improvements the 

pattern is similar--a stabilization or reduction in false 

alarms as overall alarm systems increase. False alarms in 

Oakland, Californ.ia, ha·ve dropped an average of 8.9% for 

dispatch calls while alarm systems growth reportedly has been 

about 35% per year. 55 The Oakland program relys on warning 

letters sent on the fifth false alarm in six months warning of 

police response denial, and has the active support of the Bay 

Area Alarm Association. San Bernardino, California, also de

veloped an ordinance and program in cooperation with the alarm 

companies and experienced a drop in false alarms. 

Alarm companies generally complain of alarm ordinances 

like Los Angeles which appear to emphasize collection of 

·service fees· to offset police reduction. The Los Angeles 
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~service fees· to offset police reduction. The Los Angeles 

ordinance collects a $42.50 service fee for the fifth through 

tenth false alarm and interestingly does not even use the term 

false alarm, choosing instead to define it as ·responses by 

the department requiring only deactivation of the alarm 

system.· An example of a ·puni ti ve· alarm ordinance is San 

Jose, California, which imposes a $250 fine for the fourth 

false alarm in a three-month period. The emphasis on fines 

or ·punitiveR should not be construed as rendering ordinances 

ineffective. Some alarm companies note that such ordinances 

may cause slight drops in false alarms at the expense of 

discouraging use of alarms systems, thus, denying an opportu-

nity for greater burglary prevention and reduction. However, 

police officials and some alarm companies have supported the 

alarm control ordinances in both Los Angeles and San Jose. 

Police officials point to the reduction in false alarm dis

patches and the reduction on patrol officer workload achieved 

in both communities, thus, making the compliant alarm systems 

more effective as a crime deterrent and assuring greater 

likelihood of apprehensions for true alarm dispatches. The 

established and well-run, alarm companies point out that the 

fine structure imposes the greatest burden on the larg~st 

sources of the false alarm problem--subscribers and poor in

stallations. Occasionally, these ordinances assist the alarm 

companies in gaining cooperation from their ·problem· subscri

bers or installations through the leverage wielded by the fine 

structure of the ordinance. 
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11.3.5.2 Education and Public Awareness 

With alarm users responsible for 40% to 60% of false 

alarms according to most studies, some efforts have been 

targeted directly at the alarm user. Several components are 

used in successful programs: (1) initial and ongoing instruc

tion in the proper use of the user's alarm system, with news

letter "reminders" and "helpful hints" of the most common user 

causes generating alarms, (2) procedures to notify, educate 

and re-train users with excessive false alarms, and (3) gen

eral puolic awareness campaigns. 

In the public awareness campaign you are 
attacKing the root cause of the false alarm 
problem: you endeavor to show the sub
scriber that their system is only as effec
tive as their work habits and security 
practices support it. A neglected system 
provides no security at all; but a re
spected one provides a ~eat deal of secu
rity at a bargain rate.5 

In 1980, the NBFAA initiated a national false alarm pre

vention campaign among its members. A comprehensive guide was 

prepared to help alarm companies control the problem, the 

~m Industry Control Manual, which is supported by education 

and public information materials available in bulk quantities. 

Since the early 1970's the NBFAA officials at the national and 

regional level have been attempting to educate or broadan the 

perspective of law enforcement administrators and crime pre

vention officers. The North Carolina Alarm systems Associa

tion, for example, teaches classes on alarm security at the 

state's criminal justice .academy. Commonwealth Security 
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Systems, Inc., the largest independent alarm company in cen

tral Pennsylvania, holds monthly seminars entitled: "Alarm 

Systems: What Every Policeman Should Know." Some alarm offi

cials find that this kind of session involves are-education 

process to understand the prevention--not apprehension--orien

tation of alarm systems and the intricate nature of the false 

alarm problem. 

According to those who have conducted such 
classes, the officers come in with little 
knowledge aoout alarm systems, a negative 
attitude towards them, because of false 
alarms and a misconception about ~ge essen
tial purpose of alarm protection. 

Gaining police cooperation has been an important step for 

false alarm abatement programs using the educational ap

proaches. On an individual basis, some companies simply could 

not gain the cooperation of their problem alarm installations, 

especially those customers who obtained alarm systems pri

marily to satisfy insurance underwriters or who felt that 

alarm systems released them from other security responsibili

ties. These. kinds of problems led to a cooperative program 

between the Greater Cincinatti Alarm Dealers Association and 

local area police departments. The association developed a 

four panel brochure which is left at false alarm calls by 

both police and alarm service personnel. The brochure at

tempts to personalize the false alarm problem and make the 

users aware that their alarms have just contributed to a 

serious prOblem for the police. The problem is also kept 
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Defore the public with slogans and acronyms. In metropolitan 

New YorK City, for exc..'\mple, nFalse" represents nFalse Alarms 

Lessen Security Effectiveness." 

Some departments have found that development of false 

alarm abatement programs that communicate directly with the 

alarm user and the alarm company can be an effective alcerna

tive to enactment of a false alarm ordinance. A detailed 

analysis of false alarm fre~uency by location often reveals 

that a small number of alarm installations account for a large 

proportion of false alarm calls. The Fulton County (Atlanta), 

Georgia Police Department targeted an education and informa

tion program for both high frequency alarm locations and those 

experiencing one alarm per month. In the first year of opera

tion in 1981, the program feduced the overall false alarm rate 

by near ly 80% and cut in half the patrol time spent responding 

to false alarm calls. 

11.3.5.3 Broad-Based Community strategies 

The various factors and interest groups which contribute 

to the false alarm problem mandate a broad-based community 

effort at false alarm reduction programs. Some chronic false 

alarm locations are installations of small, undercapitalized 

alarm companies that often depend on existing inventory or 

availability of sensors and may sUbstitute devices instead of 

meeting the uniqlle customer reqUirements. These installations 

and those of "fly-oy-night" operators are acknowledged to 

contribute to the false alarm problem. These companies are 

generally not inVOlved with industry associations and often 
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have litle vested interest in the false alarm problems of a 

system after installation. Many of these companies go out of 

business and leave faulty installations in place. 

The "alarm industry" in a given community is not a cohe-

sive, easily identifiaole group. There is a vast dif~erence 

between size and coomplexity of alarm systems, components 

used, clients served and business practices. Law enforcement, 

however, often tends not to differentiate among these vari-

aoles when asseSSing the false alarm problem in their commu-

nities. Only about 40% of law enforcement agencies in the 

Hallcrest national survey reported even maintaining a list of 

alarm firms. Thus, approaching the alarm industry is a diffi

cult task for law enforcement without mutual involvement and 

interest on the part of alarm companies. 

nDo-it-yourself n installations also contribute to the 

false alarm problem~ and these alarm users will generally not 

be reached by the customer education programs of alarm compa

nies. Alarm devices are often inappropriately located in both 

commercial and .residential self-installed system.s. Another 

large ~roup of contributors to false alarms are users of hand

held and portable panic or medical alert emergency transmit

ters. These devices have been increasingly used to summon 

pUblic safety and medical units more quickly, even though an 

emergency condition did not exist. These units are frequently 

sold and marketed through nonalarm distribution channels. All 

of the above and other interest groups must be included in 

false alarm reduct10n programs. 
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11.3.5.4 Police Officer Qginions--Eield Studies 

In the two field study sites, police officers were asked 

to express their opinion on several measures for controlling 

the false alarm problem in their community. (Table 11-2) 

Overall, officers in both sites rated subscriber error as 

contr ibuting extensively to the false alarm problem and 

favored graduated subscriber fees and fines of alarm firnts 

exper iencing excessive falsing. Strong support was also ex-

pressed for state certification of alarm installers. 

The issue of police nonresponse to alarms with excessive 

falsing yielded very different opinions in the two sites. 

Baltimore County officers (58%) favored police nonresponse to 

proolem alarms and in a related question supported contracting 

alarm response to private security. Multnomah County offi-

cers, however, are apparently satisfied with the contribution 

of their county alarm control ordinance and state low-voltage 

energy licensing of installers to controlling the false alarm 

proolem. Transfer of alarm response was overwhelmingly opposed 

by the Multnomah County officers. 

11.3.6 The British Experience 

False alarms also have a large impact on pol ice services 

in Great Britain where many departments still permit direct

connect alarms to the police premises. Similar to American 

police dep.artments, alarm responses grew at an increasing 

rate, were usually false t and consumed large amounts of police 

officer time. The Home Office formed a Technical working 
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TABLE 11-2 

OPINIONS ON 

FALSE ALARM SANCTIONS/MEASURES 

SanctioniMeasure 

Citation issued to subscriber 
with small fine (e.g~, $15-25) 

Graduated suoscriber fines 
for successive falsing 

License suspension for firms 
with excessive client falsing 

Fines for firms with excessive 
client falsing 

Police non response to alarms 
with excessive falsing 

state certification of alarm 
installers 

N = 194 

% Respondents 
~ H~ 

69% 11% 

79% 6% 

63% l;:l% 

72% 11% 

45%* 12% 

72% 8% 

Total 

80% 

85% 

78% 

83% 

57% 

80% 

* 58% of Baltimore County officers supported police nonresponse 

SOURCE: Site Surveys of police Officers, Baltimore County, 
Maryland, and Multnomah County, Oregon, Police De
partments, Hallcrest systems, Inc., 1982. 
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Party on Intruder Alarms to conduct a one ye~r study on the 

effect of police force policies on false alarms, and an 

Intruder Alarm "Inspectorate was established in the Metropoli

tan Police (London). Despite such efforts, the Chief Consta

ble of Cheshire succinctly summarized mounting British police 

frustrations: 

The problem of false calls from alarms has 
been with police throughout my service ••• No 
one has been successful in overcoming the 
problem because the incidence of false 
calls has continued and is now [19811 in
creasing at a frightening rate. 

The opera tiona1 deployment and the method 
of policing ••• is to an extent dictated by 
the need to have an ability to respond to 
s u c h t h~n gsa sac t i vat e d bur 9 1 a r 
alarms ••• 

Also like their American counterparts, various legal sanc

tions have been adopted at the local level. In the Cheshire 

and Metropolitan forces, for example, the third and fourth 

direct-connect false alarms are fined and the alarm system is 

disconnected for several months on the fifth false alarm. 

Further, a contract clause with the alarm company makes it 

clear that all alarms, regardless of false alarm experience, 

will not necessarily be answered. 

One unique approach, however, was the establishment in 

1970 of the National Supervisory Council for Intruder Alarms 

(NSCIA) by the British Security Industry Association (BSIA). 

The BSIA is the major contract security industry association 

and its intruder alarm members can have their membership 

withdrawn for noncompliance with certain NSCIA gu1delines~ 
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The NSCIA functions include (1) "maintaining a Roll of Ap

proved Installers (about 125' firllls with 360 offices), (2) 

conducting inspections for compliance with· British Standards 

(somewhat equivalent to Underwriters Laboratories in the 

U.S.), and (3) invest~llating complaints. For inspection pur'· 

poses, a National Inspections Board performs activities simi-

lar to the UL Field Surveys. 

The unique aspect to this approach is the self-regulatory 

attempt by the alarm industry which has improved the overall 

standards of equipment and maintenance in the ~pproJtimately 

30,000 member installations. Critics, however, point out that 

(1) false alarm impact is hampered because the Roll of 

Approved Installers encompasses only one-third of the alarm 

companies in England, Scotland and Wales, and (2) few com

panies are ever diSCiplined with the ultimate sanction of 

revocation of membership on the approved roll. After ten 

years of operation, the NSCIA has been called a "tiger without 

teeth" by its harshest critics. Supporters of the NSCIA note 

the substantial upgrading of equipment and installation stan

dards on a voluntary basis which would not otherwise have been 

accomplished. 

11.3.7 A-NatioD4l-Strategy 

Wbile broad-based strategies must be implemented in commu

nities, there are a number of dimensions to the false alarm/ 

alarm response prOblem which suggest a problem clearly na

tional scope and demanding national efforts at its resolution. 
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Indeed, false alarms could well become one of the most signi

ficant issues to face police communications centers, patrol 

operations, and crime prevention programming in the 1980's, 

especially as public safety services struggle to provide cur

rent service levels with declining property tax revenues. 

Significant cable TV penetration into the middle income 

residential market, the increasing number of over-the-counter 

retail alarm sales, and potential for a deregulated AT&T 

and/or its former Bell System operating companies to enter the 

alarm market in a large way would make the current false alarm 

problem lOOK trivial. Since alarm systems are essentially low 

voltage energy systems, the many regional and local telephone 

and communication system sales and installation companies now 

competing with the phone companies could also enter the alarm 

sales and installation market. Another major contributing 

factor will be emerging alarm technology. Over the next five 

years technological advances will potentially reduce component 

size and lower costs of individual security devices and sys

tems. Such advances will make alarm systems more affordable 

to a larger segment of the population, thus, accelerating 

penetra tion by cable TV, retail sales, a deregulated 

Bell System, and established alarm companies. 

AT&T/ 

Broad-based strategies for false alarm reduction programs 

should be established in communities of all sizes, but there 

is a need for national level emphasis in three areas: (1) 

training and certification of alarm technicians and instal

lers, (2) manufacturer technological improvements in equipment 
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reliability and system features and (3) a national study of 

the false alarm problem. 

A few states require licensing of installers, but only a 

handful actually test the installer on applicable alarm know

ledge and skills. Even the requirement of a journeyman low

voltage energy license as in the Multnomah County, Oregon, 

field study site does not assure good application of sensor 

devices and signal controlling equipment by alarm installers. 

Improved, accessiole, training programs should be made availa

ble to greater numbers of alarm technicians and installers 

throughout the country. One of the best examples of a "hands

on" instructional program is the program offered by the State 

University of New York at Farmingdale~ On 12 successive 

Saturdays, the course covers electr ical theory, alarm system 

principles and components, and the installation of alarm sys

tems. Alarm association involvement in development of model 

curricula and also certification standards for alarm instal

lers and technicians would assist in improving the quality of 

installations throughout the country. 

Manufacturer efforts at improving alarm system components 

have largely been directed toward (1) sensor susceptibility to 

ambient and environmental noise and motion, and (2) control 

panel features that reduce entry/exit false alarms--the big

gest problem area for users. Sound discrimination devices, 

for example, have been made to respond' only to the high inten

sity and frequency sounds of metal on metal contact, sawing or 
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hammering through metal or wood, etc. Temperature Gompensa

tion circuitry has been designed fc_ some ultrasonic devices 

to compensate for temperature variances and deflectors have 

been added to keep outside ultrasonic energy from entering the 

protected area. "Automatic zone shunting n and "fail-safe 

armingn have been incorporated in some control panels to keep 

the user from trying to narmn the alarm system when there is a 

faulty sensor or zone. LED readouts, warning lights, buzzers 

and other features are used to alert th~ alarm user. 

Technological improvements in solid state circuitry and 

microprocessor-based sensors and controls should allow manu

facturers to increase reliability and self-diagnostic capa

bilities of sensors and alarm systems. Sensors will increas-

ing1y have artificial intelligence ("smart sensors n) which 

will report out more information about the intrusion attempt 

and also indicate when the sensor is malfunctioning. More 

accurate assessment of alarm conditions will be possible 

through a comoination of these more intelligent sensor de-

vices, faster signal transmission through fiber optic, micro

wave and radio telemetry communication links, and improved 

graphic displays and computer interface. Security and police 

personnel will more easily be able to distingUish false alarms 

and also monitor intruder movement through protected zones of 

the premises (see Chapter 13). Unfortunately this tech~Qlogy 

will initially be available only to sufficiently capitalized 

central stations and large local alarm companies~ A "trickle 

downn effect would eventually occur as the technology and 

11-74 

. I 

/ 

features became more commonplace. Not until then would the 

emerging technology significantly benefit most alarm users and 

greatly impact the false alarm problem. 

As noted above, most police-sponsored false alarm studies 

tend to narrowly focus on nlost" patrol time due to nfalse 

alarm runs," while failing to account for differences in 

e~uipment type, size, and complexity of installation. Hall

crest firmly believes that a false alarm study of national 

scope should be undertaken. The true dimensions of alarm 

response workload on police services could be better deter

mined if a study were conducted using a representative mix of 

department types, size, and locations throughout the country. 

Development of comparative data would be aided by the use of 

common terminology and definitions for causes and investiga

tion of false alarms. A national false alarm study would 

result in a national assessment of the nature, cause and 

impact of false alarms: 

(1) prevalence of false alarms generated in the alarm 
networks of several geographic areas; 

(2) identification of technological, human, environ
mental and physical causes of false alarms and 
their interrelatedness; 

(3) isolation of false alarm problems for specific 
equipment types, system configurations, and instal
lation types (light commercial, industrial, resi
dential, etc.); 

(4) determination of the nature and amount of police 
resources expended for serviCing al~rm dispatches; 

(5) development of strategies and countermeasures to 
reduce false alarms. 
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11.4 SUMHARY 

False alarms and police officer moonlighting in security 

are pervasive and long-standing problems in law enforcement 

and private security relationships that will not go away 

overnight. However, relationships are not likely to improve 

much until the complex issues surrounding these problems are 

more openly discussed and constructively addressed through 

cooperative programs, department policies, and company bus i-

ness practices. 

11-76 

j 

i 
~ ~1 

::1 , , :} 

~\ 
'~Ml 

If 

I,'j 

11 

r J 
'I 

, ! 

I 
I 
J r J 1 

it ',' ~'I 

tl ",I 
iJ It 

Q, f:l 
! 

1. 

2. 

3. 

4 

5 

6 

7 

8 

9 

10 

11 

12 

, 13 

~----- - -~~ --~- --~--

FOOTNOTES 

CHAPTER 11 

Security W~, October 1981, p.13. 

"Moonlighting Police Provide Protection for Arab Prince~ 
Milmi Heralg, 1982. (n.d., il. pag.) 

Benjamin Weiser, "P.G.'s 2nd Police Force: Moonlighters," 
N~ington Post, February 5, 1980, P. C-l. 

Mlimi Heralc;1v April 28, 1982, n. page 

Police Chief, March 1982. 

washington Post OPe cit. 

ibid. 

Washington Post, April 1, 1982, p. C-4. 

Miami Herald, June 3, 1981, p. 1. 

~curity World, January 1982, p. 59. 

Communication of D.C. Security Association to Mayor Mar ion 
S. Barry, Jr., Jan!Jary 10, 1983. 

jh~ouncil's position on Moonlighting by Police Qffic~ 
National Council of Investigation and sec~rity Services, 
Washington, D.C. 

Greystone Security, Denver, CO Yellow Page Adver,tisement 
1982. 

14 "Keeping Closer Tabs on Moonlighting," E.QliQSi, March 1983, 
p. 45. 

15 ioid., p. 44. 

16 NCISS Position Paper, OPe cit. 

17 Legal Aspects of Off-puty InQig~n~, (Brief i79-6) Law En
forcement Legal Defense Center~ Americans For Effective Law 
Enforcement, Inc. (San Francisco, CA 1980), p. 20. 

18 ibid., p. 19. 

19 .a.t~D..9.ti-y. Belcher,' 522 F. 2d 438, 441 (6th CIR. 1975). 

20 Robinson v. Davis, 447 F. 2d 753, (4th eIR. 1971). 



I 

\ 

I 
l 

If' 

II 

21 

22 

23 

24 

25 

26. 

27. 

28. 

~--;-~----'-- - --
" 

Karen Hayes Brophy, "Depar tment Civil Liab,t,,"li ty for Off icer s 
Off-Duty Acts", Police Chill, February 1982,1?~ 16. 

Law Enforcement Legal Defense Center, OPe cit p. 5. 

Legal Opinion No. 13, Attorney General of Missouri, February 
10, 1981. 

Legal O~inion No. 82-7, California Department of Consumer 
Affairs, March 9, 1982. 

Legal Opinion No. 82-34, California Department of Consumer 
Affairs, November 22, 1982. 

Paul Sweeney, "The True Cost of False Alarms," .fQli£~, May 
1983, p. 47. 

loc. cit. 

As noted in the next section, the measurable impact of 
false alarms is dependent upon the classification scheme and 
definitions used. In addition, most police false alarm 
studies count all officer time responding to the dispatch, 
but it is often not clear that the officer would have other
wise been occupied on another dispa tch call or pa tr'ol 
assignment. 

29. Susan Whi tehu[st, "False Alarms: Our No. 1 Problem," ~cu
rity Distributing and Marketing, August 1982, p. 50. 

30. International Association of Chiefs of Police, MQg~l~Y~= 
glar and Hold-Up Alarm~Qinance (Gaithersburg, MD: Inter
national Association of Chielfs of Police, 1973). 

31. staff Interview with Lt. Frank Barbaro, Alarm Inspections, 
Sacramento Police Department, May 1983. 

32. Whitehurst, p. 43. 

33. Sweeney, p. 51; see also N.Y. ~im~~, February 12, 1981, p. 
B-6. 

34. ibid., p. 48. 

35. Alarm Signal, August 1980, p. 38. 

36. AICCC False l-\J..g,~m study (Washington, D.C.: Alarm Industry 
Committee for Combatting Crime, 1975). 

37. As reported in Whitehurst, OPe cit., p. 45. 

38. See, for example, llL_fi~lg_S~Lyi£g_R~QQ~~~gll~1in_!ll 
(Underwriters Laboratories, 1973). . 

39. 

40. 

41. 

42. 

44. 

Sweeney, p. 47. 

Bruce westphal in, "Teamwork PH~vents False Alarms," by 
Deborah Cromer Post, S~£u~ity_Ui2t~iQY~ing_gng_Mg~K~ting, 
March 1980, p. 48. 

Federal Bureau of Investigation, U.S. Department of Justice f 

~.t:.im~_in-.t.h~_Uni.t...e.g_s..t.a.t~~l.i.fU ( Was h i n g ton, . D. C.: U. S. 
Government Printing Office, August 1982), p. iv. 

Crime Analysis Center, Executive Department, State of Oregon 
.aeriQu~ti.me Survey: 1982 Update, (September 1982). 

FBI. Crime ia the United States; 1981, loco cit. 

Oregon Crime Ati~lysis Center, loco cit. 

45 • Gar i sF. Dis tel h 0 r s t , !' AJ arm s De t ere rim e ," Alg~m_~ign.9.1, 
June 1978. 

46. loco cit. 

47. Alarming Information Committee Reports (1974-1980), western 
Burglar and Fire Alarm Association (Beverly Hills, CA). 

48. Sweeney, OPe cit, p. 51. 

49. Based on 833 burglaries against a population of 5000 homes, 
only 70 of the burglaries involved alarmed premises. See a 
partial reporting of data in Al.sll.m Signal, March/April 1982, 
p~ 26. 

50. Steven Watts, Multnomah County (Portland), Oregon, Depart
ment of Public Safety (unpublished), 1977. 

51. FBI, Crime in the United states: 1981, lac. cit. 

52. Alan L~ Pepper, "False Alarm Ordinances--A Growing Concern," 
Alll, Feb r u a r y 19 8 0, p. 2 2, 4 7 • 

53. Sweeney, p. 53. 

54. ibid., p. 52. 

55. Whitehurst, p. 50. 

56. William Greer, "Teach Your Subscr ibers False Alarm Preven
tion," Al.llm~M.l, March/Apr il 1981, p. 28. 

57. "How Local Ass'ociations Can Improve Relations with the Po
lice Communi ty," Alru:.m signal, Janu.ary /Februa ry 1980, p. 11. 



-....- .-'''''~ . 

58. 

59. 

( 

Kim Harris, £~l~Al~Lm~_in Fulton CQUnty. Georgia; A Case 
stY9~ Atlanta, GA: Fulton County Police Department September 
1982). 

George Penn, "False Burglar Alarms," fQljce R~~, July 17, 
1981, p. 1391. 

CHAPTER 12 

UPGRAD.ING PRIVATE SECURITY 

, , 



-.""""....,.- ,,--- - -....-- '7~-- • 

( 

12.1 

12.2 

12.3 

12.4 

12.5 

12.6 

-~-- ---' - -- ~ 

CHAPTER 12 

UPGRADING PRIVATE SECURITY 

SUMMARY OF THE PROBLEMS ABO ISSOES • • • • • • • • • • e _ • • • 

SURVEY RESPONDENT RECOIlMBNDATIONS RELATED TO 
~1t()IS~BMS ~ l:~~tJ~~ •••••••••••••••••••••••.•••.•• 

SELECTION AND COIlPBHSATION OF P.BRSOHHBL ••••••••••• 

~INIRG PROGRAMS AND SEMINARS ...............•.... 

ASSOCIATION TRAINING AND EDUCATION PROGRAMS ...... . 

CERTIFICATION PROGRAMS ................. 0 ••••••••• 

Page 

12-1 

12-4 

12-9 

12-14 

12-20 

12-24 

12 • 7 ACADEIIIC PROORAMS .......................... .. . . . . . 12 - 2 9 

12.8 REGULATORY COHTROLS--IRDUSTRY OR GOVBlUUIENT 
IM.POSED? ..... ~ .............. 0 • • • • • • • • • • • • • • • • • • • • 12-40 

$ 4 

.. 

TABLES 

Page 

12-1 GROWTH IN SECURITY EDUCATION PROGRAMS •...... 12-30 



I' 

(, 

CHAPTER 12 

UPGRADING PRIVATE SECURIiY 

12.1 SUMMARY OF THE PROBLEMS AND ISSUES 

The Rand report was sharply critical of private security 

personnel and business practices of contract security firmsw 

Subsequent research by the PSTF and the PSAC confirmed the 

existence of such problems and addressed them through 

development of standards and model codes of ethics and 

regulation. Previous chapters of this report h~ve highlighted 

the quality of private security personnel and firms which 

continues to be a major source of contention in police and 

security relationships. The major problems and issues 

involving upgrading of private security can be summarized in 

the following categories: 

(1) Security Personnel 

• selection process--background checks and crim-
inal history record access 

• compensation--minimum wage emphasis 

• training--amount and type 

• abuses--legal authority, weapons, excessive 
force 

(2) Business Practices 

• insurance--comprehensive liability 

• supervision--amount and quality 

• contract bidding--unrealistically low bids 

• advertising and sales--quasi-police image and 
selling of fear 
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(3) upgrading Mechanisms 

• selection and compensation 

• training and education 

• certification programs 

• standards 

• licensing and regulation 

Even though law enforcement criticizes private security 

ana insists that upgrading private security is essential to 

improve working relationships between them, some improvement 

has occurred in these areas since the Rand and PSTF reports. 

Both the national and site survey data and reconnaissance 

interviews throughout the country support this trend. Ten 

years later, for example, the Hallcrest site survey data find 

the average guard to be a high school graduate in his thirties 

with some college exposure. Many contract security employees 

are still paid near minimum wage and have relatively few 

frin~e benefits; nevertheless, a high level of job satisfac

tion was expressed in the site surveys. For some contract 

guards there are opportunities for higher wages and additional 

training for "premium" assignments. Some proprietary guards 

earn as much as police officers and clearly see a career path, 

with over one-half of the site survey respondents expecting to 

be employed with their company until retirement. 

These noticeable improvements reflect the upgrading of 

security personnel that has been occurring over the past five 

to ten yearso The number of commercially available security 

training programs has risen along with the number of academic 
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programs and certification programs available through profes

sional associations. Private security appears to be going 

through a growing period similar to that following the 

M~e ys, QhiQ and Miranda ys, Arizona court decisions which 

precipitated the expansion of police training and education 

programs. 

Perhaps the issue generating the greatest emotions and 

controversy is the role of government in attempting to upgrade 

or control private security service delivery through licensing 

and regulation. Proponents of regulatory controls feel strong

ly that they are the single most effective mechanism for 

upgrading the quality of private sacurity--mandated registra

tion, screening and training of personnel and licensing of 

security firms and managers. Opponents of regulatory controls 

feel that security industry self-regulation is the only viable 

mechanism for upgrading both personnel and business practices. 

Since the PSTF and PSAC efforts, there has been only minimal 

progress in addi tional states adopting sta tew ide regula tory 

controls. In the meantime, conflicting local control ordi

nances have proliferated in some states and security firms 

operate under widely varying regulatory provisions in differ

ent local jurisdictions and states. 

This chapter reviews recommendations of the survey re

spondents for improving private security, and then examines 

the progress in upgrading private security through the growth 

12-3 

I 
j , 

I 
l 

and development of (1) employee selection and compensation, 

(2) training and education programs, (3) association programs, 

(4) certification programs, and (5) licensing and regulation. 

12.2 SURVEY RESPONDENT RECOMMENDATIONS RELATED TO PROBLEMS 
AND ISSUES 

Upgrading the quality of security personnel was the most 

frequent recommendation (see Chapter 10) made by both law 

enforcement and security managers to improve private security 

and their working relationships with the police. National 

surveys revealed that both proprietary and contractual secu

rity managers agreed with the police chiefs and sheriffs that 

training was the single most effective measure to improve 

private security. In the site surveys, (Baltimore County, 

Maryland, and Multnomah County [~ortlandl, Oregon metropolitan 

area) law enfor.cement and proprietary security employees most 

frequently suggested that improving private security would 

improve relationships between them. The recommendation to 

increase both the level and the quali ty of training was men

tioned three to four times more frequently than other recom

mendations by these employees. Contractual security employees 

were most concerned about receiving a greater degree of re

spect from law enforcement, but law enforcement officers made 

it clear that greater respect for security personnel was 

largely contingent upon upgrading the quality of security 

personnel. 
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The recommendations of both the national and site survey 

respondents are consistent with their ratings of private secu

rity performance in Chapter 9 (see Table 9-5). The overall 

quality of private security personnel was rated poor by law 

enforcement; they were most critical of poor training received 

by security personnel and the lack of familiarity with their 

legal powers. Law enforcement primarily bases its responses 

on impressions of contractual security and security personnel 

formed in the retail setting, where they most frequently 

interact with security. Contractual security managers in the 

national surveys basically agree with ~~w enforcement assess

ments of fair to poor private security performance, but it is 

not clear whether this is merely a candid assessment or an 

attempt to discredit contractual security firms that have poor 

personnel practices. Proprietary security managers also have 

a low opinion of contractual security, rating them lower in 

all areas than their own in-house personnel. Although pro

prietary security managers rate the performance of their own 

personnel as good, less than 30% rate their personnel as very 

good or excellent. The negative image of private security 

personnel held by law enforcement was confirmed by the poor 

self-image revealed by security managers in their own self

ratings. Security managers accurately perceive the low rat

ings by law enforcement; in fact, contractual managers per

ceived even more critical law enforcement ratings than were 

actually received. 
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Actual levels of training for uniformed security personnel 

reported by both security managers and employees (discussed in 

Chapter 7) were low compared to the PSTF recommended standard 

of a minimum of eight hours of pre-assignment training. Con

tractual and proprietary managers in the national surveys 

reported higher levels of training than security employees in 

the two case study sites, but even then about 60% of contract 

managers reported less training than the PSTF minimum stan

dard. Both the national and site surveys confirmed earlier 

research indicating that on-the-job training (OJT), i~ heav

ily emphasized, especially in contract security~ We noted in 

Chapter 7 that many security jobs involve limited public 

interaction, and the- emphasis of most training appears to be 

focused on the particulars of the duty assignment. Perhaps 

two or three hours of the PSTF and PSAC model guard pre-

assignment training curriculum are covered in the company OJT 

training, but most contract security training programs would 

n~t meet the eight-hour pre-assignment training minimum, al-

though cumulatively the programs might average out to the PSTF 

eight-hour minimum standard. 

In both the performance rating of private security per-

sonnel and the recommendations made by law enforcement and 

private security for improving private security, a second 

major area of concern is the personnel selection process. 

Recommendations addressed improved screening of personnel and 

improved or enacted state licensing and regulation. The pri

mary concern for the selection process is obtaining criminal 
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background checks for security employees. In many states, 

both proprietary and contractual security managers are denied 

access to criminal history record information (CHRI), while in 

other states contract security firms are provided access. Over 

90% of law enforcement executives and security managers agreed 

on the need for required minimum levels of training and exp~r

ience and pre-employment criminal records checks for bO~b 

proprietary and contractual security personnel. In the na

tional surveys 80% of the respondents advocate the need for 

state-level licensing and regulation of private ~ec~rity. 

Despite the high degree of consensus on government regulation 

of private security, at most only about one-third of each 

group could agree that existing legislation was effective in 

assuring good business practices and quality of private secu

rity personnel in their geographic area. Thus, some contract 

security firms feel that open competition in the ~arketplace 

is the best regulator of quality contract security services, 

with the consumer as the ultimate judge of the quality. 

Law enforcement managers seek more effective regulation of 

private security because they feel that existing legislation 

is too lax. Thirteen states have no statewide regulation of 

private security, and among the regulating states there is a 

great variation in the regulatory provisions. Law enforcement 

executives and officers seek government regulation primarily 

because of alleged abuses by pr ivate secur i ty personnel. Re

ports of widespread abuse, however, did not emer.ge in the site 

questionnaires completed by the Baltimore and Multnomah County 
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officers. Although the majority of these officers said that 

they had witnessed incidents in which a proprietary or con

tractual security employee had exceeded his/her authority in 

handling an incident, these incidents occurred only na few 

times,n and less than 50% of the officers could cite a speci

fic incident. Even though weapons abuse is frequently cited 

by the news media and law enforcement, these incidents were 

found to be infrequent occurrences; it is estimated that less 

than 10% of contract security personnel are armed. Self

reporting by security personnel in the si tes indica~:.ed 11 ttle 

use of detention, force, or weapons, and the policies of 

contract security companies generally seem to discourage 

search and arrest of suspects. This policy is motivated 

largely by potential liability in such situations and higher 

insurance premiums for a poor risk experience. 

Many contract security firms, especially small firms, may 

not carry comprehensive general insurance, relying instead on 

surety or performance bonds in the few states that require 

them. These firms may also cut other overhead costs by re

ducing levels of training and supervision. The pressure on 

contract guard companies to control costs is strongly influ

enced by fiercely competitive bidding on contracts which pay 

many security personnel near minimum wages. These practices, 

according to the PSTF, create a nvicious circlen wherein low 

salaries, marginal personnel, and lack of promotional opportu

nities result in high turnover of personnel, minimal training 

and ineffectual performance. The PSTF recommended a series of 
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standards and codes of ethics for security firms and personnel 

to upgrade the quality of private security, but little pro

gress has been made toward their implementation on a broad 

scale. 

Most of the preceding issues pertain to the upgrading of 

operational security personnel and contract security firms. 

However, law enforcement managers also perceive a status dif

ferential between themselves and security managers. Though 

many security managers have backgrounds in law enforcement, 

there is a general lack of knowledge on the part of law en

forcement about the very broad scope of private security 

operations and resources. Law enforcement often views pri

vate security as a junior partner--if a partner at all--in 

crime prevention and control in their communities. In part, 

this attitude may derive from the feeling that security man

ager's, especially contractual, do not undergo the same rigor

ous training as law enforcement officers. The PSTF recom

mended training programs for security supervisors and managers 

and educa"tional programs to stimulate interest in private 

security careers. 

12.3 SELECTION AND COMPENSATION OF PERSONNEL 

The main tasks in "backgrounding" of employees for secu

rity employment are (1) verifying of prior employment and cri

minal history and (2) assessing both the applicant's general 

aptitude and the suitability of his or her personality. Crimi

nal history verification is impeded in those states which 
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prohibit both proprietary and contractual securi~y managers 

from access to state criminal history record information 

(CHRI). Obviously, this lack of needed information can result 

in selection and hiring of undesirable employees. Despite 

some movement by several states toward more open disclosure 

of criminal history information (even open access as a public 

record), most progress in CHRI access for security purposes 

has occurred through enabling legislation of statewide secu

rity licensing and regulatory bodl'es Whl'ch' 1"\ lnc uce a specific 

provision allowing access. 

Employee background screening services claim that the 

demand for their services by both proprietary and contractual 

security programs has increased markedly. Such services in

clude both paper and pencil nhonestyn tests and psychological 

screening tests and polygraph and PSE exaluinations; the use of 

all these devices is reportedly increasing. One firm using 

the well-known Minnesota Multiphasic Personality Inventory 

(MMPI) states in its literature that it has validated this 

test for security guards by adminis~ering the test to 3,277 

security guards from a large national firm. In their market

ing efforts, certain national and regional security guard 

firms are emphasizing psychological testing of employees. 

Some firms claim that all employees recel've psychol;)gical 

testing with results analyzed by independent employee back

ground screening firms. With turnover rates of over 100% for 

most guard firms, other guard firms reject applicant testing 

outright due to excessive cost. The costs of such testing 

12-10 

. ,. 3.3 ~ 



~- -, ~ - . 
. "-----------.... 

- -~- ----------------------------.~--------------------------------.----------------

services, however, are reportedly as low as $10 per appli

cant. If these tests were used only as a third step in the 

screening process, i.e., following the criminal record check 

and the verification of employment history and personal back

ground, they could provide a cost-effective measure of quality 

control for the security program or service, the client and 

the general public. 

Notwithstanding the increased use of screening tests to 

help security managers select qualified individuals, the con

tract secur i ty industry still labors under the "vicious 

circle" discussed' earlier--the interrelatedness of low sala

ries, marginal personnel, employee turnover and ineffectual 

performance. As the president of one national security firm 

stated: "We cannot attract and retain the caliber of person we 

seek unless we offer a path of upward mobility and adequate 

co~pensation, both in terms of salary and benefits."l Ironi-

cally, some firms expect a large amount of contract turnover 

because of price and/or poor performance: (1) the national and 

regional firms surveyed by Hallcrest indicated that companies 

changing from one contract firm to another was the largest 

source of new growth rather than new first-time users of 

security services, and (2) local office managers of contrac

tual security firms in the national survey indicated that the 

"client willingness to pay adequate wages" was the principal 

factor guiding the firm's selection of personnel. The rela

tionship between quality of personnel and wages raises the 
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proverbial "chicken and egg" question of which comes first? 

The president of one national security association suggested 

that the answer is a Wgive and take" process for both sides, 

but contract security must be willing to take the first step: 

It is the opinion of many knowledgeable 
people that the only way that we will pro-

·gress in this area is for both sides to 
realize that it's going to require some 
give and take and it isn't going to totally 
change overnight. I personally feel that 
contract security has to take the first 
step by making an investment in training 
and providing a better qualified individ
ual. A second step has to be taken by the 
client by recognizing this initial effort 
and rewarding the contractor monetarily so 
he might proceed to step three in contin
uing the upgrading process. Let us all be 
aware that this will take time but eventu
ally will lead to an atmosphere and a pay 
scale that will attract capable individuals 
who ~ill want to make a career in secu
rity. 

We agree that the contract security industry should assume 

a leadership role to improve the quality of personnel, but we 

also stress the need to develop standards that can be incorpo

rated into the contract procurement process. Without stan

dards, problems in contract performance will occur as long as 

someone is willing to submit a lower bid. Some firms complain 

that these "low-ball" bids often win even though the contract 

specifications would dictate a higher fair-market-value bid. 

This practice of low biddi~g is still a continuing problem, 

although lower contract bid prices at the national level in 

some cases have reflected the recent economic downturn and an 

available labor pool of more qualified applicants. In the 
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end, the consumer must determine whether he is g.,etting fair 

value for the low amount of wages being paid. Thus, "front 

loading" of contracts and "ghosting" practices (discussed in 

Chapter 6) will continue until the consumer becomes more 

d d l'S truly interested in a quality guard sophisticate an 

, Unfortunately, the Federal Government has service operatlon. 

been among the worst offenders in the award of low bid con

tracts; this keeps guard service billing rates and guard 

wages at artificially low rates. It is unrealistic to expect 

much improvement in these conditions or contract specifica

tions until (1) there is a clear, universally recognizable and 

accepted standard of performance, and (2) precise specifica

tions governing personnel, supervision and performftnce are 

written into the bidding process and enforced in the contract. 

The security industry itself should develop and promote 

contract performance standards. If the major contract and 

proprietary security associations would actively support the 

model guard statute developed by PSAC and would develOp an 

elementary classification scheme for requisite levels of guard 

training and experience, then consumers would have an accepted 

norm to specify in contract procurements. Contractual security 

firms would then be able to command a pricing structure that 

offsets any additional overhead in meeting these specifi-

cations. 

We note with interest that the ASIS Board of Directors 

passed a resolution in January 1983 urging states to adopt the 

PSAC Model Guard Statute. Whp-n a minimum level of training is 
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mandated at the state level, it at least places all companies 

on equal footing and assures maintenance of wages at levels 

sufficient to attract and retain security personnel. As long 

as security guards are paid little more than custodial per

sonnel and levels of training are low, very little respect 

will be accorded security personnel by police officers who 

interact with them. Improved screening and compensation 

should also help to reduce the high incidence of employee 

turnover which, in itself, is a major overhead cost. 

12.4 TRAINING PROGRAMS AND SEMINARS 

For operational-level security workers, the PSTF recom

mended: (1) minimum entry level training of 8 hours of pre

assignment training and 32 hours of basic training to be 

completed within three months of employment (Standard 2.5), 

and (2) training programs designed, presented and evaluated 

in relation to job functions (Standard 2.4). The Hallcrest 

survey data from security employees in the study sites indi

cated a certain degree of commonality in the basic functions 

and activities of security employees, especially guards. With 

the ~xception of the retail setting, very little of the pro-
J 

priet:,i\ry or contract security guard's workload involves crime-

related incidents, other than dealing with trespassers, van

dals, and participants in disturbances. In addi tion, except 

for the retail setting and industrial plants and office 

buildings which require screening of visitors, contract guards 

have infrequent interaction with the general publicu Our 
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survey data indicate some agreement on the general functions 

and activities of security personnel which clearly distinguish 

them from police officers. However, to date no research has 

focused on task analysis of various classes of operational 

security workers, and such an analysis could provide the basis 

for performance standards and training programs to be speci

fied in security contracts. Earlier we conceded that exten

sive legal training for many security employees would be 

superfluous to their required tasks, and that many fixed secu

rity posts have narrowly defined, unique tasks that may be 

learned through a few hours of on-the-job training. While 

allowances must be made for such positions, most clients would 

expect personnel to have completed the minimal (eight hours) 

pre-assignment training specified in the PSTF and PSAC stand

ards (see Table 7-9). 

During the course of this research, we found a number of 

video and audio cassette training programs for entry-level 

security guards that encompass most of the eight-hour preas

signment course content and provide additional training mater

ial. Most of these programs can be purchased as a complete 

package for about $1,200 or less. One program was produced in 

cooperation with a major insurance underwriter of security 

firms. The insurance firm guarantees a reduced insurance 

premium for firms which participate in the program with their 

employees. The National Academy of Criminal Justice, for 

example, developed an audio cassette training program fo~ 

which security pat~ol officers can even obtain college credit 
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upon completion of four examinations. In addition, numerouS 

training films/cassettes currently used in law enforcement 

basic training are suitable for security personnel: they cover 

such topics as first aid and safety, self- and baton-defense 

techniques, conflict resolution, and handling of mental pa

tients and hostile individuals. Many of the training programs 

are available in a self-administered training format to 

encourage on-going training of employees (which was also re

commended by the PSTF [Standard 2.7]). In view of the availa-

bility of reasonably priced training materials and resources 

for entry-level training of security employees, even small 

firms should be able to meet the PSTF/PSAC minimum of eight 

hours of pre-assignment training for security personnel. 

state-mandated training requirements have been a catalyst 

for development of some training materials and resources. In 

Texas, for example, the Texas Board of Private Investigators 

and Private Security Agencies is required by their enabling 

legislation to develop a training manual for use in instruct

ing and preparing commissioned (i.e., armed) security offi

cers. The l66-page manual developed by the Boatd is used as a 

curriculum in itself or as a guide by persons, companies, 

associations and institutions certified by the Board to con

duct the 30-hour basic course.3 

Other examples of training programs and resources are 

those provided in response to government-mandated secur i ty. 

The Defense Investigative Service (DIS), the National Classi

fication Management SOCiety, and the American Society for 
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Industr ial Secur i ty (ASIS) all provide training programs re

lated to the Defense Industrial Security Program. The Defense 

Industrial Security Institute of the DIS offers five courses 

for industry and seven courses for Federal Government person

nel. Further, commercially available training programs exist 

for utility companies to use in training their security em

ployees at nuclear power facilities: the training requirements 

are specified by the Nuclear Regulatory Commission. 

Although contract security firms express concerns about 

the financial burden of meeting training requirements, we 

observe that where such training has been mandated, a delivery 

system for training has usually emerged. Training of special

ists, supervisors and managers is being provided by training 

companies, business education divisions of large companies, 

associations, and educational institutions in specialized 

seminars. The western College of Criminology, for example, 

even offers 14 correspondence courses in security. Some pro

pr ietary and contract secur i ty entry-level traini.ng programs 

have been opened up to security personnel from other firms. 

Despite the proliferation of training resources and materials, 

however, there is no central catalogue or formal certification 

of training programs and materials: nor is there any designa

tion of prescribed courses of study for. particular fields and 

levels of responsibility. The security practitioner discovers 

these resources generally through occasional listings in trade 

and association publications and marketing efforts of the 

sponsoring organization. 
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In some areas, state and regional police officer training 

agencies conduct training for private security personnel. In 

California, for example, the Commission on Peace Officer Stan

dards and Training (POST) is responsible for adopting and 

promulgating regulations to ensure the proper training of pri

vate security personnel in the laws of arrest. In some states 

the training agencies have actively sought involvement in 

security training, in part, due to reduced funding of their 

agencies for police officer training (a result of stabiliza

tion and reduction of new police personnel to be trained), and 

a profound misunderstanding of security training needs, often 

based on the contract guard stereotype of "rent-a-cops" or 

proprietary security as "private police." It is true that 

private security personnel must understand their legal limi

tations, but the legal authority of private security personnel 

is mainly rooted in property, contract and tort law, not in 

sUbstantive and procedural criminal law most often taught 

security employees. 

Although some economies of scale accrue in using shared 

facilities' and core course content, in general the involvement 

of law enforcement in security training imparts knowledge and 

skills not ordinarily used by security personnel and perpe

tuates police stereotypes of security personnel in need of 

more police training. In some states this stereotype has 

prompted the imposition of required training which is of 

little USe to private security and which ignores more impor

tant and practical sUbjects. In Ohio, for example, a law 
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enforcement and pr ivate secur i ty seminar 90ncluded that the 

existing l20-hour training program for private security per

sonnel should be "restructured to reflect the role of the 

. . d t the prevention of crime," rather pr i vate secur ~ ty ~n us ry: 

than the present bias toward police functions. 4 

Firearms training is one area in which cooperative train

ing by law enforcement and private security would appear to 

improve relationships. Weapons abuse by private security 

personnel is a key area of contention between law erforcement 

and private security. Based on our content analysis of news-

1 enforceme3t perceives more incipapers in major cities, aw 

dents occur ring than actually do and are sharply cr i tical of 

private security. Yet, data from the site surveys indicate 

that where firearms are carried, they tend to be used. The 

survey of national and regional security executives and the 

site surveys of security employees suggest that firearms 

training for armed security personnel usually does not exceed 

eight hours. Excluding alarm runners and proprietary person

nel trained at a police academy (who received substantially 

more training), over 50% of the armed security personnel in 

both sites reported receiving less than four hours of firearms 

training from their companies. Regardless of number of train-

ing hours, most of the training received is on the mechanical 

aspects of firing a gun and on safety. Three of the twenty-

four hours of firearms training recommended by the PSTF are to 

be a discussion of legal and policy restraints in firearm use. 
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If law enforcement collaborated with private security to 

obtain mandated firearms training requirements or assisted in 

providing such training, it would both upgrade the quality of 

security personnel and ameliorate the concerns of law enforce

ment. This might be accomplished in several ways. The Penn

sylvania state Police, for example, administer the Lethal 

Weapons Act for training and certification of armed security 

personnel, along with the certification of firearms training 

schools and instructors. Cooperative use of firearms facili

ties would be cost effective and encourage interaction. The 

availability of laser beam firearms simulation training could 

also be a way for law enforcement to offset any potential 

liability of training security officers.5 If private security 

organizations supplied the money for such systems, it would 

also provide an improved training capability for law enforce-

mente 

12.5 ASSOCIATION TRAINING AND EDUCATION PROGRAMS 

The growth in training programs has been greatly aided by 

security-related associations and programs since the Rand and 

PSTF reports. Appendix E lists a large number of security

related national associations. In addition, some of the na

tional trade associations have special programs or committees 

dealing with security or loss prevention, such as the National 

Retail Merchants Association. One significant development was 

the formation in 1980 of the Academy of Security Educators and 
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Trainers (ASET) to assist the growth and development of educa

tion and training by: (1) promoting the establishment of secu

r ity programs and educational training, (2) aiding curr iculum 

development, (3) serving as a resource for legislative bodies 

considering regulatory action, and (4) sponsoring basic and 

applied security research. This organization emerged from a 

nucleus of academicians and security trainers and has devel-

oped a certification program for security trainers. 

The American Society for Industrial Security (ASIS) is the 

largest security association. Its growth is a good indicator. 

of the growth in opportunities for security training and 

education. In 1977, just after publication of the PSTF re

port, total ASIS membership was about 10,500; the 1982 year 

closed out with about 19,000 members. During the same period, 

the number of ASIS chapters has grown from just over 100 to 

more than 150 (including 15 foreign chapters). Guided by more 

than 20 standing committees ranging from banking to white 

collar crime, the ASIS sponsors an annual seminar with work

shops in a broad range of security topics and functional areas 

of security. Throughout the year the ASIS also sponsors a 

series of two- and three-day workshops and five-day seminars 

on security topics. From only eight seminars in 1977, the 

number of ASIS seminars and workshops has grown to 23 work

shops and seminars in 1983 in topics ranging from energy and 

high-technology security to substance abuse and terrorism. 

The workshops and seminars are attended annually by nearly 

1500 people. The Assets Protection Seminar, covering basic 
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securi~y fundamentals, attracts over 125 attendees twice a 

year. College credit is available for this seminar through 

Ohio University upon completion of a three-hour graded exami-

nation. The philosophy of the ASIS security management train-

ing programs has been summarized as follows; 

Our basic approach is to help individuals 
who already have basic security competence 
move to more manager ial levels, for exam
ple, from middle management to senior man
agement, and eventuall~ into executive 
levels of responsibility. 

Accordingly, the Advanced Security Management Seminar covers 

such topics as organizational behavior and interpersonal dy

namics,' economic concepts and policy, financial management 

techniques and systems, and corporate policy formulation and 

implementation. 

Similar to the ASIS, the training and education programs 

of other associations are directed to management and special-

ized training. The American Management Associations, for 

example, recognizes the "increasing problem of corporate secu

rity" and offers courses in both corporate security and office 

security management. The Computer Security Institute is an 

example of specialized security training. In 1983 this Insti

tute sponsored its lOth annual computer security conference; 

in additiion, its Educational Resource Center sponsors ongoing 

training programs in establishing a corporate EDP security 

program, EDP disaster ~ecovery, designing secure applications, 

and physical security of computer facilities. Many of the 

major trade associations sponsor their own security tr~ining 
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programs. The Bank Administration Institute sponsors an an-

nual conference on bank security, and the National Retail 

Merchants Association sponsored its 16th Annual Retail Loss 

Prevention Seminar in 1983. New programs are constantly being 

added. The newly formed International Association of Shopping 

Center Security hosted its first Annual Security Management 

Institute Seminar in 1982 for mall managers and security 

directors. The National Crime Prevention Institute has also 

conducted specialized security programs such as Air Force base 

security and a series of crime prevention and security semi-

nars for industry and insurance groups. 

A content analysis of available training and educational 

seminar offerings reviewed during this research indicates that 

the topics generating the most interest are (1) computer and 

information security, (2) terrorism and (3) white collar 

crime. At the national level, we identified about a dozen 

firms offer ing courses in var ious aspects of computer secu-

rity, not including the seminars offered by such major manu

facturers as IBM, Honeywell, Control Data Corporation and 

others. A review of ASIS publications also indicates that 

many of its chapters establish seminars on special topics and 

sponsor them in conjunction with academic institutions in 

their area. 
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12.6 CERTIFICATION PROGRAMS 

In addition to supervisory and managerial training, the 

PSTF recommended that voluntary certification programs be de

veloped for private s~curity managerial personnel. As the 

PSTF was completing "its report, the ASIS established a Profes

sional Certification Board to explore criteria for certifying 

security managers. The Board studied professional certifica

tion programs in other fields and developed the Certified 

Protection Professional (CPP) Program, with the following 

objectives: 

(1) 

(2) 

To raise the professional standing of the 
field and improve the practice of security 
management by giving special recognition to 
those security practitioners who, by pas
sing examinations and fulfilling prescribed 
standards of performance, conduct, and 
education, have demonstrated a high level 
of competence and ethical fitness. 

To identify sources of professional know
ledge of the principles and practice of 
security and loss prevention, related dis
ciplines, and laws governing and affecting 
the practice of security. 

(3) To encourage security professionals to 
carry out a contin~ing program of profes
sional developmentv 

The certification process is conducted under the auspices of 

the ASIS, but is open to individuals outside of the ASIS who 

have the requisite levels of education and security knowledge 

and experience. An initial phase of certification by review 

begun in 1977 resulted in approximately 1500 individuals ob

taining the CPP designation by review only. There has been 

some criticism of this "grandfather clause," but all Cppls are 
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required to be recertified every three years by obtaining 

credits for additional security accomplishments and training 

activity. Approximately 90% of all CPP's have been recerti

fied through this process. 

CPP applicants now must obtain a passing grade on an 

examination consisting of a battery of tests chosen from a 

list of twenty-one subjects, including eight mandatory sub

jects and four of the applicant's choice from optional sub

jects in specific fields of security. The mandatory subjects 

are emergency planning, investigations, legal aspects, person

nel security, physical security, protection of sensitive in

formation, security management, and substance abuse. Each 

year more than a dozen examinations are held at different 

locations throughout the country. A prerequisite for taking 

the exam ina tion is a baseline of ten year s' seCl1r i ty exper i

ence, half of which must have been in positions of Rrespon-

sible charge," i.e., engaged on a full-time basis or as a 

primary duty. The ten years of security experience may be 

reduced to eight if the applicant has earned an Associate 

degree, to five with a Bachelor's degree, to four with a 

Master's degree, and to three with a Doctorate. Since the 

examination process began in September 1978, an additional 

1,000 CPP's hav'e been certified by examination, bringing the 

total number of CPP's to 2,510 at the end of calendar year 

19820 

The CPP designation was not intended to set apart an elite 

core of security managers, rather it was intended to identify 
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individuals who met prescribed levels of security management 

experience and knowledge. Less than 15% of the ASIS member

ship has attained the CPP designation, and the ranks of CPPs 

also include nonmembers~ The Professional Certification Board 

analyzed a 50% sample of all CPPs who passed the examination 

through January 1981.7 A profile of the successful candidate 

revealed a 35-year-old male with 13.5 years of security exper

ience and a Bachelor's degree. Only 30% of those with degrees 

relied on their academic degree for a portion of the requisite 

ten years of experience/education to qualify for the exam ina

tiona The study concluded that: most law enforcement execu

tives could not move laterally into security management with-

out some management exper ience or academic courses in secu-

rity. 

Some conclusions were apparent from this 
study. Chief among them was that a number 
of petsons seeking professional recognition 
in security and loss prevention were indi
viduals with primary experience in public 
law enforcement. Yet neither experience in 
this field nor academic concentration in 
subjects related to these activities was 
adequate for successfully achievingsCerti
fied Protection Professional status. 

Law enforcement has generally achieved widespread certi

fication of entry-level and supervisory positions through po

lice officer standards and training bodies in most states. 

However, certification of managerial positions through such 

bodies is not widespread, nor always recognized in other 

states because qualifications can vary greatly among the 

states. On the other hand, our research indicates th~t job 

12-26 



· -----------------------------~--------------------------------------------------------------------~ ... 

announcements for secnrity manager positions may specify the 

cpp designation as a prerequisite, thus suggesting some degree 

of universal acceptance. The presence of an ASIS member in 

the organization's recruiting process or top security position 

could influence use of the CPP requirement in the selection 

process. This and other arguments notwithstanding, the ASIS 

program has demcnstrated progress in meeting the PSTF goal of 

promoting personnel quality and career paths through a profes

sional certification program. 

While some security-related associations have sponsored 

and awarded certificates for the completion of management 

workshops, there have been no other major efforts at 

management-level certification. In addition ~~ the managerial 

certification program, the PSTF also recommended that 

certification programs be established in different functional 

fields of security. Unless there is a great demand, such 

programs could be difficult to implemen~, in view of the 

volunteer efforts required to develop validated criteria, the 

mechanics of administering exaAinations, and costs. 

The PSTF also recommended a certification program for 

operational personnel~ At about the same time the CPP program 

was begun, the International Association for Hospital Security 

(IAHS) implemented a 40-hour basic training certification 

program for operational hospital security personnel. In 1982, 

the International Association for Shopping Center Security 

(IASCS) developed a 40-hour classroom training program for the 

certification of security officers wit'\in the shopping center 
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industry. As the IASCS noted, nm,r),~~t state training programs 

and licensing requirements are minimal and designed to meet 

the needs of the lowest common denominator in the security 

field, the minimum-wage guard. n9 These 40-hour training pro

grams in effect complete the two-phased PSTF training standard 

of 8 hours' pre-assignment training and a basic 32-hour course 

within three months of employment. 

One of the ben~fits of a centrally administered program 

like the CPP is the standardization of the examination pro

cess. There are. two other ways in which standardization could 

be accomplished in ~perational level certification. One 

method is for a recognized association to develop a detailed 

training manual (like the IAHS did in 1982) and then work 

for acceptance of certification nstandard~n due to widespread 

availability of the course content. A second approach to 

standardization is to certify trainers and educators qualified 

to teach the requisite courses for certification. The Academy 

of Security Educators and Trainers has developed a security 

training certification program, but it requires the candidate 

to submit to a peer review of teaching skills and subject 

knowledge at a central location, thus; limiting its availa

bility. If a certification program were developed for speci

fic subject fields that did not require certification of 

trainers, it would provide a standard for state private secu

rity regulatory bodies which now independently establish cri

teria for trainer certification in their respective states. 
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Similar to mandated training of entry-level positions 

where training resources have emerged to meet these needs, 

training materials and courses of study have been developed to 

meet certification program requirements. One firm has de

veloped an audio/visual cassette training program for hospital 

security. A number of organizations have presented seminars 

on preparation for the CPP examination in addition to the 

ASIS-sponsored sessions. The Jersey City State College semi

nar, for example v is run on consecutive weekends as part of 

its Saturday Semester program~ 

12.7 ACADEMIC PROGRAMS 

The PSTF also recommended specific degree programs in 

security (Standard 8.4) to "enhance the professional movement 

in private security."lO In lSl72 the ASIS inventoried existing 

academic programs in order to establish guidelines for secu

rity cuot.ricula. Over fifty institutions offered at least one 

secur i ty course but only a handful of insti tutions had Asso

ciate degree programs. When the PSTF took an inventory just 

four years later, 22 institbtions were awarding the Associate 

degree and four institutions had added a Bachelor's degree in 

security. Table 12-1 indicates the phenomenal growth over the 

next four-year period, with over 150 institutions offering 

certificates and degrees. The number of institutions offering 

Bachelor's degrees increased to 35, and Master's degree pro

grams were offered by 10 institutions. 
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TABLE 12-1 

GROWTH IN SECURITY EDUCATION PROGRAMS 

19721 19762 19803 

COURSES 58 49 N/A 

CERTIFICATE 5 6 70a 

AvS. 

B.S. 

M.A. 

SOORCES: 

2 

0 

0 

TOTAL PROGRAMS 

TOTAL INSTITUTIONS 

22 

4 

0 

97 } 
} 
} 134 

35b} INSTITUTIONSc 
} 
} 

10 } 

212 

158 

1 AQademic Guidelines for Security and Loss Prevention 
Programs in Community and Junior Colleges, ASIS and 
American Association of Junior Colleges, 1972. 

2 Private Security Task Force, 1976." 

3 Robert J. Fischer, "Security Education: Yesterday, 
Today and Tomorrow," Journal of Security Administra
llQll, Vol. IV, No.1, 1981: 65-70. 

a 24 institutions offer certificate only, and no de
gree program offered 

b 8 institutions also offer an associates or graduate 
degree 

c 46 of the 134 institutions offer a concentration, 
emphasis, option, tract or specialization in secu
rity as part of a criminal justice/law enforcement 
program. 
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In some instances, the academic programs were established 

through the efforts of local ASIS chapters. The Denver Chap

ter, for example, was instrumental in establishing the Secu

rity Administration Option at Metropolitan State College. The 

program includes courses such as introduction tQ private secu

rity, corporate security management, and crime prevention/ 

loss prevention. Students enrolled in the program must also 

successfully complete courses in the areas of criminal pro

cedure, evidence and courtroom procedure, constitutional law, 

and other related courses to fulfill the degree requirements. 

The Chapter members also provided faculty support for these 

courses as well as elective cour.ses of interest to the entire 

student body such as terrorism, executive protection, and 

aviation security. 

The rapid increase of course offerings, certificates and 

degree progl;ams in s~curity reflects response to a demand, but 

has the demand been from students and practitioners seeking to 

improve their knowledge or has the demand been based upon 

defined manpower require~ents of the security industry? The 

PSTF recommended an LEAA-sponsored survey (never undertaken) 

to assess anticipated needs of business and government for 

college-educated security personnel, including skills, know

ledge, and judgment requirements. One academician suggested 

that it would be "fraud" if there were not sufficient entry

level security jobs for security-educated people. ll These 

positions must be accounted for, he asserts, and a "rigorous 

as~essment" made of course content and scope to validate their 
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worth as a separate course of study. One survey of 200 secu

rity directors in a wide variety of fields indicated that 68% 

of them would hire Bachelor's degree college graduates at the 

entry level, and 43% would hire them for a supervisory posi

tion.12 In a roundtable discussion with a Security Management 

editor, the candid responses of two security directors pro

vided an opposite view of hiring security-educated graduates 

above entry-level positions:13 

They've got a problem getting into the 
field, because all of us have the jobs they 
are looking for, but they have to come to 
us to be hired. So they are going to have 
to start as a security officer--which they 
really need to do anyway. You can't come 
out of college and start managing anything. 

I think part of the problem is the col
leges. They're selling students a bill of 
goods when they say business is going to 
beat down the doors to hire them. We get a 
lot of students just out of college wanting 
to come to work, but they don't want to 
start at the security officer. level. They 
want to start at the top or in mid-manage
ment, and they just can't do it. Colleges 
do not prepare them for the day-to-day 
practical side of what it's like. There is 
a world of difference between theory and 
practical experience. 

Surprisingly, an educator at Michigan State University, 

which has one of the oldest and most resp~~~ad security degree 

programs, is in general agreement with the comments of these 

security directors. Recruitment by security departments is 

still high at Michigan State, but that demand is only for the 

"superior, talented student."14 The security field is not yet 

ready for college graduates with degrees in security, he 
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states, nor are Rour graduates prepared to enter the field."lS 

This educator agrees with the PSTF recommendation that the gap 

between theory and practice needs to be bridged with intern

ship programs. 

There are some indications that security directors have 

increasingly assumed a leadership role in establishing 

internship programs. The Metropolitan state College program 

established through an ASIS chapter in Denver involves a 

student intern program as does the Harrisburg Area Community 

College program in Pennsylvania. In the Har~isburg program, 

highly qualified students gain hands-on practical exper ience 

in commercial security through 200 hours of work experience in 

an approved setting. A Phoenix-based Honeywell high-technology 

plant with 1,200 employees invites top students in Northern 

Arizona University's private security program to participate 

in a five-month internship program. Juniors, seniors, and 

graduate students earn credits while serving as shift supervi

sors over contract guards and electronic security systems and 

other security activities. In addition to daily decision

making in operational areas and daily training sessions cover

ing all aspects of security, the students are involved in 

"developing ana revising security procedures and helping to 

set budgets and administrativewforkloads.ft16 A member of the 

Honeywell security management team at the facility notes that 

tbe company also benefits by (1) gain~ng qualified personnel 

without additional cost, and (2) being exposed to "fresh ideas 
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from the univer si ty. "17 The Northern Ar izona University aca

demic program is another example of ASIS security practition

ers taking a leadership role in establishing a degree program 

and guiding its curriculum content. 

Academic programs in security, then, have grown rapidly 

and have made some attempts to blend the theoretical and the 

practical. An earlier assessment of emerging degree programs, 

however, found most course offerings narrowly focused on oper

ational details. Calder (1979) found the courses to be "aca

demically shallow"18 in the traditional academic sense and 

suggested in 1980 that (1) the "intellectual substance" of the 

field had yet to be developed, and "academically acceptable 

literature" needed to be identified for use by students. l !} 

Christian (1981) draws a parallel between security education 

programs and the embryonic period of law enforcement academic 

programs. In 1967, the President's Commission on Law enforce

ment and Criminal Justice urged the establishment of law 

enforcement academic program~, but their acceptance in both 

. . . 1 t' d' ate 20 Weaver academic and pract~t~oner c~rc es was no ~mme ~ • 

(1978) feels there is a "high degree of compatibility between 

'academic' objectives such as critical thinking and an empha

sis on social science theory and methods" and the "subject 

matter focus" of both criminal justice and security pro

grams. 2l Weaver argues for a vocational or career education 

orientation which is "anchored" in the social sciences, so 
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that "how-to-do it," practical instruction prepares students 

for entry-level positions without an "undue sacrifice of the 

theoretical and conceptual. "22 

Most of the early security courses and degree programs 

were offered as part of law enforcement and criminal justice 

ac~demic programs which themselves were just beginning to gain 

both academic and practitioner acceptance. Academicians and 

security practitioners generally ascribe to one of three view

points on placement of the security program in the academic 

setting. The first viewpoint would place law enforcement and 

security academic programs on a "co-equal" status, highly 

interrelated because of their mutual orientation to crime 

prevention and control. 23 Most of the security education 

programs today are concentrations, options" tracts or other

wise adjunct to law enforcement and criminal justice majors. 

The second viewpoint questions security's alignment with law 

enforcement programs. The security progl:ams tend to be 

"underdeveloped and overwhelmed by the law enforcement curri

culum,"24 say its critics, even though there is a general 

recognition that law enforcement practices and tactics are 

rarely effective in private security, with its primary orien

tation to loss prevention and assets protection. Lending sup

port to this position, the CPP analysis by the Professional 

Certification Board cited earlier found that 51% of candidates 

with academic degrees who failed the examination majored in 

police science or criminal justice subjects. Those with Bach

elo~rs or Master's degrees and major studies in other field$ 
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scored as high or higher on the examination than those with 

majors in police science or criminal justice. The second 

viewpoint thus holds that co-equality will occur only when 

security programs are established as independent majors or 

placed in the business or management departments. A third 

viewpoint holds that placement of the security program within 

an academic department is less important than the multidisci-

pI inary emphas is on secur i ty, la w enforcement, and bus iness 

courses. 25 

Proponents of the latter two viewpoints recommend courses 

in accounting, administrative sciences, computer science, psy-

chology, industrial technology, and architecture from the tra

ditional business curriculum. The u:ndergraduate program at 

Golden Gate University in San Francisco is one example of a 

security major option within a management department. A Bach-

elor of Science in Management is awarded with a specialization 

in security management. Required management ~ourses cover 

contract law, financial management, public relations, and 

labor-management relations. Specific security offerings in-

clude security law l , corporate security, industrial security, 

retail security, and investigations management. In a few 

areas of the country, the middle- and upper-level security 

manager seeking career advancement might obtain a Master's 

degree. The University of Detroit, for example, offers a 

Master of Science in Securit~ Administration. This program 
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offers an interdisciplinary curriculum drawn from the univer

sity's departments of Security Administration, Criminal Jus

tice, Accounting, and Organization and Human Behavior. 

An alternative to placement of security programs in either 

the criminal justice or business department is to emphasize 

security as a component of public safety and public service 

programs. Some law enforcement programs are aligned with 

these departments. In the Baltimore case study site, for 

example, the Administration of Justice and Public Safety pro

gram at the Community College of Baltimore offers degree 

options in emergency medical service, fire protection tech

nology, law enforcement and security administration. This 

approach could be extended to development of degree programs 

for nprotection specialists n who would have skills and know

ledge in both public and private sector protection. 

The participants at the First N~tional Conference on Pri

vate .Security in 1975 at the oniversity of Maryland suggested 

that a sufficient body of knowledge existed to support private 

security courses in college programs. The PSTF in large part 

based its recommendations on the resolutions of this confer

ence and suggested that the body of knnwledge about private 

security should be incorporated into new courses rather than 

adapting existing law enforcement and criminal justice 

cour sese The field of secur i ty in i tsel f consti tu tes a spe

cialized area of knowledge, but it is open to debate whether 

in the traditional acade~ic sense security can be considered a 

body of knowledge which is girded with a strong research base. 
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One author suggested that the security industry's publications 

are "largely dedicated to how-to a~ticles and nuts and bolts 

"innovations.,,26 Hallcrest's review of the literature general-

ly supports this posi tion. Most of the hundreds of publica

tions listed with the National Criminal Justice Reference 

Service, for example, catalog useful information and technical 

knowledge but yield little empirical data or theory on secu

rity, asset protection, loss prevention or economic crime. As 

one educator noted concerning the role of education in rela-

tion to the practitioner: 

The role of the academic is not to give 
unqualified support to the field, but to 
look at the field from a distance, re
search, analyze, be critical, develop 
t~eort1 and suggest change and innova
t~on. 

Aside from the absence of scholarly literature in the 
. 

security field itself, the publications of other disciplines 

(especially administrative and social sciences) focus minimal 

attention on security-related topics--e.g., the tremendous 

effect of crime in the work place (outlined in Chapter 3), and 

the development and impact of security-related technology. 

The lack of a research base for private security may in part 

reflect a lack of available research funding-- grants, sti

pends, fellowships, etc. Security programs must compete with 

other academic programs. College enrollments declined in 

recent years, primarily due to a decline in the post-war baby 

boom population. The demise of LEAA funding for educational 

programs has left some law enforcement and cr iminal justice 
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programs struggling, and many security programs heavily depen

dent upon them. 

The ASIS recognized the lack of any .central agency or 

research body to collect, research and dis~eminate loss pre

vention and security-related materials. Since 1971, the ASIS 

has periodically attempted to spark interest in the establish

ment of a Security Research Institute which would (1) conduct 

basic research, (2) provide a forum for exchanges of expert 

opinions, (3.) conduct seminars and symposia, (4) develop 

training research, and (5) develop applicable methodology and 

statistical applications. The PSTF embraced this concept in 

one of its recommendations, but government funding and support 

never materialized. In 1974,_the ASIS Foundation was formed 

to sponsor education and research programs. Several notable 

efforts have been undertaken by this body, including develop

ing and publishing academic guidelines and catalogues for 

security and loss prevention programs, and sponsoring an 

Annual student Paper contest and a scholarship Award Program. 

In 1979, the ASIS Foundation began developing a central 

library of security information. In addition, the publica

tions department of the ASIS has published a security Manage

m~ magazine reprint series of a~~~ber of basic and advanced 

topics on secur i ty management. suprisingly, corporate 

entities--especially in the insurance industry, which stand to 

gain most from the research activities in loss prevention-

have withheld any substantial financial support. The ASIS 

Foundation has largely existed on a total operating budget of 
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less than $20,000, which precludes the ability to fund any 

meaningful applied research. In 1982, the ASIS Foundation 

renewed its effort to establish a national information clear

inghouse and research center by trying to elicit corporate and 

ASIS member support for a Security Management Information and 

Res~arch Center. 

12.8 REGULATORY CONTROLS--INDUSTRY OR GOVERNMENT IMPOSED'? 

One of the mechanisms consistently recommended and used 

to upgrade the quality of private security personnel and 

services is licensing and r.egulation. state licensing and 

regulatory bodies regulate primarily contract guard and patrol 

sekvices, and then, in order of frequency, private investiga

tors, and alarm services. In Chapter 6 we noted some of the 

main provisions of licensing and regulation which impact con

tractual security firm operations. We also noted that in the 

absence of standards development by the security industry, 

licensing and regulation remain the only viable way to improve 

and ensure the quality of private security services and pro

ducts. A number of security p[actitioners, both proprietary 

and contractual, sharply disagree with this premise. Some 

researchers agree that regulatory bodies of various industries 

often represent a "p:oblematic approach to solving the social 

and economic transactions they are designed to imp~ove.n28 

HoWever, the economic and social consequences of security 
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personnel actions extend beyond simply the Rbusiness transac

tionsR covered by the regulatory controls of most other indus

tries. This fact is reflected in the following two statements, 

the first of which accompanied the commentary of the PSAC's 

Model Guard Legislation: 

~n an occupation where error of judgment or 
~ncompetence can cause ser ious social and 
economic consequences, every effort needs 
t? be2~xtended to embrace forceful reme
d~es. 

A security officer fills a unique and im
portant position" In some states he le
~ally has more power than a private cit
~zen. But the badge, the uniform and, in 
some cases, the weapon that he car r ies 
a~lows him to assume a responsibility for 
l~fe and property. His position could 
easily be used to violate constitutional 
rights of individuals. Because he is in a 
position of trust, there must be safeguards 
to ensure the trust is handled fairly.3U 

While few would disagree with the intent of these state

ments to ensure the consumer and the general public of ade

quate safeguards, some security managers feel that the market

place should be the primary mechanism to impose standards and 

controls on private security: 

My basic philosophy is that the marketplace 
should be the place where we have stan
d~rds. The person who is buying the ser
v~ce should buy the service they think they 
need, not buy a3fervice that is dictated by 
the government. 

~he absolute best regulator of my industry 
~s the market place itself. Guards must be 
trained to the level that the customer 
wants/needs. If I fail to meet his needs, 
he chooses another guard company and that 
is the very be

3
st motivati.on I can have to 

do a good job. 2 
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Thus, some security practitioners feel strongly that the 

government should take a laissez faire approach (nongovernmen

tal interference) toward private security. Interestingly, the 

first comment was expressed by a proprietary security director 

and the latter by the president of a national guard services 

firm. In addition, some proprietary security directors feel 

strongly that government has no right or pla~e to impose 

conditions on how a firm chooses to protect its own assets, 

either by ~roviding its own protection or by contracting with 

outside firms. 

The laissez fair~ approach to private security is assumed 

by Great Britain, and we feel it is of some benefit to review 

their experience. The British Security In.dustry Association 

(BSIA) was established in 1966 largely in response to the lack 

of standards and reliability of many security service firms. 

Excluding private investigators, the BSIA is organized into 

four main sections: Guard and Patrol, Transport (i.e., armor

ed car and courier), Safe and Lock, and Alarm. One of the 

significant points of departure between the British and Ameri

can industry associations is the fragmentation of industry 

segments in the U.S. into separate associations, notwithstand

ing the recently formed Private Security Liaison Council ( a 

coalition of existing national contract security associations 

begun in 1980). 

In each of its major sections, the BSIA has standards 

pertaining to personnel screening procedures, wage levels, 
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supervision, training, liability insurance, and physical 

facilities. 4 key element of "admission" to the BSIA is 

achieving a ce.rtain level of business volume ("turnover 

targets"), which actually involves a submission of company 

business records and financial statements for review. As a 

result, the approximately 65 member companies reportedly rep

resent 90% of the contract industry's business volume, but 

approximately 700 other smaller firms are encompassed by the 

remaining 10% of contract firms. Private investigators are 

primarily aligned with the Institute of Professional Investi

gators and the Association of British Investigators. 

One positive aspect of the British experience is that very 

rigid employee screening requirements are imposed by the BSIA 

standards despite the fact that Parliament has steadfastly 

refused to release criminal history information to nonpolice 

agencies. This might imply that American companies could im

plement similar procedures, but one delimiting factor is the 

larger population and land mass of the united states which 

facilitates greater criminal mobility among states. ~hus, it 

is important to have access to mul ti-state cr iminal history 

records when performing a background check. N~vertheless, 

American companies might learn from their British counterparts 

in this area. Some mul tinational Amer ican firms, interest

ingly, are members of the BSIA. Two negative aspects of the 

British experience are: (1) the BSIA does not maintain inspec

tions or auditing functions to ensure quality control over 

firms once they are admitted to the BSIA, and (2) there a~e 
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many small firms that do not subscribe to the standards and 

are not members of the BSIA. 

In the past few years, however, members of both houses of 

British Parliament have expressed increasing interest in 

regulating private security~ In 1980, a government-produced 

"Green Paper" recommended regulatory legislation which was 

introduced into Parliament. Both in the House of Commons and 

the House of Lords, separate "Private Members Bills" to regu

la{.:e private security have been placed befor.'~ the Parliament. 

Private investigators, through their two professional associa

tions, even sought to have themselves regulated by having 

legislation introduced for an independent board to grant a 

"Certificate to Operate" which could be withdrawn for viola

tion of spec if ied codes or standards. None of these regula

tory initiatives has been successful. 

British police officials, as noted earlier, have become 

increasingly concerned about regulation of private security 

and the false alarm problem, and some senior police officials 

have openly called for regulation of private security. In 

1981, the Home Offic~ declined to recommend regulation, opting 

for greater improvements in industry self-regulation. The 

International Professional Security Association (IPSA) func

tions in a somewhat parallel capacity to the ASIS for propri

etary security managers. In recent years, the IPSA has called 

for establishment of regulatory controls which wou~d license 

contract security firms and register security personnel. The 
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IPSA, in its publication, Security and Protection, has pro-

posed a detailed Ethical Code of Conduct for Contractual 

Security Firms.33 

The movement toward regulation of private security in 

Great Br i tain should not be construed as failure of industry 

self-regulation. Rather, it must be viewed in the larger con

text 6f the possible expanded role for private security in 

crime prevention and control (discussed in Chapter 9),i.e., 

transferring some police functions and contracting of non

crime-related police services. As one British police official 

commented after a review of British, Canadian and American 

private security and policing: 

We can no longer overlook that Private 
Security, and the private justice system it 
represents, offers a radical alternative to 
the Police and Criminal Justice systems, in 
limi ted circumstances. In the future, 
however, these systems of pr i vate justice 
may become the preferred vehicle for the 
resolution of many of the disputes and 
social proble~i which the Police now rou
tinely handle. 

If government is to allow private security a larger role 

in the provision of some traditional police services, then it 

needs to ensure that levels of training and performance stan

dards exist. Br i tain is simply attempting to achieve a bal

ance between self-regulation and government-imposed regula

tion, and the latter appears to be inevitable. The Canadian 

and American experiences have been somewhat parallel. Canada 

has had some form of government regulation since 1910. Com

parisons of the British and American experiences, however, 
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must take into consideration that Parliament, in effect, would 

be imposing national controls on private security. A brief 

review of private security in other countries reveals that 

government regulation is infrequent despite an increasing use 

and growth of private security and government interest in its 

regulation. 

According to an Interpol study on The pqlice and Private 

Security Bodies conducted in 1979, 44 of 62 countries from 

Argentina to Zambia indicated that they have contract security 

firms in their countries. 35 Argentina, for example, has ap-

proximately 380 security firms with 11,000 employes. Of the 

major industrial countr ies, Germany reported 350 firms em-

ploying 52,000 persons, and Japan has 2,313 firms employing 

90,775 persons. One large proprietary security force of a 

major manufacturer in Japan consists of 5,626 security guards. 

Registration of firms in many countries requires little more 

than a commercial business license, but 25 of the countries 

indicate that some form of police background check is con-

ducted on the character and criminal record of firm principals 

or employees. 

Some of the countries indicated that they were currently 

conducting national studies of police and private security 

relationships and the issue of government regulation. About 

half of the countries stated that private security firms on 

the whole have Nbeneficial effects." The Interpol study re-
I , ' 

ported that many countries view contract security as "actively 

contributing to crime prevention." The increasing concern for 
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regulation of private security, in part, is based upon a 

recogni tion that police resources alone (usually inadequate) 

cannot control crime: 

A number of countries point out that these 
firms, by the use of guards, watchmen, 
secur i ty equipment of all sorts, etc., are 
able to protect life and property on a 
scale the police can no longer manag16main-
1y bec~use of insufficient manpower. 

In these countries as well as in Great Britain and the 

United States, two main needs exist which support the argument 

for regulation of private security by government: controlling 

and upgrading. First, private security left uncontrolled is 

subject to demonstrated abuses of authority and improper busi-

ness practices. Second, because of the sheer nu~bers of firms 

and security personnel, eliminating unqualified firms will 

upgrade the overall quality and performance of private secu

rity. Both of these statements bear half truths. Hallcrest 

did not find patterns of widespread abuse by private security 

firms or personnel, but without question abuses have occurred 

in all areas of the country regardless of the level of regula-

tiona Some arguments for increased or tighter government 

controls on private security simplisticly suggest that the 

quality of performance will be "significantly improved."37The 

concrete results in some states are in fact significant. 

Creation of the Commissioned Peace Officer status in Texas for 

armed security personnel, which includes a required 30-hour 

basic training course, has been credited with effectively 

removing 20,000 or more "guns on the street." 
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Ho~ever, we concur with Shearing and Stenning (in their 

extensive study of government regulation in Canada) that ef

fective control and upgrading of private security will occur 

only when the industry and government cease to rely almost 

exclusively on legal mechanisms. Shearing and Stenning call 

for "careful and selective use" of legislation in conjunction 

wi th control mechanisms which can be exerted by three major 

groups that are in the best position to exercise influence 

over the nature and operation of private security: the indus

try itself; clients, and the general public as employees and 

consumers. 38 

As an example of the balance Which we suggest, there is a 

legitimate need to restrict the "bad elements," and even the 

potential involvement of organized crime in contract security, 

but neither standards nor legislation should unduely restrict 

entry of the new, small firm. The "professions" have tradi

tionally used occupational licensing to restrict competition, 

but business has generally resisted occupational licensing 

because of its cost. 39 It is important to keep in perspective 

the fact that most of the large contract security firms began 

as small business ventures. As one critic of British licens-

ing and standards accurately noted: 

It could be suggested that this will ensure 
that the public will find it easier to spot 
the 'cowboy' and put him out of business. 
Alternatively, the view could be expressed, 
that today's 'cowboy' is tomorrow's re
spectable organization. It is oftM a 
question of education, time and money. 
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In summary, we believe that a combination of industry

imposed standards and government regulation in all states is 

necessary to significantly u~grade the quality of private 

security personnel and sevices. The support for gover.nment 

regulation was surprisingly strong among all surveyed groups 

in the national surveys: law enforcement, proprietary and 

contractual security managers from alISO states and the chief 

executives of major national and regional security firms. 

Local ordinances should be preempted by statewide legislation 

which is not unduely restrictive of nor imposes unnecessary 

cost burdens on private security operations. Contract secu

rity firms need to take more ~nitiative to (1) develop con

tract performance and other standards and (2) lobby for pre

emptive statewide regulatory legislation. In the end, well-

run, ethical contractual and proprietary operations can meet 

or exceed the minimum standards of most state regulatory 

provisions. The public safeguards to minimize the potential 

for personnel abuses and to regulate armed security personnel 

are well worth the administrative costs to the state and 

additional overhead costs borne by security firms (passed on 

to the consumer) to comply with regulatory provisions. Until 

greater efforts are d~rected toward upgrading private secu

rity, the potential for a greater private security role in 

community crime prevention and control will remain untapped. 
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CHAPTER 13 

SECURITY TECHNOLOGY IMPACT ON PROTECTIVE RESOURCES 

In the business profile of security products and services 

presented in Chapter 8, reference was made to the impact of 

technology improvements on various security market segments. 

To the extent that traditional roles and relationships between 

law enforcement and security may be evolving or changing, new 

technology in security products may be a significant factor in 

shaping those new roles, relationships and patterns of inter

action and cooperation. The improvem~nt of existing security 

products and the development of new products could (1) enhance 

the target hardening capabilities of security measures; (2) 

make detection, surveillance, and communications products 

available for law enforcement; and (3) affect the deployment 

and tasks of both security and law enforcement personnel. 

This chapter is a br ief, specula ti ve review of the impact of 

existing and emerging technology on protective resources 

13.1 LITERATURE SOURCES AND DATA GAPS 

Information for the assessment of technology trends was 

obtained through a literature review supplemented by recon

niassance interviews with experts in various fields of secu

rity. Data collection efforts were directed initially toward 

document searches of security-related periodicals and the 

following information sources: 

• National Technical Information Service 

• Defense Technical Information Center 
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• National Criminal Justice Reference Service 

• Brookhaven National Laboratory Library 

• Federal Emergency Management Agency Research Summaries 

The document searches of these sources yielded over 2,000 

abstracts from which less than 100 were deemed appropriate for 

review, and only 20 articles of significance resulted from the 

periodical review. Several observations can be made which can 

serve as a caveat or guide to futUre data collection efforts. 

First, there is a scarcity of literature available which 

monitors improvements in existing security technology and 

identifies emerging technologies. Few research reports are 

readily availabl(~. Reports which can be obtained most often 

discuss only a particular device under development or a small 

area of technology. Broad assessments of technologies and 

their application to security are virtually nonexistent; the 

few which have appeared in the security periodicals are soon 

outdated, and their technolog~cal discussions are targeted to 

a general reading audience rather than to a technical 

audience. 

Second, although technology development is occurring in 

both the private and government sectors, neither sector has 

much interest in releasing this information. Private sector 

firms engaged in basic product research and development con

sider their information proprietary due to the highly competi

tive aspects of business. Part of the government data on 

emerging technology is classified, and much of the rest is 

Simply inaccessible due to the 'lack of any mechanism for 
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tracking developments in technology research or for trans

ferring that technology to the private sector. The closest 

approximation of a current baseline must be extracted from the 

nonclassified activities of at least three programs: (1) u.s. 

Army Facility Intrusion Detection System (FIDS), (2) U.S. Air 

Force Base Intrusion Security System (BISS), and (3) the on

going testing and development program of Sandia Laboratories' 

technology applications for nuclear facility security. 

Third~ cost data is generally lacking for several reasons. 

Some emerging technologies simply may not be at the point 

where reasonable assessments can be made about production and 

other cost factors. The highly competitive nature of the 

security industry, again, may preclude some firms from re

leasing product information until the product is ready for 

introduction to the market. Since so much of the government's 

sponsorship of basic research and development is related to 

national defense, technology advancement itself is often of 

more importance than identification of specific end-use appli

cations and associated cost factors. 

13.2 TECHNOLOGICAL IMPACT 

Security technology is likely to impact private security 

and law enforcement resources in four different ways. First, 

refinements in existing technology and emerging technology to 

some extent will be incorporated into security system~ to 

enhance the basic capabilities now available. Microprocessors 

which can handle the functions of hundreds of transistors ahd 
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diodes on a single chip or miniature circuit board enable 

.... secur i ty components and systems to accomplish more tasks and 

process more information with greater reliability and in

creased speed of transactions. The reduced size and cost of 

components and systems will make a broader range of security 

devices and systems available to the mass market. Lower

priced modular component alarm systems, for example, would be 

within the financial reach of a larger segment of residences 

and small business. 

Second, various technologies presently emerging will be 

applied to a range of traditional security problems, resulting 

in completely new approaches to physical, personnel, and in

formation security, e.g., robotics, thermal optics and 

designed-in security for computer hardware and software. 

Third, increasing emphasis will be placed on the integration 

of security systems to allow for monitoring of numerous and 

varied sensor types (e.g., intrusion, fire, emergency medical, 

access control, environmental) within a single zone of protec

tion and, in turn, to monitor a large number of protected 

zones. Integrated systems tesult in greater system efficiency 

and more cost-effective security, and provide security and 

police personnel with more precise information to assess and 

respond to security problems. 

The fourth--and most important--impact of security tech

nology will be its effect on the interface or interaction with 

human resources. As noted elsewhere in the report, remote 
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access control and microwave transmission of CCTV monitoring, 

for example, requires fewer security personnel for monitoring 

of per imeter and inter ior areas. The integration of a broad 

range of detection and monitoring functions frees security 

personnel to perform other tasks. A combination of more 

intelligent sensor devices, faster signal transmission through 

fiber optic and microwave communication links, and the 

lytical abilities and graphic displays of small computers 

ana-

will 

provide a comprehensive, accurate and rapid assessment of 

security problems and programmed response options for security 

and police personnel. police and security relationships would 

improve if the reliability of systems and self-diagnostic 

capabilities of sensors were increased, thereby reducing false 

alarms. Better trained and higher quality security personnel 

would be required to interface with security systems--another 

factor which would ultimately improve police and security 

relationships. 

13.3 UPGRADING OF EXISTING TECHNOLOGY 

As noted earlier, most burglars attempt to enter from 

front and rear doors1 thus, many of the locks and related 

builder's hardware constitute not only a significant security 

expenditure for residents but also an important component of 

police and neighborhood cr ime prevention programs. Even at 

the most basic level of security--i.e., nonelectronic locks-

efforts will be made to improve resistance to vandalism and 

tampering and to increase the length of time and amount of 
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knowledge needed to defeat the locking mechanism. These ef

forts will make more widely available such features as drill

resistant cylinder cores, hardened-steel inserts, hardened 

deadbolts and manipulation-resistant tumblers. Card locks 

and electro-mechanical locks will be used incr.easingly used in 

the institutional and multi-dwelling residential applications 

to solve problems of turnover of personnel and residents and 

loss and theft of keys. Magnetic, capacitive, coded cir

cuitry, and optically coded cards with passive emitters will 

have the ability to handle a large number of unique codes for 

even single-station units. 

Card readers and access control systems will become more 

widely used and accepted in commercial, industrial and insti

tutional applications. Microprocessor technology will permit 

the development of small systems with optional features, which 

cost less and are useful for smaller facilities. Refinement 

of existing technology will lead to more powerful processor 

chipS1 smaller, simpler and more convenient badging processes1 

and faster processing times. These features will reduce per

sonnel inconvenience and allow a higher volume of personnel, 

visitors, and vehicles to be processed while achieving a 

higher degree of confidence in authenticity of identification. 

More recently available technology has relied on Personal 

Identification and Authentication (PIA) systems which cross

correlate one or more personal attributes--e.g., voiceprint, 

fingerprint and signature. Newer updates of these systems 

include hand geometry and voice control, and will use digital 
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processors and optical scanners to make on-line comparisons 

with a reference file. Sandia Laboratories has researched an 

active electronic badge for use in a walk-through portal. 

Sandia's work indicates that onGe badge size problems are 

overcome, lapel proximity buttons (as badges) could be a 

discrete yet effective way to screen large volumes of people. 

All of these developments w ill have improved secur i ty capa

bilities for police and criminal justice facilities, and also 

potential for monitoring and identifying offenders and mental 

patient populations on parole, probation or furlough status. 

Perhaps the greatest thrust of technology improvements 

will be the continued application of microprocessor and com

puter technologies to all types of security systems, but 

especially intrusion detection alarm systems. Microprocessors 

are virtually pinhead-size tiny computers that introduce arti

ficial intelligence (AI) to even the simplest sensor devices. 

The use of AI in sensors promises a new generation of "smart 

sensors" which will have the ability (1) to detect and send a 

signal, (2) to diagnose a security penetration and (3) to 

provide updates on the situation to a central station. The 

workload of central station personnel will be lightened by the 

smart sensors' ability to conduct self-diagnostic tests and 

respond to queries from the central station. 

The increased capabilities of the smaller computers will 

eliminate the economic barriers to construct~on of com

puterized central stations, and will allow more proprietary 

and contract central stations to remotely control integrated 
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systems. The computer-driven central station will be able to 

correlate sequential information from various sensors in a 

zone and from activity in several zones simultaneously during 

an attempted penetration of the protected premises. This 

will decrease reliance on human interpretation and assessment 

of signals and will allow security and police personnel to 

react to a number of alternative response configurations pro

grammed into the computer. Emergency response will be greatly 

enhanced by the continued development of CRT capabilities for 

graphic display formats of floor plans, sensor locations, 

alarm location and alarm condition. 

13.4 EMERGING SECURITY TECHNOLOGY 

Robotics technology, following some limited use in indus

trial and manufacturing processes, will soon enter the secu

r i ty field. Cur rent use of robots for secur i ty has been 

limited and very expensive. At least one firm, however, has 

introduced a three-foot-tall home application robot and ex

pects sales of $25 million in 1984. Robots have a number of 

distinct advantages as security hardware, the most obvious 

being the mobility of detection and surveillance systems and 

the flexibility to add a number of sensor devices through 

modular construction. Patrol routes can be programmed, or the 

robot can be remotely controlled. Ultrasonic and infrared 

sensors provide a rudimentary level of artificial intelligence 

and allow the robot to distinguish objects from humans. An 

electronically modulated voice or the operator's voice from a 
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remote location, can be used to screen visitors or interrogate 

suspicious persons. Robots can also be equipped with warning 

and non-lethal defense devices such as high-intensity noise 

and light. Robots could ,be used to supplement security pa

trols covering large areas and facilities; they also could be 

used to monitor resident movement and safety in hospitals and 

correctional facilities. 

Thermal optics is one of the most promising of the emerg

ing technologies, especially fot potential law enforcement 

applications in surveillance and identification. In CCTV, 

thermal images can be produced which differentiate temperature 

variations between objects; this would overcome one of the 

limitations of low-light conditions and a limited range of 

light intensity In present state-of-the-art vidicon CCTV 

cameras. An obviDUS application of thermal optics in CCTV 

cameras is night work, but beca1.1se the camera produces thermal 

images rather than intensifying eXlsting light, it can detect 

impulses hidden by vegetation, camouflage or other low

visibility conditions. Thermal optics is also being applied 

to screening of personnel where disguise or deception may be 

involved (e.g., airport screening). Thermograms--that i.s, a 

thermal picture of the face or other parts of the body--depict 

three dimensionally unique physical characteristics: depth, 

muscular structure and scar tissue. Each person's thermogram, 

like fingerprints, is unique, making it possible to detect the 

use of disguises. Similar concepts are being used to develop 

new personal attribute identification techniques in access 
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control, e.g., identification of EKG patterns, body vibration, 

retinal patterns, vein patterns, and bone structure. These 

applications could dictate a new direction for state bureaus 

of identification and investigation, crime laboratories, and 

forensic technicians. 

The principle of fiber optics involves brief pulses of 

light emitted along a glass or silica fiber, about the size of 

a hUman hair, which is surrounded by a protective sheathing. 

Signals of sensors are converted into coded electrical pulses, 

which travel along the optical fiber line by a series of photo 

detectors which then reconvert the signal into electrical 

signals for subsequent decoding and reading. Optical fibers 

have no metallic content or electric current and thus can 

independently transmit individual sensor outputs. Alarm sys

tems using optical fiber transmission links would not be 

susceptible to electrical interference and signal interception 

or distortion, like present systems are, and would have 

greatly reduced environmental factor-induced false alarms. 

The cost of optical fibers is less than the voice grade tele

phone lines and paired metallic circuits used by present 

monitored alarm systems. Combined with tecbniques of multi

plexing (transmission of separate signals over the same trans

mission link) and microprocessor-based controls and monitor

ing, optical fibers have the potential to move and analyze 

large amounts of sensor data at very rapid speeds and to 

achieve fully integrated security systems. Circuit and coding 
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so that attempt's to defeat the system through attacks on the 

optical fiber can be precisely located by monitoring per

sonnel. 

13.5 SUMMARY AND CONCLUSION 

Advances in both existing and emerging technology will 

significantly improve the ability of the private and public 

sectors to protect the community. The continued development 

of solid-state circuitry, modular units and microprocessors 

will provide more features, reduce size and lower costs of 

individual security devices and systems. such advances will 

also place higher levels of monitoring and detection within 

economic reach of a larger cross section of all segments of 

the general population--commerce, industry, institutions, 

government and residential. Overall potential for physical 

target hardening and general deterrence will depend in large 

part upon the ability of private security and law enforcement 

to develop increased public awareness of protective choices. 

Law enforcement and private security have a unique opportunity 

for combining their efforts in broad-based community crime 

prevention programs to increase the overall level of physical 

security. Given the aforementioned patterns of interaction 

and cooperation, as well as problems in their relationships, 

this potential will not begin to be realized until greater 

efforts are undertaken to understand their respective roles 

and establi~h a more willing and cooperative partnership. 
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The gradual introduction of technological advances will 

have two major effects. First, the features, speed, relia

bility, accuracy and data analysis capabilities of individual 

security systems will be greatly improved at lower cost. 

Surveillance cameras, for example, will be able to operate 

across most of the light spectrum, and access control systems 

will provide positive identification on a real-time basis 

through digital and optical processing and correlation of 

unique physical attributes of the person. In addition to the 

obvious improvements in the level of security afforded the 

user, these advancements will greatly enhance the investiga

tion, intelligence, identification, and forensic capabilities 

of law enforcement agencies. 

Second, the promise of fully integrated systems through 

advancements in microprocessors, computers, fiber optiCS, 

microwave, and satellite data transmission will have a pro

found impact on human protection resources. The ability to 

monitor a large number of sensor types, zones, and security 

systems over a broad geographic area could lead to new con

cepts of police preventive patrols and resource allocation and 

interface with private security patrol and response personnel. 

Law enforcement must begin viewing se~urity technology as an 

integral part of strategies and planning for fulfilling their 

overall role of crime prevention and control in the community, 

ra ther than focusing on its present liIJL~ tations (e.g., the 
I • 

false alarm problem). The public and p~ivate sector could 
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I then plan and work together for safer communities as newer 

technologies are introduced. 

One major obstacle may impede the steady flow of new 

technologies into private sector security programs: the lack 

of an effective means to transfer proven technologies from the 

Federal Government to the private sector. The private sector 

appears to have the necessary pool of researchers, engineers, 

designers and planners to incorporate emerging technology into 

existing systems and design new applications where commercial 

markets exist. Much of the present research and development 

projects to advance state-of-the-art technology, however, are 

funded and sponsored by the Federal Government. Many of these 

projects are not classified and have extensive potential for 

commercial applications. At the present time, though, there 

are no existing mechanisms to transfer this technology to the 

private sector. Despite the Federal Government's concern for 

establishing transfer mechanisms for space technology to the 

private sector to improve quality of life, a similar concern 

has not been focused on the potential to have a similar impact 

on crime control and prevention in the United states. Past 

efforts of the defense agencies, the National Institute of 

Justice and the National Bureau of Standards have not focused 

on the potential for security technology to improve overall 

levels of security and safety for a broad spectrum of society. 

Advancements in secur i ty technology are not even systemati-

cally monitored., 
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Yet, newer technologies will be introduced into security 

products and systems regardless of Federal Government involve

ment in technology transfer. In all likelihood, significant 

advances in the evolution of security technology will occur 

over the next five years. The greatest impact of techno

logical advances will be the increasing reliance of human 

resources on technology. The complexity and number of tasks 

re9uired of security personnel, as well as the actual numbers 

of security personnel, might be reduced. At the same time, 

the efficiency and effectiveness of security. personnel and 

response capabilities will be improved, especially as improved 

interfaces are developed with law enforcement. 
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ABSTRACT 

This is a descriptive research report on relationships 
between private security and law enforcement conducted by 
Hallcrest Systems, Incorporated under a grant by the National 
Institute of Justice. The report describes the increasing role 
of private security in the protection of America--their pro
grams and resources, contribution to crime prevention, defi
ciencies in security servic~s and personnel, and interaction 
with law enforcement agencies. The report reveals that primary 
protection responsibility is shifting from the public to the 
private sector, and that the private sector diverts signifi
cant amounts of cr ime from the cr iminal justice system. The 
private security resources of business, institutions, 
government, and citizens--guards, alarm systems, investiga
tors, armored cars, etc.--exceed federal, state, and local law 
enforcement expenditures and pe~sonnel. 

Specific topics of discussion include profiles of securi
ty program content, services and personnel, an assessment of 
economic crime impact; police "moonlighting" employment in 
private security, response to false alarms and other problems 
in police-security relationships; the impact of security 
technology; and security education, training and regulatory 
controls. Recommendations are made for more effective use of 
private security and law enforcement resources to combat crime 
and to relieve police agencies of their large workload of non
crime-related calls for service. 

Proj ect research techniques used national and local 
surveys and interviews of police and security managers and 
employees, site studies in two urban countie., a literature 
review, and au economic projection of private security 
spending_ 
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FOREWORD 

The co-principal investigators of this research project 

were William C. Cunningham and Todd H. Taylor. Principal 

consultants for the project were Dr. J. Thomas McEwen, 

research methodology and data analysis; and Dr. Robert F. 

Dyer, economic analysis of the private security industry. 

Inquiries concerning this report should be directed to 

William C. Cunningham at Hal1crest systems, Incorporated, 7316 

Hooking Road, McLean, Virginia 22101. 
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PREFACE 

This vo~ume is one of a series of four reporting a 30-

month descriptive research project performed by Hallcrest 

Systems, Inc., under Grant No. 80-IJ-CX-0080 from the National 

Institute of Justice, u.S. Department of Justice. 

The primary purpose of the project was to develop strate

gies and recommendations to use more effectively the extensive 

resources of private security and law e~forcement in their 

respective roles in crime prevention and control. The re

search emphasized the relationships between law enforcement 

and private security operations as they deliver protective. 

services in communities throughout the united states. 

Major research tasks included a literature review, inter

views of more than 400 people in law enforcement and all 

facets of proprietary' and contraqtual private security, sur

veys of 1600 law enforcement and security managers v a survey 

of state agencies regulating private security, an economic 

analYSis and forecast of the private security industry, and 

field studies in two urban counties--Multnomah County 

(Portland), Oregon, and Baltimore County, Maryland. 
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Four volumes comprise the project report: 

VOLUME I: CRIME AND PROTECTION RESOURCES 
(Chapters 1-8) 

This volume describes the resources of public law enforce
ment and private security directed at crim~ ~nd loss 
prevention. Specific emphasis is placed on cltlzen pro
tective measures, the size and scope of proprietary and 
contractual security, and the impact of economic crime on 
business, institutions, and the public. 

VOLUME II:: POLICE AND PRIVATE SECURITY RELATIONSHIPS 
(Chapters 9-13) 

This volume discusses the protective roles of law enforce
ment and private security, interaction and cooperation 
between them, problems in operating relationships, mecha
nisms for upgrading private security, and the impact of 
security technology on relationships. 

VOLUME III: FINDINGS, CONCLUSIONS AND RECOMMENDATIONS 
(Chapter 14) 

Major findings and conclusions are presented. Where ap
propriate, recommendations and future research needs have 
been suggested to maximize -the role of private security as 
a crime prevention resource: and to improve int~raction 
and cooperation with law enforcement: and to examlne car7-
fully" economic crime, the private justice system and prl
vate security prote~tive measures. 

VOLUME IV: TECHNICAL APPENDICES 

This volume contains the methodological approach to the 
project; it displays survey questionnaires and data from 
national surveys of law enforcement and security managers, 
national and regional security executives, and field study 
surv~y data. Included also are key provisions of state 
regulatory legislation; an economic forecast of the U.S. 
private security industry; and a list of selected 
security-related associations. 
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CBAP'l'ER 14 

FINDINGS, CONCLUSIONS AND RECOMMENDATIONS 

This chapter summarizes the major findings and conclusions 

of this descriptive research. The sections have been arranged 

topically and do not always follow the previous chapter head

ings. This was done in order to highlight areas of importance 

that have been addressed in several chaptersn Following each 

set of findings, where appropriate, recommendations and re

search needs arising from project interviews, literature re

view, sur~ey data, and comments of advisory panel members 

have been suggested. The recommendations and future research 

needs as a whole constitute a blueprint for action to achieve 
, 

griater utilization of private security as a crime prevention 

and control resource, to initiate greater inter~ction and 

cooperation between law enforcement and private security, and 

to learn more about economic crime, the private justice sys-

tem, and private security protective measures. 

14.1 CRIME AND FEAR OF CRIME IN THE COMMUNITY 

14.1.1 Crime and Public Protection ResQurcea 

Since 1950, reported crime increased steadily in the 

United States for three decades. By 1980, victimization stud

ies estimated that one-third of all households had a family 

member touched by crime in the home, at work, or in other 

places. The topic of crime gained increasing attention in 

newspapers, accounbing for up to one-fifth of all front page 

stories. By 1974, "law and order" had become the "most 
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salient issue" in local politics. Longitudinal studies indi

cate that crime became a national phenomenon regardless of 

size and type of community. 

Expenditures to combat crime grew enormously. In the 

decade of the 1970's alone Federal Government spending for 

criminal justice grew fourfold, and state and local expend i-
, 

tures tripled. One-third of the over 100 federal organiza-

tions with law enforcement, police and investigation programs 

and activities did not even exist in 1970. The Federal Gov

ernment spent in excess of $8 billion in direct financial 

assistance to state and local government through the Law 

Enforcement Assistance Administration (LEAA). By 1978, crim

inal justice systems accounted for 59.4% of local government 

expenditures. police expenditures increased about 350% from 

1948 to 1978, and police of~icers per 1,000 population 

increased in all population categor ies over the same per iod. 

Some major cities increased their police forces by as much as 

one-fourth to one-third from 1970 to 1978. 

Despite the combined federal, state and lo~al criminal 

justice resources and LEAA funding, crime continued to grow in 

all sizes and types of communities. Increased police re

sources and officer activities failed to "stem the creeping 

tide of criminality," as FBI Director webster noted. Re-

search data agree with knowledgeable scholars and practi

tioners that the criminal justice system alQ~ has not been 

effective in efforts to reduce crime. 
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14.1.2 Declining Law Enforcement Resources 

In the late 1970's the economy and strained property tax 

bases became a major concern of voters. Property tax limita

tion measures imposing massive cuts in services including the 

police were passed by voters in the populous states of Ca1i-

fornia and Massachusetts. Since California's precedent-

setting Proposition 13 in 1978, 18 other states imposed limits 

on local government spending. Cutbacks in state and local 

budgets totaled about $355 billion in 1980. By 1983, the 50 

states had a combined budget deficit, with 22 states 

projecting budget deficits and 1.3 other states expecting to 

barely break even. 

During the boom years of the 1960's and 1970's, public 

service employment had been the fastest growing sector of the 

job market. For the first ti~e since World War II, in 1982 

there was a decline in public service employment and state and 

local government spending as a percentage of the gross na

tional product. Police and sheriffs departments were not 

immune to substantial reductions in government labor forces. 

In Washington, D.C., for example, the S,OOO-member 

Metropolitan Police Department was reduced by about 1500 

members from 1971 to 1981. In the Hallcrest national surveys, 

44% of police and sheriffs departments reported the same or 

fewer personnel in 1981 than five years earlier. 

During the five-year period preceding passage of Proposi

tion 13, many law enforcement agencies were already experi

encing a period of staffing limitations or retrenchment. The 
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California voters mandated a 60% reduction in property taxes. 

Despite a "maintenance of effort" provision in the state's 

bailout legislation to apply surplus state funds to local 

government, the anticipated high priority on law enforcement 

services was not maintained relative to funding levels of 

other local government departments. Uniformed force sizes in 

Cal if ornia' s enforcement agencies remained constant or 

slightly declined. Some sheriffs departments, faced with 

external pressures and state mandates, withdrew resources from 

law enforcement and allocated them to corrections. 

La~ enforcement agencies have adopted a variety of mea-

sures to offset the impact of reduced resources. Common 

targets of budget reductions included vehicle replacement, 

training, overtime, and capital expenditures. More impor

tantly, many departments sought to reduce the workload through 

both calls-for-service and case screening--i.e., policy de

cisions which directed personnel not to respond to or 

investigate certain calls for service, minor incidents, and 

crimes with few investigative leads. This "demand shedding" 

sometimes impacted relationships between city and county 

agencies when a police department would abandon an activity, 

thus obligating the sheriff to assume responsibility. 

In most communities, law enforcement agency program and 

activity cuts were adopted with little citizen input on police 

service priorities. While some departments felt they had 

borne the brunt of local spending reductions, special tax 

levies to restore law enforcement expenditures were soundly 

14-4 

I 
f 

t\ l 

.p 

I l 

f 

defeated in many communities o voter sentiment in tax limita

tion measures and legislation favored reduction of the level 

of all government services. Citizens recognized that police 

have an impact on crime in the community but began to question 

at what point there are sufficient numbers of police officers 

and deputies to control or manage crime within some undefined 

but acceptable level. Even time-worn indices such as ratio of 

sworn personnel to population were abandoned as small in

creases ir personnel failed to keep pace with the population 

growth. Despite a recent movement in law enforcement to 

develop accreditation standards, the lack of recognized stan

dards·or measures of police effectiveness in community crime 

control has become a distinct liability for public protectio~ 
resources. 

14.1.3 Fear of Crime and Citizen Response 

There is some scholarly disagreement on how to define and 

measure crime, fear of crime, and citizen reaction to crime. 

Regardle~s of labels and definitional issues, Americans have a 

significant concern about crime. The Figgie Report on Fear of 

.c.um~ found that fear of specific viOlent acts (concrete fear) 

affects four of ten Americans and touches 70% of the popula

tion. Four of ten Americans also suffer from high degrees of 

fear concerning their safety in the community (formless fear). 

This report painted an emerging picture of "an extremely 

cautious and security-minded America." Other researchers 

disagree with the level of fear reported in this study and in 
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the media, and its implication that a new wave of fear is 

sweeping Amer ica. The Gallup and National Opinion Research 

Center surveys indicate that citizen concern about crime has 

been stable since the early 1970's, and Bureau of Justice 

statistics data show the victimization rate has been stable 

over the same period. Whether in direct response to a crime 

event, identification with similar neighborhoods or victims, 

or general fear of crime, one of the most significant findings 

of Hallcrest's research is that nself-helpn measures are being 

increasingly undertaken at a time when law enforcement re-

sources have stabilized and, in some cases, declined. 

Growing numbers· of Americans have undertaken "self-help" 

measures to better protect themselves--e.g., by using locks, 

lighting, guns, burglar alarms, citizen patrols, security 

guards, and by engraving valuables. An NIJ-sponsored study on 

the impact of crime on urban populations revealed that 40% of 

the people responding to surveys have installed some form of 

security device in their homes in the past few years because 

of their perception of crime. Ironically, the same study's 

review of literature on crime sllggested crime awareness and 

prevention programs sponsored by law enforcement agencies may 

increase citizen fears. In addition to the documented growth 

in private security goods and services as measured by govern

ment data, market research reports and Hallcrest national 

surveys, the majority of chiefs and sheriffs reported in

c rea sed use 0 f P r i vat e sec uri t yin t h'e i r com m un i tie sin the 
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five-year period when police resources were also reported by 

them as stabilizing or declining. 

14.1.4 Crime Prevention Programs 

In the 1960's and early 1970's citizen-initiated crime 

prevention programs usually were not encouraged by law 

enforcement agencies. Citizen patrols, especially, were dis

couraged and often viewed as nurban vigilantes. n A decade 

later, the Guardian Angels also encountered police indif

ference and antagonism as their street patrols (comprised of 

young adults and adolescents) were established in major 

cities. Gradually, however, the police began to perceive 

limitations in isolated crime prevention efforts and began 

reaching out to the community to forge partnerships with 

neighborhood groups. The community both sought and embraced 

proactive programs such as block and apartment watches, prop

erty engraving, home security surveys and street and building 

patrols. As FBI Director Webster noted, crime prevention 

became a nwatchword in almost every community." From the 

ncanyon watches" of San Diego to the nalley watches n of 

Minneapolis, residents have increasingly begun to ntake a 

staken in the safety of their neighborhoods. 

Through the efforts of the Crime Prevention Coalition, the 

National Crime Prevention Institute and other organizations 

crime prevention programming and materials greatly increased. 

The Hallcrest national surveys found that over 90% of police 
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and sheriffs' departments had established formal crime preven

tion programs. Neighborhood Watch programs were established 

in thousands of communities--over 50,000 such programs alone 

in California serve 85% of the state's population. Civic

minded volunteers have become active in patrolling their 

neighborhoods as "supervised offspring" of the police and have 

also started a renewal of police and sheriffs auxiliary and 

reserve units. 

Since their inception, the Neighborhood Watch and other 

community-based crime prevention programs were generally ac

knowledged to have some measurable impact on crime. Interest

ingly, Jacobs and Lineberry in their three-decade study of 

police resources concluded that citizens should take greater 

precautions with themselves and their property, but thought it 

unlikely that "individual" private actions will overcome the 

national trends which seem to generate crime. Yet in 1982, 

crime reported to the police had decreased nationally for the 

first time, according to the FBI Uniform Crime Report program. 

These decreases were experienced in many major cities, not 

just smaller communities. Law enforcement administrators 

began lauding Neighborhood Watch and other citizen crime pre

vention programs for having a measurable impact on crime in 

their communities. 

Conspicuously absent from police-based crime prevention 

programs, however, is the input of the 1.1 million persons 

employed in private security. Crime prevention and proacti~e 
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approaches to crime control have long been a primary orienta

tion of private sector protection programs. Yet, there is 

little cooperation between the public and private sector in 

crime prevention programs. 

Recommendations 

• $;itizen Input to Police Service Priorities While there 
has always been an implicit mandate for police response 
based on calls-for-service, the police have not gen
erally afforded the public an opportuni ty to assist in 
determi~ing priorities in "cutback management" programs. 
T~e pol~ce ~hould actively seek citizen opinion on ser
v~ces most ~mportant to retain to help establish accept
able p,r i<;>, i ties for services to be curtailed, modified, 
or el~m~nated.. There may be, for example, varying 
levels of sat~sfaction and need for certain services 
among different business, institutional, neighborhood 
income~ and minor i ty , subgroups. "Demand shedding" and 
the un~lateral reduct~on or removal of certain services 
to certain of these subgroups could violate safegu~rds 
of e~ual protection under the law by provi.ding dispro
port~onate levels and quality of service throughout the 
community. 

• Standards for Police Effectiveness A corrollarv to lack 
of cilizen input on police service priorit.ie"s is the 
a b ~ e n,f e 0 f 0 ~ j e c t i ve s tan dar d s tom e a sur e ad e qua c y 0 f 
ex~st~n,g serv~ce types and levels and to evaluate police 
effe~t~yeness. The, st~ndards being developed by the 
Comm~ss~on,on Accred~tat~on for Law Enforcement Agencies 
could prov~de a norm against which citizens could mea
sure pol~ce and,sheriff's department performance and 
also prov~de an ~ndependent guideline for justifying and 
allocating police resources. These standards should 
~llow for th,e potential involvement of private security 
~n ~o?p7rat~ve programs, performance of some police 
act~v~~~es on prop~rty being protected by them, and 
pote~t~al contract~ng out of noncrime-related police 
serv~ces. 

• Brokering Protective Services One option for increased 
c?mmunity invol~ement in protection and reduction of po
l~ce workload ~s for various community subgroups to 
"broker" a variety of public and private paid and volun
teer arrangements for protection. These subgroups might 
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opt for a variety of service mixes and delivery mecha
nisms based upon their perceived crime problems, protec
tion priorities and other unique needs • 

• Private Security Involyement in Commupity Crime Preven
~on -There is a tendency to ~iew contr~ct s:c~rity, 
especially alarm firms, as mak1.ng a prof1.~ on ... r1.me at 
the expense of the police. Yet, the ex~ens1.ve r 7sou:ces 
of both proprietary and contract secur1.ty organ1.zat1.?ns 
could be brought to bear in development of, cooperat,1.ve 
community-based crime prevention and secur1.ty awareness 
programs. Proprietary security, program~ attempt to 
create among employees a vested l.nterest l.n the assets, 
of the organization so tha~ they would f~el a personal 
responsibility for prevent1.on and reduct1.on of ,losses. 
such program concepts could be ,transferred ~o ne1.ghbor
hood and bUSlness groups to l.ncrease the1.r sense ~f 
identification and involvement with the safety of the1.r 
environment. 

Larger organizations could als~ share the~r ~oncepts and 
programs with merchant and bus1.ness as~o?1.at1.ons,suc~ as 
the local Chambers of Commerce and C1.V1.C organ1.zat1.ons 
to benefit the smaller organization. Security products 
and service firms also could contribute to Neighborh?od 
watch and other crime prevention programs. Potent1.al 
conflicts of interest should not preclude effort~ of po
lice and sheriffs' departments to more ,fully l.nvol~e 
contract security firms, especially mak~ng the publ1.c 
aware of additional self~help measures wh1.ch could off
set demand for police services. 
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14.2 CRIME IN BUSINESS AND INSTITUTIONS 

14.2.1 The Extent and Cost of Crime 

Since white-collar crime was first documented and labelled 

in 1949, researchers and practitioners in private security and 

the criminal justice system have devoted increasing attention 

to defining, measuring and attacking this form of crime. 

Together with "ordinary crimen (burglary, robbery, larceny, 

etc.), white-collar crime has a tremendous economic impact on 

business, government, institutions and society. A working 

definition' of "economic crimen has been developed to help 

convey the breadth, pervasiveness, impact and cost of this 

crime: 

Economic crime is illicit behavior having as 
its object the unjust enrichment of the 
perpetrator at the expense of the economic 
system as a whole and its individual com
ponents. The consequences of economic crime 
are increased costs that are passed on to 
consumers and taxpayers and that place a 
financial burden upon the business com
munity, the government, and, ultimately the 
public. This working definition of economic 
crime is intended to encompass the terms of 
white collar crime, crimes against business, 
management fraud, ordinary workplace crimes 
in organizations, and fraud against the 
government and consumers. 

Past projects undertaken to estimate the cost of economic 

crime by such groups as the Chamber of Commerce of the United 

States, the American Management Associations, the Small Busi

ness Administration, the U.S. Department of Commerce and the 

Joint Economic Committee of Congress have all been hampered by 

the lack of a sound data base. Data gaps are caused by a lack 
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of accepted definitions of economic crime, poor measures, and 

the reluctance of organizations to release financial loss 

data. Past estimates. have built upon each other and are gross 

estimates at best. Detailed, descriptive and accurate data 

for specific economic crime types and industries are sparse. 

Allowing for the data base limitations of prior research 

efforts, and by using crime index and inflation-adjusting 

techniques, the direct cost of just the two major components 

of economic crime--white collar and ordinary crimes--was esti

mat edt 0 be a t ,I e a s t $1 0 0 bill ion in 19 8 0 . The n ex per t est i -

mates" for some categories of economic crime suggest that a 

figure of $200 billion may not be unreasonable in 1983. The 

substantial direct cost of crime to business, government and 

institutions mandates the assets protection and loss preven

tion orientation of security programs. Crime is an infla

tionary factor in the eCQnomy--adding as much as 15% or more 

to the cost of goods paid by the consumer at the retail level. 

Numerous indirect costs have also been identified, not the 

least of which is the failure of small businesses due to 

crime-related losses. 

Recommendations 

• ~QUQmi~~ime In§~ Although in the aggregate, 
economic crime in the U.S. is a serious problem, very 
little is known about it, and government has even stop
ped trying to measure it. Establishment of ~ nonprofit 
Economic Crime Institute with federal and pr1vate fund
ing would provide a central ~ocus fo~ res~arch a~d 
demonstr.ation programs. Strateg1es for 1mprov1ng pub11c 
and private response to economic crime must be based 
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upon ,an accurate description of specific crime types in 
specific industry/institutional groups. The proposed 
Economic Crime Institute would have five primary fUnc
tions: 

(i) to standardize terminology and definitions, 

(2) to develop indices for measurement of economic 
crime and its true impact on the gross national 
product, 

(3) to encourage and coordinate crime loss data col
lection by trade and industry associations, 

(4) to fund research on the nature and perpetrators of 
economic crimes, and 

(5) to promote awareness of and countermeasures for 
economic crime through publications and seminars. 

• Goye rnm~nt MQJ1i to t lng of EcoIlomi£......C~im~ The U.S. De
partments of Commerce and Justice should take a leader
ship role to encourage monitoring and reporting of crime 
by organizations in the respective fields of all govern
ment agencies. Per iodic reports should be published on 
the overall impact of crime in specific industries and 
organizations and on specific crime topics. 

o Association Reporting Trade and industry associations 
should develop crime loss reporting surveys based on 
scientific sampling techniques which allow for 
extrapolation of data to all entities covered by a 
particular industry group. Industry associations should 
work together for standardization and acceptance of 
definitions and survey methodology. 

• Buslness/Economic Ctime Seminars Seminars on business/ 
economic crime should be sponsored jOintly by law en
forcement and private security to (1) develop ongoing 
relationships and responsibilities among public and 
private sector resources for more effective use of their 
combined resources, and (2) train law enforcement and 
security personnel in investigative techniques for com
plex forms of economic crime. 

• nl2llLN.it.ness/~nve§.t..i.g.stor Identlfication Once rela
tionships are formalized and responsibilities defined, 
specialized expertise in the private sector should be 
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identified which could assist both bus~ness and law 
enforcement in investigation and prosecut~on of specific 
types of economic crime. 

Future Research Needs 

• Economic Crj,me Indicators Indices s~oUld be ~eveloped 
for the measurement of economic cr~me and ~ts tr~e 
impact on the gross national prod~ct. up~ated est~
mat e s, bas e don pre vi 0 usc 0 S ,t 0 ~ c r ~ me stu d ~ e s, s ~ 0 wed 
that at an estimated $100 b111~on ~n 19~0, t~e d~rect 
costs of just two categories of econom~c cr~me would 
represent 3% of the GNP for business--equivalent to 
nearly 20% of retained ea:nings an~ about 28% of before: 
tax profits of business ~n the un~ted states. If gov 
ernment and business directed the same amount of conce:n 
to the impact of economic cri~e on th~ econ?my as ~t 
does to work force productiv~ty and ~nflat~on, then 
efforts to prevent and reduce crime in the workpl~ce 
would receive greater attention and be more e:ffect,~ve. 
wi th up to 15% or more added to consuz:ter reta~,l pr ~ce: 
to compensate for crime losses, bus~ness cr~me 1S 
major contributor to inflationary prices. 

14.2.2 Severity of Internal Theft in the workplace 

The national survey of security managers conducted during 

this project, and the data from other major studies confirm 

that theft by employees is the greatest single crime problem 

for organizations--from the lowest levels of the organization 

to the executive suites. Present deterrent strategies are 

insufficient to prevent many employees from stealing a wide 

range of material and monetar.y assets. A study of self

reporting of stealing bi 10,000 employees throughout the u.s. 

in various organization types found a correlation between 

lower levels of theft and clearly annunciated and enforced 

corporate policies against employee theft. 
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Recommendations 

• ~o{porgt~ PQli£~~2n-Busi~s Ethics and Crim~ Some 
research suggests that to be effective crime prevention 
strateg.ies must be devised in organizations which: (I) 
make a commitment by top management to minimize losses 
due to employee theft F (2) clearly convey this policy to 
employees, (3) apply sanctions uniformly when illicit 
activities occur, and (4) place corporate-level emphasis 
on evaluation of this program area. 

• ~ployee Awareness Program2 Organizations of all sizes 
and types shOUld develop and conduct employee security 
awareness programs that create among employees a pro
prietary interest in the assets of the company. When 
employees feel a personal responsioility for prevention 
and reduction of losses, the objectives of security 
programs can be more easily attained with greater ac
ceptance and cooperation by employees. Heightened em
ployee awareness of security can potentially offset the 
need for other security resources. 

In addition, employee awareness programs, like neighbor
hood crime prevention programs for the police, could 
have a substantial impact on crime in the workplace. 
Removing employee perceptions of theft from the work
place as being nfolk crime" could carry ovel into 
attitudes about crime in the nonwork environment. Em
ployee awareness programs could contribute to reduced 
levels of crime in the community, especially where most 
segments of a community work for a few large organiza
tions. Research and demonstration programs should be 
deSigned to test this hypothesis in a controlled envi
ronment, e.g., a small community with only a few major 
employers • 

14.2.3 Theft of Trade Secrets and Critical Technology 

A major function of private security in business and re

search organizations is to prevent theft of trade secrets and 

critical technology. Theft of proprietary information has 

been estimated to cost business $20 oillion a year. Foreign 

espionage of classified government information, unclassified 

but embargoed technological data and hardware, and proprietary 
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information of u.s. competitor companies has been estimated to 

be at its highest level since the beginning of the Cold War. 

The Soviet Union used U.S. technology to gain large margins 

over the u.s. in the production of most types of strategic 

weapons. Even with recent controls on exports of critical 

production technology andequipmenc, illegal shipments and 

thefts remain a problem. The most notable examples have been 

high-technology thefts of semiconductor chips, integrated 

circuits and other materials of American computer and elec-

tronics technology. 

Protection against these thefts and their tnvestigation 

require extensive cooperation between private security, law 

enforcement and other government agencies. nSting" operations 

and elaborate informant reward programs have been established 

to combat both the thefts and the reluctance of some companies 

to report thefts. This reluctance stems from fear of adverse 

effects on the company image, future security compromises, 

loss of business to a competitor, or loss of a classified 

defense contract. The u.s. Customs Service has established 

task forces to combat theft of critical technologies. Private 

security managers have formed groups to share information and 

to seek clope liaison with local law enforcement for penetra

tion of illegal distribution channels and fences for the 

stolen goods. However, it is not clear that needed informa

tion is exchanged freely among federal and local officials and 

private security managers. 
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Recommendation 

• ~itiCgl TechnQlQg~~§k Forc~~ Special task forces, 
such as the Cr i tical Technology Task Force established 
in 1982 in California's nSilicon Valley" area by the 
u.s. Attorney in San Francisco, are needed to stem the 
tide of high-technology thefts which affect both the 
national security and the ability of U.S. corporations 
to compete in world markets. Task force membership 
should include security and law enforcement managers and 
should provide a mechanism for sharing information. 

14.2.4 ~ 

Business facilities and executives experience nearly one

third of all terrorist attacks. The high visibility of busi

ness and its susceptibility to extortion and ransom demands 

have made the private sector a key target for financing ter

rorist operations. Terrorism is a major concern for many 

multinational businesses, firms involved in politically con

troversial fields, and firma which export thei~ goods to 

foreign countries. Public figures, industrialist families, 

institutions, and nuclear weapons, materials and power plants 

are also vulnerable to terror istic actions. Corporate secu-

r i ty counter-ter ror ism prog.cams include executive protection 

and crisi~ management planning, but there appears to be little 

counter-terrorism planning involving private security managers 

and local law en~Qrcement resources such as SWAT teams and 

intelligence units. Much of the terrorism and political risk 

assessment information obtained by business comes from well-

protected private sources. Information from Federal Govern-

ment agencies--beyond officially published documents--is 
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usually obtained through subr~ channels of communication 

dependent upon personal contacts. 

. Recommendations 

• ~ounter-~~rrQrism PrQgram~ Counter-terrorism programs 
have been largely the concern of major multinational 
companies, but there are many other organizations sus
ceptible to terroristic acts. They too should evaluate 
the need for counter-terrorism programs including the 
components of information gathering, political risk 
analysis, crisis management planning and executive pro
tection. 

• Crisis Management Planning CQoperatiQn Law enforcement 
agencies should be included in the crisis management 
planning activities of private organizations. Law en
forcement agencies can better evaluate the staffing, 
training, and planning of SWAT and hostage negotiation 
teams when they are more fully apprised of the threat 
potential and capabilities in the private sector in 
their communities. 

• Executive Protection PrQgram COQrdination Security di
rectors and managers should develop liaison procedures 
with local law enforcement agencies for protection of 
top corporate or organization officials. This liaison 
should include office and residence protection measures 
and liaison with state and local law enforcement agen
cies when travelling executives employ armed bodyguards. 

• ~lnt~r-T~rrQ~m-Inf2Lm~ion Shgring Both counter
terrorism programs in the private sector and empirical 
research on terrorism are hampered by a lack of access 
to government information on terrorism. The need for 
classifying so much of government's terrorism informa
tion base should be reevaluated. More formal channels 
of communication and information exchange should be 
estab~ished between the Federal Government and pr ivate 
securlty. 
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14.3 RESOLUTION OF CRIME AND THE PRIVATE JUSTICE SYSTEM 

14.3.1 Reporting of Crime by Private Security 

Both law enforcement and security agree that private secu

rity does a ngood jobn of reporting criminal incidents, but 

law enforcement perceives private security as reporting more 

crime to them than private security indicates that it does. 

Reporting of crime is rated one of the lowest priority func-

tions among twelve standard security functions, especially as 

rated by industrial and institutional security managers. UCR 

index crimes are generally reported directly to a law enforce-

rnent agency, but white-collar or economic crime is usually 

resolved through direct contact with a prosecutot or through 

other methods within the organization. For most of the latter 

cr imes, resolution through other methods is reported almost 

twice as frequently as resolution through a prosecutor; about 

half of the proprietary security manager survey respondents 

use other methods to resolve these crimes. Security managers 

report that the most frequently investigated crime in all 

sectors (industrial, commercial, institutional) is employee 

theft, and nearly one-half of the security managers report 

resolving these employee theft incidents within their own 

organization. 

14.3.2 Lack Qf PQlice InvQlvement in EconQrnic Crime 

Lack of local police involvement in economic crimes is not 

a source of major conflict between law enforcement and private 

security for several reasons: (1) these crimes are rated a 
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low-priority function by the police and are the least fre

quently investigated; (2) these cases are well developed by 

the time the police are notified, often relegating the police 

role to intermediaries or ninformation processors n between 

pr i vate secur i ty and the prosecutor; (3) local police have few 

investigative resources to devote to complex economic crime 

such as computer crime, embezzlement or industrial espionage~ 

and (4) secur i ty manager sa re mor e inter es ted in the deter

rent value of prosecution for other employees in the organiza

tion and often prefer to plea bargain directly with the prose

cutor. Several key variables determine the amount of police 

assistance sought for investigation and prosecution of eco-
, 

nomic cr ime: (1) size of the local secur i ty organization, (2) 
-

the prosecution policies and amount of investigative support 

of corporate security staff, (3) level of police investigative 

expertise and resources, and ~4) local prosecutor policies. 

Crime reporting and prosecution policies of. private security 

for some crimes (e.g., shoplifting, employee theft, and credit 

card and check fraud) can ~ignificantly impact policE calls 

for service and investigative and prosecutorial workloads. 

14.3.3 Ayoidance of the Criminal Justice system 

Criminal justice system objectives and procedures are 

often at odds with organizational concerns, resulting in many 

economic crimes being resolved within the organization. The 
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prosecution process sometimes can be as costly and time

consuming as the criminal incident itself. with legal suf

ficiency, trial sufficiency, and system efficiency policy ob

jectives, prosecutors may feel hampered by lack of resources, 

specific knowledge, and trial experience in the prosecution of 

economic crimes. A few bad experiences by businesses with 

these criminal justice realities may condition corporate legal 

counsel and security managers to forego prosecution except in 

the most flagrant circumstances. other reasons for lack of 

criminal justice system involvement include: (1) civil resti

tution is more effective at recovering the loss and may be 

more important than concerns for deterrence; (2) revealing 

significant losses can reflect unfavorably on management prac

tices; and (3) absorbing some losses without reporting them 

can sometimes be more cost effective, since insurance premium 

increases triggered by the loss can often exceed the value of 

the loss. 

Employee theft merits special attention, since it is the 

highest crime investigation priority of private security and 

is most frequently resolved outside of the public criminal 

justice system. Some judges and prosecutors view employee 

theft as an internal ncompany problem. n This viewpoint re

sults in an unsympathetic attitude toward sentencing or in 

encouragement of the company to pursue civil restitution 

rather than criminal prosecution. These policies are contrary 

to several studies which suggest that clearly stated and 
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ployee theft. One study noted lower levels of self-reporting 

of employee theft where apprehension rates were reported as 

being greater. Another study suggests that employee theft 

needs to be clearly communicated as stealing and as unaccept

able behavior in order to separate it from "folk crime" (i.e., 

similar to gambling and traffic offenses). No studies di

rectly correlate aggressive prosecution policies with reduced 

incidence of employee theft. However, if aggressive and suc

cessful prosecution policies formed the basis of effective 

employee theft deterrence programs, then increased use of the 

criminal justice system by organizations would have enormous 

implications for the workload of the police, prosecutors, and 

the courts. 

Recommendations 

• ~me Deterrence and Prosecution Policies Prosecution 
policies of organizations should be based empirically on 
their deterrent value for various types of crimes in the 
organization. If prosecutors were unilaterally to estab
lish uniform prosecution policies for certain statutory 
offenses, this could be counterproductive to effective 
deterrent strategies in different workplace environ
ments. If security dir.ectors were to unilaterally 
"dump" all or even an increased number of cases on the 
public criminal justice system, this could severely 
stretch already limited resources to the breaking point. 
Security managers, law enforcement executives and prose
cutors should construct a formal mechanism to discuss 
and evaluate public and private sector objectives and 
practices in prosecution of crime in the workplace, 
especially shoplifting, employee theft, management 
fraud, and check and credit card fraud. 
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Future Research Needs 

• ~.t.iID~~il.t.renc~~.ug Proggytioll~olicies In a given 
community, the involvement of public police and prose
cutors in economic crime in the workplace can vary 
widely. It is necessary to explore further the amount 
and policies of local criminal justice system (espe
cially the police) involvement, the size and resources 
of local security organizations, and the prosecution 
policies and investigative support of headquarters or 
corpora te security. 

• Deter.t.~1lt_~ue of Crimin~£.t.Qsecution Some studies 
noted relationships between lower incidents of employee 
theft and "apprehension rates~ and perceptions of ag
gressive prosecution policies. Further research is 
needed, however, to document the deterrent value of 
aggressive, moderate, or selective criminal prosecution 
and civil litigation policies for different crimes 
.across different organization types--especially for 
shoplifting and employee theft. 

14.3.4 Private Justice System 

When an external or internal theft occurs, the loss pre

vention orientation of the private sector focuses more on 

preventing and deterring future losses resulting from similar 

incidents than on the "offender" involved in the incident. In 

responding to and resolving the criminal behavior of em

ployees, organizations routinely choose options other than 

criminal prosecution, for example, suspension without pay, 

transfer, job reassignment, job redesign (elimination of some 

job duties), civil restitution, and dismissal. In some or

ganizations the available options are limited by collective 

bargaining agreements. 

While on the surface it appears that organizations can opt 

for less severe sanctions than would be imposed by the crim

inal justice system, in reality the or.'ganizational sanctions 
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may have greater impact on the employee-offender (e.g., loss 

of job, civil restitution, garnisheed wages). In addition, 

the private systems of criminal justice are not always subject 

to principles of exclusionary evidence, fairness, and de-

fendant rights which characterize the public criminal justice 

systems. The level of position, amount of power, and socio

economic standing of the employee in the company may greatly 

influence the formality and type of company sanctions. In 

general, private justice systems are characterized by informal 

negotiations and outcomes, and nonuniform standards and pro

cedures among organization and crime types. Little is known 

about the workings of such systems, the extent to which they 

influence private security resources and strategies, or their 

impact on police, private secur i ty, and public cr iminal j us

tice system relationships. 

Since employee the~t is the largest single crime problem 

in business and institutions and is resolved largely through 

private justice systems, private security removes a tremendous 

burden from the public cr.iminal justice system and contributes 

greatly to crime prevention, detection, and deterrence. If 

aggressive prosecution policies rather than private resolution 

could be demonstrated to have greater deterrent value and 

better serve the loss prevention goals of organizations, then 

the already strained police and criminal justice system re

sources would be seriously jeopardized. 
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Future Research Needs 

• A~lY..§..iLQ~.t:.~.tLJlg.§..t. i c ~-.S.y.,§,llm.§. Lit t 1 e is k now n 
~oou~ the dynam1cs, structure, and impact of private 
]Ust1ce systems except for their informal and nonuniform 
nature. Analysis should'be conducted: 

(1) to delineate the common characteristics by organi
zation type and environment; 

(2) to isolate the crimes most frequently resolved; 

(3) to assess the types and amount of unreported crime 
in organizations; 

(4) to quantify the redirection of public criminal 
justice system workload, 

(5) to evaluate standards of fairness; 

(6) to document the contribution or influence of pri
vate justice systems on crime deterrence and loss 
prevention goals of the organization and the com
munity; and 

(7) to exami,ne t~e impact of p,rivate justice systems 
on relat10nsh1ps between pr1vate security and each 
of the m,ajor cr iminal justice components--police, 
prosecut1on, courts, and corrections. 
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14.4 PROTECTIVE ROLES AND FUNCTIONS 

14.4.1 Role Orientation 

Public law enforcement has become identified with the 

societal mission or role of prevention and control of crime. 

While some functions of law enforcement are shared by private 

security, the general role orientation of private security is 

proactive assets protection and loss prevention for organiza

tions. Proprietary and contract security managers strongly 

agree on the highest priorities for security functions and 

activities, and law enforcement executives accurately perceive 

this crime prevention mission. with the exception of shop

lifting emphasis in retailing, crime investigation is ranked 

by private security in the lower half of priorities among 

twelve functions. Crime reporting and arrest and prosecution 

are among the three least important functions. 

Despite police stereotypes ~f contract security guards as 

nrent-a-cops" trying to perform police functions, self-rating 

of job tasks by all types of security employees indicates 

that most security employees do not perform tasks similar to 

police officers. Distinctions in job tasks become less clear 

when security employees are granted special police officer 

status. Police officers in the case study sites did not feel 

threatened by the increased use of private security--their 

services were perceived neither as similar to law enforcement 

services nor as competitive with law enforcement. Officers 

supported the "vacuum" and "interest" theories of pri~ate 

security, i.e., even though private security fills gaps left 
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by reduced public resources, private security is merely pro

tecting private interests that otherwise would go unpro

tectedo Senior executives of major national and regional 

contract security companies strongly subscribed to this posi-

tiono 

14.4.2 Private Se~urity Contribution to Crime Prevention and 
Control 

Research material presented in this project demonstrates 

the complex and far-reaching scope of private security pro

grams in business, industry and institutions and the utiliza

tion and growth of a broad range of purchased secur i ty goods 

and services. Based on the sheer preponderance of evidence 

presented, it is clear that private security makes a sizable 

contribution to crime prevention and control. Crime, however, 

is just a part of a broad range of threats addressed by the 

loss prevention programs of private security, including fires, 

accidents, information security, materials movement, etc. Law 

enforcement has become increasingly aware of the presence of 

private security, but the substantial impact of proprietary 

and contract security on the overall safety and security of 

their communities has not been fully recognized by law en

forcement administrators or operational personnel. Law en

forcement executives rate the overall contribution of private 

security and the reduction of direct dollar crime losses by 

private security as only somewhat effectiv~ They see private 

security's contribution to reducing the volume of crime, 

apprehending criminal suspects, and maintaining order as 
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ineffective. These assessments are influenced to a great 

extent by law enforcement's poor ratings of private security 

f f Law enforcement's low opinion of in ten areas 0 per orruance. 

private security in most areas is perceived accurately by 

private security managers and employees: less than one-fourth 

of security employees think police officers view them as even 

performing a valuable service. 

One major contribution of security personnel is their 

integral part in assets protection and loss prevention pro

grams which sustain the viability and profitability of com-

panies. In manufacturing, for example, guards prevent goods 

1 f f ;res and other forms of loss which from being sto en, rom ... 

affect the profitability of the company. Guards also protect 

raw materials, precious metals, production machinery and pro

prietary information--all of Which have a direct bearing on 

the ability of the company to produce new goods at a profit. 

Private security personnel thus stimulate the economy. 

14.4.3 Shift to Private Protection Resources 

The origins of modern policing have their roots in private 

policing or security initiatives of the early 19th century 

when there were few paid police compared to thousands of 

watchmen. The societal mission or role of prevention and 

control of crime gr~dually became associated with public law 

enforcement. The growth of modern policing and its expansion 
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through the 1960's resulted from the redistribution of pri-

vate property protection responsibilities to the public 

sector. 

The current research documents a stabilization, and often 

a decline, of public law enforcement resources in recent years 

and simultaneously notes the growth of all segments of both 

proprietary and contract security. Some law enforcement ad-

ministrators recognize the dramatic growth of private security 

in the past decade, but seem to feel that this growth is a 

result of the failure of law enforcement and criminal justice 

to do its job. In other words, if law enforcement were g~ven 

adequate resoucces, there would be no need for widespread use 

of private security. Instead, these law enforceml~nt execu

tives see an erosion of their "turf" to private security. 

Hallcrest views the recent de~line in law enforcement re

sources, increased use of priva-te security, and increased cit

izen involvement in crime prevention programs as signs of a 

return (a century later) of the primary responsibility for 

protection to the private sector. 

The private sector will begin bearing more of the burden 

for crime prevention, while law enforcement will narrow the 

focus of police services to crime control. Thus, we view law 

enforcement as assuming an increasingly reactive role even as 

it has expanded crime prevention programs in recent years. 

Hard economic reali~ies and strained property tax bases will 

force law enforcement agencies to seek alternative ways to 
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reduce their workloadso The traditionally proactive orienta

tion of private security is well suited to assuming the non-

crime-related police workload. In this research project, 

proprietary and contract security managers indicate a willing-

ness to accept more responsibility for criminal incidents 

occurring on property being protected by them, e.g., burglar 

alarm ~esponse, completion of misdemeanor incident reports, 

and preliminary investigation. In general, law enforcement 

administrators are open to discussing the transfer of re-
. 

sponsibility for criminal incidents occurring on prop~rty 

protected by private security, and also identified a number of 

police tasks as "potentially more cost effectively performed 

by private security." Contract security companies have ex

pressed an interest in contracting for these non-crime-related 

police services, e.g., public building security, parking en

forcement, and court security. Many of the activities were 

listed as potential areas of business growth in the next five 

years by national and regional contract security firms; some 

firms currently perform some of the candidate activitie~. 

Smaller law enforcement agencies most affected by budget 

cuts and departments noting a decline or stabilization of 

resources are most receptive to transfer of police activities. 

Industry (which is frequently located in smaller communities 

with limited public safety services) may be willing to ;lay a 

greater role in protection of its facilities, especially if 

tax relief (property or corporate) is involved. The greatest 

law enforcement interest is in transfer of burglar .larm 
k' 
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response: nearly 70% of large police and sheriffs' departments 

in jurisdictions of over 500,000 population wish to be re-

liev~d of the ~false alarm burden" on police workload. 

It is clear that law enforcement workload could be sig

nificantly reduced--and redirected more toward "street" 

crime--and that the dynamics and structure of protective ser

vices delivery would be greatly changed by a realignment of 

public and private protection responsibilities. As long as 

law enforcement maintains the posture that they should bear 

the primary burden for prote9tion of the community, then 

creative alternative solutions will be limited in the midst of 

dwindling public resources. 

Rec:ommendations 

• strategic Planning for Transfer of Selected.Police Ac
~ ities and ContractiOS-2f-BQncrime PQlice S~~~ 
tQ Private Securi~ The interests of the public may be 
best served through constructive dialoqlJe and creative 
planning by law enforcement and private security to 
facilitate transfer of minor criminal incident responSi
bility and contracting of certain noncrime activities. 
Energy wasted on debating the quality, performance and 
contribution of private security could be better util
ized to identify areas for contracting out, to research 
required legal mechanisms, and to develop tightly pre
scribed contract specifications of performance. The 
dynamics of supply and demand in the marketplace will 
produce a sufficient number of qualified firms, inde
pendent of any stimulus from regulation or licensing. 

Tb~s research effort has indicated that some private 
secarity personnel currently have salaries comparable 
to some police officers as well as substantial training 
and experience. Contract security company business 
practices and standards for security personnel would be 
a paramount issue in the consideration of these alterna
tives by government. 
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• Alternative Policing Arrangements in Community 
~ 1 a nnin~ng--.O~~Q12mM.t--.£.t:Q~ES~.§ I n add i t i on to the 
transfer of responsibility for minor criminal activity 
on private property to private security, a broader range 
of linkages of private security and police services 
should be explored. Well-defined and homogeneous com
mercial and industrial districts and residential de
velopments, developers, property owners and residents 
should have an opportunity to "broker" the mix of pro-, 
tective services which bests suits their protection 
needs and ability to pay. Private patrol services, for 
example, might be permitted to respond to certain citi
zen calls for service that were routed to the security 
officer through the technical support of the police 
communications center. 

Similar support might be provided to a volunteer citizen 
patrol trained and supervised by an area or zone police 
supervisor. Police administrators, themselves, might 
become "brokers" of policing service throughout the 
community, negotiating a variety (:,'f public and private 
protective arrangements in differeht areas of the com
munity on a cost-effective basis. These efforts could 
be a logical extension of the progress of many law 
enforcement agencies in securing community involvement 
in the crime prevention process through Neighborhood 
watch and Citizen Alert groups. 

• folice Involvement in Community Growth P~nning While 
the fire services component of public safety has a long 
record of proactive involvement in the zoning anu sub
division approval process of local government, law en
forcement agencies have traditionally had little in
volvement in these processes. police planners, crime 
prevention personnel and experienced security con
sultants could contribute to the review process of city 
and county planning and zoning department.c. These ac
tivities would include recommending Crime Prevention 
Through Environmental Design (CPTED) concepts for indi
vidual buildings and small subdivisions, and examining 
larger developments for potential impacts on police 
services and needs for private security human and tech
nological resources. This is done presently in some 
departments on a limited scale. 

The concept envisioned here, however, would also in
clude (1) imposition of certain standards (e.g., requir
ing monitored alarm services and/or private security 
patrols for certain densities and types of commercial 
developments) (2) integrating secL1rity and police ser
vices in planned urban developments (PUD), and (3) fa
cilitating special assessment or taxing districts with 
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needs for greater or lesser levels of police services 
for funding both police and security services at desired 
levels. 

• S12~£isl--.£olice Qf~i~~status of frivate Security with 
special police officer status, a majority of minor crim
inal incidents can be resolved by security personnel 
prior to police involvement. Establishment of pre
emptive state statutes on special police officer powers 
would allow standardized training and certification 
requirements to be developed, thus assuring uniformity 
and precluding arbitrary use of special police and depu
tization powers for security personnel. 

In the Baltimore case study site v many of the retailers 
and some of the industrial security operations opted to 
have certain of their secur ity personnel designated as 
special police officers. The State of New York has a 
similar provision (for proprietary security only) and 
requires the security personnel to complete an approved 
training curriculum. In New York City, for example, 
some retailers utilize a 35-hour SPO training program 
sponsored by the Secur.ity Management Institute of John 
Jay College of Criminal Justice. Police officers no 
longer have to perform tasks of apprehension, pr isoner 
transport, report writing, evidence preservation and 
court testimony for the large volume of shoplifting, 
trespassing, vandalism and other criminal offenses 
against these major retailers who use SPO's. 

In such situations, the private business, rather than 
the general public, would bear the expense for certain 
police services required on its property. 

• Local and Federal Security EX12~i~~~x CreQit~ To 
enhance national crime prevention efforts, continued 
efforts should be directed toward enactment of a federal 
tax credit for certain security expenditures. One of 
the recent attempts at federal legislation, cited in 
this research, made provision for a direct offset to 
taxes similar to the energy tax credit. If, in fact, 
there is validity to the crime prevention literature 
supplied to the public and the deterrent capabilities of 
certain security technology (e.g., alarm systems, then 
investments in security hardware in time could result in 
reduced police workload. Unless the tax credit was at 
least $500, there is not much incentive to purchase 
reliable and sophisticated alarm systems or locking 
systems. On the other hand, if the tax credit is too 
low it could encourage the purchase of systems i1l
suited for particular security applications, and this, 
in turn, could exacerbate the false alarm problem. 
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Efforts should also be directed at the state and local 
level to reduce corporate and property tax for signifi
can t expenditures on secur i ty goods and services which 
offset the need for additional police services. within 
the context of alternative policing arrangements dis
cussed above, companies and organizations should have 
the opportunity to broker a specified level of public 
and private services with which it is satisfied. If 
the alternative arrangement reduces the cost for and 
burden on public policE, then some offset to taxes 
should be allowed • 

• Activities Requiring Police Authorit2 While studies on 
police workload have consistently shown that about 80% 
of police work is non-crime-related, there has never 
been an empirical examination of which police activities 
actually require the sworn authority of a police officer 
with his/her accompanying levels of training and skill. 
with local budgetary constraints forcing many law en
forcement executives to practice "cut-back management" 
and make hard choices about the types and levels of 
service to be provided, attention should be focused on 
defining nonessential tasks-- especially with private 
security as a viable alternative for many non-crime
related tasks. The greatest improvement in police re
source efficiency will occur when sworn personnel are 
performing only those activities which they are uniquely 
qualified to perform or which could not be performed on 
a lower unit cost basis by the private sector with 
the same level of community satisfaction • 

• Alternative Modes of Policing An assessment should be 
made of (1) the basic police services the public is 
willing to support financially, (2) the types of police 
tasks/ activities most acceptable to police adminis
trators and the public for transfer to the private 
sector, and (3) which tasks/activities might be per
formed on a lower unit cost basis by the private sector 
with the same level of community satisfaction. An 
analysis should then be conducted of the organiza
tional, environmental and legal dynamics of public and 
private linkages in community protection. The alterna
tive modes or linkages with public police services 
should include, but not be limited to, contract secu
rity, proprietary security forces, contracts for limited 
police services, use of special police officer status, 
private developer and property management companies, 
and residential, neighborhood and citizen associations. 
For the latter group, the variables of "self-help" pro
grams may help identify the key determinants of public 
willingness to assume greater responsibility for their 
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own protection by undertaking traditional policing 
t':lSKS. Relationships between cost, quali ty and effec
tlveness need to be explored for various activities and 
services and alternative delivery modes. Points of 
resistance by law enforcement administrators, government 
officials, private business and organizations and citi
zens also need to be examined. 
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14.5 PRIVATE SECTOR PROTECTIVE RESOURCES 

1405.1 Size and Growth of Private Security 

Ea r 1 i e r Bur eau of Labor stat ist ics (BLS) and Rand report 

data projected that public sector police personnel resources 

would grow much more rapidly than private sector security 

employment through the 1970's. Yet, law enforcement personnel 

and expenditures stabilized and, in some cases, declined 

toward the end of the decade. BLS and Rand trendline projec-

tions estimated a ratio of public sector protection to private 

sector of 2.19 to 1 for 1975. By 1980, total private security 

employment, measured largely by just guard positions, exceeded 

the total 580,428 sworn positions in public law enforcement in 

f eder al , state, and local gove rnmen t. (Ha llc r es t a Iso es·t i

mated a ratio of total private protection spending to police 

protection of 1.33 to 1 in 1980.) Although the growth of 

private security has been reported as a more recent phenom

enon, employment and expenditure data reveal that private 

security personnel since the 1950's have outnumbered law 

enforcement. 

public police growth accompanied the suburban sprawl and 

urban crime rates of the 1960's and was assisted by LEAA 

funding. Annual police growth rates of 11 to 15% cc~tinued 

until about 1976 when the rate of increase markedly slowed 

down. After this point in time, one-third of law enforcement 

agencies reported decreases in sworn personnel in the Hall

crest national survey. Nearly 90% of proprietary security 

directors reported budget increases over the five year period 
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1977 to 1981, with just over one-half reporting double-digit 

increases. Similarly, over one-half of local and central 

station alarm firms and contract guard firms (100+ employees) 

reported annual revenue increases of greater than 15%. 

Private protection resources exceed those of public police 

protection in both expenditures and employment. The most 

rapid growth for private security appears to have occurred in 

the last five to seven years, even in the midst of a general 

recession in the economy. This increase in private protective 

measures corresponds with the apparent decline or stabiliza

tion of public protection resources. 

Total expenditures for private security have been esti

mated at $22 billion in 1980; a $14 billion expenditure in 

1979 occurred for federal, state, and local law enforcement. 

Hallcrest conservatively projects manufacturer value of ship

ments for security-related pro~ucts and revenues for security 

services to reach $15 to $20 billion by 1985. Robust rates of 

growth are projected for most security products and services. 

One market research report p~edicted revenues of $53 billion 

in 1995. 

Major categories of security products and services in

clude: (1) protectiye~~YiQ~~; guards and investigations, 

alarm, and armored car services, (2) g~~~~n~~YiRm~n~; 

safes, vaults, locking devices, electronic access control, 

data encryption devices, and security fencing and lighting, 
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(3) monitoring and detection equipment; intrusion alarm sys

tems, closed circuit television, and electronic article sur-

veillance, and (4) fire detection and control equipment; , fire 

alarm and automatic sprinkler systems, fire extinguishers and 

smoke detectors. 

Inclusion of fire detection and control equipment empha-

sizes the assets protection or ientation of pr i vate secur i tYi 

however, exclusion of this equipment from expenditure data 

would still result in total expenditures far greater than 

public police protection. In addition, many protective ser-

vices and products cannot be forecasted (largely due to un

available standard Industrial Classifications), such as: in-

stallation and service revenue of thousands of alarm com-

panies, surveillance and counter-surveillance equipment, per-

sonal protection devices (e.g., chemical and electronic repel-

lants) and security consulting services. 

Private security involves a broad range of position clas

sifications and occupational groups of persons engaged in the 

tasks of guarding, investigating, transporting, inspecting, 

surveillance, and installing, monitoring and servicing protec-

tive products. Collectively, this group of persons would 

constitute the private protection labor force in America. The 

Private Security Task Force (PSTF) in 1976 characterized this 

labor force as a massive but untapped crime-fighting resource. 
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viithin just six years, Hallc'rest found more firms and em

ployees in just a few populous states than the PSTF found in 

over 30 states with state government regulation of private 

security. 

Hallcrest estimates total U.S. employment in private secu-

rity in 1982 at 1,100,000 persons, excluding Federal Gov-

ernment civil and military security workers. Proprietary or 

in-house security employment is estimated at 449,000, and em

ployees of contract security firms are estimated to number 

641,000. These estimates are conservative, especially in pro

pr ietary secur i ty; thus, total employmen t could be as much as 

15% larger, or 1.25 million. We conclude from these estimates 

that private protection resources significantly outnumber 

combined local, state and federal sworn law enforcement 

personnel and non-military government employed guards by a 

ratio of nearly 2 to 1. BLS projects overall employment 

growth in public sector protection positions to be less than 

2.5% annually. In sharp contrast, BLS project~ a one-third 

increase in total private sector "protective worker positions" 

(i.e., operational positions only) from 1980 to 1990. In the 

aggregate, if the trend continues, BLS forecasts about 215,000 

new protective workers to be employed in the private sector by 

1990. 

The past and anticipated growth of private security ~as 

documented oy using several traditional indicators, including 

expenditure and revenue data, employment and numoer and value 
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of shipments of security products by original equipment manu-

facturers. Three other key indicators also reflected the 

growth of private security: (1) the entry and growth of new 

firms, (2) the strong performance of the major publicly held 

security firms; and (3) the recent acquisition of major secu

rity firms by Fortune 500 companies. 

Several observations imp&ct assumptions of security indus-

try size and gro';.;th. First, definitional problems notwith

standing, trendline projections and market researcb reports 

have in many cases been in close agreement when standard 

Industrial Classification Codes (SIC) have Deen available for 

comparison. Second, considerable allowance should be made in 

"projecting up" to even a 1985 total for revenues and value of 

shipments because of methodological problems in comparing 

available market research reports with each other and with 

Department of Commerce and Census Bureau data. These problems 

include inconsistent grouping of products among the various 

reports, failure to use availaDle SIC codes, aDsence of cita

tions and source references, and the application of inconsis-

tent growth rates. Third, the many var ieties of continually 

growing security products and services are not, ana perhaps 

cannot, be tracked and validated through SIC reporting. 

Fourth, several clearly identifiable classes of security per

sonnel are not monitored by BLS employment statistics. For 

example, armored car and alarm company personnel and security 

management positions in private security do not have readily 

agreed upon job titles like accountants, engineers, etc. 
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Recommendations 

• ££iv£i~_Eg~g£itY_Eg~g££~h_~n~ti~gt~ Perhaps combined 
with the previously recommended Economic Cr ime' Insti
tute, private sector resources have great potential to 
offset public police protection expenditures and also 
increase their effectiveness through advances in secu
rity technology. A nonprofit Private Security Research 
Institute should be established to monitor the growth 
and trends in private protection resources and tech
no logy. The prev iously recommended Economic Cr ime In
stitute and the Private Security Research Institute 
could be the same entity, supported by federal and 
private funding and by the major nationaJ security
rela ted associations. An independen t research insti tute 
could also De a focal point for development of 

(1) security standards and measures of 
effectiveness, 

(2) methods to evaluate new security measures and 
technologies, 

(3) technology transfer to pUDlic law enforcement 
applications and 

(4) research and demonstration programs in security 
strategies and technologies and in cooperative 
utilization of public and private protection 
resources. 

• StanQ££Q_lngg~t~i£l~~assifications for Security Mea
suring or monitoring the growth of trends in private 
security would be greatly facilitated by establishing 
standard industrial classifications for security-related 
products and services. These SIC codes could also as
sist law enforcement. For exaiPple, increases in the 
manufacture or importation of surveillance and counter
surveillance equipment could be monitored for potential 
illegal use. 

14.5.2 Theories of Private Securitv Growth 

We reviewed a number of theories offered to explain the 

growth of private security. One simplistic theory holds that 

crime increases as unemployment increases, and thus private 
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security expenditures increase to control losses from in

creased crime. The ~complementary view~ suggests that private 

security services merely complement or supplement police ser

vices'in the community. The "competitive view~ sees the only 

differences between police and private security as the degree 

of legal authority exercised, not the services offered. Simi-

larly, the "vacuum theory~ describes private security as 

filling a vacuum created by the reduced ability of police to 

provide services--i.e., that private security exists only due 

to a shortage of public police. The "interest group view" 

says private security protects things that otherwise would 00 
oJ 

unprotected. 

In the Hallcrest national and site surveys, security man

agers and police officers reject the competitive view, even 

though some police express concern that private security is 

eroding the scope of police services. Both groups supported 

the "vacuum theory" and "interest group view." Additionally, 

top security executives did not see the growth of their firm's 

services as directly related to citizen dissatisfaction with 

police services or lack of confidence in the police. 

While we view the "fiscal crises of the state" as a con

triouting factor to the growth of private security in recent 

years, the vacuum theory by itself is too simplistic an ex-· 

planation of more fundamental changes that have Deen occur-

ring. Hallcrest believes that three interrelated factors 

largely explain the employment and expenditure shift from 

private to puclic protective resources after 1930 and the 
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current expansion of private security in the midst of reduced 

or stabilized growth for public protection: (1) heightened 

fear (real or perceived) of crime, (2) more crime in the work 

environment, and (3) greater awareness and use of self-help 

protective measures, especially private security products and 

services. These trends have resulted iD widespread use of 

private security for protection of private property. 

Previously, we noted a shift of the primary responsibility 

for protection cack to the private sector. We tend to support 

the position of the Canadian researchers, Shearing and Sten-

ning (1981): large private property holdings and increased 

corporate emphasis on security have resulted in the private 

streets and enclosed areas of large industrial, commercial and 

residential developments primarily being protected priva~ely, 

whereas public areas are protected by public police. 

14.5.3 Key Demand Forces 

The previous section briefly discussed several theories on 

the growth of private security in the past decade. The key 

demand forces that accelerated growth in the late 1970's will 

continue to provide growth in the 1980's: the prevalence and 

fear of crime; declining public law enforcement resources; and 

private protective initiatives of iDdividual citizens, 

neighoorhoods, businesses, and institutions. The single 

greatest demand factor influencing growth will be the ability 

of puolic resour~es (1) to recognize that a fundamental shift 

of protective resources from the public to the private sector 
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has occurred, and (2) to forge new operational relationships 

and mechanisms for protection of communi ties. These initia-

tives will affect relative rates of expenditures between pub

lic and private sectors, contractual and proprietary security, 

and technology and human services. 

A second major demand factor will be rapid changes in 

technology and 10wer end-user prices for many security prod

ucts, thus making many more protective devices available to 

the mass consumer market. Examples of technology impact in-

clude robotics, "smart" sensor devices in alarm systems, and 

the application of emerging thermal optics, laser, microwave 

and digital technologies to closed-circuit television (CCTV). 

One major effect of technology will be thc replacement of 

human services with monitoring and detection equipment that 

has greacer capaoilities. A third major demand force will be 

the extent of sUbstitution of contract guards for proprietary 

guards and the amount of contracting out c~ non-crime-related 

police services to c;mtract sel:urity firms. 

14.5.4 Growth Trends By Cat~gory and Mark~eament 

Monitoring_~nd_d~t~£tiQfi-~~~i£m~nt appears to be the 

strongest performing sector to 1985. Particularly high rates 

of growth are indicated for intrusion alarm s'ystems, elec

tronic article surveillance devices, and closed circuit tele

vision (CCTV), while direct-connect intrusion alarms to police 
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departments will decline sharply. Some of the major forces. 

expected to support the growth of this category are: 

• computer-based systems integrating pro
tection, energy, and facilities manage
ment; 

g insurance incentives (premium reduc
tions/discounts) ; 

• security expenditure tax credits; 

• high inventcry shrinkage rates; 

• increased residential security market 
penetration; 

• increased use of computerized central 
monitoring services for local alarms; 

5 limited police response to alarm sys
tems; 

• general budgetary and manpower con
straints on public law enforceIDent. 

Deterrent equi12m~, like monitoring and detec:tion equip

ment, will benefit in the shift from the human security ser-

vices to electronic/automated security systems. Yet, the 

highest technology areas--electronic access control and data 

encryption units for computer security systems--appear to be 

extremely high potential growth areas. Electronic access 

control, especially, has been experiencing extremely favorable 

growth rates. Fixe9 security eguipm~nt, with the exception of 

security fenCing, indicate relatively lackluster growth rates, 

particularly when inflation rates are Qonsidered. 

protective services growth lags the technology categories, 

in part because of technological displacement of guards, 
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Guard and investigative services will still continue to ex-

perience growth due to increased conversion from in-house to 

contract guards, declining public police resources, and the 

considerable potential for contracting out of some traditional 

law enforcement activities. 

The traditionally strong industrial, transportation and 

institutional markets will be outpaced in growth rates to 1985 

by consumer (residential), commercial! and financial markets. 

General consumer or residential markets will experience the 

largest growth rates. Greater use of alarm systems, expanding 

residential security patrols l and the puolic's rising concer'L1 

for security appear to be the major supporting demand forces. 

Commercial and financial marKets will oenefit from integrated 

secur i ty systems, highe r inc idence 0 freta il bus iness cr iITIe, 

electronic funds transfer and automated banking, insurance 

premium incentives, regulation, and increased sophistication 

of security equipment. 
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14.5.5 Proprietary Security 

14.5.5.1 Security in the Organization 

In organizations, security programs formalize the protec

tion of assets and the prevention of loss so that the organi

zation can operate in a more secure environment. In addition 

to the losses from internal and external theft and fraud, 

losses are also incurred by vandalism, waste, accidents, fire 

and natural disasters. In business, security programs are not 

oriented only toward crime prevention; they also directly 

relate to the profit retainil1g function. The effective pro

tection of assets can minimize the losses to a business thus 

increasing net profits. Other motives for establishment of 

security programs in organizations emanate from legal con

~iderations and government ruandate. 

Organizations establish proprietary security programs on 

the basis of the Constitutional, common law or statutory right 

of citizens to protect their property. These rights allow one 

to contract with others for the provision of security services 

and products. Contract law governs relationships between 

organizations and contract security firms. Other legal con

siderations for establishing security programs are an emerging 

body of case law that has held organizations liable for the 

provision of reasonable protection from harm for employees and 

members of the public when on their property. Some organiza

tions are mandated by Federal Government legislation to under

take certain security measures. The ~efense Industrial Secu

rity Program, for example, involves nearly 12,000 "cleared 
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facilities" and approxLnately 1..2 million cleared employees 

who are engaged in classified work for 26 Federal Government 

agencies. The Nuclear Regulatory Commission also mandates 

security guidelines for nuclear power plants and facilities 

using strategic nuclear material. The Federal Government 

itself operates the largest proprietary security program in 

the United states, with about 18,000 employees directly en

gaged as guards and special police officers at the many 

federal ouildings 1 facilities and agencies. Concurrently, the 

Federal Government is perhaps the largest single user of 

contractual security services. 

security directors are often involved in overall organiza-

tional planning and thus frequently report to the top manage

ment of organizations including the chief executive officer or 
I 

other senior executives. In this position, corporate security 

directors have the authority to set security policy consistent 

with overall organizational oojectives and to ensure adherence 

to security program measures. In the Hallcrest national sur-

vey of proprietary security ma~agers (varying from facility 

security managers to corpo;tate security directors), 46% of the 

security managers reported to a vice president or higher 

official in the organization, with over one-half of all re

spondents reporting to a corporate officer. In the commercial 

and industrial sectors, security managers with security re

sponsioility for the entire organiz;'~:',ion most freguently re

ported to the president, executive vice president, or a vice 

president. It may oe that the security function eventually 
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will be placed within the larger context of "risk management" 

which encompasses the functions of safety, security, insurance 

and fire protection. This approach brings together a variety 

of disciplines within the organization to focus on the central 

task of reducing losses. 

14.5.5.2 Security Expenditures 

The amount spent by the private sector for assets protec

tion a.nd loss prevention is not known precisely but is gen

erally believed to be significantly higher than public police 

expenditures. The Hallcrest national survey sa~ple of 676 

proprietary security managers, at all levels of organizations, 

represented in the aggregate about $475 million in annual 

security expenditures to protect $250 billion in assets situ

ated in over 20,000 separate locations and at 25,000 separate 

facilities. These expenditures may be a gross underestimate 

of the total amount of security expenditures in many large 

organizations, due to the vast amount of decentralization of 

operating units, facilities and budgets. The security man

ager's budget often does not include items that are indeed 

security expenditures, e.g., locks, safes, f~~~es, alarms, 

CCTV, guard and armored car service. Often slH:h expenses are 

allocated to a number of separate profit centers in the com

pany, while large expenditures for security technology are 

often found in capital budgets. Interviews with corporate 
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security directors for a few major u.s. multinational corpor

ations disclosed world-wide annual security expenditures (in

cluding capital expenditures) in excess of $100 million. 

Local facility security managers in the Hallcrest sample 

are responsible for protecting $30 million in assets with 

annual security budgets of $250,000, according to median dol

lar values for all business sectors in the national survey 

data. Corporate security directors are often responsible for 

several hundred million dollars of national and international 

assets of the corporation and security budgets in excess of 

one million dollars. The "local" security manager in a com

munity, then, often has responsibility for security operations 

beyond the local community and may control hundreds of thou

sands or millions of dollars in security expenditures. It is 

conceivable that, in the aggregate, business, industry and in

stitutions in many co~munities spend far more for protection 

than the local police and sheriff's departments expend. 

14.5.5.3 Security Program Components 

The major components of security programs are physical 

security, information security and personnel security. Secu

rity guards are the most visible aspect of security programs, 

but technological devices are the most widely used security 

measures. On the basis of survey data, the three most fre

quently used are: (1) burglar and fire alarm systems, (2) 

safes, vaults and other fixed security equipment, and (3) 
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closed circuit television. A clear majority of programs main

tain investigators on their security staffs, and one-half of 

commercial security programs report use of undercover opera

tives. Due primarily to perceived cost savings, there has 

been a trend toward greater use of contract rather than pro

prietary guards and "hybrid" arrangements utilizing both pro

prietary and contract security personnel. 

Although security budgets are often expressed as a 

percentage of sales or assets, security program performance is 

rarely measured in relation to corporate profits. Few empiri

cal measures of program effectiveness were found in the 

literature and site study work. 

Information security has been emphasized in security pro

grams oecause of the increased reliance placed on computer 

information and the transmission of information through inter

office and public mail, telephone, microwave and facsimile 

transmission. Electronic "sweeps" are made routinely in some 

corporate and defense environments to detect eavesdropping 

equipment. Protection of classified, marl<eting, product 

development, and research data is a major concern for many 

organizations. Increasing attention has oeen directed to the 

h~tential for theft of "critical high technology" essential to 

main tenance of U.S. techO'Cllog ical super ior i ty in weapons and 

defense-related systems. 

Security programs orten support other elements within an 

organiza tiol1; for example, in the employee screening process 
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verifying the oackground of applicants is fre~uently a secu-

r i ty function. In addition to background investigations, 

organizations have increasingly used "paper and pencil" psy-

chological profile and honesty testing, polygraph tests and 

psychological stress evaluations (PSE). The polygraph and PSE 

examinations have met resistance through restrictive state 

legislation, out one survey shows that security directors and 

corporate executives feel these are effective employee 

screening techni~ues. Access to cr iminal history record in-

formation (CHRI) has also been restricted oy ooth the state 

and federal governments. The 1981 one-year FBI moratorium on 

fingerprint application processing for noncriminal justice 

agencies adversely affected industries in sensitive areas that 

demand honesty and no criminal record as joo requ~sities. 

Protection of key corporate executives has become an in-

tegral part of personnel security in many major corporations. 

Companies with international ousiness interests are also con-

cerned with seizure of assets, currency inconvertaDility,. and 

interference with contractual performance in their foreign 

opera tions. A growing numDer of corporations are hiring po-

litical risk analysts to periodically examino risk situations 

aoroad. Most executive concerns for safety are related to the 

degree of corporate involvement with countries where U.S. 

ousiness persons have Deen attacKed by activist and terrorist 

groups. The Figg'ie Recort, Part II, however, found that four 

out of ten corporate executives of Fortune 1000 companies are 

concerned aoout the prospect of ~idnapping for the~selves, 
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their families or ousiness associatE:s. Larger organizations 

frequently estaolish executive protection programs and prepare 

ncr isis managemen t" plans. These programs should be closely 

coordinated with law en,forcement agencies in the event of a 

coercive threat or act against the company or its top 

officials. Kidnap/ransom coverage for key executives has oeen 

reported to Oe one of the fastest growing segments of the 

insurance industry. 

Personnel security programs also empnasize employee secu-

rity awareness qy attempting to persuade employees to feel a 

personal responsioility for prevention and reduction of los

ses. In some cases these programs provide a source of crime 

reporting to local police agencies. studies have indicated 

that organizations with clear policies against theft and 

strong internal controls experience less theft. studies als~ 

show that the employee attitudes toward criminal activity are 

established by directives from and styles of top corporate 

man age men t • In 0 n est u d y, r e t.i red mid d 1 e man age r s 0 f m a j 0 r 

corporations felt that government regulation was needed to 

discourage such crimes as oribery, fraud, price fixing and 

other illegal and unethical ousiness practices. 

Recomr~endations 

• ~m12.J..~gg __ .s.~£.l:!.t..i.t.:t_Awareness for Small Business Lar3er 
companies usually understand that internal theft can 
quickly dissipate profit.s and, thus, are mor~ li~ely to 
establish employee security awareness programs. Nhen 
companies encourage (1) employee concern aoout secur i ty 
and (2) reporting of suspicious activity, it helps re
move oeer oressure and, social stigma attached to .. ~ 

"snitcning," "informing,1l or "whistleolowing ll on other 
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employees. Small businesses especially are in need of 
the employee security awareness programs we recommended 
earlier because of their susceptibility to business 
failure resulting from crime losses. Security associa
tions and security directors of larger organizations 
could assist smaller businesses in establishing employee 
security awareness programs by sharing materials and 
concepts and sponsoring seminars. Commercial crime 
prevention services of law enforcement agencies should 
encourage smaller merchants to adopt employee security 
awareness programs, and join with private security in 
assisting ·them in development of such programs. 

Puture Research Need 

• Security Program_Measures of Effectiveness Empirical 
research should be conducted on the cost effectiveness 
of specific security measures. Many executives find it 
difficult to make objective decisions on security ex
pendi tures; they must rely on the general log ic of 
different security measure effe~tiveness presented by 
their security director or local police. Security man
agers, organization executives, and police crime preven
tion specialists could greatly benef~t from knowing the 
actual and perceived benefit of implementing a single 
security measure or a mix of security measures as a 
specific security strategy to combat one or more types 
of crime and loss. 

14.5.6 contractual Security 

14.5.6.1 Guard and Patrol Service 

Guard and patrol firms may offer an array of protective 

services in addition to guard services, including investiga

tions, undercover operations, polygraph examinations, execu

tive protection and/or bodyguard service, teChnical surveil-

lance countermeasures, and even alarm and armored car service. 

Their main revenUe source is security guard services even 

though some firms purport to routinely offer a number of the 

aforementioned services. Both Census Bureau data and the 
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Hallcrest national survey data indicate that the industry 

structure is dominated by small firms, even though the large, 

regional and national firms can control a significant market 

share in many·locations. We estimate that there are about 

10,000 guard and patrol and private investigative firms in the 

U.S. Two of the most heavily criticized areas of private 

security personnel performance by law enforcement are (1) laCK 

of pre-employment screening and training of employees and (2) 

questionable ousiness practices. Personnel screening tech

niques range from employment applications and general inter

views to background investigations, ps~~hological testing, 

polygraph examinations, honesty testing, and criminal record 

checks. Since all of these pre-employm~nt screening tech

niques and pre-assigflment training constitute an overhead 

expense for the firm, they appear to be only selectively 

applied for certain applicants. In the Hallcrest surveys, the 

principal factor for selecting personnel for a specific as

signment was the client's willingness to pay certain wages. 

Since most clients, especially government, awarded contracts 

at or near minimum wage rates, the firms are reluctant to 

incur the overhead expense, especially with annual turnover 

rates for personnel frequently exceeding 100%. 

Misrepresentation of personnel screening selection, and 

amount of training provided is one of the most frequent com

plaints voiced Doth oy competitor guard companies and contract 

guard users in the site studies and reconnaissance interviews. 

Clients (i.e., ousinesses and the puolic) nave few, if any, 
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methods to verify pre-employment screening and training of 

secur i ty employees except through job performance. Even in 

states with mandated security training requirements, it is 

still difficult to verify training rec6rds maintained by secu-

rity firms without conducting field audits. The maj or i ty of 

states have no minimum training requirements. In most states, 

then, both armed and unarmed guards can be placed in assign

ments involving public contact and interaction with only the 

benefit of on-the-job training. When security guards are sene 

out on assignments with little br no training other than 

knowledge of company policies and a general job orientation, 

the personal safety of the guard is at stake as well as that 

of the ~eople with whom the guard interacts--especially if he 

or she is armed. Even without weapons, if security personnel 

are expected to detain and/or search individuals as part of 

either the employer or client policy, they could precipitate 

unnecessary physical confrontation through inappropriate 

action. 

Inadequate communications equipment and poor supervision 

are other frequent complaints of contract security users and 

competitor companies uncovered in our site study. Both items 

constitute operating expenses which some security firms are 

reluctant to incur. Yet, successful and reputaole guard com

panies feel that supervision and quality of local management 

are the keys to ensuring quality security service and contract 

performance. Security guard companies are placed in a posi-

tion, then, of attempting to oalance a need for ~dequate 
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training, supervision and management with the need to minimize 

overhead expenses in an industry with intense competition and 

low profit margins. Security firms also must balance the 

impact of high personnel turnover with the associated costs 

required to reduce that turnover. 

In the past, many security guard firms routinely armed a 

large portion of their pe~sonnel, and some still do. These 

firms feel that armed guards are desired by their clients or 

that firearms are accepted as "tools of the trade" for effec-

tive deterrence, similar to police officers. Contrary to 

popular stereotypes of the armed security guard, a significant 

trend in recent years has been the overall reduction in the 

percentage of armed security guards. In the Hallcrest 
-

national surveys, the majority of contract security managers 

and most national and regional security executives claimed 

that less than 10% of their total personnel are armed. The 

companies report that they generally discourage client re

quests for firearms because they are not usually needed and 

that there are too many liability and insurance proolems. 

Yet, in the Hallcrest national survey, nearly one-half of the 

contract managers said client requests for armed security 

personnel had increased in the past five years--less than 20% 

had seen a decrease in requests. In some instances, the 

contract guard firm will hire a moonlighting police officer to 

h l ' t' d d for a "hl'red gun." satisfy t e c len seman 

Involvement of organized crime in the guard industry has 

:>een alleged and has occas,ionally surfaced, especially in 
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regard to attempted takeovers of security guard unions. A few 

of the surveyed state licensing and regulatory agencies indi

cated that law enforcement authorities had alleged organized 

crime involvement in guard firms in their state, but the 

actual level of involvement is considered low. The potential 

for this involvement, however, underscores the need for ade

quate licensing of firms and appropriate registration re~uire

ments for security personnel. 

The increased use of fully integrated security systems 

will reduce the need for guard services in some facilities and 

may also require more skilled security personnel for monitor-

ing and response. The expansion of remote access control 

monitoring by central station and proprietary systems could 

also eliminate many single guard posts. Despite some tech

nological displacement of guards, contract guard firms will 

continue to be a significant domponent of private protection 

resources. 

Thu~;, the quality of personnel, the perfot'mance of secu-

rity firms, and the need for regulatory controls to ensure 

sound performance become critical issues, especially as more 

responsibility for protection continues to shift from the 

public to the private sector. The growing role of contract 

security will be evident primarily in three areas: (1) con

version of proprietary guard posi.tions to contract guards, (2) 

contracting for non-crime-related tasks of law enforcement 

agencies, and (3) expanding commercial and residential secu-

rity patrols. 
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Executive officers with financial decision-making respons-

ibility in business and industry may shift to contract secu

rity guards to reduce company expenses. The traditional pro

pr ietary secur i ty force likely w ill become a .rhyer id" staff of 

in-house personnel supervising operational positions filled by 

contract guards, In the Hallcrest survey of major national 

and regional security companies, security executives ranked 

their largest source of anticipated growth to 1985 as in

creased demand and change in contract firms by existing users, 

followed by new first-time users of contract guards, and then 

by proprietary guard forces changing to contract guards. 

Contracting for many non-crime-related tasks of law en

forcement was considered an area of sizable growth potential 

by the surveyed maj or secur i ty company executives. Enabling 

law enforcement to shift reduced resources to more essential 

crime-related tasks will facilitate the contracting of these 

lower priority activities to contract security firms. For 

example, the renewed ~nterest in order maintenance policing 

problems will focus attention on the potential for private 

security services to heighten citizen feelings of safety. 

This could lead to wider use of commercial and residential 

security patrols. In addition, declining availaoility of law 

enforcement personnel, heavy police workload, and high prop-

erty crime rates are all factors that could encourage greater 

use of private security services. In some cases volunteer 

neighborhood patrols may be replaced by contract security 
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neighborhood associations or special taxing districts may 

contract for security patrols. Overall, major national and 

regional companies in the Hallcrest survey see only a moderate 

demand for residential patrol service. 

14.5.6.2 Private Investigative Firms 

Private investigators typically work independently or as 

part of a small firm~ Many law enforcement personnel stereo

type private investigators (PI's) as making a living off other 

people's private problems--divorce, infidelity, child custody 

and other domestic problems. While this still constitutes a 

good portion of some firms' business, PI's are also involved 

in tracing missing persons, locating parties to legal actions, 

repossessions, credit and pre-employment background investiga

tions, investigations for law firmsv claim investigations for 

insurance companies and investigations of criminal activity 

such as theft, fraud, and embezzlement. Some firms provide 

such services as undercover operatives, polygraph examina

tions, countersurveillance, forensic photography, and body

guards. Recently a new type of investigative firm has emerged 

which investigates internal and external theft problems for 

client companies on a retainer basis; they also provide inves

tigation of and countermeasures for complex forms of white 

collar crime. These firms use investigative personnel who 

have backgrounds in accounting, data processing~ investigative 

reporting, internal auditing and other nonpolice backgrounds. 
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Information sources used by private investigators are 

often the same as those used by law enforcement officers. The 

Privacy of Information Act restricts access to many credit, 

banking, government and most police records, yet the "stock in 

trade" of many investigators is their ability to obtain such 

information--which the client was unable to obtain. Similar 

to the findings of the Private Security Advisory Council, we 

have discovered that patterns of communication and information 

sharing between private investigators and law enforcement 

officers are dominated by sub rosa channels in which personal 

relationships are heavily relied upon. The "well placed" 

phone call can often rapidly obtain desired police informa-

tion, especially by the retired or former law enforcement or 

intelligence officer. 

Although, in the Hallcrest national and site surveys, 

private investigators report frequent contact with law en

forcement detectives, they claim that police information is 

neither sought nor is information provided from their investi-

gat ions on a regular oasis--the most logical reasons for 

contact. With four out of ten PI firms reporting off-duty 

employment of police 6fficers, these officers could be in a 

position to obtain police information and thereby gain favor 

with their secondary employer. The potential for misuse of 

police information by "moonlighting" officers in their con

tacts with private security provides sufficient justification 

for an effective department policy in this area. 
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Private investigators often rely on investigative firms in 

other states and regions of the country to pursue leads and 

various facets of an investigation--a private national network 

of investigative reso:'t'ces. PI's play an .important role in 

investigating such cases as missing persons, cases which re

ceive little priority from overburdened law en~orcement inves

tigat~ve caSeloads when no foul play is suspected or detected. 

Private investigative agencies provide an important pUblic 

service, then, although obtaining the service is based upon 

abili~y to pay. 

Recommendations 

e ~mi?al Hist~rY,Recor~ Access Enactment of state leg
l~latlon permlttlng prlvate security access to Criminal 
Hlstory Record Information will improve the selection 
pro~ess for private security personnel and also assure 
ousl~esses,such as ba~king and ~e~ailing (where honesty 
and lntegrlty are an lmportant JOO prerequisite) of the 
oackgrounds of key employees. One important benefit 
wo~ld be the reduced dependency on personal relation
sh~p~ and SUb rosa channels of communication to obtain 
crlmlnal history information. An even more effective 
tool would oe legislation estaolishing cri~inal records 
as public information which would allow a larger group 
of employers to verify the background of employees. 

• Policies on Release of Police Informacion Law enforce
~ent,agencie~ should establish uniform policies govern-
7ng lnfo:matlon release to private security personnel-
lnformatlon such as cri~inal investigation and intelli
~ence,da~a, criminal history and arrest data, and crim
lnal l~cldent data. Severe penalties should be imposed 
o~ pollce person~el for unauthorized release of infor~a
tlon, and ~ecurlty fir~s or security operatives should 
~ave sa~c~lons applied to their licenses for collusion 
In ootalnlng such data. In addition, the outside em
ployment o,f police, officers should oe closely examined 
for potentlal confllcts of interest in criminal or other 
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confidential information transfer to their secondary 
employers. Another concern is the release of informa
tion to former police associates employed by private 
secur i ty f irms--often a not so subtle reason for their 
employment. 

14.5.6.3 Alarm Firms 

Ballcrest estimates that in the united states 10,000 alarm 

firms are actively engaged in the sale and installation of 

intrusion and fire detection systems. In addition, about 2200 

locksmiths are secondarily engaged in the installation of 

alarm systems. Both the Ballcrest national and site data 

indicate that small local firms have a significant market 

share in both residential and commercial installations. How-

ever, there is an estimated 25 to 30% annual turnover rate in 

firms. Some smaller firms, in reality, often function as 

alarm installing companies that obtain components only upon 

closing a sale or when installing another alarm firm's "sOld" 

system. The term "local" alarm company has generally been 

used to refer to companies that do not monitor alarms at a 

central facility, as opposed to a central station alarm firm. 

Some central station firms employ alarm runners to respond to 

alarms either simultaneously with or prior to the police. 

In the past, alarm firms often installed "tape dialer" 

devices which would call police headquarters with a pre

recorded message of an alarm condition. The increased number. 

of these devices and the problem of "runaway" dialers created 

a major difficulty for public safety com'IJ'I,unications centers 

and police workload. These devices are now discouraged in 
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most communities, out the digital communicator is now more 

widely used. This device digitally transcribes information 

via the telephone lines. Many more local alarm dealers are 

'providing digital communicators to upgrade their local custo

mers' alarm with a monitoring capability. The large regional 

and national alarm monitoring services now have become a major 

factor in the composition of the alarm industry. 

The largest volume of sales for alarm companies is in 

retailing, residential and manufacturing. In the Hallcrest 

national surveys, "significant increases" in services to resi-

dential clients in the past five years were reported by 81% of 

central stations and by 72% of local alarm firms. Some cen

tral station firms have begun to combine monitored alarm 

response with residential security patrols. Another new mar

ket for central station firms has been remote access control 

monitoring, where facility access and designated locations 

within the facility can be remotely controlled from the cen-

tral station. In addition to alarm revenues, alarm firms may 

also install access control systems, closed circuit tele

vision, perimeter security systems, and fixed security equip

ment. 

Hallcrest has identified five factors which could con-

tribute sUbstantially to the growth of alarm systems, 

especially in the residential sector, and thus further com

pound the problems of alarm response and its impact on police 

and alarm company workload: (1) the emergence of retail (over-

the-counter) sales of alarm systems and "do-it-yourself" alarm 
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installations, (2) insuran<;:e premium reductions and tax 

credi ts for secur i ty expendi tures, (3) improved alarm trans

mission capabili ties to handle more alarm systems, including 

greater radio fre.::.Iuency and cable channel access, (4) the 

potential for AT&T or Bell Oper~ting Companies to enter the 

alarm systems field, and (5) the growth of interactive cable 

television security systems. The comoined implications and 

impact of these factors on police calls for service could be 

overwhelming. 

One solution to the burden of alarm response and false 

alarms on police workload is the transfer of alarm response to 

the private sector. In the Hallcrest national surveys, 57% of 

the law enforcement executives favored transfer of burglar 

alarm response to private security. Patrol officers in the 

Baltimore County study site tend to favor transfer, but they 

also rate present alarm response performance by private secu

rity as marginal. Despite similar marginal ratings in the 

other study site, patrol officers in Multnomah County, Oregon, 

were overwhelmingly opposed to transfer. Not only do these 

officers want the apprehension opportunity afforded oy burglar 

and hold-up alarms, but also they seem to have overriding 

conce.rns for safety and effectiveness of present alarm 

runners--concerns rooted in perceptions of poor and inade

quately trained personnel. Ironically, alarm response person

nel frequently criticize police officers' cursory investiga

tion of and slow response to activated alarms. 
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The majority of central station managers in the national 

surveys favor or would consider assumption of alarm response, 

and some of the major national firms see contracted alarm 

response as a potential area of growth. Eight out of ten 

local managers of guard and patrol companies were also re

ceptive to contracted alarm response. 

Hallcrest believes that alarm response may well be a 

pivotal issue in the overall relationship between law enforce

ment and private security in the next few years--an issue not 

limi ted to just the law. enforcement/alarm company relation

ship. This belief is based upon two observations. First, 

some departments view alarm response (especially residential) 

not as police business, but as a special consideration for the 

few citizens who can afford alarm systems, or as a free ser-

vice for the aln~m companies who make a profit at the expense 

of the policeo If this is allowed to oecome a primary motiva

tion for "demand shedding" of alarm response, then law en

forcement profoundly misunderstands the role of alarm systems 

in the prevention and detection of burglary in the community. 

And, further, there may be an even greater misunderstanding of 

the role of private security technology and human services. 

Second, reduced manpo',yer levels in some law enforcement de

partments may be a motivating force, since departments in the 

national survey with reduced manpower more frequently favored 

transfer of alarm response to private security. Regardless of 

manpower levels, however, the five factors cited for explosive 

penetration of the residential mar~et would cause the current 
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false alarm probl~m to take a quantum leap. Alarm response 

would then become a major rather than a "nagging" problem for 

law enforcemen~ and the alarm syste~ owners expecting re-

sponse. 

A broad view of this problem is (1) law enforcement and 

private security can act as partners in community crime pre

vention, and (2) the deterrence of property crimes through 

alarm systems can reduce tne amount of law enforcement re-

sources directed to detection and investigation of property 

crimes. Law enforcement and alarm companies should be viewed 

as partners in community crime prevention and control: 

alarms, as well stated by the Alarm Industry Telecommunica

tions Committee, "support emergency preparedness and safety of 

life and property through the use of telecommunications." 

The value and need for alarm systems has been distorted by 

some alarm companies that exploit the fear of recent crime 

victims, their relatives and neighbors. Notwithstanding 

ethical issues, the use of such tactics could influence some 

consumers to pur~hase services, hardware and systems that are 

ill-suited to their needs. Not only would this falsely camou

flage their fears, but inappropriate use of these systems 

could have even further severe implications for police service 

demands. On the other hand, undertaKing "target hardening" 

measures can reduce the probaoility of victimization to some 

crime types and increase the perceived feeling of safety-

certainly viable reasons for purcoasing alarm systems and 

other security measures. Skogan and Maxfield's research on 
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fear of crime suggest that alarm c~mpanies may simply be 

capitalizing on a general fear of burglary (a large generator 

of fear) and other crimes already present in the sales areas 

they have targeted. 

Even if coercive sales practices are not used, consumers 

appear to b~ generally uninformed aoout alarm systems. Poten

tial customers may not have had prior information about the 

operation or selection of alarm systems prior to a system 

being "recommended" to them by the alarm company. Police, 

community, and neignborhood crime prevention programs increas-

ingly have played a role in educating ousiness and residential 

consumers about alarm systems. However, a content review of 

various crime prevention literature by the project staff re

vealed two common deficiencies: (1) alarm sensor types are 

often explained, but there is little information to delineate 

the relative merits of different system types and configura-

tions offered oy alarm companies; and (2) suggested questions 

for consumers to ask about the alarm company are oiased toward 

larger firms even though many quality smaller firms exist; in 

fact, there are more small than large firms. 

Recommendations 

• Al~£m_Eg§£Qn§~_~gmonstration Pro~m§ As noted oelow, 
several unresolved issues must be explored and resolved 
in order to make contracted alarm response a viable 
concept. Research and demonstration programs, however, 
may provide an opportunity to test different strategies 
and mechanisms for delivery of alarm response. Alarm 
response is such a critical issue in police and security 
relationships that there should be raoid move~ent to 
address this issue. -
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• Alarm System Consum~Guides More comprehensive guides 
should be developed to assist consumers in selecting 
alarm sys tems. Pa.~ticular attention should be focused 
on the relative metlts of professionally in~talled alarm 
systems and the growing availaoility of "over-the
counter l

' retail sales of inexpensive, modular wireless 
uni ts. 

• Agv~~~i§ing-sn~~~~§_P~~c~iQ~§ Business ethics com
mittees of regional and national alarm industry associa
tions should develop standards and codes of ethics for 
product claims, sales literature and use of crime data 
by alarm firms. 

• gQ~~_Alg~m_Iny~stig~~ion_Skill§ A short curriculum 
should be developed for law enforcement in-service and 
recruit training schools on the nature of alarm systems, 
false alarms and proper techniques for investigation of 
activated alarms. 

Future Research Needs 

• .cQn~I.~ c t.§.g-Al~~JD,_.Re§2Qn§LI§§.1H~§' Th e s imp 1 e "d e man d 
shedding" of alarm response through outright transfer or 
contracting would not be an acceptaole solution for some 
gr~ups. Sizaole portions of the commercial sector might 
st~ll prefer (and sL1ccessfully lobby for) continued 
puolic safety response to hold-up, burglary and fire 
alarms. This would discriminate against residential 
alarm systems, but it raises the larger research ques
tion of whether the deterrent value in response comes 
from police authority or from merely a uniformed and 
armed response. If the latter is true, then there is no 
difference at present between armed central station 
alarm runners and police response as a deterrent value-
alarm runners as a contracted agent for the property 
owner even have authority to apprehend suspects. 

Special police officer status limited to alarm response 
should be explored. Another critical issue is the ~ual
ifications of personnel and companies who would perform 
the alarm response. The pUblic police, for the most 
part, enjoy a high level of puolic trust, but the aver
age citizen and police officer would need specific as
surance that the contracted alarm response personnel 
would not use a false alarm run to Ilcase the oremises ll 

for a later burglary attempt. The issues of· security 
personnel and firm regulation become very germane to 
successful contracted alarm response. 
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e Graded Classification System for Alarm Services At 
present, the only real standards pertaining to alarm 
firms are those of the Underwriters Laboratories, but 
there are widely varying services and levels of company 
performance which are not addressed by these standards~ 
Perhaps the standards development effort of the British 
National Supervisory Council on Intruder Alarms could 
serve as a model for voluntary industry standards. The 
standards should be based upon company capabilities, 
training requirements, services offered, and types of 
systems installed. Such designations could assist the 
consumer in selection of alarm equipment and services. 
Standards for alarm monitoring services, for example, 
would discourage firms from advertising "24-hour moni
tored response" when only using a telephone answering 
service. 

• Tax Credit Program~ The feasibility of local-level 
property tax credits should be explored on the theory 
that reduced police services result from redjJced prob
ability of burglaries when alarm systems are installed. 
Both law enforcement and alarm associations should con
tinue to seek and develop model state and federal income 
tax credit legislation for security expenditures by 
citizens and businesses. The weighted premium reduction 
schedules of some insurance companies could be used as 
guidelines. 

14.5.6.4 Armored Transportation 

Armored car service is an essential component of private 

security, and it is important to note that attacks on armored 

cars and terminals have resulted in the largest monetary 

thefts in American history. Armored car services are usually 

associated with pickups and deliveries of cash to financial 

institutions. But bullet-resistant armored vahicles and armed 

personnel also protect and deliver securities, bonds, gold, 

silver, and other precious metals, credit cards, jewel~y and 

other items of high intrinsic value to a variety of businesses 

and other organizations. Armored car personnel, virtually 
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always armed, receive higher wages and more training than most 

other security personnel. 

Unli~e other contract security operations, the user busi

ness or other organization establishes a fiduciary relation

ship with the armored car and courier service. The armored 

car company is liable for the loss of the valuaoles from the 

time of Pl'C It ,,~ "nt'l d l' t d ' 
'. Ut" U 1 e lvery 0 an recelpt by their 

customer. 

Armored car personnel must always be prepared for the 

possibility of an attempted theft, assault or hijaCKing. Suc

cessful attacks are usually violent and inVOlve unusually 

large losses. One of the frequent teChniques used in hijaCK

ing is for the attaCKers to impersonate police officers. 

Armored car crews are instructed never to leave the vehicle 

unattended nor to open the vehicle to other parties. Some law 

enforcement officers arp unawa~e of these aspects of armored 

car procedures. rhe police officer who directs an armored car 

not to "double par"" l'n the t . d' , ~ s reec urlng a P1CKUP or d~~ivery 

l~aves the other armored car personnel more exposed and vul

neraole to attack. Tnis not infrequent occurrence causes 

friction oetween the police and armored car firms and oer-.. 
sonnel. 

The development of electronic funds transfer has not had 

mUCh impact on armored car services in the financial marJ<et 

for three reasons: (1) a continuing need for secure transport 

(especially coins) for transaction of commercial ousiness, (2) 

the increase in small branch oanKing offices, anj (3) the 
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proliferation of automatic teller machines (ATM IS). Armored 

car services regularly replenish the money supply and some

times provide routine maintenance of the approximately 25,000 

ATMls in the u.s. 
Several factors account for the growth of the commercial 

market for armored car services: (1) retail businesses have 

daily needs for cash; (2) rising rates of business crime have 

made many merchants reluctant to carry their own deposits, and 

they now use armored car services; (3) the growth of fast food 

restaurant and 24-hour convenience food stores requiring more 

frequent deposits; and (4) with fluctuating interest rates 

compounded daily, the value of money has become much more 

time-sensitive, causing many commercial customers to increase 

their frequency of armored car service to maximize the time 

their deposits will be earning interest. Some smaller police 

departments continue to provide police escorts for merchant 

deposits to the bank, but most departments have had to curtail 

or eliminate this service because of the volume of requests 

and the increased police workload supported by fewer 

resources. 

14.5.6.5 Security Consulting Services 

Five principal categories of security consulting have been 

identified: engineering, management, investigation, executive 

protection, and computer security. Most security consulting 

firms are closely-held private companies with only a few 
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employees. The principals of these firms usually have estao

lished areas of specialty throu3h prior career experience in 

law enforcement, private se.:urity, military or intelligence 

agencies. 

In more recent years, engineering and technology-oriented 

consultants have been working more closely with architects and 

ouilders to incorporate security considerations into tne de-

sign of ouildings. Unlike other engineering disciplines, 

however, there are few standards or codes to '3uide this pro-

ce~s. One important aspect of overall seourity desi3n is the 

relationship of the security operations plan of the facility 

to the resources of area law enforcement agencies: the use of 

proprietary or contract central stations for monitoring of 

security systems, the size and trainin9 of the security force, 

communications and other support systems for the security 

force, specific facility vulneraoility, and law enforcement 

and fire fighting response policies. 

Smaller ousinesses in the community nave come to rely upon 

tne commercial security survey and crime prevention programs 

of the police or sheriff's department, out lar3er ousinesses 

and organizations typically use the services of a security 

management consultant. Tne security management consultant 

recommends cost-effective measures to meet tne unique security 

needs of a particular organization, site or facility. Similar 

to eng ineer ing- related secur i ty consul tin3 services, the, secu

rity management consultant taKes into consideration the re-
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sources of local law enforcement agencies in evaluatin3 a 

corporate or institutional security program. 

Otner security consultants specialize in counterterroFist, 

executive protection, and crisis management planning. As 

noted earlier, a "new creed" of financial and lega\, investi

gators has emerged who investigate complex internal and exter

nal fraud, comme-rcial bribery, arson, and other economic 

crimes as well as gathering business intelligence data for 

their clients. Investigative consultants worK almost exclu-

s i ve~y for law fir ms, f.QL.,tYJ1~ 500 compani es 0 r insu rance 

companies. Unli~e the private investigator and police detec

tive who "close the case," investigative consultants emphasize· 

remedial loss control procedures upon completion of the inves

tigation. Investigative conSUltants are a largely untapped 

resource for police and prosecutors in the investigation of 

complex forms of economic crime. 

Most police investigators and ?rosecutors have little 

technical ~nowledge of the basic operational concepts involved 

in computer systems and computer-related crime, and the compu

ter security consultant has oecome a valuable resource for 

security directors, information systems managers, police in

vesti3ators and prosecutors. This consultant is often aole to 

estaolish an audit trail of transactions, especially where 

security software has failed or security procedures nave been 

circumvented. Once the audit trail has oeen estaolished, 

suspects can be identified and evidence collected to document 

a case for criminal prosecution and financial recovery. 
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• 14.5.6.6 Specialized Services 

A number of specialized security services also exist which 

require occasional interaction with law enforcement agencies 

and personnel. Drug detection and awareness services offered 

by some guard, investigative and consulting firms may involve 

undercover investigations. For example, a security firm em

ployee may be hired to act as an operative among suspected 

users and dealers. The investigations are often coordinated 

with local law enforcement agencies, and evidence and informa

tion on sellers is turned over to the police for prosecution~ 

Similar techniques are used to detect suspected internal theft 

and collusive theft operations which might occur in ware

hOUSing/distribution centers and production lines. 

Crowd control services are provided by security firms at 

large sporting events, concerts, fairs, trade show exhibitions 

and other public events. Private security firms often provide 

the majority of protective personnel for the event and they 

usually outnumber law enforcement officers. Security officers 

frequently interact with law enforcement officers in order 

maintenance activities. Occasionally, they share a common 

radio frequency for communication purposes. 

Strike protection services are another example of speCial

ized security services which interact with law enforcement. 

In the event of a labor disturbance anticipated from prolonged 

collective bargaining or strikes, corporations frequently 
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employ a contract security service to ensure safe operation of 

the fac!li ty dur ing the labor dispute. The contract service 

works with the company and local law enforcement agencies in 

planning for crowd control and controlled access to the fa-

cilities. 

One of the newest security services to emerge offers 

private vault rooms as an alternative to bank vaults and 

safety deposit boxes for the storage of stocks and bonds, 

wills, stamp collections, jewels, art objects, and items of 

personal value. These facilities provide comprehensive secu

rity and easy accessibility for their patrons. At present 

there are no security standards for these facilities, unlike 

financial institutions which must adhere to provisions of the 

Federal Bank Protection Act. The presence of such a facility 

requires liaison with local law enforcement agencies for alarm 

monitoring and response procedures. 

14.5.6.7 Common Operating Aspects 

Several common operating aspects of contract security 

services directly impact the quality of private security ser

vices and their relationship with law enforcement: (1) the 

image portrayed to the public through the use of company 

names, advertising and sales practices, and uniforms and 

equipment: (2) financial issues ranging from liability and 

other insurance and bidding practices: and (3) the impact of 

licensing and regulation on company operations. 
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Most guard, armored car and central station (for alarm 

runners) firms utilize uniforms, badges and equipment similar 

to those of law enforcement agencies. Police officers resent 

the possibility of mistaken identity--the assumption by a 
.. 

citizen that private security personnel might be sworn police 

officers. The PSTF recognized this potential problem and 

suggested as a standard that uniforms, badges and titles for 

security personnel be clearly distinguishable from those of 

law enforcement. However, our field work indicates that in 

many respects they are still similar. In fact, many firms 

attempt to capitalize on a quasi-government or police image 

through company names, advertising and sales practices. Po-

lice officers and security officers in the study sites, how

ever, agreed that police-type uniforms enhance security offi

cer effectiveness when dealing with the general public, sus

pects and company employees. 

Small security firms appear to be very susceptible to 

business failure. Guard and alarm firm executives agreed that 

the leading reasons for busine~s failure among small firms 

pertain to poor business skills and experience rather than 

inadequate security experience. Small security firms often 

forego the expense of liability insurance in order to reduce 

operating costs: SOllie even complain of the cost of surety or 

performance Donds required in about one-half of the states 

that license private security firms. A surety bond, however, 
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does not provide any third-party protection against the dis

honesty of company employees, nor does it protect the company 

itself from the actions of its employees. 

The practice of "low balling" or unrealistically low bid-

ding is a problem noted by the PSTF which is still prevalent 

today. This practice forces contract prices to artificially 

low rates and keeps guard wages near minimum wage. Proprie

tary security managers in the Hallcrest national survey paid 

an average billable rate of $6.62 per hour in 1981 for con-

tract security guards. with wages typically accounting for 60 

to 75% of the contract bid price, guard wages would thus be 

within 20% of minimum wage. This practice results in firms 

being run at a gross profit margin of less than five percent, 

and creates, as noted by the PSTF, a "vicious circle" where 

such factors as "low salaries, marginal personnel, lack of 

promotional opportunities, high turnovers, and little or no 

training, lead to one another and result in ineffectual per-

formance." 

Some guard firms have also been engaged in questionable 

practices such as "front loading" and "ghosting" of contracts. 

"Front loading" provides specified levels and quality of per

sonnel and supervision only at the beginning of a contract, 

then tapers off and provides lesser caliber and lower paid 

personnel. In "ghosting" the client is billed for salary 

increases never paid, overtime and holidays never worked and 

supervision never received. The extent of these unethical 
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practices is not known, but they are cited as a significant 

problem by contract security guard firm managers. 

Questionable sales practices have also been cited as a 

problem for some alarm, armored car, and security equipment 

firms. In alarm equipment contracts, particular equipment or 

system components are specified in technical terms with an 

inference that certain brand names will be provided. Later, 

inferior equipment may be substituted at installation. In 

alarm sales, the use of outside sales personnel sometimes 

results in a considerable discrepancy between what the custo-

mer thought was purchased and what the sales person actually 

specified in a contract--the practice of "over-promise and 

under-deliver." This technique makes it difficult for con

sumers to have assurance that they are receiving comparable 

bids in a competitive situation. Similarly, in armored car 

service, misrepresentations can easily be made to commercial 

accounts, including the type of armored vehicle (van or 

truck), training and number of personnel, pick-up procedures, 

and the firm's on-site storage facilities. 

Private security firms are frequently licensed and/or 

regulated by state and local government--in some states ooth 

sets of requirements must be met to obtain a license. In the 

Hallcrest national surveys, returns from companies in all 

fifty states indicated that approximately 75% of the guard and 

patrol firms and more than 80% of private investigative firms 

are regulated by state l~gislation. While 35 states license 
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guard and patrol firms, only 22 of the states and the District 

of Columbia require the registration of guards. 

In fewer than 12 states, the same agency or board regu

lates alarm companies and armored car firms as well as guard 

and investigative firms. Alarm companies must obtain a li

cense in about one-half of the states, and the armored car 

industry is frequently subject to regulation by state public 

utility commissions and the Interstate Commerce Commission. 

In the Hallcrest national survey, about one-half of the cen

tral station alarm firms and one-third of the local alarm 

firms reported that certain aspects of their operations were 

regulated by state statute. 

Security firms generally oppose law enforcement as the 

appropriate agency for security industry regulation due to 

potential conflicts of interest, given the prEvalent practice 

of police moonlighting in privatp. security. National and 

regional security executives expressed a preference for secu

rity industry representation on, and full participation in, 

the administrative rule and decision-making activities of 

statewide regulatory bodies. Currently less than one-half of 

the state regulatory agencies have some form of security 

industry representation, without which, unnecessarily restric

tive regulations can result. 

Local contract security managers, national and regional 

security executives, proprietary security managers and law 

enforcement executives in the national surveys all showed an 

overwhelming support for state licensing and regulation of 
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private security. Local licensing is strongly opposed by 

contract security firms, but favored by local law enforcement. 

Security firms and the state licensing agencies favored state 

statutes that preempt local licensing and regulation which are 

often a duplication of effort, contain conflicting require

ments and provisions, and may involve excessive regulation and 

additional expense for security companies. Police and sher

iffs' departmentf3, however, favor the use of city and county 

ordinances to control private security. About one-half of the 

surveyed law enforcement administrators would like to have the 

power to suspend or revoke the license of firms and employees 

or recommend their removal, but few reasons were offered for 

desiring these powers. 

Law enforcement desires for local control of contract 

security firms may be rooted in their belief that current 

state regulation is too lax. Propr ietary secur ity managers, 

as primary consumers of security services, were divided on 

this issue as were guard and investigative firms; just over 

one-half of alarm firms, however, agreed that existing regu-

latory provisions are too lax. 

On the whole, Hallcrest did not find state regulatory 

provisions to be stI'ingent. Liability insurance is required 

only by 11 states, and liability and bonding insurance is 

required by only 5 states. The ,amount of surety or perfor

mance bonds is modest, in most states ranging from $2,000 to 

$10,000. Mandatory training requirements for armed security 

personnel are imposed by only 13 states, and 9 states require 
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training for unarmed personnel. Only 4 of the 13 states 

requiring firearms training meet the pre-assignment (24 hours) 

or requalification number of training hours and content in the 

PSTF standard; and only 18 states even require a weapons 

permit for security personnel. 

Despite the overwhelming support for state regulation, 

neither of the key interest groups--law enforcement, contract 

security, proprietary security--felt the current regulatory 

legislation was effective in "assuring good private security 

employees and business practices" in their area. Approxi

mately 40% of the state regulatory agencies also felt that 

they were not effective, and nearly all of the regulatory 

agency survey respondents had specific suggestions for improv

ing the effectiveness of their existing legislation. License 

processing delays due to insufficient resources are a burden 

on security companies, and allow both armed and unarmed per

sonnel to operate up to six weeks in some states while await-

ing license approval. 

The state regulatory agencies report good relationships 

with the contract security firms they regulate, and they 

perceive the industry as generally supportive of many changes 

which the state agencies have proposed. Most resistance to 

expanded regulations centers on the additional cost to be 

absorbed by the security firms in providing mandatory train

ing. states with existing training requirements point out, 

however, that the increased overhead is borne equally by all 

companies and passed on to the consumer. The high tur.nover of 
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secur i ty per sonnel for some firms, on the other hand, places 

more of the training expense on security firms. 

Recommendations 

• ~curit~nifQ~m~n~gYiRm~nt A balance must be 
aChieved between the dangers of mistaken police identity 
ana the need to attain a certain degree of authority 
through uniforms in the exercise of security duties. If 
private security is to playa more prominent role in 
providing protective services to the community or to 
assume any tasks currently performed by law enforcement, 
then the issue of clearly distinguishable uniforms and 
equipment must be thoroughly addressed. 

• AQverti§ing.and Sale§ P~£~~_Stgnda~~ It is only 
proper that businesses promoting security should adhere 
to the highest standards of business conduct. Services 
should not be implied which legally and contractually 
cannot be delivered~ Comprehensive standards governing 
the advertising and sales practices of security com
panies should be adopted. 

• In§urance Reggi~m~ Enactment of legislation making 
general liability insurance and third-party fidelity 
bonding mandatory for security firms would provide 
greater consumer protection for the incidents of secu
rity firm and personnel impropriety. On face value, we 
do not find the cost of this insurance prohibitive for 
even the small entrepreneur; the costs appear to be 
reasonable and should not pose a barrier to entry into 
the security field. The reputable owner would incur 
these expenses as a cost of doing business in view of 
the potential liability in contract security. 

• Indu§try Regulation In Section 14.6 we have made spe
cific recommendations on use of statewide premptive 
17gis~ation.to upgr~de private security through regula
t10n 1nclud1ng (1) 1ndustry representation on regulatory 
boards, (2) independent regulatory boards, and (3) key 
regulatory provisions e In addi tion, adoption of stan
dards, codes of ethics, model licensing, certification 
programs ~o~ op~rational personnel and contract perform
ance spec1f1cat1on standards are recommended. 
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14.5.7 security Personnel 

Based upon poor knowledge of legal powers, little train

ing, abusive practices and the prevalence of weapons among 

surveyed security employees, the Rand report in 1972 recom

mended extensive licensing and regulation and mandated train

ing of private security personnel. Among 10,000 contract 

security personnel in Ontario, the Canadian researchers, 

Shearing and stenning, in 1976 found the same lack of knowl

edge of legal powers. Yet, they also found that most contract 

security personnel only infrequently carried weapons or ef

fected detentions, searches or arrests. Their data suggested 

that the typical situations encountered by most private secu

rity personnel do not require extensive legal or other police

oriented training. Hallcrest sought to gather data for com

parison with findings of the Rand and Shearing and stenning 

studies. Further, we wished to test these findings with 

proprietary security employees. Accordingly, many of the 

survey items of these two studies were replicated in question

naires distributed to security employees in the case study 

si tes in Mul tnomah County (Portland), Oregon, and the Bal ti-

more County, Maryland area. 

Recruitment and selection of security employees is a key 

area of concern; these processes vary greatly among organiza

tion types and security positions. The backgrounds of inves

tigators are heavily oriented toward law enforcement, mili

tary, or intelligence backgrounds. Armored car firms often 
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will hire moonlighting police officers because of their exten-

sive training, firearms proficiency. and their ability to 

exercise discretion and act under emergency conditions. In 

general, however, our data conf i rms other research tha t 

indicates (1) private security personnel are drawn from diffe

rent labor pools because they perform different functions, and 

(2) the personnel characteristics they bring to their work 

situations are consistent with the functions they perform. 

Although law enforcement and private security companies 

have different functions and, for the most part, draw upon 

different labor pools, they both provide protective. services 

to the community. However, as noted above, they are not 

afforded the same level of access to criminal history record 

information (CHRI). In states with no licensing agency and no 

access to state-level CHRI, it is extremely diff icul t to 

validate information concerning prior arrests and conviction 

records on applicants for security positions. until both 

proprietary and contractual security managers have controlled 

access to CHRI for screening of applicants, the "potential for 

abuse", noted by the Ranc!. report will remain at a high level 

because of the uncartainties inherent in the selection pro-

cess. 

Ten years later, ho~ever, the Hallcrest data does not 

support the patterns of widespread abuse by private security 

personnel nor the stereotype of the untrained and poorly edu

cated guard presented by the Rand report. 
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The Rand report described the typical security guard as 

.... an aging white male, poorly educated, 
usually untrained, and very poor ly paid ••• 
He averag~s between 40 and 55 years of age, 
has had 11ttle education beyond the ninth 
grade, and has had a few years experience 
in private security. 

Ten years later our field study data found the "average guard" 

to be a young white male, a high school graduate with probably 

some college exposure, who has met at least the minimum recom

mended pre-assignment training standards of the PSTF. The 

median age is 33 years, and only about 15 percent have not 

completed high school, while 45 percent have done some college 

work. Pay is still near minimum wage for many contract guard 

employees and their training frequently consists of mostly on

the-job training. However, other contract guards have oppor

tunities to earn higher wages in "premium" assignments. While 

65%, of contract guards felt their pay was too low, they ex

pressed basic job satifaction--only about one-fourth of them 

said they took the job because they were unemployed and could 

not find other work. Some proprietary guards earn as much as 

some police officers, and clearly see a career path, with over 

one-half of them expecting to hold their job until retirement. 

Clear differences can be found between contract and proprie-

tary security personnel: proprietary guards have greater 

levels of training, education and compensation. Police offi

cers, however, often fail to distinguish between contract and 

proprietary security personnel. 
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Private security personnel perform very few of the common 

activities of police officers. Most security personnel are 

directly involved in protecting assets and preventing losses, 

and a criminal incident is just one of several potential 

threats. The most frequent security problem encountered by 

guards, is carelessness (unlocked doors, etc.) followed by. 

trespassing, fire hazards, vandalism, disturbances and fire 

alarms. Proprietary security officers report only occasional 

response to burglar alarms, employee and external theft, and 

breaches of company regulations. Although some wrongdoing has 

been documented among private security personnel, we found no 

hard empirical data to support the high level of private 

security misconduct seized upon by the media and suggested in 

the Rand report. Our findings are based on candid interviews 

about self-reporting of detention, arrest, use of force and 

type of security incidents from the field studies. First, 

less abuse and fewer opportunities for abuse occur because 

there is very little interaction, on the whole, with the 

general public, except for contract guards and store detec

tives in retail settings; shopping malls, and guards at public 

events. The majority of both proprietary and contract securi

ty guards are located in manufacturing or industrial settings. 

Alarm runners responding to the scene of activated alarms were 

the only contract employees who had frequent occasion to 

detain and arrest suspects. Second, company and client poli

cies appear to discourage secur i ty employee detentions, 

searches, and use of force in most situations. The only 
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exceptions were retailers in both sites and defense contrac

tors in the Baltimore area sample whose security personnel 

have special police officer status. 

Third, the lack of security guard legal knowledge was 

noted in both the Rand and Shearing and Stenning studies; 

however, the latter study and Hallcrest's site data suggest 

that only rudimentary legal training is required for security 

personnel. Yet, at the same time, some minimum level of legal 

training should be provided for all security employees, since 

one-half of the law enforcement officers in the sites reported 

that they were either personally ~nvolved in or had witnessed 

private security employees exceeding their authority: e.g., 

improper arrest, excessive physical force, attempting traffic 

arrests, and improper stop, interrogation and search. Many of 

the incident types were those ci ted by the Rand and Shear ing 

and Stenning studies as the offense types most often misiden

tified or miscategorized by security officers. Since knowledge 

of legal status has a bear ing on most of these bear ing on most 

of these incidents, the abuses of authority could be minimized 

by providing all security personnel with basic legal training. 

The contract employees most frequently carrying firearms 

are armored car personnel, security supervisors and alarm 

runners. Law enforcement officers often express a concern 

about the number of armed "guards" but do not always distin

guish between types of contract security personnel; yet, of 

all groups of uniformed security personnel security guards are 

the least often armed. Less than 20% of surveyed guards and 
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their supervisors in the case study sites saw a need for a 

firearm in their present assignment. In Multnomah County, 

Oregon, (a site with no regulation), there were significantly 

higher numbers of contract than proprietary personnel with 

weapons. This may indicate that the absence of regulation 

encourages use of firearms by contract security firms. Over

all, however, the potential for firearms abuse appears to be 

higher in proprietary security operations when entire proprie

tary forces are armed, thus increasing exposure. We concluded 

from the site data that employees carrying firearms generally 

feel their jobs require them. Higher percentages of employees 

carried firearms in the study sites than the estimates of most 

proprietary and contract security managers in the national 

surveys. 

Contract and proprietary security managers reported a 

median of about eight hours' instruction on legal and policy 

restraints in the use of firearms. However, the survey of 

national and regional security and the site surveys suggest 

that the total amount of firearms training for armed contract 

security guards does not exceed eight hours. The national and 

regional security companies reported a median of 12 hours for 

all pre-assignment classroom training for armed personnel--the 

PSTF recommended twice that amount for just firearms training. 

Over one-half of the armed security personnel in both sites 

received less than four hours' firearms training from thair 

companies, when police-trained personnel and alarm runners 

were excluded from the data apalysis of self-reporting of 
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firearms training. Much of the training concentrates on the 

mechanical aspects of firing a gun and weapon safety and does 

not focus on legal restraints or on situations which could be 

encountered in actual assignments. 

The low levels of company-provided firearms training in 

the site data do not necessarily indicate a lack of firearms 

instruction, since many contract and proprietary personnel 

reported being trained with firearms in the military or by the 

public police. However, 40% of contract personnel report 

being "self-taught" in the use of firearms--not relevant ex

perience for the actual field situations to be encountered by 

security personnel. The PSTF standard seems reasonable for 

the protection of the general public, yet, only 13 states 

require training for armed security personnel and only 4 of 

these meet the PSTF standard of 24 hours pre-assignment train

ing of which 3 are to be a discussion of legal and policy 

restraints. Although comparatively few security personnel are 

armed, private security companies do not appear to have taken 

the initiative to provide adequate, verifiable levels of fire-

arms training. 

The PSTF also recommended 8 hours of pre-assignment class

room training for all security personnel, but 60% of the 

contract firm managers reported less than 8 hours training in 

the Hallcrest national surveys, and a median of only 4 hours 

was reported by the national and regional security firm execu

tives. Security employees in the sites reported higher levels 

of training, but this training is heavily oriented to the 
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particulars of the duty assignment and is accomplished largely 

through on-the-job training. 

Thus, although progress has been made in greater amounts 

of classroom training since Rand found only about one-third of 

security employees trained in the classroom, the PSTF stan

dards have served only as benchmarks and have rarely been 

attained. (Upgrading private security through madated training 

is discussed in Section 14.6.) 

The background, experience and training of security mana

gers is different from that of their employees, especially 

prior military or law enforcement experience. Proprietary 

security managers are more likely to have both law enforcement 

and military experience than contract security managers--over 

half report experience in each field. In addition, there may 

be an emerging trend of drawing some security managers from 

nontraditional backgrounds who assume loss prevention respon

sibilities as just another position in their career path in 

the organization. No significant correlation was found be

tween type and years of experience for proprietary managers 

and the number of security employees, security budget, securi

ty manager salary, and the sales or asset value of the organi

zation. Over one-half of contract security managers reported 

only private security experience. 

Many senior law enforcement managers have considerable 

interest in a second career in private security. Motivation, 

in part, may be the fact that most seaur i ty directors and many 

security managers earn more than the chiefs of police and 
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sheriffs in their area. As a composite profile from the 1981 

Hallcrest national survey data, security directors with re

sponsibility for national and international operations earn 

over $40,000 as a median base salary, and security managers 

responsible for a corporate division earn from $30,000 to 

$35,000 base salaries. The Hallcrest data found that even 

local facility security managers earn a substantial median 

base salary ($30,000) compared to many chiefs and sheriffs. 

14.5.8 Security Technology 

Security technology is likely to impact private security 

and law enforcement resources in four different ways. First, 

refinements in both existing and emerging technology will be 

incorporated to some extent into security systems to enhance 

the basic capabilities now available. Microprocessor refine

ments w ill enable secur i ty components and systems to accom

plish more tasks and process additional information faster and 

more reliably. The reduced size and cost of components and 

systems will bring security devices and systems within the 

financial reach of many more private citizens and small busi-

nesses. 

Second, various new technologies will be applied to tradi

tional security problems, resulting in completely new ap

proaches and strategies for protection, e.g., robotics, ther

mal optics and designed-in security for computer hardware and 

software. Third, greatei emphasis will be placed on the 
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integration of security systems to permit monitoring of num

erous and varied sensor types within a single zone of protec

tion and, in turn, to monitor a large number of protected 

zones. 

The fourth--and most important--impact of security tech

nology will be its interaction with human resources. Remote 

access control and microwave transmission of CCTV monitoring, 

for example, requires fewer security personnel for monitoring 

of perimeter and interior areas. The integration of several 
, 

detection and monitoring functions frees security personnel to 

perform other tasks. Comprehensive, accurate and rapid as

sessment of security problems and programmed response options 

for security and police personnel will be provided by a combi

nation of (1) more intelligent sensor devices, (2) faster 

signal transmission through fiber optic, and microwave commu

nication links, and (3) the analytical abilities and graphic 

displays of small computers. In addition, police and security 

relationships would improve if the reliability of systems and 

the self-diagnostic capabilities of sensors were increased, 

thereby reducing false alarms. Better trained secur i ty per

sonnel would be required to interface with the newer security 

systems--another factor which would ultimately improve police 

and security relationships. 

Advances' in both eXisting and emerging technology will 

significantly improve the ability of the private and public 

sectors to protect the community. Technological advances will 

also place higher levels of monitoring and detection within 
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economic reach of a larger cross section of all segments of 

the general population--commerce, industry, institutions, 

government and residential. Overall potential for physical 

target hardening and general deterrence will depend largely 

upon the ability of private security and law enforcement to 

increase public awareness of protective choices. Law enforce

ment and private security have a unique opportunity for com

bining their efforts in broad-based community crime prevention 

programs to enhance the overall level of physical security in 

the communi ty. 

Recommendation 

• ~~£hnQlog~ Tran§fe~ M~£hgni~m The task of assessing 
security technology impact was generally hampered by the 
following: (1) there is a scarcity of literature which 
monitors improvements in existing security technology 
and identifies emerging technologies; (2) what little 
information is available is not readily released by 
either the private or government sectors; (3) technical 
data are generally lacking, and (4) there are no 
existing mechanisms to transfer government funded and 
sponsored security technology research to the private 
sector. Despite the Federal Government's concern for 
establishing transfer mechanisms for space technology to 
the private sector to improve quality of life, similar 
effort has not been focused on the potential for a 
comparable impact on crime control and prevention in the 
United states. The Federal Government should establish 
a mechanism to assess and transfer security technology 
information to both private security and law enforce
ment. 
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14.6 UPGRADING PRIVATE SECURITY 

14.6.1 Recommendations of Survey Respondents 

Upgrading the quality of security personnel was the most 

frequent recommendation made by both law enforcement and secu

rity managers to improve private security and their working 

relationships with the police. Contractual employees were 

concerned about receiving a greater degree of respect from the 

police, but law enforcement officers in the study sites made 

it clear that greater ~espect for security personnel is large

ly contingent upon upgrading the quality of security person

nel. This is a critical issue if private security is to 

assume greater responsibility for the performance of tradi

tional police functions and tasks discussed throughout thir 

report. 

The recommendations of both the national and site survey 

respondents are consistent with their ratings of private secu

rity performance. The overall quality of security personnel 

was rated poor by law enforcement; they were most critical of 

poor training and the lack of famlliarity with legal powers. 

Contractual and proprietary managers in the national surveys 

reported higher levels of training than security employees 

reported in the two case study sit~s, but even then about 60% 

of contract managers reported less training than the PSTF 

minimum standard of eight hours' pre-assignment training. 

Both the national and site surveys confirmed earlier research 

indicating on-t.he-job training (OJT) is heavily emphasized, 

especially in contract security. Many of the security jobs 
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involve limited public interaction, so most training focuses 

on the particulars of the duty assignment. Perhaps two or 

three hours of the PSTF and Private Security Advisory Council 

(PSAC) model guard pre-assignment training curriculum are 

covered in the company OJT program, but most contract security 

training programs would not meet the eight-hour pre-assignment 

training minimum. More than 80% of the survey respondents 

advocate mandatory specified levels of training for both pro

prietary and contractual security personnel. 

In both the performance rating of private security person

nel and the recommendations for improving private security, a 

second major area of concern is the personnel selection pro

cess, especially the need for criminal background checks of 

prospective security employees. Such checks are inhibited in 

many states, because both proprietary and contractual security 

.firms are denied access to criminal history record informa

tion. Over 90% of law enforcement executives and security 

managers agreed that pre-employment criminal record checks 

should be a required element in the selection process for both 

proprietary and contractual security personnel. 

14.6.2 Training. Education. and Certification Erograms 

Even though law enforcement criticizes private security 

and insists that upgrading private security is essential to 

improved working relationships between them, some improvement 

has occurred in these areas since the ~and and PSTF reports. 

Both the national and site survey data and reconnaissance 
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interviews throughout the country support this trend. The 
number of commercially available security training programs 

has risen along with the number of academic programs and 

certification programs available through security associa-

tions. Private security over the past five to ten years 

appears to be going through a growing period similar to that 

following the Ma~R-vs. OhiQ and Miranda vs. Arizona court 

decisions, which precipitated the expansion of police training 

and education programs. 

During this research, a number of entry-level security 

guard video and audio cassette training programs were dis-

covered that encompassed much of the PSTF/PSAC eight-hour pre

assignment Course content and provided additional training 

mater ial. These commercially available training programs 

would be well suited for minimum level entry training of most 

security employees because, according to the Hallcrest survey 

data, there appears to be a degree of commonality in the basic 

funct ions of secur i ty employees, espec ially guards. The 

availability of reasonably pr iced training mater ials and re

Soprces largely negates the arguments of smaller firms that 

training is a major financial burden. h'l W 1 e it i.s true that 

some fixed security posts have narrowly defined, unique tasks 

that may be learned through a few hours of on-the-job train

ing, we believe most clients a~d the general public expect 

security personnel to have completed at least the minimum 

eight-hour pre-assignment training specified in the PSTF and 

PSAC standards. 
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Where training has been mandated, a delivery system for 

training has emerged. In addition to entry-level preparation, 

training of specialists, supervisors and managers is being 

provided by training companies, business edu~ation divisions 

of large companies, associations, and education~l institutions 

in specialized seminars. The workshops and seminars of the 

American Society for Industrial Security (ASIS), for example, 

have increased threefold since 1977 and are attended annually 

by nearly 1500 people. state-mandated training for entry

level positions has been met primarily through programs certi

fied by the state regulatory agency. The Academy of Security 

Educators and Trainers (ASET) emerged in 1980 from a nucleus 

of academician and security trainers and has developed a 

certification program for security trainers. 

Thus, there has been a proliferation of training resources 

and materials since the Rand and PSTF reports. However, there 

is no central catalogue or formal certification of training 

programs and materials. The security practitioner discovers 

these resources through occasional listings in trade and as

sociation publications and marketing efforts of the sponsoring 

organizations. 

In some states, police academies conduct training for 

private security personnel. This has occurred out of agency 

inte~est, the request of the state regulatory agency, or as 

part of the regulatory legislation. Some state and local law 

enforcement agencies have also provided security officer 

training. In some instances the training has been clearly 
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beneficial and has been desired by private security, but in 

other programs the training content is too "police" oriented: 

that is, the training stresses law enforcement-related knowl

edge and skills (which are often of little use to private 

security) and ignores more important and practical subjects. 

There are benefits to law enforcement training of private 

security only when economies of scale accrue in using shared 

facilities and when the core course content has been mutually 

developed. Cooperative firearms training would appear to 

greatly improve rela~~onships since perceived weapons abuse by 

private security is a key area of contention among law en

forcement personnel. Cooperative use of firearms instructors 

and facilities would be cost effective and encourage inter-

action. 

The influence of law enforcement has also been strong in 

security education programs. Most of the early security 

courses and degree programs were offered as part of law en

forcement and criminal justice academic programs which them

selves were just beginning to gain both academic and practi

tioner acceptance. Educators and practitioners have differing 

views on placement of the security curriculum in the academic 

setting. One view places law enforcement and security academ

ic programs on a co-equal status, highly interrelated because 

of their mutual or ientation to cr ime prevention and contro,l. 

A second view holds that security program:s tend to be undelC

developed and overwhelmed by the law enforcement curriculum, 

and that security should be an independent major or closely 
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aligned with business or management departments. A third view 

is that placement of the security program within an academic 

department is less important than having a multidisciplinary 

emphasis on security, law enforcement, and business courses. 

The field of security in itself is a specialized area of 

knowledg~, but it is debatable whether security, in the tradi

tional academic sense can be considered a separate body of 

knowledge--one girded with a strong research base like most 

other academic fields. Hallcrest's review of the literature 

in the field indicates an absence of scholarly material in 

mest publicat'ions, and the publications of other disciplines 

focus minimal attention on security-related topics. The lack 

of a research base reflects the scarcity of available research 

funding and the competitive nature of academic programs amidst 

declining college enrollments. The demise of LEAA funding for 

educational programs has left some law enforcement and crim

inal justice programs struggling, while many security programs 

are heavily dependent upon them for their own survival. 

The academic merits of security as a separate course of 

study become an obscure point of discussion considering the 

rapid growth of security education programs over the past ten 

years. From less than a handful of Associate degree programs 

in 1972, security education has grown today to encompass over 

150 institutions offering Associate degree and certificate 

programs, 35 institutions with the Bachelor degree, and 10 

institutions offering the Master's degree. Many of the pro-
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grams have bridged the gap between theory and practice with 

internship programs in business and industry. 

We doubt if there will be any further recognition of 

security as an academic discipline or private sector research 

until a Private Security Institute (recommended earlier) or 

similar body is established and appropriately funded. Corpo

rate entities, especially in the insurance industry, would 

benefit most from research activities in loss prevention. 

Yet, in the past, their support has not been forthcoming in 

any substantial amounts for such efforts as the ASIS Founda

tion or the Alarm Industry Research and Educational Founda

tion. Perhaps leaders in the security field must do a better 

job of ~educating" executives in business and industry of the 

need for education and research programs in security, loss 

prevention and economic crime. 

In addition to entry-level, supervisory and managerial 

training and education programs, the PSTF also recommended the 

development of professional certification programs. A Profes

sional Certification Board, commissioned by the ASIS, estab

lished the Certified. Protection Professional (CPP) designation 

to identify individuals who meet prescribed levels of security 

management and exper ience and to encourage secur i ty profes

sionals to pursue professional development. To qualify for 

CPP, candidates must demonstrate proficiency by examination in 

eight mandatory subjects and four subjects of the applicant's 

choice in specific fields of security. Ten years' security 

experience" half of which must have been in positions of 
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"responsible char~en, are also required, but academic degrees 

may be partially substituted for some experience. Between 

1977 and 1982, about 2500 individuals have been certified--

either by review or through the examination process. 

The PSTF also recommended certification programs for oper

ational personnel. Forty-hour training programs developed by 

two national security associations (hospital security and 

shopping center security) in effect complete the two-phased 

PSTF training standard of 8-hours pre-assignment training and 

a basic 32-hour course within three months of employment. 

These programs recognize that most state-mandated training is 

designed to meet only minimum training needs. 

programs in other fields have not emerged. 

Certification 

In summary, the security industry has made considerable 

efforts over the past decade to upgrade the quality of secu

rity personnel by establishing training, education and certi

fication programs. 

14.6.3 standards and Regulatory Controls 

The economic and social consequences of security officer 

actions extend beyond simply the "business transactions" cov-

ered by most regulatory controls. Secur i ty personnel assume 

responsibility for life and property, and, like police offi

cers, their actions, left unchecked, could violate Consti

tutional rights of individuals and even take a life through a 

firearms mishap. Without some means of control, private s~cu-
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rity is subject to demonstrated abuse of authority and improp

er business practices. Hallcrest did not find patterns of 

widespread abuse by private security firms or personnel. But, 

without question, abuses have occurred in all areas of the 

country regardless of the level of government regulation. 

There are some overwhelming public safety issues which 

justify public concern for adequate controls on private secu-

r i ty. The serious consequences of errors in judgment or 

incompetence demand controls which ensure the client and the 

general public of adequate safeguards. If government is to 

allow private security a larger role in providing some tradi

tional police services, then it needs to ensure that suf

ficient training and appropriate performance standards exist 

fo~ the participating security programs--both proprietary and 

contractual. 

Some segments of the security industry have supported 

statewide licensing and regulation of private security. Yet, 

others have resisted such efforts, maintaining that government 

should have a ~i2~Z fai~ (noninterference) position with 

regard to private security. SOlUe proponents of the lii2gZ, 

!gi~ position recommend that the industry impose its own 

standards, while others note that the marketplace is ulti

mately the regulator of performance standards in its selection 

of security services and products. Some smaller firms feel 

that occupational licensing has been used traditionally by the 
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nprofessions" to restrict competition; they thus oppose li

censing and regulation because of the cost and the tendency to 

restrict entry of new firms and growth of small firms. 

Hallcrest conducted a detailed review of the 83 standards 

and goals recommended by the PSTF, the Model Guard statute and 

Codes of Ethics developed by the PSAC in the mid-1970's. 

Although we have som~ minor differences in substance (but not 

intent), we feel strongly that these documents have stood the 

tests of scrutiny and time. However, since their development, 

little overall leadership has been exerted by either law 

enforcement or private security associations to fully discuss 

and implement these standards. Less than half a dozen states 

have reviewed the PSTF standards or successfully obtained 

enactment of the PSAC Model Guard statute. The majority of 

contract security and law enforcement managers in the national 

surveys were not even aware of the PSAC Model Guard statute, 

and only one-third had reviewed the PSTF standards. The ASIS, 

at its ,1 a n u a r y 19 8 3 Boa r d 0 f D ire c tor s me e tin g, u r g e d s tat e s 

to adopt the Model Guard statute but the ASIS also abolished 

its standing committees on Ethics and on Standards and Codes 

in the prior year. 

The pr ivate secur i ty industry, howe'7er, has demonstrated 

that it can impose standards. The disarming of large numbers 

of security personnel by the contract security industry itself 

(to an estimated 10% or less of all security personnel) might 

be construed as a self-imposed standard by the industry to 

deemphasize the need for the use of firearms. Another example 
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of self-imposed standards is the increased use of education 

and public awareness techniques, rather than punitive ordi

nances, in false alarm abatement programs. The experience of 

the Br i tish Secur i ty Indust-,ry Association (BSIA), despite its 

limitations and exclusion of small nonmember firms, has demon

strated that industry-imposed standards can be developed at 

the national level (reportedly encompassing 90% of Britain's 

security industry business volume) and can make a contribution 

to upgrading private security. For several major components 

of security services, the BSIA has adopted standards pertain

ing to personnel screening procedures, wage levels, supervi

sion, training, liability insurance, and physical facilities. 

The major arguments, then, offered for self-regulation 

rather than government-imposed regulation of private security 

are consumer economics, excessive cost, and restricted com

petition for smaller firms. These arguments have some merit, 

and we agree that in the end the marketplace always is the 

best regulator. At present, however, in the absence of any 

substantive security industry leadership in setting and gain

ing adherence to performance standards, state-level licensing 

and regulation is needed. A large number of our surveyed 

contract security personnel and armed proprietary personnel 

met minimal model guard statutes and PSTF standards. These 

standards and regulations are not a big burden on competent, 

well run, ethical security firms~compliance is simply a good 

business practice. 
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The track record of self-cegulation has largely been lit-

tIe regulation, yet government controls alone have offered too 

simple a solution to a complex problem. Industry and govern-

ment have relied almost exclusively on legal mechanisms to 

control and upgrade private security. A balance is needed 

between industry-imposed standards and preemptive state 1egis-

lation. The three groups in the best position to influence 

the nature and operation of private security are the industry 

itself, clients, and the general public. We agree with the 

Canadian researchers, Shearing and Stenning, that "careful and 

selective use" should be made of legislation in conjunction 

with control mechanisms which can be exerted by these three 

groups. 

Across all surveyed groups--Iaw enforcement, propr ietary 

and contract security, major national and regional security 

companies--there was a consensus that licensing and regulation 

has not been effective in assur.ing quality security personnel 

or sound business practices. Nevertheless, these groups still 

express a need for government regulation. Despite complaints 

of stringency by contract security and of laxity by law en-

forcement and proprietary security in provisions of existing 

legislation, over 80% of those surveyed agreed that a state 

regulatory statute is needed. In addition, the same level of 

respondents agreed that there should be mandatory criminal 

background checks and specified levels of training for QQth 

proprietary and contractual security personnel. 

Some proprietary security directors feel strongly that 

government has no right to impose conditions on how an organi

zation chooses to protect its own assets, especially with its 

own resources. Other security managers are concerned that 

their companies may view their security programs as excessive 

or costly if they exceed the minimum requirements imposed by 

state legislation. This, however, is precisely the point-

most proprietary programs can meet or exceed the personnel 

requirements of existing legislation. Minimum screening and 

training requirements for proprietary security should not 

impose any burden on the well-designed proprietary security 

program. At the same time, the requirements could help mini

mize the potential for abuse, especially for armed personnel 

who are found in greater numbers in proprietary rather than 

contract operations. 

Recommendations 

• S~~ug~,ds, ~odes of Ethics and Model Licensing The ef
forts of the PSTF and the PSAC have stood the test of 
time, and both groups were well-represented by law en
forcement, busin~ss, and all facets of the security 
field. Statewide licensing should be required for guard 
and patrol, private investigation and alarm firms. The 
profound effects on upgrading private security relation
ships with law enforcement will occur as a result of the 
cooperative action of the security industry, law en
forcement, and state governments in implementing the 
measures encompassed by the PSTF and PSAC efforts. 

• St~teKide Preemptive Legislation Although law enforce
ment seeks closer local control over private security, a 
proliferation of local licensing ordinances deters adop
t~on o~ minimum standards and imposes an unnecessary 
flnanclal burden on contract security firms with the 
redundant licensing "paperwork" and fees. Some latitude 
might be granted local law enforcement to impose tighter 
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controls on some aspects of private security operations, 
but they should not be unduly restrictive and should 
withstand tests and measures of cost-effectiveness. 

• Interstate Licensing Agency Reciprocity Interstate op
erations of contract security can be unnecessarily ham
pered by having the same personnel comply with different 
personnel licensing requirements of adjacent states--and 
sometimes cities and counties. The same standards of 
state-level licensing and regulation in all states and 
reciprocity (Le., recognition of other states' regula
tory provisions) would facilitate more efficient de
livery of security services and decrease state regula
tory costs. 

• Independent Regulatory Board with Security Industry 
Representation We agree with the PSTF that "meaningful 
and effective regulation" will occur when it is the sole 
responsibility of an independent regulatory board with 
private security representation among its members. Some 
states currently do an effective job of regulation by 
placing this responsibility in departments of public 
safety and state police. This has been a matter of 
convenience in some cases, and we do not openly cr i ti
cize this administrative arrangement--it simply is not 
the preferred choice. Earlier, we identified police 
licensing of private security as a "controlling be
havior" which can sustain a climate of suspicion and 
distrust, and preclude effective cooperation between law 
enforcement and private security. 

Some legislatures have given "private police" regulation 
to the public police because of an implied commonality 
of functions. There are three problems with this ra
tionale: (1) we have clearly noted differences in roles, 
functions and activities of private security and law 
enforcement; (2) the diversity of other regulated 
classes of security services in addition to guards and 
investigators--alarm, armored car and armed courier-
bear little resemblance to traditional police services, 
and (3) the major competitor of contract security 
through moonlighting, is often the police--the regu
lator! 

• Key Regulatory Pro~isions 

(1) Minimum levels of training should be required for 
all security personnel--proprietary and contractual. 
The development of operational level certification 

14-108 

1 

I 
I 
1 
! 

programs by the security industry would help facili
tate clear distinctions in levels of training re
quir.ed for different levels of discretion exercised, 
amount of public interaction, and use of firearms. 

(2) Adequate provisions should be made for routine au
diting and inspection of training records and train
ing programs, and instructors should be certified by 
the state regulatory board. 

(3) The state regulatory board should be designated as a 
criminal justice agency to gain access to criminal 
history record information for all applicants for 
licensing, registration, or certification, and to 
ensure the investigation and enforcement powers of 
the board. 

(4) Proprietary security programs should only be re
quir.ed to register their personnel and meet the 
training requirement; in all other aspects they 
should not be subject to state regulation. 

(5) Provision should be made to allow proprietary secu
rity directors to designate their own armed person
nel for executive protection programs of the organi
zation rather than having to rely on outside agen
cies or "moonlighting" police officers. 

• Certification Programs for Qpera~Qngl ~~~~~ Only 
minimal progress has been made in establishing opera
tional security employee certification programs. De
velopment of these programs for both proprietary and 
contract personnel not only improves the overall quality 
of personnel, but also helps structure and justify com
mensurate wage scales and contract performance specifi
cations that are anchored to objective, measurable cri
teria. In addition to a centrally administered program, 
operational level certification could be accomplished in 

"two other ways: -(I) once the curriculum content has 
been agreed upon for a particular position class, a 
detailed training manual can be prepared and dissemi
nated similar to the efforts of the International Asso
ciation for Hospital Security. (2) Trainers and edu
cators could be certified by state regulatory bodies 
and/or an independent body such as the Academy of Secu
rity Educators and Trainers. Certification standards 
can then be established as a "norm" once course content 
is widely available. 

• ~Qnt~gQ~~f~mance stgnQg~g~ The security industry 
should promote contract performance standards. If the 
major contract and proprietary security associations 
would actively support model licensing and would develop 
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an elementary classification scheme for requisite levels 
of training and experience, then consumers could specify 
such a standard as an accepted norm. Contractual secu
rity firms would then be able to command a pricing 
structure that offsets any additional overhead in meet
ing certification programs recommended above. Certifica
tion programs would also facilitate development of con
tract performance specifications. 

14.7 PROBLEMS IN POLICE AND SECURITY RELATIONSHIPS 

A number of problems have been noted in relationships 

between law enforcement and private security, but there are 

two problems which seem to have the greatest intensity of 

feelings and most directly affect their respective operations: 

(1) secondary employment or moonlighting by police officers in 

private security and (2) police response to activated alarms 

which are largely false. While both groups are concerned 

about the impact of the problem on their respective opera

tions, police officer moonlighting is primarily a complaint of 

contract security companies and false alarm impact on police 

workload is largely a police complaint. 

In 1976 the Private Security Advisory Council (PSAC) iden

tified the moonlighting of police officers in private security 

functions as a major source of conflict between law enforce

ment and private security. Police officers who are employed 

by businesses often use police department uniforms and equip

ment in this employment. In some instances, police officers 

operate their own security firms and compete directly with 

security companies. Managers and owners of contract security 
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firms have expressed concerns about direct and unfair competi-

tion by police officers who wear public police uniforms when 

functioning in a primarily private security capacity. They 

also question the propriety of police officers performing 

private investigations. Law enforcement administrators do not 

always approve of this widespread practice and share many of 

contract security's concerns. In addition, police administra-

tors have three other concerns: (1) potential conflicts of 

interest arising from some moonlighting situations, (2) poten-

tial liability of the department for actions of police offi

cers while moonlighting, and (3) the overall impact on an 

officer'S fitness for assigned duty when working excessive 

hours in private security outside or his/her regular assign-

mente 

The PSAC also identified the burden of an excessive 

number of false alarms on police calls for service as a major 

problem in relationships between law enforcement and private 

secur i ty. Police studies on false alarm impact consistently 

show that 95% to 98% of alarm calls are false and that alarm 

calls represent 10% to 12% of total calls for service. Since 

the PSAC, there had been a rapid growth in alarm companies and 

alarm installations and a corresponding surge in false alarms. 

In the face of decreasing police resources with reduced bud

gets, fewer police patrols and prioritized dispatching of 

calls, the alarm response workload has severely strained po-

lice resources and has in some communities reached a satura-

tion point. Law enforcement administrators in the Hallcrest 
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nation~l surveys rank alarm response a high priority, but, as 

we have noted, the majurity of them favor transfer of alarm 

response to the private sector. Alarm control ordinances and 

cooperative false alarm reduction programs have sought to 

reduce false alarm rates, but police interest in transfer of 

alarm response may be an attempt to obtain a complete examina~ 

tion of the respective roles of the public and private sectors 

in protection of the community. The magnitude and pervasive

ness of the false alarm problem suggest that it is national in 

scope and lends itself to a natronal strategy. 

14.7.1 Police Moonlighting in Private Security 

Private businesses in the community frequently obtain the 

services of a uniformed officer or deputy to perform guard, 

patrol, traffic direction, crowd control, order maintenance 

and other security functicns. Fast food restaurants and con

venience stores, for example, may hire an off-duty police 

officer to discourage loiterers and disorderly persons and to 

deter robbery attempts. General contractors and utility com

panies w ill often secure the services of a police officer to 

direct traffic at a construction or r:epair site. Civic cen

ters, schools, parks, and sports facilities also use off-duty 

police personnel for primary or total security. 

Eight out of ten law enforcement administrators in the 

Hallcrest national surveys indicate that their department's 

regulations permit officers to moonlight in private security, 

and they estimate that only 20% or less of their personnel 
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have outside security employment. Contract security firms, 

however, feel this is an extensive practice. Nationally, we 

have estimated that approximately 150,000 local law enforce

ment officers in the u.s. are regularly engaged in off-duty 

employment in private security. 

Three-fourths of the departments allow moonlighting offi-

cers to use their police uniforms and many also permit person

nel to use other equipment, especially radios and police 

vehicles. In many departments, this outside employment is not 

perceived as moonlighting since the job is often scheduled on 

a regular basis and o£ficers simply view them as "paying 

details" and "special duty" assignments. The security jobs 

are frequently scheduled through the department and officer 

payment is handled as part of the normal internal payroll 

procedure. Two reasons police officers seek secondary secu-

rity empl(\~7rr.~nt are: (1) to supplement income, and (2) to 

develop a second career for full-time employment upon resigna-

tion or retirement. 

In some departments collective bargaining agreements 

mandate the right of the union or employee association to 

coordinate outside employment, the number of hours per week, 

and the wage structure. Pressure tactics have been used by 

some police unions/association against some noncompliant de-

partment members who secured security employment on their own, 

and also against contract security companies in competing for 

security services at public events. It has even been alleged 
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that merchants have been threatened with loss of police ser

vices if they did not hire law enforcement rather than con

tract security personnel for security functions. 

Many officers have come to depend on security moonlighting 

as a steady source of income and feel that it is an economic 

necessity. Recently, some poli~e unions have attempted to 

formalize this competition with private security through for

mal mechanisms. The Fraternal Order of Police (FOP) has been 

particularly active. In pennsylvania, the FOP sponsored state 

legislation to allow all police officers in the state to be 

employed in private security, regardless of existing depart

ment regulations on moonlighting. In Washington, D.C., an 

attempt was made in 1982 to establish an FOP "Job Bank" to 

coordina te and actively solicit off-duty secur i ty employment 

for Metropolitan Police Department officers while in uniform 

and using deparcment radios and vehicles. 

In testimony on proposed adoption of the rules permitting 

establishment of the Job Bank, it was estimated that the 

Police Job Bank had the potential to displace 1120 to 2400 

private security guards, 78% of whom were estimated to be tax

paying residents of Washington, D.C. Eventually, the proposed 

rules were amended to preclude the Job Bank and any officer 

from contracting the services of other officers for employment 

in private security, but they did provide an opportunity for 

individual officers to secure employment on their own initia

tive. The officer when moonlighting can use department uni

forms, weapons, and radios, but is not expected to take direct 
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police action unless escape is imminent for crimes other than 

felony in progress and crimes against persons. The role of 

the police officer in this situation is effectively limited to 

a security officer's response--notification of the police. 

The moonlighting officer can simply do it faster with a police 

radio. 

Metropolitan Police Department administrators and the 

Mayor supported the Job Bank concept primarily because they 

agreed with union leaders that moonlighting police officers 

would provide an additional and greater deterrent to crime. 

In both the case study and reconnaissance efforts, security 

directors and, especially, merchants reported noticeable re

ductions in disturbances and robbery attempts in high-crime 

areas when hiring off-duty police officers. Although paying a 

much higher rate than for a security guard, the merchants 

clearly assume that police authority is being purchased for 

their premises--expectations are that the officer's primary 

frame of reference in responding to incidents will be· that of 

a police officer. This results in a disproportionate level of 

police services based upon ability to pay. In the Hallcrest 

national and site surveys, however, law enforcement adminis

trators, police officers, and proprietary security directors 

feel that obtaining the services of off-duty police officers 

in uniform and using department equipment should be an availa

ble option for additional protection. 

As long as officere are hired through the police agency or 

hired directly by the business, the law enforcement executives 
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do not see a major conflict of interest. However, they do 

consider the following conflict-of-interest, si tuations: (1) 

the hiring of police officers by private security firms, (2) 

contracting by individual officers and deputies, and (3) in-

volvement of the police union or association in obtaining 

employment for their members. Conflict of interest issues 

primarily involve (1) the use or misuse of authority or police 

records for personal or financial gain, and (2) the provision 

of services on a selective basis that are provided normally as 

part of an officer's publicly paid responsibilities. 

Law enforcement executives are concerned about the primary 

influence on an officer's decision to take enforcement action 

when working under the direction of a private business or 

concern. Department policies and procedures may be in con

flict with the desires of the private concern which is paying 

the officer's off-duty wages. Liability issues when moon

lightil"3 are well founded, based upon a growing body of tort 

actions in state courts and also civil liability actions under 

the Federal Civil Rights Act. In general, the officer must be 

acting within the nscope of his e~mployment,n and he must be 

nfurthering the purposes of his employer. n Just because a 

police officer is in uniform or otherwise identifies himself 

as a police officer does not mean his actions are justified 

under the ncolor of his authority.n In some situations the 

courts have held that the scope of an officer's employment 

passes to his private employer, especially when being paid 

directly by the business. The courts have also noted that 

14-116 

I 
l' 3; 

1\ r 
!, .,1 l, 

many of the security actions the moonlighting police officer 

is expected to take are outside the normal scope of employment 

until the actual exercise of police authority. A key issue 

affecting liability concerns are both statutory and department 

expectations that the officer is vested with 24-hour authority 

under the law. 

Police executives have also expressed concerns about an 

officer's overall fitness for duty--physical, mental and emo

tional--when involved in outside employment. The courts have 

generally upheld department regulations to limit the amount of 

off-duty employment, since public safety personnel must be 

available when needed and be able to perform efficiently. 

Some officers work nearly full-time on off-duty security posi

tions; for others, security employment is a second continuous 

career. Fatigue is a genuine concern for their department 

administrators. 

Some law enforcement administrators have attempted to 

address the problems of security moonlighting: (1) by clearly 

specifying in department rules and regulations that all off

duty police actions of officers are done with the full author

ity of regular on-duty officers, (2) by nassigning n officers 

to nextra dutyn assignments for security-related jobs through 

the department and keeping the payment mechanism within the 

department, (3) by obtaining a third party waiver of liability 

from the officer and his off-duty employer, and (4) by placing 

an upper limit (generally 20 hours per week) on outside em

ployment. These policies have not been simple solutions to 
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the problem of moonlighting in security. The first two poli

cies, for example, can work at cross purposes with attempts to 

shift liability and workers' compensation claims to the in

dividual officer and his private employer, since every move to 

increase department control also appears to increase the de

partment's liability. Also, some department limits of 20 

hours of on-duty work pertain only to the regular five-day 

work period (exclusive of days off and vacation days), thus, 

potentially allowing another 20 to 30 hours per week in a 

private security position. 

We have concluded that there are no simple solutions to 

police officer moonlighting in private security. In some 

cases the use of police officers in uniform with department 

equipment is a clearly desired option by small and large 

businesses for additional protection. Unfortunately, police 

administrators will have: to live with the liabilit.y problem 

when permitting moonlighting in this form. Hallcr:est's main 

concern is that police departments, as taxpayer-supported 

institutions, should not actively solicit security employment 

and place themselves in direct competition with the private 

sector--contract security. 

In the Hallcrest national surveys, one-fift.h of the pro

prietary security managers reported receiving informal bids 

for security services from law enforcement agencies, and about 

one-third reported bids being submitted to them by individual 

officers or deputies. This form of competition should be . 
formalized, and the department or officers should be required 
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to be licensed similar to other contract security services in 

their state. However, we are more concerned about the prac

tice of security firms controlled or operated by police offi

cers. This is not an infrequent practice, and some of these 

firms openly flaunt a quasi-police status in their adver

tising. Between 40% and 50% of municipal police departments 

in the national surveys permit their officers to be directly 

involved in the operation of a contract security firm as 

either an owner, corporate officer, or as a stockholder. 

While there is room for some interpretation as to what 

constitutes police moonlighting with the use of a police 

uniform and equipment, there can be little doubt that police 

ownership or control of security firms is direct and unfair 

competition with contract security firms. Further, use of a 

publicly entrusted position for personal and financial gain is 

a conflict of interest. We have similar concerns with police 

officer involvement in private investigative work where he/she 

could be in a position to compromise department information, 

illegally obtain police records (otherwise excluded from the 

public by department policy or law), or to overlook criminal 

involvement of a client. Four out of ten departments permit 

moonlighting in private investigations, with six out of ten 

departments in jurisdictions of greater that 500,000 permit

ting this practice. One-half of the private investigative 
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firms and guard and patrol firms surveyed report using off

duty officers for investigative work--an ambiguous position 

for contract firms which criticize uniform police officer 

moonlighting. 

Proprietary or industrial security managers and contract 

security firms also commonly use off-duty police officers for 

executive protect~on or bodyguard functions. In some cases 

this represents the purchase of a nhired gunn where concealed 

weapons legislation mandates that only present or retired 

peace officers can carry concealed weapons. In some VIP 

protection situations, there may be a clear public interest in 

using police officers, but for many other routine personal 

protection assignmentg a simpler solutiod is to permit li

censing of personnel as bodyguards with a concealed weapons 

permit secured after mandated training and criminal background 

checks. 

Recommendation 

• EQliQies on Police MQQnlighting in Security Th7 prac
tice of police moonlighting in security is pervas~ve and 
the issues surrounding it are varied and complex. Some 
of the more difficult issues (e.g., fitness for duty, 
unfair competition, conflicts of interest, improper use 
of police information a~d. authority, etc.) should ~e 
addressed by police adm~n~strators. All d~~artm7~c~ 
should be encouraged to adopt departme~t pol~c~e~ W~1.C.l 
minimize their liability and potent~al ~o~fl~ct~ of 
interest by their personnel. Sample prov~s~ons m~ght 
include: 

(1) upper limit on number of hours per seven day week 
and during consecutive work days; 

(2) approval of specific place of security employment; 

(3) denial of employment as a private investigator; 
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(4) no police association/union, individual department 
member, or department solicitation of security 
business 1n direct competition with contract secu
rity companies; 

(5) no controlling interest or corporate officer posi
tion in a contract security firm; and 

(6) third party waiver of liability. 

14.7.2 Police Response to False Al~ 

Alarm companies generally define a false alarm as an alarm 

signal transmission when there is not a situation or equipment 

condition on the protected premises that creates vulnerabili

ty, or when there is not an actual or attempted penetration of 

the protected premises. As noted by the National ~urglar and 

Fire Alarm Association (NBFAA), and other groups who have 

studied the issue, there are three major and several minor 

causes of false alarms: (1) between 40% and 60% are caused by 

customer (and their employees) misuse and abuse of their alarm 

systems; (2) between 15 -and 25% are caused by alarm company 

personnel in the installation and servicing of alarm systems; 

and (3) between 10% and 20% involve faulty equipment. Lesser 

causes of false alarms include telephone line problems and 

stormy weather conditions. Some alarm studies list an nun -

known" or "undetermined" category of causes that can be as 

high as 25%, depending upon the degree of specificity in other 

categories. 

Many false alarms are caused by improper use of alarm 

sensor devices in applications for which they were never 
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intended--a result of poor system component selection or im

proper sales practices. Most modern alarm systems are also 

subject to a variety of ambient environmental conditions. The 

first false alarm cause can be resolved through better alarm 

company practices, while the latter problem has been addressed 

more attentively in recent years through improved design en

gineering of equipment. The emergence of "smart sensors" with 

self-diagnostic capabilities might reduce this problem. 

To the law enforcement administrator and patrol officer 

alike, these "causes" all seem to blend together and lose 

importance in view of the large amount of patrol time consumed 

in responding to alarm calls. The police more narrowly define 

false alarms as any burglary or hold-up alarm signal that does 

not involve an actual perpetrator or attempt, i.e., a false 

call for police service since no police response was warranted 

by the alarm condition. Accordingly, the impact on police 

workload i~ measured by a false alarm rate per total of other 

calls for police service. Alarm companies, however, measure 

false alarms using their much broader definition against a 

base of total alarm s,/stems in operation in a city or metro-

poli tan area. 

Using the alarm industry definition of false alarms per 

100 alarm systems results in a fairly good performance record 

for most alarm systems. The issue from the police persp0.c-

tive, however, is the total number of alarm responses on 

police workload. Some police administrators are not fully 

convinced about the effectiveness of alarm systems. A growing 
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number of alarm companies use devices to detect tampering of 

the alarm system. These deter some alarm attempts, and the 

perpetrator leaves before committing a theft, or leaves before 

inflicting damage, or otherwise leaving evidence of an at-

tempted entry. Alarm companies feel these situations and 

negative attitudes by patrol officers toward alarm systems, 

account for many of the unknown causes not attributed to 

environmental conditions. Additionally, alarm personnel fre-

quently complain that police officers often are slow in re

sponding, and perform only a cursory check when finding no 

readily apparent sign of entry. 

Alarm systems are generally perceived as having both de

terrent and detection value. Burglary data in UCR consis

tently show that about three-fourths of burglaries involve 

forcible entries--the specific event alarm systems are de

signed to detect and prevent. UCR data also consistently show 

burglary clearance rates of less than 20%. Two different 

police department-initiated studies of alarm system effective-

ness determined tha t residences with alarm systems were six 

times less likely to be burglarized than homes without alarm 

systems; one of the studies also showed that the burglary rate 

for alarmed commercial premises WaS one-half that of non

alarmed businesses. Studies by the NBFAA and the Western 

Burglar and Fire Alarm Association also indicate that alarm 

systems annually are responsible for the capture of tens of 

thousands of suspects, resulting in high conviction-to-arrest 

ratios, thus offsetting additional criminal justice expense 
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anci resolving a large number of other burglaries through 

9clearance by arrest. n Comparative empirical data, however, 

do not exist: (1) in communities of varying sizes, (2) with 

different patrol and alarm response policies, and (3) by 

differing types of alarm systems to validate the deterrent 

level of intrusion alarms. 

Efforts to control the false alarm problem have primarily 

involved enactment of alarm control ordinances and development 

of customer education and awareness programs by alarm com

panies. The NBFAA estimates over 2,000 communities with alarm 

control ordinances which generally have the follow ing char

acteristic: (1) allowance for three to five false alarms per 

system per year, (2) punitive action in the form of graduating 

scales of fines, and ultimately nonresponse to problem loca-

tions, and (3) alarm system permits. Some departments have 

demonstrated impressive results on false alarm reduction for 

both total alarm systems and police alarm-response workload. 

User or subscriber training campaigns usually include instruc

tion on the proper use of the alarm system, with newsletter 

"remindersn and nhelpful hints" of the most common user causes 

generating false alarms. 

Hallcrest's review of alarm control ordinance programs 

suggests that they are most successful when they roster co

operation among the user, the alarm company, and law enforce

ment agencies rather than placing undue hardships on the user 

and the alarm companies. The most effective programs appear 

to be those which were initially developed in conjunction with 
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the alarm companies, and those which continue to involve the 

alarm companies in follow-up customer training. 

Law enforcement agencies must seek greater involvement of 

alarm companies in controlling false alarms. At present only 

about 40% of law enforcement agencies reported in the Hall

crest national surveys that they even maintain a list of alarm 

firms. The "alarm industry" in a given community is not a 

cohesive, easily identifiable group. There is a vast dif

ference between size and complexity of alarm systems, com-, 

ponents used, clients served, and business practices. These 

factors and the growing use of inexpensive retail (nover-the

counter
n
) alarm systems and do-it-yourself installations man

date a broad-based community approach to false alarms. 

Overall, there are so many dimensions to the false alarm 

problem which transcend community or state-level efforts, that 

it demands a national strategy .. . As noted above, the pr obI em 

of false alarms and alarm response could well become one of 

the most significant issues toface police communication cen

ters, . patrol operations, and crime prevention programming in 

the 1980' s--especially as public safety services struggle to 

provide current service levels with declining property tax 

revenues while new alarm sysem installations might accelerate 

at an unprecedented pace. 
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Recommendations 

• llg~ging_Qf_A~~m_In~tallers/Technicians The limited 
use of college-based training for alarm installers and 
technicians should be expanded into a sta:-.·3ardized and 
accepted curriculum that could be used throughout the 
country. This could then result in a standardized alarm 
test and licensing of those who were certified through 
this process. Apprentice and master ratings could be 
established similar to other electrical-related con
tracting work to designate experience in different types 
and complexity of alarm systems and equipment. 

• Institute for Alarm Technology Although there currently 
exists an Alarm Industry Research and Educational Foun
dation, it i~ largely an underfunded alarm industry
oriented body. There is a need for this or another 
body, appropriately funded, to assist the alarm industry 
and police crime prevention specialists in: 

(1) promoting the integration of alarm systems with 
other protective measures; 

(2) reducing the cost of alarm systems to provide af
fordable protection to a broad socio-economic spec
trum; 

(3) promoting the development and knowledge of innova
tive alarm technology, especially that which contri
butes to false alarm reduction; and 

(4) serving as a focal pint for equipment and alarm 
installer certification standards. 

o Use of Alarm Permit systema Alarm control ordinances 
with permit systems have demonstrated several important 
benefits: (1) baseline data can be established to mea
sure false alarm problem magnitude and reductions, (2) 
the ability to conduct comparative studies on false 
alarm control ordinance and false alarm education pro
gram effectiveness; (3) causes of false alarms can be 
tracked by system type; and (4) valuable information can 
be provided ~o the responding officer at the scene via 
the dispatcher. The officer could be notified if the 
premises has had a recent attempt, successful penetra
tion or rash of false alarms; the officer can then more 
accurately assess potential risk at the premises prior 
to arrival. The communications center can thE\n be the 
starting point for a tickler system which sends reminder 
or warning letters to users with false alarms. 
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• Eolice Alarm Coordinator Positi2n Police agencies are 
encouraged to establish an alarm liaison officer to de
velop and ~onitor false alarm reduction programs. Some 
~arger pollce departments have successfully used a des-
19nated full or part-time position to isolate problem 
alarm sub?cribers who cause the bulk of false alarms and 
to work ~1th these users through counseling, re-training 
and warnlngs to reduce the problem. The coordinators 
also maintain active liaison efforts with the alarm 
in?ustry in ~h.ei.r comm uni ty. In smaller departments, 
t~1S responslb111 ty could be incorporated into the du
tles of our recommendation for a private security liai
son officer in Section 14.8 • 

Future Research Needs 

• Nation~l studi~s of False Alarms and Alarm System 
U.fectlve~ Comparative empirical data do not exist 
on ~larm sys.tem effectiveness and false alarm impact on 
pol~ce ser~1ces for different alarm system types and 
equ1pment 1n communities of varying sizes and different 
patrol and alarm response policies. Multi-city studies 
should be cond~cted on the false alarm problem and alarm 
syste~ effect1veness in deterring property crime and 
r 7duc 7ng the l7vel of police burglary and robbery inves
t~gat10ns •. ThlS is especially critical with the poten
tlal ~o~ 1ncreased market penetration through cable 
~elev1s10n, Bell telephone operating companies, and 
1ncreased sales of low cost retail and "do-it-yourself" 
alarm systems. 

• ~m Eguipmgntr Standa~ One or more product testing 
or consumer research groups should begin development of 
standards for alarm systems equipment that involves 
vOlu~tary manufacturer submission of alarm equipment for 
tes~~ng. A "seal of approval" could be issued for 
equ1pmen.t/systems meeting certain standards. Cur rent 
Underwrlters Laboratories standards do not allow for 
the broad variety of alarm equipment currently on th; 
market and commonly used in non-UL-certified alarm in
stallations. 
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14.8 INTERACTION AND COOPERATION 

14.8.1 Overall Re1ationship§ 

Relationships between law enforcement and private security 

are rated fair to good, at best, by law enforcement execu

tives, but the majority of officers in the case study sites 

rate their overall relationships with security employees as 

very good. Just under one-half of proprietary and security 

managers rate overall relationships excellent, and security 

employees in the sites were even more favorable in their 

ratings. For proprietary security managers, high ratings of 

relationships are moderately correlated with the number of 

cooperative programs established, the frequency of information 

sought from criminal justice agencies, and the degree of co

operation received from law enforcement on investigation and 

response to criminal incidents. 

The prior research efforts by Rand and the PSAC noted 

several impediments to interaction and cooperation including 

role conflict, negative stereotypes, lack of mutual respect, 

and minimal knowledge on the part of law enforcement about 

private security. Hallcrest research confirms the continuing 

existence of these obstacles, and many of the national and 

site survey respondent recommendations for improved relation

ships address these issues. Similar to the relationship be

tween law enforcement and prosecutors described in another 

recent NIJ-sponsored study, the relationship between the po

lice and private security often exists in a climate of sus

picion and distrust. This distrust results in a lack of 
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cooperative programs and the inability to blend"creatively the 

combined resources of law enforcement and private security. 

This climate of suspicion causes each group to avoid situa

tions that would force them to interact. 

Recommendations 

upgrading the selection processes and training of private 

security personnel will have the greatest impact on improved 

interaction and cooperation, based upon national and site sur

vey respondent recommendations by both law enforcement and 

private security. Establishing licensing and regulation or 

improving existing regulatory controls was recommended by many 

survey respondents as a mechanism to upgrade private security. 

Management and supervisory meetings and a private security 

liaison officer position in law enforcement agencies are rec

ommended to expand law enforcement knowledge and appreciation 

of the role of private security, increase dialogue, resolve 

problems and exchange information. Information exchange and 

improved communication are the primary recommendations made 

for more effective use of combined resources for crime preven

tion and control. Operational security employees desire clos

er interaction with law enforcement personnel--stopping and 

talking with security personnel and familiarizing themselves 

with facilities and security policies in their patrol areas. 

Some of the follow ing recommenda tions were suggested by 

Hallcrest survey respondents or were initially suggested by 

the Private Security Advisory Council <J?SAC) to LEAA and the 
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Private Security Task Force (PSTF) to the National Advisory 

Committee on Criminal Justice Standards and Goals. All of 

these measures are as viable today as when originally sug-

gested--some nearly a decade ago. 

• Increase Law Enforc&ment KnQ~ledge of Private Security The 
following recommendations are designed to foster a spirit of 
cooperation through greater understanding of respective 
roles and clearer expectations of resources, capabilities 
and limitations: 

(1) Exchange descriptive material and media on respective 
roles and services of law enforcement and private secu
rity. 

(2) Develop a specific seminar series to inform law enforce
ment of the role of private security and its resources 
in their community. 

(3) Specific security and protective needs of business, 
industry, and institutions in the community should be 
identified and discussed with law enforcement. 

(4) Interchange personnel in respective management and 
supervisory level training programs. 

(5) Use informal, ndutch-treat n luncheons, open houses and 
facility tours to acquaint respective managers and 
supervisors. 

• Upgrade Private Security Personnel and Training 

(1) Improve personnel selection procedl.lres; pre-assignment 
training for all security personnel including legal 
training, firearms training for all armed personnel; and 
authorize wages commensurate with job skills, responsi
bilities, and assignments. 

(2) Establish and continue certification programs for secu
rity supervisors and managers. 
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(3) Develop ~esponsible and effective statewide licensing 
o~ secur l. ty, per,sonnel and regulation of secur i ty firms 
Wl.th securl.ty l.ndustry representation on a statewide 
body. 

(4) Adopt PSAC ~g~~~hics for private security per
sonnel • 

• General Mechanisms for Improyed Communication/Interaction 

(1) Appoint a high-ranking officer in each law enforcement 
agency to act as a liaison officer with proprietary and 
contract security managers. 

(2) pr7pare an inventory of private security firms and pro
prl.etary security organizations in the community. 

(3) I~clude in law enf~rcement and community crime preven
tl.on, prog rams a ll.st of pr iva te secur i ty goods and 
serVl.ces to respond to inquiries by the public. 

(4) State .an~ national law enforcem~nt and private security 
aSSOCl.atl.ons should prepare and disseminate npositive n 
case histories of cooperation between law enforcement 
and private security operational and support functions. 

14.8.2 Frequency and Type of Contact 

The amount of contact between law enforcement and private 

security personnel varies by position in the organization, 

type of business or institution, and component of contract 

security. Managers report more frequent contact of their 

employees than employees themselves reported in the case study 

sites. Patrol officers most f(equently interact with private 

security employees in the retail environment, responding to 

activated burglar and hold-up alarms and assistance calls on 
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shoplifting apprehensions. Patrol officer attitudes and opin

ions of private security are shaped largely by their contact 

with guards, alarm runners and retail security personnel. De

tectives report more frequent contact with proprietary inves

tigators than with private detectives, and most frequently 

interact on shoplifting, theft (in general), check and credit 

card theft and fraud, employee theft and insurance caseso 

Most proprietary security managers feel that law enforcement 

agencies cooperate fully with them on security-initiated in

vestigations, but the majority of contract firm managers re

port reluctant cooperation, withholding of needed information, 

or agency interference in their investigations. Based on per

ceptions of security managers, it appears that law enforcement 

personnel prefer to work with proprietary rather than contrac

tual security personnel. 

Proprietary employees in the sites report prompt police 

response to requests for assistance and police officer support 

for their decisions. Fewer contract employees requested po

lice assistance, but when assistance is requested, the quick

ness of response is likely to depend on the situation. The 

majority of security employees feel that police officer and 

public attitudes toward them depend on the individual inter

acting with them--less than 25% thought the public or the 

police view security employees as performing a valuable ser

vice. Operational security personnel, especially contractual, 

tend to develop an "inferiority complex" from interactions 

with law enforcement personnel. Despite statements to the 

14-132 

contrary in the site surveys, field interviews indicate that 

law enforcement officers tend to favor certain companies and 

contract security firms, evident both in response time and in 

attitude toward the security personnel. 

Recommendations 

(1) Familiarize law enforcement officers with physical 
layouts of large facilities protected by private secu
rity. 

(2) Identify police service demand constraints on response 
to private security assistance requests. 

(3) Develop law enforcement response policies and procedures 
for interaction with security personnel in specific 
recurring incident types anp locations. These policies 
and procedures should be developed in cooperation with 
and communicated to private security. 

(4) Encourage patrol officers to acquaint themselves with 
security personnel and their responsibilities and prob
lems in the officers' patrol area or beat. 

(5) Authorize police officers to offer constructive criti
cism when private security personnel act inappropriately 
in situations. Report gross misconduct or abuse of 
authority to security supervisors to preclude future 
incidents. 

14.8.3 Exchange of Resources and Information 

Security managers reported substantially more sharing of 

information, personnel, equipment and other resources with law 

enforcement than did law enforcement executives. The most 

frequently shared resource is personnel--investigators, pri

vate detectives and alarm runners. Other shared resources 

14-133 



pa au ". 
• 

mentioned by private security include CCTV, photographic and 

surveillance equipment, undercover investigators and funds, 

reward money, "buy money" for stolen goods and overtime pay

ments for police personnel. Some exchange of criminal inves

tigation and intelligence information occurs, as well as pri

vate security requests for arrest, conviction, driver and 

vehicle information. Most information appears to be exchanged 

on the basis of personal relationships, and it flows more 

readily from criminal justice agencies to those security man

agers who freely cooperate and share information with law 

enforcement agencies. 

Recommendations 

(1) Establish task forces of police and private security 
personnel for investigation of major or recurring los
ses, similar to joint federal, state, and and local law 
enforcement task forces on drugs or "sting" operations. 

(2) 

(3) 

Law enforcement agencies should establish uniform poli
cies governing release of criminal investigation infor
mation and other puolic records to private security 
personnel. 

Law enforcement supervisory personnel contact lists 
provided to private security managers could facilitate 
crime reporting, investigative and other information 
requests of private security. 

(4) Private security personnel should receive feedoack on 
investigative and intelligence information supplied to 
law enforcement personnel. 

(5) Private security should identify areas of expertise and 
unique secur i ty equipment available to complement and 
supplement law enforcement resources. 
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(6) Law enforcement and security investigators and managers 
should exchange information on crime patterns, mog~ 
Ql2~Uruii, suspects, cr ime rings, etc. (1) to avoid dup
lication of effort; (2) to concentrate investigative re
sources on identified crime patterns in different busi
ness and institution types; and (3) to utilize the "eyes 
and ears" of private security personnel who are fre
quently situated in locations where police do not pa
trol. 

(7) Crime incident and analysis data of local law enforce
ment agencies used in public crime prevention programs 
should also be made available to corporate and contrac
tual crime prevention programs. 

(8) National, state, and regional private security associa
tions should consolidate the loss and victimization data 
of members to assist law enforcement in developing crime 
profiles for specific crimes and business types. 

14.8.4 Cooperative Programs 

Chiefs and sheriffs report few cooperative programs with 

private security except occasionally in crime prevention. 

Most police agencies do not even maintain a list of secur ity 

managers or firms i~ their area. Some proprietary security 

managers (less than half) report cooperative programs or pro

cedures with law enforcement for hazardous materials movement, 

VIP/ executive protection, disaster management, traffic con-

trol, crowd control, terrorism countermeasures and economic 

crime investigation. Few'examples of cooperation in these or 

other areas emerged from a literature review. Most coopera-

tive efforts appear to be initiated by private security and 

are usually sponsored by a security association. 
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Recommendations 

(1) In addition to the above-listed areas of cooperation, 
cooperative programs should be explored for alarm re
sponse procedures, robbery and burglary response pro
cedures, labor unrest, demonstrations, public events, 
and for crisis management planning in hostage situa
tions. 

(2) Associations should continue to take the lead in de
veloping more cooperative programs at the local, state, 
and national level, especially model programs through 
their respective standing committees. Associations 
should disseminate model program guidelines within their 
associations. 

(3) Specific seminars/workshops should be held to discuss 
areas of cooperation for more effective use of respec
tive protection resources. 

(4) Joint meetings of the major national associations 
(e.g., ASIS, IACP, National Sher iff's Association (NSA), 
CONSCO, NCIIS, NBFAA) should be continued to explore 
areas of cooperation. The Private Security Liaison 
Councilor a similar organization should continue ef
forts to unify security industry positions on major 
issues for discussion with law enforcement. 

(5) At the state or chapter level, security and law enforce
ment associations should appoint standing committees on 
cooperation and liaison similar to the national com
mittee of ASIS, IACP, and NSA. 
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14.9 SUMMARY 

Citizen fear of crime and awareness that public criminal 

justice resources alone cannot effectively control crime has 

led to a growing use of individual and corporate protective 

measures, including private security products and services and 

neighborhood-based crime prevention programs. The ear ly 

1980's saw the beginning of an overall decrease in reported 

crime in the United States. In large part this has been 

attributed to community crime prevention programs, but it also 

must be attributed in part to the increasing use of private 

security services and products. In addition to the vast 

resources and technology of the private sector to fight crime 

in this country, this report has also demonstrated the large 

amount of crime in the private sector that is diverted from 

the public justice system. 

Law enforcement resources have stablized and in some cases 

are declining. This mandates greater cooperation with the 

private sector and its private security resources to forge a 

partnership for crime prevention and reduction. Law enforce-

ment can ill afford to continue isolating and, in some cases, 

ignoring this important resource. Finally, law enforcement 

and government officials must be willing to experiment with 

some nontraditional approaches to relieve .law enforcement of 

its large workload of minor and non-crime-related calls for 

service. The creative use of private security human resources 

and technology may be the one viable option left to control 

crime in our communities. 

14-137 
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ABSTRACT 

This is a descriptive research report on relationships 
between private security and law enforcement conducted by 
Hallcrest Systems, Incorporated under a grant by the National 
Institute of Justice. The report describes the increasing role 
of private security in the protection of America--their pro
grams and resources, contribution to crime prevention, defi
ciencies in secur ity services and personnel, and interaction 
with law enforcement agenciese The report reveals that primary 
protection responsibility is shifting from the public to the 
private sector, and that the private sector diverts signifi
cant amounts of cr ime from the cr iminal justice system. The 
private security resources of business, institutions, 
government, and c i tizens--guards, alarm systems, investiga
tors, &rmored cars, etc.--exceed federal, state, and local law 
enforcement expenditures and personnel. 

Specific topics of discussion include profiles of securi
ty program content, services and personnel; an assessment of 
economic crime impact; police "moonlighting" employment in 
private security, response to false alarms and other problems 
in police-security relationships; the impact of security 
technology; and security education, training and regulatory 
controls. Recommendations are made for more effective use of 
private security and law enforcement resources to combat crime 
and to relieve police agencies of their large workload of non
crime-related calls for service. 

Project research techniques used national and local 
surveys and interviews of police and security managers and 
employees, site studies in two urban counties, a literature 
review, and an economic projection of private security 
apending. 
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FOREWORD 

The co-principal investjqators of this research project 

were William C. Cunningham and Todd H. Taylor. Principal 

consultants for the project were Dr. J. 'I!homas McEwen, 

research me~hodology and data analysis; and Dr. Robert F. 

Dyer, economic analysis of the private security in~ustry. 

Inquiries concerning ~his report should b~ directed to 

William C. CUi:ningbam at Hallcrest systems, Im::orporated, 7316 

Hooking Road, McLean, Virginia 22101. 

·e 

PREFACE 

This volume is one of a series of four reporting a 30-

month descriptive research project performed by Hallcrest 

systems, Inc., under Grant No. 80-IJ-CX-00BO from the National 

Institute of Justice, u.s. Department of Justice. 

The primary purpose of the project was to develop strate

gies and recommendations to use more effectively the extensive 

resources of private security and law enforcement in their 

respective roles in crime prevention and control. The re

search emphasized the reJationships between law enforcement 

and private security operations as they deliver protective. 

services in communities throughout the united states. 

Major research tasks included a literature review, inter

views of more than 400 people in law enforcement and all 

face'ts. of proprietary and contractual private security, sur

veys of 1600 law enforcement and security managers, a survey 

of state agencies regulating private security, an economic 

analysis and forecast of the private security industry, and 

field studies in two urban counties~-Multnomah county 

(Portland), Oregon, and Baltimore County, Maryland. 
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Four volumes comprise the project report: 

VOLUME I: CRIME AND PROTECTION RESOURCES 
(Chapters 1-8) 

This volume describes the resources of public law enforce
ment and private security directed at crim~ ~nd loss 
prevention. Specific emphasis is placed on C1 ~l.zen ~ pro
tective measures, the size and scope of prop~l.eta~y and 
contractual security, and the impact of economl.C erl.me on 
business, institutions, and the public. 

VOLUME II: POLICE AND PRIVATE SECURITY RELATIONSHIPS 
(Chapters 9-13) 

This volume discusses the protective roles of law enfor?e
ment and private security, int~raction ~nd c?operatl.on 
between them, problems in operatl.n~ relatlonshl.p~, mecha
nisms for upgrading private securl.ty, and the l.mpact of 
security technology on relationships. 

VOLUME III: FINDINGS, CONCLUSIONS AND RECOMMENDATIONS 
(Chapter 14) 

Major findings and conclusions are presented. Where ap
propriate, recommendiltions and future l:es,earch need~ have 
been suggested to maximize the role o~ prl.vate,securl.ty,as 
a crime prevention resource; and to l.mprove l.nt~ractl.on 
and cooperation with law enfo,rcemen,t; and to examl.ne car7: 
fully economic crime, the prl.vate Justice system and prl. 
vate security protective measures. 

VOLUM.E IV: TECHNICAL APPENDICES 

This'volume contains the methodological approach to the 
project; it displays survey questionnaires a~d data from 
national surveys of law enforcement and securl.tY,managers, 
national and regional security executives, and fl.eld study 
survey data. Included also are key provisions of state 
regulatory legislation; an economic forecast of the U.S. 
private security industry; and a list of selected 
security-related associations. 
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APPBNDIX A 

METHODOLOGY FOR NATIONAL SURVEY OF 

PROTECTIVE SBRVICB MANAGERS 

1.0 SAMPLING PLAN OVERVIEW 

The primary objective of the research project was to 

explore expectations and perceptions, communications and co-

operation, and competition and conflict between law enforce

ment and private security. The Research Design called for 

separate questio~4aires to be distributed nationwide to three 

distinct groups: law enforcement officials, proprietary secu-

rity managers, and the local managers or owners of contractual 

security firms. Each of the three respon~~ __ groups were 

asked similar questions (clften identical) concerning law en-

forcement operations and acti vi ties, pr ivate secur i ty opera

tions and activities, private security and law enforcement 

relationships, private security legislation, personnel, law 

enforcement offi~er secondary employment in private security, 

and company information (size, sales, assets protected, etc.) 

The national surveys were treated as a multi-stage sam-

pIing problem. First, surveys w~re distributed to law en-

forcement agencies, anticipating a representative sample by 

region and population group. Second, a cluster sampling tech

nique was applied in each population area by distributing 

surveys to a sample of proprietary and contractual security 

managers in zip codes (first three digits [SCF's}) correspond

ing to the cities and counties of the law enforcement survey 

A!-l 
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returns. This sampling approach assured that responses to 

mutual questions in all three survey instruments would be 

based upon knowledge, perceptions and opinions of the specific 

population of +aw enforcement and private security managers in 

that location, rather than upon generalized responses to the 

larger universe of private security and law enforcement. 

2.0 LOCAL LAW ENFORCEMENT AND SECURITY MANAGER SURVEYS 

2.1 Lgw Enforcement Surve~ 

Discussions with National Advisory Panel members suggested 

that little interaction occurs between law enforcement and 

private security in cities under 25,000 population and in 

counties with less than 50,000 population. Thus, these popu

lation groups were excluded during sample selection. Mailing 

lists were obtained from the International Association of 

Chiefs of Police and the National SheIiffs' Association. A 

total of 821 questionnaires with postage-paid reply envelopes 

were mailed to all law enforcement agencies (503 chiefs and 

318 sheriffs) in cities above 50,000 population and counties 

above 10n,aOO population, and to a random selection of 100 

cities between 25,000 and ~O,OOO population. 

Usable returns were received by May 1981 from 384 agen-

cies, representing a 47% response. Responses were receiv§d 

from 259 municipal departments, 161 sheriffs' departments, 17 

county departments, 3 city-county consolidated departments, 
I 

and 4 departments with no department type indicated. The 

Al-2 
I 
I ' 

.~~-- .. -~-

survey was directed to the chief or sheriff, and the question

naires typically were completed by them or top managers in 

their departments. Eighty-eight percent of the questionnaires 

were completed by the chief or sheriff (201)~ deputy chief, 

undersheriff, division commander or other top level commanding 

officer {16l); or by a commanding officer (71). The relative-

ly large law enforcement executive respondent rate was du~ to 

the excellent cooperation received from both national associa-

tions whos~ current president or executive director wrote 

cover let ter s requesting survey coopera t ion. 

Returns were recei~ed from 145 standard metopolitan sta

tistical areas (SMSArs) and from 33 counties. A representa

tive distribution of returns was obtained among geographic 

regions of the country (Table A-I), and among population 

groups for both cities and counties (Table A-2). Sixty per-

cent of police department returns were cities below 100,000 

population, yet as indicated in Table A-2, 59% of the cities 

and counties of greater than 500,000 population in the United 

States are included in the sample returns. In anticipation of 

differences in responses based on size and type of department, 

cross-tabulations were performed on most survey items by de

partment type and the population classes in Table A-2. In 

addition, selected cross-tabulations were performed by the 

regions listed in Table A-I. 

Al-3 
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REGION 

1 

2 

3 

4 

5 

,. 
0 

7 

8 

9 

10 

TABLE A-I 

LAW ENFORCEMENT EXECUTIVE SURVEY RETURNS 

BY REGIONS OF THE COUNTRY 

STATES SAMPLE 

ME, VT, NH, MA, CT, RI 17 

NY, NJ 27 

PA" MO, WV, VA, DE 30 

KY, NC, se, TN, MS, AI" GA, FL 54 

MN, wI, II,; MI, IN, OH 80 

NM, TX, OK, AR, LA 32 

NE, KS, IA, MO 25 

MT, NO, SDc WY, UT, CO 28 

CA, AZ, HI, NV 53 

AK, WA, OR, ID 21 

N/Al 7 

IlOTA,L 384 

(N.:) 

1 Location not given, but survey data was complete and usable 

Al-4 

TABLE ~-2 
() LAW ENFORCEMENT EXECUTIVE SURVEY RETURNS 

" BY POPULATION GROUP 

' (') 
POPULATION GROOP U.S. CITIBS Ii COONTIES SAMPLE 

I 
1 million or more 25 14 

500,000 to 1 million 62 37 

250,000 \:0 499,000 108 59 

100,000 to 249,000 311 117 

SOtOOO to 100,000 257 (cities) 110 
n 

25,000 to 50,000 587 (Cities) 46 

N/A 1 

TOTAL 394 
Ie; 

(' 
II ( 

( Al-5 

(N=) 
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2.2 Proprietary Survey 

The American society for Industrial Security (ASIS) is the 

largest single organization in the united states represen~ing 

proprietary security managers and staf£. Since there is no 

occupational title maintained by the Department of Labor for 

security manager, the ASIS membership is the only known popu

lation of proprietary security managers. Excluding law en

forcement, criminal justice, and contract security members, 

the membership of ASIS was 13,500 in early 1931. Thirty-five 

categories for different primary-business types are used by 

ASIS in classifying their membership. To assure that only 

security managers were ~~lected, ASIS cooperated by selecting 

members for a survey mailing who had listed their responsibi

lities as either (1) corporate/agency/department security 

management, or (2) diviSion/section/unit security management. 

Hallcrest originally planned to sample 13% of the ASIS 

membership. A stratified random sample of managers was then 

taken by zip code for each of the SMSA's and counties from 

which law enforcement survey returns were re~eived. Business 

types with low frequencies in the culled ASIS membership list 

were oversampled to ensure a representative sample of business 

types. security managers who wrote letters to the project 

staff expressing an interest in the project were also distri

buted surveys, if they resided in one of the targeted geo

graphic areas. A total of 2,226 questionnaires (16% of ASIS 

Al-6 

memberShip) were mailed with postage-paid reply envelopes and 

a cover letter from the ASIS president requesting question

naire completion. 

During June and July 1981, returns were received from 676 

respondents, representing the targeted 30% response. About 

75%-~f the responding security managers indicated that their 

primary responsibility was for the entire organization (43%), 

a corporate division (15%), or a subsidiary company (18%). 

Both large and small business were represented in the returns 

from security manac;ers. As measured by annual sales, 12% of 

the companies had annual sales greater than $300 million, 51% 

between $5 million and $300 million, and 37% had sales of 

under $5 million. Some firms recorded annual revenues in 

billions of dollars. 

Twenty-two categories of business and institutions were 

listed so that survey respondents could indicate the three 

primary areas of the organization's business, both for the 

overall organization and at their particular location. This 

degree of specificity was an attempt to avoid miscategorizing 

operating divisions within a company which might have a dif

ferent business orientation from that of its parent company. 

Ironically, this survey item caused problems, with 37% of the 

surveys initially unclassifiable during keypunching. The cate

gory of "other" was the second largest category, but with 

closer analysis they were able to be coded in one of the 

designated categories or else an existing category was ex-

AI-7 
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panded to· include a generically simila~ organization type_ 

(e.g., fine arts to education and communications to utili

ties). Other firms could be classified in general as an 

industrial or service industry from the nature of other re

sponses. Nonclassifiable business types were eventually re

duced to only 4% of the returns. Table A-3 lists the distr i-

bution of business types among th~ expanded categories. 

The primary business types were aggregated into the cate

gories of comm~rcial (33%), industrial (51%), and institu-

tional (16%) to facilitate cross-tabulation of key survey 

items by aggregate business sector. The categories of retail, 

banking/finance, insurance, restaurant/lodging, and service 

industries were combined into the commercial category. Indus

trial consists of heavy industrial, manufacturing, utilities, 

and transportation. Institutional is comprised of hospital/ 

health care, education/fine arts, research and development, 

government, and t.he armed forces. 

2.3 Contractual Security Survey 

As noted in the text of this report, one of the purposes 

of this descriptive research project was to estimate the size 

of private security. The population of contract security 

firms in the u.S. was unknown, especially since local alarm 

firms are not even captured by Census Bureau data. Using the 

cluster sampling technique within cost constraints, Hallcrest 

set out to survey the population of firms in each of the law 

Al-8 
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! TABLE A-3 

PRIMARY BUSINESS TYPE OF PROPRIETARY SECURITY 

MANAGER SURVEY RESPONDENTS 

Aerospace 25 

8 

Minning/Petroleum/Chemical 38 

Armed Forces 

Auto/Tooling/Metal working 11 

Ban~ing/Finance 

Consumer Products Mfg. 

68 

55 

Pharmaceuticals 

Research and Development 

Restaurant/Lodgin~' 

Retailing 

9 

14 

29 

96 

Education/Fine Arts 18 Textile/Rubber/Plasti~/ 13 

Electrical/elect.ronica 

Governmeilt (federal) 

Health Services 

Industrial Products Mfg. 

Insurance 

Metals Mfg/products 

33 

14 

53 

33 

14 

18 

Glass/Pulp & Paper Products 

Transportation 

Utilities/Communications 

others 

Industrial - n.e.c. 1 

Services - n.e.c. l 

N = 675 

Aggregate Business Type: 

17 

51 

9 

18 

8 

24 

Commercial 33% Industrial 51% InstitutionaliSt 

1 n.e.c., not elsewhere classified 

2 n/e, unabLe to classify 

Al-9 



c 

( 

(' 

enforcement respondent areas. Analysis of Yellow Page direc-

tory listings in a dozen cities of above 250,000 population 

were used in estimating an upper limit for the expected number 

of contractual security firms in the largest cities. (No 

single contractual security association or combination thereof 

had mailing. lists that began to approach the actual number of 

sec~rity firms revealed in the Yellow Page directory searches 

used to estimate the sample sizes.) On a proportionate basis, 

the expected number of firms was calculated for the lower 

population groups. Based on an expected law enforcement. sur

vey return of 20% within each population group, we estimated 

8000 total contract security establishments in these SMSA's 

and counties. 

Since the project is concerned primarily with relation

ships between law enforcement and private security, contract 

security firms were limited to those security service firms 

that are R~img~il~nga~g_in~~=y~~~_g~liY~~~_Q!_R~iygtg 

security which might be expected to have contact with public 

law enforcement services. This included all those firms in 

each of the law enforcement survey respondent areas which 

listed their services under the following Yellow Page direc

tory categories: security guard and patrol service, detec-

tives, investigators, burglar alarms, security control equip

ment and systems, security systems consultant, armored car 

services, guard dogs, and lle detection services. Excluded 

categories included businesses such as locksmiths and whole-

sale and retail suppliers of security equipment. 
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'ro obtain the listing of contract securit.¥ firms, a na

tional mailing list firm was used which purp6rtedly co~piled 

nationwide listings from telephone directories. The total 

number of firms for the targeted areas maintained on their 

lists, however, was 12,000 establishments, due largely to the 

hlgh law enforcement survey response rate (over double the 

e~pected response r!te in the sampling plan). A sample was 

then drawn by selecting every second firm in zip code sequence 

from the mailing list and using all firms in six SMSA'sthat 

were still under consideration as candidate sites for the 

field study site component of the project (Baltimore, 

Charlotte, Denver, Portland, St. Louis, and Norfolk metropo

litan areas). Questionnaires were also mailed to contract 

security firms in the target areas which had written and 

expressed an interest in the research project. This selection 

process resulted in a first mailing of 6,319 questionnaires 

with postage-paid reply envelopes. A slow initial response to 

the mailing pr~mpted a detailed review of the entire mailing 

list. This review disclosed that 10.5% (667) of the firms 

were only secondarily or marginally involved in secur:ity ser

vices (e.g., auto dealerships and stereo stores installing 

auto burglar alarms). Ufae of "address correction requested" 

status on the mailing also disclosed undeliverable question

naires to be 27.5%. The actual sample size of'the first 

mailing, then was reduced to 4098 firms. 

The detailed analysis of the mailing list also disclosed 

that firms in six SnSA's had been inadvertently eXCluded. A 

I~ 



,'" 

I 
r 

( 

( 

( 

(' 

( 

( 

( 

mailing was made to these firms and a followup mailing to the 

original list. By eliminating all firms in a five-digit zip 

code area in which a return had been received, the remaining 

'population of firms was calculated. To ensure a representa

tive response from larger cities, the random selection of 

firms for the follow-up mailing weighted the top 25 SMSA's 

three times more hea~ily than other firms. The ini tial 

mailing ~roduced a very poor response from a~mored car firms, 

so cooperation was solicited from the two national armored car 

associations. Multiple surveys were sent to each of 15 firms 

in the National Armored Car Association, and one survey was 

sent to each of the 40 firms in the Independent Armored Car 

Operator's Association. (Unfortunately, this had little im-

pact in obtaining a representative sample of armored car 

firms). The combined second mailing to 1055 firms had an 

undeliverable rate of 19.9%, lower than the first mailing 

since some surveys w~re remailed to the correct address. 

(This undeliverable rate was applied only to the new firms, 

excluding armored car, that were not in the first mailing). 

The estimated sample drawn from the two mailingg, then, is 

4,527 firms. Usable returns were received from 545 firms, 

representing a 12.0% response. The response rate was lower 

than for the proprietary security and law enforcement mana

gers, but it was an excellent response since (1) it was the 

first attempt to survey nationally the contract security in

dustry in the U.So1 (2) some firms were reluctant to disclose 
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certain identifying information--despite assurances of anony-

mity--such as number of employees, revenue, market segments, 

amount of training and supervision, and other business 

practices and policies; (3) some larger companies refused 

participation by their local offices, and (4) the length of 

the survey (66 items). 

Survey item number 55 asked the respondents to select one 

primary service category, and to designate other services 

provided. This was an at~empt to examine the diversity of 

services offered by secur i ty firms. Some confusion resul ted 

in completion of the item, e.g~, some alarm firms offering 

both local alarms and central station services checked both 

categories. Respondents were asked to select one primary 

business category on the basis of greatest dollar volume of. 

bus iness. Abou t 5 % of the returns could not be ca tegor ized, 

but the creation Qf three new catego~ies of primary service 

for al~rms, security systems (those checking alarms and secu

rity con~rol equipment) and full service firms (guards, inves

tigators, armored car, alarms) allo~ed categorization of other 

firms that were not elsewhere Classified (n.e.c.). 

The .largest category of returns is guard and patrol ser

vice (32%), followed by local alarm (18%), central station 

alarm (15%), and private detective firms (10%). Table A-4 

displays the distribution of primary service types for the 

contract security manager survey. Tables 8-6 to 8-9 in the 

report list median value sales and personnel by business type. 
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" TABLE A-4 

'PRIMARY BUSINESS TYPE OF ,,cONTRACT 'SECURITY 
'-:}"'ll-

1.': __ ' 

MANAGER SURVEY RP1SPONDENTS 

Primary Business 

Armored Car/Courier 

Burglar/Fire Alarms (local) 

Central Station Alarms 

Alarms - n.e.c. l 

. Detection of Deception 
(r;>olygraph/PSE) 

Guard and Patrol Service 

Guard Dog 

Security Consultant 

Security Control Equipment 

Security systems - n.e.c. l 

Pri~ate Detective/Investigator 

Full Service Firms - n.e.c. l 

Miscellaneous - n.e.c. l 

1 n.e.c., not elsewhere classified 
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96 

84 

21 
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174 
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14 
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The largely descriptive orientation of this research pro

ject mandated several approaches to treatment of the national 

survey data. First, as a multi-stage sampling problem, it was 

critical to obtain a representative sample in the first 

stage--law enforcement agencies--by department type, size, 

population group and region of ~he country. Second, the vol

uminous amount of never-before-collected data limited initial 

analysis to frequency distributions and analysis of central 

tendency within and between respondent groups for the identi

cal questionnaire items. Third, cross-tabulations and measures 

of association (primarily Chi-square) between variables were 

applied only as trends became apparent. This report only 

begins to "scratch the surface" of potential secondary dat~. 

analysis whicri can be performed after review of the report and 

the formation of ti-ght res,earch hypotheses by academicians and 

researchers. 

3.0 NATIONAL AND REGIONAL SECURITY COMPA~Y SURVEY 

Of the responding local guard company managers, 63% oper.

ated firms or offices of less than 100 employees, ,£eflecting a 

large number of small-and medium-sized firms. Yet, a few 
'" 

security companies which are national or regional in scope 

often control a latge mark.et share for guard and patrol, ser

vices at the local leve11 this is also true for other contract 
" 

security services~ ~he project's National Advisory Panel, as 
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well as the information from the reconnaissance efforts, em-

phasized the importance of obtaining the viewpoint of the 

larger firm~, especially as they pertain to (1) anticipated 

growth of various market segments, (2) law enforcement and 

regulatory agency relationships, and (3) the impact of licens

ing and regulation on their company operations in different 

states. A decision was made to direct a separate qpestion-

naire to this target population. Many of these firms are 

members of the Committee of National Security Companies 

(CONSeO) and/or the National Council of Investigation and 

Security Services (NeISS). Cooperation was solicited from 

theSe and other national security company association.s 

(National Burglar and Fire Alarm Association [NBFAAj, Central 

Sta tion Electr ical Protective Association [CSEPA), and the. 

N~tional Armored Car Association) in compiling a list of 40 

national and larger regional contract security companies oper

ating in the U.S. 

Forty percent of these senior security executives re

sponded: twelve guard companies, three alarm companies and one 

armored car company. While the actual number of responses is 

small, i~ is important to note the impressive size and scope 

of these companies. The aggregat'e number of total employees 

(U.S. operations) of the responding companies is 49,000 for 

guard companies and 12,000 for alarm companies. Annual reve

nues range from $11 million to $25 million for regional guard 

companies to over $200 million for some national guard and 

Al-16 
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alarm companies. Table A-5 profiles operating data of the 

guard service firms and Appendix A-S displ!ays their survey 

respOnses. 

,,'! 
4.0 SURVEY OF STATE LICENSING AND REGULATORY AGENCIES 

Private .security firms are frequently licensed or 

regulated by state and local government. In some.cases both 

state and local requirements must be met to obtain a license. 

Ih the national surveys, approximately 75% of the guard and 

patrol firms and more than 80% of private investigative firms 

reported their operations as being regulated by state 

legislation; in practice, about 75% of the states license 

these firms. While 35 states license guard and patrol firms, 

only 22 of the states and the Distr ict of Columbia require the' 

registration of guard.s; two of these states license and 

register only armed security personnel, and two other states 

license only unarmed security officers. 

In fewer than 12 states, the same agency or board 

regulates alarm companies and armored car firms as well as 

guard and patrol and investigative firms. Alarm companies mqst 

obtain a license in 50% of the states, and the armored car 

industry is frequently subject to regulation by state 

public utilities commissions and the Interstate Commerce 

Commissi,on. In the national surveys, 50% of the central 

station alarm companies and 33\ of the local alarm firms 

reported that certain aspects of their operations were 

regulated by state statutes. 
~ 
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TABLE A-S 

OPERATING PROFILE OF NATIONAL AND REGIONAL GUARD FIRI1S 

SURVEY RESPONDENTS 

Employees (total U.S.) 

NATIONAL FIRMS REGIONAL FIRMS 

5,000 - 14,000 1,500 - 2,700 

No. states doing business in 

Revenue (general range) 

Servic~_A.t.e.~~ (by revenue so.urce) 

guards/patrol service 

investigations 

alarms 

specialized services 
(polygraph, equipment, 
executive protection, etc.) 

25 - 50 5 - 15 

$50 million + $11-25 million 

93% 

2% 

.1% 

4% 

90% 

3% 

1% 

65 

Al-18 

f ' 

Statewide regulatory bodies impose a greater number of 

operating restrictions on private security companies than 

states which simply license the firms. These regulations are a .. " 

source of contention for many contract security firms, many of 

whom view them as unnecessarily restrictive. Proponents feel 

they are the only way to control industry abuses and ensure 

the quality of security personnel and firms. Thus, a survey 

was directed to all 37 states regulating some aspect of pri-

vate security. The 51 item questionnaire covered such topics 

as administrative provisions, staffing, activities, volume of 

personnel and fir~s licensed and regulated, complaints, their 

relationships with law enforcemnt and private security firms, 

and their opinions on substantive issues raised in the na

tional surveys. Responses were received f~om 19 states for a' 

50% response rate. Due to the large number of survey items 

r;equiring interpretation, explanation and free- form answers" 

the data have not been displayed in this appendix. Included, 

however, is a copy of the survey instrument, and Appendix D 

lists key legislative provisions of state licensing and regu

latory agencies. 
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International 
Association of 
Chiefs of 
Police, Inc. 
Eleven Flrsttleld Road 
Gaithersburg. Maryland 20760 
Phone (301) 948-0922 
Cable Address IACPOLICE 

Norman Darwlck 
Executive Dlreclor 

April 15, 1981 

Dear Chief: 

President 
William F. Quinn 
Newton.MA 

Immediate Past President 
Joseph S. Dominelll 
RoHerdam. NY 

First Vice President 
James P. Damas 
University City. MO 

Second Vice President 
Leo F. Callahan 
Fort Lauderdale. FL 

Third Vice President 
Howard L. Runyon. Sr 
Passaic Township 
Stirling. NJ 

Fourth Vice President 
Thomas J. Sardino 
Syracuse. NY 

Fiflh Vice President 
John J. Norton 
Foster City. CA 

Sixth Vico Piesldent 
Robert W Landon 
Olympia. WA 

Treasurer 
Thomas C Durrett 
Beckley. WV 

DiviSion of Slate and 
Provincial Police 
General Chairman 
Grover W. Gamson 
Baton Aouoo. LA 

As you know, economic conditions have strained police budgets throughout 
the country. I know many of us face tough jobs in maintaining adequate 
levels of personnel and services in our communities. 

Citizens and businesses have frequently turned to private security 
services and products (guards, alarms, investigators, etc.) to increase 
their level of protection. Private security is a great potential 
resource and ally in our crime prevention and control activities. 

I am representing the IACP on the ~ational Advisory Panel of a project 
tolexamine operating relationships between law enforcement and private 
security. This project will result in specific recommendations on how 
private securi'ty resources can effectively complement and enhance 
police crime prevention and control activities. This research is being 
conducted by Hallcrest Systems, Inc. of McLean, Virginia, under a grant 
from the National Institute of Justice. 

~ 

I strongly urge you to complete the enclosed questionnaire. The opinions 
and attitudes of police chiefs are very important to this project. Your 
responses to this survey will be treated conEidentially. The IACP will 
make available the results of this survey. 

Sincerely, 

". . .. '. . . I' "$ J, dila-WL% ~1ffL-,-' 
William F. Quinn 
President . 

Enclosures 

DIVISion a! Siale 
AsSOciations of 
Chiefs of Police 
General Chairman 
Wayne v. Shepnsrd 
Salt Lake City. UT 

Past President and 
Parliamentarian 
Francis B, Looney 
Farmingdale. NY 
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NATIONAL SHERIFFS' ASSOCIATION 
SUITE 320 • 1250 CONNECTICUT AVENUE • WASHINGTON, D. C. 20036 

TELEPHONE: CODE 202: 872-0422 
FERRIS E. LUCAS 

EXECUTIVE DIRECTOR 

April 17,1981 

Dear Sheriff: 

Economic conditi0ns are straining law enforcement budgets throughout the 
country. I know lnany of you face tough jobs in maintaining adequate levels 
of personnel and services in your counties. 

Citizens and businesses have frequently turned to private security services 
and products (guards, alarms, investigators, etc.) to increase their level 
of protection. Private security is a great potential resource and ally in 
crime prevention and control activities for all sheriffs. 

Currently, a national study is underwa.Y to examine operating relationships 
between law enforcement and orivate security. This project will result in 
recommendations on how private security resources can effectively complement 
and enhance law enforcement crime prevention and control activities. This 
research is being conducted for the National Institute of Justice. 

I stronql'y urqe you to complete the enclosed questionnaire. The opinions 
and attitudes of sheriffs are very important to this project. Your responses 
to this survey will be treated confidentially. Please return the question
naire in the envolope provided to Hallcrest Systems, Inc. of McLean, Virginia. 

FEL/jj 

Enclosures 

. t'l I ' 

PRIVATE SECURITY and LAW ENFORCEMENT RESEARCH PROJECT of the 
Research staff 
Hallcrest Systems, Inc. 
7316 Hooking Road, MClean, Virginia 22101 

NATIONAL ADVISORY PANEL 
Wllilim J. Anthony 
O"eclor, OIV. 01 L~w Enlolcemenl 
Siale of California 
Sacramenfo. California 

Bernlrd M. Bearman. Esq. 
Allorney al Law 
Baker and Hosleller 
Washing Ion. D C, 

Olf. G. Clrson 
Sherr/l 01 Duval Counly 
Jacksonville. Flollda 

E.J. Crlscuofl, Jr. 
Execut,vc Director 
ArnHllciul Society for lrufunlnal ~ncllfllY 
Washlnglon, D,C, 

B.M. Gray. II 
Ovector 01 C"me Preventfon 
Nallonal Council on Clime ~ Delinquency 
Hackensack. New Jor.CY 

Albert HII.blnd 
Senior Vice President 
May Departmenl Siores 
51. Louis. Missoull 

Oonlld L. Jonls. Esq. 
Execut've Vice P,csldent 
Burns Inlernallonal Security Servlcos. Inc 
Brlarclilf Manor, New York 

Wllllim D. Kelleh., 
Chamber ot Commerce ot Ihe Ufl/lcd Statt'S 
Washing lon, D.C. 

Arthur A. Klnglbury 
Assoclal~ Ooan 
Macomb Counly Communlly ColIl!(J1I 
Mt Clemens, Michigan 

Chle' Wllllim F. Quinn 
PresIdent 
Inlernallonal Association of Chlels of Police 
NeWlon. Massnchusell$. 

Jo.oph R. ROlettl 
Olreclor 01 Seeuflty 
Inlernatlonal Business Machines Corp, 
Armonk. New York 

Goorgo A. Smllh. III 
Presldenl 
National Burglar and Fire Alarm Association 
Dallas. Texas 

Loul. A. Ty.kl 
Presldonl 
American SOCioly lor Induslrlal Secutlly 
Waterbury, Connectlcul 

Clillord W. Von Meier 
O"oclor. Potlce T/arntfl9 Ins/ltule 
U",verslly of IllinOIS 
Champaign, illinOIS 

Thom .. W. Wlthen 
Plesrdenl 
California Plant Proleclloll. Inc 
V~n Nuys, Cailfort"B 

Jerry V. Wilion 
V,ce Pros,denl, Secufl/y 
Peuples Drug Siorer., Inc 
Alexandria, Vlrgl",a 

National Institute Of Justice 
U.s. Department of Justice 

Law Enforcement Executive Survey 
This questionnaire seeks your opinions and attitudes as a lawen· 
forcement executive. Please select answers that best express your 
response to each question; your answers will remain confidential. 

Questions using boxes for answers should be marked with a check 
mark ( .... ) or (x). Only a few written answers are required. 

Please complete and return by May 8, 1981 in the postage paid 
envelope provided for your convenience. 

Law Enforcement Operations and 
Activities 

1. How would you rate the importance to your agency 
of the following functions and activities of lawen
forcement? 

crime prevention 

Investigation of criminal Incidents 

arrest/prosecution of criminal 
suspects 

protection of lives arid property 

maintaining public order 

traffic enforcement 

traffic control 

general assistance to the public 

community relations 

h~he.t modlum 10w .. 1 
p orfty priority prlorfty 

2 ~ 5 

40 36 19 3 2 

65 32 3 .3 

75 23 1 .5 .3 

93 6 2 

61 28 11 .3 

13 36 36 9 6 

8 21 46 14 11 

22 32 35 9 3 

29 36 28 6 1 

2. How would you rate the importance of each of 
these factors In decisions affecting your agency's 
personnel and budget In the past five years? 

.ory not don·t 
Importont Importlnt Importlnt know 

1 2 3 5 6 

political priorities 21 20 32 13 12 3' 

citizen priorities 25 31 37 6 1 

city/county revenue 56 2.5 15 2 .8 1 

taxpayer "revolt" 15 13 24 18 20 10 

amount of crime 38 24 29 8 1 .3 

city/county population 14 23 35 20 7 1 

f 
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3. What priority of response does your agency assign 
to the following calls for service? 

assault and battery 

burglary In progress 

burglar alarm activated 

domestic disturbance 

traffic accidents 

robbery in progress 

hlg""lt 
priority 

2 

IMdIum 
prlorfty 

3 

32 36 28 3 

84 15 1 

36 40 21 2 

13 39 40 7 

14 28 42'11 

.95 5 

low.lt 
prlorfty 

5 

1 

.5 

2 

2 

6 

.3 

armed robbery 73 23 3.3 1 

shoplifting 2 13 48 27 11 

auto theft 5 18 49 22 6 

employee theft 6 8 33 32 22 

police officer in trouble 99.5 .5 

security guard in trouble 64 30 6 0 .5 

4. 'Does your agency deputize or give special police 
authority to private security personnel? 

118 yes 282 no 

5. Would your agency consider transferring initial 
response on activated burglar aiarms to private 
security personnel of the security company 
protecting the premises? 

157 yes 243 no 

6. Would you consider transferring the following ac
tivities to private security personnel for criminal 
Incidents occurring on property being protec'ted by 
them? 

preliminary investigation % 

YII 
1 

20 

compietion of incident reports when 
victim declines prosecution or Is reo 
porting only for insurance purposes 50 

completion of misdemeanor Incident 
reports 24 

completion of supplemental case 19 
reports 

transporting "citizen arrests" 20 

other, please elCplaln 17 

no 

2 

61 

32 

55 

62 

65 

74 

mlrba 
3 

20 

18 

21 

19 

15 

8 

7. Do local or state government entities In your juris
diction contract with private security firms for pro
tection of public property (e.g., schools, libraries, 

- ----- ~---

parks, public hospitals, government buildings, 
etc.)? 

% '44 yes ~O no J 6 don't know 

If yes, please list ___________ _ 

8. Can you identify any law enforcement activities 
currently performed by your agency that poten
tially might be more cost effectively performed by 
contracting with private security firms? 

~60 no 

If yes, please explain ___________ _ 

9. Which of these crime prevention activities are per
formed by your agency? (check those that apply) 

!\ 90 property Identification/marking 

95 pamphlet distribution 

85 residential security surveys 

84 commercial security surveys 

98 public speaking 

77 robbery prevention seminars 

73 sMplifting prevention seminars 

88 ne!qhborhood meetings 

85 Neighborhood Watch program 

84 seif·protection for women 

10. Does your agency have assigned crime prevention 
officers in addition to patrol and investigative per
sonnel? (check those that apply) 

% 13 no specific officers assigned 

25 part·tlme crime prevention officers 

53 full·tlme crIme prevention officers 

48 full·time crime prevention unit 

11 distrlct/preclnct·level crime prevention officers 

30 functions performed by community relations 
officers 

23 functions performed by school liaison officers 

6 other, please specify 

-----------------
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11. How frequently in the last year has your agency 
participated in crime prevention activities and pro
grams with the following groups? 

Iwlt •• 
w.lkly monlh monthly I.!dom nlv.r 

1 2 3 4 5 

Chamber of Commerce 

civic clubs 

service organizations 

5 

22 

20 

buslnesslindustry 26 

contract security guard firms 3 

proprietary (in·house) security 14 

5 

13 

14 

35 46 

45 19 

41 23 

9 33 29 

1 6 47 

7 20 37 

9 

.5 

2 

3 

44 

23 

14. May sworn personnel in your agency have any of 
the following interests in a private security firm? 

owner 

corporate officer 

stockholder 

yes 

35 

37 

47 

no 

65 

63 

53 

15. May sworn personnel in your agency be employed 
to perform private security functions during off
duty hours? 

burglar alarm firms 7 

3 

4 

1 

13 48 29 % 181 yes 219no 

security equipment firms 14 48 35 (If no, sldp to' Question #19) 

12. Approximately how frequently In the last year has 
your agency Investigated the following crimes? 

Type 01 Crimi 

arson 

bankruptcy fraud 

business burglary 

business robbery 

cargo theft 

check fraud 

commercial bribery 

computer-related crimes 

credit card fraud 

embezzlement 

extortion 

Industrial espionage 

insurance fraud 

pilferage/employee theft 

receiving stolen property 

securities theftlfraud 

shopllfllng 

terrorism/bombings 

vandalism to businesses 

dilly w •• kly monlhly .. ,dam n.v.r 
2 3 4 Ii 

8 25 

1 4 

69 22 

29 36 

4 10 

54 26 

.3 1 

1 .5 

24 27 

8 16 

2 3 

.3 

2 5 

9 18 

2542 

1 3 

71 19 

1 3 

45 35 

38 25 

5 51 

4 3 

25 9 

5 

39 

1 

1 

18 55 13 

13 7 .5 

4 55 40 

2 48 49 

22 23 4 

24 46 6 

17 67 11 

1 34 65 

16 61 16 

30 39 3 

27 6 1 

10 60 26 

5 5 1 

13 54 31 

13 6 1 

13. Does your agency have a policy noncerning off
duty employment in private security by sworn per
sonnel? 

16. In which of the following capacities may sworn 
personnel perform private security functions dur
ing off-duty hours? (check those that apply) 

% 71 using law enforcement uniform 

44 uniformed security guard 

89 plainclothes security 

39 Investigations 

74 traffic control 

92 sporting/special events 

61 VIP/executive protection 

44 security supervisor/manager 

8 other(s), please list 

17. How are.the services of off-duty officers/deputies 
obtained for private security functions? 

% 

hired and paid directly by business 

hired and paid directly by private security firm 

hired and paid through law enforcement agency 

hired through police union/association 

contracted by Individual officers/deputies 

other, please spec;lfy _________ _ 

YI' 
1 

91 

55 

42 

24 

69 

67 

no 
2 

9 

45 
58 

76 

32 

33 
'f 
1 % 1 90yes 210 no 

1~~k------------------------------.~---------------------------------' 
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18. Approximately what percentage of your sworn per· 
sonnel perform private security functions during 
off·duty hours? 

36 1 to 10% 

18 11 to 20% 

11 21 to 30% 

10 31 to 40% 

8 41 to 50% 

5 51 to 60% 

6 61 to 70% 

4 71 to 80% 

2 more than 80% 

.3 non9 

19. Do you feel that off-duty employment In private 
security is a conflict of interest with the duties of a 
law enforcement officer? 

when thl olllcir/deputy II: 

hired and paid directly by business 

hired acd paid directly by private security firm 

hired and paid through law enforcement agency 

hired through police unlonlassoclatlon 

contracted by Individual offlcersldeputies 

other, please speclfy, ________ _ 

,,, 
1 

35 

59 

31 

54 

53 

50 

Private Security Operations and 
Activities 

no 
2 

65 

41 

69 

46 

47 

50 

20. Based upon private security activities in your area, 
how do yow think private security would rate the 
importance of the following functions and ac
tivities to their operations? 

hlghelt mecIIum I_II 
prlarity priority priority 

1 2 3 

crime prevention 45 

Investigation of criminal Incjdents 13 

arrestlprosecutlon of suspects 20 

proteCtion of lives/property 63 

maintaining order 

traffic control 

unauthorized access control 

employee Identification 

Information security 

crime reporting 

fire prevention 

accident prevention (Industrial) 

loss prevention 

22 

7 

52 

45 

23 

17 
49 

15 

56 

21 18 

29 39 

36 24 

22 3 

30 

22 

26 

33 

32 

39 

22 

32 

2.6 

, 

31 

50 

8 

7 

21 

27 
11 

23 

4 

don't 
krmw 

" 
16 

19 

20 

13 

17 

20 

14 

14 

25 

17 
18 

30 

15 

21. In general, how do you think the business com
munity usually resolves the following crimes 
against their companies? Do they report to your 
agency, report directly to the district attorney or 
prosecutor's office, or do they resolve the incident 
within their own firm through other methods (e.g., 
firing employee, obtaining restitution, absorbing 
the loss, etc.)? 

type 01 ctlme 

arson 

bankruptcy fraud 

business burglary 

business robbery 

cargo theft . 

check fraud 

commercial bribery 

computer-related crimes 

consumer fraud 

credit card fraud 

embezzlement 

extortion 

Industrial espionage 

Insurance fraud 

pilferage/employee theft 

receiving stolen property 

securities theftlfraud 

shoplifting 

terrorism/bombings 

'vandalism to businesses 

lllport to 
your epncy 

1 

95 

22 

98 

98 

73 

87 

26 

20 

29 

87 

62 

80 

17 

37 

49 

81 

41 

94 

90 
97 

lllport 
directly 
toD.A. 

2 

1 

111101 .. 
by other don't 
methode know 

3 4 

4 1 

23 30 24 

.3 1 .3 

.3 1 .3 

1 19 7 

752 

14 27 33 

12 32 35 

25 29 16 

482 

13 

5 

6 

13 

1 

1 

16 

1 

1 

.3 

21 

6' 

37 

34 

45 

12 

21 

5 

3 

2 

4 

8 

40 

16 

5 

6 

22 

1 

7 

1 

22. In general, how would you rate the contribution of 
private security to crime prevention and control in 
your area? ' 

V'"I lomlwhlt not don't 
."Iclivi l"ICtlvl e"ecllve know 
1 2 3 

overall contribution 3 66 24 

reduction In volume of crime 2 47 38 

reduction In direct dollar crime loss 3 58 21 

number of crIminal suspects 2 
apprehended 30 55 

42 41 

7 

13 
18 

13 

13 maIntenance of order 4 

(~------------------------------------------------------------' 

o 

{I 

o 

23, How would you rate the performance of private 
I security in your area in the following areas? 

quality of personnel 

pre·employment background checks 

training received 

supervision 

personal appearance In uniform 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal Incidents 

VI" don't 
good good poor know 

1 

1 

1 

.3 

2 

3 

3 

1 

9 

23" 

30 

18 

11 

21 

46 

41 

35 

17 

53 

58 

55 

66 

54 

47 

18 

11 

26 

22 

25 

5 

39 

26 36 

57 26 

26 13 

30. In your area Is there any le~islation regulating 
private security? (check those that apply) 

30 city ordinance 

9 county ordinance 

72 'state statute 

11 no laws } 
skip to Question #37 

8 don't know 
31. Please check any categories of personnel that are 

regulated by this legislation. 
Imployees menellir/ownir. 

!Is 1 2 

qualifications 

training 

experience 

58 

55 

14 

40 

21 

16 

responding to alarms 7 45 '23 25 32. Please check those private security business prac-
tices regulated by this legisiation. 
!Is 

24, In general, do you think the use of private security 39 employee 1.0. cards 
in your community has increased or decreased in 42 

uniforms the last five years? 

41 liability insurance 

6 advertising 

'75 Increased 2 4 decreased 3 1S about the same 

4 3 don't know 

25. Should uniformed private security personnel be reo 
quired to have badges, uniforms and equipment 
which can be clearly distinguished from public law 
enforcement? 

99.5yes 2.5 no 

26. Should minimum levels of training be required for 
private security personnel? 

, 9~es 2 no 3 ,1 no opinion 

27. Should minimum levels of firearms training be re
qulre(:i ~or armed private security personnel? ,. 

I gByes 3 1 no opinion 

28. Prior to employment, should criminal record and 
fingerprint checks be required for private security 
personnel? 

I 99 yes 2 no 3,1 no opinion 

29, Should minimum levels of experience and/or train· 
Ing be required for managers of private security 
firms? 

196yes 2 2 no 3 3 no opinion 

19 equipment 

59 firearms 

59 bonding 

11 false alarms 

42 employee criminal record checks 

9 . don't know 
, 

33. How do you feel about the overall effectiveness of 
this regulatory legislation in assuring good private 
security employees and business practices in your 
area? !Is 

'25 effective 258' not effective 3 18 no opinion 

34. How stringent are the requirements of this legisla
tion regarding business practices and security per
sonnel? 

!Is 
1 0 too stringent 225 adequate 3 58too lax 

" 17 don't know 

35. Ooes this legislation give your agency the power to 
suspend or revoke private security licenses? 

managersl~wners 

employees 

no 
powerl , 
64 

63 

mey 
IIIcommlnd 

27 

27 

36, Would you like to have t~ese powers? 

, 45yes 

me, 
IUI~plnd 

3 

2 

3 

mey 
IIIVOke 

4 

6 

7 

II yes, why ____ . ____________ _ 

Q'---------------------------------------------------------------------' 
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37. Is there a need for regulation of private security in 
your area? 

% 

city ordinance 

county ordinance 

ye. 

t 

71 
55 

no 
2 

29 

45 

state statute 81 19 

Law Enforcement and Private Security 
Relationships 

:> 38. Does your agency maintain a formal list of security 
directors and managers in your area? 

'34 yes 

39. Does your agency maintain a list of firms offerh;g 
the following security services in your area? 
(check those that apply) 

% 27 guard and patrol services 

19 private investigators/detectives 

38 burglar alarms 

15 security equipment 

13 guard dog services 

17 armored car firms 

15 polygraph/detection of deception -

7 security cnnsultants 

52 no list mCllntained 

40. If a list is maintained in Question #39, is it provided 
to citizens upon request? 

% 140 yes 2 60"0 

41'. How frequently do the following personnel In your 
agency have contact with private security person
nel? 

patrol officers 

detectives/investigators 

supervisory . 

management 

dally weekly monfhly •• ldom n.ftr 

% 2 3 • 5 

55 

10 

5 

1 

28 5 11 

35 20 33 

16 18 58 

5 14 72 

1 

2 

2 

8 

42. Has your agency developed cooperative programs 
or procedures with private security personnel in 
the following areas? 

% 10 hazardous materials movement 

6 precious metals movement 

11 VIP/executive protection 

8 disaster management 

11 traffic control 

12 crowd control 

3 terrorism counter measures 

-~------

9 economic crime Investigation (fraud, embezzle
ment, industrial espionage, etc.) 

67 no 

5 other (please specify), ________ _ 

43. In the last year, have any of the following 
resources been made available by private security 
to assist your agency in the investigation of 
crlm~1~? 

frequently DCculonaUy uldom 

123 

n.ver 
4 

personnel 

alarm "runners" 

guards 

Investigators 

Investigative accountants 

undercover operatives 

polygraph/deception detection 

questioned document examiner 

equlpmttnt 

vehicles 

armored vehiCles 

aircraft 

data processing 

cctv/video 

photographic 

surveillance " 

reward money 

ransom money 

undercover operation funds" 

buy money for stolen goods 

overtime payments for your 
agency personnel 

13 

1 

1 

2 

.3 

.3 

13 

13 

8 

2 

3 

8 

2 

2 

1 

1 

1 

2 

1 

3 

5 

1 

1 

1 

9 

14 

14 

9 

9 

11 

5 

5 

2 

4 

2 

66 

69 

76 

90 

88 

79, 

94 

93 

96 

96 

98 

4 94 

6 93 

9 89 

10 8'6 

3 98 

.3 96 

4 95 

2 96 
~ 

.0 

( ... ,I 

o 

C' 

I· 
•• 

, '.\ 

In.ormatlon 

Internal company Investigations 1 

criminal Intelligence 1 

business operations/procedures 2 

12 

9 

7 

17 70 

18 73 

17 75 
Other, please specify _0 _____________ _ 

44. How would you rate the operating relationships of 
your agency with private security personnel In your 
area? 

e.cell.nt 
1 2 

% 2 7 

good 

3 

38 

pcICH dem't know 

5 6 

25 21 7 

45. Does your agency compete directly with private 
security firms on requests for bids on security ser
vices? 

% 1 2 yes 

46. Are there any specific measures you would recom
mend to imprctie private security in your commu
nity? 

57% response 

47. Are"there any specific measures you would recom
mend to improve the working relationships of law 
enforcement and private security? 

_---A2~~sBJnse_ 

___ • 0 ______ -- ___ • _______ _ 

48. Are there any specific measures you would recom
mend to make more effective use of law enforce
ment and private security resources to prevent and 
control crime? 

37% response 
----.---~--,..- ., 

49. Has your agency reviewed the 1976 standards and 
goals of the Private Security Task Force to the Na
tional· Advisory Committee on Criminal Justice 
Standards and Goals? 

133 yes 264 no 

50. Are you aware of the Model Private Security li
censing and Regulatory Statute developeQ by the 
Private Security Advisory Council to the law En
forcement Assistance Administration in 1976? 

131 yes 265 no 

Agency Information 

51. What Is the population of your jurisdiction? 

52. What Is your current fiscal year agency budget? 

53. What has been the annual amount of change in 
your agency budget in the last five years? . 

change 

115 90 Increased 

7 decreased 

3 about the same 

change per year 

, 7 1%t04% 

43 5% to 9% 

26 10% to 14% 

10 15% or greater 

54. What Is your actual number of sworn personnel? 

55. How has the actual number of sworn personnel 
changed in the last five years? 

change 

115 55 Increased 

28 decreased 

16 about the same 



---- - ------ -------

amount of change Increased Decrease:i 

1% to 4% % 21 11 
5% t09% 15 11 

10% to 14% 10 1 

15% 'or greater 9 3 

56. What is the average annual patrol officer's salary? 

57. What Is the full·time equivalent (FTE) number of 
personnel In your agency assigned to crime 
prevention? 

58. What type of law enforcement agency do you 
operate? 

68 Municipal police department 

27 Sheriff's department 
5 County police department 
1 Other (please specify} __________ __ 

'.1. 

Your responses will remain confidential and will not be Identified as to law enforcement 
agency. Your city, county, and state are essential to tabulate responses by population size 
and geographic region. 
city ___________________________ .. ___ _ 

county ____________________________________________ __ 

state /1 
t~: 

Questionnaire completed by: 
Please -!Inter position olAllie only 
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American Society ,2:.:<.:, 
for Industrial Security ~ANAT\O 
2000 K Street, N.W., Suite 651 Washington, D.C. 20006 Telephone 202/331-7887 

Dear Security Professional: 

E.J. Cnscuoli, Jr., CPP 
Executive Director 

I am serving on the National Advisory Panel of a research 
project to examine operating relationships between law 
enfor.cement and private security. This research is being 
conducted by Hallcrest Systems, Inc. of McLean, Virginia, 
under a grant from the National Institute of Justice. 

This study will highlight the important loss and crime pre
vention contributions of security professionals, and will 
result in specific recommendations on how private security 
and law enforcement can work together more effectively. 

I strongly urge you to complete the enclosed questionnaire. 
The opinions and attitudes of security managers are very 
Lmporta~t to this project. lour responses to this survey 
will be treated confidentially. The American Society for 
Industrial Security will make available the results of 
this survey. 

Sincerely, 

~4J. .. ' 
Louis A. Tyska 
President 

Enclosure: As stated 

plr 

, ( \ 
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Hallcrest systems, Inc. 
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Proprietary Security Manager Survey 
This questionnaire seeks your opinions and attitudes as a security 
manager for your company/organization. Your responses are con
fldentla/; they cannot be identified by company/organization name. 

Questions usIng boxes for answers should be marked with a check 
mark (,....) or an (x). Only a few written answers are required . 

Please complete and retum by JUNE 19, 1981 In the postage· paid 
envelope provided for your convenience; 

Private Security Operations 
and Activities 

1. What level of security are you responsible for in 
your organization? (check those that apply) 

17natlonal operations 18 corporate division 

10 International operations 9 subsidiary company 

43 entire organization/ 15 regional facility/operations 
Institution 

15 corporate headquarters 25 local facility/operations 

2. How long has your position been established? 

%1 5 less than 1 year 17 7 to 10 years 

2 

3 

21 1 to 3 years 5 18 10 to 15 years 

18 4 to 6 years II 21 longer than 15 years 

3. Please write the title of the person to whom you 
report In your job. ___________ _ 

4. How many separate geographical locations and/or 
facilities are part of your security responsibilities? 
locations ___ _ 

facilities ___ _ 

, 

5. Does your orgslnlzatlon have formal written secu· 
rlty policias and procedures? 

2 5 no 

• 



-r~"~-~~~~~---- - --------_____ ...... ________ ~..._____--~~ ____________________ _ 
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( 

( 

6. Which of the following are part of the security 
operations of your organization? (check all that 
apply) 

% 20 armored car/armed courier 

83 burglar alarms 

81 fire alarms 

74 closed circuit T.V. 

2'.1 communications equipment 

67 electronic sensors or systems 

60 electronic access control systems 

7 guard dogs 

67 guards (in·house) 

57 guards (contracij 

25 investigators (contract) 

69 investigators (in·house) 

i4 investigative accountants 

68 security lighting equipment 

29. polygraph/deception detection 

75 safes and vaults 

4'1 undercover operatives 

21 energy management systems 

11 other(s): please list 

7. Have you used any of the following factors or 
measures to evaluate y~ur security operations? 
(check all that apply) 

% 56 inventory shrinkage 

81 internal theft 

22 prOfits 

. 27 operational overhead 

74 crimes investigated 

10 gross sales 

7 number of customers. 

21 customer attitudes/behavior 

57 employee attitudes/behavior 

65 apprehensions/arrests' . 

56 crime attempts intercepted 

3 none of the above 

5 other(s): please specify 

8. How would you rate the importance of the follow
ing functions and activities to your security opera
tions? 

crime prevention % 

Investigation of criminal incidents 

arrest/prosecution of suspects 

protection of lives/property 

maintaining order 

traffic control 

unauthorized access control 

employee Identification 

Information security 

crime reporting 

fire prevention 

accident prevention (industrial) 

loss prevention 

hlghesl 
priority 

1 

74 

46 

32 

89 

34 

5 

56 

37 

36 

28 

64 

38 

72 

mldlum 
priority 

2 

22 

45 

44 

8 

44 

32 

37 

46 

39 

49 

20 

28 

23 

low .. t 
priority 

3 

3 

6 

18 

2 

14 

37 

6 

15 

19 

18 

8 

12 

3 

not 
.ppll· 
~.bl. 

2 

4 

6 

1 

8 

27 

:2 

2 

5 

5 

8 

23 

1 

9. Please check how frequently your organization 
has Investigated the following crimes: 

type 01 crime 

arson 

bankruptcy fraud 

burglary 

robbery 

cargo theft 

check fraud 

commercial bribery 

computer-related crimes 

credit card fraud 

drug abuse 

embezzlement 

extortion 

dilly weekly monlhly •• Idom n .... 

1 2 3 4 5 

1 

4 

3 

2 

13 

1 

8 

3" 

4 

1 

1 

1 

12 

7 

4 

8 

1 

6 

11 

6 

3 

3 

29 

16 

17 

,16 

6 

5 

11 

28 

17 

3 

56 41 

22 73 

45 10 

47 27 

44 34 

39 25 

33 60 

39 56 

22 53 

48 

43 

31 

15 

30 

64 

IYPI 01 crlm. 

industrial espionage 

insurance fraud 

pilferage/employee theft 

receiving stolen property 

securities theftlfraud 

shoplifting 

terrorism/bombings 

vandalism 

dally wllkly monthly '1ldom nlvlr 

2 3 4 5 

1 5 39 55 

1 2 6 34 56 

24 28 28 19 1 

2 4 19 44 31 

1 1 2 24 72 

14 4 6 13 64 

6 

1 

18 

6 49 

33 38 

4.4 

5 

10. In general, how does your organization usually 
resolve the following crimes? Do you report to law 
enforcement agencies, report directly to the 
district attorney or prosecutor's office, or do you 
resolve the incident within your organization 
through other methods (e.g., firing employee, ob
taining restitution, absorbing the loss, etc.)? 

type 01 crime 

arson 

bankruptcy fraud 

burglnry 

robbery 

cargo theft 

check fraud 

commercial bribery 

computer·related crimes 

credit card fraud 

drug abuse 

embezzlement 

extortion 

Industrial espionage 

insurance fraUd 

pllf~rage/empIQyee theft 

receiving stolen property 

secur!tlcs thcftlfraucJ 

shoplifting 

terrorism/bombings 

vandali:;m 

roport to II. retIorI rllol ... 
onforc.mlilt dlreclly by other 
Ig.ncy to D.A, mlthod. 

89 

46 

91 

93 

72 

61 

39 

40 

60 

55 

53 

73 

34 

35 

49 

74 

60 

70 

85 

70 

·5 

20 

3 

3 

6 

16 

20 

18 

12 

2 

21 

13 

16 

16 

6 

6 

15 

3 

5 

2 

6 

34 

5 

5 

22 

24 

4,1 

42 

29 

42 

26 

14, 

51 

49 

46 

.20 

25 

27 

10 

28 

11. Would your organization be willing to consider 
transfer of the following activities from law en
forcement to your security personnel for criminal 
Incidents occurring on your property? 

yos 
1 

Initial response to burglar alarms % 55 

preliminary Investigation 76 

completion of Incident reports when 
victim declines prosecution or is 
reporting for Insurance purposes 
only 74 

completion of misdemeanor incident 
reports 68 

completion of supplemental case 
Mports 61 

transporting "cllizen arrests" 21 

other: (please explain) 5 

no 

2 

32. 

12 

13 

18 

22 

67 

mlybe 

3 

14 

12 

13 

13 

17 

11 

12. In general, how would you rate the contribution of 
your security program to crime prevention and 
control? . 

Vlry somewhll not don't 
ell.cli.1 .IIoell.1 .IIecli.1 know 

overall contribution 49 

reduction In volume of crime 36 

reduction In direct dollar crime loss 38 

number of criminal suspects 
apprehended 21 

maintenance of order 54 

J 

47 3 

52 6 

48 5 

51' 16 

35 2 

2 

7 

9 

12 

9 

13. How do you think the law enforcement agencies 
In your area would rate the contributions of pri
vate security to crime prevention and control? 

overall,~ontrlbution 

reduction In volume of crime 

.Iry somlwhlt nol don't 
IlIlell.1 elleetl'l elflcllvl know 

I 3 

20 58 13 9 

11 55 

reduction In direct dollar crime loss 13 54 

22 

17 

12 

16 

number of criminal suspects 
apprehended _ . 

maintenance of order 

11 

20 

37 

50 

34 

15 

18 

15 
(I ~ ____________________________ "~""" ______ """"" __ " ____ " ___________ D~~~;r.~ __ ~~~' 
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14. How would you rate the performance of in-house 
private security operations in your geographic area 
on the following items? 

don't 
excelltlnt good poor k_ 

% 2 3 4 5 8 

quality of personnel 15 22 40 13 4 6 

pre·employment background checks 11 14 29 17 19 10 

training received 

supervision 

personal appearance in uniform 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal incidents 

responding to alarms 

10 14 33 22 14 7 

15 24 34 14 7 6 

13 20 38 16 6 8 

14 17 30 13 5 21 

13 14 21 9 9 34 

8 13 27 21 19 12 

17 21 33 13 6 10 

24 27 28 8 3 11 

15. How would you rate the performance of contrac
tual private security firms in your geographic area 
on the following items? 

don't 
.. cellent good poor know 

2 3 456 

quality of personnel 1 1 16 32 44 5 

pra-employment background checks 1 3 14 20 43 18 

training received 1 1 11 26 52 10 

supervision 

personal appearance In uniform 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal Incidents 

responding to alarms 

2 3 21 36 32 7 

1 4 

2 3 

2 2 

27 35 28 5 

18 22 24 31 

14 16 26 40 

l· 2 . 9 19 46 23 

2 8 27 22 22 19 

3 12 28 24 19 15 

16. How do you think law enforcement agencies In 
your area would rate overall private security perfor· 
mance on the following items? 

don't 
good poor know 

1 2 3 4 5 6 

quality of personnel 2 5 19 30 37 8 

pre.employment background checks 2 4 14 24 40 17 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal Incidents 

responding to alarms 

don't 
.. cellent good poor know 

2 3 4 5 6 

2 3 21 22 27 25 

2 3 14 17 36 28 

1 2 11 22 45 19 

3 7 26 26 24 15 

5 10 27 25 19 14 

Private Security and Law 
Enforcement Relationships 

17. How would you rate.the operating relationships of 
your organization with area law enforcement per
sonnel? 

!is excellent 

2 

44 27 

good 

3 

22 

poor don't know 

5 6 

4 2 1 

18. How do you think law enforcement agencies in 
your area would rate the importance of the follow
ing functions and activities to their operations? 

crime prevention 

Investigation of criminal Incidents 

arrest/prosecution of criminal 
suspects 

protection of lives and property 

maintaining public order 

traffic enforcement 

traffic control 

general assistance to the public 

community relations 

hlgh .. t 
prIority 

medium 
priority 

1 2 3 

27 28 34 

28 37 29 

44 32 18 

52 

35 

12 

27 16 

36 22 

25 40 

8 

5 

4 

5 

5 

14 

11 23 39 18 

10 32 41 12 

14 32 38 11 

lowe.t 
priority 

5 

4 

2 

2 

2 

10 

9 

5 

6 

19. What priority of response do you think law enforce
ment agencies In your area assign to tho following 
calls for service? 

assault and battery 

burglary In progress 

hlgh •• t 
prIority 

1 

24 39 

64 28 

medium 
priority 

3 

31 4 

6 1 

lowe.t 
prlollly 

5 

2 

1 

training .recelved 

supervision 

2 3 12 22 49 12 burglar alarm activated 

2 7 21 28 31 11 domestic disturbance 

14 29 34 15 7 

3 20 44 21 12 

11 22 37 19 11 personal appearance in uniform 3 8 22 30 27 11 traffic accidents 

:{ 
II 

I t 
n 
1) 

1 

r 
I 
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i 
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robbery in progress 

armed robbery 

shoplifting 

auto theft 

employee theft 

police officer in trouble 

security guard in trouble 

hlghe.t 
priority 

1 2 

medium 
priority 

3 

86 12 2 

76 21 3 

1 

1 

low .. t 
priority 

5 

1 

1 

1 

4,: 36 39 21 

10 44 34 12 

3 25 37 35 

99 1":,~ ~ 

26 33 32 7 2 

20. How often have any of the following resources 
been made available by your organization t,o assist 
law enforcement In the investigation of crimes? 

not 
Ire· ocel' ~~C:~ quently .Ionilly •• Idom 

3 

neVIr 

personnel 
alarm "runners" % 12 

guards 13 

investigators 25 

investigative accountants 5 

undercover operatives 5 

polygraphldeception detection 6 

questioned document examiner 1 

equipment 
vehicles 6 

armored vehicles 

aircraft 

data processing 

, cctv/vldeo 

photographic 

surveillance 

financial 
reward money 

ransom money 

undercover operation funds 

buy money for stolen goods 

ovmtlme payments for their 
aueney personnel 

Informo lion concornlng: 

1 

1 

1 

5 

7 

7 

7 

2 

3 

3 

3 

Internal cornrany iIlV!l!1lig,ltitJlls 19 

2 4 

14 10 25 

25 20 26 

30 17 16 

13 14 34 

15 19 34 

11 10 35 

5 

40 

16 

12 

35 

28 

38 

10 12 35 42 

11 20 39' 26 

1 

4 

7 

3 42 

6 40 

12 45 

16 16 36 

2D :1.'9 3.1 

27 25 23 

20 15 35 

2 7 52 

10 

15 

14 

17 

44 

39 

12 12 46 

37 20 15 

38 20 15 

53 

50 

35 

27 

23 

17 

23 

37 

29 

27 

27 

9 

10 

t. ' ','':, , .• -

nol 
Ire· oec.- oppll· 
qu.ntly .Ionolly •• Idom no.or cablo 

% 3 

business operations/procedures 9 37 23 20 11 

other: please specify 

21. How frequently do security personnel in your 
organization have contact with the following 
public law enforcement personnel? 

dilly weekly monthly .eldom ne,ol 

your employees 
patrol officers 

detectives/investigators 

supervisors 

managers 

supervisors/managers 
patrol officers 

detectlves/investiga tors 

supervisors 

managers 

% 35 

14 

12 

11 

15 

11 

10 

9 

2 3 

27 15 

30 27 

25 23 

18 25 

29 22 

32 28 

27 30 

23 29 

21 

24 

33 

35 

29 

25 

30 

32 

3 

4 

7 

11 

5 

4 

5 

7 

22. How frequently does your organization have ac
cess to the following types of information from 
criminal justice agenCies? 

dilly weekly monthly .eldom ne'OI 

2 3 5 

arrest verification 

conviction verification 

driver license check 

vehicle check 

criminal case Information 

!is 14 

15 

16 

18 

11 

16 15 

16 

15 

22 

18 

16 

18 

14 17 

38 18 

36 

37 

32 

40 

15 

16 

10 

17 

23. When handling or investigating a criminal incident 
within your organization, which of the following 
statements reflect(s) the degree of cooperation 
you receive from law enforcement agencies in your 
area? (check those that apply) 

% ~: don't cooperate 

23 cooperate reluctantly 

71 cooperate fully 

2 Interfere with your inv()5tioulil'/l 

9. withhold needed inforrnnl!orr 

12 ether: rlease spncif\' 
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24. Has your organization developed cooperative pro
grams or procedures with law enforcement agen
cies in the following areas? (check those that 
apply) 

% 21 hazardous materials movement 

10 precious metals movement 

32 VIP/executive protection 

44 disaster management 

54 crime prevention 

31 traffic control 

23 
crowd control 

21 terro.rism counter measures 

31 economic crime investigation (fraud, embezzle· 
ment, industrial espionage, etc.) 

16 no 

7 other: (please specify) 

25. Are there any specific measures you would recom
mend to improve private security in your commu
nity? 

60% ,Resp:mse 

26. Are then:! any specific measures you would recom-
e _ mend to improve the working relationships of law 

enforcement and private security? 

56% Response 

27. Are there any specific measures you would recom
mend to make more effective use of law enforce
ment and private security resources to prevent and 
control crime? 

42% Response 

28. Has your organization reviewed the 1976 stan
dards and goals of the Private Security Task Force 
to the National Advisory Committee on Criminal 
Justice Standards an9 Goals? 

% 1 47yes 2 5310 

29. Are you aware of the Model Private Security Li· 
censing and Regulatory Statute developed by the 
Private Security Advisory Council to the Law En
forcement Assistance Administration in 1976? 

% 1 56yes 244 no 

Law Enforcement Officer 
Employment in Private Security 

30. Are off-duty law enforcement officers employed by 
your organization? 

% 260 no (If no, skip to Question 1133) 

31. If yes to Question #30, check the following 
capacities in which off-duty law enforcement of
ficers are employed by your organization. (check 
those that apply) 

% 59 using law enforcement uniform 

22 uniformed security guard 

53 plainclothes security 

21 Investigators 

34 traffic control 

25 sporting/special events 

19 VIP/executive protection 

4 security supervlsor!manager 

11 other(s): please specify 

32. If yes to Question #30, how does your organization 
obtain the services of off-duty law enforcement of
ficers? (check those that apply) 

% 75 hire and pay officer/deputy directly 

36 contract through law enforcement agency 

11 contract through police union/association 

6 other: please specify 

33. Do businesses or private security firms in your 
community hire off-duty law enforcement officers 
for security functions? 

businesses 

private security firms 

yes 
I 

79 

no 

4 

40 17 

don'l 
know 

3 

17 

43 
·~"' __ "' _____ "F_!""'Y""'·_"'E'"""" ________________ •• ____ .... ""' ...... ..1 .. =· .. ·\·.lt"'-..i_ ... ~..,~:;.··,~ .... ~-,..,_::l.=!."""""""""""...... 
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34. Do you think the employment of off-duty lawen
forcement officers by business and private secur· 
ity firms in your community has increased, 
decreased, or remained the same during the past 
five years? 

llbou' 
I'" don" 

Incre .. ed 11m. deere •• ed know 

2 3 4 

businesses % 41 28 8 22 

private security firms 18 22 7 53 

35. Do law enforcement officers in your community 
perform security functions while on off-duty or 
on overtime pay status In their departments? 

don' I 
y •• no know 

2 3 

using law enforcement agency 
uniform/equipment % 49 19 33 

plainclothes detail 41 14 45 

36. When your organization requests bids for private 
security services, do you receive formal or 'Informal 
bids to perform these services from off·duty law 
enforcement officers? 

'ormllbld II'IIorm11 bid 
bid submltt.d by: y •• no y •• no 

1 2 1 2 

law enforcement agency !is 5 95 19 81 

police union/association 2 98 8 92 

individual officer/deputy 5 95 32 69 

commanding officer 3 97 9 91 

private security firm 70 30 31 69 

37. Do you feel that aff-duty employment In private 
security is a conflict of Interest with the duties of a 

\~ . law enforcement officer? 

wh.n thl ollle.rld.puly I.: 

hired and paid directly by business % 

• 
hired and paid directly by private 

, I) security firm 

hired and paid through law enforce· 
ment agency 

IJ hired through pOlice union/ 
association 

contral·ted by Indivlduai oflicers/ 
deputies 

other: piease specify 

.... _~_ 0 __ - .. -_,# 

.!1._(_C:.I~:a:s:z;==iUCit ... ~..J:j 

Y'I 
1 

34 

40 

47 

56 

47 

6 

no 

2 

66 

60 

53 

44 

53 

Lax:; t:::= 

38. In general, how do you feel about off·duly lawen· 
forcement officers using public agency uniforms 
and equipment to perform private security func· 
tions? 

! .. ongly 
.gre. .gr •• dlsagre. 

2 3 4 5 

should be an available option for 
additional protection % 26 8 20 5 41 

unfair competition with private 
17 4 16 10 53 security firms 

misuse of public resources and tax 
29 7 13 9 44 dollars 

Private Security Legislation 

39. Do any of your security personnel have deputized 
police powers in the performance of their duties? 

% ' 29 yes (If yes, go to Question 1142) 271no 

40. If no to Question #39, would you like them to have 
these powers? 

I 29yes 271 no 

41. If yes to Question #40, why would you like these 
powers? ______________ _ 

17% 

42. Is there any legislation regulating private security 
in your area? (check those that apply) 

% 21 city ordinance 

9 county ordinance 

69 state statute 

10 no laws } 
skip to Question 1147 

10 don't know 

43. Are any aspects of your security operations 
covered by this legislation? 

% 1 66yes 230 no 3 4 don't know 

44. Are your.proprletary security personnel covered by 
this legislation? 

% t 55yes 239 no 3 6 don't know 

45. How do you feel about the'overall effectiveness of 
this regulatory legislation in assuring good private 
security employees and bUSiness practices in your 
area? 

t 33 effective 2 52 not effective ~ 15 no opinion 

c. _LUlLS .CeQ,'I,,_ 
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46. How stringent are the regulations and require
ments of this legislation regarding private security 
personnel and business practices? 

1 2 too stringent 

~ 1],,0. opinion 

2 42adequate 3 45100 lax 

47. Do you feel there is a need for legislation 
regulating private security firms in your area? 

city ordinance 

county ordinance 

state statute 

Y" 
1 

39 
3,6· 

85 

no 
2 

61 
64 

15 

48. Should law enforcement agencies have the power 
to suspend or revoke p~ivate security licenses and 
certificates? 

managers and owners 

employees 

y •• 

1 

43 

44 

no 
2 

57 

56 

49. Do you think the following business practices 
should be required of private security? 

cantracl 
IIcurll, 

y •• 

1 2 

employee criminal record and 
fingerprint checks % 97 

badges, uniforms, equipin'ent' clearly 
distinguishable from law 
enforcement 

minimum levels of training for all 
security personnel 

minimum levels of training for 
armed security personnel . 

93 

99 

99 

Personnel 

3 

7 

1 

1 

proprl.la" 
\IeCUllty 

yea no 

2 

96 4 

87 13 . 

96 4 

98 2 

50. Please check the types of pre·employment screen
ing of your security employees utilized by your 
organization. (check those that apply) 

% 7 application 

15 written examination 

66 criminal history check 

39 fingerprint check 

74 general reference check 

12 psychological testing 

17 pelygraph/deception detection 

ether(s): please list ____________ _ 

51. What is the minimum level of training received by 
each employee in the following security cate
gories? 

classroom Iralnlng prior 10 
Job assignment 

uniformed personnel 

armed persennel 

other persennel 

supervlsers 

on the Job training-annually 

uniformed persennel 

armed persennel 

"bt.her persefln~1 

supervisors 

HaUlS of rralnlng 

023 4 5 6 
o i-4 5·8 9·16 17·24 25·40 40+ 

21 15 14 10 15 27 

8 9 11 7 16 49 

16 13 11 7 13 41 

9 7 9 7 13 56 

7 13 17 13 15 36 

3 10 13 12 17 44 

8 9 12 11 15 44 

4 7 9 11 17 53 

52 .. How many hours of firearms traiAing for armed 
personnel include discussion of legal and policy 
restraints in carrying firearms? 

number ef heurs __ 2 net applicable 

Median 8.5 

53. What approximate percentage of your security per
sonnel carry a firearm while on duty? 

% 162 none t, 3 31% to 500~, 

211 1% to 10% 

3 2 11% 1020·;', 3 7\ \0 Ill1 . 

4 2 21% to 30% 1 63 \,JUI;.1II,!.] I.J.' :k',.,.,.IlU 1l,.m,ligation 

(' ~~_";""":I.:¥.."'~: ....... ,. :.. -::..r.._ .,.....,;_.~ .! .... : .. ~"t~-_._.~.:.,'":~:::· •• ___ .. ""c.'f'l'll ........ x.-_ ... r.,."t.tm":'~:.r...,.i:'" 
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54. How does your organization feel about security 
personnel carrying firearms? (check those that ap
ply) 

38 usually net needed 

41 against cempany pellG,), 

41 special assignments enly 

2 en empleyee's request 

18 teo many legal/Insurance preblems 

21 ether: please specify ________ _ 

55. What is the approximate range of the average 
hourly wage paid to your in-house uniformed 
security guards? 

i (!')% 1 5 53.35 to. 54.CO/hr. 

2 17 54.00 to. 55.aO/hr. 

3 20. 55.00 to. $6.00/hr. 

4 21 S6.00 to. 57.00/hr. 

6 11 $8.00 to 59.O'D/hr. 

7 3 $9.00 to. S1'I.1.00/hr. 

8 4 S10.00 to. S11.00/hr. 

9 4 greater than $11.00/hr. 
q) 

!I 14' $7.00 to. sa.OO/hr. 10 net applicable 

, i1) 56. What is the approximate range of the average 
hourly wage paid to other security personnel of 
your organization (nonsupervisory)? 

'!Is 14 $4.00 to. $5.00/hr. 

,0 2 20 55.00 to. $6.00/hr. 

3 16 $6.00 to. S7.00/hr. 

4 11 57.00 to. S8.00/hr. 

!I 11 $8.00 to. S9.00/hr. 

6 7 $9.00 to. S10.00/hr. 

7 6 $10.00 to. S11.00/hr. 

8 5 S11.00 to S12.00/hr. 

9 11 greater than S12.00/hr. 

10 net applicable 

o 

57. If your organization utilizes contract security 
guards, what Is the average hourly billable rate 
paid for yqur typical guard company contract? 

7 54.00 to 55.00/hr. 2 27 $5,00 to. $6.00/hr. 

3 24 $6.00 to. 51-00/hr• 

4 24 57.00 10. S8.00/hr. 

5 7 $6.00 to. S9.00/hr. 

6 6 $9.00 to. 510.00/hr. 

7 2 510.00 to 511.00/hr. 

8 $11.00 to. 512.00/hr. 

9 1 greater than 512.00/hr. 

10 not applicable 

58. Please list your years of experience'for each of the 
following: 

prtvat. aecurtty 
Investlgater 

security guard • 

security supervisor 

security manager 

centract security 

ether: 

Mean Y .... of .. perl.nc. 

those re9~nding 

-4-..4-

7.2 

~ 

A..£ 

10.3 

please specify ___________ _ 

military •• nlce 
nencemmlssiened service 

cemmlsslened efficer 

military pellce 

military Intelligence 

ether: 

6.4 

11.2 

8.0 

8.1 

llL.9-

please specify __________ _ 

taw enforcement 
police efflcer/deputy 

Investlgater 

supervlser/cemmandlng efficer 

chief of police/sheriff 

federal agent 

other: 

8.1 

7.3 

8.7 

6.5 

11.3 

~ 

please specify _________ _ 

Organization Information 

59. Please rank (according to dollar volume) the three 
primary areas of your organization's business. 
(highest = 1) No. Resporrlents 

Primary Business Area 
your .llhls 
OlQ.nlllllo" locallon 

aerespace -Q 
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No. Respondents 
Primary Business Area 
armed forces 

autoltooling/metal working 

banklnglflnance 

consumer products manufacturing 

education / fine arts 

electrical/eleclronics 

forest/wood products 

government-federal 

research and development 

health services 

industrial products manufacturing 

insurance 

metals manufacturing/metal products 

mining/pet.roleum/chemicals 

pharmaceuticals 

restaurantllodging 

retailing 

tcxtilcs/rubber/plastic/glass 
products/pulp and paper products 

transportation 

utilities/ conununicat ions 

other(s): please list 
Industrial - N.E.C. 

------------_.----. 
Se:rvice - N.E.C. 

N/R 

your 
organlzillon 

8 

11 

_6~ 

55 

18 

33 

14 

--114-

2L 
33 

14 

18 

38 

9 

29 

96 

13 

17 

51 

9 
18 

8 

24 

N=676 

Illhl. 
10c.lI.o., 

60. What is the total number of security employees at 
this loea tion for whom you are responslble? __ 

61. How many supervisors of security services does 
your organization employ at this location? ____ _ 

62. What are the gross annual sales of your firm -
company wide? 

% 1 37 less than $5' million 

2 19 $6 million to $25 million 

312 $26 million to $50 million 

~ 10 $51 million to $100 million 

5 10 $101 million to $300 million 

6 5 $301 million to $600 million 

7 3 $601 million to $999 million 

8 :'3 $1 billion to $5 billion 

9 1 greater than $5 billion 

10 not applicable (e.g., government, education, 
hospitals, banks, etc.) 

63. What is the approximate value of assets protected 
by the security operations of your organization-en-
tire organization? $, __ _ 

64. What is the approximate value of assets protected 
by the security operations under your responsibil· 
ity?$ ___ _ 

65. What is the approximate overall security budget of 
your organization-entire organization? $ __ _ 

66. What is the approximate annual security budget 
for the operations under your responsibility? 
$,----

. 
67. What has been the annual amount of change in 

your security budget in the last five years? 

chenve % Inc:reasedchange per year 

1 89 Increased 
(4) 
6 I 1%t04% 

2 5 decreased 25 2 5% \09% 

3 6 about the same 28 10 0 '0 to 14% 

26 15% or groater 

68. Please write the title or position of the person who 
approves your security budget. ' 

title or position ____ . __ _ 

( 
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69. Approximately what percentage of your annual 
security budget is spent for outside or contractual 
security services or products such as alarms and 
other security equipment, contract guards and in
vestigators, security consultants, armored car ser· 
vice, etc.? 

% , 39 less than 10% 5 12 51% to 70% 

2 18 11% to 20% 6 9 7.1% to 90% 

3 10 21% to 30% 7 4 more than 90% 

4 9 31% to 50% 

70. How many outside or contractual security firms 
are utilized in your security operations? 

% 1 23 none 4 5 7 to 10 firms 

2 49 1 to 3 firms 5 4 11 to 15 firms 

3 14 4 \06 firms 6 6 greater than 15 firms 

71. What is the approximate annual salary (excluding 
profit-sharing, bonuses, fringe benefits, etc.) of the 
senior seclJrity managerlexecutive at this loca
tion? 

% 2 less than ~15,OOO 

2 5 515,1)00 to $19,999 

3 12 $20,000 to $24,999 

4 18 $25,000 to $29,999 

5 18 $30,000 to $34,999 

8 11 535,000 to $39,999 

7 1J. $40,000 to $44,999 

B 12 545,000 to 554,999 

9 5 555,000 to 564,999 

10 2 greater than 565,000 

Your responses will remain confidential and cannot be laentilled by your company/organization name. 
Your city, county, ~tatl, and zip code .r, , .. enllal to tabullt. rlsponslI by population size and 
geqgraphlc region. . 

city ____ '---_________________________ _ 

county 

state _______________________ zip code __________ _ 

Questionnaire completed by: 
Ploaso ollter position or 11110 only 

THANK YOU FOR YOUR COOPERATION. 
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CON T RAe T U A L SEC URI T Y 

MANAGER SUR if E Y D A T A 

, ,'( 

PRiVATE SECURITY and LAW ENFORCEMENT RESE~RCH PROJECT of the 
Research 'Staff 
Halld'eSt Systems, Inc. 

National institute Of Justice 
u.S. Department of Justice 

7316 Hooking Road, McLean, Virginia 22101 

NATiONAL ADVISORY "~NIL 
Wlnla", J. All...., 
O/Nelor, Olr. of l •• enforc.m.nl 
Stata 01 Celllorni. 
S.crelMnto, C.lllorni. 
hmlnI ... a-rn.n, EIq. 
AI,Otft.y ., l •• 
Blk.r .nd Hoal.IIII 
Wllhlngton, O.C. 

DaIlO.c...on 
Sh.rll( of Ou,,1 Counly 
J.(\klonvill., Florid. 

E.J. CrlacvoII. Jr. 
E.ICUtI1l8 OINelor 
Amerlc.n Socl.ty lor Indu.trl.1 Security 
w •• hlngton, O.C, 

I.". Oray, II ' 
DINeIOr 01 Crimi Prevention 
N.tlonal Council on Crlm. & D<tllnqu.ncy 
H.ck.nuck, New J.rRY 

AIlltitH.1II.I1IIIII 
SM/M V~ FrI./dflnt 
M.y Daparlmant StOll5 
St. loul., Millourl 

Donald L .!1!1IIa, I!Iq. 
E.lICullYe IiICfI P, .. 1dIn1 • 
Bum. Intarn.tlonal Security S.rvlee •• Inc. 
Brl.rclill M.nor, New York 

W .... "'I1."......., 
Ch.m"" 01 Commen:e 01 the Un/t-.l SI., •• 
Wllhlngton, D.C. 

AltllurA. KIngaIIuIy 
\ Allce/.,. OI.n 
I Mecomb COUnty Community Collage 
IMt. Clemen., Mlchl;ln 

CtIIaf WI ... ", F. QuInn 
Pt.II/de111 
Int_tlonal Aaaocllilon 01 Chl.,. 01 PoIlc. 
Newton, "," .. chunUI 

..... R.RMettI 
O/Netor 01 SlCUf/ty 
Intemata-!lIullnell M.chln •• Corp. 
Armonll, New York 

a-co A. SmIth, III 
,.,.,/dQIII 
N.tlonal lurglll .nd Fill Allrm ,""oclllllon 
OIIlIl,TII'" 

..... ,,"" Trek' 
p,../lIInl 
A"",lc.n /JOClllty lor Indu.trl.1 Security 
W.Ill'llllry, Connecticut 

CIIfl .... W. Van .... 
O/Nelor, fJo/lc. rre/ll/rtg Irt~llIul. 
Unlvanlty 01 IIlInoil 
Ch.mp.lgn, lllinoia 

n-a1,W. WI"'" ,,..I*,,, , 
C.Ulaml. PlI,,1 Protection, Inc. 
V.n "'UYI, Clillorni. 

""" V. WtIIOII VIcI ,.,..l1li111, SlGurily 
1'IC9'" Drull Slor •• , Inc:. 
AII •• ndrll, Vlrglnl. 

Dear Securi ty Ma.oager: 

We are requesting your assistance in completing a ques
tionnaire as part of a national study of the nature and 
extent of private security and law enforcement resources 
and operating relationships. Law enforcement officials 
in your region recently completed a similar question
naire~ 

As a provider of security services and/or products~ 
your firm makes an important contribution in assisting 
businesses and citizens to protect their property and 
lives. This project will identify ways that private 
and public resources can more effectively cooperate i~ 
preventing and controlling crime in our nation's com
munities. 

Please complete the enclosed questionnai re as' soon as 
poss i b 1 e and return it to us before June ~th. ~ 981, in 
the postage-paid envelope provided for your convenience . 

Thank you for your willingness to participate in this 
project. The identity of your firm and your responses 
will remain confidential. 

WCC/ck 
Enclosures 



;::$. IQ. u,' , -

PRIVATE SECURITY and LAW. ENFORCEMENT RESEARCH PROJECT of the 
Research Staff 
Hallcrest systems, Inc. 
7316 Hooking Road, MCLean, Virginia 22101 

, 
NATIONAL ADVISORY PANEL 
William J. Anthony 
Director. O,V 01 Law Enforcement 
Siale 01 Calolornla 
Sacramento, California 

Bernard M. Beerman, [sq. 
Altotney ill Law 
Baker and Hosleller 
Wasnmglon. 0 C 

Dlle G. Clraon 
Shell" 01 Duval Caunly 
J.Jck~orl'lllll!, FlomJJ 

E.J. Cri.cuoli. Jr. 
€xecuflve Dlfector 
Amencan Society lor Industrial Secutlty 
Wdshmgton. 0 C 

B.M. Gray. /I 
Ouect01 01 Cflme PreventIOn 
Ndtlonal Council on Crime .& Dellnquenc'! 
Hac.kensack, New Jer')ey 

Albert Hal.blnd 
Semor VIce PresIdent 
MdY Departmenl Siore, 
SI LouIs. Missoun 

Donlld L. Jlni •• Esq. 
E ~ecutlve VIce PresIdent 
Burns Internallonal Security Scrvlcrs. Inc 
Briarcliff Manor. New York 

W/illam O. Kelleher 
ChamOer 01 Commerce 01 rne Unrted Siaies 
Washmgtan. DC 

Arthur A. Kingsbury 
Assoc/iite Dean 
Mdcomo County Community Collet)p 
tAt Ctcr,lcns. Michigan 

Chief WI/111m F. Quinn 
Presrdenl 
Internal lanai A~saclatlon of ChIefs of Po;;ce 
Newlon. Massachusetts 

Josiph R. Ro,ettl 
O"eclor 01 Secumy 
Inlernallonal B"Slness MachInes Corp. 
A'mon~. New" ark 

George A. Sm tho /II 
Presldenl 
N~tlanal Burglar and Fore Alarm Assoclallan 
Da/las. Texas 

Loul, A. Ty,kl 
Presrdenl 
Amellcan SocIety for InoJuslllal Securoly 
Walerbury. Connectlcul 

Clifford W. Vln Meter 
Drreclor. Police TrGlnlng Insfrtute 
Unrverslfy of llionols 
Champalgr" /lionolS 

ThomlS W. Wlthen 
PreSldenl 
Caillornl. Plan I Prolectlon. Inc 
Van Nuys. Caillornla 

Jerry V. Wilion 
Vrce Presraent, Secufl/y 
Poopl.s Drug Sioros. Inc 
A·le,J'.lOrtIl3. VItr'JIf"., 

National Institute Of Justice 
U.S. Department of Justice 

Contractual Security Manager Survey 
This questionnaire seeks your opinions and attitudes as a manager 
or owner of a business providing private security services. Your 
responses are confidential; they cannot be identified by company 
name. 
Questions using boxes for answers should be marked with a check 
mark k) or an (x). Only a few written a.nswers are required. 

Please complete and return by JUNE 26, 1981 In the postage-paid 
envelope provided for your convenience_ 

Private Security Operations 
and Activities 

1. What share of your firm's current business volume 
is provided to the following client areas? 

armed forces 

banklnglflnance 

construction 

educational Institutions 

hospital/health care 

transportation facilities (airports, 
trucking firms, etc.) 

government facilities (nonmilitary) 

manufacturing facl"tles 

public housing 

residential 

restaurantllodglng 

retaIl stores 

shopping centers 

utilities 

other(s): 

S volum., of bUlln ... 

lerg. medium low none 

1 2 3 

1 3 17 79 

7 

7 
4 

3 

4 

2 

27 

3 

30 
6 

23 

10 

4 

10 

14 

23 
14 

12 

16 

8 

31 

7 

17 
23 

28 

20 

10 

8 

37 

42 

35 

35 

39 

26 

22 

17 

20 
39 

27 

30 

25 
6 

42 

28 
48 

50 

41 

63 

21 

73 

33 
32 

22 

40 

62 

76 

please list __________________ _ 

II 
tl 

2. Please check any of the following client areas 
where your services have increased significantly In 
the past five years. % 

2 armed forces 

17 banklnglfinance 

20 construction 

10 educational Inslltutlons 

11 hospital/health care 

10 transportation facilities 

6 government facilities 
(nonmilitary) 

31 manufacturing facilities 

5 public housing 

43 residential 

14 restaurantJlodglng 

31 retail stores 

14 shopping centers 

7 utilities 

10 other(s): please list ____________ _ 

3. How would you rate the importance to your typical 
clients of the following activities performed for 
them? 

crime oreventlon 

hlgh •• t 
priority 

1 2 

medium 
priority 

3 " 
56 13 14 

dM' 
low •• ' no. 

!trlori.y .IIP" 
5 6 

3 3 11 

investigation of criminal Incidents 10 6 17 10 15 42 

arrest/prosecution of suspects 13 7 15 11 15 39 

protection of lives/property 

maintaining order 

traffic control 

. unauthorized access control 

employee Identification 

Information security 

crime reporting 

fire prevention 

accident prevention (Industrial) 

loss prevE>nllon 

68 13 6 

17 11 18 

3 3 12 

35 15 18 

14 10 20 

11 7 16 

15 10 17 

42 12 16 

8 6 12 

51 15 15 

2 1 10 

6 6 42 

10 16 56 

8 4 21 

11 11 34 

13 13 40 

9 12 38 

5 6 19 

8 13 53 

4 2 13 

4. How much of your firm's current business volume 
is diracted toward the following crim!nal In
cidents? 

crlmlnlllncidenl 

arson 

bankruptcy fraud 

burglary 

larvl 

1 

12 

2 

64 

medium 

2 

15 

3 

16 

low 
3 

31 

13 

10 

43 

83 

10 

crlml!:!1 Incld.nt 

robbery 

cargo theft 

check fraud 

commercial bribery 

computer·related crimes 

credit card fraud 

drug abuse 

embezzlement 

extortion 

Industrial espionage 

Insurance 'raud 

pilferage/employee theft 

receiving stolen property 

securities theft/fraud 

shoplifting 

terrorism/bombings 

vandalism 

lerve 

1 

38 

13 

2 

1 

1 

1 

5 

4 

1 

4 

6 

32 

6 

3 

15 

3 

40 

medium 

2 

28 

22 

5 

3 

4 

3 

9 

8 

4 

13 

8 

28 

9 

6 

18 

10 

30 

low 

3 

20 

27 

16 

10 

16 

12 

21 

15 

14 

22 

15 

20 

19 

14 

26 

17 

14 

non. 
4 

15 

39 

77 

86 

80 

84 

65 

73 

81 

59 

72 

21 

67 

77 

41 

70 

16 

5. Would your firm be willing to consider transfer of 
the following activities from law enforcement to 
your security personnel for criminal incidents oc
curring on property being protected by your firm? 

y .. 

% 1 

Initial vesponse to burglar alarms 47 

pre"mlnary Investigation 51 

complotlon of Incident reports when 
Victim declines prosecution or Is 
reporting tor Insurance purposes 
only 51 

completion of misdemeanor Incident 44 
reports 

completion of supplemental case 
reports 38 

transporting "citizen arrests" 

other; please oxplaln 

20 

25 

no 

2 

32 

32 

34 

39 

41 

62. 

61 

Itt.ylle 

J 

21 

17 

15 

17 

21: 

18 

13 

t; ~.' < 

I,' 
1 ~ __________________ r ____________________________________ ~ 

, 
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6. How would you rate the overall Importance of the 
following factors influencing your clients to re
quest your services? 

% 

quality of service 

cost ('f service 

change in contract service firms 

expansion of client facilities 

actual property crime victim 

actual violent crime victim 

general fear of property crime in 
their area 

. general fear of violent crime In 
their area 

very 
Impor'llnl 

1 

87 

Importlnl 

2 3 

6 6 

40 18 34 

8 11 33 

15 13 36 

35 21 28 

not 
Importlnl 

4 5 

1 

6 2 

20 28 

17 19 

9 7 

27 13 26 18 15 

43 23 26 4 5 

34 20 27 10 9 

inability of police to affect crime rate 33 18 29 11 9 

rapid rise in crime rate 

value of assets to protect 

amount of cash handled 

43 21 23 8 4 

53 23 19 3 2 

27 17 30 15 12 

7. In general, how would you rate your firm's contrl· 
bution to crime prevention and control for the 
typical clients you selVe? 

,t,., aomewhll not don'l 
% "Ifeelt.. .ffeel.... tffeet... know 

1 2 3 4 

overall contribution 71 22 6 

reduction in volume of crime 48 

reduction in direct dollar crime loss 52 

number of criminal suspects 
apprehended 

maintenance of order 

20 

32 

36 

35 

40 

29 

5 

3 

18 

10 

12 

10 

22 

29 

8. How do you think the law enforcement agencies 
in your area would rate the contributions of area 
private security firms to crime prevention and 
control? 

.. ,., lomlWtlat not 
tffeetlY, .ffeeU.. .lIeetl .. 

1 2 3 

overall contribution 17 58 16 

reduction In volume of crime 10 54 28 

reduction in direct dollar crime loss 14 57 19 

number of criminal suspects 7 
apprehended 

maintenance of order 9 

39 

38 

36 

28 

cIon't 
know 

4 

9 

8 

11 

18 

25 

9. How would you rate the performance of private 
security firms in your geographic area on the 
following Items? 

don'l 

% 
tacelltnl good ~ know 
123 4 5 8 

quality of personnel 3 5·39 25 22 6 

pre-employment background checks . 3 7 19 19 40 15 

training received 

supervision 

personal appearance In uniform 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal incidents 

responding to alarms 

2 4 18 23 42 11 

4 4 27 29 23 12 

3 7 36 24 22 8 

3 7 23 14 14 39 

6 6 21 12 17 38 

2 4 16 18 33 28 

8 9 29 16 13 28 

9 13 32 15 12 19 

10. How do you think law enforcement agencies in 
your area would rate the performance of private 
security on the following items? 

% 

quality of personnel 

pre-employment background checks 

training received 

supervision 

personal appearance In uniform 

reasonable use of force 

proper use of weapons 

familiarity with legal powers 

reporting criminal Incidents 

responding to alarms 

don't 
ncelltnt good P"Ot' know 

1 2 3 4 5 6 

2 3 22 22- 39 13 

2 

2 

3 

4 

3 

3 

2 

5 

6 

3 

2 

2 

5 

3 

3 

2 

6 

7 

17 15 43 2.1 

13 18 49 17 

19 23 35 19 

23 24 28 17 

15 15 28 37 

13 13 36 33 

10 12 46 30 

22 16 24 27 

25 15 24 24 

Private Security and 
Law Enforcement Relationships 

11. How would you rate your firm's relationships with 
area law enforcement personnel? 

uc.lltnl good poor don'l kilow 

1 2 3 5 6 

% 45 22 7 7 3 1 

I 
i 

!, 

II 
t 
I ~ 

12. How do you think law enforcement agencies In 
your area would rate the Importance of t"he follow· 
ing functions and activities to their operations? 

crime prevention 

Investigation of criminal Incldl!nts 

arrest/prosecution of criminal 
suspects 

protection of lives and property 

maintaining public order 

traffic enforcement 

traffic control 

general assistance to the public 

community relations 

% h~t rnecllum lowtlt 
priority priority priority 

2 

36 23 

23 29 

38 25 

52 23 

3 

30 6 

28 9 

19 8 

19 3 

5 

6 

12 

10 

4 

31 27 27 7 9 

19 20 35 11 16 

14 17 36 14 19 

14 21 40 16 10 

19 22 33 15 12 

13. What priority of response do you think law enforce· 
ment agencies In your area assign to the following 
calls for service? 

assault and battery 

burglary In progress 

burglar alarm activated 

domestic disturbance 

traffic accidents 

robbery In progress 

armed robbery 

shoplifting 

auto theft 

employee theft 

police officer In trouble 

security guard In trouble 

hlt;htll 
% priority 

IlllCllum 
llriorlty 

low ••• 
priority 

2 3 

29 31 33 4 3 

55 28 12 2 2 

5 

12 26 35 15 12 

6 15 39 25 15 

16 24 32 17 11 

79 16 4 1 

77 15 6 1 

1 

3 4 30 35 28 

3 10 35 32 21 

1 3 19 33 44 

98 2 

24 35 26 9 6 

14. How often have any of the following resources 
.been made available by your firm to assist lawen· 
forcement In the investigation of crimes? 

pel'1onnel 
alarm "runners" 

guards 

investigators 

% Int. Gee.· • "1l~ 
qu.nl" .lon.'1y IOIdom nt,., C~,. 
1 2 3 • 5 

16 11 9 20 45 

12 15 11 22 41 

11 17 13 21 38 

Investigative accountants 

undercover operatives 

polygraph/deception detection 

questioned document examiner 

equipment 
vehicles 

armored vehicles 

aircraft 

data processing 

cctvlvldeo 

photographic 

surveillance 

financial 
reward money 

ransom money 

undercover operation funds 

buy money for stolen goods 

not 
Ire- OCCI- .ppll. 
qu.ntly Ilonllly .. Idom n .. ., ctblt 

1 2 3- 4 5 

1 

5 

5 

1 

5 

1 

2 

4 

6 

1 

4 8 

13 15 

8 8 

4 7 

10 10 

1 3 

2 

1 3 

31 55 

25 44 

26 53 

30 60 

34 41 

33 63 

34 64 

32 64 

10 11 29 47 

9 10 31 46 

14 15 27 ,39 

5 

1. 

3 

7 

1 

4 

4 

38 50 

44 55 

42 52 

42 52 

overtime payments for their 
agency personnel 1 2 3 42 52 

Information concerning: 
Internal company Investigations 6 

criminal Intelligence 6 

business operations/procedures 4 

other: 2 

18 15 25 30 

15 15 27 37 

15 20 27 35 

1 1 9 

please speqlfy _______________ _ 

15. How frequently do security personnel in your firm 
have contact with the following public law enforce
ment personnel? 

your employ ... 
patrol officers 

detectives/Investigators 

supervisors 

managers 

lupervllol'1l/managel'1l 
patrol officers 

detectives/Investigators 

supervisors 

managers 

% dlUy wttkly monthly Itldom n ... r 

1 2 3 4 5 

31 

7 

10 

8 

17 

8 

11 

8 

20 

20 
15 

12 

18 

19 

17 

15 

9 25 

17 40 

13 39 

15 38 

14 

18 

16 

17 

33 

36 

35 

35 

15 

18 

23 

27 

18 

19 

22 

25 

i t I 
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16. How frequently does your firm have access to the 
following types of information from criminal 
justice agencies? 

% dally wHkly montllly Hldom n.yar 
1 2 3 4 5 

arrest verification 

conviction verification 

driver license check 

vehicle check 

criminal case Information 

12 10 8 

11 9 8 

10 9 9 

12 9 8 

656 

27 44 

26 46 

25 47 

22 49 

30 55 

17. When handling or investigating a criminal Incident 
for your clients, which of the following statements 
reflect(s) the degree of cooperation you receive 
from law enforcement agencies In your area? 
(check those that apply) 

% 7 don't cooperate 

33 cooperate reluctantly 

34 cooperate fully 

4 interfere with your Investigation 

15 
withhold needed information 

11 other: please specify 

18. Has your firm developed cooperative programs or 
procedures with law enforcement agencies In the 
following areas? (check those that apply) 

% 4 

6 

hazardous materials movement 

precious metals movement 

17 VIP/executive protection 

7 disaster management 

9 traffic control 

12 crowd control 

6 terrorism counter measures 

12 economic crime Investigation (fraud, embezzle
ment, Industrial espionage, etc,) 

47 no 

7 other: please speclfy ______ _ 

19. Do crime prevention activities of local law enforce· 
ment agencies affect your business? (check those 
that apply) 

% 40 no adverse Impact 

~----------- ---

51 Increase general security awareness of community 

10 l!Iecurlty surveys compete with us 

28 l!Iecurlty l!Iurveys create a demand for our services 

20. Are there any specific measures you would recom· 
mend to Improve private security in your commu· 
nlty? 

59% Response 

21. Are there any specific measures you would recom· 
mend to Improve the working relationships of law 
enforcement and private security? 

58% Resr;:onse 

22. Are there any specific measures you would recom· 
mend to make more effective use of law enforce· 
ment and private security resources to prevent and 
control crime? 

47% Respcmse 

23. Has your firm reviewed the 1976 standards and 
goals of the Private Security Task Force to the Na· 
tional Advisory Committee on Criminal Justice 
Standards and Goals? 

133 yel!l 267 no 

24. Are you aware of the Model Private Security 
Licensing and Regulatory Statute developed by 
the Private Security Advisory Council to the Law 
Enforcement Assistance Administration In 1976? 

139 yel!l 

Law Enforcement Officer 
Employment In Private Security 

25. Are off-duty law enforcement officers employed by 
your firm? 

% 1 23yel!l 2 77no (If no, skip to auestlon H28) 

{~--------------------------------------------------------------, t 
i' 
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26. If yes to Question #25, check the following capacl· 
ties In which off.duty law enforcement officers are 
employed by your firm. (check those that apply) 

% 9 using law enforcement uniform 

40 uniformed security guard 

47 plainclothes security 

56 Investigators 

9 traffic control 

20 sporling/speclal events 

40 VIP/executive protection 

15 security supervisor/manager 

18 other(s): please specify 

27. How does your firm obtain the services of off·duty 
law enforcement officers? (check those that apply) 

88 hire and pay offlcer/deputy directly 

7 

5 

contract through law enforcement agency 

contract through pOlice unlon/asl!loclation 

other: please specify 

28. Do businesses or other private security firms In 
your community hire off·duty law enforcement of· 
flcers for security functions? 

% y.a 
1 

businesses 76 

private security firms 45 

no 
2 

3 

13 

don't 
know 

3 

21 

42 

29. Do you think the employment of off-duty lawen· 
forcement officers by business and private secu· 
rity firms In your community has Increa!?ed, 
decreased, or remained the same during the past 
five years? 

businesses 

private security firms 

IncNaaad 

1 

51 

26 

.bou' the 
.amll 

2 

23 

25 

dOli" 
deeNa.1td know 

3 4 

4 23 

6 43 

30. Do law enforcement officers In your community 
perform security functions while on of.f·duty or 
on overtime pay status in their departments? 

using law enforcement agency 
uniform/equipment 

plainclothes detail 

% y.. no ::~ 
1 2 3 

53 

42 

10 

7 

38 

51 

31. If yes to Question #30, how frequently do they per· 
form security functions in the following areas? 

retail store 

banklflnanclal Institution 

office building 

shopping mall 

public housing 

residential arga 

hospital 

college campus 

Industrial facility 

sportlng/speclal events 

tavern/night club 

highway construction 

% f .. • 
quantly 
1 

37 

26 

10 

32 

8 
6 

10 

8 

8 

42 

20 

14 

occa· 
.'onally 
2 

13 

11 

14 

1,5 

.8 

7 

10 

9 

13 

10 

12 

6 

•• ,dom 
3 

2 

7 

14 

4 

12 

14 

13 

13 

14 

1 

6 

11 

never 

1 

2 

4 

2 

.6 
8 

6 

8 

6 

6 

7 

don', 
know 

5 

47 

54 

59 

48 

66 
65 

61 

62 

59 

47 

56 

63 

32. In any of the above areas in Question #31, do law 
enforcemen,! agencies in your community com
pete directly with you or other private. security 
firms on requests for bids on security services? 

140 yes 223no 337 don't know. 

33. Do you feel that off-duty employment in private 
security Is a conflict of interest with the duties of 
a law enforcement officer? 

when the olllcirldlpuly I.: 

hired and paid directly by business 

hired and paid dlrectiy by private 
security firm 

hired and paid through law enforce· 
ment agency 

hired through police unlonl 
association 

contracted by Individual officers I 
~eputles 

other: 

% ye. 
1 

56 

39 

66 

70 

66 

66 

no 

44 

62 

34 

30 

34 

34 

please specify ______________ -;-_ 

34. In general, how do you feel about off-duty lawen· 
forcement officers using public agency uniforms 
and eqUipment to perform private security func· 
tions? 

should be an available option for 
ad~ltlonal protection 

strongly 
Igr .. Igr .. dl.lgre. 

3 5 

14 4 15 5 62 
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unfair competition with private 
security firms 

misuse of public resources and tax 
dollars 

.trollQly 
ag ... 

1 2 

50 5 

54 4 

aoru 
3 4 

19 7 

16 5 

Private Security Legislation 

19 

21 

35. Do any of your security personnel have deputized 
police powers in the performance of their duties 
for a client? 

% 1 14yes (go to Question *38) 286no 

36. If· no to Question #35, would you like them to have 
these powers? 

'38yes 262no 

37. If yes to Question #36, why would you like these 
powers? _______________ _ 

30% Response 

38. Is there any legislation regulating private security 
in your area? (check those that apply) 

% 36 city ordinance 

19 county ordinance 

59 state statute 

9 no laws 

} skip to Question *43 
14 don't know 

39. Are any aspects of your business covered by this 
legislation? 

% 1 93yes 2 7 no 

40. Are proprietary (in-house) security personnel 
covered by this legislation? 

% 1 39yes 322 don't know 

41. How do you feel about the overall effectiveness of 
this regulatory legislation In assuring good private 
security employees and business practices in your 
area? 

% '34 effective 2 51not effective 3 15 no opinion 

42. How stringent are the regulations and reo 
qUirements of this legislation regarding your per· 
sonnel and business practices? 

% 1 1Qoo stringent 

4 11no opinion 

24.1. adequate 3 39too lax 

43. Do you feel there is a need for legislation 
regulating private security firms In your area? 

city ordinanC9 

county ordinance 

state statute 

% Yel no 

1 2 

37 

35 

84 

63 

65 

16 

44. Should law enforcement agencies have the power 
to suspend or revoke private security licenses and 
certificates? 

managers and owners 

employees 

% y .. 
1 

33 

37 

no 

2 

67 

63 

45. Do you think the following business practices 
should be required of private security? 

contract proprietary 
•• curtty aecurtty 

employee criminal record and 
fingerprint checks 

badges, uniforms, equipment clearly 

y •• 

1 

98 

distinguishable from law 87 
enforcement 

minimum levels of training for all 
security personnel 95 

minimum levels of training for 
armed security personnel 97 

Personnel 

,. 

no 

2 

2 

13 

5 

3 

y .. 

1 

93 

85 

91 

96 

no 

2 

7 

15 

9 

4 

46. Please check the types of pre-employment screen
Ing of your employees utilized by your firm. (check 
those that apply) 

% 94 application 

95 general Interviewing 

59 detailed background Investigation 

25 written examination 

73 criminal history check 

sa fingerprint check 

80 general reference check 

13 psychological testing 

24 polygraph/deception detection 

5 other(s): please list _________ _ 

{'------------------------------------------------------' 

, 47. What Is the minimum level of training received by 
each private security employee in the following 
categories? 

II 

~ ~ ij ! ,i, 

~ II 

I L: 
Ii I; 
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claslroom training prior to 
Job .sslgnmant 

uniformed personnel 

armed personnel 

other personnel 

supervisors 

on tha Job training-annually 

uniformed personnel 

. armed personnel 

other personnel 

supervisors 

% 0 
o 

Houl'l 01 Tl'llnl", • 
2 3 4 5 6 

5.. ..111 17·24 25-40 40 + 

38 21 12 7 9 14 

9 19 19 10 16 27 

17 17 14 8 15 28 

3 9 7 8 10 63 

14 19 16 9 14 29 

8 14 18 12 13 34 

10 12 13 10 11 44 

5 7 8 9 10 61 

48 .. How many hours of firearms training for armed 
personnel Include discussion of legal and policy 
restraints in carrying firearms? 

Median 8.0 
1 specify number of hours __ 2 not applicable 

49. Whfit approximate percentage of your security per
sonnel carry a firearm while on duty? 

% 1 45 none 

2 22 1% to 10% 

3 7 11% to 20% 

• 5 21% to 30% 

5 7 31% to 50% 

6 2 51% to 70% 

7 6 71% to 90% 

6 7 greater than 90% 

SO. How does your firm feel about your security per
sonnel carrying firearms? (check those th~t apply) 

% 45 usually not needed 

29 only on client's request 

23 generally discourage client requests 

5 on employee's request 

22 too many legal/Insurance problems 

13 other: please specify ________ _ 

51. Has your firm experienced' a change In client re
quests for armed security personnel In the past 
five years? 

change 

1 46 Increased 

2 22 decreased 

3 36 about tho same 

change per year Inc:rease Decrease 
% (6) 

2 

3 

1%t010% 13 

11% to 25% 13 

26% to 50% 8 

greater than 50% 6 

(3) 
7 

4 

3 

1 

52. What Is the approximate range of the average 
hourly wage paid to your uniformed security 
guards? 

% 1 30 $3.35 to S4.oo/hr. 6 1 $8.00 to $9.oo/hr. 

2 23 S4.oo to S5.oo/hr. 

3 7 S5.oo to SS.oo/hr. 

• 4 $6.00 to S7.oo/hr. 

5 2 S7.oo to sa.oo/hr. 

7 1 $9.00 to $10,00/hr. 

8 1 greater than $10,00/hr . 

9 not applicable 

53. What Is the approximate range of the average 
hourly wage paid to other security personnel of 
your firm (nonsupervisory)? % 

1 31 S4.oo to S5.oo/hr. 

2 23 S5.oo to SS.oo/hr. 

3 17 $6.00 to S7.00/hr. 

• 12 S7.00 to sa.CO/hr. 

5 6 $8.00 to $9.00/hr. 

6 4 $9.00 to $10.00/hr. 

7 2 $10.00 to $11.00/hr .. 

8 1 $11.00 to $12.00/hr. 

9 1 S12.00 to $13.00/hr . 

10 4 greater than $13.00/hr. 

54. For each of the following areas, please list the ap
propriate years of experience of the local manager 
of your firm at this location. 

Mean din y .. r. 01 •• perianci Those Respon g 
prl~at. securUy relifea 8 5 
alarm Installer _. _ 

armored car/courier operative 

electronics 

engineering 

private Investigator 

security guard 

security supervisor 

security manager 

other(s): 

please specify 

8.3 

10.1. 

11.0 

11.5 

7.1 

8..!~_ 

1.Q •• 5 .. 

9 •. 9 .. 

it:~----------------------------------------------------~--' II 
~ 
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military service 
noncommissioned service 

commissioned officer 

military police 

military Intelligence 

other: 

8.3 

9.8 

5.2 

6.8 

3.6. 

please specify _-'--____________ _ 

law enforcement 
police officer/deputy 

investigator 

supervisor/commanding officer 

chief of police/sheriff 

federal agent 

other: 

piease specify _______________ _ 

Company Information 

55. Please check each service offered by your firm and 
the primary service provided (i.e., greatest dollar 
volume of business). 

armored car/courier 

burglarlfire alarms (local) 

central station alarms 
Alanns-NEX: 
detection of deception 

(polygraph/PSE) 

guard and patrol service 
Guards/Invest. -N&: 
guard dogs 

security consultant 

security control equipment 
Security Systerns-N&: 
private detective or Investigator 
Full Se.tVice Fir.ms-~ 
other(a): please IIst, ____ _ 

Misc/NEX:: 

off.,. 
.. IYIce. 

(cheoli." 
,h.'epply) 

No" FilltlS 
prim." 
..IYtc. 
(checll 

_Oftly) 

114 

5174 
14 

84 

7 9 

811 
14 

II 56 

10 14 
29 

N:Sis 

56. Is your firm a publicly-held corporation? 

% '12 yes (go to Question N58) 288 no 

57. If no to Question ##56, does the Owner, a director, or 
a principal stockholder of your firm perform any of 
the following activities for the firm? (check those 
that apply) 

% 52 supervisor 

69 manager 

61 sales 

33 Investigations 

24 equipment Installation/service 

61 consulting services 

58. Is the office in this location a subsidiary, branch, 
or regional office of a parent corporation? 

subsidiary company 

regional office 

branch office 

y •• 

1 

12 

20 

16 

no 

88 

80 

84 

2 

59. If yes to Question #58, to what extent Is your 
parent firm engaged in private security products 
and services? 

•• tMl.I •• moder.te 

1 2 3 5 

62 7 16 3 1Z 

60. If yes to Questions #58 and 159, what are the gross 
annual sales of your parent firm in private security 
products and services? 

% 1 32 less than $500,000 

213 $500,000 to $999,999 

3 20 $1 million to $5 million 

4 5 $6 million to $10 mililon 

5 4 $11 million to $25 million 

II 5 $26 million to $50 million 

7 4 $51 million to $100 mlilion 

II 8 $101 million to $300 million 

II 7 $301 million to $600 million 

10 1 greater than $600 million 

61. What Is the total number of employees In your firm 
at this location or area office who provide security 
services to clients? 

1 flJlII·tlme security employees rood ian 10.2 

2 plirt·tlme security «mployees f.Edian 2.3 

-

".1 ~ 

~( 

62. How many full·tlme supervisors of security ser· 
vices does your firm employ at this locatIon? 

Median 2.2 

63. What are the gross annual sales of your firm at this 
location? 

'-:" 

% 1 14 less thar;1 $50,000 

2 13 $50,000 to $99,000 

3 18 $100,000 t.o $249,000 

4 17 $250,000 to $49£1,000 

5 15 $500,000 to $999,000 

8 19 $1,000,000 to $4,999,000 

7 3 $5,000,000 to $10,000,000 

II 1 greater than $10,000,000 

64. What has been the approximate annual amount of 
change in your sales of security servlces/products 
in the last five years? 

% . change Increase change per year 

88 
(4 ) 

1 Increased 4 1 10/. to 4% 

2 3 decreased 12 2 5% to ge/, 

3 9 . about the same 16 3 10% to 14% 

52 4 15% or greater 

65. What Is the annual payroll of your firm at this loca
tion? 

1 17 less than 525,000 

212 $25,000 to $49,000 

3 17 $50,000 to $99,000 

4.19 $100,000 to $249,000 

513 $250,000 to $499,000 

II 7 $500,000 to $749,000 

7 5 $750,000 to $999,000 

8 11 $1,000,000 to $4,999,000 

II ~ $5,000,000 to $9,999,000 

10 , greater than $10,000,000 

. 
66. What Is. the approximate annual salary (excluding 

profit-sharing, bonuses, fringe benefits, etc.) of the 
senior. security managerlexecutive at this loca
tion? 

% 1 15 less than $15,000 

2 15 $15,000 to $19,999 

3 11 $20,000 to $24,999 

4 17 $25,000 to $29,999 '. 

5 12 $30,000 to $34,999 

II 5 $35,000 to $39,999 

7 5 $40,000 to $44,999 

8 6 $45,000 to $54,999 

9 4 $55,000 to $64,999 

10 6 greater than $65,000 

r------------------------------------.------------------------------------------

Your responses will remain confidential end cannot be Identified by your company name. Your city, 
county, state, and zip code are essential to tabulate responses by population size and geographic 
region. 

City ________ County _______ State _______ Zlp Code ___ _ 

Questionnaire completed by: 
Please enter your position/title only 

....... 

THANK YOU FOR YOUR COOPERATION, 

(~------------------------------------------~------------------~ 
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Dear 

-~--- -- ~-~ .--

Hallcrest Systems, I'ncorporated 

7316 Hooking Rood. McLean, Virginia 22101 

Telephones: (703) 442-0157 and (703) 89J-S7S3 

October 21, 1981 

As you may know. our firm is conducting a national study of private 
security and law enforcement relationships under a grant from the National 
Institute of Justice. Because we need your help in this project, we ask you 
to take a few minutes to complete the attached questionnaire--or to have one 
of your senior executives complete the survey. 

The primary focus of this project will be the development of strategies to 
improve the interrelationships among law enforcement agencies and private 
security operations. 

Earlier in the project, hundreds of contractual security branch managers: 
and owners of smaller security companies throughout the country completed an 
extensive survey. Now, we need the perspective of senior executives from 
the major national and large regional security companies. That is my reason 
for asking for your cooperation in completing--or arranging for response 
to--the enclosed survey befor\~ November 13th •. , 

Under separate cover, we would appreciate receiving your ·1980 annual 
report, marketing brochures, and your comments on any issues or aspects of 
this study. Obviousl, to this surve will be treated 
confidentially an y company name. 

Publication of the results of this entire research effort is anticipated by 
the Summer of 1982. We 'thank you for your cooperation in this survey 
effort. 

WCC/ck 
Attachment 

Sincerely, 

11~ .. · .. -"L,,-~,~,~. 
William c. cun~am ,J 
President I 
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PRIVATE SECURITY and LAW ENFORCEMENT RESEARCH PROJECT of the 
Research Staff 
Hallcrest Systems, Inc. 

National Institute Of Justice 
U.S. Department of Justice 

7316 Hooking Road, MCLean, Virginia 22101 

NATIONAL ADVISORY PANEL 
William J. Anthony 
Dlr.c,or. Dlv. 01 L ... Enlorcemrnr 
Siale 0' Catilo,nia 
Sac,amento. C.llfo,ni. 

e.mard M. IMrman, Elq. 
AI/orn.y " Llw 
Bcker and HOltetle, 
WashIng lon, D.C. 

Dal. a. CGROn 
She,," 01 Ouv., Counry 
JackGon.,lIe, Flol/da 

E.J. CrI,cuoll, J,. 
Eucu',vlt Dlfrclol 
Ame,'c.n Soclely lor Indust,.,1 Securlly 
Washinglon, D.C. 

I.M. arey, II 
Oirltc'OI 01 Cf/mlt Pr.vflnlron 
Naloonal CouncIl on Clime & DehnQuency 
Hackensack, Ne .. Jersey 

Albert H./lb.r.d 
Sltmor V,CIt P,lls/dell' 
May Deparlmenl Siores 
St. Lou,s, M,ssoul/ 

Donald L. Janll, Eaq. 
ExltCUllv. VIC. Pr.s/denl 
Bu,nl Inlern.lional Secul/ty Serv,ces, Inc. 
a,i.rchl/ M.nor. New York 

WIIII.m D. K.II.hlt 

GUARD AND PATROL SERVICE COMPANIES 

MAJOR SECURITY COMPANY SURVEY 

This questionnaire seeks your oplmons and attitudes as a 
senior executive of a major security company. Your 
responses will be treated confidentially; they cannot be 
identified by company name. Please complete and return 
by November 13, 1981, in the postage-paid envelope pro
vided for your convenience. Your response is important 
to this national research effort! 

PART I: THE ROLE OF PRIVATE SECURITY 

1. Please circle whether you agree or disagree with the 
following statements on the role of private security 
services in relation to law enforcement services. 

Ch.mbltr 01 Commrrc. ollhr Um,ed S'.'es 
Wash,nglon, D.C. 

Arthu, A. KI""lbury 70 
Strongly 
Agree Agree Disagree 

AlloClllr O •• n 
Macomb County Community College 
Mt. Clemans. ~Ichlg.n 

Chi., WIlliam r. Quinn 
P~n/d'"1 
Inlerr..loon.1 Anocialoon of Ch,els 01 POIICS 
Newlon. Mass-chusells 

Joawph n. AOI.1Ii 
Olf.clor 01 Secuflly 
Internat,onal Bus,ness M.ch,nes Corp. 
Armollk. New York 

a.orge A. Smith, III 
Pflts/dltlll 
National Bu,glar and FI,e Alarm ASSOCiation 
Dallas, Teus 

LClfJII A. TYlk. 
P,."d.1II 
A",.,ican Socl~ty lor Industrial Security 
Wlte,bury. Connlctlcul • 

Clifton! W. ~an M.t., 
Dir.ctor, Pol/c. Tr81111110 IlIslllul. 
Unlv,rslly 01 illinois 
Champ .. gn, IlIlno" 

Thom.1 W. Wllllen 
P,.I/d.1I1 
C.lllo'nl~ Pllnt P,olecllon, Inc. 
Vln Nuys. CaUlornia 

J.rry V, WUlon 
VIC. Pill/d.III, S.curlty 
PtOpl •• Drug Siores, Inc. 
AI •• and,la, Vllginla 

Private security ser
vices are similar in 
mary respects to law 
enforcement services 

Private security ser
vices fill a vacuum 
or void caused by 
increased crime and 
decreased law en
forcement resources 

Private security ser
vices prot€ct inter
ests in property 
and assets that 
otherwise would go 
unprotected 

1 

1 

2370 

1 

42% 

2 

2 

397. 

2 

58% 

3 

337. 

3 

237. 

3 

4 

5070 

4 

8% 

4 

5 

177. 

5 

8% 

5 

! r' 1 
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3. 

Major Security Company Survey 

In the past several years many law enforcement agencies have experienc'ed a 
decrease in sworn police personnel and defeat of special tax 'levies f01· . 
additional personnel. Please rate the following as contributing factors. 

Very Not 
% Si~nificant Significant Si~nificant 

dissatisfacti.on with 1 2 870 3 25% 4 50% 5 177-
police performance 

lack of confidence 1 2 870 3 23% 4 46% 5 23% 
in police 

public apathy toward 1 2 9% 3 18% 4 46% 5 27% 
crime 

high property tax rates J. 92% 2 3 8% 4 5 

general economic climate 1 54% 2 39% 3 8% 4 5 

increased use of private 1 8% 2 3 lSi. 4 31% 5 (16i. 
protectioll 

The following is a list of activities which some law enforcement executives 
identified in our national survey tha.t "potentially might be more cost
effectively performed by contracting with private security firms. II PlC'(lsC 
check those activities that your firm is currently performing, would have no 
interest in performing, or view as potential growth areas for your COmpLlDY. 

% 
Activities 

traffic control 

parking enforcement 

parking lot patrol 

school crossing guards 

publ,ic parks' patrol 

animal con'trol 

alarm response 

bank deposit escorts I delivery 

city / county code violations 

funeral escorts 

court security 

pris.oner transport 

housing project patrol 

non-injury accident 
investigations 

custody of hospital-confined 
prisoners 

Currently 
Performing 

36 

67 

92 

27 

9 

33 

50 

9 

9 

17 

9 

50 

No 
Interest 

In 

36 

18 

10 

55 

58 

25 

36 

27 

17 

46 

25 

36 

55 

Potential 
Growth 
Area 

27 

33 

8 

55 

90 

36 

8 

25 

55 

64 

6.7 

46 

1L 

45 
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4. 

5. 

6. 

Major Security COMpany Survey 

Excluding the activities listed in question #3, are there other activities which 
a~e typically performed by governments (federal, state or local) that you feel 
mIght be more cost-effectlvely. performed by private security firms? 

% ~ yes 5..L no 

If yes, please list such activities. 

Military installations crime prevention services jail administration 

government facilities traffic enforcement alarm response 

arenas/stadium/civic center toll collection 

How often are personnel in your company deputized or granted spC'cial police. 
powers in per formin g services for your clients? 

Freguently 

% 1 

Occasionally 

2 18 

Seldom Never 

3 64 4 18 

Would you like your personnel to have special police powers? 

All Clients 

Selected Clients 

Yes No 

7. If yes to question #6, please indicate for which situations or clients and \Vh)., 
such powers would be helpful: ( 

Situations: 

traffic direction 

high risk of loss 

high 'security measures 

remote locations 

Clients: 

shopping '.!enters 

sports/civic complex 

court security 

financial institutions 

nuclear facilities 

PAnT II: GROWTH OF PRIVATE SECURITY 

8. Please circle the anticipated growth in business volume for your' l'n 
h f 

company 
t e next ive years for the following client areas: 

% 

armed forces 

banking / finance 

construction 

educational institutions 

hospital/health care 

tr.ans porta tion facilities 
(airports, h"ucking firms 
etc. ) 

Large 
1 

Medium Low Nonc 

1 17i. 

1 17i. 

1 177. 

1 25i. 

1 33i. 

2 174 -3 677.-4-

2 50i. 

2 ,50i. 

2 677. 

2 67% 

2 42% 

3 25,i. 4 87-

3 42% 4 

3 17% 4 

3 8% 4 

3 25% 4 

Don't 
Know 

5 17i. 

5 

5 

5 

5 

5 

8. 

9. 

10. 

OlC'der 

! 

! 'ti Ii >~ , 

11. 

Major Security Company Survey 

(continued) 
Large Medium Low None 

governmen t facilities 
(non -mili tary) 

manufacturing facilities 

public housing 

residential 

restauran t/lodging 

retaH siores 

shopping cent,:l'S 

utilities 

warehousin g I distribution 

other(s) : 
(specify and circle 
growth lC'vcl) 

1 25% 

1 75% 

1 25i. 

1 

1 

) 

1 58% 

1 42% 

1 

1 

2 50% 3 25% 4 

2 '3 4 25% 

2 17i. 

2 25% 

2 25% 

2 42% 

2 27% 

2 42% 

2 50i. 

2 

2 

3 67% 4 17% 

3 17% 4. 33% 

3 58% 4 17% 

3 58% 4 

,3 73% 4 

3. 4 

3 8% 4 

3 

3 

4 

4 

Don't 
Know 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

In general, how do you view the demand for the following residential security 
services in the next five years? 

Private Patrol Service 

armed % 

unarmed 

Alarms 

cen tral station 

local 

retai 1 sa 1es 

Larg~ Medium 

1 25i. 2 33% 

1 17% 

1 42% 

1 25% 

1 33% 

2 67% 

2 33% 

2 42% 

2 25% 

Low None 

3 33% 4 

3 8% 4 

3 8% 4 

3 17% 4 

3 25% 4 

Don't 
Know 

5 8% 

5 

5 17% 

5 17% 

5 17% 

\\'hieh of the following will account for the greatest source of your growth in 
the next five years, (Please rank order: 1 = highest to 4 = lowest) 

3.2 proprii:!tary or corporate security changing to contract service 

2.8 increase in demand by existing contract users 

1.2 change of contract firms by existing contract users 

2.9 new, first-time users of contract security 

In the next five years I do you think there will be an increasing market shnl'c 
for the small, local security firm? 

% 75 yes 25 no 
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Rank Order 
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Major Security Company Survey 

experl'ence, please rank the following reasons for the failure Based upon your 
of small security firms. (l = highest, 6 = lowest) 

1.6 lack of financing I 
capitalization 

4.0 inadequate marketing 
skills 

2.2 lack of business 
experience 

~ inadequate security 
experience 

3.8 poor contract performance 
and service 

4.4 poor quality of personnel 

PART Ill: PERSONNEL 

13. 

r 

( 

14. 
( 

15. 

( 

( 

What is the mll1lmUm level of formal, classroom training received prior to job 
assignment for each private security employee ·in the following categories? 

uniformed personnel 

armed personnel 

supervisors 

Hours of Pre-Assignment 
Training 

Median .L.O 

12.0 

35.0 

What approximate percentag.e of your security personnel carry a firearm while 
on duty? ~% 

How do you feel about your security pergonnel carrying firearms? (check 
those that apply) 

.a:L usually not needed 

50 

83 

only on client's request 

generally discourage 
client requests 

42 

on employee's request 

too many legal/insurance 
problems 

25 other: please specify 

- where absolutely essential for 
job performance; when required by law or 
federal contract. 

;'--

-------------------.----
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n 
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( 

16. 

17. 

18. 

19. 

20. 

Major Security Company Survey 

Please rate the importance of each of the following factors in determining the 
level of personnel selected for a specific client and assignment. 

% 

experien ce of person 

education of person 

training of person 

amount of discretion exercised 

amount of authority exercised 

nature of job assignment 

willi.ngness of client to pay 

Very 
Important Important 

Not 
Important 

1 8% 

1 

2 42% 3 33% 4 47% 5 

1 50% 

1 .25% 

1 257. 

2 25% 3 58% 

2 8% 3 427. 

2 58% 3 177. 

2 42% 3 33% 

1 50% 2 42% 3 8% 

1 92% 2 3 8% 

4 47% 5 

4 5 

4 5 

4 5 

4 

4 

5 

5 

How would you rate the overall impor'tance of the following factol·s influf'ncing 
client selC'ction of your firm? 

quality of pers/.mnel offered 

quality of product offered 

quality of gervice 

r::ost of service 

lowest bid offered 

V €!l·Y 
Imrnrtant 

1 42% 2 

1 42% 2 

1 75% 2 

1 33% 2 

1 8% 2 

Important 

25% 3 33% 

25% 3 33% 

25% 3 

50% 3 177-

42% 3 33% 

4 

4 

4 

4 

4 

Not 
I mport<l n t 

5 

5 

5 

5 

8% 5 8% 

Do "low balling II bid practices kef!!p contract prices at artificially low rates? 

100 yes no 

Ho\\' extensive are "low balling ll bid practices among security firms? 

%. 

large n.ational firms 

regional firms (several states) 

large local/statewide firms 

small local firms 

e.~lCtensive moderate 

1 ) 7:t 2 257. 3 337-

1 ) 7% 2 257. 3 50% 

1 87. 2 42% 3 427-

1 67% 2 25% 3 8% 

4 17% 

4 8% 

4 8i. 

4 

low 

5 8i-

5 

5 

5 

What is your average annual turnover rate for entry level security positions 
during the past five years? 

) 15 % 

21. Please describe any specific measures underta~en by your firm to minimize 
employee turnover. 

Higher pay training premium pay jobs 

increased benefits supervision specific job assignments 

~s~c~r~e~eun~iun~~~pr~aQc~t~ic~e~sL-________ ~r~e~c~ognjtion awards promotional oppoutunities 
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l\'lajor Security Company Survey 

PART IV: LICENSHIG AND REGULATION 

22. At what level would your firm support licensing and regulation of private 
security? 

% Con tractual 
Security 

Proprietary 
Security 

(check appropl'iate responses) 

no regulation 

local (municipal/ county) ordinance 

state statute 

state statute, pre-empting / excluding 
local ordinance 

Comments: 

lL. 17 

92 83 

23. What kinds of legislative provlslons are necessary to as!';ure the consumer of 
compcten t securit y services and personnel? (circle appropriate responses >' 

No legislation is needed 

Personnel 

criminal records check 
needed 

minimum training for 
unarmed personnel needed 

minImUm training for 
armed personnel needed 

Firms 

minimum experience 
(managers/owners) needed 

minimum training 
(managers/owners) needed 

Strongly 
Agree 

1 2 

1 1007. 2 

Agree 

3 

3 

1 457. 2 187. 3 9% 

1 917. 2 97. 3 

1 367. 2 187. 3 277. 

1 20i. 2 207. 3 60i. 

Disagree 

4 10% 5 

4 5 

4 187. 5 97. 

4 5 

4 187. 5 

4 5 

Comments: competition/free enterprise controls quality; useless unless 

enforcement; firms must assume training responsibility. 

24; Do you favor the same minimum standards of state level licensing in all states? 

.12. yes 8 no -"- 17 • no opinion 

i 
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25. 

% 

26. 

% 

27. 

28. 

Major Security Company Survey 

Do you favor security industry representation on state licensing boards! 
agencies to participate in administrative, penalties for violations and to h<?<1.l" 
and rule on appeals? 

.E yes no -B... no opinion 

Is there a need to establish license and regulatory reciprocity among states for 
private security firm operations? 

~ yes JL. no no· opinion 

How adequate is the current level of resources in most state licensin g agencies 
to handle the v,oh:1me of licensing applications? 

Very 
Adequate 

1 82% 2 
Adequate 

3 87. 4 

Not 
Adequate 

5 

How important' to your operations are the issuance of temporary licenses 01' 

registrations for new personnel while awaiting application processing for state 
licensing agcnci<?s? 

Vel'"]' 
Important 

1 2 
Important 

3 4 

Not 
Impol"tan t 

5 

'PAnT V: LAW ENFOHCEf'.1ENT RELATIONSIlIPS 

29. Please list in rank order the three most frequent problem areas in your firm!s 
relationships with federal, state and/or local law enforcement agcnci<?E. 

Most frequently mentioned! 

1. Police with guard company licenses 

2 . Job competition 

30. 1.J" l~oonlightil§ in ttrivate secuf\llE ou your com any avor any 0 e following measures to control "falsing ll of 
alarm systems? 

i- t.;o 
Yes No Maybe °Einion 

Citation issued to subscriber 
with small fine (e. g. , $15-$25) _8_ n.... .LL !tL 
Graduated subscriber fines 
for successive falsing lL 12- _8_ AL 
License suspensi.on for firms 

33 8 17 42 with excessive client falsing 

Fines for firms with 
excessive client falsing ~ .L ll.. ~ 
Police non-response to alarms 
with excessive falsing 8 25 25 42 
Sta te certification of alarm 
installers 33 8 17 42 
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Mt'ljor Security Company Survey 

31. To what extent do you fee] that the following factors contribute to the false 
alarm problem? 

32. 

33. ' 

34. 

improper installation 

faulty equipment 

subscriber error 

Extensive 

1 29,i. 

1 29% 

1 43% 

2 

2 

2 

Moderate Low 

29% 3 43% 4 5 

14% 3 29% 4 29% 5 

29% 3 29% 4 5 

Do you have any specific recommendations for control of the II false alarn ll 

problem? 

Ordinances fostering cooperation among user, company, police; improved 

"error free" system features; local alarm/police study committee; better client 

education; installer licensing; company/client fines. 

How extensive is off-duty law enforcement moonlighting in private security? 

Extensive Moderate Low 

1 50i. 2 8i. 3 33i. 4 5 8i. 

Are there any specific measures vou would recommen d to improve the working 
relationships of law enforcement ~nd private'security? 

Joint associations/seminars; cross training of personnel; statutes on police 

moonlighting/ownership of firms; education/understanding of private security role; 

r ad io communica t ion link wi th po li,~~e:.....!:h~e:..::a~d~gl!:u~a~r:..!t:..!:e:..!r:..!s~.!-.. _____________ _ 

35. Are there any specific measures you would recommend to make more effective 
use of law enforcement and private security resources to prevent and control 
crime? 

Better communication/cooperation; education on roles; information exchange at 

lowest levels of operations; communication links in high crime areas; deputize 

residential security patrol; contract non-police duties to private security; inform f 

police of locations of security services; operations; police/criminal histor! record I 
access. t 

N = 

(". N = 

Major Security Company Survpy 

PART VI: COl\JPANY INFORIVIATION 

This information is needed only to tabulate responses by type and general size of 
security firm. 

36. What is the approximate total number of employees in your firm that provide 
security services to clients? 

37. 

38. 

39. 

Full-time 

Part-time 

U.S. 

36~ 

, 12...a..lQ.Q 

Foreign 

TOTALS 

In how many states does your company do business? median 12 states, range 
Please indicate, for each security service, the approximate percentage each 
contributes to company revenues for security products/ servi,ces. 

Service Areas 

alarms 

armored car/courier 

Percent of 
To1.al Re\'enue 

• I ---
detection of deception (polygraph/PSE) 

gUru"ds/patro) service 
.3 -

90.5 

.25 

.5 

investig a tions 

security equipment 
---

specialized securi ty services 
(VIP protection, security sys-
tems design, etc.) 

.hL 

Total: 

What is the general range of your annual sales in security products and 
services? 

I less than $10 million 
-5 - $11 million to $25 million 
3 $26 million to $50 million 

I $51 million to $100 million 
L $101 million to $200 million 
L greater than $200 million 

40. What ,has bee~ the approximate annual amount of change in your sales of 
securl ty Sm"VICeS Iproducts in the last five years? 

Change> 

II increased 

decreased 

about the same 

ChanBe 

2 1% 
5% 
10% 

9 15% 

Eel' year 

to 4% 

to 9% 
to 14% 

or greater 

Questionnaire completed by: 

(Please enter your position/title only.) 

Thank You For Your Cooperation 

5-50 
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PRIVATE SECURITY and LAW ENFORCEMENT RESEARCH PROJECT of the 
ReSearch staH 
Hillcrest Systems, Int. 

NatIonal Institute Of Justice 
U.S. £)epa. blaent; Of Justice 

7316 Hooking Road, McLean, virginia 22101 

NATIONAL ADVISOIY PANIL 
W ........ J. Aft"*,, 
DlrKtor, DIY. 0' La", Enforcemenl 
SI.II o. C.1I'oml. 
Sac:r.meni~ C.lllorni. 

IenIaftI ........... n, IIq. 
Attomer ., Llw 
lIuer .nd HOII.II.r 
W""lno'on. D.C. 

Dill a. C-
SltIfItI 01 """.1 COllnty 
JlcklOMllII, FlOrid. 

U. CIttevIII, Jr. 
lleell'''' DlrKtor 
Amerle.n Socl.ty .or Indu.lrlal Secllrlty 
WII.lllnolon, D.C. 

..... are,." 
DlrKtor 01 Cit,", ~,,'1otI 
National Coul'lllil on Crime l Dallnq~ 
Hacll_k, N_ Jer.., 
AIIIart H ........ 
Serlior Vic. ,.,..Id.,,' 
Ma., Departmenl Slor •• 
S.t. Loul., Miliourl 

DIllIN L JIfIII, IIMIo 
EIICIIII" Vice "",/dan' 
Bllm. Inlernatlonal Sec,!rll., SarvlCft, Inc. 
BrlllcllffM.nor, H.w YorI! 

WMia.lll D. Kalil..., 
e".m/)« of Com'IIIIfI:" Of III. U"llad SI.". 
W .. lllnoton, D.C. 

MIIIIr A. K'......", 
A .. ocl." 011" 
... 1COftIII County Communlly Col. 
MI. Ce-A. Mlclilgan 

CIIIeI __ " QuI"" 

I'rNJtIMI 
Intern.11ona1 Alloclillion 01 CIII.f. of PoIlcl 
N_lon, ..... r.acllu .. lI • .I...,.. II. lI_ttt 
DlrKlClt of Secllrlty 
Inlern.tlon.1 'u.I". •• M.clll".. Corp. 
Arrncnk. Ho York 

0..,..1.. ..... 111,111 

""'~'" . N.tlon.' Burglll .nd Fill Aillm Allocl.tlon 
Dallll, T .... 
L .... A. 1,.. ,.,.,IIIan, 
Amerlc.n Socl&iy for Indu.lrl.1 Security 
Wllarbu". Connecllcul 
Clltlenl W. V", ... .., 
011«:'01, 1'01111' Tll/ll/no 1""/:ur. 
Unl_.Uy ollilinoia 
Clllmpaign. lillnol. 
"'-II W. WI""" 
",.,kllnt ~. 

C.II!""I. PI.nl itroleellon. Inc. 
V.n Hu., •• C.lllorni. 

J.."V.WII_ 
Vic. ,.,..IdtI"" Secllrlly 
People. DNg Store •• Inc. 
AIe •• ndr". Virginia 

September 10, 1981 

Dear Agency Administrator: 

We are requesting your cooperation in complet
ing the enclosed survey being distributed to all 
state agencies which administer licensing and 
regulation of private security. This survey is 
part of a national study being conducted for the. 
National Institute of Justice, U.S. Department of 
Justige. 

This non-profit research grant is examining oper
ating relationships between law enforcement and 
private security. A national level report on the 
project will be available in the second quarter 
of 1982. 

We are particularly interested in any of your 
writen comments and suggestions concerning the 
need, effectiveness, and the future direction. 
for licensing and regulation of private security. 
Your responses will be treated confidentially 
and will not be disclosed by agency or name. 

Please provide a copy of your current legislation 
and licensing fee schedule along with the completed 
questionnaire. Please respondbyOctober 5, 1981. 
Mail tOI Hallcrest Systems, Inc. 

P.O. Box 13026 
Salem, Oregon 97309 

Thank you in ~dvance for your cooperation. 

;;;;;~~ 
Todd H. Taylor 
Deputy Project Director 

THT/jt 

Enclosure 

<1. 
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PRIVATE SECURITY and LAW ENFORCEMENT RESEARCH PROJECT of the 
Research Staff 
HaUCfest SystemS, Inc. 

NatIonal Institute of Justice 
U.S. Department of Justice 

7316 Hooking Road, McLean, virginia 22101 

NAnONAL AD~Y PMIL 
W!III8m J. Anthony 
DitwelOT, DIY. of I..w Enf __ nl 
SI.I. 01 Callfoml. 
SKr.manlo. C.llfoml. 
IemanI II. ___ II. EtIq. 

Altom.y.'I..w 
Ballar .nd Hoel.llar 
W •• hlnglon. D.C. 

Oale Q. Ca ... 
Sh1:rlff of au •• 1 Coun". 
J.ckao" .. m., Florid. 

U. CchcucIII, Jr. 
E1tecullYe DlrwclOT 
American Socl.ty for IndII.trl.1 s.curllJl 
W .. hlnglon. D.C. 

1.11.0,.,,11 
DirwclOT of Crlm. Pte.,."tlCI'J 
N.IIon., Council on Crime '" D.llnqu.ncy 
HKkanNck, New JarMy 

.t.IIMn H ...... nd 
S.nlor Vin Pte.Id.nl 
M.y Departmenl SIOfal 
SI. Loul., MI.aourl 

DeMIcI L "anIe, Eaq. 
E1tecutlYe Vica p,.,Id.nl 
Bum. Inlarnallonal s.curlty SertiCH, Inc. 
Briarcliff M.nOf, N.w York 

VI .... mO.K ..... 
Cllamkr 01 Comm.tt:a 01 Ilia Ullited SI.,,. 
Wuhlnglon, D.C. 

AIIIIur A. K/ttIIIMY 
Auocl.,. o..n 
/..I.comb (;(;unty Community CollaQa 
Ml Claman., Michigan 

tIIIaI ........ fl. QuIM 
p,.,ldant ' 
Inlarnatlon&! A_I.llon 01 ChillI. cil Police 
Newlon, M .... chuHII. 

JoMpII ... ....u, 
DlrwctOl of Secullty 
Inllllnational Bu. Ina .. M.chlna. Corp. 
Armonk, New YorII 

Q .... A. .... ,1fI,1It 
Pte,Id.nt • 
N.llon.1 BurOI.r .nd Fir. AI.rm A.aocl.llon 
0.11 •• , T.x .. 

Loul. A. T,u. 
P,../dallt 
AIMflcan Soclaty for ,ndullr'.' s.curlly 
W.t.rbury, Connectlcul 

CllI'ord W. V.n lIolar 
Director, Pollc. Ttllnlng III.tltul. 
Unlv.r.,ty 01 IIlInol. 
Cn.mp"gn, IIlInol. 

Thom .. W. W.than 
P,.,ldMI 
C.lllorni. PI.nt Prolectlon, Inc. 
".n Nuy., C.,IfOfnl. 

".",V. W""" 
Vic. Pr.,ldanl, Security 
Peopl •• Drug Slor .. , Inc. 
AI .. andna, Vlrginl. 
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State 
Agency Name 

PRIVATE SECURITY 
LICENSING AGENCY SURVEY 

Administrator Name ____________________________ __ 

Title 
Address 

(city) (state) (zip) 

Telephone 
(area code) 

SECTION I: SCOPE OF OPERATIONS 
1. What is your current annual budget for private 

security licensing and regulation? 

.£ 

2. What has been the annual all,ount of' chang'e in 
your budget in the last fiv'e years? 

3. 

Change 
increased 
decreased 
about the same 

£!lange per year 
11ts to 41ts 
Sits to 91ts 
10\ to 141ts 
lSIts or greater 

How much of 
censing and 

your budget is derived 
registration fees? 

from li-

o Its 
1-2SIts 
26-5018 

51-7SIts 
76-100% 
All 

4. How many peJ:"sons are employ~!d on your staff 
for private security licensing? 

total employees 

total investigators 

I 
! 
~ 

i 
I 
I 

Licensing Agency Survey 

5. ~/hat percentage of your staff time is involved in the following 
tasks? 

criminal record checks 
background/reference verification 
other license processing tasks 
investigation of complaints 
inspections/audits of licensees 

lOO%'TOTAL 

6. In what functional area or operating level of state government 
do you feel private security licensing and regUlation activities 
would be mo~t effective? (e.g. agency, department) 

7. Please rate the adequacy of your current level of resources: 
Very 

Adeguate Adeguate 

criminal record check response time 1 2 3 

interagency cooperation 1 2 3 

law enforcement agency cooperation 1 2 3 

staff levels 1 2 3 

investigator levels 1 2 3 

records system 1 2 3 

other 1 2 3 

8. How do you feel about the overall effectiveness of your 
legislation in assuring good private security employees 
practices in your state? 

very 
effective 

1 2 

effective 

3 4 

not 
effective 

S 

Improvement 
Needed 

4 S 

4 5 

4 5 

4 S 

4 5 

4 5 
4 S 

current 
and 

9. How stringent are the regulations and requirements of this leg
islation regarding private security personnel and business practices? 

·stringent 

1 2 

adequate 

3 4 

lax 

S 
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Licensing Agency Survey 

10. What is needed to assure adequate requirements and effectivess 
in regulation of private security? 

11. Are there any specific areas of private security currently not 
covered by legislation which you would like to see regulated? 

_ yes 

If yes, please expiain: 
no 

12. What has been the reaction of private security businesses, your 
agency/board or legislators to any additional provisions to your 
current legislation or administrative regulations which you may 
have proposed? 

13. Does private security generally support your agency and licensing 
legislation? 

very do 
sUEEortive sUEEortive not sU.EEort 

security firms 1 2 3 4 5 

in-house security 1 2 3 4 5 

Please comment on any resistance by private security encountered: 

14. Does your organization license or regulate businesses that are 
not in private security? 

_ yes no 

If Y8S, please explain: P --------------------------------- l 
t 
~\ 
I' II 
d 

Licensing Agency Survey 

15. Approximately how many local or' county ordinances regulate 
private security in your state? 

Type of.Ordinance 

Business License only 

False Alarms 
Regulatory Provisions 
Other 

Local county 

16. Do you £~el there is a need for county or local regulation of 
private security? 

local 
county 

No 

If no, which of the following reasons are applicable? 

duplication of effort with state legislation 

excessive regula~ion of private security businesses 

conflicting requirements/provisions thro~ghout state 

additional expense for private security businesses 

other, please explain: 

17.- Should law enforcement ag-encies have the power to suspend or 
revoke private security licenses and certificates? 

, 

managers and owners 
employees 

No 

18. Have any law enforcement sources alleged organized crime 
involvement in private security firms in your state? 

_ yes 

If yes, how extensive do you feel it is? 

High 

1 2 

Moderate 

3 4 
~ 

5 

no 
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Licensing Agency Survey 

SECTION II: PERSONNEL AND FIRMS REGULATED 

19. How many personnel are licensed or registered by your a~~ncy 
to perform private security activities in your state? 
(use N/R for not regulated) (if available) 

20. 

Con tract .ill.! 1lli 1lli. 
guards 

armed guards 

armored car/armed couriers 
alarm runners 

alarm installers 

detectives/private investigators 
armed d"'tectives/private 
investigators 

detection of deception examiners 
other __________________________ __ 

TOTAL personnel licensed 

Proprietary 
guards 

armed guards 

alarm runners 

detectives/investigators 

armed detectives/investigators 

detection of deception examiners 
other __________________________ __ 

TOTAL personnel licensed 

(if available) 
1980, .!2.ll 

-,>~ 

~ow many firms are licensed to perform private security 
activities? (use N/R for not regualted) 

private investigator (only) 

guard and patrol service 

burglar alarm (local) 

burglar alarm (central station) 
other ___________________________ __ 

TOTAL firms I icens.ed 

1981 -
(if available) 

ill.Q. , .!..2.ll 

. -
-

Licensing Agency Survey 

21. What do you think the ratio is for part-time to fUll-time 
security guards? 

1 to 
2 to 
3 to 

1 

1 

1 

othnr 

4 to 1 
5 to 1 

6 to 1 

22. If your state does not license unarmed guards, what do you think 
the ratio, is for unarmed to armed guards in your state? 

1 to 1 4 to 1 

2 to 1 5 to 1 
3 to 1 

other 
6 to 1 

-----
23. Does your agency regulate part-time security personnel? 

_ yes no 

24. How effective is your level of enforcement in gaining com
pliance with licensing and regulatory provisions? 

excellent good E90r 
123 45 

2'5. Do you think there a.re very many regulated classes of individuals 
or firms who operate without being licensed? 

many 

1 2 

few -
3 

none -4 5 

'26. Do you feel there has been a trend toward use of contract 
secubity personnel to replace in-house security personnel? 

yes - no don't know -
27. Approximately how many local, county and state law enforcement 

officers are in your state? 

28. Hhat do you think the ratio is for in-house .and contract security 
personnel to law enforcement personnel in your st~,te? 

1 to 1 4 to ~ 

2 to 1 5 to 1 
3 to 1 

other 
6 to 1 

------
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Licensing Agency Survey 

29. What is the average processing time required for registration 
and licenses? (please check) 

Processing Time 
1-2 wks 3-4 wks 5-6 wks 7-8 wks 8 wks + 

guards 
armed guards 
investigators 
armed investigators 
security firms 

30. Wh~.t is the current monthly volume of applications being received 
by your agency? NEW RENEWALS 

individuals 
security firms 

3L Can regulated classes of security employees operate under a 
temporary license or permit? 

yes no 

If yes, for what period of time? weeks 

3, Do you agree with the practice of employee temporary licenses 
or permits pending application processing and approval? 

strongly agree 

unarmed personnel 1 2 
armed personnel 1 2 

agree 

3 

3 

disagree 

4 5 

4 5 

33. Ho\'l long could an applicant operate or be employed in private 
security while awaiting licensing application approval? 

Unarmeg personnel 
Armed personnel 
Security firms 

\'leeks 

r 

V 
'. 
~' t~ 
-, "'''' , 
i 

Licensing Agency Survey 

34. 

35. 

36. 

~'ihat percentage of total applications are annually denied by 
your agency? 

unarmed personnel 
armed personn'el 
security firms 

Grounds for Denial 
All 

Reasons 
Criminal 
Records 

How many complaints are received against private security per
sonnel and firms? 

complaints received 
complaints investigated 
charges filed 
suspensions 
revocations 
fines 

(if available) 
1980 .12.ll 

Please 11st in order of frequency the most frequent types' of 
complaints received. 
1. 

2. 

3 .. 

4. 

5. 

37. What is the most frequent source of complaints against security 
personnel and firms? (please rank 1 to 4 in order of frequency) 

other private security licensees/firms 
law enforcement agencies 
consumers/users 
your agency/board 

38. What percentage of complaints are resolved informally wtthout 
formal charges being filed? 

-
39. . \'lhat is the average time for resolution of formal cha.rges through 

your statutorially mandated administrative procedures? 
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Licensing Agency Survey 

40. 

41. 

42. 

43. 

How dependent are your administrative procedures on external 
state agencies to resolve formal charges? 

highly 
dependent 

1 2 

moderately 
dependent 

3 4 

not 
dependent 

5 

Are weapons discharges by private security personnel required 
to be reported to' your agency? 

_ yes no 

If yes, provide additional information as available for 1980: 
incidents reported 
per~ons injured/wouded 
persons killed 

If no, would you favor weapons discharge reporting in your 
state? 
Strongly 
_Agree Agree Disagree 

1 2 3 4 5 

How would you rate your agency operating relationships with 
the following groups? (please circle) 

law enforcement 
in-house security 
security firms 

excellent good 
123 

123 

123 

don't 
, poor ~now 

456 

456 

456 

How would you rate the performance of in-house private security 
operations in your state on the following items? (please circle) 

quality of personnel 

excellent good 

123 
pre-employment background checks 
training received 

1 

1 

1 

1 

1 

1 

1 

1 

1 

2 

2 

2 

2 

2 

2 

2 

2 

2 

3 

3 

3 

3 

3 

3 

3 

3 

3 

supervision 
personal appearance in uniform 
reasonable use of force 
proper use of weapons 
familiarity with legal powers 
reporting criminal incidents 
responding to alarms 

don't 
poor ]tno~ 

456 

4 

4 

4 
'4 

4 

4 

4 

4 

4 

5 

5 

5 

5 

5 

5 

5 

5 

5 

6 

6 

6 

6 

6 

6 

6 

6 

6 

f
~' 
'} 
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Licensing Agency Survey 

44a HO\-l \'lould you rate the 
security firms in your 
(please circle) 

performance of contractual private 
state on the following items? 

excellent good 
123 quality of personnel 

pre-employment background checks 

training received 

supervision 
personal .appearance in uniform 

reasonable use of force 
proper use of weapons 
familiarity with legal powers 
reporting criminal incidents 
responding to alarms 

123 

123 

123 

1 

1 

1 

1 

1 

1 

2 

2 

2 

2 

2 

2 

3 

3 

3 

3 

3 

3 

4 

4 

4 

4 

4 

4 

4 

4 

4 

4 

poor 

5 

5 

5 

5 

5 

5 

5 

5 

5 

5 

don't 
know 

6 

6 

6 

'6 

6 

6 

6 

6 

6 

6 

SECTION III: LAW ENFORCEMENT OFFICER ~~LOYMENT IN PRIVATE SECURITY 

45.' 

46. 

47. 

Do law enforcement officers in your state perform security 
functions while on off-duty or on overtime pay status in their 
dep~rtments? (please circle) 

using la\'! enforcement agency 
uniform/equipment 
plainclothes detail 

yes 

1 

1 

don't 
no know 

2 3 

2 3 

Do businesses or private security firms in your state hire off
duty law enforceemnt officers for security functions? 

businesses 
private security firms 

~ 

1 

1 

don't 
!l2 kno\'1 

2 3 

2 3 

Do you think the employment of off-duty law enforcement officers. 
by business and private security firms in the sta·te has increasca, 
decreased, or remained the same during the past five y~ars? 
(please circle) 

business 
private security firms 

increased 

1 

1 

about 
the 

same 

2 

2 

don't 
decreased know 

3 

3. 

4 

4 
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Licensing Agency Survey 

48. In general, how do you feel about off-duty law enforcement 
officers using public agency uniforms and equipment to perform 
private security functions? (please circle) 

strongly dis-
agree agree agree 

should be an available option 1 2 3 4 5 
for additional protection 
unfair competition \'11 th private 1 2 3 4 5 
securi ty f,irms 
misuse of public resources and 1 2 3 4 5 
'tax dollars 

49. Do you feel that off-duty employment in private security is a 
conflict of interest with the duties of a law enforcement 

50. 

officer? (please circle) 
Yes No -

hired and paid directly by business 1 2 

hired and paid direetly by private 1 2 
security firm 
hired and paid through law enforce- 1 2 
ment agency 
hired through police union/association. 1 2 

contracted by individual officers/ 1 2 
deputies 
other: please specify 1 2 

Are law enforcement officers requir.ed to be l~censed when em
ployed by businesses or firms to perform private security 
functions? yes - no 

If yes, please explain: 

51. Please lj,s'j: in order of frequency the most frequent types of 
complaints received concerning law enforcement officer employ
ment in private security. 

1. 

2. 

3. 

40 
5. 

1\ 

r~ 
l 

I ~. 
l /1 \ 
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APPENDIX B 

SURVEY METHODOLOGY FOR FIELD STUDY SITES 

The four national surveys described in Appendix A examined 

expectations and perceptions of roles and obtained descriptive 

information on interaction between private security and law 

en£orcement, but they did not afford an opportunity to look at 

the dynamnics ~f daily interaction--how the job of protecting 

a community gets done among proprietary, contractual, and law 

enforcemen t operational personnel. The primary objective of 

the site work and surveys was to substantitate and elucidate 

the findings and major public policy {ssues emanating from the 

national surveys by exploring the dyn~mics of present and 

future sce~arios of police-security inte~action among proprie-' 

tary and contractual security and law enforcement personnel--

their operations, trends, opinions and attitudes. Interest, 

for example, was expressed in the national surveys for trans

fer of certain police activities and contracting of others to 

private security, but what are the opinions of line or opera

tional personnel? 

One of the major thrusts of the Rand study on private 

security (1971) was the need for extensive licensing and regu

lation and mandated training of private security due to the 

lack of knowledge of private security personnel on legal 

powers and PQtential for abuse. Rand surveyed 275 proprietary 

and contract security employees. Shear ing and Stenning 

(1981), five years later replicated some of the Rand employee 

Bl-l 

survey items in Canada and found the same lack of knowledge, 

but als~ found very little occasion for most security person

nel to carry weapons or to detain, search or arrest. This 

latter study was a census of the approximately 10,000 contract 

secur ity employees in Ontar io, Canada. Both the propr ietary 

and contractual Hallcrest questionnaires replicated some of 

the key survey items in each of these prior research efforts, 

e.g., detection, arrest, use of force, and resolution of secu-

r i ty incidents. The added dimensions of the law enforcement 

officer survey allowed comparison of police and private secu

rity perceptions of interaction and roles. 

Comparison of key items ori the national survey instruments 

and a pre-test of the law enforcement site survey provided the 

parameters for estimating sampling variance and error in draw

ing the sample size. Sample estimates for each population 

group were drawn using a 90% confidence interval for statis

tical significance of expected data. Baltimo~e County, Mary

land has 1,215 total police personnel and Multnomah County, 

Oregon has 220 total law enforcement personnal. The required 

sample for each group is 175 and 64 respectively. A cluster 

sample was taken in each agency. In Multnomah County all 

officers reporting for duty on two different shifts were given 

a questionnaire to complete at roll call. Similarly, officers 

in Baltimore on the day shift at several precincts completed a 

questionnaire. This resulted in a sample of 130 officers in 

Baltimore County and 64 officers in Multnomah County, for a 

Bl-2 
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total sample of 194 officers (119 patrol officers, 37 super-

visors, 38 detectives). Except for the questions on transfer 

and contracting out of police activities to private security, 

there was a large consensus among law enforcement officer.s on 

most survey items at both sites and in combined tabulations. 

The combined responses of both sites are displayed in Appendix 

B-2. 

The Rand security employee survey apparently achieved a 

high degree of cooperation f.rom only four proprietary and 

eight contractual security firms (and also a guarq union) in 

obtaining 275 questionnaires. In our site plan we hoped to 

obtain a representative sample of proprietary security opera

tions and employees from as many different business types as 

possible. The population of firms judged most likely to have 

't f for industrial firms we~e sqbsi-proprietary sec~r1 y orees 

diary companies, facilities or divisions of large national or 

mUltinational firms, firms headquartered in the site area, or 

unique manufacturing, retailing, financial, and health care 

entities in th€~ local economy. Commercial and institutional 

facilites with greater than 350 employees were thought most 

likely to have their own security operat~ons. In each site we 

anticipated taking a 10% to 20% sample of these firms. Ap

plying the 90% confidence interval to the Bureau of Labor 

Statistics data for pro~rietary guards at each site required 

samples of approximately 180 employees at each site. The 

contractual security population in each county was defined by 
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the U.S. Bureau of Census 1979 County Busi~~~Patt~2 list-

ing of guard r investigative and central station alarm firm 

employees. The number of current contract security firms was 

calculated from Yellow Page telephone directory listings. For 

contract firms we also anticipated taking a 10% to 20% sample 

of firms in.each,siteo Sampling criteria at the 90% confi-

oence interval required a sample of about 200 contractual 

employees at each site. 

Given the exploratory or descriptive nature of the re-

search effort, it became as important to get access to key 

individuals and firms for various viewpoints and issues as it 

was to achieve·a repiesentative sam~le of proprietary and 

contract security employees. The Advisory Panels at each site 

were used to expedite company access and information, and to 

provide credibility for the research team. Sinc.e participa-

tion in the employee surveys was voluntary, the actual sample 

yield would be dependent on the amount of cooperatiqn received 

from contractual and proprietary security managers and their 

employees in completing a long questionnaire. Given the sensi-

tive nature of this type of survey, we had to fotego the use 

of strict rules of sampling technique and use a more fortui-

tous method. Security managers were asked to randomly distri-

bute questionnaires to workers in a variety of work sites. A 

large propurtion of supervisory responses in both contractual 

and prc)prietary surveys at each site suggests a certain amount 

of respondents were "handpicked" who might give responses 

favorable to their employers. However, the nature Qf some 

Bl-4 
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replies and comments (e.g. admitting no training or little 

supervision)indicates that selective distribution of the sur

veys did not discourage candid responses. Approximately 10 to 

15 questionnaries we(e distributed to organizations at each 

site, for a combined total of 689 questionnaires at 58 firms. 

The combined survey returns from both sites was 78 con

tract employees and 110 proprietary employees, for a response 

rate of 27%. The low absolute number of survey returns was 

due in part to (1) the length of the survey (ov~r 75 items), 

(2) requirements by some employers that the survey be com-

pleted on the employee's own timer (3) some employees may 

have been reluctant to express views unfavorable to their 

employers, and, (4) some employers~ upon reMiew of the ques· 

tionnaire, did not allow employees to participate. However, 

over ten different organization types for proprietary security 

employees (Table B-1) and a variety of client locations (Table 

B-2) for contractual secur~ ty employees were represented in 

~he site survey returns. The sample was insufficient for 

statistical testing and projection to the population of pro

prietary and contractual security employees, but the quality 

of data was very good. A high degree of consensus was 

achieved on many su,rvey item r,espol'lses, and the contract 

employee data were very consistent with the findings of the 

Shearing and Stenning ~urvay of 10,000 Canadian security em

p loy e e s • Re s po n sea 9 r e e men twa sin ~~ ", e 8 0 t han d 9 0 t h per c e n -

tiles for Gl broad croso-section of security employers on key 

items such as use of force, detention, and inte~action with 
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police. Many responses were also amazingly candid, for exam-

pIe, admitting no training or little supervision. 

Table B-1 displays the distribution of proprietary returns 

for organization type and classification of security employee. 

"Security agent" is a title used in retail security for store 

detectives and othe( plainclothes security workers. One manu-

fa~turing facility in Baltimore County has a security depart

ment that effectively functions as an organized police depart-

ment, even though its officers only have special police off i-

cer status like many other proprietary security employees in 

Baltimore County. Including these security officers with 

guards, guards with primary responsibility for alarm response, 

and uniform ,supervisory pEtr sonnel, the sample is compr ised of 

7 0 % g u a r d 0 r sec u [' i t Y 0 f f :l c e r per son n e 1. Ta b 1 e B-2 dis pIa y s 

the distribution of contractual security employee returns for 

type of client location and employee classification. 

The combined data from the two field study sites, supple-

men ted wi~h 133 structured site inter7iews of supervisory and 

operat,ional security and law enforcement personnel, provide 

information on secur i ty and law enforcement employees never 

before collected on a comparative bases in such areas as: 

~erscnnel characteristics, training, le~al powers, supervi-. 
sion, uniforms and equipment, role and functions, interaction 

with each other, and interaction with the public. As explora

tory research, we feel this small but in-depth sample makes a 
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TABLE B-1 

DISTRIBUTION OF PROPRIETARY SECURITY EMPLOYEE SURVEY 

RESPONSES FOR BUSINESS TYPE AND POSITION 

Organization Type 

Banking/Finance 

School/College 

Hospital/Health Care 

Manufacturing 

Retail 

utility 

Warehouse 

Other 
(mall,office bldg,public 
bldg) 

11::. 

16 

3 

17 

33 

26 

8 

2 

5 

N= 110 

Bl-7 

Position 

Guard 

Supervisor 

Inlvestigator 

Security Agent 

Special Police 

Alarm Response 

1E. 

43 

24 

14 

11 

9 

7 

N= 110 

It .. 

I. 
f 

I 
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TABLE B-2 

DISTRIBUTION OF CONTRACTUAL SECURITY EMPLOYEE SURVEY 

RESPONSES FOR CLIENT LOCATION AND POSITION 

Client Location (Guards) 

Banking/Finance 

Construction 

Hospital Health/Care 

~'ranspor ta tion 

Pllblic Building 

ltianufac:tur ing 

Apartment Complex 

Hotel 

Shopping Center/Mall 

Utility 

Warehouse 

Office Building 

Miscellaneous 

6 

2 

4 

1 

3 

17 

1 

1 

1 

3 

3 

3 

16 

N= 61 

Bl-8 

Position 

Guard 

Guard Supervisor 

Alarm Runner 

Inve~tigator 

Armed Courier 

lE 

51 

10 

14 

1 

2 

N= 78 
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significant contribution to an understanding of private secu-

rity functions, , personnel and their relationships with the 

police. 
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LAW E N FOR C E MEN T 
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ReSearch Staff 
Hallcrest Systems, Inc. 

National Institute of Justtce 
U.S. Department Of Justice 

7316 Hooking Road, Me.Lean, Virginia 22101 

NATIONAL ADVISORY PANEl 
Wllilim J. Anlhony 
Dlreclor. Dlv. 01 L" ... Eniolc/lm.nl 
5111111 01 Calltotnla 
Sacramenlo, CoJUlornla 

11INn! M. 1"""ln, elq. 
A /lorney a I La ow 
Biker and Hosleller 
·Nashlngton, ~1.C. 

D ... G. C.non 
Sh,m" 01 Du.al Counly 
JacksonVIlle. FIOflda 

E.J. CrI.cuoll, Jr. 
E .. cull.e Direclor 
Ametlcan Soclelv lor Indusltlal S1!Cutlly 
Washing Ion, 0 C . 

•. 11. Gr." II 
emlCIOr 01 Cuml PI •• ln/lon 
N.,honal Council on Clime & Delinquency 
Hacloenl"ck. Nlw Jelsey 

AIbef1 H.I .... nd 
S,ntor VIC' P,esldenl 
May Oep.rlm.nt StOl8S 
St. Lou's. Missouri 

OoI\oJlc! L. J.nl., Eaq. 
E .. cuU ... Vice p,..ide,,1 
Burns Inlernatlonal S.cunty Services, Inc. 
Brlarchff lIanor, New York 

WIIII.m D. K.1IaIMf 
Chamber 01 Commerce 01 Ih. U""~d S,., •• 
WI.hlngton, D.C. 

Arthur A. Klnglllury 
AIIOCI.t. o..n 
"'.comb County Community Colleoe 
M\. Cleman •• IIlchlgan 

C .... , Willie", F. QulIWI 
Pre.ldent 
Int.rnallonll A,.eeillion 01 Chl.I. 01 Police 
N .... ton, "' .... chu .. n. 

JOlaph R. ROIIIII 
O"ector 01 S.cu"ty 
International BUDlnelS "'achlnes Corp. 
Armonk, N .... York 

GeGfge A. Smith, III 

LAW ENFORCEMENT OFFICER SURVEY 

This survey is beina conducted by Hallcrest Systems, 
Inc., a research and management consulting firm, as 
part of a national study b7ing sponsored by, the 
National Institute of Just~ce. We are look~ng for 
ways to improve the relationship and effectivenes~ 
of law enforcement and private security in crime 
prevention and control~ 

This questionnaire seeks your personal experiences, 
opinions and attitudes concerning private security 
personnel and operations in your community. Please 
not discuss or compare answers with other officers 
while completing the questions. Your answers will 
remain confidential - they cannot be identified by 
name or department. 

Mail the completed guestionnaire directly to us in 

do 

the postage paid e~velope to ins'lre your questionnaire 
remains anon~~. 

Please use a check mark for the answer of your 
choice. Your written comments are important too. 

Thank you for your cooperation. 

P".ldlnt' 1 • 
N.honal Burgl.r and Flte Alarm Asv...:lallon 
Dalla., re.a, 

AGE 

" Loul. A. T' .... 
Pre.idant 
American Socl,ty lor tnau.trlal Security 
W.'ttbury, Conn.Cllcul 

CIIIIOfd W. Vln ",Ier 
D/Tlctor. Pol/ce Trelnlng tn.//tut. 

• Unl.,ralty.ol IIl1noll 
Champllgn. lliinoia 

TIIomeI W. Wllhe" 
Pre,ldenl 
Calilornil Pllnl P,ol.~lIon. Inc. 
Va" NUYI. Callfo,nla 

Jerry Y. WU.on 
V,ce ~i1,jd.nt. S.curi/y 
Peopl •• o'uo 510,. •• Inc. 
Ale •• narl •• VirginIa 

2. 

13 

24 

under 20 

21 to 25 

26 to 30 

11- 31 to 35 

~ Male 

..JlL 36 to 40 

15 41 to 50 

3 51 to 60 
61+ 

_6 Female 

3. How long have you been employed 

% under 6 months 
__ 4_ 6 months to 1 year 
~ 1 to 2 years 

by your department? 

~ 3 to 5 years 
~ 6 to 10 years 
~ over 10 years 

4: How would you classify your position? 

5. 

6. 

7. 

8. 

9. 

10. 
(a) 

(b) 

N:a ~ patrol officer 
..lL supervisor ~ detective/investigator 

_ other,' please specify 

How many other jobs have you had prior to law enforcement em
ployment? 

Do you have any prior police, military or security ~xperience 
before jOining this department? 

City department 
County departmetnt 
State police 
Military 
Military police 
Private security 

What is your monthly salary? 

per month 

Years 

What fringe benefits are provided? (check all that apply) 
.A...- medical insu:t"ance 
..X- sick pay 
..X- hOliday pay 
.X-. merit pay 
.X-. overtime pay 

.X-. court pay 

.X-. vacation pay 
~ life insurance 
oX..- disability 
oX..- pension plan 

Overall, how well do you like police work? 
very not no satisfied sat,~ ... sfied satisfied opinion 

1 2 3 4 '5 6 % 33 31 24 oS 4 3 Do you hold a job outsid:e the ,departmen t? (Baltimore Cty) 
% .lL yes ..6.L no 

If yes, what kind of employment situation do you have? . 

% 12- self-employed .ttL small firm 
-L work for a friend .l6- major employer in the area 
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11. 

12. 

13. 

14. 

15. 

16. 

17. 

• 

Do you perform any off-duty or extra' duty work in private ~ecurity 
functions at businesses, industry or institutions? (Baltimore County) 

% 

using your department unifor~m 
using your department equipment 
for an in-house security force 
for a contract security firm 

If no, skip to question number 17. 

No 

If yes, how many hours do you work in an average week in private 
securi ty? Patrol Supervisor Detective (Baltimore Cty) 

hours 12.5 1\.6 10.0 (mean) 

If yes, in what kind of environment do you work? 
(check all that apply) 

~ industrial facility 3&-. 
bank/finance 

3~_ hospital, school 
~ retail store 

construction 
19 

shopping mall 
sporting/special events 
VIP/executive protection 
investigations 
tavern/night club 
other: specify type of 

location 

Do you \York primarily in the same place? (Baltimore County) 

% 
94 yes 2 no, varies 

no, whatever opening/assignment is clvailable 

Do you W'ork with security employees in this environment? (Bal.t imore C ty) 

~ No . 
% in-house security personnel ~ !!:L cont'ract security personnel ...L 2L 

How long have you been performing off-duty security work? (Baltimorf\ 
Mean years months 

Patrol 2.8 yrs Supervisor 6.9 yrs Detective 3.8 vrs 
Approximately what percentage of sworn personnel in your depart
ment do you estimate perform private securi'cy functions during 
off-duty hours? (Baltimore Cty) . 

% ..JL. 1 to '10% 
12 11 to 20% 
22 21 to 30\ 
.lL 31 to 40'11 
11L 41 to 50\ 

51 to 60\ 
61 to 70% 
71 to 80\ 
more than 
none 

BOils 

Cty) 

I 
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18. 

19. 

20. 

21. 

Do you feel that off-duty employment in private security is a con
flict of interest with the duties of a law enforcement officer? 
when the officer/deputy is: 

hired and paid directly by business 
hired and paid directly by private 

security firm 
hired and paid through law.enforce

ment agency 
hired through police union/association 
contracted by individual officers/ 

deputies 
other, please specify __________________ _ 

i. 

Yes No 
29 

29 

28 

34 

31 

In general, how do you feel about off-duty law enforcement officers 
using public agency uniforms and equipment to perform private 
security functions? 

% strongly 
agree agree disagree 

should be an available option :1 13% 2 8% 3 17% 4 9% 5 53% for additional protection 
unfair competition with p;..ivate 

1 14% 2 3% 3 19% 4 14% 5 50% security firms 

misuse of public resources and 1 31% 2 6% 3 10% 4 10% 5 42% tax dollars 

How frequently do you have contact with private security per-"'nnel? 
% Dail~ Weekl:l Monthl:l Seldom Never 

contract guards 10 34 12 37 8 

alarm runners 10 28 19 31 12 

private investi- 2 2 7 62 26 
gators 

in-house security 1 21 19 31 22 
guards 

supervisors 4 10 10 45 31 
managers 5 1Q § ~4 ~2 

Please list the five most frequent places/locations where you 
have contact with private security personnel. 

1. Retail (49%) 
2. Manufacturing 

3. Motel/Hotel/Restaurant 

4. Bank/Financial 

5. Residential (apartment/housing' complex; residential patrol) 
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Please list the five most frequent incidents or situations where 
you have contact with 'private security personnel. 

1. Shoplifting 

2. Alarms 
3. Theft 

4. B&E/Burglary 

5. Order maintenance (disturbance, disorderlies, disputes) 

In general, are you satisfied with your involvement in problems 
referred to your department by security personnel? Would you 
prefer them to handle their own problems or call the police more 
often? 

% 20 satisfied with the way things are handled 
~ would like less involvement 
__ 1 wo,-..qd like more involvement 

57 depends on situation/incident 
-rcl depends on individual security personnel involved, 

10 depends upon security company involved 

How would you rate. your personal relationships,with area private 
securityperso~nel? 

% ¢lon.' t 
ex'cellent good poor know 

contract security 1 3% 2 5% 3 45% 4 17% 57% 

in-house security 1 6% 2 10% 3 4~% 4 9% 55% 

private investigators 1 3% 2 4% 3 25i. 4 12% 5 157. 

alarm companies 1 67- 2 8% 3 437- 4 \07- 5 127-

Please circle whether you agree or disagree with the following 
statements on the role of private security services in relation 
to law e.nfo,rcement s'ervices. 

6 

6 

6 

6 

26% 

247-

417-

22% 

Strongly 
Agree Agree Disagree 

private security services are 
similar in many respects to 
law enforcement services 

private security servic\as fill 
a vacuum pr void ca,lsed by 
increased crime an~ decreased 
law enforcement ~esqurces 

private security services pro
tect interests in property 
and assets ~hat otherwise 
would go unprotected. 

private security services try 
to compete with law enforce
ment services 

1 2% 2 4% 3 24% 4 33% 5 .38% 

1 4% 2 10% 3 50% 4 24% 5 127-

1 18% 2 247. 3 357. 4 18% 5 5% 

1 '4% 2 147. 3 2 1% 4 357. 5 267. 

26. 

27. 

28. 

Would you favor transferring initial response on activated burglar 
alarms to private security personnel of the security company pro
tecting the premises? 

BaIt. .ill. yes Mult .a2l. no 

Would you favor transferring the following activities to private 
security personnel for criminal incidents occurring on property 
being protected by them? ' No 

Yes No Maybe Opinion 

* preliminary investigation .2.!L .ll-
completion of incident l;'eports 

when victim declines prose- n 20 cution or is reporting only -
for insurance purposes 

* completion of misdemeanor .1.5_ 43 incident reports 

* completion of supplemental 
case reports 4- !±L 

transporting "citizen 28 57 
arrests" 

other, please explain 

*Qtb~I a~t~X~t~~5 ~idtim!2I~ County yes/maybe responses 

Would you favor contracting with private security 
form anyo,f the following police 'activities? 

Activities 

traffic control 
parking enforcement 

+ parking lot patrol 
+school crossing guards 

public parks patrol 
animal control 

+ bank deposit escorts/delive+'Y 
* city/county code violations 
+ funeral escorts 

court security 
* prisoner transport 
+ hou$ing project patrol 

non-injury accident 
investigations 

d,ustody of hospital-confined' 
i prisoners 

In 
..ll.. 
.M... 
.AL 
.1jL 
~ 
~ 
.li.. 
.l.L 
~ 
.!A... 
~ 
.6L. 
39 

50 

~ 

.5LL 

.ll... 
J.L 
JL 
~ 
l.L 
.l.L. 
.fJL.. 
J.L 
A1-
.AS.... 
ll.. 
51 

40 

~ ...llL. 

5 3 

17 5 -
-1Q... _6_ 

9 6 

support transfer 

firms to per-

No 
Ma:z:::be °Einion 

--lL --L. 
...ll.. --L 
--1.L --L 
---L --L 
---L -L 
-L --L 
-L .-L 
~ -L 
--L --'i... 
--5- -L 
...,.j,.. ..:...s... 
---"- --L 

6 5 

7 3 

* only activities Baltimore County yes/maybe responses did ~ support transfer 

+ only activities Multnomah County yes/maybe responses support transfer 
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30. 

How would you 
functions and 

rate the importance to your agency of the fOllowing 
activities of law enforcement? 

highest medium lowest 
priority priority priority 

crime prevention 
investigation of criminal 

incidents, 
arrest/prosecution of 

criminal suspects 
protection of lives and 

property 

maintaining public order 
traffic enforcement 
traffic control 
general assistance to 

the public 
community relations 

1 45i 2 31% 3 19% 4 3~ 5 2% 

1 47% 2 35% 3 13% 4 2% 5 3% 

1 53% 2 30% 3 137. 4 47- 5 2% 

1 73% 2 187. 3 67- 4 27- 5 2% 

1 46% 2 377. 3 157- 4 2% 5 1% 

1 20%' 2 30% 3 43% 4 7% 5 1% 

1 13% 2 23% 3 467. 4 137. 5 6% 

1 28% 2 32% 3 33% 4 7% 5 17-

1 387. 2 29% 3 217. 4 77. 5 57. 

Based upon private security activities in your area, how' do you 
think private security would rate the importance of the fOllowing 
functions and activities to their operations? 

% 
highest medium lowest 
priority priority priority 

crime prevention 
investigation of criminal 

incidents 
arrest/prosecution of 

suspects 
protection of lives/ 

property 

maintaining order 
traffic control 

unauthorized access control 
employee ident±·ficatio.n 
informa tion secut:.:\ty 
crime reporting 
fire prevention 
accident ~revention 

(industrial) 

loss prevention 

1 36% 2 31% 3 13% 

1 8% 

1 207. 

1 . 28% 

1 15% 

1 6% 

1 32% 

1 30% 

1 19% 

1 12% 
l' 17% 

1 -t3% 

1 40% 

2 

2 

2 

2 

2 

2 

2 

2 

2 

2 

2 

26% 

32% 

36% 

34% 

21% 

25% 

32% 

32% 

397-

30% 

20% 

2 27% 

3 45% 

3 30% 

3 19% 

3 27% 

3 44% 

3 16% 

3 207-

3 '20% 

3 21% 

3 23% 

3 327-

3 117-
t~~~) 

don't 
k,now 

4 20% 

4 22% 

4 197-

4 18% 

4 247-

4 29% 

4 27% 

4 29% 

4 29% 

4 27% 

4 31% 

4 36% 

4 237. 

In general, how would you rate the contribution of private security 
to crime prevention. and control in you~ area? 

very somewhat not 
effective effective effective 

overall contribution 
reduction in volume 

of crime 
reduction in direct 

dollar crime los~ 

1 2% 

1 2% 

1 5% 

number of criminal 1 3% 
suspects apprehended 

maintenance of order 1 2% 

2 

2 

507-

36% 

2 48% 

2 397. 

2 35% 

3 327. 

3 457. 

3 28% 

3 41% 

3 477. 

don't 
know 

4 16% 

4 17% 

4. 19% 

4 17% 

4 167. 

32. How would you rate the performance of private s~curity in your 
area in the following areas? 

33. 

quality of personnel 
pre-employment 

background checks 

training received 

supervision 
personal appearance 

in uniform 
reasonable use of 

force 

very 
good· 

1 1% 

1 1% 

+ 
1 1% 

1 2% 

1 '1% 

prope:r use of weapons 1 
familiarity with legal l powers 
reporting criminal 1 4% 

incidents 
responding to alarms 1 3% 

good 
2 

2 

2 

2 

36% 

11% 

6% 

21% 

2 43~ 

2 35% 

2 23% 

2 

2 47% 

2 357. 

poor 

3 

3 

3 

3 

51% 

547. 

63% 

49% 

3 437. 

3 307. 

3 37% 

3 

3 337. 

3 437. 

don't 
know 

4 12% 

4 35% 

4 31% 

4 29% 

4 127. 

if 34%' 

4 40% 

4 

4 15% 

4 197. 

.In general, do you think the use of private security in your 
. co~unity has increased or decrea~ed in the last five years? 

.. 

about don't 
increas6d decreased the same know 

1 

55 

3 

26 

4 

, 16 
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. 40. 

Have you ever personally seen or been involved in a situation 
where a private security employee exceeded hfs/her authority in 
handling an incident? 

4 yes ,only once 
~ yes, many times 

39 yes, a few times 
~no 

If yes r describe one such incident you have seen: 35% response 

Mpst frequent: improper custody arrest; excessive physical force; traffic arrest; 

improper stop/interrogation/search. ::.:'. 

Firearms incidents (discharge or pointing) .• 14% incidents described 

Do you ;hink wearing a police-type unif01~ on duty increases the 
effectiveness of security guards when dealing ,with: 

the police 
·the general public 
company employees 
offenders 

No 
63 

.00 you think contract security companies purport to offer to their 
prospective clients services or protection equal to the police? 

? ~ yes !1- no ~ not sure 

I 

In most instances, do you think it is necessary for security 
personnel to carry any of the following equipment? 

baton or nightstick 81 handcuffs 
firearm .~ weighted flashlight 
chemical spray 2!- badge 

70 % 
23 
.3l-
...lL sap or blackjack 7 none necessary 

~ . 

Is there a need for liQensing and regulation of private se~urity 
in your'area? 

'ci ty ordinance 
county ordinande 
state statute 

. % 

Should uniformed private security personnel be required to have 
badges, uniforms and eqUipment which can be clearly distinguished 
from public law enforcement? 

, 
i. ~ yes no ' 

Should minimum levels of \ training be requi.red for private security 
personnel? 

..2!i.. yes 3 no 3 no opinion 

41. 

;0 
L 42. 
f 

() 

Should .minimum levels of firearms training be required for armed 
private security personnel? ' 

% 2!- yes -1- no -L- no opinion 
, 

Prior to employment-, should criminal record and fingerprint checks 
be required for private security personnel? 

% ...2.L yes no --L. no opinion 

43. Should minimum levels of experience and/or training be required 
for managers of private security firms? 

. (\ 
44. 

~s. 

46. 

lANK ORDER 
(J 

96 yes --L no 3 no opinion 

Would you favor any of the following measures to control :'falsing" 
of alarm systems? 

No 
% 

Citation issued to subscriber 
with small fine (e.g., $15-
$25) 

Yes - !is?. Maybe Opinion 

Graduated subscriber fines 
for successive falsing 

License suspension for firms 
with excessive client falsing 

Fines for firms with excessive 
client falsing 

Police non-response to alarms 
wi~h excessive falsing 

state certification of alarm 
installers 

69 -
12-

63 -
72 -
45 -r-

l.L 

1 J 1 1 9 -
5 6 10 -

12 J.L 10 -
~ ..!.L lL 

..ll.. ..lL lL 

...-L. -L lL 
To what extent do you feel that the following factors contribute 
tp the false alarm problem? 

% extensive moderate low 
improper installation 
faulty eqUipment 

subscriber error 

1 15% 

1 30% 

1 62% 

2 23% 

2 29% 

2 24% 

3 39% 

3 36? 

3 13% 

4 13% 

4 3% 

4 1% 

Do you have any specific recommendations for control of the 
.. false alarm" ~'roblem? 

I. Fines (subscriber) 5. Fine. (alarm Sp,) 

~. Subscriber training 6 "Bempxe alarm 
3. Police n2u-respoQse 7. IpBtal~er trainjn& 

5 10% 

5 3% 
5 

oLRs:guireg maintenance/insp@ctigns B. Shjft response to private security 
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47. How many hours of training have you completed? 
. 

Hours 

84% ~....5.OiL- recruit 

mode 

mode 

40 

8 

in-service 
,!annually) 

firearms 
(annually) 

___ other 
(annually) 

48. How much education have you completed? 
Balt Mult Balt Mui~ 

% high school or GED 15 ~ Associate Degree 

49. 

33 some college courses 11 54 Bachelor Degree 
29 ~ one to two years ~ hisher degree 

college ---

Have you considered any of the following employment opportunities 
in private security as career alternatives to police ~Ork? 

% !!.!~ 
forming a guard company 
becoming a private investigator 
forming'an alarm company 
security investigator 
security .director 

other security work, 
please specify: 

50. What recommendations do you have for improving relationships 
between law enforcement-and private security personnel? 
-G~' ________________________________________________________________ __ 

.. 
51. Is your law enforcement agency? 

county 

or 

Municipal 

o 

A P PEN D I X B-3 

PROPRIETARY SEC URI T Y 

E M P LOY E E SURVEY D A T A 

'0 

o 

I 

o 

() 
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PRIVATE SECURITY and ~AW ~NFORCE~JT RESEARCH PROJECT of the 
Research Staff 
Hallcrest systems, Inc. 

National Institute of Justice 
u.s. Department Of Justice 

7316 HOoking Road, McLean, virginia 22101 

NATIONAL ADVISORY PANIL 
WIlliam J. Anlhony 
D"lelor. Div. 01 La.., Enlolclmllnt 
Sl;o\e 01 Calilornia 
Sac 'a menlo. California 

lern.rd U. IHfm.n, EIC!. 
A ItOfft.y al La.., 
B.~er and Hoste"er 
Washing Ion. D.C. 

Dale O. C ... on 
Sh.,iff 01 Duv.1 Counly 
Jacklonyille. Florida 

E.J. CrliICuoil. Jr. 
E.e,:ullvl DltaCloI 
American Soc illy lor Induslrlal Sacurilv 
WIshing ton. D.C. 

I.M.Or.y.1I 
D""CIOlol Cllm. P,,, •• nllon 
Nallonal Council on Crime & Dellnquencv 
Hackonsack. New Jersey 

Aillert Hel.band 
S.ftlOI Vic. P, •• id.nl 
May Department Storu 
51. LIILlls. Miliour; 

DoNIId l. Jan ... Eaq. 
EJecutiva ViCII p,.,ld.nl 
BUln. Inlermation.1 Seculity SalYlc ... Inc. 
e,la,clill ManOf. NIW York 

William D. Kllleller 
CfI"m,,-r 01 Comm.". 01 III. United SIal •• 
W.sh/nOlon. D.C. 

Arthur A. Klngtbury 
AIIOI:ial. OIan 
M.comb Counly Communily ColltQl 
MI. Cllmln •• Mlchlg.n , 

IN-HOUSE SECURITY EMPLOYEE SURVEY 

This survey is being conducted by Hallcrest Systems, 
Inc., a research and management consulting firm, as 
part of a national study being sponsored by the 
National Institute of Justice9 We are looking for 
ways 'to improve the relat'ionship and effecti.veness 
of law enforcement and private security in crime 
prevention and cont~ol. 

This questionnaire recognizes the importance of 
your contribution to protection and loss prevention 
services in you.r company and communi ty. We are in
terested in 19ur opinions and attitudes. Do not 
use company manuals or discuss your answers with other 
employees while cc)mp'leting the questions. Your 
answers will not be shown to your employer or other 
employee~. 

Mail the completed questionnaire directly to us in 
the postage ·paid. envelope. This way your answers 
cannot be Identified by company or personal name • 

Chle' WIIII.m F. Quinn 
P'.ardlnl Please 
Inl.ro.llon.I ..... ocl.llon 0' Chle'. 0' PoIIc:a choice 
Newton. M •••• chu •• II. • 

use a check mark for the anSWer of your 
Your written comments are important too. 

JOllph A. RO.IIII 
D""C/o, 01 Sacutity 
Inlernalional Busln ... M.chinu COfp. 
Armonk. Ne.., Yol'll 

Thank you for your help. 

OeOfllf A. Smith. III 
PIIsidtfnl 1 
N.llon.1 Burgl.r .nd Fire AI.rm Assoclallon • 
D." ••• TeK •• 
loul. A. Ty .... 
Pr.sid.nl 
Amellcln Soclely lor Indusllill Secullty 
Wal.,bury. ConftKtlcut 

CIII'onI W. V.n Meta. 
Dllac/or. Polin Tla/ning In"l/ul. 
Unlv.rslty 0' illinois 
Champ.ign. lllinol. 

TIIom .. W. W.thln 
PI.I,dfln/ 
Callfornl. PI.nt Protaeilon. Ine. 
Van Nuy •• Cllillorni. 

Jlfry Y. WII.on 
Vic. PI.,id.nl. Sacunly 
People. Drug Slorl •• Inc. 
AI.landrll. Virginia 

2. 

AGE 

% 

~ .. 
% 

J.L 

under 20 

21 ,to 23 

26 to 30 

J.L 31 to 35 

1L. ~lale 

....L 36 to 40 

lL 41 to 50 

ll... 51 to 60 

....L 61+ 

~ Female 

,I I ,-

R' 
. ,,~ 

~ j,.:'; 

!I cr 
( 

~ 
; 

I 
ti 
Ii} 

1_ 
.~ Yo. ~ 
I 

('\ 

t"l 

(' , 
". I 

3. 

4. 

5. 

6. 

7. 

8. 
(a) 

(b) 

% 

What is the primary b~siness of your employer where you are 
presently assigned? 

% ~ banking/finance public housing 
construction 

~ school or COllege 
~ hospital/health care 

transportation 

public building/facility 
~ manufacturing facility 

--i other, please list 

property owners association 
apartment complex 
hotel 

~ retail store 
shopping center/mall 

-1.. utili'ty company 
~ warehouse/storage 

How would you classify youJ:' primary job function? (check one only) 
% -il Guard 6 Alarm Response 

13 Investigator Locksmith 
22 Security supervisor 

Other, please specify 10% Security Agent/8% Special Police Dept. , " 

Is this a full-time or part-time job? 

% ~ full-time --! pa~t-time 

How long have you been employed by 

% 2 less than 1 month 
your Eresent emEloy~? 

22 3 to 5 ye.ars 
3 1 to -6 months - ~ 6 to 10 years 
8 6 months to 1 year - 20 over 10 years 

24 1 to 2 years 

Approximately how long have you been dOing security work for this 
firm or other firms? 
% less than 1 month 19 - 3 to 5 years 

1 1 to 6 months .22.. 6 to 10 years -
4 6 months to 1 year 20 over 10 years - -18 1 to :2 years 

Have you ever been employed by a contract security firm? 
% ..l2.. yes .2l. no 
If·yes, how many security companies have you worked for in the past.five years? (please circle) 

1 2 3 4 5 6 7 8 9 10 
64 29 4 4 



• 

9. 

10. 

11. 

12. 
( 

13. 

( 
14. 

15. 

c 

16. 

17. 

~---~-------~-----------------------------------, .. ",-.~~~-~~~~~---------

Not counting 
have you had 

your,. job with this company, . how many other 
in the past five years. (please circle) 

FUll-timeO 1 234 567 8 9 
". % {50 30 

Part-t~meO 1 
&(77 14 

1~ ~) 4 
8) 

5 6 7 a 

Are you lou~ing for another job to replace this one? 
% ...!! yes 56 no 

If yes, is it doing security work? 

% ~ yes .§.JL no 

9 

jobs 

If yes, with whom are you looking for security employment? 

X!!. !!2-
in-house security guard force ~ 
contract security guard firm ~ 

If.no, how long do you plan to stay 

% less than 1 month 
1 to 6 mopths 

-1- 6 months to 1 year 
~ several years 

How much are you paid for this job? 

with your present employer? 

~ until retirem@.nt 
27 until better job comes along 
--- until laid 6ff 
JI: don't know 

$7:67 per hour 
(average) 

For the work th~t·you are asked to do on this job, do you feel 
your pay is: 
% 49 about right 

22 too low 

What fringe benefits are. provided on 
% 100 free uniforms (guards) 

-a2 medical insurance n sick pay 
86 holiday pay 

10 lower than other firms 
20 higher than other firms 

your job? 
84 vacation pay 
~ life insurance 
301 profit sharing 
'71- pension plan 

none 

plan 

~ bonus/merit pay 16 other, please specify ____________________ __ ------
If you hold another job, how mueh are you paid on that job? 

11% response $ pe~ hour 

19. 

20. 

o 
21. 

(j 

23. 

c' 

What were your reasons for taking a security job? (check all that 
apply) 

% ~ I like any kina of police work 
~ I like the responsihility of protecting things 
~ Couldn't obtain police employment 
~ I was unemployed and couldn't find anything else 
~ Not qualified for anything elEa 
--l This is a $econd job and I need the money 
---i. lIm earning money for schoOl 
~ Good working conditions 
~ Good working hours 
~ Job pays well 
~ I thought it would be interesting work 
-1l Other, please specify ----------------------------------

Which of the follow:J:ng describe your job? 
15 
52 rr-
17 

(check all that apply) 
dangerous % ~ interesting 

~ stimulating 
~ boring 
~ important 

challenging 
responsible 
tiring 

How much education have you completed? 

% ~ less than high school ~ one to two years college 
~ high school or GED 11- Associate Degree 
....l.i. some collegeccourses 1§.... Bachelor or higher degree 

/ 

Overall, how well do you l~ke security work? 
very 

satisfied 
1 

% 32 
2 
16 

How would you rate the 
formed by you for yOur 

, 

crime prevention 
investigation of crimes 
arrest{prosecution of 

suspects 
protection of livesj 

property 

mainta~ning order 

traffic control 

unauthorized access 
control 

employee identification 

satisfied 
3 
36 

importance 
company? 
highest 

p;-iority 
1 54% 

1 39% 
1 40% 

1 65% 

1 39% 

1 20% 
1 56% , 

1 441l! 

not· no 
satisfied opinion 

4 
7 

5 
7 

6 
2 

of the following activities per

medium 
prior'ity 

2 2,3% 3 11% 

2 28% .3 10% 

2 22% 3 16% 

2 17% 

2 15% 

2 5% 
2 14% 

2 20% 

3 17% 

3 25% 

3 22% 
3 14% 

3 20% 

lowest 
priority 

4 7%53% 
4 11% 56% 

4 8% 52% 

does 
not 

apply 
6 3% 
6 5% 

6 12% 

4 1% 5 '6 

4 10% 

4 9% 
4 6% 

4 5% 

571% 6 4% 

5116% ·629?6 

57% 6 3% 

56% 6 5% 



\ 

~ 

~- -, '" . 

( 

c 

c 

(' 

c 

'( 

does 
(23. continued) 

highest medium lowest not 

24. 

priority priority priority apply 

information security 

crime reporting 

1 31% 

1 36% 

1 51% 

1 29% 

2 23% 3 24%. 4 7% 5 6% 6 10% 

fire prevention 
accident prevention 

(industrial~ 

loss prevention 1 55% 

2 25% 3 25% 

2 14% 3 18% 

4 12% 

4 2% 

2 22% 3 17%4 9% 

2 27% 3 9% 4 6% 

5 1% 

5 7% 

5 7% 

5 2% 

6 1% 

6 7% 

6 17% 

6 1% 

. it t k are part of your job, and Which of the following secur y as s t? 
how often do you perform them ~o~n~y~0~u~r~p~a~r~t~i~c~u~la~r~a~s~s~i~9~n~m_e_n __ 
NOTE: Guards only, please answer. 
Patrol Work frequentlY 

% 87 patrol on foot ~ 
patrol by car ~ 
patrol with dog ~ 
patrol exterior ----
patrol interior 2l--
patrol parking lot ~ 
punch clock stations ~ 
check locks, gates, ~ 
check security of information ~~ m 

check fire hazards 
check equipment ~ 
respond to alarms il--
stationary Guard Work 
screen and escort visit.ors 
give information 
answer telephone 
search employees for theft 
surveillance . 
handle shipping and rece~ving 
monitor T.V. console 
non-security tasks 

Other 
give fir::)'1: aid 

'give eyidence in court 
handle valuables 
act as body guard 
train/supervise 
special events 

/ write reports 

-57 -lL-

-20 
rr--

2,£casionally never 

7 6 
-ra 30"' 
----r ~ - -21 -L-- ....L---1..L 
...iL .l.L-
_U- _4..L-
...lL ll-
-1.L --B-
...lL ..:L-
JQ... ...L-
-4.Q... .-J-

32 17 
--:!"r ..,.---15 7 
'"2'9 ~ - -35 lSL-
42 36 - -....lL li-
..1.L .l.L-

59 28 -5'5 4--. -n-
:-:rr -45 -43 22 - -...2L 2.2.-
..2L -

- ... 
.'1.' 

r ~ 
'l 

1, it {~ 

P ~ 

t 
,., 
4 
H 25. 1" 
IrJ Ca) 
f~ 

t: l~ :1 :~f 1m 
(b) 

I 
i 
I 

(1 % 

26. 

t", 

Ie 
~ 

I I ' 

~o 
I 
! .. 

(I 27. 
! \ 

o 

o 

Are there cpntract. security company employe~s at your company who 
perform similar activities? 

.l.l... yes .i2.. no 

If yes, how would you rate their performance at these tasks? 
no 

excellent, good poor oEinion 
1 2 3 4 5 6 
3 6 48 16 19 6 

What kind of security problems have you dealt with on this assign- / 
~, and how often have they been encountered? 
NOTE: Guards only, please answer. 

unlocked doors, etc. % 
(carelessness) 

trespass 
fire hazards (burners left on, 

cigarettes burning etc~) 
drunks 
vandalism 
disturbances \ 
fire alarms 
break and enter 
burglar aiarms 
theft (non-employee) 
shoplifting 
theft (employee) 
fire 
breaches of company regulations 

(i .e., drugs, firearms, etc.) 
cqmmon assault 
juvenile drugs 
assault causing bodily harm 
assault on you 

fre5luently 
46 -
21 

19 --4..0-. .. -14 - 6 
25 
25 -JL. 

-ll-
...l.L 

..!.L 
--L. 
--L 
--L 

occasionall:;z:: .!!§:ver 
49 5 

75 4 

64 17 -
....4.L: ....l.L. 

-it- -+ -75 -1.L. 
61 -1.L . 
52 ~ 
~ .n.... 
..1L ..l..L 
.....2.L -.l.L 
...§JL.. ..J.L 

--2.L ~ 
--1.L -iL 
..1.Q.... ..ll_ 
....iL ....2..L 

-L' .-1L --2.L other, 'please specify ____________________________________________ __ 

~'lhich of these tasks are part of your job as~n investigator, and 
how often are they performed? NOTE: Investigators only, please answer. 

interview witnesses 
question suspects 
internal investigations (employee) 
external investigations (non-

employee) 
present evidence and exhibits in 

court 
write reports for litigation 
supervise other security personnel 
conduct surveill·ance 
VIP/executive protection 
undercover work 
security procedures audits 

frequently occasionally never 
47 53 
4r ~ - - -54 . ...l.L --L -

33 45 22 - - \ 

37 58 5 
-.rr -r.r -rr - -- 13 52 35 - 50 ,5 45 - 45 14 -ll-
""3r .2.L. -1.L -...ll.. 2L -1.L 

.:, 

I 
! 

~ 
-ta" 

h .. 



28. 

c 

29. 

C 

30. 

31. 

c 

32. 

33. 

- ~ ----~----~~--------------------

Which of the following types of investigatf6'i1a'have you carried out 
in the last six monthe? NOTE: Investigators onlYf please answer. 

insurance claims 
workmen's compensation claims 
safety viol.ations 
pre-employment checks (personal 

bach:\ground) 
o/th~r J'personal background checks 
'emb~Zz lement 
~omputer crime 
cargo theft 
drug abuse 
integrity checks (cashiers) 
shoplifting 
fraud (check/credit card) 
employee theft 
vandalism 
terrorism 

frequently 
4 -...i-

lL.. 

-L-
-L-
liL.. 
-L
...2-
llL
ll-. 
'll-, 
ll
ll
l.L-

occasionally 
10 -....L.. 
iL-

~ 
.£L.. 
ll
~ 
ll
l2-
~ 
ll
li
i.L
~ 
~ 

never 

Have you, ever found it necessary to detain someone while you worked 
as a g~ard/investigator at any 

% §..L yes " 

not applicable 

Which of the following methods 
detained someone? 
% -il told them to stay 

-11 used physical force 

job? 

.lL no 

did you use the last time you 

-1- used verbal threats 
.4..4- arrested 

When you have to detain someone against his will, do you tell the 
person that he is under arrest? 

% -la yes li- no 
-i[ depends on the circUmstances 

On this assignment,. have you ever needed to use force? 

~ liE-
in self-defense ~ ....iL 
to evict a trespasser (drunk, etc.) li- J..L 
to deal with vandalism .lL- -S.L 
to prevent an assault ll- ...ll... 
to carry out a lawful search .ll..- ....u... 
to detai~ someone .4..L- -U.... 
to arrest someone .iL..- -A.L 

Are you expected to detain persons you suspect ,.0£ committing a 
crime? 

~ yes 
do not know 

...l.l no 

....ll. no response 

o 

33. 

34. 
( a) 

(b) 

15. 

(b) 

3G. 
(a) 

(b) 

o 37. 

() 

38. 

Were you told to do this by: 

~ your company policy 
..1.2.. (!both ~ your supervisor 

Are you expected to arres1; persons you find coro..mitting a crime? 

Were 
% 

.& 

.-L 

.2. 
you 

.& 
--L 

yes 
do not know 
not applicable 

-L no 
~ no~response 

told to do this by: 
your company 
other guards 

.1.L your superVisor 

Arc you expected to .search. persons you suspect of haVing committed 
a crime? ' 
% 46 .yes 

5- ao not know 
4 not applicable 

t1er.e you told to do this py:' 
% ~ your company 

36 no 
10 no response 

~ your supervi~or 

Are you expected to use physical force in order to: 

% protect yours~lf 
protect company property 
detain someone 
arrest·someone 
search someone 
other ,(please specify) 

Who expects you to use this physical force? 

~ 
96 
4-:r-
41J 

'51 

.. No -
4 

:iT 
6'0 
4£[ 

Company po~icy 44% Manager/Supervisor 16%" Self 40%\\ 

Rank in order of import~nce the factors which influence the way 
in which you handle security problems. (1 = ~ost important) 

1.8 Your company instructions 
1.5 Type/seriousness of problem 

2.:.§ Your' supervisor 
_ No response 
___ Other, please specify ______________________ ~~ ____ ------__ _ 

Have you found it necessary to call the pOlice? 
% ',.li... no ...ll.. yes 

....2.. no response 

IJ 
(I 

'J 

I" 
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39. 

40. 

---~-------~ 

For what types of incidents do ypu call the police? 
1. Theft 5. A'ssaul t Disturbance ' 
2. Trespassing_ Arrest 

3. Vandalism Drug Related 
4. Auto Accident Shoplifting 

Which law enforcement agency do you call? 

_ City 
County 

~ Both Depends on jurisdiction 

6. Burlgary/B&E 
7. Drunk/disorderly 

8. Miscellaneous 

41. Do you prefer one law enforcement agency over another? 

42. 

43 .. 

44. 

45. 

% UL- yes ~no 

If yes, why? 

How often do you have contact with law enforcement officers? 
Daily 

patrol officers 26 
detectives/investigatorsl-a-
supervisors ~4 
managers ~_ 

Weekly 
34 

---s ---2.. 
--1. 

Monthly 
13 

IT 
9 

~ 

Seldom 
24 

-;7 
38 

..Jl. 

Never 
3 

""'IS"" 
23 
38, 

How would you rate your relationships with area law enforcement 
personnel? 

City 

County 

excellent 

1 

1 

43% 

38% 

2 

2 

17% 

15% 

good 

3 21% 

3 19% 

4 

4 

1% 

1% 

poor 

5 

5 

donlt 
know 

6 20% 

6 27% 

In general, do you think the public police are satisfied with their 
involvement in problems referred to them by security personnel? 
Would they prefer you to handle your own problems or to call the 
police more often? 
% 58 satisfied .with the way 'things are handled 
~ would' like less involvement 
~ would like more in;volvement 
...1.Q. depends on indiv~:lj,dual policeman 
..-2. no response . . 

In gen.eral, how would you describe police response to your requests 
for as~istance? 

~ respond promptly 
~ respond slowly 
...-L no response 

~ depends on the situation 
,~ have never called police 

1 .. 0 

(} 

() 

46. In your experience, have you 
decisions in the handling of 

75 support decisions 
"IT" no response 

found that ~he police support your 
security problems? 

~ do not support decisions 
JUL sometimes support decisions 

47. Describe your op1n10n of the attitude of most policemen toward 
company security personnel: (check all that apply) 

% 18 they are indifferent 23 we perform a valuable service 
~ they are condescending ~ attitude depends on the in-
~ they are hostile - dividual 

4 no response 

48. In general, how would you rate your contribution to crime prevention 
and control? 

49. 

50 • 

very somewhat not 
effective effective effective 

overall contribution % 

reduction in volume of 
crime 

1 43 

1 29 

reduction in direct dollar 1 30 
cr-ime loss 

number of criminal suspect 1 20 
apprehended 

maintenance of order 1 36 

2 53 

2 54 

2 52 

2 45 

2 53 

3 

3 4 

3 6 

3 12 

3 3 

don't 
know 

4 4 

4 13 

4 12 

4 23 

4 7 

How do you think the law enforcement agencies in your area would 
rate the contributions of private security to crime prevention 
and control? 

overall contribution 
re,duction in volume of 

very 
effective 

1 26 
1 20 

crime .. 

reduction in direct dallar 1 18 
crime loss 

number of criminal suspect 1 21 
apprehended 

main~enance of order 1 25 

somewhat' 
effective 

2 51' 

2 48 

2 55 

2 39 

2 43 

not 
effective 

3 7 

3 7 

3 7 

3 11 

3 7 

don't 
know 

4 16 

4 25 

4 21 

4 29 

4 24 

Describe your opinion of the attitude of the general public toward 
security personnel: (che~k all that apply) 

32 they are indifferent l1- we perform a valuable service 
-a- they are condescending 1l- attitude depends on the in-
13' they are "hostile dividual 

2 no response 



) 

51. 

( 52. 
% 

53. 

.f 

c 

54. 
( 

( 

55. 

( 

5-6. 

( 

( 

How much initial training did you receive in your present job? 
(If none, please enter a zero) 

Hours Minutes 
• classroom or office 60% 24 hrs. 

(prior to assignment) 
• on the job 54% 80 hrs. 

What methods of tr~ining were used? 
72 manuals 55 lectures 
23 flip charts ~ slides 
48 films 28 firearms range 

What subject areas were covered during this training? 
% 89 company policies 
~ company security regulations 
~ fire protection and prevention 
6"9" first aid 

I' 
\ 

~ legal powers, arrest, search, seizure 
~ investigation and detection procedures 
~ firearms (classroom) 
~ firearms '(firing range) 
F buitdinq safety 
~ crisis-handling 
~ crowd control 
~ equipment use 
82 report writing 

other (please specify) 

Who gave you most of your training for security work? 
47 
41 
18 
38 
13 

fellow workers in my company 
supervisors 
previous security employer 
law enforcement experience 
military pplice experience 

What is your opinion of the training you received for security 
work? 

2JL adequate 
no response 

26 not enough 
-,r material covered was not 
--- relevant to my duties and job 

Have you been given an opportunity to take any further training 
while you have been working fo~ your cqmpany? 

l.L no ....L yes, but I didn I t ta~e ,·i t 
~ yes, at the company .iL yes, at a conununity' college 

('\ 

o 

o 

' .. ' 

5 4 

57. Have you 
security 

carried a gun while working on this or any other contract 
assignment? 

% 56 
3 

0'> no 
no response 

11- yes 

58. If yes, how much firearms training did you receive from your 
company? 

Average -16.4 hours 
Median - 12.0 

59. Was it necessary for you personally to hold a carrying permit'? 

60. 

61. 

% 

63. 

64. 

65. 

66. 

~ no Mul tnomah County -X- yes Bal timore County 
no, the company held it -

Describe the training you ;received in how to use a gun: 
no training ~ trained by public police 

36 trained by military ___ trained by community college 
45 , trained by company, ~ self-taught (hunting or person~l 
11 other, experience) 
~ please specify Prior law enforcement training 

How would \)you eval'uate 
II 

48 v~ery good 
this firearms training? 

...1§.. adequate 
16 not enough 

00 you carry a firearm on this particular security assignment? 

JUL no ~ yes 

Have you ever I found it necessary, to use a gun on any ~i,~curi ty 
assignment? 16% (all respondents) 

% no 2. yes 39% (armed respondents) 

Do you think it is necessary to carry a firearm on this partiCUlar 
security assignment in order to do it properly? 

~ no ~ yes 

. 
Do you carry any of the following equipment on your job? 

..l.l. ba,ton or Iinight stick" ..5.l. handcuffs 
~ chemical spray ~ weighted flashlight 
~ sap or black jack ~ none 

What type of unifo~ do you wear 

...J1.. pOlice-type" 
jUL blazer and slacks/skirt .'. "' . 

. . 

on your assignment l?, 
. \ 

...5.l. plainclothes" 
~ other, please spe~ify ______ __ 

, , 
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67. Do you think wearing a police-type uniform on duty increases your 
effectiveness as ~ secur~ty guard when dealing with: . 

% (uniformed respondents) !!!- !'!SL 
the police 55- 45 
the general public "S"r"' "'1f'r 
company employees "S7r if'O 
offenders -rr- l1r 

68. As part of your uniform do you wear or carry: 
% 50 name plate metal badge 

::: identification card cloth badge 

69. ~.Does your uniform clearly identify you as a security officer? 

70. 

% 63 yes 37 no 
- not sure 

Which of the fOllowing statements best describes your 
powers? 

% 34 the same as a public policeman's powers 
'!r the same as a private citezen's powers 
'!O authority. of the company as a property owner 

8 greater than private citizen's if on duty in 

legal 

uniform 

71. How frequently do you see or talk to your company supervisor. on 
this assignment? 

% !!- several times each shift 
13 once per shift 

9 once or twice a week 
1i- when necessary 

never 

72. Is there a 'writtenjob description prepared for your present 
assignment? 

% ~ yes, provided by my ~ no, learned on the job 
company 
none needed 

73. What recommendations do you have for improving relationships between 
private security and.law enforcement personnel? 

~, 

________________________________________________ ~(~~I __________________ __ 
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CONTRACTUAL S E C.U R I T Y 

tD B n P LOY B B SURVBY D A T A 

o 

o 



- ~- -, ~ . 

c 

( 

( 

( 

( 

PRIVATE SECURITY and LAW ENFORCEMENT RESEARCH PROJECT of the 
Research' Staff 
Hallcrest systems, Inc. 

Natlonallnstltote Of Justice 
U.S. Department Of Justice 

7316 Hooking Road, McLean, virginia 22101 

NATIONAL ADVISORY PANEL 
Wllilim J. Anthony 
Ollector. O;v 01 Law Enlorcemenl 
Slate 01 Calilo,"la 
Sacramento. CMlilornra 

Bern.rd M. BI.rm.n. Esq. 
AIIOMOY at Law 
Baker and Hu.teller 
Washing Ion. O.C 

0.11 G. Clrson 
Sh~nl/ 01 Duval Counly 
Jacksonville. Florida 

E.J. Crllcul)lI, Jr. 
EIeCutltle Dlfectcr 
Arn""ca,, Society lor Industrial Security 
Wash,ngton. D.C. 

II.M. GrIY, II 
Vllcclor 01 Cnm!! Preventron 
NatIonal CouncIl on Clime & Dellnqu.ncy 
Hackensack. New Jersey 

Alber1 Hallband 
Senror V,ce PreSident 
May Department Stores 
51 LOUIS. M,SSllUfl 

Donlld L. Janis. Esq. 
E.lcut,vl Vlci Prlsidlnt 
Burns Inlorna"onal Secuflty Servlcel, Inc. 
ellarclll! Manor. New York 

WIlliam D. K.lla"lr , 
Cha,mber 01 Commerce 01 the Unrtad Sti/o. 
Was~lnQ!o". D.C. 
Ar1hur A. Klngabury 
Au"el.te D •• n 
Macom;:, CounlY CommunIty College 
MI Clemens. MichIgan 

Chlal William F. Quinn 
P,es/lient 

CONTRACTUAL SECURITY EMPLOYEE SURVEY 

This survey is being conducted by Hallcrest Systems, 
Inc., a research and management consulting firm, as 
part of a national 'study being spO'nsored by the 
National Institute of Justice. We are lopking for 
ways to improve the relationship and effectiveness 
of law enforcement ~nd .p,rivate security ~n .crime 
prevention and control. 

This questionnaire recognizes the importance of 
your contribution to protection .and loss pre~ention 
services provided by your firm. We ar'e interested 
in your opinions and attitu~~ Do "not use company 
manuals or discuss your answers with oth~r employees 
while completing the questions. Your answers will 
not b'e shown to your employer o'r other employees. 

Mail the completed questionnaire directly to uS'in 
the postage paid envelope. This way your answers 

, cannot be identified by company or personal name~ 

t"ternahonal ASsociation 01 Chlera 01 Police 
Newton. Musachuselts 

Please use a check mark for the answer of your 
choice. Your written comments are important too •. 

Ju .. ph R. Ra.etll 
O,"'ClOI 01 Secu,,'v 
Internahonal BUSiness Machlnos Corp. 
Armrlllk. N"w York • 

George A. SmUh. III 

Thank you for your help. 

Presrd"nt 1 
National Burglar and Fire Alarm Assoc;lation • 
Dallas. Te •• s 
LD1.II1 A. TYlka 
Presrdent 
Amellcan Society lor InduSI,I.1 Securll'! 
Waterbury, Conn.ellcul 

CllllonI W. Vln Meter 
OllectOl. Pollc. rrlmllll1 Instlt"te 
UnlY~rslly 01 illinOIS 
Champaign. Illinois 

Thllmll W. Within 
Pr.~rdunt 

Caillorol¥ PIMnl Prolecllon, Inc. 
Van NIlYs. Cahlornla 

Jlrry V. Wilian 
V,ce P""rdent. Seclmtv 
PfIOplos Drug Slores. Inc. 
AI.randria. Virginia 

2. .2!!. 

5 under 20 

..1:2. 21 to 25' 

22:. 26 to 30 
13 31 to 35 -

..M Male 

8 36 to 40 
"21' 41 to 50 

12 51 to 60 

8 ' 61+ -

12 Female 

() 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

Which kind of security .firm are you employed by? 

89 Guard and Investigations 
Private Investigations 

11 Central Station Alarm 

Alarm (Local) 

Security Equipment 
Armored Car 

How would you ~lassify your primary job function? (check one only) 

67 Guard 

1 Investigator 

Alarm Installer/Servi.ce 
13 Other, please' specify 

Is this a full-time or part-time job? 

18 Alarm Response 
Locksmith 

1 Armored Car/Armed Courier 

,. 91 full-time 9 part-time 

How long have you b~en employe~ by your present employer? 
, less than 1 month 13 3 to 5 years 
~ 1 to 6 months 
~ 6 months to 1 year 
32 1 to 2 years 

5 6 to 10 years 
12 over 10 years 

Approximately 
firm or other 

how long have you been dOing security work for this 
firms? , 

10 -
12 

less than 1 month 
1 to 6 months 
6 months to 1 year 

.11. 3 to 

..!.Q. 6 to 
17 over 

5 years 
10 years 
10 years 

How many security companies have you t10rked for in the past five 
years? (please circle) 

o 123 4 5 6 7 8 9 
, 10 58 21 9 3 

Not counting your job with this company, how many other jobs 
have you had in the past five years. (please circle) 
Full-time 1 2 3 4 5 6 7 8 9 
part-tim's 417 '4;.7 ~7 ~ 5 \ ~ 

'17 44 31 3 3 
8 
3 

9 

10. Are you looking for another job to' replace' this one? 
, ~ Yea JUL No 
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11. 

12. 

.13. 

14. 

15. 

If yes, is it doing securi.ty work? 
48 Yes 52 No 

If yes, is it with another contract security firm? 
58 Yes 42 No -' 

If no, how long do you plan to 
% less than 1 month 

9 1 to 6 months 
1 6 months to 1 year 

11 several years 

stay with your present employer? 

~ until retirement 
!2.- until ·better job comes along 
uS until laid off -
19 don't know 

Average 
How much are you paid for this job? Guards $4.35 

$ per hour Alarm $7.07 
Supervisor $6.93 

For the work that you are asked to do on this job, do you feel 
your pay 

23 -
53 -

is: 
about ~:ight 
too low 

~ lower than other firms 
!i- higher than other firms 

16. What fringe benefits are provided? 
% 71 free uniforms ~ vacation pay 

~ life insurance 

17. 

18. 

65 ,medical insurance -
..l!. sick pay 
-2..2.. holiday pay 
~ bonus/merit pay 

~ profit sharing plan 
~ pension plan 

...L none 
~ other, please specify __________________________________ ___ 

If you hold another job, how much are you paid on that job? 

19% Response $ per hour 

Wha t were your 'reasons, for taking a securi ty job? (chec,k all that 
apply) 

31 I like any kind of police work ' 
~ I like the responsibility of protecting things 
~ Couldn't obtain police employment 
-zg- I was unemployed and couldn,t t find anything else 
-,r Not qualified for anything else 
lnr This is a second job and I need the money 
10 I'm earning money for school :r:r Good working conditions 
JUL Good working hours 
JUL Job pays well 
~ I thought it would be interesting work _ Other, please specify __________________________________ ___ 

o 

19. 

20. 

Which of the following describe your job? (check all that apply) 
ll- interesting 

12- stimulating 
22 boring 
~,important 

2L dangerous 

ll... challenging 
§1L responsible 
12- tiring 

How much education have you completed? 

~ less than high school 11- one to two years college 
~ high school or GED 
~ some college courses 

-2- Associate Degree 
-i- Bachelor or higher degree 

2l. Overall, how well do you like security work? 

22. 

23. 

24. 

very 
satisf.f:~ed 

1 
% 30 

2 
18 

satisfied 
3 

32 
4 

10 

not 
satisfied 

5 
5 

no 
opinion 

6 
5 

Overall, how do you like your job with this finn? 
very 

satisfied 
1 

33 
2 
13 

satisfied 
3 

30 
4 

10 

not 
satisfied 

5 
13 

no 
opinion 

6 
1 

Are you assigned to a certain client company by your security firm? 
% 12- yes ( guards) no 

no, my assignment varies 

What kind of clien,t company are you presently assigned to by your 
security firm? (guards) 
% armed forces public housing 

~.banking/finance 

-i- construction 
school or college 

~ hospital/healt~ care 
~ transportation (airport, 

trucking) 
~ public building/facility 
~ manufacturing facility 

residential 
-1- apartment complex 

restaurant 
-L. hotel 

retail store 
-2- shopping center/mall 
-i- utility company 

5 warehouse/storage -
3..L. other, -pieaee -i-i-s-t. ______ ~_-___ ----__ ---

and multiple assignments 
i· 

.; 
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How would you rate the importance of the following activities per
formed by you for the client company you are presently assigned to 
by your security firm? 

crime prevention 
investigation of crimes 
arrest/prosecution of 

suspects 
protection of lives/ 

property 
maintaining order 

,~~affic control 
unauthorized access 

control . 
employee identification 
information security 
crime reporting 
fire prevention 
accident prevention 

( industrial) 
loss prevention 

highest 
priority 

1 75 

1 30 

1 21 

1 74 

1 29 

1 26 

1 66 

1 54 

1 35 

1 53 

1 72 

1 43 

1 71 

medium 
priority 

2 9 3 5 

2 11 

2 14 

2 16 

2 21 

2 10 

2 1,1 

2 12 

2 15 

2 20 

2 18 

2 19 

2 10 

3 19 

3 17 

3 6 

3 20 

3 10 

3 9 

3 12 

3 15 

3 15 

3 8 

3 11 

3 5 

does 
lowest not 

priority apply 
4 5 2 6 10 

4 9 

4 5 

4 

4 5 

4 5 

4 3 

4 7 

4 7 

4 17 

4 2 

4 2 

4 3 

5 6 

5 17 

5 2 

5 9 

5 12 

5 3 

5 3 

5 7 

5 

5 

5 

5 

6 25 

6 26 

,6 2 

6 16 

6 36 

6 5 

6 12 

6 22 

6 10 

6 2 

6 26 

6' 11 

Which of the following security tasks are part of your :j:"b, and 
how often do you perform them ~n this particular assignment? 
NOTE: Guards only, please an~;~~~ 

Patrol Work 
patrol on foot % 
patrol by car 
patrol with dog 
patrol exterior 
,patrol interior 
patrol parking lot 
punch clock stations 
check locks, gates 
check security of information 
check fire hazards 
check equipment 
respond to alarms 
§tationarr Guard Work 
screen and escort visitors 
give information 
answ~r telephone. 
search employees for theft 
airport pre-boarding 
handle shipping and receiving 
monitor T.V. console 
non-secur~ty tasks 

' __ I -

occasionally 

20 
33 ' 

1.L.. 
ll
li-
.l.O-
XL-
.lL
.lL. 
1L
'lL-. 

-.iL.. 
14 
~ -

never 

17 nr-

2/. 

I • 

28. 

~~ -~~~~--~-~ ----~-

Other 
give first aid 
give evidence in court 
handle valuables 
act as body guard 
train/supervise 
speciCll events 
write reports 

frequently 
4 -r --,--

g-
3'9'--..l.L.. 
.l.L-

occasionally 
47 
16 sr-
40-
"3"9" -.A..L-
.£L 

never 
49 
8'0 
T'1 
~ 
~ --ll-

What kind of security problems have you dealt with on this 
ment, and how often have they been encountered? ~==-=a~s~s:i~g~n-= 
NOTE: Guards only, please answer. 

unlocked doors, etc. % 
(carelessness) 

trespass 
fire hazards (burners lefton, 

cigarettes burning, etc.) 
drunks 
vandalism 
disturbances 
fire alarms 
break and enter 
burglar alarms 
theft (non-employee) 
shoplifting 
theft (employee) 
fire 
bre~ches of company regulations 

. (~.e., drugs, firearms, etc.) 
common as.saul t 
j uven.i 1 e dJ;:'ugs 
assault causing bodily harm 
assault on you 
other (please specify) 

frequently 
39 

-ll-
.lL 
.l.L.. 
..lJL 
....L.. 
....L. 
--L
.lL 

-L. 
....l.
.....l.-

--L...;. 
-2-

occasionally 
47 

-~ 
iL. 
..iL.. 
..iL
~ 
~ 
~ 
.lL
..lL. 
.ll.
~ 
.li..-

.2:l.

..2.CL. 

..lL 

.l.L. 
~ 

never 
14 

-.lL.. 

.lL.. 

..ti-. 

..iL. 

..iL 
-2L-
-1L-
..ll.... 
~ 
M
~ 
.ll-

..6..L

..1lL 

..B..2.

.:J.!l
'...8.L 

Which of these tasks are part of your job as an investigator and 
how often are they performed? N~~E: Investigators only, plea~e answer. 

Insufficient Sample· freguently occasionally never 
interview witnesses 
question suspects 
serve subpoena /writs 
service documents (for lawyers) 
present evidence and exhibits in 

court 
write reports for litigation 
supervise other security personnel ----
conduct surveillance 
VIP/executive protection -

. undercover work -
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29. Which of the following types of investigations have'You carried out 
in the last month? NOTE: Investigators only, pl~ase answer. 

Insufficient Sample 
insurance claims 
workmen's compensation claims 
pre-employment checks (personal 

background) 
other personal background checks 
marital and related pr.oblems 
missing persons 
criminal defense work 

.(% total workload ) 
integrity checks (cashiers) 
shoplifting 
fraud, . 
employee ·theft 
vandalism 

fr<3guently occasionally never 

-' 

30. Have you ever found it necessary to detain someone while you worked 
as a guard/investigator at any 'job? 

% Guird's 50 Yes 
-y 

Not applics.ble 
-4lL No Alarm 

87% - yes 
13% - no 

31. Which of the following methods did you use. the last time you 
detained someone? 

76 told them to stay 
-'4' 

used physical forc~ 

2 used verbal threats 
"ir arrested 

32'. When you have to detain someone against his will, do you tell the 
person that he is under arrest? 

% 3 Yes .2§... No 

33. 

34. 
(a) 

% 

~ Depends on. the circumstances 

On this assignment, have yo~ ever needeRl~~use force: Guard 
Yes!2 ~ .li.2-

'in self-defense 53 47 
to evict a trespasser (drunk, etc.) 21 79 
to "deal with vandalism 44 56 
to prevent an assault 27 73 -
to carry out a lawful search 31 69 
to detain someone 50 50 
to arrest someone 46 64 

Are you expected to 
crime? 

detain persons you .,suspect of coromi tting a 

50 Yes lL No 
4 Do not know JJL.,NO response 

':~, 
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34. 
(b) 

'% 

35. 
(a) 

(b) 

36. 
(a) 

% 

(b) 

% 

37. 

(b) 

% 

% 

Were you told to do this by: 

AS.... Your company 
39 Both 

.l.L Client 

Are you expected to arrest, persons you find committing a crime? 

~ Yes ~ No 
....-i.. Do not know .1..Q... No response 
..JJL Not applicable 

Were you told to do this by: 

~ Your company 
~ Other. guards 

..ll.... Client 

~re you expected to search persons you suspect of having,committed 
a crime? " 

.2.l.. ¥es ~No 

.-1.. ::00 not know 

.~;' Not applicable 
..ll.. No response 

H ~ 
Were. :y-oti told to do this by: 

.11- Your company ..ll.. Client 

Are ylJU expected to use physical force in order to: 
t 

protect yourself 
protect company property 
detain someone 
,arrest someone 
;search someone" 

~, 
8 

'7"2" 
8'2 
9r 
94 lother (please specify) ________________________________ ~ __ ___ 

Who e.Kpects you to use th1,s ,,,,physical force? 
Manager/Supervisor 54% Client 14% 

(Title/position) 

Self· - 32% 

38. Rank in order of importance the factors which irlfluence the way 
in which you handle security problems: (1 = mos't important) 

,1.8 You'r company instructions 
,1.8 Type/ser.iousnessof problem 
2.0 Client instructions 
3.2 Other (please specify) 

No response 

~ 

(j 

{, 
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In contract security work have you found it necessary to call the 
police? 

22-_ No ..1l. Yes 
No response 

~ur what types of 
1. Burglary/B&E 

incidents do you call the police? 

5. Vandalism 8. Auto Accident 
2. Theft 6. Hold-up 9. Suspicious/Stolen Veh. 

41. 

3. Trespassing Assault 
4. Drunk/Disorderly 7. Burglar Alarm 

Which law enforcement age, .. cy do you call? 
City 
County 

x Both Depends on jurisdiction 

Arrest 
10. Drugs 

Medical Emergency 

42. Do you prefer one law enforcement agency over another? 

% 16 Yes .ll.. No 

If yes, why? 

43. How often do you have contact with law enforcement officers? 

44. 

45. 

Daily % Guards only 
patrol officers 11-
detectives/investigators ___ 
supervisors 11-
managers -2-

Weekly 

-L 
-L 
--L 
...L 

Monthly 

..ll.. 
-L 
-L 
-L 

Seldom Never 

How would you rate your relationships with area law enforcement 
personnel? 

City 

County 

excellen''C 

1 42 

1 34 
2 15 

2 11 

good 

3 '20 

3 24 

4 4 

4 6 

poor 

5 3 

5 3 

Don't 
know 

6 

6 

In general, do you think the public police are satisfied with their 
involvement in problems referred to them by contract security? 
Woul.d th.ey prefer you to handl.e your own problems or to call the 
police more often? 

33,satisfied with the way things are handled -rr would like less involvement --r would like more involvement 
~ depends on individual policeman 

18 no response 

16 

21 

--------------- -----~ 

46~ 

48. 

% 

, r"" 

In general, how would you descrtbe police response to your requests 
for assistance? 

35 respond promptly 
10 respond slowly 

no response 

In your experience, have you 
decisions in the handling of 

46 support decisions 
no response 

36 depends on the situation 
~ have never called police 

found that the police support your 
security problems? 

3 do not support decis ions 
29 sometimes support decisions 

Describe your opinion of the attitude of most policemen toward 
contract security personnel: (check all that apply) 

13 they are indifferent 22 we perform a valuable service 
-6 they are condescending '""'63 attitude depends on the indiv'idual 
--4- they are hostile :r.r no response 

49. In general, how would you rate your contribution to crime prevention 
and control for the typical clients you serve? 

% 

50. 

very 
effective 

overall contribution 

reduction in volume of 
cI'ime 

1 71 

1 49 

reduction in direct dollar 1 
crime loss 

number of crL~inal suspect 1 
apprehended 

maintenance of order 1 

46 

17 

46 

somewhat 
effective 

2· 22 

2 35 

2 31 

2 41 

2 34 

not 
effective 

3 1 

3 3 

3 3 

3 12 

3 6, 

don't, 
know 

4 6 

4 12 

4 20 

4 31 

4 14 

How do you think the law enforcement agencies in your area would rate 
the contributions of area private secul:'ity firms to crime prevention 
and control? 

very somewhat not 
effective effective effective 

overall contribution 

reduction in volume of 
crime , 

1 

1 

reduction in direct dollAr 1 
crime losl? 

number of criminal suspect 1 
apprehended 

maintenance of order 1 

20 

13 

21 

15 

23 

2 57 

2 59 

2 42 

2 39 

2 40 

3 2 

3 7 

3 b 

3 16 

3 8 

don't 
know 

4 22 

4 21 

4 24 

4 30 

4 28 
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Sl. Describe your opinion of the attitude of .the general public 'toward 

contract security personnel: (check all that apply) 

% ~ they are indifferent ~ we perform a valuable service 
......Ji. they are condescending ~ attitqde depends on the individual 
......Ji they are hostile no response 

52. How much initial training did you receive in your present job? 
(If none, please enter a zero) 

Guard only (those responding) Hours 
• classroom or office 6 o I!! B 

(prior to assignment) 

• on the job 56% 16 

by your employer 5 a!!! 16 
by.your client 

. 53. What methods of training were used? 

% .ll.- lectures 
~ slides 

Minutes 

.:z.l-. manuals 
ll- flip charts 
~ films ~ firearms range 

larm5~~pe~Qr~oru8a~~~ areas were covered during this trai~ing? 
82 sO 81 fir~ protection and prevention 
55 90 48 first aid 
~5 90 -,4 legal powers: arrest, search, seizure 
64 20 ~ investigation and detection procedures 
64 80 10 firearms (classroom) 
64 10 7 firearms (firing range) 
64 77 ~ building safety 
(7 60 ~ crisis-handling 
18 77 41 crowd control 
82 80 48 equipment use 
73 100 -12 report writing 

other (please specify) 

55. Who gave you most of your training for security work? 
% !L. fellow workers in my company 

.aL supervisors 

.ll.... client firm where I'm assigned 
-L previous security employer 
.li... law enforcement experience 
.ll.. military police e~perience 

56. What is your opinion of the training you received for security 
work? 

% ...§.2. adequate Jl- not enough I 

," 

no response ~ material covered was not relevant 
to my duties and job 

ft q,. 

i' 1\ 
\~ ,-
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57. 

58. 

59. 

60 • 
% 

61. 

62. 

63. 

64. 

65. 

66. 

Have you been given 
while you have been 

an- 'opportunity to take any further training 
working for yo~r company? 

% --21. no 
~ yes, at the company 

~ yes, but I didn't' take it 
~ yes, at a community college 

Have you carried a gun while working on 
security assignment? 

% 60 No ~ Yes 
No response 

this or any other contract 
Guard 23 
Supervisor 60 
Alarm 86 

If yes, how much firearms training did you receive from your 
company? 

Average 12.7 hours 
Median 8.0 

% 

Was it necessary for you personally to hold a carrying permit? 
3 No 91 Yes 
~ No, the company held it---

Describe the training you received in how to use a gun: 
3 no traini~g ll- trained by public police 
~ trained by military trained by community college 
-s6 trained by company 39 self-taught (hunting or personal 
-r3 other, experience) please sp'ecify ______________________ _ 

How would you evaluate 

% 43 very good 
32 not enough 

this firearms training? 

lL adequate 

Do you carry a f~rearm on this particular security assignment? 

% 73 No 11- Yes Guard 8 -- Supervisor 40 
,Alarm 86 

Have you every found it necessary to use a gun on any security 
assignment? 

~NO 17 Yes 
Guard & Supervisor 
Alarm 

11 
75 

Do you think it is necessary to 
secur1ty ~ssignment in order to 

carry a firearm on this particular 
de it properly? 
31 Guard & Supervisor 19 

% 69 No Yes Alarm 86 

Do you carry any of the following equipment on your job? 

...J..2. baton or "night stick" ll- handc,,",ffs 
6 chemical spray ~ weighted flashlight 
1 sap or black jack ~ none 
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67. What kind of uniform do you wear on your assignment? 

% .nA- police type Jl- plainclothes 
-2A blazer and slacks/ -1- other, please specify 

skirt 

68. Do you think wearing a police-type uniform on duty increases your 
effectiveness as a security guard when dealing with: 

69" 

the police 
the general publiC 
offenders 

As part of your uniform do you wear 

42 name plate ~ 
% 45 identification card 33 

or carry: 
metal badge 
cloth badge 

70. Does your uniform clearly identify you as a security officer? 

'it: 86 Yes 14 No 

C 

C 

Not sure 

71. Which of the following statements best describ~s your legal 
powers? 

% 1 
64 
36 

the same as a public policeman's powers 
the same as a privat~ citizen's powers 
the same as those of the owner of the property while I 

13 
am on duty 
greater than private citizen's if on duty in uniform 

72. On your present job assignment, who supervises your work? 
% 49 company supervisor 37 supervised by both 

~ client's supervisor no supervision 

73. How frequently do you see or t~lk to your company supervisor on 

this assignment? 

% 32 several .times each shift 
n- once per shift -.1L once or'twicea week 
.JL when necessary 

never 

\ 

() 

74. 

" 75. 

(". 
I· , 

C 

C! 

o 
,. 
!I 

\~ 
\1 , 

Is there a writEen jop description prepared for assignment? your present 

.ll.. yes, provided by my 
company 

2l- yes, provided by 
client 

~ no, learned on the job 

...L none needed 

~hat recommendations do you have for improving relationships between 
private security and law enforcement personnel? 

. . 

" 
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APPENDIX C 

THE ECONOMIC OUTLOOK FOR THE 

U.S. PRIVATE SECURITY INDUSTRY 

METHODOLOGICAL APPROACH 

1.1 ~he Pr~m Of Security Industry Definitions 

By its very nature the private security industry in the 

u.S. is ill-defined. In reality a number of distinct com~ 

ponents comprise what may be termed nprivate security.n In 

the broadest terms, the industry can be subdivided into two 

classifications: services (human resources) and technology 

(physical security products). Guard, watchman, detective, 

investigative, personal protective services, armored car and 

courier, and alarm monitoring services fall into the nsAr -

vices n category. Installation of security equipment and local 

alarms, specialized services {e.g .. , polygraph exams and 

countersurveillance}, and security manag~ment consulting and 

tra~ning services cannot be captured through Standard Indus-
[ 

:,-,/ 

trial Classifications. Local alarm company revenues for in-

stallation and service are simply classified as specialty 

.leotrical contracting businesses for SIC reporting purposes. 
,II' ,<;~f " " ~ 

~j;v~rtheless, the classification, definition, and obtaining of 
)/ 

'J 

past measures of industry size, growth, and trends are some-

what ncleanern in the security services area than the tech-
\' 

nology or product sector. 

Sever~l examples will illustrate the definitional problems 

~n the technology classification. A portion of interior and 

C-l 
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exterior commercial/industrial lighting systems are certainly 

instal~ed for security and protective purposes. Yet, no 

clear-cut industry data are available which classify shipments 

or sales for security versus illumination for general plant, 

office, or merchandising needs. Indeed, lights left on in of

fices, stores, and plants after regular wdrking hours are 

usually security-related but are not considered security dur

ing regular working hours. Another example is provided by 

closed circuit television (CCTV) systems. CCTV i~ a widely 

used security detection and surveillance measure in many of

fice buildings, retail stores, industrial plants and financial 

institutions. Growth in CCTV systems has been sig~ificant, 

but again no classification of industry data separates pur

chases by purpose such as security versu~ educational, pro

duction monitoring, or other uses. 

1.2 An Overview Of Past Research 

Private security usage and its growth has been recognized 

in several reports by various market research organizations, 

notably Predicasts (Cleveland, OB), Theta Technology Corpora

tion (Wethersfield, CT)~ Frost & S~llivan, Inc. (New York), 

and Business Communications Co. (Stamford, CT). Since these 

efforts were made for varying purposes (e.g., corporate acqui

sition and investment considerations), there are few com-

parable statistics cqncerning the state of the industry, the 

distribution of sales among the product classifications, and 

the growth prospects within the broader classifications. 
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The grouping of security product types within categories 

is inconsistent among the various reports, thus making it , 

difficult to estimate size an dg row t h by category. I n add i -

ticn, the u.s. Department of Commerce's Standard Industrial 

Classifications (SIC) have not been utilized, although offer

ing an accepted standard in estimating and forecasting market 

size oe industrial and consumer goods. The absence of cita-

tions and source references is another serious analytical and 

credibility problem. Verifying both the size and growth of 

the industry and its segments without access to data bases and 

references is very difficult and'in many cases is misleading. 

Several estimates of market size and potential appear to 

be either a summing up of the sales of individual companies or 

a manipulation of corporate officials' estimates of their mar-

ket share. For example, a marketing executive stating that 

his company has a one-third market share on ~ales of $20 mil-

lion is in essence saying that the total market is $60 mil

lion. Corroborating figures and the methods of obtaining the 
,\ 

"market estimates, unfortunately, are not ,provided. In fact, 

in several instances there is considerable disparity in avail-

abl"e SIC data for actual shipments and market sizes suggested 

in the literature. This deviation occurs in alarm systems and 

other key categories. 

Growth rates are inconsistent in some studies when ex-

amined on a year-to-year basis, while no explanation or ra-

tional is offered for the va~iance. Extrapolation of past 

data in mc:.,st cases would yield a constant rate of growth, yet, 
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the variation in reported rates imply another form of extra

polation which is neither given nor discussed. Causal fac-

tors, often an aid in determining growth, are not associated 

with the data in any defined form. 

1.3 Methodology 

The previous section illustrated the principal problems to 

be encountered by any effort to track the size and growth of 

the private security industry. A systematic economic review 

of this ill-defined industry was conducted by undertaking the 

eight-step sequence of activities described below: 

step 1 Q§velop a classifi£ation sc~m~ of the major 
components of the private security industry using 
existing market research reports, funded studies, and 
expert interviews. 

step 2 Qbtain standardized definitions of each cate
gQ£Y to fa c iIi tat ere t r i e val and a n a 1 y sis 0 f sec 0 n -
dary data. The primary definitional scheme is based 
on U.S. Department of Commerce's Standard Industrial 
Classification System (SIC). Previous studies are 
used for "looser" categories where no distinct SIC 
code exists, e.g., electronic article surveillance 
systems. 

£tg~_l Define key measures of economic activity for 
each-gategory for ~hich secondary dgta is availab~. 
Information sources are Bureau of Labor Statistics, 
Commerce Department, and U.S. Census Bureau. Service 
category measures are revenues, payroll and employ
ment on an annual basis; and product category mea
sures are value of shipments and number of firms. 

C-4 

Step 4 Obtain baseline data for each cat~gQ~Y_Qn_t~ 
~QQnQmiQ~Qti~ity_m~g~~~~. Information sources 
include: 

• ~~C~n~~~f-ManYfaQtY~~~~, . (1967, 1972, 
1977); 

• Department of Commerce Annual Survey Qf-ManY= 
facturers (1972-1978); 

• Department of Commerce Current Industrial Re
ports (selected years); 

• U.S. Census of Selected Service Industries 
(selected years); 

• U.S. C~n~Y~-2f-~QYnty_aY§in~§§_~gtt~ (se
lected years); 

• Bureau of Labor Statistics QQQYBatiQndl Q~t= 
.J...QQ.k; (selected year s) 

• Predicast's Basebook; 

• and selected reportG of market research firms 
(Predicasts, Frost & Sullivan, Busihess Com
munications Company.) 

£t~Q_2 ~YftlQP_g~Q~th-p~Qi~QtiQn§-1~Q~~gQh_Qat~= 
gory on the economic activitY.-m~~~R. Projections 
are in real dollar and current dollar terms to 1985 
based on: statistical trend extension (least squares 
method); consensus of government, trade, funded stu
dies, and market research reports. 

S.t~B ~ A.§.~~~.§._g,L.itiQa.l_ma.Q . .t:.Q. .. _Slng_1JLi..Q.t:.Q~QQnQm iQ 
forces associated with past a~futur~,-growth trends 
- e.g., competitive forces, economics of scale, new 
markets, regulation, socioeconomic forces (crime, 
unemployment). Information sources include: market 
research reports, trade publications, business and 
general press, and funded studies and reports and 
Hallcrest national surveys • 

.am 1 &lmma r i z e .lli~.t..e.llt. .. .Ji!~UQ.t.Y.t:.~-2.f_.e.dQh_in.:: 
g.!.A.allyL£at.e.g.Q~~ in t:: e r m S 0 f l~ now n fir m s , reI a t i v e 
size, degree of concentration, and share of market. 
Information sources include: market research re
po r t s , f.JJ._s._Ing~ .. ~ toP r ~: die a s t s , S..e.QY-'.ityL_fill 

..------
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Manufacturer's Dire·ctory, Moody's Ingustrial .Manual, 
DYn and Bradstreet'~t-Million Dollar Directory, annual 
reports, and Hallcrest national surveys. 

~ a Analyze key markets for each category: li~t 
and assess pr incipal types of general end-use cate
gories (i.e., residential, industrial, commercial) 
and specific end uses (e.g., banking, nuclear power 
plants); and rank end uses by relative size and 
growth. Information sources include: market re
search reports, trade publications, business and 
general press, funded studies and reports, and Hall
crest national surveys. 

1.4 The Classification Schem~ 

Each of the major market research reports (£~edi~~~ 

~Qst and sullivan, and Business Opportunity Reports) and the 

Security/Fire Manufacturers Directoryl was reviewed to assess 

the classification schemes utilized in tracking the growth of 

the industry. The overall categories used in the ~Qst and 

Sullivan Report and the Business Opportunity Report were found 

unacceptable because they were too narrow - i.e., they failed 

to address sufficiently the scope of the total private secu

rity industry. Additionally, the classification schemes or 

categories used in these reports also do not correspond clear-

ly with the SIC codes. 

It should be noted that the objectives of these market 

research reports are not to provide a scholarly assessment of 

the overall scope, complexity, and future direction of the 

total private security industry. The reports are sold to 

individuals and organizations primarily interested in market 

opportunity assessment for investment or acquisition within 

one or several security categories. The reports are often 
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more generic in their description and analysis of a security 

category than is the SIC system. Although the SIC system 

produces a consistent reporting of historical industry demand, 

it is by no means error free. An example is the use of a 

seven-digit end-user classification for Original Equipment 

Manufacturers (OEM's) of alarm systems. In completion of the 

Census report form, firms are given total discretion as to 

whether th~y Q~li~y~ tha t the alarms and components w ill be 

used for local, central station, or direct connect applica-

tions. Subtle shifts such as local alarm companies moving 

into the central station field t may no be reflected, nor is 

the fact that wholesale alarm supply to local and central 

station firms is a significant factor in distribution channels 

for alarm components. 

The categories with their respective SIC codes and de

scriptions are displayed in Table C-l. Detailed descriptions 

of each ca tegory are prov ided in the appropr ia te sections of 

this chapter. F;re det t' d • ec ~on an control equipment is in-

cluded since it is such an integral part of the asset protec

tion and loss prevention role of private security. To reiter-

ate earlier com'ments, this cl 'f' t' • ass~ ~ca ~on scheme represents 

those goods and services that could be primarily tracked with 

SIC codes. Accordingly, it should not be considered a com

plete taxonomy of protective services, since many specialized 

security services which have been growing rapidly in the past 
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TABLE C-l 

PRIVATE SECURITY INDUSTRY 

A. ~t.~~~ 
Services 

1. G!.lli!i !arul 
Inve§}ti
gative 
Service§} 

2. At.mQ..trl .c.at. 
!ansi c.Qlll.at. 
Service§} 

Classification Schedule 

CQMU1~CE DEmc.~NSUS TITLE 

Detective & Protective Services 

Detective Agencies and Guard 
Services 

3. Centt.al Burglar & Fire Alarm Systems 
Station Alacm 
Se'vi~~ 

B •. Deteccent 

1. FiKed 
Secucit¥ 
EgLligm.e.n.t 

2. LocKing 
1leti~ 

SZlfes and Vaul ts 
Safes and Chests: 

Fire-resistive 
Burglary-resistive 
Safe Deposit BOKes 

All other security equipment, in
bank security lockers, night de
positories, sec. equip. for drive
in windows, signaling and alarm 
equip. when sold with bank equip. 
and other interior equip. for safes 
and chests . 0 ••••••••••••••••••••••• 

safes and vaults, n.s.k ••••••••••••• 

Builders' Hardware 
Padlocks 

Pin Tumbler 
NonPin Tumbler 
Combination 

e-8 

SIC CQD~(S) 

7393 

7393 10 

7393 20 

7393 30 

34991 

34991 15 
34991 21 
34991 41 

34991 98 
34991 00 

3494 

3494 12 
3494 13 
3494 14 

rJ) 

TABLE C=l CQotd. 

CATEGORY COMMERCE DEPT/CENSUS TITLE 

Door locks, locksets, and lock trim 
Cylindrical and Tubular 
Mortise 
Tubular and Mortise dead locks 
Electronically or electrically 

operated locks 
Key Blanks 

3. Electronic 
Access Contro~ 
(card, key, 
pushbutton, and 
misc. systems) 

4. Security 
Lighting 

5. Computer 
Securit~ 

6. Security 
Fencing 

Window hardware, including locks 
Cabinet locks 
Rim locks and other locking 

N.E.C. 

C. Monitoring ~ 
Detection EQuipment 

1. Intrusion 
Alarm 
Systems 

Alarm Systems 
Intrusion detection: 

2. Detection 
and Surveillance 
EQUipment 

Local 
Central Station 
Direct Connect 
Holdup Systems (Commercial 

and Industrial) 

C-9 

SIC CODE(S) 

3494 16 
349·1 17 
3494 18 
3494 19 

3494 24 
3494 34 
3494 62 
3494 91 

(no separate 
SIC Codes 
exist) 

(no separate 
SIC Codes 

(no separate 
SIC Codes 

(no separate 
SIC Codes 

exist) 

36623 48 
36623 49 
36623 50 

36623 51 

(no separate 
SIC Codes 
exist) 
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TABkK C=l Contd. . 

CATEGORY COMMERCE DEPT/CENfIJS TITLE SIC COD.E (S) 

D. 

3. Closed 
Circuit 
Television 

Closed circuit television systems 36622 41 

4. Antishop
lifting 
Devices 

and equipment, excluding broad-
cast and consumer products, in-
cluding specially designed came~as, 
monitors, video recorders, rece~vers, 
scan converters, and control consoles 

detection mirrors 
electronic article surveillance 

till 
Detection 
Control 
Eguipment. 

1. ~ 
Extin
guishers 

2. Automatic 
Sprinkler 
Systems 

3. Smoke 
Detectors 
~ 
f.ia Alarms 

Chemical fire extinguishing 
equipment and parts: 
Hand portable extinguishers: 

carbon dioxide 
dry chemical 
pressurized water 
halogenated agents 
other portable extinguishers 

including foam 
Other chemical fire extinguishers 
equipment and parts: 

two-wheeled fire engines 
fixed systems, excluding water 

sprinkler systems 
parts and attachments for chemical 
, fire extinguishing equipment 

Chemical fire extinguishing equip
ment and parts, n.s.k. 

Automatic fire sprinkler 
equipment 

Fire detection and prevention 
Smoke and heat detection alarms: 

Ionization chamber type 
Other, including photocell type 
Central station 
Direct connect 
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(no separate 
SIC Codes 
exist) 

39991 

39991 13 
39991 17 
39991 18 
39991 31 

39991 39 

39991 51 

39991 61 

39991 17 

39991 00 

35699 61 

36623 53 
36623 54 
36623 56 
36623 57 
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few years are not included. The overall categories and chapter 

sections are outlined below: 

3.0 Protective Services 

3.1. Guard and Investigative 
3.2. Armored Car and Courier 
3.3. Central Station Alarm Monitoring 

4.0 Monitoring and Detection Eguipment 

4.1. Electronic Alarm Systems 
4.2. Closed Circuit Television 
4.3. Electronic Article Surveillance 

5.0 D.eterrent Eguipment 

5.1. Fixed Security Equipment 
5.2. Locking Devices 
5.3. Electronic Access Control 
5.4. Security Lighting 
5.5. Computer Security 
5.6. Security Fencing 

6.0 Fire Detection and Control Eguipment 

6.1. Smoke Detectors and Fire Detection Alarm System 
6.2. Automatic Sprinkler Systems and Other Fire 

Control Equipment 

2.0 A SUMMARY: PROTECTIVE SERVICES AND SECURITY PRODUCTS 

201 Overview of a Growth Industry 

An overview is provided in Table C-2 of the most recently 

available historical revenue/value of shipments data. Using 

trendline projections (least squares method), the grand total 

for protective services and products is estimated at $14.9 

billion in 1985 for the listed categories of security products 

and services. Rapid changes in microprocessor, alarm, audio 

and video technologies to a large degree will shape the future 
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TABLE C-2 

PROTECTIVE SERVICES AND PRODUCTS 

HALLCREST PROJECTION OF REVENUES AND VALUE OF SHIPMENTS TO 1985 
($ millions) 

REVENUES 
~tectiye Services 
Guard & Investigations 
Central Station Alarm Monitoring 
Armored Car 

Protective Services TOTAL 

VALUE OF SHIPMENTS 
Deterrent Eguipment 
Fixed Security Equipment 

(safes, vaults, cabinets, etc) 
Locking Devices 
Electronic Access Contro1 3 
Security Lighting 
Data Encryption D~.vices 
Security Fencing 

Deterrent Equipment TOTAL 

Monitoring and Detection EgllPment 
Intrusion Alarm Systems 

Local and Proprietary 
Central Station 
Direct Connect 
Hold-up Systems 

Intrusion Alarm TOTAL 

Closed Circuit T.V. 
Electronic Article Surveillance3 

Monitoring and Detection TOTAL 

Fire DetectiQn and CQntrQ.l Eguipment 
Fire Alarm Systems 

Local and Proprietary 
Central Station 
Direct Connect 

Fire Alarm Systems TOTAL 

Fire Extinguishers 
SmOKe Detection 
Automatic Sprinkler Systems 

Estimated 
ll.8.Q 

$2945.0 
700.0 
390.0 

$ 105.2 

574.51 
19.3 

358.0 
10.0 

2359.0 

$ 199.2 
90.3 
63.9 
4.6 

$ 60.6 
31. 3 

$ 65.0 2 
72.6 
21. 9 

$ 207.3 1 
165.2

2 450.0 

Fire Detection & Control Equipment TOTAL 

Protective Services and Products GRAND TOTAL 

1 1977 data 
2 1978 data 
3 U.S. domestic shipments only 
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Projected 
lll5. 

$4712.0 
1225.0 

487.5 

$6424.5 

$ 316.1 

1160.7 
31.4 

530.0 
20.1 

3729.0 
----

$5787.3 

$ 303.4 
134.4 

87.5 
1.2 

$ 526.5 

$ 124.2 
97.3 

$ 748.0 

$ 193.0 
105.5 

46.1 

$ 344.6 

$ 400.0 
211.3 

1000.0 

$1955.9 

$l4 r 9l5.7 
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growth of different categories and end user markets. The 

principal information sources used in this analysis of the 

growth trends in the private security industry were key market 

research reports and standardized government documents. 

The principal measures of economic growth are revenues for the 

protective services category and value of shipments for the 

deterrent equipment, monitoring and detection equipment, and 

fire detection and control equipment categories. Value of 

shipments is the common econonlic value indicator used by gov

ernment reports and provides the most consistent comparative 

database. 

The primary purpose of the analysis is to obtain a current 

picture of the expenditures for private security goods and 

services and their probable near-term growth using trendline 

projections. The year 1985 was selected as a common base of 

comparison among available market research reports, even 

though some offered forecasts to 1990 and 1995. Comparison 

among reports was difficult due to such factors as: incon

sistent grouping of products among the various reports, fail

ure to use available Standard Industria] Cl~~~ifications 

(SIC's), absence of citations and source references, and the 

application of inconsistent growth rates. Considerable skep

ticism should be attached to "projecting up" to even a 1985 

total figure for the private security industry because of 

these methodological problems and also the absence of many 

protective services and products from our forecasted $14.9 
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1985 total (largely due to unavailable SIC's), such 

• installation and service revenue of thousands of 
alarm companies; 

• miles of wire used in hardwire alarm systems; 

• custom-designed security equipment and services in pro
prietary intrusion detection, monitoring and access 
control systems; 

• surveillance and counter surveillance equipment; 

• personal protection devices (e.g., chemical and elec
tronic repellants); and 

• security consulting services, including risk assessment, 
security surveys, executive protection, computer secu
rity, fraud investigation, employee honesty testing, 
retail honesty shopping and other services which are not 
usually part of a ncletective agency.n 

In general, the markups taken by wholesalers and retailers 

in the distribution channel for security product sales and 

services are not reflected in the totals, nor are the instal

lation costs of either simple or complex security systems. 

Applying these markups at 40% to the shipment value of pro

ducts in Table C-2 would add approximately $3.5 billion to the 

total $14.9 billion. If all security services and ancillary 

equipment and distribution channel markups were accounted for, 

we estimate that private protective service and products reve

nues could reasonably be expected to be in the $15 to $20 

billion range by 1985. 

The results of our research efforts have two observations 

that in'pact assumptions of security industry size and growth: 

1) where SIC cocles are available, trendline projections and 

C-14 

market research report projections have in many cases been in 

close agreement, definitional problems notwithstanding, and 2) 

a broad range of continually growing security products and 

services, both large and small in volume are not, and perhaps 

cannot, be tracked and validated through SIC reporting. Thus, 

there is no question that private security is a multi-billion 

dollar and continually growing industry, despite the method

ological concerns with aggregate projections of security in

dustry size by revenue and value of shipments to 1985, and 

with market :esearch report projections to even year 1995 

(Predicasts E69, $53.4 billion). 

2.2 Key Demand Forces 

The key demand forces that accelerated growth in the late 

1970!s will continue to provide growth in the 1980's: the 

prevalence and fear of crime; declining public law enforcement 

resources; and private protective initiatives of individual 

citizens, neighborhoods, businesses, and institutions. Guard 

and investigative service ~evenues alone are estimated at 

$12.2 billion in 1995 by Predicasts - close to Hallcrest's 

range for overall security industry projections to 19851 The 

single greatest demand factor influencing growth will be the 

ability of public resources 1) to recognize that a fundamental 

shift of protective resources from the public to the private 

sector has occurred, and 2) to forge new operational relation

ships and mechanisms for protection of communities. These 
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and mechanisms for protection of communities. These initia

tives will affect relative rates of expenditures between pub

lic and private sectors r contractual and proprietary security, 

and technology and human services. 

Another major demand factor will be rapid changes in 

technology and lower end user prices for many security pro

ducts, thus making a broader range of protective devices 

available to the mass consumer marketw Although forecast data 

is all but nonexistent at this time, robotics (or computer

controlled robotical devices), for example, may begin to make 

major market penetration for security monitoring and surveil

lance - replacing to some extent, human and lower levels of 

security technology now in frequent use. Another good example 

is the application of emerging thermal optics, laser, micro-

wave and digital technologies to CCTV. These technologies 

potentially can overcome existing camera limitations asso-

ciated with low light conditions and range of light intensity. 

Thermal optics is evolving to apply thermal imagery principles 

to differentiate temperature variations between objects, which 

would eliminate the need for light. Use of digital, optical 

fiber, and microwave transmission can also eliminate costly 

cable and improve system security over long distances. 

2.3 Growth Trends by Cat,egory 

MQnitQ~ing_Ang_g~t~~tiQn_~gYiYm~nt appear to be the 

strongest performing sector to 1985. Particularly high rates 

of growth are indicated for electronic article surveillance 
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systems, and closed circuit television (CCTV), while direct 

connect intrusion alarms to police departments w ill decline 

sharply. Some of the major forces supporting the growth of 

this category are: Computer-based systems integrating protec

tion, energy, and facilities manag~ment; insurance incentives 

(premium reductions/discounts); high inventory shr inkage 

rates, increased residential security market penetration; in

creased use of computer ized central moni tor ing services for 

local alarms; limi ted police response to alarm systems; and 

the general budgetary and manpower cons~raints on public law 

enforcement. 

Deterrent eguipm&nt, like monitoring and detection equip

ment, will benefit in the shift from the human security ser-

vices to electronic/automated security systems. Fixed secu-

rity equipment, locking devices v and security lighting, indi

cate relatively lackluster growth rates, particularly when 

inflation rates are considered. Yet, the highest technology 

areas--electronic access control and data encryption units for 

computer security systems--promise to be extremely high poten

tial g~owth areas. Electronic access control, especially, has 

been experiencing extremely favorable growth rates. Security 

fencing growth has been consistently strong over the past five 

years and should continue. liU9_llg.!.U.i.t.~g!Ugm~nt, indi

cates relatively lackluster growth rates, particularly when 

inflation rates are considered. 

Protective services growth lags the technology categories, . 
in part because of technological displacement of guards. 
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Guard and investigative services will still continue to ex

perience growth due to increased conversion from in-house to 

contract guards, declining public police resources, and the 

considerable potential for contracting out of some traditional 

law enfo[cemen~ activities discussed in Chapters 5 and 9. The 

growth of central station alarm services will depend largely 

upon their ability to expand beyond a commercial business base 

and successfully penetrate the residential alarm market, more 

recently the stronghold of local alarm companies and wireless 

int.rusion detection systems. Sluggish past growth rates and 

the increased use of electronic funds transfer will keep ar-

mored car service growth to a relatively small level. 

All indications point to the fire d~tectiQn and cQn~ 

category being outpaced by all the other categories. The boom 

is well over for residential smoke detectors. Good potential, 

however, still exists in local and proprietary alarms, central 

station alarm systems, and automatic sprinkler systems. 

2.4 End User Market Summary 

The current size and respective growth rates of residen-

tial, commercial, financial, industrial and transportation 

sectors vary considerably by security category. Table C-3 

summarizes .f.t.~dica.§..t.§. estimates of the overall potential of 

the various security market segments to 1985. 
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TABLE C-3 

PRIVATE SECURITY EXPENDITURES BY MARKET 

(millions of dollars) 

MARKET SEGMENT llU llli llll llll. ll.6.5. 

Private Security Spending 928 1449 2735 6490 14550 

% Ind~strial & Transport 41.6 41.9 43.0 46.2 43.0 
~ Commercial & Financial 38.9 38.5 37.1 34.5 37.0 
% Institutional 10.8 11.0 10.7 9.9 9.9 
% Consumer 8.7 8.6 9.2 9.4 10.2 

Industrial & Transport 386 607 1177 3000 6250 
Commercial & Financial 361 558 1014 2240 5379 
Institutional 100 160 292 640 1145 
Consumer 81 124 252 610 1477 

SOURCE: ~~e Secu~i.t~nQy~try, Report E55, (Predicasts: 
Cleveland, OH) 1979 

Based on the Predicasts analysis, general consumer or 

residential markets will experience the largest growth rates 

to 1985. Fire control regulations, greater use of alarm 

systems and a greater awareness and concern on the part of the 

public for security appp~r to be the major supporting forces. 

Commercial and financial markets will also benefit from inte

grated security systems, higher incidence of retail business 

crime, electronic funds transfer and automated banking, insur

ance preminum incentives, regulation, and increased sophisti

cation of equipment. The industrial and transportation mar

kets and institutional markets will be outpaced by the above 

segments according to the Predicasts forecasts. 

C-19 



2.5 £Qreign SYQpliers To Th~U.S. Market 

A recent development has been the entry of foreign cor-

porations into the U.S. market because of its significant size 

and growth. For example, many of the well-known Japanese 

consumer electronics firms are very established in the secu-

r i ty closed circuit televis ion (CCT"v) mar~et as well as 0 tllC:l: 

mass consumer markets--Canon, Hitachi, Mitsubishi Electronic, 

Panasonic, Sharp Electronics, Sony, Toshiba, ToyoDlea~a. Tabl~ 

C-4 provides a selective overview of the many security product 

areas and range of foreign countries 3.nd corporationc in the 

U.S. secur ity market. Some of the firms are pareuL companies 

for American security products firms, e.g., the Hoerruann Group 

(Swiss) owns Raytek (infrared detectors), uaica.n (Ca.nada) 

acquired Ilco Corporation's Simplex Security Systems (loci<s). 

U.S. companies have also entered into joint ventures with 

foreign firms, e.g., TRW/Fujitsu, in automatic teller machines 

for banks. In addition, some foreign firms have acquired 

large U.S. security service firms, e.g., Mayne Nickless 

(Australia) in armored car (Loomis) and the Ha'illey Group 

(Br i tain) in alarms (Electro-Protective). While a number of 

firms are contributing to a broad range of U.S. security 

product consumption, import commodity codes exist only for 

smoke detectors and burglar and fire alarm systems. In 1980, 

U.S. imports of burglar and fire alarm equipment were $14.3 

million, while exports were $50.2 million. 2 
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TABLE C-4 

SELECTED FOREIGN SUPPLIERS OF SECURITY PRODUCTS 

FOREIGN CORPORATION COUNTRY SECURITY PRODUCT 

Chubb Security United Kingdom Safes/Locks 

Controlonics Canada Ultrasonics, photoelectric 
equipment 

Fujicon Optical Japan CCTV 

Ikegami Electronies Japan CCTV 

Israel Aircraft Industries Israel Perimeter detection systems 

Israel Safes Mfg. Co. Israel Safes 

Kobishi Japan CCTV 

Kumrhira Safe Co. Japan Safes 

MASTIFF systems United Kingdom Access control system 

Mitsubishi Gas Chemical Co. Japan Bullet-resistant glazing, 
other materials 

Organizacion Rench SAIe Argentina Timelocks 

OTA Electric Japan Infrared sensors 

Peak Technologies United Kingdom Microwave, infrared sensors 

E.A. Rosengrns Sweden Combination locks 

Racal United Kingdom Electronics 

Sanpo Lock Japan Combination, other locks 

Security Lock & Safe 

Wartsila OY 

United Kingdom 

Finland 

SOURCE: Security Letter, 1981 

Safes 

Lock cylinders 
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3.0 PROTECTIVE SERVICES: GUARD AND INVESTIGATIVE, ARMORED CAR 
AND CENTRAL STATION ALARM SERVICES 

3.1 Category Definition 

The U.S. Department of Commerce Standard Industry Classi

fication (SIC) 7393 includes contract (outside) guard and 

patrol service firms employing guards and watchmen, pr ivate 

investigative services, armored car firms, and central station 

alarm services. Publicly employed protective service workers 

(law enforcement officials, policemen, firemen, guards and 

watchmen) and the proprietary (in-house) protective service 

employees of. business, industry, institutions., and other pr i

vate sector entities are excluded from SIC Code 7393. Data in 

SIC 7393 are captured separately for detective agencies and 

guard services, armored car firms, and central station alarm 

companies. 

As noted in the summary section, many other secur i ty 

services are not captured by these reporting categories: se

curity consulting, security systems design, security surveys, 

specialized fraud and computer investigations, employee hon

esty testing, retail honesty shopping services, etc. These 

services are both preventive and investigative and frequently 

are not part of "detective agencies" (SIC 7393-10). Detec

tion of deception testing (Le., polygraph and psychological 

stress evaluators) is often a service performed by some guard 

service firms and some investigative firms, yet many spe

cialists abound in this field where services cannot be dis

tinctively captured by SIC reporting. Many of these "other 

services" are major growth areas even though the aggregate 
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revenues are not significant, e.g., executive ~rotection and 

political risk assessment consulting. Similarly, the growth 

of these services cannot be tracked with SIC codes. 

Central station alarm services earn significant revenues 

from monitoring intrusion dete'ction and fire alarm systems. 

Yet, there are less than 500 central stations meeting the 

standards of Underwriters Laboratories and the National Fire 

Protection Association, and a total of less than 1300 central 

station firms are captured in SIC 7393-30 among our estimated , 

10,000 alarm companies in the u.S. The installation and ser

vice revenues of thousands of local alarm companies become 

"lost" in SIC's 1731 and 1799 as Specialty Trades Electrical 

Contracting. Additionally, there are over 2200 locksmiths and 

other firms secondarily engaged in alarm sales and service.3 

Thus, summary data for SIC 7393 presented in this section do 

not comprise a comprehensive listing of protective service 

revenues, since many types of protective services other than 

guards, investigations, armored car and central station alarms 

are not captured. 

3.2 Baseline Data 

U.S. Census of Selected Service Industries are available 

for 1967, 1972, and 1977. The Census Bureau's County Business 

~tter~ publication is also available on an annual basis. 

The measures of economic activity used for this industry are: 
\ 

number of firms, revenue, number of employees, and payroll. 

Baseline information is shown in Tables C-S to C-8. The data 

C-23 



- .... - -,~ - . 

\ 

\.) 
I 

N 
j::. 

'! <t t! 

SIC 7393':'10 

Firms(') 

Revenue ($000) 

Employees(') 

Annual Payroll($OOO) 

SIC 7393-20 

Firms(') 

Revenue ($000) 

Employees(') 

Annual Payroll($OOO) 

SOURCES: 

- ----~----- ---

I I li 1; f. '1 

TABLE C-5 

TRENDS IN GROWTH OF GUARD & INVESTIGATIVE SERVICES 

1~11 1l~11 1112.2. 11112. 12.1111 

3.490 5,173 

$289,000 445,000 912,252 1,860,000 2,680,000 1 

67,000 1 92,000 1 176,315 245,071 280,0001 

194,0001 311,0001 669,064 1,875,000 1 

TABLE C-6 

TRENDS IN GROWTH OF ARMORED CAR AND COURIER SERVICES 

63,000 103,000 232,464 

21,260 

142,021 

705 

298,000 

16,468 

380,000 

1 ~.t.i~9.t~_S.e.Q!lt.ll~_s.~§.t.~m§., Report E55, Predicasts, Inc., 1979 

2 C~n§'!l§'_Qf_S.~~~iQ~_lng!l§.t~i~§., U.S. Bureau of Census, 1972, 1977 

-1 

12.fHl1 

2,945,000 

390,000 
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SIC 7393-30 

Firms(') 

Revenue ($000) 

() 
I 

I'V Employees(') 
lJ1 

Annual Payroll($OOO) 

SOURCES: 

t. 

TABLE C-7 

TRENDS IN GROWTH OF CENTRAL STATION ALARM SERVICES 

12.6.21 12.12.2. 12.12.2. 

717 1,235 

80,000 115,000 274,785 457,000 

14,382 18,389 

119,219 

1 ~~i~at~_a~~~ity_Sy~~m~F Report E55, Predicasts, Inc., 1979 

2 C~n~I;H~._QLa~.r.~.iQ~--Ind\,l2t.tie.2 , u • S ~ BJAr e a U 0 f C ens US, 19 7 2, 19 77 

11lll 

460,000 700,000 
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TABLE C-8 

TRENDS IN GROWTH OF DETECTIVE AND PROTECTIVE SBRVICES 

Total SIC 7393 

un un un un un U1.5. l2.1..U 12.1.1 

(5,226)2 (7,113)2 

Firms (I) 3,801 4,160 5,295 5,533 5,842 6,312 

Revenue 432,0003 663,000 3 1,419,5012 N/A N/A 2,600,0002 

($000) 

(279,928)2 

Employeesl 
(211,957)2 
182,303 202,255 249,663 253,125 248,000 268,084 

(I) 

(930, 30412 
Annual 

1,225,27J1 
Payroll 669,064 
($000) 

SOORCES: 

1 CQ~n~S~~in~~~~t~~n~, u.s. Bureau of Census (SIC 7393) 
2 C~n~~a-2LS~u.iQ.e-Ind~~tila~, U.S. Bureau of Census, 1972, 1977 
3 ~i~~t~_S~~~~~~at~~, Report E55, Predicasts, Inc. 1979 

1,398,6121 

12.1.9. 12.1.2.1 1ll1l1 

6,21)11 6,502 

2,680,0003 N/A 4,035,000 

?87,380 310,333 

1,875,000) 2,095,0921 
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is compiled from three sources: Predicasts estimates in their 

E55 Report (1979); Census of Service Industries for 1967, 1972 

and 1977; and County Business Patterns 1972 to 1979. C~nsus 

Qf_~vic~_Iug~L~ data provide categorical breakdowns for 

protective services, but County Business Patterns records only 

aggregate data for SIC 7393. It is interesting to note that 

the number of firms is the one data element which is least 

available, thus adding to the difficulty of assessing true 

growth. Guard and investigative and central station revenues 

experienced strong average annual growth of 21% and 13.3%, 

respectively, between 1972 and 1977 using ~n3Y~Qf S~Lyi~ 

Lnd~t~~ data. Armored car revenues grew at only a 5.6% 

rate per year during the same period. 

3.3 FQrecast to 1985 

Predicasts, Inc. ~iYg~~curity Systems Industry Study 

{E521 1985 projections of the economic activity measures are 

shown in Table C-9. 

Predicasts proj ects protective service revenue increases 

of over 15 percent per year to 1985 from 1978 baseline data. 

Table C-IO shows that these projections are reasonably consis-

tent with past growth rates (1972-1977), as measured by Census 

Bureau (CSI) data. One notable exception is armored car ser

vices which grew only 5.6% for the entire period. 

For guard and investigations, Predicasts E55, using a 1978 

database, projected average annual increases of 16.1% in reve

nue and 4.3% in employees to 1985. In Table C-ll, .eL~gi= 

casts E69, two years later, shows 1980 total guards (in-house 
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TABLE C-9 

PREDICASTS 1985 PROJECTIONS 

Revenue 
($ milliQn Employees 

Annual 
Payroll 
(000) 

Guard and Investigative 5,700 370,000 3,890 

Armored 

Central 

SOURCE: 

Guard & 

Armored 

Central 

Car 780 N/A N/A 

Station 970 N/A N/A 

7,450 

Private Security Systeme Report E55 Predicasts, 1979 

TABLE C-IO 

AVERAGE ANNUAL PERCENT CHANGES 

1972-1977 Actual and Predicast 198~ Projecte~ 

Reyenue 

1972-77 ll.a5. 

# 
EmplQyees 

1972-77 "liM 

Annual 
Payroll 

1972-11 l.9..a5. 

Investigative +21.0% +16.1% +7.8% +4.6% +36.0% +15.4% 

Car +5.6% +16.1% 

Station +13.3% +15.8% 
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and contract) as not having changed from their 1978 database. 

Contract guards are shown gaining 15,000 positions, ostensibly 

in conversion of in-house to contract guards. This achieves 

average annual increases of only 4.9% in revenue and 2.7% in 

employees--considerably less than the projections of their E55 

report. 

TABLE C-ll 

COMPARISON OF PREDICASTS PROJECTED RATES OF GROWTH 

GUARD AND INVESTIGATIONS 

1978 
Report E55 

All Private Guards(OOO) 548 

Contract Guards 280 

Contract Revenues~$ million) $2680 

= % change from 1978 database 

1980 
Projected 
Report~ 

566 (+3.3%) 

305 (+9.2%) 

3542 (+16.1%) 

1980 
Actual 

R~port E69 

548 (-o-) 

295 (+5.4%) 

2945 (+9.8%) 

In the two-year lapse between report publication F the 

growth rates were nearly cut in half. Yet, a 6.7% average 

annual employee increase is forecast to 1985, tapering off to 

5.3% (1985 to 1990) and 4.2% (1990 to 1995) in the E69 report 

displayed in Table C-12. It is interesting to note that the 

five-year employee increases from 1980 to 1995 are somewhat 

arbi trar ily rounded off at 105,000, 100,000 and 100,000. 
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TABLE C-12 

PROTECTIVE SERVICE EMPLOYMENT (000 WORKERS) 

Protective Service Workers 

Guards, watchmen, etc. 

Contract 

912 1144 1324 1396 1615 1820 1950 

329 412 490 548 665 775 875 

92 176 240 295 395 500 605 

SOURCE: Predicasts, Report E~ 

The above observations are frustrating to the researcher 

and illustrate the difficulty of accepting the estimates of 

even the leading market research reports. In one report, 

growth rates are projected which are reasona9ly tied to past 

actual growth, and two years later they are abandoned for 

lesser rates of growth without a sufficient discussion of key 

demand forces. 

The Hallcrest survey of major national and regional guard 

companies shows most companies reporting annual rates of 

growth of 15% or greater from 1976-1981. In the Hallcrest 

national survey of local guard and patrol service offices, 45% 

of the respondents reported average annual revenue increases 

of 15% or greater, 17% reported increases of 10% to 14%. At 

the same time, the prominent industry firms of Pinkerton's, 

Burns, and Wackenhut recorded five-year average sales growth 

of 9.4%, 6.3% and 11.0%, respectively, on combined earnings of 
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$763 million in 1981. A fifteen p~rcent annual industry 

growth rate to 1985 can certainly be supported by these two 

1976 to 1981 actual growth data sets, ,the 1972 to 1977 actual 

growth recorded by Census data, and the key markets and demand 

forces discussed below. 

Annual growth of central station alarm services to 1985 

also can be supported by past actual growth and key market and 

demand factors. In the Hallcrest national survey of central 

station area managers and owners, 55% reported average annual 

revenue increase of 15% or greater for 1976 to 1981, and 22% 

reported increases of 10% to 14%. While local alarm services 

will increase substantially in the residential market, the 

increased use of digital communicators from local alarm sys-

tems to a central station or remote location monitoring ser-

vice will ensure the continued growth and competitive position 

of central station services. Our national survey data reflect 

central station alarm annual growth rates for area offices as 

growing more rapidly than local alarms. 

As noted above, the h~gi.Q.MU~5.5. armored car revenue 

projectons are unrealistic given past growth rates and the 

increased use of electronic funds transfer. Even a five per-

~ent annual growth rate (one-half of Predicasts estimate) 

would be a robust rate of growth for the armored car and 

courier industry. The Hallcrest national survey did not have 

a statistically adequate sample size for armored car firms, 

but less than half of the armored car firms reported annual 

growth at the Predicasts level. 

C-3l 

Hallcrest projects the following growth for protective 

services to 1985: 

TABLE C-13 

HALLCREST GROWTH PROJECTIONS TO 1985 

PROTECTIVE SERVICE REVENUES 

6.eryice 

Guard and Investigative 
Armored Car 
Central Station Alarm 

3.4 Industry Structure 

Revenue($ million) 
lll.Q llai 

$2945 
390 
700 

$4035 

$4712.0 
487.5 

1225.0 

$6424 • .5 

3.4.1 All Services by Size of Firm and Receipts 

Avg Annual 
% Change 

12.0% 
5.0% 

15.0% 

11.8% 

An indication of the relative size of firms providing the 

primary private security services is seen in Tables C-14 to C-

18 which display the Census of Service Industrie§. (CSI) 1977 

data for SIC 7393. About 70% of protective service establish

ments have the legal form of a corporation, but that certainly 

does not imply large size in terms of employees or revenues. 

In most industries, usually up to a half-dozen firms will 

control the major market share. There are a few large secu

rity companies of national scope in security services and at 

least two Fortune 500 corporations diversified into security 
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TABLE C-14 

DETECTIVE AGENCIES AND PROTECTIVE SERVICES IN THE U.S. 

BY NUMBER OF ESTABLISHMENTS PER FIRM: 1977 

Number of Units 

TOTAL 

Firms in business at end of year 

Single units 

Multiunits 

2 establishments 

3 establishments 

4 to 5 establishments 

6 to 10 establishments 

11 or more establishments 

Firms Establishments 
(t) (t) 

5,711 7,113 

5,711 7,113 

5,531 5,531 

180 1,582 

82 164 

33 99 

30 136 

16 124 

19 1,059 

Receipts 
($1,000) 

2,615,492 

2,589,634 

1,062,092 

1,527,542 

97,393 

69,343 

91,715 

64,103 

1,204,988 

SOURCE C.~n~m~ of SeL~i~Ind~~tLi~~, U.S. Bureau of Census 

Payroll 
entire 
year 
($1,000) 

1,597,957 

1,582/,657 

659,,368 

9271,289 

60,860 

46,720 

64,579 

45,441 

705,689 

Paid 
employees 
for week 
including 
March 12 

( #) 

279,928 

274,949 

123,398 

151,551 

9,506 

7,279 

12,722 

7,955 

114,089 
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'l.'ABLE C-15 

DETECTIVE AGENCIES AND PROTECTIVE SERVICES IN THE U.S. 

BY RECEIPT SIZE OF ESTABLISHMENT: 1977 
Paid 
employees 

Payroll for week 
entire including Receipt Size of Establishments Establishments Receipts year March 12 

(i) ($1,00) ($1,00) (#) 

TOTAL, all establishments 7,113 

Establishments operated entire year 6,021 

2,615,492 1,597,957 279,928 

2,520,494 1,542,599 268,097 
With annual receipts of --

$1,000,000 or more 

$500,000 to $999,000 

$300,000 to $499,000 

$100,000 to $299,000 

$50,000 to $99,000 

$30,000 to $49,000 

$20,000 to $29,000 

$10,000 to $19,000 

Less than $10,000 

650 

585 

565 

1,506 

1,076 

666 

414 

355 

204 

Establishments not operated entire year 1,092 

in business at end of year 
not in business at end of year 

1,092 
(524) 

• 
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TABLE C-16 

DETECTIVE AGENCIES AND 

BY RECEIPT 

Receipt Size of Firms 

TOTAL 

Firms with annual receipts of --

$50,000,000 or more 

$20,000,000 to $49,000,000 

$10,000,000 to $19,000,000 

$5,000,000 to $9,999,000 

$1,000,000 to $4,999,000 

$500,000 to $999,000 

$300,000 to $499,000 

$100,000 to $299,000 

$50,000 to $99,000 

$20,000 to $49,000 

$10,000 to $19,000 

Less than $10,000 

Firms 
(i) 

5,711 

7 

9 

5 

18 

260 

314 

386 

1,292 

1,059 

1,272 

540 

549 

PROTECTIVE SERVICES IN THE 

SIZE OF FIRM: 1977 

Establishments Receipts 
(#) ($1,000) 

7,113 2,615,492 

743 917,293 

239 279,106 

68 64,363 

63 112.791 

463 502,587 

383 218,547 

414 147,423 

1,315 233,374 

1,060 . 81,630 

1,276 45,580 

540 9,261 

549 3,537 

SOURCE C~~u~~~~-Indua~~a, U.S. Bureau of Census 

• 

U.S. 

Payroll 
entire 
year 
($1,000) 

1,597,957 

564,008 

139,600 

39,610 

82,933 

331,043 

139,987 

92,835 

136,181 

42,628 

22,596 

4,615 

1,921 

• 

Paid 
employees 
for week 
including 
March 12 

(:It) 

279,928 

96~ :1'02 

17,501 

6,155 

12,245 

9,970 

5,965 

1,563 

927 
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TABLE C-17 

DETECTIVE AGENCIES AND PROTECTIVE SERVICES IN THE U.S. 

() 
I 

W 
0'\ 

,'/ 
-; -"'. 

SY EMPLOYMENT SIZE OF ESTABLISHMENTS: 1977 

Emp10ymeht Size of Establishments 

TOTAL 

Establishments operated entire year 

no employees 

1 employee 

2 employees 

3 or 4 employees 

5 or 6 employees 

7 to 9 employees 

10 to 14 employees 

15 to 19 employees 

20 to 49 employees 

50 to 99 employees 

100 or more employees 

Establ.ishments not operated entire 
c' 

in business at end of year 
not ini~usiness at end~ of year 

<:f 

Establishments 
( I) 

7,113 

6,021 

84 

522 

443 

642 

474 

509 

, 632 

360 

1,119 

563 

673 

year 1,092 

1,092 
(524) 

SOURCE Census of Service Industries, U.S. Bureau of 

Receipts 
($1,000) 

2,615,492 

2,520,494 

3,089 

13,237 

16,357 

35,584 . 
36,179 

54,690 

97,974 

76,218 

426,952 

419,570 

1,340,637 

94,998 

61,304 
33,694 

Census 

~":::';:!::;;;:::c,,;:!::t£=::-::U~~_"-:''''-';'J>''"'''''''i~' "",,, __ r_-""H ~·lr.-,-• .r>-$ "<1:""'--_'<1 """,-~- .•.••• _,~ ¥, y- .~~. "'~~ ... ,\'''''--O><'''''''''~',lW4_~~*", __ ., •• ,~.'!<;".'''':W'~'<I~~~~~~~~~~~~''-''''''''_ .. "-'_r ..... ""'''- __ ,''~,~, 

Payroll 
entire 
year 
($1,000) 

1,597,957 

1,542,599 

841 

3,400 

5,757 

14,498 

16,478 

25,286 

47,337 

38,439 

225,550 

248,738 

916,275 

55,358 

34,795 
20,563 

• 

Paid 
employees 
for week 
including 
March 12 

( t) 

279,928 

268,097 

(X) 

522 

886 

2,220 

2,581 

4,050 

7,453 

6,042 

35,121 

39,524 

169,698 

11,831 

5,332 
6,499 
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TABLE C-18 
1i 

DETECTIVE AGENCIES AND PROTECTIVE SERVICES IN THE U.S. ~ 

BY EMPLOYM,ENT SIZE OF FIRMS: 1977 

Paid 
employees 

payroll for week 
entire including 

Employment Size of Firms Firms Establishments Receipts year March 12 
(i) (i) ($1,000) ($1,000) (#) 

TOTAr,. 5,711 7,113 2,615,492 1,597,957 279,928 

Less than 5 employees 2,406 2,408 99,344 41,734 4,239 

5 to 9 employees 908 909 78,382 36,557 6,675 

10 to 19 employees 839 854 121,076 64,191 12,426 I 

\ 
20 to 49 employees 830 876 235,785 140,334 27,618 [ 
50 to 99 employees 362 433 200 r 402 131,693 25,292 ~ u 

E 

100 to 249 employees 248 335 304,803 209,252 38,744 I \': 

250 to 499 employees 63 137 157,448 107,855 20,985 ! 

I 500 to 749 employees 23 121 147,344 81,310 13,017 

750 to 999 employees 11 59 83,491 56,024 9,371 I 
1,000 or more employe~s 21 981 1,187,411 729,007 121,561 I 
SOORCE ~§J.l1LQL~'-~~Illil.!.lfl.lii~, U;;S. Bure,lU of C~nsus 
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services or products, but, for the most part, security ser

vices are provided by a large number of locally-owned or 

operated companies. In Table C-14 the number of employees and 

revenues is broken down by single and multiple unit establish

ments. While nine out of ten firms are single unit establish-

ments, there are less than 200 firms with more than one 

location--these firms account for about 60 percent of all 

receipts and employees. Regional or national firms can be 

identified as those operating more than five locations. Ac-

cording to this 1977 CSt data, there were only 35 of these 

lacge firms in the u.s. and 19 firms accounted for about 15% 

of all establishments. 

Tables C-15 and C-16 display ~~ 1977 CSI data on size of 

company receipts by establishment and firms. l'he median class 

range of receipts for all security services is $100,000 to 

$300,000 by establishments, but the upper limit of the median 

class for firms is only $99,000. About one out of ten eStc.:~

lishments (65a) earned revenues of greater than $1 million in 

1977. Over 3100 firns earned less than $100,000 in 1977. For 

firms that earned more than $1 million, 90% of them earned 

between $1 to $5 million, with about 40 firms having revenues 

of greater than $5 million. Sixteen firms grossing between 

$20 and $50+ million accounted for 40% of all receipts. 

Tables C-17 and C-18 portray security service establishments 

and f£.rms on the basis of employee size. From these tables it 

is clear that the industry is dominated in number of firms by 

the small size firm. W hi 1 e l.se rea r e 21 fir m s wit h 1 0 0 0 0 r 

C-38 

more employees grossing be~ween $10 to $50+ million, firms 

with fewer than five employees account for about 40% of all 

firms and firms with fewer than ten employee r account for 60% 

of all firms in 1977. 

In the 1981 Hallcrest survey of contract security com-

panies, firm owners or managers were asked to list annual 

revenue, payroll, numbers of employees and supervisors, and 

the salary qf the senior manager. On a comparative basis with 

Census data, Hallcrest data represent establishments at the 

local level--i.e., individual companies or the branch or re-

gional locations of a large firm. The sample distribution of 

revenue and employment size indicates that both the small 

lo.cal firm and major regional and national security firms were 

well represented. A composite picture or business profile of 

various categories of security service companies is displayed 

in Table C-19. 

It is interesting to note the differences in size of firrrls 

among the different catGgories for the median values dis-

played. The categories represent respondent class identifi~ 

cation of their primary business type on the basis of revenue, 

regardless of the range of services provided. In some cases 

where more than one primary business category was checked, new 

aggregate categories were created for data tabulation and 

analysis; e.g., most guard and patrol services provide in-

vestigative services, but where both categor ies were checked 

the category of Guards and Investigators was used. (A further 

breakdown of the Hallcrest national survey data is in Tables 
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TABLE C-19 I 
BUSINESS PROFILES OF CONTRACT SECURITY COMPANIES (MEDIAN VALUES) ~ 

frimary Business Type 

Ala.rms/Equipment 

Central Station 
Local Alarm 
Alarms 
Security Control 
Security Systems 

Equipment 

Guards/Investigators 

Guard and Patrol 
Guards/Investigators 
Private Investigators 
Full Service Firms 

Armored car 

Other 

Polygraph/Deception Detection 
Security Consultant 
Guard Dogs 
Miscellaneous/unclassifiedl 

TOTAL SAMPLE 

84 
96 
21 
1 ' _ • .1. 

14 

226 

174 
14 
56 
14 

258 

14 

5 
9 
4 

29 

47 

545 

$ 

Annual 
Sales 

712,500 
205,000 
375,OUV 
375,000 
275,000 

1,275,000 
335,000 
155,000 
468,750 

3,500,000 

75,000 
105,000 
275,000 

Firms 

EMPLOYEES 
Full Part 
~ ~ 

15.2 .4 
3.,0 .7 
7.3 .4 
5.7 .2 
5.5 .3 

74.8 20.4 
11.5 10.2 

2.7 .8 
26.5 11.0 

30.0 12.5 

1.3 4.0 
3.'0 .3 
5.0 1.7 

" 

I 
I 

I 

i 

I 

~. 

Senior I 
Manager t 
Salary ) 

~I\ 
$33,500 !J 

24,500 H 
26,500 
25,000 
26,250 

29,000 
22,500 
31,250 
27,500 

33,750 

25,000 
23,750 
20,000 

t r,---

1 Type of business not identified or did not complete these survey 
items. 

~ SOORCE: National Survey of Contractual Security Firm Managers and y 
f ,\ 

O\inerS, Hallcrest Systems, Inc. 1981 
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C-20 to C-22 by type and size of security service.) The 1981 

national survey data indicated, similar to Census data, that 

industry structure of security services is dominated by small 

firms. 

3.4.2 Guard and Investigative Services 

The respondents to the Hallcrest national survey of local 

managers and owners of guard firms were divided almost evenly, 

with a one-third distribution among the size of firms: less 

than 25 employees, 25 to 100 employees and greater than 100 

employees. Median value personnel and annual revenues by firm 

size are displayed in Table C-20. We believe that larger 

firms and offices were over represented in our survey re

sponses even though the sample selection was done on a strati

fied random basis--i.e., smaller firms were just as likely to 

have received a survey. Conversations with guard industry 

executives and large insurance underwriting companies for 

guard fiems indicate that the industry is dominated in numbers 

of firms by the small guard firms. As guard service firms 

become larger, they tend to expand their services beyond guard 

and patrol service to such services as investigation, body

guards, and occasionally they offer alarm and armored car 

services. In soma cases these multi-service firms began as 

private detective agencies which theti supplied guards f·or 

selected Clients. Overall, the most ptevalent local guard 

service firm is, in fact, a guard and patrol seivice with few 
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TABLE C-20 

GUARD AND PATROL SERVICE. 

BUSINESS PROFILE BY SIZE OF FIRM (MEDIAN VALUE) 

Operating Characteristic 

Personnel 

Full-time 
Part-time 

Supervisors 

Gross Annua~ Sales 

Annual Payroll 

Senior Manager Salary 

Gt.ruiS Annual Sales 

less than $50,000 
$50,000 to $99,000 

$lab,ooo to $249,000 
$250,000 to $499,000 
$500,000 to $999,000 

$1,000,000 to $4,999,000 
greater than $5,000,000 

TOTAL 

Ayerage Annual Sales Increase(5yrs) 

less than 10% 
10 to 14% 
15% or greater 

TOTAL 

N := 202 

FIRM, SIZE (TOTAL EMPLOYEES) 
less than more than 

$ 

25 25~100 100 

8.3 
7.8 

1.9 

175,000 

85,000 

21,500 

18% 
18% 
35% 
20% 

8% 
2% 

100% 

18% 
14% 
42% 

74% 

63.0 
21.0 

4.2 

$703,000 

550,000 

30,509 

9% 
9% 

25% 
39% 
18% 

100% 

21% 
16% 
38% 

75% 

200.0 
49.6 

7.7 

$3,000,000 

2,700,000 

33,000 

2% 
6% 
8% 

68% 
15% 

100% 

28% 
18% 
50% 

96% 

SOURCE: National Survey of Contractual Security Firm l'lanagets and 
Owners, Hallcrest Systems, Inc. 1981 
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employees and with local annual revenues of $50,000 to 

$200,000. 

Considerable attention has been focused in the commer

cially available market research reports on the large national 

firms and regional firms. The following is a listing of the 

top 11 national companies and their 1982 revenues as reported 

to Security Letter Source Book: 4 

Company 

Pinkerton's, Inc. (American Brands) 

Burns International Security Services 
(Borg-Warner) 

The Wackenhut Corporation 

CPP (California Plant Protection) 

W'ells Fargo Guard Services 
(Borg-Warner) 

Globe Security Systems, Inc. 

Guardsmark, Inc. 

American Protection Services 

Advcl,nce Secur i ty, Inc. 

Stanley Smith Security, Inc. 

Allied Security, Inc. 

1982 Repo~ted Reyenues 

$ 305,000,000 

260,000,000 

208,000,000 

120,000,000 

117,000,000 

70,000,000 

50,000,000 

46,000,000 

45,000,000 

35,000,000 

27,500,000 

The size of these firms ranges from,about 10,000 employees to 

more than 30,000 employees: 
- i 

a f~~~~te larger than any fed-
" , 

eral, state, or local law enforcerni:!nt agency. Employee totals 

(all pOSitions) for these national firms would account for 

only about one-third of the BLS estimated total of 341,102 

contract guards in 1980. The smaller firms provide strong 
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competition at the local level, although larger firms are more 

competitive for large accounts and for multiple locations of 

large companies which can be staffed by branch offices. In 

the Hallcrest survey of major national and regional guard 

firms, the small local firm was projected to gain an increas-

ing market share to 1985. 

Large staffs are unusual for investigative firms; most are 

sole proprietors or two or three person operations. Some firms 

have a stable client base and are specialized in the areas of 

investigation or "cases" which they will undertake. The firm 

listing itself as a "private detecti.e" agency generally is 

small and accepts a wide variety of cases for investigation. 

Hallcrest national survey data in Table C-2l show the average 

private investigative firm employs three persons with $155,000 

in median annual sales. In our national reconnaissance inter-

views, a few investigative firms were encountered with 20 or 

more employees with several branch off~ces, and there are 

several national employee background investigation and honesty 

testing firms. Equifax, for example, the insurance investi

gating, employee screening and credit reporting firm, has a 

network of 3,500 "field agents."5 The data, however, favor 

the sole proprietorships and partnerships with fe~ employees. 

3.4.3 Armored Car and Courier Services 

Armored car firms have a fiduciary relationship with their 

customers in assuming liability for shipments while in their 

possession. The high capitalization involved in armored 
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TABLE C-21 

BUSINESS PROFILE OF PRIVATE INVESTIGATIVE FIRMS 

(MEDIAN VALUE) 

Operating Characteristics 

Gross Annual Revenues 
Annual Payroll 
Senior Manager Salary 
Full-time employees 
Part-time employees 
Supervisors 

Gross Annual Reyenue~ 

less than $50,000 
$50,000 to $99,999 
$100,000 to $249,999 
$250,000 to $449,999 
$500,000 to $999,999 
$1 milliun + 

TOTAL 

Ayerage Annual Sales Increa~~(5yrs) 

less than 10% 
10 to 14% 
15% or greater 

TOTAL 

N = 56 

$155,000 
60,000 
31,250 

3 
1 
1 

30% 
25% 
17% 
15% 
11% 

2% 

100% 

10% 
10% 
55% 

75% 

SOURCE: National) Survey of Contractual Secur i ty Firm 
Managera and Owners, Hal1crest Systems, I 
1981. nco 
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trucks and fidelity insurance costs have been significant 

barriers to entry into the armored Car industry. The industry 

has been dominated by a few large firms, for example: 

SELECTED MAJOR FIRMS 

Brinks (Pittston) 
Wells Fargo (Baker Industries) 
Purolator Armored 
Loomis Armored Car (Mayor-Nickless, Ltd.) 
Armored Transport 
Federal Armored Express 

Brinks, Wells Fargo and Purolator are the largest firms and 

have dominated business in the Federal Reserve system. Since 

January 1982, the banks pay for transport services rather than 

the Federal Reserve districts, and this has opened up more 

bank business for smaller armored transport firms. A firm 

would still need a 20 to 30 truck fleet to compete success

fully in banking, depending upon geographical location and 

branch banking laws. Commercial accounts have been the pr i

mary business base of the small independent local companies. 

Spokesmen for the two major industry associations (Independent 

Armored Car Operators Association and National Armored Car 

Association) suggest that both large and small firms have 

carved out their own marketplace. In addition, a few larger 

"full service" guard service firms provide ar.mored car ser

vices. Some firms have gone to light-weight armored vans in 

an effort to reduce operating costs, but other firms question 

the ability of vans to afford the same level of protection, 
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especially in light of recent major assaults by heavily armed 

groups. 

3.4.4 Central Station Alarm Monitoring Services 

Similar to the guard industry there are only a few na

tional and major regional central station alarm firms with a 

significant mar.ket share. Below are nine major firms listed 

by Underwriters Laboratories (UL) in 1981 that operate about 

half of the approximately 450 UL-listed central stations in 

the U.S. 

SELECTED MAJOR CENTRAL STATION ALARM FIRMS 

# Central Stations 

ADT 
Honeywell 
Wells Fargo 
Electro-Protective (N.J.) 
Alarmex (CA) 
Holmes Protectiqn (NYC) 
American Protection Industries 
Smith Alarm Systems (TX) 
Crime Control, Inc. (IN) 

143 
40 
36 

9 
9 
8 

(CA) 5 
3 
3 

In addition, Sonitrol, Rollins, Dictograph and Westing

house (WESTEC) have national coverage on a franchise basis. 

Frequently, centra~ station alarm companies tend to be closely 

held family business~s. The large national firms retain a 
<;~ 

significant base through national accounts with major corpora

tions for protection of their facilities at multiple locations 

around the nation. 
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listed 1235 total central stations which would account for 

less than 15% of the estimated 10,000 local and central sta-

tion alarm companies in the u.s. The Hallcrest national 

survey of security firm local ~anagers and owners disclosed 

that the average central station alarm firm employs about 25 

people with median annual sales of $712,500. Table C-22 

shows the national survey distribution of both central station 

and local firms by annual sales. Sales data include revenue 

from mOhitoring and installation of alarm equipment. Central 

station alarm firms are considerably larger than most local 

alarm companies with median revenues nearly three times as 

large. Less than 20% of local alarm companies reported annual 

sales greater than $500,000. While the major national and 

regional central station alarm firms listed above earn sig-

nificant revenues, they do not dominate the alarm industry 

either in sales or in number of clients served. 

3.5 Key Markets 

3.5.1 All Market Segments 

Table C-23 is the Predicasts estimation of the relative 

distribution of protective service revenues among major market 

segments. 

Table C-24 displays a rank ordering of current high, 

medium, and low business volume by market segment as rated by 

guard service and central station alarm firm area managers in 

the Hallcrest national survey. The Hallcrest survey respon

dents were asked to rate their highest client areas of service 
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TABLE C-22r 

ALARM COMPANY BUSINESS PROFILE FOR 

AREA OFFICES OR LOCAL COMPANIES (MEDIAN VALUES) 

Qeerating Characteristics 

Gross Annual Sales 
Annual Payroll 
Senior Manager Salary 
Full-time Employees 
Part-time Employees 
Supervisors 

Gross Annual Sales , 

less than $50,000 
$50,000 to $99,999 

$100,000 to $249 r 999 
$250,000 to $499,999 
$500,000 to $999,999 
$1 million to $4,999,999 
greater than $5 million 

TOTAL 
-- --', 

A~erage Annual Sales Increas~(5 yrs) 

less than 10% 
10 to 14% 
15% or greater 

TOTAL 

$ 

TYPE 
Central 
Station 

712,500 
355,000 

33,500 
15 
.5 
3 

8% 
5% 

14% 
24% 
17% 
26% 

6% 

100% 

11% 
20% 
50% 

81% 

N = 84 

OF fIRM 

$ 

Local 
Alarm 

205,000 
75,000 
24,500 

3 
1 
1 

23% 
19% 
24% 
16% 

7% 
9% 
1% 

100% 

17% 
10% 
56% 

83% 

N = 96 
\ 

soul~CE: 
Ii 

National Survey of Contractual Security Firm Managers 
and Owners, Hallcrest Systems, Inc. 1981 
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TABLE C-23 

PREDICASTS 1985 ESTIMATED 

PROTECTIVE SERVICE REVENUES BY MAJOR MARKET 

Guard Armored 
Market Invest Car 

Industrial & Transportation 75.8% 10.3% 

Commercial & Financial .10.3% 86.6% 

Institutional 10.6% 3.2% 

Residential (consumer) 3.3% 

100% 100% 

SOURCE: Predicasts, Report E55 
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Central 
Station 
Alarm 

20.1% 

55.0% 

7.9% 

17.0% 

100% 

TABLE C-24 

MARKET SEGMENTS BY BUSINESS VOLUME 

Business Volume 

High 

Medium 

Low 

Guard Service 

Manufacturing 
Construction 
Retail 

Restaurant/lodging 
IjShopping Centers 
-Transportation 
Banking/Finance 
Hospital/Health Care 
Residential 

Education 
utilities 
Government 
Public Housing 
Armed Forces 
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Central Station Alarm 

Retailing 
Residential 
Manufacturing 

Shopping Centers 
Construction 
Restaurant/lodging 
Distribution/Warehousing 
Education 
Banking/Finance 

Transportation 
Government 
Hospital/Health Care 
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by bu.iness volume. Retail trade and residential areas were 

nearly equal as the highest volume mark~ts for central station 

alarm services. While the market segments in the Hallcrest 

survey were more comprehensive, the Predicasts aggregate mar

ket segment estimates for 1985 are reasOnably consistent with 

them. One notable exception is the residential ma£ket which 

Predicasts estimates at less than 20%. Central station man

agers and owners rated residential alarm subscribers as a very 

high area of business volume. The armored car industry will 

continue to have its traditional base in the commercial and 

financial sectors. In the Hallcrest survey of major national 

and regional security firm executives, there was considerable 

agreement on market segments for growth from 1980 to 1985: 

they closely paralleled current market segment business volume 

in Table C-24. As noted in the subsequent section on key 

demand forces, the potential for contracting out for tradi

tional police services and reduction in federal and local 

government use of proprietary guards could create a substan

tial growth market in the government sector. 

3.5.2 Industrial and Transportation Markets 

Industrial plants and warehousing, shipping, receiving, 

and transportation of their goals will continue to be the 

primary business base for guard services. Guard companies in 

the Hallcrest major national company survey singled out manu

facturing as the highest future 9rowth area, followed closely 

by utilities and warehousing/distribution centers. Airports, 

C-52 

.? .. 
\ iii 

l~i 

'II 
1 

:'1

1 

:It 
' . 

. ' 

bus depots and other passenger transportation facilities will 

continue to employ contract guard services. The movement of 

some industrial security programs to proprietary integrated 

security systems will slow the growth of central station alarm 

monitoring services in this market. Armored car services are 

often req~ired for movement of precious metals for elec

tronics, aerospace and other high-technology industries. 

3.5.3 Commercial and Financial Markets 

The major market segment for armored car and courier 

service will be commercial and financial business. Some firms 

have combined Automatic Teller Machine (ATM) pickups with ser

vicing of the units. Expanded use of ATMts in outlying non

bank facilities will stimulate use of armored car services. 

Movement of coins will still be required despite increased use 

of electronic funds transfer. Similarly, retail businesses 

will continue to be a major market for central station alarm 

services, especially where insurance underwriting requirements 

or premium reductions encourage the use of monitored alarm 

systems. Decreased availability of public resources will 

further decrease the use of direct-connect alarms into smaller 

police departments that have maintained them. Most large law 

enforcement agencies have eliminated direct-connect alarm 

monitoring by their communication divisions during the past 

decade. 
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3.5.4 Institutional Markets 

Hospitals and college campuses traditionally have been 

protected by proprietary security forces, often with special 

police powers. Rising costs of health care and decreasing 

federal student loan support will force hospitals and colleges 

to look more toward contract security guard forces to cut 

operational costs. As crime rates of the cities become re

flected in institutional campus settings (cities unto them

selves), contract guards wil~ likely be used to supplement 

existing in-house or special police personnel. 

3.5.5 Consumer or Residential Market 

In the Hallcrest national survey 81% of the central sta

tions reported "significant increases" from 1976-1981 in ser

vices to residential clients. Current volume of business in 

residential areas was rated nearly equal with retail trade 

subscr ibers. Hardw ire systems of central station companies 

have not been as competitive in recent years with lower cost 

wireless systems, but the desire for monitored response will 

increase central station monitoring of local alarm company 

installations using digital communicators. Predicasts fore-

casts that the residential market for central stations will 

double between 1978 and 1985 to account for 17% of total cen

tral station revenue. Currently, less than 5% of households 

have alarm systems. Successful penetration of the residential 

market will depend upon consumer education and demonstrated 

cost effectiveness of alarm systems against property crimes. 
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Decreased availability of law enforcement personnel for 

residential patrols and high property crime rates will create 

a demand for residential security patrols. In the past, resi

dential patrols have been limited to high-density apartments 

and condominiums, luxury high-r ise buildings, and exclusive 

residential subdivisions. More recently, these services have 

extended to public housing and middle class neighborhoods with 

voluntary neighborhood patrols being replaced by contract se

curity patrols--not unlike the early birth of private 

security/watchmen with the collapse of citizen watches two 

centuries ago. Some areas with heavy police workload and slow 

alarm response time, will likely see an increase in combined 

alarm response and security patrol service. Overall, major 

national and regional security companies in the Hallcrest sur-

i:vey see both patrol service and central station alarms as 

having a moderate demand in the residential market. 

3.6 Key Demand Forces 

Contract private security has occasionally been described 

as a "recession-proof" industry; that is, a concern for pro

tecting and preserving assets is heightened by an increase in 

crimef or fear thereof. This scenario is not entirely sup

ported by facts. The downturn economy of recent years has 

caused some reductions in corporate security spending that are 

not always offset by the use of contract security. The rate 

of crime has increased steadily in the late 1970's but, in 

fact, the absolute number of reported property crimes and 
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~ ,., burglaries has decreased steadily since reaching an all-time 

high in the second and third quarters of 1980, according to 

FBI ten-year trends i~ UCR crime data. 6 For the first six 

months of 1982, decreases were reported in property crime, 

(-6%), burglaries (-11%), and robberies (-7%) over the same 

period in 1981. 7 Preliminary 12 month 1982 UCR data show a 10% 

decrease in burglaries over 1981 and a 4% decrease in serious 

crimes.8 Yet, contract security servic~s have sustained heal

thy growth in recent years along with most service industries 

in the midst of a sluggish national economy. The key demand 

forces which will influence the near-term growth of contract 

securi ty services are: technological displacement of labor-

intensive services and conversion to contract guard services 

by both the private and public sectors. 

3.6.1 Technological Displacement of Traditional Security 
Services 

Electronic funds transfer has already been mentioned as 

impacting armored car services. Electronic mail and improved 

data transmission safeguards will reduce the demand for 

courier services which provide extensive services in trans

porting confidential documents. At the same time, increased 

access to computer centers from remote terminals and personal 

home computers will increase the need for transportation of 

computer data to off-site, back-up storage facilities. This 

could become a substantial growth market for armored car and 

courier services as well as highly secured private safe de-

posit centers. 
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All market segments have made increasing use of technology 

in access control, monitoring, perimeter security and interior 

space protection to offset rising costs in human services. 

The use of several CCTV surveillance cameras monitored by a 

single guard, for example, can perform the surveillance work 

of additional guards on foot or motorized patrol. In a 1981 

survey by Security wo~, 80% of corporate executives antici

pated increases in security equipment expenditures over the 

next five years, but only 47% expected increases in guard 

forces. 9 In reality, wholesale reduction in guard forces does 

not result from acquisition of new equipment; rather, per

sonnel are integrated with equipment for more cost-effective 

security coverage. Overall, contract guard growth will be 

slowed by technological displacement, but the full-service 

contract security firms with guard service, alarm monitoring 

and response, and other security equipment will have a strong 

market position in delivering of security services •. 

Monitoring and detection have primarily been the province 

of central stat,~on alarm firms, but increasing numbers of cor

porate and institutional security programs have gone to pro

prietary (in-house) central stations. The security N~ cor

porate executive survey and their earlier 1980 survey of 10$s 

prevention managers shows that approximately one-third of 

security programs use contract central stations while about 

one-fourth have proprietary central stations. lO Proprietary 

central stations provide more rapid response and action by 

guard personnel who are more familiar with the facility. 
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The capital investment in a proprietary central station is 

not initially recovered through savings in monthly monitoring 

and service contract charges. Increasing numbers of commer-

cial, industrial and institutional facilities have been integ

rating the monitoring of security (alarm and access control), 

fire, and energy management. In a 1982 Security World survey 

of corporate executives, security and loss prevention direc

tors, and facility managers, 66% of all respondents stated 

that they would be adding fully integrated security systems 

within the next five years.ll In fully integrated systems, 

energy savings are anticipated to offset the high capitaliza

tion in security equipment. The use of microwave relay in 

place of coaxial cable for signal transmission of CCTV cameras 

to monitors will allow larger facilities with remote locations 

to more cost-effectively install proprietary central stations. 

Integrated systems can be expected to impact guard ser

vices and central station alarm monitoring services. The in

creased use of integrated systems may require more skilled 

security personnel for monitoring and response. Integrated 

systems do not necessar ily mean propr ietary moni tor ing. In 

the same S~~ity ~~~ survey, 45% of the corporate execu~ 

tives were uncertain as to whether the proposed integrated 

system would be monitored by a proprietary or contract central 

station. Thus, integrated systems monitoring could be a 

strong area of growth for central station firms, if they can 

position themselves correctly in the marketplace. The major 

drawback to market share attainment will be alarm signal 
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transmission costs (largely leased telephone lines) for con

tract tirms which are passed onto ~ubscribars. 

Large-scale integrated systems are usually found only in 

luxury residential (apartment, condominium, resort) settings, 

and the large industrial, medical, institutional and com~er

cial complexes. A growing number of central station alarm 

companies have been competing successfully with proprietary 

systems for access control monitoring. Data from individual 

card readers are relayed from a client's building through a 

modem and leased telephone lines to computers and monitoring 

units in the central station office. This system provides the 

security advantage of independent monitoring and logging of 

entries, thus minimizing opportunities for collusive theft 

through unauthorized access. The largest growth potential is 

for the smaller facility which can effectively achieve 24-hour 

facility management and access control without high costs for 

monitoring stations and/or guard service. The single guard 

post manned 24 hours a day is primarily a small guard firm 

client base. Remote access control monitoring by central 

station firms could significantly reduce tbe market for small 

guard firms servicing a few accounts. One-third of contract 

firms surveyed by Hallcrest have less than 25 employees or the 

equivalent of about six client accounts with 24-hour guard 

posts. 
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3.6.2 Conversion to Contract Gua\rd Services 

Predicasts estimated contrci~t guards as a percentage of 

total protective service workers would increase.from about 55% 

to 60% of all guards by 1985. Based upon Hallcrest interviews 

with security guard companies throughout the country and the 

two case study sites, contiact guards may well account for 65% 

of all guards by 1985. In a 1980 ~£YLity H~~ survey of 

security directors, 40% indicated use of contract guards while 

64% used proprietary guards. 12 Six months later, a Segur~ 

H~ survey of the same population group of security direc

tors showed use of both proprietary and contract guards in the 

seventieth and eightieth percentiles in commercial and indus

trial sectors; nearly all institutional security directors 

reported proprietary guard use, and one-half reported contract 

guard use. 13 The security dirfflctors among membership of the 

ASIS in the Hallcrest national survey indicated that 58% uti-

lized contract guard services. 

In another 1980 Segurity H~ survey, nearly 75% of sur

veyed security directors projected increases in the use of 

contract guard services.14 In the 1981 survey by S~UL~~ 

H~, 70% of security directors with proprietary guard forces 

project increases in their guards, but one-fourth of them also 

projected increases in contract guards.15 Security directors 

tend to feel strongly about the merits of proprietary versus 

contract guard services. Some security directors with law 

enforcement backgrounds zealously clini to maintenance of 

security departments and rank structures. Executive officers, 
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however, with financial decision-making responsibility in 

business and industry, may be expected to increasingly direct 

shifts to contract security guards to reduce company expenses. 

In some cases nhybridn staffs of security officers will emerge 

as proprietary personnel are retained in key positions to 

supervise operational positions staffed with contract guards. 

In the Hallcrest survey of major national and regional secu

rity companies, these securit~ executives ranked their largest 

source of anticipated growth to 1985 as increased demand and 

change in contract firms by existing contract users, fOllowed 

by new first-time users of contract guards, and then proprie-
\ 

tary guard forces changing to contract guards. Contracting 

for many non-crime~related tasks of law enforcement agencies 

was viewed as a large potential area of growth by the surveyed. 

major security company executives~ Most studies on police 

workload and citizen calls for service have consistently shown 

demand and response to non-crime-related service requests ac

count for 80% of patrol officer workload. 16 The increased 

ability of law enforcement to shift reduced resources to more 

essential crime-related tasks will facilitate the contracting 

of these lower priority activities to security service firms. 

The renewed interest by police practitioners and researchers 

in order maintenance policing problems (discussed in Chapter 

9) will focus attention on the potential for private security 

services to increase citizen feelings of saf~ty. 
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Similarly, the Executive Branch of the Federal Government, 

excluding the m~litary services, employs more than 18,000 pro-

tective workers (7800 guards and 10,500 special police offi

cers) in various facilities and property holdings of the Fed

eral Government. Despite recent federal legislation creating 

a temporary moratorium on contracting of defense-related pro-

tective services, sufficient economies of scale may eventually 

be realized through contracting with private guard firms. 

Modest gains can be expected in Federal Government contacting 

for guard services. 

A major competitive force for guard firms has been the 

off-duty, secondary employment or "moonlighting" by law en

forcement officers in private security<> In Chapter 11, Hall

crest estimates as many as 150,000 law enforcement officers 

secondarily employed in private security based upon national 

survey data frem chiefs of police and sheriffs. The use of 

police u~iforms and equipment, liability issues, and the po-

tential for conflicts of interest could lead to som~ depart

ment restrictions and a slight reduction in private security 

"moonlighting" by 1985. This would open up new clients or 

accounts in the existing markets for contract security, guaia 

firms. 

In summation, technology will disl?lace some guard posi

tions, but a healthy increased rate of growth could still 

result from proprietary and eventual government conversion to 
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contract guards, contracting out of some non2crime-r.elated po

lice tasks and ~ possible reduction in off-duty police "moon

lighting" in private security. 

Table C-25 projects speculative potential guard service 

industry gains that could result if all of these demand forces 

were to be realized. The net gain could result in nearly 

65,860· additional contract gUCirds and 907.1 million in annual 

r'even)ie for guard service firms (at the average billable rate 

of $6.62 per hour paid by proprietary security mangers in the 

Hallcrest national survey). 

4.0 MONITORING AND DETECTION EQUIPMENT 

4.1 latrusioo Detection Alarm systems 

4.1.1 Category Definition 

The alarm sensor devi9GS, controlling and signal transmis

sion equipment associated with burglar and fire alarm systems 

are measured separately from alarm company revenues for moni

toring. The value of shipments of original equipment manu

facturers (OEM) is used as the primary indicator ~f alarm 

sales and installation revenues. Alarm system revenues and 

growth are discussed in some market research reports according 

ro the type of application (e.g., perimeter, interior space 

protection, controls/Signalling) or type of sensor,devices 

(e.g., ultrasonic, microwave, passive infrared, sound dis

crimination). Value of shipment data, however, are reported 

to the government by OEM'S according to method of alarm signal 
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TABLE C-25 

POTENTIAL GUARD SERVICE 

INDUSTRY GAINS 1980-1985 

SOURCE NET GAIN 
(Full Time Equivalent [FTE]) 

State and Local Goyernment 

• 5% reduction in Private Security 
moonlighting (150,000) 

• 5% reduction in FTE police offi
cers (450,000) to contracting~out 

• 25% conversion of government em
ployed guards (15,000) to contract 
guards 

Federal G03[:etnment 

• 60% conversion in Executive 
Br'anch Guards (7800) 

• 10%~Qonversion special police 
offic\~rs (10,500) to Contraet 
Guard~ 

\' 

, 
~toprietary Se:curity 

il 
'\ 

• Increase in contractual share 
of guards to 65% (+10%) 

TOTAL 

C-64 

7,500 

22,500 

3,750 

1,560 

1,050 

29,500 

65,860 

, /' \ 
\.; 

REVENUE 
($ million) 

$103.4 

309.8 

51.7 

21.5 

14.5 

406.2 

$ 907.1 

transmission of the alarm system (i.e., local, central sta

tion, proprietary, direct connect, and hold-up alarm systems)s 

The relevant SIC code is 36623 encompassing both intrusion 

alarm or burglar alarm systems,~nd fire detection and preven-
I, 

tion systems. ji 
!) 

4.1.2 Baseline Data 

U.S. Census of Manufacturers data are available only for 

the entire alarm systems (SIC 36623) grouping for intrusion 

and fire alarms in 1972 and prior years~ Annual data for the 

seven-digit classifications is available in the 1977 Census 

~aanufacturers and from 1973 to 1980 in either the Annual 

Survey of Manufacturers or the MA-36N Current In~u~trial Re-

ports series on "Selected Electronic and Associated Products, 

including Telephone and Telegraph Apparatus." The measures' of 

economic activity used for this industry are: number of firms 
'\'-; 

and value of shipments. Baseline i~~ormation is shown in 

Table C-26 for seven-digit SIC codes. 

'~1.3 Forecast to 1985 

1/ 
II 

Both Predicasts (E5S) and the Business Qsportunity Report 

provide growth rate projections to 1985 for the intrusion 

detection alarm industry. Predicasts projec:r-i~,lns for 1985 are 

shown in Table C-27. 
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TABLE C-26 

BASELINE ~TA-ELECl'RJNIC INmlJSION ~ION ALMM SYS'lDIS 

VALUE OF SHIPMEmS ($000) Altl lUI3ER OF FmMS 

SIC 36623 1972a 1913b 1914b 1915b 1916b 1911a 191ab(r) 1919b 1980b 
~ ! teo. ~ f &l ~ teo. ~ &l ~ J,CQ ¥4.llm .I.C2 ~ 

Intrusion Detection 
i) 
\11. 

3662348 Local 11,486 21 20,805 14,903 28 110,054 28 96,512 34 113,359 59 151,921 59 199,162 

3662349 Central Station 14,140 15 19,242 25,331 16 30,210 22 26,261 23 60,021 39 14,805 31 90,286 

3662350 Direct Connect 9,745 6 8,392 11,062 1 11,103 11 15,281 13 54,647 17 62,316 14 63,893 

3662351 Hold Up (Coo'IoorCial (d) 3 (d) 11,990 4 14,389 3 1 4,961 13 1,686 13 4,511 
& Industrial 

TOTAL Intrusion Detection 96,100° 41,911' 48,439 123,292 165,!l16 138,054 233,000 290,728 351,918 
Alarm Systems. II 

a Ceo~u~ gf ~uf~tutgta, 1972 and 1911 

b Cutcgot Incilstdal Rgpgtt: Selected Electronic and Associated \?roducts, Xncluding Telephone and Telegruph Apparatus, Series MA-36N, 1913, 1974, 
1975, 1976, 1918, 1979, 1980 ' 

c Only total figure for entire SIC 36623 available - includes fire and smoke alarms 

(d) Not captured in that year. . 
(r) later revised figures 

• 
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TABLE C-27 

PREDICASTS PROJECTION OF INTRUSION DETECTION 

ALARM EQUIPMENT SALES (TYPE OF SYSTEM) 

(million $) 

Compound Average 
1978 1985 Annual Growth Rate 

System Type Actual Forecast 1978-1985 

Local & Proprietary 110 327 +16.8% 

Central Station 30 137 +24.2% 

Direct Connect 10 11 +1.37% 

TOTAL 150 475 +17.9% 

It should be noted that the Predicasts proj ections are based 

upon estimated 1978 Census of Manufactut.ers data available for 

their 1979 publication. The actual 1978 figures were con

siderably higher than initially estimated. 

The Business Opportunity Re~ort projects 1980-1985 growth 

in current dollars at 13.6% compared to a growth rate experi

enced form 1975 to 1980 at 25.4%. Using a dUIable goods price 

deflation index, the same report calls for a 1980 to 1985 

constant dollar average annual growth of ll%c Comparative 

estimates of the market size and relative growth rates for 

nQnresidential versus residential end use sales for 1980 and 

1985 are in Table C-28. 
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TABLE C-28 

BUSINESS OPPORTUNITY REPORT 

PROJECTION OF INTRUSION DETECTION 

EQUIPMENT SALES (TYPE OF APPLICATION) 

Average Annual 
1980 1985 Growth Rate 

Non Non 1980-1985 
Application/Sensor Type 

Total Applications 

Perimeter 

Interior Space 

Ultrasonic 
Passive Infrared 
Microwave 

Controls/Signaling 

Resid 

% 

80.5 

23.4 

31.3 

14.3 
10.5 

6.3 

25.8 

Resid 

% 

19.5 

6.3 

407 

3.1 
1.2 
0.4 

8.5 

Resid Resid Non Resid 

% % % 

78.7 21.3 13.1 

23.6 .8.1 11.6 

27.3 6.2 10.6 

10.9 2.5 7.5 
12.2 3.1 16.9 

4.1 0.6 4.6 

27.9 7.0 15.2 

Predicasts 1985 forecast is based on a trend extension of 
,\ 

the historical relationship between building construction ex-

penditures (business, fede,r'al, state and local, ~.xccluQing 

residential). Although the Predicasts projections appear to 

be reasonably conservative, they involve several problems. 

First, residential construction expenditures are excluded, 

even though it is one of the largest market segments. Second, 

implicit in Predicasts' projections are the assumptions that 

n~~ construction expenditures are the key leading indicator 

for sales of alarm systems. Alarm systems may be contracycli

cal in nature, i.e., sales may remain strong in poor economic 

conditions and when residential, commercial and industrial 
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construction activi ty is down. Third, no attempt is made to 

derive a growth rate for alarm systems as a percent of new 

construction. Fourth, forecasting 1985 construction activity 

and price levels, especially given the construction industry's 

severe slowdown in 1980-1982, may be more problematic than 

forecasting alarm system value of shipments. Finally, there 

is no explanation of how Predicasts allocated their 1985 

forecast among the ~§u~ of M~yfg£ture~ categories. In 

Table C-29, Hallcrest presents a revised forecast which docu

ments and updates all data sources used by Predicasts. 

Examination of the revised 1985 forecast using the Predi-

~asts methodology indicates that 1985 intrusion alarms are 

projected at $908.8 million compared to the original forecast 

of $475 million! Of course, this estimate is based on many 

assumptions including the validity of'~ causal relationship 

between new, nonresidential construction and alarm systems, 

and accuracy of the UCLA long-range forecast. The growth rate 

of alarm costs as a percentage of construction costs, and the 

future mix of intrusion versus fire detection systems. 

Because of the aforementioned tenuous assumptions and 

problems with the Predicasts (or revised) 1985 forecast, an 

alternative Hallcrest projection is suggested based on a 

linear trend extension (least squares method) of each indi-

vidual component of intrusion alarms. 

this method, is shown in Table C-30. 
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The forecast, based on 

, ' 
TABLE C-29 

PROJECTION OF ALARM SYSTEM SALES 

PREDICASTS' VERSUS HALLCREST'S REVISED ESTIMATES 

($ millions) 

Ballcrest's 
Predicasts Revised ~mat~ 

~ llU llli llll u.z.a llll llll u.ao. 
Bldg. Const. Exp. 46.1 53.1 89.8 144 280 141.11 160.5 1 

(bil $) 

% Electric Alarms .09 .11 .10 .18 .30 .263 .282 

TOTAL Alarm Sales 42 57 87 250 830 371.22 452.22 
(Intrusion, Fire, 
mil $) 

% Intrusion 59.5 54.4 58.6 57.7 57.2 78.3 79.1 
. 

% Fire Detection 40.5 45.6 41.4 42.3 42.8 21.7 20.9 
and Prevention 

Intrusion Alarm Sales 25 31 51 150 475 290.7 357.8 

1 1979/1980 historical and 1985 estimated values of nonresidential 
construction in current $ from UCLA_NA.tiQnaL13.11~.in~~~_f.Q.t.~Q.a~.t 
March 1981. P. 21 

2 Cll.t..t..en.t_lnQ.lla..t.t.ial_R.eRQ.t..t~ , U. S • De par t men t 0 f Com mer c e, S e r i e s 
MA-35N, 1979, 1980 

3 A highly conservative estimate of construction to alarms growth 
rate is employed - Predicasts' 1978 figure should actually be .216 

4 ~ alternate method would be to derive 1985 Intrusion Alarm sales 
d1rectly, and by-pass the assumption about the % of instrusion 
versus fire. 
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TABLE C-30 

HALLCREST LINEAR TREND EXTENSION FORECAST 

OEM BURGLAR ALARM SYSTEM SHIPMENTS TO 1985 

($ millions) 

Compound Annual 
Actual Actual Forecast Average Growth 

System 'type .lllS. llll ll.a5. 78-85 80-85 

Local and proprietaryl 113.359 199.162 303.420 15.1% 8.8% 

Central Stationl 60,,027 90.286 134.400 12.2% 8.3% 

Direct Connect2 54.647 63.893 87.490 7.0% 6.5% 

Hold-up (commerc~al 4,967 4.577 1.201 ~18.4% -23.5% 
and Industrial) 

--
TOTAL $233.000 $357.918 $526.511 12.4% 12.6% 

1 1973-1980 historical data employed in linear trend extension 

2 1976-1980 historical data employed in linear trend extension 

The 1985 forecast resulting from the trend extension 

yields a figure of $526.5 million and a compounded annual 

growth rate of nearly 13% foe 1980 to 19~5. Frost and Sulli

van conducted a net market analysis (U.S. production and 

imports less exports) of the intrusion alarms sector. Their 

figures indicate that 1980 U.S. exports ($49.8 million) ex

ceeded imports ($14.4 million). The U.S. domestic market con

sumption is thus only 86% of the U.S. value of shipments 

reported by Census. Assuming that this import/export figure 
\ 

persists in the future, the 1985 U.S. market would be pro

jected at $453 million. 
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4.1.4 Key Markets 

The retail, residential and manufactur ing sectors should 

continue to be the strongest markets .. ~for alarm equipment. In 

the Hallcrest national su~veys, local alarm companies rated 

residential three times more frequently than retail for high 

business volume. Central station firms rated residential and 

retail nearly equal which is consistent with the general 

emphasis on residential and "light commercial" as a client/ 

customer base for central station alarm companies. Insurance 

company premium reductions for burglar and fire alarm systems . 
are a large incentive for their use in the commerical and 

industrial sectors. In some cases intrusion detection and 

fire detection and prevention systems are mandated by insur

ance underwriting requirements or increasingly stricter local 

and state building codes. These traditional markets will 

continue to remain strong and provide a large base for central 

station alarm companies. Larger corporations and institu

tions, however, will increasingly utilize proprietary alarm 

systems and integrated security systems. 

"Significant increases" in services to residential clients 

in the past five years were reported by 81% of central sta

tions and 72% of local alarm firms. The growth of the resi

dential market is dependent upon a number of interrelated 

factors of demand and industry structure discussed below. 
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4.1.5 Industry structure 

The industry structure of the alarm industry is best 

understood in terms of the distribution channel for security 

alarm products. As noted earlier, the Security/Fire Manufac

turers Directory lises about 300 firms as original equipment 

manufacturers (OEM) of alarm related equipment, and The Source 

~, a Security W~ publication, lists over 800 firms. The 

largest u.S. firms are ADEMCO an~ Walter Kidde which make a 

broad range of alarm system components and supplies~ there are 

also other medium-size firms in this category. Another cate

gory of OEM is the firm that manufactures and hlarkets ncom

pleten alarm systems, including tral.!=tmitters .. sensor devices, 

control panels, etc~ often, however, th~ir system components 

rely on those of other manufacturers. Smaller firms that 

primarily manufacture alarm sensing devices are the most 

prevalant type of alarm industry OEM. Other firms manufacture 

control and signalling equipment and central station monitor

ing equipment. In addition, a few of the nationwide central 

station com'()anies, like APT and Honeywell Protection Services 

manufacture much of their own equipment. The large multi

national electronics manufacturing firms have little involve

ment in the alarm industry, although Westinghouse entered the 

market for a brief period and then franchised their opera

tions. Manufacturing of alarm equipment is dominated by small 

to medium-size speciality electronics and communications 

firms. The OEM alarm products are then distributed directly 

to larg1er installers, to wholesale alarm supply distribution 

, -' 
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firms, or to retailers (generally for appliance type or "do-

it-yourself" alarm systems). 

Although the SIC reporting system produces consistent 

reporting of historical industry demand, it does not provide 

an accurate assessment of the relative market share of local, 

proprietary, central station and direct-connect alarm systems. 

In completion of the Census reporting form as noted earlier, 

the OEM firms are given total discretion as to whether th~y 

Qeliev~ that the alarms and components will be used for these 

different applications. Wholesale alarm supply distributors 

playa major role in the distribution channel to installers 

and it would be difficult to assess from the OEM vantage point 

the relative breakout (;;f eventual distribu.tor sales. Never-

theless, it is clear that small local alarm firms and proprie

tary installations are greater in total numbers and dollar 

value of shipments than central station alarm firms, even 

though their median value of sales and employees is signifi

cantly smaller than central stations. 

As noted earlier in the report, the use of digital com

municators and monitoring services has somewhat blurred the 

distinction of local and central station alarm companies. Now 

more alarm dealers and customers have some of the advantages 

of round-the-clock central station monitoring with the instal

lation of a digital communicator monitored remotely (via WATS 

telephone lines) by nationwide monito~i~g services. Local 

alarm companies should be able to increase sales of Doth new 

systems and retrofitting of existing systems using digital 
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communicators and both local area and national monitoring ser

vices. In addi tion, the use of "w ireless" component systems 

has allowed Many local alarm companies to bring the cost of 

alarm systems down to reach more middle class homeowners and 

small businesses. 

Another major development in the alarm industry has been 

the growth of retail sales markets by general merchandise de

partment stores, mass retailers, hardware and building ma

terials outlets, and electronic firms. A growing consumer 
I 

interest has been shown in both wireless systems and do-it-
. 

yourself installations. Frost and Sullivan in their Home Burg-

lar Alum Market research report (1980) predicted that manu::' 

facturer shipment value of components used in hom~ alarm 

systems would nearly double in four years ($240 million in 

1984), and also that appliance type or do-it-yourself systems 

will overtake professionally-installed residential alarm sys

tems. l7 The Hallcrest reconnaissance efforts revealed a grow

ing consumer interest in this low-cost market, but the protec

tive qualities of these mass retail components do not begin to 

compare with a professionally-installed alarm system and/or 

the services of a monitoring service or cent~al station. 

4.1.6 Key Demand Factors 

There are five key factors affecting demand for alarm 

systems in the next few years: (1) the strength of retail 
C) 

sales of alarm components; (2) the potential for ,limited 
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police response to alarm calls; (3) ins1Hance premiums reduc

tions and tax credits for alarm system purchase; (4) the pene-

tration of interactive cable tele~ision in residential secu-

rity; and (5) the potential entry of Bell System operating 

companies into the alarm field. 

Alarm engineering technology has be~n reducing the size 

and cost of components whiCh has aided the pricing and avail

abiltiy of alarm systems to a larger potential small businass 

and homeowner market. Retail sales will simply achiev~ 

greater residential market penetration r~t~~r than displacing 

traditional alarm company sales and installations. If retail 

sales flood police with an even higher false alarm problem, 

then local alarm ordinances could become restrictive with 

regard to appliance-type alarm systems. Loca10and central 

station alarm companies who are already constructively working 

with their customer~ and the police to reduQe the falae alarm 
II 
I 

burden on Police wo~kload could improve their market pOSition, 

as tbe result of a, police backlash against the disparity in 
. ' I{ 

quality and reU.ab"ility of retail appliance-type. alarm equip-
1/ 
(, 

mente ! 

'I 

Reduced ins.u~i:ance premiums for burglar and fire alarm 
II' 

systems should continue to stimulate commerical and industrial 

markets, but the burglary alarm po~tion of premium reduction 

for the average homeowner or tenant's insurance policy would 

have to be increased to stimulate residential sales. At pre

s~nt, only combination burglary and fire systems in upper 
:.) 
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middle income levels can achieve any significant premium re

ductions. On the other hand, passage of state or federal 

security equipment purchase tax credit legislation could sig

nificantly increase alarm and other security-related equipment 

sales. 

With an average installation cost of $800 and annual 

monitoring revenue of $200, many cable television system 

operators can potentially tap the lower middle income levels 

that even the wireless systems have difficulty reaching. Many 

of the largest multiple system operators have plans to move 

rapidly with alarm services. As the cable operators begin to 

forge working relationships with alarm companies through joint 

ventures, or promotional agre~ments, or channel lease agree

ments for alarm company alarm signal transmission, both estab

lished alarm companies and cable system operators will begin 

to see significant residential market penetration. The great

est potential for residential market penetration resides with 

the Bell System Operating Companies. They are ~lrEady in the 

business of communications signal transmission and mass con

sumer communications sales and service and, through AT&T, 

control the only currently viable alarm transmission mode. 

The combination of potential cable television and AT&T. and/or 

Bell Operating Company massive market penetration could offer 

"~ffordability to the mass market" and accentu~te the need to 

develop solutions to the growing false alarm proble~ impact on 

police services. 
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4.2 Closed Curcuit Television 

4.2.1 Category Definition 

Included in this security industry sector are firms who 

manufacture, distribute and install closed circuit television 

systems (CCTV) and equipment, including specially designed 

cameras, monitors, switching equipment, video recorders, re

ceivers, scan converters, and control consoles. The appro

priate SIC Code 3662241 is solely for closed circuit tele

vision systems and equipment and excludes commercial broadcast 

and consumer products. Security equipment as a percentage of 

total CCTV equipment was estimated by Predicasts to be about 

75 percent of total sales in 1978. Many specialized firms 

custorndesign and install CCTV systems from manufactured com

pone.nts, but revenues for these firms beyond manufacturer 

value of shipments cannot be captured in SIC codes. 

4.2.2 Baseline Data 

Table C-31 shows 1977 to 1980 baseline data on the number 

of companies and value of shipments from the tJ,A-36N Current 

IndustriaL Reports series on "Selected Electronic and Asso

ciated Products, including Telephone and Telegraph Apparatus." 

4.2.3 Forecast to 1985 

Two market research reports forecasted CCTV security 
I 

equipment to 1985. Although not linked to SIC codes or dOC:!J

mented data sources, the Business Opportunity Report provides 

historical and projected figures for sales (not value of ship

ments) of CCTV equipment in Table C-32. 
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TABLE C-31 

BASELINE DATA 

CLOSED CIRCUIT TELEVISION SYSTEMS & EQUIPMENT 

llli~ ill.1.2. lll8.~ ll1.9.~ ll.Wl~ 

(: t of Firms 11 12 26 24 

Value of $27,100 $30,856 
Shipments 

$50,989 $82,220 $80,830 

(000) 
C 

1 Current InduStrial Reports, Series MA-36N ,1,\976-1980. 
') 

2· Census of Manufacturers v 1977. 
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1975 

1976 

1977 

1978 

1979 

1980 

1985 

TABLE C-32 

BUSINESS OPPORTUNITY REPORT 

PROJECTED SALES OF CCTV EQUIPMENT 

1975-1985 
Sales (millions$) 

60.0 

66.6 

73.8 Annual 
Growth Rate 

81.9 1975-1985 

90.9 11.0% 

100.8 

169.9 

Average 
(Compounded) 
1980-1985 

11.0% 

According to these estimates, CCTV systems will increase in 

sales from $60 million in 1975 to near 1'y $170 million in 1985, 

11% annual compounded rate of growth. 

The Predicasts report also provided a forecast of CCTV 

security equipment to 1985. Their projections displayed in 

Tab1eC-33 are based on growth factors (undocumented) in 

building construction expense and the percent of construction 

cost devoted to CCTV security equipment. 

C-80 



, 4 "' .. , 4.." i 

1-.. 

TABLE C-33 

PREDICASTS PROJECTIONS OF SALES OF CCTV SECURITY SYSTEMS 

Avg Annual 
Grr.)wth Compounded 

ll9 llU ilil ll12. llll llB.5. 1963-85 ...l979-85 

Bldg Const Exp 46.1 53.1 89.5 144 280 8.6% 10.0% 
Equip. (bil$) 

% CCTV Security .020 .034 .049 .069 .079 
Equip. 

CCTV Security 9 18 44 100 220 15.6% 11.9% 
Equip (mil$) 

The Predicasts 1978 CCTV security equipment estimated 

sales figure ($100 million) exceeds the Census Bureau's 1978 

value of shipments total for ~ CCTV equipment ($50.9 mil

lion) by nearly 100 percent. Predicasts further states that 

security CCTV's share of the total CCTV market reached 75 

percent by 1978 - a more plausible estimate. Predicasts year 

to year sales totals for CCTV are consistently higher than the 

~usiness opportunity Report's, but average projected annual 

growth rates are comparable. Using the updated Census Data 

and UCLA data on nonresidential construction, a revised fore

cast utilizing the Predicasts approach is shown in Table C-34 

projecting growth to 1985. 
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TABLE C-34 

REVISED PROJECTIONS OF 

VALUE OF SHIPMENTS OF SECURITY-RELATED CCTV 

($mil1ions) 

Bldg Const Exp(bil$) 

% CCTV Sec Eqpt. 

CCTV Security Eqpt. 
75% of SIC 3662241 
(mi11$) 

Actual 
1979 1980 

141.11 160.51 

.044 .038 

61.666 2 60.623 2 

Forecast 
1985 

309.11 

.04 3 

123.644 2 

Annual Avg % 
Change (Compounded) 

1980-1985 

14.0% 

15.3% 

1 1979-1980 historical and 1985 estimated values of nonresi
dential construction in current $ from UCLA National Busi
ness Forecast, March 1981, p. 21. 

2 Cu,ren~ng~stLial Re22Lt~, U.S. Department of Commerce, 
Ser ies MA-36N, 1979, 1980. 

3 Estimated from past data 

The revised forecast of $123.644 million for security

related CCTV shipments downscales the original Predi~asts 

projection of $222 million. Both the ratio of CCTV secut ity 

equipment to building cpnstruction expenditures and the per

centage of total CCTV equipment which is security~related are 

in question in this ~ Predicasts estimates. 

An alternative forecast utilizing the "best guess" 75 

percent CC'l'V figure and a linear trend extension of. 1977-1980 

census historical value of shipments data is shown in Table 

C-35. 
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TABLE C-35 

HALLCREST LINEAR TREND EXTENSION FORECAST 

OF OEM SHIPMENTS OF SECURITY-RELATED CCTV EQUIPMENT 

CCTV Security Eqpt. 
(millions $) 

Actual 
1980 

60.623 

Forecast 
1985 

124.181 

Annual Avg % 
Chg (Compounded) 

1980-1985 

15.4% 

The two methods (revised Predicasts and linear trend ex-

tension) are consistent. The likelihood is that CCTV security 

systems production will reach a level of $124 million by '1985. 

These figures for value of shipments can also be adjusted 

upwards with data on the import/export situation for CCTV 

systems. especially given the large number of Japanese firms 

in the U.S. market. Frost and sullivan report that 1980 U.S. 

imports exceeded exports of CCTV systems. As a result, their 

calculations indicate that total domestic consumption is 15.2% 

higher than the value of U.S. produced shipments. If this 

import/export figure persisted into the future, the 1985 manu

facturers value of total U.S. shipments (U.S. production and 

imports/exports) would be projected at approximately $143 

million. 
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4.2.4 Industry Structure 

The industry is dominated by two types of major American 

and Japanese firms which manufacture television and video 

transmission and receiving equipment. One group of firms pro

duces a complete product line of cameras, monit.ors, switching 

units and accessories. The other group concentrates on video 

recorders, motion detectors and other specialty items. Com

patibility of components among manufacturers is largely accom

plished by manufacturer adherence to Electrical Industry Asso

ciation Standards. Major manufacturers can be conveniently 

grouped into American and Japanese firms: 

American Firms 

Ampex 
GTE Sylvania 
General Electric 
RCA 
Javelin Electronics 
VTI 
Pelco 
GYYR 
Vicon 

Japanese Firms 

Panasonic 
Hitachi 
Sanyo 
Sharp 
Toshiba-Denko 
Ikegami 
Koyo 
Toyomenka 
Mitsubishi Electronic 

Several technological developments have shaped market 

sh~res in the industry. Many of the innovations have been 

with cameras. Silicon-intensified cameras use ultra-low-light 

sources not visible to the human eye" J:h~us reducing the neeq 
d 

for security lighting in camera locations. General Electric, 

for example, introduced a patented device that compensates for 

small changes in light. In 1981, RCA paved the way for solid 

\'~ 
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state technology with the use of large-scale integrated cir

cuitry in its cameras. Future developments will occur in 

switching and the use of microcomputers and microprocessors 

which will likely reduce the number of components in a CCTV 

system. Digi tal and microwave transmission systems w ill be 

increasingly used, where feasible, to replace more expensive 

cable. 

CCTV systems in retail and industrial settings stalled as 

stand-alone systems or as part of integrated monitoring and 

detection systems. Many local firms design systems and in

stall equipment of major manufacturers. Some of these firms 

position themselves as CCTV specialists while others provide 

other security control equipment. The use of motion detection 

and other sensors to activate cameras has drawn some burglar 

and fire alarm firms into the CCTV security market. 

4.2.5 Key Markets and Demand Trends 

The use of CCTV in industrial and commercial sectors is a 

good example of technological displacement of secur i ty per

sonnel. A single security employee sitting at a monitoring 

console can alert and guide other security personnel and/or 

tbe police to unauthorized entry, theft, and security viola-

tions .. Improved image resolution on monitors and time-lapse 

video recorders assist in identification of suspects. In the 

industrial setting, CCTV equipment is particularly effective 

in monitoring shipping and receiving operations and remote 

a!:'9as of the facility. Retail security operations have been 
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increasingly installing CCTV to serve as a visible deterrent 

and to aid in detecting employee theft and shoplifting. 

The increased use of solid-state components will likely 

result in equipment which is more compact, more reliable, and 

less expensive to purchase and maintain. This will open up 

more markets for smaller businesses like small retailers and 

convenience stores. A large potential market looms in resi-

dential application~--both single family dwelling and apart

ments and condominiums. Reduced component size and afford-

ability could allow property management firms and homeowners 

to control visitor access through inexpensive CCTV systems. 

Alarm companies will increasingly offer CCTV components to 

their customers. Compact portable units will be developed for 

use in surveillance of "problem areas" experiencing shortages 

and thefts; these units may also be used to expand the field 

surveillance capabilities of law enforcement agencies. 

4.3 Electronic Article Surveillanc~ (EAaL 

4.3.1 Category Definition 

Electronic article surveillance (EAS) systems are used 

primarily in retailing to detect shoplifting and also in 

insti tutions, libraries, and bookstores to prevent book pil

farage. In the typical EAS system, electronic circuits on 

specially constructed tags or discs are generally attached to 

high-value or highly pilferable items such as high-fashion 

clothing apparel and rare and expensive books~ The electronic 

circuits are activated and an alarm sounds when the item moves 
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through a detection area near an exit without the tag/disc 

removed by a salesperson or employee. At present, no distinct 

SIC code exists for EAS systems. Information concerning value 

, drawn from published data, annual reports, and of shipments ~s 

market research reports. 

4.3.2 Baseline Data and Forecast to 1985 

Table C-36 shows the Business opportunity Report estimates 

of past EAS value of shipments and projections to 1985. 

~ 

1976 

1980 

1985 

TABLE C-36 

BUSINESS OPPORTUNITY REPORT 

EAS VALUE OF DOMESTIC AND EXPORT SHIPMENTS 

Current & projected ($ millions) 

U.s. 
Value of Shipments. % Domestic saka 

UwS. Annual Avg 

$10.0 N/A N/A Compound Growth 
1980-1985 

$44.01 63.9% $31.3 
25.5% 

$152.02 64.0% $97.3 

1 Represent sales of equipment and tags, ·total re,venue in 1980 
was $70 million (value of shipments plus leaslnq' an~ over-
seas subsidiaries.) 

2 Assumes no change in domestic percent of sales in 1985 
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4.3.3 Industry structures 

EAS systems are a relatively new entry in the security 

augment field. Knogo Corporation int~Qduced the first system 

in 1966. Sensormatic Electronics Corporation anj:) Gheckpoint 

Systems, Inc. followed with entries in 1968 and 1969, respec

tively. At present only a few firms compete in u.S. or Euro

pean markets, with Sensormatics and Knogo the dominant compet

itors in both areas. 

The Business Opportunity Report provides sales and sh,are 

of market data. In ,terms of total value of shipments, Sensor-

matic controls nearly 52% of the current total market; Knogo 

about 24%, and the three remaining firms approximately 24%. 

Sensormatic is the U.S. sales leader while Knogo leac ~ the 

field in export competition. The end-use markets also vary 

among the major companies. Sensormatic and Check~ate concen

trate on retail stores and general merchandise department 

stores. Checkpoint focus€,S on librar ies, book stores, and 

other retailers. 3M is primarily involved with libraries and 

book stores. Knogo competes in all of these segments, and, in 

additio~, is the sole specialis~in moriitorin~ patient access 

with EAS systems. 

4.3~4 Key End-User Markets and Demand ~rends 

sales have remained strong during dips in the bu~iness 

cycle. High levels of shoplifting incidence have crea,tld a 

demanc'!l for EAS systeIlls, especi~lJ,.y in areas where hIgh unem-, 

ploymer~t bas aggravated the ~lhOp~~ting problem. T~e 1980 
Ii ~, 
, ". 
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value of domestic and export shipments figure of $49 million 

is estimated to represent only three percent of the potential 

market. The ~ines~p-gQ~ynit~~gQ~ presents Sensor

matic's estimates of opportunities for 237,000 systems in the 

U.s. plus over 340,000 more in European markets, and Knogo's 

estimates of U.s. potential alone of at least 600,000 systems. 

The Knogo estimate includes supermarkets, bookstores, librar

ies, and other retailers in the prospective market. 

At present, the key end-use markets are bookstores, li

braries, department and general merchandise stores, specialty 

shops, and discount and variety stores. Most retail applica

tions have been for apparel and soft goods that can be tagged. 

New product introductions will broaden the market further to 

include hard goods applications in drug stores; supermarkets 

and other merchandise categories and retail stores where shop-' 

lifting is ~ major problem. 

No firm has a dominant posi tion from the posi tion of the 

t.echnology employed. Microwave, electromagnetic, and radio 

frequency systems are used by ctifferent firms with no great 

documentable difference in system effectiveness. One firm 

claims that its microwave systems enable greater distances 

between scanning units, thus providing an advantage in shop

ping malls and other locations w~er~ exits are wide and un

clutterad. Microwave, however, is less effective where shop

per.s exit through narrow areas. A major limitation of acti

vated EAS systems has been customer acceptance, especially 

since many activated alarms a~e caused by employees who for~et 
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to remove the tag or disc from a legitimately purchased item. 

Continued rapid growth of EAS systems will largely be de

pendent on customer acceptance and demonstrated system deter

rent value in general merchandise, specialty and mass retail

ing uses. 

5.0 DETERRENT EQUIPMENT 

5.1 Fixed Security Eguipment 

S.l.l Category Definition 

This category includes v,ar ious types of equipment used to 

store valuables for protection against theft or fire damage. 

This equipment, is designed for bank' offices and their 

branches, includes safes, vaults, chests (fire and burglary

resistive), safe deposit boxes, bank security locke.r.s, night 

depositories, security equipment for drive-in windows, and 

Signaling and alarm equipment (when sold together with bank 

equipment). The relevant SIC cades for this category are in 

the 34991 grouping encompassing safes and va~lts. Also in

cluded in this category are insulated filing, film and tape 

cabinets and security files (excluding retail stores) in SIC 

Code 2522323. Seven digit SIC codes for this category are 

shown in TableC-37. 

5.1.2 Baseline Data 

u.s. ~~n§Y§_2!_MAnutAQ~YL~L~ data are available for each 

oft he s eve n dig i t c 1 ass i f i cat ion sin 1972 and 19 7 7 • Anny..a.l 
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TABLE C-31 

BASELINE OOTA-FIXED SOCURI'lY E)JUIPMENl' 

($millions) 

1912a 1913b 1974b 1975b 1916b 197? 1978c 1979c 1980c 

~ Security EfNignent ~ Va1uejmil$) JCQ± Value (milS) 

SIC 34991 

Safes and Chests 

3499115 Fire-resistive 13 14.8 x x x x 13 37.9 x 40.7 54.1 
3499121 Burglary-resistive 15 13.4 x x x x 15 26.4 x 23.3 32.1 

3499141 Safe Deposit Boxes B 31.2 x x x x 8 38.6 x x x 
3499198 All Other 11 85.8 x x x x 11 90.3 x x x 

3499100 Safes & Valllts N.S.K. NI\ 1.0 x x x x NA 1.1 x x x 

~ Safes & Vaults 146.2 188.4 199.5 214.6 187.5 Ni\ 194.3 214.0 236.2 

2522323 Insulated Filing l.i...5. x x x x NI\ aJl x 34.3 40.5 
Cabinets 

TOTAL Fixed Security 161. 7 218.1 

1 All other bank and s-xurity vaults and equipment, including bank security lockers, night depositories, security equipment for drive-in 
windows and similar equipmnt, and signaling and alarm equipment when sold together with bank equipment, and other interior equipment for 
safes and chest's. 

2 Includes inSUlated filing, fiun and tape cabinets and security files, excluding stores 

A::i:~=~:H:~~~, 1975-16 
1980 (HA-2SH), sept 1981 

NA ~ Not available 
x = Data not collected 
+ = Companies with shipments of $100,000 or. more 
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survey of Manufacturers estimates for the entire 34991 group

ing exist only for 1973 to 1976 and 1978. The most recent 

issue (1980) of the cur rent Indllstr ial Repor ts ser ies on 

Office Furniture, MA-25H, is also available for seven-digit 

data for insulated filing cabinets, fire and burglary

resistive safes, and chests for 1979 and 1980. The measures 

.of economic activity used for this industry are number of 

firms and value of shipments. Baseline information is shown 

in Table C-37. 

5.1.3 Forecast to 1985 

The Business Opportunity Report provides estimates of 

fixed security equipment but their operational definition of 

this category includes ftvaults, fences, gates, walls and other 

structures and equipment for the deterrence of intruders." NO 

data sources or SIC codes are indicated; Table C-38 displays 

the historical and forecasted sales figures not value of 

shipments. 

TABLE C-38 

BUSINESS OPPORTUNITY REPORT 

FIXED SECURITY EQUIPMENT SALES PROJECTIONS Average 

Fixed 290.0 
Security 
Equipment 
($ millions) 

J.9.ll 

319.0 

lll1 illl 

350.9 386.0 

C-92 

Annual 
Growth 

l.ill ll.Wl lla.5. llJi6. 76-85 

424.6 467.1 752.3 827.5 10.0% 

1 

:1 

I), ., 
j 

J 
1.1 

Predicasts (E55) growth projections for fixed security 

eq~ipment to 1985 are shown in Table C-39. It should be noted 

that the Predicasts historical figures do not correspond with 

the Census definitions. Additonally, the Predicasts fixed 

security definition is inclusive of insulated filing cabinets 

and banking equipment to include such devices as automatic 

teller machines and cash dispensers as well as a variety of 

other retail banking equipment offered for customer conve

nience. Predicasts reasons that these systems, although de

signed to aid convenient retail banking, also secure cash and 

documents from theft and burglary. To be consistent with our 

methodology, however, we will focus only on those aspects of 

banking equipment which clearly perform the primary function 

of providing physical security and which carry clear-cut SIC 

codes. Fencing has been treated as a separate category of 

deterrent equipment. 

Based on the Census value of shipments data for SIC 34991 

and SIC 2522323 given in Table C-37, Table C-40 lists com

pounded average annual growth rates. Table C-4l provides 

Hallcrest's forecasts of Fixed Security Equipment value of 

shipments to 1985. Careful comparison indicates that Predi

casts h{~torical figures are at odds with 1972 Census of Manu

facturers data.and data estimated by the 1978 Annual Survey of 

Manufactut...e...t.§. for SIC 34991. Each of the entries in Table C-' 

39 varies with Table C-37 Baseline Data for 1972 actual value 

of shipments. An even 9 rea te r distortion is shown in Pr edi

casts estimates of 1978 estimates for safe deposit boxes and 
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TABLE C-39 

PREDICASTS PROJECTION OF FIXED SECURITY EQUIPMENT SALES 
i' 

($ millions of dollars) 

proj 
llil llU ll12. llll l.ll.5, 

f Safes & Chests 

Fire-Resistive 8 13 14 18 33 
Burglary-Resistive 6 7 13 16 32 

(, 
14 20 27 34 65 

Safe Deposit Boxes 13 14 30 48 100 
Other Fixed Equipment 20 37 75 137 365 

tt 
SUBTOTAL 47 71 ),32 219 530 

Bank Vault & Depository Equipment 34 45 83 184 515 
Insulated Filing Cabinets 12 13 17 22 45 

* 
TOTAL Fixed Equipment 93 129 232 425 1090 

" 

~ 
I 

.. 
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SIC 

3499115 Safes s. Chests: Fire-resistive 

3499121 Safes & Chests: Burglary-resistive 
n 
I 3499141 Safe Deposit Boxes \D 

U1 

3499198 All Other Bank & Security Vaults 
and Equipment 

3400100 Safes & Vaults, N.S.K. 

TOTAL Safes an.d Vaults 

2522323 Insulated Filing Cabinets 

TOTAL FIXED SECURITY 

\ 

TABLE C-40 

HISTORICAL GROWTH RATES 

FIXED SECURITY EQUIPMENT 

Annual Average Growth Rates 
Value of Shipments(Compounded) 

liI~77 1972-1978 1972-1i6U 

20.7% 17.8% 

14 .5% 11.8% 

4.2\ 

1.0% 

1.6% 

5.7% 6.5% 

9.0% 12. B\ 

6.2% 

I i 

• 

Annual Average Growth Rates 
Quantity of Shipments (Compounded) 
__ ll1.2.::ll1.7 1 912..=lU .. w..0 __ 

25.7% 

-10.0% 

4.7% 

14.8% 

20.9% 

3.9\ 

10.9% 

-~1 

• 

~ 
,~ 

\.~'.\. 

;...~ " 
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TABLE C-41 

HALLCREST LINEAR TREND PROJECTION OF FIXED SECURITY EQUIPMENT 

OEM VALUE OF SHIPMENTS TO 1985 

($ millions) 

SIC 34991 Safe & Vaults 

SIC 2522323 Insulated Filing 
Cabinets 

TOTAL Fixed Security 

1972~1985 
Average Annual Growth 
~ Rate (compounded) 

4.7% 

51.5 2 9.7% 

316.1 5.7% 

1 Historical data used in performing least squares trend ex
tension, 1972-1978 

2 Historical data used in performing least squares trend ex
tension, 1972-1980 
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all other categories compared to 1977 actual shipment figures. 

Indeed, the real growth performers in terms of value in the 

safes and vaults sector have been both fire and burglary-

resistive safes and chests. Thus, a considerable downscaling 

of Predicasts forecast for SIC 34991 is warranted. 

Table C-41 suggests that the safes and vaults component of 

fixed security equipment will reach a level of $265 million in 

manufacturers value of shipments by 1985. Based on least 

squares trend extension of 1972-1980 historical data, the in-

sulated filing case and cabinents sector should reach a level 

of $51.1 million by 1985 with an average annual growth rate of 

nearly ten percent per year. Combined, the two fixed security 

areas should yield a value of shipments total of $316 million 

by 1985. 

The Predicasts figure for the bank vault and depository 

equipment category in Table C-39 interestingly accounts for 

nearly one-half of their historical or projected figures for 

Total Fixed Security Equipment. 

SIC Code 3499198 covers all other bank security vaults and 

equipment plus night depositories, security equipment for 

drive-in windows, signaling and alarm equipm~nt when sold to

gether with bank equipment, and other interior equipment for 

safes and chests. As such, there appears to be double-

counting between Predicasts "other fixed equipment" and ~Bank 

Vault & Depository Equipment" categories. Growth in fixed 

equipment related to co~venience retail banking--both bank

installed and free-standing ATM's--is aparently covered in SIC 
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~ 3499198. The only clarifications Predicasts provides are the 

statements nother fixed security equipment utilized in retail 

and commercial businesses will increase by 1990 as small firms 

require on-site protection of valuables. This includes elec

tronic devices when sold in conjunction with precious jewelry 

and coin display cases and other protective containers. n18 

Excluding all the cate.gor ies of fixed secur i ty discussed with 

clear-cut SIC codes, one doubts that these nothern devices 

could account for one-half of all fixed security shipments. 

Wi thin the categor ies of fixed secur i ty equipment, fi ~e

resistive safes and chests, burglary-resistive safes and 

chests, and insulated filing cabinets will enjoy the best 

growth rates measured on a value of shipment basis. Share of 

total fixed security equipment sales has also increased. Safe 

deposit boxes and all other bank security vaults and equipment 

have experienced far lower rates of growth and declines in 

shnre of market. 

5.1.4 Industry Structure 

The structure of the industry is such that three companies 

dominate the market: Diebold, the ~eFebure Division of Walter 

Kidde, and the Mosler Safe Division of American standard. 

Other companies are American District Telegraph, Chubb Secu

rity Safe, Ho_lmes Protection, Meilink Bank Equipment, Reming

ton Rand, Security Corporation, and Shaw-Walker. Majo~ sup

pliers of automated teller systems are Docutel, IBM, NCR, 
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Burroughs anel the three dominant companies--Diebold, Kidde, 

and Mosler. 

For higher-priced fixed security equipment, company sales 

representatives often will design a system th4t meets customer 

requd.rements. Smaller items are sO'ld by sales representatives 

through distributors or specialized retail outlets. Locksmith 

retail sales provide a large market for these items--many 

locksmiths position themselves as "lock and safe" firms. 

5.1.5 Key End Use Markets and Demand Trends 

Fixed security equipment consists of those items intended 

to protect property from theft or fire or both. Most of this 

equipment is intended for bank use, and includes safes and 

cabinets, safety deposit boxes, bank vaults, time locks, fire 

doors, and other related items. In addition, automatic bank

ing terminals with cash dispensers and after-hour depositories 

must incorporate anti-burglary features, and therefore periph

erally fall into this category_ Fixed security equipment 

employed by commercial and retail firms (particularly in the 

small business sector) will increase to 1985. Many small 

firms require on-site protection of valuables. 

The commercial bank market will be moderately strong. Two 

factors which limit rapid growth are: 1) the Federal Deposit 

Insurance Corporation (FDIC) and the Bank Protection Act of 

1974 require minimum standards for all banking offices. Most 
,; 

banks far exceed minimum standards, and therefore upgrading in 

equipment should not be substantial; and 2) the branch banking 
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boom is slowing, due to stabilizihg population distributions 

and cost efficiency programs by banks. 

A safe is usually fire and burglary-resistive and meant 

for nonbank use. A wide range of security features is pro

vided, and they vary in door thickness, body thickness, and 

complexity of the locking devicec Nonbank safes can be in

stalled in walls, floors, ceilings, or can be freestanding. 

Insulated filing cabinets are a closely-related category. The 

chief competition for privately-owned safes is the low cost 

bank safety deposit box, although some people opt for the 

convenience and ready access provided by the on-the-premises 

safe. Overall, safe deposit boxes, safes, chests, and 

security-type filing cabinets are characterized by relatively 

high market saturation in residential and industrial sectors. 

Additional forces which moderate demand are: increasing 

knowledge of the time value of money, increasing insurance 

rates for on-site storage of valuables, and more sophisticated 

criminals. 

The recent advent of private safe deposit outlets has 

demonstrated a new demand for this equipment and the conveni

nience of readily-accessible storage. Client confidentiality, 

extended-hour (16 to 24) access and extensive guard and elec

tronic security are key selling points. Primary users include 

investors and homeowners desiring accessible storage for art, 

antiques, coins, jewels, silverware and other invaluable 

items. Given present trends, Hallcrest expects private safe 

deposit outlets to have a strong demand in the top 100 SMSA's 

C-lOO 

with larger cities able to support several businesses. In the 

Washington, D.C. area, for example, the third private vault 

company within one year was opened in early 1983. This busi-

ness concept is so recent, that no historical. data exist. 

Thus, no economic forecasts have been made. The success of 

these ventures, however, could stimulate otherwise flat rates 

of growth and saturated markets for safe deposit boxes. 

5.2 Locking Devices 

5.2.1 Category Definition 

This category includes all exterior and interior locks 

such as padlocks, door locks, lock trim and other related 

hardware; miscellaneous locking devices include window lat-

ches, cable locks, secu,rity fasteners, and rim locks for 

windows and sliding doors; and hardware for installation. 

Locks used in safes, money chests, and bank vaults are not 

inCluded. The relevant SIC codes are seven-digi t classes of 

the Builder's Hardware grouping (34294). 

5.2.2 Baseline Data 

u.S. Census of Manufacture~§ data are only available for 

the seven digit classifications for 1972 and 1977. Ann~al 

Sur~~y 6£ Manufacturer§ data is available only for the entire 

SIC 34294 Builder 8 s Hardware category. The measures of eco

nomic activity used for the locking devices industry are 

number of firms and value of shipments. Baseline information 

is shown in Table C-42. 
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TABLE C-42 

BASELINE DATA--SECURITY LOCKING DEITICES 

VALUE OF SHIPMENTS ($000) AND NUMBER OF FIRMS 

Gt:QY.B SIC UU2. 12.6.12. 12.12.1 l2.Il2. UU2. 12.15.2. 12.u2. un1 
Uit:ma l[Q.lll~ 

Builder's Hardware 34294 934.0 962.4 
Padlocks 

1,081.8 1,086.0 1,299.7 NA 1,385.8 

Pin tum~er 3429412 { { { 
Non pin tumber 3429413 {23.0 {40:0 {59.6 
Combination Door Locks, 3429414 { { { 

locksets, & lock trim 
Cylindrical & tubular 3429416 { { 
Mortise 3429417 {99.0 {121. 0 
Deadlocks & latches 3429418 9.0 8.0 264.2 
Electronically & Elec- 3429419 

trica1ly operated 
locks 

All Other "3429422 8.0 9.0 

Architectural Trim 3429423 
6.0 

{ 
l19.1

3 
Key Blanks 3429424 {H.O 
Cabinet Locks 3429464 { 

129.3
4 

Rim Locks & Other Lock 3429491 { 
Devices 

TOTAL Locking De'lices 145.0 190.0 372.2 

~ U.S. C~n~y.Ii_Qf_Mgny.faQtyL~t:ar 1971 
2 ~t:~giQ~ata_B~gQt:t-E5.~ . 
3 For 1972, data for product codes 3429423 and 3429424 were included with product code 3429498 
4 For 1972, data for product code 3429462 were included with product code 3429491 

14 52.4 
7 24.3 
7 22.7 

19 269.1 
11 37.1 
15 42.8 

5 5.2 

19 32.0 

16 31.3 
13 21.0 

8 19.9 
8 16.7 

574.5 

12.la.2. 

1,682.4 

UU2. 

1,806.4 

~ 
I 
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5.2.3 Forecast to 1985 

Predicasts provides a 1985 value of shipments projection 

based on an extrapolation of historical census data, locking 

device expenditures as a percent of new construction expendi-

tures, and an inflation index. Predicasts forecasts for 1978 

and 1985 are shown in Table C-43. 

TABLE C-43 

PREDICASTS PROJECTION OF LOCKING DEVICE VALUE OF SHIPMENTS 

($ millions) 

New Construct. Expend. (bil 72$) 
% Locking Devices 

Locking Devices (mil 72$) 
Price Index (1972=1.0) 

~bor locks & Lock sets 
Cylindrical, tubular & mortise 
Electrical & Electronic 
Other 

Padlocks 

Night Latches & Deadlocks 

Misc. Devices 
trim, key blanks, rim locks & 
other locks 

123.9 
028 

353 
1.00 

246 
226 

2 
18 

60 

18 

29 

114.9 
.35 

630 
1.57 

395 
355 

7 
33 

110 

52 

73 

131.8 
.35 

1050 
2.28 

630 
565 

12 
53 

200 

85 

135 

According to the Predicasts projections, real growth to 

1985 will be very modest--averaging only approximately a two 

percent increase to 1985 for locking device shipments. Mea

sured in terms of current dollars, shipments are expected to 
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reach a level of $1,050 million by 1985. Slower growth is 

forecast for padlocks (+6.4%) versus door locks and lock sets 

(+8.5%) and night latches and deadlocks (9.1%). Electrical 

locking devices show the fastest growth of all seven-digit 

categories (+10.2), excluding miscellaneous devices. Although 

the Predicasts value of shipments projections appear to be 

reasonably conservative, they are not closely tied to histori

cal Census of Manufacturers data--in several instances value 

of shipments data are miscategorized. Also, as noted under 

the intrusion alarms discussion, these figures are based on 

the tenuous assumption of ~ construction expenditures (ex

cluding residential) as their key leading indicator of growth. 

The sources for the construction and deflator indices are also 

not indicated. 

Given the above limitations, yet recognizing that the 

leading indicator approach has some merit, the Predicasts pro

jections have been reformulated with appropriate corrections 

in historical data. A 1985 projection derived with inputs 

from a recognized long-range forecast of the U.S. economy is 

shown in Table C-44. It should be noted that the revised 

Predicasts projection calls for lower ~ growth for locking 

devices and higher growth in current dollar terms. 

The Business Opportunity Report also provides projections 

of locking devices. Their projections, however, relate to 

..t..e..tai.l_~g~.e.§., not val ue of manufacturer s' shipments. Thei r 

historical and forecast sales figurec, are shown in Table C-45. 
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TABLE C-44 

REVISED PREDICASTS PROJECTION 

OF LOCKING DEVICE SHIPMENTS 

New Construction Ex~enditures (bi1 72$)1 
% Locking Devices (1.0=1%) 

Locking Devices (mil 72$) 
Price Deflator (1972=1.0)3 

Locking Devices (mil $) 
Annual Average Growth (compounded) 1972-1977 
Annual Average Growth (compounded) 1977-1985 

148.7 
.30 

446.1 
2.537 

1131.8 
9.1% 
8.8% 

1 The UCLA National Business Forecast (1981-1991), Nov. 1981, 
p.20 (includes .t~ig~n..t.i.a.l, business, and Federal, state, 
and local structures) 

2 Revised actual 1972 new construction expenditures were 124.5 
billion and locking devices were 372.2 million yielding a 
ratio of .299 

3 UCLA op cit, p. 16 (GNP Price Deflator) 
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TABLE C-45 

BUSINESS OPPORTUNITY REPORT 

OF LOCKING DEVICES RETAIL SALES TO 1986 

($ million) 

Average Annual 
Growth Compuunded 

ll.ll llI.5. 1.9.ll .lllQ ll.6..6. 1972-86 1976-86 

Padlocks 120 155 164 209 296 6.7% 6.1% 

Cylinder LOCKS 300 402 430 564 846 7.7% 7.0% 

Bored Types 40 188 200 263 394 7.7% 7.0% 

All Other Types 40 51 54 68 96 6.5% 5.9% 

Night Latches, 32 47 51 69 109 9.2% 7.9% 
Door Locks 

TOTAL 632 843 899 1173 1741 7.5% 6.8% 

Comparison of the above retail sales figures to the value of 

shipments figures indicates that roughly a 70 percent markup 

has been used in the Business Opportunity Report's extrapola

tion of Census data. The 1976-1986 average annual growth rate 

projection is approximately 7%. Translated to value of ship-

ments terms, the indication is that the 1986 level will be 

$1,024 billion. 

An alternative forecast can be formulated by applying the 

compound 1972-1977 growth rate which has existed for each of 

the major components of the locking devices industry. It is 

recognized that this projection involves the dang~r of fitting 

a trend which occurred during a growth construction period to 
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~ ~ , 1985 and particularly prior years when construction activity 

was at very low levels. The alternate forecast is shown in 

Table C-46. 

TABLE C-46 

HALLCREST PROJECTION TO 1985 

OEM VALUE OF SHIPMENTS FOR LOCKIN~ DEVICES 

Locking Device 
froduct Category 

Padlocks 
Door Locks, Lock 

and Lock Trim 
Miscellaneous 

TOTAL 

Value of Shipments 
( OOO) 

59.6 
Sets, 283.3 

29.3 

372.2 

99.4 
438.5 

36.6 

574.5 

1972-77 
Compound 
Annual Avg 
Growth 

10.7'ili 
9 .lf~ 

4. :,;% 

9.1% 

Projected 
ll.a5. 

225.0 
883.4 

52.3 

1,160.7 

1 Includes cabinet locks, rim locks and other locking devices 

Interestingly, this method yields a forecast estimate only 

slightly higher (+2.5%) than the previous method. The method 

presented here suggests that a 9.2% compound annual average 

growth rate will be experienced in the locking devices sector. 

The forecast assumes that upgrading will grow in excess of new 

construction, and that door locks as a percentage of total 

lock sales will decline as sophisticated locking systems ex

perience more rapid growth. It is also interesting to note 
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that locking devices and security fencing, long the vanguard 

of security devices, comprise the largest security products 

categories. 

5.2.4 Key Markets and Industry Structure 

The market for locking devices is conveniently divided 

between new construction hardware and the upgradinq of struc-

tures. Upgrading older equipment and/or additions to existing 

locks will continue to provide the largest growth. upgrading 

is most frequently undertaken in response to successful com-

promise of existing lock systems, a crime incident, fear of 

crime on the premises or mandated levels (insurance or govern-

ment) of security. FBI crime statistics have consistently 

shown that most entries in residential burglaries are gained 

through forcing inadequate front or rear door locks. Lodging 

establishments, institutions and large commercial complexes 

are constantly looking for ways to improve tenant security 

when there are frequent changes in occupancy; e.g., in hotels 

and dormitories. Keyless locks (coded, push-button, elec

tronic) are more frequently being used in these areas and 

often are standard components for any access control system. 

The structure of the locking device industry includes 

several hundred manufacturers, but the top four companies (Em

hart, Keystone Consolidated, Schlage Lock, and Norris Indus

tries) have over 50 percent of the market. Other major manu

facturers of various types of locks are Scovill Manufacturing 

(Yale), American Lock, Master Lock, Slaymaker, Best, and 
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Medeco in key-operated locks; and Corkey, Continental Instru-

ments, Security Door Controls, Uniqey, Simplex Security, Secu

ritron Magnalock, Silent Watchman, Detex, Essex Transducers 

(United Technologies), Sargent and Greenleaf, and Preso-Matic 

in keyless mechanical and electronic locking devices. There 

is some overlap of electronic lock producing firms into the 

access control system category. 

5.3 Electronic Access Control Systems 

5.3.1 Category Definition 

Electronic access control systems incorporate electronic 

locks with microprocessor units to control access in specific 

areas. Activating devices such as special keys and credit 

card size materials such as mylar or polyester are encoded 

with specific data that identify the user. A card reader 

decodes the information and transmits it to a microcomputer or 

macrocomputer which decides if the card holder should be 

admitted~ Larger systems usually can monitor 20 or more 

control points and often are integrated with other security, 

fire and energy management functions. No separate SIC code 

currently exists within Census of Manufacturers data covering 

electronic or card access control systems. Three major market 

research reports exist, however, which devote substantial 

attention to the future market for these systems. 
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5.3.2 Baseline Data and Forecast to 1985 

Since no reliable historical set of Census Bureau value of 

shipment figures exist for this category, a composite of his

tor ical and "base yearll figures reported by the three market 

research reports will be employed. The individual and com

posite baseline manufacturers ~l~~ totals (not value ship

ments) are shown in Table C-47. As indicated, the Frost and 

Sullivan and aY~~~~~~~QLtYnit~~RQLt 1980 figures are 

reasonably consistent ($70 VB. $75 million). 

TABLE C-47 

ESTIMATES OF HISTORICAL DEMAND FOR 

ELECTRONIC ACCESS CONTROL SYSTEMS 

($ millions) 

REPORT till llll. lll9. l.ll.Q 

Predicasts N/A 90.0 N/A N/A 
Frost &I Sullivan N/A N/A 64.). 70.0 
Business Opportunity 62.0 85.0 94.4 104.7 

Report 
Composite (Frost &I 42.0 64.1 72.5 

&I Sullivan/Business 
Opportunity Report 

Compound Annual Avg 
Growth Rates 

1979-1980 
1975-1980 

1975-1980 

9.204% 
11.1% 

11.54% 

Using the midpoint of the comparable Frost and sullivan 

( 9.2 %) and al1.ain~.a~~2.Q.J:tYnit~ (11.1 %) g row t h rat e s res u 1 t s 

in a consensus figure of 10.2%. The forecast for 1985 value 

of shipments is shown in Table C-48. 
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TABLE C-48 

HALLCREST PROJECTION OF OEM VALUE OF DOMESTIC SHIPMENTS 

OF ELECTRONIC ACCESS CONTROL SYSTEMS TO 1985 

~ 

1980 

1985 

Estimated Value 
of Shipments 

19.3 

31.4 

($ millions) 

Compound Annual Average 
Growth Rate 1980-1985 

10.2% 

1 No Census production figures are available for access con
trol systerr.s. The 1980 value of shipments for the U.S. 
market are estimated by Frost and Sullivan at production 
($26.7 million) plus imports ($3.5 million) less exports 
($10.9 mill ion). 

A combination of inflation and system upgrading through 

the use of microprocessor s and computer ized central control 

systems performing multiple checks against computer memory are 

responsible for the substantially higher projections of market 

value and growth. Another factor aiding growth is the growing 

sophistication of end users to adopt technological security 

measures to cut down the substantial C0Sts of business theft. 

5.3.3 Industry Structure 

The attractive growth rates cited in the previous section 

have resulted in additional firms entering the access control 

systems market. While Predicasts and the Business Opportunity 

E~~QLt agree that Rusco Electronics, Card Key Systems and 
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Schlage Electronics are the "big three n of the industry, the 

reports vary widely as to share of market controlled by these 

companies. Predicasts reports 10 percent while ausin~ 

opportunity Report lists a 55 percent market share for these 

firms. 

Some consensus exists as to the other major domestic 

suppliers of access control systems. The key firms in this 

very competitive field are listed below. There is also some 

ov~~lap into this category of firms which manufacture elec-

tronic loc~~. 

SELECTED FIRMS--ACCESS CONTROL SYSTEMS 

Rusco Electronic Systems 
Card Key Systems 
Schlage Electronics 
APD Security Systems 
Del Norte Technology 
Dextex 
Falcon United Industries 
Harco Indugtties 
Honey\~e,l: 
Lamin~x 

Sendee 
Sensor Engineering 
Sentracon Systems 
Simplex Time Recorder 
Stellar Systems (Wackenhut) 
Synergis'tics 
Systematics 
TEC 
United Security Products 

The Business Opportunity Report indicates that there are 

currently at least 30 U.S. firms involved in this market and 

S~curity ~.2t.l.!1, lists nearly 100 firms. Competition appears to 

be ,tiff, with new product introductions and changes in p~o-

duct lines occurring regularly. Many of these firms are 

smaller regional operations competing only in restricted geo

graphic markets or with stand-alone systems. The trend is 
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markedly toward larger firms offering microprocesser or com-

puter systems capability to handle a variety of functions, 

such as time and attendance, personnel inventory, job cost

ing, surveillance of facilities, and equipment control (e.g., 

elevators, gas pumps, copying and word processing equipment). 

In addition, access control is increasingly being incorporated 

into large-scale integrated ~ystems which monitor security 

alarms and energy management. Small access control firms 

cannot effectively compete in facilities management systems. 

Electronic access control systems are an excellent example 

of a high-growth area of private security which represents a 

potential substitution of technology for human resources. Ac-

cess control systems can replace or reduce the number of 

guards used to perform security functions. Yet, the same 

systems clearly can increase the effectiveness of a guard 

force; a guard at a central control poi~t can monitor the 

movement of many personnel, visitors, and vehicles. 

5.3.4 Key End Use Markets and Demand Trends 

Protection of sensitive information areas and high secu

rity facilities have been the two principal applications for 

access control equipment and systems. The protection of 

sensitive or confidential information includes classfied docu

ments, industrial or trade "secrets," confidential credit and 

personnel information. The large dollar markets have been in 
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high security military, government and defense industry in

stallations; computer sites; corporate headquarters; and re

search facilities. The protection of high-value or high risk

facilities including nuclear power plants, oil refineries, oil 

drilling platforms and chemical processing plants is another 

major application. Access control systems are also becoming 

increasingly cost competitive with electronic and mechanical 

locks that permit frequent changing of combinations or keys 

for existing locks. The ability to alter Lock configurations 

is especially critical in high-turnover establi~hments like 

apartments, hotels, motels, and in retail and commercial 

complexes. 

5.4 Security Lighting 

5.4.1 Category Definition and Major Markets 

Lighting has long been used as a deterrent to crime. 

Research has shown lighting to be a major factor in deterring 

criminal intentions and increasing sense of safety for both 

patrons and employees. This technique has been successf~lly 

applied in such settings as garages and parking lots of enter

tainment establishments and institutions, and in commercial, 

industrial and warehouse settings. Due to both efficiency and 

quality of illumination, there is a trend toward high intens~ 

ity systems which use metal halide, mercury vapor, or sodium 

vapor as the active agents. No distinct SIC code exists for 

security lighting. This section will rely upon Predicasts 

development of historical and projected demand trends. 
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5.4.2 Historical and Projected Value of Shipments 

Predicasts noted security lighting sales increasing from 

$40 million in 1963 to $285 million in 1978. Predicasts pro

jections to 1985 in Table C-49 show strong growth for high 

intensity lighting, especially for special purpose security 

lighting. 

TABLE C-49 

PREDICASTS 1985 PROJECTIONS 

SECURITY LIGHTING EQUIPMENT 

($ millions) 

,Equipment 

High-Intensity Lamps 

Area Flood Lights 

Poles and Accessories 

TOTAL 

5.4.3 Industry Structure 

ll.6..O. 

$ 137 

138 

83 

$ 358 

l.ll5. 

$ 205 

200 

125 

$ 530 

The industry structure is divided into several segments: 

installations, fixture manufacture, and lamp manufacture. In

stallation is generally done by electrical contractors, using 

specifications provided by consulting engineers. In some 

cases the engineering help is given by the lamp manufacturers. 

Security lighting and fixtures are manufactured by specialized 

manufacturers like Guardco, Walter Kidde, Sterner, and Quality 

Lighting. The lamps are primarily supplied by G~neral Elec

ttic, North American Phillips, Sylvania, and Westinghouse. 
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5.4.4. Key Demand Forces 

Two major types of security lighting lamps are available: 

high-intensity discharge lamps and high-and low-pressure so

dium lamps. High-intensity discharge lamps of halide and 

mercury vapor are the most commonly used and overall cost 

efficient light sources. Original installation costs are 

high, and color renditions are relatively poor. High-and low

pressure sodium lamps are less expensive, both in original 

cost and energy costs. These lamps emit an unflattering 

yellowish light, but provide an excellent lighting source for 

CCTV cameras .. 

Two major factors affect the sales and distribution of 

security lighting product alternatives: 1) new construction, 

and 2) replacement of less energy-efficient systems. In

creased construction costs, high interest rates, and an un-

certain economic future dampen the outlook for the former; 

high and rising energ~l costs make the latter a growth situa

tion. High-intensity lighting will not necessarily have a 

larger ~ercentage of the total lighting market. Area flood

light systems will continue to have applications in situations 

where the colored illumination of sodium lamps are inappro-

priate. 

5.5 Computer Secy~ 

5.5.1 Category Definition 

Security measures for computers can be grouped into two 

categories: physical security and data security. Physical 
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security is concerned with protecting the overall site where 

data processing operations are located and restricting access 

to various locations within a facility where computer opera

tions and staff are located. Physical security often utilizes 

guard services, access control, monitoring and alarms de

scribed in other sections of this appendix. Data security 

includes both software and data encryption devices installed 

at either data input or output stages. Computer software for 

security purposes limits user ability to access computer sys

tems, data files, and programs. In this security equipment 

category, we are concerned primarily with data encryption 

devices. Data encryption devices use the National Bureau of 

standards Data Encryption standard (DES) to unintelligibly 

scramble (encrypt) the transmission of data using a mathemati

cal formula. Data is then uncoded (decrypted) at the r~ceiv-

lng end. No distinct SIC code exists for data encryption 

devices for computer security. 

5.5.2 Historical and Projected Value of Shipments 

The market for data encryption units has been estimated at 

$10 million for 1980.19 A major factor affecting the growth 

of data encryption units is the large average dollar loss 

where the computer has been used for illicit activity-

estimated by the FBI at about half a million dollars. Large

scale embezzlements and fraud usually involve access to re

stricted data files. A computer used by an individual whd 

knows the organization's system and access codes/passwords, 
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can be the primary instrument for removing large sums of 

funds, negotiable documents, proprietary information y and 

restricted trade secrets (key manufacturing and engineering 

processes). The data processing function in organizations has 

moved increasingly to distributed data processing (DDP) in 

which on-line access to mainframe computers is provided 

through a network of terminals at remote site locations. It 

is not unusual for large corporations to have key offices and 

facilities around the country interacting with a common data 

base. Some companies now allow key executives or staff to 

access corporate computer systems through a modem hook up to 

their personal or company-provided home computer. The next 

few years will see an explosion in the use of home computers 

and their interface with the traditional corporate work en-

vironlOent. The growth rate for encryption devices should at 

least approximate the conservative estimates forecast for the 

growth of nonhome computers. On this basis, Table C-50 fore

casts a conservative 15 percent compound rate of growth to 

1985. 

~ 

1980 

1985 

TABLE C-50 

DATA ENCRYPTION DEVICES 

PROJECTED SALES TO 1985 

Estimated Value 
of Shipments 

(millions $) 

$10.0 

$20.1 
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5.5.3 Industry structure 

Unlike other fixed security equipment categories, there 

are no major manufacturers of data encryption devices. Some 

of the larger firms in data and voice communications and data 
• 

processing supply data encryption devices as part of a total 

computer security program offered to customers. Most of the 

data encryption devices are manufactured by small specialty 

electronics firms and then sold to major computer firms under 

a variety of contractual arrangements. Many of these units 

are designed for specific aP1'lications (e.g., bank transfers, 

credi tor accounts) and are then adapted to work with the ex-

isting hardware and programming systems of the customer. 

5.6 ~curity Fencing 

5.6.1 Category Definition 

Fencing and other barriers have been one of man's earliest 

devices to protect himself from predators. Generically, secu

rity-related fencing is one of the most basic protective 

mea;:;ures for both safety, assets protection and loss preven

tion. Fencing is usually the "first-line" of defense or pro

tection in perimeter protection of a facility. The function 

of fencing is to 1) prevent unauthorized entry or intrusion 

and 2) delay penetration of a successful intrusion attempt so 

that it can be detected and responded to by security personnel 

or the police. In sensitive or critical facilities, espe

cially nuclear and defense-related facilities, the fence is 

used in conjuction with CCTV, microwave fields, fence sensors 
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and other barriers as a series of protective measures the 

intruder must sucessfully circumvent or defeat in sequence to 

achieve access to protected areas. In the commercial and 

industrial environment chain-link fence fabric is most 

commonly used, and a minimum eight foot height is con

sidered security-related by the fencing industry. Other forms 

of galvanized, aluminum, and vinyl-bonded fence fabric used in 

security applications include taut-wire, barbed-wire and 

razor-ribbon. No clear SIC codes exist for this category; 

posts, fence fabric, brackets, etc. and other component parts 

of fencing ar.e found in other SIC codes. 

5.6.2 Historical and Projected Value of Shipments 

~~nS-lngy§~~y magazine conducts bi-annual surveys of 

fencing manufacturers. Manufacturer estimated sales in 1980 

were estimated at $3.37 billion; residential sales are esti

mated as 60% of the total and industrial/commercial uses 

represent the other 40%. Security-related fencing sales are 

approximately 70% of all sales. The average annual growth 

~ate for fencing was 9.6% between 1976 and 1982. Security 

fencing is an example of security expenditures that can be 

seldom identified in security budgets; more often it is found 

in capital expenditure budgets. 

Applying a compound rate of growth (1976-1982) to the 

fence industry's 1980 baseline figure in Table C-5l results in 

estimated 1985 shipments of $3.72 billion for security-related 
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fencing: $2.24 billion residential and $le5 billion indus-

trial/ commercial. 

TABI,E C-5l 

SECURITY FENCING 

HALLCREST PROJECTED SALES TO 1985 

($ million) 

f:~tima:t~gl 
Annual Avg. 

Forecast % Change 
.lli6. ll1.a lllJl ilJl2. ~ (1976-82) 

TOTAL 2,290 2,810 3,370 3,610 5,327 +9.6% 

Security-Related 1,610 1,967 2,359 2,527 3,729 

Residential 961 1,180 1,425 1,516 2,237 

Commercial 642 787 943 1,011 1,491 

1 Fencing, bi-annual industry surveys for selected years. 

5.6.3 Industry Structure 

In addition to the many wood products cqmpanies which 

manufacture wood fencing in varying heights, aproximately 60 

companies manufacture chain-link fence but there are only 

three major manufacturers of barbed andJZa:z:or-ribbon type 

fencing. Heavy metal palings are used in high security appli

cations; with only one U.S. manufacturer, most paling type 

fencing is imported. Presently, there are approximately 15 

firms combining fencing fabric and alarm sensor devices; major 
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firms include the alarm industry firms of Litton, Linear, 

Stellar, and Racon. The major firms have recently increased 

advertising and market penetration, offering turn key imple-

mentation of per imeter access control systems which may in-

clude fencing, intrusion detection sensors, CCTV, card entry, 

and intercom systems. 

Security-related fencing applications have received in

creasing attention by the fence industry and its industrial/ 

commercial consumers. The International Fencing Show now 

sponsors a separate security fencing seminar, and the August 

1983 issue of ~nQing Ing~§t~~ contains a security fencing 

feature. Some major corporations have reportedly been quietly 

including additional fencing as a secondary barrier in counter 

terrorist programs for strategic corporate facilities. 

6.0 FIRE DETECTION AND CONTROL EQUIPMENT 

6.1 Smoke Detectors and Fire Detection Alarm ~~ 

6.1.1 Category Definition 

Included in this category are electronic smoke and fire 

alarm systems and warning devices. The ~n~.u.§_Qf' H~fg,Q= 

ty..t.e..t,,Q broadly categor izes the devices/systems as smoke and 

heat detection alarms (ionization chamber type and other, 

including photoelectric cell), and the method of alarm signal 

transinission (central station, direct connect and local). The 

relevant SIC codes for this category are in the 36623 grouping 

incompassing both Fire Detection and Prevention Systems and 
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Intrusion Detection Alarm Systems. Seven-digit SIC's for the 

Fire Detection and Prevention alarm areas are shown in Table 

C-52. 

6.1.2 Baseline Data 

u.s. C~Y~f-ManYi~Y~~ data are available only for 

the Alarms systems (SIC 36623) grouping in 1972 and prior 

census years. Annual data for the seven-digit classifications 

1973 to 1980 in either the Annual Survey of Manufacturers or 

"Selected Electronic and Associated Products, Including Tele-

phone and Telegraph Apparatus." The measures of economic 

activity used for this industry are number of firms and value 

of shipments. Baseline information is included in Table C-52. 

6.1.3 Forecast to 1985 

SMOKE DETECTORS--RESIDENTIAL MARKET 

Census of Manufacturers data displayed in Table C-52 show 

that manufacturers sales of smoke detectors have been falling 

sharply since 1977. Data provided by the National Bureau of 

Standards for 1975 to 1980 and projections by the aY~n~a2 

opportunity Report are shown in Table C-53. Table C-53 illus

trates very clearly the plight of the smoke detector market~ 

Prior to General Electric's introduction of their ionization-

type Home sentry model in 1975, the existi~g number of units 

in residential market was small in size (estimated at only 
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TABLE C-52 

BASELINE ~TA ELEX:'l\lJNIC FIRE DETECrION: ALARM S'iS'lDlS 

tU4BER OF MANUFACl'URERS Am VALUE OF SHIJ.lHFNl'S 

(thousands of dollars) 

SIC 36623 19721 19732 19742 19752 19762 19771 19782(r) 19792 19802 
i 1 i i 1 i 1 i 1 ~ 1 i 1 i 

Fi'~ ~t~ctiQD & e[~~tiQD 

Snoke/Heat 
Detection Alarms 

3662353 Ionization Chamber NA NA NA NA NA NA NA 14 160,106 15 108,135 23 84,5B5 23 83,938 

3662354 Photocell/Other NA NA W. NA NA NA NA 15 71,487 20 76,616 30 'Jr. ,501 30 81,224 

3662356 Central Station NA 7,891 8 10,073 11,377 13 11,512, 16 49,993 18 61,736 20 60,561 20 72,550 
I 

3662357 Direct Connect NA 17,07B 4 14,400 5,703 5 4,942 6 5,346 7 8,696 11 19,884 11 21,89B . 
3662355 [Deal NA 14,140 10 19,533 56,611 20 70,831 

'IDTAL 96.1 39,109 44,006 73,691 87,205 286,932 255,183 244,531 259,610 

1 Census of Manufactu[e[s, 1972 and 1971, 1972 Summary data only fo( both fire and intrusion detection alanna. 

2 cu[[ent Indust[ial BePP[ts: Selected Electronic and Associated Products, including Telephone and Tepegraph Aparatus, Series MA-36N, 
1973, 1974, 1975, 1976, 1978, 1979, 1980. 

(r) = revised 
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TABLE C-53 

PAST SALES AND PROJECTED SALES OF 

SMOKE DETECTORS 1975 TO 1985 

(000) Estimated Retail 
~ rtnit:s Sold NhQlesale Unit Vall.l~ sales ($ million) 

1975 2,000 $35 256 

1976 8,000 26 360 

1977 12,000 20 400 

1978 14,000 9 480 

1979 8 7 000 7 500 

1980(e) 6,000 5 520 

1985(e) 5,000 5 700 

e = estimated 

SOURCE: National Bureau of Standards (sele9ted years data) 
and ~~ess Opportl.lnity RepQrt. 
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50,000 total units in 1972). Many competitors entered the 

field with heavy media advertising and stiff price competi

tion. Both Census and Bureau of Standards data show the 

market peaking in 1977. A combination of market saturation, 

price reductions, and dwindling residential housing starts 

have shrunk the market substantially. Census data for 1980 

show smoke detector value of shipments to be flat in current 

dollar growth. Real growth is nonexistent. Unless the hous

ing market rebounds, the unit sales declipes (15% - 16% per

cent per year) forcasted to 1985 by the Business Opgortunity 

Rg~ are realistic. A substantial portion of the current 
'.' 

market is controlled by foreign imports. 

Table C-54 is computed from the baseline Census data and 

provided examples of recent fire detection and prevention sys

tem share of market and growth rate figures. The key to 

forecasting smoke detector growth is unit sales. Since it 

appears that unit price reductions have nearly run their 

course and that the share of market of ionization versus 

photocell smoke detectors has stabilized. It alsu appears 

likely that housing starts are a key leading indicator of 

future unit sales, since market saturation levels may have 

been nearly reached within the existing housing units. The 

best estimate of 1985 value of shipments is that unit growth 

due to a recovery in residential housing starts will not 

return the industry to record 1977 levels. Consequently, the 
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TABL·E C-54 

VALUE OF SHIPMENTS 

t- PERCENT SHARE O~' MARKET BY TYPE OF FIRE P.LARM SYSTEI>1 

15m 
Alarms 

D ( Sr.-.oke Detectors) 

Ionization S5.8 

Other 24.9 

1/ 
TOTAL ALARMS 80.7 

~. Systems 

Central Station 17.4 

Direct Connect 1.9 

U; Local 

TOTAL SYSTEMS 19.3 

till 

42.4 

30.0 

72.4 

24.2 

3.4 

27.6 

TOTALS lOO.O 100.0 

% Change 
l216L11 

-32.5 

7.2 

23.4 

62.7 

llll 

34.6 

32.5 

67.1 

24.8 

8.1 

32.9 

100.0 

% Change 
l272L18 

-21.8 

3.8 

-1.9 

128.6 

lll.O. 

32.3 

31.3 

63.6 

28.0 

8.4 

36.4 

100.0 

SOURCE: Census Qf M&L.rn!facturers,U.S·. Bureau of Census, 1977-1980 
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% Change 
;1280L12 

-0.8 

2.2 

1~.8 

10.1 
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five percent compounded annual average gain is value of ship

ments projected for 1985 in Table C-55 will be entirely 

inf1ationary--unit shipments will be, at best, up by one 

percent. 

TABLE C-55 

HALLCREST VALUE OF SHIPMENTS FORECAST FOR THE 

RESIDENTIAL SMOKE DETECTOR MARKET 

Actual Forecast Percent Change 
llll lllO. 1.2.ll 1980 -

Total Value of Manu-
facturers Shipments 164.<- 086 165,162 211,295 5.0% 
(thousands of $) 

% Ionization Type 51.5 50,,9 50.0 

% Photo Cell 48.5 49.1 50.0 

Ionization Sales 84,585 83,938 105,647.5 

Photocell Sales 79,501 81,224 105,647.5 

FIRE DETECTION AND PREVENTION SYSTEMS 

Predicasts' projections fer this fire ,protection segment 

are shown in Table C-56. Both the Census data and Predicasts 

figures illustrate that fire protection systems have enjoyed 

he4lthy growth over the last decade. Projections for 1985 of 

both local and proprietary and central station systems are 

promising, but direct connect systems are expected to experi

ence minimal growth. 
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TABLE C-56 

PREDICASTS' HISTORICAL AND PROJECTED 

SALES OF FIRE DETECTION AND PREVENTION SYSTEMS 

(millions $) 

Compounded Average 
Annual % Change 

ll2.J. llll il.ll ll1.a lll5. 1978-1985 

Central Station 2 4 7 40 155 21.4% 

Direct Connect 10 14 16 5 7 4.9% 

Local & Proprietary 5 8 13 65 193 16.8% 

TOTAL 17 26 36 110 355 18.2% 

Predicasts projections for the above fire systems are 

derived with the same method used to project intrusion 

alarms--utilizing the historical relationship between nonresi

dential construction expenditures and value of shipments for 

fire detection and prevention systems. The same assumptions 

underlying this methodology in the intrusion alarm sector are 

applicable here. 

Table C-57 presents the original Predicasts' calculations 

and the authors' revisions based on updating and documentation 

of source data. 

A sharply downscaled projection is made for fire detection 

and prevention systems ($173.1 million versus $355 million). 
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TABLE C-57 

PROJECTION OF FIRE ALARM SYSTEM SALES 

PREDICASTS' VERSUS REVISED ESTIMATES 

(millions $) 

Bldg. Construe. 46.1 53.1 89.8 144 
Exp. (bil$) 280 

% Electric Alarms .09 .11 .10 .18 .30 

TOTAL Alarm Sales 42 
(Intrusion & Fire, 
mil $) 

57 87 260 830 

% Intrusion 59.5 54.4 5806 57.7 57.2 

% Fire Detection 40.5 45.6 41.4 42.3 42.8 
& Prevention 

Fire Alarm Sales 17 26 36 110 355 
(mil $) 

Revised 
11.11 lllJl ll.8.5. 

141.11 160.51 309.11 

.263 .282 .35 3 

2 371.2 

78.3 

21.7 

80.5 

.452.2 2 1081.92 

79.1 84.0 

20~9 16.0 

1,1979/1980 historical and 1985 estimated values of nonresidential con
~truction in current $ from UCLA National Business Forecast, March 1981, 
p\~ 21. 

2 ~~ Ingustrial Re~Q~, U.S. Department of Commerce, Series Ma-36N, 
197~, 1980 {excludes smoke detectors) 

3 A highly conservative estimate of construction to alarms growth rate is 
employed--Predicasts' 1978 figure should actually be .216. 
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The revised estimate yields a 13.7% annual average growth rate 

for 1978-1985. An alternative forecast in Table C-58 util-

izes least squares linear projections of central station and 

direct conn"ect fire alarm systems. 

TABLE C-58 

LINEAR TREND EXTENSION FORECAST 

I
t 

l 
FIRE ALARM SYSTEMS 

($ million) 
f,1 Compounded Annual~ 

Average % Change \' Ac:tual 
J979 

Actual 
~ 1980 ~ 

76.8 

Forecast 
1985 ~ 1980-1985 I 

~ 
Central Station 

Alarms, 
60.6 86.0 72.6 105.54 69.6 7.8% r 

Direct Connect 19.9 14.0 2l.~ 23.2 46.11 30.4 16.1% 

TOTAL 70.5 100.0 94.5 100.0 151.65 100.0 

The Hallcrest revision of Predicasts forecast in Table C-

58 appears more consistent with past growth trends within the 

industry. Thus, Ballcrest estimates 1985 value of man~fac

turers shipments to reach a level of $173.1 million. Seventy 

percent of this volume will be in central station systems 

($121.1 million) and 30 percent in direct connect alarms 

($51.9 million). 
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6.1.4 Key Markets and Demand Trends 

Despite the declining demand trends noted in the previous 

sections, two factors could spark a resurgence in sales of 

smoke alarm units. First, a resurgence of the construction 

industry could offset low demand caused by the recent downturn 

in housing starts. Increased construction activity in single 

family dwellings and other forms of housing, e.g., townhouses, 

condominiums, apartments, however, awaits a decline in the 

prime interest rate or a realization that rates have stabil-

ized for some time. 

Second, new or changes in existing state and local build

ing codes could spur demand. Presently, only five states plus 

the District of Columbia require the installation of smoke 

detectors in some existing residential structures as well as 

new units. Seventeen states require detectors in some new 

residential buildings. Additionally, New York and six other 

states require complementary local statutes. Codes requiring 

smoke detectors do not exist in 21 states* 

Predicasts projects very strong growth for fire detection 

and prevention systems to 1985. Their optimistic forecast is 

based upon the following factors: leg~] requirements for 

better fire protection, reduced public protection spending, 

higher labor costs for guard services, and insurance company 

incentives. 

ni~~Qt-CQn~~t systems utilizing leased telephone line 

transmission to a fire department are the slowest growth seg

ment. The costs of monitoring direct equipment are increasing 
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and manpower shortages of trained firemen are being experi-

enced due to budget problems. Local fire alarm systems will 

experience losses in share of market in industrial, commer-

cial, and institutional segments to ~Qe[iet~~ or centtal 

station systems. In the residential sector, however, strong 

potential exists for growth in single fami~y ~wellings. Auto

matic telephone dialers and better quality, l~wer co~t systems 

for fire (and intrusion) are now available. The principal 

growth factors affecting proprietary systems are requirements 

for builders to incorporate improved fire detection and con-

trol syst~ms, plus the growing trend towards linking fire and 

intrusion sensors with energy management into integrated sys-

terns. 

.c~n.tJ:~g.l S..tgti.Qn systems are proj ected to record the 

greatest absolute gains in value of shipments in the 1980~s. 

Equipment upgrading and growing sophistication of controls 

increases revenue per subscriber. Subscriber densities appear 

to be increasing, resulting in better economics of scale on 

high capital equipment costs. Control on total operating 

costs of these systems is afforded with fewer personnel needed 

to monitor automated systems. 

6.2 AYtQmgtiQ_s.Y~inkl~~_S.y~t~m~~ng_Qth~Ei~~Qnt~l 
Eguiement 

6.2.1 Category Definition and Baseline Data 

Chemical fire extinguishers utilize a variety of chemicals 

to deprive an existing fire of oxygen~ such as halon, LDC 

Eoam, C02' or "dry" chemicals. Thesp. units are portable, and 
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range in size from an industrial extinguisher to a hand-held 

unit. Major markets are factories, institutions, hotels and 

motels, and apartment houses for portable industr ial extin

guishers and single family dwellings for smaller, hand-held 

units. The most elaborate and most expensive fire control 

device is the automatic sprinkler system. The system is 

activated by either smoke or heat or both, and reaction is 

immediat~ and effective in all but electrical fires. The 

systems are often used with fire detection alarm systems. 

Appropriate SIC categories are SIC 39991 covering chemical 

fire extinguishers and parts plus a series of seven-digit 

subclassifications. SIC 356991 covers automatic fire sprink

ler equipment. Information on value of shipments plus, in 

some cases, quantity of shipments and number of firms, is 

available from the 1972 and 1977 ~~n~~-2~Mgnufa~~~~. 

1973-1976 value of shipments data are taken from the AnnYgl 

Suryeyof Manufactutets. Baseline information for Fire Con-

trol equipment is shown in Table C-59. 

6.2.2 Forecast to 1985 

Predicasts was the only market research report providing 

projections for the fire control ~quipment industry. His

torical and projected sales figur~~ provided by Predicasts are 

shown in Table C-60. 
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SIC l~l 

39991 Chemical Fire Exting. 52.0 
Equj,p. & Parts 

H~ng-f~t4Qle-BltingL 

3999113 
3999117 
3999118 
39.99.131 
3999139 

Carbon Dioxide 
Dry Chemical 
Presurized Water 
Halogenated Agents 
Other, including foam 

QtneL-CnemiQ~ei[e_~ltingL 
E9Ilil2~Lf4~~':i 

3999151 
3999161 

3999171 
3999180 
3569961 

Two-Wheeled Engines 
Fixed Systems, excluding 
water Sprinkler 

Parts & Attachments for 
Chemical Fire Extinq. 
Automatic Fire 

Sprinkler Equipment 

FIRE 

l~I 

88.0 

TABLE C-59 

CONTROL EQUIPMENT: FIRE EXTINGUISHERS AND 
AUTOMATIC FIRE SPRINKLER EQUIPMENT 

(value of shipments in millions 

12.Ul 12.Il~ l!UtZ- lli5.Z-
HmiU 

125.7 135.4 157.9 154.6 

10.7 
58.3 
10.0 

21.6 

11.6 
2.0 

53.3 

$) 

lli6.Z-

147.3 

lml 
J.CQ Hmill 

207.3 

7 14.0 
9 105.3 
8 10.6 
4 
2 

59.3 
2 

6 14.0 
NA 4.1 
13 48.5 

• 

Quantity of Shipments 
(thousands) 

-..ll1.L _1.,,9.L-17,--_ 

384.6 
5,175.7 

584.7 

5.45.3 
5,317.3 

544.6 

1 C~naUILQLM~nllf4Qt\l[e[a--reporting of number of companies with shipments of $100,000 or more, value "eporting-:f.ncludes all companies. 
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Chemical 

'Automatic 

TOTAL 

SOURCE: 

Fire 

TABLE C-60 

FIRE CONTROL EQUIPMENT 

VALUE OF SHIPMENTS PROJECTIONS 

. (millions $) 

ll.ll 

Extinguisher 200 

Sprink1er & Other 450 

650 

et~g,i,SCa.~t~, B~Rgtt ESS 

lla5. 

400 

1,000 

1,400 

Fire extinguisher growth is estimated by Predicasts to 

average 13 percent per year, pushing sales to $290 million by 

1982 and $400 million by 1985. Sales growth should reach 

$725 million by 1981 for automatic sprinkler and other equip

ment and $1 billion by 1985. "Other" fire control equipment 

includes devices and equipment such a~ industrial fire extin

guishing 'carts, hatchets, foam equipment, pumps, nozzles, and 

fittings. 
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APPBNDIX D 

PRIVATE SECURITY 

STATE LICENSING AND REGULATORY AGENCIES 

KEY REGULATORY PROVISIONS 

STATE STATUTES 

, . 
SOURCE: Charles Buikema and Frank Horvath, "Security Regulation: 
A State-bY-State Update;" and Minot B. Dodson, "State Statutes 
Regulating Security Guards;" in ~curity Kanagement, January 
1984:39-48. 
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SECURITY 
REGULATION: 
A State.-by.-State Update 

BY CHARLES BUIKEMA & FRANK HORVATH 
Today, private security in the US is a 

multi-billion dollar industry that directly 
or indirectly affects virtually every as
pect of our society and way of life.' 
Moreove~, there are strong indicalions 
that growth in the industry will continlle 
for a number of years.' 

Despite the size and growth in the se
curity services field, it is clear the in
dustry is highly diversified and without 
a ~ingle. universally accepted definition 
that captures the full range of services 
that are or can be offered for a fee. How
ever, three major services in the industry 
are most publicly visible and account for 
the great bulk of its growth and gross 
revenue: security guard services, both 
proprietary and contract: alarm system 
contractors: and private detective s:.!rv
ices. These three are also unique in an
other way: they raise a host of clearl}' 
definable public policy issues about the 
nature of private security services in 
comparison to public law enforcement 
services. For example, securilY officers 
and private detectives in most jurisdic
tions are not subject to the same admin
istrative or legal control as public police 
officers, even though, in many in
stances, the work performed is similar 
in nature and has equal potential for vi
olation of a citizen's legally defmed rights. 
Similarly, alarm system services offered 
privately often prescnt serious problems 
for public law enforcement officers. Such 
services, for instance, may be fraudu
lently offered to unitnowing consumers. 

~ Advisory Committee on Crimiral Jus· 
tice Standanh and Goals, Privalt StCurlry' Rtporr 
O/IM Task Foret on Pri,·al' Stcurlty, rWashln,. 
ton, DC: US Government Printing Office, 1976), 
(on:word. 

'Ibid .. p. 33. 

JANUARY 1984 

.' 

Even II gitimate alarm service.~ are a gen
IJine ani widespread concern to public 
law enfll !Cement agencies, for whom the 
false a1ar,l1 rate is a major source of con
troversy a,d conflict. l 

One of the most wiciely discussed rem
edies for the problems just described is 
public regulation and control. Govern
ment intervention in the security field 
through Iicellsing and other regulatory 
legislation is often thought to be the most 
effective mechanism for resolution of 
these problems. This point of view was 
most directly and forcefully made by 
Kakalik and Wildhorn as a result of their 
national survey of the !lrivate security 
industry.' Their proposal was reiterated 
in 1976 by the National Advisory Com
mittee on Criminal Jllstice Standards and 
Goals (NACOCJSG) in their repon, Pri
Vate Security. According to this repon, 
the nature of the security field was such 
that regulatory legislation at the state level 
would be the most approprialt\ and ef
fective mechanism for control.' 

The major purpose of our study of the 
security service industry was to examine 
existing state regulation of guard serv
ices, private investigators, and alarm 
system contractors, In addirion. we 
wanted to analyze the content of existing 
state legisll.ltion to determine the nature 
of state control, panicularly regarding 
specific requirements for licensure and 
revocation of licensure. Finally, we 
wanted to examine whether or not the 
amO!lnt of state regulatiol) had changed 

~ik and S. WUdhom, Prl"art Pollct In 
Iht Unlt.d S,a,ts: Findings and RuolMltndalloflS 
(Santi Mor.lcl, CA: The Rand Corporation, 1971), 
p.103. 

'(bM., p, ". 
'National Advisory Commlnee. p •. ~2, 

since the issllance of the NACOC]SG 
repon. 

In mid-198!, we sent appropriate of
ficials and agencies in each of the fifty 
states a questionnaire requelting infor
mation on the existence of state legis
lation in three area:; cf concern. If such 
legislation existed, copies were re
quested. If not, the questionnaire asked 
for information on w"ethe~ such legis
lation was currently,,'Cnding and what 
the nature of Ihat lel1',slation was. 

Of the fifty qucs'//onnaires initially 
mailed, thiny-five {Jere returned. Fol
low-up questionnaires and telephone calls 
to the non-rcspondents yielded an ad
ditional twelve responses. In one case, 
New Hampshire. follow-up inquiries 
showed that legislation in that state, 
though. in effect, was unavailable be
cause of recent alterations in the statute. 
Thus, a total of fony-seven responses 
were receiVed. The non-responding states 
were Oklahoma, South Dakota, and Ten
nessee. 

Of the fony-seven responding states, 
thirty-seye~ of them (79 percent) indi
cated that in IhOse jurisdictions the state 
regulates at least one of the three security 
services being studied. E,mlblt I is a 
listing of those states, (State regUlation 
merely of fees to operate in a panicular 
jurisdiction were not included in the data 
shown in Exhibit 1.) The first category 
in the exhibit shows that thiny-three states 
regulate contract security and guard serv
ices, while only three regulate proprie
tary guard services. It is Interesting that 
only Kentucky exclusively regulates pro
pri~tary guard services: the 5~tutc in that 
state pemlits the governor lo::appoint, at 
a merchant's request, guard ~~ices for 
the merchant's propeny, 
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Private investigators an: regulated in 
thirty-three states. In many of these ju
risdictions. the tenn "private detective 
0.. inve;;tigator" is used to describe a 
variety of security activities. In fact. in 
some jurisdictions. private investigators 
are also pennitted to provide guard serv
ices (this is not the case in states that 
regulate these activities separately. how
ever). 

As indicated the first category of Ex
hibit I. alarm system contractors are reg
Ioilated in only eight states. Only Rhode 
Island exclusively regl}.lates this security 
specialty. This category also !:;,,)ws that 
the majority of the fifty states regulate 
only contract security guard sel"Vices and 
private investigators. 

The rerc-,;ning three parts of Exhibit 
I summari7.~ the major reqairements for 
licp.nsure h those states that have such 
regulation. :0 simplify the presentation 
of data. oniy ,me "X" is used whether 
the item appea.·~ in one or more of the 
state's regulatio\".I. For examr! l, if con· 
tract security guards and private detec
tives are both regulated in a state but 

Are .. Regulat.ci 
Contract guards 
Proprietary guards 
Private investigators 

X X 

X 
Alarm System contractors 

Llcenlure Requlrernentl 
No felony convictions 
US citizenship 
Written examination 
Minimum age 
Experiance 
Education 
Training 
Ucenslng period 

Revocation Groundl 
Violation of license law 
False statements 
Felony conviction 
Dlshonostyi!raud 
Impersonating police officer 
Insolvent bond 
Release confidential info 
Fall 10 render service 
Violate court order 
False advertiSing 
Incompetency 

X 
?< 
C 
X 

X X 
X X 

X X 
X X 
X X 

X X 

x 
X 
X 

only one of them requires US citizen
ship, a single "X" appears in that col
umn. If both regulations inclu<bl thM 
requirement just one .. X" still appears. 
While this method might seem confus
ing, it was seldom the case that require
ments of two laws in the same state were 
significantly different for either individ
uals or agencies seekil'~ licensure. 

Exhibit I shows th'.cthe most common 
substantive requir:.ment for licensure is 
lack of a felony conviction. Of the thirty 
states with a regulatory statute. tWl':;iy
nine (78 percent) had such 9_ require
ment. These were generally applicable 
10 officers. stockholtl..:::rs. and all other 
individuals withir: an agency seeking li
censure. In c:ght of these states, how
ever, the,.: are some exemptions from 
the gr.:'leral rule. Exemptions include a 
tilm: limitation of from five years (WI, 
MT, NC) to twenty years (OH. IL) after 
a cOll'liction before application can be 
made for licensure, and such qualifying 
phrases as the conviction must not reflect 
unfavorably on the fitness of the appli
cant or the conviction must not be for 

any ~rime involving moral turpitucte. 
Thus. in some jurisdictions, the regu
lating agency is given the authority to 
judge the applicant's criminal hislOly with 
some flexibility. 

In twenty-five of the regulating states. 
appli<tants are required to til! uS CIIU,;u:. 
Resident alien staw.!: is permissible in 
only two statl'.!: \AZ,ME), and in only 
ten Sfllte~ is the applicant also required 
to ~ a state reSIdent. 

Slightly less than half (seventeen) of 
the states require a written examination 
of the applicant. In &ome cases, this ex
amination is supplemented with an oral 
interview (KS) or required only if the 
applicant I~cks security-related experi
ence. Most of the regulatory statutes do 
net specify a particular range of subject 
matter for examination. usually leaving 
that concern to the discretion or the liM 
censing authority. 

Thirty-four of the thirty-seven states 
specify a minimum age requirement. 
typically 18. In other cases. however. 
the. required minimum age of applicants 
ranges from 21 to 25. 

Exhibit I-State. Requiring Licensure of Guard, Investigator, 

X X X X 

X X X X 
X X 

X X X 
X X 
X X 
o C F F 
X X X X 
X 
X X X 
X X X X 

X X 
X X 
X X 
X X 

X 

X 

X 
X 
X 
X 

X X 
X 
X 
X 

X 

x 
X 

x X 
X 

X X 

B 
X 

C C 
X 

X X 
X X 

X X 
X 
X 

X X 
X X 
X X 
X 

X 
X X 

X 

X X X X 

X X X X X 

B X X 
X X X X X 
X X X X 
E DOC 0 
X G X 
X 

X X 
X X X X X 

x X X X 
X X X X 
X X X 
X X X 

X 
X X X X 
X X 

X 
X 

X 
X 

X 

X X 
X 

o C 
X 

X 

X 
X 

X 
X 

X 

X 

X 

X 

F 
X 

X 

x 

x 
X 

X 
X 

F 
X 

X 

X 

X 
X 

X 
X 

F 
X 
X 

X 

X 
X 
X 
X 
X 

X 

X 

X 

X 

x 

C 
X 

X 

X 

X 

X X X X X X XXXXXXXXX 
XXXXXXXX 

X 
X 
X 
X 

X X X X X X 
X X X 

X X X X X X X 

X 

X 

MlaceUaneoul 
Application fee 
Angerprintslphotograph 
Angerprint check 
Personal rel"rences 
Criminal record X X X X X X 

A-Slandard used by the US Postal 
Department lor abbreviations 01 stllt.S. 

B-TIme limit ,x8mpHon or other qualifying 
expression. 

C-18 years old. 
~21 yflm old. 
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~ Experience in a security-.l:lated activ- censed to carry fueanns. Four of these a cowt order (ten Stites); false advems-

ity is required in thirty-onf of the thirty- states, in addition, require training of ing (ten states); and in".ompetenc:y (eight 
seven staleS wilh licensing '\tatut~.lyv- unann::d personnel. Only the statute in states). 
ic:tlly, such experiential ac:ivity is de- Georgia specifies the nature and length In most instances, grounds for revo-
fined loosely and the required years of of the training required for both armed calion of licensure were similar to grounds 
experience ranges from one year in three and unarmed per.IOMel-eight hours for for deni21 of licensure; for this reason, 
stales to fiv~:years in five states. In some the former and four for the latter. It b the latter are not ~parately displayed in 

.' jurisdictions.' law enforcement experi- somewhat anomalous, however, that that Exhibit I. 
ence is a satisfactory waiver of the ex- statute does not specify firearms training In addition to the major substantive 
perience requirement. In only orle stal'e for personnel who carry fireanns. requirements for licensure shown in Ex-
(IL) is educational achievement an ef- A number of activities constitute hibitl, a number of miscellaneous re-
fective. though pilItial, substitute for field grounds for revocation of licensure. As quirements are also mentioned. For in-
experience. Educational requirements,. shown in Exhibit I, the most common stance, in thirty-three states an application 
by the way. generally specify either com- is a violation of the licensing statute, fee, which varied from state to state, is 
pletion of high school (six states) or the apparent in thiny-one of the thirty-seven required. Thirty-one of the states require 

.' 
completion of a "general education di- states. The most common other grounds the submission of fingerprints 01' pho-
ploma." for revocation were (in order): making tographs or both, al!hough only nine StaleS 

Licensing periods generally are one- false statements lit the licensing appli- require a state fingerprint check and only 
year (nineteen states) or two-years (sev- tation (twenty-six states); conviction in five require a national (FBK) check. A 
e:nlCCII states), The stale of Kentucky, a felony (twenty-one states); dishonesty listing of personal references is required 
apparently because of its rather unique or fraud in dealing with either clients or in eighteen states, and a copy of an ap-
statute. has no fixed licensing period. the licensing authority (eighteen states); plicant'~ criminal record is a requirement 

FinallY, in less than half (sixteen) the impersonation of a police officer (sixteen in fifteen states. 

t; 
states requiring licensure. applicants must states); insolvency of a surety bond (thir- lnthe 1976 report of the NACOCJSG, 
undergo a minimal level of training. In teen states); the unauthorized release of thiny-four states were shown to regulate ), 

! 
all of these states, training is required of confidential information (ten states); at lellSt one segment of the security in- f all personnel who will carry or be: Ii- failure to render service or vioilltion of dustry. In our study. thirty-eight states 

and Alarm Systems and Major Quallflcatlona r 
MT NE NV NH N.! NM NY He NO O+f PI' RI sc TX UT VT VA wv WI 

~ 
Areal Regulated 
Contract guards X X X X X X X X X X X X X X X X X 
Proprietary guards X 
Private investigators X X X X X X X X X X X X X X X X 
Alarm system contractors X X X X. X 

Llcen.unl Requirement. 
No felony convictions 8 X X X X X B B X B X X X B X B 
US citizenship X X X X X X X X X X X X 
Written examination X X X X X X X X X X X 

(; Minimum age C 0 0 F C C C F C C C C C C C C 
Experience X X X X X X X X X X X X X X X X 
Education X X X 
Training X X X X X X X 
Ucensing period X X X X X X X ~ X X X X X X X X X X 

ReYoCiltlon Ground. 
Violation of license law X X X X X X X X X X X X X X X X 
False statements X X X X X X X X X X X X X X 
Felony conviction X X X X X X X X X X 

t: Dishonellly/fraud X X X X X X X X 
Impersonating police officer X X X X X X X X 
Insoivent bond X X X X X X X 
Release confidential info X X X X 
Fall to render service X X X X X X X 
Violate court order X X X )( X X 
False advertising X X X X 
Incompetency X X X X 

t: 
Mlacellaneoue 
Application fee X X X X .{ X X X X X X X X X X X 

~ '-
Fingerprints/photograph X X X X X X X X X X X X X X X 
Fingerprint check X X X X X X I 

Personal references X X X X X X X X X X ~ 

Criminal record X X X X X X X X X 
~ 

E-22 years old. G-Educatioo a1lOWabl. substitute lor 
'ii 

1'--25 years old. •• J:8rlence. 
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(including New Hampshire) were found 
to have such regulation. However. the 
states listed in the 1976 report and our 
findings are different in some cases. For 
instance. the earlier report indicated that 
both Colorado and Alabama require li
censure of private detectives. Our re
sponses from authorities in these states, 
however. show that such legislation is 
not in effect. The reason for these dis
crepancies is not apparent in the re
sponses to our survey. Nor were there 
any obvious reasons for other differences 
between the pr':5ent findings and those 
reported by NACOCJSG with respect to 
specific licensing requirements in the 
various states. Without mentioning all 
the changes. suffice it to say that changes 
have occurred since the 1976 report. 

Also since the NACOCJSG report, five 
states have adopted new statutes man
dating licensure of certain security-re
lated activities. In 1976, Alaska adopted 
legislation requiring the licensure of con
tract security guards and services; similar 
legislation was enacted by Utah in 1979 
and by Virginia in 1976. A statute in 
Kentucky to regulate certain proprietary 
guard services was adopted in 1978. Fi
nally. Rhode Island, through passage of 
legislation in 1977. initiated regulation 
of al arm services. 

No substantial changes appear to have 
taken place in the licensure of private 
investigators since 1976. In fact. the Stale 
of Virginia. through legislation adopted 
in 1976. is apparently the only state that 
has taken action on this issue. 

Since 1976, the greatest legislative ac
tivity regarding security services has been 
in the enactment of statutes dealing with 
alarm services. The NACOCJSG report 
mentioned that only three states-Mich
igan. North Carolina, and Texas-had 
such legislation. In our survey. five ad
ditional states were found to regulate alarm 
services: Arkansas, California. Mon
tana. Wisconsin. and Rhode Island. [n 
each of these states, with the exception 
of Rhode Island. licensing of alarm serv- . 
ices is accomplished by amendment to 
existing statutes regulating other serv
ices. Rhode Island's legislation was 
adopted independently. 

Since 1976. th~ year the NACOCJSG 

~ & Wildhom, pp. 46-73. 
"See. for example, the faJl, 1981 issue of Pro· 

forum. Nalional Cenler for Ihe Study of Profes· 
sions. Washinglon. DC. 

'Sec. (or example. "Security Education; Where 
To Gel 11." Stcu';~ World (1anuary. 1981). p. 
21; K. K.berle. "A Studenl's P.npecliv .... St· 
curity Manag.m.nl. (1une. 1982), pp. '4-5.5; H. 
Timm. "Create a Curriculum." S~curi(y Managt
m.nl. (Iune. 1982). pp. 61-64. 
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issued its report, there has n.1t been a 
strong movement in the states to regulate 
the largest, most visible segments of the: 
private security industry through licen
sure. Since. by all accounts, growth in 
these segments is likely to continue, it 
seems likely that the prlablems that 
prompted the calls for licensure in the 
fust place will also continue.' 

for fu-earms training often do not exist; 
and when they do, they are fat below 
those set for public police officers. 
Moreover, as our results show. there is 
a considerable lack of uniformity from 
state to state not only in what areas.are 
licensed, but also in the specific require
ments for licensure in a similar areas. It 
is also true that even if these problems 
could be dealt wi!h through uniform li
censure requirements, the effort and re
sources spent enforcing any sanctions 
would most likely vary among jurisdic
tions. 

It is true that licensure in and of itself 
is an effective remedy for sollie of the 
most perplexing and difficult issues in 
the security industry, particularly those 
that pose important public policy ques
tions. For example, the fact that many 
private security personnel are permitted 
to carry and Ilse firearms is indeed a 
considerable concern. Yet, even in those 
states with regulatory statutes. standards 

Perhaps one of the most predominant 
reasons for the lack of movement toward 
licensure is that state regUlation of the 
professions and occupations has. in re
cent years. become an issue of great con-

State Agencies Regulating 

Slale CQ,jtac:l Address 

Alabama No state ~gency 
Alaska Major Michael Korhonen. Com- PO Box 6188 Annex 

mander. Administrative Services Anchorage. 99502 
Bureau, Alaska State Troopers 9071465-4322 

Arizona Arizona Dept of Public Safety 
Licensing Unit 
PO BOil 6638 
Phoenix. 85C05 
6021262·8361 

Arkansas Bm &!dis. Administrator. ArIcan· PO Box 5901 
sas Board of Private Investigators Little Rock. 72215 
& Prival(: Security Agencies 501122413101 

Califomia Gary Kern. Chief Bureau of Collections and 
Investigative Services 

1920 20th Street 
Samuncnto.95814 
9161739·3028 

Colorado No state agency 
Connecticut Sgt. Edward Dailey. Commanding 294 Colony Street 

Officer. Special Serv. Unit. Dept. Meridan. 06450 
of Public Safety 203/238-6331 

Delaware Cap!. James Nilen. State of Dela- Dover, 19903 
ware. Board of Examincn, Hcad· 3021736-5994 
quartcn. DelawllR! Slate Police 

District of Deplltment of Licensing. Licens· WashingtOn, DC 20004 
Columbia ing Investigations and Inspections 2021727·6904 
Florida Aline Tyson. License Pennit Ad- The Capitol 

ministrator. Division of Licensing Tallahassee. 32301 
9041488·5381 

Georgia Tom Mishou, Executive Director, 166 Ptyor Street 
Galrgia Board of Pri"a!C (nvesti- Atlanta. 30303 
gators & Security Agencies 4041656·2282 

Hawaii Michael Machado. Board of Pri, PO Box 3469 
vate Detectives and Guards Honolulu. 96801 

8081548·7461 
(daho No state agency 

conlfnued on toed pap 
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troversy in legislative bodies.' On one 
side of the issue arc those who contend 
that such regulation rs seldom of benefit 
to the consumer, merely enhances the 
image of those in the field, and impedes 
competition. Others contend that licen
sure ensures greater uniformity of serv
ice, better control of fraudulent or mis
leading practices, and more effective and 
quicker upgrading of personnel em
ploy~ in the field. 

It docs appear that industry leaders and 
professional groups arc now advocating 
alternatives to licensure to resolve some 
of the critical problems in the security 
industry. Prominent in these proposals 
is the development of training programs 
in "security issues" in academic insti
tutions, whicl1 aprear to have laken hold 

the Security Industry 

State Coniacl 

across the country.· AIIochcr alternative 
is the CPP (Certified Protection Profes
sional) program administered by ASIS, 
which could ensure that those who hold 
positions of responsibility in the industry 
have appropriate knowledge and under
standill:g of professional responsibilities, 
a~ well as technical issues, necessary to 
perform security services. @ID 
About the Autbon ••. Charles Bui
kema. CPP. is director of communica
tions and security for St. Lawrence Hos
pital ill Lansillg. MI. He is treasurer of 
the Lansillg ASIS chapter. 

Frank Horvath. ,PhD. is an associate 
professor ill thf! School ofCrimin.a1 Jus
tice at Michigan State Ulliversity. He is 
a member of ASIS and is active ill the 
Lansillg chapter. 

Adclftss 

lIlinois Wonda Young. Supervisor. De- 320 West WashinglOn Street 
parunent of Registration Springfield. 62785 

217n8S-08S3 
Indiana Major Uoyd Jennings. Stale of In- 100 North Senale Avenue 

diana. Indiana Stale Police Indianapolis. 46204 
3171232-8250 

Iowa Carroll Bidler. Director of Admin- WaI[ace Stale Office Building 
istration. Department of Public Des Moines. 50319 
Safety 515/281·5149 

Kansas No stale agelll:Y 
Kentucky No state agency 
Louisiana No Stale agency 
Maine Sergeant Gregory Spitzer. Maine 36 Hoopital Street 

State Po[i::2. Licensing Section Augusta, 04330 
2071289-2819 

Maryland Li-.I:tenanl Byron Hubble. Liceris- 1201 Reisterstown Road 
ing Division, Mary[and Stale Po- Pikesville. 21208 
lice 301/486-3101 

Massachusetts James C. McMahon, Commission. Room 1301 
Administrative Assistant ' McConnick Building * t AshburlOn Place 

Boston. 02108 
617n27-3692 

Michigan Detective Sergellllt Smith. Depart- 7150 Haros Drive 
ment of Stale Police Lansing, 48913 

5[71322·1964 
Minnesota Catherine Gastey-cr, Board of Pri- Stale of Minnesota 

vale Delectives &. Protective Agent 1246 University Avenue 
Services St. Paul, 55104 

6121296-8399 
Mississippi No stale agency 
Missouri No stale agency 
Montana Mike Archibald. Adrainistra1ive [424 9th Avenue 

Assistant, Board of Private Secu- Helena. 59620 
rity, Patrol & Private Investigators. 4061449·3737 
Dep~n:ofConune~e 

Nebraska No state agency 
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suae 
Nevada 

New Hamp-
shire 

New Jersey 

New Mexico 

New York 

Nonh CarD-
lina 

North Dakota 

Ohio 

'Oklahoma 
'Orc,0Il 
Pennsylvania 
Rhode Island 
South CarD-
lina 

South Dakota 
Tennessee 
Texas 

Utah 

Vermont 

VirJini& 

Wasl!lnllon 
West VirJinia 

WllCOIIlin 

Wyoming 

I 

CGIIu,' ,.eII rr- .... e 43 

CoDlKt 

Gloria Norris. Sccrewy to the 
BoiIrd. Private Investigators Li· 
censing Boord 

Supervisor of Pennits and Licenses 

Chris Stark. Clerical Supervisor. 
Private Detective Unit. New Jersey 
State Police 
David T. Stewan. Bureau Chief. 
State of New Mexico. Bureau of 
Private Investigators 

Dominick Esposito, Hcad Clerk. 
Department of S~e License Divi· 
sion 
Haywood R. Starling. Administra· 
tor. Private Protector Services 
Board 
North Dakota Licensing Divi.ion 

Luther C. Yltes. Depanmcnt of 
Commerce. Division of Licensin.g 

No state &Heney 
No state I,ency 
No §We a,eney 

No §We -SCney 
Paul J. Moran. South Carolina 
Law EIIforcement Division 

No state ageney 
No state alency 
C1cma D. Sanders. Executive Di· 
rector. TexIS Board of Private In· 
ycstilalion .t Private Sfcurity 
Alb'lCie5 
Dec Brakdult. Depanment of Reg· 
ul."ory Licensin:!. Depanment of 
Punic Safety 
ItJ~ McGurran. Licensin, Clerk. 
~ietaty of State Board of Private 
Delectlve Licensing 
David E. Dick 

Mulcne M. Maly. Depanment of 
Rel'lla1ions .t Licensing 

No state arency 

Address 

Heros Memorial Building 
Capitol Complex 
Carson. 89710 
7021885-3535 
State of New HaIf,p::."ire 
Department of SaU:ty . 
Division of State Police 
Concord. 0330\ 
6031271-3636 
PO Box 7068 
West Trenton. 08625 
6091882-2000 ext. 267812671 
Law Enforcement Academy 
PO 801l2323 
Santa Fe. 87503-2323 
5051827 -92!H 
162 Washington Avenue 
Albany. 12731 
S 181474-0408 

3320 Old Gamer Road 
Raleigh. 276 \0 
9191779-1400 
State Capitol 
Bismark. 58505 
7011224-2594 
2 Nationwide Plaza 
Columbus. 43215 
6141466-4130 

PO Box 21398 
Columbia. 29221 
8031758-6000 

PO Box 135()l) 
Austin. 78711 
5121475-3944 

4501 South 2700 West 
Salt Lake City. 84119 
801!965~484 

Montpelier. 05602 
8021823·2363 

Commonwealth of Virginia 
Depanment of Commerce 
3600 West Broad Street 
Richmond. 23230 
1IOot1786-5394 

State Capitol 
Charleston, 2S305 
3041345-4000 
PO Box 8936 
Madison. 53708 
6081266-0648 
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State Statutes Regulating Security Guards 

) 
Compiled by MJnot B. Dodson, CPP 

~ LIabIlIty 
Slate s--. a ........... ~ ....... .. !!!ldmMat R-.rb 

Alabaml None None !-ocaIlicensin, 
Alaska Miele 4. AS i8.M.400 Yes Bond 525.00 per Iuard 
Arizona ARS 32. Ch. 24 &. 26 Yes 5300.000.00 ~litcnSin, 

Arbnsas ARK ST. 71·2122·71· Yes UIW1IICd only Eum 5100.000.00 Exam adminlstmd 
2159 by !rainer. Exam & 2 

~ yrs. experience reo 
quiRd for trainer 

California PI/ADl Acr Ch. 11 Yes Yes Bond Powers 10 arrest 
ColOllldo None Yes Local licensing 
Connecticut Ch. 534 Sec. 29153· Yes Bond 

19161 
<) 

Oel.w~ DEL. COOC Title 24 Ch. Yes 510.000 bond 
13 

~; 
Florida FLA. Srarure Ch. 493 Yes 5100,000 per pet. 

son. S300,OOO per 
occunence 

Georgia GA. Code Title 43 Ch. Yes Pending 8 hn. class- 525,000 bond Can wotk 30 days 
38 room instnlCdon befoo: min in, 

Hawaii Ha. StilUIC Ch. 463 Yes ~5.000 bond 

Idaho None 
Illinois Ill. Statulc Cll. 111·2601 Yes New reg. !,",ndina. 

rhru 2639 HOII,., Bill 643 

ii' Indiana [C25·)()"1 Yes Yes ,; 

coatlaued 011 pqe 48 
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State Statutes Regulating Secluity Guards, continued 

r..-- LIIIbIIIty 
Stale s_ .. .......... ~ !!!J1IimReRt RtmMb 

Iowa Ch. 80A·SIIIC Code Yes Yes Local eum ad· $2,000 bond 
miDisIcrecI by 

::;- lawenfocce· 

~ IIICIII 

Kansas None Loc:Ii requimDenlS 

Kenruc:ky None None Local None House Bill 36'1-
slllC requinomcnlS 
pencIiJ1I 

Louisiana None Loc:a1 

Maine MRSA Title 32 Sec. Company Bond 
9412 

• Maryland MO Code Alt. 56. Sec. SlaIC [0 card SS.OOO bond Company muSI be 'ii· 

79-92 censed as P[ accncy 
.c 

Massachuseus Gen. Law Ch. 147 Sec. SS.ooo bon(\ Company must main· 

22·30 rain recanls subject 
10 audil 

Michigan M[ ACI 330 1968 $10.000 bond. 
LSlS.OOOI 
SI00.000I5200.000 

Minneoota Sec. 326.32·,339 Ves Bond 

I; MissiiSippi Local ~, 
Missouri SEC. 84,J.IO Re.ised Local Loc:a1 3 days ft SIIIUIC of Missouri 1978 uaining &< exam 

Montana Mon. SIIIC Code Ch, 60 Ves New legi,lolion ! 
Title 37 pending ~ 

Nebraska Local f 
Nevada Ch.648,14O Yes S3lS.000L 

New Hampshire Ch. I06F Ves Yes Bond ~, t; 
New Jersey N.J. Sl2lUle 4S19·8 thnI Yes $5.000 bond 

27 

New Mexico Ch.61·27(fO Yes Yes Bond 

f New York Alt. 7 Gen. Bus. Law Company 
Sec.7()'89 •• only 

NOM Carolina CH. 740. Privale Prolec· SlalC 10 Card SSO.OOOI," 00.0001 ~, 
lion S..:urilY ,Act S2O.000 

New legislation look 
t·~ ,', 

North Dakota 43·3O'()11I6 Yes Yes Training Bond 
, , 

effecl liII84 
i, 

,; I; Ohio CII.4749 Yes Yes S 1001300,000 f 
Oklahuma Loc:Ii f, 

Ore80n Loc:a1 I Pennsylvania PrivalC Detective ACI SIIIC police 510.000 bond Compl/ly mUSI be Ii· 

1953 check censed as PI agency 

Rhode Island None 

SOollh Caro!:n. Act 387 Ves 4 hrs traininl S [0.000 bond 

Soulh OakOll None 

1;: Tennessee Loc:al 

Texas An. 4413 29(bb)VACS Yes Yes Boc.d New legislation look 
effect 1·1·84 \.!.-

Q 

'~ 

Utah ScnaIC Bill #95. Secu· Yes Trainin, S300.000L Trainin, admlnislCred 

rily LIcensing &< Regula. by slllC qualified 

lion Act. 1979 Gen. Sec· Ilenl 
,) 

don 

" Vennonl Tide 26. Ch. 59 Yes Exam ~nd 

Virginia Code of VA. 54-729.27 Yes Yes Trainlr,. (12 S5M bond or 120 days to complelC 

f: hours) L·IOOIJOO M ucinlna 

Washinglon Loc:lII 

West Virzini. Ch.3()'18 Yes Ves Trainin, SlSOO sUlCI)' bond Employer trainin, re· 
qulrements approved 
by slalC 

. \ A 
~ 

Wi~onsln Sec. 440.6 Yes $IOM·L :¢ 'l 

Wyoming Loc:a1 " 
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APPB!lDIX B " 

SECURITY-RELATED RATIONAL ASSOCIATIONS 

Academy of Security Bducators and Trainers, c/o Bayes C. Larkins, 
Chm, Dept. of Administration of Justice and Public Safety, Com
munity College of Baltimore, Lombard St. at Marketplace, Balti
more, MO 21202 

American Bankers Association, Insurance and Protection Division, 
1120 Connecticut Ave., NW, washington, DC 20036. Associate Oir.: 
John C. Wolff 

The American Coalition Against Crime, 1210 Connecticut Avenue, 
NW, Washington, DC 20036. 

American Polygraph Assn., Suite 106, Central Office Park, 5805 
Lee HWYe, Chattanooga, TN'" 37421. Secy.: William L. Bennett 

American Society for Amusement Park Security, c/o Cedar Point 
Amusement Park Safety Office, Sandusky, OB 44870. Pres.: Ronald 
Fussner 

American Society for Industrial Security, 1(055 North Fort Myer 
Drive, Arlington, VA 22209. Exec. Vic'~-Pres.: Ernest J. 
Cr iscouli, Jr. 

American Trucking Association Security Council, 1616 pst., NW, 
Washington, DC 20036. Coordinator: John Brennan 

Armored Transport Institute, Inc., 7675 Canton Center Dr., PO BO:1{ 

333 f Baltimore, MO 21203. Chm.: James L. Dunbar, Sr. 

Associated Locksmiths of America, 3003 Live Oak~ st., Dallas, TX 
75204. Exece Dir.: Joyce A. Laurie 

Association of Federal Investigators, 1612 K st., NW, Suite 506 
Washington, DC 20006. Admin. Oir.: JUfile Stafford 

Association of Poraer Agents of the o.s. Secret Service, Box 
31073, Washington, DC 20031. Exec. Secy.: Floyd M. Boring 

Association of Pormer Intelligence Officers, Suite 303A, 6723 
Whittier Ave., McLean, VA 22101. Exec. Oir.: John E. Greaney 

Association of Transportation Security Officers, P.O. Box 92220, 
Los Ange1se, CA 90009 

Aviation Security Association 0.£ America-international, Box 
17082, washington, DC 20041. Exec~ Oir.: Jack L. Birkenstock 

Bank Administration Institute, 60 E.~t Go~ld Center, Rolling 
Meadows, IL 60008. Security Prog. Mgr~ Keith o. Marshall . 
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Central Station Electrical Protection Association, Suite 1000, 
1133 15th St., NW, Washington, DC 20005. Exec. Dir.: Robert J. 
Dougherty 

Civic Action Institute, Box 39208, Washington, D.C. 20016. 

CO~lIlittee Of National Security Companies, Inc., 33 North Fuller
ton Ave., Montclair, NJ 07042. Exec. Dir.: John J. Horan 

Computer Security Institute, 43 Boston Post Road, Northboro, MA 
01532. Exec" Dir.: John C. O'Mara 

Council of International Investigators, Bo~ 2712, Akron, OH 
44319. Sec.-Treas.: Richard L. Merket 

Crime Prevention Coalition, 805 15th St., NW, Washington, DC 
20005. 

Crime Stoppers, 4137 Montgomery NE, Albuquerque, NM 871U9. 

EDP Auditors Assn., 373 Schmale Road, Carol Stream, IL 60187. 
Ofiice Manager: Marion J. King 

Fire Equipment Manufacturers' Assn., 1230 Keith Bldg., Cleveland, 
DH 44115. Exec. Dir.: Thomas Associates, Inc. 

General Federation of Women's Clubs, HANDS UP Office, 1728 N st 
NW, Washington, DC 20036. 

Harness Tracks Security, 150 East 42nd Street, New York, NY 
10017. 

Independent Armored Car Operato~~s Assn., c/o Security Armored Car 
Service, 1022 South 9th Street, St. Louis, MO 62104. Secy.
Treas.: Ronald Bray 

Institute of Internal Auditors, 249 Maitland Ave~, AltamQnte 
Springs, FL 32701. Contact: Charles H. Le Grand 

Institute \"f Nuclear Mat~rials Management, Sperry Univac Plaza, 
8600 W. Bryn Mawr Ave., Ch\cago, IL 60631. Exec. Dir.: John E. 
Messervey 

Insurance Crille Prevention Institute, 21 Charles Street, West
port, CT 06880. 

Insurance Management Society, Inc., 205 East 42nd St., New Yo~k, 
NY 10017. Michael York 

Insurance Secu~ity Association, Audit Dept., Aetn~ Life and 
Casualty COR, Hartford, CT 06115. 
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International Anti-Counterfeiting Coalition, 101 California St., 
San Francisco, CA 94111. Bus. Mgr.: Anna Balatsos 

International Association for Computer Systems Security, 6 
Swarthmore Lane, Dix Hills r NY 11746. Pres: Robert Wilk 

International Association for Hospital Security, PO Box 637, 
Lombard, IL 60l48~ Pres.: Edwin Stedman 

International Association for Identification, PO Box 376, New 
Hartford, NY 13413. Pres.: Dan Ballard 

International Association for Shopping Center Security, P.O. Box 
1275, Atlanta, GA 30301. Exec. Dir.: Anthony N. Potter, 
Jr. 

International Association of Arson Investigators, P.O. Box 600, 
25 Newton St., Marlboro, MA 01752. Exec. Sec.: Robert E. May 

International Association of Campus Law Enforcement Administra
tors, Box 98127, Atlanta, GA 30359. Exec. Dir.: James L. 
McGovern 

International Association of Chiefs of Police, 13 Firstfield Rd., 
Gaithersburg, MD 20878. Exec. Dir.: Norman Darwick ' 

International Association of Credit Card Investigators, 1620 
Grant Ave., Novato, CA 94947. Exec. Dir.: D.O. Drummond 

International Association of Pire Chiefs, 1329 18th st. NW, 
Washington, DC 20036. Contact: Donald D. Flinn 

International Association of School Security Directors, 1320 
South West Fourth Street, Fort Lauderdale, F~ 33310 

International Association of Security Services, 466 Central st., 
Northfield, IL 60093. Exec. Dir.: Howard W. Ross 

International Aviation Theft Bureau,. 7315 Wisconsin Ave., 
Bethesda, MD 20014. Exec. Dir.: Robert J. Collins 

International Educational Security Personnel Association, 1732 NE 
Highland St, Portland, OR 97211. Pres: Chuck Gaw 

International Pence Industry Association, 441 S. 48th st., Suite 
102, Tempe v AZ 85281. Exec. Dir.: Roger Duke 

International Retail Security Association, 946 Sibley Tower Bldg, 
Rochester, NY 14604. Pres: Paul V. Brothers 

International Scciety of Crime Prevention Practitioners, Inc., 
703 West Fillmore, Fairfield, IL 52556. Exec. Secy.: Judy 
Johnson 
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Jewelers Security Alliance of the U.S., 6 East 45th street, New 
York, NY 10017. Pres.: James B. White 

Loss Executives Assocation, Hartford Insurance Group, Hartford 
Plaza, Hartford, CT 06115. 

National Armored Car Association, Box 1776, Ramsey, NJ 07446. 
Exec. Dir.: Jack Taffe I 

National Association of Chiefs of Police, 1000 Connecticut Ave., 
NW, Washington, DC 20036. 

National Association of Private Security Vault Rooms, PO Box 238, 
West Lebanon, NH. Pres: Richard Drummond 

National Association of School Security Directors, c/o Houston 
Schools, 3830 Richmond Ave., Houston, TX 77027. Secy.-Treas.: 
Gene Powell 

National Association of Town Watch, PO Box 769, Havertown, PA 
19083. 

National Auto.obile Theft Bureau, 1033~ S. Roberts Rd., Palos 
Hills, IL 60482. Pres.: Paul W. Gilliland 

National Burglar and Fire Alarm Association, 1133 15th St., NW, 
Washington, DC 20005. Exec. Vice Pres.: Richard Mo Bugbee 

The National Center for Coamunity Crille Prevention, Box 37456, 
Washingtol'l, D.C. 20013. 

National Classification Management Society, Box 7453, Alexandria, 
VA 22307. 

National Council of Investigative and Security Services, 1133 
15th st., NE, Washington, DC 20005. Exec. Dir.: Brian R. Cassedy 

Rational Council of School Security Administrators, Division of 
Security Services, Newark, NJ. Dir.: Osborne Frazier 

National Crime Prevention Association, Inc., 210 Gardiner Lanet 
Louisville, KY 40292 

National Crime Prevention Institute, School of Justice Admin., 
Shelby Campus, Louisville, RY 40292. Dir.: Richard Hellard 

National District Attorneys Association, 708 Pendleton st., 
Alexandria, VA 22314. Contact: Jack E. Yelverton 

Rational Fire Protection Assn., Batterymarch Park, Quincy, MA 
02269. Pres.: Robert W. Grant 

Rational Mass Ret,~iling Institote, 570 Seventh Ave~, New York, NY 
10018. Pres.: Richard I. Hersh 
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National Neighborhood Watch, c/o National Sheriffs' Association, 
1250 Connecticut Ave., NW, Washington, D.C. 20036. 

National Retail Merchants Association, 100 west 31st st., New 
York, NY 10001. Gen. Mgr.: Gordon L. Williams 

Pri~ate Security Liaison Council, c/o Security Alarms & Services, 
Inc., P.O. Box 24967, Nashville, TN 37202. Chm: Joe F. 
Duncan, Sr. 

Property Loss Research Bureau, 20 North Wacker Drive, Chicago, IL 
60606 

Research Security Administrators, P.O. Box 358, North Hollywood, 
CA 

Risk and Insurance Management Society, Inc., 205 E 42nd st., New 
York, NY 10017. Michael York 

Security Equipment Industry Assn., Suite 217, 2665 30th Street, 
Santa Monica, CA 90405. Exec. Dir.: Donna J. Gentry 

Society of Pormer SpeCial Agents of the PBI, Suite 312, 2416 
Queens Plaza S., Long Island City, NY 11101. Exec. Sec.: Fran 
Keogh 

Society of Professional Investigators, 8504 Queens Midtown Ex
pressway, Elmhurst, NY 11373. Secy: William Rowland 

World Association of Detectives, PO Box 36174, Cincinnati, 08 
45236.. Exec. Dir.: Norman J. SJ,oan 

WeTip, FO Box 740, Ontario, CA 91761. Pres: James Vigneau 

World Association of Document Examiners, III N. Canal st., 
Chicago, IL 60606. Exec. Sec.: Lucille Range 

SOURCES: SecuI'ity Letter Source Book; 1983, (New York: Security 
Letter, Inc., 1983); Security World, December 1982; and 
J\ldi th D. Feins, Partnerships fQr Ne ighbQrhQQd Cr im.e. 
PreyentiQn, National Institute of Justice (Washington, 
D.C.: U.S. Departemnt ,.Jf Justice, 1983). 
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