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DEFENSE INVESTIGATIVE SERVICE “;
e 1800 HALF STREET, s.;v. 1 : s
WASHINGTON, D.C. 20324
ii ! SUMMARY OF CHANGES
2
;! | The following is a brief description of substantial changes which have been
! : incorporated into this manual. Asterisks appearing in the right~hand margin of
3 i the text delineate such changed material,
March 1, 1984 i }
i Please note that sgeveral changes to this manual are only editorial revisions
f . which are intended to make the document more readable. These changes include
| o reductions of some long sentences and minor changes or phrasing. However,
{ A since the editorial changes do not affect the context of the regulation, they.
Z; are not referenced here.
S 1 ~ .
FOREWORD i In addition, abbreviations have been used extensively within this manual in an
; " effort to decrease its volume. New acronyms are included in the "Glossary of
Acronyms and Abbreviations Commonly Used in the DoD Industrial Security
“« ; dance ; : Program" on pages v through vii of this publication. These acronvms are
der the directional authority of, and in accor g pag g P . ronym
Tgis m:nuii :z ;:z:zgeugi:ective 5220.22, "Department of Defense ; ‘ highlighted in the glossary by asterisks which appear in the right-hand
;igh,trizirSZEurity Program.” It establishes uniform security practices ; b margin.
wgtgin industrial plants, educational institutions, and all organizations and ‘ g
facilities used by prime contractors and subcontractors having classified ]
information of the Department of Defense, certain other executive departments 1 Paragraph Change
d cies, or certain foreign governments. Users of this publication are ;
and agencies, bmit suggestions for improving the publication, through { 3s, 3ab, 5u Changed to be consistent with new DoD 5220.22-S-1,
encouraged to ﬁu gi ctgi Defense Investigative Service. b _ 20c, 37d(5), "COMSEC Supplement to Industrial Security Manual for
channels, to the Dire s ; ‘ I f”i appendix XIII Safeguarding Classified Information."
§ lassifie i o
- ~-M, "Industrial Security Manual for Safeguarding C i ey
ﬁ? Inforgggigizg'gingéry ?983 is hereby canceled and superseded. g‘ = 3bj Expands definition of organizational officers.
1 ’ > it
This revision is required by the demands of national security asidEtermin:ibed v 3bt Expands definition of reference material.
by the U.S. Government. It is issued pursuant to and constitutes notice prﬁsc i
by eti'n.lA(i) of DD Form 441, "Department of Defense Security Agreement, i 51 Clarifies the marking of classified container
’ Eo
JZniZiy ?984 and section 1A of DIS Form 1149, "Department of Defense Transpor- ! combination records.
N 1981. : ‘
tation Security Agreement,” January b 5ah Adds paragraph on contacts with nationals or
; representatives of Communist countries,
— . i
/ - { g 6b(1) Adds footnote 13/, which defines adverse information.
g' ) 6¢c Reviged to include the reporting of employee contacts with
§ : nationals or representatives of Communist countries,
@ 5 : 116(8) (£), Explains marking of U.S. documents containing
V2 £ ~
9 1le(2) NATO extracts,
& f Justice . .
35%5?‘:‘??“2?“3’22% J‘:’ss'ice Lo 17a(1) Eliminates receipt forms when transmitting
jved from the g &
his document has been reproduced ?xac“fy i?ﬂrsfg;gw“; stated ‘ B CONFIDENTTAL material.
;elrsson or organization zrigmatflnag :&lt?éfsoaﬁd do not nec:essarilyf .
those of d : itute o HOE
Irr;;;?;ednct)ct‘:\:%?ftic?;?pogition or policies of the National Institute ; 17¢ Expands methods of transmitt:ing classified
Justice. . been 5 Lo material within a facility.
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Section XI

Appendix I

Appendix IV & V

Appendix VII

Appendix VIII

Appendix XIII

Removes .the prohibition against the shredding of TOP
SECRET Material,

Revised extensively; allows for certain OODEPs to .
be cleared at a level lesi than that of the facility.

Adds requirement for Canadian citizens born outsice of Canada,
deletes portion of paragraph 31b, and revises paragraph 3lc.

Removes the requirement for reciprocally cleared
facilities to process visit requests through foreign
embassiles. Clarification of foreign national visit
request responsibilities is also provided.

Deleted -~ DLA sponsored visits will be handled as all
other UA visits.

Adds UA procedure for endorsing contractors visit requests
outside CONUS.

Changed to comply with existing federal regulations.

Provides a means for contractors to obtain
classification guidance.

Provides necessary guidance for subcontracting with
foreign industry,

Revised to include the conditions and instructions for the
authorized hand-~carrying of NATO classified material
across international boundaries.

Eliminates paragraph O.

Revised to reflect that the construction requirements are
now mandatory and minor editorial changes,

Expands paragraphs A2 and B4 to assist the contractor
in preparing security briefings.

Revised to reflect CSO and DSI name changes.

Adds references to assist contractors in checking and
assessing the security conditions of their facilities.
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ACDA
ACO
ACST
ADP
ADPE
APO
ASD(C)

BI
BL

(C)
CAB
CBL
CDsS
CENTO
cM
CNWDI
COMINT
COMSEC
CORUS
COR
COSMIC--TOP
SECRET
CPU
CSISH
Cso
CUSR
CRT
DAR

DCAS
DCASR
DCII
DIA
DIS
DISCO
DISCR, 0GC,
0SDh
DLA
DNACC
DoD
DOE
DOT
DSI

DSP&P
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DoD 5220.22-M

GLOSSARY OF ACRONYMS AND ABBREVIATIONS COMMONLY USED

IN THE DoD INDUSTRIAL SECURITY PROGRAM

U.S. Arms Contrel and Disarmament Agency

Administrative Contracting Officer

Assistant Chief of Staff for Intelligence, Department of Army
Automatic Data Processing

Automatic Data Processing Equipment *
Army Post Office

Assistant Secretary of Defense {Comptroller)

Background Investigation
Bill of Lading

CONFIDENTIAL

Civil Aeronautics Board

Commercial Bill(s) of Lading

Canadian Department of Supply and Services
Central Treaty Organization

Candidate Material

Critical Nuclear Weapon Design Information
Communications Intelligence

Communications Security

Continental United States

Central Office of Record

Property of NATO and Subject to Special Security Comntrols

Central Processing Unit *

COMSEC Supplement to the Industrial Security Manual

Cognizant Security Office

Central United States Registry *

Cathode Ray Tube *

Defense Acquisition Regulation (formerly ASPR) —-- will be

renamed FAR (Federal Acquisition Regulation) effective

April 1, 1984

Defense Contract Administration Services

Defense Contract Administration Services Region

Defense Central Index of Investigations

Defense Intelligence Agency

Defense Investigative Service

Defense Industrial Security Clearance Office

Director for Industrial Security Clearance Review, Office of
the General Counsel, Office of Secretary of Defense

Defense Logistics Agency

Defense National Agency Check Center

Department. of Defense

Department of Energy (formerly ERDA)

Department of Transportation ;

Defense Security Institute (formerly the Defense Industrial . *
Security Institute (DISI)) *

Director for Security Plans & Programs, Office of the Deputy

Under Secretary of Defense (Policy)



DTIC
puUsy (P)

EAM
EAR
ENAC
E.O.
EPA

FAA

FBI
FCL
FEMA

FOCI
(FRD)
FRS
FSC
FSO
FSS

GAO
GBL
GFE
GF?
GPO
GSA
GSOIA

HHS
HOF

HG

ICC
IFB
IPO
ISB
ISCRO
ISL
ISM

ISR
ITAR

KGB
LOoC
MAAG
MDAP
MFO-

MIL-STD
MIMC

b L i R Tk 0

Defense Technical Information Center
Deputy Under Secretary of Defense for Policy

Electronic Accounting Machines *
Fxport Administration Regulation *
Expanded National Agency Check

Executive Order

Environmental Protection Agency

Federal Awviation Administration, Department of Transportation
(Formerly Federal Aviation Agency)

Federal Bureau of Investigation

Facility (Security) Clearance *
Federal Emergency Management Agency

Foreign Military Sales -

Foreign Ownership, Control, or Influence

FORMERLY RESTRICTED DATA '

Federal Reserve System

Federal Supply Code

Facility Security Officer/Supervisor *

" Federal Supply Schedule

General Accounting Offjce

Government Bill(s) of Lading

Government Furnished Equipment

Government Furnished Property

Government Printing Office

General Services Administration

General Security of Information Agreement *

Department of Health and Human Services
Home Office Facility
Headquarters '

Interstate Commerce Commission

Invitation for Bid

International Pact Organization

Industrial Security Bulletin

Industrial Security Clearance Review Office

Industrial Security Letter

"ITndustrial Security Manual for Safeguarding Classified
Information" (DoD 5220.22-M)

"Industrial Security Regulation" (DoD 5220.22-R)

“"International Traffic in Arms Regulation"

Committee of State Security (Soviet Union)

Letter of Consent, DISCO Form 560 Sk
Military Assistance Advisory Group

Mutual Aid Program

Mutual Defense Assistance Program

Multiple Facility Organization

Military Standard (Book Form)
Military Traffic Management Command (formerly MTMTS)
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N/A
NAC
NASA
NATO
NCSC
NIS
NPLO
NRC
NSA
NSF

0ASD(C)
0ASD (PA)
0oDC
0ISI
QODEPs

OPM
0SDh
0SI

PCL
PCO
PMF
PRP
PSCF
PSQ
PSS

(RD)
RFI
RFP
RFQ

(8)
SBA
SEATO
SEC
SIOP
SPP
S8s

T0
(TS)
TSEC
TWX

(U)
UA
U.X.
UL
u.s.
USAFSS
U.S.C

b
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Not Applicable

National Agency .Check

National Aeronautics and Space Administration
North Atlantic Treaty Organization

National Communications Security Committee
Naval Investigative Service

NATO Production Logistics Organization
Nuclear Regulatory Commission

National Security Agency

National Science Foundation

Office of the Assistant Secretary of Defense (Comptroller)
Office of the Assistant Secretary of Defemnse (Public Affairs)
Office of Defense Cooperation

Office of Industrial Security, International

Owners, Officers, Directors, Partners, Regents, Trustees, or
Executive Personnel

Office of Personnel Management *
Office of Secretary of Defense

Office of Special Investigations, USAF

Personnel (Security) Clearance *
Procuring Contracting Officer

Principal Management Facility

Personnel Reliability Program

Personnel Security Clearance Files (Industrial)

Personnel Security Questionnaire

Protective Security Service

RESTRICTED DATA

Representative of a Foreign Interest *
Request for Proposal

Request for Quote

SECRET

Small Business Administration

Southeast Asia Treaty Organization

Securities and Exchange Commission *
Single Integrated Operational Plan

Standard Practice Procedure (s)

Signature Security Service

Transportation Officer

TOP SECRET

U.S. Telecommunications Security
Teletype Communications

UNCLASSIFIED -

User Agency o *
United. Kingdom

Undexrwriters'! Laboratories

United States of America

U.8. Air Force Security Service

United States Code

vii




i

DoD 5220.22-M

T" — —_— ——
TABLE OF CONTENTS
Paragraph
Foreward.: o« o« « o« o o o o o 3 e s o o o o a2 s o s o se s s 4 .
Summary of Changes. . « « « o o o« o o o o o o o & 5 o 0 o e e e
Glossary of Acronyms and Abbreviations Used in
the DoD Industrial Security Program . . « « ¢ o o ¢ o ¢ o &
Section I, GENERAL
1 Scope . . . e v e e s e s e e e . e e . . « .
2 Applicable Federal Statutes, Executive Orders, and Regulations
3 Definitions . . . . . e e e e e e
4 Designation of Cognizant Security Office. e e w e e e e e e e
5 General RequirementsS. « & « « ¢ o o c o o o o & ¢ s & o e . e
6 Reports . o v o ¢« o s = & e e e e 6 e e e e e e e e
7 Loss, Compromise; or Suspected Compromise of Classified
Information. . + + « « P
8 Badges and Identification Cards R
9 DoD Sponsorship of Meetings . . « ¢« « « ¢ o ¢ ¢ o 0 o o o o o
Section II. HANDLING OF CLASSIFIED INFORMATION
10 Classification. « « o o o o o ¢ s s 5 & s o o o s s & o .0 o
11 Marking . . .+ . . I T
12 Record of Classifled Material . ¢« v & ¢ ¢ ¢ 4 ¢ o 0 e s 0 e e
13 Special Requirements for TOP SECRET . . . . + « « o ¢ o & o «
14 SEOTHZE « o o « o o o o o s o o 5 o o o o o s s s o s s o o o o
15 Alternate Storage Locations . . « « ¢ 4 s o 4 o 0 e e 0 e e e
16 Safeguards During Use . .+ « « o ¢« ¢ o o s o o o 0 & o o o 0 .
17 TransmisSsSionN. « « o o o s o o ¢ o o o s o o 5 o .8 o s o o o o .
18 Reproduction. o« o o o o & & o« « o & ¢ s 0 4 e e s w0 e e
19 DeStrUCEION ¢ o o o o s o s o s s o o & ¢ o o s 3 e s s e a8 .
Section III. SECURITY CLEARANCES
20 General + v o o s s s s 4 s o 8 s s s w.w e s b s s s e e v e e
20.1 TImmigrant Aliens. . « « o ¢ ¢ ¢ o o o o o a0 & oo . o . .o
21 Facility Security Clearances. . . « « o « s o« o o o o o o+ o o ¢
22 Personnel Clearances Required in Connection with Facility

Preceding

SR e D SRR

CleaTanCesS « o« « o« s o s » o s 5 -8 = s s o « o o o 'e s s »

hage blank

Page

il

. 46
. 57
. 60
.. 61
. 65
. 66

. 76
. 77

oy i

i i ...,.r,,wwsmmm—r

i
PPN

24

T e—



.
w1 ] !
23 Security Clearance of Negotiators . . . . . . « . ¢« ¢ ¢« &« ¢« + & . 91 é ! Aaidl L. .
24 Security Clearance of Additional Persomnel. . . . . . . « . . . . 91 4 E Part 5. Visits in Connection With Bilateral Industrial Security Agreements
25 Preemployment Clearance Application -—- Prohibited . . . . . . . . 94 E % and NATO Visits Procedures
26 Application for Personnel Security Clearance. . . « « « « +» « « . 9% 5
27 Clearance of Present and Former Civilian and Military i 51 Visits in Connection with Bilateral Industrial Security
Personnel of the DoD and Certain Other Government Agencies .101 | Agreemenmts . . . . . . v e e e v e e e e e e e . 130
28 Contractor's Clearance Record « + v o o o o v v o v o v v v v 102 %. 52 NATO Visdt Procedures . + « o o « o s o o o s o o s o o o =« o « o131
29 Administrative Termination of Personnel Security Clearances . . .102 5 , 53 NPLO Programs Clearance and Visit Procedures. . . . . . .. .. .132
30 Administrative Downgrading of TOP SECRET Personnel Security ‘ \ 54 Records of NATO Visits. . . o v v v v v v v v v v v v v oo w0 o132
CLEATANCES + = o & o o o e e e e e e 0 ; ] 55 Certificate of Security Clearance . . . « « & « o« « & o o o« o« o« o132
31 Reciprocal Industrial Security Agreements . . . + + « + +» «» « « 105 o f -
o 2 Section VI. ' SUBCONTRACTORS, VENDORS, AND SUPPLIERS
Section IV. CONTROL OF AREAS : :
; 56 Application to Subcontractors . . « =« &+ &+ o o « « o « s « ¢ o » o135
32 PUTPOSE + + + o o o o v o v e m e e e e et e e e e e e e e 107 ; 57 Application to Sub-~Subcontractors . « « + « + o o o o o o« &+ + « 135
33 GeneTal « v v e e e e e e s 0 ' 58 Determination of Clearance Status . . . + « &+ ¢ o « & » » o « o« 4135
34 Area COMETOLS v « « 4 o o v v o e v e e b e e e e e e e e . 108 ' 59 Safeguarding Ability. . . . . . o v v v v v e W15
. 35 Supplemental or Supplanting Alarm Systems . . . . .. . . .110 60 Classifica?ion Guidance . . 4 v 4 ¢ ¢ 4 ¢ ¢« » o o = o s o o o « 4136
36 Supplanting and Supplemental Electronic, Mechanical, and ' 61 Requi?ed Distribution . . . . v v v v v e e e e . 139
Electro-Mechanical Access Control Devices . . « . . . . . .113 o 62 Notification of Selection . . . . v v v v v v v v v v o v v v o o140
63 Unsatisfactory Security Conditioms. s e s e e e e s e s o« s . L140
, 64 Disposition of Classified Information e e e e s e s se s s s . J140
—— : i 65 Subcontracting With Foreign Industry. . & « + « o o o o & » « » o141
Section V. VISITOR CONTROL PROCEDURES i L ‘ < 66 Subcontracts Arising From Foreign Classified Contracts. . . . . .142
Part 1. Visits to User Agency Contractors o ; -
37 Gemeral . . . . . . S § ¥ f Section VII. CONSULTANTS
38 Identification and Control of VAsitors. . . + » » v » » v « v . 110 i
39 Visitor Record. . « ¢ & v ¢ v « s & o o & s. 6 o o o « o o o o+ 2120 L 67 Gemeral . & & v v v b h e e i s e e e e el 143
40 Long-Term Visitors. . « « o o 6 ¢ 4 o o o o s o s o« o » o« « « » 2120 L 68 Consultant —- Type A. o o v v v v v v e v v v v o e 0w v n e 143
41 Visitor Categories and Procedures . . . . « 4+ « & o« o = « « « « 2121 L 69 Consultant —— Type B. . o o o v v v v v v v v v v o v v v o . L1468
42 Visits Involving Access to RESTRICTED DATA: . + « & » s « o « « 125 - 70 Consultant -- Type C. . AU S - 144
i 71 Consultants to User Agencies Employed Under Civil
Part 2. Visits to User Agency Activities { . Service ProcedureS .« + « &« + « o o o 5 2 s s » & s o o o » <145
43 General Rules -- In Addition to Paragraph 37. . . . « +« + « . « .126 I
44 Visits to User Agency Activities in the United States . . .. . . .126 »~ 7
45 Visits to User Agency Activities Outside the United States. . . ,127 é: Section VILI. PARENT-SUBSIDIARY AND MULTLPLE FACILITY ORGANIZATIONS
P t 3. Visit t G + Activiti oth Th U A i ‘2 : 72 Pal‘ent—SubSidiary Relationship. » & ® e 8 & 4 s ® & s+ s 8 e & @« -147
= TeThs To Bovermuent Activities oF Than Teen fgencies v P 73 Multiple Facility Organizations . . . . . . . . « o ¢« ¢« ¢« « .+ . .148
46 Visits to DOE Installations or DOE Contractors. . « « « o o« o » 127 ‘ 30 74 Temporary Help Suppliers. . . o v v v v v v v v v v oo v v n o o149
47 Visits to Activities Other Than DOE . . + . & & & & o o « + » » 128 . '
Part 4. Visi to F i ‘ t d Activitdi
axt 4 sits to Foreign Governments and Activities Section IX. SENSITIVE COMPARTMENTED INFORMATION AND COMSEC INFORMATION
48 Gemeral « . v ¢ 4 4 s e 4 e 4 e s e s i 6 s e e s o e o s e o s 2128 S
49 Drosessing Time . o . . oo o ! 75  SENSITIVE COMPARTMENTED INFORMATION . . « « « + « . « + o « o o 4151
50 Use 0F OIST . » o v o oo oo e e T 0 i FERe 76 COMSEC Information. . « « ¢« v ¢« o ¢ o ¢ ¢ ¢ o o o o o s o s« » o151
' A SN
0o
. TR
~ ! o
x } xi




Section X. GRAPHIC ARTS t | - Part 2. Requd .
; art 2. Requirements
77 Special Requirements for Graphic Arts . . . , . . . s e s e 4 . L153 ‘i %
78 Production Control R?cords. T T T T 1. X ioz iggegal : ‘S- ‘ i : ﬁ é L P 'i7§
;g éreaiControls -= Additional Requirements. . . ., . . . « « « « . .153 185 P ystims echtty QB8 v v v e '1;5
cial Cond e e e e , ersonnel Securdty. . . . . . . .. oL .. 0 e e e e
81 Dzztrsctigz fEiggzcial Requirements . ) o :': Tt e 'igg ! 106 Physical Securityy. S S & &
82 Mailing Lists . . . . .., .. ... . S ‘156 ‘ ! 107 Adjustment of ADP System Area Controls. . . . . . . . . .. .. .178
Tt e , 108  Concurrent Processing of Multiple Classification Categories . . ,181
‘ 108.1 Protection of Software and Data . . . . T £ 1
s S 109  Transmission Controls . . . . . . . . . . . . e s e e e 4 . . . 184
Section XI. NATO INFORMATION ~ }i? zugggn;§:§§:ng Controls . v v v v v v v e e e e e e . .igg
¢! A4 . St P e s 8 e o s s e b e e e e w e s s s ew * .
32 Application . . . .. . ... . .. .157 . I
Authority . ., . . ., ., ., .. . I 157 ’ Part 3. Procedures
gg guperzision and Orientation Requirements. ., , , ., . S -V ; o 112 ADP Syst S ity A 1 186
ecurity Clearances . . e e e e e e e e e e e : ystem Security Approval. . . . . . . . . 4 4 . b . . e 4 e e
87 Reproduction, Preparation, and Marking, . . . . . ot 'i;g : 113  ADP System Security Level Upgrading Procedures. . . . ., . . . . .188
88 Transmission of NATO Material . . . . . . . Lo '159 , 114 ADP System Security Level Downgrading Procedures. . . . . . . . .188
89 Functions of the Contracting Officer. . e .161 ! 115 Media and Equipment Clearance Procedures. . . . . . . . . . . . .189
90 NATO Reporting Requirements . , . , . . . e ; o ; ) ; :161 ' 116  Media and Equipment Declassification Procedures. . . . . . . . .190

91 Subcontracting. . . , , . . . T 15, |

Section XIV. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

Section XII. OVERSEAS OPERATIONS | = 17 Powt 193
S v e
Part 1. Access to U.S. Classified Information o ; ; e iig gg;ezi Requirement. . . . . . . . . . ... . ... ..., .. -igg
! ‘ BLINES. v v v v o e e e e e s e e e e e e e e e e e e e . W10
92 Gemeral . . . . .., .., ... .. e e e e 163 ' . 1200 Records « v v v v h e e e e e e e e e e e e T §°K
93 Access to Classified Information. . . v e e e : : : : : : : :163 | B 27 Markdmg . . ..l l ..o - +193
gg Safeguarding.U.s. Classified Information. . , . Y o 122 Subcontracting and Co s?ltants. T e s e e e e e e s e s ee s L1094
Overseas Assistance . ., . , . . T T ‘ . 123  Transmission Outside the Facility .« ¢« v v v v v v v v h v o v . 194
96 Notification of Overseas Assignment . . ., . , ., . . . « s o . . 168
97 Security Briefings and Certificates . . ., , . ., . . « e s o« . . J166
Part 2. Access to Classified Information of Foreign Governments and ;f% Appendix I. INDUSTRIAL SECURITY FORMS
International Pact Organizations Under a Security Assurance ' A Applicati 195
. PPLLCAtIONn v v v . v . s L s e e s e e e e e e e e e
98 General . . . . , ., . . . e v b eie ee .l , 167 . Ty B. "Department of Defense Personnel Security Questionnaire
99 Security Assuramee. . . | S, : e e e e e e .168 P (Industrial-NAC)" (DD Form 48). . . . . . . . . e+ s o o o J165
Pt e [ C. “Application and Authorization for Access to Confidential
’ s Information (Industrial)" (DD Form 48-2) . . . . . . « « .« 199
Section XITI. SECURITY REQUIREMENTS FOR ADP SYSTEMS - foroe D. "D3pa§§§§2§i§§)Refggsgoigrzgn§§l Security Questionnaire 202
g - * ¢ 8 s e s & e 8+ 3 s &% e » e @
Part 1. General P E. "Department of Defense Personnel Security Questionnaire
i i (Industrial)" (DD Form 49) . + + v o v v o o . . e e e W 4205
100 Purpose . . ..., ., .... D 171 | P F. "Department of Defense Contract Security Classification
101 Applicabiliey . . ., . ., , , . ottt 171 i Specification" (DD Form 254) . . . . . . . . . . .., .. .211
102 Objectives. . . . ... .. ... e LT '172 : i G. "Applicant Fingerprint Card" (FD Form 258). . . . . . . . . . . .220
e e e e e e ; . P H. "Request for Visit or Access Approval" (DOE F 5631.20). . . . . .223
b
T g R

xidi
xiid

T,




S Soleh Chabalie At £l TR A

i e T T T e
\

T —
k3

4 =

I. "Letter of Notification of Facility Security Clearance" : i

e st ey

; D.  €iams CVAULE « v o o o o v o o v e e o e e o e e e e e a . . .258

3 Reseréggs FLO3BL-R) v v v v e e e 'ggg : ; E. Structural Design . o v v 4 4 4 4 4 4 s e s i e s e e s s 4 + . 4259
K. "Department of Dafense Security Agreement" (DD Form 441) and ! | g' 2tr225;ioms ettt s s s s e e s e e ';28

"Appendage" (DD Form 441-1). . . . . . e & s 4 e s 4225 | \ ' PP tereT ittt r e r s s r st e e
L. "Certificate Pertaining to Foreign Interests" (DD Form 441s8)., . .229 !
M. "Security Briefing and Termination Statements {Industrial i

i " CO T e s s s s e s s s s s e e e e

. "Lettz:rig“giigenéﬂliDgsggrgoigzg60) igg Appendix V. REQUIREMENTS FOR THE CONSTRUCTION OF CLOSED AREAS
0. Reserved. . . . . « « .« . . .. . e e . . e e e . 2236 ,
P. "Personnel Security Clearance Change Norification" (DISCO T . g' gpplication S es e e e e e e e e e e e e e e e G261

e . ) L 236 E . equirementsS. « « & 4 ¢ 4 4 4 4 s 6 e s e s e 6 e e s s s e s . 261
Q. Envelope, Preaddressed to DISCO (DISCO Form 703) e e e e e e 4239 |
R. Envelope, Not Preaddressed (DISCO Form 704) . . « « + & o &« + o« 4239 . .

n - . . " . . ] .

S. Depaigﬁgn;ozi 2izg?se Transportation Security Agreement 239 | ! Appendix VI. EXTRACTS OF THE ESPIONAGE AND SABOTAGE
T. "Facility Clearance Register" (DD Form 1541) and "Registration E ACTS AND OTHER FEDERAL CRIMINAL STATUTES . .263

for Scientific and Technical Information Services"
(DD Form 1540) . . ¢ v o & o v o o e 4 s s e e e e a e s . 242
U. Letter Agreement to Safeguard Classified Information for an

Employee Performing Consultant Services. . . . « . « . « . .246 ; | Appendix VII. GUIDANCE FOR PREPARATION OF SECURITY BRIEFINGS

A Defense Security Briefings. . . . . & + ¢ ¢ ¢ o 4 v 4 v 4 . . . W271

‘ ! B. Counterintelligence Awareness Briefings . . . . . . . . . . . . .273
1 !
Appendix II. DERIVATIVE CLASSIFICATION INFORMATION S E ‘
AND. PROCEDURES f ‘ 1 i Appendix VIII. INFORMATION REGARDING COGNIZANT SECURITY
A. Scope and Application . . . . . .o . . e s e s . 2249 R OFFICES, DISCO, DSI, AND OISL. . . . . . .279
B Downgrading/Declassification and "Classified by" Line f
ProceduT@S o & o o o « o o o s o & o o o s e s o o » s 0 « o252 ; 1
C. Applying Derivative Markings to New Material. . . . . . . . . . 253 ! { . -
D. Most Restrictive Marking Determimation. . « « « « & . « o« « « « .253 ? b Appendix IX. ?ifngaESggizs*goiag;izilzi5203?1£2§NTs
E. Downgrading/Declassification Actions for Pre-August 1, 1982 i 51 PP v i an
I'f&tel‘ial . 3 s » . 3 » . 3 . 3 3 3 » . . . 3 - . . L . . L 3 254 1“ g
. ! A, Gemeral . v v v 4 4 v 4 e e s e e e e s e e e e e e s e e e e . 2287
F. Extracts of InfOfmation A I RN R N R S 5 B. Instructions and Operating Procedures . . + . « « « & « & « o+ o .287
G. Changing Classification Markings. . . . & ¢ 4 ¢ ¢« & o o « « « o 254 . C Functions of an Eseort 287
H. Release of Declassified Information . . + « +« + + ¢ o « o o « « 4254 ) " R

Appendix X, REQUIREMENTS APPLICABLE TO THE HAND-CARRYING OF CLASSIFIED

Appendix III. FOREIGN CLASSIFIED CONTRACTS . DOCUMENTS ABOARD COMMERCIAL PASSENGER AIRCRAFT

Table Gutlining Responsibilities for Security Actions. . . . . . .255 * % j A General . _sqn

’ , R E. ADPTOVAL: v v v v o e v h e e e e h e e e e e e e e e e .. 289

, £ c. Authorization Letter and Identification Card, . . . v . « . « . .289

Appendix IV. REQUT TS FOR THE CONSTRUCTION OF STORAGE | 7 g. i:igigztion for Transmission -~ Packaging . . . . + + « « + « . .ggg

VAULTS AND STRONGROOMS y F L] Briefing; L - L . - L] . 9 . - L) . L] - - . - . - - . . . . - - [ . 2 9 1

5 ' N - 'r‘ - » L4 L) L Ll . . L - L] . - . L] L . L] L] . -
A APPLACALION « + v o 4 o 4w e e e e e e ae e e s e e e s e s . 2257 o 6. Instructions to Traveler 291
B. Class A Vault . ¢ ¢ ¢ o ¢ o ¢ ¢ o2 o o « 6 o o o o o o o o » o o257

C. Class B Vault « o« v ¢ & o s o o o 5 4 5 s s s o s « o s o o s + +258 Sty

xiv

BSOS, i O b R TR it R FATTII  ARUR




it SCASh Al adiie £ nant “JER

T e

DoD 5220.22-M

Appendix XI., GUIDELINES FOR THE CONTROLLED ADP SYSTEM SECURITY MODE : -
} Section I. GENERAL
A. Application . . . 4 4 ¢ v v e i e e e e e s e e s e e e e s we 4293 i
B. Guidelines. . o+ ¢ « &« v o ¢ ¢ & o o o & o s s e e e 4 s« + s « 2293 ‘
1. Scope.
! a. This manual establishes the requirements for safeguarding all
Appendix XII. DOCUMENTS ACCEPTABLE FOR PROOF ‘ classified information to which contractors and their subcontractors, vendors,
OF U.S. CITIZENSHIP . . « + « o v . . .295 i or suppliers have access or possession (see paragraph 3aa). The manual is
written in terms of the most common situation where the contractor has access
« ] to, or possession of, classified information in connection with the perform-

ance of a classified contract. However, it also is applicable to the safe-
guarding of classified information in connection with all aspects of pre-
contract activity, including preparation of bids and proposals, precontract
. negotiations, and all aspects of postcontract activity. Moreover, the

Appendix XIII. GUIDANCE FOR CONTRACTOR SELF-INSPECTIONS

St et i b b e

A. Facility ClearancCe. . .« o o o o » s » o o o o o s o« o o o » » o« « 4297

B. Access AUthOTIZALLIONS &« » + o o + v o & s v o o o oo e v e e v v 2297 requirements are equally applicable to the safeguarding of classified

C Security Education. . « + + « & 4 o & o = o & o« & + 4 o s e « 4 o 208 information not released or disclosed under a procurement contract, such as
D. Standard Practice ProcedureS. « . « « + o o o o o o o o o o o v . .299 i government—-sponsored independent research and development advance agreements
E. SubCOMETACEINE. - + + « o « o o & o & o+ o o o s o o o v o o v u v .299 i ' or User Agency (UA) programs participated in by a firm, organization, or

F. VISit COMETOL « v v v v o e e v e e e e e e e e e e e e e e sy 299 ; individual on a voluntary or grant basis. Examples of the latter programs

G. ClasSification. . . v v o v o v e e e e .300 ! are the long range scientific and technical planmning programs and programs

H. Employee Identification . « o « o o « o o « o o o o « o o o o « « 2301 designed to provide planning briefings for industry. In such situations the

T. Foreigh Travel. . « v v o« o o« o o o o o o o o o o o o« o o » » &« » 2301 official of the UA (or his or her designated representative) who releases or

J. Public ReLeGSE. o o o o o o o o o v o e e e e e e e e e e a0t i : discloses the classified information to the contractor shall fulfill the

K. Classified StOTAEE. « + « « o v o o o o + v o o o o o o o o« v « « 2302 responsibilities which this manual assigns to the contracting officer (such

Lo MarkiBS. « o o v v v v o o 4t o o o e e e e e e e e e e e e e . 302 i ) Pl as, furnishing necessary classification guidance, authorizing retention of
TransSmiSSions « v v o o o o o o o o v v e e e e e e s 303 % : © ok classified material, and certifying contractors' need to attend classified

N. Classified Material Controls. v + « v v 4 o o o o o o « o o « o « 304 s ; Rl meetings).
0. Controlled Areas. . « o « o ¢ s+ o ¢ o 5 « « s o o o o o o o o « » 305 ‘
P. Disposition . . . . ¢ ¢ 4 o 4 4 4 v 4 s e e e 4 s e w s s e o o 2 2306 L
Q
R

RS

b. The requirements of this manual reflect the provisions of applicable

v Reproduction. . v v ¢ v 4 4 4 e v b e e e e e e s e e a e s e . s 4306 ! federal statutes, E.0.'s, and DoD directives.

. Classified Meeting. + « + & ¢ ¢ ¢ s ¢ ¢ & o o o o s o s o « o+ o » 4307
S. CONSULEANES « + v o v o v oo e e e e e e s s S s c. The Secretary of Defense is authorized to act in behalf of the

To ADP v v v v o e e e e e e e e e e e s s s departments and agencies listed below in rendering industtial security serv-
U. COMSEC/CRYPTO . « v & & v ¢« & 4 o + o s o o o o o o o o o« o« » 2309 P ices.  This authority is contained in an exchange of letters between the
V. International OPerationS. « + o « o o o o o « o« o o o o o + o « « 310 o Secretary of Defense and: (i) the Administrator, National Aeronautics and
' Space Administration; (ii) the Secretary of Commerce; (iii) the Administrator,
General Services Administration (GSA); (iv) the Secretary of State; (v) the
: Administrator, Small Business Administration; (vi) the Director, National
Appendix XIV. EQUIVALENT FOREIGN AND INTERNATIONAIL PACT . i Science Foundation (NSF); (Vii) the Secretary of the Treasury; (Viii) the
ORGANIZATION SECURITY CLASSIFICATIONS. . . . .315 f; . Secretary of Transportation; (ix) the Secretary of the Interior; (x) the
sl Secretary of Agriculture; (xi) the Secretary of Health and Human Services
‘ el (HHS); (xii) the Secretary of Labor; (xiii) the Administrator, Environmental
= e Protection Agency (EPA); (xiv) the Attorney General, Department of Justice;
Appendix XV. INDEX © « v v o o s o o v .321 ; S (xv) the Director, U.S. Arms Control and Disarmament Agency; (xvi) the
! e Director, Federal Emergency Managemerit Agency (FEMA), (xvii) the Chairman,
Board of Governors, Federal Reserve System (FRS); and (xviii) the Comptroller
General of the United States, General Accounting Office (GAO).

S e b oy s

S

o d. The Deputy Under Secretary of Defense for Policy (DUSD(P)), his or
’ [ S her designee, or higher authority provides overall policy guidance for the
ST DoD Industrial Security Program. The Director, DIS is responsible for the
administration of the DoD Industrial Security Program on behalf of all UA's,
Except for certain functions performed by the Commander or Head of a UA
installation, with respect to those facilities or contractor activities

e,