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Summary.

In Lhis paper ap experimenizl uctive weapons detsclor

developed [or Lhe remote examination of boarding airvline pzssengers

is deseribed in some detail,

The design and aperational philesaphy,

its physical realizalion, and its unique features are reviewed.

The sysiem consisis of a movel, yel simple, coll cone
figurslion combined with solid siate transmilter and receiver cir-
cuitry which provides two modes of operation, correspoading lo low
Tuis permits the mode of speration
Lo be chasged on a person-ba-perseon basis resulting in & lower false

and high securily requirements.

slarm rule Lkan could be siherwise oblained.

Operational tesis of

this unit are reviewed indicating the eflecliveness of this device.
Finally, ihe possible dangers to hugans from asiive deiectors is
disgussed and recent sludies in this srea are reviewed.

Iniroduction

The nesd for techniques for screening Loarding
zir Lravelers for goncealed weapons became apparenl
aspproximately 10 years age when hijsskiog aircrafi
Lo Cuba become a popular American spori, Belween
1932 and 1960 some 33 airline hijackings were
attempted world-wide, By ithe end of 1970 1his num-
ber had risen lo 15, Burisg 1971, 11 suceessinl
hijackings oecurred in the Upited States and a aew
igeenlbive wasz added to Lhe sporl with ransom
becamping the desived reward.  The respunse ol come
mercial avialiop over Lhe past live veasrs has
varied from deep concern amd aclion Lo partial apa-
Lhy; weapons deleclers are used sporadically st
mast airparis, depending os the pirline invelved, a
sondilion which is likely Lo coptinue ungil it
becames economically profliteble fo pravide security
or securily precastieons bscome mandatsry.

During the interveniag years technclogy las
provided severnl approaches to Lhe detection =f con-
cealed weapons at cosls vasging from $500 1o
516,000, per installalion. The devices producad Lo
date [all inte iwe general classes, sctive and pas-
sive, depending on whelher Lhey generale tleir owo
electromagnel ie field or sense disturbances in the
earth’s magnelic field. The lormer are sapable of
detsering all Lypes of metal while Lhe latier sre
limited i Fforrous materials. ALl are capable of
detecting weapons within dilferent levels of cenfia
dence; all are subjoct Lo false alarms and Tinsily,
nwone ol then provide a zomplele sslution to the
securily problem: they are simply teclnical aides.
The preblem [laced by ileehnologists is thes to proe-
vide Lhe cost-elffective devise, o enii which the
airlines can and will use as part of iheir security
precaulisas withant gverly inconveniencing pas-
BERYETS .

He consider in Lhis paper ihe design philosophy
ol sueh a cosi-effective wnll, ils realization in an
experimental model, its gerformance charscieristics
in eperatioual tests, and several safeiy Fastors ol
general consern to users of weapons deteelors,
This experimental wnil has been Lestied wnder various
operalional econditions including acleal airlins use,
aud is the basis of 4 low cosl wemspons delecley
presently being marketled by the Sperry Rand Soenssr
Graap, Gainesville, Florida,
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Gesign Philosophy

The electromagselic prineiples from which
weapon delecicr designs emanalte have beeu known lor
gl leasl twe decades. They have Found application
in many industirial processes, where one must elimi-
pate undesivable wetallie particies from p variety
gf background waterials, and have been used in penal
institations {with-varying degrees of gucggess) for
Lhe screening of perspanel.  lowever, ihe probloms
of designing a weapons detestor for use by airlines
to screen hearding passengers and Lo a lesser
extunl fer use in court rooms for screening speo-
tators requires o mueh more sophisticaled phi-
lnsophy. The sophisticalion is vequired because
the people being examined are almosi all lsw abiding
iravelers or visitors., Furibermore, inv ithe szirline
case, the uger of this device is nol a law easforcew
menl ageal. His main concers is Lo board passen-
gers in an orderly, elficient, inolfensive manner
withool causing exeessive delays in schedule, On
the other hand, because of the sxpense and dangers
invglved, hijacking can cerlainly nol be condoned.
in light of these contradiclory reoquirements, Lhe
following guidelines seem essential Lo 8 usable
weapuns detection system.

The Svslem Must Deteel Weapons

First consideration mighl indicste thal this is
a self-avidest reguirement, bul weapons can be pur-
chased or wade [row a veriety of melals ineluding
aluminum, magnesium and stainisss sleel., Xosi
weapons aye made with iren vr steel barrels, which
are presunably magoelized during Lhe course gf their
manufactlure, but Lhe degree ol magsetization varies
considerably Irom one gun Lo another. A device which
delects il metals, bath ferrous and nonferyaus,
seems preferable il the abeve guidelines are Lo be
taken serigusly. HKpives, another poleniial weapon,
ave usually iroen or steel apd musl be delevied as
well., They present a more diffienlt target becasusc
of Lhe wide range of sizes available and Decause
they arc a commun objeci carricd by many travelers.

Tkere sre many olLher weapens which have heen
used in hijack attempts ineluding razors and -bombs,
Indeed, the guestion of whal eenstitules a wespon is
debalable; ia the end analysis, the only sensible
angWer seems o be Lhal il depends on 1Lhe person
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carrying il.

The wenpans deleclor develaped by Spevry Hand
is intepded to deleecl mainly guns and knives, Wit
oul Tegard In ihelr metallie substance. The device
responds equally well to alupinum zad magnesium
{rames, a5 it dnes i0 stesl [(rame wespsns.

False Alarms Should DPe Hept to s Tolerable Level

There are iwoe distingl classes of {alse alamms
to be considered. False alarms ean be caused either
by metallic objests Which travelers commonly sarry
or by exiraneons interference., Exirvasecus slarss
can be minimized by proper amd judicious elevironic
design. The choice of pperating [requency, band-
width and pessible shielding sets a lower limit Lo
the exiranecus alatws thal can be expecied. For
example, 2 narvaw band aetive weapons delesier iy
suscepiible to sonrces witkin the receiver bandwidlh
or transienls which elesirically simulate the
iransienl signal ihal zan be expected by passing a
weaspon Lhrongh the doviece, On the other hand, pas-
sive weapeus deiecloT§ are prope Lo exiranzous
alorms caused by low [reguency magnelic disiurbances
such as might be created by elevalor molors turning
on and ofl, To the extenl tlhavL the device must be
asperated in the weighboerhood of a metallic environ.
menl, one cam expech moving mebal doors, baggage
earts, ete. Lo anbalance weapons detectors. These
extranesus signals can be winimized in generel, hy
lgcalizing the [ield of inflnence of ihe weapons
detecior L0 8 [ixed sres.

False asiorms cansed by commen harmless objeets
carried by travelers present a different preblem in
Lie sperational nse ol a weapung detecior. The
amount and variety of metallic malerial corried by
most iravelers precludes a "hamds of I operation;
Lirat is, a proeccdure by whick passengers and carry-
on baggage een be sereencd simnliancously. 1% is
resscnable Lo amlicipate that most males will travel
wilk =i least a spray cap ol shaving cream aad mosi
femeles Lo carry key cases and melal riemed purses
in tlheir haudbags., Thus to allow carry-on bagpags
Lhronglh & wespoens detector is to invite an alare
rale in excess of Q0% (if g meaninglul atiempL af
deteciing weapons is intended)({1). This alamm rale
would vause excessive delay in boording psssengers
since an altempt o identily ihe cause of Lhe slarm
mist be made, if o credible securily system is
desired. Aliorsalely, sophisticated discriminating
Leclmiques can snd Nhave been sttempred at Lhe
expunse of high addilional cost

The System Must Be Heliable, Mainlainable and Shouid
Reguire a Minisum of Operstsr Experience

The earrenl stala-al-lhe-srt diclates phe use
of modular solid slate inlegraled circeitry Lo achieve
raliability and intelligent layout Lo case maine-
tajnability. “Fhe soed for a enit thst can be psed
with liille oy no operator experieace is mendabory
from ap sesasmic viewpoint., Maspower is exponsivel
In addilion, 2 unit thal requives consiant attention
inkibils 1he flow rate of passengers and causes
delays,

Flexibility

A weapons deloctor anit dosigned to be optimum
for prison use is bardly usable inm an airiine tepmi-
nat. Similorly, 2 usit designed [or airline use
glone is mot oplimum for cowrirosm or prison use,
flexibility of design is nocessary [rom both the

mupniaciuring @ml user poinl of view Lo keep the

cost of the unil compaiibile wilh the econemies of
its use. As we shall shaw, the operational phi-

lesaphy differs fer prison, couriresm and airling
silugtions and 2 unil which cas be adapled te all
three regoirements is highly desirsble.

Low Gost

The ensl of the weapons deieciov should he som-
patible with the ceonomics of its use. In genersl,
a cost-olfeeiive pnit is desirable. Helow some
level of performance Lhe weapons deiecioy becomes
merely a deterrent. Althongh the deierrent eflecl
should nol be minimized, viable securily syslems can
pe buill al reasonable costs,

gperationgl Philosoply

The Spervy Rand Weapons Deleciuy aperates on
the slmples of discriminating lealnres. Lis circuits
respond whenever a ferrous gt nonferrovs object is
passed Lhrengh Llie detecior. The lransmiited power
of the device is preset to a level which will enable
the detaction of small weapsns and yei be fanuless lo
magnelic tapes aad haman beings, The alarm cireniiry
threshold is chosen by Lhe cperalor in presel sleps,
detertined by laboratory Lesis prior Lo manulatture,
and gives boilb an audible and visnal alarm If the
outprt level is above the Llireshold. Hhers one sels
the threshold is @ somplicated fuoclion of Lhe
response expected fyom commop melullic objecls as
opposed Lo wespons. Depending on the operational
use diflerent thiresholds are reguired. To under-
sland the hasis for this, one relies om hypolhesis
lesting Lienry Lo deseribe the operstional rationale
of current weapnns detevior systems (27,

Assume that a lraveler carrying ho wespons
walks through s weapons debector. Becauss ol the
common metal ohjects most people carry {such as
keys, wristwalehes, soins, cigeretie lighter, etc.)
the expacted veliage level al Lhe suilpul ol the
weapons dotecior con he considersd a Tandom vaviabie.
In Fig. 1, curve A shows s typicsl probabiiity den-
sily for Lhe average passenqger. In general, the
density funciion shows a peak al some level ¥1¢
Assume for the moment thal this Lypical traveler is
carrying a weapos in addilinn ic common harmless
metallic objects; the probabiiiiy densily fny this
hijacker is depicted by carve B, In general, Lhe
peak lms shilled by an amaunl which depends o Lhe
size of Lhe weppons, its placemesi on the body and
possibly iis orientation. The job af the desiguer
i the seeuriiy system is Lo estabiish a Lhreshold,
thal is a signal level Vy above which he would want
an mlarm signalled and beleow which be will ailow Lhe
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FIoUBE 1. Typical probabiiity densily functicps
for a traveler {curve A): and a hRi-

jacker {fcurve I).
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traveler o precvesd. There 35 a bssic dilemma, if
ihe threshold level 1s get tno high, ihere is a high
probabiliiy that a wan wiih a weapon will get
througlk,  XF ihe Lhreshold level {5 sel Lon low, lhe
false alarp rate (Lhe rale ai which harmless ebjeeis
cause alarrms? will become excessive and the plang's
departure will be delasyed. In qgeneral, Lhe [alse
alarm rate can be compuled as proportional ko the
sreg uhdder csurve A above ke threshold %“. Thus,
the probability of 5 false alarm Ffa is

B Iy

ww
I
j

P Aiv} dvo. £
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Similarly, ihe probability of detecting a weapon Pp
i% Lhe arca ueder curve B ahove gﬁz thus

w

B, = Fgfv} dy L £2)

Fiqure 1 sumparizes the basic inlormaiion Lhal
is available Lo the desigrer fer ssiablishing his
Lhreshold, If one is searching for s large weapon,
say = .43 cial. reyolver, then Lhe probakilily dep-
sily functiens shown in Fig. 1 are alwosl disjolinl
and it is a velutively simple movrer Lo pisk a
threshold whish yields high secarity performanse sad
# lew [alse alars rate simultaneously. For smallex
weapens, say o .22 ecal, revalver, Lie probabilily
dengity functions overlap sansiderably: curvest
securily preeedures consisl of a sirategy which, in
effecl, makes Lhese probabiliiy densities disjeini,
A typiesl strslegy might eensist of the follewing
procedures, Wilh the threshold presel ar a level
correspondisg Lu .22 caliber revelver, passengers
whe cause alarms are asked il Lhey have.anylhing
meiallie on ithem. The wetallic objecis are then
temporarily removed and the passenger is asked to go
Lhresgh the weapons deicciar again, This procedure
is repeated, theorelically satil the lalse alsrm is
eliminaced. Thus, as melallic material is removed,
the probabiliiy that the porson is g boasa [ide
troveler chauges. Dopending on the size and Lype of

material vemoved, Lhe depsity funclion asympiotically

approaches a limiling densily funciien Py plvd cor-
vaspanding lo a8 person sarrying 2 wmitndomum of metal
as shown in Fig. 2. At tho sowe time the proba-
bility densily tlal the persan 1s @ hjjacker asymp-
Lrlically approaches the limiliag <deasity funciien
Pi ply) vorrosponding Le the passenger carrying @
weapon alone {seec Fig., 2}, These twe probabiliiy
digtributions are essentially disjoineed, I is
important ta nete thal the thyeshold Vy musi be

Probability Density

Quiput Voltoge Level (Volis)

FIGUR
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o Limiting probability depsitpe Ffunctions
of & traveler with minimz! wmeral and
& hljacker with a weapon alone.

lowered as thig recursive restisg procedure cem-
tinues (17 a vonstant probabitity of dereclion i5 Lo
be maintained).

If g fixed Lhreshold tagt 18 Lo be used ihen
Lhis threshold must be chosen on the basis af ihe
density function of a traveler (FiA)} in Fig. 1} as
compared te a hijacker carrying a wespon alone
(F B(?} in Fig, 21). Fixed threstiold testing thus
restlis in a wigher false alarm initial rate.

The proccdure deseribed sbove is carrenlly being
wsed on omany internztiopal [lights wheye . 5.
Custom®s is able e provide ilic necessary maspover
Lo cxawine carrvy-on baggage. DPomestic [lighis gen-
erally follow o differen| sivategy. Here ilhe pas-
sengers Lo be stepped are pressiecied oa the basis
of a behavier prolile developed by the FAA.  Although
all passengers pass Larough ibe weapons deieclor
only preselecied candidates gre siopped, independent
af the resulis obtained nsing ihe weapoas delectior.

In effect, Lhe bebavievial prolile can be
viewad #3 providing am a prieri eslimate that Lhe
presalecied candidale is a hijaeker. Bather Lhan
ignoripg resulls obiained [vom wWeapens detactor
doevices, a stvalegy which uses both behavior prow
Iiles azd sz sclual hypothesiz iest (using-a reli-
able weapons deleetor) would yield o wore eflective
overall system. Ia addition, it should be clear
thal 2 itrade off exists belween ilig pumber of pre-
selecied candidaies and dhe level ol security one
san anlicipate. Clearly, by wedilying 1he hehay-
ioral profile 1o iaclude move fravelers snd msiuoy 2
weapons delector o Lesl Lhe hypeihesis, nore
travelers ocan be checkad In the same Lime.

S¢slem Confliguration

A skeleh of the Speryy Rand weapons detecror
is shown in Figure 3. The system consisis sf a
walkway assembly eoulaining exeilation and dotection
ceils and 2 remotoly situaled opoevater's conirel
anit hoasing the electrmnics (3).

The walkway assombly provides a rigid fixed
speriure fer the detection of metallic objects,
Eagch side panel of ihe wallkway corloins an exci-
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FIGURE 3. Artizt rendering of ths Sperry Rand
Faamoens Pabtogbor.



talicn coil and a delecrLisy coil which are phys-
ieally posilioned to minimize mutual coupling. The
parels are forwed into @ 2 x 7 foot frame {approxi-
malely reclanguiapr). The introductiss of metal
between Lhe panels couses an imbalanea (between
exciletion and detection coils) which is amplified
and detectad. The deieciion ceils are eleelrically
iselated, providing two independent sessing channels.
All coils have sommen growml center taps fur
electrical safety and Lo schisve bolanced line drive
and ouipus interface., Faraday shields are inclusdeg
on each eoil Lo minimize glecirostalic ipterisrence,
In addition o the various Operaling centrols and
indigators, Lhe conirol uwnil contains the [requency
drive souree for the excitation coils, deteclion and
alarm cireuits, and power supplies.

The [requency drive source consisis of a crystal
cosiralled oseilistor, g divider ¢hain and 3 solid
state power awplifier as shown im the block diagram
ef Figure 4, & stable Tremguiency of 8 KHz (nominall
is generated by Lhe crysial oscillator. Legieal
divisien by 8000 roduces ithis frequency lo ihe
desited value, Push.pull Class € Dariiagion power
Lransistors [eed the drive laps of one exciiation
coil with a symmetrical square wave, while corre-
sponding taps on Lhe other excitation coil provide a
reference signal feor the contrel civeuilry.

Two idesticsl detection chznnels are provided
for the two detection coils. Eseh channel iscludes
independent passive nuiling circuits; bandpass
ampiifiers, filiers, and comparators for detection
thresholds. Separate js-phase and guadratare nul-
ling adjusiments zrve Joealed on the froml conirol
panel lo ennbie the eperaler Lo capcel slalic
imbalances resuiting [rom searhy metal ohjecls.

These adjusiments are normally accomplished at ihe
time of installation Lo adapt the deteclor to Lhe
partieular envirosment in which it is 1o be operulsd,
Ejeclrical signals from the detection coil are

swomed with the nulling signal and applied to a high
gain bandpass smplifier whose sentler frequenty coin-
cides with the excitation, The ontput froms the
bandpass amplifier is applied to ao envelope deleclor
through a third harmonic noleb filier, The enve-
lope detecier translates tho amplilied delectisn
signal to @ do level. Clesrly, the do output of the
enyelepe deteclor is direciiy relaled Lo field
imbalance in the walkway, Il the nulling adjust-
ments have been properly made angd so metallic objecls
are in ihe wallewny aperiurs, the envelope detector
outpui will be minimal.
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Alurm delectien can he performed by comparing
the envelope delecigr sulpul e g Fixed Lhreshold.
However, experience ha$ shown Lhat the residual enve
lope deiecior level (aflier proper nulling and with no
meial in the aperture} varies wilh locatisn, i.e.,
somp environmenls are naisier than others. To
minimize this effect, a low-pass filter and differ-
ence amplifier is used to Sublraci the “long ferm”
ayerage residual level from the envelope detecior
outpui. Alartem delections are Lhen made by cewmparing
this dilffervence with fixed Lhresholds. A lroni paoel
meter monitoring Lhe sveraged residual level serves
Lo alert Lke eperaror of gross changes in Lhe
envivenment (i.e., movemenl sf large metallic objecis
in Lhe area}, as Well as siding in performing
initinl null adjusiment.

Two modes of speration sre provided. In the
Iirst, Lke sthresheld is sei Lo detect relatively
large weopons, while causing few alarms ou com-
monly carried objecty. This mode is istended [or
[ixed threshold testing st airporis. An alternate
mode, using a lower thresheld, detecis small
weapons bul s general may alse alarm on ceriain
types of key rings, cigarstte cases, wrist walches,
ete,  Althougl providing highar levels of securily,
its wse at airperts requires a coordinated procedure
1o eliminate ohvisus sources of alarms. For conven-
ience, we fdesigrate these modes as normal and highe
seeurity. The mode of operation is comtrolisd by 2
swileh om Lhe frani face of the consale and can be
changed from passenger Lo passenger. In the present
model, independent alarm thresholds are provided for
the Lwo detectisn channels, Thus, Lhe operator is
given an Indication of the placement ¢l a weapon,
i.e., right side or isft side. The alarm may be
gither visual, awdikie or bolh.

Operational Tesis

The Sperry Rand Weapons Deloclor has undergone
several levels of testing to evaluwate iLs effective-
ness, The initigl tesiing was conducied al Lhe
Spevry Hand Research Cenler where 200 employees were
asked Lo pass through the device te eslablish il§
false alarm rate, WiLk the threshold set te delect
# .22 caliber weapon, & false alarm rate of 35% was
found. Employvees were netl pemmitted Lo carry alta-
che cases or handbags through the detector, Each of
these alarms was resolved and a careful analysis of
them jndiecated Lhal the major couges were due fo keys
and key ctases, clgarelie lighters apd wrist walches.
Testing was continusd and it was found that by
eliminating keys alone, the alsym rale could be
reduced Lo 8%,

There were severnl reasoms Lo suspacl that Lhe
alarw rate obtaimed al the research laboratory is not
typieal. First, the electremagoetic environment is
quite dilferent Irom that found at an airport. There
are al)l sorts ol high power devices and slecirically
controlled ovens Within the building being turned on
and off, $econdly, & csllection of employees
arriving for werk In general cavry a diflerent
assortment of metlallic objects tham air travelers.

The experimenial upit was delivered to the
Department of Transpertatlion, Transpariation $yslems
Center in Cambridge, Massachusetis for testing by DOT
personrel. Here ihe elffectiveness as a weapons
delector was established. A variely of weapons of
different size and shape were used and comparative
data between Lhe Sperrvy Hand experimestzl unit and
gther weapons detectors was oblained, With 00T's
encouragemenl and cooperation, additional tests were
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arranged through the FAA
of ihe experimential unil at Logan Airperl in Bostos.
Here U, 5. Custom sgents and THA used the unit
nighlly, passing approxissiely 600 passengers pey
week Lhrough ihe device, or internsiional flighls.

IL was found thal afier one night's experience with
the aclive unit, ihke operalional procedures used by
THA agents yielded a 108 alarm vate. On the average,
the passzengers were hoarded at g rale of 3 Lo 4 pey
minule, At a secnrity level subscaatially higher

Lian they hasd previcusly achieved. In sddilion,

the sopstraciive commerts of U, 5. Cnstoms and TWA
persennel has resuiied in Lke intredoclion of
several operational features and the elimipnalien of
seyeral others in the preproduction unii.

The sxperimental unil lhas alse bees lesled by
the Nalicnazl Buresu of Standards, Law Enlorcement
Slandards Laboralory, 3 new agency whose prisary
funelior is 1o esiablish tesling procedures, Ne
official report las been authorized, however. In
addition, Lhe experimental umit will be wsed for
ceurt room security applicalions at the Suflslk
County Superior Court, Bosion, Massachuseiis, in
the near fulure.

Safeiv Faciors

With the advenl of aclive weapons deleciors has
came s0me concern on Lhe part of wsers s to Lhe
safety of these devices on persans being tested.
particular, ihe danger Lo persons wilh cardiac
pacenkers has been aingied aul as an area requiring
investigation, Indeed, persons equipped with
cardiac pacemskers are subjected fo poleolial haszards
I[rom o wide range of sources. Medieal journals
repori cases of pelential damger from radio stations,
motorcycles and gascline ignition syslems, radar
sites, elecirie shavers, television rescivers as well
as electric mixers (4). In additisn, hospilal
envitonmenis present particular daugers because of
disthermy equipment.

Ia

Medical research las been sponsored by Lhe FAA
to delinz the dangers of aclive weapons dereciors on
passengers. Aciual cardiae palientis were used with
rvesl weanons deleclars and i1 wag comeluded ithal wo
clinical effecis vesulted in the proper use of these
devices.

It is felt thal Lhe Sperry Road deviee is pat-
tieularly sife because af the froquency ol operation
and power level choses. The asiesl magastic (ield
streuglh in the aperturs of 1his device varies [rom
.8 to 1.0 gerateds, depending un Lhe distance [rom
Lhe plane of the ecoils, This sheuld be compared
with a siaiie magnebic background of .5 oversteds
due te the earth's wmagretic [ield.

yesulting in the inslailation
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In addiifen, 31 should te poted ihat al these
low levels of magnelic field il is virtuslly inpos.
sible to alter inlormation of magneric Lupes,
[Finally, i1l shkould be pointed out timi a passenger
wearing a hearing aid may aclLually hear 3 tone as he
passes Lhrough the device, This iz cansed by direcy
piciup sf the audio signsi into the trassducer in the
corpiece ikat iy cemmonly worn. This, tos, has been
found in be nonoflensive,

Conclusionsg

The Sperry Rand Weapons Deleetor, an experi-
mentgl device, has been designed 10 meer Lie
securiiy needs of the airiines in coping willl st-
Lewmpred hijackers, The main lestures of the systes,
its simplicity ol operation, the dus! chamnel aiarm
eivewilyy, the multilevel Lhreshold goncepls and iis
low cosl, provide censiderable [lexibility im operaw
itonal use, Is addiiion, Uhe elfectivesess of Lhis
unit hns been demansivaled by laboraiory Lesls at
DOY, and operational tests by U, S, Cusloms and TWA,
A prepreduction prelolype, incorpovaling many of
the snggesiions of those whe lave tested this unit,
has heen desigaed and will be marketed by Lhe Sperry
Hand Sensar Group.
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LAW ENFORCEMENT APPLICATIONS OF MAGNETIC 3ENSORS

J. ¥. Haben and J. F. Scarzello
11, B. Naval Ordnnnce Laboratory -
Bilver Bpring, Moryland 20810

Intraduction. Regent advonces in mopnetic zeasor teclmalogy stimulated
by unique intelligence, surveillonce and security reguiremernts of the
Vietnam war have increansed the capebility to delect ordpance, personnel
and vekicles., The problem of finding coptraband weapons hidden in jonks
and sampans is similar te that of detecting weapong carvied by skyiaclkers,

Milltary surveillunce sengors to remotely detect intruding personne]
and vehicles may be helpiul for certain law enforcement applications.
As an example, monitoring vehicle border crossings (Iand and water) with

Iow cost unattended mogrelic sensors.

The parpose of this paper is to introduce the law enforcement comme
wnity to magnetie sengors and some Navy device concepts and hardware.
It ig fol that recent milifary mageetic surveillance sensor research is
applieable to certnin nnique law enforcement problems,

Magnetic Sengors

A mapgretic sensor is 0 device which deiecte a magnetic
field or changes in the Geld, Among the simplent sepsor
is the magnetic compass which senses the enarthis magnetic
Held. Others include reed switches, which are activated
by large Helds produced by permasent magnets, Magpet-
ienlly potivated switches are uged in gome seeurily and
burglar alarm systems.

An alternating magnetic field may be detected by a
search ooil congisting of thousands of turns of wire cn a
oore of ferrite or soft magretie material. The search ccil
was used initially in most simple low power magnetic
sensors until the advent of the Brown magnetometer, The
Brown magnetometer iz similav to bat different fiom the
standard ring cove fhmpgaie sensor as desoribed at last
yenrts conference {1}, and bas significant ndvantages of
low cost, small size, low power consumption, low internal
noisa and can operate in any ambient femperature and most
enviromnents, Background iaformation on magnetomaters
amel masgsetomety may be found in references 2 and 3.

The Brown mspnetometer (4, developed espeeially
{or surveiliance gystems ig of the [luspgale type employing
a smail permalloy tape hobbin core purchased commer-
cially, The simple mapgnetically~conopled drive oseillator
and deisction civewit are shown in Figare 1. The trons-
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FIGURE 1. HOrown Magnetometer, Schematio

diggrasm.

0

istor zcts as o switeh te apply the baitery voltage period-
ically (about 40 KHz drive freguency) tc the drive winding.
Thus, the magtetic material is driven into saturation
periodically without reversal of the induckion, This minw
imizes drive power, Power consumption is about 4 milli-
walls,

The gpit magpetic field sensing winding is wound on
iwo opposile 180° gepgments of the core in suck o wiy that
the drive signal is canceled out in this winding and only the
ambient field dependent signal remains, Following satur-
ation of the core, the trangisior turns off, the imduction
returns rapidly to oo equilibrium point, and 2 lavge fly-
back volinge spilke appears or all windings, It is doring
thia Oy~back interval that the diode in the detection cireuit
conducts and samples the ambient field sigasl on the sense
winding, The fly-hack path of the civouit is controlled
largely by mgsive civenit elements. 1t is believed that the
low imrinsic noise observed i the mapnetometer is due to
deteeting during the fly-back interval whes the drive civouit
s relatively quieseent. To ensure deteetion during this
imterval with the simple half~wave detsctor shown, the
sensor tmust be biaged with o sinall permapent magnet so
that tle ambient field dependent sigpal is nlways of the
correct polarity for any orientation in earth's feld. We
kave a2ig0 used successiully (and prefer) another detector
of only slightly greater complexity that does not reguire
the bine magnet. The intripsic noise of the mugnetometsy
in the passband 0,01 to 1 Hz ig less then 0,3 gamma for
a temperature range 130°F to -20°F, The output of the
detection eiveuit is 2.5 velts foersted Zabout 5% for + 9.8
oersted applied fields. The mogpetometer is quite rugged
with respect to rough hondling,

One of the mopnetometers is shown in Figure 2. A
bobbin core is shown befove and after winding, The clreuit
board eontnins the flnxgate sensor fogether with the drive
and detection civeult of Pigure 1, Figure 3 is a photograph
of the DC magnetometer outpid chayaeteristics, Linenrity
over £.6 gaugs dynamie range is aboul § percest and the
nelse in {his range is typieal of that shown in Fipure 4.
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