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AG FOR I~WffiDIATE RELEASE 
MONDAY, J~~UARY 5, 1981 (202) 633-2014 

Attorney General Benjamin R. Civiletti today issued guidelines 

to govern undercover operations of the Federal Bureau of Investi-

gation. 

"The FBI's use of undercover employees and operation of 

proprietary business entities is a lawful and essential technique 

in the detection and investigation of white collar crime, political 

corruption, organized crime, and other priority areas," Mr. 

Civiletti said. 

"However, use of this technique inherently involves an element 

of deception, and occasionally may require a degree of cooperation 

with persons whose motivation and conduct are open to question, and 

must be carefully considered and monitored." 

The undercover guidelines are an effort to regulate FBI 

investigations using undercover techniques. These include so-

called "sting" operations, and the investigations used in the 

ABSCAM, BRlLAB, and similar cases. 

The guidelines were prepared jOintly by FBI and Justice 

Department Officials during the past 18 months. In large part, 

they reaffirm existing Bureau practices and procedures in this 

area. Their major purpose is to establish clear and workable 

procedures for the authorization and review of undercover 

operations at appropriate levels in both the FBI and the Justice 

Department. 
(MORE) 

If you have issues viewing or accessing this file contact us at NCJRS.gov.
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One feature of the guidelines is a requirement of authoriza-

tion by FBI headquarters and the FBI director of all undercover 

operations involving risks of ,.,hat are termed "sensitive circumstances. n 

These include investigations into public corruption, operations in 

which there is a sUbstantial risk of violence, and situations in 

which undercover agents may participate in criminal activities as 

part of the undercover operation. 

The undercover guidelines also contain a section (paragraph J) 

setting forth standards for the creation of opportunities for 

criminal activities, or for the encouragement or inducement of 

persons to engage in crimes. These standards are significantly 

more restrictive than those required by the law of entrapment or 

the constitutional principles of due process. Under the guide­

lines, for instance, such operations must be designed so that 

the corrupt nature of the activity is clear to subjects of the 

investigation. The guidelines also place limitations on the 

nature of the inducements that may be offered to a subject of 

an undercover investigation. 

The undercover guidelines are the last in a series of 

guidelines governing the FBI's investigative practices. Earlier 

guidelines dealt with the FBI's use of informants and confidential 

sources, and the bureau's investigations of general crimes and 

racketeering organizations. 

The guidelines are currently being distributed to FBI 

agents and government prosecutors. They will take effect 

approximately two weeks from today. 

lflf## 
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A¥TORNEY GENERAL' S GUIDELINES ON 
FBI Ul\DERCOVER OPERATIONS 

The-followins guidelines pn use of undercover operations 
by the Federal Bureau of Investigation are issued under 
authority of the Attorney Gencrnl as provided in 28 U.S.C. 
509. 510, and 533. They are consistent with the requirements 
of the proposed FBI Charter Act, but do not depend upon 
passa£e of the Act for their effectiveness. 

INTkODUCTION 

DEFINITIONS 

GENERAL AUTHORITY 

AUTHORIZATION OF UNDERCOVER OPERATIONS 

A. Undercover Operations that May Not be Approved 
by the Special Agent in Charge because of Fiscal 
Circumstances 

B_ Undercover Operations that May Not be Approved by 
the Special Agent in Cbarge Because of Sensitive 
Circumstances 

C. Undercover Operations that Nay be Approved by 
tbe Special Agent in Char~e 

D. Approval by Headquarters (Undercover Operations 
Revie\,' Corrunittee, and Director or Designated 
Assistant Director), with Concurrence of United 
States Attorney or Strike Force Chief. ~lhere 
Sensitive or Fiscal Circumstnnces Are Present 

E. Applications to Headquarters 

F. Undercover Operations Review Comn,ittee 

G. Approval by Director or Deis~nated Assistant 
Director 

H. Duration of Authorizations 



· 1.; Authorization of Participation In "Otherwise 
I llef,a I" Acti vi ty 

J. Authorization of the Creation of Opportunities 
for Illegal Activity 

K. Authorization of Investigative Interviews 
That are Not Part of an Undercover Operation 

MONITORING AND CONTROL OF UNDERCOVER OPEMTlONS 

L. Continuing Consultation with United States 
Attorney or Strike FOl'ce Chief 

H. Serious Legal, ,Ethical, Pros('cuti ve, or Departmental 
Policy Questions, and Previously Unforeseen Sensitive 
Circumstances 

N. Emergency Authorization 

O. Annual Repor~ of Undercover Operations Review 
Committee 

P. Preparation of Undercover Employees 

Q. Review of Undercover Employee Conduct 

R. Deposit of Proceeds; Liquidation of Proprietaries 

RESERVATlO;l 



UlTRODGCTlOl, 

The FBI's use of undercover cmployec~ and operation of 
pro?riet~y business entities is a la~ful ~nd essential ~echnique 
in the detection and investigation of white collar crime, 
political corruption, orsanized cri~e, and oLher priority areas. 
Hov;~ver, use of this technique inherently involves an element of 
deception, and oc~asionally may require a desree of cooperation 
wi th persons whose motivation and cOlHlucr are open to question, 
and ~o should be carefully consirterert and monitore~.\l 

DEFlIHTlONS 
~.-~----

An "undercover employee," under these guidelines, is any 
employee of the FBI -- or employee of ~ federal, state or local 
law enforcement agency work in!; under the direction and control 
of the FBI in a p~rticular investigation -- whose relationship 
with the FBI is concealed from third p3rties in the course of an 
investigative operation by the maintenance of a cover or alias 
identity. 

An "undercover operation" is any investigative operation in 
which an undercover em~loyee is used. 

A "proprietiJ'!::Y" is a sole proprietorship, partnership, 
corpora t ion, or 0:: her bus in;; s sent i Ly o\<.'lwd or con tro 11 ed by the 
FBI, used by the FBI in connection wit:ll an und~rcovcr operation, 
an" ,,'l,ose rcL:tLiollsl1ip with tll!! FbI b lIot generolly acknowledged. 

GEt~[RAL AUTHORITY 

• 

(1) The FBI may conduct undercover operotions, pursuant to 
these !;uidelines, th3t are appropriate to carry out its investigative 
responsibilities in domestic law enforcemc'lt. 

Under this authority, the FBI may participate in joint 
unde,cover ore,ations with other federal, st3.te, ar.d locill 1 a','; 
enforcement agencies; mily seek opcrationol assist~nce for an 
undercover operation from any suitable informant, confidential 
source, or other cooperatin!; private individual; and may operate 
a proprietary on a commercial basis to the extent necessary to 
maintain an operation's cover or effectiveness. 



(2) Undercover operations can be authorized only at the 
"full investigation" sta£.c in Dc'lliL'Slic Security Investigations, 

At:THORIZATIO:; OF lItlDERCOVER OPERATlONS 
.~---- " .. --------~-~-----

All undercover operations under [ileSe ~uidelines fall into 
one of two categories: (1) those undercover operations that can 
be approved by tiw Special Agc'nt in Ch,lr/:,(' (SAC) under his own 
authority, and (2) chose undGrcov~r up~rJtions that can only be 
auth~rized by the Director or d~signnt~J As~ist&nt Director. 
upon favorable recolnm(?nd<Jt ions by the SI\C. Bureau headquarters • 
(FBIHQ), and the Undercover Operations !I('\,i('\.; Committee, Under­
cover operations in the latter cate~0ry ar~ those that involve a 
substcmtial expenditure of government funds, or otherwise implicate 
fiscal policies and cO,nsiderations, (P"ragraph A), Also included 
in this latter category are undercover operations that involv~ 
what are termed "sensitive circumstances," In general, these 
are undercover operations involving investigation of public 
corruption, or undercover operations Lhat involve risks of 
various forms of harm and intrusion, (Pa~agr2ph B), Of course. 
in planning an unuercover operation, these risks of harm and 
intrusion will be avoided whenever possible, consistent with the 
need to obtain necessary evidence in a timely and effective 
manner, 

A, UndercoverQ:L!= . .;_~tions rhaJ:.l-:_q)'_B9t ~!'~l'E!0ved by the 
Special Arcnt ~n Charge bec~_usc 01 .i~i,;c;jl~i~cumstances 

(1) Subject to the emergency authorj~~tion procedures Bet 
forth in parap'i1ph N. the SAC n,a:i nOL ;juthorilC th8 establishc,<.:nt, 
e>:(.<:nsion 0)' ren('\vnl of 8n ulluc'rC'l1VCl' (1!'L'l;1Lio:l if there is a 
reasonable expectation that: 

(a) The unJercover operatio'l could result in significant 
civil claims against the Unitcu States, either arising 
in tort, contract or claims for just compensation 
for the "taking" o[ property; 

(b) The undercover operation will r~quire leasing 
or contracting for property, suP?lies, services. 
equipment, or facilities for any period extending 
::,{'yond the Sq)[ember 30 I L<ri'linarioll dntC' of the 
then current fiscal YC';lr. or wi t:1 prcpaymenL of 
more them one month's relll; or wi 11 rl'quire leClsing 
any facilities in the District of Columbia; 

(c) The undercover operation ~jll reGuir~ 
the use of approprial~u [unlls [0 estoblish 
or acquire a proprietary. or to operate 
such a propril"tiJrv on a com-;'c'rcial basis; 
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(d) The undercover operation will require 
the deposit of appropriated funds, or of 
proceeds Generated by the undercover operation, 
in banks or other financial institutions; .. 

(e) The undercover operation will involve 
use of proceeds generated by the undercover 
operation to offset necessary and reasonable 
expenses of the operation; 

(f) The undercover operation will require 
indemnification agrc:er:1C'nts for losses incurred 
in aid of the operatiol}, or will require expendi­
tures in excess of $1500 for property, supplies, 
services, equipment or facilities, or for the 
construction or alterotion of facilities; 

(g) The undercover operation will last longer 
than 6 months or ",ill inve,lvc an expenditure 
in excess of $20,000 OT such other amount that 
is set fro~ time to time by the Director, with 
the approval of the Attorney General, However, 
this expenditure limitation shall not apply 
where a siGnificant and unanticipated investiga­
tive opportunity would be lost by compliance with 
the procedures set forth in paragraphs D, E, F, 
and G. 

B. Undercover Operations tha1: 1'1ay notJ:'(?-..!'l'P_roved by the 
Speci_,,-l Abent __ i_~ Charge Bc:cau.~_E.LSen!'i tive Circumstances 

Subject to the emergency allthorization procedures set forth 
in paragraph N, the SAC maY not authorize the establishment, 
extens10n or rene~al of an'undercov~r operation that involves 
sensitive circumstances. For purposes of these guidelines, an 
undercover operation involves sensitive circumstances if there 
is a reasonable expectation that: 

(a) TIle undercover operation will concern 
an investigation of possible corrupt 
action by a public official or political 
candidate, the activitiGs of a foreign 
government, the activities of a religiOUS 
or political organization, or the activities 
of the news mGdia; 
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(b) The undercover operation will involve 
untrue representations by an uncic:rcover 
employee or cooperatinr private individual 
concerning the activities or involvement 
of any innocent person; 

(e) An undercover employee or cooperating private 
individual will engage in Dny activity that 
is proscribed by federal, state, or local 
law as a felony or that is otherwise a 
serious crime ~- except this shall not 
include crimilJal liability for the purchase 
of stolen or conrraband ~onds or for the 
making of false representiltions to third 
parties in concealment of personal identity 
or the true ownership of a proprietary; 

(d) An undercover employee or cooperating private 
individual will seek to supply an item or 
service that would be re3sonably unavailable 
to criminal actors but f0r the participation 
of the government; 

(e) An undercover employee or cooperating 
private individual will run a significant 
risk of being arrested and seeking to continue 
undercover: 

(f) An undercover employee or cooperating 
private individual will he required to 
give sworn testimony in any proceeding 
in an undercover capacity; 

(g) An undercover employee or cooperating 
private individual will attend a meeting 
between a subject of ~he investigation 
and his lawyer; 

(11) An undercover employee or cooperating 
private individual will pose as an attorney, 
physician, clergyman, or member of the news 
media, and there is a significant risk that 
another individual will be led into a 
professional or confidential relationship 
with the undercover employee or cooperating 
private individual as a result of the pose; 

(i) A request for informntiol1 will be made 
by an undercover employee or cooperating 
individual to an attorney, physician, cl~rgyman, 
or other person who is under the obligation 
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of a legal privilege of confidentiality, and 
tile particular information ~ould ordinarily be 
privileged; 

- (j) A request for information will be made 
by an undercover employee or cooperating 
private individual to a member of the news 
media concerning any individual with whom 
the newsman is known to have a professional 
or confidential relationRllip; 

(k) The undercover operation will be used to 
infiltrate a group und~r investigation 
as part of a Domestic Security Investigation, 
or to recruit a person from within such a 
group as an informant; 

(1) There may be a significant risk of violence 
or physical injury to individuals or a 
significant risk of financial loss to an 
innocent individual. 

C. Undercover Operations th~.LMa\~J2(?~~roved by the 
§.E.e~cial Arent in Charge 

(1) The SAC may authorize the establishment, extension 
or renewal of all other undercover operations, to be supervised 
by his field office, upon his written determination, stating 
support ing facts and circumstanct:s, that: 

(a) Initiation of investigative activity regarding 
the alleged criminal conduct or criminal 
enterprise is warranted under the Attorney 
General's Guidelines'on the Investigation of 
General Crimes, the Attorney General's 
Guidelines on Domestic Security Investigations, 
the Attorney General's Guidelines on Investigation 
of Criminal Enterprises Engaged in Racketeering 
Activity, and any other applicable guidelines; 

(b) The proposed undercover operation appears 
to be an effective m~ans 0' obtaining 
evidence or necessary information; this 
should include a statement of what prior 
investigation has been conducted, and what 
chance the operation ha~ of obtaining 
evidence or necessary information concerning 
the alleged criminal conduct or criminal 
enterprise; 

• 



- 6 -

iC) '~he Und0TcoVer operatiol1 will l)e conducted 
,:i c" minimal intrusion c,)nsistent ;lith the 
neeJ co collect the evidence or information 

a timely a:ld ef ctivc manner; 

1d) Approval for the use of ~ny informant 
or confidential source hCls D'2en 0Pcainea 
as required by the Attorney General's 
Guidelines on Use of Infn:-rnancs and 
Co~fidential Sources; 

(e) Th~re is no present expectation of the 
(',ccurrence of any of the ciTcurnstances 
1 is Led in paragraphs A ilIH.2 Ii; 

(f) An; foreseeable participation by an undercover 
employee or cooperating private individual 
in illegal activity that can be approved by 
a SAC on his ovm authoritv (that is, the 
purchase of stolen or contraband goods, or 
participation in a nonserious misdemeanor), 
is justified by the fnctoTs noted in 
para[;raph 1(1). 

D. App~ov!!lQ.:L Hea~arters. (Undercove~_~ations 
Revie,,: Cor,<!:1itteS...!_ and..J2.iEector or fles_ignaced Assistant 
Director), with Concurrence of United States Attorney 
or Strike ForceChief! Hhere SensitiVe or F-iscal 
eirc L:!7lS tanc e 5 -Are-Pres en t 

The Director of the FBI or a designated Assistant 
Director musC approve- the estClblilihmeT1L, l'x[cnsion, or 
renewal of an undercover operation if there is H reasonable 
expectation that any of the circumstances listed in paragraphs 
A and B may occur. 

In such cases, the SAC shall first ma~e application to 
FBI Headquarcers (FBIHQ), See paragrapll E below. FBIHQ may 
either disapprove the application or rpcofl]Elend chat it be 
approved. A reconu-nenda t ion for approval mill' be f onlarded 
directly to the Director or designated Assistant Director if 
the application was submitt~d to FBIHQ sol v because of a 
fiscal circu;r,stal~ce listed in p;Jragraph-;; - (e). In all 
ocher cases in "'hich FBIHQ recommends approval, che application 
shall be forwarded to the Undercover Operations Review 
Comr:littee for considerarion. SC:C' para ph E. If approved 
by the Undercover Op"rations Review COl'l."littee, the; application 
shall be forwarded to the Director or dC'si.r;n!1ted Assistant 
Director. See paragraph G. The Direccor or designiJted 
Assistant lJirEctor may approve or disapprove thE application. 

:: ,.<, 

• 
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E. ~lications_~~~~eadquarters 

(1) Each application to Headquarters from a SAC recommending 
approval of tIle establishment, extension, or renewal of an ~nder­
cover op&ation involving circumstances listed in paragraphs A 
and B shall be made in writing and shall include, with Bupporting 
facts and circu~stances: 

(a) A description of the proposed undercover 
operation, including tllc particular cover 
to be employed and any informants or other 
cooperating persons who will assist in the 
operation; a description of the particular 
offense or criminal enterprise under 
investigation, and any individuals known 
to be involved; and a statement of the 
period of time for which the undercover 
operation would be maintained; 

(b) A description of how the determinations 
required by paragraph Cel)(a) - (d) have 
been met; 

(c) A statement of which circumstances specified 
in paragraphs A and B are reasonably 
expected to occur, what the operative facts 
are likely to be, and ~hy the undercover 
operation merits approval in light of the 
circumstances, including, 

(i) for any foreseeable participation by 
an undercover ~mployee or cooperating 
private individual in activity that is 
proscribed by federal, state, or local 
la" as a felony'or thnt is otherwise a 
serious crime -- bill not includin~ the 
purchase of stolen or contraband goods 
or making of false representations to 
third parties in concealment of personal 
identi ty or the true ownership of a 
proprietary -- a statement why the 
participation is justified by the factors 
noted in paraf,raph 1(1), and a statement 
of the federal prosecutor's approval 
pursuant to paragraph 1(2); 

(ii) for any planned infiltration by an 
undercover employee OJ: cooperating private 
individual of a group under investigation 
as part of a Domestic Security Investigation, 
or recruitment of a person from within 
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such a grour as an inforOlant, a statement 
why the infiltration or recruitment is 
necessary and meets the requiremonts of 
the Attorney Generol's Guideline~ on 
Domestic Security Investigations; and 
a description of procedures to minimize 
any acquisition, retention, and 
dissemination of information that does not 
relate to the matter unde~ invest ation 
or to any other authorized investigative 
activity. 

(d) A statement of proposed expenses; 

(e) A statement that the UnilcJ Slotes Attorney 
or Strike Force Chief is knowledgeable about 
the proposed operation, including the sensitive 
circumstances reasonably expected to occur; 
concurs with the proposal and its objectives 
and legality; and agrees to prosecute any 
meritorious case that is developed. 

(2) In the highly unusual event thut there are compelling 
reasons that either the United States Attorney or Strike 
Force Chief should not be advised of the proposed undercover 
operation, the Assistant AltOrIlC'Y General in charge of the 
Criminal Division, or othel' Depal'tment of Justice attorney 
designated by him, may substitute for such person(s) for 
purposes of any authorization or otheT function required by 
these guidelines. IRwre the SAC determines that such substitution 
is necessary, the application to fBIHQ sholl include a 
statement of the com?elling reDsons, tO~0tller with supporting 
facts and circuQstances, which are believed to justify that 
determination. Such applications may only be authorized 
pursuant to the procedures prescribed in paragraph F, below, 
whether or not consideration by the Vndercover Operations 
Revie.! Committee is otherwise required, und upon the approval 
of the Assistant Attorney General in charge of the Criminal 
Division. 

(3) An application for the extension or renewal of 
authority to engage 1n an undercover operation should also 
describe the results so far obtained from the operation or a 
reasonable explanation of any failure to obtain significant 
results, and a statement that Lhe United Slates Attorney or 
Strike Force Chief favors the extension or renewal of authority, 

F, Undercover Oper a t ions Review Cornmi t tee 

(1) *here shall be an Undercover Operations Review 
Committee. consisting of appropriate employees of the FBI 
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designated by the Director, and attorneys of the Department of 
Justice designated by the Assistant Attorney General in charge 
of the Cri~inal Division, to be chaired hy B designee of the 
Director ._ 

(2) Cpon receipt from FBIHQ of a SAC's application for 
approval of an undercover operation, the Committee will review 
the application. The Justice D.::partment m,mhers of the Committee 
may consult with senior Department officials and the United 
States Attorney or SLrike Force Chief, as they deem appropriate. 
If the Committee concurs in the determinations contained in the 
application, and finds that in other respects the undercover 
operation should go forward, see par~brAph F(3) and (4) below, 
the Committee is authorized to reco~end to the Director or 
designated Assistant Director, see paragraph G, that approval be 
granted. 

(3) In reviewing the application, the Committee shall 
carefully assess the contemplated benefits of the undercover 
operation, together with the operatinG and other costs of the 
proposed operation. In assessing the costs of the undercover 
operation, the Committee shall consider, \'il,ere relevant ,the 
following factors, among others: 

(a) the risk of harm to priv.:1te individuals or 
ul1ucrcover employees; 

(b) the risk of financial loss to private individuals 
and businesses, and the risk of daPlage liability 
or other loss to tIlE: r,overnment; 

(e) the risk of harm to reputation; 

(d) the risk of harm to privileged or confidential 
relationships; 

(e) the risk of invasion of priVDCY; 

(f) the degree to which the actions of undercover 
employees or cooperating private individuals may 
approach the conduct proscribed in paragraph J 
below; and 

(g) the suitability of undercover employees' or 
cooperating private individuals' participating 
in activity of the sort contemplated during 
the undercover operation. 

(4) If the proposed undercover operDtion involves any of 
the sensitive circumstances listed in paragraph B, the COl11l'1ittee 
shall also examif1e the applic.:1tion to d£tl.:rmine whether the 
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undercover operation is planned so RS Lo minimize the incidence 
of such sensitive circumstances, Bnd to minimize the risks of 
harm and intrusion that are creatl'd by such circumstances. If 
the ComJT.ittee recorrunC'nds approval of nn undercover operation· 
invo]vint ~ensi ti\le circ1..!mstanc~s; tlle !-ccommcndation shall 
include a brief written statement explaining why the undercover 
operation merits approval in light of tIle anticipated occurrence 
of such sensitive circumstances. 

(5). The Cor;udttee shall reconunend approval of an under­
cover operation only upon reaching a cOllsensus, provided that: 

(a) If one or more of the desicnees of the 
Assistant Attorney General in charge of 
the Criminal Division does not join in 
a recoImllendatioll for approval of a proposed 
undercover operation because of legal, ethical, 
prosecutive or Departmental policy considerations, 
the designee shall promptly advise the Assistant 
Attorney General and there shall be no approval 
of the establishment, extension, or renewal 
of the undercover operation until the Assistant 
Attorney General has had the opportunity to 
consult with the Director; 

(b) If, upon consultation, the Assistant Attorney 
General d agrees with a decision by the 
Director to approve the proposed undercover 
operation, there shall be no establishment, 
extension or renewal of the undercover 
operation until the A~sisLant Attorney 
General has had an opportunity to refer 
the matter to the Deputy Attorney General 
or Attorney General .• 

(6) The COlTUTIitcee should consult the Legal Cr;unsel Division 
of the FBI, and the Office of Leg~l Counselor other appropriate 
division or office in the Department of Justice, <Ibout any 
significant unsettled legal questions cOllcl'rninL; authority for 
or the conduct of a proposed undercover up~ration. 

G. Approval by D_irector or Designated J~sistant Director 

The Director or a designated Assistant Director shall have 
authority to approve operations recommendl'J for approval by ehe 
Undercover Operations Review Committee, provided that only the 
Director may authorize a proposed operaLion if a reasonable 
expectation exists that: 
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-
(a)' There may be a significant risk of violence or 

physical injury to individuals; 

(h) The undercover operation will be used to infiltrate 
a group under investigation as part of a Domestic 
~ecurity Investieation, or to recruit a person 
from within such a group as an informant or 
confidential source, in which CRse the Director's 
authorization shall include a statement of 
procedures to minimize any acquisition, retention, 
and dissemination of information that does not 
relate to the matter under investigation or to 
any other authorized investi~ative activity; or 

(c) A circumstance specified in paragraph A(b)-(e) 
is reasonably expected to occur, in which case 
the undercover operation may be implemented 
only after the Deputy Attorney General or 
Attorney General has specifically approved that 
aspect of the operation in accordance with 
a?plicable law, 

H. Duration of Authorizations 

(1) An undercover operation may n0t continue longer 
than is necessary to achieve the objective of the authorization, 
nor in any event longer than 6 months without new authorization 
to proceed. 

(2) Any undercover operation initially approved by a 
SAC must be reauthorized by an Assistant Director or the 
Dir~ctor, pursuant to paragraphs D-G, if it lasts longer 
than 6 months or involves expenditures in excess of the 
aoount prescribed in paragraph A(e). 

1. Authorization of Participation 1n "Otherwise Illegal" Activity 

Nothwithstanding any other provisioll of these guidelines, 
an undercover erclployee or cooperating private individuill 
shall not encage, except in accordance witll this paragraph, 
in any activity that would constitute a crime under state or 
federal law if enga£ed in by a private person acting without 
the approval or authorization of un appropriate p,overnment 
official. For purposes of this p.-nal'yclph, such nctivity is 
referred to as "othenlise illegal" aceivi ty. 

(1) i~o offidal shull recommend or <1PiJl"o\'c an undercover 
employee's or cooperating private individllal's planned or 
reasonilbly foreseeable participation ill otherwise illegal 
activity uI'!'less the participation is justified in order: 
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to obtain information or evidence necessary 
for paramount prosecutive purposes; 

(b) to establish and maintain credibility or 
cover with persons associated with the 
criminal activity under investigation; or 

(c) . to prevent or avoid the danp,er of death or 
serious bodily injury. 

(2) Participation in any activity thnt is proscribed 
by federal, state, or local law as a felony or that is 
otherwise a serious crime -- but not incluning the purchase 
of stolen or contraband goods or the making of false representations 
to third parties in concealment of personal identity or the 
true ownership of a proprietary -- must be approved in 
advance by an Assistant Director on the recommendation of 
the Undercover Operations Review Committee pursuant to 
paragraphs D-G, except that the Director's approval is 
required for participation in any otherwise illegal activity 
involving a significant risk of violence or physical injury 
to individuals. App~'ovals shall be recorded in writing. 

A recommendation to FBIlIQ for approval of participation 
in such otherwise illegal activity must include the views of 
the United States Attorney, Strike Force Chief, or Assistant 
Attorney General on why the participation is warranted. 

(3) Participation in the purch~se of stolen or contraband 
soods, or in a nonserious misdemeanor', mus t be ap'proved in 
advance by the Special Agent in Charge. Approvals by the 
SAC shall be recorded in writing. . 

(4) The FBI shall take reasonable steps to minimize 
the participation of an undercover employee or cooperating 
private individual in any otherwise Illegal activity. 

(5) An undercover employee or cooperating private 
individual shall not participate in any act of violence, 
initiate or instigate any plan to commit criminal acts, or 
use unlawful investigative techniques to obtain information 
or evidence for the FBI (e.g .• illegal wiretapping, illegal 
mail openings, breaking and entering, or trespass amounting 
to an illegal search). 

(6) If it becomes necessary to participate in otherwise 
illegal activity that was not foreseen or anticipated, an 
undercover employee should make every effort to consult with 
the SAC. For othe:-wise illegal activity that is a felony or 
a serious misdemeanor, the SAC can provide emergency authorization 
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under paragraph N. If consultation wit:h the SAC is impossible 
and there is an innediate and grave threat to life or physical 
safety (including destruction of property through arson or 
bombing), an undercover employee may prn:ticipate in the otherwise 
illegal /tctivity so long as he does not take part in and makes 
every effort to prevent any act of violence. A report to the SAC 
shall be made as soon as possible after the participation, and 
the SAC shall submit a full report to F1HHQ. FBIHQ shall promptly 
inform the members of t:he Undercover Op"r<Jtions Review Cor:m,ittee. 

(7)· Nothing in these guidelines prohibits establishing, • 
funding, Bnd maintaining secure cover for an undercover operation 
by making false representations to third parties in concealment 
of personal identity or the true ownership of a proprietary 
(e.g., false statements in obtaining driver's licenses, vehicle 
registrations, occupancy permits, and business licenses) when 
such action is approved in advance by the appropriate SAC. 

(8) Nothing in paragraph 1(5) or (6) prohibits an undercover 
employee from taking reasonable ~easures of self defense in an 
emergency to protect his own llfe OJ: the life of others against 
wrongful force. Such measures shall be reported to the SAC and 
the United States Attorney, Strike F0rce Chief, or Assistant 
Attorney General as soon as possible. 

(9) If a serious incident of violence should occur in the 
course of a criminal activity Dnd an undercover employee or 
cooperating private individual has participated in any fashion in 
the criminal activity, the SAC shAll immudiately inform FBIHQ. 
Headquarters sh3ll promptly inform the Assistant Attorney General 
in charge of the Criminal Division. 

J. Authorization of the Creation of Opportunities for 
Illegal Activity 

(1) Entrapment should be scrupulously avoided. Entrapment 
is the inducement or encouragement of an individual to engage in 
illegal activity in which he would otherwise not be disposed to 
engage. 

(2) In addition to complying with any legal requirements, 
before approving an undercover operation involving an invitation 
to engage in illegal Dctivi ty, the approving authr,rity should be 
satisfied that 

(a) The corrupt nature of th~ activity is 
reasonably clear to potentiAl subjects; 

(~) There is a reasonable indicDtion that the 
undercover operation will reveal illegal 
activities; and 

--~:. 
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(c) The nature of any inducement is not 
unjustifiable in vie,,· of the character 
of the illegal transaction in which the 
individual is invited to ~ngage. 

(3) Under the law of entrapment, inducePlents may be offered 
to an individual even though tl,ere is no reasonable indication 
that that particular individual has engaged, or is engaging, in 
the illegal activity that is properly under investigation. None­
theless, no such undercover operation shall be approved without 
the specific written authorization of the Director, unless the 
Undercover Operations Review Committee d('ter~ines (See paragraph 
F), insofar as practicable, that eithe~ 

(a) there is a reasonable indication. based 
on information developed through informants 
or other means, that the subject is engaging. 
has engaged, or is lik~ly to engage in illegal 
activity of a similar ~ype; or 

(b) The opportunity for illegal activity has been 
structured so that there is reason for 
believing that persons drawn to the opportu­
nity, or brought to it. are predisposed to engage 
in the contemplated illegal activity. 

(4) In any undercover operation, the decision to off~r an 
inducement to an individual, or to othprwise invite an individual 

• 

to engage in illegal activity, shall be based solely on law enforce­
ment considerations. 

K. Author(za~~n of Investigative Intc!-"iew~th~ are 
Not Part 01 an Undercover Operation 

Notwithstanding any other provision of these guidelines. 
routine investigative interviews that are not part of an 
undercover operation may be conducted without the authorization 
of FBIHQ. and without compliance with para[;raphs C, D, and 
E. These include so-called "pretext" interviews, in which an 
FBI employee uses an alias or cover identity to conceal his 
relationship with the FBI. 

However, this authority does not apply to an investigative 
interview that involves a sensitive cirClnnstancc listed in 
paragraph B. Any investigative interview involving a sensitive 
circumstance -- even an interview that is not conducted as 
part of an undercover operation -- may only he approved 
pursuant t'() the procedures set forth in paragraphs D, E, F. 
and G, or pursuant to the emergency authority prescribed in 
paragraph N. if applicable. 



- 15 -

MONITORING AND CONTROL OF UNDERCOVER OPERATIONS 

L. fontinu1~Cons~ltation with United States Attorney 
or Strike force Ch~ 

-
Throughout the course of any undercover operation that 

has been approved by Headquarters, the SAC shall consult 
periodically with the United States Attorney, Strike Force 
Chief, or Assistant Attorney General concerning the plans 
and tactics and anticipated problems of the operation .. 

11. S~us Leg~Ethical~ Prosecutive. or Departmental 
fohcy Ques nons. and revioUS'ly Unforeseen 
Sensitive Circumstances 
----~~.-~.~~.~----

(1) In any undercover operation. the SllC shall consul t 
with Headquarters whenever a serious legal, ethical, prosecutive, 
or Departmental policy question is presented. by the operation. 
FBIHQ shall promptly inform the Department of Justice members of 
the Undercover Operations Review Committee of any such question 
and its proposed resolution. 

(2) This procedure shall alway~ be followed if an undercover 
operation is likely to involve one ot the circumstances listed in 
para&raphs A and B and either (a) The SAC's application to FBIHQ 
did not contemplate the occurrence of that circumstance, or (b) 
the undercover o?eration was approved by the SAC under his own 
authority. In sucll cases the SAC shall also submit a written 
application for continued authorization of the operation or an 
amendment of the existing applicatioll to Headquarters pursuant to 
paragraph E. 

Whenever such a new authorization or amended authorization 
is required, the FBI shall consult with the United States Attorney, 
Strike Force Chief, or Assistant Atrbrney General, and with the 
Department of Justice members of the Undercover Operations Review 
Committee on whether to modify. suspend. or terminate the undercover 
operation pending full processing of the application or amendment. 

N. Emergency Authorization 

Nctwithstanding any other provision of these guidelines, any 
SAC who reasonably determines that: 

<a) 

(b) 

an emergency situation exists requiring 
the establishment, extension, renewal, or 
modification of an undercover operation 
before an authorization mandated by these 
guidelines can witl, due diligence be obtained, 
in order to protect life or substantial 
property. to apprehend or identify a fleeing 
offender, to prevent the hill in£', Dr destruction 
of essential evidence. or to avoid other grave 
harm; and _-.-

there are grounds upon \.dlich authorL:ation 
could be obtained under these guidelines, 
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may approve the establishment, extension, renewal, or modification 
of an undercover operation if a written application for 
approval is submitted to Headquarters wirhin 48 hours after 
the undercover operation has been established, extended, 
renewed, or modified. In such an emergency situation the 
SAC shall...attempt to consult by telephone \o/ich the United 
States Attorney, Strike Force Chief, or Assistant Attorney 
General, and with a designated Assistant Director. FBIHQ 
shall promptly inform the Department of Justice members of 
the Undercover Operations Review Committee of the emergency 
authorization. In the event the subsequent written application 
for approval is denied, a full report of all activity undertaken 
during the course of the operation shall uc submitted to the 
Director, who shall inform the Deputy Attorney General. 

O. Annual Report of Undercover Oper_ations Review Committee 

(1) The Undercover Operations Review Committee shall 
retain a file of all applications for approval of undercover 
operations submitted to it, together with a written record 
of the Committee's action on the applications and any ultimEte 
disposition by the Director or a designated Assistant Direct:or. 
The FBI shall also prepare a short summary of each undercover 
operation approved by the Committee. These records and 
summaries shall be available for inspection by a designee of 
the Deputy Attorney General or of the Assistant Attorney 
General in charge of the Criminal Division. 

(2) On an annual basis, the Committee shall submit to 
the Director, the Attorney General, the D0!,uty Attorney 
General, and the Assistant Attorney General in charge of the 
Criminal Division, a written report sunuTIarizing: (a) the 
types of undercover operations approved; and (b) the major 
issues addressed by the Committee in reviewing applications 
and ho" they were resolved. 

P. P~eparation of Undercover Employees 

(1) The SAC or a designated supervisory agent shall 
review with each undercover employee prior to the employee's 
participation in an investigation, t~e conduct that the 
undercover employee is expected to undertake and other 
conduct whose necessity during the investigation is foreseeable. 
The SAC or designated supervisory agent shall expressly 
discuss \dth each undercover employee any of the circumstances 
specified in paragraphs A and B which is reasonably expected 
to occur. 

Each undercover e~ployee shall be instructed generally, 
and in relation co the proposed undercover operation, that 
he shall not participate in any act of violence; initiate 



or instigate any plan t.o commit crimina] acts; l;se unlawful 
Investigative techniques to obtain inforn;ation Dr evidence; 
or engage in any conduct that would violat~ restrictions on 
investigative techniques tlr FB! conduct contained in Attorney 
General Guidelines or oth::l- !lepartmeflt policy; and that, . 
except In,n emergency Bituation, he ahall not participate 
in any illegal. activity fOT ?,Ihich Iiluthorization h8.ll not been 
obtained under these guidelines. l,.Jhen the FBI ll:arns that 
persons under investigation intend to commit a violent: 
crime, any undercover employee USed in connection with the 
investi£ation shall be instructed to try to discourage the 
violence. 

(2) To the extent feasible, a similar review shall be 
conducted by a Special Agent with each cooperating private 
individual. 

Q. Review of Undercover Employee Conduct 

(1) From time to time during the course of the investigation, 
as is practicable, the SAC or desi~nated supervisory agent 
shall review the actual conduct of the undercover employee, 
as well as the employee's proposed or reasonahly foreseeable 
conduct for the remainder of the investigation, and shall 
make a determination \vhether the conduct of the employee has 
been permissible. This det.ermination shall be communicated 
to the undercover employee as soon as practicable. Any 
findings of impermissible conduct shall be promptly reported 
to the Director, nnd consultation with the Director shall be 
undertaken before the employee continues his participation 
in the investigation. To the ext£nt feasible. a similar 
review shall be made of the conduct of each cooperating 
private individual. 

(2) A \vritten report on the use of false representations 
to third parties in concealment of p~rsDnal identity or the 
true ownership of a proprietary, for establishing, funding, 
and maintaining secure cover for an undercover operation, 
shall be submitted to the SAC or designated supervisory 
agent at the conclusion of the undercover operation. A 
written report on participation in any other activity 
proscribed by federal, state or local law shall be made by 
an undercover employee to the SAC or designated supervisory 
agont every 60 days and at the conclusion of the participation 
in the illegal activity. 

R. Deposit of Proc~eds; Liquidation ()f Proprietaries 

As soon OlS the proceeds from an undercover operation 
are no longer necessary for the conduct of the operation, 
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the remaining proceeds uhall be deposited in the Treasury of 
the United States as miscellaneous receipts. 

Whenever a proprietary with a net value over $50,000 is 
to be liquidated, sold, or otherwise disposed of, the FBI, 
as much in advance as the Dirt::ctor or his acsigniZ:i: shall 
determine 1s practicable, shall report the circumstances to 
the Attorney General and the Comptroller General. The 
proceeds of the liquidation, sale. or other disposition, 
sfter obligations are met, shall be deposited in the Treasury 
of the United States as receipts. 

RESJ::RVATlOH 

These guidelines on the use of undercover operations 
are set forth solely for the purpose of internal Department 
of Justice guidance. They are not intended to, do not. and 
may not be relied upon to, create any rights, s~bstantive or 
procedural. enforceable at law by any party in any matter, 
civil or criminal, nor do they place any limitations on 
otherwise lawful investigative or litigative prerogatives of 
the Department of Justice. 

Date: ______________ ___ 

OOJ-1981-01 

Benjamin R. 'Civiletti 
Attorney General 




