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Attorney General Benjamin R. Civiletitl today issued guidelines
to govern undercover operations of the Federal Bureau of Investi-
gation.

"The FBI's use of undercover employees and operation of
proprietary business entities’is a lawful and essential technigue
in the detection and investigation of white collar crime, political
corruption, organized crime, and octher priority areas," Mr.
Civiletti said.

a0 "However, use of this technique inherently involves an element

) N

ﬁf of deception, and coccasionally may require a degree of cooperation
i

¢ with persons whose motivation and conduct are copen to guestion, and
ﬁ must be carefully considered and monitored.®

2

The undercover guidelines are an effort to regulate FBI
investigations using undercover technigues. These include s0-
called "sting" operations, and the investigations used in the
ABSCAM, BRILAB, and similar cases.

The guidelines were prepared jointly by FBI and Justice

. Department officials during the past 1B months. In large part,
they reaffirm existing Bureau practices and procedures in this
area, Their major purpose is to establish clear and workablie
procedures for the authorization and review of undercover
operations at appropriate levels in both the FBI and the Justice

. Department.
{MORE)



One feature of the guidelines is a reguirement of authoriza-
tion by FBI headguarters and the FBI director of all undercover
operations involving risks of what are termed "sensitive circumstances."
These include investigations into public corruption, operations in
which there is a substantial risk of violence, and situations in
which undercover agents may participate in criminal activities as
part of the undercover operation.

The undercover guideiines alsoc contain a section {(paragraph J)
setting forth standards for the creation of opportunities for
¢riminal activities, or for the encouragement or inducement of

persons to engage in crimes. These standards are significantly

more restrictive than these required by the law of entrapment or
the constitutional principles of due process., Under the guide-
lines, for instance, such operations must be designed so that
the corrupt nature of the activity is clear to subjects of the
investigation. The guidelines also place limitations on the
nature of the inducements that may be offered to a subject of

an undercover investigation.

The undercover guidelines are the last in a series of
guidelines governing the FBI's investigative practices. Earlier
guidelines dealt with the FBI's use of informants and confidential
sources, and the burean's investigations of general crimes and
racketeering organizations.

The guidelines are currently being distributed to FBI
agents and government proéecutor&. They will take effect
approximately two weeks from today.
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ATTORNEY GENERAL'S GUIDELINES ON
FBl UKDERCOVER OPERATIONS

The following guidelines pn use cf undercover operations
by the Federal Bureau of Investigation are issued under
authoricy of the Atterney General as provided in 28 U.S.C.
509, 510, and 533. They are consistent with the requirements
of the proposed FBI Charter Act, but do not depend upon
passape of the Act for their effectiveness,
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A, Undercover Operations that May Not be Approved
by the Special Agent in Charpe because of Fiscal
Circumstances

B. Undercover Operations that May Not be Approved by
the Special Agent in Charge Because of Sensitive
Circumstances

C. Undercover Operations that May be Approved by

the Special Agent in Charge

D. Approval by Headquarters (Undercover Opcerations
Review Committee, and Director or Designated
Assistant Director), with Concurrence of United
States Attorney or Strike Force Chief, Where
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F. Undercover Operations Review Committee

G. Approval by Director or Deispnated Assistant
Director
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H. Duration of Authorizations
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INTRODUCTION

The FB1's use ol undercover employees and coperation of
proprietary business entiries is a lawful and essential rechnique
in the detection and investigation of white collar crime,
political corruption, organized crime, and other priority areas.
However, use of this technigque inherently involves an element of
deception, and occvasionally may require a degree of cooperation
with persons whose motivation and conduct are open to question,
and so should be carefully considercd and monitorec. i1 .

DEFINITIONS

¥

An "undercover employee,' under these guidelines, is any
emplovee of the FBIL -- or employee of a federal, state or local
law enforcement agency working under the direction and control
of the FBI in a particular investigation -- whose relationship
with the FBI is concealed from third parties in the course of an

investigative operation by the nmaintenance of a cover or alias
identity.

An "undercover operation’ is any investigative operaticn in
which an undercover employee is used.

L)

A "proprietarv” is a sole propriecrorship, partnership,
corporation, or other business entity owned or controlled by the
FBI, used by the FBI in connection with an undercover operation,
amd whose relationship with the FB1 is not gencrally acknowledged.

GLNERAL AUTHORITY

(1) The FBI may conduct undercover operations, pursuant to
these puidelines, that are appropriate to carry out its investigative
responsibilities in domestic law enforcement.

Under this authority, the FBI may participate in joint
undercover operations with other federal, state, and local law
enforcement agencies; may seck operational assistance for an
undercover operation from any suitable informant, confidential
source, or other cocoperating private individual; and may operate
a proprietary on a commercial basis to the extent necessary to
maintain an operacion’'s cover or cffectiveness.
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(2) Undercover operations can be
"full investigation

zuthorized only at the
stape in Dowmestic Sccurity Investigations.

AUTHORIZATION OF UNBERCUVER GPERATIORNS

All undercover operatvions under these puidelines fall into
one of two categories: {1} those undercover operations that can
be approved by the Speelal Agent in Charge {(SAC) under his own
authority, and (2} those undercover operations that can only be
authorized by the Direcror or designated Assistant Director,
upon favorable recommendations by the SAC, Hurcau headguarters »
(FBEIHQ), and the Undercover Operations fleview Committee. Under-
cover operations in the latter catcpgory are those that involve a
substantial expendirture of govermment funds, or otherwise implicate
fiscal policies and considerations. (Paragraph A). Also included
in this latter category are undercover operations that involve
what are termed ''sensitive civcumstances." In general, these
are undercover operations invelving investigation of public
corruption, or undercover operations that involve risks of
various forms of harm and intrusion. ({Pavapraph B). Of course,
in planning an undercover operation, these risks of harm and
intrusion will be aveoided whenever possible, consistent with the
need to obtain necessary evidence in a timely and effective
manner.

A, Undercover QOrerations that May Mor be Approved by the
Special Apent in Charge becausc ol Fiscal Circumstances

(1) Subject to the emurgency auvthorization procedures set
forth in paragraph N, the SAC way not authorize the establishrent,
extension or rencwal of an undevcovey operation if there is a
reasonable expectation that:

(a) The undercover operation could result in significant
civil claims against the United States, either arising
v in torc, contract or claims for just compensation
for the "taking' of properrty,

(b) The undercover operation will require leasing
or contracting for property, supplies, services,
geguipment, or facilities for any period extending
bevond the September 30 termination date of the
then currvent fiscal yenr, or with prepayment of
more than one wonth's rent; or will reguire leasing
any ftacilities in the Discrict of Columbia;

{c} The undercover operation will require

the use of appropriated funds to establish .
or acquire a proprietarv, or to opcrate

such a proprietary on a comrercial basis;g



{(d) The undercover operation will require
the deposit of appropriated funds, or of
: proce@ds generated by the umdercaver operation,
L in banks or other financial insctitutions:

- (e} The undercover operation will involve
use of proceeds penerated by the undercover
operation to offset necessary and reasonable
expenses of the operation;

(£} The undercover operation will require
indemnilication agreements for losses incurred
in aid of the operation, or will require expendi-
tures in excess of $1500 for property, supplies,
services, equipment or facilities, or for the
construction or alteration of facilities;

(g) The undercover cperation will last longer
than 6 months or will inveolve an expenditure
in excess of $20,000 or such other amount that
is set from time to time by the Director, with
the approval of the Attorney General. However,
this expenditure limitation shall not apply
where a significant and unanticipated investiga-
tive opportunity would be lost by compliance with
the procedures setr forth in paragraphs D, L, F,
and G.

B. Undercover Operations that May not be Approved by the

Special Agent in Charge Because ol Sensitive Circumstances

Subject to the emergency authorization procedures set forth
in paragraph N, the SAC may not authorize the establishment,
extension or renewal of an undercover operation that involves
sensitive circumstances. For purposes of these guidelines, an
undercover operation involves sensitive circumstances if there
is a reasonable expectation that:

(a) The undercover operation will concern
an investigation of possible corrupt
action by a public official or political
candidate, the activitics of a foreign
governmment, the activirties of a religious
or political orpanization, or the acctivities
of the news media;



(b) The undercover operation will involve
untrue representations by an undercover
employee or cooperating private Individual
concerning the activities or involvement
of any innocent person;

(¢} An undercover employee or cooperating private
individual will engage in any activity that
is proscribed by federal, state, or local
law as a felony or that is otherwise a
sericus crime -- except this shall not
include criminal liability for the purchase
of stolen or concraband poods or for the
making of false representations to third
parties in concealment of personal identity
or the true ownership of a proprietary;

{(d) An undercover employee or cooperating private
individual will seek to supply an item or
service that would be reasonably unavailable
te criminal actors but for the participation
of the government;

{e) An undercover employee or cooperating
private individual will run a significant
risk of being arrested and seeking to continue
undercover;

(£} An undercover employee or cooperating
private individual will be required to
pive sworn testimony in any proceeding
in an undercover capacity;

(g} An undercover employec or cooperating
private individual will attend a meeting
between a subject of The investigation
and his lawyer;

(h) An undercover employee or cooperating
private individual will pose as an attorney,
physician, clergyman, or member of the news
media, and there is a significant risk that
another individual will be led into a
professional or confidential relationship
with the undercover employee or cooperating
private individual as a result of the pose;

(i) A request for information will be made
by an undercover employes or cooperating

- individual to an attornev, physician, clergyman,
or other person who is under the obligatien
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(k)

(1)

of a legal privilege of confidentiality, and
the particular information would ordinarily be
privileged;

A request for information will be made

by an undercover emplovers or cooperating
private individual to a member of the news
media congcerning any individual with whom
the newsman is known to have a professional
or confidential relationship,

The undercover operation will bLe used to
infiltrate a group under investigation

as part of a Domestic Security Investigation,
or to recruit a person from within such a
group as an informant;

There may be a significant risk of violence
or physical injury to individuals or a
significant risk of financial loss to an
innocent individual.

C. Undercover Operations that Mav be Approved by the

Special Agent in Charype

(1) The SAC may authorize the establishment, extension
or renewal of all other undercover operations, to be supervised
by his field office, upon his written determination, stating
supporting facts and circumstances, that:

(a)

(&)

Initiation of investigative activity regarding

the alleged ecriminal conduct or criminal
enterprise is warranted under the Attorney
General's Guidelines on the Investigation of
General Crimes, the Attorney General's

Guidelines on Domestic Security Investigations,
the Attorney General's Guidelines on Investigation
of Criminal Enterprises Engaged in Racketeering
Activity, and any other applicable guidelines;

The proposed undercover operation appears

to be an effective means of cbraining
evidence or necessary informatien,; this
should include a statement of what prior
investigation has been conducted, and what
chance the operation has of obtaining
evidence or necessary information concerning
the alleged criminal conduct or eriminal
enterprise;



{c)  The undercover eopervation will be conducted
wicth minimal intrusion consistent with the
need to collect the evidence or information
in a timely and effective manner;

(d) Approval for the use of any informant
or comnitdentcial source has been obtained
as required by the Attorney General's
Cuidelines on Use of Informancs and
Confidential Sources;

(e} There is no present expectartion of the
coccurrence of any of the circumstances
listed in paragraphs A and b,

(f) Any foreseeable participation by an undercover
employee or cooperating private individual
in 1liegal activity that can be approved by
a 5AC on his own authority {(that is, the
purchase of stolen or contraband goods, or
participation in a nonserious misdemeanocr),
is justified by the factors noted in
paragraph I(1).

D. Approval by Headquarrers (Undercover Operations
Review Committee, and Director or ilesignaced Assistant
Director), with Concurrence of United States Attorney
ar Strike Force Chief, Where Sensitive or Fiscal

Circumstances Are FPresent

The Director of the FBI or a designated Assistant
Direcror must approve the establishment, extension, or
renewal of an undercover operation i1f there is a reascnable
expectation that any of the circumstances listed in paragraphs
A and B may occur.

In such cases, the SAC shall first make application to
FE1 Headquarters {(FBIHQ). See paragraph E below. ¥FBIH) may
either disapprove the application or recommend that 1t be
approved. A recommendation for approval may be forwarded
dirsctly to the Director or designared Assistant Director if
the application was submitted to FBIRG solelw because of a
fiscal circumstarce listed in paragraph A(ty~-{e). In all
other cases in which FBIHQ recommends approval, the application
shall be forwarded to the Undercover Operations Review
Committee for comsiderarion. BSce paragraph E.  I1f approved
by the Undercowver Opcrations Review Committec, the application
shall be forwarded to the Director or desipnated Assistant
Director. See paragraph C. The Director or designated
Assistant Director may approve or disapprove the application.
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E. Applications to Headguarters

{1) ZTLach application to Headquarters from a SAC recommending
approval of the establishment, extension, or renewal of an under-
cover opevation invelving circumstances listed in paragraphs A
and B shall be made in writing and shall include, with supporting
facts and circumstances:

{a) A description of the proposed undercover
operation, includinpg the particular cover
to be employed and any informants or other
cooperating persons whoe will assist in the
operation; a descriptieon of the particular
offense or criminal enterprise under
investigation, and any individuals known
to be involved; and a statement of the
period of time for which the undercover

_operation would be maintained;

{bY A description of how the determinations
required by paragraph C(1){a) ~ (d) have
been met;

{c) A statement of which circumstances specified
in paragraphs A and B are reasonably
expected to occur, what the operative facts
are likely to be, and why the undercover
operation merits approval in light of the
circumstances, including,

(i) for any foresceablc participation by
an undercover empleoyes or cooperating
private individual in activity that is
proscribed by federal, state, or local
law as a felony or that is otherwise a
serious crime -- but not including the
purchase of stolen or contraband goods
or making of falsc representations to
third parties in concealment of personal
identity or the true ownership of a
proprietary -- a statement why the
participation is justified by the factors
noted in parapraph I{l), and a statement
of the federal prosecutor’s approval
pursuant to paragraph I(2};

(ii) for any planned infiltraticn by an
undercover employee or copoperating private
- individual of a group under investigation
as part of a Domestic Security Investigation,
. or recruitment of & person from within



such & group es an informant, a statement
why the infiltration or recruitment is
necessary and meets the reguiremonts of
the Attorney General's Guidelines on
Domestic Security Investigations; and

- a description of procedures to minimize
any acquisition, retention, and
dissemination of information that does not
relate to the matter under investigation
or to any other authorized investigative
activity, '

(d) A statement of proposed ewpenses:

{e) A statement that the United States Actorney
or Strike Force Chief is knowledgeable about
the proposed operation, including the sensitive
circumstances reasconably expected to occur;
concurs with the proposal and its objectives
and legality; and agrees to prosecute any
meritorious case that is developed.

(2) In the hipghly unusual event that there are compelling
reasons that either the Unicred States Attorney or Strike
Force Chief should nor be advised of the proposed undercover
operation, the Assistant Attorney General in charge of the
Criminal Division, or other Department of Justice asttorney
designated by him, may substitute for such person(s) for
purposes of any authorization or other function required by
these guidelines. Where the SAC determines that such substitution
is necessary, the application to FEIHG shall include a
statement of the compelling reasons, topecher with supporting
facts and circumstances, which are believed to justify that
determination., Such applications may only be authorized
pursuant to the procedures prescribed in paragraph F, below,
whether or not consideration by the indercover Operations
Review Committee is otherwise reguired, and upon the approval

of the Assistant Attorney General in charpe of the Criminal
Division.

(3 An application for the extension or renewal of
authority to engage in an undercover operation should also
describe the results so far obtained from the operation or a
reasonable explanation of any failure to obtain significant
results, and a statement that the United States Attorney or
Strike Force Chief favors the extension or renewal of authority.

F, Undercover Operations Review Committee

(1) There shall be an Undercover QOperations Review
Committee, consisting of appropriate emplovees of the FBI

»
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designated by the Director, and attorneys of the Department of
Justice designated by the Assistant Attorney General in charge
pf the Criminal Division, to be chaired by a designee of the.
Director..

{2) VUpon receipt from FBIHQ of a SAU's application for
approval of an undercover operation, the Committee will review
the application. The Justice Department members of the Committee
may consult with scnior Department ofificials and the United
States Attorney or Sirike Torce Chici, as they deem appropriate.
I1f the Committee concurs in the determinations contained in the
application, and finds that in other respects the undercover
operation should go forward, see paragraph F{(3) and (4) below,
the Committee is authorized to recommend to the Director or

designated Assistant Director, see paragraph G, that approval be
granted. ‘

(3) In reviewing the application, the Committee shall
carefully assess the contemplated benefits of the undercover
operation, together with the operating and other costs of the
proposed operation. In assessing the costs of the undercover
cperation, the Committee shall consider, where relevant, the
following factors, among othars:

(a) the risk of harm te privare individuals or
unuercover empioyees;

(b) the risk of financial loss to private individuals
and businesses, and the risk of damage liability
or other loss to the povernment,

(¢) the risk of harm to reputation;

{d) the risk of harm to privileged or confidential
relaticonships;

{e) the risk of invasion of privacy;

(£) tho depree to which the actions of undercover
employees or cooperating private individuals may

approach the conduct proscribed in paragraph J
below; and

{g) the suitability of undercover employees' or
cooperating private individuals' participating
in activity of the sort contemplated during
the undercover operation.

(&) 1f the proposed undercover operation invelves any of
the sensitjve circumstances listed in parapraph B, the Committee
shall also examine the application te deturmine whether the
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undercover operation is planned so as to minimize the incidence
of such sensitive circumstances, and to minimize the risks of
harm and intrusien that are created by such circumstances., If
the Committee recommends approval of an undercover operation
involving sengitive circomstances, the recommendation shall
include a brief written statement explaining why the undercover
operation merits approval in light of the anticipated occurrence
of such sensitive circumstances.

(5). The Committee shall recommend approval of an under-
cover operation only upon reaching a consensus, provided that:

(a) If one or more of the desipnees of the
Assistant Attorney General in charge of
the Criminal Division does not join in
a recommendation for approval of a proposed
undercover operation because of legal, ethical,
prosecutive or Departmental policy considerations,
the designee shall promptly advise the Assistant
Attorney General and there shall be no approval
of the establishment, extension, or renewal
of the undercover cperation until the Assistant
Attorney General has had the opportunity to
consult with the Director;

(b} If, upon consultation, the Assistant Attorney
General disagrees with a decision by the
Director to approve the proposed undercover
operation, there shall be no cvstablishment,
extension or renewal of the undercover
operation until the Assistant Attorney
General has had an opportunity to refer
the matter to the Deputy Attorney General
or Attorney General.

(6) The Committes should consult the Legal Counsel Division
of the FBI, and the Office of Legal Counsel or other appropriate
division or office in the Departmwent of Justice, about any
significant unsettled legal questions concerning authority for
or the conduct of a proposed undercover uvperation.

G. Approval by Director or Designated Assistunt Director

The Director or a designated Assistant Director shall have
authority to approve operations recommended for approval by the
Undercover Operations Review Committee, provided that only the
Director may authorize a proposed operation 1if a reasonable
expectation exists that:

o
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{a) " There may be a significant risk of violence or
physical injury to individuals;

{b) The undercover operation will be used to infiltrare
a group under investigation as part of a Domestic .
Security Investigation, or to recruit a person
from within such a group as an informant or
confidential source, in which case the Director’s
authorization shall include 2 statement of
procedures to minimize any acquisition, rerention,
~and dissemination of information that does not
relate to tho matter under investigation or to
any other authorized investipative activity; or

{¢) A circumstance specified in paragraph A(b)~-{(e)
is reasonably expected to occur, in which case
the undercover operation may be implemented
only after the Deputy Attorney General or
Attorney General has specifically approved that
aspect of the operation in accordarce with
applicable law.

H. Duration of Authorizations

(1) An undercover operation may not continue longer
than is necessary to achieve the cbjective of the authorization,
nor in any event longer than 6 months without new authorization
to proceed.

{2) Any undercover operation initially approved by a
SAC must be reauthorized by an Assistant Directar or the
Director, pursuant to paragraphs D-G, if it lasts longer
than 6 months or involves expenditurcs in excess of the
amount prescribed in paragraph A(p).

I. Authorization of Participation In “"Otherwise Illecal' Activity

Nothwithstanding any other provisien of these guidelines,
an undercover employee or cooperating private individual
shall not enpzage, except in accordance with this paragraph,
in any activity that would constitute a c¢rime under state or
federal law if engaged in by a private person acting without
the approval or authorization of an appropriate government
official. TFor purposcs of this pavapraph, such activity is
relerred to as "otherwise illegal” acrivity.

(1) Ho official shall recommend or approve an undercover
employee'’s or cooperating private individual's planned or
reasonably foreseccaeble participation in otherwise illepal
activity uwrless the participatien ig justified in order:

-
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(8) to obtain information or evidence necessary
for paramount prosecutive purposes;

(b) to establish and maintain credibility or
cover with persons associated with the
-~ criminal activity under investigation; or

(¢) to prevent or avoid the danper of death or
serious bodily injury.

(2) Participation in any activity that is proscribed
by federal, state, or local law as a felony or that is :
otherwise a serious crime =~ but not including the purchase ¥
of stolen or contraband goods or the making of false representations
to third parties in concealment of personal identity or the
true ownership of a proprietary -- must be approved in
advance by an Assistant Director on the recommendation of
the Undercover Operations Review Committee pursuant to
paragraphs D-G, except that the Director’'s approval {is
required for participation in any otherwise illegal activity
involving a significant risk of wviolence or physical injury
to individuals., Approvals shall be recorded in writing.

A recommendation to FBIHQ for approval of participation
in such otherwise illegal activity must include the views of
the United Btates Attorney, Strike Force Chief, or Assistant
Attorney General on why the participation is warranted.

(3) Participation in the purchase of stolen or centraband
goods, or in a nomserious misdemeanor, must be approved in
advance by the Special Agent in Charge. Approvals by the
SAC shall be recorded in writing.

{4) The FBI shall take reasonable steps to minimize
the participation of an undercover employee or cooperating
private individual in any otherwise 1llegal activity.

(5) An undercover employee or cooperating private
individual shall not participate in any act of violence,
initiate or instigate any plan to commit criminal acts, or
use unlawful investipgative technigues to obtain information
or evidence for the FBI (e.g., illepal wiretapping, illegal
mail openings, breaking and entering, or trespass amounting
to an illegal search).

(6) 1If it becomes necessary to participate in otherwise
illegal activity that was not foreseen or anticipated, an
undercover employee should make every effort to consult with
the SAC. For otherwise illepgal gctivity that is a felonK or
a serious misdemeanor, the SAC can provide emergency authorization
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under parsgraph N,  If consultation with the SAC is impossible

and thersz is an immediate and grave threat te life or physical
gafety {including destruction of property through arson or
bombing), an undercover employee may participate in the otherwise
i1legal activity so long as he does not take part in and makes
every effort to prevent any act of violence. A report to the SAC
shall be made as soon as possible after the participation, and

the SAC shall submit a full report to FRINQ. ¥FBIHQ shall promptly
inform the members of the Undercover Operations Review Cormittee.

(7)- Hothing in these guidelincs prohibits establishing,
funding, and maintaining secure cover for an undercover operation
by making false representations to third parties in concealment
of personal identity cor the true ownership of a proprietary
(e.g., false statementz in obtaining driver's licenses, vehicle
registrations, occupancy permits, and business licenses) when
such action is approved in advance by the appropriate SAC.

(8) UHNothing in paragraph 1(53) or (&) prohibits an undercover
employee from taking reasonable measures of self defense in an
gemergency to protect his own life or the life of others against
wrongful force. BSuch measures shall be reported to the SAC and
the United States Attorney, Strike Foree Chief, or Assistant
Attorney General as soon as possible.

(9) 1If a serious incident of violence should occur in the
course of a criminal activity and an undercover emplovee or
cocperating private individual has participated in any fashion in
the criminal activity, the SAC shall immediately inform FBIHQ.
Headquarters shall promptly inform the Assistant Attorney General
in charge of the Criminal Division.

J. Authorization of the Creation of Opportunities for
Tilecal Activity

e

(1) Entrapment should be scrupulously avoided. Entrapnent
is the inducement or encouragement of an individual to engage in
illegal activity in which he would otherwise not be disposed to
engage.

(2) 1In addition to complying with any lepal requirements,
before approving an undercover operation invelving an invitation
to engage in illepal activity, the approving authority should be
satisfied that

(a) The corrupt nature of the activity is
reasonably clear to potential subjects;

(b) There is & reasonable indication that the
- undercover operation will reveal illegal
activities:; and
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(¢} The nature of any inducement is not
unjustifiable in view of the character
of the illepal tramsaction in which the

- . individual is invited to engage.

(3) Under the law of entrapment, inducements maybe offered
to an individual even though there is no reasonable indication
that that particular individual has engaged, or is engaging, in
the illegal activity that is properly under investigation. None-
theless, no such undercover cperation shall be approved without
the specific written authorization of the Director, unless the -
Undercover Operations Review Committee dcotermines (See paragraph
F), insofar as practicable, that gither

{a) there 1s a reasonable indication, based

- - on information developed through informants
or other means, that the subject is engaging,
has engaged, or is likely to engage in illegal
activity of a similar type; or

{b} The opportunity for illepal activity has been
structured so that there is reason for
believing that persons drawn to the opportu-
nity, or brought to it, are predispased to engage
in the contemplated illegal activity.

{4 In any undercover operation, the decision to offer an
inducement to an individual, or to otherwise invite an individual
to engage in illegal activity, shall be based solely on law enforce-
ment considerations.
K Authorization of Investigative Interviews that are
Mot Part of an Undercover QOperation
Notwithstanding any other provision of these guidelines,
routine investigative interviews that are not part of an
undercover operation may be conducted without the authorization
of FBIHQ, and without compliance with paragraphs C, D, and
E, These include so-called "pretext” interviews, in which an
FBT employee uses an alias or cover identity to conceal his
relationship with the FBI.

However, this authority does not apply to an investigative
interview that involves a sencitive civewnstance listed in
paragraph B. Any investigative interview involving a sensitive
gircumstance -- even an interview that is not conducted as
part of an undercover operation -- may only be approved
pursuant to the procedures set forth in paragraphs D, E, T,
and G, or pursuant to the emergency authority prescribed in
paragraph N, if applicable.
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MONITORING AHND CONTROL OF UNDERCOVER OFERATIOUS

L. Continuing Censultation with United States Attorney
or Strike Force Chief

Throughout the courge of any undercover operation that
has been approved by Headquarters, the SAC shall consult
periodiczlly with the United States Attorney, Strike Force
Chief, or Assistant Attormey General concerning the plans
and tactics and anticipated problems of the operation,

M. Sericus Legal, Ethical, Prosecutive, or Departmental “
Folicy Quescions, and Previously Unforeseen
Sensitive Circumstances

(1) In eny undercover operation, the SAC shall consult
with Headquarters whenever & sevious legal, ethical, prosecutive,
or Departmental policy question is presented by the operation.
FBIHQ shall promptly inform the Department of Justice members of
the Undercover Operations Review Committee of any such question
and its proposed resolution.

{(2) This procedure shall slwaysz be followed if an undercover
operation is likely to involve one of the circumstances listed in
paragraphs A and B and either (a) The S5AC's application to FBIHQ
did not contemplate the occurrence of that circumstance, or (b)
the undercover operation was approved by the SAC under his own
authority. In such cases the SAC shall also submit a written
application for continued z2uthorization of the operation or an
amendment of the existing application to Headquarters pursuant to
paragraph E.

wWhenever such a new authorization or amended authorization
is required, the FBI shall consult with the United States Attorney,
Strike Force Chief, or Assistant Attorney General, and with the
Department of Justice members of the Undercover Operations Review
Committee on whether to modify, suspend, or terminate the undercover
operation pending full processing of the application or amendment.

N. Emergency Authorization

Netwithstanding any other provision of these guidelines, any
SAC who reasonably determines that:

{(a) an emergency situation ewists reguiring
the establishment, extension, renewal, or
modification of an undercover operation
before an authorization mandated by these

- guidelines can with due diligence be obtained,
in order to protect life or substantial
property, to apprehend or identify a fleeing
offender, to prevent the hiding or destruction
of essential evidence, or to avoid other grave
harm, and -

(by there are grounds upcn which authorization
could be obtained under these guidelines,
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may approve the establishment, extension, renewal, or modification
of an undercover cperation if a written application for

approval is submitted to lleadquarters within 48 hours after

the undercover operation has been established, extended,
renewed, or modified. 1In such an emergency situation the

SAC shall .attempt to consult by telephone with the United

States Attorney, Strike Force Chief, or Assistant Attorney
General, and with a designated Assistant Director, FBIHQ

shall promptly inform the Department of Justice members of

the Undercover Operations Review Committee of the emergency
authorization. 1In the event the subsequent written application
for approval is denied, a full report of all activity undertaken
during the course of the operation shall Le submitted to the
Director, who shall inform the Deputy Attorney Ceneral.

0. Annual Report of Undercover Operations Review Committee

(1) The Undercover Operations Review Covmittee shall
retain a file of all applications for approval of undercover
operations submitted to it, together with a written record
of the Committee's action on the applications and any ultimzte
disposition by the Director or a designated Assistant Director.
The F¥BI shall also prepare a short summary of each undercover
operation approved by the Committee. These records and
summaries shall be available for inspection by a designee of
the Deputy Attorney General or of the Assistant Attorney
General in charge of the Criminal Division.

(2) ©On an annual basis, the Committee shall submit to
the Director, the Attorney General, the Deputy Attorney
General, and the Assistant Attorney General in charge of the
Criminal Division, a written report summarizing: (a) the
types of undercover operations approved; and (1) the major
issues addressed by the Committece in reviewing applications
and how they were resolved,

P. Preparation of Undercover Emplovees

{1) The SAC or a designated supervisory agent shall
review with each undercover employee prior to the employee’s
participation in an investigation, the conduct that the
undercover employce is expected to undertake and other
conduct whose necessity during the investigation is foreseeable.
The SAC or designated supervisory agent shall expressly
discuss with each undercover employee any of the circumstances

specified in paragraphs A and B which is reasonably expected
to occur.

Each undercover employee shall be instructed generally,
and in relation to the proposed undercover operation, that
he shall not participate in any act of violence; initiate



B
[
canl

or instigate any plan &o comnit criminal asects: vee unlawful
investigative techniques to obtain Iinformation or evidence;
or engage in any conduct that would wviolate restrictlons on
investigative technicques or FBI econduct contmined in %ttarney
feneral Guidelines or other Depasrtment policy: and that,
except in =-n emevgency sltuation, he shall nst ua&?icipate
in any illegal activivy foy which authorization hss not been
obtalned under these guidelines. When the FBI learns that
persons under imVP5§lgat1OW intend to commit a violent
crime, any undercover emplovee used in connection with the
investigation shall be instructed to try to discourage the
violence.

(2) To the extent feasible, a similar veview shall be
conducted by a Special Agent with &ach cooperating private
individual.

Q. Review of Undercover Employee Conduct
(1) From time to time during the course of the investigation,
as is practicseble, the SAC or designated supervisory agent
shall review the actual conduct of the undercover employee,
as well as the employee's proposed or reasonahly for aaeeabla
conduct for the remainder of the investipgation, end shall
make & determination whether tihe conduct of the employee has
been permissible. This determination shall be communicated
to the undercover employee as soon as practicable. Any
findings of impermissible conduct shall be promptly reported
to the Director, and consultation with the Director shall be
undertaken before the employec continues his participation
in the investigation. To the sxtent feasible, a similar
review shall be made of the conduct of each cooperating
private individual.

{2) A written report on the use of false representations
to third parties in concealment of pérsonal identity or the
true pwnership of a proprietary, Ior establishing, funding,
and maintaining secture cover for an undercover operation,
shall be submitted to the BAC or designated supervisory
agent at the conclusion of the undercover operation. A
written report on participation inm any other sctivity
proscribed by federal, state or local law shall be made by
an undercover zmplovee to the BAC or designated supervisory
agent every 60 days and at the conclusion of the participation
in the illegal activity.

R. Deposit of Proceeds; Liguidation of Proprietaries

As poon as the proceeds from an undercover operation
are no longer necessary for the conduct of the operation,
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the vemdining proceeds shall be deposited in the Treasury of
the United States as miscellaneous receipts.

Whenever & proprietary with a net value over $50,000 is
to be liquidated, sold, or otherwise disposed of, the FBI,
as much in advance as the Dirertor or hic dezignee shall
determine is practicable, shall report the circumstances to
the Attorney General end the Comptroller General. The
proceeds of the liquidation, sale, or other disposition,
afrer obligations are met, shall be deposited in the Treasury
of the United States as receipts.

RESERVATION

These guidelines on the use of undercover operations
are set forth solely for the purpose of internal Department
of Justice guidance. They are not intended to, do not, and
may not be relied upon to, create any rights, substantive or
procedural, enforceable at law by any party in any matter,
civil or criminal, nor do they place any limitations on
otherwise lawful investigative or litigative prerogatives of
the Department of Justice. :

Benjamin R. Civiletti
Attorney General

Date:

31190301





