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Key Findings:

The United States consists of the federal government, 50 states, 5 permanently inhabited
territories, and the District of Columbia. Each state maintains a criminal justice system under
the state’s unique laws, while also being subject to the federal criminal justice system.

The Federal Bureau of Investigation (FBI) maintains the Next Generation Identification
(NGI) System, which provides an automated biometric identification and criminal-history
record (CHR) reporting system to support law enforcement agencies, criminal justice
agencies, national security clearances, and authorized non-criminal-justice entities that
conduct background checks on persons for non-criminal-justice purposes, such as
employment and licensing.

The NGI System is an identity-based, person-centric system that combines criminal and civil
repositories. It includes records of fingerprints and in some cases palmprints; CHRs;

mug shots; scar, mark, and tattoo photos; physical characteristics; and aliases.

The Interstate Identification Index (III) is part of the NGI System and enables CHR
data-sharing and integration across the U.S. The III is an index pointer system that ties the
FBI’s computerized CHR files and each III-participating state’s centralized files into a
national system. CHRs can include criminal justice information from police, prosecutor
offices, courts, and correctional agencies.

Criminal-history record information (CHRI) is made available for criminal justice,
non-criminal-justice, and personal review purposes.

Authorized criminal justice and non-criminal-justice agencies may access CHRs through an
online III request or via a fingerprint submission to the NGI System.

The FBI’s Criminal Justice Information Services (CJIS) Division manages and maintains the
NGI System and the III Program. The CJIS Division collaborates with federal, state,
territorial, tribal, and local agencies to meet the needs of both the criminal justice and
non-criminal-justice communities and to share responsibility for these programs.

There are several restrictions on accessing and disseminating CHRI under federal laws

and regulations.

CHRI is voluntarily submitted by federal, state, territorial, tribal, and local agencies. Two
areas of CHR improvement are missing dispositions and rap-sheet standardization.

The use of CHR data for research requires review and approval from a governing Institutional
Review Board.




US 1. Overview of the Criminal Justice System

The United States Constitution creates a system of government where power is shared between the federal
and state governments. This system of federalism results in criminal justice operations organized at the
federal and state levels. !

Law Enforcement

In the U.S., law enforcement agencies are responsible for enforcing laws and maintaining public order
and public safety. Those responsibilities include preventing, detecting, and investigating crime and
apprehending and detaining persons suspected of violating a law.” After an arrest, charges against the
arrestee can be referred for prosecution or dismissed.

As 0f 2016, there are 86 federal law enforcement agencies with arrest and firearm authority, excluding
intelligence and military organizations. Forty-three of these agencies are Inspectors General Offices that
investigate criminal violations and prevent and detect fraud, waste, and abuse related to federal programs,
operations, and employees. The majority of federal officers with arrest and firearm authority are in the
U.S. Department of Homeland Security (DHS) or the U.S. Department of Justice (DOJ). The federal law
enforcement agencies with the most full-time law enforcement officers authorized to make arrests and
carry firearms are U.S. Customs and Border Protection and U.S. Immigration Customs Enforcement (both
part of the DHS) and the Federal Bureau of Prisons (BOP) and the Federal Bureau of Investigation (FBI)
(both part of the DOJ). The most common duties performed by federal law enforcement officers are
criminal investigation and enforcement duties, corrections, police response and patrol, non-criminal
investigation or enforcement, court operations, and security or protection.’

Of the 151,000 arrests by federal agencies in fiscal year (FY) 2016, 45% were for immigration offenses,
16% were for drug offenses, and another 16% were for violations of conditions of supervision.*
Supervision violations include failures to appear in court and violations of bail, probation, and
post-incarceration supervision. Two percent of arrests were for violent offenses.

In addition to federal agencies, there are about 15,000 general-purpose law enforcement agencies at the
municipal, county, region, or state level as of 2016.° These agencies employ an estimated 701,000 full-
time sworn law enforcement officers (who carry a firearm and a badge and have full arrest powers) and
more than 349,000 full-time non-sworn employees. Local police departments employ 67% (468,000) of
these full-time sworn officers.® Many of these local agencies are small, with about half employing fewer
than 10 officers in 2016. Forty-five of these local agencies each employ more than 1,000 officers.

The law enforcement agencies include more than 3,000 sheriffs’ offices employing about 173,000
full-time sworn officers in 2016.7 Sheriffs’ offices are typically organized at the county level and led by a
sheriff who is elected. Like other law enforcement agencies, sheriffs’ offices perform a range of law

! http://www.uscourts.gov/about-federal-courts/court-role-and-structure/comparing-federal-state-courts.

2 https://www.bjs.gov/index.cfm?ty=tp&tid=7.

3 Federal Law Enforcement Officers, 2016 — Statistical Tables, https://www.bjs.gov/content/pub/pdf/fleo16st.pdf.

4 Federal Justice Statistics, 2015-2016, https://www.bjs.gov/content/pub/pdf/fis1516.pdf.

5 Full-Time Employees in Law Enforcement Agencies, 1997-2016, https://www.bjs.gov/content/pub/pdf/ftelea9716.pdf.
¢ Local Police Departments, 2016 Personnel, https://www.bjs.gov/content/pub/pdf/lpd16p.pdf.

7 Sheriffs’ Offices, 2016: Personnel, https://www.bjs.gov/content/pub/pdf/so16p.pdf.
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enforcement functions, including responding to criminal incidents and calls for service. However, unlike
other agencies, sheriffs’ offices also typically operate local jails and provide services to criminal courts,
such as courthouse security.

Law enforcement agencies nationwide made almost 10.7 million arrests in 2016, including almost 12,000
arrests for murder or non-negligent manslaughter, almost 1.6 million arrests for drug abuse violations,
more than 1 million arrests for driving under the influence, and more than 1 million arrests for larceny or
theft.®

Courts

Historically, federal courts have prosecuted crimes defined by federal law and the Constitution. However,
the role of federal courts in criminal prosecution grew as federal penalties were established for crimes that
had traditionally been prosecuted in state courts. Beginning in the second half of the twentieth century,
new statutes made federal crimes of murder, kidnapping, theft, bank robbery, extortion, and possession of
illegal firearms when they involved crossing state lines or the use of facilities of interstate commerce.
Laws also established federal jurisdiction over crimes that affected interstate commerce in some way,
including actions related to civil rights, drugs, gambling, loan sharking, sexual abuse, and violence
against minority groups.’

In FY 2016, federal district courts disposed of almost 77,000 cases involving a violation of a federal law
through a guilty plea, bench or jury trial, or dismissal. Almost 53,000 defendants were detained while
awaiting trial in a federal court.'” The largest percentage of cases disposed by federal courts were for
immigration offenses (more than 45% of cases), followed by drug offenses (more than 20%).

As of 2011, there were more than 27,000 trial court judges, nearly 1,000 appellate court judges, and more
than 300 judges in courts of last resort.!! Elections are a common way to select judges for their initial
term, with 48% of appellate judges and 75% of trial judges selected this way. Judges who are not elected
are appointed. Depending on the state, appointments may be made by the governor, legislature, or chief
justice. Among elected judges, some run in a contested election in which candidates must declare their
political party affiliation (partisan election) and some run in a contested election in which they do not
declare a political party affiliation (non-partisan election). For subsequent terms, some sitting judges
retain their office through an uncontested retention election whereby they maintain their position if the
majority votes that they should be retained in office.

8 https://ucr.fbi.gov/crime-in-the-u.s/2016/crime-in-the-u.s.-2016/topic-pages/tables/table-18.

® https://www.fjc.gov/history/courts/jurisdiction-criminal.
10 Federal Justice Statistics, 2015-2016, https://www.bjs.gov/content/pub/pdf/fjs1516.pdf.

W State Court Organization, 2011, https://www.bjs.gov/content/pub/pdf/scol1.pdf.
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Corrections

There were more than 6.6 million persons (or about 1 in 38 adults) under the supervision of adult
correctional systems in the U.S. on December 31, 2016. '? In most jurisdictions, adults are persons age 18
or older. At the end of 2016, there were more than 1.5 million adults in prison, more than 700,000 in local
jails, almost 900,000 on parole, and almost 3.7 million on probation.

Some persons age 17 or younger may be prosecuted in the adult criminal justice system and considered
adults. Other persons age 17 or younger are under the jurisdiction of a juvenile court or agency. Adults
may be incarcerated in a prison or jail. Prisons are run by the state or federal government and typically
hold felons and offenders with a sentence of more than one year, although this cutoff varies by
jurisdiction. Jails are usually administered by a local law enforcement agency for confinement before and
after adjudication. Jail inmates who have been adjudicated usually have a sentence of one year or less.

Adults may also be under supervision in the community, either under parole or probation. Parole is a
conditional release to the community after a prison term. During this supervision period, parolees are
under the supervision, control, or care of a state or federal correctional agency. Violations of conditions of
community supervision may result in a new confinement sentence or a return to confinement for a
technical violation of release conditions. Persons may be released from state or federal prison to parole
through discretionary decisions such as a parole board decision or a mandatory release that is determined
by law. The availability of these release mechanisms varies by jurisdiction.

Probation is a court-ordered period in the community under the supervision, control, or care of a
correctional agency, usually at the state or local level. Probation is a contract with the court in which the
person must abide by the probation conditions to remain in the community. Though it is similar to parole
in practice, probation is generally ordered instead of incarceration. Probation often entails monitoring and
surveillance by a correctional agency, though in some cases probation may not involve any reporting
requirements.

12 Correctional Populations in the United States, 2016, https://www.bjs.gov/content/pub/pdf/cpus16.pdf.
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US 2. Understanding the National Criminal-History Record System

The Federal Bureau of Investigation

Biometric identification, which includes the processing of fingerprint submissions and criminal-history
records (CHRs), has long been the responsibility of the Federal Bureau of Investigation (FBI). Since
1921, the FBI has been authorized by law to collect and disseminate criminal-history record information
(CHRI), which is defined as “information collected by criminal justice agencies on individuals consisting
of identifiable descriptions and notations of arrests, detentions, indictments, or other formal criminal
charges, and any disposition arising therefrom, including acquittal, sentencing, correctional supervision,
and release. The term does not include identification information such as fingerprint records if such

information does not indicate the individual’s involvement with the criminal justice system.”!?

After centralizing CHRs at the FBI, the need to improve the quality and organization of CHRs in the U.S.
became apparent. These improvements and the nationwide consolidation of fingerprint files were
delegated to the FBI. On July 1, 1924, the FBI established the Identification Division to gather
fingerprints from law enforcement agencies nationwide and, upon request, search the fingerprints for
matches to criminals and crime evidence.

On June 11, 1930, the FBI’s statutory authority to collect and disseminate CHRI was codified at Title 5,
United States Code (U.S.C.), Section 340, which was twice recodified as the current 28 U.S.C. § 534 to
provide for the acquisition, preservation, and exchange of identification records and information by the
U.S. Attorney General (AG). As amended, this authority empowers the FBI to exchange CHRI with, and
for the official use of, “authorized officials of the Federal Government, including the United States
Sentencing Commission, the States, including State sentencing commissions, Indian tribes, cities, and
penal and other institutions.”

Over time, the FBI’s responsibilities expanded and new technology allowed for automated fingerprint
processing and CHR reporting. In February 1992, the Identification Division merged with other

FBI programs to form the Criminal Justice Information Services (CJIS) Division. The CJIS Division is
the focal point and central repository for criminal justice information services in the FBI, including the
national fingerprint identification and CHR system.

The Next Generation Identification System

In July 1999, the CJIS Division deployed the Integrated Automated Fingerprint Identification System
(IAFIS). The IAFIS provided automated fingerprint searches, electronic image storage, electronic
exchanges of fingerprints and responses, and authorized text-based searches using descriptive
information. Criminal and civil records were in separate repositories with no mechanism to search and
link the records. Advances in technology necessitated further development of identification services. The
CIJIS Division, with guidance from the user community, developed the Next Generation Identification
(NGI) System to meet the evolving business needs of IAFIS customers.

13 Title 28, Code of Federal Regulations, Part 20.3 and 34 U.S.C. § 40316.
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The FBI owns and operates the NGI System and deployed it in September 2014. It provides an automated
biometric identification and CHR reporting system to support law enforcement agencies, criminal justice
agencies, national security clearances, and authorized non-criminal-justice entities that conduct
background checks of persons for employment or licensing purposes or persons serving in positions of
trust. The NGI System is an identity-based, person-centric system that combines the criminal and civil
repositories. Upon successful submission, each identity is linked to all retained criminal and civil
biographic and biometric data via an FBI Universal Control Number (UCN). The UCN is a unique
identifying number created by the FBI to establish civil and criminal identities or any combination thereof.

The records in the NGI System include fingerprints; palmprints; corresponding CHRs; mug shots; scar,
mark, and tattoo photos; physical characteristics such as height, weight, hair color, and eye color; and
aliases. As of 2016, the NGI System houses more than 72 million criminal fingerprints, more than

51 million facial images, and records for more than 700,000 registered sex offenders.'* The NGI System
also includes more than 50 million civil fingerprints for persons who served or are serving in the

U.S. military or who were or are employed by the federal government, as well as civil fingerprints
submitted by authorized state and federal agencies requesting FBI retention. '

Data in the NGI System is maintained according to retention schedules approved by the National
Archives and Records Administration (NARA). The NARA approved the destruction of fingerprint cards
and corresponding indices when criminal and civil subjects reach age 110.'¢ Biometric and associated
biographic information may be removed from the NGI System earlier than the standard NARA retention
period via a request from the agency that contributed the information or via court order. All fingerprints
and CHRI maintained in the NGI System are submitted voluntarily by federal, state, territorial, and

tribal agencies.

Although the FBI has migrated to an automated identity management structure that maintains all
information about a person in a single record based on a unique identity, the criminal and civil files
remain logically separated. The NGI System’s logical dissemination rules enable the NGI System to
disseminate a CHR based on the purpose of the search and the CHRI the user is permitted to receive, as
authorized by a federal or state law.

The Interstate Identification Index

The Interstate Identification Index (III) is part of the NGI System and enables CHR data-sharing and
integration across the country. The III is an index pointer system that ties computerized CHR files of the
FBI and the centralized files maintained by each IlI-participating state into a national system. When the
III Program began in 1983, Ill-participating states became accountable for responding to online queries
for state-maintained CHRs for all purposes the state could legally support. Today, 51 State Identification
Bureaus (SIBs), including the District of Columbia, participate in the III Program.

14 FBI CJIS Division 2016 Annual Report, https://www.fbi.gov/file-repository/2016-cjis-annual-report.pdf/view.

15 Ibid.

16 NGI Retention and Searching of Noncriminal Justice Fingerprint Submissions,
https://www.fbi.gov/services/records-management/foipa/privacy-impact-assessments/next-generation-identification-
ngi-retention-and-searching-of-noncriminal-justice-fingerprint-submissions.
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[II-participating states establish and update records within the III through the submission of fingerprint
images from first and subsequent arrests to the NGI System. Each CHR maintained within the III is
supported by a fingerprint submission and is assigned a unique UCN. However, unlike the NGI System,
which contains biometric data, the III includes only names and personal identification information
relating to persons who have been arrested or indicted for a serious criminal offense anywhere in the
country. The III includes persons born in 1956 or later for whom an arrest fingerprint card has been
submitted to the FBI at any time; persons born prior to 1956 whose first arrest fingerprint card was
submitted to the FBI on or after July 1, 1974; numerous older records; certain fugitives; and repeat
offenders. The FBI maintains these individuals’ automated fingerprints and automated CHRs, which
originate from more than 17,000 arresting agencies in the U.S.

The III provides a means of conducting national CHR searches for criminal justice and other authorized
purposes as specified by existing statutory authority. The III Program is built on duplicate CHR repositories
and shared record dissemination between the III and state systems. Once the state adds the fingerprint
submission and arrest data to its state repository, the state sends a duplicate to the NGI System for
inclusion in the national database. The FBI maintains the duplicate records, including records the

IIT states cannot support, and the federal arrest information. The FBI uses the duplicate records to respond
to online queries and fingerprint processing record requests for any purpose for which a state cannot
respond. An authorized criminal or non-criminal-justice agency may access CHRs through an online

I request or via a fingerprint submission to the NGI System.

Online Queries

The III enables online name-based queries and record requests using biographic descriptors, a State
Identification Number (SID),!” a UCN, or any combination thereof, to review a CHR or to determine
whether there is a matching index record on file. When the III receives an online record request supported
by a Ill-participating state, the III automatically sends a message to the state’s computer system. The state
responds directly to the requesting agency. The FBI responds for records for federal offenders; for
persons arrested in non-III states and U.S. territories; and for criminal arrests that the III states cannot
support. For example, if a person is arrested in State A and has CHRI from State B and State C, then
depending on the query’s purpose, the III will reach out directly to State B and State C, using either the
UCN or the SID, to obtain the CHRI from each state (figure 1).

17 A SID is a unique number assigned to a person by the state.
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When a state cannot respond with its CHRI, the FBI will provide what it has on file for that particular
state. For example, if the same individual arrested in State A applies for employment requiring an FBI
fingerprint-based background check and has CHRI from State B and State C, the FBI will provide the
information in its database for State C if State C does not respond to requests for CHRI for employment
and licensing purposes (figure 2).

State-maintained
CHRI for State B

A

lll online query

by State A FBI

«—
FBI-maintained NG/l
CHRI for State C

States may not be able to respond to CHR requests due to varying laws and regulations. Moreover, if the
FBI does not have all relevant information from the state when responding on its behalf, any additional
state-maintained information will not be available for dissemination.

System

Figure 2

Fingerprint Submission

An authorized agency may receive CHRI by submitting fingerprints to the FBI to search the NGI System.
Each CHR is supported by a criminal fingerprint submission, which is acquired as a result of an arrest at
the federal, state, territorial, tribal, or local level. For persons arrested in states or U.S. territories, the
arresting agency submits the fingerprint images to the SIB for processing and assignment of a SID. The
SIB updates its state file and voluntarily sends the arrest information to the FBI’s NGI System. If no prior
record is on file, the FBI establishes a new record and assigns a UCN. The submitting agency receives a
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response stating no record exists at the national level, while the fingerprint images, along with the name
and descriptive information (sex, race, date of birth, Social Security number, and aliases) appearing on the
fingerprint submission, are retained as part of the CHR. It is then the submitting agency’s responsibility to
forward any information, such as dispositions, for addition to the CHR on file at the FBI. If subsequent
fingerprint images are sent to the FBI for the newly created identity, the NGI System will return a positive
identification response to the submitting agency, including the UCN and a copy of the CHR. The same is
true for federal agencies that submit directly to the FBI (figure 3).

State criminal/non- State FBI
criminal-justice identification NG/
agency — bureau — System
Non-ident response/ . Non-ident response/
Ident response with repository Ident response with
CHR CHR

FBI
NG/

Federal criminal/non-

criminal-justice

agency

System

Non-ident response/ldent response with CHR

Figure 3

To provide the most up-to-date CHRI, once a fingerprint submission is identified to a UCN at the national
level, the NGI System uses the III “pointers” to determine whether a state or the FBI is responsible for
maintaining and disseminating the various parts of a person’s CHR. Like online queries, the pointer is
used to direct searches of records to the appropriate agency. A state-active pointer is indicated by a SID
and directs the search to the state central repository if the state’s policy supports disseminating
information for the purpose for which fingerprints were submitted. The NGI System follows the

III pointer and automatically sends a message to the state that holds the record and appends the state
record to the NGI System’s response. The state information stored within the NGI System identified with
the pointer is suppressed from the response to reduce the risk of duplication. If the state does not support
the purpose of the fingerprint search, the FBI will not send a message to the state and will respond with
any information in its database for that particular state. When the FBI controls the dissemination of a state
or federal record, the record is indexed in the III with a pseudo-pointer. The FBI is responsible for
disseminating records indexed in the III with a pseudo-pointer.

For example, if a fingerprint submission is identified to a record with CHRI from State A (active state
pointer) and State B (pseudo-pointer), using State A’s SID, the FBI will send a message to State A to
obtain the state-maintained CHRI. If State A responds for the purpose of the request, the FBI will not
return any CHRI maintained in the FBI database for State A. Instead, the FBI will append the information
provided by State A in the final response to the contributing agency. The FBI will also respond with any
information in its database for State B because State B is indexed as a pseudo-pointer (figure 4).

14
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In addition to criminal fingerprints and CHRs, the NGI System includes civil fingerprints. A contributing
agency must be authorized to submit the civil fingerprints to the NGI System and receive the FBI CHRI.
The FBI may retain fingerprints of a person who is subject to an FBI background check for employment
or licensing purposes at the contributing agency’s request. Any person whose fingerprints are submitted
to the FBI for non-criminal-justice purposes must be provided a Privacy Act Statement regarding the
retention and search of their fingerprints in the NGI System. Civil fingerprint submissions received and
retained by the FBI are stored electronically within the NGI System and receive a UCN to establish an
identity at the national level if no identity currently exists. If the contributing agency requests removal of
the civil fingerprints, or removal is required by court order, the retained civil fingerprints will be removed
from the NGI System.

National Fingerprint File Program

The final phase of Il implementation is decentralization, in which the FBI compiles a national CHR from
participating state repositories. The National Fingerprint File (NFF) Program replaces the FBI’s
record-keeping responsibility for state offenders by making state repositories primarily responsible for the
effective control, collection, maintenance, and dissemination of state CHR files. To become an

NFF participant, a state must meet certain requirements, including ratification of the National Crime
Prevention and Privacy Compact Act of 1998 (Compact). An NFF-participating state is a [ll-participating
state that has agreed to provide its CHRs for all authorized uses, including non-criminal-justice licensing
and employment purposes.

The process for submitting fingerprints is different for states participating in the NFF Program. An
NFF-participating state submits fingerprint images to the FBI for each offender’s first arrest to identify
the offender at the national level. Fingerprint images for subsequent arrests are used by the state to update
its own records. Only those criminal fingerprint images that a state is unable to identify will be forwarded
to the NGI System. Any subsequent activity related to the NFF record will be the NFF-participating
state’s sole responsibility. The NFF-participating state does not submit supporting documentation to the
NGI System such as subsequent arrest information, expungement requests, disposition reports, and death
notices. As a result, the NFF-participating states must meet certain NFF qualification requirements to
ensure proper NFF participation.
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If an online query or a fingerprint-based submission identifies a person with a CHR in one or more
NFF-participating states, a request for the CHR will be forwarded from the NGI System to the
NFF-participating state’s CHR repository for the appropriate response. The NFF-participating state
provides its CHR to the NGI System to be appended to the FBI’s response and disseminated to the
contributing agency. Currently, 20 states participate in the NFF Program.'®

CHRI Maintenance

State agencies participating in the III Program must—

1. ensure each record contains all known arrest, disposition, and custody or supervision data for
the state

2. remove or expunge a SID from a III record when the corresponding record data no longer exists
at the state level

3. conduct a regularly scheduled audit to identify discrepancies and synchronize the III records
pointing to the state’s database

4. maintain records at the highest possible level of completeness, accuracy, and timeliness.

For the FBI to provide the most accurate records to requesting agencies and entities, all CHRI must be
available, accurate, and complete. Under 28 C.F.R. § 20.37—

It shall be the responsibility of each criminal justice agency contributing data to the III System ...
to assure that information on individuals is kept complete, accurate, and current so that all such
records shall contain to the maximum extent feasible dispositions for all arrest data included
therein. Dispositions should be submitted by criminal justice agencies within 120 days after the
disposition has occurred.

For the FBI to disseminate the most complete and accurate CHRs for the NGI System fingerprint
submissions and the III inquiries, all necessary corresponding information pertaining to an arrest must be
provided to the FBI. The FBI CJIS Division processes requests associated with CHRs received in
electronic, hard-copy, or machine-readable data formats. These documents include arrest dispositions,
custody data, expungements, and other miscellaneous updates.

Dispositions

In every instance when criminal arrest fingerprints have been submitted to the FBI prior to disposition,
the final disposition must be submitted to update the CHR. A disposition is the formal or informal
conclusion of an arrest or charge at whatever stage it occurs in the criminal justice system. A disposition
reports the court’s findings and can include information as to whether an arrest charge has been modified
or dropped."” A more inclusive definition of a disposition is located at 28 C.F.R. § 20.3.

18 For the most recent list of NFF-participating states, visit https://www.fbi.gov/services/cjis/compact-
council/interstate-identification-index-iii-national-fingerprint-file-nff.

19 Arrest Disposition Submission, https://www.fbi.gov/services/cjis/fingerprints-and-other-biometrics/arrest-
disposition-submission.

16


https://www.fbi.gov/services/cjis/compact-council/interstate-identification-index-iii-national-fingerprint-file-nff
https://www.fbi.gov/services/cjis/compact-council/interstate-identification-index-iii-national-fingerprint-file-nff
https://www.fbi.gov/services/cjis/fingerprints-and-other-biometrics/arrest-disposition-submission
https://www.fbi.gov/services/cjis/fingerprints-and-other-biometrics/arrest-disposition-submission

Disposition reporting is important to law enforcement for investigative purposes and to non-criminal-
justice background checks for employment, licensing, adoption, and immigration. If a disposition is not in
the person’s CHR, it could prevent or delay the adjudication for these proceedings. As such, the III and
the FBI CJIS Division offer various electronic methods for states to add disposition data to the CHR, such
as the III messaging or fingerprint submission. States may also send hard-copy dispositions to the FBI for
manual processing.

Custody and Supervision Data

A state or agency may update the CHR by submitting custody and supervision requests to the FBI CJIS
Division in electronic or hard-copy formats. The custody and supervisory data is posted to a CHR,
including information pertaining to supervised or mandatory release and parole, probation, or pretrial
diversion. Under pretrial diversion, the arrest is removed from the CHR if the subject completes
supervision and abstains from criminal activity for 3 years.

Expungements

An expungement is the removal of CHRI. As such, states may choose to expunge the entire CHR or part
of the CHR (e.g., one of the charges associated with an arrest) by sending the appropriate electronic
message via the III. If the state cannot generate a III message, the FBI CJIS Division can do
expungements on the state’s behalf, based on receipt of necessary expungement documentation. The FBI
CJIS Division can also perform expungements at the request of federal, territorial, or tribal agencies.

Biographic Identifiers

Although most biographic identifiers (e.g., aliases or additional dates of birth) are entered into the Il as a
result of a fingerprint submission, an agency may have documentation that is not provided to the FBI that
contains new identifiers. States may add identifiers to the III by sending the appropriate III message to
update the CHR. States also have the ability to remove or correct biographic identifiers on a CHR, so long
as the identifier was added to the CHR by the requesting state. Those agencies unable to add or remove
biographic identifiers via the IIIl may submit the appropriate form to the FBI CJIS Division for handling.

National Sex Offender Registry

In July 1999, the National Sex Offender Registry (NSOR), then known as the Convicted Sex Offender
Registry File, was established within the National Crime Information Center (NCIC). The NSOR contains
records of sex offenders or other persons required to register under a jurisdiction’s sex offender registry
program. When registering an offender, the authorized state criminal justice agency includes the
information in the state sex offender registry and the NSOR via an online record entry. Authorized federal
and tribal criminal justice agencies may also maintain agency-specific sex offender registries and
contribute records to the NCIC NSOR. If the NSOR record contains a UCN, the NCIC notifies the

NGI System. This notification causes the NGI System to establish a sex offender notice on the person’s
CHR. This notice will then appear on CHRs in response to both III inquiries and fingerprint submissions.
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Agencies must submit complete and accurate information for convicted sex offenders to the NCIC NSOR,
including the UCN, if known. If the UCN is not included upon entry in the NCIC NSOR, the person’s
CHR will not be flagged with a sex offender notice in the NGI System. Agencies that cannot determine or
verify an offender’s UCN can submit fingerprints to the NGI System as a criminal inquiry to conduct a
search, verify the identity of the person, and obtain the UCN for inclusion in the NCIC NSOR and
subsequently the CHR.

Shared Management Responsibilities

The mission of the FBI CJIS Division is to equip its law enforcement, national security, and intelligence
community partners with criminal justice information needed to protect the U.S. while preserving civil
liberties. As the central repository for criminal justice information and services within the FBI, the

CIJIS Division manages and maintains several systems, such as the NGI System and the III Program,
which are used by the division’s federal, state, territorial, tribal, and local partners. The CJIS Division
collaborates with federal, state, territorial, tribal, and local agencies to meet the needs of both the criminal
justice and non-criminal-justice communities.

Adyvisory Policy Board

The FBI established the CJIS Advisory Process? to obtain users’ advice and guidance on the
development and operation of all CJIS Division programs. The CJIS Advisory Policy Board (APB)
includes representatives from criminal justice agencies, national security agencies, and criminal justice
professional associations across the U.S. Twice each year, the APB makes recommendations to the FBI
director regarding general policy with respect to the philosophy, concept, and operational principles of
these criminal justice information systems. If the FBI director approves the CJIS APB recommendation,
the staff from the FBI CJIS Division takes the necessary action to implement the change.

The National Crime Prevention and Privacy Compact Council

The Compact, as codified at 34 U.S.C. § 40316 (formerly cited as 42 U.S.C. § 14616), provides a legal
framework for the establishment of a cooperative federal-state system for the interstate exchange of CHRI
for non-criminal-justice uses. Some states participating in the III Program have varying statutes or
policies that restrict the dissemination of records for non-criminal-justice purposes. However, under the
Compact, the Federal Government and states agree to make their respective CHRs available to parties of
the Compact for authorized non-criminal-justice purposes. The Compact facilitates uniformity in the
dissemination of records among states for non-criminal-justice purposes and requires that a signatory state
provide its records upon request for all authorized non-criminal-justice purposes. As mentioned, a state
must ratify the Compact prior to joining the NFF Program. As more states ratify the Compact and
participate in the NFF Program, non-criminal-justice data will be shared in a more uniform and
decentralized way. Thirty-four states have ratified the Compact as of July 2019, and 20 of those states
participate in the NFF Program.?!

20 For additional information regarding the CJIS Advisory Process, visit https://www.fbi.gov/services/cjis/the-cjis-
advisory-process.

2 For more information on the National Crime Prevention and Privacy Compact Act of 1998, visit
https://www.fbi.gov/services/cjis/compact-council.
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The Compact also established a 15-member Council. Its mission as a national independent authority is to
enhance public safety through non-criminal-justice background checks based on positive identification,
while protecting individual privacy rights. The Council oversees the use of the III, promulgates rules and
procedures for the effective and proper use of the III for non-criminal-justice purposes, ensures the
protection of privacy, and facilitates the nationwide exchange of CHRI.

Access to CHRI

The FBI must maintain an audit trail of the recipient of each record and of the purpose of each disclosure
of a CHR. To ensure the transaction is authorized, each III inquiry must include the purpose for which the
subject’s record information will be used. Fingerprint-based applicant submissions must include the
“reason fingerprinted” to indicate the authority under which the CHRI will be used. All users are required
to provide the reason for all III inquiries and fingerprint-based transactions upon request by CJIS systems
managers, administrators, and representatives. In addition, agencies are aware that access to CHRI by
authorized officials is subject to cancellation if dissemination is made outside the receiving departments,
related agencies, or other authorized entities.

When appropriate, prior to accessing the CJIS record information systems, each federal, state, territorial,
or tribal agency must execute a CJIS User Agreement with the FBI CJIS Division stating its willingness
to conform with federal statutes, regulations, and CJIS policies. These agreements include the standards
and sanctions governing the use of the CJIS systems. Once the established qualifying criteria are met and
access to CJIS systems is approved, agencies are assigned and receive an Originating Agency Identifier
(ORI). The ORI structure determines the type of access and allows the agency to use various CJIS
systems, such as the NGI System. Access to CHRI is made available for criminal justice, non-criminal-
justice, and personal review purposes.

Criminal Justice Purpose

An individual’s CHR may be disseminated to criminal justice agencies for criminal justice purposes,
which include the screening of employees or applicants for employment hired by criminal justice
agencies.” A criminal justice agency is defined as (1) the courts; or (2) a governmental agency, or any
subunit of a governmental agency that performs the administration of criminal justice pursuant to a statute
or executive order and that allocates a substantial part of its annual budget to the administration of
criminal justice. State and federal Inspectors General Offices are included.?

Administration of criminal justice is defined at 28 C.F.R. § 20.3(b) as follows:
Administration of criminal justice means performance of any of the following activities:

detection, apprehension, detention, pretrial release, post-trial release, prosecution, adjudication,
correctional supervision, or rehabilitation of accused persons or criminal offenders. The

228 C.F.R. § 20.33(a)(1).
2328 C.F.R. § 20.3(g).

19



administration of criminal justice shall include criminal identification activities and the collection,
storage, and dissemination of criminal-history record information.

The definitions of a “criminal justice agency” and the “administration of justice” must be considered
together.?*

Non-Criminal-Justice Purpose

An agency may access CHRI for non-criminal-justice purposes, such as employment or licensing, only
when authorized by federal statutory authority. For example, in 1971, Congress enacted P.L. 92-184,
which was superseded in 1972 by P.L. 92-544 (34 U.S.C. § 41101). This statute authorized the exchange
of FBI identification records with officials of federally chartered or insured banking institutions to
maintain the security of those institutions, and with officials of state and local governments for licensing
and employment purposes if authorized by a state statute the U.S. AG has approved. The AG’s approval
authority is delegated to the FBI by 28 C.F.R. §§ 0.85(j) and 50.12(a). The FBI uses specific criteria to
approve state statutes enacted under P.L. 92-544 to ensure all requirements are met. The FBI policy
requires that fingerprints submitted to the FBI under P.L. 92-544 state statutes be channeled through the
SIB. A governmental agency, designated by statute, must be responsible for receiving and screening the
results of the CHR check to determine an applicant’s suitability for employment or licensing. Purposes in
which CHRI is used for non-criminal-justice employment and licensing include teaching, nursing, and
real estate.

In addition to state statutes, numerous federal statutes, as well as executive orders, exist to provide a
means of conducting national CHR searches for non-criminal-justice purposes. Each authority defines the
specific purpose (applicant types) for which CHRI may be requested and used. Some examples of federal
statutes include the National Child Protection Act/Volunteers for Children Act; the Adam Walsh Child
Protection and Safety Act of 2006; the Native American Housing Assistance and Self-Determination Act
of 1996; and the Serve America Act. Prior to implementation of any federal statutory authority, a federal,
state, territorial, or tribal agency must coordinate with the FBI to determine the requirements for
submitting under the specific authority.

Pursuant to the Compact, all requests for background checks for non-criminal-justice purposes must be
conducted based on positive identification. Currently, the only approved forms of positive identification
are 10-flat or 10-rolled fingerprints.?® Positive identification ensures the subject of the record search is the
same person as the subject of the CHR.

Personal Review

Under 28 C.F.R. §§ 16.30-16.34, any individual may obtain a copy of his or her FBI CHR by submitting a
Departmental Order (DO) 556-73 request, fingerprints, and the appropriate fee. The CHRs provided
through the DO process may be used to challenge the information on the record. For individuals
challenging a record, the FBI CJIS Division forwards the challenge to the agency that submitted the data

2428 C.F.R. Part 20 Appendix.
2570 Fed. Reg. 36209.
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to request the agency verify or correct the challenged entry. While the FBI CJIS Division serves as the
nation’s central repository and custodian for fingerprints and CHRYI, it does not have the authority to
modify any CHRI unless specifically notified to do so by the contributing agency.

Dissemination of CHRI

The U.S. Code, federal regulations, and the National Crime Prevention and Privacy Compact provide
safeguards against dissemination of CHRI. Title 28 U.S.C. § 534 authorizes the FBI to exchange CHRI
with, and for the official use of, authorized officials of the federal government, the states, Indian tribes,
cities, and penal and other institutions. The exchange of CHRI made available pursuant to this authority is
subject to cancellation if dissemination is made outside the receiving departments or related agencies.

Title 28 C.F.R. § 20.33 further specifies that CHRI contained in the III may be available for use in
connection with licensing and employment pursuant to P.L. 92-544 or other federal legislation or federal
law. This regulation reiterates the requirement that the exchange of CHRI is subject to cancellation if
dissemination is made outside the receiving departments or related agencies. It also stipulates that CHRI
shall be used only for the purpose requested and a current record should be requested when needed for a
subsequent authorized use.

Title 28 C.F.R. § 50.12 also sets forth requirements for the exchange of CHRI for non-criminal-justice
purposes authorized by federal law to include P.L. 92-544. This regulation provides that CHRI obtained
under these authorities may be used solely for the purpose requested and cannot be disseminated outside
the receiving departments, related agencies, or other authorized entities.

In addition, the Compact requires that any CHRI obtained under the Compact may be used only for the
official purposes for which the CHRI was requested.?® Further, the Compact established procedures to
protect the accuracy and privacy of CHRI by requiring that CHRI must be used only by authorized
officials for authorized purposes and that subsequent record checks be requested to obtain current
information whenever a new need arises.

Moreover, CHRI must not be disseminated to the general public. The FBI CHRI may also not be
maintained in a format that is accessible by the public or within records that are subject to release through

public record requests.

National Rap Back Service

In 2014, the national Rap Back Service was created with the deployment of the NGI System. This service
allows authorized federal, state, and local agencies to be notified of activity reported to the NGI System
on persons who are licensed or employed (e.g., school teachers and day-care workers) or who are under
criminal justice supervision or investigation, eliminating the need for repeated background checks on a
person from the same agency.

234 U.S.C. § 40316.
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Before the FBI’s Rap Back Service, the national criminal-history background check system provided a
one-time snapshot of a person’s criminal-history status. With Rap Back, authorized criminal justice and
non-criminal-justice agencies can receive ongoing notifications of any criminal activity reported to the
FBI after the initial processing and retention of criminal or civil fingerprints. Rap Back accomplishes this
by using fingerprints to identify persons arrested and prosecuted for crimes.

US 3. Addressing Criminal-History Data Quality and Completeness

The FBI is committed to supporting the criminal justice and the non-criminal-justice communities,
intelligence agencies, and the public by improving processes and standards for the collection, storage,
maintenance, and dissemination of CHRI. The two primary methods the FBI uses to achieve this goal are
the III correlation and the audit process.

III Correlation

States use the III correlation to identify their FBI-supported records in the III and take ownership of them.
When a state requests a correlation, the FBI CJIS Division provides all records maintained by the FBI for
the requesting state. Data are provided in segments so the state can easily compare FBI-maintained to
state repository-maintained data. The state reviews the data to identify any records for which the state has
as much information as or more information than the FBI. The state may take ownership of these records,
allowing the FBI to reach out to the state for the state-maintained record as long as the state supports the
purpose of the request. Because studies have shown states to have more up-to-date records (including
additional information, such as dispositions), the FBI CJIS Division supports state outreach and the
decentralization of CHRI.

Audit

The FBI audits each state central repository for compliance with III and NFF participation standards for
CHRI use, dissemination, and security. The FBI CJIS Division auditors review and analyze methods used
by the repository to administer policies and procedures mandated by various federal laws and policies.
The auditors assess the performance of a repository in the areas of fingerprint identification, record
content, III maintenance, record request responses, data quality, data use, data dissemination, and data
security. The CJIS Division uses the same criteria to audit federal agencies, territories, tribes, and
authorized users with access to FBI CJIS Division systems.

The CJIS Security Policy requires that each agency implement audit and accountability controls to ensure
the lawful use and protection of CHRI. Security measures and adherence to FBI policies on the part of the
agency and the CJIS Division ensure the information is protected. In addition, each federal agency and
state central record repository must audit its own system and use of FBI systems. The FBI CJIS Division
audits federal, state, territorial, and tribal agencies, as well as other authorized users, triennially.

The Privacy Act, 5 U.S.C. § 552a, allows CHRI to be provided to authorized agencies for non-criminal-
justice purposes. These authorized agencies are required to maintain a system of records that establishes
appropriate administrative, technical, and physical safeguards to ensure the security and confidentiality of
records. The FBI CJIS Division auditors conduct both criminal justice and non-criminal-justice audits to
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evaluate compliance with appropriate laws, policies, and regulations that pertain to the use, dissemination,
maintenance, and security of CHRI. The audit helps to ensure the responsible use of the III and to address
violations that may be detected.

CHR Improvement Efforts

As stated, all information submitted to the III is done voluntarily by federal, state, territorial, tribal, and
local agencies. Missing dispositions and rap-sheet standardization are two areas in which the FBI
continues to seek improvement.

Missing Dispositions

While collecting and sharing fingerprints and arrest details is a valuable tool for law enforcement
agencies across the country, agencies often do not submit the final outcome of these arrests.

Dispositions are important to making CHRs effective. Missing dispositions lead to incomplete CHRs,
which can cause problems for criminal justice agencies, non-criminal-justice agencies, and the subject of
the record. Therefore, the FBI CJIS Division has developed a plan to obtain missing disposition
information and complete as many records as possible.

Multiple efforts have been used to identify missing state and federal dispositions, including—
e collaborating with U.S. courts and U.S. attorney’s offices
e hiring contractors to research and locate possible dispositions from public-facing court websites
to update CHRs
e technical enhancements to make submitting dispositions to the FBI easier.

The disposition issue is a top priority for the FBI because dispositions are shared for employment and
licensing adjudications, firearms background checks, Rap Back services, criminal investigations, and
sentencing decisions. As mentioned, 28 C.F.R. § 20.37 provides that dispositions should be submitted
within 120 days after they occur. The FBI CJIS Division has been working with federal, state, and tribal
agencies to obtain missing dispositions and continues to provide updates and solutions to its partners
through outreach efforts and the shared management process.

Rap-Sheet Standardization

The CHR, often referred to as a rap sheet, varies in format. For example, a CHR returned from the FBI is
formatted differently from one returned from the NGI System state outreach or from an NFF-participating
state. There have been discussions and studies on standardization, but no standard format is currently
required for placement and content of biographic descriptors and CHRI.

The FBI CJIS Division has launched a project to identify reporting methods common to all federal and

state agencies to streamline responses. The project goal is to improve the effectiveness of CHR reviews
by standardizing the national CHR display. Rap-sheet standardization would streamline the review
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process, helping the criminal justice and non-criminal-justice communities make better decisions relating to
supervisory or custody data, sentencing, and adjudications for employment, licensing, or firearms purchases.

US 4. Accessing Criminal-History Record Data for Research Purposes

FBI Institutional Review Board

As a general matter, federal regulations prohibit federal agencies from engaging (or assisting with
resources) in human subjects research without prior review and approval from a governing Institutional
Review Board (IRB), whose job it is to protect the interests of the human subjects about whom the
research relates. Depending upon the exact nature of any CHRI, metadata, or related information sought
to be used, its public availability, the purposes for which it will be utilized and the method of its
processing and availability, some activities involving such information may qualify as human subject
“research” (a defined term) and may require prior IRB review and approval while other activities may
qualify for an exemption from such review. For the DOJ and all of its components, including the FBI,
those regulations are contained in 28 C.F.R. Part 46. Pursuant to this authority and internal policy, the
FBI maintains an FBI IRB that is administered by the FBI Science and Technology Branch. In accordance
with guidance from the U.S. Department of Health and Human Services, Office of Human Research
Protections, researchers should seek a determination from a designated FBI IRB representative regarding
the inclusion or exemption of their activities from the FBI IRB governance. Under the FBI policy,
exemption and exclusion decisions are made by the FBI IRB Chair in consultation with the FBI IRB
Counsel. When the FBI IRB reaches an exemption determination, it issues a written exemption ruling. On
average, approvals and exemptions are issued by the FBI IRB within 33 days of its receipt of completed
FBI IRB forms providing the necessary information to make a determination.

Researchers should keep in mind that the narrow role of the FBI IRB is to protect the interests, including
privacy interests where applicable, of the human subjects about whom the research relates. As such, an
FBI IRB approval or exemption determination resolves only that equity and does not qualify as authority
to actually gain access to or use the FBI CHRI or other information. A separate review process
exclusively controlled by the FBI Office of the General Counsel (OGC) under requirements controlled by
different regulations is required to gain access to such information or data, assuming the proposed activity
is either exempted or approved by the FBI IRB.

Access to the FBI CHRI for Research Purposes

The FBI OGC Criminal Justice Information Law Unit (CJILU) approves requests for access to CHRI for
research purposes. Access to CHRI is governed by 28 U.S.C. § 534 and 28 C.F.R. Parts 20 and 22.

Title 28 U.S.C. § 534 charges the AG with the acquisition, collection, classification, and preservation of
identification, criminal identification, crime, and other records. It also authorizes the exchange of records
with, and for the official use of, “authorized officials of the Federal Government, including the United
States Sentencing Commission, the States, including State sentencing commissions, Indian tribes, cities
and penal and other institutions.” The DOJ and federal courts have interpreted this language to restrict
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access to CHRs to criminal justice agencies for criminal justice purposes and to federal agencies
authorized to receive such records pursuant to a federal statute or executive order.

The FBI CHRI can be disseminated for research requests pursuant to 28 C.F.R. § 20.33(a), which
authorizes sharing with criminal justice agencies®’ for criminal justice purposes;*® research conducted
under a specific federal statutory authorization; or research that is in accordance with 28 C.F.R. Part 22,
which governs the use of research and statistical information obtained, collected, or produced either
directly to the Bureau of Justice Assistance, the Office of Juvenile Justice and Delinquency Programs, the
Bureau of Justice Statistics (BJS), the National Institute of Justice, or the Office of Justice Programs.

Prior to the transfer of CHRI, an Information Transfer Agreement (ITA) must be executed. For each
agency, the ITA must be signed by an official representative who is authorized to execute such documents
on behalf of and for the agency.

US 5. Using Criminal-History Data for Research

Government and non-government researchers, such as those from universities and private organizations,
use criminal-history data from the FBI or an individual state repository to study the criminal careers and
recidivism patterns of different types of offenders (e.g., adults released from prison or sex offenders who
have completed a treatment program). For instance, researchers within a state’s statistical analysis center
use criminal-history data from their state to conduct research needed to inform state- and local-level
policy and practice.” Research conducted by state agencies is typically limited to criminal-history data
within their own state because these agencies do not have direct access to national criminal-history data
from the FBI or criminal-history data from outside of their state.

In general, criminal-history records used for research are the same records used for operational purposes
by police officers, judges, and corrections officials. However, certain records available for criminal
justice purposes may not be available for research, such as those that are sealed or expunged and no
longer publically available. In addition, crimes committed by juvenile offenders are generally not
available in the criminal-history records obtained for research unless the offender was charged or tried as
an adult.

Researchers must typically establish a data security agreement with the repository and use secure file
transfer procedures to obtain the criminal-history data. When researchers are unable to access
criminal-history data through the repository, some have been able to obtain criminal justice data directly
from the local police departments or courts within a particular jurisdiction. While these data can provide
comparable information found in the criminal-history data regarding a single stage in the criminal justice
system (e.g., arrest or prosecution), they do not provide the comprehensive summary of a person’s
involvement with the criminal justice system.

27 Criminal justice agency is defined in 28 C.F.R. § 20.3(g).

28 Administration of criminal justice is defined in 28 C.F.R. 20.3(b).

2 The Justice Research and Statistics Association (JRSA) website provides a directory of the Statistical Analysis
Centers in the states and territories: http://www.jrsa.org/sac/index.html.
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After obtaining the necessary approval to conduct a study, the researcher must supply the repository with
identifying information on the study’s sample of individuals (e.g., names, dates of birth, and state
identification numbers) and request that the agency provide the criminal-history records on each person.
Depending on the source of the criminal-history data, researchers can receive either individual paper
records on each individual in the study or a single data file that contains the criminal-history data on the
entire sample of offenders in the study. Because the content of the variables included in criminal-history
records can vary widely across jurisdictions, a data extract received from a state repository or the FBI can
require extensive work to transform the free-text fields (e.g., offense descriptions and summaries of case
outcomes) into a research file with numeric codes and summary variables that can support the statistical
analyses. Depending on the purpose of the study, researchers can use the arrest charge, court disposition,
or incarceration information from the criminal-history records to examine criminal careers or measure
recidivism. A new arrest following a criminal sanction is one of the most common measures of
recidivism. Other common recidivism measures based on criminal-history records include a new court
conviction or a return to prison.

Although certain restrictions may be imposed on the research to protect confidentiality, the personal
identifiers used to obtain criminal-history data also provide the ability to link the records on the persons in
the study to other criminal justice and non-criminal-justice data sources, such as mortality or employment,
to conduct more in-depth multivariate analysis on the research results. For instance, when conducting
studies using criminal-history data, researchers need to identify those offenders who were eligible to
reoffend throughout the follow-up period. If a person dies before the end of the study, his or her lack of
reoffending would be erroneously interpreted as not offending and artificially suppress the observed
recidivism rate. To address this issue, researchers often use death information on the persons in the study
subjects from the criminal-history records or other data sources to exclude those who died during the
follow-up period from the recidivism analysis.

Research studies based on criminal-history records rely on fingerprint-verified records from the
repositories. Criminal justice agencies are typically required by law to submit fingerprints to a central
repository when a person is arrested for a felony or serious misdemeanor. However, the criteria for
reporting arrests and dispositions to repositories varies by state. Some states also require the reporting of
less serious offenses, violations, infractions, and traffic citations. Differences in criminal-history reporting
practices across states can make it difficult to compare recidivism rates from state to state. For example, a
state that is required to report certain less serious misdemeanors to the criminal-history repository may
appear to have a higher recidivism rate than another state that is required to report only felonies and
serious misdemeanors.

Certain federal agencies—including BJS, the Administrative Office of the U.S. Courts (AOUSA), the
U.S. Sentencing Commission (USSC), and the BOP—are authorized to collect and analyze national

(i.e., multi-state) criminal-history records obtained through the FBI’s III System for the purpose of
studying criminal offending and recidivism patterns. BJS’s national recidivism studies of persons released
from state prisons have been a primary source of information on the number and types of crimes persons
commit prior to and following release from prison. The largest BJS recidivism study to date examined the
offending patterns of state prisoners released in 30 states in 2005.>° The AOUSA uses criminal-history

30More information on the BJS recidivism studies is available at https:/www.bjs.gov/index.cfm?ty=dcdetail &iid=270.
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data to study the effectiveness of federal community supervision programs and produces recidivism
reports that help to inform the operations of the federal probation offices and other criminal justice
agencies. To help inform sentencing practices, the USSC routinely uses criminal-history records to track
the recidivism rates of various groups of offenders released from federal prison and those placed on
federal probation. The BOP uses criminal-history records to assess the outcomes of federal prisoner
reentry programs.
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Preface

Criminal-history records are an important component of many criminal justice systems
throughout the world and are used not only by law enforcement agencies but also by courts,
corrections systems, and researchers. However, little is known about how the United States
criminal-history information system compares with those in other industrialized countries.
Practices relating to the collection, management, and quality control of criminal-history
information vary across individual jurisdictions within the U.S. and between different countries.

The overarching objective of this project, sponsored by the Bureau of Justice Statistics, was
to help fill the information gap described above and compare the criminal-history information
system in the U.S. and other countries. The countries covered by this research were Australia,
Canada, England and Wales, Germany, and the Netherlands. The research drew on consultations
with subject matter experts in each country, complemented by document reviews and interviews
with practitioners and researchers working in the area of criminal justice.

This work aimed to (1) provide insights into potential improvements of the accuracy,
completeness, and timeliness of criminal-history records, along with their accessibility and utility
to governmental and nongovernmental researchers and (2) offer lessons to government agencies
in the U.S. and internationally. The primary audience for this report is practitioners managing or
working with criminal-history record information, but it will be of interest to other stakeholder
groups, including criminal justice researchers.

RAND Corporation’s Social and Economic Well-Being division seeks to actively improve
the health and social and economic well-being of populations and communities throughout the
world. This research was conducted in the Justice Policy Program within RAND Social and
Economic Well-Being. The program focuses on such topics as access to justice, policing,
corrections, drug policy, and court system reform, as well as other policy concerns pertaining to
public safety and criminal and civil justice. For more information, email justicepolicy@rand.org.
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Summary

A criminal-history record typically holds information about an individual’s contacts with the
criminal justice system, such as arrests, charges, court appearances, convictions, and sentences,
as well as biographic data. It is an important component of many criminal justice systems around
the world and is used not only by law enforcement agencies but also by courts, corrections, and
researchers, including those outside the jurisdictions where the offense occurred.

However, little is known about how the United States criminal-history information system
compares with those in other industrialized countries. Practices relating to the collection,
management, and quality control of criminal-history information vary across individual
jurisdictions within the U.S. and between different countries. A cross-national comparison of
how countries develop and use criminal-history information may provide lessons that inform
efforts to address and overcome challenges associated with the operation of criminal-history
information systems. It may also highlight innovative practices that could be adopted in other
countries with the aim of improving the functioning of individual national systems.

The overarching objective of this project, sponsored by the Bureau of Justice Statistics (BJS),
was to help fill the information gap described above and compare the criminal-history
information system in the U.S. and other countries. This work aimed to provide insights into
potential improvements of the accuracy, completeness, and timeliness of criminal-history
records, along with their accessibility and utility to governmental and nongovernmental
researchers and to offer lessons to government agencies in the U.S. and internationally.

The study aimed to document and compare the answers to the following research questions:

1. What are the characteristics of the national criminal-history information system? What
data does it hold and who provides the data?

2. What is done to ensure data quality and completeness of data held by the national
criminal-history information system?

3. Who has access to the criminal-history information for operational and civil purposes?

4. How are criminal-history record data used for research purposes?

In addition to the U.S., the countries selected for the study were

Australia

Canada

England and Wales'
Germany

the Netherlands.

"'Asaresult of a long process of devolution, the United Kingdom's government is responsible for criminal justice
matters only in England and Wales. Scotland and Northern Ireland each has its own, separate criminal justice
system, although there are commonalities and links between the systems.
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The countries were selected on the basis of objective criteria (e.g., relatively large countries
with advanced information systems), coupled with a consideration of the feasibility of successful
collection of data pertaining to each jurisdiction. In each country, RAND, where necessary with
support from BJS, established collaborations with subject matter experts. These experts were
either government representatives whose portfolio involved working with the national
criminal-history information system or academic researchers with extensive experience working
with national criminal-history data. In addition to experts’ input, information was gathered from
two other sources. First, a review of existing literature and official documentation was conducted
pertaining to national criminal-history information systems. The second data collection activity
was a series of interviews with key subject matter experts from the countries. The interviewees
were either government officials in a position to comment on the country’s criminal-history
information system or academic researchers who have worked with national criminal-history data.

In parallel with the development of the country chapters presented in this report, the FBI
prepared a chapter on the U.S. national criminal-history information system that includes
contributions from BJS, broadly mirroring the standardized chapters prepared by RAND on the
other countries. Information from this U.S. chapter was used by RAND to inform the summary
chapter comparing the U.S. system to those in the other countries.

Characteristics of National Criminal Record Information Systems

There are discernible differences across all the studied countries in the functions that their
national criminal record information systems (CRIS) are designed to perform. Two broad
organizational approaches can be distinguished. In Australia, Canada, England and Wales, and
the U.S., the national systems are maintained by specialized departments of law enforcement or
criminal intelligence agencies and are designed to capture information on the entire history of an
individual’s interaction with the criminal justice system. In these countries, data typically start
being collected at the moment of arrest or when a person is charged by the police with an
offense. The national CRIS in these countries also contains or is linked to databases containing
noncriminal-history information, such as a database of missing persons.

By contrast, in the Netherlands and Germany, the national systems are maintained by
specialized governmental agencies falling under the responsibility of the national Ministry of
Justice. In these countries, data collection for the national CRIS starts later, as individuals
progress in the criminal justice system, and is not initiated by police agencies. In the
Netherlands, individuals need to be prosecuted for the alleged offense, and in Germany,
individuals need to be convicted for their records to appear in the national system. One exception
to this rule in Germany are prosecutions and court disposals of juvenile cases (with or without
the imposition of a conditional measure), which are also recorded.
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Content of National Criminal Record Information Systems

The variation in the content of national CRIS in the countries mirrors the differences in what
type of agency is responsible for maintaining the national system, as discussed above. In
Australia, Canada, England and Wales, and the U.S., police agencies are the creators of criminal
records, as well as one of the primary (although not necessarily the only) sources of data for the
national CRIS. In Australia, Canada, and in some instances England and Wales, police agencies
are responsible even for the provision of data originated by other criminal justice agencies, such
as court dispositions. By contrast, in the Netherlands and Germany, the two countries’ national
systems primarily rely on data from public prosecutors and courts, respectively, although as in
the other countries, additional agencies also provide information to the system.

Criminal-history records in all the countries contain the following information: (1) personal
information, such as name(s) and date and place of birth; (2) information on the offense, such as
date and applicable legal provisions; and (3) information on the sentence imposed, including any
suspensions, conditions, and subsequent modifications. However, within these categories, some
variation and unique features can be observed, which again follow the differences between
systems informed primarily by law enforcement and criminal intelligence agencies and those
maintained by other governmental agencies.

In all the countries, data are generally provided to the national CRIS by originating agencies
via a standardized electronic reporting system, although some manual input may take place in
limited circumstances. In all jurisdictions, the information submitted to the national system
typically does not represent the totality of data pertaining to the criminal record that are held by
originating agencies, although the extent of this phenomenon varies across countries.

Data retention policies are another area where there is variation across the countries.
Germany and the Netherlands differ from the other countries and may retain data for a
comparatively shorter period. In Germany, the length of the retention period depends on the
sentence imposed, with the rule that longer sentences are generally associated with longer
retention periods. In the Netherlands, the length of the retention period depends on the offense,
with a similar rule that records for more serious offenses are retained longer. By contrast, in the
other countries, criminal records will generally be retained for a much longer period—the
countries either set an age limit that substantially exceeds the country’s life expectancy or
routinely do not delete criminal records at all.

Access to the System

Across all the countries, access to criminal-history information systems is granted to law
enforcement and other criminal justice agencies to support their operations. Under certain
conditions, access may also be provided to other selected government agencies, although the
extent of this provision varies across the countries. Provisions also exist for the international
sharing of data. Among the countries studied, one of the most advanced and formalized
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frameworks for cross-country sharing of criminal-history data is established in the European
countries, which can use the European Criminal Records Information System (ECRIS). This
system obliges European Union (EU) member states to notify other member states regarding the
criminal history of their citizens and to respond to queries received from other member states.
These exchanges of information make use of reference tables for offenses and sentences, which
serve to approximate the criminal laws of individual member states.

The type of user agency typically guides two aspects of access rights to national
criminal-history databases. First, it frequently determines what type of information user agencies
can access, with certain content available only to specific agencies. Second, the identity of a
given user agency may determine whether it can edit existing criminal records held in the
national system or is restricted to read-only privileges, which tends to be common particularly
for noncriminal justice agencies.

In addition, all the studied countries allow individuals to check their own records for
information held about them, and the countries provide background checks for such purposes as
employment, visa applications, and adoption applications. Individuals in all the countries can file
an application for a record check, either with the system operators directly or via accredited
checking agencies. For all the countries, the level of disclosure may depend on the offense
history and the type of check being performed. Countries performing criminal-history checks
also offer enhanced versions for individuals intending to work with children or vulnerable
people. These enhanced checks can involve more thorough searches of existing data or be
subject to stricter disclosure rules.

Access to criminal-history data is granted to researchers in all the countries included in this
study, although the level of access varies widely. Typically, access may be approved for specific
research activities that may provide a benefit to society and inform practice or policymaking.

Data Quality and Completeness

Across all the countries, there are common challenges with achieving data quality and some
that are specific to the jurisdiction. In Australia, Canada, England and Wales, and the U.S.,
ensuring the quality of data held in the systems is the responsibility of the agency that originally
entered the information. In Germany and the Netherlands, this responsibility rests with the
agency that maintains the centralized system, but in both countries, the central authorities work
with the originating agencies to resolve data issues.

Overall, four types of data quality and completeness challenges were identified across the
countries. The first issue relates to the complexities of gathering data from multiple state and
local jurisdictions, such as variable data formats, and variation in the type of information that
state and territorial agencies share. A second challenge is the transfer of data from originating
agencies to the national system, giving rise to such issues as missing dispositions or inaccuracies
during the receipt and registration of data. A third issue is aging technological infrastructure.
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And fourth, the limited scope of information held in national systems can represent a challenge.
However, issues pertaining to the scope of information recorded are products of the legal
framework governing the respective national systems and do not represent deficiencies on the
part of the system’s functioning or that of its users.

Various approaches to ensuring data quality in these systems were identified in the study’s
countries, often driven by the nature of the data quality issues experienced in each jurisdiction.
The first group of efforts revolves around checking the accuracy and quality of submitted data.
The second group of efforts addresses issues with data transfer and gaps in the provision of
information from originating agencies. In addition, all the countries have put into place processes
to audit the quality of the data held in the centralized systems.
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1. Introduction

A criminal-history record typically holds information about an individual’s contacts with the
criminal justice system, such as arrests, charges, court appearances, convictions, and sentences,
as well as biographic data. It is an important component of many criminal justice systems around
the world and is used not only by law enforcement agencies but also by courts, corrections
systems, and researchers, including those outside the jurisdictions where the offense occurred
(Jacobs, 2015).

The use of criminal-history information can take numerous forms. A prior arrest may drive a
decision to detain rather than release an individual upon a new infraction (Fitzgerald O’Reilly,
2018; Kim et al., 2018), and prior convictions may inform sentencing for new crimes (Monahan
and Skeem, 2016). Criminal-history records may also be used to determine eligibility in such
areas as employment, gun ownership, or business licensing (Neighly and Emsellem, 2013).
Limitations on criminal-history data collection, retention, and sharing, as well as options to
expunge records, can be put in place to facilitate individuals’ reentry and rehabilitation (Adams,
Chen, and Chapman, 2017; Love, 2002; Maruna, 2011). Criminal-history information is utilized
in research covering such areas as reoffending, the functioning of the criminal justice system, or
the effectiveness of various criminal justice interventions (Drake and Fumia, 2017; Marshall,
2018; Myrent, 2019; Spohn, 2015; Vuolo, Lageson, and Uggen, 2017). To collect
criminal-history information, individual jurisdictions maintain dedicated information systems,
although their design and operationalization, as well as mode of use, differ across jurisdictions
(Corda, 2018; Jacobs, 2015; Jacobs and Larrauri, 2015).

Further, the collection and maintenance of criminal-history information also raise questions
regarding privacy and data protection (Jacobs 2006, 2015; Kurtovic and Rovira, 2017). National
authorities need to balance on the one hand the needs of the criminal justice system and the
objective of keeping communities safe and on the other individuals’ right to privacy (Larrauri,
2014). This is reflected in cross-national differences in the extent of data collected, their
retention, and access arrangements (Lapp, 2016). For instance, Herzog-Evans (2011) offers a
broad categorization of countries into “right to know” (i.e., those with broad access to criminal
records) and “right to be forgotten” (i.e., those with more restrictive rules).

In the U.S., all 50 states and the District of Columbia collect arrest information from local
law enforcement agencies, which is later matched with adjudication and sentencing information.
Each state maintains an independent criminal-history records database, and states are responsible
for determining what information is stored in their systems. As a result, these state repositories
have their own structure and characteristics. All states and the District of Columbia also provide
records of persons arrested for felonies and serious misdemeanors to the Federal Bureau of
Investigation (FBI) for inclusion in the Interstate Identification Index (III). III functions as a



pointer system to the state systems, maintaining an index of any state and federal identification
numbers assigned to an individual. III is used by criminal justice agencies across the U.S. to
access national arrest records, providing information that is pulled from the state systems. As of
December 2016, the 50 U.S. states, Puerto Rico, and Guam reported holding criminal-history
files on more than 110 million persons (Goggins and DeBacco, 2018).

In summary, criminal-history information systems are an essential resource for a range of
operational, civilian, and research purposes, and the contents of criminal-history information
systems have important implications for individual rights and freedoms. However, little is known
about how the U.S. criminal-history information system compares with those in other
industrialized countries. Practices relating to the collection, management, and quality control of
criminal-history information vary across individual jurisdictions within the U.S. and between
different countries. A cross-national comparison of how countries develop and use
criminal-history information may provide lessons that inform efforts to address and overcome
challenges associated with the operation of criminal-history information systems. It may also
highlight innovative practices that could be adopted in other countries with the aim of improving
the functioning of individual national systems.

Study Objectives

The main objective of this study, sponsored by the Bureau of Justice Statistics (BJS), was to
help fill the information gap described above and compare the criminal-history information
systems in the U.S. and other countries. This work aimed to provide insights into potential
improvements of the accuracy, completeness, and timeliness of criminal-history records, along
with their accessibility and utility to governmental and nongovernmental researchers and to offer
lessons to government agencies in the U.S. and internationally.

The study aimed to document and compare the answers to the following research questions:

1. What are the characteristics of the national criminal-history information system? What
data does it hold and who provides the data?

2. What is done to ensure data quality and completeness of data held by the national
criminal-history information system?

3. Who has access to the criminal-history information for operational and civil purposes?

4. How are criminal-history record data used for research purposes?

Importantly, the goal of the international comparison was to shed light on variations in the
way criminal-history information systems are designed and operated. As part of this comparison,
this report comments on the trade-offs and considerations associated with individual
characteristics and features of national information systems. However, the study did not aim to
offer recommendations or lessons for any national authority; nor did it set out to comment on
whether any features are more desirable than others.



In addition to the U.S., the countries selected for the study were

Australia

Canada

England and Wales?
Germany

the Netherlands.

The selection of these countries was based on a combination of criteria designed to ensure
that the study may offer innovative and transferrable lessons for the U.S. and other contexts.
First, the countries serve relatively large populations—the smallest country in the sample,
the Netherlands, has over 17 million inhabitants. Second, the countries’ national information
systems incorporate a high degree of automation, either in data collection or data retrieval. Third,
all countries collect biometric information on individuals involved with the criminal justice
system, even if, in some instances, this information is not directly available in the national
criminal-history information system and must be accessed via a separate database. Fourth, all
countries accumulate criminal-history information from multiple components within the criminal
justice system. Fifth, the selection includes multiple countries with a federal system of
government. As multiple countries potentially meet these criteria, the final selection of countries
also took into account technical considerations surrounding data availability, language skills of
the RAND team, and access to local subject matter experts via RAND’s professional networks
for consultation during the project.

Methodology

In each country, RAND, with support from BJS where necessary, established collaborations
with subject matter experts. These experts were either government representatives whose
portfolio involved working with the national criminal-history information system or academic
researchers with extensive experience in working with national criminal-history data.

In consultation with BJS, RAND developed a standardized outline for each country chapter
(see Appendix A). The outline served as the basis for the data collection efforts described below.

The first step in developing country chapter content was a consultation with country experts
to clarify the scope of the chapter, discuss any issues likely to be covered, and identify sources to
review and potential interviewees.

In addition to experts’ input, information was gathered from two other sources. First, a
review of existing literature and official documentation was conducted pertaining to the various
national criminal-history information systems. These sources included academic articles,

2 Asaresultofa long process of devolution, the United Kingdom's government is responsible for criminal justice
matters only in England and Wales. Scotland and Northern Ireland each has its own, separate criminal justice
system, although there are commonalities and links between the systems.



applicable laws and regulations, government publications, and others (e.g., reports from
nongovernmental organizations).

The second data collection activity was a series of interviews with key subject matter experts
from the included countries. The interviewees were either government officials in a position to
comment on the country’s criminal-history information system or academic researchers who
have worked with national criminal-history data. While the interviews conducted by RAND
followed a structure similar to the standardized chapter outline, there was no unified topic guide
for the interviews. Each discussion was tailored to the specific country context and to address
questions raised in the data collection process. In some instances, country experts offered to
consult with colleagues or their national authorities to answer questions raised during the project.
Elsewhere, RAND researchers (directly or with the facilitation of country experts) submitted
written questions to national authorities responsible for the country’s criminal-history
information system.

In parallel with the development of the country chapters presented in this report, the FBI
prepared a chapter on the U.S. national criminal-history information system. It includes
contributions from BJS, broadly mirroring the standardized chapter prepared by RAND on the
other countries. RAND used information from the U.S. chapter to construct a series of
comparative tables, intended to summarize the characteristics of information systems in the U.S.
and the other countries and to highlight notable similarities and points of divergence. These
tables formed the basis of the comparative chapter presented in this report (see Chapter 7).
Further details on the study’s methodology are provided in Appendix B.

Limitations

This report is subject to two notable limitations. First, the scope of this report was limited to
national criminal-history information systems (i.e., systems maintained by the central
government and containing as complete a record of individuals’ criminal histories as possible).
This report does not examine other databases that may hold some information on individuals
involved with the criminal justice system (e.g., prosecutor databases), although this report
discusses additional databases and their relationship to the main national information system as
appropriate. This focus also excludes information systems maintained by lower levels of
government (e.g., databases operated by provincial and territorial authorities in Canada).

Again, this report makes references to databases existing at other levels of government
where appropriate.

Second, there are typically few publicly available official assessments of the quality and
completeness of data held by national information systems that could be used in this report.
Relatedly, while efforts to address existing data challenges have been documented, there is
comparatively little information available on the effectiveness of these efforts. To address this
challenge, this report draws extensively on input from subject matter experts as the best available



source of information to provide an assessment of data quality and completeness in each
country chapter. These testimonies represent a novel source of information that has not been
documented elsewhere.

Structure of This Report

The remainder of this report is structured as follows. Chapters 2 through 6 present
information on the systems in Australia, Canada, England and Wales, Germany, and the
Netherlands. Each of these chapters is structured in line with the unified chapter template (see
Appendix A). Chapter 7 highlights and summarizes the key similarities and differences between
the U.S. and the other selected countries and offers some concluding remarks.



2. Australia

Key Findings

Australia is a federation of six states and two self-governing territories that have their own
constitutions, parliaments, and laws. As such, there are nine criminal justice systems in Australia:
one federal (or Commonwealth) system and eight state or territory systems.

Each jurisdiction has separate and independent systems of courts, police, and corrective and
treatment services. Across the jurisdictions, there are some common legal principles, but they
each differ in definitions of offenses, their relative seriousness, available defenses, and prescribed
punishments.

Each state, territory, and federal police force maintains its own criminal-history information
system, which in some jurisdictions may be linked with their local courts. Each police force retains
ownership of the data that are created within their system although some of the data can be
accessed through a national police information system, called the National Police Reference
Service (NPRS).

The Australian Crime and Intelligence Commission (ACIC), a national law enforcement agency
with investigative and information-sharing services, is responsible for maintaining the NPRS and
facilitates police access to it.

The NPRS maintains records on persons of interest and includes criminal records from all
Australian police jurisdictions. The NPRS provides law enforcement officers across the country
with a minimum amount of criminal-history data that can be of use operationally.

ACIC does not create any of the records held in the NPRS system. These originate from the
various police jurisdictions in Australia, which input their data directly into the national system
through an automated process.

The NPRS is used by police agencies across Australia for operational purposes, such as
informing police investigations or dealing with persons of interest. In addition, there is a small
number of non-law-enforcement agencies that can access the NPRS directly.

The NPRS is also used to support the National Police Checking Service (NPCS), which provides
individuals with a police check that may be required when applying for a job, working with children,
citizenship, or appointment to a position of trust, known as a Nationally Coordinated Criminal
History Check.

Historically, criminal-history information held in the national system has not been used for
research purposes. However, in late 2017, the Australian Institute of Criminology (AIC), the
national crime and justice research center, was granted access to NPRS data for a research
project on organized crime offenders. The AIC’s research activity using NPRS data may soon
expand to other areas, such as domestic violence offenses.

Rules around the retention of criminal-history information are a matter for the police jurisdiction
where a record was created. Generally, information relating to interactions between police and a
person of interest, any charges, and any subsequent conviction collected on policing systems is
not routinely deleted by forces.

All police forces are responsible for the quality of their own data; ACIC does not audit or change
the data held on the national system.

A small number of issues with the data have been identified. Multiple nominal records pertaining
to the same individual are known to exist in the NPRS. This may arise from police forces not
receiving complete or accurate information relating to a court outcome or when police were not
provided with information relating to further sentencing, appeals, or any other decisions made
subsequent to the initial outcome.

With respect to the NPCS checks, the application of state and territory disclosure rules can
occasionally lead to inconsistencies in the release of criminal-history information across
jurisdictions.
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AUS 1. Overview of the Country and Criminal Justice System

AUS 1.1 Political and Constitutional System

Australia is a constitutional monarchy and a participatory democracy, with a population of
slightly over 25 million people as of 2018 (ABS, 2019). The country is a federation of six states
and two self-governing territories that have their own constitutions, parliaments, and laws. As
such, there is no single criminal justice system in Australia but rather nine: one federal system
and eight state and territory systems. Under the Australian Constitution, the Commonwealth
government (the federal government) may make laws on such matters as trade and commerce,
taxation, defense, and external affairs. The states and territories have responsibility for all other
matters. Therefore, most of the administration of justice takes place in these subnational
jurisdictions, each of which has a separate and independent system of courts, police, and
corrective and treatment services. Across the jurisdictions, there are some common legal
principles, but they each differ in definitions of offenses, their relative seriousness, available
defenses, and prescribed punishments. As a result, inconsistencies arise in the charging,
convicting, and sentencing of individuals across the states and territories, which can also pose
challenges in the use of criminal-history data across jurisdictions (explored further in Section
AUS 3 below) (Daly and Sarre, 2017).

AUS 1.2 Criminal Code and Procedure

Australian criminal law was originally based in English common law, which is derived from
precedential decisions of relevant courts. The states of New South Wales (NSW), South
Australia, and Victoria remain common law jurisdictions. This means that, although these states
have passed legislation listing the most common offenses and the available penalties, the
legislation does not exhaustively define all the elements of the relevant offense. In the Australian
Capital Territory (ACT), the Northern Territory, Queensland, Tasmania, and Western Australia,
as well as at the federal level, criminal law has been wholly codified in legislation. Across the
various jurisdictions, there are generally two types of offenses. Summary offenses are usually
considered to be less serious crimes, such as motoring offenses, minor assaults, property damage,
or offensive behavior. This type of matter can be heard in the magistrates or local court rather
than by a judge and jury in a higher court and can be heard in the absence of the defendant.
Indictable offenses are more serious offenses, such as aggravated burglary, indecent assault, or
murder. These matters are usually heard initially in the magistrates or local court for a committal
hearing and then sent to a higher court, such as a district, county, or supreme court for a trial
before a judge. They cannot be heard in the absence of the defendant.



AUS 1.3 Court Dispositions and Penal Sanctions

There is an array of punishments available to the courts, which vary somewhat according to
jurisdiction. In NSW, for example, an offender may be sentenced to a period of imprisonment in
a correctional center (for adult offenders) or a juvenile detention center. Other options include
intensive correction orders, which are served under strict supervision in the community, home
detention under supervision, or electronic monitoring. Noncustodial sentences include
community service orders, requiring the offender to perform unpaid work in the community;
good behavior bonds, which direct an offender to be of “good behavior” for a certain period;
disqualification from driving (for driving offenses); fines or monetary orders for court costs,
witness expenses, or compensation for the victim; and apprehended violence orders, which
prohibit certain behavior toward a protected person.

In addition, there are a number of diversionary programs for certain defendants who may be
experiencing such issues as alcohol or drug dependency, mental illness, homelessness, or
extreme poverty. In these matters, the judicial officer will adjourn the case for the duration of the
defendant’s participation in the program. For example, NSW’s drug court offers special
programs for drug dependent adults who are charged with criminal offenses by diverting them
into programs designed to address their dependency issues. At the local court, the Extra Offender
Management Service focuses on addressing the characteristics or issues of the offender that
directly relate to his or her likelihood of reoffending. The Traffic Offender Intervention Program
is available to offenders following a guilty plea or verdict and provides a community-based road-
safety education program.

AUS 1.4 Agencies in the Criminal Justice Chain and Their Roles

Law enforcement: At the federal level, the primary law enforcement agency is
the Australian Federal Police (AFP), which in practice limits its focus to such offenses as
terrorism or transnational, serious, and organized crime. AFP is also responsible for local law
enforcement in the Australian Capital Territory, where the federal government agencies are
predominantly based. In addition to AFP, there a number of other national agencies that have
enforcement powers in specific areas, such as national security (e.g., the Australian Security
Intelligence Organisation) and white-collar crime (e.g., the Australian Competition and
Consumer Commission and the Australian Securities and Investments Commission). Except for
the Australian Capital Territory, all states and the Northern Territory have a single and separate
statewide or territorywide police force, and these police forces perform the bulk of policing in
Australia. They are responsible for enforcing state and territory laws and also assume
responsibility for the enforcement of various federal laws, alongside AFP and other federal
officers. The police generally determine the charges against a defendant and typically have
responsibility for prosecuting less serious charges in some courts, such as magistrates courts and
children’s courts.



Prosecution: The responsibility to prosecute federal offenses lies with the Commonwealth
Director of Public Prosecutions (CDPP), who may prosecute such matters in the magistrates
courts (depending on the matter), the district or county courts, supreme and mental health courts,
the courts of appeal, and the High Court of Australia. However, some federal offenses may also
be prosecuted at the state or territory level by local prosecutors, in certain circumstances. For
example, it is common practice for state and territory courts to hear a charge by state prosecutors
of “using a carriage service to menace or harass,” which is a federal offense, as part of a
domestic violence case involving other state laws. Serious state- or territory-level offenses are
prosecuted by the jurisdiction’s own Office of the Director of Public Prosecutions (ODPP). As
noted above, for less serious offenses, prosecution is most often carried out by police officers
who have received training for the task. Prosecutors may be granted wide discretion in
determining whether to prosecute charges and may negotiate with a defendant’s legal
representative on the seriousness of the charges in return for a guilty plea.

Courts: Across Australian courts, judges and magistrates are appointed by the government of
the relevant jurisdiction, without the participation of the judiciary or the public. Although there is
variation between the states and territories in terms of the hierarchy of their courts and the limits
of their jurisdiction, the High Court of Australia has appellate jurisdiction over all other courts,
as well as some original jurisdiction in certain matters. High Court decisions are binding on all
Australian courts. Furthermore, all states and territories have a supreme court, the highest court
within their jurisdictions. All states except Tasmania have two further levels of courts: the
district or county court, which deals with most criminal trials for less serious indictable offenses,
and the magistrates or local court, which typically handles summary matters. Tasmania and the
two self-governing territories have only one level of court below their supreme courts.

The federal court does not have criminal jurisdiction. Instead, federal criminal charges are
heard in state courts, which are given jurisdiction to hear federal criminal proceedings, and are
prosecuted by CDPP. As noted above, state and territory courts can also sometimes rule on
matters subject to federal legislation. In addition, all states and territories have specialized
children’s courts (called youth, juvenile, or children’s courts, depending on the jurisdiction),
which deal with offenses committed by young people, usually between the ages of 10 and 16 or
17 years.

AUS 1.5 Size of Criminal Justice System

According to the most recent statistics presented in the Recorded Crime—Offenders
collection, the national number of offenders (persons aged ten years and over who have a case
brought against them by the police) in 20162017 was 413,894, corresponding to a rate of
19 offenses per 1,000 population (ABS, 2019). Across the country, approximately 70 percent of
those accused of criminal offenses pleaded guilty to the charge, according to data from 2013-2014
(Durnian, 2015). Generally, the courts consider an early guilty plea a mitigating factor in
sentencing, reducing its severity (Sentencing Advisory Council, 2018). The most recent figures



from the Australian Bureau of Statistics from January to March 2019 show that the average daily
number of full-time prisoners in Australia was 43,320, corresponding to a rate of 221 per
100,000 adult population. Approximately one-third of individuals in full-time custody were
unsentenced (ABS, 2019).

AUS 2. Summary of Criminal-History Record System

AUS 2.1 History and Organizational Management

Criminal-history information sharing is facilitated by ACIC, a national law
enforcement agency with a number of investigative and information-sharing responsibilities to
its national and international partners.®> ACIC was formed in 2016, the result of a merger
between two federal agencies, the Australian Crime Commission and CrimTrac, and sits within
the Department of Home Affairs. ACIC maintains the NPRS, a database of persons of interest,
including criminal records from all Australian police jurisdictions. The NPRS provides law
enforcement officers across the country with a minimum amount of criminal-history data that
can be of use operationally (see AUS 2.2 below). In particular, the system was intended to assist
with officer safety by providing information on how an individual may behave with the police
and to assist with operational decisionmaking, for example, by advising that an individual has an
outstanding warrant and should be taken into custody.

The NPRS is also used to support the NPCS, which provides individuals with a police check
that may be required when applying for a job, working with children, citizenship, or appointment
to a position of trust, known as a Nationally Coordinated Criminal History Check (see Section
AUS 2.4 below).

ACIC does not create any of the records held in its system. Rather, these originate from the
various police jurisdictions in Australia, which input their data directly into the national system
through an automated process. Records held in the NPRS are not copies of the records held in
local systems but a version of the records with only some of the data transferred (explained
below). As of 2018, ACIC’s system contained around 11 million nominal records (i.e., records
relating to a specific individual). However, the number of people with criminal records in
Australia is substantially fewer. There are two main reasons behind this discrepancy. First, as
noted above, the NPRS is a persons-of-interest database and as such also contains records that do
not relate to criminal history. This includes information on missing persons and unidentified
persons and bodies. Second, there is an absence of identity resolution in the records. If an
individual in a particular state has had multiple interactions with the police, it is likely but not

3 There is little publicly available information on the Australian system, conceivably at least partly due to its
recency. For that reason, this section, along with Sections AUS 3 and 4, primarily draws on interviews with
Australian policy representatives and practitioners who are either familiar with or involved in the management of
the system.
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certain that these records will be linked by biometric data and collated into a single record. If no
such links have been made, there may be multiple nominal records for a single individual.
Furthermore, if an individual has criminal records in multiple states, these records may not be
linked in the national system. This may occur, for example, if the individual was not
fingerprinted by police or if there was an error with the individual’s Central Name Index (CNI)
number. This is discussed further in Section AUS 3.

Creating a Record

The process to create records and transmit them to the national database varies across
jurisdictions. Typically, when an individual is arrested and charged, the relevant police force
creates the charge in their own records management system. However, some police forces may
create a record for an individual once a criminal investigation begins and before the person is
arrested. Fingerprints are usually but not always taken at the point of arrest and charge. In some
cases, a suspect may be fingerprinted before any arrest has taken place. Every individual with a
record is assigned a unique CNI number, and if their fingerprints have been taken, these will be
run against the National Automated Fingerprint Identification System (NAFIS). If an existing
record on an individual is found, the new record can be manually linked to the existing record
using the CNI number; this process is not automated.

Each police force has its own tailored information system. These systems typically are linked
automatically with the relevant court system in their jurisdiction to record the charge in the court
database. Once the criminal matter is heard in court, records are usually returned electronically to
the police system by the courts, prosecutors, and other governmental agencies that conduct
prosecutions. Subsequent decisions, such as further sentencing or appeals, should also be
updated by the courts and transmitted to the local police force. However, there are a small
number of courts that still rely on paper records that have to be processed manually by the police.

Once the police system receives information from a court on the outcome of a case, the
relevant record is updated in the local police system. The time required to update a record with
the court information varies across the state systems. In some states and territories, this process
may be completed within a day; where courts are still reliant on paper files, a time lag may be
generated while the files are transported to the police. Some criminal matters can be initiated by
nonpolice agencies, such as environmental, health, and animal protection organizations, from
both the governmental and nonprofit sectors. Police may not be provided with information about
those prosecutions, although the information will be held in the relevant court system. In these
cases, records held in the court system will not match records from the NPRS and local
police systems.

The police systems automatically upload selected information to the national database in a
system-to-system communication, through an XML schemer. A set of fields is populated with
information pertaining to this record. It is a matter of state legislation as to what information is
shared with the national system; however, rules around information provision are broadly similar
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across the jurisdictions (see Section AUS 2.2 below). Only policing systems are linked to the
national system, and uploading timelines range from instantaneous to overnight. The national
data set is refreshed every day with the new data set transmitted by the various police
jurisdictions, with records that have been changed locally identified and updated in the NPRS
and new records added to it. The NPRS has no system-to-system link to corrections agencies and
is not typically updated with information relating to corrections, such as release on parole.

AUS 2.2 Content

While state-level information systems hold a wealth of data about an individual’s interactions
with the criminal justice system, such as details of their involvement in an incident and criminal
cases against them, ACIC’s database is more strictly focused on criminal-history information. In
practice, if an officer seeks more detailed information on a person of interest, they may contact
directly the police force that maintains the relevant data.

Data held in ACIC’s national system pertaining to a specific individual typically includes

e their name and other identity information, such as date of birth, place of birth, driver’s
license number, and passport number (if the individual is considered a flight risk)

e photographs of the individual and links to their biometric data in the National Criminal
Investigation DNA Database (NCIDD) and NAFIS, where they exist

e warnings about the individual and outstanding warrants

¢ their offense history, including arrests and convictions and the jurisdiction(s) in which
they occurred

e protection and violence orders relating to the individual

e firearm-related records, such as ownership or being found in illegal possession of
a firearm

e information relating to records within the National Child Offender System (NCOS).

Records in the national system would not necessarily have details of probation or orders
issued by courts, for example, to stop threats or acts of domestic violence, similar to a restraining
order in the U.S. Furthermore, if there are multiple warrants outstanding for an individual, some
states will provide only details of the highest-order warrant to the national database.

AUS 2.3 Data Retention

In Australia, the rules around the retention of criminal-history information are a matter of
state rather than federal law: each state has established its own policies on how long it retains
data generated by its own criminal justice system. In general, policing information relating to the
fact of an interaction between police and a person of interest, any charges, and any subsequent
conviction collected on policing systems is not routinely deleted by the police. However, there
are exceptions to this rule. For example, AFP’s policy is to retain all criminal-history records in
its system pertaining to an individual until their 105th birthday, although no automatic alerts are
triggered on the date to ensure compliance with this policy. There are also instances (e.g., during
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the digitization of records in the 1990s) where decisions may have been made within the relevant
jurisdiction not to upload older records into its electronic system. These records are not
destroyed per se but are not readily accessible through the national system.

The royal prerogative of mercy (POM) may be used to pardon an individual convicted of an
offense or to mitigate a sentence. Although this power is invested in the monarch, it is delegated
to her representatives in Australia: for offenses against Commonwealth, Northern Territory, and
Australian Capital Territory laws, the governor general; for state-level offenses, the relevant state
governor. Governors act on the binding advice of the relevant attorney general in these matters.
There is some variation between jurisdictions in how the POM operates. The information is
retained but may not be disclosable in certain circumstances.

ACIC does not delete any records from any jurisdiction. However, the data held in the
system are refreshed daily with updated files from across the jurisdictions, and there are no
historical records of data sets previously held within the system. This means that if a record were
changed or deleted by the jurisdiction that owned the data in its system, the national system
would automatically be updated with the new information, and the previous content would be
lost. In some police jurisdictions, records cannot be deleted in their local system, but the
jurisdiction may ensure that a particular record is not accessible nationally through a search in
the NPRS.

Retention of Biometric Information

ACIC also manages two national biometrics databases, NAFIS, operational since 1986, and
NCIDD, operational since 2001. NAFIS is an automated fingerprint and palmprint database and
matching system and is used by police agencies, as well as the Australian Department of Home
Affairs. NAFIS allows users to upload and search fingerprint data. If a search of NAFIS results
in a hit, the individual’s CNI number is identified. The person conducting the search will then
use the CNI number to look for the record in their local system first and, if there is no result, in
the NPRS. The database holds fingerprint and palmprint images collected by police and
immigration authorities, basic biographic information about the individual, and unidentified
fingerprint and palmprint impressions recovered from crime scenes. While not every individual
with a criminal-history record in the NPRS has a fingerprint record in NAFIS, every individual
with a record in NAFIS has a record in the NPRS. NCIDD contains approximately 840,000 DNA
profiles. Australian police forces use NCIDD to support criminal investigations and to assist in
the identification of missing or deceased persons.

As with criminal-history records more generally, retention rules for biometric information are
state based and depend on the legislation under which the biometric information was collected.
For example, the retention of biometric data gathered in NSW as part of a criminal investigation
is governed by the Crimes (Forensic Procedures) Act 2000 (NSW). The act provides for the
destruction of forensic samples in the following circumstances:
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The person is acquitted of the charge.

No conviction has been recorded in the matter.

A conviction is overturned.

The forensic sample was taken pursuant to an interim order (which can be imposed, for
example, when an individual does not or cannot consent to a forensic procedure), if the
order is disallowed by a magistrate.

¢ Criminal proceedings against the suspect have not been instituted within 12 months or
have been discontinued. In certain circumstances, the 12-month period may be extended
by a magistrate.

ACIC relies on police agencies to ensure that the data held in the national-level databases are
in compliance with local laws around retention. States can delete their own records and can
request that records be deleted in the NPRS. ACIC will act on the request if it was properly
approved and only at their instruction.

AUS 2.4 Access to Data for Operational and Civil Purposes

Institutional Access for Operational Purposes

As noted above, the NPRS is used by law enforcement agencies across the country to share
and access information on persons of interest and to facilitate criminal investigations. In
addition, there is a small number of non-law-enforcement agencies that can access the NPRS
directly. All access requires approval by the ACIC board and by all contributing jurisdictions,
and applying agencies must satisfy the board that there is a legitimate reason to gain access and
that they will comply with certain technical standards. These agencies’ access to the NPRS is
restricted to the information they need for their operations. ACIC has recently developed a
limited-view functionality so that it is easier to facilitate access to some but not all records or
parts of records for these agencies with access to the NPRS. Courts generally cannot access the
NPRS or link to it directly, except for information that is held in the NPRS on domestic violence
orders. Corrections agencies cannot access the NPRS or link to it directly. In general, any
criminal-history information that courts and corrections agencies require for an individual is
supplied by the local police force.

There is no direct access to the NPRS from outside of Australia. However, such agencies as
Interpol, along with regional policing partners, may receive information from the NPRS in
relation to criminal investigations or following a deportation order. Furthermore, some agencies
may partner with state police agencies for investigations and be able to access information
relating to the individuals involved; ACIC would not be aware of access by nonpolice users
through local police agencies.

An officer conducting a search for an individual’s record may search the NPRS, their local
information system, or both simultaneously, with one set of results provided. Most typically,
officers search both sets of data. In the past five years, ACIC has moved to change how data held
in the NPRS is structured so that law enforcement officers may access the NPRS through a
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variety of means. This may include access via such handheld devices as iPads, desktop
computers, mobile data terminals in vehicles, or by radioing into a central operations room,
depending on the jurisdiction’s information technology resources. Most commonly, an officer
would run a search using the individual’s name and date of birth and biometric records, where
they exist. The NPRS employs a wide name-matching algorithm to match the name entered into
the search with the records it holds.

In practice, the most common use of the NPRS by officers is not to review criminal records.
Rather, they rely on the system for any intelligence that may provide them with situational
awareness when dealing with a person of interest, such as weapons warnings, and to check if the
individual has any outstanding warrants. The NPRS is also used by law enforcement during
criminal investigations—for example, for identification purposes.

Access to Criminal-History Data for Civilian Purposes

ACIC also provides NPCS, which facilitates criminal records checks for a variety of civilian
purposes, including

e preemployment checks

working with children or vulnerable groups

licensing applications

citizenship and visa applications

adoption applications

determining the suitability of an individual for jury duty.

An application for a police check may be submitted in one of two ways. First, an
organization that has been accredited by ACIC and has undergone training administered by
NPCS can request a police check on behalf of an individual. An organization is eligible to
become accredited if it is an Australian registered business; can commit to submitting a
minimum of 500 checks over a five-year period; agrees to be bound by the federal Privacy
Act 1988 and Australian Privacy Principles (OAIC, n.d.); can implement the required security
management measures to protect the individual’s personal and police history information; and
will dedicate personnel to the process. There are approximately 240 accredited organizations,
comprising federal government agencies, private-sector businesses, and not-for-profits and
screening units for working with children or vulnerable people. Second, an individual may
request their own police check through their local police agency, which will provide the result to
the individual.

An individual who is seeking to work or volunteer with children or vulnerable people is
required to apply for a Working with Children Check. Each state and territory government has a
dedicated screening unit that reviews any information held on an individual nationwide and issue
relevant permits or registrations to work with such groups. In two police jurisdictions, this unit
sits within the police, and in the remaining six, the unit sits within a government agency that is
outside of law enforcement. No other organizations are permitted to conduct this kind of check.

15



If the applicant passes the check, they may be registered to work with children and/or vulnerable
people for a set period. There is some variation across the jurisdictions in relation to who is
required to be registered to work with children, the type of criminal or professional history that
may prevent an individual from working with children, and for how long a registration is valid.
A Working with Children Check may check other information systems beyond the NPRS, such
as court databases, for prosecutions brought by nonpolice agencies, and professional malpractice
record systems.

The police check involves processing an individual’s biographic details (such as name and
date of birth, not their biometric data) in a central index of names. A name-matching algorithm is
used to determine if the individual’s name matches any others with a criminal record across all
Australian jurisdictions. Approximately 70 percent of checks have no matches and are completed
in real time. The remaining 30 percent require further assessment by the jurisdiction(s) that owns
potential match records. The check will be manually processed by police personnel in the
relevant jurisdiction(s) to determine if their records match the identity of the individual
requesting it.

If there is a match, the agency will then apply the disclosure laws and procedures that are
applicable in that jurisdiction. This includes relevant information release policies, as well as the
jurisdiction’s “spent conviction™* legislation, under which certain offenses cannot be disclosed in
NPCS checks if a certain amount of time has elapsed since the conviction was recorded. Each
jurisdiction has its own legislation on which offenses may be spent and on the length of time
required to exclude it from the check result. The results are then sent to the jurisdiction from
where the check request originated, where that jurisdictions disclosure legislation is also applied.
Any results of an NPCS check would therefore have to pass through the disclosure rules of the
state where the offense occurred and the state where the request originated.

Two check results are possible:

e No disclosable court outcomes. An individual has no police history information or no
information that can be released due to the category and purpose of the check.

¢ Disclosable court outcomes. There is police history information that can be released.
Depending on the purpose and category of the check and relevant spent conviction
legislation or information release policies, information disclosed on the check results
report may include

— charges

— court convictions, including penalties and sentences
— findings of guilt with no conviction

— court appearances

— good behavior bonds or other court orders

— matters awaiting court hearing

4 A spent conviction cannot be disclosed in certain circumstances, provided a specified period of good behavior has
passed since the offense occurred.
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— traffic offenses.
According to information from 2018, in the past financial year, ACIC facilitated over

5 million checks through the NPRS, raising about AUD $93 million in revenue for the
organization. Police agencies receive a small fee from ACIC for their assistance in providing
information when there is a match in their jurisdiction, provided the check application did not
originate in their jurisdiction. ACIC funds all national-level police information systems,
including the NPCS, the NPRS, the NAFIS, and the NCIDD.

AUS 3. Addressing Data Quality and Completeness

AUS 3.1 Procedures to Assess and Ensure Information Accuracy and Completeness

All Australian police forces are responsible for the quality of their own data; ACIC does not
audit or change the data held on the national system. There is some variation across the police
jurisdictions in how data accuracy and completeness are assessed and safeguarded. Police forces
may dedicate officers to the task of ensuring that data entry is accurate, monitoring the use of the
system, and auditing criminal records for errors. However, quality control processes in relation to
ensuring accuracy varies by state.

AUS 3.2 Limitations of the Use of Data for Prosecution and Judicial Purposes

A number of issues with the quality and completeness of data held within the NPRS have
been identified. First, the NPRS is only complete nationally from the early 1990s. Therefore,
some criminal-history information for some individuals may be missing from the national
system. In addition, at the point of creating a record for a person who has contact with the police,
there is a risk that this record will not be linked to any existing records. This may occur if the
individual is not fingerprinted for either this arrest or a previous arrest and the officer entering
the individual’s details into the local system is not aware that there is an existing record for that
person. In such a case, a new, duplicate CNI number is created for the individual. Similarly, if
there is an error with the CNI number (e.g., an incorrect digit is entered), a new record may be
created and not linked to existing records. When conducting police checks, a wide naming
algorithm is used to identify same or similar names, and unlinked records may be revealed as
part of this process. In such cases, if the person conducting the search is satisfied that the records
returned from the search pertain to the same individual, the searcher can initiate actions for the
linking of the records. If the existing records are from another police jurisdiction(s), all relevant
jurisdictions must engage with and agree to the linking of the records.

The absence of identity resolution to link multiple nominal records pertaining to the same
individual poses some challenges particularly for police running an NPRS check in the field. An
officer may receive multiple results from a search, some of which may relate to the same person.
Where such a situation arises, the officer may have to ask the person about their criminal history
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or contact the police force(s) that owns the record(s). In some police jurisdictions, police are
provided with mobile devices that can take fingerprints and check them against NAFIS, and if
there is a result against that individual, their CNI number is produced. The officer can then use
the CNI number to search their local criminal-history database and/or the NPRS. However, as
noted above, not all individuals with criminal-history records in the NPRS have fingerprints

in NAFIS.

For an NPCS check, agents processing the application have more time and can refer matches
to the relevant jurisdiction(s) to validate the identity of the individual. ACIC is currently working
on a new information system that will improve identity resolution. However, the process is
complex, and a key issue is the matter of data ownership. ACIC cannot link criminal records
across police jurisdictions as that would entail changing state-owned data. Furthermore, as the
national system is currently refreshed every day, the links made across jurisdictions would be
lost by the next day.

With respect to the NPCS checks, the application of state and territory disclosure laws and
regulations can occasionally lead to inconsistencies in the release of criminal-history information
across jurisdictions. If an individual applies for a check within a particular jurisdiction,
information may be released that would be withheld in another jurisdiction, and vice versa. This
applies to spent convictions as well as certain kinds of offenses. For example, traffic offenses
may be disclosed in checks in some states, but if an application is made in a state that does not
disclose such offenses, this offense history will not be released. This has created concerns on the
part of some stakeholders that individuals may exploit the system by applying for a check in a
jurisdiction that will produce the most favorable results for them. This is made easier by the fact
that an individual may apply online to an accredited organization that is based in another state
and 1s bound by the information disclosure laws and regulations of that state.

Differences in criminal codes across the states also create issues in standardizing offenses.
Some of these issues are easier to resolve than others. For example, in some states, breaking into
and stealing from a house is called a “burglary and theft”; in others, it is called a “break, enter,
and steal.” More complicated are differences in definition, such as what constitutes rape and/or
sexual assault. In addition, there are some offenses that exist in some states but are
decriminalized or legal in others, such as low-level drug possession or prostitution.

Some issues with court data have been identified. On occasion, police forces do not receive
complete or accurate information relating to a court outcome or are not provided with
information relating to further sentencing, appeals, or any other decisions made subsequent to the
initial outcome. This has been linked to human error when prosecutors manually update the court
system, for example, by using the incorrect form. When errors such as these come to the
attention of officers managing the local information systems, they are immediately corrected.
However, this typically occurs on a case-by-case basis. Concerns have also been raised about the
timeliness of court updates in some cases, particularly when there are no direct links between
court and police information systems or when connectivity to courts in remote areas is
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problematic. This kind of delay may pose public and police safety risks. For example, when a
domestic violence victim is granted a protective order against their attacker, they are statistically
at highest risk of further violence in the days immediately after the order is made. If a police
force is not updated with information relating to the order in a timely fashion, it may not be
properly equipped to protect the victim during this time. However, most courts in Australia have
electronic links to police information systems or are currently in the process of establishing
such links.

AUS 4. How Are Data Used for Research Purposes?

Historically, criminal-history information held in the national system has not been made
available for research purposes. The use of these data for research would require the agreement
of all participating police agencies, making nationwide research projects difficult to initiate.
However, in 2015, staff from the AIC, the national crime and justice research center, were
transferred into ACIC under a Machinery of Government process and then temporarily assigned
back to the AIC. Although the AIC remains an independent entity and holds data separately from
other parts of ACIC, AIC researchers have had a level of access to NPRS data since late 2017.

The AIC requested and was given access to a small data set from the NPRS for a research
project on organized crime offenders. These data pertained to the criminal history of
approximately 7,000 organized crime offenders, with all contacts between the individual and the
police, including in relation to offenses for which they may not have ultimately been convicted.
The process of 