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Executive Summary

The Aerospace Corporation has operated the National Law
Enforcement and Corrections Technology Center—Western
Region (NLECTC-WR) for three and a half years under a
grant from the National Institute of Justice (NLJ). The grant - -
was administered by the Office of Science and Technology
(OS&T) within NIJ which operates a system of similar centers
around the United States.

The mission of the NIJ Center system is to be the “honest
broker” to the nation’s law enforcement, corrections and crimi-
nal justice communities. The Western Center provides technol-
ogy information and technology assistance in the nine western-
most states—Alaska, Arizona, California, Hawaii, Idaho,
Nevada, Oregon, Utah, and Washington. The assistance
requires that the Center provide independent, objective and rel-
evant information to the communities described above.

The Aerospace Corporation, a nonprofit technical organiza-
tion created to provide honest-broker, technical services to the
Air Force space program, operated the Western Center in
accord with the objectives of the NIJ center program during
the three-and-a-half year period of this grant. The Center drew
- upon the technical skills resident in some 2000 scientists and
engineers at The Aerospace Corporation to render technical

.:Vssistance to law enforcement and corrections agencies in the

estern United States.

One of the primary goals of the Center’s activities is to
understand the needs of the state and local law enforcement
and corrections agencies. An essential element in understand-
ing those needs is the interaction the Center maintains with an
Advisory Council composed of senior law enforcement and
corrections members from the nine states. The Center met with
the group semiannually, presenting information to them and
soliciting their needs and issues in return.

The Center engaged in a concerted effort to reach out and
touch as many agencies in the region as possible. One of the
most effective tools, developed in the last year of the perform-
ance period, is an e-mail broadcast system that provides tech-
nical news and announcements to several hundred recipients.
In addition to presenting information to the recipients, the
Center used the system to solicit answers to specific questions
posed by individuals to their colleagues.

The Center worked with the California Peace Officers
Standards and Training (POST) organization to make presenta-
tions to criminal investigators who received “core course”
training from POST. The Center made presentations to stu-
dents in the course about “nonstandard” forensics in which the

Center has developed expertise. The contacts averaged 200 per
year for the period of performance of the grant.

The most significant activities of the Center focused on
providing Science, and Engineering Advice and Support
(SEAS). This broad activity ran the gamut from answering
simple questions concerning the functioning of a particular
technology to complex design-and integration issues. In
between were activities for evaluation, acceptance testing,
requirements, analysis and configuration management of tech-
nologies which were of interest to the law enforcement and
corrections agencies of the western states.

Specific areas of interest to the agencies and the NIJ
involved protective equipment, tracking of suspects and work
detailees, forensic analysis, less-lethal weapons, communica-
tions, counterterrorism, corrections, and school safety. The
level of involvement in these areas varied to the extent that the
agencies requested assistance. Forensic analysis was the most
significant area of support for the Center during the period of
performance. The Center’s technical staff made significant
progress in recovering information from poor video and audio
tapes, as well as from computer hard drives. In addition, spe-
cialists in metallurgy and trace contamination detection were
able to apply their skills to specialized forensic examinations.

The Center, using donated computers from The Aerospace
Corporation’s recycled computer program, started a gift pro-
gram to deliver basic computing capability to agencies in the
western region. The first five computers were delivered to
agencies in Oregon at the end of the reporting period.

In summary, the Center reached out to agencies through
more than 50 conferences and symposia, assisted over 150
agencies within the region with forensics, researched and/or
spoke with nearly 200 vendors, provided technical information
to over 700 criminal investigators, supported over 725 felony
investigations with forensic analyses (many resulting in con-
victions), broadcast technology information to over 1000 prac-
titioners on a weekly basis, supported 18 agencies from out-
side the region with forensics, and received over 60 letters of
appreciation.

The Center provided a large number of services to law
enforcement and corrections agencies in the western United
States during this period. The Aerospace Corporation is proud
of its accomplishments in operating the NLECTC-WR and
feels that the corporation’s contributions have improved the
conditions of law enforcement and corrections agencies within
the western US.
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Introduction

The National Law Enforcement and Corrections Technology
Center - Western Region (NLECTC-West) is operated by The
Aerospace Corporation under a cooperative agreement with the
National Institute of Justice (NIJ). This document is the final
report of the cooperative agreement that funded the NLECTC-
West from 1 July 1996 through 31 January 2000. Readers who
are unfamiliar with NIJ can refer to Appendix 1 for a brief syn-
opsis of NIJ’s Office of Science and Technology, which man-
ages the NLECTC-West.

Mission of NIJ Center System

The mission of the National Law Enforcement and Corrections
Technology Center System is to be the “honest broker” to the
nation’s law enforcement, corrections, and criminal justice com-
munities. The system provides technology information, assis-
tance, and expertise for these communities. For the Western
Region center, this mission is focused on the nine westernmost
states — Alaska, Arizona, California, Hawaii, Idaho, Nevada,

Oregon, Utah, and Washington.
Providing technology information, assistance, and expertise

incorporates the following activities:
» Science and engineering advice and support
* Capacity building
. * Technology introduction
* Technology demonstrations
» Technology testing and evaluations
« Technology and technical information dissemination

* Technology identification

* Technology commercialization through the Office of Law
Enforcement Technology Commercialization (OLETC)

Goals
The role of the honest broker requires an independent, objective,
nonprofit organization that is connected to law enforcement and
corrections needs and requirements, and that is credible to both
the technical and the law enforcement and corrections communi-
ties. The maintenance of this role requires a process of constant
interaction with all entities. To that end, the NLECTC system:

* Maintains awareness of criminal justice operational needs
« Maintains awareness of the state of the art in appropriate
technologies
* Ensures regular communication between the user and
technical communities
* Facilitates the development, evaluation, and implementa-
tion of appropriate technologies
Objectives
As a consequence of adopting the goals mentioned above, the
NIIJ has embarked on a number of activities to achieve the speci-

fied goals and missions. With this in mind, the NLECTC system
seeks to:

3

e Improve communications with:

« Other components of the Department of Justice’s
Office of Justice Programs

« Other technology programs
+ The user community, including courts and prosecutors
* The scientific industry community

» The Department of Defense, Department of Energy,
and other federal programs

* All components of the NLECTC System

« Improve interaction between the Law Enforcement and
Corrections Technology Advisory Council, the NLECTC
System’s Regional Advisory Councils, and the Office of
Science and Technology

» Deliver and publicize successful results

* Be source of independent, objective standards and evalua-
tion of law enforcement and corrections equipment and
technologies

* Increase outreach efforts through:

* Creating and implementing a professional marketing
pian

« Displaying and demonstrating technology

* Facilitating and promoting commercialization of new
technologies

« Participating in conferences, meetings, and symposia

* Enhancing the dissemination of information through
JUSTNET( a linked set of internet sites), TechBeat (a
quarterly publication), reports, buying guides, and
other special publications

NLECTC-West Summary

The Aerospace Corporation has, during the period of this agree-
ment, made substantial contributions in all of the N1J mission
areas. Aerospace has worked with vendors to evaluate and
improve products, with technologists to apply existing technolo-
gy in new ways, with the user community through demonstra-
tions, evaluations, and education, and with other federal entities
to bring technology to state and local law enforcement and cor-
rections organizations. In all cases the local agency either
solved an immediate problem (e.g., forensics) or improved its
capacity to handle similar technical issues on its own.

An important function of the NLECTC-West program is the
outreach it provides to the communities N1J serves. The out-
reach manifests itself through direct contact (brochures, mail-
ings), demonstrations, funding and management assistance to
emerging technologies, and through conferences and symposia.

Today, the NLECTC-West actively participates in marketing
the NIJ products and information, routinely displays and
demonstrates technology, assists promising new technology

This document is a research report submitted to the U.S. Department of Justice. This report has not
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developers, holds regional meetings and conferences, and
uses the resources of The Aerospace Corporation to dissemi-
nate NIJ publications.

Guiding Principles

During the period of this agreement The Aerospace
Corporation made a distinction between the two principal
entities in this enterprise called the NLECTC. N1J has been
thought of as the “Customer,” and the Law Enforcement and
Corrections (LEC) communities have been viewed as the
“Client.” The Aerospace Corporation utilized this concept to
differentiate the products and services delivered by the corpo-
ration under this cooperative agreement.

The Customer

The Aerospace Corporation has recognized the NIJ as source
of policy and procedure in areas that affect the NLECTC sys-
tem. As such, The Aerospace Corporation solicited guidance
from the N1J in certain policy areas, including review of news
releases and publications that mention or describe the
NLECTC-West.

The Aerospace Corporation has ensured that none of its
staff represented the NI1J in any media event, or spoke for the
N1J and its policies.

The Aerospace Corporation recognized that within the N1J
organization there are several groups supporting the overall
goals of the N1J technology program and that the NLECTC-
West had interaction with the other portions of the NIJ organ-
ization. However, the corporation also understood that the
NLECTC system is under the guidance of the Technology
Assistance Division (TAD) and that TAD had final authority
in deciding the amount and level of interaction between the
NLECTC-West and the other operating components of NIJ.

The Aerospace Corporation supported the commercializa-
tion of products for the LEC community and worked with
vendors to make those products marketable. Nonetheless, The
Aerospace Corporation ensured that there be no appearance
of endorsement of any particular product.

The Client

The Aerospace Corporation viewed its role as one of provid-
ing science and engineering advice and support (SEAS) to
the LEC community. SEAS can be broadly defined to include
many types of information. However, it has been the goal of
The Aerospace Corporation that SEAS be provided so as to
achieve two goals: 1) provide information in a *“holistic”
manner, i.e., given in context and with reference to other per-
tinent information as needed, and 2) give information so as to
expand the capacity of the agencies to conduct operations and
carry out their mission. These activities will be described in
section 2.

It has been the goal of the corporation to understand the
LEC operating environment to the extent necessary so that
technology can be integrated successfully without the corpo-
ration becoming a consultant for an individual agency.

It has also been the goal of The Aerospace Corporation to
assist the N1J in reaching out to the LEC community, explain-
ing the program and the benefits it offers. As a consequence,
all of the staff of the NLECTC-West has supported the out-

In summary, The Aerospace Corporation has demonstrated a
thorough understanding of the NIJ goals and processes institut-
ed to improve the criminal justice system through improve-

ments in technology.
The Aerospace Corporation

The Aerospace Corporation is an independent, nonprofit corpo-
ration chartered in 1960 to meet special technical research and
development needs essential to US national security. The corpo-
ration provides state-of-the-art assessment of technology and
supports the application of new technologies to ground, space,
and communications systems. Over the past 40 years, the cor-
poration has been a key technical partner to the US government
on virtually every US Air Force and national security space
mission.

Aerospace does not manufacture or sell hardware or soft-
ware, and thus remains completely independent and objective in
its evaluation of competing technologies. Therefore the govern-
ment utilizes the corporation’s capability as an “honest broker”
to assist with the evaluation of proposals and in the source
selection process. Additionally, because of its role as a trusted
agent, Aerospace maintains databases of proprietary manufac-
turing and test information on commercial high-technology
products. Access to this information often allows Aerospace to
perform technical comparisons and evaluation of equipment
without the necessity of formal requests to manufacturers.

Technical Capabilities of
The Aerospace Corporation

The corporation employs approximately 2200 scientists and
engineers, as well as 1000 members of support staff. About 7
percent of the technical staff have Master’s or Ph.D. degrees.
The average experience of the members of the technical staff is
21 years, with many having worked in their technical disci-
plines for 30-35 years. Aerospace uses its recently retired engi-
neers and scientists to provide a surge capability, ensuring that
adequate staff are available to perform unplanned special proj-
ects as well as sustain corporate memory. The corporation’s
budget for fiscal year 2000 was approximately $380 million.

Many of Aerospace’s most experienced technical staff are in
its Engineering and Technology Group, which serves as the
resource pool from which Air Force and national security proj-
ects and programs are staffed. This very broad and deep
“matrix” of technical specialists is one of the strongest assets of
the corporation. It ensures that very experienced talent in all
technical disciplines will be applied when and where needed on
all projects supported by the corporation.

The corporation has extensive and unique expertise in com-
munications system engineering technology for Law
Enforcement Center applications. This expertise allows
Aerospace to provide technical support on projects involving
the interoperability of multijurisdictional communications sys-
tems at the hardware implementation, design, and theoretical
modeling levels. In addition, Aerospace possesses extensive
computer tools for communications coverage analysis and
ground system and network control analysis. This capability,
coupled with the deep experience in all forms of communica-
tions electronics and hardware, allows Aerospace to respond to

near-term as well as long-term communications planning issues.

reach process through numerous activities that will be
Furthermore, the corporation maintains a staff of specialists in

described in section 2.
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resident expertise has developed many nontraditional applica-
tions for national security and law enforcement.

Aerospace developed and operates a Trusted Computer
Systems Department for the US government. The department
has staff and facilities in El Segundo, CA and in Columbia,
MD. The department specializes in the security of, and preven-
tion of nonauthorized access to, government wide-area net-
works. These skills, knowledge and capabilities are relevant to
the law enforcement community and are available from
Aerospace on a sole-source basis. This permits training in state-
of-the-art network security, and demonstration of future capa-
bilities and research into “cyber-crime.” Corporate experts pro-
vide support for research, design, and application of encryption
and signal analysis as well as evaluation of network security for
NASA, the National Weather Service, and other federal agen-
cies. The NLECTC-West can train a cadre of law enforcement
experts using the skills and capabilities of Aerospace.

The El Segundo facility maintains a computer forensics
facility, which has been utilized for extraction of criminal evi-
dence from computers. This capability has become more and
more valuable as crime has moved from the physical to the
electronic, or virtual, domain.

The corporation designs, develops, and maintains some of

The Aerospace Corporation the nation’s most sophisticated equipment for image analysis,
including digital-image processing and extensive image

frequency management and licensing procedures, both at the enhancement.

national and international level. This staff has access to the The corporation maintains signal processing and analysis

International Frequency Listing, a catalogue of space and ter- facilities, which permit electronic signal analysis and enhance-

restrial radio transmitters in 166 countries, covering the US ment of audio signals. These capabilities allow Aerospace

and worldwide radio spectrum. experts to remove background noise and compensate for poor
. In its role as space technology provider to the US govern- sound quality. Expertise in the fields of electro-optics and sen-

ment, the corporation has developed the Laboratory sors provides the capability to both design equipment and ana-

Operations centers. The facilities and equipment of the labs is lyze signal information, which in turn supplies prosecutors with

valued at over $100 million and contains state-of-the art trial evidence crucial to effective law enforcement.

equipment for design, prototyping, and testing of high-tech- The Aerospace Corporation employs a number of law

nology products. These laboratories and capabilities are enforcement experts within the Aerospace Securjty

maintained with Air Force funds to ensure rapid response to Department, most of whom are formerly sworn officers. This

realtime issues such as spacecraft anomalies and parts fail- allows the NLECTC-West to draw not only on technical talent,

ures. Using scanning electron microscopes, X-
ray microscopes, thermal and infrared scan-
ners, and advanced molecular spectroscopes,
the labs can conduct testing of the most
minute sample of material in the Materials
Analysis Facility and in the Nondestructive
Evaluation Facility. These capabilities and
facilities are available to the law enforcement
community for use in forensic investigations
that can benefit from ultrahigh-magnification
devices.

The corporation also maintains over
$250,000 worth of communications simulation
tools and facilities. This includes simulations
of the Global Positioning System (GPS),
which can be applied to Automatic Vehicle
Location (AVL) studies as well as many
geolocation problems, both domestic and
international. Since Aerospace performed the
original research that led to the GPS, the

Computer Laboratory
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but also on law enforcement talent within the corpo-
ration.

The Aerospace Library contains over 95,000 book
titles, as well as 700 technical periodicals and more
than 145,000 technical reports. The library has access
to hundreds of online electronic databases, including
those of the University of California and the Library
of Congress, and to depositories of defense and secu-
rity information, In addition, the Aerospace staff has
access to classified documentation and resources for
storing such information.

Aerospace facilities available to the
NLECTC-West

The NLECTC-West maintains dedicated facilities at
the Aerospace General Offices in El Segundo, CA,
which include offices, electronic network access, and
support staff. These offices are adjacent to the
Laboratory Operations centers, thus facilitating the
transfer of evidence under secure conditions when necessary.
The corporation maintains extensive meeting facilities both in
E! Segundo and the Washington D.C. area (Rosslyn, VA), and
makes them available to groups and organizations related to the
law enforcement community. El Segundo is located two miles
from Los Angeles International Airport, and the Rosslyn office
is easily accessible by the Washington Metro. Corporate facili-
ties in El Segundo can accommodate groups of up to 200. The
facilities can also host meetings requiring video teleconferenc-
ing, or of a classified nature, when required. These facilities
have been used on several occasions by the law enforcement
community for meetings and conferences.

The Aerospace Institute, the educational organization of The
Aerospace Corporation, provides assets for training, including
classroom activities and experienced trainers. The Institute
develops and teaches specialized courses upon request by
clients. The Institute is available to assist in training of law
enforcement and corrections staff.

In addition to meeting facilities, Aerospace makes its publi-
cations, graphics, and distribution facilities available to the
NLECTC-West. These facilities and services are available for
mass distribution of outreach material via electronic means,
hardcopy mail services, and through the packaging and ship-
ping department (distribution of computer equipment). The
Aerospace Corporation distributes surplus computer equipment
at no cost to law enforcement organizations upon request and
when available.

Other government agencies supported by

The Aerospace Corporation

The Corporation provides technical services to the following
federal government agencies and organizations:

* Space and Missile Systems Center (US Air Force)
* National Reconnaissance Office

* Department of Justice

* US Army

* US Navy

* NASA

*NOAA

6

NLECTC-West Facility

* National Security Agency

* Federal Emergency Management Agency
* DARPA

* Department of Energy

* Jet Propulsion Laboratory

* United States Geological Survey

* Department of Transportation

* US Coast Guard

* FAA
Aerospace also provides technical assistance and services t.
the following California state agencies and those of other states:

* California Department of Transportation (CalTrans)

* Occupational Safety and Health Administration

* California State University - Dominguez Hills
Summary Benefits

The NLECTC-West has had access to technologies and methods
across the entire security spectrum, from electronics, materials,
and signals analysis to image enhancement and computer foren-
sics. The NLECTC-West has had the good fortune to bring
these technologies and methods to bear on LEC needs without
having to invest in technical education or training.

This access has resulted in a very cost-effective sharing of
technical lessons learned as well as access to extensive technolo-
gy and laboratory facilities already developed from federal funds.

Finally, the corporation feels that it benefits from the associa-
tion with NIJ in supporting the LEC community. The NLECTC-
West’s role as an “honest broker” is in keeping with the corpo-
ration’s other responsibilities to govemment agencies, and the
LEC agencies provide basic security to the communities in
which the corporation’s employees live and work. Being recog-
nized by the LEC agencies helps cement the corporation’s com-
mitment to the community. Some of the formal acknowledge-
ments of the corporation’s support to LEC agencies are reprin
ed in Appendix 2. In addition, the Center was mentioned seve.
times in a technology article about law enforcement that
appeared in the 7 July 1997 issue of Forbes magazine. That arti-
cle is reproduced in Appendix 3.
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Summary of Activities

In this section we will use the essential elements of the N1J
monthly activity reporting process for presenting the past
activities of the NLECTC-West. We have modified that for-
mat to highlight the technical activities initially, and then fol-
low with administrative areas at the end of this section.

Some examples of each activity area will be presented in
the main body of the report. Other details will be provided in
appendices as appropriate. This approach should make the
report more readable the first time through, yet will contain
substantive information for readers with more time to read
the appendices.

Regional Advisory Council

An important element in the successful operation of the
NLECTC-West is the Regional Advisory Council (RAC),
which operates with the Center’s director to provide guidance
and advice on the important issues facing the LEC communi-
ties. The NLECTC-West RAC has been functioning since the
early days of the Center’s existence.

The RAC membership is delineated in the table below.
This group represents a broad spectrum of agencies and capa-
bilities, and it provides the NLECTC-West with critical com-
mentary on the technologies that can most benefit the LEC
agencies of the western US.

The RAC meets semiannually, with both corrections and
law enforcement members attending. The meetings generally
consist of sessions devoted to the general reporting of |
NLECTC-West activity, technologies of potential interest to
each community (law enforcement and corrections), and a
discussion of technology requirements that the RAC feels

warrant attention by N1J research teams.

The meetings are held throughout the region so that local
issues can be seen first hand. To date the RAC has met in
Anchorage, Seattle, Salt Lake, Phoenix, and El Segundo.
There have also been meetings at two California prisons
(Calipatria and Pleasant Valley), which are in remote areas of

central and southern California.

NLECTC-West Regional Advisory Council

NAME AGENCY

Mr. Frank Ahmad Space and Missile Systems Center

Chief, Technology Transfer Office  U.S. Air Force

Mr. Lee Baca Los Angeles County

Sheriff Sheriff’s Department

Mr. Robert Bayer Nevada Depariment of Prisons
Director » .
Mr. Cois Byrd Calitomia Department of Corrections

Narcotics Authority
Mr. Allen Cooper Alaska Department of Corrections

Director, Division of Institutions

Ms. Carol Daly Sacramento, CA Sheriff's
Undersherift Department

Mr. Ben de Haan Oregon Department of Corrections
Deputy Director :

Mr. Larry Erickson
Executive Director

Major Lee Erickson

Washington Association of
Sheriffs and Police Chiefs

Oregon State Police

Mr. Charlie Fannon Wasilla, Alaska

Chief ' Police Department -

Lt. Col. David A. Felix Arizona Department Of Public
Safety . ‘ ,

Assistant Director
Criminal Justice Support Division R
Washington Department of

Ms. Doreen Geiger

Ass't to the Secretary for Corrections

Facility Planning s

Mr. Tim Grimmond * . - El Segundo, CA
thef_* = Police Department .
Mr. Brad Hoover Whittier, CA -
Chief - - Police Depanment :
* Chair : o

NAME

Mr. Ron Ingles
Chief
Mr. Martin Mayer, Esq.

Lt. Col. Earl R. Morris .
Director, Law Enforcement and
Technical Services Division
Mr. Mel Nichols

Chief

Mr. Kenneth J. O'Brien
Executive Director

Mr. Bernard Parks

Chief

Major Dave Rich

Mr. Dominick Rivetti
Chiet - - ‘

Mr. Ted Sakai

Director

Mr. Joseph Santoro
Chief

Mr. Timothy. B. Slocum
Correctional Administrator
Mr. James Spaalding
Director

Mr. Terry Stewart

Director

Mr. C.A Terhune

Director ..

Mr. Fred Witte
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AGENCY

La Veme, CA
Police Department

Law Offices of Mayer and Coble
Utah Department of Public Safety

Redohdo, Beach, CA
Police Department

Calitornia Commission on Peace
Officers Standards and Training

Los Angeles, CA
Police Department

Idaho State Police
San Fernando, CA

Police Department

Hawaii Department of Public Safety
Monrovia, CA

Police Depariment

Utah Department of Corrections
Idaho Department of Corrections
Arizoné Department of Corrections

California Department of Corections

Honoluly, HI » :
Police Depariment
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The RAC chairman is an automatic member of the national
advisory council for NIJ, known as the Law Enforcement and
Corrections Technology Advisory Committee (LECTAC). The
regional council contributes to the LECTAC’s priority develop-
ment process, which ensures that local requirements are voiced
at a national level.

In addition to the guidance provided by the RAC, the
NLECTC-West benefits from its association with senior mem-
bers of LEC organizations, which offer venues for demonstra-
tions of technology and for evaluation of technology in real-
world environments. These demonstrations and evaluations
prove beneficial to both the developers as well as to the center.
Examples of these demonstrations include inmate tracking sys-
tems, vehicle-stopping technology for pursuit management,
night-vision surveillance equipment, and non-lethal weapons.

Outreach
Outreach refers to diverse approaches the Centers use to
increase awareness of who they are and what they do. In one
form or another, all Centers engage in outreach activities, estab-
lishing and cultivating ties to the law enforcement and correc-
tions communities; maintaining this contact with the system’s
client base is at the hub of NLECTC’s mission. Centers have a
liaison role between these communities and the NIJ.

The Center provided technology information to law enforce-
ment and corrections organizations in the Western Region.
Center personnel accomplished this task by directing outreach
information as a two-tiered process:

First, Center staff provided a first level of outreach services
by continuous mailing of N1J products, detailing the NLECTC
system services to all state and local law enforcement and cor-
rections agencies within the Western Region. This effort
required the compilation and maintenance of information about
all agencies within the region. The targeted person within each
agency was typically a Chief of Police, Sheriff, or Director of
Public Safety. Products delivered under this level of contact
were N1J brochures describing the NLECTC system, JUSTNET
information, and the TechBeat newsletter.

Second, the Center staff directed an effort towards agencies
and organizations that provided maxi-
mum leverage of the information provid-
ed. These efforts are described below.
NLECTC-West E-mail Broadcast
System
An important part of the NLECTC-West’s
outreach program has been the use of e-
mail to communicate with agencies. In
1999 the NLECTC-West inaugurated the
NLECTC-West Broadcast E-mail System
(NEBS). The NEBS development was the
outgrowth of an increasing reliance upon
Internet e-mail as a means for requesting
and disseminating information.

At the end of the reporting period,
NEBS contained approximately 1000
names and addresses of law enforcement
and corrections personnel who were inter-
ested in receiving information via e-mail.

The system was designed so that the subscriber could catego-
rize his or her interests into 100 specialty areas. The subscrip-
tion form, with the categories, is shown in Appendix 4.

Utilizing these categories, NEBS has been used to solicit
information from the subscribers about issues and interests
to request information from practitioners to help other practi-
tioners. As an example, a small sheriff’s department in Oregon
requested assistance in identifying software that would run on a
PC and be appropriate to manage a 20-bed jail facility. Within a
few hours, the requester had received several calls from outside
his state offering information about such systems.

NEBS has been used to broadcast N1J-developed products
such as the weekly News Summary, prepared by a professional
service and broadcast by the NIJ center in Rockville, MD. |
NEBS has been used to alert agencies to the publication of grant
solicitations and new publications prepared by various depart-
ments within the US Department of Justice.

The current distribution of NEBS subscribers amongst the
various states is:

Alaska 86
Arizona 118
California 751
Hawaii 11
ldaho 54
Nevada 29
Oregon 161
Utah 76
Washington 203
Other states 85 .
Unknown 279
Total 1853

California Peace Officers

Standards and Training (POST)

Another important component of the NLECTC-West outreach
program is the education module the Center developed with
California POST. The module forms a portion of a POST course
taught to criminal investigators. This course is a “core” curricu-
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The presentation also discusses use of the NLECTC-West’s
trace element analysis capabilities, its work in computer data
recovery, and its audio enhancement techniques. The
NLECTC-West staff also shows the N1J outreach video to
acquaint the students with the entire N1J center system.

The POST instructors have indicated that the standard cases
that the students work on each session will be updated in the
fall of 2000 to reflect the increasing presence of digital evi-
dence at crime scenes.

During the period of this grant the NLECTC-West has made
presentations to approximately 700 investigators from
California through the association with California POST. The
POST presentations have given the NLECTC-West high visi-
bility with the criminal investigators in California. !

Conferences/Symposia/Speaking Engagements |

» In addition to information shared by e-mail messages sent to

: individuals, and the POST presentations, the NLECTC-West
’ l S | has made numerous presentations at meetings and conferences.
POST Instruction The Center, through the assistance of the RAC, compiled a
list of regional conferences, seminars, and meetings planned in
each state for each year. The Center worked with the RAC to
select a list of events in which to participate. Participation
included establishment of a booth with NIJ/NLECTC products
for distribution, a conference presentation detailing the services
provided by the NLECTC system, and examples of technology

lum offering that is required for state certification as a criminal
investigator. The course is offered monthly and in it students
are introduced to all the elements of conducting a criminal
investigation. The students are given a crime scene to process

and from this initial information, they work for two weeks to ; !
investigate the crime. Early in the course the students are intro- services provided under the SEAS and outreach processes.

duced to techniques for collecting and preserving evidence. ) The NLECTC-West used these opportunities to present
At two of the venues (five total) the NLECTC-West pres- 1nf0m.123t?on about the N1J center systerp as well as about the

ents a two-hour segment devoted to describing the NLECTC capabilities of the NLECTC-West specifically. In some
.:ystem and the services available from the NLECTC-West. In engagements the topics were specific to the interests of the

addition, the presenters offer ideas about evidence that the tra- organization (e.g., forensics). In other cases, the topics covered

ditional coursework ignores (e.g., videotapes, audiotapes). The the entire spectrum of the NIJ Center system. If‘ all cases, the

presentation points out best practices for handling the evidence staff discussed the center system and its potential benefits to

(gained from the center’s forensic experiences) and utilizes LEC agencies. i

examples of poor video camera placement to demonstrate that In some of the cases, the presentations were made to local

law enforcement agencies can optimize their own video sur- community groups, hk? the Rota}ry or Lions club, which have

veillance if they are careful in the setup phase. an interest in community safety issues. In other cases, the pre-
sentations were made to professional organizations represent-
ing law enforcement and corrections agencies. The table in
Appendix 5 provides a listing of the significant conference and
symposia speaking engagements during the period of this
agreement.

Science Engineering Advice and
Support (SEAS)

SEAS forms an essential element of the N1J mission. It is this
activity that imparts and shares technical information with
LEC agencies. The NIJ has, in the last year, adopted the break-
down of SEAS activities presented below that we will use for
the purposes of this report. This report will document signifi-
cant activities within each of the categories. (NOTE: An impor-
tant ingredient in the NLECTC-West process is working with
technology vendors, developers and researchers. To avoid
focusing on a few at the exclusion of others, the report will list
those vendors with which the center has worked or whose
products the center has reviewed in Appendix 6.)

The variety of activities that fall into the SEAS category is
extensive. The SEAS activity runs the gamut from responses to

Outreach Display
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fundamental technical questions to larger, complex systems
analysis and systems engineering activities.

In the following paragraphs we describe some of the basic
activities involved in the SEAS effort and then apply them to
projects and requests we have received during the reporting
period. The following is a taxonomy of responses to SEAS
questions.

¢ Technology Question

» Sanity Check

* Short Study

* Requirements Analysis

= Design or Specification Assistance
» RFP Assistance

« Evaluation Assistance

* Verification

* Acceptance Testing

* Initial Training and Familiarization

In the following paragraphs we amplify the meaning of the
taxonomy listed above.

« Technology Questions—Typically a request for SEAS
starts as a simple question to have some technology
explained or clarified, or some product that uses a tech-

nology identified. The Center’s response will either satis-
fy the request, which occurs in most instances, or lead to
further dialog and more detailed responses by the Center.

Sanity Check—On occasion, an agency might ask to

have the Center validate a technology solution to a prob-

lem. An example might be the selection of some prod-
ucts and/or technical support to solve an agency need.

The Center’s response might be as simple as a validation

of the approach, a recommendation to consider some
additional products or approaches, or a suggestion to
simplify the proposed solution. At times the Center
might recommend the use of a technological solution
that has been implemented by another agency. The

Center’s response usually ends any future dialog with the

requesting agency.

Short Study—SEAS work for requesting agencies on
straightforward technology issues or projects sometimes
lead to a short study. In these instances the Center will
meet with the requestor to clarify the need, gather infor-
mation or data, analyze the results, and produce a short
report addressing the requestor’s needs and recommend-
ed solutions.

SEAS work for a requesting agency can also be as detailed
as supplying assistance with the procurement of a product or
system. The following describes the assistance steps taken.
Typically a request for procurement assistance involves pro-

ceeding through all of the following steps. During this process,

the Center guiding principle is to provide assistance in a man-
ner that will leave the agency with the capacity to repeat this
process on other systems, without future assistance.
* Requirements Analysis—A first step in this procedure is
to define the requirements for the particular system. The
Center will teach the requesting agencies how to

determine their requirements in a manner that will lead
towards the development of a procurement document. The
Center will help the agency to follow a planned and
assigned effort to identify who knows what is needed,

what it is that is required, and how to refine and docu- .
ment the needs. This process is often more disciplined

than the agency is used to.

Design or Specification Assistance—When the needs are
well stated, the Center will help to develop a system
design, system specification, and system cost estimate.
This is typically an iterative process, which involves
refining the design to meet the available budget. The
design process requires the agency to quantify the techni-
cal requirements of the system, e.g., size, speed, capatity.
These quantities must be self-consistent and they must
integrate with one another to form an integrated system
rather than a collection of isolated components.

RFP Assistance—The Center’s assistance in the develop-
ment of a procurement package involves helping the
agency put together a document in a format that is consis-
tent with the procurement polices of the agency’s govern-
ment, and that leads to the acquisition of a system in a
timely manner without protest from unsuccessful bidders.
It includes the statement of work, the terms and condi-
tions of the contract which the agency intends to use.

Evaluation Assistance—The Center’s assistance in the
evaluation of bidder responses involves helping the

agency in the successful implementation of the evaluation
criteria defined in the RFP package, ensuring that the .
agency has a documented audit trail of the process to

defend any possible vendor protests.

Verification—The Center’s assistance in the verification
of a procured system involves helping the agency to
accept a system that is consistent with the system specifi-
cation and to identify any differences between what was
promised and what was delivered.

Acceptance Testing—The Center’s assistance in the
acceptance testing of a system involves helping the
agency to ensure that the system procured meets the per-
formance specifications requested by the agency and sup-
plied by the vendor.

Initial Training and Familiarization—The Center’s assis-
tance in the training and familiarization of a system
involves helping the agency to establish a training regi-
men to ensure that the system is used effectively and that
the agency’s staff understands all of the features of the
new system.

In the table that follows we summarize some of the signifi-
cant SEAS activities in a matrix format to demonstrate the
application of the above taxonomy to support we have provided
to law enforcement and corrections agencies.

In some cases, the requests for assistance do not fall into
neat, predetermined categories. An important example of this
occurred when the Los Angeles Sheriff’s Department (LASD
came to the Center and requested assistance for their bomb
squad. The department uses remote-controlled robots to
approach and examine suspicious objects that might be
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explosive devices. The department also uses the robot in
hostage situations to approach the barricaded suspect with
audio and video capabilities. Using these elements of the
robot the officers are able to assess the situation, communi-
cate with the suspect, and in some cases initiate action using
the mobility and equipment of the robot.

The robot, through age and constant use, often ceased
responding to the control signals generated by an operator at
a safe distance from the suspicious object or barricaded sus-
pect. Video signals from the robot continued to work, but the
robot would not maneuver as instructed. Consequently, one of
the officers would have to carry a wire “umbilical” to the
robot and plug it into a receptacle. This procedure often
placed the officer at risk and it reduced the mobility of the
robot.

The Center took possession of the robot for several weeks
to investigate the problems experienced by the LASD
deputies. Experienced electronic circuit analysts and antenna
design staff looked at all elements of the robot’s command
and control circuitry and decided on two courses of action: 1)
redesign the antennas to provide more “gain” and therefore a
stronger received signal from the operator, and 2) redesign
the power supply on the robot so that the video circuits could
not “rob” the control circuits of power and thus limit the
robot’s responses to commands.

The redesigned robot and antennas were returned to the
LASD and the bomb squad has learned to bounce signals off
of buildings and control the robot out of direct line-of-sight
of the operator. In addition, they have found that they can
operate the robot at a longer stand-off distance, thereby
improving officer safety. Subsequent to this activity the
department has returned and requested new transmit antennas
for an additional truck which has just been equipped with a
newer robot.

In another case, a small police department requested assis-
tance in assembling a portable kit that could be used by the
department’s hostage negotiators. The kit had to contain the
portable phones, tape recorders, and other equipment that a
negotiator could pick up quickly when responding to a
hostage situation. The department had some of the equip-
ment, but they needed assistance in developing a robust pack-
age and prewiring all of the components so that the equip-
ment could be assembled reliably and quickly.

The center contacted support staff who had experience
with electronics and the packaging of equipment into test kits
and portable packages for deployment to operations sites.
They took the existing phones and recorders and built them
into a rugged case that could be quickly picked up and taken
to the site of a hostage or barricaded-suspect situation.

Officer Protection and Crime Prevention

The NLECTC-West has not been involved in any significant
crime prevention project during this period of performance.
The Center’s efforts in this portion of the N1J reporting
scheme have been focused on officer-protection issues.
Examination of body armor, personal protective equipment
(PPE), and surplus federal property available through the
Federal Excess Surplus Property 1033 program constitute the
majority of activity in the category of officer protection. The
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Hostage Negotiation Kit

Center has also worked with technologists to understand the
utility of technology in the detection of individuals in
obscured environments that might improve officer safety.

Through the mechanisms available to law enforcement and
corrections agencies, there is and will remain the opportunity
to work through the system of state surplus-property coordi-
nators to acquire officer protection equipment such as hel-
mets, shields, shin guards, and other protection equipment for
special teams and riot control. One strategic goal of the
NLECTC-West is to enhance and expand the program to
offer more to both law enforcement and corrections agencies.
The State of California, which began the 1033 pilot program
in 1994, has efficiently refined this program and intends to
coordinate assistance to other states in the Western Region.

There is a growing requirement to improve and equip
peace officers with certain levels of PPE normally allocated
and fitted at various levels for fire, hazmat and other specialty
personnel. An identified trend, in light of the national concern
about various weapons of mass destruction (WMD) terrorist
threats, is to evaluate and appropriately equip and train law
enforcement officers with suitable PPE for unusual occur-
rences.

The NLECTC-West has, during the last year of this award,
placed itself in a position to understand the issues surround-
ing first-responder protection to WMD events. The Center
has assigned one individual to become familiar with the
issues and the equipment. This same person has been work-
ing with vendors to understand the products that are available
and has also been working with first responders to understand
the limitations of these products when used.

If the trend towards training, equipping, and using peace
officers with the ability to take immediate action when
responding to an incident such as a chemical terrorist event
continues, the ability to evaluate PPE for law enforcement
use will become a necessity.

Body armor continues to be of prime concern and a major
consideration for officer protection. Wearability, durability, and
increased protection are all technical challenges for the near
term. Requirements and interest for advanced body armor con-
tinues. The L.A. Sheriff’s Department Special Enforcement
Bureau is currently searching for advanced, effective body
armor and continues to coordinate with the NLECTC-West for
technical assistance and information.

In addition to numerous meetings conceming the 1033 pro-
gram, both with state representatives and with federal officials,
the NLECTC-West was actively involved in specific technolo-
gies aimed at improving officer safety. They are described
below. ,
Ceramic Body Armor. The NLECTC-West worked with 1
enforcement personnel and a vendor to examine the utility of a
new style of body armor that utilized ceramic inserts with a
standard kevlar-based vest. The vendor, utilizing technology
developed for the Blackhawk helicopter and later the Navy’s
SEAL teams, fabricated a vest utilizing a specialized ceramic
plate. The ceramic plates were capable of withstanding armor-
piercing AK-47 rounds and law enforcement personnel were
interested in the technology. The law enforcement agencies
expressed interest and the Center contacted the Office of Law
Enforcement Technology Commercialization (OLETC) and
manufacturers to assist the vendor in obtaining financing.
Work Detail Tracking. The NLECTC-West initiated a
requirements-collection activity to determine the need for and
the operating require-
ments of a system to
monitor the location of
inmates assigned to
work details that were
away from the inmates’
normal custody site.
Center staff visited with
Arizona Department of
Corrections personnel
as well as with staff
from the California
Department of
Corrections, the
Washington State
Department of
Corrections, the
Washington Association
of Sheriff’s and Police
Chiefs, and the Los
Angeles Sheriff’s
Department. In addi-
tion, the staff met with
providers. of inmate
tracking within facili-
ties to determine the
applicability of their
systems away from per-
manent tracking sites.
The Center staff has
documented these

Protective Equipment
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requirements for NIJ, which is looking for a funding opportuni-
ty to develop a prototype.
Emergency Response Gas Masks. The NLECTC-West worked
with several manufacturers to bring information to emergency
esponders regarding emergency response gas masks. In particu-
ar, law enforcement and corrections officers do not always see
the technology that is available to fire and hazardous materials
units. These presentations and information exchanges occurred
during the regular meetings with the RAC.

Through the Wall Radar. Time Domain, Inc., a developer of
high-frequency communications equipment, built a prototype
device that would radiate low-power radar through walls and
record the return signal on a display that approximated the range
and motion of subjects hidden by the wall. The vendor demon-
strated the device to the staff at the NLECTC-West, which has
agreed to find test sites for evaluation of the technology. Time
Domain, Inc. has agreed to provide a model of their next-version
device, which will be smaller than the current system.

Hughes Land Warrior Technology. The NLECTC-West
organized a meeting between Hughes Electronics and represen-
tatives of five local police agencies for a demonstration of the
US Army’s Land Warrior 2000 system. The system is a special-
ly designed set of equipment to provide the soldiers of the
(near) future with command and control capabilities to include
realtime video, satellite communications, and advanced sensors
such as infrared, all contained in lightweight, bullet-resistant
equipment designed for the infantry. The applications to SWAT,
surveillance, and riot-control make the system of interest to law
enforcement agencies. Follow-on meetings were held by the
five law enforcement agencies with the vendor.

In summary, the NLECTC-West has determined that there is

a validated need for advanced, more protective body armor; that
there is value to supporting the 1033 Federal Surplus Program;
that there is an emerging requirement for PPE for law enforce-
ment personnel that can be quickly donned, is readily accessed,
and is affordable; and that night vision, communication

Video Enhancement Laboratory
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improvement, and advanced sensors all have a role to play in
the improvement of officer safety.

Investigative and Forensic Sciences

The NLECTC-West has made a significant commitment to the
understanding and expansion of technology’s role in forensics,
especially in forensics that is not normally covered by the tradi-
tional crime laboratory charter. The focus of these forensic
activities can be divided into four areas: video, audio, computer,
and trace-element analyses. The Center’s goal has been to
understand the current needs of criminal investigators with
regard to these nontraditional areas of forensics.

As a consequence, the Center accepted and helped to process
evidence that could not be analyzed by existing crime labs.
During the course of these analyses, the NLECTC-West devel-
oped procedures and processes that were formulated into a set
of best practices for handling video evidence (see Appendix 7).
In addition, the Center was able to identify equipment and soft-
ware that law enforcement agencies could purchase when the
agency had the funding and staff to work on the cases them-
selves (see Appendix 8).

In order to work with the agencies in this sensitive area, the
Center established a set of internal policies and practices for the
proper control of evidence delivered to the Center. These proce-
dures and policies were established under a prior grant and
were maintained during the period of performance of grant no.
96-MU-MU-K006 (see Appendix 9 for the procedures).

Building upon a prototype evidence tracking system devel-
oped by the Center under a previous grant, the NLECTC-West
maintained a database of evidence received for analysis and
processing, and treated all evidence as though it were
Confidential Information under The Aerospace Corporation’s
standard Department of Defense classification policies.

The NLECTC-West accepted 727 cases for the period cov-
ered by grant no. 96-MU-MU-K006. In the following para-
graphs the report will describe some of the techniques and

el

Computer Forensic Case
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crime lab. The analyses performed by the NLECTC-West
border on the exotic, but were nonetheless valuable to the -
requesting agencies. The Center received a total of 18 cases

in this category during the reporting period.

The following table and chart summarize the forensic
casework during the period of this grant award. In the
chart, 1996 represents only 6 months of activity, and in

ok q . 1999 we have included January 2000.
e » ' I - N The NLECTC-West provided investigative support to
' ¥ L ‘ 169 different agencies in the United States. Of these 169
agencies, 18 are located outside of the NLECTC-West
service area. These agencies and their states are item-
ized in Appendix 11.
Within the western region, only Utah and Nevada did not
send the Center casework. In the case of Nevada, we recog-
nize that we have to increase our outreach activities. Utah
agencies appear to have more resources at their disposal, but
Utah also represents an opportunity for increased outreach.

The predominate number of agencies served by the
NLECTC-West’s forensic analyses came from California
(137). The remaining 14 agencies were distributed amongst 6

Time-of-Flight Mass Spectrometer

processes utilized by the NLECTC-
West’s analysts and summarize the
number of cases brought in for process-

ing. In Appendix 10 there are more detailed descriptions Of states. These statistics show the benefit of the NLECTC-
the work NLECTC-West performed for select cases. These West’s support to the California POST course for criminal
descriptions are meant to provide an indication of the support investigators and to its work with the California Peace

the NLECTC-West provided to local agencies that was Officers Association (CPOA) (identified in the Symposia
unavailable from the agencies’ own crime laboratories. Conference Table).

Video Forensics. The NLECTC-West accepted 511 cases for The success of the POST and CPOA outreach activities
video processing during the period of performance of this points to opportunities in other states to accomplish similar
grant. The casework provided support to prosecutors, investi- levels of contact.

gators, corrections agencies, and to public defenders in a few ‘
cases. The NLECTC-West accepted casework from all over Forensic Casework During Grant Period

the United States, although the majority of cases originated in .

the western states. Fore;\ gs;%_(iagsgegwork 1996 1997 1998 1999

Audio Forensics. The NLECTC-West accepted 188 cases for

audio processing during the period of performance of this Af’d'o 8 2 70 84

grant. These services have provided law enforcement, correc- Video 45 85 189 192

tions, and prosecutorial agencies with products that they val- Computer , 1 3 6

ued highly. These services provided information that led to Trace Element 4 6 8

arrests, validated Miranda notifications, corroborated witness Total , 53 116 268 290

testimony, and developed new leads for investigators.

Computer Forensics. During this grant period NLECTC- 350

West began providing continuing, on-call support to law

enforcement or prosecutorial agencies that required the 300

recovery of information that has been intentionally or inad-

vertently removed from a PC computer system. The center 250

accepted 10 cases during the reporting period. The techniques -

developed recovered information from an indicted murder- 2 200

er’s, “erased” computer system, to determine if the suspect g 150

had recorded information that would link this person to a Z

sought-after serial killer. The NLECTC-West is using this 100

experience to recommend enhancement equipment and sofi-

ware to law enforcement and corrections agencies, and to 50

develop standards and guidelines for the recovery of comput- :-

er-based information. 0 L 1

Trace Element Forensics. The NLECTC-West has beer: able 1996 1997 1998 1999 .

to utilize the technical skills and equipment of The Aerospace Year

Corporation to provide LEC agencies support in investiga-

tions that required equipment not normally found in a typical ggroneent |! Computer . Video . Audio
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Ground Penetration Radar

Ground-Penetrating Radar. A recurring SEAS request for the
capability to search and discover things that have had been
buried in the ground led to a search for a technology that would
assist in these law enforcement support operations. At its very
basic, the functional requirement was the ability to discover
either property or dead bodies buried in soil, discarded in water
such as lakes, ponds, streams, or harbors, or both.

This capability is, potentially, a powerful tool for investiga-
tion, prosecution and, perhaps, rescues. The initial search for a
supporting technology took about 2 years, including formal
testing, evaluation, and some technical exploration into existing
but generally inadequate technologies used in other industries
for other purposes.

The general requirement for such a supporting technology
can be described as the capability to search an area and discov-
er or rule out the existence of a buried object. This requirement
has the following constraints (things it must do): it must be
portable and it should be highly portable; operation should be
simple, i.e., capable of being used effectively with minimal
training; and a search must be faster and more accurate than the
alternative, which is generally a search party.

Restraints (things that it must not do) are the following: it
must not cause damage to objects on the surface of the search
area; it must not be hazardous to operate; and the cost to rent,
purchase, or operate must not be unreasonable in comparison to
its utility.

This capability is considered a developing operational require-
ment and as such is incomplete for constraints and restraints.

Technology scouting discovered four technologies of poten-
tial utility. Two exist as tools for other industries and uses, and
two are experimental prototypes adaptable to the operational
requirement.

The existing technologies are metal detectors and portable
ground-penetrating radar units. The two prototype devices use
nuclear magnetic resonance for the first, and synthetic-aperture
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ground-penetrating radar and GPS coupled
with advanced tomography for postprocessing
imaging for the second. Of the four, the latter
has the most promise, and is a significant
advancement in comparison to all the others.

There have been at least four requests
through outreach for operational assistance.
Two have been requests for searches for miss-
ing persons believed buried and two have
been for contraband detection. Two searches
using existing ground-penetrating radar were
unsuccessful. One search for a buried body
was unsupportable with existing funding. One
search for a discarded weapon demonstrated
good potential capability but the target f
weapon was not found in the search area.
However, the technology demonstrated an
effective field capability. A synopsis of the
event is described below.

The Los Angeles Sheriff’s Department
requested assistance in the search for a dis-
carded weapon used in a murder. The weapon
was discarded in Railroad Canyon Lake in
Riverside County, California in 1992. This
support operation was planned and executed in September
1999; Dr. Khosrow Bakhtar of Bakhtar Associates agreed to use
his prototype Earthradar for the search. The target search area
was approximately 100 square meters. A sedimentologist from
the University of California, Los Angeles estimated that the tar-
get would be under approximately 4 feet of silt, given the time,
climatic conditions, and soil composition in the search area.

Dr. Bakhtar calibrated his Earthradar for the subject area
search. He used differential GPS for precision location of tar-
gets and mounted his antennae to a rigid inflatable rubber boat.
He tested the calibration on a similar pistol supplied by the
LASD and positioned in the water as a test. He found that pistol
in three of three attempts.

His search revealed 4 possible targets. All targets were with-
in 3-4 feet below the floor of the lake, in approximately 4 feet
of water. Each possible target was located and marked.

Logistic support for this operation was extensive. The rigid
inflatable rubber boat and crew was borrowed from the Second
Battalion, First Marine Regiment at Camp Pendleton. The pick-
et boat used to maintain the search pattern and its crew came
from the US Coast Guard Station, Long Beach. Coordination
for support was handled by the NLECTC-West.

Dr. Bakhtar performed postprocessing on his collected data
and eliminated three of the four targets. The image of the most
promising target is in the figure at the right. The LASD dive
team returned to the site, used a backhoe to dig in the area and
found the target after extensive sifting of the extracted mud.
This search was hampered by limited ability to perform under-
water excavation. The final discovery of the target was by using
a magnetometer commonly used to find underground cables and
pipes. The target was an L-shaped hinge similar in size and
weight to a small pistol. A follow-on interrogation of the sus-
pect revealed that the pistol had actually been thrown in the
lake in a different place.
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This technology is worthy of continued development for
policing and public safety use. This prototype was developed
under funding from the US Air Force for the purpose of
clearing bombing ranges of unexpended ordnance.
Leveraging that research to produce a useful tool for this doc-
vmented requirement is worthwhile.

Less-lethal Weapons _
During this reporting period the NLECTC-WR initiated and
expanded a program planned to investigate, identify, and eval-
uate promising technologies applicable to the law enforce-
ment and corrections industry’s needs for less-lethal weapons
and devices. The goal of this initiative was based on three
broad categories of effort:

« Identify the requirement and the need
« Identify and evaluate the state of the art

» Investigate and encourage the entrepreneurial develop-
ment of promising candidate technologies

Once this capability had been developed, the next stage
was to create a network of researchers, operators, developers,
and law enforcement and corrections agencies progressive in
their approach to the application of less-lethal technology.

The NLECTC-WR was, and continues to be, ideally suited
for the study, research, and development of less-lethal tech-
nology. Arguably, most, if not all, of the ideas for less-lethal
weaponry and the majority of ideas and pursuant develop-
ment have originated in this region. Federal labs in the
Pacific Northwest, California, and New Mexico have, and
continue, to do research probes on less-lethal technologies.
Many of the advanced ideas for the next generation of less-
lethal technology have originated from small research firms
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in the West, often spin-off companies from the aerospace
industry in Southern California. .

Recognition of the need to develop effective and safe less-
lethal weapons for use by law enforcement and the military
has surged periodically in the recent past. Events encouraging
the development and employment of these types of weapons
include the 1970 Kent State University protests and a 1986
report by the US Attorney General that specifically identified
the need for the immediate development of effective less-
lethal options for law enforcement operations.

Current interest in the use and development of less-lethal
weapons regained momentum in 1994 and can be marked
subsequent to the 1993 deployment of the US Marines to
Somalia. The Marines were trained on and equipped with
nonlethal weapons by the Los Angeles Sheriff’s Department.
This renewed interest and the recognition by both the
Department of Justice and the Department of Defense of the
dual-utility of less-lethal technology created several initiatives
to advance the state of the art.

Following the national trend, less-lethal weapons are gain-
ing acceptance for law enforcement and corrections applica-
tions. Such weapons, as evaluated by the industry in general,
offer the ability to compel compliance, offer additional opera-
tional options to peace officers, and reduce violence. Experts
agree that the state of the art at present is refined kinetic ener-
gy weapons, examples of which include bean-bag rounds,
sponge grenades, stingball grenades, and a variety of options
on this theme. Other traditional less-lethal options include CS
(or “tear”) gas and OC (or pepper) spray.

The NLECTC-WR personnel monitored, attended, or par- .
ticipated in a continuing series of symposia, conferences,
trade shows, and demonstration events, and observed a vari-
ety of less-lethal weapon initiatives between 1994 and 2000.
Of particular significance was the Memorandum of
Understanding (MOU) between the Department of Defense
and the Department of Justice. This MOU enabled the
NLECTC-WR to establish information networks among the
various research labs, program offices, and executive agents
of the Department of Defense and the Department of Energy.

Further, the NLECTC-WR established and has main-
tained, through its Advisory Council, active networking with
the technology exploration section of the L.A. County
Sheriff’s Department and with law enforcement instructors of
less-lethal weapons courses, various research and develop-
ment companies and inventors, researchers, and advisors.

Building the capacity to explore, evaluate, and assess the
characteristics of various less-lethal technologies, the
NLECTC-WR staff has briefed or presented information on
the topic of less-lethal technologies to a variety of law
enforcement organizations. Examples of agencies include the
California Peace Officers’ Association, the California
Corrections Technology Committee, the L.A. Sheriff’s
Department, the California Peace Officers’ Association tech-
nology committee, the Canadian Police Research Center, an
Emergency Response Team of the Royal Canadian Mounted
Police, the IACP and representatives from the British Home
Office.

By 1999, the NLECTC-WR had established and main-
tained an active liaison with the Department of Defense Joint
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Non-Lethal Weapons Directorate and the Marine Corps
Systems Command Non-Lethal Weapons Program Office.
There is a direct correlation between the research and develop-
ment for less-lethal weapons used in Military Operations in
Urban Terrain (MOUT). This activity has commonality with
.'nodem policing.

Having established a general background in the assessed
needs of law enforcement and corrections, the NLECTC-WR
has supported, encouraged, or assisted in the sponsorship of
several less-lethal projects.

Ring Airfoil Projectile. The ring airfoil projectile (RAP) is a
product of the US Army Research Lab developed in the 1970s
as a first attempt to make a nonlethal round combining kinetic
energy and incapacitating agent. The original system was
demonstrated to the NLECTC-West Advisory Council in
January 1997. The system satisfied the requirements of range,
accuracy, and non-lethality for policing and corrections. There
were two significant advantages to this technology in addition
to its functional attributes: the successful adaptation of this
system for domestic policing could provide a model for dual-
use technology (DOD/DOJ), and the extensive research and
development for technical, human factors engineering and test-
ing had already been done. It was designated as an appropriate
system for follow-on evaluation and testing.

The US Army’s final type-classified (production model)
projectile was composed of a soft rubber structure of
32-durameter hardness, contained CS powder (tear gas) as the
incapacitating agent, and was launched from a muzzle-mount-
ed adapter for the standard service rifle (the M-16A1) of that

time. Energy to propel the projectile by way of a sabot on the
.auncher adapter came from a low-grain blank cartridge.

The projectile’s advantage in range and accuracy is due to
its trajectory and flight characteristics. In contrast to most cur-
rent less-lethal (and lethal) projectiles, which are ballistic, the
RAP is aeroballistic. That is, it flies. The cross-section of the
RAP is that of a conventional wing, with a leading edge, a
trailing edge, and a chord. This wing shape is formed into a
circle and spin-stabilized. The resulting characteristics include
accuracy, stability due to spin (5000 rpm), and conservation of
launch energy. Unlike a bullet, beanbag, or other conventional
projectile, which loses energy quickly once leaving the muz-
zle, the RAP retains most of its energy through its maximum
effective range. A beanbag cannot be used at point blank range
because of the high muzzle velocity needed to propel that
beanbag a relatively short distance. The beanbag must be
launched at a more lethal velocity and used at a determined
distance where the projectile’s velocity is likely to be non-
lethal. In contrast, the RAP can be launched at a non-lethal
velocity and maintain that velocity, less minimal velocity
decay, for its entire effective range.

The RAP was presented to the National Institute of Justice
as a potential research and development project in earty 1997.
It was approved, funded and initiated. The original RAP sys-
tem consisted of the M-16 rifle as a launcher, a launcher-

adapter fitted to the rifle muzzle, the RAP projectile, and a
.ow—grain blank round for propulsion. This system was evalu-
ated by a panel of law enforcement advisors and changed as
the conceptual design and function, based on examination of
the prototype, required that the RAP projectile retain the same
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Ring Airfoil Projectile

flight, kinetic energy, and accuracy characteristics. The
launcher would be shaped and fired like a pistol, and the pro-
jectile and blank would be combined to make a self-contained
round that could be quickly loaded, fired, and discarded. This
system would be very light weight and relatively inexpensive.
The projectile would be designed to carry OC powder instead
of CS gas crystals, and the impact would have an effective dis-
persal pattern on impact. Guilford Engineering Associates, in
conjunction with the original principle investigator of the
Army system, Abe Flatau, produced a prototype launcher
within 6 months.

The project was funded and work has continued uninter-
rupted from 1997 until the end date of this report. Guilford
Engineering has teamed with CDS, Inc., a company specializ-
ing in chemical agents, for the development of the complete
projectile. There has been no consulting collaboration with the
originator, Abe Flatau, since 1998.

As of the end date of this contract period, the state of the
project is as follows: one launcher has been built, the full-up
round has been designed, and the dispersal pattern for the
round after impact has been periodically tested and document-
ed. Technical problems of initial muzzle velocity, chemical
agent dispersal, antomated manufacturing of the projectile, and
material selection for manufacture of the self-contained round
remain unsolved.

Multiple policing and correctional agencies in the Western
Region are enthusiastic about evaluating the end product.
Incapacitating Gas EA 4923. Information and research on the
chemical incapacitating agent EA4923 was discovered after
several outreach requests for technology exploration to improve
on the two principal chemical agents currently used in policing:
tear gas (CS) and oleoresin capsicum. NLECTC-West forward-
ed the initial information to the Research and Development
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Division of the Office of Science and Technology, National
Institute of Justice for information and investigation in 1998.

Delivery, dispersal, effectiveness, and environmental cleanup
are four considerations in the operational employment of riot-
control agents. The investigation of the compound EA4923 was
to explore the possibility of improving on the problem of envi-
ronmental cleanup and decontamination.

The investigation of compound EA4923 occurred in 1998
and 1999, and consisted of an examination of compiled
research and several personal interviews with four researchers.

The researchers were:

James W. King, Ph.D., Foundation for Chemistry,
PO Box 116 Balsam, NC 28707-0116

George A. Grant, GA Grant Scientific Consultants, Ltd.,
General Delivery Box 25, Calabogie, Ontario, KOJIHO

Timothy B. Weyandt. M.D., Weyant Associates,
Rt. 1, Box 387D, Huntingdon, PA 16652-9301

Walter E. Sultan, 1203 Springwood Terrace,
Fallston, MD 21047

Their combined research is found in a US Army report from
the Aberdeen Proving Ground through Battelle Columbus, 505
King Ave, Columbus, OH 43201-2693. The subcontract number
is 104077-TG117669.

From the report, and from interviews with Dr. King and Dr.
Weyandt, the NLECTC-West reported the following applicable
information to the research and development division of the
Office of Science and Technology:

EA4923 required no environmental cleanup for decontami-
nation. Dr. King, a chemist, explained that the outgassing of
EA4923 was complete within 24 hours of dispersal and often in
less time. In other words, the compound and the associated
smell evaporates and dissipates without cleanup. This is in con-
trast to CS, which requires 15 minutes of decontamination and
OC, which requires 45 minutes of decontamination for the
same effect as OC.

The other issue regarding OC is unintentional death after
exposure. Dr. Weyandt, a physician and career Army doctor,
had several comments on the advantages of EA4923 over OC
concerning unintended reactions to chemical agent, summarized
as follows:

OC is currently considered less of a threat because it is a
naturally occurring substance and is therefore labeled “natural.”’
The use of this word can be potentially misleading. It is gener-
ally known that the British Police use CS and avoid the use of
OC. Dr. Weyandt’s opinion is that in the long term, OC may
produce more unintended consequences than either CS or, if
ever used, EA4923. Population statistics indicate a 1 in 100,000
chance of allergic reaction to either CS or EA4923, buta 1 in
10,000 chance of an allergic reaction (food reaction) for a natu-
rally occurring substance like OC.

CS, CN (commonly called Mace), and EA4923 were evalu-
ated by the Army in the 1980s for effectiveness and other attrib-
utes, summarized by the aforementioned report by the listed
points of contact. The Department of Defense rejected CN
because of the higher potential for skin blistering. The Army
chose CS as the favored riot-control agent. The Marine Corps
chose EA4923 as the agent of choice for training, but the final
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outcome was universal use of CS for training and riot control.

It is the opinion of all of the points of contact, and the gen-
eral opinion of their listed report, that EA4923 should be
selected, or at least evaluated and tested, for use as a riot con-
trol agent.

NLECTC-West forwarded this technology exploration dis-
covery to NIJ/JOS&T Research and Development in early 1999
as additional data to assist in the continuing and difficult search
for progress in less-lethal technology.

Acoustic Incapacitation Devices. The NLECTC-WR has been
working with SARA Corporation to evaluate devices developed
by SARA for non-lethal incapacitation. SARA, operating under
a contract to the Defense Threat Reduction Agency, has devel-
oped several devices that may have application for law enforce-
ment and corrections agencies. The devices generate low-fre-
quency waves that induce nausea in the targeted individual,
reducing their effectiveness in threatening officers.

In summary, the NLECTC-WR had, by 2000, established
the capacity to evaluate, inform, track, and present information
on the general initiative for the use and advanced development
of less-lethal technology in law enforcement and corrections.
The intermediate goals of understanding current use of less-
lethal technology employment; creating the ability to effective-
ly brief current use and policy; and evaluating and monitoring
near-term and advanced research and development had been
achieved by 2000. The NLECTC-WR maintains and updates a
current file and briefing on less-lethal technology. (Appendix
12 lists additional meetings and conferences that the Center
supported in this area.)

Information and Sharing Analysis
The NLECTC-WR has recognized from the outset of its forma-
tion that sharing information amongst LEC agencies presents
one of the greatest opportunities for the NLECTC-WR to
improve the safety and efficiency of the agencies’ officers and
staff. The NLECTC-WR has worked with agencies in Alaska,
Hawaii, Washington, Oregon, California, and Arizona on vari-
ous elements of information sharing. The NLECTC-WR has
assisted these agencies with voice communications, data deliv-
ery systems to patrol vehicles, database organization, dispatch
center design studies, and radio system coverage analysis. The
project summaries for several of these projects are contained in
Appendix 13.
Training and Simulation
Exploration into the utility of modeling and simulation for use in
policing, law enforcement, and public safety is generally under-
taken in three areas: initial training, proficiency training, and
rehearsal for complex operations. The impetus for using model-
ing and simulation for initial training and proficiency training is
cost and resource conservation. This is similar to advances in
simulation for flight training. It enables the teaching of familiari-
ty and procedure for initial training, and it hones learned behav-
ior and clarifies procedure in proficiency training. Rehearsal
complex and multidisciplinary public safety operations. ‘
This can range from planning for large events such as

modeling and simulation similarly conserves resources, and
offers the potential to examine different courses of action in

parades, conventions, and riots to tactical planning for high-risk
events.

This document is a research report submitted to the U.S. Department of Justice. This report has not
been published by the Department. Opinions or points of view expressed are those of the author(s)
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



Ventura, CA Mobile Data Computer

Initial cost and data collection are the two main detractors for

modeling and simulation development in policing, law enforce-
ment, and public safety. Accurate modeling is complex, and

odeling of the real world is based on accurate collection of
real-world data that will lead to accurate prediction models.
Leveraging previous and current Department of Defense
research and taking advantage of the quality of computer games
are two means of infusing modeling and simulation into public
safety that may be cost effective.

There have been several examinations of the potential utility
of modeling and simulation pursued through outreach activities
of the NLECTC-West.

Through coordination with the NLECTC-West, the San
Bernardino Sheriff’s Department investigated modeling and
simulation for initial training for driving, and for creating a
common operating picture at an emergency operations center
for training in preparation for complex operations.

This investigation included a trip to White Sands Missile
Range, New Mexico, to the US Army Training and Doctring
Analysis Center (TRADOC). There, briefings were given on
modeling and simulation for training and proficiency on vehi-
cles and on individual tactical skills. This application was titled
“soldier station” and has direct crossover utility for individual
peace officer training and proficiency. Obstacles to its employ-
ment are general acceptance, initial cost, and the time and cost
required to tailor it to peace officer standards and training
instead of soldier skill proficiency. Some, but not all, of these
skills from the differing professions are similar.

The ability to create a common operating picture using a
large emergency operations center and its infrastructure to simu-
late events and response also holds great promise. The demon-
stration to the San Bernardino Sheriff’s Department included
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the ability of the system to create, maintain, and direct a sce-
nario of increasing complexity. Designed to create the ability to
wargame at battalion and higher level, this modeling and simu-
lation capability has direct crosslink application in medium to
large urban policing agencies, as well as any size agency with
large geographical responsibility. Again, initial cost and mainte-
nance, and cost to tailor this system to specific local conditions,
are the two main obstacles to large-scale acceptance.

Based on several investigations of requirements for agencies,
and interviews with the California POST, it seems that most
emphasis for modeling and simulation will begin with initial
training, and specifically for training to a standard.
Development will accelerate when modeling and simulation is
useful to exchange some of the initial training for procedure
and knowledge now done by direct delivery, called “seat time,”
for self-paced and appropriately demonstrated and documented
“simulation.”

Finally, a limited technical field experiment using
Department of Defense modeling and simulation showed prom-
ise for utility in Los Angeles, in rehearsing and preparing for
the Democratic National Convention (DNC).

In 1999, the Los Angeles Police Department requested simu-
lation for helicopter crews for simulated familiarization flights
in and around downtown L.A, near the Staples Center, the site
of the DNC

The Institute for Defense Analysis, directed by the US Army
Reserve and in collaboration with the University of California,
Los Angeles, constructed a simulated flight program that was a
geographical replica of the area of downtown L.A. around and
including Staples Center. The simulation was complete, with
trees, street signs, billboards, and other visual clues commonly
used by pilots operating by visual flight rules (VFR) and using
ground reference. The purpose was to be able to do an area
familiarization for the crews.

Additionally, the Los Angeles Sheriff’s Department used the
system to enhance the common operating picture, brief complex
operations and events, and evaluate courses of action during the
DNC.

As a result of these operational experiments, the agencies
made suggestions for “operational enhancements” to the current
prototype. These operational enhancements were minimally
intrusive to the ongoing operations and have the distinct benefit
of revealing both shortfalls and strength of design and imple-
mentation of any technology. This type of data-gathering is
unique to outreach activities, and is not otherwise available.
This validates outreach activity that includes technology experi-
ments to improve equipment, gear, or devices that have been
built but not tested in an operational event.

Counterterrorism Technologies

Presidential Decision Directives (PPD) 39 and 61 directly
address the threat of terrorist events using weapons of mass
destruction (WMD) and disruption of the national network of
critical infrastructure. The significance of these indicators of
national policy is that such terrorist events are both a national
security concern and a local law enforcement and emergency
management situation. They are neither traditional missions for
first responders nor common or expected missions for military
operations. Although it is likely that crimes will occur during
these events, a terrorist act is not of itself a crime. Terrorist
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Counterterrorism Threat

events fall between our definition of crime and our traditional
understanding of war.

This emerging mission for public safety requires new con-
cepts, operations, and technology. The NLECTC-West defined
the strategy from which it would then develop specific technol-
ogy missions and expertise: investigate and define the law
enforcement and public safety responsibility to address the
unusual occurrences of WMD terrorism; mitigate disruption/
destruction of critical infrastructure and then identify specific
technology requirements for first response at the local level.

Tools for prediction, mitigation of events, and consequence
management were identified as priority law enforcement and
policing requirements for this multifunctional and complex
operation. Concepts of intelligence gathering and synthesis,
methods of tracking and pattern recognition were also consid-
ered useful tools for this effort. Further, personal protective
equipment (PPE) beyond the present definition of officer safety
would eventually be required.

Research for the identification, utility assessment, and cre-
ation of technology useful for counterterrorism preparation ini-
tiated and accomplished to date is as follows: the congressional
report on the threat of domestic terrorism and the vulnerability
of national critical infrastructure, often referred to as the
Gilmore Commission, cited two specific local examples of
models of planning and preparation for these two new threats.
Los Angeles County was cited by the commission as a leader in
organization and preparation for countering terrorist threats.
The Los Angeles County Sheriff’s Department, operating from
their Emergency Operations Bureau, has organized a multifunc-
tional public safety network. The L.A. Sheriff’s Department
functions as the secretariat of the group and has a small core
staff detailed to the task of orienting, organizing, and training
this multifunctional group as a counterterrorism cell, using

20

forensic intelligence and crosstraining to develop group compe-
tence. The state of New Mexico was also cited by the commis-
sion as an example of public-private sector cooperation in the
identification of critical infrastructure vulnerabilities. The
state’s emergency operations management has successfully cr'
ated a synergistic cooperative network among its public safety
organizations and its private sector infrastructure concerns. The
commission cited both these activities as models for other states
and regions to use as examples. NLECTC-West has representa-
tion on both the Los Angeles Terrorism Early Warning Group
and the New Mexico Critical Infrastructure Assurance
Committee. Over time and with continued association, the goal
is to understand the operations, explore the technology that will
have utility within these operations, and offer a valuable per-
spective to the continued development of capacity for local
response. The follow-on goal is to formalize the best practices
and encapsulate this operational knowledge into an effective
course of instruction that will be offered periodically through-
out the Center system by the NLECTC-West staff.

The basic operational model for command, control, and
operation of a Terrorism Early Warning (TEW) Group has been
developed over a four-year period in Los Angeles County, with
the Los Angeles Sheriff’s Department acting as the facilitator
and secretariat for the organization. Unlike more traditional
models of public safety operation, it stresses the integration of
operations as fundamentally different as law enforcement and
public health. Over time, the TEW has recognized that this
form of joint operation has a synergistic strength in operation. It
is this concept of operation that the NLECTC-West intends to
capture, describe, and disseminate as it builds a course for lo
and state law enforcement.

In summary, the counterterrorism effort and the concept of a
domestic response network is an advanced concept designed to
augment the initial training mandated to 120 cities by PDD 39.
It will require specific technology for all aspects of operations,
situational awareness, and command and control. The essential
building block of integrated efforts of an operational law
enforcement agency with other public safety departments has
been the key to current success and future entrepreneurial
advancement in effectiveness. Continued valuable contributions
from the NLECTC-West and the Center system will hasten
effective technology solutions. (See Appendix 14 for other sig-
nificant activities in counter-terrorism.)

Corrections

Corrections efforts were distributed across all the Center’s nor-
mal operations and capabilities. Work tasks included:

* outreach to various state departments of corrections

* system éngineering advice and support (SEAS) to
requesting organizations, including

* forensic support

* evaluation and demonstration of emerging technologies

* support to the Center system’s technology subcommittee
on corrections .
* interaction with the Center’s Regional Advisory Counci
(RAC) Subcommittee on Corrections
* requests as well as proactive actions in support of region-
al corrections conferences.
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Outreach. The Center utilized various approaches to increase
the awareness of corrections agencies as to services and prod-
-ucts available to them. The primary form of providing informa-
tion was through the RAC corrections members. These mem-
bers carefully and correctly informed their state counterparts as
o the Center’s services and availability. As a result of this
approach, the Center was able to provide information to
requesting agencies and respond to requests for SEAS work.
SEAS. The Center, through the auspices of the RAC, was able
to provide support to corrections agencies and worked to pro-
vide assistance to corrections agencies with emerging tech-
nologies:

* Audio and video tape enhancement—The Center serv-
ice of providing enhancement of audio and video surveil-
lance tapes for law enforcement agencies was used by
corrections agencies for their specific needs. The Center
enhanced audiotapes, providing investigators with infor-
mation about narcotics trafficking, third-party calling,
and gang intelligence information. Videotapes where
enhanced to provide investigating officers with informa-
tion about riot participants and exercise yard assaults.

* Work detail tracking project—According to the
American Correctional Association Directory for the
year ending June 30, 1997, there were 9,482 escapes,
with only 6,507 recoveries. The vast majority of these
escapes represent walk-aways from minimum encamp-
ments or outside work release assignments. The Center
worked on this shortfall to help develop the requirements
for a system to assist correctional managers in maintain-

. ing an increased level of control and identification of

inmates in a work-release or work-crew environment,
and to provide an immediate notification of an attempted
walk-away.

NLECTC Corrections Subcommittee Support. In order for

the NLECTC Centers to consistently deliver SEAS to the cor-

rections community in an effective manner, a technology sub-
committee for corrections was established. A member of the

Center staff represented the Western Region Center at commit-

tee meetings. Meetings were held at various venues, typically

during national corrections conferences. During these meet-
ings, the Center representative presented information detailing
efforts of interest underway in the Western Region.

RAC Corrections Subcommittee Support. The Center estab-

lished a Corrections Subcommittee of their Regional Advisory

Council (RAC) so as to provide technical interchanges of spe-

cific interest to corrections and custody RAC members. During

these meetings, current and evolving technology-intensive
products were presented to the group. This approach usually
led to discussions about the needs and requirements of the var-
ious agencies in the Western Region.

Regional Conference(s) Actions. The Center, with the assis-

tance of RAC corrections members, was able to compile a list

of candidate regional conferences to attend and present briefin-
gs. The Center selected high-impact statewide conferences and

eetings across the Western Region and provided technology
presentations and, when available, set up a booth that depicted
the Center’s services.
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Moundsville Prison

School Safety

Although the specific focus area and earmarked funding for
the general category of school safety did not exist within the
mandate of the Office of Science and Technology during this
reporting period, NLECTC-West has explored and evaluated
various applicable concepts and technologies.

Interviews and inquiries of individual peace officers and
agencies in various parts of the west similarly evaluate the
challenge of school safety. The problems of illegal drugs and
weapons are the most dramatic part of the challenge, and, in
general, a school population is a reflection of the local popula-
tion and its inherent security challenges.

The US Department of Education briefs that schools are, by
and large, safe havens for children. It cites statistics that show
that 43 percent of American schools have no crime. Our inquiry
into various schools in different locations and cultures do not
reach the same conclusion. Further, local peace officers dispute
the statistic and generally opine that crime in school is similar to
crime in the surrounding community, but that it goes largely
unreported.

Deterrence of drug use, possession, and sale and deterrence
of violence are the two operational issues of interest. Again,
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inquiry reveals that the same skills a peace officer requires in
the general area are valuable and useful in a school environ-
ment. Therefore, technology assistance useful in maintaining
social order in the town or city can directly cross over to utility
within a school.

At present, most requests for assistance involve technolo-
gies to compel deterrence from violence, or to detect weapons.
Therefore, surveillance and weapon-detection technologies
coupled with operational expertise and a cooperative atmos-
phere among school resource officers, administrators, and
teachers is a first requirement.

Pierce County in Washington State has created a network
among its schools to collect and make available to first respon-
ders information about school facilities that might be useful in
a crisis response. Technologies that support communication
between police agencies and other multifunction groups are
requirements.

Several western states seem to be identifying contingency
planning for school events with other complex incident plan-
ning. Computer-aided tools that manage data for course-of-
action development may be useful. Also of possible utility are
tools for simulating tactical operations by rehearsal. The utility
of these assisting technologies is speed of response and simpli-
fied coordination.

As with all technology assistance, concept development
should lead technology assistance development. The strategic
plan of action for the NLECTC-West is the following: create a
network of school resource officers and their associated multi-
functional teams (administrators and teachers); and inquire
about and assess their plans for the improvement of the school
safety environment; work to identify and develop assisting
technologies with continual assessment and feedback from that
local level, then refine, experiment and improve over time;
keep this network informed on improvements, emphasize
development at the operational level, and use that operational
knowledge to drive technology requirements.

Surplus Property

In January 2000, the NLECTC-West observed that small agen-
cies were in need of computing equipment and that The
Aerospace Corporation was embarking upon a computer mod-
ernization program. The Center took advantage of this opportu-
nity by initiating and developing a program of distributing
reconditioned high-end personal computers to small agencies
and facilities in the western United States.

Surplus computers were selected from storage at the
Aerospace facility and transferred to the NLECTC-West,
where the process began. The procedure started with a “gov-
ernmental wipe” of the hard drives, which rewrites the “0’s and
1’s” of the binary code on the disk. After the wipe, the systems
were sent thorough a check and testing process to make sure
that the computers and monitors were running at optimum per-
formance. After the performance levels of each system were
established, they were loaded with an operating system
(Windows 95-b) and word-processing software (Microsoft
Works). The next step involved the installation of a 56.6k-
voice/fax modem, as well as its software components. The
modem was then thoroughly tested to establish proper working.
order.

The resulting configuration allowed law enforcement agen-
cies, which did not have the technology available to them -
before, to be able to perform light word processing and have
access to the Internet, as well as establishing e-mail accounts.
The systems were then packaged in foamed containers and
shipped via FedEx directly to the agency designated to receive
the computer.

A representative from each state who sits on the NLECTC-
West’s Regional Advisory Council identified agencies that
were in need of such 'technology. During this reporting period
the surplus computer program has delivered the first five com-
puters to agencies in Oregon. The waiting list includes agen-
cies from other states in the western region and those agencies
will receive equipment as it becomes available. |

Administrative Activities

Organization
The NLECTC-West carried out its activities during this report-
ing period utilizing the staff activities described below.

The director of the NLECTC-West provided the primary
interface between The Aerospace Corporation and the NI1J pro-
gram manager during the grant period. The director was
responsible for project oversight and direction. The director
ensured that the NLECTC-West:

* was the honest broker between the communities it serv-
ices and the technology communities it utilizes

* maintained awareness of criminal justice operational
needs

* maintained awareness of the state of the art in appropri—‘
ate technologies

« facilitated regular communication between the user and
technical communities

* encouraged the development, evaluation, and implemen-
tation of appropriate technologies

* was a trusted agent of both N1J and the LEC community

The director provided a combination of support in adminis-
tration of the Center, outreach to the LEC community, and
some direct technical support. The primary duties of the
director were to:

Returbishing Surplus Computers
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Oregon Communities Receiving Computers

« interact with and satisfy the N1J customer

« facilitate science and engineering advice and support to
meet the needs of requesting law enforcement and correc-
tions organizations

« organize and work with the Regional Advisory Council
» organize and manage a staff to satisfy the above
» ensure the quality of the above work products

» work with The Aerospace Corporation to provide the
infrastructure for the Center

* appoint staff to the NI1J Subcommittees
» maintain the budget and schedule of the Center
The primary technical support of the Center came from two

. .m-house staff members who interacted with the technical matrix

from The Aerospace Corporation. These staff members had the
primary responsibility to work with the NIJ customer and the
LEC clients in those technology areas involving system design,
system integration, or technology insertion into existing sys-
tems. These individuals also had the responsibility to stay
abreast of the emerging technologies that will benefit the LEC
clients.

In addition to working with the technical matrix staff at The
Aerospace Corporation, the staff contacted other Centers,
national labs, and the military in order to uncover and under-
stand the technologies that might prove valuable to the LEC
community. They also maintained working relationships with
the other Centers in the NIJ system, with the Research and
Technology Development Division of N1J, and with the Joint
Program Steering Group at NIJ.

During this reporting period, the outreach activities of the
Center were distributed amongst the various in-house and tech-
nical support staff. Toward the end of the period it became
apparent that the outreach activity was significant enough, in
both importance and effort, to require its own dedicated posi-
tion. The director created a position of Outreach Manager,
whose primary responsibility was the outreach portion of the
NLECTC-West’s activities. By the end of the reporting period

the Outreach Manager became the primary responder to LEC
.requests for forensics assistance and for general information
regarding the Center system. This position ultimately managed
the mailing programs, the forensic database system, the client
quality-assessment program, and conference and symposia

support program. Focusing these diverse efforts in one position
has greatly enhanced the capability of the Center to conduct its
outreach activities.

Toward the end of the reporting period, the director found it
expedient to focus many of the Center’s infrastructure issues in
one individual. Tapping the experience of a secretary with
extensive experience in the corporation, the director assigned
this individual the responsibility to ensure that the daily opera-
tion of the physical plant and the interactions with The
Aerospace Corporation were consistently maintained. In addi-
tion, this person became the Center’s focal point for interaction
with the Regional Advisory Council. This focus has proven
valuable and has provided a consistent and effective relation-
ship with the diverse group found in the Regional Advisory
Council. In effect the director created the position of an execu-
tive assistant.

In addition, the executive assistant became responsible for
maintaining the joint calendar for the Center staff, for organiz-
ing the travel plans for the NLECTC-West staff, and for ensur-
ing that these travel plans adhered to the NIJ guidelines for cost
and reimbursement. The director has found that the executive
assistant is often the first contact that the LEC communities
have with the NLECTC-West and a well-trained and experi-
enced individual provided a positive and responsive first impres-
sion to LEC agencies contacting the Center for the first time.

The operation of the NLECTC-West relies heavily on the
“matrix” engineering staff of The Aerospace Corporation.
These individuals have primary responsibility for providing
objective technical assistance to the NLECTC-West and the
Center’s clients and customer. They are expected to bring the
expertise they have acquired in support of the Air Force mis-
sion to LEC agencies, to the extent allowed by classification
and security.

These individuals were selected from a cadre of over 2200
scientists and engineers. During the period of this report, the
NLECTC-West has utilized a core set of the technical matrix to
assist in forensic investigations, provide systems analysis, con-
duct technology evaluations, and support education and out-
reach activities. As a consequence, this core group is not only
technically well-versed, it is also familiar with the issues and
needs of the LEC community. In some instances, this group has
been called upon to assist in outreach activities as well, e.g.,
conducting technical presentations to the POST courses.

During the course of operation the Center staff discovered
that there was also valuable talent and information to be found
in the infrastructure support staff that maintains the corpora-
tion’s operations and physical plant. The NLECTC-West has
found that there is a pool of expertise at The Aerospace
Corporation that provides not only critical skills used in operat-
ing the NLECTC-West, but also hands-on experience in operat-
ing complex systems (e.g., nationwide computer networks).
This staff provided insight and guidance on daily operating
needs of agencies establishing similar systems and networks.

Of particular value to the NLECTC-West has been the pres-
ence of full-time, experienced law enforcement personnel on
the staff of the Corporation. These individuals are recent
retirees from major law enforcement agencies in the Los
Angeles County area. They include two medal of valor recipi-
ents who have strong and valuable ties to law enforcement
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agencies in the region. Their operations expertise was utilized
on several occasions to review and comment upon the work
products of the NLECTC-West.

Staff and Consultant Qualifications

The table below lists staff members who provided the bulk of
technical support during the period of this grant.

Technical Staff

Name Title Exp
Robert Pentz Center Director (retired July 1999) 40 years
Dr. Robert J. Waldron  Center Director (August 1999 to present) 32 years
Michael Epstein Systems Engineering Manager 35 years
Matt Begert Technology Applications Manager 25 years
Dr. Fletcher D. Wicker ~ Senior Communications Analyst 24 years

Dr. Raymond J. Talbot, Jr. Senior Forensic Analyst/System Engineer 29 years

Dr. Donald J. Rudy Imagery Forensic Analyst 23 years
Dr. Jorge V. Geaga Imagery Forensic Analyst 15 years
Dr. Harry C. Koons Senior Audio Forensic Analyst 30 years
Dr. James L. Roeder  Audio Forensic Analyst 29 years
Donald J. Buchwald Computer Forensic Analyst 30 years
Dr. Steven H. Margolis  Computer Forensic Analyst 20 years
Larry R. Jansen Computer Forensic Analyst 24 years
Dr. Gary Stupian Senior Forensic Analyst 25 years
Brent A. Morgan Forensic Analyst 18 years
Neil A, Ives Forensic Analyst 10 years
Ranwa Haddad Director, Trusted Systems Division 20 years
Charles Lavine Senior Engineering Specialist 17 years
Robert Cummings Law Enforcement Advisor 15 years

Supervision, Coordination, Control of Workflow

This section describes the approach used to manage the work-
flow at the NLECTC-West during the reporting period. It also
discusses the monitoring, controlling, and reporting procedures
the Corporation implemented.

Supervisory Objectives

The broad objectives of The Aerospace Corporation’s manage-
ment plan was to deliver trusted technical support and infor-
mation to the NIJ customer and LEC clients that was useful
and timely. The corporation understood that the LEC commu-
nities have little in the way of research and development fund-
ing, and therefore needed technology that was available now
or in the very near future. As a result, the corporation focused
its efforts on the near-term technologies, leaving the develop-
ment of advanced technology to others. In particular, the cor-
poration met the following objectives:

Satisfaction of NIJ Goals/Objectives

The NI1J goals and objectives have been supported and satis-
fied by The Aerospace Corporation during the reporting peri-
od. Technology demonstrations, technical assistance, and
“honest broker” services were provided throughout the entire
period of performance. The list of accomplishments in other
sections of this report attest to satisfaction of NIJ’s goals.
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Adherence to Budgets

The Aerospace Corporation maintains a suite of budget prod- -
ucts that are used to manage its activities for the Air Force.
The corporation uses SAP accounting software to generate
tracking and budget expenditure information in compliance ‘
with Department of Defense directives. This accounting sys-
tem has been approved by the Defense Contract Audit
Agency. The NLECTC-West utilized this same software to
manage the financial portion of the NIJ deliverables.

The corporation provided the NLECTC-West with the
ability to track labor expenditures to the hour, per week, per
employee level. These expenditures were organized into func-
tional units called job orders, with each job order capable of
being further refined into suborders.

The Aerospace Corporation established one job order for
the NIJ grant. The NLECTC-West then established sufficient
numbers of suborders so as to track the expenditure of N1J
funds to the level desired by NIJ. All budgets were met and
costs were kept within the assigned funding levels during the
entire period of the grant.

Maintenance of Adequate and Flexible Staffing

The Aerospace Corporation organized its staffing for the
NLECTC-West to provide skilled technical support to the
core activities of interest to NIJ. These activities took advan-
tage of NLECTC-West staff who work closely with the LEC
agencies to define projects that fit into the N1J support and
research programs. The staff also worked on the NLECTC
key issues subcommittees, and maintained contact with the
NIJ program manager to ensure current and timely support to
NIJ and the LEC client. .

The NLECTC-West staff had at its disposal a virtually
unlimited resource pool in nearly every technical area of
interest to N1J. This pool was called upon to support new
activities and new technologies with only a modest start-up
time. Forensics, communications, materials science, and other
disciplines were called upon by the NLECTC-West staff to
meet urgent requests from the LEC community.

Another feature of the corporation’s approach to managing
the NLECTC-West was its ability to maintain technical cur-
rency in areas of interest to N1J. Technical currency is the
“coin of the realm” for The Aerospace Corporation. Without
technical currency, the corporation ceases being of value to
the Air Force. The NIJ naturally participates in and takes
advantage of this currency by virtue of the fact that the
NLECTC-West draws upon the same technical talent pool as
does the Air Force. The technology overlap between the two
programs was and continues to be extensive.

The Aerospace Corporation used the “customer” and
“client” designations to differentiate amongst the work prod-
ucts it delivered.

Customer (NIJ)
The NIJ work products were generated in five basic modes:

Ongoing: the ongoing work product was that produced by
utilizing the N1J contact management system.

Periodic: these work products were those generated as part
of the monthly administrative and financial reporting process
and the quarterly director’s meetings.
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Ad hoc: these work products resulted from NIJ queries con-
cerning NLECTC-West activities, technology questions, and
NIJ’s forwarding of requests from N1J itself, other Centers, or

from legislators.
Planned: these work products resulted from known activities

hat take place during the fiscal year at uneven intervals, such as

conferences that N1J has designated for NLECTC-West support.
Special projects: these products arose when N1J assigned the

NLECTC-West a new task with additional funding and guid-

ance, e.g., Facial Recognition

Client (LEC)

The client work products were broken into three basic

categories:

« Periodic work products—composed of information prod-
ucts of various types. They were the result of proactive
efforts by the Center to reach agencies and provide them
information. These work products included:

« Mailings of N1J brochures, pamphlets, and reports

« E-mail messages, with information of interest to the
agencies (sent on a regular basis)

» Ad Hoc presentations at local meetings and profes-
sional or regional associations

* Presentations at education or training sessions

s Planned briefings and/or booth operation at confer-
ences and symposia

* Ad Hoc work products—the result of agency requests
for information and technical assistance. These work

products come in many forms and sizes, including:
¢ Forensic casework
¢ Specific technology questions

« General questions regarding potential technologies to
meet specified needs

= Questions regarding the design and implementation of
Systems

* Questions regarding the interconnection of multiple
systems

¢ Requests procurement support (defining a process, col-
lecting requirements, etc.)

* Planned work products—those resulting from agree+
ments with agencies to support their conferences, to |
attend and assist technology committees, and to work on
projects of interest to the agency. In some cases, these
planned activities result in improved capacity for the
agency or agencies to operate on their own in the future
(e.g., a network architecture design or a radio interconnect
project).

The Center has gained an understanding of the types of prod-
ucts it needs to produce in order to maintain its value to both
N1J and the LEC communities. As a result of the experience of
the past reporting period, the Center has made adjustments to its
procedures and staffing, as well as to its products, and is now in
a better position to provide the services expected by both the
customer and the client.
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Special Projects

In addition to the normal activities that the NLECTC-West
undertook during the reporting period, there were two partic-
ular projects that received special attention by the NLECTC-
West. In each case, the NIJ recognized the special capabilities
of the NLECTC-West to work on these projects and therefore
funded additional activities. The first activity involved a sub-
stantial effort on the part of the NLECTC-West over the
entire period of the grant. The second activity was shorter and
more focused in nature, and involved the evaluation of vendor
activities in the area of facial recognition. These projects are
discussed in the following sections.

Border Research and
Technology Center (BRTC)

In 1995 the NLECTC-West agreed to assist N1J in the cre-
ation of the BRTC in San Diego. The NLECTC-West
assigned one person to be a temporary on-site presence until
NIJ could place a permanent director in San Diego, the home
of the BRTC. Since that initial connection with the BRTC,
the NLECTC-West has continued to provide technical sup-
port to the BRTC, primarily in technical areas that have con-
tinued to be of interest to the BRTC. The funding for the
BRTC activities has been provided to The Aerospace
".‘orporation through the main grant that funds the NLECTC-

West. As a consequence, the BRTC activities are reported
here as a special project for the NLECTC-West.

The NLECTC-West has maintained a support function for
two principal BRTC activities: 1) The BORTAC radio inter-
connect project, and 2) SENTRI, the dedicated commuter
lane project. In addition, there have been other activities for
which the BRTC has requested support from the NLECTC-
West.

BORder TACtical (BORTAC)

In 1995 the US Attomey for the Southern District of
California requested that the BRTC work with local public
safety agencies (BORTAC team) in the San Diego area to
address the problem of incompatibility amongst the radio sys-
tems of public safety agencies in the area. The NLECTC-
West representative and a representative from the Navy’s
Federal Fire Department became the project managers for the
BORTAC project. At the beginning of this reporting period
the BORTAC team had identified a technical approach for
improving the radio system interoperability of the area’s pub-
lic safety agencies. The approach utilized common phone cir-
cuits to pass voice transmissions amongst radio systems for
rebroadcast.
In September 1996 the agencies had received funds and

installed hardware for the system. The US Attorney hosted a

ew conference announcing the availability of the system for
use by law enforcement agencies at the local, state, and feder-
al levels.
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In the subsequent months, the BORTAC management team
met with the participating agencies on a monthly basis,
through the summer of 1997. The management team worked
with the agencies to identify opportunities to utilize the BOR-
TAC system in support of law enforcement operations. The
team encouraged the agencies to practice utilizing the system
so that it would be readily available to them in an emergencly.
The management team organized a dry-run exercise, involv
ing multiple agencies dealing with an accidental spill of haz-
ardous materials resulting from the overturn of a vehicle
smuggling methamphetamine ingredients on the interstate
highway. As a result of the exercise, the agencies modified
their procedures for such an operation and began training
their dispatchers on the proper use of the system.

Subsequently, the NLECTC-West representative on the
BORTAC management team worked with the local agencies
to identify further training activities that were, in turn, used to
develop procedures and eliminate operational problems that
naturally result from combining law enforcement agencies for
joint operations.

During 1997 the agencies began to use the BORTAC sys-
tem on a regular basis, and the agencies developed new uses
for the system that had not been anticipated by the team at
the outset. The agencies conducted truancy sweeps, stolen
vehicle roundups, joint operations during US/Mexico border
demonstrations, and Fourth of July operations, as well as pur-
suits and rescue operations.

The Counterdrug Technology Assessment Center (CTAC)
of the Office of National Drug Control Policy (ONDCP) pro-
vided the funding for the BORTAC equipment and decided
that the project was worth advertising and disseminating to
other agencies in the US. Consequently, the NLECTC-West,
along with the Navy Federal Fire Department, made presenta-
tions to various technology forums sponsored by CTAC. As a
result of these forums, two more systems were installed along
the southwest border during the period of this grant. In both
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systems, one in El Centro California and the other in
Brownsville Texas, the NLECTC-West provided project man-
agement and technical support to the design and buildout of
the respective systems.

During the process of explaining the BORTAC concepts and
how they might be implemented, the NLECTC-West developed
a set of frequently asked questions (FAQs) which have been
distributed to agencies seeking further information on the con-
cept. The FAQs are included in Appendix 15.

Secure Electronic Network for Travelers’ Rapid
Inspection (SENTRI)

Concurrent with the BORTAC project, the NLECTC-West rep-
resentative to the BRTC became involved with a new project
that was also of interest to the US Attorney for the Southern
District of California. That project was the rapid and secure
transport of travelers across the US/Mexico border.

Studies, conducted by various public interest groups and
universities, indicated that there was a large number of regular
travelers who crossed the border on a daily basis. The study -
considered these people to be regular contributors to trans-bor-
der commerce and important components in a thriving com-
mercial trade zone.

The studies indicated that the waiting time required during
peak transit times across the border significantly reduced the
productivity of the region. The US Attorney urged the federal
agencies operating along the border to consider alternative
review and inspection procedures that would allow the most
frequent, and trusted, border crossers swifter passage through
the border checkpoints. Under the leadership of the
Immigration and Naturalization Service (INS), the federal
agencies established a committee that began to look into the
problem. The committee became known as the SENTRI team.

The NLECTC-West representative to the BRTC joined the
SENTRI team as a technical liaison between the SENTRI team
and the US Attorney’s office. The legal staff of the SENTRI
team carefully reviewed the NLECTC-West member’s affilia-
tion and motives, since the NLECTC-West member was the
only individual working for a corporation. Once the review
was complete, the NLECTC-West member became a partici-
pant in the SENTRI procedures.

The SENTRI team considered a myriad of issues in
approaching the problem of passing some travelers quickly
across the border, while maintaining the integrity of the border
at the same time. The NLECTC-West member contributed
technical information regarding possible approaches for verify-
ing travelers who were enrolled in the system. In addition, the
NLECTC-West member provided the team with access to local
information sources that were used to conduct background
checks on the enrollees in the SENTRI program.

During the course of three years, the SENTRI team
designed, installed, and tested dedicated lanes for commuters
in California and Texas. The team worked with vendors to
evaluate technologies for tagging vehicles, imaging the passen-
gers and drivers, checking for contraband, and building data-
bases for enrollees, as well as orderly processes for enrolling
travelers, advertising the program, and ensuring that the
integrity of the border was not violated by the SENTRI system.

The SENTRI team, including the NLECTC-West member,
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was given Vice President Gore's Hammer Award for reinvent-
ing the way government works. The award was presented by ~
Attorney General Janet Reno, who had oversight of the INS.
The NLECTC-West member who worked on the SENTRI
team is still consulted regarding the activities of the team,
which has continued to develop dedicated commuter lanes at
US/Mexico Ports of Entry (POE). The team is still active and
the NLECTC-West member is still copied on minutes and
invited to meetings. .
Other BRTC Activities

The NLECTC-West support to the BRTC covered many
activities in addition to BORTAC and SENTRI.

The NLECTC-West was involved in the early identifica-
tion of advisory council members for the BRTC. The
NLECTC-West representative identified individuals from the
following agencies to become members of the advisory coun-
cil for the BRTC: INS, US Border Patrol, US Customs
Service, US Coast Guard, FBI, EPA, ONDCP, Defense
Advanced Research Projects Agency, San Diego Police
Department, San Diego Sheriff’s Department, California
Highway Patrol, Imperial County Sheriff’s Department (CA),
Pima County Sheriff’s Department (AZ), Sandia National
Laboratories, San Diego Regional Technology Alliance, and
San Diego Dialog (a social science research group).

The NLECTC-West worked with the US Border Patrol to
research geographic information systems that could help the
agency with manpower assignments, research into surveil-
lance systems, wire-tapping facilities, improved seismic sen-
sors, and lighting systems.

The NLECTC-West worked with the BRTC’s government .
liaison manager (US Navy detailee) to identify and transfer
surplus property to the US Border Patrol, INS, the L.A.
County Sheriff’s Department, and the San Diego County
juvenile detention camp located in Campo, CA.

The NLECTC-West worked with US Navy research
organizations in San Diego to develop working relationships
for technology transfer from Navy activities to border law
enforcement activities. The NLECTC-West arranged for
Navy presentations to federal and local law enforcement
agencies regarding Navy communications and surveillance
technologies that could be beneficial to the law enforcement
agencies. The NLECTC-West worked with the US Border
Patrol and the Navy to obtain infrared surveillance equipment
for evaluation by the Patrol utilizing Navy equipment.

The NLECTC-West continues its support of the BRTC
today, primarily in SENTRI and BORTAC. The other
NLECTC-West activities were taken over by a permanent
director of the BRTC in 1997.

Facial Recognition

The National Institute of Justice (N1J) assigned the Center
imagery enhancement as one of its focus areas. Since its
inception, the Center has continued to develop and improve a
capability to meet the video forensic needs of law enforce-
ment and corrections agencies in the nine westem states.
These efforts have given the Center an understanding of its
requirements to operationally support law enforcement and
corrections agencies as well as the Office of Science and
Technology (OST).
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Facial Recognition
Constructs

Based on this expertise, N1J requested that the Center work
with OST, the National Institute of Standards (NIST), and NIJ
grantees to develop a methodology and process for introducing
and demonstrating video face recognition technology to law
enforcement operations.

As part of this effort, the Center worked in an advisory role
to recommend practices and technical solutions to develop a
standard mechanism to introduce video and face recognition
technology into law enforcement agencies. Further, the Center
was asked to recommend minimum technical specifications,
applicable technical standards, and target configurations of sys-
tems, hardware, and software that would support end user
needs. The Center also provided support in the area of interop-
erability testing concepts, providing expertise and lessons
learned from experience with various integration tasks.

During the course of this project Center staff members visit-
ed three vendors involved in an NIJ Facial Recognition project.
During these visits, the Center’s representatives were briefed
on the technologies in use and the proposed program plan for
this project. Center personnel visited Viisage Technologies and
Sonotech, Inc., for in-depth demonstrations and technical dis-

cussions about their facial recognition capabilities and prod-
ucts. Following these meetings a Center project manager trav-
eled to the Northeast Center to attend a program management
meeting. This meeting focused on the NIJ’s grant award and
subsequent management of a Facial Recognition project with
Anser Corporation. Center staff developed a briefing explaining
the basics of facial recognition and the issues that must be
addressed when selecting 'and installing such systems.

Generally, facial recognition systems use some other bio-
metric technology, such as fingerprint identification or voice
recognition, to validate results. Currently these systems are in
use for suspect identification, gang tracking, illegal alien traf-
ficking, crowd surveillance, and facilities-access control.
Typical systems compare captured and digitized images against
some sort of archived imagery data. One of the principal teth-
niques in use is the process of developing “eigenfaces” for|cap-
tured images. This process, developed by Sirovich and Kirby,
transforms the image into a set of linear deviations from a
mean or average face. This approach requires accurate position-
ing of the image and is sensitive to lighting. In fact, some peo-
ple consider facial-recognition systems to in fact be illumina-
tion-recognition systems. This two-dimensional approach
works well as long as the face is not twisted, dipped, or raised
by any large amount. The two leading implementers of this
technological approach are Visionics Corporation and Viisage
Technologies, Incorporated.

In an effort to reduce the errors associated with head posi-
tions outside of expected limits, the Office of Law Enforcement
Technology Commercialization (OLETC) is finalizing a three-
dimensional approach to facial recognition. This approach
involves dividing the head into 64 categories, to create 256 pos-
sibilities for each feature (256 noses, 256 chins, etc.). By reduc-
ing these features to linear vectors, the software can search 1
million images in less than one second.

Currently the field of facial recognition is moving quickly as
compute power increases and more and more organizations see
the possibilities for application of this biometric.
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Appendix 1

National Institute of Justice (NIJ)

Created in 1968, the N1J is the research and development arm
of the US Department of Justice (DOJ). The NIJ was created
to reduce and prevent crime, and to improve the criminal jus-
tice system. One element of the NIJ’s mission has been to
identify, develop, and introduce new technologies to fight
crime and improve criminal justice. NIJ accomplishes a sig-
nificant portion of this mission through a grant-dissemination
process. The NIJ grants focus on specific technical problem
areas and seek qualified respondents to research and under-
stand the application of technology to the improvement of the
criminal justice system. To further explore the use of technol-
ogy, NIJ formed the Office of Science and Technology
(OS&T) in 1992

Office of Science and Technology (OS&T)

The Office of Science and Technology provides federal, state,
and local law enforcement and corrections agencies access to
the best technologies available, and helps them develop capa-
bilities essential to improving efficiency and effectiveness.
The goal of OS&T is to support the development of new
technologies to serve the needs of law enforcement and cor-
ections agencies, while avoiding overlap and duplication.

I
: . The core activity in the OS&T mission is the issuance of

grants to accelerate the introduction of new and effective
technology to the law enforcement and corrections communi-
ties. Grants are awarded in specific technical areas (e.g.,
DNA forensics) as part of an overall technical program
focused on areas of interest. The Research and Technology
Development Division (RTDD) and the Joint Program
Steering Group (JPSG), which is a joint effort of the DOJ and
the Department of Defense, administer these grants.

The areas of interest are gathered from the law enforce-
ment and corrections communities through the Law
Enforcement and Corrections Technology Advisory Council

NLECTC Rocky Mountain

Denver, CO

NLECTC West
El Segundo, CA

@
Y
‘ S

NLECTC System .
January 2000 a’

Synopsis of NIJ and the Office of Science and Technology Mission

(LECTAQC). Priorities garnered from LECTAC provide guid-
ance to OS&T regarding research focus areas, which are in
turn supported through grant solicitation and peer review
selection.

Description of the NIJ Center System

One of the primary mechanisms through which OS&T
accomplishes its mission is its network of regional technical
assistance centers——the National Law Enforcement and
Corrections Technology Centers, which are also funded
through the grant process. The Technical Assistance Division
(TAD) of OS&T administers these Centers. TAD and RTDD
staff work together to ensure that the Centers understand the
needs and goals of the RTDD technology programs.

The NIJ Center system is designed to work with and com-
plement the other OS&T grant programs. The Centers work
to gather requirements that assist the LECTAC in setting pri-
orities, and that assist technologists in understanding the
needs of law enforcement and corrections agencies.

Current System of Centers

The NIJ currently operates a “confederation” of technology
centers, located in various regions of the United States. There
are four centers like the NLECTC-West, i.e., general-purpose
facilities that perform all of the functions described above.
These centers are coupled with specialty organizations that
focus on forensics, the border, commercialization, standards,
and system-wide information support. Though the Centers
share responsibility for delivering the functions outlined earli-
er, they are each encouraged to draw upon their own particu-
lar expertise to make unique and singular contributions to the
overall mission. It is this diversity within the overall frame-
work that gives the NIJ Center system much of its vitality.

Below is a map of the NLECTC sites as they were consti-
tuted in January 2000.

NLECTC Northeast
Rome, NY
NLECTC National
Rockville, MD
NLECTC Southeast

Charleston, SC
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Appendix 2
‘ Letters of Appreciation and Recognition

The work of the NLECTC-West is often solicited at the early stages of a law enforcement
or corrections agency’s need. The assistance may take the form of a request for informa-
tion conceming a particular technology, the application of a technology, or direct assis-
tance on a technical matter, e.g., forensic assistance, hardware repairs, or fabrication of a
unique, one-of-a-kind product.

In most instances, the Center is unaware of the final dispostion of the information. In
some cases, forensics for example, the assistance provided by the Center is given early in
an investigation or prior to utilization by the agency. As a consequence, the agency may
not always be in a position to formally acknowledge the assistance at the time it is given.

However, when the Center’s assistance is acknowledged, it becomes a gratifying ele-
ment to the staff of the Center. This appendix shares some of those acknowledgements
with the reader. These letters often indicate the role of the Center in a much larger activi-
ty and they provide the context for the Center’s efforts.
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SHERIFF-CORONER DEPARTMENT

COUNTY OF ORANGE -
CALIFORNIA MICHAEL S. CARONA

SHERIFF-CORONER

ASSISTANI SHEHIFFD

SERVING THE UNINCORPORATED AREAS OF

ORANGE COUNTY AND THE FowLowing cmes  QFFICE OF SHERIFF-CORONER ng, :QJE#T
s PONT GEORGE H. JARAMILLO
DANA POINT SAN JuAN CAPISTRANO SE H. JAR)
A HILLS. STANTO : T SMON
tﬁgng NIGUEL VILLA PARK January 26, 2000
LAKE FOREST HARBORS, BEACHES & PARKS
MISSION VIEJO JOHN WAYNE AIRPORT
SAN CLEMENTE ocTA

National Law Enforcement Technology Center
C/O The Aerospace Corporation

Attn: Dr. Robert J. Waldron, Director

2350 E. El Segundo Blvd.

El Segundo, CA 90245-4691

Dear Dr. Waldron:

I would like to take this opportunity to thank you and one of your staff,
Engineering Specialist Albert Young, for lending his expertise to solving an
involved technical problem for us.

Investigator Bill Davis, from my Special Operations Bureau, met with Mr. Young

of thecAerospace Corporation regarding some malfunctioning electronic .
countermeasure equipment. This equipment is crucial to our Special Operations

Bureau when they are tasked with locating covert electronic surveillance

transmitters, phone line taps, etc. Repair and service was no longer available from

the original manufacturer or other sources due to the intricate nature of the

circuitry. Mr. Young was not only able to restore the equipment to working order,

but also added some modifications that improved the original design.

Please express my sincere appreciation to Mr. Young, and if my staff can assist
you or your organization in any way, please don’t hesitate to call.

/Siﬂeerg\ly,

MSC:iil | : o

DRUG USE
550 NORTH FLOWER STREET ¢ P.O. BOX 449 « SANTA ANA, CALIFORNIA 92702-0449 « (714) 647-7000 fﬂ
L]
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I SERVING THE UNINCORPORATED AREAS OF

SHERIFF-CORONER DEPARTMENT
COUNTY OF ORANGE

CALIFORNIA MICHAEL S. CARONA
SHERIFF-CORONER

ASSISTANT SHERIFFS
DON HAIDL

ORANGE COUNTY AND THE FOLLOWING CITES OFFICE OF SHERIFF-CORONER i JOHN HEWITT

AND AGENCIES:

SAN JUAN CAPISTRANO

GEORGE H. JARAMILLO

DANA POINT ,
LAGUNA HILLS STANTON [TM SMON
LAGUNA NIGUEL VLAPARK .

LAKE FOREST HARBORS,

MISSION VIEJO JOHN WAYNE AIRPORT January 7, 2000

SAN CLEMENTE OCTA

550 NORTH FLOWER STREET * P.O. BOX 449 « SANTA ANA, CALIFORNIA 92702-0449 « (714) 647-7000

National Law Enforcement Technology Center
C/O The Aerospace Corporation

Attn: Dr. Robert J. Waldron, Director

2350 E. El Segundo Blvd.

El Segundo, CA 90245-4691

Dear Dr. Waldron:

Just a quick note to thank you and one of your staff, Dr. Harry C. Koons, for his
most expeditious technical assistance.

Investigator Bill Davis, from my Special Operations Bureau, approached Dr.
Koons with a Nagra, reel-to-reel miniature audio tape that contained a covert
conversation with a murder suspect in a high profile Orange County homicide
case. A significant part of this covert recording was done in a crowded
restaurant/bar and parts of the conversation were inaudible. Dr. Koons accepted
the challenge, and through his technical expertise was successful in filtering out
50% of the background noise on the recording tape. This gave the investigators
the additional needed evidence to present to the prosecutor. Please express my
appreciation to Dr. Koons, and if my staff can assist you or your organization in
any way, please don’t hesitate to call.

ely,

. Carona
Sheriff-Coroner

MSC:iil
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(ounty of Los Angeles
Sherift's Bepartment Headquarters
4700 Ramona Boulebard
Monterep Park, California 91754 - 2169

LEROY D. BACA, SHERIFF
PLEASE REFEN

TO FILE NO.

August 6, 1999

The Aerospace Corporation
2350 East El Segundo Boulevard M1/300
E! Segundo, California 0-245-4691

Re: NLECTC-WR-V88-039-GK

Dear Sir,

On January 31, 1999, a “take-over” robbery occurred at the Garfield Bar & Grill, located at
14123 ¥z Garfield Avenue in the City of Paramount. Fortunately the responding deputy
noted that there was a surveillance camera located within the establishment and seized

the videotape. Unfortunately the videotape was of poor quality due to having been recorded
over and over.

Detectives from the Lakewood Station’s Paramount Field Office brought the tape to your
business where Executive Secretary Gail Klass assisted the detectives. Analyst Jorge V.
Geaga reviewed the videotape and produced several still photographs from the enhanced
videotape. As a result two (2) suspects were identified and information was attained that
placed the two (2) suspects at a homicide scene the week previously. A “live line-up” was
scheduled for the eight victims of the Paramount robbery to see the suspects.
Unfortunately when it came for the line-up, the victims were either unavailable or had
second thoughts in regards to the prosecution of the suspects. As a resuit the Paramount
robbery case could not be filed. However, the suspects are currently being prosecuted in
regards to the homicide.

| would like to personally thank your for your assistance in enhancing the videotape which
aided in the prosecution of the suspects.

Sincerely,
LEROY D. BACA, SHERIFF

o (s

Marvin O."Cavanaugh, Captéin
Commander, Lakewood Station

A Tradition 0/[ Service
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CITY OF LONG BEACH

LU

J’}’I’ I POLICE DEPARTMENT
AAA 400 WEST BROADWAY « LONG BEACH, CALIFORNIA 90802
Robert M. Luman
Chief of Police Anthony W. Batts, Deputy Chief
Dale L. Brown, Deputy Chief
Ed Hatzenbuhier, Bureau Manager
Ref. 5.6 , Jerome E. Lance, Deputy Chief
July 16, 1999

Robert M. Pentz

Director

National Law Enforcement and Corrections Technology Center - West
c/o The Aerospace Corporation

2350 East El Segundo Bivd.

El Segundo, CA 90245-4691

Dear Mr. Pentz:

| am writing to thank you and your staff for hosting our group June 30, 1999. We
all found the visit extremely interesting. The resources at your center are truly
remarkable.

. . | filed a report to my deputy chief to share with the other Department chiefs.
) After describing the tour and Center, | recommended our Chief of Police consider
of your offer to become a member of the Advisory Council.

| also discussed your offers to present a four-hour investigations class at our
Academy, participate in a round table or panel discussion with our Department
managers and provide another tour of your facility to other Long Beach Police
Department personnel. | recommended we take advantage of all of these
proposals and volunteered to coordinate our efforts. As soon as | get
Department approval, | will contact you and start making arrangements.

In closing, thank you again for a thoroughly interesting and enlightening visit. |
look forward to working with you.

Sincerely,

LI m e H

Donald M. First
Commander, Long Beach Police Department

. DMF:plj
. Cmdr. First/mr. pentz letter
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C.O.P.S.

conference on products & services  Western States Integrated Law Enforcement Expo

WES

Mr. Matt Begert
2350 E. El Segundo Blvd, M1/300
- El Segundo, CA 90245

Dear Mr. Begert:

On behalf of the California Peace Officers’ Association, we wish to extend
our thanks for your participation at COPSWest! We have received a
tremendous response to our show, particularly the seminar offerings — for

this we thank you.

We were thrilled to learn over 1,100 attendees visited our show which had
over 230 exhibiting companies. Hopefully, you had an opportunity to visit
some of these vendors and enjoy the number of unique “tools of the trade”

that were on display.

COPSWest will return to the Ontario Convention Center September 27-28,
2000. We invite you to attend this event which promises even more
exhibiting companies, attendees and exciting events!

Once again, thanks for your support and dedication to helping make the
“first” annual tradeshow such a tremendous success!

Sincerely,

Carol Hutchings
Tradeshow Manager

1455 Response Road, Suite 190, Sacramento, CA 95815
Phone—{916) 263-5525 Fax—{916) 263-6090 E-mall—copswest @ cpoa.org Website—www.copswest.com
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STATE OF CALIFORNIA

CHUCK QUACKENBUSH, Insurance Commissioner

DEPARTMENT OF INSURANCE N. K. NEWMAN, Deputy Commissioner

FRAUD DIVISION
999 E. SLAUSON AVENUE
drv OF COMMERCE, CA 90040
one: {323} 278-5000

Fax:

{213) 838-0028 October 1 4. 1999

Dr. Robert Waldron, Director

National Law Enforcement & Corrections

Technology Center - Western Region

Aerospace Corporation .

2350 El Segundo Blvd. ‘ /
El Segundo, CA 90245 |

Dear Dr. Robert Waldron:

On behalf of the California Department of Insurance Fraud Division I would like to thank you for the
assistance from the Western Region of the National Law Enforcement & Corrections Technology Center.

I supervise a team of criminal investigators who have been conducting a three-year investigation of a
Russian Organized Crime Ring involved in a multi-million dollar conspiracy to defraud insurance
companies. This criminal enterprise involves doctors, attorneys and co-conspirators who stage
automobile collisions that target innocent victims on public highways.

During the course of our investigation we conducted 203 undercover surreptitious recordings involving
over 125 suspects. After extensive analysis of the surreptitious recordings several of the tapes were
identified as crucial for & criminal prosecution, however, five of these tapes were difficult to hear due to
background noise and low volume of the suspects’ voices. On July 8, 1999, we delivered the five tapes
for enhancement. By July 28, 1999, we were able to pick up the original audiotapes after they were
duplicated on to computer CD’s for analysis. On September 9, 1999 the final analysis was completed and

picked up by us for review.

The completed tapes were successful and the enhanced audiotapes will be utilized in the prosecution of
several suspects.

1 would especially like to acknowledge the assistance we received from a member of your staff, Gail
Klass, Gail was exceptionally helpful in explaining your facility to us, allowing a smooth transition to
drop off and pick up evidence and providing additional resource information.

Thank you very much for the assistance,

incerely,
Ao

Randall Richardson
Supervising Investigator
Fraud Division

Protecting California's Consumers
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‘ -
l rlData 1000 Wilson Boulevard
Arlington, Virginia 22209-2211
(703) 351-8300 .

- Fax (703) 351-8383

Philip S. Schaenman
President

March 30, 1999

Mr. Robert M. Pentz |
Director

NLECTC-West

C/o The Aerospace Corporation

2350 East El Segundo Boulevard

El Segundo, CA 90245-4691

Dear Mr. Pentz:

We would like to extend a word of thanks for the interest and involvement of your
Center in the recent N1J Electronic Crime Project field work. We enjoyed an excellent
series of workshops and the three days at each site were well organized. Support from
your staff was instrumental to the success of the workshops. Our jobs were made easier
knowing that most of the detai