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Abstract

American agriculture represents a "soft" target for terrorists. Experts agree that the single
greatest threat to our agricultural economy is foot-and-mouth disease (FMD). An outbreak of
this highly-contagious viral disease would have a catastrophic effect, including immediate
cessation of beef exports, full-scale quarantines, possible destruction of millions of animals,
stop-movement orders, and economic chaos (losses upwards to $60 billion). Five primary
groups are considered to be threats to agriculture: international terrorists, domestic terrorists,
militant animal rights groups, economic opportunists, and disgruntled employees.

NIJ authorized an in-depth study to determine law enforcement's role in protecting
against acts of agroterrorism. Through interactive focus groups, input was obtained from law
enforcement, livestock producers, meat packers, truckers, feedlot managers, and animal health
officials. Research methodology also included two simulation exercises; field surveys; field
interviews; and results of preventive measures initiated on a trial basis in Kansas.

Law Enforcement's Role. Unlike traditional enforcement duties, an FMD outbreak
would likely require law enforcement to remain on-site for 60 days or more to enforce
quarantines and stop-movement orders. Law enforcement's focus should be on prevention: (1)
identify threats to local agricultural industry; (2) conduct vulnerability assessments of potential
agricultural targets; (3) develop new partnerships; (4) establish a meaningful criminal
intelligence network; and (5) develop local community policing programs for agriculture.

Conclusions. The research team reached unanimous concurrence that law enforcement
has insufficient resources to adequately respond to an FMD outbreak. Law enforcement has
remained reactive, if not passive, in acknowledging agroterrorism as a serious threat. Criminal
intelligence concerning threats to agriculture is virtually non-existent. Published information is
silent on law enforcement's role in addressing threats targeting American agriculture.

Recommendations. To strengthen America's defense against threats of agroterrorism,
the research team developed eight recommendations:

1. In keeping with Presidential Directive HSPD-9, the Department of Homeland Security

(DHS) should provide leadership to address the threats of agroterrorism by developing a

national law enforcement strategy;

DHS should coordinate preventive measures developed by local law enforcement;

Local preventive measures should be funded by Federal appropriations;

4. USDA should pursue additional funding for its interdiction program targeting illegal

meat products being smuggled into the United States;

A national animal identification system should be mandatory, and rapidly implemented,;

6. Local law enforcement should commit to the aggressive development of information
sources concerning criminal threats to agriculture;

7. Agroterrorism awareness training should be provided by the Regional Community
Policing Institute, and funded through ODP grants; and,

8. Community policing programs for the agriculture industry should be developed to
promote local partnerships and prevent criminal activity, including acts of terrorism.
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EXECUTIVE SUMMARY

Overview

The impact of an act of terrorism on American agriculture can be summed up in four
graphic word pictures---terror, money, mass slaughter, and funeral pyres (Breeze, 2004). These
words illustrate the consequences of an attack on our livestock industry through the intentional
introduction of a foreign animal disease such as foot-and-mouth disease (FMD). One
agricultural economist estimates that a nationwide outbreak of FMD would result in immediate
stoppage of our beef industry, which would cost between $750,000 and $1 million per minute for
each operating business hour. The result would be too overwhelming for the livestock industry
to absorb and would stagger the U.S. economy.

America’s food supply is among the most vulnerable and least protected of all potential
targets of terrorists. With its exposed fields, farms, and feedlots, our livestock industry is
considered a “soft” target in military terms. Intelligence reports, published in the spring of 2005,
indicated al-Qaeda operatives are considering attacks against the United States on a number of
unspecified soft targets such as restaurants, movie theaters, and schools (Zagorin, 2005). Senator
Pat Roberts (R-KS), chairman of the Senate Foreign Intelligence Committee, warned of the
possible threat to American agriculture: ““We know that several of the September 11 hijackers
had agriculture training and that it would be very easy to attack our unprotected feedlots and
wide open croplands™ (2001).

Is America’s food supply safe from a terrorist attack? Are our farms, fields, and feedlots
protected from an act of agroterrorism? Could America’s beef industry and the country’s

economy survive an outbreak of a foreign animal disease such as FMD? According to



agriculture experts, politicians, economists, law enforcement officials, and researchers, the
answer to each of these compelling questions is the same: No.

Given the nation’s high vulnerability to an act of agroterrorism and its dire economic
impact, the National Institute of Justice (NI1J) authorized and funded an in-depth research project
to determine law enforcement’s role in protecting American agriculture from agroterrorism.

A diverse team of experts in the fields of law enforcement, livestock production, beef processing,
livestock transportation, animal health, agriculture economy, and academic research conducted a
21-month study of agroterrorism to accomplish the following objectives:

1. Identify the vulnerabilities of America’s livestock industry;

2. ldentify proactive measures by law enforcement needed to help protect the
nation’s livestock industry from agroterrorism;

3. Identify the emergency response procedures and resources required by law
enforcement to respond to an act of agroterrorism; and

4. Develop a standardized training module for law enforcement agencies interested
in addressing agroterrorism.

Law Enforcement’s Role in Agroterrorism

Based on the findings of this study, it may be an understatement that law enforcement
resources will be pushed to the limit in responding to an FMD attack on America’s livestock
industry. Unlike responses to “everyday” criminal activities--barricaded fugitives; homicide
crime scenes, missing persons---a foreign animal disease outbreak would likely require that law
enforcement remain on-site for 60 days or more to enforce quarantines and stop movement
orders. Law enforcement’s duties and responsibilities fall into two distinct categories:

prevention; and emergency response.



Prevention:

o Identify threats to the local agricultural industry;
Conduct vulnerability assessment of potential local agricultural targets;
Develop new partnerships with health officials and industry personnel;
Establish an awareness and criminal intelligence database;
Develop a community policing strategy for the local livestock industry.

Emergency Response:
e Implement local response plan (National Incident Management System
{NIMS});
Crime scene management:
o tissue collection from infected animals;
o0 evidence collection from the affected premise; and
0 suspect development.
o Enforce the quarantine plan ordered by the Livestock Commissioner;
¢ Enforce the stop movement order by restricting movement of all related
livestock vehicles;
e Conduct a full-scale criminal investigation to identify/apprehend/prosecute
suspects;
o Conflict resolution, e.g. civil unrest, breakdown of basic services, emotional
stress, and impact of public health issues.

Primary Threat to Livestock: Foot-and-Mouth Disease

America’s agricultural landscape, products, and methods are exceptionally diverse--
ranging from compact practices to open fields, feedyards, pastures, and public auctions--all of
which are virtually impossible to protect from intentional contamination. When considering acts
of agroterrorism, agricultural experts are unanimous in their assessment that foot-and-mouth
disease (FMD) is the most lethal weapon. FMD attacks cloven-hoofed animals (e.g. cattle,
sheep, swine, deer, elk, and goats), and it is regarded as the most contagious known virus (20
times more infectious than smallpox) with it’s up to 50-mile, airborne-transmission capability
from animal to animal. FMD results in vesicle formations on the tongue and hooves, and teats
causing painful blisters that result in the infected animal’s inability to walk, eat, drink, or be
milked. Unique characteristics of the FMD virus make it an ideal candidate for use as a weapon

of mass destruction which would result in scenes of mass slaughter, funeral pyres, economic
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turmoil, emotional trauma, and public chaos. It is an understatement to say that an outbreak of
FMD would tax law enforcement resources.

Local law enforcement’s first priority would be to establish and enforce a strict
guarantine area, as defined by animal health officials, around the infected premise. This
quarantine area, as shown in Figure 1, would be a six-mile radius surrounding the point of origin
(approximately 113 square miles in total land mass). No vehicles, equipment, or persons would
be allowed to enter or leave this quarantine area without detailed decontamination and
authorization. Approximately 40 roadblocks would be required to secure an entire quarantine
area. Inside the quarantine area, an “exposed zone” would be established in which all cloven-

hoofed animals would be destroyed.

Figure 1 - Foot-and-Mouth Disease Quarantine Area

Infected Premises

4.5 miles

Exposed Zone Surveillance Zone

Source: Kansas Animal Health Department

Law enforcement’s second or concurrent priority would be to implement a statewide stop
movement order issued by the livestock commissioner. This task, coordinated by the state
highway patrol, would involve a series of roadblocks on all highways coming into the state.

4



Agricultural trucks, trailers, and vehicles would be stopped and inspected. Trucks carrying
cloven-hoofed animals would not be allowed into the state. Stop movement would be a
daunting--if not impossible--task for law enforcement because stoppage of every cattle truck
would involve a number of critical variables. Each cattle truck would be diverted to a temporary
holding area, allowed to proceed to its intended destination, or returned to its point of origin.
The discretion of these three options would depend upon the disease risk presented by each truck
carrying livestock.

For law enforcement, quarantines and stop movement orders would present challenges
totally different from hostage situations, barricaded suspects, and traffic checkpoints because
FMD responses would remain in effect from 30 to 60 days. The length of the quarantines and
stop movement orders would depend largely upon the extent and location of the disease. These
challenges would be a tremendous drain on resources, and they represent a new mandate for law
enforcement.

Identifying the Terrorists/Extremists

There are five different categories of “terrorists/extremists” that could be considered

threats to American agriculture:

1. International terrorists, such as al-Qaeda, pose the most probable threat for an
intentional introduction of a foreign animal disease;

2. Domestic terrorists, such as anarchist or anti-government groups, could be
motivated to cripple the livestock industry;

3. Militant animal rights groups could view an outbreak of a foreign animal
disease as a positive event to promote their cause;

4. Economic opportunists could financially benefit from a dramatic impact or
change in market prices; and

5. Disgruntled employees could attack some segment of the livestock industry for
revenge.



Economic Impact

Agriculture is a major component of the U.S. economy with 2.1 million farms operating
on 939 million acres of land worth $1.43 trillion. The FMD outbreak in the United Kingdom in
2001 is the only economic model for projecting financial losses from an FMD event in the
United States. The U.K. epidemic affected more than 9,000 farms and resulted in the slaughter
of 6.2 million animals (Waters, 2005). The immediate loss of exports was the greatest impact on
the U.K. economy with estimates of the overall economic impact to the U.K. ranging from $3.6
billion to $11.6 billion. The losses experienced by the U.K. pale in comparison to those of a
projected outbreak in this country, which could reach as high as $60 billion. These losses would
continue for a number of years until world markets would again allow U.S. meat products to be
shipped internationally.
Law Enforcement’s Role in Protecting U.S. Agriculture

Figure 2 - AGROGUARD Sign
In the past, law enforcement’s only association

with agriculture occurred after a crime, in a follow-up 4 N\
AGRO - GUARD

COMMUNITY POLICING PROGRAM

investigation, and by arrest and prosecution of suspects.

Given the immense, immediate impact of agroterrorism, WE REPORT ALL
pactorag SUSPICIOUS ACTIVITY
this traditional, after-the-fact response is inadequate. KANSAS BUREAU OF
INVESTIGATION
During this research project, preventive strategies for 1-800-KS-CRIME
law enforcement were developed and implemented. The LOCAL LAW ENFORCEMENT

EMERGENCY DIAL 9-1-1
e © O

most significant strategy is a neighborhood watch

program entitled Agro-Guard. It represents a dynamic

partnership between law enforcement and livestock Source: Ford County Sheriff’s Office

producers, and it is designed to identify suspects, suspicious activities, and threats to agriculture



before the fact. Agro-Guard encompasses reporting suspicious activity to law enforcement,
posting warning signs (shown in Figure 2) throughout the livestock industry, holding community
meetings that feature presentations on law enforcement and animal health issues, developing
local emergency response procedures, and creating a public-access Web site to publish updates
and threat assessments. Finally, Agro-Guard involves stakeholders across the livestock industry.
Although this industry is generally viewed as fragmented, various segments often work closely
together, such as livestock producers rely heavily on grain producers, and packers rely on
truckers.

Beyond the community policing program of Agro-Guard, a number of other law
enforcement initiatives were implemented during this research project to help prevent an act of
agroterrorism in Kansas. These proactive initiatives include the following:

1. Establishing seven regional response teams of special agents and field
veterinarians to be deployed on command of the Kansas Livestock Commissioner
if a foreign animal disease is “highly likely,” which is termed level four in the
Kansas Emergency Plan for Foreign Animal Disease;

2. Providing training for local law enforcement officers to participate in Smuggled-
Food Interdiction Teams (SFIT) designed to identify and seize illegal food
products coming into the United States;

3. Establishing interaction between statewide intelligence databases and the Federal
intelligence network to assist local law enforcement in dealing with criminal

suspects and terrorists targeting agriculture; and

4. Developing baseline data to improve readiness capabilities of law enforcement
throughout the state of Kansas.

Conclusions
Based on the findings of this 21-month study, the research team was unanimous in

reaching the following conclusions:



Agricultural experts are in full agreement in their assessment that foot-and-mouth disease
(FMD) represents the greatest threat to America’s agricultural economy. An FMD
outbreak would result in immediate cessation of beef production and beef exports,
economic chaos, loss of public confidence in U.S. food safety, and destruction of millions
of cloven-hoofed animals during the eradication process. Recovery could take years.

An outbreak of FMD would have catastrophic consequences for law enforcement with its
insufficient resources and inadequate procedures to cope with quarantines, statewide stop
movement orders, and criminal investigations. Quarantine of infected premises and stop
movement orders would remain in effect for a minimum of 30 days, presenting a nearly
insurmountable task for law enforcement.

Law enforcement has remained primarily in a reactive, if not passive, mode in
acknowledging agroterrorism as a serious threat. With the exception of a few county
sheriffs, law enforcement has not developed preventive strategies to protect agriculture,
nor have they developed coordinated emergency response plans to deal with a foreign
animal disease outbreak.

Law enforcement intelligence concerning threats to agriculture is virtually non-existent.
At this time, state and federal intelligence networks are receiving little, if any, criminal
information from local law enforcement concerning suspects and suspicious activity
related to the agriculture industry.

Given the dire economic consequences, the United States cannot afford an outbreak of a
foreign animal disease, particularly FMD. The most effective deterrence in preventing an
act of agroterrorism would be the development of new partnerships between law

enforcement and agriculture. Much like the concept of community policing that emerged



in the early 1990s, law enforcement should work with members of the agriculture
industry to understand early warning signs, develop proactive measures, and develop
information sources who would report suspicious activity, potential criminal activity,
including possible threats of terrorism.

6. Numerous research articles, publications, and academic papers were found on the subject
of agroterrorism. However, published information was limited to discussions on animal
health diseases/viruses, threats to agriculture, veterinary medicine, and the economic
impact of agroterrorism. Law enforcement’s role in protecting American agriculture was
seldom mentioned and never received serious consideration.

Recommendations

1. Agroterrorism is a phenomenon that cannot be resolved by local, state, or federal law
enforcement operating independently. Rather, it represents a threat to our national
economy and, as such, should be treated as a priority within our nation’s homeland
security strategy. In keeping with Homeland Security Presidential Directive-9 (HSPD-
9), it is recommended that law enforcement become a full partner in providing protection
against a successful attack on American agriculture and its food system. As directed by
President George W. Bush in HSPD-9, the Department of Homeland Security (DHS)
should provide leadership to counter the serious threat of agroterrorism by developing a
comprehensive, fully-coordinated national strategy to protect American agriculture.
From a law enforcement perspective, DHS should provide the following coordination:

a. Provide overall coordination of proactive initiatives developed and implemented
by local, county, state, and Federal law enforcement;

b. Establish and maintain a public-access Web site to serve as a current source of
information focusing on law enforcement and animal health issues associated with
agroterrorism;



c. Provide advanced levels of training and educational symposiums on complex
issues associated with agroterrorism; and

d. Serve as a clearinghouse for proactive initiatives that addresses the threat of
agroterrorism.

2. Local law enforcement should address agroterrorism by initiating preventative strategies
within their respective communities. During this research project, a series of proactive
measures were developed and implemented on a trial basis, and are now being
recommended for implementation by agencies throughout the United States. These

strategies include:

e Agro-Guard is a community policing partnership between agriculture and law
enforcement featuring the reporting of suspicious activity, posting warning signs
throughout the livestock industry, and holding community meetings with
presentations on law enforcement and animal health issues;

e Regional Response Teams are comprised of KBI and FBI special agents and
KAHD and USDA field veterinarians. These specially-trained teams combine the

expertise of criminal investigators and veterinary medicine in responding to
threats targeting the livestock industry; and

e Smuggled-Food Interdiction Teams are comprised of local law enforcement
officers and USDA inspectors. These interdiction teams conduct investigations to
identify and seize illegal food products being smuggled into the United States and
sold at local markets and outlets.

3. Itis recommended that preventive initiatives developed by local, state, and federal law
enforcement addressing agroterrorism be properly funded by Federal appropriations
designated within the Department of Homeland Security’s annual budget.

4. Itis recommended that USDA pursue additional funding for the Animal and Plant Health
Inspection Service (APHIS) to expand its Safeguarding Interdiction and Trade

Compliance (SITC) capabilities. SITC was established to reduce un-inspected food

products being smuggled into the United States (i.e., meat products such as sausage and
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bologna which could be contaminated with an FMD virus). Despite being seriously
under-funded, SITC has been effective to date in its interdiction efforts.

5. As an effective investigative tool for law enforcement and animal health epidemiologists,
it is recommended that the National Animal Identification System (NAIS) be
implemented on a nationwide basis as a mandatory requirement. Currently, NAIS is a
voluntary practice. It would be difficult to conduct a criminal investigation and trace the
origin of an outbreak of a foreign animal disease without the assistance of a national
identification system.

6. The National Counter Terrorism Center (NCTC) serves as the primary terrorism-
intelligence database for law enforcement. In order for this database to be meaningful,
criminal information relating to suspects and suspicious activity must be channeled by
local law enforcement to state and federal authorities for analysis. Therefore, it is
recommended that local law enforcement commit to the aggressive development of
information sources concerning criminal threats to agriculture.

7. Itis recommended that the Office of Community Oriented Policing Services (COPS) of
the U.S. Department of Justice authorize an agroterrorism awareness training program for
law enforcement officers. This national training program, to be funded by Office of
Domestic Preparedness (ODP) grants from DHS, could be administered by the Regional
Community Policing Institute (RCPI) through its 29 regional offices at no cost to local
law enforcement.

8. In keeping with the principles of community policing, local law enforcement should
develop working relationships with the agriculture industry to address problems, enhance

security, and increase the awareness and reporting of suspicious activity.
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INTRODUCTION

Background of Research Project

America’s food supply is among the most vulnerable and least protected of all potential
targets for terrorism. Clearly, one of our softest targets lies in America’s livestock industry:
Fields and feedlots are readily exposed to a potential attack using a biological agent. One of
terrorism’s primary objectives is to destroy America’s economic base and diminish our national
security. As the United Kingdom painfully discovered in 2001, an outbreak of a foreign animal
disease (FAD) resulted in the destruction of 6.2 million animals, cost the U.K. in excess of $20
billion, and terminated its agriculture exports for years to come. Whether the FAD outbreak is
intentional or accidental, the result will be the same---economic disaster. Agroterrorism is not
about threatening individual lives; rather, an attack on agriculture is about “terror, money, and
mass slaughter”” (Breeze, 2004).

Risks for America. A strong consensus among agriculture experts exists that the single

greatest threat to our nation’s agricultural economy is foot-and-mouth disease (FMD). This
highly contagious viral disease attacks cloven-hoofed domesticated animals (e.g. cattle, swine,
and sheep) as well as wildlife such as deer and elk. Dr. Jerry Jaax, a research veterinarian at
Kansas State University with extensive military experience in biological warfare, has presented
compelling testimony to the U.S. Congress that outlines biological threats to agriculture: “Any
outbreak of FMD would mean the destruction of thousands of animals and create severe

financial losses in only a matter of days™ (2001).

In support of Federal legislation to protect America’s agriculture industry, Senator Pat
Roberts (R-KS), chairman of the Senate Foreign Intelligence Committee, stated, “We know that

the former Soviet Union had developed tons of biowarfare agents that were to be aimed at the
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North American agriculture machine. Many of these agents are still housed in unsecured
facilities, and many of the scientists are unemployed and willing to work for the highest bidder.
We also know several of the September 11 hijackers had agriculture training and that it would
be very easy to attack our unprotected feedlots™ (2001). Figure 3 illustrates the openness of
cattle feedyards. Senator Roberts added, ““The importance of agriculture to our economy and
our national security cannot be underestimated. We must take steps to protect our agriculture

producers and food supply’” (2001).

Figure 3 - Western Kansas Feedyard

This feedyard houses some 55,000 head of cattle and shows the exposed vulnerability for the intentional
introduction of a foreign animal disease. Within the state of Kansas, there are 462 licensed feedlots in full
operation. While cattle are in a feedyard, each animal will consume approximately 30 pounds of feed product
per day until reaching a weight of 1,200 pounds. (Photograph provided by Danny Herrmann.)

Projecting the economic loss for the United States from an FMD outbreak is a complex
task involving a number of variables, and the loss would not be a one-time event because

agricultural exports would be halted for an extended period of time. With this understanding,
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Dr. Nevil Speer, a nationally-recognized agriculture economist from Western Kentucky
University, estimated that a nationwide stoppage could cost America’s economy between
$750,000 and $1 million per minute for each operating business hour from the cattle industry
alone. This staggering economic impact, coupled with the “openness” of American agriculture,
lends credence to a troubling public statement made by Secretary Tommy Thompson, U.S.
Department of Health and Human Services, on December 4, 2004. “I, for the life of me, cannot
understand why the terrorists have not attacked our food supply because it would be so easy to
do. And, we are importing a lot of food from the Middle East, and it would be easy to tamper
with that,”” he stated during his final news conference upon leaving office in Washington, D.C.
(Speer, 2004).

There are many reasons to believe that terrorists and extremist groups might prefer to use
agricultural biological weapons against the United States rather than to mount another attack
targeting people in American cities. First, the technology involved is far less sophisticated, and
there is much less risk to the individuals developing the biological agents, (i.e. it’s easier and
safer for the perpetrator). In military jargon, food animals in the U.S. represent soft targets since
they are largely unprotected, vulnerable to attack, and there is reduced risk of any act of
retaliation. There are also fewer ethical issues for those who might hesitate to kill people
randomly and indiscriminately. This last matter may not be an issue for hard-core terrorists, but
it might influence domestic radical groups committed to disrupting America’s livestock industry.
“One vial containing pathogens for foot-and-mouth, bovine tuberculosis, or cowpox could be
devastating. The vision of National Guard troops having to machine-gun tens of thousands of

diseased cattle in Kansas’ feedlots doesn’t present a pretty picture,”” Dr. Jon Wefald, President
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of Kansas State University, told the Senate subcommittee during the Congressional hearing on
bioterrorism threats to American agriculture (1999).

Challenges for law enforcement. Law enforcement must respond to the following

guestions:

1. What should be the role of law enforcement in regard to agroterrorism?

2. Does law enforcement have a clear understanding of the threats and
vulnerability of our livestock industry?

3. Can law enforcement help prevent an attack?

4. To what extent is law enforcement responsible for the protection of the
livestock industry?

5. Is law enforcement prepared with an emergency response plan?

6. Are law enforcement resources adequate to enforce a long-standing
quarantine effectively?

7. s there a computerized database or network that allows law enforcement
agencies to share criminal intelligence concerning terrorist threats to
agriculture?

A National Institute of Justice (N1J) in-depth study was initiated in 2003 to provide
answers to these questions. A diverse research team was established, comprised of subject-
matter experts from law enforcement, animal health, agriculture economy, criminal intelligence,
law enforcement training, and academic research. Through a series of focus-group meetings, the
research team enlisted input from key members of the livestock industry, representing ranchers,
producers, feeders, processors, cooperatives, and transportation. Based on their findings, the
research team recommended specific responses for law enforcement in order to enhance its

capacity to address the complex subject of agroterrorism.
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Terrorist Threat to American Agriculture

The ability to feed its population effectively has always been a significant factor in the
prosperity of a society. In fact, a persuasive case can be made that the United States, in part,
owes its pre-eminent place in the hierarchy of world economic powers to its tremendous ability
to produce and distribute food that is plentiful, inexpensive, and safe. Economists have
calculated that U.S. wage earners spend approximately ten percent of earned income to purchase
food. Citizens of other countries cannot duplicate that efficiency and spend a proportionately
larger amount of their income on food. The savings on food costs generate personal
discretionary spending that propels our high national standard of living. Consequently, a
significant attack on agricultural infrastructure could have potentially dire economic
consequences, with a ripple effect that would go far beyond the direct cost of goods lost.

Federal responsibility for protecting our agricultural equities falls to the Animal Plant and
Health Inspection Service (APHIS) and the Plant Protection and Quarantine Service (PPQ) of the
United States Department of Agriculture (USDA). Although there have been occasional serious
outbreaks of new or emerging plant or animal agricultural diseases, the USDA has been largely
successful in its mission. Significantly, existing programs of inspection and surveillance were
largely designed to prevent and/or counter the accidental or inadvertent introduction of plant or
animal pathogens into the country. In the world prior to September 11, 2001, this equation
seemed to be sufficient. However, the security paradigm shifted radically in the turbulent days
and weeks following the attacks on the World Trade Center Twin Towers and the Pentagon. The
nationally traumatizing events of 9/11 fundamentally changed the general public’s awareness
and perception of collective vulnerability to terrorists in general, and specifically, the anthrax

and ricin toxin letter attacks dramatically revealed our vulnerabilities to microbes or toxins that
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might be used as weapons. The attacks starkly revealed the real and potential dangers of
bioterrorism to human populations, and national biodefense and biosecurity programs are
emerging in response. Unlike other potential weapons of mass destruction (nuclear and chemical
weapons), replicating agents (biologic organisms) pose a unique challenge. Would-be terrorists
might have the capability to “reload” and perpetrate repeated attacks that could potentially
overwhelm defensive or security measures and our public health infrastructure and capabilities.
One of the most complex and important tasks facing U.S. planners involves meaningful
assessments of the risk from biological threat agents. The dimensions of the threat involve many
variables that can drastically alter the possible consequences of a bioterrorist event. Perhaps the
most important variable is the agent used in an attack. Each potential biological agent or class of
biological agents is different, for each has characteristics that make defensive measures or
strategies change from agent to agent. For example, the problems posed by a smallpox-infected
terrorist traveling in the United States would be completely different from those posed by an
aerosol attack with anthrax spores in a large city. These problems would be completely different
from those posed by a foot-and-mouth disease (FMD) outbreak. The method of delivery is also a
critical factor for assessing the risk of an outbreak. Some potential bioterrorist agents, such as
anthrax, would require specialized preparation techniques that are not widely known outside of
state-sponsored biowarfare programs, while others, such as the highly contagious viruses like
FMD, have the ability to infect and spread easily without technical assistance from a perpetrator.
Another important factor in risk or vulnerability assessments involves the intended target
of a possible attack. Most of the classic biowarfare agents from state-sponsored offensive
programs were zoonotic in nature, meaning that they could affect both man and animals.

Primarily, they were intended to sicken or Kill people, even though they could potentially also
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affect animals as collateral damage. Significantly, a number of these same Cold War offensive
biowarfare programs invested considerable resources in developing, weaponizing, and testing
agents that would affect agricultural targets, both plant and animal. Of course, the ultimate target
of a biological attack on our agricultural infrastructure would be our economy and our national
psyche.

Primary threat to agriculture: Foot-and-mouth disease. Risk assessments following the

attacks of September 11, 2001, revealed stark vulnerabilities. Our agricultural landscape,
products, methods, and programs are exceptionally diverse, ranging from compact, intensive
practices that lend themselves to control and security measures (i.e. poultry, swine) to open
fields, pens, and pastures that would be virtually impossible to protect from intentional
contamination. Consequently, there are many individual targets and threats to consider, each
with its own set of potential challenges and countermeasures. For the sake of this report, we will
concentrate on foot-and-mouth disease (FMD), the agricultural pathogen that has long been the
most feared by U.S. authorities in the event of an accidental or purposeful introduction.

FMD is caused by a member of the picornaviradae family and is a serious disease of
cloven-hoofed animals (e.g. cattle, sheep, swine, deer, and goats). The United States has been
“FMD free” since 1929. Although it is possible for the virus to infect humans, clinical disease is
very rare and symptoms are generally mild. Consequently, FMD is not considered a threat to
humans and would not normally pose a personal health risk for perpetrators during handling the
agent.

Disease characteristics. FMD is considered the most contagious virus known (some 20
times more infectious than smallpox virus) with reports of airborne transmission from animal to

animal of up to fifty miles. This remarkable characteristic makes control of the agent in the
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presence of susceptible populations of animals especially daunting. The virus is also reported to
be highly persistent in the environment, remaining viable in contaminated fodder or frozen
animal tissues for months. Characteristic lesions of FMD involve blistering and vesicle
formation on mucous membranes of the mouth and nose (see Figure 10), on teats, and between
the “claws” of the feet. Blisters rupture and become painful erosions in affected areas. Affected
animals cannot walk, eat, drink, or be milked. FMD does not routinely cause high mortality
(death) in infected adult animals but typically infects a high percentage of animals that are
susceptible to disease. This infection results in decreased weight gains and milk production
(mastitis), abortions, increased juvenile mortality, and hoof

Figure 4 - FMD Symptoms
sloughing and deformation. In developing countries such as Afghanistan, endemic FMD can

have a considerable negative economic and public health
impact on those populations that heavily rely on domestic
animals for nutrition and livelihood.

Availability. Since FMD occurs naturally in
cloven-hoofed animals in parts of Africa, Asia, the Middle
East, and South America, with sporadic outbreaks in FMD-
free areas, the virus is readily accessible to would-be

terrorists. In the context of potential threats to U.S.

interests, the ready availability of FMD-infected animals (a

. ) ) ) i i Early warning signs of foot-and-
viable source of the virus) in many regions, including mouth-disease (FMD) include
excessive salivation, smacking of
lips, severe lameness, fever, and

. . ) ) loss of appetite. (Photograph
complicates strategies for protecting our national food courtesy of USDA.)

Southwest Asia, the Middle East and Afghanistan, greatly

animal herds.
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Extent: Weapon of mass destruction. The unique characteristics of the FMD virus make
it an ideal candidate for use as a weapon of mass destruction. Although it is not a human disease
hazard, the economic, psychological, and symbolic effects of the intentional introduction of
FMD would have the potential to be a national disaster. Fortunately, our agricultural programs
are exceptionally productive and diverse, making it highly improbable that availability of enough
food to feed our citizens would be a concern. The benefit for terrorists would be the scenes of
chaos, mass euthanasia, funeral pyres, economic turmoil, and visual evidence of physical and
emotional trauma to U.S. citizens on wall-to-wall media coverage.

Agriculture accounts for approximately 17% of the U.S. Gross National Product (GNP),
and even a limited outbreak of FMD in the United States would have a dramatic effect on the
food animal industry and the economy. However, a widely dispersed outbreak perpetrated by
terrorists could be disastrous on a number of levels. The national stock and commodities
markets would likely tumble, regional unemployment would soar, regional agricultural interests
heavily invested in the cattle or swine industry would be decimated, and allied agricultural and
banking industries would suffer. The cost and effort required to kill and dispose of at-risk food
animals would be immense. Additionally, there is the possibility that the virus could become
established in such wildlife as deer, buffalo or elk, greatly complicating eradication. Dramatic
images of a U.S. disaster (e.g. mass slaughter of animals and distraught owners) would likely
achieve the symbolic or political goals of potential terrorists.

Vulnerabilities. U.S. agriculture excels at producing food that is safe, inexpensive, and
plentiful as a result of many factors, including intensive industry practices that promote
maximum efficiency. Although this a great advantage for the country and consumers, these

production methods can greatly increase vulnerabilities to attack. The cattle industry is an
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extreme example of this vulnerability. As Figure 5 shows, a relatively compact geographical
area of southwest Kansas, the Oklahoma panhandle, and north Texas accounts for 80% of the
“fed” cattle in this country. These concentrations of millions of cattle in unprotected pastures
and feedyards greatly increase our vulnerability to attack with a disease as deadly as FMD.

Delivery. FMD is easily obtained in many of the countries where opponents of U.S.
interests declared and policies, such as Al-Qaeda, live and operate. The virus needs no complex
technical weaponization and delivery systems. Consequently, technical capabilities that are
problematic for many classical biowarfare or

bioterrorist agents, such as anthrax and plague, Figure 5 - Feedyard Locations in the U.S.

are irrelevant for FMD. No technical

Cattle Fatbened on Grain and Concentrates and Sold: 1597

capability is required. All that is needed is one
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another location. With current technologies ‘- L \_rm. PP—
and procedures, detection or interception of ® ﬁ /;" X, W ‘;
infectious materials at entry into the United s e i -

States is exceptionally challenging and

virtually impossible in the face of repeated attempts. Once in this country, the infectious virus
would easily overwhelm susceptible animals. Because of the exceptionally contagious nature of
the virus, infected animals become a low-tech, but highly efficient, delivery system. With little
strategic forethought, a terrorist could easily use the mobility of animals in our production
systems to maximize terrorist goals by ensuring that the disease occurs in multiple locations

throughout the country.
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Countermeasure: Vaccination. FMD has seven immunological distinct serotypes and up
to seventy subtypes. Although a number of different vaccines are available for FMD (the United
States does not currently produce any FMD vaccines), different vaccines do not cross-protect
against all serotypes and subtypes. Significantly, current vaccines may create a persistent carrier
state in cattle that is indistinguishable from natural infection with the virus. Therefore, domestic
use of current FMD vaccines as a preventive or deterrent could have the dramatic economic
effect of immediately halting meat exports to FMD-free countries such as Japan. The use of
available vaccines to help control an outbreak does have utility in a limited outbreak. However,
the benefit of vaccination-control strategies is greatly reduced in the face of intentionally caused,
widely spread outbreaks that could deplete available supplies of vaccine. Obviously, the
vaccines that are available for use must be the right vaccine for the FMD serotype or subtype
causing the disease.

Countermeasure: Quarantine, isolation, and slaughter. The current national strategy for
responding to an FMD outbreak involves isolation of affected animals and systematic slaughter
of at-risk animals. Table 1.0 provides an understanding of the sequence of events following an
outbreak or suspected outbreak of a foreign animal disease in Kansas. Rapid containment,
quarantine, and euthanasia is essential to prevent the spreading of highly contagious diseases
such as FMD. This strategy is primarily designed to respond to an accidental introduction that
would hopefully be limited in scope, and current technologies exist to execute this strategy.
However, in the context of bioterrorism with potential for massive outbreaks of affected animals
in the tens of millions, long-term reliance on such a countermeasure is highly problematic and

flawed.
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Table 2 - FMD Response Sequence

Foot-and-Mouth Disease (FMD) Sequence

Timeline: 0 -4 hours

Initial Symptoms of EMD
Field Veterinarian responds:
Alerts Livestock Commissioner:
Regional Response Teams deploy:

collects animal tissue sample;
notifies Governor & USDA;
secure crime scene; conduct
criminal investigation;
coordinates limited quarantine;
flown to the DHS Laboratory at
Plum Island (NY) for analysis;
activated.

Sheriff on site:
Animal tissue sample:

Public Information Team:

Timeline: 4-12 hours

Local Emergency Plan Activated
FAD Incident Team:
Public Health Team:
Stop Movement/Roadblock Plan:

prepares for deployment;
prepares for deployment;
1--reviewed for implementation;
2--marshal resources;

1--impact assessment;
2--livestock industry consulted.

Livestock Commissioner:

Timeline: 12 — 24 hours
Positive FMD Virus Confirmed by DHS Laboratory

State & Federal Responders: deploy;

State & Federal Emergency Plans:  activated;

Public Information: released;

Beef Exports: immediately halted.
Timeline: 24 — 36 Hours

Local, State, and Federal: State of Emergency Declared

Livestock Commissioner duties: 1--Quarantine Plan implemented;
2--Stop Movement implemented;
3--Burial pits approved; and
4--Euthanasia Plan implemented.
1--Assist Livestock Commissioner;
2--Qarantine Plan enforced;
3--Stop Movement Order enforced;
4--Criminal investigation; and
5--Conflict resolution.
Note: The Stop Movement Order, Animal Quarantine Plan, and Animal
Euthanasia Plan will remain in effect until modified or cancelled by the
Livestock Commissioner (Kansas Emergency Plan, 2005).

Law Enforcement duties:

Source: Kansas Animal Health Department
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Profiling the terrorists. Several categories of “terrorists” could be considered threats to

the agricultural infrastructure. Although separated by motivation, ideology, and resources, each
category of terrorists could be considered potential perpetrators of an agricultural event. Since
formal state sponsorship is not a technical or political necessity, the threat of foot-and-mouth
disease will be an enduring one for the United States.

There are four categories of potential terrorists:

1. International terrorists. Based on numerous threats and Intelligence, international
terrorists such as Al-Qaeda pose the most probable threat for introduction of a
foreign animal disease.

2. Economic opportunists. An FMD outbreak in the U.S. would have a dramatic
effect on markets and make virus introduction for the manipulation of markets for
personal economic gain a possibility.

3. Domestic terrorists. Domestic terrorist groups could view the introduction of
FMD as a blow against the Federal Government. In addition, an unbalanced
individual or a disgruntled employee with many possible motivations could be the
perpetrator of an attack.

4. Militant animal rights activists. Some animal rights activists believe that the use
of animals for food is immoral. Militant elements, such as the Animal Liberation
Front (ALF), could view an attack on the food animal industry as a positive event.

Terrorists have declared their intention to attack the United States in ways that were
previously thought to be improbable, a declaration which has prompted both an evaluation of
possible targets for terrorists and significant planning to protect those equities deemed at risk.
Clearly, our agricultural infrastructure and food supply could be opportune targets for terrorists.
FMD is by most accounts the most problematic of these threats. For many reasons, current
strategies for countering an outbreak of FMD are inadequate, leaving this important component
of our economy and national infrastructure vulnerable. In light of these vulnerabilities, the U.S.
must develop new response strategies and countermeasures to reduce the risk that terrorists could

significantly damage it using FMD as a weapon.
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American consumers enjoy the world’s safest and most abundant food supply, spending
only 10% of their average disposable income on food items (Economic Research Service [ERS]).
Those benefits are largely the result of the U.S. food industry’s efficiency and productivity.
Indeed, one of the U.S.’s economic strengths is directly related to our agriculture and food
industries. The efficiency of this system has enabled American agriculture to provide an
abundant, safe, and affordable food supply for U.S. citizens and to be a dominant supplier of
food and fiber to the rest of the world (Collins, K., 2001).

Research Project: Goals and Objectives

Because of our vulnerabilities to agroterrorism and its dire economic consequences, this
research project was initiated with the overall goal of, first, understanding potential threats, and
second, developing proactive strategies to help protect our agriculture economy. The concern is
not about a terrorist attack on agriculture but rather the economic impact and disruptive
consequences. From the outset, the research team recognized the need to establish a strong
partnership between law enforcement and the livestock industry in order to accomplish our goal.
Indeed, such a partnership was forged between law enforcement and livestock professionals
through combined ownership of the research task, mutual respect for each other’s expertise, and
a genuine commitment to address jointly the threat of agroterrorism. The result of this new
partnership was an understanding of the complex nature of the research task and the detailed
coordination required to achieve our overall mission.

Four specific objectives were established for this research project:

1. Identify bioterrorism vulnerabilities of America’s livestock industry;

2. Identify proactive measures by law enforcement needed to help protect the
nation’s livestock industry from agroterrorism;
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Identify the emergency response procedures and resources required by law
enforcement to respond to an act of agroterrorism; and

Develop a standardized training module for law-enforcement agencies
interested in addressing agroterrorism.
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LITERATURE REVIEW

Pre-9/11 Research

While there is considerable background material on the topic of foreign animal diseases
and other viral threats to our livestock industry, research regarding the subject of the potential for
terrorist attacks or deliberate harm directed at American agriculture, specifically the livestock
industry, is slim. In fact, it wasn’t until recently that the term “agroterrorism” was formerly
coined and became accepted terminology in the animal health community.

One of the first public officials to raise the possibility of terrorists using pathogens to
attack American agriculture was Wefald, current President of Kansas State University. Back in
1999--some two years before the 9/11 attacks on the World Trade Center in New York and the
Pentagon in Washington, D.C.--Wefald testified before the U.S. Senate Emerging Threats
Subcommittee. He warned of the potential for terrorist strikes against America’s food supply. In
describing our agriculture industry as a “soft” target for terrorists, Wefald detailed several
scenarios that, if successful, would have severe consequences for America’s food supply and
economy. One such scenario involved the simple transportation and delivery of a vial containing
a pathogen for foot-and-mouth disease (FMD). This highly-contagious, debilitating virus would
spread rapidly through herds of cloven-hoofed animals (cattle, sheep, and pigs), until the
outbreak was brought under control through drastic eradication measures and long-term
quarantines. Any outbreak of FMD in this country would result in a devastating impact on
America’s food supply, as well as its agriculture exports (Wefald, 1999).

At the conclusion of his Congressional testimony in October, 1999, Wefald issued a
strong warning: “I trust that we have alerted the Subcommittee to the gravity of the threat that

looms over the nation’s food supply--indeed, it is a threat that looms over the world’s food
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supply and the global economy. America has the capacity to meet and defeat this threat, but the
time for concerted action is now.” Although on a different front, Dr. Wefald became a
soothsayer only 23 months later with the terrorist attacks on September 11, 2001.

One of the purposes of the presentation by Wefald and his team of agriculture experts
before the U.S. Senate in 1999 was to obtain support and funding for establishing an agriculture
biosecurity and research center at Kansas State University. The proposed center was not
approved by the U.S. Senate at that time. However, following the terrorists attacks on
September 11, 2001, Congress approved funding for the National Agricultural Biosecurity
Center (NABC), and the center was established at Kansas State University in 2002. The current
mission of the NABC is to work jointly with the U.S. Department of Agriculture and other land-
grant universities in a strategic partnership to address threats to the nation’s agricultural economy
and food supply. The NABC is now working with local, State, and Federal law enforcement in a
dynamic partnership to help protect America’s farms and feedlots.

In 2000, one year after Wefald’s warning to Congress, academic researchers began to
take notice of the potential impact of a terrorist attack on American’s agriculture. At this point,
the term “agroterrorism” began to appear in print (Kohnen, 2000).

Presenting a discussion paper at the John F. Kennedy School of Government, Harvard
University, on October, 2000, Kohnen was perhaps the first researcher to specifically refer to the
term agroterrorism. She urged the USDA to pursue federal funding for disease detection and the
development of surveillance technologies to thwart an attack on American agriculture. Kohnen
also recommended the USDA upgrade its Animal Disease Center at Plum Island, New York.

Kohnen specified four specific prevention levels at which America could counter the

agroterrorism threat:
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1. The Organism Level, through animal or plant disease resistance;

2. The Farm Level, through facility management techniques and physical security
measures designed to prevent disease introduction or transmission;

3. The Sector Level, through USDA disease detection and response procedures; and

4. The National Level, through policies designed to minimize the social and
economic costs of a catastrophic disease outbreak.

Kohnen cited foot-and-mouth disease (FMD) as the most serious biological threat, along with
bovine spongiform encephalopathy (BSE), also known as “mad cow disease.” Throughout this
paper, no reference was made to law enforcement and its role in agroterrorism.

Post 9/11 Research

Background: Agroterrorism. Since 1912, there have been 12 documented cases

involving biological agents used against agriculture and food sources (Carus, 2002). In his
research at the National Defense University in Washington, D.C., Carus conducted a series of
case studies describing every identifiable instance in open-source materials in which a
perpetrator(s) used, acquired, or threatened to use a biological agent. He researched over 270
alleged cases involving biological agents but identified only 12 cases that involved agriculture
and/or food sources (see Table 3.1).

Only 2 of the 12 incidents could be termed as acts of terrorism. The first occurred in
Kenya in 1952, when a group of Mau Mau insurgents poisoned 33 steers using a toxic plant
known as African milk bush. The Mau Mau inserted the latex of the plant into incisions cut into
the skins of the animals. As a result of this biological attack, 8 animals died, 6 within five days.
Through the early 1950s, the Mau Mau initiated a series of attacks on British farmers and the

British government in colonial Kenya as part of an unsuccessful revolution. The use of toxins by
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the Mau Mau insurgents in 1952 in Kenya was perhaps the first act of agroterrorism directed

against a government (Carus, 2002; Kohnen, 2000).

Table 3 - Confirmed Cases of Agriculture and Food Bioterrorism in the 1900s

Year
1997

1996
1995

1984

1970

1964
1952

1939

1936

1916

1913

1912

Bioterrorism Incident

Hemorrhagic virus spread among wild rabbit population in
New Zealand

Food poisoning using shigella in a Dallas, Texas hospital

Food poisoning of an estranged husband using ricin in
Johnson County, Kansas

Food poisoning of public salad bars using salmonella in
The Dalles, Oregon

Food poisoning of four college roommates using parasite-
contaminated food

Food poisoning in Japan using salmonella and dysentery

African milk bush used to kill 33 head of livestock in
Kenya

Food poisoning in Japan using pastries contaminated with
salmonella

Food poisoning in Japan using cakes contaminated with
salmonella

Food poisoning in New York City using arsenic to kill
wife’s parents

Food poisoning in Germany using cholera and typhus to
kill family members

Food poisoning in France using salmonella and poisonous
mushrooms

Source: Carus, 2002; Chalk, 2004.

Alleged Perpetrators

New Zealand farmers

hospital lab employee

Kansas physician

Rajneeshee Cult

college roommate

Japanese physician

Mau Mau insurgents

Japanese physician

Japanese physician

New York dentist

German chemist

French druggist

The second bioterrorism attack occurred in 1984, when the Rajneeshee Cult contaminated

public restaurants (salad bars, coffee creamers, and salad dressing) with salmonella in The

Dalles, Oregon. A total of 751 persons became ill from this biological attack which was

designed to “make people sick so they could not vote” (Carus, 2002). The Rajneeshee Cult had

sought to gain control of the Wasco County Commission when two of the three commissioners

were up for re-election. During the investigation of the incident, a secret “germ warfare”
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laboratory was located, operated by the Rajneeshee Cult. The attempted sabotage of the county
election was unsuccessful, as the victims became ill after election date and were able to
participate in the county-wide election.

There have been criminal acts involving the use of biological agents, but the incident in
Oregon is the only confirmed instance of biological terrorism to ever occur in the United States,
according to the FBI (Carus, 2002).

In this research (2002), Carus developed a working definition of “bioterrorism”: The
threat or use of biological agents by individuals or groups motivated by political, religious,
ecological, or other ideological objectives. He noted that any definition that focuses on political
intimidation fails to capture two significant motivations for the use of bioterrorism: terrorists are
attracted to biological weapons because pathogens have the capacity to inflict mass casualties on
an unprecedented scale; and terrorists recognize that biological agents are a unique, covert tool
for achieving specialized objectives, such as the destruction of a government’s economic base.

Socioeconomic costs. In his book Hitting America’s Soft Underbelly, Chalk, a

researcher from the RAND Corporation, defined agroterrorism as “the deliberate introduction of
a disease agent, either against livestock or into the food chain, for the purposes of undermining
socioeconomic stability and/or generating fear.” What could be the motivation for such an
attack? “Depending on the disease agent and pathogenic vector chosen,” Chalk continued,
“agroterrorism is a tactic that can be used either to cause mass socioeconomic disruption or as a
form of direct human aggression” (2004).

Chalk described (2004) three expected levels of socioeconomic costs that would result
from an act of agroterrorism:

1. Direct losses resulting from the eradication or d